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Overview

Each year, the Department identifies existing and potential management challenges, weaknesses, and areas in
need of improvement. Two primary sources used to identify these issues are the Department’s OlG-identified
Top Management and Performance Challenges and the Federal Managers’ Financial Integrity Act (FMFIA)
assessment process. The challenges identified by the Department’s OIG are from an auditor’s perspective and
include areas of concern that bear significantly on how well the Department carries out its mission and meets
its responsibilities as a steward of public funds. The FMFIA assessment process evaluates the effectiveness of
internal controls to support effective and efficient programmatic operations, reliable financial reporting, and
compliance with applicable laws and regulations (FMFIA § 2) and whether financial management systems
conform to financial system requirements (FMFIA § 4).

Presented on the following pages are the OlG-identified Top Management and Performance Challenges in the

Department, Department management’s response to those challenges, and the Corrective Action Plan resulting
from the FMFIA assessment.
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Top Management and Performance
Challenges in the Department of Justice

November 8, 2011

MEMORANDUM FOR THE ATTORNEY GENERAL
THE DEPUTY ATTORNEY GENERAL

FROM: CYNTHIA A. SCHNEDAR (¢ 1,-14"( C g.,a& Finng sl oo
ACTING INSPECTOR GENERAL

SUBJECT: Top Management and Performance Challenges
in the Department of Justice

Attached to this memorandum is the Office of the Inspector General's (OIG) 2011
list of top management and performance challenges facing the Department of Justice
(Department). We have prepared similar lists since 1998. By statute, this list is
required to be included in the Department's annual Performance and Accountability
Report.

While the challenges are not presented in priority order, similar to past years we
continue to believe that Counterterrorism presents the greatest challenge to the
Department. In addition, we added the challenge of Implementing Cost Savings and
Efficiencies in recognition of the difficult challenges the Department faces in continuing
to execute its mission in this constrained fiscal climate. In recognition of the fact that
2011 was the fifth straight year that the Department earned an unqualified opinion on
its consolidated financial statements with no material weakness, we have removed the
challenge of Financial Management from the top 10 list. In addition, we have re-
categorized two of last year's challenges so that the issues previously represented by
Organized Crimes and Financial Crimes and Cyber Crimes are represented in this year's
list as Criminal Law Enforcement and Financial Enforcement.

We wish to emphasize that all 10 challenges are critical, and many are closely
related to each other. For example, we believe that the challenges of combating
terrorism, enforcing criminal law, and managing detention and incarceration cannot be
addressed in isolation, but rather must take into account the challenge of protecting
civil rights and civil liberties. Similarly, many of this year's top 10 challenges relate to
fiscal responsibility and resource management, such as Implementing Cost Savings and
Efficiencies; Information Technology Systems Planning, Implementation, and Security;
Financial Enforcement; and Grants and Contract Management.

We hope this document will assist Department managers in addressing its top
management and performance challenges. We look forward to continuing to work with

the Department to respond to these important issues.

Attachment
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1 Counterterrorism: Ten years after the anniversary of the terrorist attacks on September 11, 2001,
counterterrorism remains the highest priority of the Department of Justice (the Department). The deaths
of al-Qaeda leaders, including the May 2011 death of Osama Bin Laden, have not affected the goal of
al-Qaeda and other terrorist groups to conduct attacks inside the United States. In June 2011, the
Administration’s Strategy for Counterterrorism noted that the significant terrorist threat posed by
al-Qaeda, its affiliates, and its adherents requires the United States and its partners to develop and pursue
more agile and adaptive methods to defeat it. In addition, domestic terrorism also remains a significant
concern, as illustrated by the January 2011 discovery of an improvised explosive device alongside a
parade route in Spokane, Washington, and by the increasing dangers posed by anti-government militia
extremism. Although the country and the Department have made considerable progress over the past
decade to combat terrorism, the present era of budget and deficit reduction means that significant
challenges remain in protecting the country from those who would do it harm while not shortchanging the
Department’s other important missions.

Examination of the circumstances of the September 11 attacks makes it clear that the Department must
ensure that it accurately processes, manages, and shares the information it has regarding known and
suspected terrorists. The Office of the Inspector General (OIG) is conducting multiple reviews and audits
to assess how the Department manages information relating to counterterrorism. For example, we are
examining the Federal Bureau of Investigation’s (FBI) management of the terrorist watchlist nominations
process and its encounters with individuals on the watchlist. In a previous audit, the OIG concluded that
the FBI did not nominate known or suspected terrorists to the watchlist in a timely manner and did not
update or remove watchlist records as required. The current review follows up on our prior audit to
ensure that the FBI is making adequate progress to improve this important program. It is critical that the
watchlist contain accurate and up-to-date information because it is used by government personnel to
determine how to respond when a known or suspected terrorist requests entry into the United States. The
OIG is also examining the FBI’s Foreign Terrorist Tracking Task Force (FTTTF) to determine if the FBI
has implemented a viable strategy to locate and track suspected terrorists and their supporters; if the
FTTTF’s coordination with law enforcement, intelligence agencies, and other outside entities has
enhanced its abilities; and if the FBI has appropriately managed terrorist-related information maintained
by the FTTTF.

Accurate tracking of counterterrorism efforts is also essential to the management of Department
resources, as Congress and the Department use statistical reports relating to terrorism to make operational
and funding decisions to support the Department’s annual budget requests for counterterrorism activities.
Particularly in this time of constrained budgets and deficit reduction efforts, it is essential that the
Department report with precision terrorism-related statistics, such as the number of individuals charged
with terrorism as a result of terrorism investigations and the number of threats made against people, cities,
and transportation facilities. The OIG is conducting a follow-up audit of the Department’s internal
controls over terrorism reporting to determine whether the National Security Division (NSD), the
Executive Office for United States Attorneys, and the FBI have taken appropriate actions to implement
the recommendations from our 2007 audit that found that Department components and the Department as
a whole did not accurately collect and report terrorism-related statistics. Four of the recommendations we
made in that prior audit remain open, including that the FBI ensure terrorism-related statistics are not
reported unless evidence is maintained to support the statistics. Our follow-up audit seeks to determine
what progress has been made toward closing our recommendations and to determine whether the other
corrective actions the Department has implemented have improved the components’ ability to gather,
track, classify, verify, and report accurate terrorism-related statistics.

Terrorists and criminal hackers are increasingly using the freedom and anonymity of the Internet to

threaten national security, and their evolving methods require ongoing adaptation by the Department and
the FBI. In April 2011, the OIG published a report examining the FBI’s ability to address the threat of
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cyber intrusions intended to compromise national security. The report focused on the FBI’s efforts to
develop the National Cyber Investigative Joint Task Force (NCIJTF) and the capabilities of FBI field
offices to investigate national security cyber intrusion cases. While our audit found that the FBI had
completed the interim goals for the NCIJTF, such as identifying technigues and tactics being used to
attack computer networks and incorporating intelligence and law enforcement community partners into
the day-to-day operations of the task force, we also identified areas where the NCIJTF could improve its
capabilities to defend against cyber attacks. For example, information sharing, even among task force
members, was a significant concern. We found that the NCIJTF did not always share relevant
information about cyber threats among the task force’s partner agencies even though the agencies are co-
located at the NCIJTF and are expected to work together daily to mitigate and neutralize cyber threats.
Some agencies’ representatives were often asked to leave NCIJTF threat focus cell meetings to limit
dissemination of information. Further, our audit found that NCIJTF partner agencies had not agreed to a
consistent information sharing framework, leaving NCIJTF partner agencies with potentially divergent
understandings about what information would be shared.

In addition, we found that FBI field agents often lacked the technical skills necessary to investigate cyber
intrusion cases, and many agents believed they did not have time to take the required training to gain
these skills. Effective information sharing and proper training are critical to an effective counterterrorism
strategy in general, and particularly with regard to cyber intrusions. Our report made 10
recommendations, including that the FBI consider creating a new “cyber intrusion” career path and
establish regional hubs staffed with cyber intrusion experts to ensure that the Department has appropriate
specialists to address this emerging threat. The FBI has indicated that it agrees with all 10
recommendations, and the OIG will continue to monitor this important issue.

Investigation and prosecution of terrorist financing also play an important role in the Department’s efforts
to disrupt terrorist organizations and prevent terrorist attacks. The FBI and NSD share responsibility for
identifying, investigating, and prosecuting persons and entities providing financial support to terrorist
organizations and in providing operational support and legal guidance to federal, state, local, and
international entities. The OIG has initiated a review of FBI and NSD efforts to combat terrorist
financing that will examine whether the FBI and NSD are appropriately handling and coordinating these
important responsibilities.

In addition, the Department must ensure that it is prepared to respond in the event of a terrorist attack.
Since the publication of our June 2010 report concluding that the Department as a whole needed to
improve its preparedness to respond to a weapon of mass destruction incident, the Department has formed
an Emergency Preparedness Committee to assess its emergency preparedness policies and procedures,
and to implement the recommendations made in our report. Those recommendations included
designating a leader in the Department with the authority to manage the entire response program and
updating the Department’s response policies to conform them to the National Response Framework and
National Incident Management System. However, 18 months after the creation of this committee, all five
of the recommendations we made to the Department remain open. We believe that the Department will
be better prepared to ensure public safety in the event of a terrorist attack when this work is complete.

Finally, coordination between the FBI and the Bureau of Alcohol, Tobacco, Firearms and Explosives
(ATF) in the event of a terrorist attack involving explosives remains a significant concern. We first raised
these issues in our October 2009 review of the coordination between the FBI and ATF in responding to
explosives incidents. While the FBI and ATF have made efforts to address the problems identified in our
report and the Department has assigned lead jurisdiction over terrorism-related explosives investigations
to the FBI, important questions remain. The questions include what ATF’s investigative role will be
when an explosion’s nexus to terrorism is in dispute and which component will have lead agency
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jurisdiction over non-terrorism crimes that have historically been investigated by the FBI, such as bank
robberies. The Department must resolve these coordination issues promptly.

In sum, the effective management of counterterrorism efforts remains a fundamental challenge for the
Department. Although the Department’s commitment to combating terrorism has been robust and steady,
its management of such critical matters as information sharing and agency coordination can be
substantially improved.

2. Implementing Cost Savings and Efficiencies: The Congressional Budget Office estimates that
the United States is facing an enormous budget deficit of $1.28 trillion in 2011, and there are significant
pressures to reduce this deficit. During the past fiscal year, two potential government shut downs were
narrowly averted by last minute bipartisan agreements, which included the establishment of a “Super
Committee” of Members of Congress appointed to find ways to deeply cut the federal budget. Within the
current fiscal environment of reduced budgets, hiring and pay freezes, and deficit reduction, it is essential
that the Department manage its resources as efficiently and effectively as possible by streamlining or
eliminating duplicative or ineffective programs and ensuring that expenditures directly support its
mission.

To its credit, the Department has already taken steps to eliminate duplicative programs and reduce costs.
In July 2010, the Attorney General created the Advisory Council for Savings and Efficiencies (the SAVE
Council), which helps the Department identify and implement best practices for saving taxpayer dollars,
realizing efficiencies, and monitoring Department progress. The Department has estimated that the
SAVE Council has saved more than $51 million. Most recently, the Department announced more than
$130 million in cost savings and efficiency measures (which include the previously mentioned

$51 million) that it intends to implement, such as consolidating Antitrust Field Division offices and
merging the Justice Management Division’s strategic planning and management functions. Additionally,
in January 2011, Attorney General Holder issued a memorandum ordering a Department-wide temporary
hiring freeze and instructing components to limit travel, training, and conference spending to only those
needs that are essential. The Department also has announced that it will realign functions in various
offices, lower lease costs by consolidating or reducing office space, and continue to look for ways to more
effectively use the Department’s resources. The Department’s efforts to identify cost savings are
commendable.

Yet more can be done. We believe that the Department also could achieve significant cost savings if it
were to consolidate and streamline its efforts in programs with comparable characteristics. For example,
as we described in our 2009 report regarding explosives investigation coordination between the FBI and
ATF, the Department should consider consolidating its explosives training facilities, including the
facilities used to train explosives-detecting canines, as well as Department laboratories that perform
explosives-related analyses. In addition, the Department maintains three components that award grants —
the Office of Justice Programs (OJP), the Office on Violence Against Women (OVW), and Community
Oriented Policing Services (COPS). In our March 2011 report regarding the Department’s efforts to
monitor and oversee grants awarded through OJP, we found that OVW and COPS perform certain
monitoring and oversight functions that are duplicative of the services available through OJP.

In addition to streamlining duplicative programs and consolidating office space, the Department must also
negotiate its contracts in a manner that maximizes the value it receives. For example, the Department
spends over $1.2 billion a year on non-federal detention space, an amount that has continued to increase
each year even though the number of detainees has remained relatively constant. We have repeatedly
expressed concern that the Department was not effectively negotiating the rates it pays to house federal
detainees. In our March 2011 report regarding the Department’s process for negotiating the rates it pays
to state and local governments to house detainees, we described significant deficiencies in the United
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States Marshals Service’s (USMS) negotiation strategy tools. For example, although the USMS collects
operating expense data from jails showing how much each spends to house detainees, it did not
consistently use this data to negotiate lower rates. In addition, we found that during negotiations, the
USMS inconsistently applied pricing factors such as independent estimates and rates charged by nearby
jails and, in some cases, proposed rates were compared only to the highest rates in a particular area
without regard to whether facilities were comparable in terms of type, size, and location. We also
identified instances in which some state and local governments took advantage of circumstances such as a
shortage in detention space to demand unjustifiable increased rates. We therefore made several
recommendations to help the Department better negotiate, justify, and document agreements to obtain
non-federal detention space that could result in significant cost savings, including moving detainees to
different facilities when a local facility demands an unjustifiable rate increase. It is essential that the
Department collect and use accurate and up-to-date information in this program and others to ensure it is
in the best position when it negotiates with contractors and vendors what it will spend on its programs.

During fiscal year (FY) 2011, the OIG issued several reports that highlighted other, smaller expenditures
that the Department should analyze to identify opportunities for cost savings. For example, the OIG
conducted an audit of how much the Department spends on conference planning and food and beverage
costs. The Department reported that it hosted or participated in 1,832 conferences in FYs 2008 and 2009
at a total cost of $121 million. Our audit found that the Department spent approximately $600,000 in
grant funds to procure event planning services for five conferences without demonstrating that these firms
also offered the most cost-effective logistical services and that two of the Department’s components did
not collect salary and benefit cost data from their event planners. We also identified unallowable and
unnecessary event planning costs. We recommended that components ensure that the Department uses
training and technical assistance providers, who are generally more skilled than needed for providing
purely logistical services, to plan conferences only when it is the most cost-effective method of providing
logistical services, and that recipients of Department funds for conference planning be required to track
their time and activities associated with such services. The Department should ensure it is receiving good
value for the considerable sums of money it spends on conferences. In response to our report, the
Department is taking action to control future conference expenditures. For example, the Justice
Management Division (JMD) is issuing guidance to Department components requiring them to conduct a
cost-benefit analysis when justifying ordering food and beverages to obtain free meeting space. In
addition, Department components are implementing guidelines regarding conference food and beverage
limits for conferences supported with cooperative agreement funds that are congruent with Department-
wide rules.

The Department can also control expenditures through oversight to ensure that expenses are incurred in
accordance with Department policy and government regulations. In November 2010, the OIG issued a
report that found while the large majority of U.S. Attorneys rarely or never exceeded the government
lodging rate, a small number of U.S. Attorneys routinely exceeded the government rate by large amounts,
with insufficient justification. We also found that deficiencies and inconsistencies in the Department’s
travel policies enabled U.S. Attorneys to authorize their own travel, including authorizing themselves to
exceed the government rate. As a result of this review, the Department issued a new policy clarifying the
requirement that U.S. Attorneys obtain authorization for their travel from the Executive Office for United
States Attorneys. The Department reports that it is implementing new procedures to ensure that

U.S. Attorneys, and all Department employees, receive authorization for travel only when necessary and
that all related travel expenses are incurred in accordance with government and Department travel
regulations. We will continue to monitor their efforts in this area.

Fiscal responsibility is always important, and never more so than in difficult economic times when the

Department must fulfill its mission despite budget constraints. The Department must remain innovative
and vigilant in continuing to identify opportunities to increase efficiencies, eliminate ineffective
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programs, and direct funding toward its highest priorities. The Department’s challenge is to use its
resources wisely and maximize the effectiveness of its programs while meeting or exceeding established
performance goals.

3. Southwest Border Security Issues: For the second year in a row, the effort to combat organized
criminal activities such as the smuggling of humans, drugs, firearms and ammunition, and currency along
the 2,000-mile U.S. border with Mexico continues to present a formidable challenge for the Department.
The Department’s 2011 National Drug Threat Assessment continued to report that crime cartels are
primarily responsible for most of the illicit drugs and the thousands of illegal immigrants that are
smuggled across the border from Mexico. Simultaneously, firearms and currency are smuggled from the
United States into Mexico.

The Department has responded to these criminal activities with a multi-faceted approach under its
Southwest Border Enforcement Initiative, using assets of the Drug Enforcement Administration (DEA),
ATF, FBI, the Organized Crime and Drug Enforcement Task Forces (OCDETF), and United States
Attorneys’ Offices, among others. Major efforts aimed at the Southwest border include ATF’s Project
Gunrunner; the DEA’s El Paso Intelligence Center (EPIC) and its Special Operations Division (SOD);
OCDETF co-located strike forces and the multi-agency OCDETF Fusion Center; and the FBI’s criminal
investigations. However, according to the 2011 National Drug Threat Assessment, the availability of
most illegal drugs has continued to increase. While violent crime along the Southwest border as a whole
has decreased, as it has nationwide, some locations have seen increases.

ATF’s efforts to manage its Southwest border law enforcement responsibilities have been complicated by
allegations that a gun trafficking investigation known as Operation Fast and Furious was mishandled and
endangered public safety. Operation Fast and Furious grew out of ATF’s Project Gunrunner, a national
initiative to stem firearms trafficking to Mexico, and the Department’s Southwest Border Enforcement
Initiative, which is intended to reduce cross-border drug and firearms trafficking and the high level of
violence associated with these activities. The OIG is reviewing the development and implementation of
Operation Fast and Furious and similar investigations, including matters such as the involvement of
Department components and other law enforcement or government entities in the investigations;
information sharing issues among the agencies; the guidelines and other internal controls in place and
compliance with those controls during the investigations; and the investigative outcomes.

In addition to our ongoing review of Operation Fast and Furious, in November 2010 we completed a
review of ATF’s overall management of Project Gunrunner. Our review found poor coordination and
collaboration, and inadequate information sharing between ATF and other Department components, and
between ATF and units of the Mexican government. In response to the OIG’s 15 recommendations, ATF
has reported to the OIG that it will implement a revised Cartel Strategy for combating firearms
trafficking, increase its dissemination of intelligence information to its Mexican partners, increase
coordination with the Department of Homeland Security’s (DHS) Customs and Border Protection and
Immigration and Customs Enforcement, and improve its coordination with the DEA. The OIG continues
to monitor ATF’s implementation of the corrective actions it agreed to take in response to our
recommendations.

The OIG also continues to examine other aspects of the Department’s Southwest Border Enforcement
Initiative. In response to the recommendations we made in our June 2010 report regarding the DEA’s
El Paso Intelligence Center, the Department has implemented initiatives to improve its operations,
including establishing a Predictive Analysis and Targeting Unit to enhance analysis of information
regarding drug seizures and the use of fraudulent documents. The DEA also reported to the OIG that it
received Office of National Drug Control Policy funding for a program that allowed EPIC to increase
drug seizure data reporting into the National Seizure System and, thus, to create a more complete record
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of drug seizure information. In addition, the DEA reported that EPIC added a Community of Interest
feature to its web portal, which provides broader and more interactive sharing of Southwest border
information for EPIC’s users. With the integration of the Border Intelligence Fusion Section, another
new DHS-led organization based at EPIC, the Department may be able to provide more timely and
accurate information and analysis to other agencies and intelligence centers.

Border security issues are also affected by the enforcement of immigration laws. Although DHS
organizations are charged with most immigration-related responsibilities, we are reviewing the efforts of
the Department’s Executive Office for Immigration Review (EOIR) to address its backlog of cases.

Although the Department is actively working with other federal agencies, with state and local law
enforcement, and with Mexico to respond to the law enforcement challenges along the Southwest border,
much remains to be done. The Department’s challenge is to continue its efforts to reduce the flow of
illegal immigrants, drugs, and weapons between Mexico and the United States effectively, without
endangering public safety.

4, Protecting Civil Rightsand Civil Liberties: While the Department must aggressively continue
to pursue its counterterrorism and criminal law enforcement responsibilities, it also must not waver from
its commitment and responsibility to uphold civil and constitutional rights. As several of our recent
reviews have demonstrated, finding the appropriate balance between these important goals presents a
significant challenge.

The OIG has conducted a series of reviews to evaluate the Department’s and the FBI’s use of various
counterterrorism investigative tools. For example, the OIG is currently conducting its third examination
of the FBI’s use of National Security Letters (NSL), which are used to obtain information such as
telephone and financial records from third parties without a court order. Of particular note, this review
will evaluate the automated system the FBI implemented to generate and track NSLs. This system, which
the FBI created in response to deficiencies identified in our prior reports, is critical to the responsible
administration of the FBI’s counterterrorism tools. We are also examining the FBI’s use of its authority
pursuant to Section 215 of the USA PATRIOT Act (Patriot Act) to obtain business records and the FBI’s
use of its pen register and trap-and-trace authority under the Foreign Intelligence Surveillance Act.

Another powerful investigative mechanism with important implications for civil rights and liberties is the
material witness warrant. These warrants are governed by a statute that permits the arrest and detention
of witnesses, under specified circumstances and without a showing of probable cause, so that they are
available to provide testimony in criminal proceedings. The OIG has initiated a review of allegations of
civil rights and civil liberties abuses in the Department’s post-September 11 use of material witness
warrants in the national security context.

The Department has also been granted intelligence-gathering authorities under Section 702 of the FISA
Amendments Act of 2008 (FAA) that are useful to its counterterrorism mission but also have civil rights
and liberties implications. Section 702 authorizes targeting non-U.S. persons reasonably believed to be
outside the United States in order to acquire foreign intelligence information. The OIG is examining the
FBI’s use of this statute, including the FBI’s compliance with targeting and minimization procedures
required under the FAA that are designed to ensure that the Department strikes an appropriate balance
between its national security responsibilities and its responsibility to protect civil rights and liberties.

With regard to non-terrorism investigations, the Department has made progress implementing
recommendations we made in our 2010 report concerning allegations that the FBI improperly targeted
certain domestic advocacy groups for scrutiny based upon the exercise of their First Amendment rights.
For example, the FBI has reported that its Office of General Counsel has issued instructions to its
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personnel not to retain information regarding an individual’s exercise of First Amendment rights without
the requisite law enforcement nexus, statutory authorization, or the individual’s consent, and it is
developing a corporate policy to the same effect. The FBI has also promised to ensure that FBI agents
must specify the potential violation of a specific federal criminal statute as part of documenting the basis
for opening a preliminary or full investigation in cases involving investigation of members of advocacy
groups for activities connected to the exercise of their First Amendment rights. The FBI has not,
however, taken the same action with regard to investigation of advocacy groups themselves, and we
believe the FBI should do so promptly.

Protecting civil rights and liberties, however, is not just a matter of balancing the citizenry’s rights against
the need for aggressive law enforcement or counterterrorism investigations. The Department also must
ensure that it is properly enforcing civil rights laws. The OIG has undertaken a review of the enforcement
of civil rights laws by the Voting Section of the Department’s Civil Rights Division. The review is
examining the types of cases brought by the Voting Section and any changes in the types of cases over
time; any changes in Voting Section enforcement policies or procedures over time; whether the Voting
Section has enforced the civil rights laws in a non-discriminatory manner; and whether any Voting
Section employees have been harassed for participating in the investigation or prosecution of particular
matters.

Another critical challenge facing the Department in protecting civil rights and liberties is ensuring that it
has adequate measures in place so that it does not wrongly accuse someone of committing a crime. This
issue was raised in the OIG’s June 2011 follow-up report examining the FBI’s progress in implementing
recommendations for improvements to the FBI Laboratory’s latent fingerprint operations following the
misidentification of Brandon Mayfield in 2004. Mayfield, who was an attorney in Portland, Oregon, at
the time, was arrested after the FBI Laboratory examiners wrongly identified his fingerprint as matching a
fingerprint found on a bag of detonators connected to the March 2004 terrorist attack on commuter trains
in Madrid, Spain. Our follow-up report concluded that the FBI Laboratory has made significant
improvements to its latent print operations since the misidentification, including undertaking research to
develop objective criteria for latent fingerprint analysis and substantially revising its Standard Operating
Procedures and training materials to address many of the causes of the Mayfield misidentification.

Finally, the Department’s responsibility to protect civil rights and liberties includes ensuring the integrity
of our justice system in all respects, even after conviction. The Department’s challenges relating to
detention and incarceration, a crucial aspect of protecting civil rights and liberties, are discussed in the
Detention and Incarceration section of this document.

5. Information Technology Systems Planning, | mplementation, and Security: The
Department’s management of its information technology (IT) systems continues to remain a top
management challenge, and it has proven particularly difficult recently. Large IT projects have failed,
been delayed, or faced cost overruns just as federal budgets are tightening and cyber intrusions are
emerging as a bigger threat. The Department’s struggles in planning and implementing IT systems are so
serious that in 2010, three Department projects were identified by the Office of Management and Budget
(OMB) as “high risk”: the Justice Management Division’s Litigation Case Management System (LCMS),
the FBI’s Sentinel case management project, and the FBI’s Next Generation Identification (NGI) project
to share fingerprint and other biometric information. Since that time, the Department has decided to
terminate the LCMS project, after spending millions of dollars on the project. As a result, the Department
still struggles with decentralized, disparate litigation case management processes.

The FBI is continuing with its two projects that OMB identified as high-risk. One is the ongoing

development and implementation of the Sentinel project intended to upgrade the FBI’s electronic case
management system and provide the FBI with an automated workflow process. In our October 2010
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report on Sentinel, we expressed our concerns that the implementation of Sentinel had been delayed and
was over budget. We found that the deployment of Sentinel’s Phase 2 in July 2010 had resulted in some
improvements to the FBI’s case management system, but it did not deliver much of the functionality that
was originally intended. We are currently concluding our eighth review of the Sentinel program, and we
continue to have concerns regarding its implementation. When we began this review, the Sentinel project
was at a crossroads and the FBI had announced a plan to complete the remaining two phases of Sentinel
using a new “Agile development” strategy. We are currently examining the effectiveness of the new
Agile strategy and whether the FBI will meet the functionality requirements of the case management
system. In addition, we are evaluating the milestones the FBI has set to determine if the FBI will meet its
goals without cost overruns.

Another difficult and costly IT project for the FBI has been the development of NGI, its fingerprint and
biometric information sharing project. According to OMB’s “Federal IT Dashboard,” NGI is expected to
cost $1.2 billion by the time it is completed in FY 2017. One of the key challenges for this project is to
contain its cost while implementing a design that can accommodate new types of biometric evidence as it
becomes available.

In addition to the three IT systems OMB identified as “high risk,” we are concerned about the
implementation and maintenance of the Department’s Unified Financial Management System (UFMS).
The Department has long sought to implement a Department-wide financial management system to
replace the disparate accounting systems used throughout the Department. The OIG reviewed whether
the UFMS project was on budget and being implemented according to schedule. In our June 2011 report,
we found that although the UFMS is intended to standardize and integrate financial processes and systems
to more efficiently support accounting operations, facilitate preparation of financial statements, and
streamline audit processes, different and sometimes outdated versions of UFMS are in use. Using
different and outdated versions of UFMS increases the risk and complexity of making any necessary
changes or updates to the system. The significant challenges the Department continues to face regarding
the implementation of UFMS include justifying and obtaining sufficient funding for the project in
difficult budget times, staff turnover, and ensuring progress while competing with other Departmental
priorities. Additionally, the Department must manage and support current UFMS users. Despite the
Department’s difficulties with UFMS, it is vital for the Department to obtain accurate, near real-time
financial information concerning its operations in order to more effectively support its mission.

Another complex and problematic technology project for the Department is the development and
implementation of a secure, interoperable, nationwide wireless integrated network to facilitate
communication among federal law enforcement officials in different agencies and to meet mandates to
use radio frequencies more efficiently. For the past several years, the Department has been attempting to
fully implement this project along with the Departments of Homeland Security and the Treasury. In our
2007 report, we noted that the program was at a high risk for failure because of inconsistent funding and
weaknesses in the program’s governing structure. We continue to have concerns about the program’s
implementation, and our review of the program is ongoing.

While the Department has had difficulties developing and implementing new systems, it has had some
success in making its existing IT systems more secure. The Justice Security Operations Center (JSOC)
was established in 2007 to protect Department IT environments from cyber intrusions, incidents, attacks,
and espionage. JSOC provides incident response planning, training, and assistance to all Department
components and works with components to prevent, monitor, mitigate, and resolve cyber incidents and
attacks on the Department. JSOC also coordinates with the Department of Homeland Security’s United
States Computer Emergency Readiness Team (US-CERT) in reporting incidents. Our audit of the Justice
Security Operations Center’s capabilities and coordination determined that for the most part, JSOC has
been able to effectively monitor network traffic, process the information it receives from Department
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components and offices, and report incidents to US-CERT. However, we also found that JSOC could
further enhance its communication regarding cyber incidents with Department components.

Up-to-date and secure systems are vital to effective management of all of the Department’s operations.
Developing, implementing, and securing IT systems is a complex, costly, and constantly evolving
challenge. Particularly in this era of budget tightening, the Department must ensure that it implements
and supports valuable and cost-effective IT systems.

6. Criminal Law Enforcement: Although the Department has consistently identified the fight
against terrorism as its top priority in recent years, the Department’s criminal law enforcement efforts are
a major part of its responsibilities. Transnational organized crime, which encompasses a broad spectrum
of criminal activities ranging from illegal gambling to the distribution of illegal drugs and weapons,
human trafficking, and financial crimes, is truly global in nature and scope as technological advances
enable criminal organizations to operate anywhere in the world. Cyber crime, the use of computers to
conduct a wide variety of criminal activities, including fraud, identity theft, and sexual exploitation of
minors, is a persistent law enforcement challenge. Fighting violent, transnational, and cyber crime
presents an unrelenting management challenge for the Department.

However, there was positive news in the September 2011 report issued by the Bureau of Justice Statistics,
which stated that the rate of violent crime committed against U.S. residents aged 12 or older during 2010
fell by 13 percent. Statistics in the FBI’s Uniform Crime Report also indicate that crime during 2010
generally decreased 6 percent from 2009 levels, and in particular, the estimated number of violent crimes,
such as murder, non-negligent manslaughter, rape, robbery, and aggravated assault, declined for the
fourth consecutive year.

Some additional positive news is that the FBI has eliminated the backlog in processing DNA samples of
convicted offenders, arrestees, and detainees, which assists in identifying and prosecuting violent
criminals. Historically, the FBI Laboratory has had a significant backlog of DNA samples to process as a
result of federal legislation enacted in the past 10 years that expanded the scope of DNA sample
collection from violent offenders to include anyone who commits a federal offense, as well as to non-
U.S. citizens detained in the United States. Our 2011 audit report examining the FBI’s efforts to reduce
its backlog revealed that the FBI has effectively eliminated its backlog and currently has a manageable
monthly workload. However, we identified some areas for improvement, such as the lack of written
policies and reporting methods designed to ensure workload levels are accurately identified and reported
to management, and the need for better long-term storage of DNA samples, which are maintained
indefinitely in the event the FBI must retest a sample to confirm a match.

While the FBI has eliminated the backlog in processing DNA samples of convicted offenders, arrestees,
and detainees, it is also responsible for processing forensic DNA collected from crime scenes and
evidentiary items such as envelopes, clothing, and drinking glasses, which is then compared to samples
collected from known persons in an attempt to identify the perpetrator of a crime. Our August 2010
report examining the FBI Laboratory’s forensic DNA case backlog concluded that the FBI Laboratory
had a significant and growing backlog of cases requiring the processing of forensic DNA samples, and in
September 2011, the OIG initiated a follow-up review to determine if the FBI has made progress to
reduce this backlog.

Along with continuing the Department’s efforts to reduce the threat, incidence, and prevalence of violent
crime generally, dismantling and disrupting organizations that distribute and traffic illegal drugs and
firearms continues to present a significant challenge to the Department. According to the Department’s
2011 National Drug Threat Assessment, major transnational criminal organizations are largely
responsible for the supply of illicit drugs smuggled to the United States, and criminal gangs remain in
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control of most of the retail distribution of illegal drugs throughout the United States. The study also
determined that the threat posed by gang involvement, particularly in the Southwest region of the United
States, is increasing. One of the measures the Department has taken to combat this threat is the creation
of the Organized Crime and Gang Section in the Criminal Division. In a review completed in late 2009,
we raised serious concerns about the lack of information sharing between National Gang Intelligence
Center (NGIC) and the National Gang Targeting, Enforcement, and Coordination Center (GangTECC).
In response to our review, in late 2010, the Organized Crime and Gang Section merged with GangTECC.
We believe this important step could enhance the Department’s efforts to more effectively battle
organized crime related to illegal drug trafficking.

However, one of the fastest growing gang-related drug threats is the manufacturing and distribution of
methamphetamine, along with the distribution of cocaine and crack cocaine. In 2010, the OIG issued a
report describing its review of the DEA’s Mobile Enforcement Team (MET) program, which was
established primarily to assist local law enforcement agencies in rural areas to reduce drug-related
violence and disrupt or dismantle methamphetamine traffickers and laboratories. We determined that a
significant problem with the MET program was that it was not deployed in the rural areas for which it
was intended. Although the DEA concurred with our recommendations regarding the implementation of
the METSs, in October 2011, the Department announced that it would eliminate the MET program and
reassign 145 positions. The manufacture and distribution of methamphetamine remains a significant
problem, and the DEA will have to redirect its efforts to ensure that the elimination of the MET program
does not increase the growth of this threat.

In addition to illegal drugs, the use and distribution of illegal weapons is a continuing threat. ATF is
responsible for the federal firearms licensee inspection program, which helps ensure that licensed gun
dealers do not sell firearms to individuals who are prohibited from owning them. The OIG is conducting
a follow-up review of ATF’s inspection program, which will evaluate the changes ATF has made to its
inspection process, the process it uses to refer suspected criminal violations, and how it institutes
administrative actions against licensed dealers who violate federal firearms laws and regulations.

lllegal weapons and drugs, and the violence associated with the manufacture and distribution of illegal
drugs, are not the only serious criminal law enforcement threats the Department must address. As
sophisticated criminal organizations increasingly take advantage of technological advancements and
create online global networks to carry out criminal activity, organized crime has evolved from extortion
and intimidation to additionally encompass matters as complex as financial fraud and human smuggling.
Organized crime has now truly become “transnational” in scope, and the Department must use
sophisticated and aggressive techniques to address it.

Fighting transnational and cyber crime, such as identity theft, remains an important challenge for the
Department. Large-scale breaches of corporate and government data networks resulting in the theft of
millions of credit and debit card numbers and other personal information have been the subject of
numerous recent news articles, underscoring the increase in and prevalence of cyber crime. In April
2011, the Department announced that it had disabled an international “botnet,” which infected more than
2 million computers with a malicious software program that enabled criminals to remotely control
computers to steal private personal and financial information from unsuspecting users. While the
Department made strides in investigating and prosecuting cyber criminals in 2011, it must continue to
focus its efforts in this area in conjunction with other law enforcement partners, not the least because, as
we noted in the Counterterrorism challenge, cyber intrusion poses a grave threat to national security.

In sum, while the Department has made some progress in the struggle to reduce violent crime, it still faces
significant challenges in reducing the global influence of transnational criminal networks.
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7. Restoring Confidencein the Department: We have reported this as a management challenge
since 2007 in response to the controversy surrounding the firing of nine U.S. Attorneys and the hiring of
certain career attorneys based on improper political and ideological affiliation. Since we first reported this
challenge, we recognize that the Department has undertaken significant efforts toward restoring
confidence in the Department. However, as we reported last year, some concerns remain over whether
the Department has an adequate disciplinary process for its attorneys and law enforcement personnel, and
new issues have arisen concerning enforcement decisions by the Department.

In 2008 and 2009, the OIG and the Department’s Office of Professional Responsibility issued a series of
three reports substantiating allegations that Department officials improperly used political and ideological
considerations to make employment decisions for career attorney positions in the Civil Rights Division,
the Department’s Honors Program and Summer Law Intern Program, and other career attorney positions.
Since those reports were issued, the Department has addressed most of our recommendations by
developing new policies, briefings, and training materials that explicitly instruct hiring officials to use
merit-based principles rather than ideological or political affiliation when hiring for career positions.
However, a May 2011 Equal Employment Opportunity (EEO) policy that prohibits discrimination on the
basis of political affiliation, among other factors, does not specifically state that it applies to detailee
positions, not even detailees in policy-making positions. We do not believe that the Department’s new
EEO policy sufficiently addresses the concerns we raised in one of our hiring reports, and we believe that
the Department should provide guidance that includes examples of the types of questions permissible in
detailee interviews that are consistent with the Department’s policy prohibiting the consideration of
political affiliation.

Law enforcement agency misuse of investigative authority also undermines confidence in Department
operations. In a 2007 review, the OIG found that the FBI had improperly or illegally used its National
Security Letter authority, which is used in terrorism and espionage investigations and permits the FBI to
obtain information such as telephone, e-mail, and financial records from third parties without a court
order. To address such concerns, the FBI established the Integrity and Compliance Program, modeled on
compliance programs in the private sector, to proactively identify and correct weaknesses in policy,
training, or other operations that could result in FBI employees violating the law or FBI policy as they
conduct their work. Among other measures, the Office of Integrity and Compliance (OIC) has
established a compliance helpline that allows FBI employees to report compliance concerns
anonymously, promulgated a non-retaliation policy for reporting compliance concerns, and incorporated
an explicit compliance element into the performance appraisal plans of FBI employees. We currently are
reviewing the Integrity and Compliance Program to evaluate, among other things, where the program is
effective at promoting a culture of integrity and ethical compliance throughout the FBI.

We believe the FBI’s establishment of the Integrity and Compliance Program is a good beginning, but as
the Department’s leading law enforcement agency charged with upholding and enforcing all federal
criminal laws, the FBI must continue to develop strong measures to reinforce and sustain its integrity. In
2010 we issued a report finding significant abuses and cheating on the examination designed to measure
FBI employees’ knowledge of the Domestic Investigations and Operations Guide (DIOG), which
implements the Attorney General’s Guidelines governing FBI domestic operations. Since our report was
issued, the FBI’s Office of Professional Responsibility has been investigating and adjudicating the
individual cases and has imposed a range of discipline, including non-disciplinary counseling, letters of
censure, and suspension without pay for a period of time. The FBI is in the process of updating and
revising the DIOG and has announced plans for new training and testing focusing on the revisions. While
we believe these measures are important, the FBI must also continually ensure that its personnel are fully
trained and are able to demonstrate that they take seriously the responsibility to act in accordance with the
Constitution, laws, rules, policies, and procedures governing the FBI’s investigative activities.
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In addition to addressing law enforcement misconduct, the Department must also address allegations of
prosecutorial misconduct in a manner that promotes public confidence. The Department has recently
undertaken several measures to address the issue of prosecutorial misconduct. In addition to mandatory
training it began in 2010 regarding the government’s discovery obligations in criminal cases, the
Department has instituted changes to its internal process for investigating, reporting, and addressing
prosecutorial misconduct. In 2011, as part of an effort to address allegations that its investigations were
not concluded in a timely fashion, a new management team in the Department’s Office of Professional
Responsibility (OPR) instituted internal management controls and deadlines for completing investigations
and reports. Prior backlogs in the publication of OPR’s annual report, which describes how it handles its
caseload and summarizes its significant investigations, have been eliminated and it is currently up to date.
However, the report summaries contained in the annual report provide only limited details regarding the
investigations and the basis for OPR’s conclusions. While OPR has begun to take steps to determine
whether it can make public more information about the cases it investigates, it states that constraints in the
provisions of the Privacy Act limit the amount of information it can publicly disclose.

In order to facilitate timely and consistent resolution of disciplinary matters arising out of findings of
professional misconduct by OPR, the Attorney General also established the Professional Misconduct
Review Unit (PMRU) in 2011. The PMRU was designed to reduce delays in imposing attorney discipline
and to establish consistent resolution of similar misconduct matters. Beginning in October 2011, the
PMRU has been required to submit a report to the Deputy Attorney General semiannually, detailing its
compliance with the deadlines established for deciding appropriate disciplinary action. We believe
OPR’s efforts and the establishment of the PMRU are improvements to the process of addressing
prosecutorial misconduct in a more timely and consistent way, but we believe OPR and the PMRU should
devise ways to make public more of their findings in order to deter potential misconduct and to promote
the Department’s efforts to address it.

In addition, as discussed in the Southwest Border Security Issues challenge, we are reviewing ATF’s gun
trafficking investigation known as Fast and Furious and allegations that it was mishandled and
endangered public safety. This review is examining the involvement in and oversight and management of
the investigation by multiple Department components, including ATF, the United States Attorney’s
Office, and divisions within the Department.

Overall, the Department has taken several significant steps toward restoring its reputation for impartiality
and excellence, but we believe the Department as a whole should continue to enhance its training and
ethics programs and develop ways to make its disciplinary findings more transparent.

8. Financial Enforcement: It is especially important in this era of budget cuts and deficit reduction
for the Department to vigorously enforce laws related to financial crimes such as mortgage fraud and
fraud related to government contracts. In November 2009, President Obama established the Financial
Fraud Enforcement Task Force (FFETF) to enhance effectiveness in sharing information among federal,
state, and local government agencies to help prevent and combat financial fraud. We believe that this
effort is essential and that the Department’s role in it is central, but the Department should aggressively
pursue financial crimes of all kinds, both independent from and in cooperation with the FFETF. The
Department should also continue to pursue civil enforcement actions against those who commit fraud.

Mortgage fraud has become pervasive, causing the mortgage lending industry, homeowners, businesses,
and the national economy to lose billions of dollars annually. The FBI’s 2010 Mortgage Fraud Report
noted that mortgage fraud continued to steadily increase over 2009 levels. Combating mortgage fraud
effectively requires the cooperation of law enforcement, prosecutors, and industry entities. The
Department’s Mortgage Fraud Working Group, which consists of representatives from the federal
inspectors general community, the FBI, U.S. Attorneys’ Offices, and the National Association of
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Attorneys General, helps direct the resources aimed at addressing the growing problem of mortgage fraud.
The OIG is performing an audit of the Department’s efforts to address mortgage fraud, which will include
an assessment of the Department’s efforts in and as a result of the Mortgage Fraud Working Group.

In addition to prosecuting mortgage fraud, the Department recovers significant civil penalties pursuant to
statutes such as the False Claims Act, which imposes liability upon individuals and organizations that
submit fraudulent claims to the government. In October 2011, the Department announced that its total
recoveries in False Claims Act cases since January 2009 exceeded $7.8 billion.

However, fraud and mismanagement among recipients of federal funds also demands swift and effective
action, and the Department should take steps to ensure that it uses all of the tools at its disposal to protect
the funds it administers. For example, the Department should suspend or debar irresponsible recipients of
federal financial and nonfinancial assistance and benefits. Suspension and debarment prevent
irresponsible recipients from receiving federal funding if they have a criminal conviction or have been
indicted for a criminal offense or a willful failure to perform to the terms of a contract or grant. In
October 2011, the OIG issued a report regarding the Department’s implementation and oversight of
debarment and administrative suspension and other enforcement tools. We found that Department
awarding officials have generally complied with federal regulations. However, we also found that the
Department did not have a formal system to track the status of suspension and debarment referrals, and
that 77 contracts and contract modifications totaling $15 million were awarded to 6 separate suspended or
debarred parties. We provided eight recommendations to improve the effectiveness of the Department’s
suspension and debarment program. The Department already has implemented many of the
recommendations we made in our report, such as creating a case tracking system, and it is working to
address the remaining recommendations.

The Department’s financial responsibilities also include seizing and forfeiting assets criminals and their
organizations have acquired through such serious offenses as drug trafficking, human trafficking, white
collar crime, and money laundering. In 2011, the OIG issued a report regarding the management and
oversight of the United States Marshals Service’s Complex Asset Team, which is responsible for helping
USMS district offices manage and dispose of unique and complicated assets, such as operating
businesses, financial instruments, and commercial real estate holdings. We identified numerous
deficiencies, including inadequate record keeping procedures, inadequate pre-seizure planning to ensure
that the government can effectively administer a seized asset, and inadequate tracking mechanisms to
account for seized assets. In addition, we found that the way the USMS managed complex assets
increased the risk that the government could undervalue forfeited assets. The OIG’s recommendations
included developing and implementing formal procedures regarding the disposition of complex assets,
conducting pre-seizure planning, and bolstering the legal, accounting, and valuation knowledge of asset
management staff.

The Department must use both criminal prosecution and civil penalty enforcement to ensure that it
forcefully exercises its financial enforcement responsibilities. The challenge for the Department is not
only to punish those who commit fraud, but also to use all available measures to reduce and deter the
incidence of fraud in taxpayer-funded programs.

9. Detention and I ncar ceration: The Department, primarily through the Federal Bureau of Prisons (BOP)
and the United States Marshals Service, continues to face the daunting challenge of safely, securely, and
economically handling the growing population of federal inmates and detainees. This challenge is multi-
faceted, as the BOP must address overcrowding and the resulting higher inmate-to-staff ratios; provide
health care, jobs, training, and other rehabilitative programs for inmates while they are incarcerated; and
manage residential reentry centers for inmates readjusting to their communities. At the same time, the
BOP must effectively manage its own staff to prevent misconduct such as staff smuggling in contraband
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or staff sexual abuse of inmates. Further, the BOP must constantly work to maintain the infrastructure of
its aging facilities.

Detention and incarceration remains a challenge because the federal inmate population continues to rise.
In FY 2011, the federal inmate population increased by 3.6 percent, from 210,227 to 217,768 inmates.
This continues the trend of the last decade, which saw the federal inmate population rise by 39 percent
since end of FY 2001. This sustained influx of prisoners has led to increased overcrowding across the
federal prison system as capacity has not expanded along with the inmate population. As of the end of
FY 2011, BOP facilities were filled to 39 percent above rated capacity, as compared with being filled to
32 percent over rated capacity a decade ago. The greatest growth is in the numbers of medium- and high-
security inmates who must be housed in BOP facilities rather than in contract facilities such as local jails.
Consequently, the BOP must either add beds to existing BOP institutions, often by converting program or
recreational space, or it must build new institutions, which becomes increasingly difficult to finance in an
era of budget reductions. Since FY 2006, the Department has identified prison overcrowding as a
programmatic material weakness in the Department’s annual Performance and Accountability reports.

One way to assist in reducing the inmate population is through the International Prisoner Treaty Transfer
Program, which permits certain foreign national inmates from treaty nations to transfer to their home
countries to serve the remainder of their sentences. The OIG is currently reviewing the responsibilities of
the Bureau of Prisons and the Criminal Division’s International Prisoner Transfer Unit in the treaty
transfer program.

The increasing inmate population also challenges the BOP’s ability to manage its workforce and maintain
a safe and secure prison environment. The BOP’s staffing has not increased commensurately with the
inmate population. From FY 2001 to FY 2011, the inmate-to-staff ratio increased from 4.1 inmates for
each correctional officer to 4.94 to 1, an almost 21-percent increase. According to the BOP, increases in
prison crowding and the inmate-to-staff ratio are correlated with increases in inmate violence. The
stretching of the BOP workforce also increases the challenge for the BOP to detect and prevent
misconduct by staff members. The number of misconduct investigations of BOP Correctional Officers
doubled from FY 2001 to FY 2010, from 2,299 to 4,603. Arrests of Correctional Officers also increased,
as a total of 272 Correctional Officers were arrested, increasing 89 percent from 18 in FY 2001 to 34 in
FY 2010. Although the number of BOP employees involved in misconduct is only a fraction of the
BOP’s workforce of over 38,000, misconduct by even a few employees can undermine the safety and
security of institutions and violate the rights of inmates.

We believe the BOP can help prevent staff misconduct by screening out unsuitable applicants when hiring
correctional officers and staff members. In September 2011, the OIG released a report analyzing whether
the BOP’s hiring process could more effectively identify potentially unsuitable applicants for Correctional
Officer positions. Through logistic regression analysis, we found that combinations of certain applicant
characteristics have strong relationships with an increased likelihood that substantiated misconduct
resulting in at least a 1-day suspension would occur during the first 2 years after a Correctional Officer
begins work. We determined that if the BOP were to systematically evaluate individuals based on
combinations of factors in addition to the single thresholds it now relies on, it could add a useful tool to
its screening practices. The BOP agreed to examine how it might implement this approach.

Along with preventing staff misconduct generally, another especially serious issue is preventing sexual
abuse of inmates. The Prison Rape Elimination Act of 2003 mandated that the Department review
proposed standards issued by the National Prison Rape Elimination Commission and issue national
standards to enhance the detection, prevention, reduction, and punishment of prison rape by June 2010.
The Department did not meet that deadline until January 24, 2011, when it released a proposed rule
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designed to prevent and respond to sexual abuse in incarceration settings. The Department plans to issue
the final rule by December 2011, according to the schedule it published in the Federal Register.

In addition to the formidable challenges it faces in eliminating staff misconduct, the BOP also faces
challenges in supporting the effective and safe operation of its prisoner work program, Federal Prison
Industries, Inc. (FPI), a wholly owned federal government corporation that operates under the trade name
UNICOR. Created by Congress in 1934, FPI’s mission is to provide employment and training to keep
federal inmates productively and safely occupied. At the same time, FPI’s mandate is to maintain its self-
sufficiency through the sale of its products and services. However, over the last 2 fiscal years, FPI closed
or downsized 40 of its 109 work facilities and reduced the number of inmates working in FP1 facilities so
that, although FPI has a goal of employing 25 percent of work-eligible inmates, at present it employs only
about 9 percent. The OIG is currently reviewing FPI’s business management practices.

Aspects of the Department’s Detention and Incarceration challenge also extend to the

United States Marshals Service, which is responsible for maintaining the safety of tens of thousands of
detainees awaiting trial or sentencing. The primary difficulty the USMS faces is to arrange for safe,
affordable, and cost-effective detention space to house some 60,000 federal detainees, 80 percent of
whom must be housed in state and local jails or other community detention facilities because there is
insufficient federal space in which to house them. As discussed in more detail in the Implementing Cost
Savings and Efficiencies challenge, housing detainees in a safe environment in a cost-effective manner
continues to represent a significant challenge for the Department, and the USMS must ensure that such
facilities are not in a position to take advantage of the need for space by charging unjustifiable rates.

In sum, the Department continues to face difficult challenges in providing adequate and safe prison and
detention space for the increasing prisoner and detainee populations and in maintaining the safety and
security of federal inmates and prison personnel.

10. Grantsand Contract Management: The Department’s management of grants and contracts it
awards has long presented a challenge in light of the large amounts of money at stake. Since FY 2009,
the Department has received over $15 billion in grant funds to award through the combined
appropriations from the regular appropriations cycle and pursuant to the American Recovery and
Reinvestment Act of 2009 (Recovery Act). In addition, the Department also spends a sizable amount
through contract purchases each year. According to USAspending.gov, the Department awarded
approximately $6.3 billion in contracts for goods and services for FY 2011. In light of this large volume
of grant and contract awards, the OIG devotes considerable attention through audits and fraud
investigations to overseeing the Department’s efforts at grants and contract management. While we
believe the Department has made concerted efforts to enhance its management of its responsibilities, such
as increasing training and providing assistance in determining how to collect performance information,
these changes will take time to fully implement and to incorporate into the Department’s regular
practices.

Through FY 2011, the Department has obligated more than 99 percent of its Recovery Act funds, and the
grantees have received approximately 72 percent of the Recovery Funds that have been obligated. Such
significant amounts of money require strict controls over the way the funds are awarded and spent. The
Department has taken significant steps in recent years to improve its grant management practices,
including implementing better controls to ensure that it correctly ranks applications, treats applicants
consistently, documents award decisions, and resolves conflicts of interest. While the Department has
implemented corrective actions to address the majority of the concerns we have raised in our reports,
some recommendations remain open. For example, the Office on Violence Against Women (OVW)
revised its Peer Review Guidelines to ensure that peer reviewers carefully assess applications for potential
conflicts of interest before they actually evaluate and score the applications. However, the revised
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guidelines do not provide staff with a process to follow when conducting an internal review that will
check for scoring errors and verify the accuracy of future final peer review scores. We believe that OVW
should provide specific guidance as to the correct protocols necessary for an internal review. In addition,
our February 2011 review of the award process for the Bureau of Justice Assistance’s (BJA) Recovery
Act Correctional Facilities on Tribal Lands Grant Program revealed that an internal BJA peer reviewer
had significant involvement with an applicant that received an award. Specifically, the peer reviewer had
participated in the applicant’s Advisory Committee, but the reviewer still certified that he had no conflicts
of interest while reviewing program applications. We believe that the BIA should consider strengthening
internal controls to reduce the risk of appearances of conflicts of interest or favoritism towards a
particular grantee.

One of the most significant challenges remaining for the Department in this area is to translate
improvements it has made in its own management of grants into improvements in grantees’ management
of funds. The Department must improve its oversight of grantees’ internal controls to ensure funds are
being spent in accordance with the terms of the grants. For example, the Office of Justice Programs
(OJP), the Department’s primary grant awarding agency, provides grants to state and local law
enforcement and community organizations to prevent and control crime, improve the criminal and
juvenile justice systems, increase knowledge about crime and related issues, and assist crime victims.
The OIG recently reviewed OJP’s monitoring and oversight of grants it awarded in FYs 2009 and 2010.
During that period, OJP made over 13,000 grant awards totaling more than $7.7 billion, which included
over 4,000 Recovery Act grants, totaling about $2.8 billion. Our March 2011 report noted that while OJP
has significantly improved its monitoring and oversight, it should make additional improvements such as
more thoroughly assessing and documenting how it reviews the programmatic, financial, and
administrative aspects of the grants it awards and more clearly describing the methodology it uses to
select which grants to monitor. We also recommended that the Department eliminate duplication among
certain grant monitoring services performed by OJP, OVW, and the Community Oriented Policing
Services Office.

The Department’s limited budgetary resources also currently present a considerable challenge to its
efforts to improve oversight of grantees’ internal controls. In April 2011, budget restrictions forced OJP
to freeze most travel, including travel for monitoring, grantee training, programmatic conferences, and
other programmatic travel. It remains to be seen whether OJP’s alternative monitoring plans, which
include multi-office site visits, local travel, and remote monitoring (enhanced desk reviews), will slow or
decrease the progress it has made in enhancing its oversight efforts.

Further, while monitoring and oversight of grants is an important responsibility, we also believe that the
Department must take further action to address outstanding recommendations to remedy questioned costs
from our audits of grantees. We understand that corrective actions take time to implement. However,
some recommendations have been outstanding for more than 6 years and involve potentially significant
amounts of money. For example, in a December 2006 report of our audit of the Department’s grant
closeout process, we identified over $37 million in questioned costs related to drawdowns occurring more
than 90 days past the grant end date. Effective oversight and monitoring includes follow up to ensure that
taxpayer dollars have been spent in accordance with grant requirements.

In addition to grants, the Department spends a considerable amount of taxpayer funds in its contracts for
goods and services. All government agencies are required to promote full and open competition for these
contracts, which is critical to ensure that the government receives the best offer for goods and services
that it procures. One of the key steps in the procurement process is thoroughly evaluating the vendors’
technical proposals to determine which vendors have met the minimum requirements of the request for
proposal and have the most effective plan for accomplishing those requirements. The failure to undertake
this evaluation can have significant adverse consequences. For example, we reviewed the United States
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Marshals Service’s oversight of its Judicial Facilities Security Program. Our November 2010 report
found that the USMS awarded a contract worth approximately $300 million to a court security officer
contractor with a history of fraudulent activities, despite an earlier fraud alert issued by the OIG’s
Investigations Division. The contractor ultimately filed for bankruptcy, leaving many court security
officers temporarily without payment for their services.

Some of the largest contracts that the Department awards are related to the planning and implementation
of complex information technology systems. As previously discussed in Information Technology Systems
Planning, Implementation, and Security, the management and oversight of IT contracts to minimize cost
overruns and provide planned system functionality remain a top challenge for the Department.

In sum, the Department expends a considerable amount of scarce resources on grants and contracts. It is

essential that the Department use proper controls to ensure grants and contracts are properly awarded and
monitored to eliminate waste, fraud, and abuse.
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MANAGEMENT’S RESPONSE TO THE OFFICE OF THE INSPECTOR GENERAL’S TOP
MANAGEMENT AND PERFORMANCE CHALLENGES

The Department of Justice (the Department, DOJ) is the world's largest law office and the central
agency for enforcement of federal laws. As such, the mission and responsibilities of DOJ extend
over the broad spectrum of American life. The Department appreciates the Office of the
Inspector General’s (OIG) recognition of our progress in addressing management and
performance challenges over our diverse institution. The removal of Financial Management
from DOJ’s top 10 list of management and performance challenges represents the Department’s
commitment to prioritizing and addressing these areas.

1. Counterterrorism

Countering terrorism continues to be the highest priority of the Department. To be successful in
confronting terrorism, the Department is keenly aware that it must be vigilant and fair in its
investigations of those who would do harm to Americans. The Department acknowledges the
need for accurate reporting of terrorism-related statistics so that it can make knowledgeable
operational decisions and provide Congress with explicit budget requests. To that end, and with
regard to the OIG Follow-Up Audit of the Department’s Internal Controls Over Terrorism
Reporting, the Department notes that the Federal Bureau of Investigation (FBI) created new
corporate policy following the OIG 2007 audit and has provided drafts of that policy to the OIG.
Upon final approval, expected in early FY 2012, these actions should close out the remaining
four recommendations.

The Executive Office for U.S. Attorneys (EOUSA) also works to properly maintain and
disseminate accurate terrorism data. As part of its February 2007 audit, the OIG made six
recommendations to EOUSA to help ensure better reporting of terrorism data by the U.S.
Attorneys’ Offices (USAOSs) and to better track the flow of terrorism data at EOUSA. EOUSA
immediately responded to those recommendations, and by September 2007, the OIG had
affirmatively closed all six. In March 2011, the OIG opened a new review of terrorism statistics
with EOUSA, FBI, National Security Division (NSD), and other components, all of which are
working closely with the OIG on this latest review.

In the OIG’s report on the FBI’s ability to address the threat of cyber intrusions, the OIG found
that while the FBI had made progress in developing the National Cyber Investigative Joint Task
Force (NCIJTF), information sharing at the NCIJTF was hindered by legal restrictions and policy
limitations. As noted by the OIG, while the FBI has no legal authority to require its NCIJTF
partners to share information, the FBI has successfully established and implemented new policies
and procedures, agreed to by the NCIJTF partners, for the sharing of information within the
NCIJTF. Since the OIG report was issued, the FBI has taken sufficient action to close seven out
of ten issued recommendations.

The Department is acutely aware that terrorists are increasingly using technology to threaten
national security, and government employees must have the skills to be able to defend against
them. To address improving technical skills, the Department is actively participating in a
governmentwide effort, led by the Office of Personnel Management, to develop a comprehensive
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strategic human capital plan to reduce high risk skills gaps in specific mission critical
occupations (MCOs). Once the framework is finalized, the Department will focus on identifying
and mitigating skills gaps in MCOs throughout the Department. We expect that cybersecurity
(to include cyber intrusion) will be identified as one of DOJ’s MCOs to be considered.

The Department understands the need for clear roles and coordination in the event of a terrorist
attack involving explosives. An August 3, 2010, Deputy Attorney General memorandum —
Protocol for Assigning Lead Agency Jurisdiction in Explosives Investigations — required the FBI
and Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF) to develop a joint plan to
consolidate and streamline their efforts. Regarding overlap with the now operational National
Explosives Task Force (NETF), the efforts of the ATF and the FBI will more than meet the
recommended changes addressed in the OIG’s audit. The NETF, jointly staffed by FBI and ATF
subject matter experts, provides a coordination point to ensure effective and proper application of
Department explosives resources in joint responses to incidents. This ensures cooperation,
communication, de-confliction, and coordination of resources to eliminate overlap and
duplication of effort. ATF and FBI continue to meet regularly to ensure there is no jurisdictional
confusion or unnecessary overlap.

2. Implementing Cost Savings and Efficiencies

The Department is constantly searching for ways in which it can save costs and operate more
efficiently. The Attorney General’s Advisory Council for Savings and Efficiencies (the SAVE
Council) is responsible for developing and reviewing Departmentwide savings and efficiency
initiatives. The Council provides a framework to identify and implement best practices for
saving taxpayer money, realizing efficiencies. The Council paves the way for the development
of future on-going initiatives that will result in cost avoidance, actual savings, and streamlining,
while leveraging and instituting best practices. The Council conducts monthly meetings to
monitor component progress to ensure positive results for cost savings, cost avoidance, and
efficiencies. In addition, the Council meets quarterly with the Deputy Attorney General to
provide a progress report.

Efficiency is invaluable in the event of a terrorist attack. Since the OIG’s issuance of its 2009
report regarding explosives investigation coordination between the FBI and ATF, the
Department has taken significant measures to resolve the issued recommendations. Most
notably, the August 3, 2010, memorandum mentioned above, required the FBI and ATF to
develop a joint plan to consolidate and streamline their efforts regarding explosives
investigations; explosives training facilities, including the facilities used to train explosives-
detecting canines; and Department laboratories that perform explosives-related analyses. In
response, the FBI and ATF have agreed to uniform standards for explosive detection canine
training. The FBI and ATF have agreed broadly to increase interoperability of explosives
information databases, including integrating explosives databases into state-based fusion centers,
enabling unified searches of multiple explosives databases and co-locating personnel responsible
for analysis of both trends and technical exploitation analysis. To this end, upon request, ATF
issued Bombing and Arson Tracking Team accounts for all FBI Special Agent Bomb
Technicians. In addition, all FBI Special Agent Bomb Technicians report their response to
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explosive incidents to the FBI’s Strategic Information Operations Center as well as to local ATF
counterparts.

To address the OIG’s recommendation that the Department pursue efforts to standardize
oversight services provided by the Office of Justice Programs (OJP) to the Office on Violence
Against Women (OVW) and the Community Oriented Policing Service (COPS) Office, the
Office of the Associate Attorney General continues to convene regular meetings with the
Department Grants Management Challenges Workgroup, which was created in January 2010.
The Workgroup, led by a Deputy Associate Attorney General and comprised of grant officials
from OJP, the COPS Office, and OVW, addresses common issues and develops consistent
management practices. In addition to developing a Departmentwide High-Risk Grantee
Designation Program, the Workgroup recently has developed a Departmentwide, on-line
financial training tool for grantees that will be launched in December 2011, in partnership with
the OIG. The Workgroup also is revising the training tool to incorporate information pertaining
to conference planning, costs, and reporting in compliance with Justice Management Division’s
(JMD) conference guidelines. Additionally, the Workgroup has developed an internal training
module for all of the grant-making components to use to train their staffs on the Departmentwide
High-Risk Grantee Designation Program. The training sessions for each component are
scheduled to begin by year end, although some of the components already have begun to provide
this training.

Under this challenge, the OIG mentions findings in a March 2011 report of some duplicative
monitoring and oversight functions within OJP, the COPS Office, and OVW. To clarify, the
COPS Office has a comprehensive monitoring strategy that entails programmatic and financial
oversight of all its grantees. During FY 2011, the Office Monitoring Division visited over 126
sites and reviewed 233 grants valued at over $259 million. Meanwhile, OJP conducts financial
oversight of a very small selection of COPS grantees. For example, during FY 2011 OJP visited
only two COPS sites. In addition, the COPS Finance Office monitors grantees’ financial
implementation daily, weekly, and quarterly as defined in a series of internal policies on expired
grants, extended grants, and closed out grants. In FY 2011, for monitoring purposes, the COPS’
Finance Office tailored and enhanced site visits for COPS-specific grantees. None of this
monitoring is conducted by OJP.

However, per a request from the Associate Attorney General’s Office to ensure consistency
across programs, OJP does provide financial monitoring for OVW through a reimbursable
agreement. OVW'’s programmatic monitoring is separate, though. OVW administers statutorily
defined programs that require an understanding of both violence against women issues and the
underlying program for effective programmatic monitoring. Each of OVW’s 22 grant programs
has program-specific eligibility, purpose areas, and minimum certification requirements. Even
within OVW, it has been determined that the effectiveness of programmatic monitoring declines
significantly if a program specialist is required to know the intricacies of more than four or five
programs.

Besides eliminating duplicative functions between or among components, Department
components also are looking within to find cost savings and efficiencies. The U.S. Marshals
Service (USMS), for instance, is making strides to streamline its business processes. For
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example, it has undertaken a number of cost savings initiatives. In FY 2011, the USMS has
identified and started to reduce a number of programs, including Home to Work Use of Vehicles.
It also has identified a number of consolidation initiatives, including office space and business
functions, and is studying them for implementation feasibility in FY 2012. Furthermore, the
USMS is looking at consolidating business-financial and procurement operations, leveraging the
deployment of the Unified Financial Management System in FY 2013 to potentially eliminate
positions as incumbents attrit.

Another method through which the Department constantly strives for cost savings is via contract
negotiations. The OIG refers to the USMS’s responsibility to house detainees and to negotiate
contracts in a manner that maximizes the value it receives from third parties for housing
detainees. The OIG also discusses this under Challenge #9, Detention and Incarceration. The
Department’s response can be found under Challenge #9, as well.

Another area at which the Department is looking to increase cost savings and efficiencies is
conference spending. For the most part, components abide by the Department’s guidelines. For
example, during the COPS 2011 Conference, the COPS Office adhered to the Department’s
guidance on conference planning that resulted from the previous 2006 audit on this subject.

Although the Department has put extensive new conditions in place, in response to a recent OIG
report, some components are taking this opportunity to enhance their own policies. For example,
OJP already has implemented numerous measures, and has others underway, to control the costs
of conferences and further enhance oversight. It currently is examining the logistical
arrangements and contract costs for every planned OJP-sponsored conference and meeting and is
obtaining Department approval. For new contracts and agreements, OJP has prohibited the use
of OJP funding to purchase food and/or beverages for any meeting, conference, training, or other
event. Exceptions, such as for events held in extremely remote areas where sustenance is not
otherwise available, require prior approval from OJP. In addition, OJP, COPS, and OVW are
developing additional stringent conference cost policies.

Travel expenses are another area that the Department is reviewing in its efforts to produce cost
savings. The OIG stated under this management challenge that “...the Department’s travel
policies enabled U.S. Attorneys to authorize their own travel, including authorizing themselves
to exceed the government rate.” The Department submits that it has had travel guidance and
orders in place for many years. However, as the OIG report disclosed, there were a number of
instances where some components failed to follow these guidelines. The Department will
continue to work with its components to ensure that they fully implement the policies and curtail
non-essential spending. The Department will not tolerate non-compliance with its policies.

3. Southwest Border Security Issues

The southwest border remains the most active area for drugs entering the United States, and the
Department continues its efforts to control that area through multiple resources. As of
September 30, 2011, the Department’s lead agency in the fight against illegal drugs, DEA, had
1,224 Special Agent positions — 30 percent of all its domestic agent positions — allocated to its
southwest border field divisions. Since the inception of the PTO program in FY 2001, DEA has

1V-26 Department of Justice e FY 2011 Performance and Accountability Report



disrupted 1,661 and dismantled 1,218 PTOs in its southwest border field divisions. In FY 2011,
DEA continued to exhibit its leadership on the southwest border through the Organized Crime
Drug Enforcement Task Forces (OCDETF) program where DEA participated as the lead agency
or co-lead of all OCDETF investigations in the Southwest Region (91 percent and 88 percent,
respectively).

Based on estimates made in March 2011, approximately 97 percent of the detected cocaine
destined for the United States transited the Mexico/Central America corridor. DEA is combating
this with the largest U.S. law enforcement presence in Mexico with 60 Special Agent positions
located throughout Mexico. DEA participates in a number of interagency efforts to address
Southwest Border security issues. This includes the Southwest Border Initiative, a multi-agency,
federal law enforcement operation that attacks Mexico-based drug trafficking organizations
operating along the southwest border by targeting the communications systems of their command
and control centers. Twenty-six of the 65 criminal targets on the FY 2011 CPOT list (40
percent) are based in Mexico. As of September 30, 2011, there were 547 DEA PTO
investigations, of which 59 were foreign Priority Target investigations with a link to a Mexican
based CPOT.

DEA focuses much of its southwest border efforts on providing Mexican law enforcement
partners with information, training, and equipment that will allow them to apprehend, prosecute,
and convict high level drug traffickers. DEA’s El Paso Intelligence Center (EPIC) continues to
be a key element in bilateral relations with the Government of Mexico. Additionally, DEA has
completed the restructuring of the Mexican Sensitive Investigative Unit (SIU) Program —a
program that seeks to create focused and well-trained drug investigative and intelligence units of
trustworthy character and integrity

In addition to targeting the flow of drugs across the southwest border, DEA is working hard to
intercept the flow of drug proceeds from the United States into Mexico. On the U.S. side of the
border, the desire for illicit drugs prompts the movement of billions of U.S. dollars annually.
Through its Global Financial Strategy, DEA is implementing innovative investigative techniques
to understand how drug traffickers are transporting bulk currency and how to shut down these
shipments. One effective tool is the License Plate Reader Initiative, which combines existing
DEA and other law enforcement database capabilities with new technology to identify and
interdict conveyances being used to transport bulk cash, drugs, weapons, and other contraband.

The process for fighting drug traffickers does not end with the investigation. The five southwest
border USAOs continue to concentrate a large percentage of their prosecution resources on
prosecuting border-related offenses. Also, the Criminal Division’s Office of Overseas
Prosecutorial Development, Assistance and Training sponsored two bi-national U.S. — Mexico
Conferences in FY 2011 in which the five southwest border U.S. Attorneys met with their
Mexican federal prosecutor counterparts to open dialogue and coordinate sharing law
enforcement intelligence and prosecution strategies in order to work together and effectively
dismantle the transnational criminal organizations operating along the border.

Partnered with drug trafficking is the challenge of returning illegal aliens to their home countries.
Many of these cases are adjudicated by the Department’s Executive Office for Immigration
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Review (EOIR). EOIR’s mission is the timely adjudication of all cases; therefore, the agency
maintains goals for completing the various types of cases it receives. However, EOIR’s
workload depends on the number of matters filed before it. DHS determines EOIR’s initial
caseload by filing charging documents alleging aliens’ illegal presence in the United States. The
nature and number of the proceedings and the number of appeals from immigration court
decisions are determined by the parties themselves.

In June 2010, DHS announced its civil immigration enforcement priorities as they pertain to the
apprehension, detention, and removal of aliens. Those priorities focus on national security,
public safety, and border security. In response to DHS’s announced priorities, EOIR shifted
resources to meet the anticipated corresponding increase in the agency’s detained caseload.
Placing a high priority on the adjudication of detained cases has impacted EOIR’s non-detained
docket.

The Department continues to coordinate with agencies to address issues confronting law
enforcement agencies along the southwest border. DOJ and DHS meet frequently to discuss
enforcement initiatives as well as ways to handle immigration court dockets that meet the needs
of all federal agencies involved.

4. Protecting Civil Rights and Civil Liberties

The Department never loses sight of its responsibility to protect individuals’ civil rights and
liberties. We believe that, no matter who or what we are investigating, we cannot infringe on
those rights. In fact, it is our belief that, by protecting peoples’ civil rights and liberties, we are
better able to protect all from those who would do us harm. We are pleased that the OIG
recognizes our success in this area, and we intend to continue this good work.

With regard to the Domestic Advocacy Report, as the OIG noted, the FBI’s Office of General
Counsel has issued instructions to its personnel not to retain information regarding an
individual’s exercise of First Amendment rights without the requisite law enforcement nexus,
statutory authorization, or the individual’s consent, and is developing a corporate policy to the
same effect. The FBI also has promised to ensure that its agents are required to specify the
potential violation of a specific federal criminal statute as part of documenting the basis for
opening a preliminary or full investigation in cases involving investigation of members of
advocacy groups for activities connected to the exercise of their First Amendment rights. Lastly,
it bears noting that it is the policy and practice of the FBI’s Domestic Terrorism Operations Unit
to require FBI agents to specify the potential violations of federal law when initiating a
preliminary investigation or full enterprise investigation in domestic terrorism cases on domestic
advocacy groups. The Department believes that this action demonstrates that the FBI has
adequately addressed investigations of domestic advocacy groups.

5. Information Technology Systems Planning, Implementation, and Security
The Department consists of 43 component organizations, many of which are responsible for their

own information technology (IT) plans, budgets, development, and implementation.
Accordingly, the Department’s Investment Review Board (DIRB) has been in place for many
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years and regularly monitors components’ IT projects. In an attempt to further strengthen its
management practices, the Department is looking at a variety of changes in the way that it
procures, manages, and implements IT aimed at improving planning and maximizing the results
of project implementation.

Currently the DIRB regularly monitors each of the programs identified by the OIG, and it has
directed a variety of actions to correct project management deficiencies and reduce program risk.
In the case of the Litigation Case Management System project, the DIRB determined that it was
in the best interest of the Department to terminate it because continuing the project was not as
affordable as pursuing other alternatives.

With respect to the FBI’s Sentinel project, the FBI recognizes that it must develop a modern
electronic case management system to effectively manage its investigation caseload. After
difficulties with the previous development approach, the Department made a conscious decision
to complete the development of the Sentinel Program using an Agile Development process
performed by a small development team managed in-house by the FBI. The Department
continues to meet monthly with the FBI Chief Information Officer (C10) and his Sentinel team
to monitor the program’s progress. The DIRB is working closely with the FBI to further develop
the plans for the coming deployment of Sentinel in order to alleviate any concerns it may have
with the details of the FBI’s current plans.

Meanwhile, the FBI Next Generation Identification (NGI) program underwent an extensive
TechStat review by the Office of Management and Budget (OMB) in November 2010. During
that review, OMB and the Department found the program to be well planned and managed. Due
to the program’s high development cost, however, OMB requested quarterly reviews to insure
there was sufficient oversight. The program has continued to develop NGI in an incremental
process and released significant improvements to fingerprint matching functionality in FY 2011
for use by the law enforcement community.

Regarding the Department’s Unified Financial Management System (UFMS), the OIG states,
“...different and sometimes outdated versions of UFMS are in use. Using different and outdated
versions increases the risk and complexity of making any necessary changes...”. We agree with
the risks identified by the OIG for this large and complex project. We note the Department
currently is using only two versions of UFMS. UFMS 1 continues to be used for those
components that were the Department’s first to be converted to UFMS, and those components
eventually will migrate to UFMS 2. Due to the complexity of this conversion, and the
continuous improvements in software, those components with later conversion dates will get to
use a more advanced version of software. However, once all components that the Department
intends to convert to UFMS have been converted, the Department will upgrade all users to the
latest version of UFMS. Then, every software modification or update will be pushed down to all
users simultaneously.

Under this challenge the OIG also discusses the Department’s integrated wireless network
(IWN). The Department has continued to partner with DHS in the operation and maintenance of
the metropolitan San Diego system, and the Department has enabled DHS components to use the
Pacific Northwest system even as the Department has expanded that system to cover all of the
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State of Washington and most of the State of Oregon. The Department also has partnered with
Treasury — and the Department of the Interior’s U.S. Park Police — on the development of the
shared system currently being deployed in the National Capital Region. Additionally, the
Department has worked regularly and collaboratively with DHS and other federal law
enforcement agencies on interoperable communications initiatives, such as the Emergency
Communications Preparedness Center, the Public Safety Working Group established by the
National Telecommunication and Information Administration as part of the President’s Spectrum
management Initiative, and technical working groups such as the Federal Partnership for
Interoperable Communications, which was recently hosted at the WMO.

The Department also notes that, at the time the IWN system was conceived, the financial climate
and horizon were vastly different than they are today. The Department has received funding in
uncertain and changing increments without the benefit of funding stream predictability. Such a
climate makes planning difficult and requires continual technical readjustments and refinements.
The Department has made significant progress given the constraints under which it was
operating.

The Department is pleased that the Inspector General’s office acknowledged the significant
progress the Department has made in the area of IT security, including the development of the
Justice Security Operations Center (JSOC) in 2007. The JSOC has worked continually to
improve and mature the capabilities at the enterprise level across all components, and this year it
expanded to 24x7 operations. It will strive to continue to enhance communications to
components regarding all threats, services, and responsibilities. The JSOC participates in the
quarterly IT Security Governance Council and CIO Council meetings to discuss service offerings
to the component CIOs.

6. Criminal Law Enforcement

Law enforcement has always been the primary mission of the Department. Regardless of the
types of threats facing the citizens of the United States, the Department has a responsibility to
protect them — whether it is directly or via grants and partnerships with state, local, and tribal
governments. Despite reports of a decline in violent crime, challenges still exist, especially with
violence associated with drug markets (primarily along the Southwest Border), the increasing
number of crimes committed with firearms, and the presence of organized gangs. Additionally,
the vast majority of violent crime in the United States falls within the jurisdiction of state and
local agencies that lack adequate resources to successfully combat violent crime issues that often
have a multijurisdictional dimension. Therefore, a federal solution is often required, and one of
the Department’s approaches to violent crime has been to partner with state and local agencies
through existing violent crime-related task forces.

The Department is pleased that the OIG highlighted the FBI’s elimination of its DNA processing
backlog for convicted offenders, arrestees, and detainees. Since the OIG issued its August 2010
interim Technical Assistance Report on the FBI Laboratory’s DNA Case Backlog, the FBI has
effectively implemented measures to close three of the five issued recommendations.
Specifically, the FBI has successfully: 1) implemented time tracking procedures and definitions
to capture time spent conducting forensic DNA casework; 2) coordinated with the District of
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Columbia Metropolitan Police Department to eliminate 200 instances of missing evidence; and
3) implemented measures to monitor the effect of outsourcing agreements on the overall DNA
forensic casework backlog.

Fighting drugs requires constant review and evaluation. As the OIG mentions, the Department
responded to the 2011 National Drug Threat Assessment by creating the Organized Crime and
Gang Section (OCGYS) in the Criminal Division. Since then, OCGS has repeatedly demonstrated
a commitment to fighting violent crime on the southwest border, an area where much of the drug
and firearms trafficking — and associated violence — is taking place. Already, OCGS is involved
in significant prosecutions of cross-border violent enterprises. In addition, OCGS attorneys have
led prosecutions for gun trafficking and illegal exportation of weapons in Nashville,
Philadelphia, Tucson, and elsewhere. The Department believes the formation of OCGS will
enhance the efforts to more effectively battle organized crime related to illegal drug and firearms
trafficking.

The Department recognizes the role transnational criminal organizations play in smuggling illicit
drugs into the United States. These current emerging drug trafficking trends necessitate a
focused approach, and DEA is striving to ensure that existing resources are deployed to the
highest priority overseas locations to maximize the impact on the global narcotics trade. A key
element in combating international drug trafficking is the concerted and coordinated efforts of
the inter-agency community to jointly identify chokepoints vulnerable to enforcement efforts and
then to simultaneously direct assets to vigorously target those chokepoints on a coordinated and
sustained basis. To this end, in 2005, DEA developed the Drug Flow Attack Strategy (DFAS),
which has the primary objective of causing major disruption to the flow of drugs, money, and
chemicals between the source zones and the United States. Under this strategy, DEA works with
the Department of Defense/Joint Interagency Task Force-South, the U.S. Coast Guard, the
DHS/Customs and Border Protection, the State Department (including Country Teams led by
U.S. Ambassadors), and other federal departments and agencies.

While DEA continues to coordinate large scale, multi-agency enforcement operations, it also
plays a significant role in providing investigative equipment and training to other countries. One
of DEA’s international priorities is to work with its host nation counterparts, including the
Government of Mexico, to expand the capabilities of vetted units, including SIUs. As mentioned
under Challenge #3, SIUs are groups of host nation investigators that are polygraphed, trained,
equipped, and guided by DEA. The SIU program seeks to create focused and well-trained drug
investigative and intelligence units of trustworthy character and integrity in selected nations.
Investigations are ongoing, and cases, particularly those involving sensitive and high-level
targets, are being developed by these units. Currently, DEA has SIUs in 10 countries: Mexico,
the Dominican Republic, Guatemala, Panama, Colombia, Ecuador, Peru, Paraguay, Afghanistan,
and Thailand.

To fulfill the critical mission of reducing drug use domestically, DEA devotes resources to the
disruption and dismantlement of drug trafficking organizations, and the seizure of illicitly
obtained profits by attacking the command and control, smuggling and transportation networks,
financial infrastructure, and all supporting elements of organizations networked throughout the
United States. DEA’s Priority Targets represent the most significant drug trafficking
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organizations responsible for the production, transportation, and distribution of illegal drugs
destined for consumption in the United States. Through the fourth quarter of FY 2011, DEA had
disrupted or dismantled 3,030 domestic and foreign priority targets.

Through OCDETF, DEA also targets organizations on the Attorney General’s CPOT list — the
“Most Wanted” drug trafficking and money laundering organizations believed to be primarily
responsible for the nation’s illicit drug supply. The objective is to dismantle these organizations
so that reestablishment of the same criminal organization is impossible and the source of the
drug is eliminated. The disruption or dismantlement of CPOT organizations is accomplished
primarily by multi-agency cooperation and the use of intelligence-driven operations to identify
and target international drug trafficking organizations that play significant roles in the
production, transportation, distribution, financing, or other support of large scale drug
trafficking.

Finally, DEA places a high priority on targeting the financial infrastructure of major drug
trafficking organizations and members of the financial community who facilitate the laundering
of their proceeds. From FY 2005 through FY 2011, DEA denied drug traffickers a cumulative
total of $21.4 billion in revenue through the seizure of both assets and drugs.

The Department’s primary platform for attacking the major international drug cartels and their
distribution networks and facilitators in the United States is through prosecutor-led, intelligence-
driven, multi-agency task forces, with the OCDETF Program serving the primary coordinating
function. OCDETF task forces operate in each of the 94 judicial districts in the United States,
and OCDETF has established co-located strike forces in 11 key locations for the pursuit of the
highest level traffickers of drugs, guns, and money. The OCDETF Program and its component
investigative and prosecutorial entities — DEA, FBI, ATF, USMS, Homeland Security
Investigations, Internal Revenue Service-Criminal Investigations, the U.S. Coast Guard, the
USAOs, and the Criminal Division — have achieved significant success in disrupting and
dismantling the highest level criminal organizations that contribute to the supply of illegal drugs
in the United States. However, the Department faces an increasing challenge in maintaining and
building on that success in the current constrained budget environment, as each of the individual
OCDETF components and the OCDETF Program itself continue to sustain reductions in
resources.

The proposed elimination of the Mobile Enforcement Team (MET) program will reduce the
DEA resources that focus on gangs and violent organizations, including those trafficking
methamphetamine. However, DEA will continue to support the Department’s efforts to reduce
violent crime through its participation in task forces led by DEA and other DOJ agencies. DEA
currently has over 150 regional task forces and participates on over 60 High Intensity Drug
Trafficking Area task forces across the United States. These task forces include targeting gangs
and other violent organizations. In addition, DEA participates in a number of anti-gang
initiatives with other law enforcement components, including ATF’s Violent Crime Impact
Teams and Project Safe Neighborhoods, FBI’s Safe Streets and Safe Trails Task Forces, and
DOJ’s Weed and Seed Program.
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DEA will realign the resources associated with the 16 METSs to support its Diversion Control
Program to combat the diversion of licit pharmaceuticals into illicit commerce, the fastest
growing drug problem in the United States.

7. Restoring Confidence in the Department

The Department is making constant progress in this area and is ever-vigilant in maintaining the
highest ethical standards among its employees. In response to the 2008 and 2009 reports cited
by the OIG, the Department’s Human Resources organization developed and deployed online
training for hiring managers via the LearnDOJ Learning Management System on the topics of
Merit Systems Principles and Prohibited Personnel Practices. The Department is pleased that the
OIG’s narrative acknowledges this action as part of the Department’s success in meeting the
recommendations contained in those previous reports.

Regarding the OIG’s report on the FBI’s Office of Integrity and Compliance, the Department
concurs with the OIG’s statement, “the FBI must also continually ensure that its personnel are
fully trained and are able to demonstrate that they take seriously the responsibility to act in
accordance with the Constitution, laws, rules, policies, and procedures governing the FBI’s
investigative activities.” To that effect, the FBI recently completed revisions and effectively
published a Revised Domestic Investigations and Operations Guide (DIOG). Mandatory training
currently is underway to ensure all Special Agents, Intelligence Analysts, and Task Force
Personnel understand the Revised DIOG. Everyone required to go through this training must do
so by January 3, 2012.

The OIG cites several measures the Department has taken to address prosecutorial misconduct.
However, the OIG expressed concern that its Office of Professional Responsibility’s (OPR)
annual report provides only limited details. The Department believes, on the other hand, that the
changes OPR adopted to address concerns relating to attorney discipline and noted by the OIG
have ensured that the Department has in place an adequate disciplinary process for attorneys. As
indicated by the OIG, OPR will continue to strive to make its work more transparent, consistent
with the statutory obligations of the Privacy Act.

8. Financial Enforcement

The Department is deeply committed to protecting Americans from financial fraud. The
financial crisis has exposed shameless schemes that have decimated pocketbooks and retirement
accounts alike, stripping Americans of their confidence and fiscal security. In response to the
crisis, the USAOs have been aggressively prosecuting those who commit financial fraud. In FY
2011, the USAOs filed 3,717 financial fraud cases against 5,555 defendants.

The Department is engaged in a variety of efforts — many beyond the Financial Fraud
Enforcement Task Force (FFETF) — to deal with financial fraud of all kinds. Around the
country, local offices have created their own task forces and working groups tailored to the needs
of their communities. A number of offices at Department headquarters and in USAOs are re-
focusing on all types of financial fraud. These offices are making creative use of a number of
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civil enforcement tools, such as the Financial Institution Reform, Recovery, and Enforcement
Act of 1989 and the Anti-Fraud Injunction Act.

In the context of mortgage fraud, the USAOs have joined forces with the FFETF, which has held
several mortgage fraud summits across the country in areas that have been hardest hit by this
crime. With respect to enforcement efforts, the USAQOs have been instrumental in combating
mortgage fraud. In FY 2011, the offices filed 486 cases against 904 defendants. These are
impressive figures given that, in FY 2010, the offices filed a record number of mortgage fraud
cases— 656 cases against 1,235 defendants—many of whom are still active cases.

The Department recognizes the importance of protecting the funds it administers and is
committed to using all of the tools at its disposal, including suspension and debarment, to ensure
that it conducts business only with responsible parties. To that end, the Department will
continue to emphasize the suspension and debarment case referral process throughout its
components and leadership offices, including issuing guidance to litigating, investigating,
contracting, and grant-making components. Additionally, the Department has implemented a
suspension and debarment case tracking system to improve the effectiveness of its suspension
and debarment program.

On the law enforcement side, the USMS Asset Forfeiture Financial Investigator Program has
recovered large sums of money owed to victims of financial crimes, the Federal Government,
and state and local governments through equitable sharing agreements. The Chief Inspector who
manages this Program is a member of the President’s FFETF. He also sits on the Securities and
Commodities Fraud Working Group, and the Victim’s Rights Committee. He has undertaken a
financial enforcement initiative to enter outstanding Forfeiture Money Judgments into the
Treasury Offset Program, something that has never been done before. This effort will ensure
greater enforcement by the Government to offset federal payments to defendants/debtors for
improved collection purposes.

In late September 2011, the USMS completed its 3-year plan to hire 57 Deputy U.S. Marshals
and strategically co-locate them in USAOs in 50 districts to add value to asset forfeiture financial
investigations as described above. Through an MOU, deputies work closely with prosecutors
and investigating agents in DOJ-led criminal investigations to conduct financial analysis to
identify assets that were used to facilitate crime, or were derived from the proceeds thereof.

An important component of the USMS Program is that deputies, using authority found at 28
U.S.C. § 566, have begun to enforce and collect on the more than $220 billion in outstanding
Forfeiture Money Judgments across judicial districts. At the request of a federal prosecutor, the
Court may impose a Forfeiture Money Judgment on a defendant when the Government can
demonstrate that the proceeds were derived from the underlying criminal activity for which an
individual is being prosecuted, and assets may not be otherwise located, seized, or readily
available to the Government to pursue for forfeiture. Before the formulation of the USMS
Program, this debt went largely uncollected, a by-product of limited resources and agents whose
caseloads diverted attention to investigating the pressing crime of the moment. Since FY 2007,
Deputy U.S. Marshals have collected nearly $10 million in debt.
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9. Detention and Incarceration

The Department is responsible for ensuring the safety of, and humane conditions for, its inmates
and detainees. As the primary provider of housing for federal inmates, the BOP oversees the
conduct of both the prisoners and BOP staff. To this end, BOP agrees that any prohibited
conduct is unacceptable, and it will continue to screen out unsuitable applicants during the hiring
process.

To address the increasing federal inmate population, the Department continues to review its
policies on International Prisoner Treaty Transfer in an effort to increase suitable candidates for
transfer. The challenge for the Department is to continue its efforts to transfer suitable
candidates to serve their sentences in their home country, consistent with its treaty obligations
and responsibility to ensure public safety.

With regard to housing detainees, DOJ and the Department of Homeland Security (DHS),
collectively, have approximately 31 competitively-awarded contracts for privately-provided
detention and/or correctional services. In contrast, DOJ and DHS have nearly 2,000
Intergovernmental Agreements with state and local authorities for the housing of federal
prisoners and inmates. To continue their efforts to obtain detention and/or correctional services
at fair and reasonable prices, both the Office of the Federal Detention Trustee (OFDT) and
USMS have implemented all of the recommendations the OIG set forth in its March 2011 report,
“Audit of the Intergovernmental Agreement Detention Space Negotiation Process.”

Further, in 2011, to assist the USMS and other agencies in analyzing prices when determining
the reasonableness of prices sought for detention and correctional services, OFDT released the
FY 2011 Price Analysis Guide for detention and correctional services contracts and agreements.
The guide provides the Average National Price and the U.S. Bureau of the Census Geographical
Area Average Price for agreements and contracts awarded by the USMS, the Bureau of Prisons
(BOP), and DHS’s Immigration and Customs Enforcement, and takes into account differences in
economic conditions within the United States.

10. Grants and Contract Management

The Department takes its responsibilities for grant and contract management very seriously. It
recognizes that, because of the large amount of resources that flow to state, local, and tribal
governments through the Department, grant management will always be a challenge. No matter
how competently the Department manages its grants, it must be ever-vigilant to ensure that
taxpayers’ funds are being used properly.

OJP has tackled this challenge aggressively, establishing policies, procedures, and internal
controls to ensure sound stewardship, strong programmatic and financial management, and
effective monitoring and oversight of OJP’s grant programs. This policy and internal control
framework positions OJP to carry out statutory mandates and requirements and to detect and
prevent potential waste, fraud, and abuse of the billions of taxpayer dollars OJP awards in grants
each fiscal year.
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In its efforts to constantly improve its processes, OVW has Peer Review Guidelines to support
the initiation of better internal controls that will check for scoring errors and verify the accuracy
of future final peer review scores. The standards were implemented in a handful of programs in
FY 2010 and across all grant programs in FY 2011.

Regarding the OIG’s review of the award process for the Bureau of Justice Assistance (BJA)
Recovery Act Correctional Facilities on Tribal Lands Grant Program, OJP is confident that there
was not a conflict of interest, or an appearance thereof, in the peer review process related to the
award of a training and technical assistance grant. In this case, the internal peer reviewer, who
was a grant manager with responsibility for providing oversight during such grantee meetings,
did not have a direct personal or financial relationship with the applicant, and was intentionally
not engaged in the consideration of final peer review scores or the recommendation and selection
process for these awards. OJP’s position is that this (or any) reviewer’s professional relationship
—in an OJP capacity — is not one that needs to be disclosed as a potential conflict of interest.

OJP notes that the FY 2011 Conflict of Interest form makes this distinction. OJP’s position is
that its policy and senior policy advisors, who have professional relationships with applicants to
carry out the work of BJA, are capable of providing an impartial, objective, and independent peer
review of such applications and have unique expertise and insights that make them appropriate
choices for certain peer reviews. OJP emphasizes that it is committed to administering fair and
open competitive award processes, and, during the last year, OJP has implemented additional
measures.

In response to the OIG’s March 2011 audit on OJP’s oversight and monitoring of grants, OJP’s
Office of Audit, Assessment, and Management (OAAM) revised its on-site monitoring
procedures. These procedures ensure that program office site visit reviews are consistent with
common procedures and that proper documentation to support on-site findings is collected and
maintained. In addition, OAAM finalized its Site Visit Quality Review Process, which was
designed to assess the completeness and quality of on-site monitoring visits through the review
of sampled monitoring reports and associated documentation. To address the OIG’s
recommendation that the Office of the Associate Attorney General pursue efforts to
standardize oversight services provided by OJP to the OVW and COPS Office, the
Associate’s Office continues to convene regular meetings with the Department Grants
Management Challenges Workgroup. The Department’s discussion of this Workgroup can be
found under Challenge #2.

OJP is dedicated to continuously improving its oversight and monitoring of grantees and grant
programs. To ensure that OJP is targeting potential at-risk grantees, it systematically assesses
grants and grantees against a set of risk factors to prioritize monitoring activities. In FY 2012,
with the benefit of increased automation of the grants assessment tool, grants will be assessed
quarterly to identify potential at-risk grantees in real time. Additionally, in FY 2011, OJP’s BJA
began using an internal process called "GrantStat™" to methodically analyze qualitative and
quantitative grantee performance data to determine program effectiveness and goal attainment.
The process works as an indicator system to identify issues and allow for early intervention with
training and technical assistance if needed. The COPS Office also has a comprehensive
monitoring strategy that entails programmatic and financial oversight of all COPS grantees,
which is described in detail under Challenge #2.
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In its March 2011 report, the OIG also highlighted many of the significant improvements in
OJP’s monitoring, stating, “Since the establishment of OAAM, OJP has made a significant
commitment to improving the monitoring and oversight of grants.” OJP’s improvements in
grants management have been highlighted recently in a NASA OIG audit on NASA’s grants
administration and management. The report mentions OJP’s grant monitoring and oversight as a
best practice and highlights OJP’s improvements as cited in the DOJ OIG audit report. In
addition, in an oversight hearing on Housing and Urban Development, the House Committee on
Financial Services pointed to OJP as a model for accountability, transparency, and project
management on the Correctional Facilities in Tribal Lands program.

The OIG cites outstanding recommendations from a 2006 report. OJP replies that all
recommendations and questioned costs directed to OJP as part of the 2006 OIG audit report of
the Departments’ grant closeout process were closed by the OIG in January 2009. Furthermore,
to maintain current on its grant closeouts, OJP leadership tracks this activity on a monthly basis.
As an additional measure, the Grants Management System automatically triggers a hold on grant
funds after the end date of the grant.

The current closeout process has been streamlined for efficiency and is extremely effective in
ensuring that grants are closed in a timely manner. Grantees are informed in an Initial
Notification Letter prior to the onset of the closeout process that they have 90 days from the
grant end date to complete their final drawdown of reimbursable costs. Additionally, careful
tracking of the grant end date and timely outreach to grantees has provided grant managers with
timely submissions for extensions. All grantees are advised that a) extension requests should be
submitted prior to the award end date, b) they have only 90 days after the award end date to draw
eligible funds for reimbursement, and c) funds not drawn after that time will be forfeited.

The other aspect of this challenge addresses contract management. Regarding the OIG’s
concerns with the USMS’ oversight of its Judicial Facilities Security Program, the USMS has
enhanced its procurement process by implementing stricter oversight of the Program. The
contract has since been re-awarded, and the USMS, working with the Administrative Office of
the U.S. Courts, established special standards of responsibility for the recent award. These
special standards required the contractor to demonstrate financial responsibility. The evaluation
also included background investigations on the principals of the offerors and due diligence for
establishing and verifying special standards of responsibility.

As is the case across all federal agencies, the Department uses multiple IT contracts to support its
operations and administrative functions. Similar to other DOJ components, the COPS Office
faced challenges in FY 2011 with the management and oversight of IT contracts. However, the
COPS Office has taken significant steps to address these shortcomings. To improve contract
staff efficiencies, the COPS Office initiated the JCON/COPS migration project that will
substantially reduce the number of IT personnel necessary to maintain COPS’ office automation
and server management functions. The COPS Office also has addressed contract management
consolidation. Consistent with the M11-29 OMB memo on CIO authorities, the COPS Office
has consolidated all IT contract-related functions under the office of the Chief Technology
Officer.
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The Department is proud of its constantly improving processes for grant and contract
management and anticipates even further improvements in the future.
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F I\/I F I A Corrective Action Plan

FMFIA SECTION 2 - PROGRAMMATIC MATERIAL WEAKNESS — PRISON CROWDING

U.S. DEPARTMENT OF JUSTICE Report Date
Corrective Action Plan September 30, 2011; 2011 Fiscal Year (FY) End
Issue and Milestone Schedule
Issue Title Issue ID Component Name
Prison Crowding 06BOP001 Bureau of Prisons
Issue Category

FMFIA, Section 2 I:I Reportable Condition & Material Weakness

FMFIA, Section 4 I:' Non-conformance

OMB A-123, Appendix A I:I Reportable Condition I:I Material Weakness

Issue Category — SAT Concurrence or Recategorization
Concur

Issue Description

The growth of the federal inmate population continues to exceed available capacity. At the end of FY 2011, the inmate
population housed in BOP operated institutions reached 177,934. Inmates were housed in a rated capacity of 127,795, resulting
in an over-crowding rate of 39 percent above rated capacity. The BOP’s Long Range Capacity Plan relies on multiple
approaches to house the increasing federal inmate population, such as contracting with the private sector and state and local
facilities for certain groups of low-security inmates; expanding existing institutions where infrastructure permits,
programmatically appropriate, and cost effective to do so; and acquiring, constructing, and activating new facilities as funding
permits.

To address this material weakness, the BOP will continue implementing its Long Range Capacity Plan, making enhancements
and modifications to the plan, as needed, commensurate with funding received through enacted budgets. For example, in

FY 2011, the BOP modified its Plan because the enacted budget did not include the funding needed to activate two newly
constructed prisons, acquire a new facility, or contract for the increased use of private sector and state and local facilities for
low-security inmates, all three of which would have increased housing capacity and decreased the prison over-crowding rate.
The BOP’s formal Corrective Action Plan includes utilizing contract facilities; expanding existing institutions; and acquiring,
constructing, and activating new institutions as funding permits. The BOP will continue to validate progress on construction
projects at new and existing facilities through on-site inspections or by reviewing monthly construction progress reports.

This material weakness was first reported in 2006. Remediation of the weakness through increasing prison capacity is primarily
dependent on funding. Other correctional reforms and alternatives will require policy and/or statutory changes. Other initiatives
notwithstanding, if the acquisition, expansion, construction, and activation plans detailed in the BOP’s Long Range Capacity
Plan are funded as proposed, the over-crowding rate for FY 2014 is projected to be 43 percent. Without the funding and the
BOP’s other mitigating actions, the projected over-crowding rate would be 50 percent.

The Department’s corrective action efforts are not limited to the BOP alone. The Department continues to consider and
implement an array of crime prevention, sentencing, and corrections management improvements that focus on accountability
and rehabilitation, while protecting public safety. The Department recognizes that the BOP’s capacity management efforts must
be teamed with targeted programs that are proven to reduce recidivism and promote effective re-entry. The BOP will continue
to work with the Department on these programs.
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Business Process Area (N/A for Section 2 and Section 4 issues)
Not Applicable

Date First Identified Original Target Completion Date
2006 09/30/2012

Current Target Completion Date
Dependent on funding

Actual Completion
Date

Issue Identified By
Bureau of Prisons

Source Document Title
BOP Population Projections

Description of Remediation
Increase the number of federal inmate beds to keep pace with projected increases in the inmate population. Efforts to reach this
goal include expanding existing institutions, acquiring surplus properties for conversion to correctional facilities, constructing
new institutions, utilizing contract facilities, and exploring alternative options of confinement for appropriate cases.

Milestones

Original Target Date | Current Target Date

Actual Completion
Date

1.

As of September 30, 2006, the inmate population in BOP
owned and operated institutions reached 162,514 and was
housed in a capacity of 119,510, resulting in an over-crowding
rate of 36 percent.

09/30/2006

09/30/2006

As of September 30, 2007, the inmate population in BOP
owned and operated institutions reached 167,323 and was
housed in a capacity of 122,189, resulting in an over-crowding
rate of 37 percent, an increase of 1 percent for the year.

09/30/2007

09/30/2007

As of September 30, 2008, the inmate population in BOP
owned and operated institutions reached 165,964 and was
housed in a capacity of 122,366, resulting in an over-crowding
rate of 36 percent, a decrease of 1 percent for the year.

09/30/2008

09/30/2008

As of September 30, 2009, the inmate population in BOP
owned and operated institutions reached 172,423 and was
housed in a capacity of 125,778, resulting in an over-crowding
rate of 37 percent, an increase of 1 percent for the year.

09/30/2009

09/30/2009

As of September 30, 2010, the inmate population in BOP
owned and operated institutions reached 173,289 and was
housed in a capacity of 126,713, resulting in an over-crowding
rate of 37 percent, the same rate as at the end of the previous
year.

09/30/2010

09/30/2010

As of September 30, 2011, the inmate population in BOP
owned and operated institutions reached 177,934 and was
housed in a capacity of 127,795, resulting in an over-crowding
rate of 39 percent, an increase of 2 percent for the year.

09/30/2011

09/30/2011

Planning estimates call for a rated capacity of 128,581 to be
reached by the end of FY 2012. The over-crowding rate is
projected to be 43 percent at that time, an increase of 4 percent
for the year.

09/30/2012

Planning estimates call for a rated capacity of 132,075 to be
reached by the end of FY 2013. The over-crowding rate is
projected to be 44 percent at that time, an increase of 1 percent
for the year.

09/30/2013

Planning estimates call for a rated capacity of 134,515 to be
reached by the end of FY 2014. The over-crowding rate is
projected to be 43 percent at that time, a decrease of 1 percent
for the year.

09/30/2014

Reason for Not Meeting Original Target Completion Date

Funding received through enacted budgets for additional capacity has not kept pace with the increases in the federal inmate
population.

1V-40 Department of Justice e FY 2011 Performance and Accountability Report




Status of Funding Available to Achieve Corrective Action

The FY 2011 enacted budget for the BOP did not include the funding needed to activate two newly constructed prisons, acquire a
new facility, or contract for the increased use of private sector and state and local facilities for low-security inmates, all three of
which would have increased housing capacity and decreased the prison over-crowding rate. FY 2012 funding is unknown at this
point because the budget has not been enacted. The Department of Justice’s proposed FY 2013 budget for BOP is under review
at the Office of Management and Budget. As of year-end FY 2011, the BOP's Long-term Capacity Plan was partially funded
through FY 2017.

Planned Measures to Prevent Recurrence
The BOP will continue to structure budget requests to address capacity needs in the most cost effective manner possible.

Validation Indicator

Results are measured as a new institution or expansion project is activated and resulting increases in rated capacity are
established. A corresponding decrease in the over-crowding rate will also be a tangible measurement of the results. Progress on
construction projects at new and existing facilities will be validated via on-site inspections of each facility or by review of
monthly construction progress reports.

Organizations Responsible for Corrective Action
BOP Administration Division and Program Review Division
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Undisbursed Balances in Expired Grant Accounts

Section 537 of the Commerce, Justice, Science, and Related Agencies Appropriations Act, 2010 (Act) of
the Consolidated Appropriations Act, 2010 (Pub. Law 111-117) requires certain departments, agencies,
and instrumentalities of the United States Government receiving appropriations under the Act to track
undisbursed balances in expired grant accounts for FY 2011.

Undisbursed balances in expired grant accounts include budget authority that is no longer available for
new obligations but is still available for disbursement. According to Section 20.4(c) of OMB Circular
No. A-11, Preparation, Submission, and Execution of the Budget, the expired phase "lasts for five years
after the last unexpired year unless the expiration period has been lengthened by legislation. Specifically,
you may not incur new obligations against expired budget authority, but you may liquidate existing
obligations by making disbursements.” For FY 2011, the below information is required to be reported in
the Performance and Accountability Reports and annual performance plans/budgets with regard to
undisbursed balances in expired grant accounts: 1) details on future action the department, agency, or
instrumentality will take to resolve undisbursed balances in expired grant accounts; 2) the method that the
department, agency, or instrumentality uses to track undisbursed balances in expired grant accounts; 3)
identification of undisbursed balances in expired grant accounts that may be returned to the Treasury of
the United States; 4) in the preceding three fiscal years, details on the total number of expired grant
accounts with undisbursed balances (on the first day of each fiscal year) for the department, agency, or
instrumentality and the total finances that have not been obligated to a specific project remaining in the
accounts.

Three Department of Justice grant-making agencies are required to report under this guidance:
Community Oriented Policing Services (COPS), Office of Justice Programs (OJP), and the Office on
Violence Against Women (OVW). Their responses are noted below:

Details on future actions that will be taken to resolve undisbursed balances in expired grant accounts:

COPS closely monitors the financial activity of all grantees. This includes requiring all grant recipients to
report the financial expenditures for all COPS awards on a quarterly basis. COPS also maintains a group
of dedicated Grant Program Specialists and Staff Accountants that offer grantees real-time technical
assistance with implementing any aspect of their grant. Due to the additional reporting requirements and
transparency associated with American Recovery and Reinvestment Act of 2009 (ARRA) grant
recipients, COPS has implemented additional efforts to monitor COPS Hiring Recovery Program (CHRP)
grantees. First, all CHRP grantees are required to complete an online grants management training, which
includes a training track specifically addressing financial reporting and disbursement of funds. Second,
CHRP grantees were notified earlier this year that the undisbursed balance on their grant awards will
lapse on September 30, 2015 (5 years after the last unexpired year for ARRA), thus all grant program
requirements should be completed by that time and all expensed funds disbursed. Third, beginning in
November 2010, COPS conducts quarterly outreach efforts to a select group of CHRP grantees who
appear to have either discrepancies in the financial or programmatic reporting on their awards. Finally,
the COPS Director receives monthly and quarterly reports of CHRP activity, including disbursement data,
and COPS management works with the Justice Management Division (JMD), OMB, and the Office of the
Vice President (OVP) to ensure that ARRA funds are being disbursed and outlayed timely.

All OJP discretionary/categorical and block/formula grantees are required to submit a financial report
quarterly. Grantees have 90 days after the end date of the award to drawdown funds and close out the
award. If the payments to the grantee are less than the amount of the grant expenditures, then the grantee
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is given the opportunity to draw down these funds. OJP Customer Service Outreach staff calls the grantee
to ask them to draw down their funds. The first notice will commence on the same day as the phone call
to the grantee. If the grantee has not drawn down their available funds after 14 calendar days, a second
contact is made by the Customer Service Outreach staff and a second notice is sent. If there is no action
by the grantee, a third notice is sent to the grantee informing them that OJP will de-obligate the funds
from their grant. If the grantee has not retrieved their funds after 14 additional calendar days, the funds
are de-obligated. After deobligation, the grantee will receive a Grant Adjustment Notice (GAN) in the
mail informing them that the funds have been de-obligated and are no longer available and the grant is
closed.

OVW closely monitors the financial activity of all grantees. All grant recipients are required to report
their financial expenditures for OVW awards on a quarterly basis and their project performance activities
on a semi-annual or annual basis. ARRA grantees are also required to submit special Section 1512
reports on a quarterly basis that include project and financial information. OVW reviews 100 percent of
these reports for each reporting period and contacts the grantees regarding any concerns or questions.
OVW has Grant Program Specialists and Financial Analysts that offer ARRA grantees technical
assistance with implementing any aspect of their grant, including trainings, outreach, site visits and
monitoring. The OVW management receives and reviews frequent reports on ARRA grant activity,
including obligation and outlay data, and OVW management works with IMD, OMB, OVP, and the

OIG to ensure that ARRA funds are being disbursed and outlayed timely.

Method used to track undisbursed balances in expired grant accounts:

COPS utilizes both the Financial Management Information System 2 (FMIS2) data as well as data from
OJP's Grant Payment Request System (GPRS) to track CHRP undisbursed balances. OJP currently uses
its Grants Management System (financial reports), FMIS2 and GPRS to track undisbursed balances.
OVW utilizes both FMIS2 data as well as data from OJP's GPRS to track undisbursed balances.

Identification of undisbursed balances in expired grant accounts that may be returned to the Treasury:

The Department has the authority to transfer unobligated balances of expired appropriations to the
Working Capital Fund. Specifically, Public Law 102-140 provides that at no later than the end the fifth
fiscal year after the fiscal year for which funds are appropriated or otherwise made available, unobligated
balances of appropriations available to the Department of Justice during such fiscal year may be
transferred into the capital account of the Working Capital Fund to be available for the Department-wide
acquisition of capital equipment, development and implementation of law enforcement or litigation
related automated data processing systems, and for the improvement and implementation of the
Department's financial management and payroll/personnel systems. Therefore, in general unobligated
and undisbursed balances in the Department’s expired grant accounts will be transferred to the Working
Capital Fund, and will not be returned to the Treasury. An exception to this will be American Recovery
and Reinvestment Act grant funds; pursuant to Public Law 111-203, such grant funds that have not been
obligated as of December 31, 2012, will be rescinded and returned to the Treasury.

The total number of expired grant accounts with undisbursed balances (on the first day of each fiscal
year) and the total finances that have not been obligated to a specific project remaining in the accounts,
are as follows:

OJP:

FY 2009: 10 accounts; total of $65,961,000 in undisbursed and unobligated balances
FY 2010: 8 accounts; total of $1,638,582,000 in undisbursed and unobligated balances
FY 2011: 6 accounts; total of $859,662,000 in undisbursed and unobligated balances
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COPS:

FY 2008
FY 2009
FY 2010
FY 2011

OVW:

FY 2008
FY 2009
FY 2010
FY 2011

: No undisbursed and unobligated balances

: No undisbursed and unobligated balances

: 1 account; $1,001,950,000 in undisbursed and unobligated balances
: 1 account; $861,776,000 in undisbursed and unobligated balances

: No undisbursed and unobligated balances
: No undisbursed and unobligated balances
: 1 account; $223,012,000 in undisbursed and unobligated balances
: 1 account; $154,366,000 in undisbursed and unobligated balances
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