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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

In the Matter of the Search of

(Name, address or brief description of person, property, or premises to be searched) SE ALED
Electronic mail stored in account goldenphoenix111 APPLICATION AND AFFIDAVIT
|at]hotmail[dot]com, controlled by MSN Hotmail SEARCH WARRANT

Microsoft Corp., 1065 La Avenida, Building 4,

Mountainview, CA 94043
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(Further described below) NANCY MAYER WHITTINGTON, CLERK
U.S. DISTRICT COURT
I __ Marlo Arredondo being duly sworn depose and say:

I am a(n)__Special Agent with the Federal Bureau of Investigation and have reason to believe
(Official Title)

that (name, description and or location)
on the property or premises known as email account goldenphoenixill@hotmail.com, controlled by MSN
Hotmail Microsoft Corp., 1065 La Avenida, Building 4, Mountainview, CA 94043

in the Northern District of California, there is now concealed a certain person or property, namely (describe the person or property
to be searched)

electronic mail between Bruce Ivins and other individuals

which is (state one or more bases for search and seizure set forth under Rule 41(c) of the Federal Rules of Criminal Procedure)
evidence relevant to the commission of an act of terrorism, including the use of a weapon of mass
destruction (anthrax) and the murder and attempt to murder officers and employees of the United States.

concerning a violation of Title 18 United States Code United States Code, Section(s) 2332a and 1114 . The facts
to support a finding of Probable Cause are as follows:

SEE ATTACHED AFFIDAVIT HEREIN INCORPORATED BY REFERENCE ASIFFULLY RESTATED HEREIN

Continued on the attached sheet and made a part hereof. xYES © NO
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US Attorney’'s Office, Washington, DC Signature of Affiant ATAUE COPY
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' Federal Bureau of Investigation 4 /F—‘\

Swern to before me, and subscribed in my presence By

at Washingtonf D.C. (Pursua the domestic

Date Warrant provisjoys A Rule 41(b)¢#))
U.S. MAGISTRATE JUDGE . N
Nume and Title of Judicial Officer Signature of udicial Officer
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AFFIDAVIT IN SUPPORT OF
APPLICATION FOR SEARCH WARRANT

I, Marlo Arredondo, being first duly sworn, hereby depose and state as follows:
A. Introduction and Agent Background

I make this affidavit in support of an application for a search warrant for certain accounts
controlled by the free web-based electronic mail service provider known as
(1) Yahoo!, Inc. (Yahoo!), located at 701 First Avenue, Building D, Sunnyvale, California
94089; (2) America Online, Inc. (AOL), 2200 AOL Way, Dulles, VA 20166; and (3) MSN
Hotmail Micrososft Corp. (MSN Hotmail), 1065 La Avenida, Building 4, Mountain View,
California 94043. The accounts to be searched at Yahoo! are:

jimmyflathead[at]yahoo[dot]com; and
hat]yahoo[dot]com

The account to be searched at AOL is: N "”'“«* <lales District Court
] fur} m Columbia
kingbadger7[at]aol[dot]com NANCY A ars i UE COPY
g g [ ] [ I VAV f-‘,-J.-‘.""‘ /F“F\{”ﬂ‘ Tt JN {_;]dr.
The account to be searched at MSN Hotmail is: DN
’ B o

—at]hotmail[dot]com

These accounts are further described in the following paragraphs and in Attachment A.
As set forth herein, there is probable cause to believe that on the computer systems of Yahoo!,
AOL, and MSN Hotmail, there exists evidence, fruits, and instrumentalities of violations of Title
18, United States Code, Sections 2332 and 2332a.

I am a Special Agent of the Federal Bureau of Investigation (FBI) and have been so
employed for approximately two years. As a Special Agent of the FBI, I investigate a crime
involving the dissemination of a Weapon of Mass Destruction (anthrax) in violation of Title 18,
United States Code, Sections 2332(a) and 1114. The definitions provided herein are based on
my knowledge and experience as an FBI Agent, and consultations with other criminal
investigators.

The FBI and the U.S. Postal Inspection Service (hereinafter Task Force) investigation of
the anthrax attacks of 2001 has led to the identification of Dr. Bruce Edwards Ivins, an anthrax
researcher at the U.S. Army Medical Research Institute for Infectious Diseases (USAMRIID),
Fort Detrick, Maryland, as a person necessitating further investigation for several reasons: (1) At
the time of the attacks, he was the custodian of a large flask of highly purified anthrax spores that
possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins has been
unable to give investigators an adequate explanation for his late night work hours for which he
was the only person in the laboratory around the time of both anthrax mailings; (3) Ivins is



believed to have submitted false samples of anthrax from his lab to the FBI for forensic analysis
in order to mislead investigators; (4) at the time of the attacks, Ivins was under pressure at work
to assist a private company that had lost its FDA approval to produce an anthrax vaccine the
Army needed for U.S. troops, and which Ivins believed was essential for the anthrax program at
USAMRIID; and (5) Ivins sent an e-mail to a —ew days before the
anthrax attacks warnin at "Bin Laden terrorists for sure have anthrax and sarin gas" and
have "just decreed death to all Jews and all Americans," language similar to the anthrax letters
wamning "WE HAVE THIS ANTHRAX ... DEATH TO AMERICA ... DEATH TO ISRAEL."

The Task Force submits that a search of the Subject e-mail accounts may reveal
documentary evidence that will assist the investigation by linking Dr. Bruce Edwards Ivins to the
anthrax mailings and identify conspirators involved in the attacks. The search is for computer
files, e-mail accounts, or documentary evidence as more fully described in Attachment A to the
search warrants, affixed to this affidavit.

In my training and qxperience, I have learned that Yahoo!, AOL, and MSN Hotmail are
companies that provide frée web-based Internet electronic mail (e-mail) access to the general
public, and that stored electronic communications, including opened and unopened e-mail for
subscribers to these services may be located on the computers of Yahoo!, AOL, and MSN
Hotmail. Further, I am aware that computers located at Yahoo!, AOL, and MSN Hotmail
contain information and other stored electronic communications belonging to unrelated third
parties. Accordingly, this affidavit and application for search warrants seeks authorization solely
to search the computer accounts and/or files and following the procedures described herein and
in Attachment A.

B. Search Procedure

In order to facilitate seizure by law enforcement of the records and information described
in Attachment A, this affidavit and application for search warrant seek authorization to permit
employees of Yahoo!, AOL, and MSN Hotmail to assist agents in the execution of this warrant.
In executing this warrant, the following procedures will be implemented:

a. The search warrant will be presented to Yahoo!, AOL, and MSN Hotmail
personnel who will be directed to isolate those accounts and files described in Attachment A;

b. In order to minimize any disruption of computer service to innocent third
parties, Yahoo!, AOL, and MSN Hotmail employees and/or law enforcement personnel trained
in the operation of computers will create an exact duplicate of the computer accounts and files
described in Attachment A, including an exact duplicate of all information stored in the
computer accounts and files described in Attachment A;

¢. Yahoo!, AOL, and MSN Hotmail employees will provide the exact duplicate
in electronic form or paper copy of the accounts and files described in Attachment A and all
information stored mn those accounts and files to the agent who serves this search warrant; and



d. Law enforcement personnel will thereafter review all information and records
received from Hotmail employees to determine the information to be seized by law enforcement
personnel pursuant to Afttachment A.

C. Background Regarding Computers, the Internet, and E-Mail

The term "computer" as used herein is defined in 18 U.S.C. § 1030(e)(1), and includes an
electronic, magnetic, optical, electrochemical, or other high speed data processing device
performing logical, arithmetic, or storage functions, and includes any data storage facility or
communications facility directly related to or operating in conjunction with such device.

[ have had both training and experience in the investigation of computer-related crimes.
Based on my training, experience and knowledge, I know the following:

a. The Internet is a worldwide network of computer systems operated by
governmental entities, corporations, and universities. In order to access the Internet, an
individual computer user must subscribe to an access provider, which operates a host computer
system with direct access to the Internet. The world wide web (“www”) is a functionality of the
Internet which allows users of the Internet to share information;

b. With a computer connected to the Intemnet, an individual computer user can
make electronic contact with millions of computers around the world. This connection can be
made by any number of means, including modem, local area network, wireless and numerous
other methods; and

c. E-mail is a popular form of transmitting messages and/or files in an electronic
environment between computer users. When an individual computer user sends e-mail, it is
initiated at the user’s computer, transmitted to the subscriber’s mail server, then transmitted to its
final destination. A server is a computer that is attached to a dedicated network and serves many
users. An e-mail server may allow users to post and read messages and to communicate via
electronic means.

D. Yahoo!, AOL, and MSNHotmail

Based on my training and experience, I have learned the following about Yahoo!, AOL,
and MSN Hotmail:

Yahoo!, AOL, and MSN Hotmail provide e-mail services which are available free of
charge to Internet users. Subscribers obtain an account by registering on the Internet with
Yahoo!, AOL, or MSN Hotmail. Yahoo!, AOL, and MSN Hotmail requests subscribers to
provide basic information such as name, gender, ZIP code, and other personal/biographical



information. However, neither Yahoo!, AOL, nor MSN Hotmail verify the information
provided,

Yahoo!, AOL, and MSN Hotmail maintain electronic records pertaining to the
individuals and companies for which they maintain subscriber accounts. These records include
account access information, e-mail transaction information, and account application information;

Subscribers to Yahoo!, AOL, and MSN Hotmail may access their accounts on servers
maintained and/or owned by Yahoo!, AOL, or MSN Hotmail from any computer connected to
the Internet located anywhere in the world,;

Any e-mail that is sent to a Yahoo!, AOL, or MSN Hotmail subscriber is stored in the
subscriber’s "mail box" on the providers servers until the subscriber deletes the e-mail or the
subscriber’s mailbox exceeds storage limits preset by Yahoo!, AOL, or MSN Hotmail. If the
message is not deleted by the subscriber, the account is below the maximum limit, and the
subscriber accesses the account periodically, that message can remain on the providers' servers
indefinitely;

When the subscriber sends an e-mail, it i1s initiated at the user’s computer, transferred via
the Internet to Yahoo!, AOL, or MSN Hotmail’s servers, and then transmitted to its end
destination. Users have the option of saving a copy of the e-mail sent. Unless the sender of the
e-mail specifically deletes the e-mail from the Yahoo!, AOL, or MSN Hotmail server, the e-mail
can remain on the system indefinitely. The sender can delete the stored e-mail message thereby
eliminating it from the e-mail box maintained at the provider, but that message will remain in the
recipient’s e-mail box unless the recipient deletes it as well or unless the recipient’s account is
subject to account size limitations;

A Yahoo!, AOL, or MSN Hotmail subscriber can store files, including e-mails and image
files, on servers maintained and/or owned by the provider; and

E-mails and image files stored by a Yahoo!, AOL, or MSN Hotmail subscriber may not
necessarily be located in the subscriber’s home computer. The subscriber may store e-mails
and/or other files on the provider's server when there is insufficient storage space in the
subscriber’s computer and/or when he/she does not wish to maintain them in the computer in
his/her residence. A search of the files in the computer in the subscriber’s residence, or in a
portable computer, will not necessarily uncover the files that the subscriber has stored on the
Yahoo!, AOL, or MSN Hotmail server.

As a federal agent, I am trained and experienced in identifying communications relevant
to the crimes under investigation. The personnel of Yahoo!, AOL, and MSN Hotmail are not. I
also know that the manner in which the data is preserved and analyzed may be critical to the
successful prosecution of any case based upon this evidence. Computer Forensic Examiners are
trained to handle digital evidence. Yahoo!, AOL, and MSN Hotmail employees are not. It
would be inappropriate and impractical, however, for federal agents to search the vast computer
network of Yahoo!, AOL, and MSN Hotmail for the relevant accounts and then to analyze the



contents of those accounts on the premises of Yahoo!, AOL, and MSN Hotmail. The impact on
Yahoo!, AOL, and MSN Hotmail's business would be severe;

In order to accomplish the objective of the search warrant with a minimum of
interference with the business activities of Yahoo!, AOL, and MSN Hotmail, to protect the rights
of the subject of the investigation and to effectively pursue this investigation, authority is sought
to allow Yahoo!, AOL, and MSN Hotmail to make a digital copy of the entire contents of the
information subject to seizure specified in Attachment A. That copy will be provided to me or to
any authorized federal agent. The contents will then be analyzed to identify records and
information subject to seizure pursuant to Attachment A; and

Executing a warrant to search a Yahoo!, AOL, or MSN Hotmail e-mail account requires
an approach similar to the standard approach for executing a warrant to search papers stored in a
file cabinet. Searching the subject e-mail account in this case for evidence of the target crimes
will require that agents cursorily inspect all e-mails produced by Yahoo!, AOL, and MSN
Hotmail in order to ascertain which contain evidence of those crimes, just as it necessary for
agents executing a warrant to search a filing cabinet to conduct a preliminary inspection of its
entire contents in order to determine the documents which fall within the scope of the warrant.
In addition, keyword searches alone are inadequate to ensure that law enforcement can discover
all information subject to seizure pursuant to Attachment A. Keywords search text, but many
common electronic mail, database and spreadsheet applications files (which files may have been
attached to electronic mail) do not store data as searchable text.

E. Stored Wire and Electronic Communicatio_n Access

Title 18, United States Code, Chapter 121, Sections 2701 through 2711, is entitled
"Stored Wire and Electronic Communications and Transactional Records Access."

a. Title 18, United States Code, Section 2703(a) provides, in part:

A governmental entity may require the disclosure by a provider of
electronic communication service of the contents of a wire or
electronic communication, that is in electronic storage in an
electronic communications system for one hundred and eighty days
or less, only pursuant to a warrant issued using the procedures
described in the Federal Rules of Criminal Procedure by a court
with jurisdiction over the offense under investigation or equivalent
State warrant. A governmental entity may require the disclosure by
a provider of electronic communications services of the contents of
a wire or electronic communication that has been in electronic
storage in an electronic communications system for more than one
hundred and eighty days by the means available under subsection
(b) of this section.

b. Title 18, United States Code, Section 2703(b) provides, in part:



(1) A governmental entity may require a provider of remote
computing service to disclose the contents of any electronic
communication to which this paragraph is made applicable by
paragraph (2) of this subsection —

(A) without required notice to the subscriber or
customer, 1f the governmental entity obtains a
warrant issued under the Federal Rules of Criminal
Procedure or equivalent State warrant...

(2) Paragraph (1) is applicable with respect to any electronic
communication that is held or maintained on that service —

(A) on behalf of, and received by means of
electronic transmission from (or created by means
of computer processing of communications received
by means of electronic transmission from), a
subscriber or customer of such remote computing
service; and

(B) Solely for the purpose of providing storage or
computer processing services to such subscriber or
customer, if the provider is not authorized to access
the contents of any such communications for
purposes of providing any services other than
storage or computer processing.

¢. The government may also obtain records and other information
pertaining to a subscriber to or customer of electronic communication service or remote computing
service by way of a search warrant. 18 U.S.C. § 2703(c)(1)(A). No notice to the subscriber or
customer is required. 18 U.S.C. § 2703(c)(3).



d. Title 18, United "States Code, Section 2711, provides, in part:
As usad in this chapter -

(2) the terms defined in section 2510 of this title
have, respectively, the definitions given such terms
in that section; and

(2) the term "remote computing service" means the
provision to the public of computer storage or
processing services by means of an electronic
communications system.

e Title 18, United States Code, Section 2510, provides, in part:

(8) "contents," when used with respect to any wire,
oral, or electronic communication, includes any
information concerning the substance, purport, or
meaning of that communication;. ..

(14) "electronic communications system” means
any wire, radio, electromagnetic, photooptical or
photoelectronic facilities for the transmission of
electronic communications, and any computer
facilities or related eectronic equipment for the
electronic storage of such communications; . ..

(15) "electronic communication service" means any
service which provides to users thereof the ability to
send or receive wire or eectronic communications; .

(17) "electronic storage" means —
(A) any temporary, intermediate storage
of awire or €ectronic communication incidental

to the eectronic transmission thereof; and

(B) any storage of such communication by an electronic communication service for purposes of
backup protection of such communication.



