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Q Good norni ng.
ATTY GEN. RENO Good nor ni ng.

Q Ms. Reno, you saw how vul nerable the Internet was | ast week. W are
still dealing with controversy over fornmer Secretary Deutch's use of
hi s hone conputer.

Yest erday, there was a colum on the op-ed page of the Post by David
| gnatius, that said software used extensively by the State Departnent
was designed and witten by former citizens of the Soviet Union.
Isn't it tinme for a governnent-w de exam nati on of how conputers are
bei ng used and whether they are being used in a secure nmanner, and

t he i ssuance of sonme type of guidelines for the entire governnent,
just not individual investigation?

ATTY GEN. RENO | think it's inportant that every agency review the
processes that are in place. | think nuch was | earned fromthe Y2K
effort. And | think building on that, review ng processes in place,
review ng security neasures; each agency can do an extraordinary
anount to ensure security.

Q Are you famliar with the allegation -- (inaudible)?
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ATTY GEN. RENO | didn't see the colum. | just heard about it.

Q Ms. Reno, in his testinony yesterday, sitting right by your side,
Director Freeh outlined a long laundry list of possible threats to
the Internet, people who were determned to take down the Net,
everything fromdisgruntled enpl oyees to hackers, who cane up with
this term"hacktivism" It seens that there are | ot of people out
there who want to bring down the Internet |ike they did | ast week.

And basically, ny question is: Didn't those threats -- can you assure
the American consuners that it's safe for themto put their financial
and personal information on the Wb? -- is there anything the
governnent could do about that -- (inaudible)?

ATTY GEN. RENO | think it's inportant for |aw enforcenent to work
with the private sector, to share wwth the private sector,
information as to vulnerabilities that we | earned through our

| nvestigations. And -- the private sector is obviously commtted to
trying to devel op a secure, private way of doi ng business.

It 1s an unfolding technology. There is nuch to be done, and | think
that this was a wake-up call for everyone concerned as to what needs
to be done in terns of prevention and what we need to do in terns of
hol di ng the people responsible for it accountable.

Q After you left the roomyesterday, there was an industry panel that
testified, and they enphasized that there is deep mstrust in the
conputer industry of the governnent and, particularly, federal |aw
enf orcenent agencies, and so | guess the question is, you just
mentioned that you need to work with the private sector, but what do
you do if the private sector really doesn't want to work cl osely and
cooperatively with you?

ATTY. GEN. RENO. Well, what | heard was that there were two that said
we're doing a pretty good job of building trust and the others said
that | aw enforcenent really didn't belong in it. But one of the
things | think you've got to realize is that in addition to attacks
such as we have seen | ast week, conputers can also be used as a neans
of stal king, as a neans of conveying child pornography. O so many
different things that go to | aw enforcenent responsibility. And if we
work together, if we talk together -- yesterday | called, as a
follow up to ny Wiite House neeting, to start in notion efforts to
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set up a neeting -- two neetings, if possible -- with the private
sector to talk about how we build trust, how they devel op an
under st andi ng of | aw enf orcenent.

As | said yesterday, if sonebody cane and robbed you, you woul d feel
very unconfortable. You wouldn't |ike any part of the process and you
woul dn't like the followup part until you saw the person convi cted,
sent off to jail, and you received restitution for what was invol ved.
It is not fun to be the victimof a crine, and what we have all got
to do is work together to prevent the crinme from happening in the
first place, and if it does happen, to nmake sure that we conduct the
I nvestigation in a way that respects the privacy and the freedons
that we hold dear, while at the sane tine getting the bad guy.

Qls it clear whether the FBI is close to, as Director Freeh said,
sone very promsing leads in the case; or is it true, as sone others
have said, that this is going to be a very lengthy investigation?
What's your inpression of the pace of progress and how |l ong this nmay
t ake?

ATTY GEN. RENO | never determ ne or never opine on how | ong an

i nvestigation will take because | never know what we wll find if we
are truly keeping an open mnd. But what | can say of the

i nvestigation is to date there has been such good cooperati on between
the private sector, other federal agencies and the FBI, and | amvery
pl eased with that.

Q What other federal agencies are involved?

ATTY GEN. RENO | will get you the list so far as it would be
appropriate to furnish it.

Q And can you answer the question of whether you agree with D rector
Freeh that it would be wise for the federal racketeering statute to
be used agai nst conputer hackers?

ATTY GEN. RENO | think he said we should consider it.

Q That is what he said. Do you also agree that it's wise to consider
using the federal racketeering statute?

ATTY GEN. RENO | think we should review what renedi es are avail abl e,
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what we need in addition to current renedies, and | think we should
be careful that the punishnment fits the crine.

Q Thanks.

Q Ms. Reno, can you put into perspective how difficult it is to

| nvesti gate these types of crines as opposed to sone of the nore
traditional crinmes? | think that's one of the issues that you guys
were pointing toward yesterday.

ATTY GEN. RENO One of the problens is that these crines know no
boundaries. They can be commtted by the fell ow next door or they can
be commtted by the man hal fway around the world in another country.
The attacker can mask his identity by noving fromone site to
another. There is so nmuch that can be done using the Net to disguise
who the attacker is, and the problemof tracing is extraordinarily

| mportant.

That's the reason we have devoted so nuch attention to working with
our international colleagues to try to build a capacity of responding
to attacks or intrusions on a 24-hour a day -- or 24, seven-day a
week basis so that we can have the capacity to identify in a foreign
country or we identify for sonebody seeking our assistance who it is.

And it involves -- it will involve states, as well. | spoke to the
Nati onal Association of Attorneys General at Stanford about three
weeks ago, pointing out to themthat if the crine is commtted in one
state but the victimis in another state, the two states are going to
have to work together, and we're going to have to develop the
capacity nationw de to have the ability to respond in each state to
identify the attacker.

Q Ms. Reno, if I may ask a very quick foll owup. Wien you were
pointing out in that speech you were tal ki ng about state and | ocal
governnents being invol ved, where would you say |ocal police
departnents, state police departnents are in their ability to

| nvesti gate conputer crines?

ATTY GEN. RENO A nunber of jurisdictions have nade real progress. As
It was pointed out to ne, sonetines you have a police officer who is
just really good wwth the conputer, and he takes the initiative and

has really done sone remarkable things. In others, the police officer
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may be nore attuned to traditional investigations.

What we want to develop, and the reason | think it's so inportant
that the FBI have the resources to respond appropriately is, while
state and local officials are devel oping the capacity, we need to
share with them need to provide the expertise, need to share

equi pnment so that as we begin to use the Internet, as mllions begin
to use it, people understand what the ground rules are, what the
rules of the gane are, and that they don't assunme because no action
I s taken, that neans it's okay.

We've got to help define, by our prosecutions based on real crines,
what you can and can't do on the Internet.

Q Ms. Reno, Director Freeh, in his witten testinony yesterday, |aid
out a pretty daunting sort of scenario of howthis investigation is
absorbing a | ot of resources. He used words |ike "overwhel m ng" and
al so tal ked of having to "stretch his resources paper-thin," that
agents were being pulled off of other tasks to do this work. Wat's
your sense of their ability to handle this?

ATTY. GEN. RENO | think they have the ability to handle it, but |
think we're going to have to be prepared, as nore and nore peopl e use
the Internet, as nore people seek to take advantage of it -- and
that's the reason that | urged, and | was delighted by Senator
GregQg' s response, because he has been so instrunmental in other areas
i n hel ping plan both funding and process for the future -- | think
it's inportant that we have a five-year plan in place that wl|
ensure that |aw enforcenent has the resources in terns of expertise
and equi pnent .

As you hear Senator Gregg point out, one of the big problens we have
I's, How do we keep people in governnent service? The experts, the
peopl e who understand the technol ogy and the | aw together and can
apply themtogether -- how do we keep themin governnment when they
can make so nmuch nore noney in the private sector now? That's one of
our chal lenges -- how we share with state and | ocals so that they
begin to devel op the expertise so that they can handle matters

| ocally or state-wi de; what we do in terns of reaching out to our
col | eagues around the world to develop the capacity to trace these
crimnals around the world; what we do in terns of ensuring that all
our processes conply with the Constitution.
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Q Ms. Reno, do you think there should be a cybercrinme czar? | think
that's one of suggestions of Senator G egg.

ATTY. GEN. RENO | didn't hear Senator G egg tal k about a cybercrine
czar. | think it's inportant that we | ook at what needs to be done in
terms of prevention, and there | think the private sector shoul d take
the | ead, but we should work with themas a partner in frank

di scussion -- not in terns of telling themwhat to do, but in terns
of resolving issues together. And | think it is inportant that we
have the tools to do the job and that we have the expertise that can
adjust to the technology that is changing so rapidly. Czars aren't
going to nmake that happen.

Q How far behind is the governnent in -- | nean, by its very nature,
in a sense you are -- frequently in a reactive node when crines are
commtted. How far behind would you say | aw enforcenent is in this
particul ar area?

ATTY GEN. RENO | think there is trenendous capacity in |aw
enforcenent so that | don't want anybody to think that they can get
away with it. | just want to be prepared for the future; to ensure
that we have the latest information, the | atest technol ogy, the
people with the expertise, and that we have the capacity around the
world to trace them

Q How serious is the problemthat sonme Third World countries or rogue
nations will in effect becone havens for people who want to conmt
this kind of crine? That concern has been expressed.

ATTY GEN. RENO | think we are going to have to face that issue.

One of the nessages that | have tried to share with ny coll eagues --
mnisters of justice, attorneys general, mnisters of the Interior --
as we have net in a G8 setting, or as we will neet in Costa Rica in
early March with our colleagues fromthis hem sphere; we are trying
to build a world based on trust. And if we trust each other, then we
should all share in the nessage that there is no safe place to hide.

That nessage becones vital when we have a new phenonenon, such as the
I nternet, that nmakes boundaries in sone instances irrelevant. If we
have sonebody commtting a crine, while they sit in a kitchen in sone
foreign country, against victins here in the United States, we are
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going to have to work together to bring themto justice. W wll have
to take the steps necessary with respect to those countries that
permt people to use their nation as a base to hurt others.

But | think the best way to do that is to work through the processes
with the G8, with the Organization of Anerican States, so that we
all knowthat it's in our best interest to use this remarkabl e tool
together, to inprove the econony of all nations, to inprove |earning
for all people, and to use it to communicate to bring the world

t oget her.

Q Do you agree -- (inaudible) -- wth the director's views that this
can be quickly overwhel mng for | aw enforcenent?

And do you feel like this has been overwhel m ng for |aw enforcenent
to deal with?

ATTY GEN. RENO | don't think it's been overwhel mng to date, and I
want to nake sure that it's not overwhel m ng.

But | think -- one of the reason that | spoke as strongly as | did --
| think this is one of the nost inportant, nost critical issues that
| aw enf orcenent has ever faced.

And how we do it, how we build partnerships with industry, how we

devel op the tools, the expertise as technol ogy changes, how we work
wi th our coll eagues around the world wll determ ne how people view
the Internet and how they use it and the confidence they have in it.

In other words, |aw enforcenent has two special responsibilities that
usually are not -- we're thought of as a public safety organization
to protect our people, and that is the prine effort of |aw
enforcenent. But how we do it in this instance will also help
determ ne the confidence in the Internet and its ability to be
applied around the world in the sane remarkable way it's been applied
in this country.

Q Ms. Reno, you talk about wanting to build trust and cooperation
With private industry, but | was over at the Wite House the other
day and | was talking to them and a |ot of themsaid that the

bi ggest problem -- or one of the biggest problens they have is that
t he governnent and FBI, Justice Departnent, have regul ations that --

http://www.usdoj.gov/archive/ag/speeches/2000/217avail.htm (7 of 13) [5/1/2009 8:15:57 AM]



02-17-00: MEDIA BRIEFING WITH ATTORNEY GENERAL JANET RENO U.S. DEPARTMENT OF JUSTICE THURSDAY, FEBRUARY 17, 2000

I n essence sort of a disincentive programfor themto devel op
encryption software, security software because you guys don't want to
| ose the ability to sort of get into nessages or into a website or
sonething. And they say if we could export these things or if we
coul d devel op these things better, the whole Internet would be nmuch
saf er.

ATTY GEN. RENG | think those decisions have been nade, and | think
that's what has been one of the reasons for the trust-building that
I's occurring. But there are other issues, such as FOA limtations,
and those are the things that we'd like to tal k about when we neet
With industry to see what |egislation is needed, what other

regul ations need to be elimnated or inposed, what we can do to work
together to build an understanding that will be a firm foundation for
a good partnership.

Q So you'd be willing to possibly, | don't know, change sone of the
regul ations that inhibit exports of encryption technol ogy?

ATTY GEN. RENO | think we've addressed those issues. | think we've
got to nove on and | ook at other issues now. But we are constantly
willing to address anyt hing.

Q How does FO A get into -- (off mke)?

ATTY GEN. RENO In terns of what can and can't be furni shed and what
| ssues revolve around liabilities. | raised that issue yesterday.

Q Ms. Reno, is the current investigation a good nodel for cooperation
bet ween the private sector and governnent ?

ATTY GEN. RENO Fromthe responses | heard at the Wite House and
otherwise, | understand that it is fromthe industry point of view
It certainly is fromour point of view

Q Speaking for a nonent about the deterrent effect that could cone,
in white collar crinme, typically, there is a deterrent effect from
stiffer sentences. Do you think that the penalties and sanctions and
sentences need to be tougher in the hacker area?

ATTY. GEN. RENO As | testified yesterday, this is one of the issues
that we will review as we present our |aw enforcenent package to
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Congress, in terns of what |egislation would be appropriate. And it
was interesting for ne at the Whiite House the day before to hear
peopl e tal k about and conmmend our efforts to nake sure that judges
and ot hers understood the serious nature of the crines involved and

the necessity for penalties that fit the crinme. So we wll be
review ng | egislation, be review ng sentencing guidelines for Justice
Depart ment recomendati ons, and we will be working with industry to

make sure we have their thoughts.
Q What's your tine table for submtting sonething to the HII?

ATTY. GEN. RENO W'd like to do it as soon as possible, consistent
with getting a good package together, and I'd like to hear from
| ndustry.

Q Ms. Reno, how woul d racketeering laws | egally be used agai nst
hackers who traditionally operate al one, w thout nuch of any
or gani zati on?

ATTY. GEN. RENO W'd have to | ook at whether organizations

devel oped. One of the things that you |look at is how crinme evol ves
and what people do to generate opportunities for crimnal -- what
opportunities crimnal behavior presents.

We just sinply have to look at and review it and see whether it has a
pl ace.

QIn that respect, if you had a | oose confederation of people, say
even 10, 15 --

ATTY. GEN. RENO You're asking ne a what-if. (Laughter.)

Q No, I'"'masking you in terns of your |last statenent. Now, if you had
a | oose confederation of 10 or 15 people whose only comuni cation was
t hrough the Internet or through chat roons, but who indulged in this
type of thing, in your opinion, would that be a crimnal enterprise
-- prosecutorial ATTY. GEN. RENO 1'd have to have a | ot nore of the
evi dence before | nmade a determ nati on.

Q One of the things Director Freeh said yesterday is there needed to
be nore prosecutorial expertise on conputer. Wiere does the -- where
do the prosecutors stand on this, and how many do you have that have
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t hat expertise?

ATTY. GEN. RENO | was gratified by Director Freeh's comments,
because what we're trying to do is to make sure that as we fund
agents, we also fund the prosecutors to go with the agents, and | was
gl ad that he stressed the need for a bal anced appropriation that net
both responsibilities.

Q Does the entire Justice Departnent, all of its agencies, have the
sane program or flexibility, that the FBI has to pay substantially
nore to conputer experts, people who have the special training that
was referred to yesterday?

ATTY. GEN. RENO Let ne ask Steve Colgate to give Myron the details
so that | don't mslead you on it.

Q How serious is the weakness in the Justice Departnent’'s own
conputer systen? You nentioned yesterday that you feel that conputer
security here needs to be upgraded. What's the | evel of

vul nerability, and what sort of plans do you have to fix it?

ATTY. GEN. RENO W're in the process of fixing it with a plan in
pl ace now.

Q Can you el aborate?
ATTY. GEN. RENO No.
Q On anot her subj ect.
Q (I naudi bl e.)

Q1 know you don't comment on -- (laughs) -- the pace of

I nvesti gations. But how about the pace of your response to a letter
to Juan M guel Gonzal ez on the custody of his son; are we close to
responding to his letter?

ATTY GEN. RENO Yes.

Q Can you say whether that's going to occur this week or next week?
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ATTY GEN. RENO | hope it wll occur pronptly.

Q WIIl the Justice Departnent be in favor of visitations by Cuban
governnent officials to Elian?

ATTY GEN. RENO | just heard about that. We will reviewthat.

Q Ms. Reno, sone of the people surrounding the Mam relatives have
i ndi cated their desire that you should neet with the child. Do you
have any intention of doing that?

ATTY GEN. RENO | think it's inportant, if the adults have

i nformation that should be furnished, that they feel that they can do
that. But | think to i npose another person on the child just isn't in
the child s best interest.

Q How about a neeting with the Mam relatives; is that close to
happeni ng?

ATTY GEN. RENO. We had agreed to neet with the Mam relatives, and
then they wwthdrew their request, as | understand it.

Q Yesterday, the president said he did not see the need for a
noratoriumon the federal death penalty. Wuld it be your expectation
that, after you have conpleted the review on whether there is any
raci al bias, that you can begin to set dates for federal executions?

ATTY GEN. RENO | want to continue to do -- when | started this
process, | tried to set up a nechanismthat would ensure fairness and
woul d make sure that a person charged was properly charged. W want
to continue that process in every way possible to ensure that justice
Is done. W will take appropriate steps, as the processes indicate,
to set cases when it is clear that justice has been done.

Q Ms. Reno, can you explain a little bit about why you started this
review of the federal death penalty process? Eric Holder told us that
you wanted to review it and nmake sure it was fair in terns of racial
di sparity. Was that based just on the fact that two- thirds of those
currently of federal death row are mnorities, or were there other
factors that nmade you start that review?

ATTY GEN. RENO About -- 1'd say two or three years ago -- it's
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| onger than that because Eric was U. S. attorney at the tine --
probably 1996, but we can confirmthe date for you -- | asked him
and a panel of U S. attorneys, to review the death penalty process to
determ ne whet her there was any disparity between persons simlarly
situated in the system any discrimnatory disparity.

At the tinme he concluded, and his commttee concluded, that there was
not a sufficient pool of death-penalty cases to nake a statistically
significant determ nation or whatever the statisticians suggest.

But | have constantly tried to continue to review it to nake sure
that we have in place sonething that can check it on a regul ar basis.
And Eric senses that we now have enough so that we can | ook at it
again, and they are looking at it again. But | would foresee and
woul d hope that beyond ny tinme -- at least for ny tinme in this job,
we want to continue that review and that check, but | would hope that
t hat woul d be sonething that woul d al ways be revi ened.

Q Ms. Reno, Barry McCaffrey continues to warn that Col onbia has a
drug energency. And the statistic that sticks out is in 1995, there
was 245 or 240 tons of cocaine comng out of Colonbia, and this |ast
year there was over 500 tons. Could you coment on the urgency and
the statistic and the renedy that you favor?

ATTY GEN. RENO | have been very gratified by the action of the
governnment of Colonmbia in terns of extraditing a significant nunber
of drug kingpins responsible for efforts such as you describe. And |
think that is going to be key. | think we've got to continue to work
together in an appropriate way, recogni zing the sovereignty of

Col onbia, to address the issues there, and that we have got to see
what can be done through Plan Col onbia and t hrough appropriate
support for institution building in Colonbia to give the governnent
an opportunity to fairly handle matters in the country itself.

Q Do you think there is such an energency as General MCaffrey does
of ten enunci at e?

ATTY GEN. RENO | think that there are critical problens in Col onbia
that are being addressed by the president, by President Pastrana. And
| think he recognizes the magnitude of the problem And | think and
hope that we will see Congress and the adm ni stration cone together

i n providing support for those in Colonbia who -- it is such a
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beauti ful country.

It has so many fine traditions, so nmany great people. And people talk
about the tinme they visited Colonbia. I1'd love to see that country
cone out fromunder the influence of the drug deal ers and be the
country that it has been reputed to be. It is just a very speci al
country.

Q How al arned are you by the fact that even after the FBI has

| aunched a maj or probe into hackers, that there was hacking into the
president's online chat this week and there was hacking in the
Transportation Departnent's -- a nunber of websites at the
Transportation Departnent?

ATTY GEN. RENO | look at -- you all use "alarm and "energency" and
other words like that. | try to |look at these situations as, "Ckay,
now what do we do about it?" And what do we do about it to ensure the
privacy of the Net without l[imting the privacy of people in an

I nconsi stent way? This is one of the nost interesting, challenging
times in this nation's history. W' ve cone into a new mllennium W
have a tool that we didn't dream could exist when | was your age.
It's happened that fast. And how we use that tool, how we make sure
that that tool does not use us is going to be key to the future of

all of us. | don't get alarnmed; | just get involved.
Thank you.
END.
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