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ATTORNEY GENERAL RENO Thank you, Harris MIler, for al

t hat you have done, both in pronoting educati onal
opportunities for our young in this area and bringing | aw
enforcenent and industry together. And thanks to you, M.
Brown, and M. Dvoranchik, for your hospitality. | think
that this is so inportant that we hold this conference in
Northern Virginia where so nuch innovation is taking pl ace.
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| conme today to ask you a question. And | look forward to
recei ving your answers |later this afternoon. Wat can the
Departnent of Justice, what can | as Attorney Ceneral do,
to build trust and confi dence between | aw enforcenment and
I ndustry so that we can work together as partners in
responding to the grow ng chal | enges of cyber crine?

What can we do to neet our obligations to ensure the public
safety, to enforce the law, in a manner that fosters and
pronotes privacy and the civil liberties of all concerned,
allows the Internet to flourish with all the innovation
that you can nuster, and at the sanme tinme causes the victim
as little inconveni ence as possible?

The Departnent of Justice does not seek in basic governnent
regul ation or nonitoring of the Internet. W woul d rat her
wor k together as partners with separate but overl appi ng
areas of responsibility and accountability.

The private sector in that regard should take the lead in
protecting the security of private sector conputer systens.
And we shoul d protect governnent systens. W nust share,
however, the information about vulnerabilities so that we
can each take steps to protect our systens agai nst attack.

W have a common goal to keep the nation's conputer

net wor ks secure, safe and reliable for Anerica' s citizens
and its businesses. W have a very inportant nonment. W can
becone strong partners. W can enforce this comopn goal. W
can maintain the Internet for the extraordinary tool that

it is for |earning, communication, comerce and so nmany

ot her aspects of our Ilives.

O we can go our separate ways. W can watch the |Internet

subject to attack in the different forns that we have seen
it. And I'msure that sonme creative genius has sone ot her

| dea out there that we haven't even considered yet. And we
wi Il not have this tool that think just has opened up the

econony, opened up | earning, opened up opportunities that

we never dreaned of.

From nmy di scussions with industry representatives and ny
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col | eagues in governnent and | aw enforcenent, | know we are
I n agreenent that we nust do this in a way that respects
the constitutional rights, the privacy and other rights of
all Americans and that focuses on the innovation that is
occurring in industry so that we do not stifle it in any
way. W nust do it in a way that is |east disruptive. And
in this instance, | think we have nuch to learn from
traditional crimnal justice activities.

Wil e | aw enforcenent al one can't solve the cyber problem
any effective strategy nust involve us all. For exanple,
let's | ook at what happens in the non online world.

When soneone's hone is burglarized, it is inportant that
the victimnotify |aw enforcenent as qui ckly as possi bl e.
|f they don't, if the crinme scene is nessed up, if
fingerprints are intertwned, if clues and pi eces of

evi dence are vacuuned up, the police are going to have a
very difficult time in solving your burglary. A pronpt
response fromlaw enforcenent can mnimze the | oss of
critical evidence and provide clues while the trail is
still warm

In addition, if simlar burglaries have occurred in other
areas, |aw enforcenent may be able to link the burglaries
to a single person or a crine ring. And | aw enforcenent nay
be able to work with community crinme fighting groups to
boost patrols and enpower individuals with the know edge
they need to protect their own security.

Thi s exanpl e al so proves, however, that |aw enforcenent
alone is not the solution. Rather, it's |aw enforcenent,
the victim conmmunity groups and individual s working
together to provide the nost effective strategy for
preventing such crines.

The parallels in the cyber world are obvious. If we don't
get it reported right away, we're not going to be able to
trace it as easily. Wth pronpt reporting of cyber crines
to |l aw enforcenent, cyber crimnals can be caught and
brought to justice. Pronpt reporting can help us to
identify and correct vulnerabilities.
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As in the off line world, the nost prom sing approach lies
In a cooperative effort between | aw enforcenent and the
community. We'd far prefer for you to prevent it, and we'd
not like to tell you howto prevent it. We'd not like to
tie your sense of innovation up in regulation that we

| npose on you. But we would like to share with you

vul nerabilities that we observe so that you can take steps
to prevent it. And we would Iike for you to |let us know
what problens you see so that we can be nore effective in
the | aw enforcenent effort.

Today | call on leaders in the high tech industry to
address this problem to take concrete steps to encourage
others to report cyber incidents to | aw enforcenent
authorities. And we at the sanme tine pledge to do our part
to make such cooperation easier and to mnim ze the inpact
our investigations have on victimns.

But what you will say is, hnm Have you | ooked at how t he
federal governnent talks? If we give you this information,
confidentiality which is so inportant to us will be

i gnored. And we will find sensitive information out on the
street where we don't need it. O we will be enbarrassed
because our |ack of security, our lack of prevention, wll
be made known to the world.

These are issues that we need to address in a candid, frank
way to understand just what is involved. The sane is true
in the non online world. The banker doesn't want to report
hi s enbezzl enent because he's enbarrassed. The banker
doesn't want to report the details because it will lead to
confidential information that is inportant to the bank
being out in the public. How can we work together to ensure
confidentiality?

The next point that you will raise is don't you know how

I nconveni ent and burdensone the crimnal justice systemis
and an investigation is? You' re going to have all ny

enpl oyees down before the grand jury. You're going to have
themtied up ininterviews after interviews. Ah, forget it.
"1l protect nyself. | don't need you.
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Then cones the denial of service attack or other simlar
Situations. And you say, oh, wait a mnute. Maybe we do
need them Let's start now to mnimze the problens that
victinms perceive in the crimnal justice system

Then there will be a, okay. You' ve assured ne of
confidentiality. But | don't know what's happeni ng. Nobody
ever lets ne know what's going on and what the next step
Is. Let us sit down together and hel p each ot her understand
the two worlds, the worlds of cyber technol ogy and the
world of the crimnal justice system Let us try to be
candid with you in what we can and can't do.

Then, okay. We got all that done. But after that effort,
they just get a tap on the wist. Nothing happens to them
Let us work together to focus on sentencing guidelines so
we get sentences that nean what they say and serve as a
deterrent. Let us figure out what we do for that 15 year
ol d hacker that makes sure that he knows never ever to do
It again.

But then |I hear, look. You're a nice lady. | think your
heart's in the right place. But you don't understand. Law
enforcenent doesn't begin to have the equi pnent to natch
wts with the bad guys. And until you get the technol ogy,
It's just not going to work and you're not going to be
successful. W need you to join with us in letting the
wor |l d know what is needed in | aw enforcenent to properly
protect |aw enforcenent interests that coincide with

I ndustry interest.

Harris has alluded to one of its next problens. You say
you' ve got these great people working for you. And as soon
as we forma relationship with one, he goes off to the
private sector. Then the next one goes off to the private
sector. And they're not there | ong enough ever to establish
any contact.

Well, we're trying to devel op concepts such as cyber ROTC
where we can attract people to governnent for a |onger
period of time in return for a system such as ROTC
produced. But we have a long way to go. And that goes to

http://www.usdoj.gov/archive/ag/speeches/2000/61900agcybercrime.htm (5 of 15) [4/27/2009 4:01:43 PM]



06-19-00: KEYNOTE ADDRESS OF THE HONORABLE JANET RENO A...ON PREVENTION, DETECTION, INVESTIGATION AND COOPERATION

educati ng our young people. How can we | ook at all of
America, not just sone of Anerica, and identify -- and
Harris, I'mreally intrigued with this -- how can we

I dentify young people of 10, 11 and 12 years old who are
not do well in school, who are not supervised at honme, who
do not have notivational or inspirational parents at hone,
how can we reach out and identify themthrough aptitude
testing that gives us resources that we never thought we
had in the United States so that we are not as dependent on
the worl d?

And finally, you will say, but even if we work all this
out, we're going to have to extradite sonebody. And you'l
say, well, we can't extradite because it's a national from

anot her country or because it's too expensive? W need

I ndustry to join wwth us in letting the world know t hat
there is no safe place to hide. And that although borders
are neaningless wth respect to cyber crinme, we have got to
effect alliances around the world that will ensure that
there are no rogue nations, no rogue jurisdictions, that
permt cyber attack around the world.

W' ve got our work cut out for us. But so do all who have
contact with the crimnal justice system There are those
that take the challenge -- and | think we should -- for
there are those who have used ot herw se magnificent tools
toreally inflict harmon others.

Let us nmake sure that the Internet is not part of this
history. Even in the Internet's relatively short existence,
we have seen a dizzying array of the crimnal use of the
technol ogy. They are not trivial crinmes. W have

I nvesti gated conputer attacks on our nation's infornmation
I nfrastructure, including serious breaches in the

Depart nent of Defense and NASA in nunerous instances in
whi ch cyber crimnals have stolen credit cards from
consuners and posted themon the Internet, not only harns
t hese individuals, but underm nes the confidence of the
public in the Net.

We nmust not forget that the Net is being used with
I ncreasing frequency to commt traditional crines,
i ncl udi ng gl obal distribution of child pornography, fraud
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schenmes, cyber stalking and the Iike. W have this
unpr ecedent ed nonent.

We have to nmake sure that we join together now while people
are |l earning about the Net, while they're | earning about
what can be done and not done on the Net, to know and | et
them know that there is going to be enforcenent. It's an
unusual tinme in history where we can shape the whole public
attitude and acceptance of what's right and what's not
right.

Just think about it for a nonent. It's rare in history that
a collection of people, both in |Iaw enforcenent and in

I ndustry, have a chance to say this is the wong thing to
do. This is the right thing to do. These are the sanctions
that you face if you do it. W're going to have to be
together in that effort.

W have nade gains. The Internet fraud Conplaints Center
provides a centralized repository for filing conplaints of
Internet fraud. Since it's opening on May the 8th, the
center has received an average of approximtely 1,200
conpl ai nts per week. Through the Center, the FBlI and the
National Wite Collar Crinme Center, collect, analyze,

eval uate and di ssem nate Internet fraud conplaints to the
appropriate | aw enforcenent and regul atory agenci es.

But that's not going to work if we continue to build
conpl ai nts, generate backl ogs, those backlogs don't get
addressed, people don't think anything' s going to happen to
them industry |oses confidence in |aw enforcenent and it
goes from bad to worse.

Yes, we've nade sone progress, but we've got a long way to
go. Senior officials fromthe Departnent's Conputer Crine
Section neet regularly with representatives from | nternet
provi ders, telecomunication carriers and others through

I ndustry information groups. FBI's National Infrastructure
Protection Center and its conputer crinme squads have worked
together to develop the intraguard programin communities
around the country.
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| think these efforts are critically inportant, but we've
got nore to do. W' ve gathered here today people who |
think can address the issue. Each of us has a role to play.

| urge you to talk frankly and openly. Don't be afraid that
you Wi ll hurt ny feelings or nmake ne mad. | won't get nad
and I won't get ny feelings hurt except if |I don't cone out
of here with sone really specific suggestions about what we
can do to be nore effective.

Law enforcenent like industry has its duties, its tools and
Its constraints. | want your opinions, your suggestions
about what we can do to work in harnmony with principles of
our constitution and inpose the |east disruption on your
undert aki ngs.

| want you to know that | amnot interested in searching
peopl e's conputers except that we do it the right way.
need your advice in what we do if France is investigating
sonebody, a French busi nessman. He's never been out of
France. He's got all his records stored in his conputer.
France gets our equivalent of a search warrant and

di scovers that he's a custoner of Anerica On Line and the
records are right over here or over here.

How are we going to deal with those issues? How are we
going to deal with the issues of cross state searches?
There is so nuch to be done?

Finally, if you' re not interested in working together in

j ust common busi ness good sense because you don't think we
can do the job, there is sonething nore inportant than
anything else. It is this nation and all that we hold dear,
because of your brilliance, because of your sense of

I nnovation, we are very dependent on cyber technol ogy. W
have not kept up with cyber security.

So much of this nation's critical infrastructure, defense,
banki ng, power, energency services, finance, so nuch of it
I s dependent on what you have created. Being dependent, it
Is also at risk of cyber terrorism
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Let us not wait until we get to the crisis of cyber
terrorismbefore we have | earned to work together to solve
our problens with [ esser crines. And then, God forbid, that
t hey should conme, we wll be prepared again and again to
prevent whenever possible and to pursue when it has
occurred so that these people are brought to justice with a
sentence that wll serve as a deterrent?

| will be back this afternoon wth pen and paper in hand
and | ooking forward to your report. And | am deeply
grateful to you all for taking the tine today to be with
us. It is very inportant to the Justice Departnent and to
| aw enf or cenent .

MR MLLER W now have an opportunity for a couple of
questions before the Attorney CGeneral needs to |eave. If
you have sonething witten, did people get cards? You
shoul d have gotten cards? Ch, in your little packet, you
have cards. Actually, if you just want to put your hand up
and ask a question. As long as it's on the topic, that wll
be okay. Nobody has any questions? They've stunned you into
silence? W should have planted one in the audience.
There's one over there. Yes, sir.

QUESTI ON:  How many (i naudi bl e) or agenci es have i npl enent ed
a conplete intrusion detection system have policies and
best practice.

MR. M LLER The question is how nmany organi zati ons
attendi ng have attendi ng have inpl enmented intrusion,
detecti on and have good solid policies and practices in
pl ace?

QUESTI ON: (i naudi bl e)

MR. MLLER The first question was kind of a survey of the
group. Maybe we'll do that later today. But | think the
second question, maybe Dick or the Attorney General wanted
to comment. Wiere if sone conpany or organi zation were

| ooki ng for sone best practices now, where mght they find
t hen? Where woul d those be available to help a conpany

I npl ement those practices?
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MR. BROMN: Well, | don't have a | ot of survey data on your
question, but | know one conpany that has. And it works.
But, you know, if you look at, for exanple, EDS, we go

t hrough protection and training and operating systens and
recovering. A lot of conpanies don't even know t hey' ve been
attacked or are state and federal governnent agencies. They
don't know when an attack has occurred and what the
residual effect is. So you can work with conpanies in the

| T industries. But then foruns, | think, like |I referenced
in ny remarks and have been referenced el sewhere are a

gat hering point for best practices that we share very
freely across the industries of comunications and IT and
ot her industries.

ATTORNEY GENERAL RENO | think if there is not a central

pl ace, in many instances |aw enforcenent will go out and do
it. We have been careful in this regard because we don't
want to be perceived as putting regul ati ons. And we woul d
li ke to pursue the | aw enforcenent and enforcenent side of
it. But, Harris, this may be -- you may know better than |
do. But if there is not a central place where people can
go, perhaps we shoul d be about designing that.

And the other issue that has been raised on a nunber of
occasions, those in the security field know what needs to
be done. But sonetines their CEGCs need to be advised of
what needs to be done and the inportance of the effort
stressed. W would | ook forward to working with you in any
way that you thought appropriate to address the creation of
sonme central system for understanding the best way to go
about it and whatever we can do wth CEGs.

MR MLLER The ITA has been working with the federal
governnent. W had a neeting |last nonth hosted by the
federal Cl O council, particularly John Glligan, who is the
Chief Information Oficer of the Departnent of Energy, to
tal k about best practices. And we brought together industry
people as well as senior officials fromthe governnent
agencies to begin that dial ogue, General Reno.

So | think we're going to see that begin to evolve. And the
assunption is -- it may turn out to be an incorrect
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assunption -- is as the federal governnent devel ops best
practices, those in turn will devolve down to state and

| ocal governnents and nmay al so mgrate into private

I ndustry. Cbviously, various conpanies that are speciali st
i nformation security have their own proprietary

nmet hodol ogi es. But whet her those are generic enough, we
don't know yet.

MR. BROWN: Harris, if | could just also foll ow up, and
Attorney General Reno nentioned this as well. A lot of
conpanies that | interact with, maybe you do too, there's a
concl usi on people erroneously junp to that says |I'm not
sure |'ve got the best technology to conbat this. But nore
often than not, they do. What's lacking is the policies and
the cl ear thinking about how a business or any organi zation
shoul d apply that technol ogy, the |ayers of defenses taking
advant age of existing technol ogy that needs to be
Instituted and then the disciplines that people nust be
expected to adhere to in organizations so that this kind of
thing can be thwarted off. And | think that kind of
information also if we can have the right forumto share

t hat woul d be i mmensel y val uabl e.

MR. M LLER Thank you. Stuart, |ast question.

STUART: The Defense Science Board asked ne to | ook at | egal
I ssues on the informati on warfare defense. And one of the
tentative conclusions that | think we're comng to is the
Nl PC can't really effectively deal with the private sector
and take into account non | aw enforcenent considerations if
it Is buried as deep as it is in the FBI. And | wondered
what thought had been given to nmaking it nore truly inter-
agency and getting a higher |level of political attention

wi thin the governnent.

MR. MLLER The question is, | guess primarily to the
Attorney Ceneral, whether the National Infrastructure
Protection Center, NIPC, is placed in the right position
within the governnent currently which is within the FBI in
terms of its ability to deal nost effectively with the
broad based commercial sector.
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ATTORNEY GENERAL RENO | think it's inportant because there
IS no other agency in terns of |aw enforcenent that has the
jurisdiction and the authority to make the NIPC s actions
real. |I think it needs nore and nore focus as it cones into
its own. And | will take back your words.

MR. MLLER GOkay. At this point, General Reno has to | eave
for another appointnment. She will be back this afternoon.

ATTORNEY GENERAL RENO If anybody has any ot her questions.

MR MLLER Oh, okay. Well, she still wants to stick
around. Listen, hey. She's the boss. As long as it's on
this topic.

QUESTI ON: (i naudible) the FBI agent is going to cart away
their servers and that's their livelihood if they do nake
such a report.

ATTORNEY GENERAL RENO That's the reason we're here today
about what's going to be carted away and who's going to be
I nconveni enced. One of the problens that you face as you
prepare a case is devel oping the evidence sufficient to
prosecute. And to devel op the evidence, you've got to go
through it, make it available to the prosecutor, nmake it in
a formthat can be introduced in court.

And what | think we have done is address the issue of just
what you're tal king about by figuring out what we can do to
preserve records, how we can nake copies, how we can

conti nue the business wthout interruption in every way
that is possible. And what we have again discovered is that
I ndustry often tinmes has sone very good i deas about how it
can be done.

MR MLLER Jim last question. On, there's one nore back
there. Jimand then the gentl enan back there.

JIM | have also a question for the Attorney Ceneral

(i naudi ble). Mchael Dell, founder and President, CEO of
Dell Conputers, spoke at the National Press Cub a couple
of weeks ago. He made a very interesting statenent and |'|
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j ust paraphrase. He said Anericans can have privacy --
cyber privacy -- or they can have cyber security, but they
can't have both. He said the two ideals are in conflict
with each other. Do you agree with that?

ATTORNEY GENERAL RENO | think you have hit upon the great
bal anci ng act of this extraordi nary docunent that we |ive
under, how you can have freedom of speech and yet security,
how you can have privacy yet security and | awers,
newspaper people, people in industry have been wal ki ng t hat
fine line for a long tine,

What it requires is people in this instance who understand
the technol ogy, who al so understand the | egal issues and
the constitutional principles applicable to this area. And
that is why it is such a challenge to identify people who
have the expertise, both in the law and in the technol ogy
that can give neaning to it for all of us. But you have --
that is the great bal ancing act of our denocracy.

JIM Do you think we can have bot h?
ATTORNEY GENERAL RENO. Yes.

MR. MLLER On behalf of ITA | concur. In fact, | hate to
di sagree with such a titan of industry as M. Dell, but I
t hi nk wi thout cyber security, you can't have privacy.

We had an incident a few nonths ago where a nmajor online
vendor who sold CDs online protected the privacy in the
sense that they did not sell lists of their custoners. They
didn't give away information for marketing. They did al

the right things in terns of the FTC privacy policy. Then
soneone stole their list by hacking in. So the privacy was
all gone. Three hundred and sone thousand credit cards were
gi ven away.

So they had the right privacy policy under the way the FTC
defines it and the way the industry defines it, but
everyone's privacy was | ost because soneone broke through
the security. So I don't see that it's nutually exclusive.
In fact, | think they're nutually supportive. Gentleman in
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t he back had a questi on.

QUESTI ON: Yes, the Attorney General nentioned using sone
nodel s fromthe non online world as nechanisns to
denonstrate how they work together. I'd be interested in
sone of those cooperative nodels that she sees that are
wor ki ng today in the governnent in the non online world for
| aw enf orcenent industries. Are there exanples you can draw
fronf?

ATTORNEY GENERAL RENO | think you can draw a nunber of
exanpl es. When prosecutors and the banking industry work

t oget her, they can understand what can be effective, what
can't, howthey limt how they protect confidentiality. The
bank understands that if the case is prosecuted, that there
wll be -- we can assure confidentiality. But | think nuch
has been done in that area. Mich has been done in the area
of white collar crine.

We have given nuch nore attention in these | ast seven years
to the whole issue of victinms right in any area, whether it
be terrorism violent crine, white collar crine and simlar
I nst ances.

And what it cones down to -- and | was going to make sure
that | heard fromeveryone before I made this announcenent.
|"masking the U S. attorneys in the 93 districts across
the country to sit down with industry in their comunities
to make sure that they establish the contacts.

There is nothing so effective as an FBI agent who knows
what she or he is doing in the cyber world who goes to the
banker and says let's sit down and talk. O goes to the
bank's security officer and says let's sit down and talk
and then goes back and gets the SAC fromthe FBI to go talk
to the bank president about security. And it really can
nmake a difference. But it really conmes down to persona

cont act .
So in ternms of nationwide, | would hesitate to tell you
that everything is perfect nationwide. | can tell you that

where industry and the investigators cone together and the
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prosecutors cone together there is trenmendous cooperation,
understanding and | think successful prosecutions are
resul ting.

MR. M LLER General Reno, thank you very, very nuch for
taking your tine. W |look forward to seeing you this
afternoon. Dick Brown, again, thank you for hosting this
and for being with us today. W'll now have a 20 m nute
cof fee break. Please be back in your seats at 10: 30 when
we'll have a chance for everyone to introduce hinself or
hersel f and al so revi ew what cane out of the neeting that
was held in Silicon Valley in April. Thank you, very mnuch.
Pl ease thank the Attorney General and Di ck Brown.
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