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Mr. Chairman, Senator Inouye, and distinguished Members of the Committee, thank you 

for inviting me to testify before you today about the Department of Justice's enforcement efforts 

against sexually explicit material available on the Internet. From a criminal law perspective, our 

jurisdiction is predominantly focused on child pomography and obscene material. While we 

recognize that the Internet is an amazing medium for the dissemination of ideas and information 

and can deeply enrich our lives, we also know that it can be exploited for criminal activity and 

can cause grave harm, including by facilitating child pornography and obscenity crimes, as well 

as making sexually explicit material available to children. Accordingly, the Department of 

Justice is unequivocally committed to enforcing federal laws in these areas. 

Child Pornography 

Let me first address child pomography, which the Supreme Court has ruled carries no 

First Amendment protection. See New York v. Ferber, 458 U.S. 747 (1982). Federal law, 

codified at Chapter 110 of Title 18, United States Code, prohibits all aspects of the child 

pornography trade, including its production, receipt, transportation, distribution, advertising, and 

possession. 

Unfortunately, the very term we comnlonly use to describe these awful images - child 

pomography - does not adequately convey the horrors these images depict. A more accurate 

term would be "images of child sexual abuse," because the production of these images involves 

the sexual abuse of a child. These images are thus permanent visual records of child sexual 

abuse. In the past several years, the children we have seen in these images have been younger 

and younger, and, very regrettably, the abuse depicted has been increasingly more severe and is 

often sadistic. 



As if the images thcmselves were not harmful enough, the sexual abuse inherent in child 

pornography is increasingly exacerbated by pedophiles who choose to disseminate these images 

to millions of people over the Internet with a few clicks of a computer mouse. Once on the 

Internet, the images are passed endlessly from offender to offender and perhaps used to whet the 

appetite of another pedophile to act out the deviant fantasies of the image on yet another child, 

thereby continuing the cycle of abuse. The Department of Justice is absolutely committed to 

obliterating this intolerable evil. 

Because child pornographers continue to find ways to employ the ever-evolving 

technology of the Internet and computers to commit their deviant crimes, we in law enforcement 

must respond to these technological advances in order effectively to combat these crimes. Ln 

order to ensure our ability to do so, the Criminal Division created the High Tech Investigative 

Unit (HTIU) within the Child Exploitation and Obscenity Section (CEOS) in August 2002. The 

HTIU consists of computer forensic specialists who team with expert prosecutors to ensure the 

Department of Justice's capacity and capability to prosecute the most complex and advanced 

offenses against childrcn committed online. HTIU computer forensic specialists render expert 

forensic assistance and testimony in districts across the country in the most complex child 

pornography prosecutions conducted by the Department. Additionally, the H T N  currently 

receives and reviews hundreds of tips per month from citizens and non-governmental 

organizations, such as the National Center for Missing and Exploited Children, and initiates 

investigations from these tips. 

Child pornography is distributed over the Internet in a variety of ways, including: online 

groups or communities, file servers, Internet Relay Chat, e-mail, peer-to-peer networks, and web 



sites. The Department of Justice investigates and prosecutes offenses involving each of these 

technologies. Sophisticated investigative techniques, often involving undercover operations, are 

required to hold these offenders accountable for their crimes. For example, an investigation of a 

commercial child pornography web site requires us not only to determine where the servers 

hosting the web site are located and who are the persons responsible for operating the web site', 

but also to follow the path of the financial transactions offenders use to purchase the child 

pornography, whether by credit card or other means. Such cases require detailed information 

about all aspects of the transaction in order to determine the identity and location of the 

offenders. Additionally, many of these cases require coordination with law enforcement from 

other countries. It is essential that these complex cases be handled by law enforcement agents 

and prosecutors with the necessary specialized expertise. 

The Department of Justicc works continuously to identify the vulnerabilities of the child 

pornography industry and to attack them at every angle, both domestically and overseas. We are 

focusing our efforts on everyone, from the customer, to the website operator, to the facilitators - 

including those who provide credit card processing and subscription services. A concrete 

reflection of our intensified efforts is the fact that CEOS already has generated a more than 445% 

increase in its caseload, including child pornography cases and investigations, handled in the past 

four years. In addition to increasing the sheer number of investigations and prosecutions brought 

by these attorneys, the quality and import of the cases has increased substantially, with a focus 

on the producers and commercial distributors of the material. 

The 94 U.S. Attorneys' Offices are critical to the efforts to enforce federal laws 

prohibiting crimes against children, prosecuting large numbers of cases. Total federal 



prosecutions of child pornography cases rose from 352 cases in 1997 to 1,486 cases in 2004, a 

morc than 422% increase. Federal prosecutions of enticement and sexual abuse cases more than 

doubled in this same time frame, jumping from 230 in 1997 to 518 in 2004. In Fiscal Year 2005, 

U.S. Attorneys' Offices initiated 1,447 cases pursuant to child exploitation and child 

pornography statutes. The number of federal investigations of crimes against children continues 

to increase at an exponential rate. Arrests made under the FBI's Innocent Imagcs national 

initiative to target child pornography and child enticement jumped 1,015 percent between 1996 

and 2003 nationally, suggesting that the number of federal prosecutions of these offenders is 

likely to continue to rise significantly. 

Moreover, CEOS enhances federal law enforcement's fight against child pornography by 

disseminating its specialized expertise to the field. CEOS conducts advanced training seminars 

on the investigation and prosecution of child exploitation cases attended by Assistant United 

States Attorneys and federal law enforcement agents from all over the country. CEOS also 

provides critical expert assistance to the field in a variety of other ways. CEOS attorneys are on 

call to answer questions from prosecutors in the field about how best to investigate or prosecute 

their cases. CEOS also keeps field agents and prosecutors abreast of current legal and 

technological developments through such mechanisms as its quarterly newsletter. Most 

importantly, CEOS' expert resources are widely employed by the United States Attorneys' 

Offices to resolve the most difficult issues presented in child exploitation cases and to ensure a 

successful prosecution. 

CEOS is currently coordinating 16 multi-district operations involving child pornography 

offenders. These investigations of national impact have the potential for maximum deterrent 



effect on offenders. Nearly each one of the sixteen investigations involves hundreds or 

thousands, and in a few cases tens of thousands, of offenders. The coordination of these 

operations is complex, but the results can be tremendous. By way of example, the Federal 

Bureau of Investigation (FBI) is currently investigating the distribution of child pornography on 

various Yahoo! Groups, which are "member-only" online bulletin boards. The most recent 

report from the FBI indicates that the investigation has yielded 180 search warrants, 75 arrests, 

130 indictments, and over 60 convictions. 

The Department of Justice is also working to identify and rescue victims depicted in 

images of child pornography. One method for achieving this goal is already underway. The FBI 

Endangered Child Alert Program (ECAP) was launched on February 21,2004, by the FBI's 

Innocent Images Unit, and is conducted in partnership with CEOS. The purpose of ECAP is 

proactively to identify unknown offenders depicted in images of child pornography engaging in 

the sexual exploitation of children. Since ECAP's inception, seven of these "John Doe" subjects 

have been profiled by America's Most Wanted, and with the assistance of tips from viewers, six 

have been identified. More importantly, 35 victims (so far) in Indiana, Montana, Texas, 

Colorado, and Canada have been identified as a result of this initiative. All of the victims had 

been sexually abused over a period of years, some since infancy. CEOS will continue to ensure 

that this program is utilized to its maximurn potential. 

The Department recently has had substantial success in destroying several major child 

pornography operations. Two examples are United States v. Mariscal (S.D. Fla.) and 

Regpay/Operation Falcon (D.N.J.). In Mariscal, Angel Mariscal received a 100-year prison 

sentence on September 30,2004 in the Southern District of Florida, after being convicted on 



seven charges including conspiracy to produce, importation, distribution, advertising, and 

possession with intent to sell child pornography. Mariscal traveled repeatedly over a seven-year 

period to Cuba and Ecuador, where he produced and manufactured child pornography, including 

videotapes of Mariscal sexually abusing minors, some under the age of 12. As a result of 

Mariscal's arrest, his customers across the country were targeted in Operation Lost Innocence, 

which was coordinated by the U.S. Postal Inspection Service and CEOS. To date, Lost 

Innocence has resulted in 107 searches, 55 arrestslindictments, and 44 convictions. 

United States v. Zalatarou (D.N.3 ) (Regpay), which led to Operation Falcon, is an 

example of how one child pornography investigation can lead to the apprehension of many other 

offcnders. Regpay was a Belarus-based company that provided credit card processing services to 

hundreds of commercial child pornography websites. Regpay contracted with a Florida 

company, Connections USA, to access a merchant bank in theunited States. In February 2005, 

several Regpay defendants pled guilty to various conspiracy, child pornography, and money 

laundering offenses in the District of New Jersey. Connections USA and several of its 

employees also pled guilty in connection with this case. The Rcgpay investigation spawned the 

U.S. Immigration and Customs Enforcement's Operation Falcon, an international child 

pomography trafficking investigation that so fat has resulted in 448 open investigations, 130 

search warrants in the U.S., 191 domestic and approximately 767 foreign arrests (in Australia, 

Denmark, Finland, Hong Kong, Liechtenstein, Netherlands, Norway, Scotland, Sweden, 

Switzerland, and the United Kingdom), and 47 domestic indictments, generating 14 convictions. 
















