






























































The Honorable Jon Tester
Page Two

While the Department has, in the past, obtained appropriate legal authorizations to use
cell-site simulators, law enforcement agents must now obtain a search warrant supported by
probable cause before using a cell-site simulator. There are limited exceptions in the policy for
exigent circumstances or exceptional circumstances where the law does not require a search
warrant and circumstances make obtaining a search warrant impracticable. Department divisions
or district offices will be subjcet to a number of tracking requirements. To ensure that the use of
the technology is well managed and consistent across the Department, the policy also requires
appropriate supervision and approval.

To enhance privacy protections, the new policy establishes a set of required practices with
respect to the treatment of information collected through the use of cell-site simulators. This
includes data handling requirements and an agency-level implementation of an auditing program
to cnsure that data is deleted consistent with this policy. For example, when the equipment is used
to locate a known cellular device, all data must be deleted as soon as that device is located, and no
less than once daily. Additionally, the policy makes clear that cell-site simulators may not be
used to collect the contents of any communication in the course of criminal investigations. This
ineans data contained on the phone itself, such as emails, texts, contact lists and images, may not
be collected using this technology.

We hope this information is helpful. Please do not hesitate to contact this office if we may
provide additional assistance regarding this or any other matter.

Sincerely,

P A

Peter J. Kadzik
Assistant Attorney General

Enclosure






The Honorable Bernard Sanders
Page Two

While the Department has, in the past, obtained appropriate legal authorizations to use
cell-site simulators, law enforcement agents must now obtain a scarch warrant supported by
probable cause before using a cell-site simulator. There are limited exceptions in the policy for
exigent circumstances or exceptional circumstances where the law does not require a search
warrant and circumstances make obtaining a search warrant impracticable. Department divisions
or district offices will be subject to a number of tracking requirements. To ensure that the use of
the technology is well managed and consistent across the Department, the policy also requires
appropriatc supervision and approval.

To enhance privacy protections, the new policy establishes a set of required practices with
respect to the freatment of information collected through the use of cell-site simulators. This
includes data handling requirements and an agency-level implementation of an auditing program
to ensure that data is deleted consistent with this policy. For example, when the equipment is used
to locate a known cellular dcvice, all data must be delcted as soon as that device is located, and no
less than once daily. Additionally, the policy makes clear that cell-site simulators may not bc
used to collect the contents of any communication in the course of criminal investigations. This
means data contained on the phone itself, such as emails, texts, contact lists and imagcs, may not
be collected using this technology.

We hope this information is helpful. Please do not hesitate to contact this office if we may
providc additional assistance regarding this or any other matter.

Sincerely,

(\D,\;{/ J/x}A

Peter J. Kadzik
Assistant Attomey General

Enclosure






The Honorable Tammy Baldwin
Pape Two

While the Department has, in the past, obtained appropriate legal authorizations to use
cell-site simulators, law enforcement agents must now obtain a search warrant supported by
probable cause before using a cell-site simulator. There are limited exceptions in the policy for
exigent circumstances or exceptional circumstances where the law does not require a search
warrant and circumstances make obtaining a search warrant impracticable. Department divisions
or district offices will be subject to a number of tracking requirements. To ensure that the use of
the technology 1s well managed and consistent across the Department, the policy also requires
appropriate supervision and approval.

To enhance privacy protections, the new policy establishes a set of required practices with
respect to the treatment of information collected through the use of cell-site simulators. This
includes data handling requirements and an agency-level implementation of an auditing program
to ensure that data is deleted consistent with this policy. For example, when the equipment is used
to locate a known cellular device, all data must be deleted as soon as that device is located, and no
less than once daily. Additionally, the policy makes clear that cell-site simulators may not be
used to collect the contents of any communication in the course of criminal investigations. This
means data contained on the phone itself, such as emails, texts, contact lists and images, may not
be collected using this technology.

We hope this information is helpful. Please do not hesitate to contact this office if we may
provide additional assistance regarding this or any other matter.

Sincerely,

VA

Peter J. Kadzik
Assistant Attorney General

Enclosure






The Honorable John Waish
Page Two

While the Department has, in the past, obtained appropriatc legal authorizations to use
cell-site simulators, law enforcement agents must now obtain a search warrant supported by
probable cause beforc using a ccll-site simulator. There arc limited exceptions in the policy for
exigent circumstances or exceptional circumstances where the law does not require a search
warrant and circumstances make obtaining a search warrant impracticable. Department divisions
or district offices will be subject to a number of tracking requirements. To ensure that the use of
the technology is well managed and consistent across the Department, the policy also requires
appropriate supervision and approval.

To enhancce privacy protections, the new policy establishes a set of required practices with
respect to the treatment of information collected through the use of cell-site simulators. This
includes data handling requirements and an agency-level implementation of an auditing program
to ensure that data 1s deleted consistent with this policy. For example, when the equipment is used
to locate a known cellular device, all data must be deleted as soon as that device is located, and no
less than once daily. Additionally, the policy makes clear that cell-site simulators may not be
used to collect the contents of any communication in the course of criminal investigations. This
means data contained on the phone itself, such as emails, texts, contact lists and images, may not
be collected using this technology.

We hope this informationis helpful. Please do not hesitate to contact this office if we may
provide additional assistance regarding this or any other matter.

Sineercly,

YUY PH,

Peter J. Kadzik
Assistant Attorncy General

Enclosure






The Honorable Tom Udall
Page Two

While the Department has, in the past, obtained appropriate legal authorizations to use
cell-site simulators, law enforcement agents must now obtain a search warrant supported by
probable cause before using a cell-site simulator, There are limited exceptions in the policy for
exigent circumstances or exceptional circumstances where the law does not require a search
warrant and circumsiances make obtaining a search warrant impracticable. Department divisions
or district offices will be subject to a number of tracking requirements. To ensure that the use of
the technology is well managed and consistent across the Department, the policy also requires
appropriate supervision and approval.

To enhance privacy protections, the new policy establishes a set of required practices with
respect to the treatment of information collected through the use of cell-site simulators. This
includes data handling requirements and an agency-level implementation of an auditing program
to ensure that data is deleted consistent with this policy. For example, when the equipment is used
to locate a known cellular device, all data must be deleted as soon as that device is located, and no
less than once daily. Additionally, the policy makes clear that cell-site simulators may not be
used to collect the contents of any communication in the course of criminal investigations. This
means data contained on the phone itself, such as emails, texts, contact lists and imagcs, may not
be collected using this technology.

We hope this information is helpful. Please do not hesitate to contact this office if we may
provide additional assistance regarding this or any other matter.

Sincerely,

P

Assistant Attomey General

Enclosure






The Honorable Christopher Coons
Page Two

While the Department has, in the past, obtained appropriate legal authorizations to use
cell-site simulators, law enforcement agents must now obtain a search warrant supported by
probable cause before using a ccll-site simulator. There are limited exceptious in the policy for
exigent circumstances or exceptional circumstances where the taw does not require a search
warrant and circumstances make obtaining a search warrant impracticable. Department divisions
or district offices will be subject to a number of tracking requirements. To ensure that the use of
the technology is well managed and cousistent across the Department, the policy also requires
appropriate supervision and approval.

To enhance privacy protections, the new policy establishes a set of required practices with
respect to the treatment of information collected through the use of cell-site simulators. This
includes daia handling requirements and an agency-level implemeniation of an auditing program
to ensure that data is delcted consistent with this policy. For example, when the equipment is used
to locate a known cetlular device, all data must be deleted as soon as that device is located, and no
less than once daily. Additionally, the policy makes clear that cell-site simulators may not be
used to cotlect the contents of any communication in the course of criminal investigations. This
means data contained on the phone itself, such as emails, texts, contact lists and images, may not
be collected using this technology.

We hope this information is helpful. Please do not hesitate to contact this office if we may
provide additional assistance regarding this or any other matter,

Sincerely, :

T

Assistant Attommey General

Enclosure






The Honorable Jeff Merklcy
Page Two

While the Department has, in the past, abtained appropriate legal authorizations to use
cell-site simulators, law enforcement agents must now obtain a scarch warrant supported by
probable cause before using a cell-site simulator.  There are limited exceptions in the policy for
exipgent circumstances or exceptional circumstances where the law does not require a search
warrant and circumstances make obtaining a scarch warrant impracticable. Department divisions
or district offices will be subject to a number of tracking requirements. To ensure that the use of
the technology is well managed and consistent across the Depariment, the policy also requires
appropriate supcrvision and approval.

To enhance privacy protections, the new policy cstablishes a set of required practices with
respect to the treatment of information collected through the use of cell-site simulators. This
includes data handling requirenients and an agency-level implementation of an auditing program
to ensure that data is dcleted consistent with this policy. For example, when the equipment 1s used
to locate a known cellular device, all data must be deleted as soon as that device is located, and no
less than once daily. Additionally, the policy makes clear that cell-site simulators may not be
uscd to collect the contents of any communication in the course of ecriminal investigations. This
nieans data contained on the phone itself, such as emails, texts, contact lists and images, may not
be collected using this tcchnology.

We hope this informationis helpful. Please do not hesitate to contact this office if we may
provide additional assistance regarding this or any other matter.

Sincerely,

v

Peter J. Kadzik
Assistant Attomey General

Enclosure






The Honorable Martin Heinrich
Page Two

While the Depariment has, in thc past, obtained appropriate legal autherizations te use
cell-sitc simulators, law enforcement agents must now obtain a search warrant supported by
probable cause before using a cell-site sinulator. Thete are limited cxceptions in the policy for
exigent circumstances or cxceptional circumstances where the law does not require a search
warrant and circumstances make obtaining a search warrant impracticable. Department divisions
or district offices will bc subjcct to a number of tracking requitements. To ensure that the use of
the technology is well managed and consijstent across the Department, the policy also requires
approprate supervision and approval.

To enhance privacy protections, the new policy establishes a set of required practices with
respect to the treatment of information collected through the use of cell-site simulators. This
includes data handling requirements and an agency-level implementation of an auditing program
to ensure that data is deleted consistent with this policy. For example, when the cquipment is used
to locate a known cellular device, all data must be deleted as soon as that device 1s located, and no
less than once daily. Additionally, the policy makes clear that cell-site siinulators may not be
used to collect the contents of any communication in the course of criminal investigations. This
means data contained on the phone itself, such as emails, texts, contact lists and images, may not
be collected using this technology.

We hope this information is helpful. Please do not hesitate to contact this office if we may
provide additional assistance regardmg this or any other matter.

Sincerely,

Sy

Peter J. Kadzik
Assistant Attorney General

Fnclosure
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