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J u n e 1, 2005

The Honorable Tom Davis
Chairman
Committee on Government Reform
U.S. House of Representatives
Washington, D.C. 20515

Dear Mr. Chairman:

On September 11, 2001, we came face-to-face with a new threat to America. Since that
day, the top priority of the United States Government has become the protection of our citizens
against terrorism. President Bush has led a bold, visionary transformation of our defenses. He
asked the men and women of law enforcement to track down and uproot terrorist operations in
the United States as well as protect families, friends and our fellow citizens from crime. The
President asked that we use all the tools available to us, that we communicate with each other
more efficiently, and that we cooperate more effectively.

Since I arrived at the Department of Justice (Department) in February 2005, I have come
to appreciate how far Department employees have progressed in the war on terror while
accomplishing the more traditional aspects of their jobs. In the latter regard, the President
challenged the Department to work with our partners to drive down the rate of violent crime,
crimes committed with guns, and trafficking in illegal drugs. The Department has met the
challenge. Today, violent crime is at its lowest rate in 27 years. However, we know that
significant terrorist threats persist and that criminal activity is ever present.

Thus, we pursue the critical goals of the Department with a commitment to improving
levels of efficiency and effectiveness both within the Department and in our relationships with
other federal and local law enforcement entities. To that end, the Department has worked closely
with the Office of the Inspector General (OIG) to improve our efforts to protect and serve the
American people and, consequently, it is my pleasure to present you with the Inspector General's
Semiannual Report to Congress and to apprise you of the actions the Department has taken to
address the significant findings of the OIG. Specifically, the Management Report and these
remarks document the Department's most significant undertakings to identify and correct
activities that the OIG characterized, over the first half of fiscal year 2005, as needing
improvement. The reports setting forth the statistical analyses of this audit period can be found
at http://www.usdoj.gov. The Department is aggressively pursuing management improvements
in an atmosphere of cooperation with the Inspector General.
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The Department continues to enhance its capability to prevent terrorist incidents by
restructuring our organizations, setting new priorities, and developing new methods and means to
better accomplish our mission. During this reporting period, the OIG reviewed a number of the
Department's efforts to leverage its law enforcement information sharing capabilities internally
and with others.

The Federal Bureau of Investigation (FBI) undertook many projects to reorganize and
transform its Information Technology (IT) assets, including its technology staff, budget, software,
hardware, policies, procedures and practices. The FBI significantly enhanced the effectiveness
and efficiency of its IT operations during and after the Trilogy review, which efforts
demonstrated a solid commitment to improvement. These improvements, which addressed prior
OIG observations and recommendations, established a strengthened IT organizational structure
and an advanced IT management and governance framework, evident in the new Life Cycle
Management Directive (LCMD) and the IT Portfolio Management Program that will improve
and ensure the long-term success of the management of IT operations, programs, and projects
throughout the FBI. A major component of this comprehensive effort to upgrade and improve IT
infrastructure at the FBI was Trilogy, a project that the OIG reviewed and whose evaluation
helped shape further enhancements to the effort.

With Trilogy, the FBI expected to significantly modernize IT hardware and software at
the FBI, its communications network and the five most important FBI investigative applications,
including its case management system. The FBI successfully completed the upgrades of its
hardware and software and communications networks, as the OIG noted. Although the OIG
found the FBI was behind schedule completing its new case management system, the OIG
acknowledged that the difficulties stemmed mostly from unexpected complexities of the project.
Those complexities were significant and made execution difficult. When planning Trilogy, the
FBI expected to build its case management system by consolidating a variety of existing user
applications. However, after work started, design requirements grew to accommodate the more
complex data sharing demands presented by the Hanssen espionage case, the Oklahoma City
bombing case and the terrorists attacks of 9-11. The FBI realized it needed an interactive,
cutting-edge tracking system that incorporated a new workflow process for agents, allowed
document searches and data manipulation by multiple users, and one that would facilitate data
sharing between FBI offices and with others in law enforcement. The magnitude of the project
far exceeded original expectations and the OIG review revealed the importance of better
estimates of final costs and more accurate work load projections.

Since the OIG issued its Trilogy Report, the FBI worked diligently to address all nine
recommendations. The Systems Requirements Specification and Concept of Operations for an
enterprise-wide case management capability were compiled and vetted with the Lines of
Business owners. Two independent cost estimates for the design and deployment of the new
concept were developed. An acquisition strategy was developed and vetted with the FBI's
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Finance Division and with the Department's Justice Management Division (JMD) and the Office
of Management and Budget. The FBI developed an acquisition schedule and an
incremental development and deployment that will reduce and mitigate the risks and issues
associated with the original Virtual Case File (VCF) Team's approach of a one time "flash" cut
over to a new system. Also, the FBI implemented an approved interim enterprise architecture
baseline and made considerable progress toward the development of the "To-Be" enterprise
architecture.

In its review to determine how well the Department and the FBI are prepared to support
the increase in law enforcement inquires of the FBI's Integrated Automated Fingerprint
Identification System (IAFIS), the OIG found that the Department had yet to fully integrate
IAFIS with the Department of Homeland Security's (DHS) Automated Biometric Identification
System (IDENT). We are pleased that the Homeland Security Council has recently established a
biometric standard that will support interoperability between IDENT and IAFIS. Accordingly,
DHS will migrate to the uniform biometric standard of 10 flat prints for enrollment and
background checks. In addition, the FBI changed its business process to provide fingerprints of
Known or Suspected Terrorists to the DHS daily. These and other recent activities, such as the
new FBI initiative called Next Generation IAFIS, will begin to address the other issues identified
in the OIG Report and move the agencies closer to a fully integrated, data sharing environment.

As we have worked to preserve lives and liberties and combat terrorism, we have pursued
critical management goals to improve the Department's efficiency and effectiveness. This
includes ensuring the Department meets the highest financial standards. In 2004, while eight out
of the Department's 10 component-level financial statement audits resulted in unqualified or
"clean" opinions, the independent auditors disclaimed the Office of Justice Programs' (OJP)
financial statements. The disclaimed opinion was due to two major factors, including underlying
internal control weaknesses in the grant related systems and the difficulties in accurately
reporting the grant accrual. The materiality of the OJP balances affected the Department's
overall statement; therefore, the Department also received a disclaimer at the consolidated
financial statement level. The impact of the grant accrual weaknesses also extended to the
financial statements issued in prior years, and the auditors from 2003 rescinded the unqualified
opinions they had previously issued to OJP and the Department. A second component, Alcohol,
Tobacco, Firearms and Explosives (ATF), received a qualified opinion in 2004 due to
weaknesses in its accounts payable reporting.

The Department is committed to regaining its agency-wide unqualified financial audit
opinion. To that end, the Department is aggressively pursuing corrective actions to address the
accounting and systems weaknesses, material and otherwise, that were identified by the OIG and
auditors. The Justice Management Division (JMD) is monitoring the corrective action plans to
ensure that forward progress is being made. Additional steps, described below, were taken at the
OJP and ATF to address the problems which resulted in the loss of the unqualified opinions.


