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THE IMPLEMENTATION OF THE COMMUNICATIONS
ASSISTANCE FOR LAW ENFORCEMENT ACT

EXECUTIVE SUMMARY

Criminal organizations and individuals frequently use the
telecommunications systems of the United States to further serious
violent crimes, including terrorism, kidnapping, extortion, organized
crime, drug trafficking, and public corruption. One of the most
effective tools law enforcement uses to investigate these crimes is
court-authorized electronic surveillance. However, continuing
advances in telecommunications technology have impaired and in
some instances prevented telecommunications carriers from assisting
law enforcement in conducting court-authorized electronic surveillance.

In the early 1990s, the Federal Bureau of Investigation (FBI)
asked Congress for legislation to assist law enforcement agencies to
conduct electronic surveillance. The FBI argued that advances in the
telecommunications industry such as cellular telephones, call
forwarding, and speed dialing challenged the ability of law
enforcement agencies to fully perform electronic surveillance. In
response, Congress passed the Communications Assistance for Law
Enforcement Act (CALEA) in 1994 to enable law enforcement to
conduct electronic surveillance despite the deployment of new
technologies and wireless services that have altered the character of
electronic surveillance. In short, CALEA requires telecommunications
carriers (carriers) to modify the design of their equipment, facilities,
and services to ensure that law enforcement can perform electronic
surveillance (for purposes of this report, the term electronic
surveillance is used only in the sense of the real-time interception of
information). To facilitate CALEA implementation, Congress
appropriated $500 million to reimburse carriers for the direct costs of
modifying systems installed or deployed on or before January 1, 1995.

* THE FULL VERSION OF THIS REPORT INCLUDED INFORMATION THAT THE FBI
CONSIDERED TO BE LAW ENFORCEMENT SENSITIVE. TO CREATE THIS PUBLIC VERSION OF
THE REPORT, THE OIG REDACTED (DELETED) THE SENSITIVE PORTIONS AND NOTED THAT THE
INFORMATION DELETED IS LAW ENFORCEMENT SENSITIVE.



Effective implementation of CALEA relies heavily on the shared
responsibilities of the FBI, the Federal Communications Commission
(FCC), telecommunications carriers, and telecommunications
equipment manufacturers. CALEA also required the Department of
Justice (DOJ) Office of the Inspector General (OIG) to conduct biennial
audits of the progress of CALEA implementation.*

Audit Approach

The OIG initiated this audit to: (1) review CALEA
implementation costs and progress; (2) review the impediments to
CALEA implementation, including the effects of emerging technologies;
and (3) determine how the implementation of CALEA, or lack thereof,
impacts federal, state, and local law enforcement in its ability to
conduct electronic surveillance.

As part of our audit, we interviewed officials within the FBI and
the DOJ who have CALEA implementation responsibilities, as well as
representatives from telecommunications service providers, the FCC,
advocacy groups, and federal, state, and local law enforcement. We
reviewed the FBIl's 2004 Threat Assessment Report, the FBI
Investigative Technology Division CALEA Law Enforcement Case
Examples, and other documents to gain an understanding of issues
encountered by law enforcement while conducting electronic
surveillance. We also mailed a survey to a statistical sample of 1,396
federal, state, and local law enforcement officials to identify issues that
affect law enforcement’s ability to conduct electronic surveillance.
Appendix | contains more information about the objectives, scope, and
methodology of this audit.

CALEA Implementation Costs and Progress

After 10 years and over $450 million, the FBI estimates that only
10 to 20 percent of the wireline switches, and approximately 50
percent of the pre-1995 and 90 percent of the post-1995 wireless
switches, respectively, have CALEA software activated and thus are
considered CALEA-compliant.? Although we acknowledge that the FBI
bases its estimates on the best available data, we could not provide
assurance on the accuracy of these estimates. Neither the FBI nor the
FCC know the actual rate of CALEA compliance because there is no

1 See Appendix V for a summary of the prior OIG audits.

2 A switch is a telephone company device which “makes the connection”
when a call is placed. Modern switches are specialized computers.



requirement for carriers to report the number of switches that are
compliant. During the past 10 years, the FBI has spent about

$400 million to reimburse manufacturers for their purchase of CALEA-
compliant software licenses (Right-to-Use or RTU licenses). These
software licensing agreements allowed the carriers to meet CALEA
intercept requirements by collecting and delivering to law enforcement
pertinent call-identifying information, call content, or both.

Through extensive negotiations, the FBI negotiated substantially
reduced costs for the RTU licenses compared to the initial cost
proposals as shown in the following chart.
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The FBI also entered into additional RTU license agreements
totaling $50 million to reimburse carriers for the purchase of RTU
Enhanced Dial-Out software licenses. The “dial-out” software takes
advantage of the Public Switched Telephone Network (PSTN) already
in place between carrier equipment performing an intercept and a law
enforcement collection site.®

Although the FBI was able to negotiate substantially reduced
costs for the RTU license agreements compared to the carriers’ initial
cost proposals, as reported in previous OIG audits, the cost
information given to us by the FBI did not provide a basis to determine
the reasonableness of the RTU licenses’ costs. Accordingly, our prior

% The PSTN refers to the publicly available dial-up telephone network. It is
an interconnection of switching centers and connections to customers that offers
voice dial-up between customers connected to the PSTN.



reports offered no opinion.
Benefits of CALEA

For the switches with activated CALEA software, we found that
CALEA has provided federal, state, and local law enforcement with
beneficial features to conduct electronic surveillance.* The law
enforcement officials we interviewed said that electronic surveillance is
a vital investigative tool and that the CALEA features are extremely
beneficial. In addition, of the 82 agencies that responded to our
survey stating that they performed electronic surveillance, the
following chart shows a breakdown of law enforcement’s use of the
CALEA features:
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Law enforcement officials also stated that CALEA has greatly
reduced the amount of time it takes carriers to initiate a wiretap. Prior
to CALEA, both the carrier and law enforcement had to be physically
present at the switch location during the electronic surveillance. With
CALEA, provisioning, or the providing of electronic surveillance service
by the carrier, is completed remotely from a central location for all
electronic surveillance in a carrier’s network. According to carrier and
law enforcement officials, this process has significantly reduced carrier
and law enforcement travel costs and time.

4 A list of these features, known as “punchlist” items, is described in
Appendix IX.



Impediments to Implementing CALEA

Despite these successes, the FBI has encountered significant
impediments in implementing CALEA. These impediments included the
contentious standard-development process, carrier requests for
extensions and enforcement orders for non-compliance, and the
extended negotiations with carriers over software activation
agreements.

Developing Technical Standards

Electronic surveillance standards provide the basis for the
development and deployment of technology to permit carriers to assist
law enforcement in conducting electronic surveillance. In accordance
with CALEA, the FBI consults with telecommunication carriers and
manufacturers to determine what capabilities will be included in the
CALEA standards. Developing electronic surveillance standards is a
lengthy process. For example, the initial CALEA standards took 10
years to develop and implement because of protracted litigation over
law enforcement wiretapping requirements. These delays are the
primary reason CALEA implementation continues on wireline systems.

CALEA gives the lead role in setting electronic surveillance
standards to the telecommunications industry and this delegation has
created considerable tension between the FBI and the
telecommunications industry throughout the standards development
process. According to the FBI, CALEA allows the telecommunications
industry to decide what law enforcement needs to accomplish effective
electronic surveillance. If the FBI believes a standard is deficient, it
must challenge the standard by filing a deficiency petition with the
FCC. Instead of having to explain why law enforcement needs a
particular feature or service, the FBI's preference would be to place
the onus on the telecommunications industry to explain why a feature
or service law enforcement wants is not technically feasible.

Carrier Extensions and Enforcement Orders for Non-Compliance
Under CALEA, the FCC has the power to grant carriers time

extensions for complying with the statute. The FCC granted hundreds
of extensions in conjunction with the FBI’'s flexible deployment



initiatives.®> These extensions are now a source of contention between
the FBI and the telecommunications industry because carriers have
delayed the implementation process by continuing to seek extensions
from the FCC. For example, the FCC issued extensions to many
wireline and wireless carriers for complying with CALEA until June 30,
2002, and then to June 30, 2004. Furthermore, in 2004 carriers filed
for time extensions for complying with CALEA until June 30, 2006.

Carrier officials we interviewed have argued that the extensions
are warranted. A telecommunications industry representative noted
that while the FBI blames the FCC for granting carriers repeated
extensions, the extensions were approved in conjunction with the FBI’s
flexible deployment initiatives.

Until this point, the FBI's pursuit of legal remedies for carrier
non-compliance with CALEA has not included filing enforcement
actions.® The FBI explained that it has not sought enforcement orders
for two reasons: (1) pre-1995 equipment is deemed CALEA-compliant
until the FBI agrees to reimburse carriers for their deployment costs,
and (2) post-1995 equipment has been covered under FCC time
extensions. FBI officials summarized the current status of this issue
by saying that it cannot file suit to enforce CALEA because the carriers
currently do not have to comply with the statute.

Telecommunications industry representatives cited law
enforcement’s failure to file enforcement actions as evidence that
carrier non-compliance is not a real concern. A representative
indicated that carriers were not protected from enforcement actions
because the FCC has not ruled on the latest extension requests.
However, several state and local law enforcement agencies we

® Since 2000, the FBI has offered carriers the opportunity to participate in
four flexible deployment initiatives. Under these initiatives, the FBI supported a
carrier’s petition to the FCC for a time extension for complying with a CALEA deadline
if the carrier provided the FBI with: (1) its projected CALEA deployment schedules
for all switches in its network, and (2) information pertaining to recent electronic
surveillance activity. In addition, the FBI supported a carrier’s petition if its
projected compliance schedules did not delay the implementation of CALEA solutions
in areas with high electronic surveillance activity.

® Under Section 108 of CALEA, an order enforcing CALEA may be issued by
the court that approved the electronic surveillance order with which the carrier failed
to comply or upon the application of the Attorney General through a civil action. A
court issuing an enforcement order must allow reasonable time for compliance and
may impose a civil penalty not to exceed $10,000 per day for each day of violation of
the enforcement order.
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interviewed said their failure to file CALEA enforcement actions was a
matter of practicality. If they already know a carrier does not have
the ability to conduct the electronic surveillance, they will not bother
going through the trouble and expense of obtaining an enforcement
order. In addition, one local law enforcement official noted that
although a local judge might be willing to issue an Order to Show
Cause against a carrier, the agency would have to wait three months
for a hearing. Given that the wiretap is needed immediately, the
official said the law enforcement agency instead will pursue a
traditional wiretap, which does not provide the CALEA features.’

Activation Negotiations on Pre-1995 Equipment

Although the FBI has spent over $450 million on RTU licenses
since 1994, entering into these agreements did not guarantee that
CALEA-compliant software solutions were operable. The agreements
provided the carriers with the CALEA-compliant software solutions.
However, the agreements did not include the activation costs.
Software must be activated; engineering and provisioning practices
developed; security policies implemented; and in a handful of cases,
external hardware deployed, prior to a carrier facilitating surveillance
that utilizes the software.

At the time of this audit, the FBI was negotiating reimbursement
agreements with four wireline carriers regarding deploying CALEA
solutions on pre-1995 wireline equipment.® According to the FBI, it
concluded negotiations with two carriers in September 2005 for a total
cost of $4.5 million. FBI officials said substantial personnel turnover at
the third carrier made negotiations difficult, and the FBI said it is
postponing further discussions with this carrier until the agreements
with the first two carriers are finalized. The FBI also temporarily
discontinued negotiations with the fourth carrier because the carrier’s
initial proposal of $170 million far exceeded the amount of remaining
funds.

’ CALEA offers additional features not available through a traditional wiretap.
These additional features are the “punchlist” features described in Appendix IX.

8 The FBI estimates that entering into software activation agreements with

these four carriers would make about 90 percent of the wireline switches CALEA-
compliant.
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Effects of Delayed Implementation on Wireline Systems

We found that the beneficial features CALEA provided generally
have not been realized on wireline systems. However, we believe the
following factors mitigate the effects of the delayed implementation:
(1) the growing popularity of Internet telephony, (2) the limited
number of wireline wiretaps, (3) the apparent limited effect on criminal
investigations, and (4) emerging technologies.

Growing Popularity of Internet Telephony

Internet telephony and Internet telephony service providers
represent a growing portion of the telecommunications industry.® An
April 2005 report from research firm International Data Corporation
(IDC) predicts that U.S. residential Internet telephony customers will
grow from 3 million in 2005 to 27 million by the end of 2009. In
addition, a carrier representative we interviewed reiterated a widely
held belief that the Internet will swallow up the conventional telephone
network, essentially replacing traditional telephone services in the near
future.

Limited Number of Wireline Intercepts

According to the April 2005 Report of the Director of the
Administrative Office of the United States Courts on Applications for
Orders Authorizing or Approving the Interception of Wire, Oral, or
Electronic Communications, the most common location specified in
wiretap applications authorized in 2004 was “portable device, carried
by/on individual.”*® According to the report, 88 percent of all wiretaps
authorized involved portable devices such as portable digital pagers
and cellular telephones. The report noted that since 2000 — the first
year that the “portable device, carried by/on individual” category was

9 Unlike a traditional telephone service, Internet telephone service allows the
routing of voice conversations over the Internet by converting the sound into packets
of data, sending it across the Internet, and reassembling it into sound on the other
end.

1% The Omnibus Crime Control and Safe Street Act of 1968 required the
Administrative Office of the United States Courts (AO) to report to Congress the
number and nature of federal and state applications for orders authorizing or
approving the interception of wire, oral, or electronic communications. The statute
requires that specific information be provided to the AO, including the offense(s)
under investigation; the location of the intercept; the cost of the surveillance; and
the number of arrests, trials, and convictions that directly result from the
surveillance.
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used — “the proportion of wiretaps involving fixed locations has
declined as the use of mobile communications devices has become
more prevalent.” According to the report, only 5 percent of all
intercept devices were authorized for personal residences, and 2
percent were authorized for business establishments such as offices,
restaurants, and hotels.

Furthermore, our discussions with four wireline carriers in areas
of the country with high electronic surveillance activity revealed a
limited number of court orders for intercepts requiring CALEA features.
For example, a wireline carrier reported that from 2002 to 2004, less
than one percent of the court orders it received for intercepts required
CALEA features. According to the federal, state, and local law
enforcement officials we interviewed and surveyed, their agencies do
not request intercepts requiring CALEA features for several reasons
(e.g., the high cost charged by carriers, carrier noncompliance, or the
investigation only required a traditional wiretap).

The Apparent Limited Effect on Criminal Investigations

The FBI measures the impact of CALEA and identifies federal,
state, and local law enforcement concerns through distribution of
Threat Assessment Surveys and by maintaining a help desk that law
enforcement officials can contact when they have difficulty conducting
electronic surveillance or if they have questions.™* Our review of the
FBI's Threat Assessment Surveys revealed that the law enforcement
community is less concerned over the ability to perform electronic
surveillance on wireline equipment, and more concerned over new and
emerging technologies. As shown in the following chart, 49 percent of
those surveyed believed that criminals evaded surveillance using
wireless phones, and 42 percent believed the use of the Internet
allowed criminal evasion of electronic surveillance.

1 The FBI developed the Threat Assessment Survey to better understand
and anticipate future electronic surveillance threats to law enforcement. The surveys
were conducted from November 2003 through September 2004 at the national and
regional meetings of the National Technical Investigator Association, and at various
DEA and FBI training sessions.



TECHNOLOGY CURRENTLY USED TO EVADE
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As shown in the following chart, law enforcement officers who
completed the survey expected that pre-paid cell phones, telephony
over broadband, and voice or text over the Internet would have the
greatest impact on their agency’s electronic surveillance activities

within the next two years.




TECHNOLOGIES HAVING GREATEST IMPACT ON ELECTRONIC SURVEILLANCE
WITHIN THE NEXT TWO YEARS
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In our interviews with FBI officials, we requested specific
examples that illustrate existing intercept problems. The FBI provided
a document entitled FBI Investigative Technology Division CALEA Law
Enforcement Case Examples dated October 29, 2004. The document
contained 23 examples of unsuccessful intercepts, none of which
involved electronic surveillance problems for wireline intercepts. The
23 examples involved either wireless or Voice over Internet Protocol
(VolP), which seems to be law enforcement’s primary concern since a
low percentage of wireline intercepts are conducted.** In addition, we
believe these examples are not necessarily indicative of technology
that is negatively impacting law enforcement’s ability to conduct
electronic surveillance because the carriers identified in these
examples have either implemented CALEA solutions or contracted with
a trusted third party to administer its CALEA responsibilities.

12 Unlike a traditional telephone service, Internet telephone service or Voice
over Internet Protocol allows the routing of voice conversations over the Internet by
converting the sound of a voice into packets of data, sending it across the Internet,
and reassembling it into sound on the other end of a call.

Xi



Emerging Technologies

According to law enforcement officials, [LAW ENFORCEMENT
SENSITIVE INFORMATION REDACTED].

Similarly, officials surveyed by the OIG identified pre-paid calling
cards and pre-paid cell phones as the top two threats affecting their
ability to conduct electronic surveillance. Of the 82 affirmative
responses to our survey, law enforcement officials indicated that the
following emerging technologies negatively affect their agencies' ability
to conduct electronic surveillance:

Technologies Impacting Law Enforcement
Camera Phones :[;]:I
Push-to-Talk ‘- [ ‘I
- PDAs | Il | | OFBI
P i
< Text Messaging N1 | W DEA
E Srondband (Cab 1 \ — O Sheriff/County Police
8 roadband (Cable) ] | O Police Department
" Pre-Paid Calling Cards | | H [ | || B Attorneys
Pre-Paid Cell Phones | | |
VolP ‘ [
0 10 20 30 40 50 60
Times Cited

Source: Law enforcement responses to the OIG survey
FBI1 Plans for Remaining CALEA Funding

As of November 2005, about $45 million in CALEA funds remain
for the implementation of carrier technical solutions. As previously
discussed, the FBI is in various stages of negotiating reimbursements
to four carriers for the cost of deploying CALEA solutions on their pre-
1995 wireline equipment. The FBI said that it plans to use any
remaining funds to reimburse second-tier carriers for their
implementation of CALEA solutions on pre-1995 wireline equipment.

We are concerned about how the FBI plans to use the remaining
$45 million in CALEA funding. We recognize that CALEA allows the FBI
to reimburse carriers for all reasonable costs associated with bringing
pre-1995 wireline equipment, facilities, and services into compliance.
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Nevertheless, because telecommunications technology has significantly
advanced from the time of CALEA’s enactment, and because of the
increasing use of these new technologies by subjects of electronic
surveillance, we believe the FBI should reexamine the future benefits
of implementing CALEA on wireline systems.

Issues Requiring Resolution

The development, deployment, and maintenance costs
associated with implementing CALEA and the related question of who
should bear those costs continue to be controversial issues. In
addition to cost issues, we found that carrier’s limited customer service
for law enforcement officials attempting to conduct electronic
surveillance and the FBI’s limited support provided to state and local
law enforcement will also affect the future implementation of CALEA.

Costs Incurred by Carriers

Officials from the 10 carriers we interviewed indicated that they
were committed to complying with CALEA and that they had, or were
actively engaged in deploying CALEA solutions on their networks.
However, these same officials advised us that the significant costs
associated with making their networks CALEA compliant will hinder full
CALEA implementation. Carrier representatives stated that the cost to
develop, deploy, and maintain electronic surveillance capabilities has
been significant, and that these costs are expected to increase as
technology accelerates. For example, one carrier said that it spent
about $40 million to make its network CALEA-compliant.*®

Costs Incurred by Law Enforcement

From a law enforcement perspective, carrier wiretap fees,
equipment costs, and delivery costs contribute to the high cost of
conducting electronic surveillance.

Wiretap Fees. A traditional wiretap costs law enforcement about
$250. However, while we found that fees vary widely, a wiretap with
CALEA features costs law enforcement approximately $2,200,
according to law enforcement officials and carrier representatives we
interviewed. A law enforcement official noted that, “[w]ith CALEA, the

13 This information was provided by carrier representatives and was not
audited. Further, the reported carrier costs are not comparable because carrier
networks vary greatly in size and switch type.
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carriers do less work but it costs approximately 10 times as much to
do a CALEA-compliant tap versus a traditional tap.” While many law
enforcement officials we interviewed agreed that the features provided
by CALEA are valuable, we found that some law enforcement agencies
said they cannot afford to conduct the number of CALEA wiretaps they
would like to support their investigations. Instead, we found these
agencies often conduct traditional wiretaps to avoid the high carrier
fees associated with a CALEA wiretap.

Equipment Costs. In order to conduct CALEA intercepts, law
enforcement must maintain or have access to a wireroom. A wireroom
consists of a computerized system that intercepts, decodes, records,
and plays back telephone communications. Law enforcement agencies
across the country have spent between hundreds of thousands to
several million dollars to equip their wirerooms. The equipment costs
depend upon the desired capacity of simultaneous wiretaps and the
need to accommodate carriers’ various delivery methods. In addition
to the initial purchase of wireroom equipment, some law enforcement
agencies pay about $30,000 per year to equipment vendors to
maintain their equipment. Further, law enforcement agencies said
they spend additional funds to acquire hardware and software
upgrades just to keep current with emerging technological
improvements.

Delivery Methods. Many law enforcement officials noted that
CALEA addresses what carriers need to provide law enforcement
agencies without addressing how the data is to be delivered. Due to
the potential delivery methods, law enforcement agencies must
purchase additional equipment to receive the intercepted data from a
carrier.

The four delivery methods are dial-out, virtual private network
(VPN), frame relay, and T-1 lines. While dial-out and VPN are
increasingly popular and favored among law enforcement agencies,
some carriers only deliver data via a T-1 line which we found to be the
most expensive delivery method. Using a T-1 line costs law
enforcement agencies approximately $1,300 for each switch, and can
take up to two months to install. One law enforcement official told us
that his agency pays approximately $20,000 per month to carriers to
maintain T-1 line connections.

However, for some law enforcement agencies delivery of wireline

CALEA intercept data by T-1 line is impractical because of the number
of T-1 lines required. Law enforcement officials in California and
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Florida, for example, stated that carriers required T-1 lines to each
switch in order to deliver CALEA features. These law enforcement
officials explained that this concept is cost prohibitive considering the
number of switches. Therefore the California and Florida law
enforcement officials we interviewed said they conduct traditional
intercepts on wireline switches rather than intercepts with CALEA
features.

Limited Carrier Customer Service

Several law enforcement officials stated that they received poor
customer service from the carriers when dealing with electronic
surveillance issues, and believed some carrier employees lack CALEA
training. In particular, carriers were criticized for interrupting wiretaps
by upgrading switches without notifying law enforcement. In addition,
law enforcement officials on the west coast stated that carriers on the
east coast do not provide customer service after 5:00 p.m. EST.
Another law enforcement official cited an example of when a carrier’s
switches were able to conduct the wiretaps but the carrier’s technician
did not know how to activate the switches. However, one carrier
representative told us that his company investigated such law
enforcement complaints and found that about half of the problems
stem from law enforcement’s lack of technical expertise in operating
the collection equipment and not the carrier’s lack of customer service.

FBI Support of State and Local Law Enforcement

State and local law enforcement officials stated that they feel
unsupported by the FBI on electronic surveillance issues. These
officials said a lack of FBI-provided CALEA training has negatively
affected the quality of CALEA implementation. The law enforcement
officials stated that the FBI should provide basic “hands-on” training
for law enforcement agents and technical personnel on CALEA
wiretaps.

In addition, law enforcement officials who attend FBI-sponsored
Law Enforcement Technical Forums noted that the number of forums
has declined over the last few years. Additionally, we were told that
forums have become one-sided with the FBI simply presenting
information, instead of an exchange of ideas between the FBI and law
enforcement officials. Law enforcement officials also noted that the
FBI should provide an opportunity and venue for vendors to showcase
their equipment and analytical programs, and for meetings with
carriers to voice their concerns.
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Controversy over Technologies Covered by CALEA

In March 2004, the DOJ attempted to resolve many of the
electronic surveillance problems faced by law enforcement officials
with new technologies by filing a Joint Petition for Expedited
Rulemaking with the FCC. The Joint Petition also sought to address
longstanding implementation issues such as carrier extensions of time
for complying with CALEA, enforcement for noncompliance, and fees
charged by carriers. In response to the Joint Petition, on August 5,
2005, the FCC ruled that providers of facilities-based broadband
Internet access service and interconnected (managed) VoIP services
must be prepared to accommodate electronic surveillance within the
scope of CALEA.** According to the FCC, these services essentially
replace conventional telecommunications services currently subject to
CALEA.* The FCC also found that the definition of “telecommunications
carrier” encompasses providers of services that are not classified as
telecommunications services under the Communications Act of 1934.
The FCC stated that it is taking a two-step approach to focus debate
on the implementation rather than the applicability of CALEA to
providers of broadband Internet access services and VoIP services.

1% The FBI describes “managed VolP services” as those that offer voice
communications calling capability where the VolP provider acts as a mediator to
manage the communication between end points and to provide call set-up,
connection, termination, and party-identification features, often generating or
modifying dialing, signaling, switching, addressing, or routing functions for the user.
The FBI distinguishes managed communications from “non-managed” or “peer-to-
peer” communications where people can communicate directly without going through
a central telephone company.

1 The Substantial Replacement Provision of CALEA allows the FCC to classify
a person or entity as a telecommunication carrier if the FCC finds that it is providing
a communication service that is a replacement for a substantial portion of the local
telephone exchange service, and if it is in the public interest to deem the person or
entity to be a telecommunication carrier (47 U.S.C. § 1001(8)(B)(ii)).
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Conclusion

Ten years after its enactment, the FBI continues to encounter
significant challenges in implementing CALEA. According to law
enforcement officials we interviewed and surveyed, law enforcement
has been significantly handicapped in its efforts to conduct electronic
surveillance by a variety of technological innovations that have taken
place in the telecommunications field, including the emergence and
widespread availability of broadband Internet access services and VolP
services. Other impediments have included a contentious process of
developing technical standards, continuous carrier requests for
extensions, and extended negotiations with carriers over software
activation agreements. In light of the FCC’s August 2005 ruling,
absent some change in existing CALEA requirements and
corresponding changes in how the FBI exercises its responsibilities in
overseeing CALEA implementation, the goals envisioned when CALEA
was enacted will not be realized fully.

Recommendations

As a result of our review, we offer six recommendations for the
FBI to consider in fulfilling its CALEA implementation responsibilities.
The recommendations include improving liaison between law
enforcement officials and carrier and manufacturer representatives;
improving the methodology for gathering examples of criminal
investigations that have been adversely impacted because of a
carrier’s inability to provide CALEA-compliant wiretaps; and revisiting
the FBI's plans to spend the remaining $45 million in CALEA funds. In
addition, we will continue to monitor recommendations made in prior
OIG reports on CALEA, specifically that the FBI should collect and
maintain data on the number of carrier switches that are CALEA-
compliant, and submit to Congress legislative changes necessary to
ensure that electronic surveillance is achieved in the face of rapid
technological change.
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INTRODUCTION

Criminal organizations and individuals frequently use telephones
and other electronic communications devices to carry out criminal and
terrorist acts. To combat and deter this activity, law enforcement and
other authorized government agencies use court-authorized electronic
surveillance for collecting information to investigate and prosecute
criminals. According to the Federal Bureau of Investigation (FBI),
electronic surveillance is a critical tool needed to meet its law
enforcement, counterterrorism, and intelligence-collecting mandates.

What Is Electronic Surveillance?

Electronic surveillance consists of the acquisition of call-
identifying information and the interception of communications
content. Call-identifying information is defined as dialed number
information that identifies the origin, direction, destination, or
termination of any communication generated or received by a subject
of surveillance. Normally, call-identifying information is collected via
“pen registers” and “traps and traces.”*® Content is defined as the
substance or meaning of a communication and is obtained by a
wiretap.!” For purposes of this report, the term electronic surveillance
is used only in the sense of the real-time interception of information.

The use of electronic surveillance is strictly limited by law. Title
111 of the Omnibus Crime Control and Safe Street Act of 1968, as
amended (Title 111),*® and portions of the Electronic Communications
Privacy Act (ECPA),” as amended, serve as the primary laws

% Ppen registers are surveillance devices that capture the phone numbers
dialed on outgoing telephone calls, whereas trap and trace devices capture the
numbers identifying incoming calls. These two devices are not supposed to reveal
the content of communications, identify the parties to a communication, or whether
a call was connected. Rather, they only convey that one particular phone dialed
another phone. A pen register and trap and trace, which can be obtained separately
or together, provide real-time call-identifying information.

7 A wiretap provides real-time call-identifying and content information.

8 Title 111 contains the procedures law enforcement must follow to obtain the
necessary judicial authorization to conduct electronic surveillance. Congress
subsequently amended the statute to confirm the government’s authority to require
providers of communications services to provide law enforcement with the
“...technical assistance necessary to accomplish the interception....”

1 The ECPA extended Title 111 coverage to the contents of electronic
messages, such as e-mail, and to data transmissions from facsimiles and pagers.

-1 -



governing electronic surveillance of criminal investigations. Rules
regarding electronic surveillance conducted for foreign intelligence,
counterintelligence, and terrorism investigations are derived from the
Foreign Intelligence Surveillance Act (FISA), as amended.?°

Changing Technology Challenges Law Enforcement

In the early 1990s, technology advances in the
telecommunications industry began challenging the ability of law
enforcement agencies to fully implement electronic surveillance. In
March 1994, the FBI Director testified that an informal FBI survey of
federal, state, and local law enforcement agencies identified 91
examples where technological impediments precluded full
implementation of court orders for electronic surveillance. According
to the FBI, the survey results revealed that 33 percent of the examples
involved cellular systems (of which 11 percent were related to the
limited capacity of cellular systems to accommodate a large number of
simultaneous intercepts), and 32 percent involved custom-calling
features like call forwarding, call waiting, and speed dialing.**

Subsequent to the hearing, the FBI worked with law enforcement
agencies to identify further examples of such technological
impediments. In April 1994, the FBI presented to the House and
Senate Judiciary Committees details of 183 instances (including the
original 91 examples) where the FBI, state, or local law enforcement
agencies encountered problems with electronic surveillance, as shown
in the following chart:

20 FISA requires carriers to furnish “...all information, facilities, or technical
assistance necessary to accomplish the electronic surveillance in such a manner as
will protect its secrecy and produce a minimum of interference...” with the services of
the target of electronic surveillance.

21 Capacity is defined as the number of simultaneous call-content
interceptions, pen registers, and trap and traces that law enforcement can conduct in
a given geographical area.
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By the mid 1990s, what was once a relatively simple matter of
initiating a wiretap by attaching wires to terminal posts now required
the expert assistance and cooperation of a telecommunications
carrier.?

22 Each technology-based problem is described in Appendix II.

23 CALEA defines “telecommunications carrier” as a person or entity engaged
in the transmission of communications as a common carrier for hire. It includes a
person or entity engaged in providing communication services to the extent that the
Federal Communications Commission (FCC) finds that such service is a replacement
for a substantial portion of the local telephone exchange service and that it is in the
public interest to deem such a person or entity to be a telecommunications carrier.
According to CALEA, the phrase “telecommunications carrier” does not include
persons or entities insofar as they are engaged in providing information services, and
any class or category of telecommunications carrier that the FCC exempts by rule
after consultation with the Attorney General.



The Communications Assistance for Law Enforcement Act

To address law enforcement's difficulty in performing electronic
surveillance in the face of new telecommunications and computer
features, Congress passed the Communications Assistance for Law
Enforcement Act (CALEA) in 1994. The purpose of CALEA was to
ensure that telecommunications carriers had the necessary technical
capability and capacity to fulfill their Title 111 and FISA obligations in
order to assist law enforcement in conducting electronic surveillance.

CALEA required that telecommunications carriers ensure that
their equipment, facilities, or services provided the following four
capabilities (assistance capability requirements):

1. expeditiously isolate the content of targeted communications
transmitted within the carrier's service area;

2. expeditiously identify information regarding the originating
and destination numbers of targeted communications, but not
the physical location of the targets, except as could be
determined by the phone number;

3. transmit to law enforcement intercepted communications and
call-identifying information to a location away from the
carrier's premises; and

4. carry out intercepts unobtrusively, so that targets of
electronic surveillance were not made aware of the
interception and in a manner that did not compromise the
privacy and security of other communications.*

According to the FBI, CALEA was intended to bring about a
fundamental shift in how the telecommunications industry viewed its
electronic surveillance responsibilities. Although Title 111 and FISA
required telecommunications carriers to provide any assistance
necessary to accomplish an electronic interception, the question of
whether telecommunications carriers had an obligation to design
networks that facilitated an authorized interception had not been
decided. In short, CALEA sought to ensure that the
telecommunications industry considered law enforcement’s need and

24 A description of the CALEA statute by section can be found in Appendix II1.



authority to conduct electronic surveillance as a basic element in
developing its telecommunications products and in providing service.

Consequentially, CALEA assigned certain responsibilities to the
Attorney General, the Federal Communications Commission (FCC),
telecommunications carriers, telecommunications equipment
manufacturers, and the Department of Justice (DOJ) Office of the
Inspector General (OIG). In February 1995, the Attorney General
delegated CALEA management to the FBI. The following table outlines
the entities with CALEA responsibilities.



STATUATORY RESPONSIBILITIES UNDER CALEA

Entity Responsibility
Federal Ensures the industry-wide implementation of the assistance
Bureau of capability requirements.

Investigation

Consults with state and local law enforcement agencies.

Provides estimates to various telecommunications industry
organizations on the number of interceptions, pen registers,
and trap and traces devices that government agencies may
need to conduct.

Consults with the FCC regarding carrier petitions that seek
a determination that compliance with the assistance
capability requirements is not reasonably achievable.

Establishes rules to facilitate carrier reimbursements.

Allocates appropriated funds to carriers in a manner
consistent with law enforcement priorities.

Annually reports to Congress the amount of carrier
payments during the preceding year and the projected
payments for the current year.

Federal
Communications
Commission?®

Determines which entities are telecommunications carriers
and may exempt any entity class or category as a
telecommunications carrier by rulemaking and consulting
with the FBI.

Establishes technical standards for compliance with
assistance capability requirements if industry associations
fail to issue technical standards, or if a government agency
or any other person believes that industry-adopted
standards are deficient.

Reviews petitions for extensions.

Telecommunications
Carriers (service
providers)?®

Ensures that equipment, facilities, or services that provide
customers the ability to originate, terminate, or direct
communications meet the CALEA assistance capability
requirements.

Equipment
Manufacturers

Makes available all features or modifications necessary to
meet assistance capability requirements, including
consulting with carriers over current and planned
equipment.

Office of the
Inspector General?’

Reports to Congress biennially on (1) CALEA-compliant
equipment, facilities, and services; (2) analysis of
payments to carriers for CALEA-compliant modifications;
and (3) future-cost projections for assistance capability
requirement modifications.

25 A summary of FCC actions related to CALEA can be found in Appendix IV.

6 To meet their responsibilities under CALEA, some carriers have cho