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EXECUTIVE SUMMARY

The International Criminal Police Organization (INTERPOL) facilitates
the exchange of information to assist law enforcement agencies in the
United States and throughout the world in detecting and deterring
international crime and terrorism through a network of 187 member
countries.’ Each INTERPOL member country establishes a National Central
Bureau (NCB) to serve as its liaison between the member country’s law
enforcement agencies and INTERPOL. NCBs work with the police authorities
in their countries to transmit, respond to, and execute requests for
information and assistance in criminal investigations and police matters to
and from other countries’ NCBs via the INTERPOL communications network.

The United States National Central Bureau (USNCB) is the entity
through which the United States functions as an INTERPOL member and
serves as a point of contact for U.S. federal, state, local, and tribal law
enforcement for the international exchange of information. The USNCB has
a fiscal year (FY) 2009 budget of approximately $24.5 million and
65 full-time equivalent employees. In addition, as of December 2008 the
USNCB had 24 staff members detailed to it from federal, state, and local law
enforcement agencies.

To facilitate the exchange of information between international law
enforcement agencies, INTERPOL has developed a secure, Internet-based,
virtual private network known as 1-24/7 through which: (1) NCBs can
instantly communicate with other NCBs and the INTERPOL General
Secretariat, and (2) INTERPOL member countries can instantly access a wide
range of criminal information located in INTERPOL’s databases — including
terrorism-related information and information on stolen and lost travel
documents. This information comes from gqueries, messages, intelligence,
and submissions from law enforcement officials in member countries.

INTERPOL also utilizes a system of color-coded international notices
and “diffusions” that share crime-related information with each member

LA listing of all INTERPOL member countries can be found in Appendix IV.



country.? This information concerns individuals wanted for serious crimes,
missing persons, unidentified bodies, possible threats to public safety, and
criminals’ modus operandi, as described in the following table. As of
February 2009, INTERPOL had nearly 25,000 active notices, of which most
were red.

Types of INTERPOL Notices®

Red Notice - Requests to seek the location and
arrest of a wanted person with a view to extradition
based on an arrest warrant or court decision.

Blue Notice - Collects information about, locates, or
identifies a person of interest in a criminal
investigation.

Green Notice - Provides warnings about persons
who have committed criminal offenses and are likely
to repeat these crimes in other countries.

Yellow Notice — Provides information to help locate
missing persons, especially minors, or to help
identify persons who are not able to identify
themselves.

Black Notice - Requests information about
unidentified bodies.

INTERPOL-United Nations Security Council
Special Notice - Alerts police of groups and
individuals who are the targets of U.N. sanctions
against Al Qaeda and the Taliban.

Orange Notice - Warns police, public entities, and
other international organizations of dangerous
materials, criminal acts, or events that pose a
potential threat to public safety.

Source: INTERPOL

2 A diffusion is a message sent by a member country to other member countries
without a formal review conducted by INTERPOL. Frequently, the diffusion is sent to
immediately disseminate information pending submission and approval of the more formal
notice. A diffusion contains information similar to a notice. However, member countries
also use diffusions to request assistance.

® Notices are published in the organization’s four working languages: Arabic,
English, French, and Spanish.



Background of INTERPOL

Established in 1923 and currently located in Lyon, France, INTERPOL is
an international police organization that seeks to facilitate cross-border
police cooperation and support and seeks to assist organizations whose
mission is to prevent or combat international crime. INTERPOL provides
secure global police communication services, operational police support
services, and police training and development.

INTERPOL is governed by a General Assembly, consisting of delegates
appointed by member countries, which meets once a year to make all major
decisions affecting general policy.* An Executive Committee oversees the
execution of the decisions of the General Assembly, as well as the work of
the Secretary General.> The Secretary General oversees INTERPOL’s day-to-
day work of international police cooperation.®

INTERPOL is funded primarily by member country annual statutory
contributions. To assess each member countries’ dues contribution,
INTERPOL uses a formula based on the countries’ economic well being. This
formula was renegotiated in the late 1990s and incorporated a gradual
increase in the percentage share paid by the wealthiest nations. The United
States’ share of the annual INTERPOL budget increased from 5 percent in
fiscal year (FY) 2003 to the current rate of 13.26 percent in FY 2006. In
2008, INTERPOL’s total statutory budget was approximately $64.1 million
and the United States’ contribution to INTERPOL was $8.5 million. According
to USNCB officials, INTERPOL is again proposing an adjustment to the dues
formula and it is expected that the United States’ contribution will gradually
increase from 13.26 percent in 2009 to 17.385 percent in 2014.

In FY 2008, INTERPOL had a staff of 588, representing 84 countries.
In addition to 398 contract employees, INTERPOL also had 190 seconded

4 Each country has one vote and all votes carry equal weight.

5 The INTERPOL Executive Committee has 13 members elected by the General
Assembly.

® The Secretary General is nominated by the Executive Committee, confirmed by at
least two-thirds of the General Assembly, and serves a 5-year term. Ronald K. Noble, the
current Secretary General, was initially elected in 2000 and currently is serving a second
term. Secretary Noble is a national of the United States and served as a former
Undersecretary for Enforcement with the U.S. Department of Treasury.



staff from member countries.” As of May 2009, the United States had seven
individuals detailed to INTERPOL.

Background of the USNCB

The responsibility for management of the USNCB has varied since the
USNCB became operational in 1968. It was initially placed under the
direction of the Department of the Treasury (Treasury). In 1977, the
Department of Justice (DOJ) and Treasury signed a Memorandum of
Understanding (MOU) that established joint DOJ and Treasury management
of the USNCB. In 1981, an amendment to the MOU placed the USNCB
within DOJ, reporting to the Deputy Attorney General, but still under the co-
management of Treasury and DOJ. A May 2003 MOU transferred
responsibility for the management of the USNCB to DOJ and the Department
of Homeland Security (DHS).®2 The MOU also established senior
management positions in the USNCB, which rotate between the two
departments every 3 years.’

OI1G Audit Approach

Our objectives for this audit were to: (1) evaluate the USNCB'’s efforts
to ensure sharing of INTERPOL information among federal, state, local, and
tribal law enforcement agencies; (2) review the USNCB’s processes for the
exchange of INTERPOL information to ensure that requests for assistance
and information were handled in an appropriate, efficient, and timely
manner; (3) review the USNCB’s controls over INTERPOL case information;
and (4) examine the USNCB’s organizational role and strategic priorities to
ensure that they are in line with DOJ priorities.

To accomplish these objectives we interviewed the USNCB Director,
Deputy Director, and Assistant Directors; participating agency
representatives at the USNCB; DOJ officials in the Office of the Deputy
Attorney General, Federal Bureau of Investigation (FBI), and Drug
Enforcement Administration (DEA); the INTERPOL Secretary General;

’ Seconded staff are individuals who are temporarily assigned to INTERPOL by their
national administrations and compensated by their national administrations or by
INTERPOL.

8 DOJ is responsible for the administrative costs of operating the USNCB.

° The USNCB Director and Deputy Director must serve a term of at least 2 years,
but not more than 3 years. The current USNCB Director is a Supervisory Special Agent with
DHS’s U.S. Immigration and Customs Enforcement, and the Deputy Director is a Chief
Inspector with DOJ’'s U.S. Marshals Service.
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officials at the INTERPOL General Secretariat in Lyon, France; and law
enforcement officials from the Bundeskriminalamt (BKA) located in
Wiesbaden, Germany.*°

to understand its working
relationships, the assistance it provides, and its communication with local
offices. We also distributed a questionnaire to 66 state and local liaison
officers across the United States to assess the level of cooperation and
satisfaction among the USNCB and its domestic partners.

To evaluate the USNCB’s processes and controls over the exchange
and integration of information, we reviewed the USNCB’s policies and
procedures for maintaining data within its case management system, and we
performed various tests on domestic and foreign law enforcement agency
notices and diffusions. We also reviewed records from automated domestic
data systems to determine if INTERPOL information was included in the
databases in a timely manner and whether the information was accurate,
complete, and consistent.

Appendix | contains a more detailed description of our audit
objectives, scope, and methodology.

Results in Brief

We identified several weaknesses in the USNCB’s operations that need
improvement. We found that the USNCB has not fully made critical
international criminal information, such as information regarding
international fugitives and habitual criminals, available to appropriate law
enforcement agencies in the United States. For example, the USNCB has
not provided domestic law enforcement agencies with information about
travel documents that have been reported lost or stolen. This has increased
the potential that high-risk, violent criminals can enter undetected and move
about freely in the United States.

The USNCB also has not implemented adequate controls or processes
to ensure that the INTERPOL information it has made available to domestic

1% The BKA is the German national police force, which also serves as the NCB for
Germany.

1 To facilitate information sharing with law enforcement agencies, the USNCB has
established a liaison office in each state, as well as in American Samoa, Guam, the Northern
Mariana Islands, Puerto Rico, the U.S. Virgin Islands, and in 11 major cities in the United
States. For a list of the 66 state and local liaisons, please see Appendix V.
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law enforcement agencies is current, accurate, complete, and timely. For
example, when we examined the USNCB’s processing of 52 foreign-issued
notices and diffusions that met USNCB guidelines for entering a lookout
record into the FBI's National Crime Information Center (NCIC), we found
that approximately 87 percent did not have a corresponding lookout record
in NCIC.*? In addition, within 92 foreign-issued notices and diffusions we
reviewed, we identified 53 inconsistencies in the information contained in the
domestic system records.'® Consequently, domestic law enforcement data
systems likely contain out-of-date or incomplete data and include
information on individuals for whom no law enforcement agency has a
current investigative interest.

We also identified several weaknesses with the USNCB’s internal case
management system called ENVOY. When we reviewed a sample of
216 cases selected from notices and diffusions active from October 1, 2005,
through May 29, 2008, we found that the USNCB case files in ENVOY were
disorganized and inconsistently assembled, and we identified transposition
errors, missing data, duplicate entries, and improper classification. We also
found documents that were filed in the wrong case file and identified three
instances in which information pertaining to two unrelated individuals
appeared to have been erroneously combined into a single case file.** In
addition, we found poor record retention and disposal, including boxes of
non-archived paper case files located in the hallways of the USNCB,
inadequate management reporting and statistics, a lack of audit trails, and
inadequate standardized correspondence. As a result, without better
management of its case-related information, the USNCB cannot ensure that
accurate information is easily and readily available throughout the USNCB.
Additionally, if the USNCB does not properly control access to its
information, there is a risk of loss, as well as the possibility the privacy of
individuals on whom the information is maintained will be violated.

According to INTERPOL, as of December 31, 2008, the United States
was the source of the highest number of active red notices among member
countries. However, we reviewed the public websites of the FBI, DEA, and
Immigration and Customs Enforcement (ICE), and found 14 of

12 The National Crime Information Center (NCIC) is a computerized index of criminal
justice information (i.e., fugitives, stolen properties, missing persons) maintained by the
FBI. NCIC is available to federal, state, local, and tribal law enforcement and other criminal
justice agency users and is operational 24 hours a day, 365 days a year.

13 Not all of the 92 records we reviewed contained inconsistencies. Some records
contained multiple inconsistencies.

14 For a detailed description of our methodology, see Appendix I.
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32 international “most-wanted” fugitives on these sites for whom red notices
had not been issued. Information related to these types of cases should be
shared with appropriate foreign counterparts through the INTERPOL network
because this information can reach places where U.S. law enforcement
agencies do not have a physical presence and increase the likelihood that
fugitives are captured.

We also found that the USNCB is not able to consistently coordinate
the sharing of case-related information because it is often not informed of
actions taken by its U.S. law enforcement partners on INTERPOL-related
cases. For example, we identified a February 2005 wanted person diffusion
issued by another country’s NCB for an individual wanted for homicide and
attempted homicide. When the other NCB inquired of the USNCB as to
reasons why the subject was allowed to remain free when the individual was
encountered, the USNCB was unaware that at least three U.S. federal law
enforcement agencies were simultaneously working the case.

As a result of this inadequate communication and coordination, an
individual wanted for homicide and attempted homicide was allowed to
evade prosecution in another country. We believe better communication and
coordination between all of these agencies would have prevented this
subject from evading apprehension.

In addition, the USNCB has faced challenges in maintaining reliable
communications with its state and local liaisons. Although the USNCB
believed that it had established secure electronic communications with these
liaisons, we found that several of these connections were not functional.
Specifically, when we distributed a questionnaire to each of the USNCB’s
66 liaison offices through the USNCB’s secure electronic connections, only
one-third of the offices responded. When we contacted the liaison offices by
telephone, we found that 25 of the 66 offices had not received the
questionnaire. Subsequently, we determined that some liaisons did not
receive the questionnaire because the e-mail messages addressed to them
were undeliverable or because there may have been a technical problem
with the network used to send the messages. Ultimately, we learned that
the USNCB had to send some of our questionnaires via facsimile.
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Despite its attempts to ensure that it has an adequate method to
communicate with its liaisons, we found that the USNCB does not have a
reliable and complete network of connectivity with its liaisons. The USNCB
must ensure that these connections are functioning adequately so that it has
the ability to communicate important information to its state and local liaison
offices.

We also identified weaknesses in the oversight and supervision of the
USNCB by DOJ and DHS. We found that the USNCB Executive Committee,
which is composed of senior DOJ and DHS officials and is supposed to
provide guidance to the USNCB, has not met in more than 5 years. This lack
of oversight has prevented the USNCB from developing a comprehensive
strategic vision for moving the organization forward.

In addition, we identified weaknesses in the leadership structure of the
USNCB, which is co-managed by DOJ and DHS through a Director and
Deputy Director who are rotated between the departments every 3 years.
This current rotational structure creates problems in compensation and
career advancement for USNCB leadership. Under the present format, the
Director is a term appointment at the Senior Executive Service (SES) level,
while the Deputy Director must be “SES-eligible.” As a result, the Deputy
Director must spend at least 3 years at the top of the General Schedule
(GS-15) level before being considered for the Director appointment at the
SES level. This causes the individuals to spend 6 years at two different
grades and salaries, only to revert back to the lower GS-15 level at the
completion of their service at the USNCB. In addition, this disparity in rank
between the USNCB Director and executives at other federal law
enforcement agencies may cause these other executives to perceive that the
USNCB is less important than an agency headed by a career SES employee.

Our report contains detailed information on the full results of our
review of the USNCB. The remaining sections of this Executive Summary
summarize our audit findings.

Federal Agency Participation in INTERPOL

The United States’ level of participation in INTERPOL depends on the
USNCB'’s relationships with U.S. law enforcement agencies. We found,
however, that some federal law enforcement agencies do not fully
participate in INTERPOL'’s red notice program for a variety of reasons.
Moreover, the USNCB is often not informed of actions taken by its federal
domestic law enforcement partners on INTERPOL-related cases, and as a
result the USNCB is hindered in its coordination with other member
countries.
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Red Notice Program

Not every federal law enforcement agency participates fully in
INTERPOL’s red notice program. When we reviewed public websites of the
DEA, the FBI, and ICE, we noted that 14 out of 32 international fugitives
listed on the agencies’ websites did not have INTERPOL red notices issued on
them. Information related to these types of cases should be shared with
appropriate foreign counterparts through the INTERPOL network because it
can allow U.S. law enforcement agencies to reach places where they do not
have a physical presence and increase the likelihood that fugitives are
captured.

We talked to various officials about why no red notices had been
issued for these fugitives. The USNCB Director, who is also a DHS ICE
employee, attributed ICE’s failure to coordinate with the USNCB and obtain
INTERPOL red notices in these instances to insufficient numbers of
experienced personnel being detailed from DHS to the USNCB.

We also spoke with the FBI Assistant Director for International
Operations, who stated that all 10 FBI most-wanted fugitives should have a
red notice and he did not know why they did not. He also stated that the
FBI has directed its agents to issue INTERPOL notices for all outstanding FBI
fugitives believed to be in a foreign country and that the FBI special agent in
charge of the case or the FBI representative at the USNCB should be
responsible for publishing the notice.

When we spoke with the Assistant Director for the USNCB Drug
Division, a DEA employee, she said that she has been working to improve
the DEA'’s participation in INTERPOL by conducting training sessions for DEA
agents. A DEA headquarters official told us, however, that the agency does
not issue INTERPOL notices because of the sensitivity of DEA drug cases and
concerns regarding security of case information. While we understand the
DEA’s desire to protect sensitive information, the information listed on the
DEA’s public website is accessible to anyone with an Internet connection and
therefore cannot be considered sensitive.

The current process for issuing a red notice involves an extensive
paper-based application form that must be completed by the nominating law
enforcement agent. It is then assigned to and reviewed by a USNCB case
agent, reviewed by the USNCB General Counsel, and then submitted to
INTERPOL for a secondary review and publishing. The USNCB General
Counsel said that an on-line process for the submission of red notice
applications and diffusion requests might encourage U.S. law enforcement
agencies to increase their participation in the program. He also said that the
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FBI has developed its own capability for submitting the applications
electronically. However, he stated that he doubted the USNCB has sufficient
current resources to develop such a capability.

We agree that that an on-line procedure would streamline the process
and make it easier for domestic law enforcement agencies to seek the
issuance of red notices, and we believe that the USNCB should plan and
budget for this initiative.

Case Resolution Information

We found that the USNCB’s ability to adequately coordinate the
sharing of case-related information is hindered because it is often not
informed of actions taken by its U.S. law enforcement partners on
INTERPOL-related cases. For example, officials at both the FBI and DEA said
their agents often deal directly with their foreign counterparts when they
need information about a case with an international nexus, bypassing the
USNCB. According to a USNCB official, this lack of communication with the
USNCB significantly impacts the USNCB'’s ability to coordinate the exchange
of information and the United States’ response to inquiries from domestic
and foreign law enforcement agencies. Additionally, while this flow of
information directly between agencies may meet the immediate needs of the
agencies involved, the information passed remains “stovepiped” within these
agencies instead of being shared with other law enforcement entities that
also may have a need for it. Moreover, the USNCB is not informed about the
final outcome of INTERPOL investigations, and it thus cannot accurately
measure the impact of its efforts and compile meaningful management
statistics.

State and Local Law Enforcement Coordination

As the U.S. point of contact for INTERPOL matters, the USNCB must
maintain a close relationship with domestic law enforcement agencies. To
promote relationships with domestic agencies, the USNCB established
66 state and local liaisons in each U.S. state and territory, as well as in
11 major U.S. cities, who serve as the point of contact for USNCB-related
interactions. The USNCB forwards to one or more of the liaisons foreign
government requests that require action by a state or local law enforcement
agency. The liaisons then forward the requests to the appropriate law
enforcement agency in their jurisdiction for processing and response.
Additionally, domestic law enforcement agencies that need criminal
investigative assistance on cases with an international nexus may forward a
request through the appropriate liaison or contact the USNCB directly.



The liaisons and the USNCB communicate using a secure e-mail
network. However, when we submitted a survey questionnaire to each of
these liaison offices through the secure e-mail network, we found that 25 of
the 66 offices had not received it. USNCB officials said they were surprised,
and after further inquiry determined that some of the e-mail messages were
undeliverable and there may have been a technical problem with the
network used to send the messages. Eventually, the USNCB had to send
some of our questionnaires to its liaisons via facsimile.

Our concern is that the USNCB was unaware that its connection to its
liaisons was unreliable and it had not implemented easily activated controls
(such as e-mail receipt confirmations) to ensure that its messages were
received. We believe that the USNCB must ensure that these connections
are functioning adequately so that it can be certain that it can communicate
important information to its state and local liaisons.

In short, we found that the USNCB has not developed, implemented,
or maintained a reliable communications network with its liaisons. This
deficiency means that critical law enforcement information or requests for
assistance are not being effectively disseminated. For example, the USNCB
could issue a diffusion to a liaison in a city police agency that a known
international fugitive is traveling to that city. But because of the unreliable
nature of the communication network, the police agency may not receive the
message, no action may be taken on the fugitive, and the USNCB would not
know that the message has not been received and no action has been taken.
Therefore, it is imperative that the USNCB ensure that its connections to
state and local liaison officers are functioning so that criminal and law
enforcement information gets conveyed to the appropriate agencies and
requests can be responded to in a timely manner.

INTERPOL Database Direct Connectivity

At the beginning of our audit, the USNCB told us that it had made
significant progress in providing all state and local law enforcement agencies
with the ability to independently query INTERPOL databases through the
International Justice and Public Safety Information Sharing Network
(Nlets).*® Specifically, the Assistant Director for the USNCB'’s State and
Local Liaison Division stated that a majority of the 50 State Terminal Control
agencies had signed Memoranda of Understanding (MOU) that are required
by the USNCB for organizations to gain access to the INTERPOL databases.

15 Nlets State Terminal Control agencies are law enforcement agencies in each state
that are assigned the responsibility for managing access to the Nlets network and ensuring
that Nlets’s system security and operational policies and procedures are carried out within
the state.

Xi



Having this connection would provide these agencies with the ability to
query INTERPOL’s databases and obtain criminal justice-related information,
such as information on known and suspected international criminals, wanted
international fugitives, and stolen and lost travel documents.*®

We found that although the USNCB had established an Internet
connection between INTERPOL and each state through Nlets, each state
must first make modifications to its local system before being able to access
INTERPOL databases. We determined that as of September 2008 only a
limited number of states had fully implemented the necessary modifications
to their systems. According to the USNCB Assistant Director for the State
and Local Liaison Division, some states were reluctant to make the
necessary modifications because of budget and other resource constraints.

We also found that Nlets requires that state or local law enforcement
generate separate queries, in addition to a standard query to NCIC, to
access the INTERPOL databases. Standard queries made by law
enforcement officers to NCIC return information contained in NCIC’s files,
such as its wanted person and gang files. After law enforcement officers run
an NCIC query, unless they have additional information or a reason to
believe that an individual may be a person of interest to another country,
there is no way for them to know whether they should perform an additional
query of INTERPOL’s databases to obtain additional information. We believe
that requiring officers to perform multiple queries increases the risk that
information on these subjects does not reach frontline law enforcement
officers who encounter them.

When we informed the USNCB of these findings, the USNCB Director
initiated discussions with the FBI to develop a method for state and local law
enforcement agencies to directly query the INTERPOL databases via NCIC.
The FBI and USNCB made an agreement in October 2008 to conduct a study
to determine if NCIC can provide a viable environment for delivering to state
and local law enforcement officers increased access to INTERPOL data,
including notice, stolen motor vehicle, and lost and stolen travel document
information. In April 2009, the USNCB reported that it was in the final
stages of testing the requisite infrastructure upgrades for the study and had
requested sample data from the FBI's Criminal Justice Information Services
(CJIS) component to begin testing the process.'” The USNCB anticipated
that it would begin this testing in May 2009.

16 A description of all 11 INTERPOL databases can be found on page 8 of the report.

17 Established in February 1992, the FBI's Criminal Justice Information Services
(CJIS) component manages NCIC.

Xii



International Criminal Information Sharing Processes

USNCB analysts review information received from foreign law
enforcement agencies and enter a “lookout record” in or provide appropriate
international criminal data from INTERPOL to domestic agencies or related
domestic systems, such as the FBI's Foreign Fugitive File and Missing Person
File within its NCIC system, DHS’s Traveler Enforcement Compliance System
(TECS) and United States Visitor and Immigrant Status Indicator Technology
(US-VISIT) program, the U.S. Department of State’s (State Department)
Consular Lookout and Support System (CLASS), and the National
Counterterrorism Center’s (NCTC) Terrorist Identities Datamart Environment
(TIDE).*® The information in these databases is regularly used in various
screening processes. For example, DHS Customs and Border Protection
(CBP) agents encounter individuals at various U.S. ports-of-entry and search
TECS to determine if a person can be granted access to the United States.
When an individual who appears to match the subject of an INTERPOL notice
or diffusion is identified, foreign or domestic law enforcement agencies
receive a return message through the agency database informing them of the
preliminary match and directing them to call the USNCB. Staff at the
USNCB’s 24-hour call center verify with the originating law enforcement
agency that the information is current, accurate, and reliable.

Information Not Shared with U.S. Agencies

It is critical that international criminal information is appropriately and
timely disseminated to domestic law enforcement officers and to U.S.
government personnel deciding on the admissibility of individuals attempting
to cross a U.S. border. We found that although the USNCB has made some
INTERPOL information accessible to these law enforcement agencies, it has
not done so for all of the information that it receives.

For example, the USNCB assists with border protection by entering or
facilitating the entry of foreign notices and diffusions into border screening
systems such as TECS and CLASS. However, the USNCB does not fully
share INTERPOL information with NCIC and therefore complete information
is not always available to domestic law enforcement personnel who might
encounter notice or diffusion subjects who have already entered the United
States. Specifically, we found that the USNCB does not enter a record into
NCIC for the subjects of foreign-issued green notices. These individuals
(including habitual criminal offenders, child molesters, and child
pornographers) are considered career criminals who have committed, or are

8 A description of each of the aforementioned data systems is contained in
Appendix VIII.
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likely to commit, offenses in several countries. We therefore believe that the
subjects of green notices should be entered into NCIC. If this is done,
although the individuals may be allowed to enter the country, if the
individuals commit criminal acts in the United States, law enforcement
officers investigating those acts will have more information as they attempt
to solve the crimes.

According to the USNCB Compliance Officer, the USNCB has not
sought, nor has the FBI authorized, the USNCB to enter information into
NCIC files other than the Foreign Fugitive and Missing Person Files. Because
the career criminals identified in green notices are neither foreign fugitives
nor missing persons they are not entered into NCIC. USNCB officials stated
that they have not sought approval from the FBI to enter information into
other NCIC files, such as the Sexual Offender or the Violent Gang and
Terrorist Organization File. When we asked the USNCB Director about
entering the subjects of green notices into NCIC, he said that doing so would
be a good idea.

We believe that the potential threat to the U.S. posed by individuals
who are the subject of foreign-issued green notices makes it essential that
information about them be shared with domestic law enforcement agencies.
We therefore recommend that the USNCB explore options to ensure that
information on the types of foreign criminals identified in green notices is
available to all law enforcement agencies.

In addition, the USNCB stated that although it could enter lookout
records into NCIC for subjects of foreign-issued diffusions, it does not
because INTERPOL-member countries often do not update diffusion
information. While we recognize that some member countries do not ensure
that the information contained in its diffusions remains accurate and current,
the USNCB maintains a 24-hours per day, 7 days per week call center that
the USNCB directs domestic law enforcement agencies to contact before
taking any law enforcement action based upon INTERPOL information. The
call center verifies with the originating law enforcement agency that the
information is current, accurate, and reliable. With the existence of the call
center and given the risk inherent with allowing dangerous criminals to enter
or remain in the country, we believe that the USNCB should explore options
for including foreign diffusions in NCIC.

We also found that the USNCB has not pursued including in NCIC
important information contained in the INTERPOL Stolen and Lost Travel
Documents database (SLTD), such as lost or stolen passports. According to
the USNCB, INTERPOL rules do not allow for the downloading of SLTD data
into national databases because this would impede INTERPOL member
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countries’ ability to automatically update the data and receive automatically
generated notifications when their records are viewed. Notwithstanding this
requirement, we believe it is important that the USNCB develop an
acceptable method to provide domestic law enforcement agencies with
access to the information in the SLTD because inadmissible aliens may enter
the United States using a stolen or lost passport from a visa waiver
country.*®

In short, in our judgment the USNCB does not ensure that certain
critical information from INTERPOL is made available to frontline U.S.
screening agencies. By not entering important information into available
databases or sharing it with other law enforcement agencies, the United
States misses opportunities to capture foreign career criminals or prevent
them from entering the country.

Data Quality Deficiencies

To examine the USNCB’s sharing of INTERPOL information with
domestic law enforcement agencies, we judgmentally selected 216 foreign
and domestic notices and diffusions that were active between October 1,
2005, and May 29, 2008.%?° Our examination showed that the USNCB has
not implemented adequate controls or processes to ensure INTERPOL
information is being made available to U.S. agency systems in an accurate,
current, and timely manner. In addition, we found that the U.S. agency
systems likely contain out-of-date or incomplete data, include information in
which law enforcement agencies have no current interest, and may include
information that violates INTERPOL’s guidelines for handling information.
These guidelines establish record-purging requirements and take into
consideration member countries’ privacy laws to help ensure that data is not
improperly retained or utilized.

We found that the USNCB did not enter eligible foreign notices and
diffusions into U.S. databases, as required by USNCB guidelines. Specifically,
we examined the USNCB’s processing of 115 foreign-issued notices and
diffusions and found that 92 met the criteria for entry of a lookout into TECS.
However, we found that 21 of the 92 cases, or approximately 23 percent, did

1 The Visa Waiver Program was created to facilitate international travel and is a
substitute entry mechanism for non-immigrant, short-term business and tourism visas only;
it does not apply to students, temporary workers, and others who require visas to enter the
United States.

20 Our sample consisted of 42 domestic notices, 59 domestic diffusions, 62 foreign
notices, and 53 foreign diffusions. The complete methodology of our analysis can be found
in Appendix I.
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not have a lookout record entered in TECS. In addition, although 52 of the
115 cases met the criteria for entry into NCIC, our analysis revealed that
45 of the 52 cases, or approximately 87 percent, did not have a lookout
record entered in NCIC.

USNCB officials were unable to provide an explanation for the
21 records missing from TECS. However, for the 45 records missing from
NCIC, the officials said the USNCB was erroneously applying a restrictive set
of criteria for including the records in NCIC. They believed that the subject’s
height, weight, and hair color were required for entry, but the FBI does not
require the USNCB to enter these fields if either the subject’s photograph or
fingerprints are available.

We also assessed whether the USNCB entered records into these
systems in a timely manner. According to USNCB internal policies, if a
foreign notice or diffusion contains sufficient information and meets the
criteria for entry into TECS and NCIC, USNCB analysts are required to enter
a lookout record immediately upon receipt of the foreign communication.
We found that of 71 lookout records entered into TECS by the USNCB that
we reviewed, only 31 percent were entered within 1 day, while more than
40 percent were entered more than 30 days after initial receipt. USNCB
officials attributed these delays to an increasing workload, limited resources,
and the necessity of translating some INTERPOL documents into English.

Using our sample of 92 foreign-issued notices and diffusions that met
the criteria for entry in TECS or NCIC, we examined the corresponding
domestic system records to determine if the USNCB entered basic
information such as name, date of birth, gender, passport number and
country, warrant information, additional identification numbers, and physical
characteristics in the databases. We compared the information contained in
the foreign-issued notice or diffusion to data entered by the USNCB into
TECS, NCIC, or ENVOY. Out of 92 records we reviewed, we identified
53 inconsistencies in the information contained in the domestic system
records.?> When we discussed our findings with USNCB officials, they were
unable to provide an explanation for the inconsistencies. Additionally,
although USNCB internal case management policies require supervisory
review within 48 hours of entry, we found that most case files had no
evidence of any supervisory review.

21 Not all of the 92 records we reviewed contained inconsistencies. Some records
contained multiple inconsistencies.
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Inadequate Message Handling

During our discussions with USNCB officials regarding the deficiencies
in the USNCB’s handling of INTERPOL data, the officials attributed many of
the problems and delays to the need to translate documents, increasing
workload, and limited personnel and financial resources. However, during
our review of the USNCB’s procedures, we noted that many of the problems
were attributable to the USNCB’s manual data entry processes, which were
overly labor-intensive, time-consuming, and prone to errors, transpositions,
and omissions.

The notices and diffusions that the USNCB receives from INTERPOL
and other member countries generally consist of electronic messages with
attached documents. To share this information electronically with domestic
law enforcement agencies, USNCB analysts manually copy or enter the data
from the message or document — field-by-field — and paste it in the
appropriate databases. Conversely, when sending a notice or diffusion to
INTERPOL or other member countries, the USNCB must first extract the
electronic data from its databases and then convert the information into an
electronic message or document.

When we discussed this issue with INTERPOL officials in Lyon, France,
they acknowledged that this manual process was inefficient. INTERPOL
officials indicated that they had experienced problems similar to those at the
USNCB, including issues related to notice and diffusion translation, workload,
and limited resources. INTERPOL officials also told us that to address these
issues, they had developed an international standard for the transmission of
law enforcement information and implemented a new software messaging
application that will completely automate the notice and diffusion process.
Officials said this new system, called I-Link, should eliminate the manual
entry and manipulation of data by both INTERPOL and USNCB analysts.

During our audit, I-Link was launched on January 19, 2009, and
underwent a 2-month trial during which the USNCB tested the red notice
form application. Although a few of the NCBs are using I-Link, the USNCB
stated that as of May 2009 most of the NCBs were still testing the I-Link
system.

However, during the testing period the USNCB found that the program
was not easy to use and it identified several legal issues related to the
wording of the notices. In addition, the USNCB identified significant
problems with data integrity and accuracy. The USNCB stated that it has
reported these issues to the INTERPOL I-Link project manager. The USNCB
continues to attend the I-Link advisory group meetings and is working with
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INTERPOL to attempt to resolve the issues. However, the USNCB did not
provide an estimated date that it would fully implement the I-Link system.

Deficient Internal Case Management System

ENVOY is the computer database that the USNCB uses to maintain and
organize all documentation — including notices and diffusions — related to
assistance or information requests from international law enforcement
agencies. ENVOY is intended to provide the USNCB with records
management, workflow management, automated workflow processes, and
records search and reporting capabilities. However, according to the USNCB
Chief Information Officer (Cl10O), the USNCB experienced significant
operational issues with the initial version of ENVOY, including system
instability, a lack of software documentation, and limited reporting
capability.?> Although some of its issues have been resolved, ENVOY still
lacks reporting capability, and the USNCB has significant problems tracking
basic workload statistics, including the number of active notices and
diffusions. The USNCB CIO also stated that because of a lack of funding, the
USNCB has adopted a phased approach and has made incremental
improvements to ENVOY.

During our review of ENVOY, we found three areas needing attention:

e Record Retention and Disposal. USNCB policy requires that
records be retained on-site for 2 years after a case closing. After
2 years, the records are to be archived and stored at an off-site
facility. If there is no case activity within 5 years after transfer to an
off-site facility, the documents can be destroyed. However, we found
that records not transferred off-site after 2 years and boxes of paper
case files were still being held at the USNCB. Additionally, the USNCB
Compliance Officer told us that none of the electronic case files in
ENVOY have ever been archived. Because the USNCB does not archive
or restrict access to outdated information in its case management
system, it has not ensured that the obsolete data is not accessed by
USNCB analysts and agents. Therefore, personal data on individuals
for whom there is no active law enforcement investigative interest may
still be accessed, contrary to INTERPOL policies.

¢ Management Reporting and Statistics. The USNCB needs a case
management system that can compile basic workload statistics, such
as the number of cases opened for notices and diffusions. However,

?2 ENVOY was initially implemented in 1999 to replace the USNCB’s previous case
management system, the INTERPOL Case Tracking System.
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ENVOY cannot track the number of notices and diffusions opened or
the time elapsed between key events in its case processing, such as
when the USNCB receives a notice or diffusion, when the case is
opened, and when lookout records are entered in U.S. agency
databases. This deficiency hampers the USNCB’s ability to accurately
measure its performance, determine resource needs, and set
benchmarks for improvement. The USNCB CIO said there is no way to
track this information because ENVOY has limited reporting
capabilities. As a result, the USNCB has developed workaround
processes to generate and compile its management statistics.
However, we found that these ad-hoc processes are often inaccurate
and unreliable.

e Audit Trails and Standardized Correspondence. During our
review of ENVOY, we noted that the system does not maintain
information on historical transactions within the database. As a result,
the USNCB is unable to determine what actions were performed by
which analyst or supervisor. Without knowing who created or modified
a record, there is no way to go back and determine why a particular
action was taken (or not taken) or a modification was made to a
record. Additionally, the USNCB would be unable to identify an
individual who made repeated mistakes and provide them training.
The USNCB has designed standardized templates for its analysts to
use when preparing routine correspondence and the electronic process
saves a copy of the correspondence to the case file. However, several
analysts stated that they do not use the electronic processes and have
developed their own templates for routine correspondence. As a
result, the diffusions generated by some of the USNCB analysts may
not contain the information necessary to conduct an investigation, as
well as not comply with statutes of the INTERPOL Constitution, U.S.
laws, and the provisions of the Freedom of Information and Privacy
Acts. We also noted that the electronic process frequently created
multiple copies of the same USNCB-prepared correspondence, all of
which were saved in the case file. Saving multiple copies of the same
or similar documents to the case file can result in delayed
investigations while analysts attempt to determine which version of
the document contains the most accurate and current information.
Further, the process also overstates the number of diffusions
generated and therefore overstates the USNCB’s reporting of the total
number of diffusions processed in a given period.

Although the USNCB hoped to deploy a new case management system
by December 2008, the CIO informed us that as of January 2009 the new
case management system had been delayed because of other information
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technology priorities. In April 2009 the USNCB stated that it had resolved
several technical difficulties that were encountered during development, and
after hiring an additional developer to help expedite the delivery schedule,
officials said they anticipate that the upgrade will be completed by mid to
late August 2009.

New Quality Assurance Program

In February 2008 the USNCB implemented a new quality assurance
program that we believe is an important first step to enhancing the accuracy
of its information. The new program requires a more thorough review of
cases and more documentation of the reviews completed. It also requires
more involvement in the review process by division supervisors and assistant
directors. The inaccuracies that we identified in the USNCB'’s case files
underscore the need for these additional reviews to ensure that the
information provided by the USNCB is reliable.

Department’s Lack of Support and Oversight

The May 2003 MOU, which gave DOJ and DHS joint responsibility for
managing the USNCB, also established an Executive Committee for
overseeing the USNCB consisting of the Deputy Attorney General, Deputy
Secretary of DHS, and the USNCB Director. The Executive Committee was
to meet semi-annually and make all USNCB policy and personnel decisions,
except those delegated to the Director.

However, according to an Office of the Deputy Attorney General
(ODAG) official responsible for USNCB matters, the Executive Committee has
not met for at least 5 years. As a result, we believe that the USNCB has not
received sufficient guidance and oversight to ensure that it effectively
discharges it responsibilities. We identified four areas that we believe need
DOJ and DHS oversight.

Leadership

The USNCB is co-managed by DOJ and the DHS through a Director and
Deputy Director who are rotated between the departments every 3 years.
This current rotational structure creates problems in compensation and
career advancement for USNCB leadership. Under the present format, the
Director is a term appointment at the Senior Executive Service (SES) level,
while the Deputy Director must be “SES-eligible.” As a result, the Deputy
Director must spend at least 3 years at the top of the General Schedule
(GS-15) level before being considered for the Director appointment at the
SES level. This causes the individuals to spend 6 years at two different
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grades and salaries, only to revert back to the lower GS-15 level at the
completion of their service at the USNCB. In addition, we were told that this
disparity in rank between the USNCB Director and executives at other
federal law enforcement agencies may cause executives in other agencies to
perceive that the USNCB is less important than an agency headed by a
career SES employee. The structure may also affect those candidates who
apply for the position. For example, the FBI official who was a
representative to the INTERPOL Executive Committee said the leadership
structure of the USNCB makes FBI employees reluctant to apply for the
Director’s position.

Strategic Planning and Alignment with DOJ Priorities

The USNCB has a strategic plan that covers fiscal years (FY) 2005
through 2010. However, although we found that the USNCB strategic plan
includes some of the essential components of a standard strategic plan, such
as strategic objectives, the plan lacks a comprehensive vision or a strategic
direction for the USNCB.

In addition, the USNCB’s current strategic plan does not clearly link to
DOJ’s overall strategic priorities. The USNCB’s present functions most
closely align with DOJ’s Strategic Goal 1l to “prevent crime, enforce the
federal laws, and represent the rights and interests of the American people.”
However, because transnational crime has been linked increasingly with
terrorism and INTERPOL has expanded its role in sharing terrorism-related
information, we believe the USNCB strategic plan should also address the
relevant aspects of DOJ’s Strategic Goal | to “prevent terrorism and promote
the nation’s security.”

We believe the USNCB needs a comprehensive vision or a strategic
direction that takes into account an expanding mission in sharing
transnational criminal information and the increased importance of sharing
terrorism-related information, as well as changes in technology and the
global uses of information.

Senior USNCB officials agreed with the need for a more comprehensive
strategic plan, but stated that they lack sufficient resources to develop it.
However, we believe a formal strategic plan that addresses organizational
and resource planning, management, and performance measurement is an
important step that the USNCB should pursue.
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Information Technology

The USNCB has struggled to adequately plan for information
technology (IT) development. According to a 2004 Justice Management
Division report, the USNCB’s budget requests for FYs 2000 through 2004
failed to “make the case for how its IT enhancement request supported its
own or DOJ’s program goals.”??

We believe that the USNCB needs to anticipate its future IT needs by
developing a formal, written requirements documents that addresses current
and future IT needs.

Funding and Staffing

In FY 2009, the USNCB’s overall budget was approximately
$24.5 million, of which $8.2 million went to pay the United States’
membership dues to INTERPOL. However, we found that several factors
have impacted the USNCB’s operational budget and the USNCB'’s ability to
perform critical functions.

Specifically, as a result of a change in the formula used by INTERPOL
to calculate each member country’s dues, the U.S. commitment for
INTERPOL dues (as a percentage of its overall budget) increased from
$1.7 million in FY 2001 to $8.2 million in FY 2009.?* In addition, INTERPOL
requires that member countries pay their dues in euros. Since 2002, the
dollar has generally declined in value relative to the euro, resulting in an
effective increase in the United States’ contribution to INTERPOL. As a result
of the INTERPOL dues increases, the conversion from dollars to euros, and
the decline in value between the dollar and euro, the USNCB’s budget for
operations, as a percentage of its total budget, has declined from 77 percent
in FY 2001 to 67 percent in FY 2009.

The decline in its operational budget has resulted in the USNCB
becoming more dependent on staff with specialized skills detailed from
participating domestic agencies to assist with USNCB operations. However,

%3 U.S. Department of Justice, Justice Management Division, Management Review of
INTERPOL — USNCB August 2004 — Draft, (2004) 12. Although labeled as a draft report,
according to an official at the Justice Management Division, this is the final report.

24 INTERPOL’s operations are primarily financed by member-country annual
statutory contributions. To assess each member country’s dues contribution, INTERPOL
uses a formula based on each country’s economic well being. This formula was
renegotiated in the late 1990s and incorporated a gradual increase in the percentage share
paid by the wealthiest nations. The U.S. share of the annual INTERPOL budget increased
from 5 percent in FY 2002 to 13.26 percent in FY 2006.
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we found that the participating agencies do not provide detailees on a
consistent basis and that number of staff and length of assignment vary
widely. In addition, according to the USNCB Director, these agencies have not
entered into agreements with the USNCB regarding staffing commitments. As
a result, the USNCB is unable to ensure that it has a sufficient number of
skilled staff to accomplish its mission. The USNCB Director said he believes
that these federal agencies are reluctant to sign agreements because they are
also facing budgetary restrictions and want to retain the flexibility to recall
staff back to their agencies as needed. USNCB officials told us that they are
working to establish formal agreements with federal law enforcement agencies
regarding staff commitments and length of assignments.

Conclusion and Recommendations

We found weaknesses in how the USNCB shares INTERPOL information
with U.S. law enforcement agencies, and we determined that the USNCB has
not implemented procedures to ensure that the INTERPOL information it
makes available to domestic law enforcement agencies is current, accurate,
and timely. In addition, we identified a lack of participation in INTERPOL
from some U.S. federal law enforcement agencies.

We also identified significant operational deficiencies in the USNCB’s
internal case management system, ENVOY, including problems with record
retention and disposal, management reporting and statistics, and
maintaining audit trails.

In addition, senior DOJ and DHS officials have not provided sufficient
guidance and support to the USNCB. This has led to a lack of vision for the
USNCB'’s role and mission. We believe that the USNCB needs such oversight
and guidance to develop comprehensive strategic and IT plans.

Our audit work and findings resulted in 4 recommendations to the
Department and 23 recommendations to the USNCB to assist the USNCB in
improving its planning and operations, and to maximize the sharing of
INTERPOL information among U.S. law enforcement agencies.
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INTRODUCTION

The International Criminal Police Organization (INTERPOL) is a
worldwide network that facilitates the exchange of information to assist law
enforcement agencies to detect and deter international crime and
terrorism.?®> As of May 2009, 187 countries participated in INTERPOL.

Overview of INTERPOL

Established in 1923 and currently located in Lyon, France, INTERPOL is
an international police organization that seeks to facilitate cross-border
police cooperation and support and to assist all organizations whose mission
iIs to prevent or combat international crime. INTERPOL provides secure
global police communication services, operational police support services,
and police training and development.

INTERPOL is funded primarily by member country annual statutory
contributions. To assess each member countries’ dues contribution,
INTERPOL uses a formula based on the countries’ economic well being. This
formula was renegotiated in the late 1990s and incorporated a gradual
increase in the percentage share paid by the wealthiest nations. The United
States’ share of the annual INTERPOL budget increased from 5 percent to
13.26 percent over 4 years, reaching the full negotiated dues contribution
rate of 13.26 percent in Fiscal Year (FY) 2006. In 2009 INTERPOL'’s total
statutory budget was approximately $64.1 million and the United States’
contribution to INTERPOL was $8.2 million.

In FY 2008, INTERPOL had a staff of 588, representing 84 countries.
In addition to 398 contract employees, INTERPOL also had 190 seconded
staff from member countries.?® As of May 2009, the United States had
seven individuals detailed to the INTERPOL General Secretariat.

INTERPOL is governed by its General Assembly, which consists of
delegates appointed by member countries. The General Assembly meets

%> Article 3 of the INTERPOL constitution prohibits member countries from
intervening in or investigating matters considered to be racial, military, political, or religious
in nature. Until 1984, INTERPOL interpreted this article as excluding most acts of terrorism
from its jurisdiction. At its 1984 general assembly meeting, the INTERPOL membership
categorized international terrorist acts as law enforcement matters not covered by Article 3.
This allowed INTERPOL member countries to exchange information and provide assistance
to combat terrorism.

%6 Seconded staff are individuals who are temporarily assigned to INTERPOL by their
national administrations and compensated by their national administrations or by
INTERPOL.



once a year to make all major decisions affecting general policy.?” The
Executive Committee oversees the execution of the decisions of the General
Assembly, as well as the work of the Secretary General.?® The Secretary
General is responsible for overseeing INTERPOL’s day-to-day work of
international police cooperation.?® INTERPOL has seven sub-regional
bureaus, which are located in Abidjan, Cote d'lvoire (West Africa); Buenos
Aires, Argentina (South America); Harare, Zimbabwe (Southern Africa);
Nairobi, Kenya (East Africa); San Salvador, El Salvador (Central America);
and Yaoundé, Cameroon. In addition, there are liaison offices in Bangkok,
Thailand, the World Health Organization, Europol, and the United Nations in
New York.*°

Each member country of INTERPOL establishes a National Central
Bureau (NCB) to serve as its liaison between the member country’s law
enforcement agencies and INTERPOL. NCB’s transmit, respond to, and
execute requests for information and assistance in criminal investigations
and police matters to and from other countries’ NCBs via the INTERPOL
communications network. “Advisers” are experts in a purely advisory
capacity, who may be appointed by the Executive Committee and confirmed
by the General Assembly. An overview of INTERPOL’s organizational
structure is found in Exhibit 1-1.

2" Each country has one vote.

8 The INTERPOL Executive Committee has 13 members elected by the General
Assembly. Currently, a senior Federal Bureau of Investigation (FBI) official — although
retired from the FBI — serves as the representative to the Executive Committee for the
Americas. This position expires in October 2009, and elections to fill this position will be
held by INTERPOL at the next meeting of the General Assembly.

?® The Secretary General is nominated by the Executive Committee, approved by
the General Assembly, and serves a 5-year term. Ronald K. Noble, the current Secretary
General, was initially elected in 2000 and currently is serving a second term. Secretary
Noble is a national of the United States and served as a former Undersecretary for
Enforcement with the U.S. Department of Treasury.

39 The World Health Organization is the directing and coordinating authority for
health matters within the United Nations system. The European Police Office (Europol) was
set up to help the law enforcement services of the European Union (EU) combat serious
organized crime that affects two or more EU countries.
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EXHIBIT 1-1
INTERPOL Organizational Structure
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United States National Central Bureau of INTERPOL

The United States National Central Bureau (USNCB) is the entity
through which the United States functions as a member of INTERPOL.
Located in Washington, D.C., the USNCB is co-managed by DOJ and the
Department of Homeland Security (DHS).** The USNCB’s mission is to
facilitate international law enforcement cooperation by acting as the U.S.
representative to INTERPOL. The USNCB receives and disseminates law
enforcement-related information between other INTERPOL NCBs and U.S.
law enforcement agencies, responds to requests for information or
assistance by law enforcement agencies and other entities that coordinate
with INTERPOL, and coordinates information for investigations of an
international nature.

The responsibility for management of the USNCB has varied since the
USNCB became operational in 1968. It initially was placed under the
direction of the Department of the Treasury (Treasury). In 1977, the
Department of Justice (DOJ) and Treasury signed a Memorandum of
Understanding (MOU) that established joint DOJ and Treasury management
of the USNCB. In 1981, an amendment to the MOU placed the USNCB
within DOJ, reporting to the Deputy Attorney General, but still under the co-

31 In 1938, Congress designated the FBI as the official U.S. representative to
INTERPOL. During World War 11, INTERPOL’s activities were disrupted. The United States
rejoined the organization and became an official member in 1947. The USNCB was created
in 1968 under the direction of the U.S. Department of the Treasury (Treasury). In 1977,
Treasury and the U.S. Department of Justice (DOJ) signed a Memorandum of Understanding
(MOU) to establish joint management of the USNCB. A subsequent amendment to the MOU
signed in 1981 placed the USNCB within DOJ, reporting to the Deputy Attorney General,
under the co-management of Treasury and DOJ. Following the creation of DHS, DOJ and
DHS signed an MOU in May 2003 that established the USNCB as a separate component of
DOJ under the supervision of the Deputy Attorney General. DOJ is responsible for the
administrative costs of operating the USNCB.
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management of Treasury and DOJ. A May 2003 MOU transferred
responsibility for the management of the USNCB to DOJ and the Department
of Homeland Security (DHS).3?

Budget and Staffing

The USNCB’s FY 2009 budget is approximately $24.5 million.
Approximately one third of the USNCB’s total budget goes to pay INTERPOL
dues. For 2009, the U.S. commitment for INTERPOL dues was almost
$8.2 million.

The USNCB has an authorized staffing level of 65 permanent, full-time
equivalent positions. The USNCB is also heavily dependent upon staff
detailed from participating agencies. The detailees serve as their home
agencies’ liaisons and provide valuable agency-specific expertise. As of
December 2008, the USNCB staff was supplemented by 24 detailed
employees from other federal agencies, including DOJ’s United States
Marshals Service (USMS) and DHS’s Immigration and Customs Enforcement
(ICE), as well as one local agency.>*

Organizational Structure

The USNCB is co-managed by DOJ and DHS, with two senior
management positions — the Director and Deputy Director — rotating
between DOJ and DHS every 3 years.** As a result, the USNCB Director
must be from a different department than his or her predecessor and the
Deputy Director. For example, if the Director is from a DOJ agency, then the
Deputy Director must be from a DHS agency.

As shown in Exhibit 1-2, the USNCB is divided into five operational
divisions and a command center, which are responsible for handling
domestic and foreign requests for assistance. These requests generally
involve the location and arrest of known fugitives and criminals, criminal
record checks on subjects of interest to law enforcement and applicants for
various types of licenses and employment that involve a public security or

%2 DOJ is responsible for the administrative costs of operating the USNCB, with the
exception of costs associated with detailed employees and their travel.

33 As of December 2008, the White Plains, New York, Police Department had one
person detailed to the USNCB. It was the only non-federal agency with a USNCB detailee.

34 The Director and Deputy Director serve a term of at least 2 years, but not more
than 3 years. The current Director is a Supervisory Special Agent with DHS’s
U.S. Immigration and Customs Enforcement, and the Deputy Director is a Chief Inspector
with DOJ’s U.S. Marshals Service.



safety nexus, as well as requests to obtain evidence or conduct interviews
for judicial and law enforcement purposes.

EXHIBIT 1-2
USNCB Organizational Structure

Director
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Source: USNCB

The Economic Crimes, Alien/Fugitive, Terrorism and Violent Crimes,
and Drug divisions focus on specific crime areas and are staffed primarily by
USNCB analysts and law enforcement agents with subject matter expertise
temporarily detailed to the USNCB from DOJ, DHS, and other federal, state,
and local agencies.

The State and Local Liaison Division performs coordination and
outreach to state and local law enforcement agencies and oversees the
INTERPOL State and Local Police Liaison Program, which consists of an
INTERPOL liaison office in each state, U.S. territory, and an increasing
number of major cities in the United States.®® The Division conducts training
for U.S. state and local officials on international investigative assistance and
new developments in international law enforcement.

The USNCB’s INTERPOL Operations and Command Center (I10CC)
coordinates the receipt and dissemination of correspondence from foreign
NCBs, the INTERPOL General Secretariat, and domestic law enforcement
agencies. The IOCC operates 24 hours a day, 7 days a week.

35 See Appendix V for a complete list of the USNCB state and local liaison offices.
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International Criminal Information Data Flow and Data Uses

INTERPOL has developed a secure, Internet-based, virtual private
network known as 1-24/7 that serves as the conduit for INTERPOL-related
communications. Through 1-24/7, INTERPOL provides its 187 member
countries with direct access to a wide range of criminal information
contained in a variety of databases managed by INTERPOL. The information
in the databases comes from queries, messages, intelligence, and
submissions from law enforcement officials in member countries. Member
countries also use 1-24/7 to request assistance with locating wanted,
missing, or lost individuals.

As shown in Exhibit 1-3, INTERPOL’s data flow is a two-way process.
Data flows from domestic law enforcement agencies to international partners
and from international partners to domestic law enforcement agencies.

EXHIBIT 1-3
Overview of the INTERPOL Data Flow Process

u.s.

Law
Enforcement

Agencies

Federal Foreign Law
Enforcement

) u.s. Other Agencies

National National

( \ Central ~ INTENFeLL Central

Bureau Bureaus

Source: OIG depiction of information obtained from the USNCB

According to INTERPOL, member countries use INTERPOL’s databases
to share international criminal- and terrorism-related information for use in
investigations and to request assistance in locating fugitives, witnesses, and
missing or lost persons, including parental abduction cases and missing
children. In addition, member countries use INTERPOL databases to collect
additional information about a person’s identity or activities in relation to a
crime or to provide information on career criminals who have committed, or
are likely to commit, offenses in several countries, such as child molesters.
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Finally, the databases assist member countries to identify dead bodies, and
recover lost and stolen property, such as vehicles and art.

Exhibit 1-4 contains summary descriptions for each of the INTERPOL
databases.



EXHIBIT 1-4
INTERPOL Databases as of February 2009

Database Description
Information about known international criminals, missing
Nominal data persons, and unidentified bodies; includes criminal history,

photographs, and fingerprints.

INTERPOL uses a system of notices to alert police to fugitives,
Notices suspected terrorists, dangerous criminals, missing persons or
weapons threats.
The SLTD database contains information on more than
16.7 million travel documents reported lost or stolen by
145 countries and is used to determine the validity of a suspect

Stolen and Lost
Travel Documents

(SLTD) travel document.
Stolen Motor This system contains identification details on approximately
Vehicles 4.7 million vehicles reported stolen around the world.

This system contains 83,000 DNA profiles from 48 countries,
that can be used to make person-to-person, person-to-scene,
or scene-to-scene matches with no previous connections, or

DNA Profiles help identify missing persons and unidentified bodies. To
preserve privacy, the records do not contain nominal
information such as names, and member countries control their
own data.

INTERPOL’s automated fingerprint identification database

AR contains 86,000 fingerprints and 1,800 crime scene marks.

This database includes information on more than 33,000 pieces

Stolen Works of Art of artwork and cultural heritage reported stolen worldwide.

INTERPOL Child
Abuse Image
Database (ICAID)

The ICAID system contains more than 550,000 child abuse
images submitted by member countries. ¢

Created in September 2002, this database contains information
Fusion Task Force about over 13,000 known or suspected terrorists from
120 countries. Approximately 120 countries contribute.

Stolen This database contains information on almost 190,000 official
Administrative documents that identify objects, such as vehicle registration
Documents documents and clearance certificates for import or export.

Implemented in 2000, this database contains images of
Counterfeit Payment counterfeit payment cards and corresponding data. Seized
Cards cards are categorized and form a standard reference library
against which suspect cards can be checked.

Source: INTERPOL

3¢ The INTERPOL Child Abuse Image Database information is strictly controlled by
INTERPOL and may only be accessed by law enforcement personnel once permission is
granted by INTERPOL.



Overview of Notices and Diffusions3’

INTERPOL utilizes a system of color-coded international notices and
diffusions to share critical crime-related information with the 187 member
countries.®® Generally, notices and diffusions provide information on
individuals wanted for serious crimes, missing persons, unidentified bodies,
possible threats, and criminals’ modus operandi.®® As of February 2009,
INTERPOL had nearly 25,000 active notices, of which most were red. The
color signifies the purpose of the notice, as noted below.

Red Notice — These messages provide information about and request
searches for the location and arrest of subjects for whom an arrest warrant
has been issued and where extradition will be requested. For example, the
United States may issue a Red Notice if a case meets all of the following
criteria: (1) a crime has been committed; (2) an arrest warrant has been
issued; (3) there is reason to believe the subject has fled the United States;
and (4) the responsible prosecutor having jurisdiction in the matter confirms
that extradition will be sought.

Blue Notice — These messages seek to obtain information about,
locate, or identify a person of interest in a criminal investigation.

Green Notice — These messages provide warnings about criminals who
have committed, or are likely to commit, offenses in several countries, such
as habitual offenders, child molesters, and pornographers.*°

37 At the meeting of the INTERPOL General Assembly in October 2008, the member
countries adopted a new framework for the issuance of notices, including revised criteria for
the issuance of a Green, Orange, and Purple Notices. (A Purple Notice provides information
on methods, objects, and hiding places used by criminals.). See Appendix VII for the new
definitions and criteria.

38 A diffusion is a message sent by a member country to one or more member
countries without the formal review conducted by INTERPOL. Frequently, the diffusion
message is sent to immediately disseminate information pending submission and approval
of the more formal notice. A diffusion message contains information similar to a notice, but
member countries also use diffusions to request assistance. After 1 year, one of three
actions must occur on all diffusions: (1) a notice must be issued for the subject; (2) a
message must be sent to INTERPOL confirming the wanted status of the subject; or (3) the
diffusion must be cancelled.

3% Notices are published in all of the organization’s working languages: Arabic,
English, French, and Spanish.

49 According to the USNCB General Counsel, prior to the adoption of the new criteria

in October 2008 many of the member countries were reluctant to issue Green Notices
because of confusion over the requirements for issuance and privacy concerns.
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Yellow Notice — These messages provide information to help locate
missing persons, especially minors, or to help identify persons who are not
able to identify themselves.

Black Notice — These messages provide information about unidentified
bodies or deceased persons and request assistance in obtaining the correct
identification.

Orange Notice — These messages provide information and warn police,
public entities, and other international organizations of dangerous materials,
criminal acts, or events that pose a potential threat to public safety.

INTERPOL-United Nations (U.N.) Security Council Special Notice —
These notices are issued by INTERPOL on behalf of the United Nations
Security Council to alert police of groups and individuals who are the targets
of U.N. sanctions against Al Qaeda and the Taliban.

The INTERPOL General Secretariat, NCBs, and international
organizations and entities with which INTERPOL have special agreements
can apply for the issuance of a notice.** For example, when U.S. officials
suspect that a fugitive has fled the country, they may request that a Red
Notice regarding the fugitive be issued internationally to all NCBs.

These notices contain two basic types of information — identity and
judicial. Information pertaining to an individual’s identity can include name,
date of birth, physical description, photograph, fingerprints, occupation,
languages spoken, and identity document numbers. Judicial information can
include the offense with which the person is charged, references to the laws
under which the charge is made or conviction was obtained, the maximum
penalty that has been or can be imposed and, in the case of the Red Notice,
references to the arrest warrant or sentence imposed by a court and details
about the conditions under which the requesting country will request
extradition from other countries.

As shown in Exhibit 1-5, the notice process generally begins with a
request from a domestic or foreign law enforcement agency. The request is
forwarded to the source law enforcement agency’s NCB for review and
submission to the INTERPOL General Secretariat in Lyon, France, for
additional review and approval.

4l The General Secretariat is the entity that performs INTERPOL’s administrative and
operational functions. The Secretary General is the individual who directs the staff,
administers the budget, and organizes and directs the permanent departments.

-10 -



According to INTERPOL, all applications for notices should be reviewed
by the originating member country for accuracy, completeness, legal
sufficiency, and compliance with INTERPOL regulations. However, this
review is especially important for applications for a Red Notice. All Red
Notice applications also receive a quality assurance review by INTERPOL
staff members to ensure that the Red Notice application is not based on a
prohibited matter, including acts of a racial, military, political, or religious
nature. According to the USNCB General Counsel, this review is essential
because for approximately one-third of the member countries a Red Notice
serves as a provisional arrest warrant.*?

Following the review by INTERPOL, the notices are distributed to the
member country NCBs.*® Upon receipt of the notices, each member country
NCB can distribute the information to its law enforcement officers.

42 The United States does not recognize the Red Notice as an official arrest warrant.
If the subject of another member country’s Red Notice is located in the United States,
federal officials will notify the member country of the individual’s possible location. Once
the foreign country provides sufficient documentation, a provisional arrest warrant is issued,
the subject of the Red Notice is detained, and extradition through diplomatic channels is

arranged.

43 Each member country may restrict another member country’s access to its
information.
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EXHIBIT 1-5
Overview of the INTERPOL Notice Process

Source Law
Enforcement
Agency

Foreign and

National Central INTERPOL National Central BEMEEHE
Bureau CEmeErE] Bureaus Y
Secretariat Enforcement
Officers

Source: OIG depiction of information obtained from the USNCB

request that notices be removed for a variety of reasons, including location
of the missing person, apprehension of a fugitive, identification of a body, or
if a fugitive is no longer wanted. Member countries regularly receive
notifications from INTERPOL that list the cancelled notices. Similarly, as
additional information is obtained that enhances or modifies the notice,
INTERPOL issues an addendum.

As shown in Exhibit 1-6, the United States accounts for 20 percent of
all active INTERPOL notices.

44 INTERPOL policies require that each notice be reviewed every 5 years to ensure
that the notice is still accurate and, in the case of the Red Notice, that the warrant is valid

and extradition will be pursued.
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EXHIBIT 1-6
Active INTERPOL Notices
(as of February 28, 2009)

Attributable
to the United

United States
Type INTERPOL States (by type)
Red — Wanted Persons 15,836 1,798 11%
Blue — Trace/locate 2,074 167 8%
Green — Career Criminals 3,389 2,524 74%
Yellow — Missing Persons 2,127 299 14%
Black — Unidentified Bodies 861 38 4%
Orange — Warning 48 8 17%
U.N. Special 333 — --
Total 24,668 4,834 20%0

Source: INTERPOL and the USNCB
Prior Reviews

DOJ and the Government Accountability Office (GAO) previously
reviewed various programs that relate to USNCB and INTERPOL
operations.*® In July 2006, the GAO issued a report on the border security
and Visa Waiver Program.*® The report identified INTERPOL’s Stolen and
Lost Travel Documents (SLTD) database as a means through which DHS was
attempting to mitigate the risks of the Visa Waiver Program.*’ The GAO
recommended that the DHS Secretary, along with appropriate agencies,
require all visa waiver countries to provide the United States and INTERPOL
with non-biographical data from lost, stolen, or blank passports. The GAO
also recommended that DHS develop a plan to make INTERPOL'’s lost or
stolen travel document database automatically accessible to border
personnel at U.S. ports of entry.

4> The USNCB was the subject of several reviews conducted by DOJ and the GAO in
1986, 1987, and 1993. However, given the length of time since these reviews were
performed and the significant changes in the environment and technology over the last
two decades, we considered these reviews only for historical content.

46 U.S. Government Accountability Office, Border Security Stronger Actions Needed
to Assess and Mitigate Risks of the Visa Waiver Program, GAO-06-854 (July 2006).

4" The Visa Waiver Program was created to facilitate international travel and is a
substitute entry mechanism for non-immigrant, short-term, business, and tourism visas
only; it does not apply to students, temporary workers, and others who require visas to
enter the United States.
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In August 2004, DOJ’s Justice Management Division (JMD) conducted a
review of the USNCB’s organizational structure, role, and mission to identify
potential management and operational improvements.*® JMD recommended
changes to the USNCB’s organizational structure and procedures to improve
its administrative capability, strengthen career advancement for its
employees, maximize detailee value to the USNCB by instituting minimum
tours of duty, and improve its maintenance of case files. Further, JMD
recommended moving funds for INTERPOL dues into an account separate
from operational funds. According to the USNCB Director, while the USNCB
began implementing changes as a result of the JMD review, several of the
matters raised by JMD, such as case management and the budgeting for
INTERPOL dues, have not been fully addressed. We discuss these issues in
our report.

OI1G Audit Approach

The objectives of this audit were to: (1) evaluate the USNCB’s efforts
to ensure the sharing of INTERPOL information among federal, state, local,
and tribal law enforcement agencies; (2) review the USNCB'’s processes for
the exchange of INTERPOL information to ensure that requests for
assistance and information were handled in an appropriate, efficient, and
timely manner; (3) review the USNCB’s controls over INTERPOL case
information; and (4) examine the USNCB’s organizational role and strategic
priorities to ensure that they are in line with DOJ priorities.

To accomplish these objectives, we conducted more than 60 interviews
of USNCB officials and participating agency representatives, including the
Director, Deputy Director, and Assistant Directors of the USNCB. We also
attended a training session presented by the USNCB for state, local, and
tribal liaisons to understand its working relationships, the assistance it
provides, and its communication with local offices. In addition, we
interviewed officials in the Office of the Deputy Attorney General, Federal
Bureau of Investigation (FBI), and Drug Enforcement Administration (DEA).
We also interviewed the INTERPOL Secretary General, officials at the
INTERPOL General Secretariat in Lyon, France, and law enforcement officials
from the Bundeskriminalamt (BKA) located in Wiesbaden, Germany.*°

48 U.S. Department of Justice, Justice Management Division, Management Review of
INTERPOL — USNCB August 2004 — Draft, (2004). Although labeled as a draft report,
according to an official at the Justice Management Division, this is the final report.

49 The BKA is the German national police force. Among its other duties, it functions
as the National Central Bureau for Germany.

-14 -



Findings | through IV present an overview of our audit results. In
Finding I, we attempted to evaluate the level of cooperation and
participation between the USNCB and its partner agencies. We also checked
whether information about high-profile U.S. fugitive criminals and terrorists
had been shared with foreign counterparts through the red notice system.
In addition, we distributed a questionnaire to all 66 state and local USNCB
liaison offices to assess the level of cooperation and satisfaction among the
USNCB partners.

Finding Il focuses on the USNCB'’s efforts and ability to accurately
integrate and maintain data from a variety of countries. In addition, we
reviewed the USNCB’s efforts to ensure that domestic law enforcement
agencies have access to INTERPOL databases. We also reviewed the
USNCB'’s efforts to ensure INTERPOL information is being made available to
U.S. agencies an