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importance of telecommunications and digital communications in the economy and 
society.”6 

Section 203(b): Authority to Share Criminal Investigative Information (Electronic, 
Wire, and Oral Interception Information) 

Text of Section 203(b): 

(b) AUTHORITY TO SHARE ELECTRONIC, WIRE, AND ORAL INTERCEPTION 
INFORMATION-  

(1) LAW ENFORCEMENT- Section 2517 of title 18, United States Code, is amended by 
inserting at the end the following: 

“(6) Any investigative or law enforcement officer, or attorney for the 
Government, who by any means authorized by this chapter, has obtained 
knowledge of the contents of any wire, oral, or electronic communication, or 
evidence derived therefrom, may disclose such contents to any other Federal law 
enforcement, intelligence, protective, immigration, national defense, or national 
security official to the extent that such contents include foreign intelligence or 
counterintelligence (as defined in section 3 of the National Security Act of 1947 
(50 U.S.C. 401a)), or foreign intelligence information (as defined in subsection 
(19) of section 2510 of this title), to assist the official who is to receive that 
information in the performance of his official duties. Any Federal official who 
receives information pursuant to this provision may use that information only as 
necessary in the conduct of that person's official duties subject to any limitations 
on the unauthorized disclosure of such information.”.  

(2) DEFINITION- Section 2510 of title 18, United States Code, is amended by-

(A) in paragraph (17), by striking “and” after the semicolon; 

(B) in paragraph (18), by striking the period and inserting “; and”; and  

(C) by inserting at the end the following:  

“(19) ‘foreign intelligence information’ means-

‘(A) information, whether or not concerning a United States 
person, that relates to the ability of the United States to protect 
against-

‘(i) actual or potential attack or other grave hostile 
acts of a foreign power or an agent of a foreign 
power; 

‘(ii) sabotage or international terrorism by a foreign 
power or an agent of a foreign power; or  

6 See Jon Garon, “The Electronic Jungle: The Application of Intellectual Property Law to Distance 
Education,” 4 Vand. J. Ent. L. & Prac. 146, 166 (2002). 
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providing or operating such facilities for the transmission of interstate or foreign 
communications or communications affecting interstate or foreign commerce; 
... 
(14) ‘electronic communications system’ means any wire, radio, electromagnetic, 
photooptical or photoelectronic facilities for the transmission of wire or electronic 
communications, and any computer facilities or related electronic equipment for the 
electronic storage of such communications;” 

“§ 2703. Required disclosure of customer communications or records 

(a) Contents of wire or electronic communications in electronic storage.--A governmental entity 
may require the disclosure by a provider of electronic communication service of the contents of a 
wire or electronic communication, that is in electronic storage in an electronic communications 
system for one hundred and eighty days or less, only pursuant to a warrant issued using the 
procedures described in the Federal Rules of Criminal Procedure by a court with jurisdiction over 
the offense under investigation or equivalent State warrant. A governmental entity may require the 
disclosure by a provider of electronic communications services of the contents of a wire or 
electronic communication that has been in electronic storage in an electronic communications 
system for more than one hundred and eighty days by the means available under subsection (b) of 
this section. 

(b) Contents of wire or electronic communications in a remote computing service.— 

(1) A governmental entity may require a provider of remote computing service to 
disclose the contents of any wire or electronic communication to which this paragraph is 
made applicable by paragraph (2) of this subsection-

(A) without required notice to the subscriber or customer, if the governmental 
entity obtains a warrant issued using the procedures described in the Federal 
Rules of Criminal Procedure by a court with jurisdiction over the offense under 
investigation or equivalent State warrant; or 

(B) with prior notice from the governmental entity to the subscriber or customer 
if the governmental entity-

(i) uses an administrative subpoena authorized by a Federal or State 
statute or a Federal or State grand jury or trial subpoena; or 

(ii) obtains a court order for such disclosure under subsection (d) of this 
section; except that delayed notice may be given pursuant to section 
2705 of this title. 

(2) Paragraph (1) is applicable with respect to any wire or electronic communication that 
is held or maintained on that service-

(A) on behalf of, and received by means of electronic transmission from (or 
created by means of computer processing of communications received by means 
of electronic transmission from), a subscriber or customer of such remote 
computing service; and 

(B) solely for the purpose of providing storage or computer processing services 
to such subscriber or customer, if the provider is not authorized to access the 
contents of any such communications for purposes of providing any services 
other than storage or computer processing.”  
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contents of communications covered by paragraph (1) or (2)) to any

governmental entity.”;


(C) in subsection (b), by striking “EXCEPTIONS- A person or 
entity” and inserting “EXCEPTIONS FOR DISCLOSURE OF 
COMMUNICATIONS- A provider described in subsection 
(a)”; 

(D) in subsection (b)(6)-

(i) in subparagraph (A)(ii), by striking “or”;  

(ii) in subparagraph (B), by striking the 
period and inserting “; or”; and  

(iii) by adding after subparagraph (B) the 
following:  

“(C) if the provider reasonably believes that an emergency 
involving immediate danger of death or serious physical injury 
to any person requires disclosure of the information without 
delay.”; and  

(E) by inserting after subsection (b) the following:  

“(c) EXCEPTIONS FOR DISCLOSURE OF CUSTOMER RECORDS- A provider described in 
subsection (a) may divulge a record or other information pertaining to a subscriber to or customer 
of such service (not including the contents of communications covered by subsection (a)(1) or 
(a)(2))-

“(1) as otherwise authorized in section 2703; 

“(2) with the lawful consent of the customer or subscriber;  

“(3) as may be necessarily incident to the rendition of the service or to the 
protection of the rights or property of the provider of that service; 

“(4) to a governmental entity, if the provider reasonably believes that an 
emergency involving immediate danger of death or serious physical injury to 
any person justifies disclosure of the information; or  

“(5) to any person other than a governmental entity.”. 

(2) TECHNICAL AND CONFORMING AMENDMENT- The table of sections 
for chapter 121 of title 18, United States Code, is amended by striking the item 
relating to section 2702 and inserting the following: 

“2702. Voluntary disclosure of customer communications or records.”.  

(b) REQUIREMENTS FOR GOVERNMENT ACCESS

(1) IN GENERAL- Section 2703 of title 18, United States Code, is amended-

(A) by striking the section heading and inserting the 
following:  
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(2) litigation costs, reasonably incurred. 

(b) PROCEDURES

(1) Any action against the United States under this section may be commenced only after 
a claim is presented to the appropriate department or agency under the procedures of the 
Federal Tort Claims Act, as set forth in title 28, United States Code.  

(2) Any action against the United States under this section shall be forever barred unless 
it is presented in writing to the appropriate Federal agency within 2 years after such claim 
accrues or unless action is begun within 6 months after the date of mailing, by certified or 
registered mail, of notice of final denial of the claim by the agency to which it was 
presented. The claim shall accrue on the date upon which the claimant first has a 
reasonable opportunity to discover the violation.'. 

(3) Any action under this section shall be tried to the court without a jury.  

(4) Notwithstanding any other provision of law, the procedures set forth in section 106(f), 
305(g), or 405(f) of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. 1801 et 
seq.) shall be the exclusive means by which materials governed by those sections may be 
reviewed.  

(5) An amount equal to any award against the United States under this section shall be 
reimbursed by the department or agency concerned to the fund described in section 1304 
of title 31, United States Code, out of any appropriation, fund, or other account 
(excluding any part of such appropriation, fund, or account that is available for the 
enforcement of any Federal law) that is available for the operating expenses of the 
department or agency concerned.  

(c) ADMINISTRATIVE DISCIPLINE- If a court or appropriate department or agency determines 
that the United States or any of its departments or agencies has violated any provision of this 
chapter, and the court or appropriate department or agency finds that the circumstances 
surrounding the violation raise serious questions about whether or not an officer or employee of 
the United States acted willfully or intentionally with respect to the possible violation, the 
department or agency shall, upon receipt of a true and correct copy of the decision and findings of 
the court or appropriate department or agency promptly initiate a proceeding to determine whether 
disciplinary action against the officer or employee is warranted. If the head of the department or 
agency involved determines that disciplinary action is not warranted, he or she shall notify the 
Inspector General with jurisdiction over the department or agency concerned and shall provide the 
Inspector General with the reasons for such determination. 

(d) EXCLUSIVE REMEDY- Any action against the United States under this subsection shall be 
the exclusive remedy against the United States for any claims within the purview of this section. 

(e) STAY OF PROCEEDINGS

(1) Upon the motion of the United States, the court shall stay any action commenced 
under this section if the court determines that civil discovery will adversely affect the 
ability of the Government to conduct a related investigation or the prosecution of a 
related criminal case. Such a stay shall toll the limitations periods of paragraph (2) of 
subsection (b).  

(2) In this subsection, the terms `related criminal case' and `related investigation' mean an 
actual prosecution or investigation in progress at the time at which the request for the stay 
or any subsequent motion to lift the stay is made. In determining whether an investigation 
or a criminal case is related to an action commenced under this section, the court shall 
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