














































































































































































































































































































































































































































































































OVERVIEW OF THE PRIVACY ACT

. . . to frustrate the exclusive, comprehensive scheme provided by the
CSRA"); Pippinger v. Sec'y of the U.S. Treasury, No. 95-CV-017, 1996
U.S. Dist. LEXIS 5485, at *15 (D. Wyo. Apr. 10, 1996) (citing
Henderson and stating that to the extent plaintiff challenges the
accuracy of his personnel records, an action cannot be maintained,
because the court does not have jurisdiction "to review errors in judg!]
ment that occur during the course of an employment/personnel decision
where the CSRA precludes such review"), aff'd sub nom. Pippinger v.
Rubin, 129 F.3d 519 (10th Cir. 1997); Edwards v. Baker, No. 83-2642,
slip op. at 4-6 (D.D.C. July 16, 1986) (plaintiff's Privacy Act challenge
to an "employee performance appraisal system" rejected on the ground
that "plaintiffs may not use that Act as an alternative route for obtaining
judicial review of alleged violations of the CSRA"). Other cases have
declined to go that far. See Doe v. FBI, 718 F. Supp. 90, 100-01 n.14
(D.D.C. 1989) (rejecting contention that CSRA limited subsection
(g)(1)(C) action), aff'd in part, rev'd in part & remanded. on other
grounds, 936 F.2d 1346 (D.C. Cir. 1991); see also Halus v. U.S. Dep't
of the Army, No. 87-4133, 1990 WL 121507, at *5 n.8 (E.D. Pa. Aug.
15, 1990) ("court may determine whether a Privacy Act violation
caused the plaintiff damage (here, the loss of his job)"); Hay v. Sec'y of
the Army, 739 F. Supp. 609, 612-13 (S.D. Ga. 1990) (similar).

As yet, the D.C. Circuit has declined to rule that the CSRA bars a
Privacy Act claim for damages. See Kleiman v. Dep't of Energy, 956
F.2d 335, 337-39 & n.5 (D.C. Cir. 1992) (holding that Privacy Act does
not afford relief where plaintiff did not contest that record accurately
reflected his assigned job title, but rather challenged his position
classification -- a personnel decision judicially unreviewable under the
CSRA -- but noting that nothing in opinion "should be taken to cast
doubt on Hubbard's statement that 'the Privacy Act permits a federal job
applicant to recover damages for an adverse personnel action actually
caused by an inaccurate or incomplete record (quoting Hubbard, 809
F.2d at 5)); Holly v. HHS, No. 88-5372, 1990 WL 13096, at *1 (D.C.
Cir. Feb. 7, 1990) (declining to decide whether CSRA 1n all events
precludes Privacy Act claim challenging federal employment
determination; instead applying doctrine of "issue preclusion" to bar
individual "from relitigating an agency's maintenance of challenged rec!]
ords where an arbitrator -- in a negotiated grievance proceeding that
included review of such records -- had previously found that no
"[agency] manager acted arbitrarily, capriciously or unreasonably in
determining [that plaintiff] was not qualified"); see also Gerlich, 2009
WL 2959884, at *10-11 (observing that the D.C. Circuit has "taken a
rather narrow view of CSRA preclusion in Privacy Act cases" and
finding that plaintiff job applicants, who had been "deselected" for
interviews based on their political and ideological associations,
sufficiently pleaded actual causation because "it is plain from [Hubbard
and Kleiman] that but-for causation . . . is sufficient"); Peter B. v. CIA,
620 F. Supp. 2d 58, 76 (D.D.C. 2009) (explaining that if plaintiff "seeks
to correct factually inaccurate records," then his claim "would not be
precluded by the CSRA," but concluding that "[i]t is premature to
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determine whether [plaintiff] seeks to [do this], or if [plaintiff] disagrees
with the [agency's] judgments contained in his records" because "the
documents at issue are not yet in the record"); Lee v. Geren, 480 F.
Supp. 2d at 210-12 (following Hubbard and Kleiman and concluding
that allegedly inaccurate documents produced during investigation of
plaintiff did not actually cause his suspension but rather "merely
memorialized" that determination and thus "had no independent effect
of their own"); Doe v. Goss, No. 04-2122, 2007 WL 106523, at *8-9
(D.D.C. Jan. 12, 2007) (citing Hubbard and finding that CSRA did not
preclude plaintiff's accuracy claim or his "information-gathering" claim
because plaintiff alleged actual causation with respect to both claims).
But see Holly v. HHS, No. 89-0137, slip op. at 1 (D.D.C. Aug. 9, 1991)
(citing Kleiman for proposition that court lacks subject matter
jurisdiction in Privacy Act damages action in which plaintiff challenges
a personnel action governed by CSRA), aff'd, 968 F.2d 92 (D.C. Cir.
1992) (unpublished table decision).

In Rosen v. Walters, 719 F.2d 1422, 1424-25 (9th Cir. 1983), the Court
of Appeals for the Ninth Circuit held that 38 U.S.C. § 211(a) (later
repealed, now see 38 U.S.C. § 511 (2006)) -- a statute that broadly
precludes judicial review of VA disability benefit decisions -- operated
to bar a subsection (g)(1)(C) damages action. In Rosen, the plaintiff
contended that the VA deliberately destroyed medical records pertinent
to his disability claim, thereby preventing him from presenting all the
evidence in his favor. Id. at 1424. The Ninth Circuit ruled that such a
damages claim would "necessarily run counter to the purposes of

§ 211(a)" because it would require a determination as to whether "but for
the missing records, Rosen should have been awarded disability
benefits." Id. at 1425. Further, it declined to find that the Privacy Act
"repealed by implication" 38 U.S.C. § 211(a). Id.; see also Thomas v.
Principi, 265 F. Supp. 2d 35, 39-40 (D.D.C. 2003) (holding a claim for
failure to maintain accurate and complete records to be barred by 38
U.S.C. § 511 "because the injuries that allegedly resulted from
defendants' failure to maintain [plaintiff's] records all ultimately concern
the adverse benefits determination made by the [VA]"), aff'd in pertinent
part, rev'd in part, 394 F.3d 970 (D.C. Cir. 2005); R.R. v. Dep't of the
Army, 482 F. Supp. 770, 775-76 (D.D.C. 1980) (rejecting damages
claim for lack of causation and noting that "[w]hat plaintiff apparently
seeks to accomplish is to circumvent the statutory provisions making the
VA's determinations of benefits final and not subject to judicial
review"); cf. Kaswan v. VA, No. 81-3805, 1988 WL 98334, at *12
(E.D.N.Y. Sept. 15, 1988) (Privacy Act "not available to collaterally
attack factual and legal decisions to grant or deny veterans benefits"),
aff'd, 875 F.2d 856 (2d Cir. 1989) (unpublished table decision); Leib v.
VA, 546 F. Supp. 758, 761-62 (D.D.C. 1982) ("The Privacy Act was not
intended to be and should not be allowed to become a 'backdoor
mechanism' to subvert the finality of agency determinations." (quoting
Lyon v. United States, 94 F.R.D. 69, 72 (W.D. Okla. 1982))). Relying
on Rosen, the District Court for the District of Idaho similarly held that
the statutory scheme regarding the awarding of retirement benefits and
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"Congress's intent that OPM, MSPB and the Federal Circuit review
decisions regarding the denial of disability retirement benefits"
prohibited it from reviewing a Privacy Act damages claim where the
plaintiff alleged that the VA's failure to maintain a file resulted in his
being denied disability retirement benefits by OPM. Braun v. Brown,
No. CV 97-0063-8, slip op. at 7-11 (D. Idaho June 22, 1998).

Several district courts have held that the provision of the Federal
Employees' Compensation Act (FECA), 5 U.S.C. § 8116(c) (2006), that
provides that the liability of the United States under FECA with respect
to the injury of an employee is exclusive, operates to preclude a cause of
action under the Privacy Act, and deprives the court of subject matter
jurisdiction. Vogrin v. ATF, No. 598CV117, 2001 WL 777427, at *7-8
(N.D. W. Va. Mar. 30, 2001), aff'd per curiam, No. 01-1491 (4th Cir.
July 3,2001). The court ruled that the FECA's exclusivity provision
"precludes a suit under the Privacy Act even if FECA does not provide
benefits for all of the injuries that [the plaintiff] claims." Id. at *7; see
also Smith v. Nicholson, No. 06-1640, 2008 WL 183333, at *3-4 (S.D.
Tex. Jan. 18, 2008) (FECA precludes Privacy Act claim); Scott v. USPS,
No. 05-0002, 2006 WL 2787832, at *3-4 (D.D.C. Sept. 26, 2006)
(same); cf. Weber v. Henderson, 33 F. App'x 610, 612 (3d Cir. 2002)
(holding that Privacy Act claim was barred by res judicata where plain/’|
tiff could have raised Privacy Act claim in prior suit when he brought
claim against same defendants as cause of action under FECA).

The District Court for the District of Columbia denied a motion by the
government to dismiss a Privacy Act claim where the government
argued that the Privacy Act claim was precluded by the exclusivity of
relief under Title VII of the Civil Rights Act of 1964, 42 U.S.C. § 2000e,
et seq. (2006). See Velikonja v. Mueller, 315 F. Supp. 2d 66, 77
(D.D.C. 2004) (noting that agency "failed to cite any cases in which a
Privacy Act claim is precluded by Title VII" and that "the court is not
aware of any"), subsequent opinion, 362 F. Supp. 2d 1, 13-19 (D.D.C.
2004) (finding no inaccuracies, adverse determination, or intentional or
willful conduct), aff'd in part & rev'd in part sub nom. Velikonja v.
Gonzales, 466 F.3d 122 (D.C. Cir. 2006) (affirming on ground of
finding of no inaccuracies, adverse determination, or intentional or
willful conduct).

In Perry v. FBI, 759 F.2d 1271, 1275-76 (7th Cir.), reh'g en banc granted
on other grounds, 769 F.2d 450 (7th Cir. 1985), the Court of Appeals for
the Seventh Circuit, without discussing subsection (g)(1)(C), adopted a
comparatively narrower construction of subsection (e)(5), holding that
"when one federal agency sends records to another agency to be used by
the latter in making a decision about someone, the responsibility for en(]
suring that the information is accurate, relevant, timely, and complete
lies with the receiving agency -- the agency making 'the determination'
about the person in question -- not the sending agency."
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Subsequently, though, in Dickson v. OPM, 828 F.2d 32, 36-40 (D.C.
Cir. 1987), the D.C. Circuit held that a subsection (g)(1)(C) damages
lawsuit is proper against any agency maintaining a record violating the
standard of fairness mandated by the Act, regardless of whether that
agency is the one making the adverse determination. See also Blazy v.
Tenet, 979 F. Supp. 10, 19 (D.D.C. 1997) ("The adverse determination
need not be made by the agency that actually maintains the record so
long as it flowed from the inaccurate record." (citing Dickson)),
summary affirmance granted, No. 97-5330, 1998 WL 315583 (D.C. Cir.
May 12, 1998); Doe v. U.S. Civil Serv. Comm'n, 483 F. Supp. 539, 556
(S.D.N.Y. 1980) (applying subsection (e)(5) to agency whose records
were used by another agency in making determination about individual);
R.R. v. Dep't of the Army, 482 F. Supp. at 773 (same). In so holding,
the D.C. Circuit noted that "the structure of the Act makes it abundantly
clear that [sub]section (g) civil remedy actions operate independently of
the obligations imposed on agency recordkeeping pursuant to
[sub]section (e)(5)." Dickson, 828 F.2d at 38. In Dickson, the D.C.
Circuit distinguished Perry on the grounds that "[a]ppellant is not
proceeding under [sub]section (e)(5), Perry does not discuss [sub]section
(g)(1)(C), and the construction of (e)(5) does not migrate by logic or
statutory mandate to a separate [sub]section on civil remedies." 828
F.2d at 38; see also Doe v. FBI, 718 F. Supp. at 95 n.15 (noting conflict
in cases but finding that Dickson's holding obviated need "to enter that
thicket").

Assuming that causation is proven, "actual damages" sustained by the
individual as a result of the failure, but in no case less than $1000, are
recoverable. See 5 U.S.C. § 552a(g)(4)(A). The meaning of "actual
damages" and the $1000 minimum recovery provision are discussed be!|
low under "Damages Lawsuits under (g)(1)(D)."

D. Damages Lawsuits under (g)(1)(D)

"Whenever any agency . . . fails to comply with any other provision of
this section, or any rule promulgated thereunder, in such a way as to
have an adverse effect on an individual [the individual may bring a civil
action]." 5 U.S.C. § 552a(g)(1)(D).

Comment:

Exhaustion of administrative remedies is not a prerequisite to a civil
action for damages under subsection (g)(1)(D). Diederich v. Dep't of the
Army, 878 F.2d 646, 648 (2d Cir. 1989); Nagel v. HEW, 725 F.2d 1438,
1441 & n.2 (D.C. Cir. 1984); Gergick v. Austin, No. 89-0838-CV-W-2,
1992 U.S. Dist. LEXIS 7338, at *13-16 (W.D. Mo. Apr. 29, 1992), aff'd,
No. 92-3210 (8th Cir. July 9, 1993); Pope v. Bond, 641 F. Supp. 489,
500 (D.D.C. 1986). But see Graham v. Hawk, 857 F. Supp. 38, 40
(W.D. Tenn. 1994) (heedlessly stating that "[e]ach paragraph of 5 U.S.C.
§ 552a(g) . . . requires as a prerequisite to any action that the agency
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refuse an individual's request to take some corrective action regarding
his file"), aff'd, 59 F.3d 170 (6th Cir. 1995) (unpublished table decision).

While "exhaustion is normally not required for damages actions under
the Privacy Act," the Prison Litigation Reform Act of 1996 ("PLRA"),
42 U.S.C. § 1997¢(a) (2006), "imposes additional procedural
requirements with respect to prisoners." Reid v. BOP, No. 04-1845,
2005 WL 1699425, at *3 (D.D.C. July 20, 2005). Specifically, the
PLRA provides that "[n]o action shall be brought with respect to prison
conditions under [any Federal law] by a prisoner confined in any jail,
prison, or other correctional facility until such administrative remedies
as are available are exhausted." 42 U.S.C. § 1997e(a) (2006). The
Supreme Court "has read the exhaustion requirements [of § 1997¢e(a)]
broadly to include 'all inmate suits about prison life, whether they
involve general circumstances or particular episodes, and whether they
allege excessive force or some other wrong."' Reid, 2005 WL 1699425,
at *3 (quoting Porter v. Nussle, 534 U.S. 516, 532 (2002)). In McGee v.
Bureau of Prisons, for example, the prisoner sued the Bureau of Prisons
alleging improper disclosure. 118 F. App'x 471, 474 (10th Cir. 2004).
The Court of Appeals for the Tenth Circuit concluded that the prisoner
"failed to exhaust his administrative remedies with respect to his Privacy
Act claim" pursuant to the PLRA. Id. at 475; cf. Lee v. DOJ, 235 F.R.D.
274, 289-91 (W.D. Pa. 2006) (concluding that PLRA did not apply to
allegation that "pertain[ed] to the disclosure of the [record] to a private
bank, not to the means by which it was obtained," because allegation
"did not relate to prison life").

A complaint is subject to dismissal, for failure to state a subsection
(g)(1)(D) damages claim, if no "adverse effect" is alleged. See, e.g.,

Doe v. Chao, 540 U.S. 614, 624 (2004) ("'[A]dverse effect’ acts as a term
of art identifying a potential plaintiff who satisfies the injury-in-fact and
causation requirements of Article III standing, and who may consequent!
ly bring a civil action without suffering dismissal for want of standing to
sue."); McCready v. Nicholson, 465 F.3d 1 (D.C. Cir. 2006) (remanding
case for district court to determine whether plaintiff suffered an "adverse
effect" by being denied a bonus); Quinn v. Stone, 978 F.2d 126, 135 (3d
Cir. 1992) ("[T]he adverse effect requirement of (g)(1)(D) is, in effect, a
standing requirement."); Doe v. DOJ, No. 09-411, 2009 WL 3182904, at
*12 (D.D.C. Oct. 6, 2009); Fort Hall Landowners Alliance, Inc. v. BIA,
No. CV-99-00052-E, slip op. at 12 (D. Idaho Mar. 29, 2001) (finding
standing requirement met); Hass v. U.S. Air Force, 848 F. Supp. 926,
932 (D. Kan. 1994); Swenson v. USPS, No. S-87-1282, 1994 U.S. Dist.
LEXIS 16524, at *30 (E.D. Cal. Mar. 10, 1994); Green v. USPS, No. 88[]
0539, 1989 U.S. Dist. LEXIS 6846, at *6-8 (S.D.N.Y. June 19, 1989);
Tracy v. SSA, No. 88-C-570-8S, slip op. at 4-5 (W.D. Wis. Sept. 23,
1988); Bryant v. Dep't of the Air Force, No. 85-4096, slip op. at 5
(D.D.C. Mar. 31, 1986); Harper v. United States, 423 F. Supp. 192, 1961
97 (D.S.C. 1976); see also Baker v. United States, No. 5:05-221, 2006
WL 1635634, at *4 (E.D. Ky. June 8, 2006) (finding that plaintiff failed
to allege any adverse effect resulting from disclosure to press of reasons
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for his medical discharge); Robinett v. State Farm Mut. Auto. Ins. Co.,
No. 02-0842, 2002 WL 31498992, at *4 (E.D. La. Nov. 7, 2002) (stating
that "[e]ven if [the agency's] communication did not technically satisty
the notice requirement of [subsection (€)(8)], plaintiff was not adversely
affected by a failure to receive notice after the records were disclosed,"
because "plaintiff had no legal basis to prevent [the agency] from
releasing his records" and in fact knew of the possible release and tried
to prevent it), aff'd per curiam, 83 F. App'x 638 (5th Cir. 2003); Crichton
v. Cmty. Servs. Admin., 567 F. Supp. 322, 324 (S.D.N.Y. 1983) (mere
maintenance of allegedly "secret file" insufficient to warrant damages
where no showing of adverse effect); Church v. United States, 2 Gov't
Disclosure Serv. (P-H) 4 81,350, at 81,911 (D. Md. Jan. 5, 1981) (no
adverse effect from failure to provide subsection (¢)(3) notice); cf.
Nunez v. Lindsay, No. 3:CV005-1763, 2007 WL 517754, at *1-2 (M.D.
Pa. Feb. 12, 2007) (concluding that inmate lacked standing to bring
Privacy Act claim against BOP based on prison's "practice of photo! |
graphing friends and family who chose to visit" him because "[a]ny
invasion of privacy interests concerns the visitors, not the inmates");
Clark v. BOP, 407 F. Supp. 2d 127, 129-131 (D.D.C. 2005) (concluding
that disclosure of inmate's medical records to second inmate so that he
could decipher word on first inmate's chart presented triable issue of
whether first inmate's HIV status was disclosed, but dismissing claim
because "plaintiff has not shown that the disclosure caused him to suffer
an adverse effect or to sustain actual damages").

An "adverse effect" includes not only monetary damages, but also
nonpecuniary and nonphysical harm, such as mental distress,
embarrassment, or emotional trauma. See Doe v. Chao, 306 F.3d 170,
187 (4th Cir. 2002) (Michael, J., dissenting) ("The majority and I . . .
also agree that emotional distress can qualify as an adverse effect."),
aff'd, 540 U.S. 614 (2004); Quinn, 978 F.2d at 135-36; Albright v.
United States, 732 F.2d 181, 186 (D.C. Cir. 1984); Usher v. Sec'y of
HHS, 721 F.2d 854, 856 (1st Cir. 1983); Parks v. IRS, 618 F.2d 677,
682-83 & n.2 (10th Cir. 1980); Rice v. United States, 245 F.R.D. 3, 5-6
(D.D.C. 2007); Schmidt v. VA, 218 F.R.D. 619, 632 (E.D. Wis. 2003);
Romero-Vargas v. Shalala, 907 F. Supp. 1128, 1134 (N.D. Ohio 1995);
see also Englerius v. VA, 837 F.2d 895, 897 (9th Cir. 1988); Lechliter v.
Dep't of Army, No. 04-814, 2006 WL 462750, at *5 (D. Del. Feb. 27,
2006); cf. Tarullo v. Def. Contract Audit Agency, 600 F. Supp. 2d 352,
359 (D. Conn. 2009) (dismissing case where "the disclosures of
[plaintiff's] [social security number] had [no] adverse effect on [him]
other than the displeasure he felt because these disclosures were against
his wishes"); Clark v. BOP, 407 F. Supp. 2d 127, 131 (D.D.C. 2005)
("Nothing in the record . . . connects the alleged adverse effect, i.e.,
plaintiff's maltreatment, with the disclosure at issue."); Doyon v. DOJ,
304 F. Supp. 2d 32, 35 (D.D.C. 2004) ("assum[ing] without deciding
that [BOP's] decision 'to restrict [plaintiff] from a transfer and many
Institutional programs' . . . is an adverse determination," but finding the
claim to have been rendered moot). But see Risch v. Henderson, 128 F.
Supp. 2d 437, 441 (E.D. Mich. 1999) (conflating the concepts of
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"adverse effect" and "actual damages," and stating that even assuming
that there had been a violation of the Privacy Act for the maintenance of
alleged "secret files," because plaintiff claimed only "'extreme mental
anguish and mental concern and worry," she had "failed to demonstrate
[an] 'adverse effect'), aff'd sub nom. Risch v. USPS, 244 F.3d 510 (6th
Cir. 2001).

For a novel interpretation of "adverse effect," see Bagwell v. Brannon,
No. 82-8711, slip op. at 5-6 (11th Cir. Feb. 22, 1984), in which the
Court of Appeals for the Eleventh Circuit found that no "adverse effect"
was caused by the government's disclosure of an employee's personnel
file (during cross-examination) while defending against the employee's
tort lawsuit, because the "employee created the risk that pertinent but
embarrassing aspects of his work record would be publicized" and
"disclosure was consistent with the purpose for which the information
was originally collected."

The threshold showing of "adverse effect," which typically is not
difficult for a plaintiff to satisfy, should carefully be distinguished from
the conceptually separate requirement of "actual damages," discussed
below. See e.g., Fort Hall Landowners Alliance, Inc. v. BIA, 407 F.
Supp. 2d 1220, 1225 (D. Idaho 2006) (explaining that "[1]t is important
not to confuse this standing requirement with the entirely separate
element that requires proof of actual damages" and that "to satisfy the
Privacy Act's adverse effect and causation requirements, plaintiffs need
not show actual damages from the disclosure, but must merely satisfy
the traditional 'injury-in-fact and causation requirements of Article I1I'"").
As one district court has explained, "[t]he requirement of an 'adverse
effect' requires more" than a "statement of 'damages' [that] merely
summarizes the alleged violations of law." Foncello v. U.S. Dep't of the
Army, No. 04-604, 2005 WL 2994011, at *4 (D. Conn. Nov. 7, 2005).

A showing of causation -- that the violation caused an adverse effect,
and that the violation caused "actual damages," as discussed below -- is
also required. See, e.g., Sweeney v. Chertoff, 178 F. App'x 354, 357-58
(5th Cir. 2006); Mandel v. OPM, 79 F. App'x 479, 481-82 (2d Cir.
2003), aff'g 244 F. Supp. 2d 146, 153 (E.D.N.Y. 2003); Orekoya v.
Mooney, 330 F.3d 1, 10 (1st Cir. 2003); Quinn, 978 F.2d at 135; Hewitt
v. Grabicki, 794 F.2d 1373, 1379 (9th Cir. 1986); Albright, 732 F.2d at
186-87; Edison v. Dep't of the Army, 672 F.2d 840, 842, 845 (11th Cir.
1982); Thompson v. Dep't of State, 400 F. Supp. 2d 1, 14 (D.D.C.
2005); Harmer v. Perry, No. 95-4197, 1998 WL 229637, at *3 (E.D. Pa.
Apr. 28, 1998), aff'd, No. 98-1532 (3d Cir. Jan. 29, 1999); Swenson, No.
S-87-1282, 1994 U.S. Dist. LEXIS 16524, at *30 (E.D. Cal. Mar. 10,
1994); Connelly v. Comptroller of the Currency, No. H-84-3783, slip op.
at 4 (S.D. Tex. June 3, 1991); Rodgers v. Dep't of the Army, 676 F.
Supp. 858, 862 (N.D. Ill. 1988); Tuesburg v. HUD, 652 F. Supp. 1044,
1048 (E.D. Mo. 1987); Ely v. DOJ, 610 F. Supp. 942, 946 (N.D. IIl.
1985), aff'd, 792 F.2d 142 (7th Cir. 1986) (unpublished table decision).
But see Rickles v. Marsh, No. 3:88-100, slip op. at 8-9 (N.D. Ga. Jan.
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10, 1990) (aberrational decision awarding minimum damages even in
absence of causation).

It also has been held that "[f]or there to be a causal link between the
injury and the violation of the Act, the injury necessarily must be distinct
and independent from the violation of the Act itself." Schmidt v. VA,
218 F.R.D. at 632; see also Doe v. Chao, 306 F.3d at 186 (Michaels, J.,
dissenting) ("The causal prong makes it especially clear that an adverse
effect must be something distinct from the intentional and willful violal’]
tion itself. For if a violation of the Privacy Act was sufficient to constil|
tute an adverse effect, there could be no question of whether the
violation caused the adverse effect, and hence the causal prong would be
superfluous."); Quinn, 978 F.2d at 135 (stating that in addition to
establishing an adverse effect sufficient to confer standing, "plaintiff
must also allege a causal connection between the agency violation and
the adverse effect"); cf. Doe v. Chao, 540 U.S. 614, 627 (2004) ("The
'entitle[ment] to recovery' necessary to qualify for the $1,000 minimum
is not shown merely by an intentional or willful violation of the Act
producing some adverse effect."). But cf. Romero-Vargas v. Shalala,
907 F. Supp. 1128, 1134-35 (N.D. Ohio 1995) (stating, prior to Supreme
Court's decision in Doe v. Chao, that "emotional distress caused by the
fact that the plaintiff's privacy has been violated is itself an adverse
effect, and that statutory damages can be awarded without an independ!(’]
ent showing of adverse effects"; stating further in memorandum on mo! |
tion to alter or amend judgment that "[1]t is eminently reasonable to infer
that plaintiffs suffered mental distress by the fact of knowing their
personal information had been disclosed").

In addition, an agency must be found to have acted in an "intentional or
willful" manner in order for a damages action to succeed. See 5 U.S.C.
§ 552a(g)(4). This standard is discussed below under "Intentional/
Willful Standard."

The issue of the Privacy Act's applicability to disclosures of tax
information has been analyzed most recently by the Court of Appeals for
the District of Columbia Circuit in Gardner v. United States, 213 F.3d
735 (D.C. Cir. 2000), aff'g No. 96-1467, 1999 U.S. Dist. LEXIS 2195, at
*14-17 (D.D.C. Jan. 29, 1999). In Gardner, the D.C. Circuit concluded
that the Internal Revenue Code preempts the Privacy Act for remedies
for disclosures of tax information, holding that 26 U.S.C. § 6103 is "the
exclusive remedy for a taxpayer claiming unlawful disclosure of his or
her tax returns and tax information." 213 F.3d at 741-42. Similarly,
although not going quite as far, the Court of Appeals for the Fifth Circuit
had previously held that "[26 U.S.C.] § 6103 is a more detailed statute
that should preempt the more general remedies of the Privacy Act, at
least where . . . those remedies are in conflict." Hobbs v. United States,
209 F.3d 408, 412 (5th Cir. 2000) (finding § 6103 and the Privacy Act to
be "in conflict" where disclosure fell within one of the exceptions in

§ 6103, and holding that "[t]o the extent that the Privacy Act would
recognize a cause of action for unauthorized disclosure of tax return
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tax situation, citing 26 U.S.C. § 7852(e) and stating that the "provisions
of the Privacy Act do not apply, either directly or indirectly, to assessing
the possibility of a tax liability"); Berridge v. Heiser, 993 F. Supp. 1136,
1145 (S.D. Ohio 1997) (holding that 26 U.S.C. § 7852(e) prevented it
from exercising jurisdiction over plaintiff's Privacy Act claims under
subsections (¢)(2), (€)(5), and (e)(6) related to tax liability); Estate of
Myers v. United States, 842 F. Supp. 1297, 1302-04 (E.D. Wash. 1993)
(dismissing Privacy Act subsection (g)(1)(D) damages claim and
applying § 7852(e)'s jurisdictional bar to preclude subject matter
jurisdiction to consider action against IRS for alleged violation of
subsection (e)(3) concerning summons issued to assist in determination
of foreign tax liability); cf. Smilde v. Richardson, Comm'r, No. 97-568,
1997 U.S. Dist. LEXIS 15050, at *6-7 (D. Minn. Aug. 28, 1997)
(relying on limitation of Privacy Act applicability pursuant to sections
6103 and 7852(e), and finding that "Privacy Act does not support subject
matter jurisdiction" to enjoin IRS from contracting out processing of tax
returns), aff'd per curiam, 141 F.3d 1170 (8th Cir. 1998) (unpublished
table decision); Trimble v. United States, No. 92-74219, 1993 WL
288295, at *1 (E.D. Mich. May 18, 1993) (citing 26 U.S.C. § 7852(e) for
Privacy Act's inapplicability and dismissing unspecified Privacy Act
claim), aff'd, 28 F.3d 1214 (6th Cir. 1994) (unpublished table decision).

Consistent with case law under subsection (g)(1)(C), the District Court
for the District of Columbia has stated that a plaintiff "cannot rely on
any arguable violation of the Privacy Act" -- in that case an alleged
wrongful disclosure -- to "collaterally attack" an agency personnel
decision. Hanna v. Herman, 121 F. Supp. 2d 113, 123-24 (D.D.C. 2000)
(appeal of MSPB decision upholding plaintiff's demotion; finding that
MSPB did not err in refusing to address plaintiff's Privacy Act argument,
but, "assuming arguendo that [he] preserved [it]," discussing merits of
plaintiff's "Privacy Act defense to the demotion"), summary affirmance
granted sub nom. Hanna v. Chao, No. 00-5433 (D.C. Cir. Apr. 11,
2001). See also Doe v. DOJ, 2009 WL 3182904, at *13 (concluding that
plaintiff's subsection (b)/(g)(1)(D) claim against MSPB for refusing to
allow him to proceed under a pseudonym was a "collateral attack" of
that decision because plaintiff's claim "attempts to achieve the same
forbidden objective" as prototypical collateral attacks -- "relitigating
issues already decided by the ALJ").

Note also that one district court has held that the exclusivity provision of
the Federal Employee's Compensation Act precludes a cause of action
under the Privacy Act. See Vogrin v. ATF, No. 598CV117, 2001 WL
777427, at *7-8 (N.D. W. Va. Mar. 30, 2001), aff'd per curiam, No. 01
1491 (4th Cir. July 3, 2001) (discussed above under "Damages Lawsuits

under (g)(1)(C)").

E. Principles Applicable to Damages Lawsuits

"In any suit brought under the provisions of subsection (g)(1)(C) or (D)
of this section in which the court determines that the agency acted in a
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Commission inadvertently or negligently violated [plaintiff's]
Privacy Act rights by not examining the accuracy of the PSI
before preparing a preliminary assessment . . . such a violation (if
any) could in no sense be deemed 'patently egregious and unlaw||
ful" (quoting Albright and Laningham, infra)); Bailey v. Clay,
No. 95-7533, 1996 WL 155160, at *1 (4th Cir. Mar. 29, 1996)
(stating that because appellant had alleged mere negligence, he
had not stated claim under Privacy Act); Nathanson v. FDIC, No.
95-1604, 1996 U.S. App. LEXIS 3111, at *3-6 (1st Cir. Feb. 22,
1996) (per curiam) (although declining to affirm district court
opinion on basis that disclosure pursuant to routine use was
proper given that published agency commentary conflicted with
such routine use, nevertheless affirming on grounds that
disclosure was not intentional and willful because routine use
"afforded reasonable grounds for belie[f] that [agency
employee's] conduct was lawful"); Kellett v. BOP, No. 94-1898,
1995 U.S. App. LEXIS 26746, at *8-10 (1st Cir. Sept. 18, 1995)
(per curiam) (standard requires "showing that the agency acted
without grounds for believing its action to be lawful, or in
'flagrant disregard' for rights under the Act" (quoting Wilborn v.
HHS, infra)); Rose v. United States, 905 F.2d 1257, 1260 (9th
Cir. 1990) ("conduct amounting to more than gross negligence"
is required); Johnston v. Horne, 875 F.2d 1415, 1422-23 (9th Cir.
1989) (same); Scullion v. VA, No. 87-2405, slip op. at 4-8 (7th
Cir. June 22, 1988) (no damages where agency relied upon
apparently valid and unrevoked written consent to disclose
records); Andrews v. VA, 838 F.2d 418, 424-25 (10th Cir. 1988)
(standard "clearly requires conduct amounting to more than gross
negligence" and that "must amount to, at the very least, reckless
behavior"); Reuber v. United States, 829 F.2d 133, 144 (D.C. Cir.
1987) (standard not met as no evidence showed maintenance of
record "was anything other than a good-faith effort to preserve an
unsolicited and possibly useful piece of information");
Laningham v. U.S. Navy, 813 F.2d 1236, 1242-43 (D.C. Cir.
1987) (per curiam) (violation must be so "'patently egregious and
unlawful'" that anyone undertaking the conduct "'should have
known it unlawful" (quoting Wisdom v. HUD, inftra)); Hill v.
U.S. Air Force, 795 F.2d 1067, 1070 (D.C. Cir. 1986) (per
curiam) (no damages where no evidence of conduct greater than
gross negligence); Moskiewicz v. USDA, 791 F.2d 561, 564 (7th
Cir. 1986) (noting that "elements of recklessness often have been
a key characteristic incorporated into a definition of willful and
intentional conduct" (citing Sorenson v. United States, 521 F.2d
325 (9th Cir. 1975); South v. FBI, 508 F. Supp. 1104 (N.D. IlL
1981))); Dowd v. IRS, 776 F.2d 1083, 1084 (2d Cir. 1985) (per
curiam) ("mere administrative error" in negligently destroying
files not a predicate for liability); Chapman v. NASA, 736 F.2d
238, 242-43 (5th Cir. 1984) (per curiam) (standard not met where
agency "reasonably could have thought" untimely filing of
evaluations was proper; "before our previous opinion 'timely' had
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no precise legal meaning in this circuit"); Albright v. United
States, 732 F.2d 181, 189-90 (D.C. Cir. 1984) (standard requires
that agency "act without grounds for believing it to be lawful, or
by flagrantly disregarding others' rights under the Act"); Wisdom
v. HUD, 713 F.2d 422, 424-25 (8th Cir. 1983) (good faith release
of loan default records pursuant to unchallenged "Handbook" not
willful violation of Act); Perry v. Block, 684 F.2d 121, 129 (D.C.
Cir. 1982) (delayed disclosure of documents through administra’
tive oversight not intentional or willful); Edison v. Dep't of the
Army, 672 F.2d 840, 846 (11th Cir. 1982) (failure to prove
agency acted "unreasonably" in maintaining records precludes
finding intentional or willful conduct); Bruce v. United States,
621 F.2d 914, 917 (8th Cir. 1980) (standard not met where
agency relied on regulations permitting disclosure of records
pursuant to subpoena, as there were "at that time no regulations
or other authority to the contrary"); Tungjunyatham v. Johanns,
No. 1:06-cv-1764, 2009 WL 3823920, at *23 (E.D. Cal. Nov. 13,
2009) (where agency representative faxed to office of plaintiff's
EEO representative records concerning plaintiff while latter
representative was out of town and, as a result, "numerous
agency employees had the chance to see the documents,"
standard not met "[1]n light of the two representatives' established
practice of communication by [fax] in such a fashion"); Walker v.
Gambrell, 647 F. Supp. 2d 529, 537-38 (D. Md. July 16, 2009)
(alternative holding) (standard not met where plaintiff agency
employee missed work due to a miscarriage, her husband called
agency to inform office of reason for plaintiff's absence,
employee who received call reacted in disruptive manner, and
agency official sent e-mail to staff regarding miscarriage to
inform it of reason for disruption; "disclosure may show
negligence or a lack of tact and sensitivity; however, evidence of
negligence is not sufficient to show that the agency acted will[|
fully or intentionally"); Baptiste v. BOP, 585 F. Supp. 2d 133,
135 (D.D.C. 2008) (concluding that ICE's failure to confirm
receipt of a faxed notice regarding plaintiff's citizenship is no
worse than negligence); Trice v. U.S. Parole Comm'n, 530 F.
Supp. 2d 213, 215 (D.D.C. 2008) ("Although plaintiff disagreed
with the victim's version of the circumstances surrounding the
assault, he was able to provide his version of events at the
revocation hearing. Plaintiff therefore cannot demonstrate to a
reasonable fact finder that the Commission acted with the
requisite level of intent [by considering only plaintiff's
version.]"); Mulhern v. Gates, 525 F. Supp. 2d 174, 185-86
(D.D.C. 2007) (holding inadvertent disclosure "while attempting
to assist plaintiff" not sufficient to satisfy standard); Elliott v.
BOP, 521 F. Supp. 2d 41, 48 (D.D.C. 2007) (standard not met
where BOP based plaintiff's designation on inaccurate
presentence report because "BOP was [not] aware of any
potential inaccuracy in [that] report"); Doe v. U.S. Dep't of
Labor, 451 F. Supp. 2d 156, 176-80 (D.D.C. 2006) (ruling that
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agency's Internet posting of plaintiff's employee compensation
appeal decision, which contained his name and detailed medical
facts, was not willful and intentional because agency incorrectly
believed that it was required by the FOIA and permitted by a
routine use), vacated by settlement, 2007 WL 1321116 (D.D.C.
Mar. 22, 2007); Cooper v. BOP, No. 02-1844, 2006 WL 751341,
at *3-4 (D.D.C. Mar. 23, 2006) (concluding that plaintiff failed to
show that BOP "either acted without grounds for believing its
actions lawful, or flagrantly disregarded plaintiff's rights under
the Privacy Act" where "[t]he record demonstrate[d] that BOP
staff acted on plaintiff's claims by contacting the author of the
[presentence report]"); Thompson v. Dep't of State, 400 F. Supp.
2d 1, 12-13 (D.D.C. 2005) (standard not met in subsection (e)(2)
claim where agency "assumed that it would be appropriate to
correspond with [plaintiff's doctor] about [plaintiff's] medical
condition" because "it was plaintiff's doctor who made the first
contact with the [agency], offering unsolicited medical
information on plaintiff's behalf"); Pontecorvo v. FBI, No. 00[]
1511, slip op. at 4, 10-15 (D.D.C. Mar. 5, 2004) (finding that the
"greater than gross negligence" standard was not met where an
FBI Special Agent disclosed information about plaintiff's prior
arrest and altercation in the course of conducting background
interviews, and stating that the "disclosures that occurred . . .
were intended to ferret out potentially relevant information about
Plaintiff's suitability for a security clearance"); Wiley v. VA, 176
F. Supp. 2d 747, 756-57 (E.D. Mich. 2001) (Even if the agency
violated the Privacy Act by disclosing a VA claims file to an em! |
ployer pursuant to a broadly written release, the agency's actions
were not "beyond grossly negligent," as "reasonable minds
clearly could differ on the scope of the release," and thus the
agency's reliance on it "cannot be deemed wholly groundless.");
Mallory v. DOD, No. 97-2377, slip op. at 9-14 (D.D.C. Sept. 30,
1999) (although DOD disclosure of record of plaintiff's rifle
purchase to corporation was unlawful, intentional and willful
standard was not met because statute gave DOD officials grounds
to believe that transfer of such records was implicitly required by
statute); Wesley v. Don Stein Buick, Inc., 985 F. Supp. 1288,
1305-06 (D. Kan. 1997) (standard not met where, although
disclosure was "unlawful," employee acted with belief that
disclosure was proper, and it would have been proper if
procedures set forth in routine use had been followed);
Armstrong v. BOP, 976 F. Supp. 17, 22 (D.D.C. 1997) (standard
not met where Bureau of Prisons refused to amend prison records
to incorporate favorable information from inmate's prior
incarceration in accordance with Bureau of Prisons guidelines),
summary affirmance granted, Armstrong v. BOP, No. 97-5208,
1998 WL 65543 (D.C. Cir. Jan. 30, 1998); Porter v. USPS, No.
CV595-30, slip op. at 10, 13, 21-22 (S.D. Ga. July 24, 1997)
(concluding that Postal Service acted with "mere negligence"
when it disclosed letter from plaintiff's attorney written as
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response to plaintiff's proposed termination to two union officials
with belief that they had "a right and duty to know the
disciplinary affairs of a fellow postal worker" even though
plaintiff had not filed a grievance through union and "had
specifically instructed the management that he did not want
anyone from the [union] representing his interests"), aff'd, 166
F.3d 352 (11th Cir. 1998) (unpublished table decision); Harris v.
USDA, No. 3:92CV-283-H, slip op. at 1-2, 4-5 (W.D. Ky. May
14, 1996) (standard not met where agency acted pursuant to Cor[]
respondence Management Handbook in maintaining supporting
documentation for plaintiff's 1975 suspension), aff'd, 124 F.3d
197 (6th Cir. 1997) (unpublished table decision); Purrier v. HHS,
No. 95-CV-6203, slip op. at 6-7 (W.D.N.Y. Mar. 15, 1996)
("given [defendant's] knowledge that she was subject to a grand
jury subpoena," disclosure of limited information "even if [it] did
violate the Act (which, with respect to plaintiff at least, [it] did
not), fell far short of the kind of flagrant disregard of plaintiff's
rights that is required"); Smith v. BOP, No. 94-1798, 1996 WL
43556, at *2 (D.D.C. Jan. 31, 1996) (standard not met where
adverse determination had been rectified; fact that certain forms
were corrected immediately, even though another form may not
have been, "indicates that BOP officials did not intend to
maintain plaintiff[']s records incorrectly"); Henson v. Brown, No.
95-213, slip op. at 5-7 (D. Md. June 23, 1995) (disclosure of
medical records in response to subpoena signed by judge to attor![]
ney for plaintiff's ex-wife, rather than to court, did not "constitute
an extreme departure from the standard of ordinary care"); Baitey
v. VA, No. 8:CV89-706, slip op. at 8 (D. Neb. June 21, 1995)
(standard not met where plaintiff failed to prove that VA acted in
"flagrant or reckless disregard of [plaintiff's] rights under the
Privacy Act" when it disclosed his medical records in response to
incomplete and unsigned medical authorization); Olivares v.
NASA, 882 F. Supp. 1545, 1549-50 (D. Md. 1995) (NASA's
actions in contacting educational institutions to verify and correct
discrepancies in plaintiff's record, even assuming initial consent
to contact those institutions was limited, were not even negligent
and do not "come close" to meeting standard), aff'd, 103 F.3d 119
(4th Cir. 1996) (unpublished table decision); Webb v. Magaw,
880 F. Supp. 20, 25 (D.D.C. 1995) (stating that even if court had
found Privacy Act violation, agency conduct "at worst . . . would
only amount to negligence . . . and would not amount to willful,
intentional or even reckless disregard"); Sterling v. United States,
826 F. Supp. 570, 572 (D.D.C. 1993) (standard not met where
agency's "efforts both before and after the release of information
.. . indicate a sensitivity to the potential harm the release might
cause and represent attempts to avert that harm"), summary
affirmance granted, No. 93-5264 (D.C. Cir. Mar. 11, 1994);
Dickson v. OPM, No. 83-3503, 1991 WL 423968, at *16-17
(D.D.C. Aug. 27, 1991) ("mere negligence" due to failure to foll |
low internal guidelines not enough to show willfulness),

-17700



OVERVIEW OF THE PRIVACY ACT

summary affirmance granted, No. 91-5363 (D.C. Cir. Aug. 31,
1992); Stephens v. TVA, 754 F. Supp. 579, 582 (E.D. Tenn.
1990) (no damages where "some authority" existed for
proposition that retrieval not initially and directly from system of
records was not a "disclosure," and agency attempted to sanitize
disclosed records); Brumley v. U.S. Dep't of Labor, No. 87-2220,
1990 WL 640002, at *2-3 (D.D.C. Dec. 5, 1990) (no damages for
delayed response to amendment request); Alexander v. IRS, No.
86-0414, 1987 WL 13958, at *6 (D.D.C. June 30, 1987)
(standard not met where agency relied on OMB Guidelines and
internal manual in interviewing third parties prior to contacting
plaintiff); Blanton v. DOJ, No. 82-0452, slip op. at 6-8 (D.D.C.
Feb. 17, 1984) (unauthorized "leak" of record not intentional or
willful agency conduct); Krohn v. DOJ, No. 78-1536, slip op. at
3-7 (D.D.C. Nov. 29, 1984) (standard not met where agency rel|
lied in good faith on previously unchallenged routine use to
publicly file records with court); Daniels v. St. Louis VA Reg'l
Office, 561 F. Supp. 250, 252 (E.D. Mo. 1983) (mere delay in
disclosure due in part to plaintiff's failure to pay fees not intenl |
tional or willful); Doe v. GSA, 544 F. Supp. 530, 541-42 (D. Md.
1982) (disclosure not "wholly unreasonable" where "some kind
of consent" given for release of psychiatric records and where
agency employees believed that release was authorized under
GSA's interpretation of its own guidelines, even though court
concluded that such interpretation was erroneous); cf. Stokes v.
Barnhart, 257 F. Supp. 2d 288, 299-300 (D. Me. 2003) (rejecting
argument that leave to amend complaint would be futile because
employee who made disclosure did not believe that her conduct
violated any law or regulation, and, citing Andrews and Albright,
stating that employee's "belief does not establish that anyone
engaging in the same conduct should not have known that the
conduct was unlawful or that it did not constitute flagrant dis(]
regard for the plaintiff's rights under the Act, if any").

Several district court decisions have found "intentional or
willful" violations of the statute. See, e.g., Beaven v. DOJ, No.
03-84, 2007 WL 1032301, at *17 (E.D. Ky. Mar. 30, 2007)
(although leaving unmarked folder containing BOP employee
data in area accessible by inmates was "inadvertent," agency
employee's failure "to account for the potential for human error
and [to] minimize the potential harm from such possible errors
.. . demonstrates flagrant disregard for the plaintiffs' rights under
the Privacy Act"); Carlson v. GSA, No. 04-C-7937, 2006 WL
3409150, at *5 (N.D. Ill. Nov. 21, 2006) (e-mail sent by agency
employee's supervisor to other agency personnel and to
individuals outside agency regarding plaintiff's termination
settlement agreement, which included "unnecessary details
concerning [employee's] personal information" and which
supervisor encouraged recipients to disseminate); Johnson v.
BOP, No. 03-2047, slip op. at 11-12 (D. Colo. June 17, 2005)
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(statements made by BOP health systems specialist in violation
of BOP regulations and policy regarding medical privacy); Doe
v. Herman, No. 297CV00043, 1999 WL 1000212, at *1, *13-14
(W.D. Va. Oct. 29, 1999) (magistrate's recommendation)
(unnecessary disclosure of claimant's social security number on
multi-captioned hearing form to twenty other claimants, coal
companies, and insurance companies), adopted in pertinent part
& rev'd in other part, 2000 WL 34204432 (W.D. Va. July 24,
2000), aff'd in part, rev'd in part, & remanded, on other grounds
sub nom. Doe v. Chao, 306 F.3d 170 (4th Cir. 2002), aff'd, 540
U.S. 614 (2004); Stewart v. FBI, No. 97-1595, slip op. at 5-8 (D.
Or. Mar. 12, 1999) (violations of subsections (b) and (e)(6) based
on dissemination of an incorrect report containing criminal
allegations concerning plaintiff), withdrawn by stipulation as part
of settlement, 2000 WL 739253 (D. Or. May 12, 2000);
Tomasello v. Rubin, No. 93-1326, slip op. at 17-19 (D.D.C. Aug.
19, 1997) (disclosure to "60 Minutes" and all 4,500 ATF
employees of details concerning plaintiff's EEO complaint), aff'd
on other grounds, 167 F.3d 612 (D.C. Cir. 1999); Porter, No.
CV595-30, slip op. at 22-23 (S.D. Ga. July 24, 1997) (disclosure
by Postmaster to USPS personnel who had no "need to know" of
plaintiff's two-week suspension for impersonating a postal
inspector); Romero-Vargas v. Shalala, 907 F. Supp. 1128, 1133[]
34 (N.D. Ohio 1995) (telephonic verification or non-verification
of plaintiffs' social security number provided by agency to their
employers in violation of regulations and agency employee
manual); Louis v. VA, No. C95-5606, slip op. at 4-5 (W.D.
Wash. Oct. 31, 1996) (failure to remove record as required and
use of that record in subsequent determination); Swenson v.
USPS, No. S-87-1282, 1994 U.S. Dist. LEXIS 16524, at *33-45
(E.D. Cal. Mar. 10, 1994) (disclosure to Members of Congress,
who were seeking to assist constituent with complaint regarding
rural mail delivery, of irrelevant information concerning
plaintiff's EEO complaints and grievances); Connelly v.
Comptroller of the Currency, No. H-84-3783, slip op. at 25-27
(S.D. Tex. June 3, 1991) (violation of subsection (e)(5) by
disapproving of plaintiff's appointment as president of a new
bank without first obtaining evaluations of prominent bankers
who knew plaintiff); MacDonald v. VA, No. 87-544-CIV-T-15A,
slip op. at 4, 7 (M.D. Fla. July 28, 1989) (disclosure of
"counseling memorandum" to plaintiff's employer "with
malicious intent and with the purpose to injure Plaintiff");
Fitzpatrick v. IRS, 1 Gov't Disclosure Serv. (P-H) 9 80,232, at
80,580 (N.D. Ga. Aug. 22, 1980) (disclosure to plaintiff's col]
workers and former co-worker that he had retired for "mental"
reasons, even though purpose of disclosure was to "quell[]
rumors and gossip"), aff'd in part, vacated & remanded in part, on
other grounds, 655 F.2d 327 (11th Cir. 1982). Cf. Doe v. Goss,
No. 04-2122, 2007 WL 106523, at *12 (D.D.C. Jan. 12, 2007)
("If proven, Defendants' calculated recording of false information
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pursuant to these allegedly sham investigations would certainly
meet Deters' definition of willful or intentional conduct.").

As yet, however, the only court of appeals to have found
"intentional or willful" violations of the statute is the Court of
Appeals for the Ninth Circuit. See Louis v. U.S. Dep't of Labor,
19 F. App'x 487, 488-89 (9th Cir. 2001); Wilborn v. HHS, 49
F.3d 597, 602-03 (9th Cir. 1995); Covert v. Harrington, 876 F.2d
751, 756-57 (9th Cir. 1989); cf. Oja v. U.S. Army Corps of
Engineers, 440 F.3d 1122, 1136 (9th Cir. 2006) (concluding that
"it was clear . . . that the [agency's] disclosures were intentional
or willful" where agency posted information about former
employee on its Web site, but dismissing claim as untimely). But
see generally Downie v. City of Middleburg Hts., 301 F.3d 688,
697-99 (6th Cir. 2002) (in course of ruling that remedial scheme
of Privacy Act barred Bivens action, citing Toolasprashad, infra,
and stating that "[w]hile the Privacy Act does not provide a
separate damages remedy for the intentional or willful creation,
maintenance, or dissemination of false records in retaliation for
an individual's First Amendment rights, we believe that
retaliation on any basis clearly constitutes intentional or willful
action"); Toolasprashad v. BOP, 286 F.3d 576, 584 (D.C. Cir.
2002) (remanding case where district court had found that record
would not support finding of intentional and willful action, and
stating that, "[1]f proven, retaliatory fabrication of prison records
would certainly meet [our] definition [as articulated in Deters] of
a willful or intentional Privacy Act violation").

In Louis, the plaintiff had sought reconsideration of the denial of
his claim for Federal Employees Compensation benefits by the
Department of Labor. See 19 F. App'x at 488. In denying the
plaintiff's request for reconsideration, the Department of Labor's
rationale indicated that it had considered the entirety of its prior
decision, including a portion of that prior decision that
impermissibly relied on a memorandum that had been the subject
of prior litigation by the plaintiff. See id.; see also Louis v. Dep't
of Labor, No. C99-5195, slip op. at 1-2 (W.D. Wash. Oct. 15,
1999), aff'd in part, rev'd in part & remanded sub nom. Louis v.
U.S. Dep't of Labor, 19 F. App'x 487 (9th Cir. 2001); Louis v.
Dep't of Labor, No. C97-5521 (W.D. Wash. Feb. 27, 1998)
(magistrate's recommendation), adopted (W.D. Wash. Mar. 23,
1998); Louis v. VA, No. C95-5606 (W.D. Wash. Oct. 31, 1996).
Specifically, the district court in a prior action had ordered that
the agency "destroy all but one known copy of the document"
and that it "maintain that single copy in a sealed envelope to be
revealed to no person, agency, or entity." Louis v. Dep't of
Labor, No. C97-5521, slip op. at 3 (W.D. Wash. Feb. 27, 1998).
The Ninth Circuit ruled that the Department of Labor violated the
Privacy Act when it failed "to maintain its records in such a way
as to indicate to the claims examiner that it could not rely on [that
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memorandum] in reviewing Louis' request for reconsideration."
19 F. App'x at 489. The court stated that the agency's "disregard
of both the district court's prior decision rendering reliance on
[the memorandum] impermissible and its own assurance that it
would annotate the memo in its files 'to reflect that it was not to
be considered in any future action related to Dr. Louis' claim'
constitutes a willful failure on the part of the government to abide
by its obligations, and proximately resulted in the government's
refusal to reconsider its earlier decision, thereby adversely
affecting [plaintiff]." Id.

In Wilborn, the plaintiff, an attorney who previously had been
employed by the Department of Health and Human Services,
sought damages under the Privacy Act for the disclosure of
adverse personnel information about him that was disclosed in an
opinion by an Administrative Law Judge before whom he had
presented a case. 49 F.3d at 599-602. The court ruled that the
"uncontroverted facts plainly establish that the ALJ disclosed the
information . . . without any ground for believing it to be lawful
and in flagrant disregard of the rights of Wilborn under the
Privacy Act." Id. at 602. The Ninth Circuit noted that not only
was the ALJ personally familiar with the Privacy Act and had
advised his staff concerning the Act's disclosure prohibition, but
further, that the ALJ had been informed by an agency attorney
that the language at issue was "inappropriate and should not be
included in the decision." Id. Particularly troubling in this case
is the additional fact that all information pertaining to the adverse
personnel record was required to, and in fact had been, removed
from the system of records by the ALJ as a result of a grievance
action filed by the plaintiff. Id.

In Covert, the Ninth Circuit ruled that the Department of Energy
Inspector General's routine use disclosure of prosecutive reports,
showing possible criminal fraud, to the Justice Department
violated subsection (¢)(3)(C) because, at the time of their original
collection by another component of the agency, portions of those
reports -- consisting of personnel security questionnaires sub!]
mitted by the plaintiffs -- did not provide actual notice of the
routine use. 876 F.2d 751, 754-57 (9th Cir. 1989). The Ninth
Circuit held that the failure to comply with subsection (e)(3)(C)
was "greater than grossly negligent" even though the Inspector
General was relying on statutes, regulations and disclosure prac!(]
tices that appeared to permit disclosure, and no prior court had
ever suggested that noncompliance with subsection (e)(3)(C)
would render a subsequent subsection (b)(3) routine use
disclosure improper. See id. Though it paid lip service to the
correct standard, the Ninth Circuit in Covert actually applied a
strict liability standard -- one based upon the government's failure
to anticipate its novel "linkage" between subsection (e)(3)(C) and
subsection (b)(3) -- a standard which markedly departs from

-181101









OVERVIEW OF THE PRIVACY ACT

minimum damages award for violation of the Privacy Act, a com![|
plainant must prove actual damages. Doe v. Chao, 306 F.3d at
177-79. Recognizing that the Fourth Circuit's opinion in Doe
"conflicted with the views of other Circuits," 540 U.S. at 614
(citing Orekoya, Wilborn, Waters, Johnson, and Fitzpatrick), the
Supreme Court granted certiorari. The majority conducted "a
straightforward textual analysis," looked to the Privacy Act's
legislative history, and ultimately concluded that the Fourth
Circuit's view was correct. Id. at 620-29. The Court held that the
"'entitle[ment] to recovery' necessary to qualify for the $1,000
minimum is not shown merely by an intentional or willful
violation of the Act producing some adverse effect. The statute
guarantees $1,000 only to plaintiffs who have suffered some
actual damages." Id. at 627 (alteration in original). As a result,
any prior case law that suggests that anything less than proven
actual damages is sufficient to entitle an individual to an award of
the statutory minimum $1000 damages has been abrogated.

Although as a result of the Supreme Court's decision in Doe v.
Chao it is now settled that proof of actual damages is required in
order to recover either the statutory minimum or damages beyond
the minimum, and it is well established that actual damages
include out-of-pocket expenses, the Supreme Court in Doe
explicitly did not rule on the issue of whether nonpecuniary
damages for mental injury -- such as emotional trauma, anger,
fear, or fright -- satisfy the definition of actual damages. Doe v.
Chao, 540 U.S. at 627 n.12 (noting division amongst Courts of
Appeal on "the precise definition of actual damages," and stating
that "[t]hat issue is not before us, however, since the petition for
certiorari did not raise it for our review"; "We do not suggest that
out-of-pocket expenses are necessary for recovery of the $1,000
minimum; only that they suffice to qualify under any view of
actual damages.") As a result, there remains a split of authority
on this issue. Compare, e.g., Jacobs v. Nat'l Drug Intelligence
Ctr., 548 F.3d 375, 378 (5th Cir. 2008) (following Johnson and
holding that emotional damages are recoverable); Johnson v.
Dep't of the Treasury, IRS, 700 F.2d at 974-80 (nonpecuniary
damages recoverable); Parks v. IRS, 618 F.2d 677, 682-83, 685
(10th Cir. 1980) (stating that plaintiffs had "alleged viable claims
for damages" where only alleged adverse effect was "psycho!
logical harm"); Mulhern v. Gates, 525 F. Supp. 2d 174, 186
(D.D.C. 2007) ("To defeat a motion for summary judgment, a
plaintiff must offer evidence sufficient for a jury to find that the
emotional harm he claims to have suffered was acute, tangible,
and severe enough to give rise to actual damages."); Papse v.
BIA, No. 99-0052, 2007 WL 11893609, at *2 (D. Idaho Apr. 20,
2007) (concluding that "the term 'actual damages' in the Privacy
Act includes damages for emotional distress"); Boyd v. Snow,
335 F. Supp. 2d 28, 38-39 (D.D.C. 2004) (allowing claims of
actual damages that included "severe emotional and physical
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F.3d at 198 n.13 (Michael, J., dissenting) (also "need[ing] not
reach the difficult question of the meaning of 'actual damages,"
but stating "belie[f] that the majority's holding commits this
circuit to the position that the term 'actual damages' includes at
least emotional distress that would qualify as 'demonstrable’
under Price [v. City of Charlotte, 93 F.3d 1241 (4th Cir.
1996)].").

The Court of Appeals for the District of Columbia Circuit has not
expressly ruled on this issue. In Albright v. United States, 558 F.
Supp. 260, 264 (D.D.C. 1982), the district court, citing Houston
with approval, held that only out-of-pocket expenses -- not
damages for emotional trauma, anger, fright, or fear -- are
recoverable. On appeal, however, the D.C. Circuit affirmed on
other grounds, expressly declining to decide whether "actual
damages" include more than out-of-pocket expenses. Albright,
732 F.2d at 183, 185-86 & n.11; cf. Tomasello, 167 F.3d at 614,
618 n.6, 619 n.9 (declining to decide whether nonpecuniary dam!]
ages were available under Privacy Act, given plaintiff's failure to
raise issue below). In the absence of direction from the D.C.
Circuit, the District Court for the District of Columbia on at least
three other occasions has ruled that damages are limited to out!]
of-pocket expenses, see Mallory, No. 97-2377, slip op. at 15-16
n.3; Pope, 641 F. Supp. at 500-01; Houston, 494 F. Supp. at 30;
and on one other occasion has awarded damages for nonpecu!
niary loss, see Dong, 943 F. Supp. at 74-75.

One district court has applied the doctrine of mitigation to certain
Privacy Act claims, holding that "an individual whose
information is disclosed in violation of the Privacy Act may
recover for costs incurred to prevent harm from that disclosure."
Beaven v. DOJ, No. 03-84, 2007 WL 1032301, at *28 (E.D. Ky.
Mar. 30, 2007) (concluding that "plaintiffs' out-of-pocket
expenses [incurred in monitoring their financial information] to
protect themselves from potential harm were caused by the
instant Privacy Act violation").

It is well settled that injunctive relief as provided for in the
Privacy Act is available only under subsections (g)(1)(A)
(amendment) and (g)(1)(B) (access) -- both of which,
incidentally, require exhaustion -- and that it is not available
under subsections (g)(1)(C) or (g)(1)(D). See, e.g., Doe v. Chao,
540 U.S. at 635 (Ginsburg, J., dissenting); McLeod v. VA, 43 F.
App'x 70, 71 (9th Cir. 2002) (quoting Cell Assocs. v. NIH, infra);
Locklear v. Holland, No. 98-6407, 1999 WL 1000835, at *1 (6th
Cir. Oct. 28, 1999); Risley v. Hawk, 108 F.3d 1396, 1397 (D.C.
Cir. 1997) (per curiam); Doe v. Stephens, 851 F.2d at 1463;
Hastings v. Judicial Conference of the United States, 770 F.2d
1093, 1104 (D.C. Cir. 1985); Edison, 672 F.2d at 846; Hanley v.
DQOJ, 623 F.2d 1138, 1139 (6th Cir. 1980) (per curiam); Parks,
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Although the Supreme Court in Kay did not expressly rule on the
issue of the award of attorney fees to non-attorney pro se litigants,
the Court recognized that "the Circuits are in agreement . . . that a
pro se litigant who is not a lawyer is not entitled to attorney's fees"
and was "satisfied that [those cases so holding] were correctly
decided." 499 U.S. at 435. Furthermore, the Court's rationale in
Kay would seem to preclude an award of fees to any pro se Privacy
Act litigant, as the Court observed that "awards of counsel fees to
pro se litigants -- even if limited to those who are members of the
bar -- would create a disincentive to employ counsel" and that "[t]he
statutory policy of furthering the successful prosecution of
meritorious claims is better served by a rule that creates an
incentive to retain counsel in every such case." 1d. at 438; see also
Wilborn v. HHS, No. 91-538, slip op. at 14-16 (D. Or. Mar. 5,
1996) (rejecting argument that rationale in Kay should be construed
as applying only to district court stage of litigation; "policy of the
Privacy Act . . . would be better served by a rule that creates an
incentive to retain counsel at all stages of the litigation, including
appeals"), appeal voluntarily dismissed, No. 96-35569 (9th Cir.
June 3, 1996).

Indeed, the Court of Appeals for the District of Columbia Circuit
granted summary affirmance to a district court decision which held
that a "nonattorney pro se litigant cannot recover attorney's fees
under the Privacy Act." Sellers v. BOP, No. 87-2048, 1993 U.S.
Dist. LEXIS 787, at *1 (D.D.C. Jan. 26, 1993), summary
affirmance granted, No. 93-5090 (D.C. Cir. July 27, 1993). The
district court in Sellers was "persuaded by the Fifth Circuit's
opinion in Barrett v. Bureau of Customs, 651 F.2d 1087, 1089 (5th
Cir. 1981)," an earlier Privacy Act decision also denying a non-at! |
torney pro se litigant fees, and noted that "[t]he rationale utilized by
the Supreme Court in Kay . . . is in accord.”" Sellers, No. 87-2048,
1993 U.S. Dist. LEXIS 787, at *1 (D.D.C. Jan. 26, 1993); see also
Smith v. O'Brien, No. 94-41371, slip op. at 4 (5th Cir. June 19,
1995) (per curiam) (citing Barrett and stating: "Pro se litigants are
not entitled to attorney fees under either the FOIA or the Privacy
Act unless the litigant is also an attorney."); Westendorf'v. IRS, No.
3:92-cv-761WS, 1994 WL 714011, at *2 (S.D. Miss. July 7, 1994)
(citing Barrett and holding that non-attorney pro se plaintiff is not
entitled to attorney fees), appeal dismissed, No. 94-60503, slip op.
at 2-3 (5th Cir. Nov. 17, 1994) (stating that district court's holding
is correct under Barrett). The D.C. Circuit has further ruled,
however, that a plaintiff's pro se status does not preclude the
recovery of fees for "consultations" with outside counsel. Blazy v.
Tenet, 194 F.3d 90, 94 (D.C. Cir. 1999); see also id. at 98-99
(Sentelle, J., concurring but "writing separately only to distance
[him]self from the majority's determination that a pro se litigant is
entitled to recover counsel fees for consultations with attorneys not
appearing or connected with appearances in the pro se litigation").
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It has also been held that a plaintiff does not substantially prevail in
an access case merely because the agency produced the records in
question subsequent to the filing of the lawsuit. See Reinbold v.
Evers, 187 F.3d 348, 363 (4th Cir. 1999) (upholding denial of
interim fees where plaintiff had "not proved that his lawsuit was a
catalyst for the [agency's] action," and evidence showed that delay
was caused by staffing shortage); Jacobs v. Reno, No. 3:97-CV[]
2698-D, 1999 U.S. Dist. LEXIS 3104, at *14-15 (N.D. Tex. Mar.
11, 1999) (denying plaintiff's request for attorney fees and costs,
and stating that plaintiff's argument was "too slim a reed on which
to rest a § 552a(g)(1)(B) claim, particularly when § 552a(d)(1)
imposes no deadline for agency compliance and absent evidence of
extended and unjustified delay"), aff'd, 208 F.3d 1006 (5th Cir.
2000) (unpublished table decision).

Subsection (g)(3)(B) is similar to 5 U.S.C. § 552(a)(4)(E), the
FOIA's attorney fees provision, and FOIA decisions concerning a
plaintiff's eligibility for attorney fees may be consulted in this area.
However, the Court of Appeals for the District of Columbia Circuit
has expressly ruled that the FOIA's criteria for determining the
additional factor of entitlement to attorney fees are inapplicable to a
claim for fees under the Privacy Act. Blazy v. Tenet, 194 F.3d at
95-97 ("Even a cursory examination of these factors makes it clear
that they have little or no relevance in the context of the Privacy
Act."); see also Herring v. VA, No. 94-55955, 1996 WL 32147, at
*5-6 (9th Cir. Jan. 26, 1996) (finding plaintiff to be "prevailing
party" on access claim for her medical record with no mention or
application of FOIA criteria). Nevertheless, two other courts of
appeals have held the FOIA's entitlement criteria to be applicable to
Privacy Act claims for attorney fees. See Gowan v. U.S. Dep't of
the Air Force, 148 F.3d 1182, 1194-95 (10th Cir. 1998) (applying
the FOIA's criteria and determining that the plaintiff was not
entitled to fees because his "suit was for his personal benefit rather
than for the benefit of the public interest"); Barrett v. Bureau of
Customs, 651 F.2d at 1088 (stating that FOIA's guidelines apply to
claims for attorney fees under Privacy Act); see also Reinbold v.
Evers, 187 F.3d 348, 362 (4th Cir. 1999) (citing Gowan and stating
in dicta that if determination is made that plaintiff substantially
prevailed, court must evaluate FOIA factors to determine
entitlement); Sweatt v. U.S. Navy, 683 F.2d 420, 423 (D.C. Cir.
1982) (stating in dicta that cases construing attorney fee provision
in FOIA are apposite in Privacy Act context).

Note also that in 2002 the D.C. Circuit held that "in order for
plaintiffs in FOIA actions to become eligible for an award of
attorney's fees, they must have 'been awarded some relief by [a]
court,' either in a judgment on the merits or in a court-ordered
consent decree." QOil, Chem. & Atomic Workers Int'l Union v.
Dep't of Energy, 288 F.3d 452, 455-56 (D.C. Cir. May 10, 2002)
(quoting, and applying to FOIA cases, Supreme Court's holding in
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Buckhannon Bd. & Care Home, Inc. v. W. Va. Dep't of Health &
Human Res., 532 U.S. 598, 603 (2001), which concerned attorney
fees under other fee-shifting statutes). This interpretation of
Buckhannon was widely followed, with the result that plaintiffs
were denied attorney fees in FOIA cases in which the agency
voluntarily disclosed the records at issue. See, e.g., Union of
Needletrades, Indus. and Textile Employees v. INS, 336 F.3d 200,
206 (2d Cir. 2003); McBride v. U.S. Dep't of the Army, No. 06[]
4082,2007 WL 1017328, at *3-4 (E.D. La. Mar. 30, 2007); Poulsen
v. U.S. Customs & Border Prot., No. 06-1743, 2007 WL 160945, at
*1 (N.D. Cal. Jan. 17, 2007); Martinez v. EEOC, No. 04-CA-0271,
2005 U.S. Dist. LEXIS 3864, at *19 (W.D. Tex. Mar. 3, 2005);
Landers v. Dep't of the Air Force, 257 F. Supp. 2d 1011, 1012 (S.D.
Ohio 2003). However, the OPEN Government Act of 2007, Pub. L.
No. 110-175, 121 Stat. 2524, amended the FOIA to provide that a
plaintiff is eligible to obtain attorney fees if records are obtained as
a result of "(I) a judicial order, or an enforceable written agreement
or consent decree; or (II) a voluntary or unilateral change in
position by the agency, if the complainant's claim is not
insubstantial." 5 U.S.C. § 552(a)(4)(E)(i1), as amended. This
statutory change should not have any impact on the awarding of
attorney fees under the Privacy Act in the context of access
lawsuits; since all withholdings must be based on exemptions under
both the FOIA and the Privacy Act, the FOIA's more generous
provisions permit attorney fees for any voluntary disclosure in
litigation. However, the Buckhannon requirement -- that attorney
fees be available only if the relief sought results from a court order
or enforceable consent decree -- still appears to apply to any case
brought under subsection (g)(1)(A) where the agency voluntarily
amends the record during the pendency of litigation.

Although under the FOIA it had previously been held that a fee
enhancement as compensation for the risk in a contingency fee
arrangement might be available in limited circumstances, see, €.g.,
Weisberg v. DOJ, 848 F.2d 1265, 1272 (D.C. Cir. 1988), the
Supreme Court has clarified that such enhancements are not
available under statutes authorizing an award of reasonable attorney
fees to a prevailing or substantially prevailing party, City of
Burlington v. Dague, 505 U.S. 557, 561-66 (1992) (prohibiting
contingency enhancement in environmental fee-shifting statutes);
see also King v. Palmer, 950 F.2d 771, 775 (D.C. Cir. 1991) (en
banc) (pre-City of Burlington case anticipating result later reached
by Supreme Court). In light of the Court's further observation that
case law "construing what is a 'reasonable' fee applies uniformly to
all [federal fee-shifting statutes], there seems to be little doubt that
the same principle also prohibits fee enhancements under the
Privacy Act.

The Court of Appeals for the Fourth Circuit has held that in a
damages lawsuit brought under the Privacy Act, subsection (g)(4)
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implementation guidelines.pdf (citing 28 U.S.C. § 2414 (2000);
31 U.S.C. § 724a (later replaced during enactment of revised Title
31, now see 31 U.S.C. § 1304 (2000) (first sentence of former

§ 724a) and 39 U.S.C. § 409(e) (2000) (last sentence of former

§ 724a)); and 28 U.S.C. § 1924 (2000)).

2. Jurisdiction and Venue

"An action to enforce any liability created under this section may be
brought in the district court of the United States in the district in
which the complainant resides, or has his principal place of busil |
ness, or in which the agency records are situated, or in the District
of Columbia." 5 U.S.C. § 552a(g)(5).

Comment;

By its very terms, this section limits jurisdiction over Privacy Act
matters to the federal district courts. 5 U.S.C. § 552a(g)(5); see
also, e.g., Parker v. United States, 280 F. App'x 957, 958 (Fed. Cir.
2008) (holding that Court of Federal Claims does not have
jurisdiction over Privacy Act claims); Carell v. MSPB, 131 F.
App'x 296, 299 (Fed. Cir. 2005) (holding that MSPB does not have
jurisdiction over Privacy Act claims); Martin v. Dep't of the Army,
No. 00-3302, 2000 WL 1807419, at *2 (Fed. Cir. Dec. 8, 2000) (per
curiam) (same); Minnich v. MSPB, No. 94-3587, 1995 U.S. App.
LEXIS 5768, at *3 (Fed. Cir. Mar. 21, 1995) (per curiam) (same);
Frasier v. United States, No. 94-5131, 1994 U.S. App. LEXIS
35392, at *3 (Fed. Cir. Dec. 6, 1994) (same); Stephanatos v. United
States, 81 Fed. CI. 440, 444 (Fed. Cl. 2008) (same); Agee v. United
States, 72 Fed. CI. 284, 290 (Fed. CI. 2006) (same); Doe v. United
States, 74 Fed. Cl. 794, 798 (Fed. Cl. 2006) (same); and Strickland
v. Comm'r, No. 9799-95, 2000 WL 274077 (T.C. Mar. 14, 2000)
(The Tax Court "do[es] not have the authority to address [Privacy
Act] claim[].").

Because venue is always proper in the District of Columbia, the
Privacy Act decisions of the Court of Appeals for the District of
Columbia Circuit are of great importance.

For cases involving this provision, see Akutowicz v. United States,
859 F.2d 1122, 1126 (2d Cir. 1988) (venue proper only in District
of Columbia for plaintiff who resided and worked continuously in
France); Tildon v. Alexander, 587 F. Supp. 2d 242, 243 n.1 (D.D.C.
2008) (transferring multi-claim cause of action to another district,
even though plaintiff was able to bring Privacy Act claim in District
of Columbia, because "judicial economy . . . will be served by
transferring this action in its entirety"); Dehaemers v. Wynne, 522
F. Supp. 2d 240, 248-49 (D.D.C. 2007) (where plaintiff's Privacy
Act claims were properly venued in District of Columbia, declining
to assume pendent venue over plaintiff's Rehabilitation Act and
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Title VII claims; concluding, therefore, that plaintiff must either
transfer Privacy Act claim or have court consider it alone); In re
Dep't of VA Data Theft Litigation v. Nicholson, 461 F. Supp. 2d
1367, 1368-69 (E.D. Ky. 2006) (explaining that District of District
of Columbia "is a preferable transferee forum for this litigation"
because it is "where likely relevant documents and witnesses may
be found, inasmuch as many of the defendants are located in this
district and the theft occurred in the Washington, D.C.,
metropolitan area"); Roberts v. DOT, No. 02-829, 2002 U.S. Dist.
LEXIS 14116, at *1-2 (E.D. Pa. July 3, 2003) (finding venue
improper in Eastern District of Pennsylvania, and transferring the
case to Eastern District of New York, as "both plaintiff and the
records are located within [that district]"); Troupe v. O'Neill, No.
02-4157, 2003 WL 21289977, at *3 (D. Kan. May 9, 2003) (trans(|
ferring case to Northern District of Georgia as "agency records
would be situated there"); Boers v. United States, 133 F. Supp. 2d
64, 65 (D.D.C. 2001) (transferring case under 28 U.S.C. § 1404(a)
to plaintiff's "home forum," even though "venue is proper" in
District of Columbia, given that "[a]ll the operative facts occurred
in Arizona" and "it cannot be said that forcing a plaintiff to litigate
in his home district will prejudice or burden the plaintiff in any
way'"), mandamus denied per curiam sub nom. In re Howard L.
Boers, No. 01-5192 (D.C. Cir. Aug. 28, 2001); Warg v. Reno, 19 F.
Supp. 2d 776, 785 (N.D. Ohio 1998) ("find[ing] the Northern Dis[]
trict of Ohio to be an improper venue" and transferring case to
District of Columbia in interest of justice where plaintiff resided in
Maryland and records were located in Washington, D.C.); Harton v.
BOP, No. 97-0638, slip op. at 3, 6-7 (D.D.C. Nov. 12, 1997)
(stating that "the fact that the Privacy Act provides for venue in the
District of Columbia does not, by itself, establish that each and
every Privacy Act claim involves issues of national policy," and
granting agency's motion to transfer to jurisdiction where plaintiff
was incarcerated, as complaint focused primarily on issues specific
to plaintiff); and Finley v. NEA, 795 F. Supp. 1457, 1467 (C.D.
Cal. 1992) ("[1]n a multi-plaintiff Privacy Act action, if any plaintiff
satisfies the venue requirement of 5 U.S.C. § 552a(g)(5), the venue
requirement is satisfied as to the remaining plaintiffs.").

3. Statute of Limitations

"An action to enforce any liability created under this section may be
brought . . . within two years from the date on which the cause of
action arises, except that where an agency has materially and will[]
fully misrepresented any information required under this section to
be disclosed to an individual and the information so misrepresented
1s material to establishment of the liability of the agency to the
individual under this section, the action may be brought at any time
within two years after discovery by the individual of the
misrepresentation. Nothing in this section shall be construed to
authorize any civil action by reason of any injury sustained as the
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result of a disclosure of a record prior to September 27, 1975."
5 U.S.C. § 552a(g)(5).

Comment;

The statute of limitations has been held to be jurisdictional in nature
and has been strictly construed as it is an "'integral condition of the
sovereign's consent to be sued under the Privacy Act."' Bowyer v.
U.S. Dep't of the Air Force, 875 F.2d 632, 635 (7th Cir. 1989)
(quoting Diliberti v. United States, 817 F.2d 1259, 1262 (7th Cir.
1987)); accord Harrell v. Fleming, 282 F.3d 1292, 1293-94 (10th
Cir. 2002); Weber v. Henderson, 33 F. App'x 610, 611 (3d Cir.
2002) (per curiam); Davis v. DOJ, 204 F.3d 723, 726 (7th Cir.
2000) (per curiam); Akutowicz v. United States, 859 F.2d 1122,
1126 (2d Cir. 1988); Davis v. Gross, No. 83-5223, 1984 U.S. Dist.
LEXIS 14279, at *2-3 (6th Cir. May 10, 1984); Bassiouni v. FBI,
No. 02-8918, 2003 WL 22227189, at *2 (N.D. Ill. Sept. 26, 2003),
aff'd on other grounds, 436 F.3d 712 (7th Cir. 2006); Logan v.
United States, 272 F. Supp. 2d 1182, 1187 (D. Kan. 2003);
Mangino v. Dep't of the Army, 818 F. Supp. 1432, 1437 (D. Kan.
1993), aff'd, 17 F.3d 1437 (10th Cir. 1994) (unpublished table
decision). Consequently, a plaintiff's failure to file suit within the
specified time period has been held to "[deprive] the federal courts
of subject matter jurisdiction over the action." Diliberti, 817 F.2d at
1262. But compare M.K. v. Tenet, 196 F. Supp. 2d 8§, 13 (D.D.C.
2001) (finding that "statute of limitations is an affirmative defense
that does not need to be anticipated and rebutted by the complaint
... [a]s such, even if the plaintiffs have not alleged illegal conduct
of the defendants that the plaintiffs first knew or should have
known within the limitations period, the Privacy Act claim should
not be dismissed for lack of subject matter jurisdiction"), with Fort
Hall Landowners Alliance, Inc. v. BIA, No. 99-052, slip op. at 3-4
(D. Idaho Mar. 14, 2003) (stating that the court "may grant a motion
to dismiss based on the running of a statute of limitations period
only 'if the assertions of the complaint, read with the required
liberality, would not permit the plaintiff to prove that the statute
was tolled" (quoting Supermail Cargo, Inc. v. United States, 68
F.3d 1204, 1207 (9th Cir. 1995))).

In the past, the Court of Appeals for the District of Columbia
Circuit also had held that the Privacy Act's statute of limitations is
jurisdictional. See, e.g., Griffin v. U.S. Parole Comm'n, 192 F.3d
1081, 1082 (D.C. Cir. 1999), overruled by Chung v. DOJ, 333 F.3d
273,278 n.1 (D.C. Cir. 2003); Williams v. Reno, No. 95-5155,
1996 WL 460093, at *1 (D.C. Cir. Aug. 7, 1996); see also Farrero
v. NASA, 180 F. Supp. 2d 92, 97 (D.D.C. 2001). Subsequently,
however, the District of Columbia Circuit has held that the Privacy
Act's statute of limitations for a damages "claim for unlawful dis/
closure of personal information" need not be strictly construed and
that a "'rebuttable presumption' in favor of equitable tolling
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applies." Chung v. DOJ, 333 F.3d 273, 277 (D.C. Cir. 2003).
Relying on the Supreme Court's decision in [rwin v. VA, 498 U.S.
89, 95 (1990), which announced a "'general rule' establishing a
presumption in favor of equitable tolling in 'suits against the Gov![ |
ernment," the D.C. Circuit concluded that "a Privacy Act claim for
unlawful disclosure of personal information is sufficiently similar
to a traditional tort claim for invasion of privacy to render the Irwin
presumption applicable." Chung, 333 F.3d at 276-77; see also Fort
Hall Landowners Alliance, Inc., No. 99-052, slip op. at 6-7 (citing
Irwin and finding that the Privacy Act "does not use such language
[of jurisdiction], and therefore does not present a jurisdictional
bar"); cf. Freeman v. EPA, No. 02-0387, 2004 WL 2451409, at *9
n.8 (D.D.C. Oct. 25, 2004) ("prefer[ring] to dismiss" for failure to
state a claim on which relief can be granted rather than for lack of
subject matter jurisdiction).

Similarly, the Court of Appeals for the Ninth Circuit has held that
Privacy Act claims brought under subsection (g)(1)(D) and based
on alleged violations of subsections (¢)(5) and (e)(6) "are
sufficiently similar to traditional tort actions such as misrepresental |
tion and false light to warrant the application of Irwin's rebuttable
presumption." Rouse v. U.S. Dep't of State, 567 F.3d 408, 416 (9th
Cir. 2009) (amended opinion) (citing Chung, 333 F.3d at 277).
Because the Ninth Circuit agreed with Chung that no aspect of the
Privacy Act "militate[s] against tolling," the court concluded that
"the Irwin presumption has not been rebutted." Rouse, 567 F.3d at
*416-17. However, the court "decline[d] to decide whether
equitable tolling is warranted on the facts of this case." 1d. at 417.

Amendment

In a subsection (g)(1)(A) amendment action, the limitations period
begins when the agency denies the plaintiff's request to amend. See
Englerius v. VA, 837 F.2d 895, 897-98 (9th Cir. 1988) (holding that
the statute of limitations "commences at the time that a person
knows or has reason to know that the request has been denied,"
rather than as of the date of the request letter); see also Bassiouni,
2003 WL 22227189, at *3-4 (explicitly acknowledging distinction
as to when a claim arises among the four distinct Privacy Act
causes of actions and finding that in an amendment cause of action,
a claim arises "when an individual knows or has reason to know
that his request to amend has been denied"); Blazy v. Tenet, 979 F.
Supp. 10, 18 (D.D.C. 1997) (although ultimately finding plaintiff's
amendment claim moot due to remedial action taken by CIA, citing
Englerius and finding that claim for amendment of sexual
harassment allegations in personnel file did not begin to run until
employee discovered that FBI, where plaintiff had applied for
employment, never received corrective letter from CIA, prior to
which time plaintiff did not and could not have known of CIA's
failure to amend), summary affirmance granted, No. 97-5330, 1998
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WL 315583 (D.C. Cir. May 12, 1998). But see Wills v. OPM, No.
93-2079, slip op. at 2-3 (4th Cir. Jan. 28, 1994) (per curiam)
(alternatively holding that cause of action triggers statute of
limitations when plaintiff knows or should have known of alleged
violation, which in this case was when plaintiff sent his first letter
requesting amendment); cf. Evans v. United States, No. 99-1268,
2000 WL 1595748, at *2 (D. Kan. Oct. 16, 2000) (finding that
"plaintiff neither knew nor had reason to know of the alleged error
in his records until the receipt of information provided by those wit![]
nesses who claimed the [Equal Opportunity] complaint Summary
inaccurately reported their testimony," which prompted him to
request a "reconsideration and reinvestigation" of the information).

In determining what constitutes the agency's denial, it has been held
that the agency's initial denial should govern, rather than the date of
the agency's administrative appeal determination. See Quarry v.
DOJ, 3 Gov't Disclosure Serv. (P-H) 9 82,407, at 83,020-21

(D.D.C. Feb. 2, 1982); see also Singer v. OPM, No. 83-1095, slip
op. at 2 (D.N.J. Mar. 8, 1984) (rejecting claim that limitations
period began on date plaintiff's appeal was dismissed as time-barred
under agency regulation); cf. Shannon v. Gen. Elec. Co., 812 F.
Supp. 308, 320 & n.10 (N.D.N.Y. 1993) (finding that cause of
action for damages claim arose when plaintiff's amendment request
was partially denied and noting that "no caselaw can be found to
support a finding that the pendency of the appeal has any affect
upon the running of the statute of limitations").

In cases "[w]here the agency has not issued an express denial of the
request, the question of when a person learns of the denial requires
a factual inquiry and cannot ordinarily be decided on a motion to
dismiss." Englerius, 837 F.2d at 897; see also Jarrell v. USPS, 753
F.2d 1088, 1092 (D.C. Cir. 1985) (holding that issue of material
fact existed and therefore summary judgment was inappropriate
where agency contended that cause of action arose when it issued
final denial of expungement request but requester argued that due to
agency's excision of certain parts of documents, he was unaware of
information until later point in time); Conklin v. BOP, 514 F. Supp.
2d 1, 5 (D.D.C. 2007) (denying motion to dismiss as "the date on
which plaintiff knew or had reason to know of the alleged Privacy
Act violations is unclear"); Lechliter v. Dep't of Army, No. 04-814,
2006 WL 462750, at *3-4 (D. Del. Feb. 27, 2006) (denying motion
to dismiss because "[t]here does not appear to have been a final
denial of [plaintiff's] request" and "there [was] some question
regarding what was said" during a telephone call concerning status
of request).

Access

The two-year statute of limitations set forth in subsection (g)(5)
applies to the access provision of the Privacy Act as well. 5 U.S.C.
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limitations, plaintiff "cannot attempt to resurrect" them by making
subsequent request more than three years after she had first received
information and almost six months after complaint had been filed),
related subsequent case, Mittleman v. OPM, No. 92-158, slip op. at
1 n.1 (D.D.C. Jan. 18, 1995), summary affirmance granted, 76 F.3d
1240, 1242 (D.C. Cir. 1996).

The only judicial discussion of the Supreme Court's Irwin
presumption of equitable tolling in the context of an access lawsuit
1s found in Rouse v. U.S. Department of State, 548 F.3d 871, 876[]
77 (9th Cir. 2008), amended and superseded by 567 F.3d 408 (9th
Cir. 2009). Although the opinion was superseded (apparently on
mootness grounds, see id. at 410 & n.1), the Ninth Circuit
determined that the Irwin rebuttable presumption did not apply to
an access claim because it "has no analog in private litigation." 548
F.3d at 877-78.

Damages

The statute of limitations for a damages cause of action begins
when the plaintiff knew or should have known of the Privacy Act
violation. See Burnham v. Mayberry, 313 F. App'x 455, 456 (3d
Cir. 2009); Shehee v. DEA, No. 05-5276, 2006 U.S. App. LEXIS
15586, at *2 (D.C. Cir. June 14, 2006); Duncan v. EPA, 89 F.
App'x 635, 635 (9th Cir. 2004); Williams v. Reno, No. 95-5155,
1996 WL 460093, at *1 (D.C. Cir. Aug. 7, 1996); Tijerina v.
Walters, 821 F.2d 789, 797 (D.C. Cir. 1987); see also Smith v.
United States, 142 F. App'x 209, 210 (5th Cir. 2005) (per curiam)
(dismissing as untimely plaintiff's subsection (e)(5) claim because
he knew of alleged violation almost seven years before filing suit);
Green v. Westphal, No. 03-3547, 2004 WL 817446, at *2 (3d Cir.
Apr. 15, 2004) ("A cause of action arises under the Privacy Act
when the individual knows or has reason to know of the alleged
error in the individual's record and the individual is harmed by the
alleged error."); Bergman v. United States, 751 F.2d 314, 316-17
(10th Cir. 1984) (holding that limitations period for damages action
under subsection (g)(1)(C) commences at time three conditions are
met: (1) an error was made in maintaining plaintiff's records; (2)
plaintiff was wronged by such error; and (3) plaintiff either knew or
had reason to know of such error); Toolasprashad v. BOP, No. 09(
0317,2009 WL 3163068, at *2 (D.D.C. Sept. 29, 2009) (finding
Privacy Act claim time-barred because plaintiff filed it more than
two years after final agency action); Joseph v. Cole, No. 5:07-CV[]
225,2007 WL 2480171, at *2 (M.D. Ga. Aug. 27, 2007) (barring
accuracy lawsuit where plaintiff inmate admitted that he knew of
errors in his presentence report when it was adopted by court
thirteen years prior to filing of suit); Counce v. Nicholson, No.
3:06cv00171, 2007 WL 1191013, at *15 (M.D. Tenn. Apr. 18,
2007) (barring subsection (b)/(g)(1)(D) claim where plaintiff first
complained of Privacy Act violations to an EEO counselor in
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November 2003 but did not file suit until February 2006); Kenney
v. Barnhart, No. 05-426, 2006 WL 2092607, at *11-12 (C.D. Cal.
July 26, 2006) (finding claim untimely because plaintiff filed it
more than two years after he complained to SSA of inaccuracies in
his credit reports, which were allegedly based on inaccuracies in
SSA records); cf. Bowyer v. U.S. Dep't of the Air Force, 875 F.2d
632, 636 (7th Cir. 1989) (applying stricter standard and holding that
the limitations period begins to run when "plaintiff first knew or
had reason to know that the private records were being main!(
tained"); Diliberti v. United States, 817 F.2d 1259, 1262-64 (7th
Cir. 1987) (same); Leibenguth v. United States, No. 08-CV-6008,
2009 WL 3165846, at *3 (W.D.N.Y. Sept. 29, 2009) (concluding
that plaintiff's claim for damages "based on the VA's failure to
disclose his medical records in a timely fashion" was time-barred
because he filed it more than two years after he became aware of
the denial of his claim for disability benefits).

Some courts have held that once the plaintiff knows or has reason to
know of a record's existence, even if based upon hearsay or rumors,
the plaintiff has a "duty to inquire" into the matter -- i.e., "two years
from that time to investigate whether sufficient factual and legal
bases existed for bringing suit." See Bowyer, 875 F.2d at 637; see
also Diliberti, 817 F.2d at 1263-64 (stating that "the hearsay and
rumors which the plaintiff described in his affidavit were enough to
put him on notice" and "impose a duty to inquire into the veracity
of those rumors"); Munson, No. 96-CV-70920-DT, slip op. at 2-3
(E.D. Mich. July 2, 1996); Strang v. Indahl, No. 93-97, slip op. at 2]
4 (M.D. Ga. Apr. 13, 1995) ("The statute does not await
confirmation or actual access to the records; hearsay and rumor are
sufficient to begin running the statute of limitations."); Mangino,
818 F. Supp. at 1438 (quoting Diliberti); Rickard v. USPS, No. 87(
1212, slip op. at 5 (C.D. Ill. Feb. 16, 1990) (recognizing "duty to
inquire" established by Diliberti, and stating that "[e]ven
unsubstantiated hearsay and rumor suffice to give a plaintiff notice
of alleged inaccuracies in a record").

Generally, the plaintiff knows or has reason to know of records in
violation of the Privacy Act when the plaintiff suspects there is a
violation rather than when the plaintiff actually possesses those
records or when the government creates those records. See
Diliberti, 817 F.2d at 1262 (stating that the "relevant fact is not
when the plaintiff first had physical possession of the particular
records, but rather when he first knew of the existence of the recl
ords"); see also Duncan, 89 F. App'x at 635 (quoting Rose v. United
States, 905 F.2d 1257, 1259 (9th Cir. 1990), and reasoning that "a
certainty, or testimony under oath, is not required to begin the run(|
ning of the limitations period, but rather 'what a reasonable person
should have known""); Sims v. New, No. 08-cv-00794, 2009 WL
3234225, at *4 (D. Colo. Sept. 30 2009) (concluding that clock
began in April 2002 even though plaintiff did not receive letter
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WL 285651, at *1 (9th Cir. May 29, 1996) (citing Rose and holding
that Privacy Act claim filed in 1994 was time-barred because
plaintiff wrote letter to agency questioning validity of information
disclosed to State Bar in 1991 and was formally informed by State
Bar that he was denied admission in 1991).

One district court decision has also considered the statute of
limitations in connection with a Privacy Act claim under subsection
(e)(3) concerning the collection of information from individuals.
Darby v. Jensen, No. 94-S-569, 1995 U.S. Dist. LEXIS 7007, at *7[]
8 (D. Colo. May 15, 1995). In that case, the court determined that
the claim was time-barred, as more than two years had passed since
the date upon which the plaintiff had received the request for
information. Id.

Several courts have considered whether a Privacy Act claim not
apparently raised in the initial complaint filed within the limitations
period could be found to "relate back" to the date of that earlier
complaint under Rule 15(¢) of the Federal Rules of Civil Procedure.
See Oja v. U.S. Army Corps of Engineers, 440 F.3d 1122, 1134-35
(9th Cir. 2006) (where agency posted information pertaining to
plaintiff on Web site in November 2000 and posted same
information on second Web site in December 2000, holding that
amended complaint did not relate back to filing date of initial
complaint because "[t]he fact that the language in the two
disclosures is identical is inapposite because [plaintiff's] claims . . .
are based on the acts of disclosure themselves, each of which is
distinct in time and place"); Freeman v. EPA, No. 02-0387, 2004
WL 2451409, at *8-9 (D.D.C. Oct. 25, 2004) (concluding that even
though "the new claim is similar in that it also involves disclosure
of information . . . it is hardly conceivable that the defendants
would have had notice regarding the new" claim, nor "does the new
claim build on facts the plaintiffs previously alleged other than the
very general factual context of the case," and that, therefore, the
claim fails to relate back); Fort Hall Landowners Alliance, Inc., No.
99-052, slip op. at 15 (finding that Privacy Act wrongful disclosure
claims first brought in amended and second amended complaints
related back to original complaint); Tripp v. DOD, 219 F. Supp. 2d
85, 91-92 (D.D.C. 2002) (holding that plaintiff's subsequent Privacy
Act accounting claim was not barred by the two-year statute of lim/
itations because plaintiff's subsequent claim arose "out of the same
conduct and occurrences alleged in the initial Complaint," which
dealt with the improper disclosures of Privacy Act-protected
records).

As discussed above, the Court of Appeals for the District of
Columbia Circuit has held that the rebuttable presumption in favor
of equitable tolling that was established in the Supreme Court case,
Irwin v. VA, 498 U.S. 89, 95-96 (1990), applies to the Privacy Act's
statute of limitations for a damages claim for unlawful disclosure.
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Chung v. DOJ, 333 F.3d 273, 276-77 (D.C. Cir. 2003). Further,
because the D.C. Circuit could find no reason to think that Congress
did not intend to equitably toll the Privacy Act's statute of
limitations, it held that the government did not overcome this
presumption. Id. at 278; see also Doe v. Winter, No. 1:04-CV[]
2170,2007 WL 1074206, at *10-11 (M.D. Pa. Apr. 5, 2007)
(noting that equitable tolling doctrine has been recognized by Third
Circuit but finding that plaintiff failed to provide evidence for its
application); Cannon-Harper v. U.S. Postmaster Gen., No. 06[]
10520, 2006 WL 2975492, at *1 (E.D. Mich. Oct. 17, 2006)
(declining to apply equitable tolling to statute of limitations for
subsection (b)/(g)(1)(C) claim where plaintiff had initially filed
claim in state court); Cooper v. BOP, No. 02-1844, 2006 WL
751341, at *3 (D.D.C. Mar. 23, 2006) (applying equitable tolling
where court had sealed inmate's presentence report because he "was
unable to obtain vital information on the existence of his claim until
he could review the [report]"); Freeman v. EPA, 2004 WL
2451409, at *9 (concluding that plaintiffs' argument that they "have
not had the opportunity to support [their] allegation" due to lack of
discovery was "insufficient justification for this court to
countenance any equitable adjustment to the statute of limitations");
Fort Hall Landowners Alliance, Inc., No. 99-052, slip op. at 7
(finding "Privacy Act's statute of limitations subject to a rebuttable
presumption of equitable tolling" but holding that statute of
limitations was not tolled based on the facts before the court).

In addition, the statute's own terms provide that if the plaintiff
remains unaware of his cause of action because of the agency's
material and willful misrepresentations of information required by
the statute to be disclosed to him and the information is material to
establishment of the liability of the agency to the individual, then
the limitations period runs from the date upon which the plaintiff
discovers the misrepresentation. 5 U.S.C. § 552a(g)(5); see also
Lacey v. United States, 74 F. Supp. 2d 13, 15-16 (D.D.C. 1999)
(concluding that defendants made material and willful misrepre!(]
sentations to plaintiffs by telling them that they lacked evidence and
should wait for agency to finish its own investigation of claim
before bringing suit, which tolled statute of limitations until agency
"confirmed that there was substance to plaintiffs' claim of
violations"); Burkins, 865 F. Supp. at 1496 (" Accepting plaintiff's
claims of agency misrepresentation as true, the statute may have
been tolled."); Pope v. Bond, 641 F. Supp. 489, 500 (D.D.C. 1986)
(holding that the FAA's actions constituted willful and material
representation because of its repeated denials of plaintiff's request
for access, which "prevents the statute of limitations from running
until the misrepresentation is discovered"); cf. Weber v. Henderson,
22 F. App'x 610, 612 (3d Cir. 2002) (per curiam) (finding that even
if the court were to consider the claim not properly raised on the
appeal, "[t]here is no evidence in the record to show that the failure
to disclose [a memorandum that plaintiff claims would have
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avoided much of the pending litigation] was the result of willful
misrepresentation"); Sims v. New, 2009 WL 3234225, at *4-5
(concluding that "[e]ven if Defendants concealed the actual contents
of the [letter at issue] from Plaintiffs [for more than three years],
Defendants did not fraudulently conceal the facts giving rise to
Plaintiff's claims" because plaintiff knew of the inaccuracy
contained in the letter when he requested it); Leibenguth, 2009 WL
3165846, at *3 ("Because the alleged misrepresentation was made
with respect to when a rehearing would be held, and did not pertain
to information required to be disclosed under the Privacy Act,
plaintiffs have failed to establish that the alternative statute of
limitations period applies."); Mudd v. U.S. Army, No. 2:05-CV[]
137,2007 WL 4358262, at *7 (M.D. Fla. Dec. 10, 2007)
(concluding that plaintiff failed to establish that "information
allegedly undermining the accuracy of the [record] was materially
and willfully misrepresented, or that it was information required
under the Privacy Act to be disclosed to plaintiff, or that the
allegedly misrepresented information was material to establishment
of the liability"); Doe v. Thompson, 332 F. Supp. 2d 124, 134
(D.D.C. 2004) (finding no material and willful misrepresentation
where agency "notified the plaintiff about the record and its
contents . . . when the record was first created" and "changed the
record twice [at plaintiff's request] in an effort to produce an
accurate record"); Marin v. DOD, No. 95-2175, 1998 WL 779101,
at *1 (D.D.C. Oct. 23, 1998) (denying defendants' motion to
dismiss on ground that claim was time-barred and accepting
plaintiff's claim regarding timing of agency misrepresentation),
summary affirmance granted, No. 99-5102, 1999 WL 1006404
(D.C. Cir. Oct. 8, 1999); Munson, No. 96-CV-70920-DT, slip op. at
4-5 (E.D. Mich. July 2, 1996) (statement that agency could find no
record of disclosure of report to state police but that it would check
further "does not provide any evidence of a willful and material
misrepresentation"); Strang v. Indahl, No. 93-97, slip op. at 2-4
(M.D. Ga. Apr. 13, 1995) (agency's denial of allegations in
plaintiff's complaint did not equate as material misrepresentation;
by voluntarily dismissing suit on belief that reliance on
circumstantial evidence was insufficient, plaintiff "elected to forego
the very lawsuit which would have . . . substantiated her
suspicions").

Note that the Seventh Circuit has stated that this special relief
provision is necessarily incorporated into tests, such as the one set
forth in Bergman, which focus on when a plaintiff first knew or had
reason to know of an error in maintaining his records. Diliberti,
817 F.2d at 1262 n.1; see also Malewich, No. 91-4871, slip op. at
25-27 (D.N.J. Apr. 8, 1993) (following Diliberti and precluding
"the plaintiff from utilizing the discovery rule as a basis for
extending the permissible filing date"). The government argued to
the Court of Appeals for the District of Columbia Circuit in Tijerina
v. Walters that subsection (g)(5) "makes sense only if Congress
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intended the normal statutory period to commence at the time of the
alleged violation, regardless of whether the potential plaintiff is or
should be aware of the agency's action." See 821 F.2d at 797-98.
The D.C. Circuit, however, rejected that argument and stated that in
order to ensure that the government cannot escape liability by purl |
posefully misrepresenting information, "the Act allows the period to
commence upon actual discovery of the misrepresentation, whereas
... for other actions under the Act, the period begins when the
plaintiff knew or should have known of the violation . . . thus in no
way affect[ing] the special treatment Congress provided for the
particularly egregious cases of government misconduct singled out
in the Act's statute of limitations." Id. at 798.

Additionally, it has been held that "[a] Privacy Act claim is not
tolled by continuing violations." Davis v. DOJ, 204 F.3d 723, 726
(7th Cir. 2000); see also Bowyer, 875 F.2d at 638 (citing Bergman
and Diliberti, and rejecting argument that continuing violation
doctrine should toll statute of limitations); Diliberti, 817 F.2d at
1264 (citing Bergman for same proposition); Bergman, 751 F.2d at
316-17 (ruling that limitations period commenced when agency first
notified plaintiff in writing that it would not reconsider his
discharge or correct his job classification records and rejecting
argument "that a new cause of action arose upon each and every
subsequent adverse determination based on erroneous records");
Blaylock v. Snow, No. 4:06-CV-142-A, 2006 WL 3751308, at *7
(N.D. Tex. Dec. 21, 2006) (ruling that "continuing violations do not
toll limitations period" in case involving several allegedly improper
disclosures over course of three years); Thompson, 332 F. Supp. 2d
at 132-33 (rejecting argument that "a new cause of action was
created each time [the agency] disseminated [plaintiff's] revised
Report after [the agency] had been placed on notice of a potential
problem and before it reviewed the revised Report for accuracy,
relevance, completeness, and timeliness"); Jarrett v. White, No. 01L]
800, 2002 WL 1348304, at *6 (D. Del. June 17, 2002), aff'd per
curiam sub nom. Jarrett v. Brownlee, 80 F. App'x 107 (Fed. Cir.
2003) (rejecting argument that continuing violation doctrine should
toll statute of limitations); Malewich, No. 91-4871, slip op. at 23-25
(D.N.J. Apr. 8, 1993) (same); Shannon, 812 F. Supp. at 319-20
(plaintiff "cannot revive a potential cause of action simply because
the violation continued to occur; he can allege subsequent
violations only if there are subsequent events that occurred in viola
tion of the Privacy Act"); cf. Baker v. United States, 943 F. Supp.
270,273 (W.D.N.Y. 1996) (citing Shannon with approval). But cf.
Burkins v. United States, 865 F. Supp. 1480, 1496 (D. Colo. 1994)
(citing Bergman and viewing plaintiff's harm as "continuing
transaction").

The Court of Appeals for the Ninth Circuit in Oja v. U.S. Army

Corps of Engineers, 440 F.3d 1122 (9th Cir. 2006), applied the
single publication rule in a case involving a subsection (b)/(g)(1)(D)
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claim based on multiple postings to two agency Web sites of
information pertaining to the plaintiff. 440 F.3d at 1130-33. The
court rejected the argument that "the continuous hosting of private
information on an Internet Web site [is] a series of discrete and
ongoing acts of publication, each giving rise to a cause of action
with its own statute of limitations." Id. at 1132. Applying the
single publication rule, the court held that the claim was time-
barred because the plaintiff filed it more than two years from when
plaintiff became aware of the first posting. Id. at 1133.

Moreover, a plaintiff's voluntary pursuit of administrative
procedures should not toll the running of the statute of limitations,
because no administrative exhaustion requirement exists before a
damages action can be brought. See Uhl v. Swanstrom, 876 F.
Supp. 1545, 1560-61 (N.D. Iowa 1995), aff'd on other grounds, 79
F.3d 751 (8th Cir. 1996); see also Majied v. United States, No.
7:05CV00077, 2007 WL 1170628, at *3 (W.D. Va. Apr. 18, 2007);
Molzen v. BOP, No. 05-2360, 2007 WL 779059, at *3 (D.D.C.
Mar. 8, 2007); Mitchell v. BOP, No. 05-0443, 2005 WL 3275803,
at *3 (D.D.C. Sept. 30, 2005); cf. Christensen v. U.S. Dep't of the
Interior, 109 F. App'x 373, 375 (10th Cir. 2004) ("[T]here is no
basis for tolling the limitations period while Plaintiff pursued his
administrative claim [under the Federal Tort Claims Act], because
there is no administrative exhaustion requirement when a plaintiff
seeks damages under the Privacy Act.").

Finally, one district court has applied a provision of the
Servicemember's Civil Relief Act to toll the statute of limitations
for a Privacy Act claim brought by an active duty member of the
U.S. Marine Corps. See Baker v. England, 397 F. Supp. 2d 18, 23]
24 (D.D.C. 2005), aff'd on other grounds, 210 F. App'x 16 (D.C.
Cir. 2006). Under that statute, "the period of a servicemember's
military service may not be included in computing any period
limited by law, regulation, or order for the bringing of any action or
proceeding in court." 50 U.S.C. App. § 526(a).

4. Jury Trial

Generally, the Seventh Amendment does not grant a plaintiff the
right to trial by jury in actions against the federal government. U.S.
Const. amend. VII. Under sovereign immunity principles, a plain[’]
tiff has a right to a jury trial only when the right has been
"unequivocally expressed" by Congress. Lehman v. Nakshian, 453
U.S. 156, 160-61 (1981). The Privacy Act is silent on this point
and, therefore, there is no right to a jury trial under the statute.
Every court to have considered the issue has ruled accordingly. See
Payne v. EEOC, No. 00-2021, 2000 WL 1862659, at *2 (10th Cir.
Dec. 20, 2000); Harris v. USDA, No. 96-5783, 1997 WL 528498, at
*3 (6th Cir. Aug. 26, 1997); Buckles v. Indian Health
Serv./Belcourt Serv. Unit, 268 F. Supp. 2d 1101, 1102-03 (D.N.D.
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2003); Stewart v. FBI, No. 97-1595, 1999 U.S. Dist. LEXIS 18773,
at *7-9 (D. Or. Sept. 29, 1999) (magistrate's recommendation),
adopted, No. 97-1595, 1999 U.S. Dist. LEXIS 18785 (D. Or. Nov.
24, 1999); Flanagan v. Reno, 8 F. Supp. 2d 1049, 1053 n.3 (N.D.
I11. 1998); Clarkson v. IRS, No. 8:88-3036-3K, slip op. at 8 (D.S.C.
May 10, 1990), aff'd, 935 F.2d 1285 (4th Cir. 1991) (unpublished
table decision); Williams v. United States, No. H-80-249, slip op. at
13-14 (D. Conn. Apr. 10, 1984); Calhoun v. Wells, 3 Gov't
Disclosure Serv. (P-H) q 83,272, at 84,059 n.2 (D.S.C. July 30,
1980); Henson v. U.S. Army, No. 76-45-C5, 1977 U.S. Dist.
LEXIS 16868 (D. Kan. Mar. 16, 1977). But cf. Tomasello v.
Rubin, No. 93-1326, slip op. at 3-5, 19 (D.D.C. Aug. 19, 1997)
(noting that court was "guided by" advisory jury verdict in
awarding Privacy Act damages in case also involving non-Privacy
Act claims), aff'd, 167 F.3d 612, 616-17 (D.C. Cir. 1999)
(recounting fact of advisory jury verdict as to Privacy Act claims).

CRIMINAL PENALTIES

"Any officer or employee of an agency, who by virtue of his employment or official
position, has possession of, or access to, agency records which contain individually
identifiable information the disclosure of which is prohibited by this section or by
rules or regulations established thereunder, and who knowing that disclosure of the
specific material is so prohibited, willfully discloses the material in any manner to
any person or agency not entitled to receive it, shall be guilty of a misdemeanor and
fined not more than $5,000." 5 U.S.C. § 552a(i)(1).

"Any officer or employee of any agency who willfully maintains a system of
records without meeting the notice requirements of subsection (e)(4) of this section
shall be guilty of a misdemeanor and fined not more than $5,000." 5 U.S.C.

§ 552a(i)(2).

"Any person who knowingly and willfully requests or obtains any record
concerning an individual from an agency under false pretenses shall be guilty of a
misdemeanor and fined not more than $5,000." 5 U.S.C. § 552a(i)(3).

Comment;

These provisions are solely penal and create no private right of action. See Jones v.
Farm Credit Admin., No. 86-2243, slip op. at 3 (8th Cir. Apr. 13, 1987); Unt v.
Aerospace Corp., 765 F.2d 1440, 1448 (9th Cir. 1985); McNeill v. IRS, No. 93]
2204, 1995 U.S. Dist. LEXIS 2372, at *9-10 (D.D.C. Feb. 7, 1995); Lapin v.
Taylor, 475 F. Supp. 446, 448 (D. Haw. 1979); see also FLRA v. DOD, 977 F.2d
545, 549 n.6 (11th Cir. 1992) (dictum); Beckette v. USPS, No. 88-802, slip op. at
14 n.14 (E.D. Va. July 3, 1989); Kassel v. VA, 682 F. Supp. 646, 657 (D.N.H.
1988); Bernson v. ICC, 625 F. Supp. 10, 13 (D. Mass. 1984); cf. Thomas v. Reno,
No. 97-1155, 1998 WL 33923, at *2 (10th Cir. Jan. 29, 1998) (finding that
plaintiff's request for criminal sanctions did "not allege sufficient facts to raise the
issue of whether there exists a private right of action to enforce the Privacy Act's
provision for criminal penalties," and citing Unt and FLRA v. DOD); Study v.
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subsection (j)(2), discussed below, may provide protection for such
information.) Also, subsection (d)(5) does not incorporate other
Exemption 5 privileges, such as the deliberative process privilege. See,
e.g., Savada v. DOD, 755 F. Supp. 6, 9 (D.D.C. 1991). But see Blazy,
979 F. Supp. at 24 (incorrectly stating that "FOIA Exemption 5 and
Privacy Act Exemption (d)(5) permit the agency to withhold information
that qualifies as attorney work product or falls under the attorney-client
or deliberative process privilege"). This means that deliberative
information regularly withheld under the FOIA can be required to be
disclosed under the Privacy Act. See, e.g., Savada, 755 F. Supp. at 9.

In addition, one court has held that an agency had not waived the
applicability of subsection (d)(5) to preclude access despite plaintiffs'
arguments that the agency waived its common law attorney-client and
attorney work-product privileges. McCready, 297 F. Supp. 2d at 189-90
(concluding that "[s]Jubsection (d)(5) states that 'nothing in this section
shall allow' access to information compiled in anticipation of a civil
action" and that "[s]ince 'shall' is a mandatory word," the agency had not
waived its right to invoke subsection (d)(5)), aff'd in part & rev'd in part
on other grounds sub nom. McCready v. Nicholson, 465 F.3d 1.

Unlike all of the other Privacy Act exemptions discussed below,
however, subsection (d)(5) is entirely "self-executing," inasmuch as it
does not require an implementing regulation in order to be effective. Cf.
Mervin v. Bonfanti, 410 F. Supp. 1205, 1207 (D.D.C. 1976) ("[A]n
absolute prerequisite for taking advantage of [exemption (k)(5)] is that
the head of the particular agency promulgate a rule.").

B. Two General Exemptions -- 5 U.S.C. § 552a(j)(1) and (j)(2)

"The head of any agency may promulgate rules, in accordance with the
requirements (including general notice) of sections 553(b)(1), (2), and
(3), (c), and (e) of this title, to exempt any system of records within the
agency from any part of this section except subsections (b), (¢)(1) and
(2), (e)(4)(A) through (F), (e)(6), (7), (9), (10), and (11), and (i) if the
system of records is -[|

(1) maintained by the Central Intelligence Agency; or

(2) maintained by an agency or component thereof which performs as
its principal function any activity pertaining to the enforcement of
criminal laws, including police efforts to prevent, control, or
reduce crime or to apprehend criminals, and the activities of
prosecutors, courts, correctional, probation, pardon, or parole
authorities, and which consists of

(A)  information compiled for the purpose of identifying

individual criminal offenders and alleged offenders and
consisting only of identifying data and notations of arrests,

-21200



OVERVIEW OF THE PRIVACY ACT

the nature and disposition of criminal charges, sentencing,
confinement, release, and parole and probation status;

(B) information compiled for the purpose of a criminal
investigation, including reports of informants and
investigators, and associated with an identifiable individual;
or

(C) reports identifiable to an individual compiled at any stage
of the process of enforcement of the criminal laws from
arrest or indictment through release from supervision.

At the time rules are adopted under this subsection, the agency shall
include in the statement required under section 553(c) of this title, the
reasons why the system of records is to be exempted from a provision of
this section."

Comment;:

One district court has described subsection (j) as follows: "Put in the
simplest terms, what Congress gave Congress can take away, which it
did here by conferring on agencies the power to exempt certain records
from the Privacy Act." Williams v. Farrior, 334 F. Supp. 2d 898, 905
(E.D. Va. 2004). The court went on to explain that "Congress, at most,
granted" an "inchoate right" to individuals. Id. "[B]y specifically
granting agencies . . . the power to exempt certain records from the
Privacy Act," moreover, "Congress conditioned any right [an individual]
might have to assert a Privacy Act claim on whether [a particular
agency] exercises this power." Id. Thus, "[w]hen [an agency]
exercise[s] this exemption power, any inchoate claim [an individual]
may once have had [is] extinguished." Id.

For cases involving subsection (j)(1), see Alford v. CIA, 610 F.2d 348,
348-49 (5th Cir. 1980); Bassiouni v. CIA, No. 02-4049, 2004 U.S. Dist.
LEXIS 5290, at *13-24 (N.D. Ill. Mar. 30, 2004), aff'd, 392 F.3d 244
(7th Cir. 2005); Pipko v. CIA, No. 02-3250, 2004 WL 743958, at *6-7
(D.N.J. Mar. 26, 2004); Blazy v. Tenet, 979 F. Supp. 10, 23-25 (D.D.C.
1997), summary affirmance granted, No. 97-5330, 1998 WL 315583
(D.C. Cir. May 12, 1998); Hunsberger v. CIA, No. 92-2186, slip op. at
2-3 (D.D.C. Apr. 5, 1995); Wilson v. CIA, No. 89-3356, 1991 WL
226682, at *1 (D.D.C. Oct. 15, 1991); Bryant v. CIA, No. 90-1163, 1991
U.S. Dist. LEXIS 8964, at *2 (D.D.C. June 28, 1991); and Anthony v.
CIA, 1 Gov't Disclosure Serv. (P-H) 4 79,196, at 79,371 (E.D. Va. Sept.
19, 1979).

Subsection (j)(2)'s threshold requirement is that the system of records be
maintained by "an agency or component thereof which performs as its
principal function any activity pertaining to the enforcement of criminal
laws." This requirement is usually met by such obvious law enforcel|
ment components as the FBI, DEA, and ATF. In addition, Department
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of Justice components such as the Federal Bureau of Prisons, see, e.g.,
Skinner v. BOP, 584 F.3d 1093, 1096 (D.C. Cir. 2009); White v. U.S.
Prob. Office, 148 F.3d 1124, 1125 (D.C. Cir. 1998); Kellett v. BOP, No.
94-1898, 1995 U.S. App. LEXIS 26746, at *10-11 (1st Cir. Sept. 18,
1995) (per curiam); Duffin v. Carlson, 636 F.2d 709, 711 (D.C. Cir.
1980), the U.S. Attorney's Office, see, e.g., Holub v. EOUSA, No. 09(]
347, 2009 WL 3247000, at *5-6 (D.D.C. Oct. 12, 2009); Foster v.
EOUSA, No. 4:05CV658, 2006 WL 1045762, at *2 (E.D. Mo. Apr. 19,
2006); Hatcher v. DOJ, 910 F. Supp. 1, 2-3 (D.D.C. 1995), the Office of
the Pardon Attorney, see, e.g., Binion v. DOJ, 695 F.2d 1189, 1191 (9th
Cir. 1983), the U.S. Marshals Service, see, e.g., Boyer v. U.S. Marshals
Serv., No. 04-1472, 2005 WL 599971, at *2-3 (D.D.C. Mar. 14, 2005),
and the U.S. Parole Commission, see, e.g., Fendler v. U.S. Parole
Comm'n, 774 F.2d 975, 979 (9th Cir. 1985); James v. Baer, No. 89(]
2841, 1990 U.S. Dist. LEXIS 5702, at *2 (D.D.C. May 11, 1990),
qualify to use subsection (j)(2). Other entities that have been held to
meet the threshold requirement include the Criminal Investigation Divil]
sion of the Internal Revenue Service, see Carp v. IRS, No. 00-5992,
2002 U.S. Dist. LEXIS 2921, at *17 (D.N.J. Jan. 28, 2002), the U.S.
Secret Service, a component of the Department of Homeland Security,
see Arnold v. U.S. Secret Serv., 524 F. Supp. 2d 65, 66 (D.D.C. 2007),
the Postal Inspection Service, a U.S. Postal Service component, see
Anderson v. USPS, 7 F. Supp. 2d 583, 586 n.3 (E.D. Pa. 1998), aff'd,
187 F.3d 625 (3d Cir. 1999) (unpublished table decision); Dorman v.
Mulligan, No. 92 C 3230 (N.D. Ill. Sept. 23, 1992), and the Air Force
Office of Special Investigations, see, €.g., Gowan v. U.S. Dep't of the
Air Force, 148 F.3d 1182, 1189-90 (10th Cir. 1998); Butler v. Dep't of
the Air Force, 888 F. Supp. 174, 179 (D.D.C. 1995), aff'd per curiam,
No. 96-5111 (D.C. Cir. May 6, 1997).

However, it has been held that the threshold requirement is not met
where only one of the principal functions of the component maintaining
the system is criminal law enforcement. See Alexander v. IRS, No. 86[
0414, 1987 WL 13958, at *4 (D.D.C. June 30, 1987) (IRS Inspection
Service's internal "conduct investigation" system); Anderson v. U.S.
Dep't of the Treasury, No. 76-1404, slip op. at 6-7 (D.D.C. July 19,
1977) (same). Several courts have held that an Inspector General's OfT]
fice qualifies as a "principal function" criminal law enforcement
component. See Seldowitz v. Office of IG, No. 00-1142, 2000 WL
1742098, at *4 (4th Cir. Nov. 13, 2000) (per curiam); Mumme v. U.S.
Dep't of Labor, 150 F. Supp. 2d 162, 172 (D. Me. 2001), aff'd, No. 01[]
2256 (1st Cir. June 12, 2002); Taylor v. U.S. Dep't of Educ., No. 91 N
837, slip op. at 5 (D. Colo. Feb. 25, 1994); Von Tempske v. HHS, 2
Gov't Disclosure Serv. (P-H) 9 82,091, at 82,385 (W.D. Mo. Nov. 11,
1981).

Once the threshold requirement is satisfied, it must be shown that the
system of records at issue consists of information compiled for one of
the criminal law enforcement purposes listed in subsection (j)(2)(A)-(C).
See, e.g., Holz v. Westphal, 217 F. Supp. 2d 50, 54-56 (D.D.C. 2002)
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(finding subsection (j)(2) inapplicable to report of investigation even
though report was maintained in exempt system of records, because
agency's operating regulations provided that investigation underlying
report was never within agency's purview and therefore was not
compiled for criminal law enforcement purpose). Given the breadth of
this exemption, an agency's burden of proof is generally less stringent
than under the FOIA, at least in the access context. See Binion, 695
F.2d at 1192-93 (9th Cir. 1983) (referencing legislative history in
support of "a broad exemption" because these records "contain
particularly sensitive information" (quoting H.R. Rep. No. 1416, 93d
Cong., 2d Sess. 18 (1974))). Indeed, several courts have observed that
"the Vaughn rationale [requiring itemized indices of withheld records] is
probably inapplicable to Privacy Act cases where a general exemption
has been established." Restrepo v. DOJ, No. 5-86-294, slip op. at 6 (D.
Minn. June 23, 1987) (citing Shapiro v. DEA, 721 F.2d 215, 218 (7th
Cir. 1983), vacated as moot, 469 U.S. 14 (1984)); see also Miller v. FBI,
No. 77-C-3331, 1987 WL 18331, at *2 (N.D. Ill. Oct. 7, 1987); Welsh v.
IRS, No. 85-1024, slip op. at 3-4 (D.N.M. Oct. 21, 1986). Moreover, in
access cases the Act does not grant courts the authority to review the
information at issue in camera to determine whether subsection
()(2)(A)-(C) 1s applicable. See 5 U.S.C. § 552a(g)(3)(A) (in camera
review only where subsection (k) exemptions are invoked); see also
Exner v. FBI, 612 F.2d 1202, 1206 (9th Cir. 1980); Reyes v. DEA, 647
F. Supp. 1509, 1512 (D.P.R. 1986), vacated & remanded on other
grounds, 834 F.2d 1093 (1st Cir. 1987). However, this may be a rather
academic point in light of the FOIA's grant of in camera review
authority under 5 U.S.C. § 552(a)(4)(B). See. e.g., Von Tempske v.
HHS, 2 Gov't Disclosure Serv. at 82,385 (rejecting claim that
"administrative inquiry" investigative file fell within subsection
(H)(2)(B), following in camera review under FOIA).

An important requirement of subsection (j) is that an agency must state
in the Federal Register "the reasons why the system of records is to be
exempted" from a particular subsection of the Act. 5 U.S.C. § 552a(j)
(final sentence); see also 5 U.S.C. § 552a(k) (final sentence). It is un!]
clear whether an agency's stated reasons for exemption -- typically, a list
of the adverse effects that would occur if the exemption were not avail [
able -- limit the scope of the exemption when it is applied to specific
records in the exempt system in particular cases. See Exner, 612 F.2d at
1206 (framing issue but declining to decide it). As discussed below, a
confusing mass of case law in this area illustrates the struggle to give
legal effect to this requirement.

Most courts have permitted agencies to claim subsection (j)(2) as a
defense in access and/or amendment cases -- usually without regard to
the specific records at issue or the regulation's stated reasons for the
exemption. See, e.g., Castaneda v. Henman, 914 F.2d 981, 986 (7th Cir.
1990) (amendment); Wentz v. DOJ, 772 F.2d 335, 337-39 (7th Cir.
1985) (amendment); Fendler, 774 F.2d at 979 (amendment); Shapiro,
721 F.2d at 217-18 (access and amendment); Binion, 695 F.2d at 1192[]
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Some courts have construed subsection (j)(2) regulations to permit
exemption of systems of records from provisions of the Act even where
the stated reasons do not appear to be applicable in the particular case.
See, e.g., Alexander v. United States, 787 F.2d 1349, 1351-52 & n.2 (9th
Cir. 1986) (dismissing subsection (g)(1)(C) damages action -- alleging
violation of subsection (€)(5) -- on ground that system of records was
exempt from subsection (g) even though implementing regulation
mentioned only "access" as rationale for exemption); Wentz, 772 F.2d at
336-39 (dismissing amendment action on ground that system of records
was exempt from subsection (d) even though implementing regulation
mentioned only "access" as rationale for exemption and record at issue
had been disclosed to plaintiff). Note, however, that the Ninth Circuit's
decision in Fendler v. U.S. Bureau of Prisons significantly narrowed the
breadth of its earlier holding in Alexander. See 846 F.2d at 554 n.3
(observing that agency in Alexander "had clearly and expressly
exempted its system of records from both subsection (e)(5) and
subsection (g) . . . [but that for] some unexplained reason, the Bureau of
Prisons, unlike the agency involved in Alexander, did not exempt itself
from [subsection] (e)(5)").

In contrast to these cases, a concurring opinion in the decision by the
Court of Appeals for the Ninth Circuit in Exner v. FBI articulated a
narrower view of subsection (j)(2). See 612 F.2d 1202, 1207-08 (9th
Cir. 1980) (construing subsection (j)(2)(B) as "coextensive" with FOIA
Exemption 7 and noting that "reason for withholding the document must
be consistent with at least one of the adverse effects listed in the
[regulation]"). This narrower view of the exemption finds support in
two decisions -- Powell v. U.S. Department of Justice, 851 F.2d 394,
395 (D.C. Cir. 1988) (per curiam), and Rosenberg v. Meese, 622 F.
Supp. 1451, 1460 (S.D.N.Y. 1985). In Powell, the Court of Appeals for
the District of Columbia Circuit ruled that "no legitimate reason" can
exist for an agency to refuse to amend a record (in an exempt system of
records) already made public with regard only to the requester's correct
residence address, and that subsection (j)(2) does not permit an agency
to refuse "disclosure or amendment of objective, noncontroversial
information" such as race, sex, and correct addresses). 851 F.2d at 395.
In Rosenberg, a district court ordered access to a sentencing transcript
contained in the same exempt system of records on the ground that the
"proffered reasons are simply inapplicable when the particular document
requested is a matter of public record." 622 F. Supp. at 1460. The
system of records at issue in both Powell and Rosenberg had been
exempted from subsection (d), the Act's access and amendment
provision. Powell, 851 F.2d at 395; Rosenberg, 622 F. Supp. at 14591
60. However, the agency's regulation failed to specifically state any
reason for exempting the system from amendment and its reasons for
exempting the system from access were limited. Powell, 851 F.2d at
395; Rosenberg, 622 F. Supp. at 1460. Apparently, because the contents
of the particular records at issue were viewed as innocuous -- i.e., they
had previously been made public -- each court found that the agency had
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tions of illegal activities" must be involved in order for subsection
(k)(2) to apply); Bostic v. FBI, No. 1:94 CV 71, slip op. at 7-8
(W.D. Mich. Dec. 16, 1994) (following Vymetalik). However,
material compiled for the purpose of investigating agency
employees for suspected violations of law can fall within subsection
(k)(2). See Strang v. U.S. Arms Control & Disarmament Agency,
864 F.2d 859, 862-63 n.2 (D.C. Cir. 1989) ("Unlike Vymetalik, this
case involves not a job applicant undergoing a routine check of his
background and his ability to perform the job, but an existing
agency employee investigated for violating national security regulal’|
tions."); Cohen v. FBI, No. 93-1701, slip op. at 4-6 (D.D.C. Oct. 3,
1995) (applying Vymetalik and finding that particular information
within background investigation file qualified as "law enforcement"
information "withheld out of a legitimate concern for national
security," thus "satisf[ying] the standards set forth in Vymetalik,"
which recognized that "'[i]f specific allegations of illegal activities
were involved, then th[e] investigation might well be characterized
as a law enforcement investigation"' and that "'[s]o long as the
investigation was "realistically based on a legitimate concern that
federal laws have been or may be violated or that national security
may be breached" the records may be considered law enforcement
records' (quoting Vymetalik, 785 F.2d at 1098, in turn quoting
Pratt v. Webster, 673 F.2d 408, 421 (D.C. Cir. 1982))); see also
Nazimuddin v. IRS, No. 99-2476, 2001 WL 112274, at *2, 4 (S.D.
Tex. Jan. 10, 2001) (protecting identity of confidential source in
document prepared in anticipation of disciplinary action resulting
from investigation of employee's alleged misuse of Lexis/Nexis
research account); Croskey v. U.S. Office of Special Counsel, 9 F.
Supp. 2d 8, 11 (D.D.C. 1998) (finding Office of Special Counsel
Report of Investigation, which was developed to determine whether
plaintiff had been fired for legitimate or retaliatory reasons, exempt
from access and amendment provisions of Privacy Act pursuant to
subsection (k)(2)), summary affirmance granted, No. 98-5346, 1999
WL 58614 (D.C. Cir. Jan. 12, 1999); Viotti, 902 F. Supp. at 1335
(concluding, "as a matter of law, that [Report of Inquiry] was coml( |
piled for a law enforcement purpose as stated in 5 U.S.C.

§ 552a(k)(2)" where "original purpose of the investigation . . . was a
complaint to the [Inspector General] of fraud, waste and abuse,"
even though "complaint was not sustained and no criminal charges
were brought," because "plain language of the exemption states that
it applies to the purpose of the investigation, not to the result");
Mittleman v. U.S. Dep't of the Treasury, 919 F. Supp. 461, 469
(D.D.C. 1995) (finding that Inspector General's report "pertain[ing]
to plaintiff's grievance against Treasury officials and related matters
... falls squarely within the reach of exemption (k)(2)"), aff'd in
part & remanded in part on other grounds, 104 F.3d 410 (D.C. Cir.
1997); Fausto v. Watt, 3 Gov't Disclosure Serv. (P-H) § 83,217, at
83,929-30 (4th Cir. June 7, 1983) (holding that investigation
prompted by a "hotline" tip and conducted to avoid fraud, waste,
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and abuse qualified under (k)(2)); Frank v. DOJ, 480 F. Supp. 596,
597 (D.D.C. 1979).

However, in Doe v. U.S. Department of Justice, 790 F. Supp. 17,
19-21 (D.D.C. 1992), the District Court for the District of Columbia
construed Vymetalik narrowly and determined that although sub!(]
section (k)(5) was "directly applicable," subsection (k)(2) also ap!]
plied to records of an FBI background check on a prospective
Department of Justice attorney. It determined that the Department
of Justice, as "the nation's primary law enforcement and security
agency," id. at 20, had a legitimate law enforcement purpose in
ensuring that "officials like Doe . . . be 'reliable, trustworthy, of
good conduct and character, and of complete and unswerving
loyalty to the United States," id. (quoting Exec. Order No. 10,450,
18 Fed. Reg. 2489 (Apr. 29, 1953)). It would seem to follow that
subsection (k)(2) would likewise apply to background investiga!
tions of prospective FBI/DEA special agents. See Putnam v. DOJ,
873 F. Supp. 705, 717 (D.D.C. 1995) (finding that subsection (k)(2)
was properly invoked to withhold information that would reveal
identities of individuals who provided information in connection
with former FBI special agent's pre-employment investigation).

Subsequently, though, the District Court for the District of
Columbia, when faced with the same issue concerning subsection
(k)(2)/(k)(5) applicability, relied entirely on the D.C. Circuit's
opinion in Vymetalik, with no mention whatsoever of Doe v. DOJ.
Cohen v. FBI, No. 93-1701 (D.D.C. Oct. 3, 1995). Nevertheless,
the District Court found subsection (k)(2) to be applicable to one
document in the background investigation file because that
document was "withheld out of a legitimate concern for national
security" and it "satisfie[d] the standards set forth in Vymetalik,"
which recognized that "'[i]f specific allegations of illegal activities
were involved, then th[e] investigation might well be characterized
as a law enforcement investigation"' and that "'[s]o long as the
investigation was "realistically based on a legitimate concern that
federal laws have been or may be violated or that national security
may be breached" the records may be considered law enforcement
records." Cohen, No. 93-1701, slip op. at 3-6 (D.D.C. Oct. 3,
1995) (quoting Vymetalik, 785 F.2d at 1098, in turn quoting Pratt,
673 F.2d at 421). Another district court considered Doe but found
"the rationale in Vymetalik more compelling," and held that "'law
enforcement purposes' as that term is utilized in [subsection (k)(2)
of] the Privacy Act, does not apply to documents and information
gathered during a[n FBI agent applicant's] pre-employment
background investigation." Bostic, No. 1:94 CV 71, slip op. at 7-8
(W.D. Mich. Dec. 16, 1994).

Unlike with Exemption 7(A) of the Freedom of Information Act, 5
U.S.C. § 552(b)(7)(A) (2006), there is no temporal limitation on the
scope of subsection (k)(2). See Irons v. Bell, 596 F.2d 468, 471
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of social security numbers by Secretary of Agriculture in administration of Food
Stamp Act of 1977 and by Federal Crop Insurance Corporation in administration of
Federal Crop Insurance Act).

"Any Federal, State or local government agency which requests an individual to
disclose his social security account number shall inform that individual whether that
disclosure is mandatory or voluntary, by what statutory or other authority such
number is solicited, and what uses will be made of it." Sec. 7(b).

Comment;

Jurisdiction to enforce the social security number provision might appear
questionable inasmuch as the Privacy Act does not expressly provide for a civil
remedy against a nonfederal agency, or for injunctive relief outside of the access
and amendment contexts. In fact, two courts of appeals have held that section 7 of
the Privacy Act applies exclusively to federal agencies and does not provide for
causes of action against state and local entities. See Schmitt v. City of Detroit, 395
F.3d 327, 329-30 (6th Cir. 2005) (noting Privacy Act's "inherently inconsistent"
treatment of "agencies" as only federal agencies in subsection (a)(1) and as
including "Federal, State, or local government" bodies in section 7 and, after
looking to legislative history, ultimately holding that Privacy Act applies only to
federal agencies); Dittman v. Cal., 191 F.3d 1020, 1026 (9th Cir. 1999) (holding
that Privacy Act provides no cause of action against a state licensing entity
inasmuch as the private right of civil action created by subsection (g) "is
specifically limited to actions against agencies of the United States Government").

The Court of Appeals for the Eleventh Circuit, when faced with this issue, held that
the remedial scheme of section 3 of the Privacy Act, which applies strictly to
federal agencies, does not apply to section 7, which governs social security number
usage. Schwier v. Cox, 340 F.3d 1284, 1292 (11th Cir. 2003). Rather, the Eleventh
Circuit concluded "that Congress created an 'unambiguously conferred right' in
section 7 of the Privacy Act," and it reasoned that section 7 may be enforced under
42 U.S.C. § 1983, which "provides a private right of action whenever an individual
has been deprived of any constitutional or statutory federal right under color of state
law" as "the remedial scheme of section 3 provides no basis for concluding that
Congress intended to preclude private remedies under § 1983 for violations of sec!]
tion 7." Id. at 1289-90, 1292; see also Lawson v. Shelby County, Tenn., 211 F.3d
311, 335 (6th Cir. 2000) (holding that "Congress never expressly abrogated state
sovereign immunity under the Privacy Act"; however, permitting plaintiffs' request
for prospective injunctive relief [to enforce section 7 of the Privacy Act] against
[state] officials" under Ex Parte Young, 209 U.S. 123 (1908)); Ingerman v. Del.
River Port Auth., 630 F. Supp. 2d 426, 445 (D.N.J. 2009) (ruling that Port
Authority's requirement that social security number had to be submitted to receive a
senior citizen "E-Z Pass" violated section 7, which was enforceable under Ex Parte
Young); Szymecki v. Norfolk, No. 2:08cv142, 2008 WL 4223620, at *9 (E.D. Va.
Sept. 11, 2008) (concluding that "because Section 7 confers a legal right on indil
viduals and because Congress did not specifically foreclose a remedy under [42
U.S.C.] § 1983 for violations of Section 7 . . . violations of Section 7 are
enforceable under § 1983"); Stollenwerk v. Miller, No. 04-5510, 2006 WL 463393,
at *3-7 (E.D. Pa. Feb. 24, 2006) (concluding that state statute requiring submission
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of social security number to purchase a handgun was invalid, as section 7 is
enforceable under 42 U.S.C. § 1983). But see Bush v. Lancaster Bureau of Police,
No. 07-3172, 2008 WL 3930290, at *7-8 (E.D. Pa. Aug. 28, 2008) (concluding that
"Plaintiff cannot state a claim under [42 U.S.C. § 1983] for a violation of subsection
(b) of section 7 of the Privacy Act" because "[u]pon review of the th[e] statutory
language, the court cannot conclude that Congress created an 'unambiguously
conferred right for individuals).

Other courts also have recognized implied remedies for violations of this provision's
requirements. See Ky. Rest. Concepts, Inc. v. City of Louisville, Jefferson County,
Ky., 209 F. Supp. 2d 672, 687 (W.D. Ky. 2002); McKay v. Altobello, No. 96-3458,
1997 WL 266717, at *1-3, 5 (E.D. La. May 16, 1997); Yeager v. Hackensack Water
Co., 615 F. Supp. 1087, 1090-92 (D.N.J. 1985); Wolman v. United States, 501 F.
Supp. 310, 311 (D.D.C. 1980), remanded, 675 F.2d 1341 (D.C. Cir. 1982) (unpub!]
lished table decision), on remand, 542 F. Supp. 84, 85-86 (D.D.C. 1982); Greater
Cleveland Welfare Rights Org. v. Bauer, 462 F. Supp. 1313, 1319-21 (N.D. Ohio
1978).

For other discussions of this provision, see Schwier v. Cox, 439 F.3d 1285, 1285-86
(11th Cir. 2006) (holding that section 7(a)(2)(B) grandfather exception did not
apply to Georgia voter registration procedures), aff'g 412 F. Supp. 2d 1266 (N.D.
Ga. 2005), remanded by 340 F.3d at 1288-89 (explaining that although section 7 is
uncodified, it is still present in the Statutes at Large and therefore is not "a dead
letter"); McKay v. Thompson, 226 F.3d 752, 755 (6th Cir. 2000) (finding that
Tennessee law requiring disclosure of social security number for voter registration
fell within section 7(a)(2)'s exception for systems of records in existence prior to
January 1, 1975, where disclosure was required under statute or regulation);
Crawford v. U.S. Tr., 194 F.3d 954, 961-62 (9th Cir. 1999) (rejecting government's
argument that because disclosure of plaintiff's social security number was expressly
required by federal statute, section 7 was wholly inapplicable, stating that

"§ 7(a)(2)(A)'s exclusion for federal statutes only pertains to the limitation recited in
§ 7(a)(1)"; holding that section 7(b) had "no bearing on the public disclosure of
[plaintiff's] social security number|[] by the government," which was the only issue
in dispute); Alcaraz v. Block, 746 F.2d 593, 608-09 (9th Cir. 1984) (section 7(b)'s
notice provision satisfied where agency informed "participants of the voluntariness
of the disclosure, the source of authority for it and the possible uses to which the
disclosed numbers may be put"); Brookens v. United States, 627 F.2d 494, 496-99
(D.C. Cir. 1980) (agency did not violate Privacy Act because it maintained system
of records "before January 1, 1975 and disclosure of a social security number to
identify individuals was required under [executive order]"); McElrath v. Califano,
615 F.2d 434, 440 (7th Cir. 1980) (because disclosure of social security number
required by Aid to Families with Dependent Children program under 42 U.S.C.

§ 602(a)(25) (2006), regulations that give effect to that requirement are not violative
of Privacy Act); Green v. Philbrook, 576 F.2d 440, 445-46 (2d Cir. 1978) (same);
Ingerman, 630 F. Supp. 2d at 439-41 (ruling that because Port Authority was
publicly created and sufficiently under the joint control and guidance of
governments of New Jersey and Pennsylvania, it qualified as an "agency" under
section 7); Szymecki, 2008 WL 4223620, at *9 (concluding that plaintiff stated
claim under section 7 where he alleged that city threatened to arrest and incarcerate
him if he did not provide his social security number and that city did not inform him
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why it needed number or how it would be used); Lynn v. Comm'r, 80 T.C.M.
(CCH) 31 (2000) (holding that agency did not violate Privacy Act, because section
151(e) of the IRS code "is a Federal statute that requires the disclosure of a
dependent's Social Security number"); Russell v. Bd. of Plumbing Exam'rs, 74 F.
Supp. 2d 339, 347 (S.D.N.Y. 1999) (finding violation of section 7 and ordering in[
junctive relief where defendants neither informed applicants that providing social
security number was optional nor provided statutory authority by which number
was solicited, and no statutory authority existed); Johnson v. Fleming, No. 95 Civ.
1891, 1996 WL 502410, at *1, 3-4 (S.D.N.Y. Sept. 4, 1996) (no violation of either
section 7(a)(1) or section 7(b) where, during course of seizure of property from
plaintiff, an unlicensed streetvendor, plaintiff refused to provide police officer with
his social security number and officer "seized all of Plaintiff's records rather than
only 'a bagful' as other officers allegedly had done" on previous occasions); In re
Rausch, No. BK-S-95-23707, 1996 WL 333685, at *7 (Bankr. D. Nev. May 20,
1996) (Privacy Act "inapplicable" because 11 U.S.C. § 110 (2000) "requires placing
the SSN upon 'documents for filing''); In re Floyd, 193 B.R. 548, 552-53 (Bankr.
N.D. Cal. 1996) (Bankruptcy Code, 11 U.S.C. § 110(c) (2006), required disclosure
of social security number, thus section 7(a) inapplicable; further stating that section
7(b) also inapplicable "even assuming the [U.S. Trustee] or the clerk of the
bankruptcy court were agencies" because no "request" had been made; rather,
because disclosure of social security number is required by statute, "the [U.S.
Trustee] is enforcing a Congressional directive, not 'requesting' anyone's SSN" and
"[t]he clerk receives documents for filing but does not police their content or form
or request that certain information be included"); Krebs v. Rutgers, 797 F. Supp.
1246, 1256 (D.N.J. 1992) (although state-chartered, Rutgers is not state agency or
government-controlled corporation subject to Privacy Act); Greidinger v. Davis,
782 F. Supp. 1106, 1108-09 (E.D. Va. 1992) (Privacy Act violated where state did
not provide timely notice in accordance with section 7(b) when collecting social
security number for voter registration), rev'd & remanded on other grounds, 988
F.2d 1344 (4th Cir. 1993); Libertarian Party v. Bremer Ehrler, Etc., 776 F. Supp.
1200, 1209 (E.D. Ky. 1991) (requirement that voter include social security number
on signature petition violates Privacy Act); Ingerman v. IRS, No. 89-5396, slip op.
at 3-5 (D.N.J. Apr. 3, 1991) (section 7(b) not applicable to IRS request that
taxpayers affix printed mailing label containing social security number on tax
returns; no new disclosure occurs because IRS already was in possession of tax!]
payers' social security numbers), aff'd, 953 F.2d 1380 (3d Cir. 1992) (unpublished
table decision); Oakes v. IRS, No. 86-2804, slip op. at 2-3 (D.D.C. Apr. 16, 1987)
(section 7(b) does not require agency requesting individual to disclose his social
security number to publish any notice in Federal Register); Doyle v. Wilson, 529 F.
Supp. 1343, 1348-50 (D. Del. 1982) (section 7(b)'s requirements are not fulfilled
when no affirmative effort is made to disclose information required under 7(b) "at
or before the time the number is requested"); Doe v. Sharp, 491 F. Supp. 346, 347
50 (D. Mass. 1980) (same as Green and McElrath regarding section 7(a); section
7(b) creates affirmative duty for agencies to inform applicant of uses to be made of
social security numbers -- "after-the-fact explanations" not sufficient); and
Chambers v. Klein, 419 F. Supp. 569, 580 (D.N.J. 1976) (same as Green, McElrath,
and Doe regarding section 7(a); section 7(b) not violated where agency failed to
notify applicants of use to be made of social security numbers as state had not
begun using them pending full implementation of statute requiring their disclosure),
aff'd, 564 F.2d 89 (3d Cir. 1977) (unpublished table decision). Cf. Doe v. Herman,
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