
I,                                                       ,                                                                    , 

SENSITIVE BUT UNCLASSIFIED INFORMATION 
NONDISCLOSURE AGREEMENT

(Position)(Full Legal Name)
have been granted access to sensitive but unclassified information (hereafter, 
referred to as "The information") to perform my official duties.  This may include, 
but is not limited to:

Initials Information Category

Details pertaining to personnel (staff, contractors, volunteers, visitors, and vendors)
Details pertaining to district operations, finances, contracts, community outreach, litigation priorities, and official 
coordination or liaison
Details pertaining to restricted and sensitive computer systems and networks 
 Details pertaining to ongoing inner-office activities and matters 
 Details pertaining to ongoing and completed law enforcement investigations 
 Details regarding civil and criminal cases including: 
 Attorney case strategies; 
 Supporting documents, notes, and recordings belonging to other jurisdictions including other executive branch 
             departments, state, local, tribal, and foreign governments; and 
 Draft and final documents, proposals, motions, and procedural applications  
Various official, personal, and judicial records or documents.   
 The information may contain personally identifiable, individual and business tax and financial, medical, and law 
enforcement sensitive information.  Such information is normally subject to security in accordance with a specific law, 
executive order, department order, or local policy.  When handling the information, you must know what is required and 
have the responsibility to ask your supervisor for the policy before taking custody or accessing the information. 
The information may be evidentiary, court-sealed, describe the location and identity of a subject or target, informants, 
witnesses, victims, co-defendants, conspirators, undercover agents, investigators, and jurists.   
 
The information must be safeguarded at all times, in all forms, and on all devices or systems.  You are not allowed to 
mail, electronically forward or send the information to any personal e-mail account or device.   
 The information belongs to a governmental organization or institution (Federal, State, Local, and Tribal), a non-
governmental organization, a business, an individual, or combination thereof.  Information presented, discussed, 
reviewed, stored, and created for a case, investigation, indictment, and all other associated information is government 
property

I understand:
My failure to protect the information may result in initiation of administrative and disciplinary actions or penalties up to 
and including termination, immediate suspension or termination of access privileges or services, initiation of an 
investigation, criminal charges and/or assessment of penalties as provided for and allowed by law.  I may also be 
prohibited access to the information in the future should I fail in my duties.   
 The court may keep records such as orders or other documents relating to judicial and law enforcement proceedings 
under seal as long as necessary to prevent unauthorized disclosure.   
 I must safeguard all information in a manner that ensures only authorized persons have access to the information.  I 
must also never disclose information to anyone not specifically authorized by the United States Attorney's Office, a 
court, an investigator, or my supervisor without the direct approval of the same.
I will return any and all government owned information I have in my custody or care upon resignation, retirement, 
release, transfer, or separation.  I will not share, seek, or attempt to gain access to sensitive information after my 
departure including information about the status of prior work cases or projects in which I was previously allowed 
access. 
I will immediately inform the United States Attorney's Office of any attempt by any unauthorized person to gain access 
to the information.

SBU NDA 
June 2015Page 1 of 2



SBU NDA 
June 2015

District

Date

Date

Title

Signature

Full Name 

Signature

affirming that I have read and understand.  I will comply with the instruction outlined therein and as outlined 
by this nondisclosure agreement, with the United States Attorney's Office, and the court.

(Full Legal Name)

I,                                                                  , enter into this agreement freely and without reservation, hereby
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Witnessed by:


I,                                                       ,                                                                    , 
I,                                                       ,                                                                    , 
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(Position)
Position
(Full Legal Name)
Full Legal Name
have been granted access to sensitive but unclassified information (hereafter, referred to as "The information") to perform my official duties.  This may include, but is not limited to:
Initials
Initials
Information Category
Information Category
Details pertaining to personnel (staff, contractors, volunteers, visitors, and vendors)
Details pertaining to personnel (staff, contractors, volunteers, visitors, and vendors)
Details pertaining to district operations, finances, contracts, community outreach, litigation priorities, and official coordination or liaison
Details pertaining to district operations, finances, contracts, community outreach, litigation priorities, and official coordination or liaison
Details pertaining to restricted and sensitive computer systems and networks
 
Details pertaining to restricted and sensitive computer systems and networks 
Details pertaining to ongoing inner-office activities and matters
 
Details pertaining to ongoing inner-office activities and matters 
Details pertaining to ongoing and completed law enforcement investigations
 
Details pertaining to ongoing and completed law enforcement investigations 
Details regarding civil and criminal cases including:
         Attorney case strategies;
         Supporting documents, notes, and recordings belonging to other jurisdictions including other executive branch
             departments, state, local, tribal, and foreign governments; and
         Draft and final documents, proposals, motions, and procedural applications  
Details regarding civil and criminal cases including:	Attorney case strategies;	Supporting documents, notes, and recordings belonging to other jurisdictions including other executive branch             departments, state, local, tribal, and foreign governments; and	Draft and final documents, proposals, motions, and procedural applications  
Various official, personal, and judicial records or documents.  
 
Various official, personal, and judicial records or documents.   
The information may contain personally identifiable, individual and business tax and financial, medical, and law enforcement sensitive information.  Such information is normally subject to security in accordance with a specific law, executive order, department order, or local policy.  When handling the information, you must know what is required and have the responsibility to ask your supervisor for the policy before taking custody or accessing the information. 
The information may contain personally identifiable, individual and business tax and financial, medical, and law enforcement sensitive information.  Such information is normally subject to security in accordance with a specific law, executive order, department order, or local policy.  When handling the information, you must know what is required and have the responsibility to ask your supervisor for the policy before taking custody or accessing the information. 
The information may be evidentiary, court-sealed, describe the location and identity of a subject or target, informants, witnesses, victims, co-defendants, conspirators, undercover agents, investigators, and jurists.  
 
The information may be evidentiary, court-sealed, describe the location and identity of a subject or target, informants, witnesses, victims, co-defendants, conspirators, undercover agents, investigators, and jurists.   
The information must be safeguarded at all times, in all forms, and on all devices or systems.  You are not allowed to mail, electronically forward or send the information to any personal e-mail account or device.  
 
The information must be safeguarded at all times, in all forms, and on all devices or systems.  You are not allowed to mail, electronically forward or send the information to any personal e-mail account or device.   
The information belongs to a governmental organization or institution (Federal, State, Local, and Tribal), a non-governmental organization, a business, an individual, or combination thereof.  Information presented, discussed, reviewed, stored, and created for a case, investigation, indictment, and all other associated information is government property
The information belongs to a governmental organization or institution (Federal, State, Local, and Tribal), a non-governmental organization, a business, an individual, or combination thereof.  Information presented, discussed, reviewed, stored, and created for a case, investigation, indictment, and all other associated information is government property
I understand:
My failure to protect the information may result in initiation of administrative and disciplinary actions or penalties up to and including termination, immediate suspension or termination of access privileges or services, initiation of an investigation, criminal charges and/or assessment of penalties as provided for and allowed by law.  I may also be prohibited access to the information in the future should I fail in my duties.  
 
My failure to protect the information may result in initiation of administrative and disciplinary actions or penalties up to and including termination, immediate suspension or termination of access privileges or services, initiation of an investigation, criminal charges and/or assessment of penalties as provided for and allowed by law.  I may also be prohibited access to the information in the future should I fail in my duties.  
The court may keep records such as orders or other documents relating to judicial and law enforcement proceedings under seal as long as necessary to prevent unauthorized disclosure.  
 
The court may keep records such as orders or other documents relating to judicial and law enforcement proceedings under seal as long as necessary to prevent unauthorized disclosure.   
I must safeguard all information in a manner that ensures only authorized persons have access to the information.  I must also never disclose information to anyone not specifically authorized by the United States Attorney's Office, a court, an investigator, or my supervisor without the direct approval of the same.
I must safeguard all information in a manner that ensures only authorized persons have access to the information.  I must also never disclose information to anyone not specifically authorized by the United States Attorney's Office, a court, an investigator, or my supervisor without the direct approval of the same.
I will return any and all government owned information I have in my custody or care upon resignation, retirement, release, transfer, or separation.  I will not share, seek, or attempt to gain access to sensitive information after my departure including information about the status of prior work cases or projects in which I was previously allowed access. 
I will return any and all government owned information I have in my custody or care upon resignation, retirement, release, transfer, or separation.  I will not share, seek, or attempt to gain access to sensitive information after my departure including information about the status of prior work cases or projects in which I was previously allowed access. 
I will immediately inform the United States Attorney's Office of any attempt by any unauthorized person to gain access to the information.
I will immediately inform the United States Attorney’s Office of any attempt by any unauthorized person to gain access to the information.
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affirming that I have read and understand.  I will comply with the instruction outlined therein and as outlined by this nondisclosure agreement, with the United States Attorney's Office, and the court.
affirming that I have read and understand Rule 6(e).  I will comply with the instruction outlined therein and as outlined by this nondisclosure agreement, with the United States Attorney's Office, and the court.
(Full Legal Name)
Full Legal Name
I,                                                                  , enter into this agreement freely and without reservation, hereby
I,                                                                  , enter into this agreement freely and without reservation, hereby
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Witnessed by:
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