
FINAL REPORT 

ATTORNEY GENERAL’s  REVIEW TEAM 

ONTHEHANDLING OF THE 


LOS ALAMOS NATIONAL LABORATORY I N V E S T I G A T I O N  


VOLUMEIII 


CHAPTERSNINE-TWELVE 

UNAUTHORIZEDDISCLOSURESUBJECTTOCRIMINALANDADMINISTRATIVESANCTIONS
REPRODUCTIONPROHIBITEDWITHOUTPERMISSIONOFORIGINATOR 


Thisdocumentcontains Derived From: Multiple Sources May2000RestrictedDataas 
defined inthe Atomic Reason: 1.5(b),(c),(d)and(f) 
Energy Act of1954, as DeclassifyOn:X1 
amended. Copy39 of 45 I 



CHAPTER NINE 

(U) THESEARCHOF WEN HO LEE’S COMPUTER 

Questions Presented: 

Question One: (U) WhetherWen No Lee had a reasonable expectation of 
privacy in the LANL computer systems to which he had access. 

Question Two: (U)Whether the preliminary inquiry concerning Wen Ho 
Lee in 1994 presented an opportunity to search the LANL computer systems used by 
Lee, without a warrant, on the grounds that Lee had no reasonable expectation of privacy 
in them. 

Question Three: (U) Whether the FBI assigned agents with appropriate training
and experience in computer crime investigations commensuratewith the needs of the 
Wen Ho Lee investigation. 

Question Four: (U)Whether FBI Albuquerque provided FBI Headquarters’ 
National Security Law Unit with all facts in itspossession that were relevant to whether a 
warrantless searchofthe LANLcomputer systems usedbyWen HoLeewas permissible. 

Question Five: (U) Whether FBIAlbuquerque displayedappropriate 
investigativezeal,anddevelopedanappropriateliaisonwithknowledgeableLANL
personnel,touncoverallfactsrelevanttothecomputersearchissues. 

Question Six: (U)WhetherFBI Headquarters providedappropriate oversight and
guidancetoassistFBIAlbuquerquetodevelopallfactsrelevanttothecomputersearch 
issues. 

QuestionSeven: (U)WhetherFBIHeadquarters’ National Security LawUnit 
applied the correct legal standard inseessing whether a warrantless searchof the LANL 
Computer systems used by Leewas permissible. 
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Question Eight: (U)Whether the advice provided by FBI Headquarters’ 
National Security Law Unit was legallycorrect and complete, appropriately 
communicated from FBI Headquarters to FBI Albuquerque and accurately understood 
by the agents in the field. 

(U) PFIAB Question #4: Why the FBI's FISA request did nor 
include a request to monitor or search the subject's workplace computer 
systems, particularly since an attorneyin the FBI's General Counsel's. 
Officehadprovided an opinion in 1996 that such monitoring or searching
in this case would require FISA authorization. 

(U)
PFIAB Question #5: Whythe FBI did not learn until recently 
that in I995 the subject had executed a series of waivers authorizing 
monitoring of his workplace computersystems. 

A. (U) Introduction 

b1 I 18 months thatthe 
preliminaryinquirywasopen,tosearchingthecomputersystemstowhichLeehad 
access at the LosAlamos National Laboratory(”LANL”).InMay 1996, the FBI opened 
afullforeigncounterintelligenceinvestigationof Wen HoLee,whomthe FBI suspected
ofpassingclassifiedinformationconcerning theW-88nuclearweapons systemto the 
PRC InNovember 1996, FBI Albuquerque sought advicefrom the FBINational 
Security Law Unit (”NSLU”)aboutsearching Lee's LANLcomputer Muchremains 
unclear about thisrequestforadviceandtheresponsetoit fromthe NSLUand FBI 
Headquarters. This much iscertain,however:The computer should hawbeen, but was 
not, searched in 1996, and it should hawbeen, but was not, searched in 1997or 1998. 
Moreover, although it i s  a somewhat closer question, the computer shouldhavebeen, but 
was not, searched in 1994. The consequenceof these failuresisbreathtaking and 
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potentially catastrophic: Otic o f  the most serious breaches in national security in modern 
United Stateshistory might have been stopped in its tracks, but was not. 

(U) The FBI's attempt to gain accessto LANL computersystems used by Wen 
Ho Lee was a catalog of missed opportunities,bad communication, inadequate legal 
advice,undue caution, lack of investigative zeal and ingenuity, and a wholesale failure to 
recognize the significance of Wen Ho Lee's work withand access to highly classified 
computer software and systems. Moreover, the FBI personnel working these issues were 
far too easily stymied by obstacles that could have, and should have, been overcome. For 
example, when the FBI was inaccurately told that the LANLcomputers did not have 
banners, which notify computer uses of the possibility of monitoring, the FBI never 
investigatedwhether facts existed which might undercut any expectationof privacy on 
Lee's part, and which might thusobviatethe need for suchnotice. When the FBI was 
told that Leehad not yet been registered into an on-line system containingan 
acknowledgmentof computer monitoring, it took no steps to insure that Leewas 
immediately registered, or even to ascertainsubsequentlywhether the registration had 
taken place. And, when it determined that a FISA order and probable cause was required 
to searchLee's computer, the FBI never consideredwhether significant -and,as it turns 
out, incriminating- informationabout Lee's computerusage could be obtained through 
other means that would not have required a showing of probable cause. 

(U)
In part, the FBI's computersearch problems were the naturalconsequence of 
the FBI's focus on obtaining FISA coverage to the exclusion of other logical 
investigative strategies. Inpursuit of FISA,the FBI adopted a“non-alerting” strategy
that was, nominallyat least, intendedtopreserve the maximumusefulnessof the hoped­
forFISA surveillancebyminimizing contactwith individualsatLANL,inthe beliefthat 
theymight,inadvertentlyorotherwise,alertLeetotheinvesitgation. Whatprovedmore 
unfortunate,however,isthatbecauseofthissingularfocusonFISA,theFBIdidnot 

questionatLANLwere about with
thoroughly those who interviewed
Lee’s work 
computers, beyond the minimum neededforinclusioninaFISAapplication.
Consequently,the FBI cut itself offfrom, or failed appropriatelyto question,those who 
were most knowledgeableabout LANL’s computer systems and who would havebeen 
most helpful in supplying the facts that would have permitted8lawful search of Lee's 
computer. By this strategy, for example, the FBI kept itselffrom learning a factthat was 
literallyjust one question away: that Leehad executed awaiver in 1995 that would have 
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permitted the searchingand monitoring of  Lee’s computer and e-mail messages, and that 
would have made a court orderunnecessary. 

(U) By a similarstrategy,also intended to preserve the option of obtaining FISA 
surveillance,the FBI cut itself off from the Criminal Division at the Department of 
Justice, and in particular, from the Criminal Division's Computer Crime and Intellectual 
Property Section. Having deliberately avoided those most knowledgeable of the facts 
relevant to a search of Lee's computer, the FBI then avoided those most knowledgeable 
of the relevant law. The result, as discussed below, was that the agents in the field 
received advice that was inaccurate, incomplete and poorly communicated. 

(U) Remarkably,this failure to pursue available information continued even after 
the FISA application was rejected, indeed, even afterFBI Headquarters senior 
management was told that a more alerting strategywas to be adopted in the wake of the 
FISA rejection. 

(U) The combined result of these and other lapses to be discussed in thischapter 
is that the FBI learned in 1999 what it could have, and should have, learned in 1996, or 
even in 1994. Had it done so, it would have become aware of Lee's computer 
misconduct years earlier -withall that implies about the possibility of minimizing 
damageto national security- and it well might haw actuallycaught Wen Ho Lee"in the 
ad" of downloadingclassified information in 1997. 

B. (U) Therelevantfacts 

1. (U) WenHoLee's access to. and movementof some of the nation'smost 
weapons information,usinghis LANLcomputer. 

TheFBInow knows that atleast asearlyas 1993, Wen HoLeebegan
FBI transferringclassifiedfilesfromthesecureLANLcomputersystemstotheopen

Leegatheredtheb6 system.[574] According to the currentcase agent, Salteredthe filestoremovetheb7c classified files on the secure LANLcomputersystem,
classified marker preventingtheir transfer, moved the files to the openside of the system, 

[574](U) The LANL computer sysetms are described below. See Section B(13). 
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scientists 

confidential restricted contained classified 

FBI 
b7 
b7c Ib1 

L experts because it contains the most sensitive materialof 
all those he created. 

(U)According to SA{BLANK} the FBI has obtained logs from LANL showing the 
gathering, transferring, and downloading of these classified files, as well as the dates on 
which these actionswere taken. {BLANK}9/11/99) This information was available on the 
LANL computer systems inNovember 1996 when FBIAlbuquerque first sought advice 
regarding a search of Lee’s computer. (Id.) It was also availablein 1994. (Id.) 

to SA{BLANK}the names of the filesLee transferred were such that LANL 
Accordingwould have recognized them asclassified from the file names. (Id.;seealso


DOEb6,b7c 	 Wampler 12/17/99 {BLANK} 12/21/99) Had they been asked toreview the list of file names 
contained on the logs, c LANLscientistswould have been immediatelysuspicious that 
Leehad transferred and downloadedclassified dataonto the open system. (Id.) 

AccordingtoSA{BLANK} 
FBI Albuquerque had searched Lee’s computer in November 

1996, it would have found the vast majority of what it later discovered when Lee’s 
computer was searched inMarch 1999. (Id.;see also Detention Hearing 12/27/99 Tr. 83-
84) 

(U) According to the DEcember 10,1999 IndictmentagainstWen HoLee,during 
1993 and 1994, Lee collected, from LANL’ssecure computernetowrk, secretrestricted
(”SRD”) and datadata (”CRD”) in computer

files,assembledtheSRD andCRDmaterial into “TAR”files, [575] andtransferredthese
classifiedTARfilesontotheopennetowrkatLANL. (Indictment¶16) Nineteensuch 
TAR files arc involved inthe Indictment (Indictment¶18) Once onthe opennetwork, 

[575](U) A TAR file isanarchive fileinto which groups of other files,perhaps 
thousands of files and file directory structures, canbe collected and thereafter can be 
treated as a single file, (DetentionHearing 12/27/99 Tr.31) 
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Wen Ho Lee, or anyone with Lee’s “Z number”[576] and password, could have accessed 
and downloaded the classified TAR files, from anywhere in the world, through the 
Internet.[577] (AQI 06196) 

(U) During 1993 and 1994, Wen Ho Lee downloaded 17 of these 19 classified 
TAR files onto nine portable tape cartridges. (Indictment ¶ 20) Then in 1997, according 
to the Indictment, Lee downloaded six more classified files onto a tenth portable tape 
cartridge. (Indictment ¶ 21) Some of these tapes were recovered during a search of Wen

FBI Ho Lee’s LANL office in March 1999. 9/11/99) Seven tapes, however, 
b6 includingthe tape created in 1997, are presently unaccounted for. (Indictment ¶22; 

b7c {BLANK}9/11/99) 
(U) Witnessesat the detentionhearings folIowing Lee’s arrest described the 

significance of these classified materials. According to Stephen Younger, Associate 
Laboratory Directorat LANL, the classified computer files that Wen Ho Lee 
downloaded and transferred to portable tapes included “source codes,” which are written 
ina “humanreadable” computer language used in the design of nuclear weapons. 
(Detention Hearing 12/13/99 Tr.11) These codes canbe hundreds of thousandsof lines 
long, and, according to Younger, “You can read it, so it represents, inessence,a graduate 

[576](U) A “Znumber” isa unique number assigned to each employee at LANL. 
(Detention Hearing 12/27/99 Tr.27)[577](U)

Indeed, onMarch2,1998, shortlybefore atrip toTaiwan,Leeasked 
theLANLcomputerhelp desk howhe couldaccess the LANLsystem from overseas. 
(FBI01986) Leewasgivenhelponhowhe couldaccess the opensystemfromoverseas. 
(FBI 13525)WhileinTaiwan, LeeaccessedthedirectoryontheopenLANLsystem
where hehadpreviously movedthe classified files. (DetentionHearing 12/27/99Tr. 
121-23) FromTaiwan LeeaccessedFile 19, oneofthefiles chargedinthe Indictment, 
which contained a collectionof classified filesthat Leehadassembledfromthe secure 
LANLsystem. (Id.) Lee thentransferred two unclassifiedfiles fromFile 19, &om the 
open LANLsystem to the computerhewas usinginTaiwan. (Id.) TheFBI has been 
unableto ascertain from the availablecomputerlogs whether other, classified files were 
similarly accessed and transferred by Lee orby someone usinghis“Znumber”and 
password, (Detention Hearing 12/29/99Tr.446-49) 
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course in nuclear weaponsdesign.” (Id.)Thesecodes are “among the most complex 
computer simulationtools ever developed on the planet,” they represent“person-
centuries of effort,” and “they have inside them the results of...a thousand nucleartests 
that the UnitedStates has done over the past 50 years.” (Idat 12) Thesesorucecodes 
were described by RichardKrajcik, Deputy Directorof X Division at LANL, as the 
"crown jewels of the nuclear weapons program" in the UnitedStates. (Detention 
Hearing 12/27/99 Tr.179) Younger described them as "priceless, they can't be 
duplicated." (Detention Hearing 12/13/99 Tr.36) 

(U) Lee downloaded source codes for both primariesand secondaries.[578] 
(Detention Hearding 12/27/99 Tr. 191) Code A, one of those involved in the Indictment, 
could be used for both secondaries and primaries. (Id.)Another code involved inthe 
Indictment, CodeG, was used for secondaries. (Id.)According toKrajcik, Lee"took, in 
essence,all that was worth taking with regard to American secondary thermonuclear 
design." (Id.at 193) Code B and Code I, also chargedin the Indictment,were "the 
majorcodes to be used on the primary side." (Id.at 192) Code B "was the very latest 
informationthat we had. It was the very latest update," according to Krajcik, and Code 
I, "also was the latest vintage version of that code." (Id.at 194-195) 

(U) Wen HoLee also downloaded onto the open system and transferred onto 
tapes "input decks," which, Younger explained, contain“[a]ll the materials and the 
geometry of the nuclear device." (Detention Hearing 12/13/99 Tr.11) Krajcik described 
aninputdeck as containingthe “electronic blueprint' of anuclear weapon. (Detention
Hearing 12/27/99Tr. 189) “Basically,what it does isittellsyou howyou mightbuild 
sucha device,” accordingtoKrajcik. (Id.) 

[578](U)Accordingto Younger, amodernnuclearweaponhas two majorparts.
“There isa primary stage and a secondary stage. Theprimary stage is the part that has 
the plutoniumin it. It's surrounded by high-explosive; high-explosive is detonatedand 
presses the plutonium. The plutonium goes critical when it starts to generate nuclear 
energy. That energy isused to compress tho second stage of tho weapon, which is the 
secondary, and that is the stage that producesmost of tho militar-effectiveyield of tho 
device." (DetentionHearing 12/13/99 Tr.9-10) 
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(U) Krajcik described the codes,input decks,and data files downloadedby Lee 
as "a chillingcollectionofcodes and files.” (DetentionHearing 12/27/99Tr 189-190) 

(U) Chilling in the sensethat i t  containedthe codes 
important to doing design or designassessment,files 
important to determine geometries, important successfully 
tested nuclear weapons. It contained important output setups, 
nuclear output setups. It contained devices across a range of 
weapons, from weapons that were relatively easy to 
manufacture, let's say, to weapons that were very 
sophisticated andwould be very difficult tomanufacture. It 
containedthe databases that those codeswould require to run. 
And for someone who used those codes to incorporate them 
into anykind of calculationsthat were made in terms of 
designing something new or checking something old, it was 
all there. 

(Id.) 

(U) According to Younger, “[t]he codes and the databases that were downloaded 
representa complete nucIear weaponsdesign capability, everythingyou would need to 
installthat capabilityin another location, everything.” (Detention Hearing 12/13/99 Tr. 
27) 


(U) Thesecodesandtheirassociateddatabases,andtheinputer
file,combinedwithsomeonethat knewhow touse them,
could,inmyopinion,in thewronghands, changetheglobal
strategicbalance. Theyenablethepossessortodesignthe 
only objects that could result inthe militarydefeat of 
America's conventionalforces. Theonlythreat,for example, 
to our carrier battle groups. Theyrepresentthe gravest 
possible securityriskto the United States, what the president
and most other presidents have describedas the supreme 
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national interest of the United States, the supreme national 
interest. 

(Id.at 38) 

(U) The seventapes that remain unaccounted for arc, according to Younger, "a 
complete'portable nuclear design capability which could be installed on a super computer 
center or on even lesser computer capabilities.” (Detention Hearing 12/13/99 Tr. 39) 
According to Krajcik, the collection of the weapons codes and files downloaded by Wen 
Ho Leeexisted only in two places in the UnitedStates: LANLand Lawrence Livermore 
National Laboratory. (Id.at 206) "And there isalso this private collectionthat Dr.Lee 
has put together." (Id.) 

2 

b1 

(FBI02104) 
transmittedby FBI SanFBI witharequestthat it beb6 I Albuquerque,who wasb7c 
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following the activities o 

b1 

OnApril18,1994, SSA{BLANK}sentan EC to the SAC Albuquerque 
b6, 	
FBI 

recommendingthat a preliminaryinquiry e opened "to determinethe nature and extent 
of LEE WEN-HO’s contactwith PRCnuclear weapons scientists.”[580] (AQI 02882) On 
April 20,1994, apreliminary inquirywas initiated onWen HoLee. (AQI 02830)On 
June I, 1994, FBI Albuquerque sent ateletypetoFBIHeadquarters requestingthat 

I 

[579](U) InJune1998,Source#2again providedessentiallythesame 
b7cFBI informationtotheFBI,specificallytoSA{BLANK}SA{BLANK}andSA{BLANK}(AQI

b6,b7c 01795,1796) 

I b1 
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b1 


a preliminary investigation to conduct searches “where there is no expectation of privacy 
and a warrant would not be required for law enforcement purposes.” (OIPR02034) As 
will be seen, Wen Ho Lee, like other computer users at LANL,had no reasonable 
expectation of privacy, and a search of Lee’s computer could have been conducted at any 
time afterthe preliminaryinvestigation began on April 20,1994.[582] Had the FBI looked, 
it would have found startling evidence. For several months before the opening of the 
preliminaryinvestigation, and for more than a month after, Wen Ho Leehad been 
moving highly prized and highly classifiednuclearweapons Computer codes and files 
from the secure computer network into a directory under his name on the open network 
at LANL. (LANL001954 & 2054) There they remained until January 1999, where they 
could be accessed and downloaded by Lee, or by anyone who had obtainedhis Znumber 
and password, from anywhere in the world. (Detention Hearing 12/27/99 Tr. 81-89) 

[581](U)Under the Attorney GeneralGuidelinesfor Foreign Counterintelligence 
Investigation (”AGGuidelines”), FBI Headquarters approvalwas requiredto extend the 
preliminaryinvestigation (OIPR02035) 

[582](U) Because some of the factorsthat invalidateanyreasonableexpectation of 
privacy, suchasthe documentLeesignedApril 19,1995 containinganexpress consent 
tomonitoringandcertainbannersonLANLcomputersystems,cameintoexistenceafter 

1994, the question is somewhatcloser in 1994thanwhenitlater arose inNovember 
1996. Inour vim, however, evenwithout these additionalfactors, the LANLcomputer 
systems used by Leecould havebeen lawfullysearched without a warrant in 1994. At 
the very least,the predicate for the preliminary investigation of Wen Ho Lee should have 
demonstrated to the FBIthe importance of searching Lee’s computer when the full 
foreign counterintelligence(”FCI”) investigation of Leebegan in earnest on May 30, 
1996. 
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at 

FBI 

b6,b7c 

Had LANL scientists been asked by the FBI to look at Lee’s computerdirectories in 
1994, the file names of the computercodes themselves would have been recognizableto 
the scientists arid would have alertedthem to the possibility that Lee had left the “crown 
jewels,” as Krajcik described them, out on the open network. (Id.{BLANK}9/11/99;{BLANK} DOE 
12/21/99;AQI06196) b6 

Acting with reasonable dispatch after the initiation of the preliminary b7c(U)

investigation, the FBI might have literally caught Lee in the act of downloadingsomeof 
the computer codes and files, and creating some of the portable tapes, that are involved in 
the charges in the Indictment. Unfortunately, however, Lee's computer was not searched 
for another five years, and the preliminary investigation was closed in November 1995, 
indeference to DOE's administrative inquiryinto the possible loss of the W-88 
technology (FBI 00404) 

3. 	(U) Waivers,banners,booklets,andotherdocumentsbearinguponthe 
expectationofprivacyofcomputerusersat LANLs 


(U) There appeared to be a universal sentiment among the LANL scientists 
DOE 
b6 
b7c 


12/21/99) This iswell supportedby banners appearing oncomputer screens,by express 
LANLpolicyarticulated inbooklets widely distributedto LANLemployees,as wellas 
by the “Rulesof Use"waivers employed inXDivision, where Wen HoLeeworked. 

users where
inLANL’s XDivision,HoLee were
(U) Computer Wen worked, 
requiredto sign“RulesofUse"formsthat containedthe following warningof possible
monitoring: 

(U) WARNING: Toprotect the LAN [localareanetwork] 
systems fromunauthorizeduseand to ensure that the systems 
are functioning properly, activities on these systems are 
monitored and recorded and subject toaudit. Useof these 
systemsis expressed consent to suchmonitoring and 
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recording Any unauthorized access or use of this LAN is 
prohibited and could be subject IO criminal and civil 
penalties

DOEb6 (Omnibus 11/30/99;{BLANK}12/20/99;{BLANK}12/21/99;{BLANK}12/21/99) 
b7c 

unsigned copy of a ''Rules of U 

useprior to the form signed by Wen HoLeeon April 19,1995. (DOE03562) The prior 

version, which was the one inuse inApril 1994when the preliminaryinvestigationwas 

opened{BLANK}2/3/00),contained the following paragraph: 


(U) The resourcesof the X-DIVISION SECURE LOCAL 
AREA NETWORK are to be used only for official business 
purposes. DOEand Laboratory security policies require the 
audit of user files by security officersto assure this.[583] 

(DOE 03562) 

[583](U) A footnote tothisparagraph reads: 
(U)Auditsarenormallyconductedbyrequestinginformation 
onselectedfiles fromthe owner;however,inspectionof 
individualfilesmay be conductedby security officersunder 
specialcircumstances,such asanactual or suspected security 
incident. Inaddition, individual files maybe viewedby
administrators inorder to assist U S ~ ,troubleshootsystem
problems, or upgrade systems. You will normally be notified 
of such access. 

(DOE03563) 
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DOE 

b6 

b7C 

00181&00183) arethe mostrecent, and only, forms available. (Omnibus 11/30/99) 

signedaRulesofUseformorhisaccount 
wouldhave been disabled.” {BLANK}2/3/00){BLANK}cancanthus say that WenHo Lee 
signedthe Rules of Use formapplicable inApril1994.(Id.) 

[585](U) Signing of the "Rules of Use" forms was part of an annual re-validation 
process required of LAN users. In 1995 and 1996, aspart of a process of goingto 
electronic rather thanpaper re-validation banners were put on the XDivision LANs. 
The banners thereforewere not on the X Division 1994,but were certainly 
on all X Division LAN systems by November 1996 2/3/00) 
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DOE 
workstation According to{BLANK}this banner appeared each time a user logged ontob6 

b7c his X Division workstation (Omnibus 11/30/99) 

(U) In addition to the X Divisionbanners,a LANL computer user would also 
encounter bannerseach time she accessedany one of the machineson eitherof the lab-
wide computer networks, the secure IntegratedComputing Networks(“ICN”) or the 
open ICN.[586](Omnibus 11/30/99) This banner, which appeared throughout the period 
of the Kindred Spirit investigation, read as follows: 

(U) This computer is for authorized use only. All use is 
subject to audit and all use may be monitored. This computer 
system is operated under the auspices of the Department of 
Energy. Any misuse or unauthorizedaccess isprohibited,
and is subject to criminal and civil penalties. Evidence of 
unauthorized use may be provided to law enforcement 
officials. 

(DOE 02053)[587]{BLANK}confirmed that WenHoLeewould have regularly 
accessed one or more of these mainframe worker machines,such as Sigma, as part of his 

divisionsandgroups. The secureICN includes the CentralFilingSystem (”CFS”),
whichisafilestorageserver,andsupercomptuers,certainofwhichwereknownas 
Sigma, Tao, andTheta, onwhichcomplexcomputer functionscould beperformed onI filesaccessedonthesecureCFS. Accordingto{BLANK}theLANLopenICNprovides

I 
internaland Internet access to20,000 workstations andPCsacrossall divisions and 
groups. Services available inthe openICN include supercomputing,storage andarchive, 
Web access, and Internet mail.The open ICN includes the open CFS. (Omnibus 

i 11/30/99) 

[587](U) This banner was not present inApril 1994, but came into use in 1995. 

{BLANK}2/3/00)The banner quotedhem thus wasinuse inNovember 1996, (Omnibus 
11/30/99) It remained the same through July 1999. (Id.) 
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DOE 

b6 
b7c 

clay-to-dayjob activities (Omnibus 11/30/99) Each time Wen Ho Lee accessed one of 
these machines, the banner would have appeared (Id.) 

(U) In addition to the X Division banners, the ICN banners, and the “Rules of 
Use" waivers, there were otherways in which LANL personnel were informed that they 
had no expectation of privacy in their use of LANL computers. 

(U) For example, when a user applied for an "account" on the lab-wideICN 
system, which was necessary to gain access to the ICN systems, the user was given 
documents warning of monitoring aspart of the process of obtaining a password from 
the Computing,Infomation and Communications(”CIC”)Division at LANL.[588] Each 
user who appliesfor an ICN account was required to fillout a user validation form that 
contained a statementthat the OperationsSecurity and ComputingDivisionshad the 
right and responsibilityto audit the user's computeruse. (Omnibus11/30/99) Once the 
applicationwas made and the password was generated,[589] the userwould begiven 
ofgeneral rules that contained a similar statement (Id.) According to{BLANK}{BLANK}upon the issuance of a secure ICN password, each computer user 
would be given a documententitled"Receipt for Classified Password,” for which the 
user would sign an acknowledgmentof receipt. (Id.) The document states: 

(U) As an ICN user, you areresponsible for assistingin the 
protection of the classified unclassified sensitive, and 
unclassifieddata processed inthe ICN from accidentalor 
malicious modification,destruction, ordisclosure....All 
Laboratorycomputers,computingsystems, andtheir 
associatedcommunicationsystems aretobeused onlyfor 
officialbusiness....TheFacilitiesSecurityandSafeguards
Divisionand Computing,Information andCommunications 

[588](U) Toobtainanaccount on the XDivision LANs,the user must firsthave 
obtained anaccount on the ICNs. (Omnibus 11/30/99) 

[589](U) Passwordswere assignedto users of the secure and open ICNs aswell as 
the X Division LANs. Users were not permitted to choose their passwords. (Omnibus
11/30/99) 
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this 

DOEb6 i 
b7c 

b6 user,withoutthe need for theuser’spassword 
was common knowledge c,atLANL, although SA 

not know specificallyifb7c 	 AccordingtoSA{BLANK}Leeknew that the system administratorhad this ability. 
9/11/99] 
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Division also has t h i s  responsibility and authority io audit 
users’ files in the Integrated Computing Network (ICN). 

(DOE02061, 02062 (italics in original)) 

DOE a similar booklet entitled “Computer Security Referenceb6 (U){BLANK}It states:b7c Guide,"dated 

(U) Government resources, including computing and 
communications systems, are to be used only for official
business....TheLaboratory has the responsibilityfor 
implementing anauditprogram to detect and deter 
infractions, waste, fraudulentuse,and abuse of computing 
resources. To provide assuranceand to comply with DOE 
Orders, all systems are subjectto file audits. When You use 
Laboratorycomputingandcommunicationresources,you 
shouId have no expectation of privacy. Yourmanagement
...andDOE have both the authority and the responsibility to 
audit your files on any computing system used for Laboratory 
business. 

computers.[593] (Omnibus 11/30/99) 

[593](U) According t
{BLANK}a "blue book"was distributed to LANL employees in 1996 that also statedthat 
computerswere subject tomonitoring. Accordingtto{BLANK}a”no expectationof 
prviacy” statement similarto that containedin the "computer Security Reference Guide" 
was contained in the blue book. (Omnibus 11/30/99) 
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expectation of privacy in the use of LANL computers. (Omnibus11/30/99){BLANK} b6 

FBI 
b6 
b7c 
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DOE whoseidea i t  was to search Lee’s LANL computer
FBI to SA{BLANK}it was the idea of his supervisor 
b6 during the discussion of another investigation. 

it was his idea, which he mentioned tob7c {BLANK}spoken to him about obtaining Lee’s telephone
it was first raised at a meeting with S 

while general investigative{BLANK}
12/1/99 

(U)The earliestreference to thissubject in the relevantdocuments is anelectronic 
communication(”EC”)indicating that onSeptember 16,1996, S 

out concerning the{BLANK}for “the necessarypaperwork which laboratoryemployeesSA{BLANK}hadasked 
right of the laboratory to review E-Mail messages.” (AQI01063) OnOctober 16,1996, 

woulddososoon.”(AQI01063)‘had not devoted any attentionto this matter but 

(U)Thenext reference in the documentsto search Lee’s computer concerns a 
November 4,1996 telephone conversationbetween SSA an 
attorney in the NSLU. (FBI 00192) According to SA{BLANK}SSA{BLANK}hadcalled 
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FBI 
b6 
b7C 

DOE 
b6 

b7c 

{BLANK}recollectionofthisfirstcallis 
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recalled 

FBI informed SSA 
at FBI Headquarters of this preliminary advice from 

(U)In the November 5, 1996 EC,SA{BLANK}and ofSA{BLANK} 
discussions with {BLANK} 

(U) (A] request of LANL has been made for copies of the 
paperwork executed by LANL employees authorizing the 
review of E-mail traffic by LANL officials. Once this 
paperwork is obtained, it will be provided to FBIHQ for 
review by the [NSLU]for a determination as to whether the 
FBI would be able to obtain copies of E-mail on the authority 
of appropriate LANL officials. 

(FBI 00192) Thus asearlyasthisNovember 5,1996 EC,confusion had crept into 
whether what was being sought was a “search of Lee’s computer,” asSSA{BLANK}
discussedwith{BLANK}(FBI00192) or a “reviewof E-mailtraffic,” as SA{BLANK}discussedwith 

Accordingto it washe who raised the issue of monitoring Lee’s(U) 
9/13/99) In fact, according to{BLANK}

e-mail with SA{BLANK} andSA{BLANK}never a u anything but how captureLee’s e-mail, and theytalked
onlybecause{BLANK}raised it with SA 

process creatingameanstomonitore­recalledthatLANLwasinthe{BLANK}apossibility. {BLANK}9/13/99) {BLANK} 
unrelatedmatter.{BLANK}askedSASA{BLANK}iftheFBIwouldbeinterestedinmailinan 


having thiscapabilityto monitor e-mailinthe Leeinvestigation.[599] S{BLANK}
that hewould checkwithFBI Headquarters. (FBI 00209;{BLANK}9/13/99) 

policy
theadministrative

theLANLe-mailwas 
policydating to e­

[599](U){BLANK}recalled that the discussionfollowed arequest by SASA{BLANK}fortoll records at LANL. account is corroborated by 
November 5,1996 ECinwhichhe notes his requestto LANLfor telephone 

before describing a request for “paperowkr...authorizingthe 
review of E-mail traffic.” (FBI 00192) 
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DOE 

b6 

b7c 

FBI 
b6 

b7c 

monitoring (FBI 00206); and 3) “Official Use Guidelines" for LANL computers (FBI 
00195). According to SA{BLANK}insert: 

(U){BLANK}advised that the laboratory uses the authority of 
the opinion containedin item 1 above to monitor an 
employee's use of the Internet. Every employeewho has a 
laboratory computer assignedmust register that computer.
B readingand agreeing to the information provided by{BLANK}
anelectronicrecordshowingthata laboratory 
employeehad the opportunitytoread andwillabide by the 
ruleswillbecreated. Thisprogramwasstarted 
approximately sixmonths ago byGroup 14 orthe Facilities, 
Safeguards and SecurityDivision. Thegoalistohave 
everyoneatthe la withanassignedcomputersignon 
tothenewsystem. hasnotyet
registeredhiscomputerasofyet. advisedthatLEE’s 
divisionhas not m o d  forward withthis process. 

(FBI00194) This is consistentwith{BLANK}account[600] {BLANK}9/13/99; FBI 00209) 

[600](U)Accordingto {BLANK}he told SA{BLANK}about a computer training 
program that was being implemented at LAN at was “designed to force every 
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FBI 
included a “Computer Security ResponsibilityAcknowledgment” (FBI00206),which b7cb6 had been given to and which, in turn, {BLANK}had given to SA 

b7c {BLANK}8/12/99) The documentcontains the following 
notice: 
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(U) The thirddocument'- that{BLANK}gaveSA{BLANK}was entitled "LO~Alamos DOE 

b6 National Laboratory Official Use Guidelines for Computing and Informational Systems” b6, b7c 
b7C 

(FBI 00195) The document states: 

(U) Because these [computers] arc governmentresources, 
Laboratory or the federal government may, without notice, 
audit or access any user's computer system or data 
communications. In addition, the Laboratory or the federal 
government may disclose any information obtained through 
such auditing to appropriate third parties, including law 
enforcement authorities. 

(FBI 00195) Handwritten marginalia at the top of the "OfficialUseGuidelines" states 
that the document was "part of [safeguards and security] manual (on-line) published 
more than onceinnewsbulletin.”[602] (FBI 00195) 

{BLANK}butdidnotfindthem helpful 
he read the documentshe{BLANK}8/12/99) Although 

undertaken inhis November 5,1996 EC to forward these materials to FBIHeadquarters 
for review b theNSLU (FBI 00191), he never did so. 8/12/99) According 

toSA{BLANK}hee "gotdistracted." (Id.) Instead SSA{BLANK}laced the 
documents inthe FBI Albuquerquefilesandtooknoaction on them. (Id.) SA 

askedhim about the documents{BLANK}8/12/99),andSSA{BLANK}couldnotrecallifheeversawtheinsertwiththe 
12/1/99) Nordid nefrom FBI Headquarters askSSA{BLANK}attachments.{BLANK}12/1/99)Nordidanyone 12/15/99), eventhoughat thetime,in thefor the ma 

the on-line system. (Omnibus 11/30/99) 

DOE [602](U){BLANK}confirmedthat the "Official Use Guidelines," dated July 1995,
b6 were part of e Safeguards and Security Manual. Thedocumentwas distributedvia the 
b7c news bulletin to every LANL employee. (Omnibus 11/30/99) 
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there ”fair notice” 

FBI margin ofSA{BLANK}EC, next to the passageindicating that SA{BLANK}would 
b6 obtain this documentation, SSA penned the questions "So where i s  it? Sent to 

b7c {BLANK}[603] (FBI 00717;{BLANK}12/15/99) 
(U) It was not sent to and, therefore, he did not have the benefit of these 

documentswhen SSA{BLANK}came to him on November 13, 1996 to follow-up on 
request for advice.{BLANK}had, however, spoken to his supervisoraboutAlbuquerque’srequest supervisor in the NSLU, Marion "Spike" Bowman told him that, asthe matter. 


a general rule, there was an expectation of privacy on the part of governmentemployees 

despite the fact that they are using government computers. {BLANK}7/16/99) According 

to{BLANK}hehe was told by Bowman that unless there was a banner on the computer, a 

warrant would be required, and that even a banner mightnot be enough to permit the 

FBI, asopposed to the LANL system administrator, to search Lee's computer.[604] (Id.)In 

addition to talking with Bowman, “thumbed through" some materialsfrom the 

computer Crime Sectionof DOJ'sCriminal Division. (Id.) Ultimately, 

concluded, sincehe had been told by FBI Albuquerque that there was no{BLANK}
banner on the 

[603](U) According to SSA{BLANK}he expected the documents tobe sent to the 
NSLU directly, because "it start with a direct question to NSLU." SSA 
asked SA{BLANK}or SSA{BLANK}about the documents. Hedid not ask{BLANK}whether he received them. Hedid not askfor the documentsbecause “it was not my 
job.” According to SSA{BLANK}his onlyinvolvementinthecomputer search issue 
was togetananswer toFBI Albuquerque’s question, asset forth in thelead atthe endof 
the November5,1996 EC. Thelead to the FBI’s NationalSecurityDivision was there, 
accordingto SSA{BLANK} simply because{BLANK}knew thatitwouldbenecessaryto 
have someoneatFBI Headquarters who could “twistanarm”toprodthe NSLU toact on 
the request for advice. {BLANK}12/15/99) 

[604](U) According toBowman, he not only therewasabanneron 
WenHoLee's computer{BLANK}thatunless wassome toLeeofbut also whether Leehad sign awaiver. (Bowman8/11/99)
Bowman said that he told 
possible monitoring, a warrant would be to searchthecomputer. (Id.) Thus, 

Bowman’s recollection of thisthere is a significant discrepancy betweenofwhathettold{BLANK}is correct, this“fairconversation, If Bowman's recollection of e told 
notice” advice did not get imparted to FBIAlbuquerque. 
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computer at LANL, that the computer user had an expectation of privacy (Id.) If there 

FBI 
was no banner{BLANK}therefore told SSA{BLANK}he would need to get a warrant 

b 6  I (Id.) 

b7c (U) No one in the NSLU, however, considered whether the facts specific to Wen 
Ho Lee's LANL office or the LANL computer system might reveal that Lee had no 
cognizable expectation of privacy in the first place.[605] No one asked the agents about 
computer training LANL employees may have received that might shed light on 'their 
expectation of privacy. No one inquired about LANL policies concerning computer use. 
No questions were asked about the nature of the information available on the LANL 
computer system, to consider whether the employees might have differingexpectations 
of privacy with respect to the various kindsof data capturedby the LANLsystem about 
their computerusage. No one asked the agents to explorehow the LANL computer 
system was structured, such aswhether Lee had anoffice computer with a hard drive, or 
whether he merely had a "dumb terminal”connectedtoa remote server. No one in the 
NSLU raisedwithFBI Albuquerque or with SSA{BLANK}whethersomething less thana 
comprehensive search of Lee's computer or real-timemonitoring of Lee's e-mail might 
have been attainable without a FISAorder. Most significantly, it appears that no one in 
the NSLU even asked the agents in the field a critical question: Had Lee signed a 
waiver? Finally, the NSLU never advised Albuquerque that it should askLANL 
immediatelyto begindisplaying banners on its computers, so that Lee's computer could 
havebeen searchedatsometime thereafter. Had it done so, FBIAlbuquerque mayhave 
found out in 1996, rather than 1999,that bannerswere virtually ubiquitous atLANLand 
in XDivision already. 

---e­


[605](U) Whetheran individualhasareasonableexpectationof privacy involves 
twoquestions:First,whethertheindividualhasexhibitedanactual,subjective
expectation of privacy, andsecond,whetherthe individual's subjective expectationof 
privacy isone that society would recognize as reasonable. Smithv.Maryland, 442 U.S. 
735,740 (1979). In the case of a government employee in particular,the SupremeCourt 
has observed that “[g]iventhe greatvariety of work environments in the public sector, 
the questionwhether an employee hasa reasonable expectation of privacy must be 
addressedon a case-by-case basis." O’Connorv. Ortega, 480 U.S.709,718 (1987). 
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custom," 

(U) In short, the NSLU never asked any ofthe questionsthat, according to Scott 
C.Charney,former Chief of the Computer Crime and Intellectual Property Section, 
would have routinely been askedhad the advice of the Computer Crime Section been 
sought in November 1996. (Charney9/2/99) Instead, the NSLU simply advised SSAFBIb6 I {BLANK}that, unless there was a banner, a FlSA order was required to search Lee’s 

b7c 
computer.[606] 

( U )  { B L A N K }  advice to SSA{BLANK} communicatedto FBI 
Albuquerque in a November 14, 1996 EC from SSA{BLANK}addressed to the attention 
of SA{BLANK}and SSA{BLANK} 

On 11/13/96,S S A  {BLANK}m e t  with{BLANK}{BLANK}NSD-LU,ref AQ's 11/5/96 request for an opinion 
a out the legality of monitoring subject's computerat LANL. 
Pointer advised it was the opinion of the NSD-LUthat a 
FISA order would be the needed authority to surveil subject's 
computer. 

{BLANK}
(FBI 00207) Significantly,SSA{BLANK}communication to FBIAlbuquerque omitted 

critical caveat: A warrant was required unless there was a banner.[607] Thus, the 
advice as to what was required in order to conducta searchhad shrunkfrom what 
Bowman told{BLANK}(FISA order, banners or waivers to what

{BLANK}A order or banners) to what SSA{BLANK}toldFBI-AQ(FISAorder).SSAnever had anydirectconversationwith S 
told FBI-AQ A order). SSA 

[606](U) Accordingto{BLANK}ifhe were giventhe same informationhe was given
in 1996, he would havegiven c same advice in 1999, thoughheallowed thathe might
askwhether Leehad signed a waiver.{BLANK}7/16/99) 

[607](U) According to SSA a copy of his November 14,1996 EC to 

"That's the it is "always done.”{BLANK}12/15/99)Albuquerque,relayingaccording to SSA 
I 00720), would have gone to 
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FBI this advice or its implications.[608] {BLANK}7/28/99

8/12/99) This writing i s  all that was communicated.{BLANK}
8/12/99) SA

b 6  	 did not recall h i s  exchange with{BLANK}exceptthat the answer he got fro 
“theycan’t do it.”[609] {BLANK}12/15/99) 

(U) Because SSA EC stated categorically, and without{BLANK}{BLANK}caveat, that “a FISA order would c the needed authority“ to search Wen Ho Lee’s 
computer, it was understood by Albuquerque to mean that a FISA order was the 
exclusive means by which the government could obtain access to the computer, 
regardless of whether a banner, waiver, or some other form of noticeof monitoring
existed. {BLANK}8/12/99) According to SA{BLANK}theNSLU never said 
anythingabout waivers or banners, onlythat a A courtorder would be required to 
search Lee’s computer. (Id.) The NSLU never suggested that he look into whether Lee 
had signed a waiver, according to SA{BLANK}(Id.) In fact, according to SA 

{BLANK}no one “up the chain” ever suggested any way to search Lee’s computer 
otherthan througha FISAorder, nor did anyone suggest that perhaps a waiver or banner 
would allow a search.[610] (Id.) 

(U) ThisaspectofSA{BLANK}accountis SA{BLANK}told{BLANK}that it was 
statements made to the AGRTb whosaidthatshortlyafter providedSA DOEb6{BLANK}with the threedocuments discussed above, S b7cthe FBI sposition that “if a banner did not pop up every timeyou log onto e-mail,” the 

[609](U) Infact,wheninitiallyinterviewedonthesubject, SSA{BLANK}didnot 
recallbeing involved in the computer searchissue at all. {BLANK}7/28/99) 

[610](U) SA{BLANK}described himself as “computerilliterate,” and at the time of 
the investigationwould not haw knownwhat banners orwaivers were, or the 

8/12/99 Ina different context,SSA{BLANK}said thatsignificance of them{BLANK} {BLANK}12/15/99)he was himself “computer illeterate.” 
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DOE FBI was not comfortable monitoring."' {BLANK}9/13/99) {BLANK}then logged onto 

FBI mail arid showed SA{BLANK}that there was no banner.[612] Id.) According to{BLANK} 
to Lee s computer,because {BLANK}did not pursue, other means of gaining accessb6 sa {BLANK}did riot suggest, and 

understood from SA{BLANK}that "it was a bannerb7c (Id.)or nothing.” SA accountalso appears to be in conflict with that of 
SSA{BLANK}who said thatSA{BLANK}had told him that he had been told by-
that therewere no banners or waivers. {BLANK}12/1/99) 

[611](U)Inaninterview with the FBI, {BLANK}said that SA{BLANK}had asked
{BLANK}if therewas a banner that appeared on the computerscreenWarning LANL 

communications could bemonitored. (FBI 00209) According to 
latertold{BLANK}that "FBI HQ had made the determination that a 

court order would be r{BLANK}SA{BLANK} qequired to conducta searchof LEE's computer." (FBI 00209) 
According to SA{BLANK}didnotrecalls{BLANK}mentioned banners "generally: SA 

Wen o Lee'scomputer. 
although{BLANK} one way or the other, about banners on 

that there were no banners or 
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(U)In an event, FBI Albuquerquewas not satisfied with the guidanceit received
FBI from SSA{BLANK}and on November 21, 1996, a week after receving SSA{BLANK}

EC telling FBI Albuquerque that i t  had to obtain a FISA warrant to conduct a search,b6 SSA{BLANK}and SA{BLANK}called SSA{BLANK}and pursued the issue with him. 
b7C According to SSA note to the file: 

(U){BLANK}asked if it was okay to monitor 
subject's lab computer at LANL - not his private property, 
and e-mail is announced to be not private: NSD-LUsaid no -
[FISA] needed - but no asks if there might be a lower 
[FISA]standard here because the e-mail system is advertized 
asbeing not private. (?) I told{BLANK}that the FISCjudge is 
not going to swallow any concept of a lower standard- it's 
thelaw{BLANK}countered that perhaps a [FISA]reallywasn't 
needed at alI, and that NSD-LUwasjust being unnecessarily 
cautious! I told{BLANK}Iwanted electronic surveillance as 
much ashe did - ut thiswas not the way. Weboth agreed 
elsuron subject's home phone was what we reallywant. 

(FBI 00714)[614] It appears from thisnote that although SA{BLANK}may not have 
forwarded the documents he received from{BLANK}the substanceof them -thatthe DOE 

andSSA{BLANK}isadvertized asbeing not private" -was communicatedto SSA{BLANK} b6 
and SSA{BLANK}concluded,nevertheless, not only that aFISA was b7c 

aid it had to be FISA. 
conversation, except 

think there was a lower standard 
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FBI 
b6 
b7c 

The most immediate was that {BLANK}did not take any steps to move u the date for X DOE 
Division’s implementationof the new computer training program..{BLANK}9/13/99) Nor 

b6 
b7c 


wroteanotesuggestingthatFBIAlbuquerquemighthave beenawareof at least the 
theoreticalpossibilityofconductingasearchwithoutaFISA but that,out of an 
abundance of caution,awarrant would be sought Accordingto S notes from 
May 1999, he”understoodfrom{BLANK}thatitmightbeposslbe tolook &E-
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Division (Id.)Nor did SA{BLANK} pursue information concerning the myriadFBI banners, booklets, and waivers that would have conclusively established that Wen Ho
b6  Lee had no expectation of privacy in LANL’s computer systems.[617] 

b7c (U) Obviously, had FBI Headquarters been aware of the waiver Wen Ho Lee 
signed in April 1995, a search of the computer systems to which Lee had access could 
have immediately taken place. Had that happened, we now know, the investigation 
would have taken a dramatically different turn. 

camsof the significanceof Wen Ho Lee's access to 
discovers Lee's waiver 

(U) The FBI's failure aggressivelyand appropriatelytopursue the computer 
search issue cannot be Iaid entirely at the FBIHeadquarters' doorstep. Much of the 
blame for thispotentially catastrophic error properly lieswithFBI Albuquerqueand its 
inexplicablefailure to recognize that gainingaccess to WenHoLee's computer fileswas 
the single most important investigative step that shouldhavebeen taken. The truth,here, 
was only a tantalizingly few keystrokes away, but it depended onFBI Albuquerque 
discovering that WenHo Lee had no expectation of privacy. FBIAlbuquerque's failure 
to discover this fact may be attributed inpart to the bad advice it got fromHeadquarters,
but only in part. EquaIly significantwas that FBI Albuquerque was simply unmotivated 

[617](U)As it turnsout, Leeexecuted the on-line acknowledgmentcontainingthe 
thisnew trainingprogramsometimebeforeMay 1997. 

2/16/00) InaMay 19,1999 lettertoSenator Murkowskiof DOE 
NaturalResources, DOEGeneralCounselMaryAnne b6 

Sullivanstates that Lee’s execution of thisacknowledgmenttookplace inDecember b7c
notified of thisatthetime. (DOE03579) SA 
however, and {BLANK}saidthat, afterSASA{BLANK}toldFBI’s position onbanners,{BLANK}did not have any further discussions with 

concerning the search of Wen HoLee's computer, 
also said that{BLANK}had not inquired into Lee’s 

time of{BLANK}discussionswith SA{BLANK}in the late fall of 1997. 
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FBI 
b 6  
b7c 


Computer files anheld individuallywith passwords but are 

[619](U){BLANK}interviewwas asrevealingastheinterviewof{BLANK}on 
the significance of Wen Ho Lee's workwith computers: writes softwarecomputer 
codes used to design nuclearweapons."(AQI 01156){BLANK}alsotoldSA{BLANK}
that Leehad beenworking on such a code that "was used quiteextensively or W-88 

design.” (Id.) Yet the significance of Lee's access to these classified codes through his 
LANLcomputer obvious1 was lost onS who,afterbeinggiventhis 
information, questioned {BLANK}ad spent “excessive time...at theaboutwhether 

mt 
&&" 
47< 
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