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10 ADDRESS OF THE HONORABLE JANET RENG
11 UNI TED STATES ATTORNEY GENERAL,
12 TO THE FI RST CGENERAL ASSEMBLY
13 OF THE | NTERNATI ONAL ASSCCI ATI ON
14 OF CH EFS OF POLI CE CONFERENCE
15 PHOENI X, ARl ZONA

16 OCTOBER 28, 1996

1 Thank you so nmuch, Chief. |'mvery

2 honored to be here with you today. For in over

3 three-and-a-half years, |I've had a chance to visit
4 sone of your towns and cities. | have had a

5 <chance to watch you in action or hear of your

6 work, and | have the greatest respect and

7 admration for what you do for your cities and

8 towns across this nation. You operate based on

9 old-fashioned principles of trust, and where | see
10 police chiefs succeeding as | do so often, it's
11 because they build trust. You enforce the |aw

12 firmy but fairly. You're on the front |ines of
13 bringing your community together, and yet you are
14 so progressive and understandi ng in reachi ng out
15 to understand problens of nodern technol ogy as

16 they inpact on crinme and as you devel op new and
17 exciting techniques for this next century. You
18 are on the front line, and this adm nistration

http://www.usdoj.gov/archive/ag/speeches/1996/1028_agpnx.htm (1 of 15) [5/27/2009 1:07:01 PM]



<title>10-28-96: Address To the First General Assembly of the International Association Of Chiefs of Police Conference; Phoenix, Arizona

19 recognizes that. And as | was thinking of what |
20 was going to say, | realized how nmuch we have

21 relied on police chiefs Tom Constanti ne and

22 Eduardo Gonzal es and Ray Kelly and Joe Brannon and
23 Harlan McCune. W know where to go for people who
24 understand what crine is about in Anerica and we
25 need to do about it.

3

1 One of the people that | have | ooked to,
2 | couldn't persuade himto cone to the Justice

3 Departnent, but | regularly brought himto the

4 Justice Departnent as often as he will cone, is

5 Dave Wal chak, and it has been such a privilege to
6 work with him He has such a fine sense of what

7 policing should be about. He has such a great

8 understandi ng of people. And he has a wonderful

9 understanding of technology. | amgoing to ask

10 himto continue to educate ne on those issues. It
11 has been a great honor to work with you and a real
12 privilege and thank you so nuch for all your

13 support during this tine.

14 And, Dan, thank you. You're always there
15 speaking for the Association, and we val ue your

16 counsel so very much

17 And Chi ef Sanders, | |ook forward to

18 working with you in every way that | possibly can.
19 We have in all these efforts tried to
20 forge a great partnership, recognizing that you
21 are on the front line and that you understand your
22 needs and resources in your conmunity far better
23 than we can in Washington. W have tried to forge
24 a partnership based on a two-way street where we
25 get information, but we give information; where we

4

1 provide training, but where we learn fromyou;

2 where we share understanding of tactics, and we

3 learn fromyou; where we operate based on

4 principles of federalism not grabbing cases for

5 headlines or for turf, but providing information

6 so that you may handl e the case according to

7 principles of federalism W' ve seen evidence of
8 this partnership and the anti-violence initiative
9 which has been so successful because of your work
10 and your coordi nation.

11 We have focused on drugs, and that is a
12 classic exanple of the partnership. Tom

http://www.usdoj.gov/archive/ag/speeches/1996/1028_agpnx.htm (2 of 15) [5/27/2009 1:07:01 PM]



<title>10-28-96: Address To the First General Assembly of the International Association Of Chiefs of Police Conference; Phoenix, Arizona

13 Constantine has been a |l eader in bringing the Cal
14 cartel to its knees. There are nore in prison in
15 Col onbia than ever before. W have prosecuted and
16 now convicted Garcia Abrego, a major trafficker,
17 because of the work of so many concerned. And we
18 see mmjor investigations under way and indictnents
19 announced. But then you start | ooking at those

20 indictnents. They may be federal indictnents, but
21 sone of the information that started the whol e

22 case, that unrolled the whole investigation, cane
23 fromlocal |aw enforcenent, and you see what can
24 be done when that partnership is formed. And then
25 we see what has been done with the METS program

5
1 again, putting local |aw enforcenment first and
2 doing what we can to support you. And in
3 comunity policing with now over 20,000 police
4 officers added to the rolls of policing in Anerica
5 and over 20,000 nore authorized. And the Brady
6 Act, and the ban on assault weapons is an exanple
7 of what we have done together in securing
8 legislation that can make a difference. And in
9 the inprovenent of crimnal histories. | get so
10 frustrated when | talk to people about the
11 inprovenment of crimnal histories and tell them
12 how inportant it is and they | ook at ne bl ankly.
13 | know | can | ook out at this audience and know
14 that | am seeing people who appreciate it. And
15 together we have got to continue to work, not to
16 get credit, but to get results.
17 And we're seeing the results. Violence
18 is down in nost cities in this country. But |
19 know what that's like. In Mam | cheered when
20 violence went down in the early '80s, and then
21 crack canme, and the violence started up again.
22 And now we | ook at what nethanphetam ne may do
23 today.
24 | ook forward to doing everything | can
25 to forging an even stronger partnership where we
6

| ook at patterns of crinme across this country,
where we catch early indicators of what m ght be
happeni ng, that we work together to solve

probl ens, first by preventing them and then if we
can't catch themearly, by neeting them head on

w th vigorous enforcenent that can nake a
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7 difference.

8 The job of police chief is an

9 extraordinarily difficult one. You are at the

10 heart of community-building. Wthout a strong

11 police chief, comunity-building is not happening
12 in this nation. And yet at the sane tine, your
13 town or your city is having to focus on where it
14 exists in a world whose borders are shrinking and
15 in which technology is bringing us together as

16 never before, creating new concepts of comunity
17 such as Internet chat roons that | still have

18 difficulty understanding. Wth this cones

19 enhanced risk of terrorism internationa
20 organized crinme, international ganbling on the
21 Internet, fraud on the Internet, and international
22 pornography. And it's in our front door if we
23 don't watch out.
24 How do we face these issues? Sone woul d
25 say that these issues stagger the inmagination and

7
1 convert vanity to prayer, but using prayer, let us
2 nove forward and be resolute and not |et anything
3 back us down.
4 And in that instance, I'd like to talk to
5 vyou about three points. First of all, youth
6 violence, which | think continues to be one of the
7 major crinme problens we face in this country;
8 secondly, terrorism paranmount in our mnd; and,
9 third, conputer crine.
10 Thi s associ ation has taken the |lead for
11 this country in focusing on youth violence. Your
12 summit this past year was extraordi nary, and
13 just wshed | could have attended all the panels
14 because the work that was done was just splendid.
15 1've had a chance to review the draft of that
16 report, and it is excellent, and I comend you.
17 W are seeing results because of what you are
18 doing on the front I|ine.
19 The juvenile nurder rate, arrest rate, is
20 down for the second tinme, down significantly. The
21 youth violence rate is down for the first tine,
22 2.9%
23 But | renmenber what happened. | woul d
24 cheer in Mam when the violence went down by one
25 in one year and then the next year it would be up
8
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and it would be a blip. W can't rest on our

| aurels. W have got to understand that if we are
going to deal with the problem of youth violence,
if we're going to deal wth the probl em of

i ncreasi ng youth usage of drugs, we're going to
have to work together as never before, for the
nunber of young people in the age category of 12
to 17 is increasing significantly in these next 15
years.

What are the solutions? You know best,
and we need to share. And when you find sonething
that's working, you need to share it with us so we
can let others know But, clearly, one of the
keys to solving the problem of youth violence is
| etti ng young people know that there is going to
be a firm fair punishnent that fits the crine,
and that it's going to be carried out. W have
tried to enforce that by providing additiona
dol l ars for boot canps and drug courts. But you
and | know, and your officers on the streets know,
that if we send an arned robber at age 14 to two
years of appropriate detention, that's not going
to be worth anything if he returns to the
apartnment over the open-air drug market where he
got into trouble in the first place. And we have

got to gal vani ze together at every |evel of
governnent to |l et everyone know how prograns for
aftercare and followup are very critically

i nportant.

But we can innovate and be creative. You
have done so nmuch in devel opi ng community policing
initiatives. Wiy not reach out in partnership
with probation officers, with parole officers,
juvenil e of fender parole officers, and create
partnershi ps of comunity probation officers with
comunity police officers? Wy don't we link with
the juvenile detention facilities and the
comunity police officers and build strong
aftercare prograns?

In community policing it has been
extraordinary to see what community after
comunity is doing when police officers reach out
to build trust anbngst young people. You can do
so nmuch in truancy prevention. You are working so
hard to get guns out of the hands of kids. You
are working to figure out how we can nedi ate
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22 problens with youngsters who are just on the verge
23 of getting in trouble.

24 But we need to look further. Wy are

25 young peopl e using drugs nore often these days?

10
1 What's working? What's not working in terns of
2 prevention? You're on the front |ine, and we need
3 to forge a stronger partnership where we hear from
4 vyou as to what's needed to make a difference.
5 JInstead of designing prograns in a vacuum we need
6 to fashion prograns that can respond to what your
7 particular cormmunity needs in terns of a
8 prevention initiative, in terns of a drug court,
9 in ternms of a truancy prevention programor a gang
10 program and we're going to be listening to you.
11 The second problem | want to discuss is
12 terrorism None of us is imune. Al of us wll
13 renenber April the 19th, 1995. W w Il renenber
14 the Wrld Trade Center. W have seen the inpact
15 in Eastern Washington, in Montana. It is the
16 large city, the city in the heartland of this
17 country, the smaller town, the nore rural area.
18 None of us is inmune.
19 Terrorismis a | aw enforcenent problem
20 and |i ke every other |aw enforcenent problemwe
21 have tackled, we nust tackle this together. This
22 is not a federal problem It is not a state
23 problem It is not a local problem It is the
24 problem of every single one in this room working
25 together.

11

1 Let us not forget that it was an Gl ahoma
2 City patrol officer who spotted the wheel axle

3 containing the VIN nunber for the vehicle used to
4 bonb the Murrah Federal Building. Let us not

5 forget it was an Okl ahoma H ghway Patrol officer

6 who made the first arrest in the case.

7 | can tell you that | have never been so
8 proud of | aw enforcenent as | was when | visited

9 Cklahoma City just days after the bonbing and

10 wal ked through the command post finding FBI and

11 ATF agents working side by side with Cklahoma City
12 police officers, county sheriffs, highway patrol
13 officers working for one comon goal, not to get a
14 stat but to bring sone terrible crimnals to

15 justice.
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16 We nust respond together, and our policy
17 in responding to acts of terrorism both at hone
18 and abroad, should be straightforward and sinple.
19 First, we nust work together to do everything

20 possible to deter and prevent terrorist attacks.
21 Secondly, when acts of terrorismdo occur, we nust
22 respond quickly and decisively and together with
23 the full range of |aw enforcenent and ot her

24 options that are available. And in this process
25 we nmust work with FEMA and community agencies to

12

1 reach out to victins and their |oved ones and

2 never forget them and respond as quickly as

3 possible to their needs. Thirdly, we nust work

4 wth our friends throughout the world to stop

5 terrorismand to ensure that none go unpuni shed.

6 Wthin the executive branch we have

7 strengthened rel ationships between | aw enf orcenent
8 and intelligence comunities within a franmework

9 that fosters greater cooperation while respecting
10 long-standing limtations on direct intelligence
11 participation in crimnal investigations. In

12 addition, we now use the National Law Enforcenent
13 Tel ecommuni cati ons System or NLETS to pass

14 unclassified terrorist related information to

15 state and | ocal |aw enforcenent agencies. W have
16 fornmed 12 formal joint terrorismtask forces,

17 including one here in Phoenix with other cities

18 involved al so, New York, Los Angeles, Atlanta,

19 Chicago, Dallas, Houston, Mam , Newark,
20 Phil adel phia, San Franci sco and Washi ngton. These
21 task forces have played a role in a nunber of
22 donestic terrorisminvestigations. But | am
23 commtted to doing everything in ny power to
24 enhance our efforts to reach out to state and
25 local law enforcenent so that not just in the

13

maj or cities of this country but in every state
all of |aw enforcenent knows who to go to, where
to go and that there is a conprehensive and
coordi nated two-way street that can address
probl ens that can ensure an appropriate exchange
of information that can provi de appropriate
training and appropriate techniques and tactics.
| think it is inperative that we work
together to identify the critical facilities and
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10 structures, to identify people in the private

11 sector that can be our partners.

12 We have a whole new world before us. It
13 wused to be just buildings that we worried about.
14 But now with one creative tool, we can bring down
15 a power grid by throwing a swwtch. W can

16 interrupt 911 systens. W can do so nmuch with the
17 technology that also gives us opportunity at the
18 sane tinme. We need to work together to share the
19 technology that can prevent the problemin the

20 first place.

21 Il wll invite Chief Sanders to work with
22 us in this comng year, work with the FBI, to neke
23 sure that we have the Association's view of how
24 best we can neet the needs of all of |aw

25 enforcenent across this land in joining together

14

1 as one in preventing and conbating terrorism

2 The next issue is conputer crine. W see
3 crimnals use conputers in one of three ways:

4 First, conputers are sonetines targeted. That is,
5 the actor's conduct is designed to steal

6 information fromor cause danmage to a conputer

7 system Secondly, conputers are used as tools to
8 facilitate traditional offenses. For exanple,

9 individuals are now using the Internet, as |

10 nmentioned earlier, to distribute child

11 pornography. Third, conputers are used to store
12 evidence that we as | aw enforcenent need to

13 access. For exanple, drug dealers now store their
14 records on conputers.

15 When | cane to Washington, | recognized
16 that the information age brought new challenges to
17 |aw enforcenent, and | have frequently said that
18 high-tech crine is one of the nost inportant

19 priorities of the Departnent of Justice. The
20 sheer nunber of intrusions into conputer systens
21 and the magnitude of the dollar | osses would give
22 any | aw enforcenent officer pause. And for those
23 of you who are froma small rural town, don't fee
24 too secure. If a man can sit in a kitchen in
25 St. Petersburg, Russia, and with his conputer

15

1 steal froma bank in Chicago, he can steal from
2 your bank too, and we need to understand how we
3 can work together to address these issues.
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The magni tude of the problemis indicated
by the Conputer Energency Response Team at
Carnegi e-Mell on University, the 24-hour response
teamfor Internet incidents. It has reported that
the nunmber of security incidents reported to them
as increased approxi mately 500% si nce 1991 and the
nunber of conputer sites affected worl dw de has
i ncreased over 700% One recent survey of 246
conpani es revealed that the nonthly rate of
incidents involving the theft of proprietary
information has risen 260% si nce 1985. As
al arm ng as these surveys are, security experts
bel i eve that nopst conputer crines are neither
detected nor reported. In fact, statistics
conpil ed by the Departnent of Defense strongly
support this conclusion. To test the security of
their own systens, they attacked their own
machi nes. They attacked 38, 000 machi nes,
successfully penetrating the attack site 65% of
the time. O these successful penetrations, only
4% wer e detected, and of those detected, only 27%
were reported. Put another way, of the 38, 000

16
machi nes attacked, al nost 25,000 were penetrated,
only 988 knew it, and only 267 reported it. W
have a long way to go, but we nust go together.

The FBI has now established three
conputer crime squads, one in WAshi ngton, one in
San Francisco and one in New York. It has
established the Conputer Investigations and Threat
Assessnent Center to better identify the nature of
the threat and better coordinate the FBI's
response.

For the Justice Departnent as a whole, we
have created the Conputer Crine and Intell ectual
Property Section, a group of 11 high-tech
prosecutors devoted full tine to conputer crine
and intellectual property issues.

|'ve had the chance to see what happens
when we start working together with state and
| ocal |aw enforcenent in the anti-violence
initiatives we have undertaken. W nust do the
sane with respect to high-tech crine.

As serious as hacking is, though, it
represents only one aspect of the conputer crine
problem As the use of conputers and
t el ecommuni cations continues to grow
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25 exponentially, |aw enforcenent agents are finding

17

1 that conputers hold rel evant evidence in al nost

2 every type of case. Wether fraud, narcotics

3 trafficking or even nurder, conputer evidence may
4 Dbe inportant. But how do you execute a warrant in
5 a conputerized environnent? What if officers

6 acting with a warrant enter a business and

7 download a critical file only to find out |ater

8 that this docunent was stored on a server in

9 another state where the warrant had no force? O
10 equally troubling, what if the docunent was stored
11 in another country and the searched country takes
12 offense at the execution of the search? And what
13 are the rules protecting the privacy of electronic
14 mail and the privacy of conmputer users generally?
15 These tricky questions, once theoretical, are now
16 practical problens for every single one of us and
17 for our officers in the field.

18 To assist | aw enforcenent agents, the

19 Departnent of Justice has issued the Federal
20 Cuidelines for Searching and Seizing Conputers to
21 hel p provide guidance, and we have worked with our
22 counterparts at the state, local and internationa
23 level to address these difficult issues. | neet
24 reqularly with mnisters of justice, recognizing
25 that if that man in St. Petersburg can steal from

18

1 vyour bank, our whole effort at |aw enforcenent

2 nmust now reach out to include a partnership with
3 our colleagues abroad.

4 Qur training on conputer crine related

5 topics is offered to federal, state and | ocal

6 agencies and is a critical conmponent of our

7 conputer crine initiative. 1In the training

8 context, the generic term"conputer crinme"

9 includes the investigation and prosecution of

10 conputer abuse, electronic search and seizure, the
11 admssibility of electronic evidence, wretapping
12 data networks and constitutional issues. W

13 provide state and local training in three ways:
14 One, through DQJ-funded gover nnment organi zations
15 such as the National Wiite Collar Crine Center,
16 which provides state and local training with

17 nmonies fromthe Ofice of Justice prograns; two,
18 through professional associations conprised in

http://www.usdoj.gov/archive/ag/speeches/1996/1028_agpnx.htm (10 of 15) [5/27/2009 1:07:01 PM]



<title>10-28-96: Address To the First General Assembly of the International Association Of Chiefs of Police Conference; Phoenix, Arizona

19 whole or in part of state and |l ocal |aw

20 enforcenent; and, three, through individual

21 training sessions sponsored by local, state and
22 federal agencies.

23 But we nust do so much nore to enhance
24 our effort. And | don't want us telling you what
25 we should be teaching you. | want to again create
19
1 a partnership, Chief Sanders, whereby we listen to
2 you and understand what you need to solve the
3 problens of conputer crinme in your community.
4 W're inviting you to join with high-tech agents
5 and prosecutors in an info-tech training group.
6 W want to devel op conprehensive training agendas
7 for all levels of governnent and conti nuing
8 training that will serve us well for the
9 cyberworld in the century to cone.
10 But to address high-tech crinme, we nust
11 also have the ability to seize and anal yze
12 electronic evidence. W have crine | abs, but we
13 need new tools in those crine labs, and in the
14 future we nust nake sure that the | aboratory
15 resources exist to serve all |levels of |aw
16 enforcenment, and we | ook forward to working with
17 you in that effort.
18 But none of this will matter nuch if our
19 current | aw enforcenment tools are rendered
20 wuseless. That is what we face with respect to
21 data encryption. Al of you know and under st and
22 that it is possible to encode or encrypt
23 electronic data. Few of you realize just how
24 easy, just how cheap it is and just how hel pl ess
25 all of us in law enforcenent are if we can't
20

1 decode the data. | amtal king about far nore than
2 electronic surveillance. |'mtalking about drug
3 records which were kept by your l|ocal drug deal er
4 in a small black book just five years ago and

5 which today he keeps on the PC which he bought at
6 a local discount store for under a thousand

7 dollars. |If the files are encrypted with the new
8 technology, we may be sinply unable to access

9 them

10 In recent years we have w tnessed a

11 vociferous debate about the use of encryption.

12 Individual s concerned about privacy, conmerce,
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13 conputer security, |aw enforcenent and nationa

14 security have all voiced strong and often

15 <conflicting opinions regarding the use and

16 regulation of encryption. But our ability to

17 protect our public safety is threatened by the

18 spread of unbreakable encryption. Terrorists wll
19 be able to comruni cate securely and the val ue of
20 wiretaps will be lost. Drug dealers wll encrypt
21 their records rendering search warrants usel ess.
22 Thus, we seek a bal anced policy that takes account
23 of all the conpeting interests. Qur goal is to
24 pronote the devel opnent and use of strong

25 encryption which enhances the privacy of

21

1 communication and stored data while at the sane

2 time preserving |aw enforcenent's ability to gain
3 access to evidence as part of a legally authorized
4 search or surveillance.

5 | have so many people tell nme, "On,

6 you' re getting new powers if you have the ability
7 to access encrypted information." |It's exactly

8 the sane principle as when | go into court to get
9 a court order to wretap. It is just as inportant
10 a law enforcenent tool. It is consistent with the
11 Constitution. And your editorial boards, your

12 business | eaders and your community gover nnment

13 | eaders nust hear and understand just what is at
14 stake. |If they are not worried about the drug

15 dealer, then tell them "Wat are you going to do
16 when sonebody steals your secrets and puts themin
17 a conputer and we can't trace who's done it

18 because it's been encrypted?” Let's get this

19 debate open and above board in a commobn sense
20 discussion that can persuade people that we can
21 protect privacy just as we protect privacy today
22 for innocent people through established procedures
23 in wretapping through procedures of mtigation
24 while at the same tinme giving us access to the bad
25 guys according to principles of due process in the

22

constitution

One nethod to achieve this balance is
t hrough the use of key recovery products. Wth
such products | aw enforcenent agents can pursuant
to lawful process access a key that can then be
used to deci pher the encrypted information. This

OO WN P
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7 solution provides robust cryptography for

8 lawabiding citizens while denying crimnals the

9 benefit of encryption. The adm nistration has

10 undertaken a major initiative to pronote the

11 manufacture and use of key recovery products over
12 the long termwhile providing sone tenporary

13 relief to U S industry which has been pushing to
14 end restrictions on the export of strong

15 <cryptography. Under the adm nistration's

16 initiative, the export of certain strong

17 encryption products will be permtted for two

18 vyears, but only with industry comnmtnents to build
19 and market future products that support key
20 recovery after the two-year transition period.
21 And | amwatching that. | have -- it used to be a
22 little black book. It's now a big black notebook.
23 And this is one of ny keys in watching how this
24 whole effort unfolds to make sure that we hold
25 themto that promse. It is inportant to

23

1 wunderstand that if we fail in this effort, |aw

2 enforcenent agents at every |evel of governnent

3 will find their job increasingly nore difficult

4 because evidence can be hidden and warrants and

5 wretaps can be effectively nullified. Law

6 enforcenent, therefore, must remain commtted to

7 the goal of pronoting the devel opnent of a key

8 recovery system and you can be instrunental.

9 Wen | started, | tal ked about the

10 ol d-fashioned trust that you build in your

11 comunity with that activist that cones to a

12 neeting and hollers at you, with the mayor who is
13 trying to figure out how to handl e his budget,

14 wth the young of fender who needs a fresh start

15 after having served an appropriate sentence. For
16 your rank and file that put their life on the line
17 day in and day out, for all of these people and

18 all the citizens you serve in community after

19 community across this nation, you are at the heart
20 of building trust. Through that strength that you
21 have in your community it is inportant that we |et
22 the comunity know in words that they can
23 understand how inportant it is that we nove into
24 this next century, into the cyberworld, protecting
25 and maintaining our constitution and | aw

24
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enforcenent's ability to do its job pursuant to
the constitution

For a little over three-and-a-half
years | have had an opportunity to travel across

this nation. | was raised by parents who taught
me that this was the nost wonderful nation in the
world, a nation that had great hope for all its

peopl e, a nation that faced with adversity could
solve its problens by com ng together. But after
three-and-a-half years, | wll tell you that ny
not her didn't quite get it. She told ne that
Aneri can people were wonderful. She sonetines
fussed at | aw enforcenent, but she told ne | aw
enforcenent was wonderful. And ny father, the
police reporter, told ne day in and day out what
incredible efforts | aw enforcenent went to to
protect the people in the coommunity |I |[ove. But
they didn't have it. You all are just mracle
wor kers. You do so very nmuch to bring comunities
together, to protect this nation, to build trust,
and it is an honor and a privilege to work with
you.

25

|, LAWRENCE L. DRI VER, hereby certify
that the foregoing 24 pages constitute a full
true and accurate transcript of all the
proceedi ngs had in the foregoing natter, all done
to the best of ny skill and ability.

DATED at Phoeni x, Arizona, 29th day of
Cct ober, 1996.

http://www.usdoj.gov/archive/ag/speeches/1996/1028_agpnx.htm (14 of 15) [5/27/2009 1:07:01 PM]



<title>10-28-96: Address To the First General Assembly of the International Association Of Chiefs of Police Conference; Phoenix, Arizona

22 Court Reporter
23
24
25
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