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ATTORNEY GENERAL RENO  Thank you,
Mark. |'mvery touched by that introduction
and | hope | can live up toit. | want to
wel cone you all to the United States for this
first Plenary session of 1997. | amvery
pl eased to be with you today.

Not only is this neeting the first
P-8 nmeeting under the U S. Presidency, it is
the first nultilateral neeting of President
Cinton's second Adm nistration.

As you know, yesterday the President
took the oath of office for his second term
H's re-election brings with it the opportunity
for me to continue to work with international
and donestic | aw enforcenent to bring security
to the citizens of our countries, and |
consider this a very special privilege.

Besi des the historic significance of
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this day, | want to share with you the
excitenent and the enthusiasm | feel about and

toward the P-8. | viewthis group like no

other: The P-8 countries are a special group
made up of the world's nost powerfu
denocracies. W are global |eaders in so many
ways -- economcally, technologically, |egally,
and politically. Qur small nunber allows us to
act quickly, and our uni que nenbership offers
an opportunity to lead the world community that
is rarely found in our history. And we are
often on the cutting edge -- for exanple -- in
responding to international terrorism to
i nternational noney |aundering, to precursor
chem cals. This group has so nuch prom se.
Through your work, giant strides are being nmade
in several critical areas that have significant
gl obal inplications.

No area of crimnal activity is nore
on the cutting edge or has greater gl obal

inplications than crine involving technol ogy
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and conputers. The inportance of energing
t echnol ogi es and the significance of gl obal
conmput er networ ks cannot be overstated. |If

properly devel oped and properly protected, they

will be used in virtually all persona

comruni cations, financial transactions,

i nformation sharing, nedical care, and a nyriad
of other applications. It is, indeed, a very
exciting tine.

But while new technol ogies all ow us
to do things that were previously inpossible,
they can al so be msused in creative ways to
threaten public safety and national security.
The sane technologies that facilitate
lightning-fast and ultra-reliable transactions
bet ween conputers can be m sused by hackers,
that is, by those who access conputers w thout
or in excess of authority. They can access
confidential information, steal econonm c dat a,
di srupt tel ephone networks, and interfere with

the delivery of governnment and other vital
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servi ces.

So while the informati on age hol ds
great prom se, |aw enforcenent has a
responsibility to ensure that the users of

networks are not victimzed in new ways.

To protect honest, |aw abiding
citizens, |law enforcenent nust keep pace with
advances in conputer and tel econmunications
technol ogies. W nust work to ensure that the
i nternational |aw enforcenent conmunity can
keep pace with the crimnals. This is
especially true in the case of conputer
of fenses, which differ fromtraditional crinmes
in a nunber of ways and, as a result, create
new and very chal | engi ng probl ens:

First, international conputer crines
are easier to conmmit. Hackers are not hanpered
by the existence of international boundaries,
since informati on and property can be
transmtted covertly via tel ephone and data

networks. A hacker needs no passport and
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passes no checkpoints. He sinply types a
command to gain entry. And there is little
need for manpower since a sole hacker, working
al one, can effectively steal or erase as nuch
informati on as he can read, or he can cause

ext ensi ve damage to gl obal networKks.

Secondly, until recently, conputer
crime has not received the enphasis that other
international crinmes have engendered. Even
now, not all affected nations recognize the
threat it poses to public safety or the need
for international cooperation to effectively
respond to the problem Consequently, many
countries have weak | aws, or no | aws, against
conputer hacking -- a nmjor obstacle to solving
and to prosecuting conmputer crines.

Thirdly, |aw enforcenent faces new
procedural challenges, many of which are
i npossi bl e to address wi thout international
consensus and cooperation. Consider, if you

will, nmerely locating a hacker whose
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transm ssi on passes fromhis conputer to a

| ocal service provider, then through a

t el ephone network, then crosses an ocean via
satellite, and then passes through a university
conputer on its way to a corporate victim To
make matters worse, this hacker could be in his

car, using wreless comunications. How do we

go about finding this individual? How do we !
coll ect the evidence and preserve it in a way
that will be useful at trial?

Fourth, |aw enforcenent will be faced

with significant technical chall enges, such as
the w despread use of encryption. In such
cases, we wll have to find i nnovative and
effective ways to preserve governnent access to
the plain text of encrypted data. W can do
this, in part, by supporting international
efforts and national policies which pronote the
devel opnment of the energi ng key managenent
infrastructure and the use of products which

allow for data recovery, as well as by
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assisting each other in this very difficult
ar ea.

| think that these threats and these
problens call for the particul ar experience and
the expertise of this group. Wile inportant
work in the high-tech area is being done under
t he auspi ces of other organizations, one thing

that sets the P-8 apart fromother nmultilatera

groups is its common-sense focus on practica
sol uti ons.

And the great thing about practical
solutions is that they usually produce real
results. Since conputer crine is so inportant
to all of our interests, there are several
areas that | hope P-8 Experts will| address.
First, we need adequate |laws which will all ow
us to prosecute hackers and ot her conputer
crimnals. Second, we need the techni cal
ability to find these individuals, wherever
| ocated. Third, we nust devel op | egal

procedures that permt tinely cooperation in
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the collection of evidence. And fourth, we

need to train | aw enforcenent personnel and

devote these technically literate experts to
the task at hand.

When countries have inadequate | egal
structures to conbat conputer crimnes, they
provi de safe havens for conputer crimnals, and
they can create a nmjor obstacle to obtaining

international assistance in rnultijurisdictional

cases. As you know, in 1990, the Council of
Eur ope recommended t hat European nati ons adopt
har noni ous conputer crinme laws. As a result,
several P-8 countries have enacted new | aws and
joined international efforts to encourage other
countries to enact or to strengthen their
conmputer crine |laws. However, nuch work
remains to be done in this area.

We need to reach a consensus as to
whi ch conmputer and technol ogy-rel ated
activities should be crimnalized, and then

commit to taking appropriate donestic actions.
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This would also aid in providing the inevitable
| egal assistance required to investigate and
prosecute these cases. | think it is also

i mportant to think about a gl obal |egal support
regi me, which could be used to avoid ad hoc
approaches to nultiple prosecutions. The

uni que nature of conputer crines and the
unusual problens that can result woul d make
such a reginme very useful. Further, it would

provi de practical solutions as countries

10
determ ne the best place for a prosecution, the

order of prosecutions in a case where nultiple
countries are affected, and the nost fair way
to vindicate interests when a crine affects a
| ar ge nunber of nations.

When a hacker attacks, the first
i nvestigative step is to |locate the source of
the attack. To do so requires tracing the
el ectronic trail fromthe victimback to the
attacker. However, in today's conmunications

envi ronnment, one tel econmuni cations carrier
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12 does not carry a communication fromend to end.
13 As in the exanple | nentioned before, a

14 hacker's conmuni cation wi Il pass through an

15 array of carriers, often in less than a second,
16 and tracing the electronic trail fromvictim
17 back to attacker may be difficult or inpossible
18 unl ess the hacker is actually on-1line.

19 One practical solution that our
20 t echnol ogi cal | y advanced countries shoul d
21 pursue i s maintaining access to source
22 information for each link in the chain of

11

1 transm ssion. Sone countries, including the

2 United States, have required that technical

3 st andards be adopted whi ch ensure that "cal

4 set-up information" for normal tel ephone calls
5 is accessible, so that the source of the cal

6 can be identified. | think it would be

7 productive for P-8 Experts to consider whether
8 all carriers should carry this kind of

9 i nformati on, whet her other conmmuni cati ons

10 technol ogi es should be simlarly designed, and
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11 what woul d be required for countries to share
12 this information with one another. This is a
13 critical tine for this issue, as all of us are
14 upgradi ng our tel econmunications systens,
15 because it is far easier to build such
16 requi rements into new nmachines rather than to
17 retro-fit existing equipnent.
18 Finding a crimnal who plies his
19 craft through an array of carriers becones nmuch
20 nore chal | engi ng when wi rel ess conmmuni cati ons
21 are used. In the past, when a perpetrator used
22 a phone to conmt a crine, |aw enforcenent
12

1 could easily find out the exact |ocation that

2 the call came from They could find out the

3 nanme of the person who was being billed for the
4 phone |ine, because the caller would be

5 physically attached to a tel ephone wire. But

6 t oday, nobile phones can allow an individual to
7 commt crinmes while roamng around a city or

8 even a country.

9 Even identifying the owner of a
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particul ar nobile phone may be difficult,
because nobil e phones can be altered to
transmt phony identifying information. Here,
as in nost of the areas we di scuss, governnents
woul d be well-served to work on this problem
with the help of industry. Qur technical
experts tell us that there are practical
solutions to the problens created by wrel ess
communi cati ons, such as encouragi ng the
encryption of cellular electronic identifiers.
| hope that P-8 Experts will work to see that

| aw enforcenent is not overtaken by technol ogy

in this area, but instead uses technology to

13
thwart crine.

As the gl obalization of conputer
net wor ks conti nues, and as conputer crimnals
beconme nore sophisticated, | aw enforcenent
increasingly will need tinely access to
conmputer or telecomrunications information in
all our countries. Up until this point, our

regi me of mutual |egal assistance has served
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our countries well. But in a hacker case, the
trail of evidence sonetines ends abruptly and
permanently as soon as the hacker goes
off-line. W should consider whether nutual

| egal assistance treaties and letters rogatory
need to be suppl enmented with procedures that
will facilitate the i mediate collection and
revi ew of evidence, or whether other avenues
shoul d be explored. As nmechanisns are

devel oped, specially trained | awers within
countries' Central Authorities may be necessary
to ensure rapid response to requests for

assi stance, particularly while a hacker is

on-line. Again, the experience and the

14
expertise of the P-8 nmakes it well-suited to

tackl e these very difficult problens.
Practical solutions are out there -- we nust
wor k together to find them

One idea | believe worthy of
consideration is formalizing international

expedi ted procedures that protect electronic

http://www.usdoj.gov/archive/ag/speeches/1997/0121_ag.p8.html (14 of 18) [5/28/2009 9:13:46 AM]



01-21-97: KEYNOTE ADDRESS BY ATTORNEY GENERAL JANET RENO ON HIGH-TECH AND COMPUTER CRIME

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

evi dence on foreign soil fromalteration or
destruction. These could be in the form of
“preservation of evidence requests," or

"protected seizures,"” whereby an internationa
request freezes a scene until a donestic
judicial search nechani sm can be used. Just
i ke technol ogi cal advances are the product of
creativity and ingenuity, our |egal work in
this area nust |ikew se be inmaginative and
f orwar d- | eani ng.

Also in the area of evidence
collection, | encourage this group to address
the issues involved in anal yzing el ectronic

evi dence -- evidence which can be easily

altered or destroyed. W nust be able to

15
anal yze this evidence in ways that preserve its

integrity and nake its authenticity
irrefutable, both for purposes of donestic
prosecution and international cooperation. The
ease with which digital evidence can be

mani pul at ed has already |l ed to the devel opnent
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of scientific protocols for searching conputers
and for analyzing data. But we now nust strive
to ensure that such procedures are
i nternationally accepted.

None of the advances | have di scussed
are possible without ensuring that |aw
enf orcenent personnel are capabl e of addressing
hi gh-tech crinme by understandi ng two energing
and convergi ng technol ogi es si nul taneously:
Conmput ers and tel ecomruni cations. The
conpl exity of these technol ogies, and their
constant and rapid change, suggest that
countries need to designate investigators and
prosecutors to receive appropriate and ongoi ng
training. They, in turn, need to work these

cases on a full-tinme basis, imersing

thenmsel ves in conputer-related investigations 0
and prosecutions. Efforts along these |lines
will dramatically expand enforcenent
capabilities to solve high-tech crines. | hope

t hat when you return hone, each of you wll
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6 strongly advocate devoting significant
7 resources to this area, and that we can share
8 our expertise through international training
9 and coordi nation efforts.
10 The issues confronting us are very,
11 very difficult, but we can solve them \Wat
12 will make it all come together in a cohesive
13 way is |aw enforcenent's continued wllingness
14 to recogni ze the new chall enges that |ay ahead
15 in cyberspace. Wether the challenge is
16 protecting trade secret infornmation, defending
17 intell ectual property rights, prosecuting an
18 i nternational hacker, if we do our job right,
19 the people of the world will enjoy the benefits
20 of the informati on age w thout becomng its
21 victins.
22 In closing, | pledge to you ny ful
17
1 support in this very critical area. | consider
2 hi gh-tech crinme to be one of the nobst serious
3 i ssues demanding ny attention, and | am doi ng
4 everything in ny power to ensure that the
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United States actively responds to these

chall enges. | have instructed Mark Richard to
keep nme apprised of your work, and |I woul d
enjoy the opportunity to contact ny
counterparts in your countries, if and when the
need arises. In fact, this past Novenber, |

di scussed the threat of high-tech crinme with
the British Hone Secretary, M chael Howard, and
he ent husi astically pledged his support to P-8
efforts in this area. Likew se, our Deputy
Attorney General had a simlar neeting with the
German State Secretary of the Interior,

Prof essor Doctor Kurt Schelter, in Cctober of

| ast year. |It's an old cliche, but united we
stand; divided we fall, and we | ook forward to
working with you in every way we can to address
this very inportant and very conpl ex issue.

Thank you.
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