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Stanford University, D nkelspiel Auditorium

ATTORNEY GENERAL RENO Thank you so nuch, Christine. And to all,
just salute you. |I've had a chance now to visit so nany different
states to watch you in action, Denocrats and Republicans, in a

bi parti san way, do so nuch to serve people, not only of your own
state, but of this nation. And one of the great points of honor for
me has been the opportunity in these |ast seven years to serve with
you. You are great public servants, and very special people, too.

Dean Sullivan, | thank you for your hospitality at this great |aw
school. And, Christine, thank you for giving nme this opportunity to
speak at what | think is one of the nost crucial conferences that
|'ve heard about in a long tine.

| cone to you today to ask you to join with ne to create a strong,
per manent network of federal, state and | ocal conputer crine experts
to do the follow ng:

To share expertise and information technol ogy, to assist each other
24 hours a day, seven days a week, around the clock, to prevent
cybercrime wherever possible, and to bring those responsible for such
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crime, when it does occur, to justice; To work with industry, the
academ c world and privacy groups to build trust and to protect our
privacy and the Constitutional rights of all Anericans; And finally,
to ensure that the Internet is a force that brings this world

t oget her and buil ds under standi ng across peoples and places and tine.

| would invite you to neet with me in WAashington at your earli est
conveni ence to see how we can work with others -- with police, wth
prosecutors, with experts -- to forge such a network. For we are
facing a nonent in history where the decisions we nake to confront

t he chal | enges of high technol ogy and | aw enforcenent are absolutely
critical. These decisions will decisively shape our abilities to cope
wth crine for all tinme. The Internet and the revolution in

I nformation technol ogy have transforned the world.

The nonunental advances in conputer software technol ogy over the | ast
ten years, conbined with the explosive gromh of the Internet, have
changed the world forever. Wth breathtaking speed the Internet has
nearly doubled in size every year since 1990. By 2003, the nunber of
Internet users worldwide is projected to be five hundred and two
mllion people.

The Net has brought us splendid tools of wonder. Tools to inprove the
| ives of people all over the world. Tools with which to learn and to
teach. Tools with which to communicate wth | oved ones, w th business
associ ates. And as a great nmeans and a great way for governnent to
let its people know what it is doing.

A great exanple of the power of the Internet is the website for the
famlies of the victinse of Pan Am Flight 103. For these famlies are
spread around the gl obe. But through a website they were able to
access the | atest devel opnents in the case, reach out to the Ofice
of Victinmse of Crinme to answer their every question, to help them
understand the Scottish | egal system and to communicate in private
chat roonms with each other, to offer each other unparall el ed support
and understanding. Despite the great geographical divides that
separate these famlies, the Internet has been a wonderful tool to
bring themtogether and to offer them support at a tinme when they

m ght otherw se be al one and afraid.

The Internet has provided us with tools to help sustain a vital
econony, to generate business, pronote commerce. And the vol une of e-
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comrerce i s expected so grow fromover $100 billion dollars in 1999
to one trillion dollars in the year 2003.

The Net nmade Christnmas shopping a | ot easier for an awful | ot of
Anericans this past year. It's pronoted tel ecomuting and an
opportunity for people to be with their famlies at greater neasure.
And it brings the world together, and it creates new bonds of
understanding. It is a splendid tool of wonder.

But there is a dark side, a dark side of hacking, crashing networks,
spreadi ng viruses, which cause enornous loss. In a recent survey of
Fortune 500 conpanies by the FBI and the Conputer Security Institute
found financial |osses fromconputer crine exceeding $360 mllion
from'97 to '99. O those responding to the survey, 62 percent
reported conputer security breaches within the [ast year. And then
there is terrorism Qur nation's infrastructures, including the
banki ng system the stock market, the electricity and water supply,

t el ecommuni cations network, and critical governnent services such as
energency and national defense services, all rely on conputer

net wor ks.

A real world terrorist, in order to blow up a dam woul d need tons of
expl osives, a delivery system and a surreptitious neans with the aid
of arnmed security guards. Cyber terrorists could achieve the sane
devastating result by hacking into to the control network and openi ng
the flood gates. There is a dark side. A dark side in terns of
traditional crinme, of threats, child pornography, fraud, ganbling,
stal king, and extortion.

They are all crinmes that, when perpetrated via the Internet, can
reach a larger and nore accessi ble pool of victins, and can transform
| ocal scans into crimes that encircle the globe. By connecting a
wor | dw de network of users, the Internet has nade it easier for

wr ongdoers to find each other, to congregate, to socialize, and to
create an online conmmunity of support and social reinforcenent for
their antisocial behaviors.

And then there is hate and raci sm bonb recipes, and insidious
communi cations that tear up the privacy that we hold dear. Made all
the nore potent by the ease with which they can be accessed, and the
concentrated forns that nmake this information nore powerful and nore
devast at i ng.
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How do we ensure the wonderful prom se of the Internet? How do we
prevail against crine and terrorismon the Internet? How do we
protect our privacy and ensure the Constitutional rights we cherish?

None of us can do this by going it alone. In the world of cybercrine,
borders nmean nothing. Interconnectivity of the information

I nfrastructure neans | aw enforcenent, industry and the private sector
must work together as never before. As never before in addressing a
crime that can have such an inpact on all of us. If we cone together,
i f we cone together as |aw enforcenent, along with industry and the
private sector and privacy groups, we can ensure the prom se of the
cyber revolution. If we don't, we give the cyber crimnals and
terrorists an advantage. There is no choi ce.

Let us all join together to forma strong, permanent network of
experts dedicated to preventing conputer crine and prosecuting those
responsi bl e. Washington |likes to have letters for its agencies, with
this or that or the other. Way don't we get rid of letters and just
call it the Law Net.

| would like to talk about ten steps we nust take, | think, to build
a |law net that can address the problens that we are concerned wth.
First, as | have indicated, we need to have a 24-hour, seven-day-a-
week around the clock network of conputer experts who assi st each
other in tracing and preventing and prosecuting cyber crimnals
effectively and efficiently. Wiy do we need this?

Wth the Internet, the crimnal act appears on a conputer in a
specific location. But the crimnal who put that crimnal act on the
conput er could be next door, could be in the next state, could be
hal fway around the world. W nust create and develop the ability to
find that crimnal and get to where he is in real tine.

It doesn't take a nmaster hacker to di sappear on a network. For
exanpl e, a hacker can | eave his communi cati ons through a series of
anonynous renail ers, which advertise the fact that they keep no
records. O he can create a few forged e-nmail headers with easy-to-
use tool s avail abl e on hacker websites. O he can use a free trial
account or two. Even a novice can effectively hide the trail of his
conmuni cations and do it quickly.

This is an enornous chal l enge for | aw enforcenent. For exanple, if a
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cyber stalker in Palo Alto wants to send a threatening e-mail to
sonmeone in San Jose, he could easily route the nessage through hack
accounts in New York, Argentina, and Japan before reaching his victim
I n San Jose.

| nvestigators in California tracing the nessage woul d have to cont act
service provides and governnent authorities in Manhattan, Buenos
Aires, Kyoto just to track the cyber stal ker back to Palo Alto.
Traci ng such a conmuni cation requires not only cooperation by
governnent and industry officials in nultiple jurisdictions, it also
requires synchroni zed action and speed.

To conbat these new chal |l enges, we nust create a system of

| nt erdependence, mutual reliability, information sharing, and nost of
all, integrated, effective connections. W nust create an around-the-
cl ock cybercrinme network where each participating federal, state and
| ocal | aw enforcenent agency designates an expert official to provide
| mredi ate assistance with cybercrine investigations to all other
agencies in the network.

Questions of jurisdiction will arise; who handles what. | firmy
believe in the principles of federalism And in the principles of the
federalismapplied here, as in so many other instances, it wll be
state and | ocal officials who wll be pursuing the great bulk of this
crime, according to principles of federalism And we want to work out
Wi th you an appropriate understandi ng of who does what, where, all in
the best interests of the people we serve.

The second step of this network involves a challenge for the Law Net,
and it involves the devel opnment of an interactive secure way for
state, |local and federal authorities to share the |atest techniques,
the latest investigative information and intelligence on a secure
online clearing house.

For exanple, if a group of victins conplain to a state agency about a
website in another jurisdiction, the clearing house website coul d
hel p | ocate additional victins and notify authorities in the state
where the website was posted.

This woul d foster cooperation and reduce the duplication of effort.
Sone existing |aw enforcenent data bases could be used as buil di ng
bl ocks for such a clearing house. W have already devel oped a
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nationally coordi nated data base in the area of Internet crines

agai nst children. And an Internet fraud conplaint center is currently
bei ng devel opnent by the cooperative efforts of the FBI and Nati onal
Wiite Collar Crinme Center. The conplaint center will go gather

I nformati on about fraud schenes on the Net and forward witten

| nvestigative reports concerning these schenes to the appropriate
state and federal |aw enforcenent agencies.

Let's explore that and nake sure that we expand it in every way that
I's appropriate. And | et us share research and devel opnent
opportunities, both for our imedi ate needs and for the future. The
technology in this area is changing right before our eyes. Unless we
are there with the best scientists, the academc world, with

i ndustry, preparing for the future, we will find ourselves behind, no
matter what we do.

The third area where | believe we have to share is in the utilization
of expertise and training. | think this is probably one of the nost
preci ous commoditi es we have: sonebody who knows the |aw, knows

I nvestigative techni ques, and knows cyber issues.

Qur population is catching up to the scientific devel opnent of these
| ast 20 years, and the private sector salaries, plus the fact that
the entire popul ati on has not becone conputer literate, makes it, as
you all well know, very difficult to find and attract people into
public service in this area.

That neans we nust share, nust share our recruiting efforts and our
training efforts. W nust identify and inventory who is an expert in
a particular subject matter and make that inventory avail able so that
we don't have to hire 50 experts, but we can hire one for a
particul ar subject to share that with our coll eagues around the
country.

| think it is inperative, too, that we train managers in how we build
this network and how we interrelate together. Lawers generally are
not very good managers. And that nakes us sonetines responsible for
starting sonething and not planning it out very well. If we plan this
network carefully and prudently, it can last for a long tine to cone.

| envision the network of contacts that extend from |l ocal detectives
to the FBI and the National Infrastructure Protection Center, to the
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police forces abroad, fromcounty prosecutors and DA's to state AG s,
federal conputer tel ecommunications coordinators, or CICs, to the
departnent's conputer crine section and prosecutors in other

countri es.

We shoul d have a cl earing house that provides quick access to these
experts. The conputer crine and intellectual property section of the
Departnent of Justice has begun to work on this nodel. They have a
national training network of conputer crinme experts that devel oped by
training assistant United States attorneys fromeach of the 94
districts across the country.

We call these experts CIC s. They are the resident expert in their
district for conputer crine cases. On conplicated hacker cases, the
secretary often will work with this nation-w de network to quickly
bring crimnals to justice. W want to join forces with the state
AG s. And | understand that you have started to |ay the groundwork
for this effort, and we want to work with you in every way possible.

| know that sone of you are well ahead of the curve in addressing
this problemw th high-tech crine units and anong ot her st ates;
Massachusetts, M chigan, New Jersey, New York, Nevada and

Pennsyl vania. And I'mtold that we can learn a ot fromthose states.
However we proceed, | want to work with you in every way possible to
share the experti se.

The next issue is, -- the fourth issue -- we've got to learn how to
share our equi pnment and technol ogy. It makes no sense, if we have a
gadget that costs a mllion dollars, for every state to have to buy

t he sanme gadget if we only need it about 25 percent of the tine.
Let's figure out, in a tinme where these pieces of equipnment are so
costly and where they becone obsolete right before our eyes, how we
can use our dollars as wisely as possible in regionalizing the use of
t he gadget, the use of the piece of equipnent, or making it avail able
nati onwi de t hrough el ectronic neans so that we use our nobneys as

wi sely as possible. This will require that we develop a plan and a
design for how we work together in this network.

Fifth, we nust plan for and create regional conputer |abs that permt
us to share the best expertise and equi pnent in searching conputers.
This involves not just cybercrinme; it involves drug records,
financial data, e-mail by co-conspirators. Al this evidence is
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getting stored on laptops and palmpilots rather than filing
cabi nets. Sonetinmes the records to be seized won't be at the search
site at all but at a renote server in a comerci al network.

Here in California, the shortage of conputer forensic experts in
Southern California lead to the creation of the first regional
conputer forensic |lab, which involves the participation of federal,
state and | ocal conputer forensic examners. This |ab was created
through a joint initiative with federal, state and | ocal officials,
and it is staffed by 16 conputer forensic examners. | believe that
this lab is a nodel that could be replicated in other jurisdictions.

But, again, we nust plan. Were should it go? Let's not conpete. Let
us work together to nmake sure we serve this nation as a whole. And
|l et us in the process cone together and agree on forensic standards
which will be the standards applicabl e throughout the country,

wher ever possible, for the adm ssion of evidence seized from

conput ers.

Sixth, I think it is inportant that we explore potential |egal
solutions. W should explore new and nore robust procedural tools to
allow state authorities to nore easily gather information |ocated
outside their jurisdictional boundaries.

| suggest to you that it is tine to open a dial ogue on whet her a new
i nterstate conpact should be crafted which respects each state's

aut onony, but that commts each signatory state to honoring and
enforcing out-of-state subpoenas, search warrants and traffic trace
or ders.

| f cybercrinme finds borders neaningless, we're going to have to be
prepared to maintain the autonony of our states, while at the sane

ti me devel opi ng processes that permt enforcenent agai nst those that
woul d i gnore boundaries. For exanple, if Chio prosecutors need to

| ssue an investigative subpoena for records of a fraudulent website

| ocated in Georgia, there is currently no formal procedural nmechani sm
to ensure the enforcenent of that out-of-state subpoena.

We need to devel op an enforceable | egal process. W should al so
consi der possible legislative solutions. One exanple would be a state
| aw requiring service providers to accept service of process and
conply with out-of-state subpoenas, court orders and search warrants.
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| understand that California has adopted legislation in this area,
and | encourage you to consider whether it would be hel pful in your
st ate.

And finally, we would appreciate your thoughts as to whether there is
any federal role consistent wwth principles of federalismand state
sovereignty. Wuld it assist you, for exanple, if a federal statute
al l owed states to apply to federal courts for orders with national
appl i cation.

These are the issues that | think we need to discuss as part of a
network in devel opi ng answers to enable us to address cybercrine in
t he nost effective nmanner possi bl e.

| have been speaking of a cooperative network based in this country.
But we nust | ook beyond. The seventh issue is international.

I nternational borders don't nmean anything either. And that is the
reason we have reached out to the other mnisters of justice, to
police authorities in the big industrial nations, the eight big

i ndustrial nations of the world, to forma cyber partnership. W have
a 24-hour, seven-day-a-week response tinme in nost of these nations
now, and it is working. But we have got to do sonething to nove our
efforts ahead.

The O fice of International Affairs in the Departnent of Justice has
tried to be available to work with you, but the whole concept of the
gl obali zation of crinme because of the Internet is making their work
nore and nore critical, and they are becom ng spread thin.

We nust devel op neans of supporting them so that we can support you
wi th one common goal. The cyber crimnal should get the clear nessage
that there is no safe place to hide in this world, and you can't hide
j ust because you are hal fway around the world fromwhere the crine
was felt here in the United States. W nust inprove the extradition
processes that permt the extradition of nationals -- and | | o0k
forward to working wwth you in that area -- and we nust nmake sure

t hat peopl e understand there is going to be a consequence for a

hacki ng, a consequence for a cyber stal king, a consequence for a
terrorist threat.

And sone people will say that, how are we going to afford to bring
themall the way around the world for trial? W' re going to have to
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| ook for new and i nnovative neans of enforcing the | aw.

And one of the things | think we should explore is the devel opnent of
vi deo conferencing in which a nunber of states, | believe, have
participated. | know of at |east one that permts testinony in

anot her country to be had in the courtroom here through video

conf erenci ng.

Ri ght now we nust act. People nust know that they can not nake idle
threats across the Internet that terrify students at Col unbi ne Hi gh.
They nust know that there will be consequences for their act. And |
believe this network can do nuch to advance that.

The next issue -- and Christine said she liked this topic alot -- is
dollars. Fighting crime on the Internet is and will continue to be an
expensi ve endeavor. As a forner state prosecutor, | amwell aware of

the great strains on the budgets of state and | ocal |aw enforcenent.
Shari ng our expertise and cooperation in research and devel opnent
will help to avoid unnecessary expensive duplication. But the cost of
devel opi ng and updating technical investigative and prosecutori al
expertise and technology wll require nore than sinply sharing the
bur den.

We nust work with our county counsels, state |egislatures and
Congress to hel p them understand the inportance of this effort, and
to help themcreate a reasonable plan for the nation to provide
resources in the nost reasoned way possible to fight this effort. W
are working through our office of justice prograns to do everything
we can, along with the FBI, to be a good partner in dollars as well,
but we have a | ong way to go.

An issue of great inportance to ne is our ninth step that | think we
must consider, and that is the issue of privacy. Privacy advocates
don't trust us very nuch. Industry sonetines doesn't trust us very
much. And we are going to have to do sonething about it.

We're going to have to do sone outreach, begin sone neetings, and | et
peopl e know that we're all concerned about privacy issues. And nobody
| ikes to pick up the New York Tinmes and see extortion on the front
page of the New York Tines. Neither the privacy advocate nor the | aw
enforcenent person. And we all want one principal goal, and that is
that it not happen in the first place. And if we can't avoid that, we
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want to nmake sure that that person is held accountabl e.

We have to nmake industry and privacy experts understand that no one
wants to allow the invasion of people's privacy. W have to work with
themto nake sure that the Constitution is upheld; that it is,

I ndeed, a living docunent; that it is capable of being applied to

t echnol ogy that Al exander Ham | ton and Janes Madi son never ever

dr eaned of.

And finally, the tenth step and way in which | think we can play an
i nportant role with our coll eagues in education in hel ping educate
our popul ace, and particularly our children, about the ethical
responsibilities of using this powerful tool.

It was first brought to mnd when | net with representatives of the
t el ecomruni cations industries. One | eader said, "You know, you' ve
made nme think. My 13-year-old daughter knows that she shoul d not
steal, that she should not read other people's mail, that she
shouldn't go into their bedroom when they're not there and poke
around, but | don't think she knows what she should and shoul dn't do
on the Internet.” As part of this network, I think we could be a
powerful force in shaping ethical considerations and teaching ethical
responsibilities on the net.

As | said at the outset, you all are sone of the great public

servants that | have worked with. | admre your dedication, your
absol ute comm tnent and persistence. | firmy belief that the issues
you all discuss at this conference will shape the future of |aw

enforcenent indefinitely.

As you confront this challenge, | want you to know that the Justice
Departnment wants to work with you in every way we possibly can as an
equal , respectful partner.

| know you have other ideas that cone fromyour firsthand experience
wth these issues, and | would love to hear them 1'd like to invite
you to cone to WAshington as soon as possible to begin work if you
are willing to formally establish this (inaudible due to |oud cough
from audi ence).

Qur response or our failure to respond, either in this fashion or
sone other, to these challenges today will determine our ability to
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fight crime for many tonorrows to cone. W can only do this together.
W have shown what we can do together. Let's get started now.
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