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ATTORNEY JANET RENO S WEEKLY MEDI A AVAI LABI LI TY
W TH M CHAEL VATI S, NATI ONAL | NFRASTRUCTURE
PROTECTI ON CENTER TO DI SCUSS NEW E- MAI L VI RUS
JUSTI CE DEPARTMENT, WASHI NGTON, D. C.

MAY 19, 2000

9:33 AAM EDT FRI DAY

ATTY GEN. RENO The FBI has opened an investigation into a
new, nore destructive variant of the "love letter" worm

This new wormis NewLove.vbs, which was identified
yesterday. Like the earlier versions, this wormis
transmtted via e-mail, but unlike the others, this new
versi on can change the subject Iine and the program code
every tinme it is retransmtted. This nakes the virus nore
difficult for users and anti-virus prograns to detect. The
wormis transmtted when a user opens an e-mail attachnent.

The NewlLove.vbs virus uses the file nane of a file that a
user has recently been working on, and places that file
name in the subject line of the e-mail transm ssion. The
reci pient may think that they have been forwarded a file
froma known associ at e.

When the attachnment is opened, this worm can danage al
files not currently in use by changing the file extensions
to .vbs. It can also transmt itself to a new group of
victinms taken fromthe current victims e-nmail address
book. The new e-mail wll have a different subject I|ine,
taken froma file nane that the current victimhas been
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recently working on.

| f you receive an e-mail with a .vbs file extension, do not
open it, even if it cones froma trusted source. Delete the
e-mail fromyour system

M chael Vatis fromthe National Infrastructure Protection
Center is here with ne to answer any questions you nay
have.

QM. Vatis, fromthe sound of it, if it uses a vbs
extension, | gather that it uses Mcrosoft Qutlook to --

MR. VATIS: Correct.

Q Then how do you -- do you usually see file extensions,
woul d you usually see extensions in the file nane in

M crosoft Qutl ook? How woul d you know whet her you had an e-
mail with that extension?

MR. VATIS: Qur understanding so far of this is that the
name of the docunent that is being transmtted that wll

contain the virus will be in the subject |line of the e-
mai |, but that subject line will not contain the dot-vbs
ext ensi on. However, in the body of the e-nmail you wll see
the dot-vbs, so if the e-nmail is opened you will be able to
see the dot-vbs, which will indicate that this is probably
an infected file and you shoul d not open the attachnent to
the e-mail .

Q So it's opening the attachnent that would spread the
virus into your conputer?

MR. VATIS: Exactly.

Q How wi despread is this thing? It seens like "I |ove you"
was all over the place before people knewit. This seens a
little slower to go gl obal.

MR. VATIS: We don't know yet exactly how w despread this

Is. In the early norning hours of today we did have reports
of upward of 1,000 nachines being infected. | suspect it's
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sonmewhat |arger than that now, but we don't have any final
fix on how wi despread it is. Unlike the original |ove
letter virus, this one appears to have started, at least in
significant part, in the United States, rather than
spreading from Asia to Europe to the United States.

Q And the patch that Mcrosoft is offering, will it protect
a system agai nst the new vari ant?

MR, VATIS: W haven't yet evaluated the various patches
that are available, but we do know that the nmgjor anti-
virus vendors are working on detection software for this
variant. But people should check with their anti-virus
vendor to see whether they've got an update yet to their
normal anti-virus software.

Q Do think you're junping on this nore quickly than you
were able to on the | ove bug?

MR VATIS: We junp on all these as quickly as we can. It's
i nportant, when we first get a report in, that we assess
the information, that we check with other sources to see if
this is a significant virus, to see if fixes are avail abl e,
so that when we do go out with notification to other
agencies, to the public, that we have as nuch infornation
and that we've assessed and determned that it's credible
before we go out. So in this instance, we started notifying
ot her agencies at approximately 2:00 a.m this norning and
have been issuing further alerts through various nechani sns
to the public, to private industry and to federal agencies
by various neans. But that started around 2:00 a.m

Q When did you get your first reports of it?
MR VATIS: Just slightly before that.

Q Mchael, is there any particular section of the country
nore affected than others?

MR VATIS: It's too early to say at this tinme, but we have
seen reports of infection across the country.
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Q The Love Bug worm woul d send copies of itself to all of
t he addresses in your Mcrosoft address book. Does this
thing do the sane? How does it transmt itself to others?

MR. VATIS: From what we know so far, it propagates in the
sane manner; that is, by sending an e-mail to, we believe,
all of the addressees in your e-nmil address book. What
makes this sonewhat nore dangerous, as the attorney general
said in her opening remarks, is that it doesn't send an e-
mail with a subject line that everybody can | ook out for,

that says, "I love you," or sonething else. This one takes
the nanme of an actual file in the infected user's conputer
-- SO it appears to be a legitimate file -- and then sends

that. And this is known as a polynorphic virus or wormin
that each tine it's transmtted, it cones in a different
guise so that -- that's why we have to alert people not to
open any e-mail attachnent that cones, where the docunent
in the subject line has a ".vbs" extension because we don't
know -- it varies in each instance what the actual docunent
name w |l be.

So people need to be much nore vigilant in | ooking at e-
mai | s.

And again, just as with the original love-letter virus, the

e- mail will appear to cone from soneone you know, and it
w Il actually conme fromthat person's conputer. It just
wi Il not have actually been sent by that individua

pressing "transmt." The virus wll have sent itself.

Q Because of that, would you say that this one is nore
conplicated, the code is nore el aborate, than the |ast one?

MR, VATIS: Qur initial assessnment is that this is nore
conplex. As is typically the case with viruses, you see an
evolution, and this is the [atest stage in the evol utionary
process fromthe I ove-letter virus. So essentially, it
propagates itself in the sane way, but it disguises itself
In a nore sophisticated fashion. So that is potentially
nore dangerous. It also has a greater capability to erase
files on a system At least at this point in tine, that's
what it seens to be capabl e of doing.
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Q When you tal k about the "evolution," does that nean that
It grew from-- you know, it's -- first, there was the Love
Bug -- this is the next generation; it's alnost |ike

anot her version of a copycat?

MR. VATIS: Yes, precisely. It evolves, not in the

bi ol ogi cal sense, but in the sense that people take the
code fromthe initial variant and then change it in ways
that try to evade the anti-virus software that's been put
out for the initial variant. And that also tries to trick
users who now are vigilant to the possibility of receiving
an infected e-mail. It tries to still trick them by
disguising itself in different ways. So in that sense it is
nore conpl ex.

Q What do you suspect about its origins, where it may have
conme fronf

MR, VATIS: | can't say at this tine. W are investigating
to determ ne what the source m ght have been.

Q But you do think it's a copy-cat, not the sane source as
the original?

MR VATIS: | can't say at this tine. But we are | ooking
into all possibilities.

Qls it nore difficult to track for the reason you j ust
stat ed?

MR VATIS: At this tine | can't get into the investigative
strategy or process, but we are |ooking at all possible
| eads, as we do in these cases.

Q How much has governnent been affected by this? Can you
say that?

MR VATIS: W don't have any firmfixes yet. Cobviously, the
war ni ngs were all dissem nated before the start of business
today. Hopefully, that will mnimze the effects wthin the
federal governnment community and across the private sector
as well. But it's too early to say yet what the inpact has
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been or wll Dbe.

Q M. Vatis, does this wormgo after any specific files, or
just any file it gets its hands on?

MR VATIS: It appears to go after nost files in a conputer
ot her than those in the root directory. That's our
understanding fromthe anti-virus vendors so far.

Q Can it destroy these files?

MR VATIS: It basically reduces themto zero, so yes, it
erases the files.

Q Everything on the hard drive is erased.

MR VATIS: Most files, other than those in the root
directory, are potentially subject to being erased. That's
our understanding so far.

Q It doesn't just change the nane?

MR. VATIS: It adds a .vbs extension to the files and then
reduces their content to zero. So it effectively erases
them But again, this is all based on our prelimnary

anal ysis overnight so far, so our understandi ng may change
as we examne this virus further.

Q What about deterrence? There were sone indications, sone
reversals in the Philippines, that these weren't being
consi dered serious crines. |Is there any thought, either M.
Reno or Mke, is there any thought to filing U S. charges
agai nst any suspects in the Philippines or against any
suspects who are discovered in this latest -- (off mke)?

ATTY GEN. RENO | think while the investigation is pending,
we really shouldn't coment. We're working with the

Phili ppine authorities in a good, close working
relationship, and I think it's inportant that we continue
that effort.

Q But how do you stop these types of attack unless you have
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sone very high-profile prosecutions and sone rather |ong
prison terns handed out at the end of it?

ATTY. GEN. RENO W don't comment on what's going to happen
In an investigation, as you well know, because we're going
to do it based on all the evidence and what's best for the
case.

QM. Vatis, it looks like it's becone a plague of viruses;
| nean, fromthe Love Bug to the copycat viruses to this
pol ynorphic virus. | nean, every single place you turn,
there's another virus. How are -- | nean, does that nean
you' re overstretched right nowin terns of dealing with --
You' re obviously not putting the Love Bug investigation on
hol d so you can deal with this one, but you only have a set
nunmber of peopl e.

MR. VATIS: We are seeing an increase in the nunber of
viruses and also in the sophistication of the viruses,

whi ch nmeans that there are possibly greater inpacts and of
course nore crimnal investigations. As we've said in
congressional testinony and publicly several tines,
conputer crinme in general is on the rise and we are taking
all possible steps to nmake sure that | aw enforcenent in
general is well-situated to deal with this new set of
crimnal activity.

ATTY. GEN. RENO | think one of the points that has got to
be made, though, is that it is critically inportant that

| aw enforcenment and the industry work together, with

I ndustry taking the lead in devel opi ng prograns that
prevent this. Wat's happened is exciting, but it also
presents us with an extraordinary challenge. Geat m nds
have been putting together sonmething that would permt us
to communi cate as we've never conmmuni cated before, but as
we devel oped the technology, | don't think prevention
nmechani sns that ensured privacy kept track. And so it is
i nportant for us all to develop the prevention prograns,
and | think industry is better suited to do that, and for
us to work with industry in terns of pursuing crimnal

I nvesti gati ons.
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One of the things that |'ve learned is that if you' ve got a
bal anced program of prevention and puni shnent, no matter
what it is, you're going to be nore effective.

M chael, is that --

MR, VATIS: Yes, | think that's a critical point. Crim nal

I nvestigation is an inportant elenent of deterring these
sorts of crimnal activities. |Issuing warnings as quickly
as possible is also an el enent of prevention, but | think
the main focus has to be on the part of industry to devel op
technol ogi es that prevent people from being subject to
mal i cious viruses in the first place.

And that's really where | think we need to put our main
focus because no anmount of warning will ever elimnate the
damage that can be caused by a virus, as long as systens
can be so easily affected by these things.

Q Do you ever put any nunbers on the increase in the nunber
of virus attacks?

MR. VATIS: | don't have any at ny fingertips right now But
we have seen a steady increase in destructive viruses.

QWII you do that |ater?
MR. VATIS: Sure.

Q W hear about these dramatic viruses. But roughly
speaki ng, how many new viruses do you all encounter every
week?

MR. VATIS: The anti-virus comrunity in the private sector
sees in the hundreds of viruses any given week. W have
seen estimates that there are 20 or 30 new viruses a day.
Not all of those have the sort of w despread and
destructive inpact as the Melissa virus or the Love Letter
virus or the nost recent virus. And that's frankly why it's
necessary to assess the spread and the destructive
potential of a virus before we leap into action by issuing
war ni ngs and doi ng ot her things, because not every virus
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really makes it out into the wild in any significant way.
But there are literally thousands -- many thousands of new
viruses a year. And | think right now there are over 50, 000
viruses that are known to be out there in the wild to sone
degr ee.

Q M. Vatis, the Love Letter worm had an apparent purpose,
which was to try to detect passwords and send them back to
an Internet site. Does this one have any ot her apparent
pur pose, other than just sucking the brains out of your
conput er ?

(Laughter.) Just -- does it appear to do anything for the
person who started it?

MR. VATIS: Based on the analysis that we have done so far,
and that the anti-virus conpani es have done so far, the
things that this virus does are: nunber one, to propagate
Itself by sending e-mails to people in your address book;
and nunber two, to erase files. W have not yet seen
whether it has the ability to snatch passwords and send
those out, but that's one of the things we are | ooking at.

Q M ke, the so-called hackers were, | believe, of
tremendous use in the DDOS investigation. They really
hel ped t he bureau.

MR VATIS: | can't comment on that at this point since it's
still a pending investigation.

Q Any thought to building sone kind of a Nei ghborhood
Watch, on the Internet community -- (chuckles) -- with a
posse in the WIld West of the Internet to hel p?

MR VATIS: As the attorney general said earlier,
cooperation by the private sector with us is critical in
all aspects, in prevention and also in the pursuit of

I nvesti gati ons.

W don't encourage people to engage in any sort of
vigilantismon line or creating posses that m ght
potentially violate the lawin their own activities if they
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begi n hacking into people's systens to find information. So
we are al ways encouragi ng people to cone to us wth any

I nformation that they m ght have. W al so seek out
expertise in the private sector. But we strongly di scourage
anyone from pursuing self-help renedies that could
potentially violate the |aw.

Q Are there any particular systens that are nore vul nerable
than others? For exanple, it seens |ike Mcrosoft Qutl ook
I's constantly under attack here and being used. Is that
nore vul nerabl e than, say, Lotus Notes or sone of these

ot her products out there?

MR. VATIS: | don't want to conmment on the relative

vul nerabilities of systens. W do see Mcrosoft being
affected with greater frequency, but that is at least in
significant part because M crosoft has probably the
greatest share and the greatest nunber of users out there.
But | can't comment on the relative vulnerability of
particul ar products.

Q How much, if any, evidence do you see that any of these
orchestrated, organi zed attacks or perhaps probes to

I dentify points of weakness for sone |arger assault |ater
on?

MR. VATIS: As a general matter, we do see in nmany of these
cases, whether they involve illegal intrusions into systens
or the propagation of viruses, we do see sone organization,
often online organi zations, people getting together in

I nternet relay chat sessions or through e-mail groups.
That's really the nost | can say on that right now

Q You don't see evidence of organized crimnal activity or
st ate-sponsored activity?

MR. VATIS: As a general matter, the spectrum of threats
onl i ne does include organi zed crimnal groups engaging in
hacking or online extortion or things like that, and we've
had cases that involve that sort of threat. And the threat
fromforeign nation states is also one that we are very

m ndful of and are constantly trying to gather information
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about potential threats.

Q New reports about an old story, in sone ways, a Freeh
nmeno rai sing concerns about alleged comments, | should say,
by Lee Radek, the head of Public Integrity.

What do we draw fromthat? And was there any pressure on
M. Radek not to go forward?

ATTY GEN. RENO Well, | think M. Radek shoul d speak for

hi nsel f, and he happens to be in Prague. But | am --

Myron spoke to himlast night, and he said, "I have no
recoll ection of ever saying, 'I was under pressure because

the attorney general's job hung in the balance,' nor is it
sonething | would have said, because it has no basis in

fact."

As for nme, | call it like | see it, regardless of the
consequences. | have got a nonth-to-nonth | ease on ny
apartnment, and | have been prepared to go hone fromthe
begi nning. | have tried to nmake clear to everybody in the
departnent that they should do the sane thing and call it

li ke they see it.

Q Ms. Reno, do you have a recollection of the discussion
with Director Freeh in which he referenced these purported
coments from M. Radek?

ATTY GEN. RENO | don't have a recollection of himstating
It and tal ki ng about pressure because of the job. | do have
a recollection of himsaying that we should get a junk-yard
dog to prosecute the case, but | think that was said on
several occasions.

Q Do you recall his saying anything about M. Radek and why
M . Radek should be replaced or why M. Radek shoul d recuse
hi nsel f ?

ATTY GEN. RENO. He had sone di scussi ons about Public

Integrity on a continuing basis. And he tal ked about
getting a -- what he referred to as a "junk yard dog."
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Q Just going back to M. Esposito's version of this or |ast
version of this, he is very senior former FBI official.
Does it trouble you that there is this discrepancy between
what he renenbers and what M. Radek renenbers?

ATTY GEN. RENO | think you should check with M. Esposito
as to what he renmenbers.

Q Ms. Reno, the Congress has subpoenaed or asked for,
docunents several tinmes on the canpaign finance
I nvesti gati on.

Do you have any idea why this nenp is just com ng out now?
ATTY GEN. RENO No, | don't.

Q Ms. Reno, on the Colunbia settlenent, the conpany kind of
spilled the beans yesterday. Can you confirmthe general
outline that was in the story that the conpany rel eased?

ATTY GEN. RENO | think we can. But for several years the
depart nent has been investigating allegations of fraudul ent
conduct by Col unbia HCA Health Care Corporation in
connection with the operation of its hospitals and ot her
facilities.

During this tinme period, we have had di scussions with the
conpany about resolving its civil liability for these
al | egati ons.

The departnent has reached a tentative agreenent with
Colunbia -- tentative, | point out -- which, if formally
approved by the departnent, would resolve a nunber of

I ssues under investigation.

The agreenent would resolve, in part, Colunbia's civil
liability to the United States, but would be conditioned on
a nunber of future events. Any fornmal agreenent nust be

aut hori zed by appropriate departnent officials in
consultation with ot her agencies. W have no further
comrent on the ongoi ng di scussi ons.
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Q Ms. Reno, the National R fle Association is beginning its
annual convention this weekend and clains to have gai ned
significant nunbers of new nenbers in the past year, as the
gun control debate again cones to the fore. What's your
sense of where the political dynamc is after the MIIlion
Mom March? Do you think there is a change here in public
Interest in gun control ?

ATTY. GEN. RENO | don't see how you could listen to those
marchers, listen to what went on and, not from politics,
but from sinple conmmbn sense and fromregard for hunman
life, not feel the inpact of them

Q What will the lasting inpact be, though? It was a very
enoti onal weekend. Do you get the sense that that can be
translated into political action?

ATTY. GEN. RENO | get the sense that those organizers and
t he peopl e who participated and others who cheered them on
are absolutely determ ned, and they are not going to give

up.

| remenber when we first started out focusing on drunk
driving cases. W did not have a MADD, or Mot hers Agai nst
Drunk Driving, chapter in our jurisdiction. | happened to
be in another jurisdiction where they did, and those

not hers were so voci ferous and out spoken and tenaci ous, |

t hought, "Wuldn't it be wonderful if we could get them
established in Dade County?" They did, and sonetines it was
a sl ow process, and sonetinmes they would cone to ne sayi ng,
"Are we having any inpact?" And then they began to see
their inmpact, and I think we will feel, not frompolitical
reasons, but because it's right.

Q Ms. Reno, have you been briefed on the internal -- your
internal review of the Wen Ho Lee case? Have you been
briefed on that, or wll you be sharing the report with the
Congr ess?

ATTY. GEN. RENO | have been briefed onit, and | amin the
process of reading it. It has sonething |like 790 pages or
sonething |ike that, and a nunber of appendi ces. The work
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that has gone into it is just extraordinary.

It is detailed, it is conprehensive, it is thoughtful, and
| just appreciate the efforts that have been underway.

| al so appreciate the fact that the Bureau, the Federal
Bureau of I|nvestigation, has been very forthcom ng and

cooperated, and I think we're all interested in using the
contents of this report to shape the future efforts in this
regard.

| very much would like to share it with Congress, and we
are | ooking at that fromthe point of view of how we can do
it, hat we can share, consistent with pending matters and
any other consideration that m ght be invol ved.

Q What are the nost inportant | essons that you take from
this study?

ATTY. GEN. RENO As | indicated, | want to read the report
nysel f and absorb all the facts before |I comment.

Q Ms. Reno, President Cinton has confirmed that bin Laden
was the | eader behind the bonbing plot attenpts during the
2000 rol l over, especially the one that tried to cone

t hrough i nto Washi ngton state. Can you add anything nore to
the -- especially the link to bin Laden? Can you anplify
what the president has said?

ATTY. GEN. RENG No, | can't conment.

Q And just this one nore thing, there is -- there were two
other threats nmentioned in the articles. Do you need nore
noney than is being asked for? Are you concerned about

m ni aturization of weapons, especially nucl ear weapons? And
are you concerned that there will be a power play and chaos
wll reign when M. bin Laden dies?

ATTY. CGEN. RENO You want to start wth just one?
(Laughter.)

QLet's start with mniaturization.
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Q Wth chaos reigning! (Laughter.)

Q Mniaturization; was that sonething that's --
ATTY. CGEN. RENO. Wuld you define --

Q Mniaturi zation.

ATTY. GEN. RENO Yes. Wuld you define it? | hear it in so
many different contexts, | think it mght --

Q The worry about weapons of mass destruction being
mniaturized and then easily snuggled and easily carried to
sites of terrorist attack.

ATTY. GEN. RENG | think that is a concern that nust be
addr essed.

Q And M. Laden, are you concerned that his bad health
could lead to a power struggle within the terrorist
or gani zati ons?

ATTY GEN. RENG | have no comment about his situation, but
| wll say that it is incunbent upon us all to pursue every

Inquiry to nmake sure that we protect the national security
of this country.

Q Ms. Reno, given the president's bully pulpit, is there
any concern that his comrents about bin Laden could affect
t he pendi ng cases?

ATTY GEN. RENO | sinply don't think I should comrent.

Q Do you have any observati ons about the neeting on Mexican
drug cooperation yesterday? You were over there, weren't
you, at the State Departnent?

ATTY GEN. RENO Yes. | think we had a good day.

Q Mke, is that a conmputer virus on your tie? (Laughter.)
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MR, VATIS: Every day for an Irishman is St. Patrick's Day.
(Laughter.)

Q Does the virus have a special nane, or just the NewLove
bug?

MR VATIS: At |east sonme of the anti-virus vendors are
calling it VBS. NewlLove. A

Q (O f nike.)

MR, VATIS: | think for shorthand, NewLove. O her people are
also calling it Herbie. (Laughter.)

ATTY GEN. RENO Wth that, thank you
Q Thank you very nuch.

END.
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