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It is a great privilege for me to be here today because |
want to commend you, Under Secretary Dickinson, for your
foresight and for your energies in bringing together so
many of the critical officials and the private sector
representatives who are engaged in the effort to pronote
strong intellectual property protection.

It has been so exciting in these eight years to see the
prom se of the Digital Age -- to see it materialize in ways
that | never dreanmed of in terns of communication and
opportunities in science and educati on.

But in ny nearly eight years as Attorney General, |'ve seen
the chal | enges posed by the darker side of our Infornmation
Age: how conputers can be used as a tool for far nore
serious crines, how soneone half a world away can bring to
a halt the vast conputer operations of a governnent, a

busi ness, or a school, or can steal froma bank, making the
gun an obsol et e weapon.

Surreptitious and anonynous predators can disguise their
identities and prey on young people or others who they
sinply trust when they neet themonline. Those who would
profit fromthe research and devel opnent efforts of our
best and brightest find havens to manufacture and ship

I nfringing products hal fway around the world because the
profits are sure and the threat of getting caught is | ow or
non- exi stent .
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This audience is well aware of the role of IP protection in
the Information Age, and the critical role of intellectual
property laws in pronoting innovation in all spheres of
nodern life. Qur copyright, trademark, and patent |aws
provi de core protections for the engine driving the
econom c prosperity enjoyed in this hem sphere and around
the world by pronoting innovation, investnent, and high-
payi ng j obs.

|'"d like to set the stage with the very serious concerns we
have in | aw enforcenent about the increasing volune and
sophistication of intellectual property crinme, then talk
about what | believe are the steps we need to take to neet
this chal | enge.

One of our real concerns is that | aw enforcenent sources
around the world are reporting the involvenent of organized
crimnal activity in the manufacture and distribution of
counterfeit and pirated nerchandi se. The invol venent of
organi zed crine endangers citizens and legitimte

busi nesses, funds other illicit activities, and can be
associated with official corruption.

The European Conm ssion, under whose auspices these trends
have been seriously studied in the last two years, recently
adopted a resolution calling for greater enforcenent

efforts in this area. The resol ution was acconpani ed by the
observation that, "the market in counterfeit goods is
flourishing quantitatively and organi zationally. It has now
becone a global 'industry' mnmanaged by spraw ing

organi zations in nuch the sane way as drug-trafficking, gun-
runni ng and noney-| aundering. "

| know many of you have been educati ng your | aw enforcenent
col | eagues about the growi ng threat of piracy and
counterfeiting. Many of you have been working hard to bring
your |egal reginmes into line with the requirenents of the
TRI PS Agreenent. | commend you for all of these efforts.

Many countries in this hem sphere are shifting focus from
enacting substantive IP legislation to inplenenting
effective enforcenent nechanisns. | want to focus on the
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need for cooperation anong | aw enforcenent agencies, in
t hi s hem sphere and beyond.

The transnational character of the crines and the
per petrators poses special chall enges and nmakes
I nternational cooperation critical to reducing the threat.

Donestic responsibility for enforcing intellectual property
laws is often fragnented, with a m xture of civil,

adm ni strative, and crimnal penalties enforced by as nany
as eight or 10 government departnents. Expertise within the
| aw enf orcenent community in recognizing counterfeit and

pi rated goods and | earning about the latest traffic
patterns, trends, and networks used by crimnals, is

di ffuse and can be quickly outdated.

Counterfeiting and piracy crinmes have historically been a

| ow enforcenent priority for several reasons. Law
enforcenent officials too often perceive intell ectual
property enforcenent as advancing purely private,
comrercial interests, or interests that can be adequately
vi ndi cated by adm ni strative or civil courts. Because of
its high profit potential -- and the low risk of getting
caught or going to prison -- pirates and counterfeiters
have sonetines forned transnati onal organi zed networks that
are difficult to identify and require significant resources
to investigate and prosecute.

Civil and adm nistrative renmedies wll continue to be the
primary tool for enforcenent of IP rights. That nakes
sense. But there are sone cases where the seriousness of
the violation and the egregi ousness of the conduct require
i nposition of a crimnal penalty.

How do we address this grow ng probl enf

In arm ng ourselves to effectively prosecute crines with an
I nternational nexus, one of our biggest chall enges has been
to inplenent an effective matrix of bilateral nutual |ega
assi stance and extradition treaties. By doing so, we can
enhance cooperation by providing one another with evi dence
adm ssible at trial and returning fugitives to justice.
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Even with nodern | egal assistance treaties, securing

evi dence from abroad is not always easy. The procedures can
be sl ow and cunbersone. Novel jurisdiction questions are
often rai sed, and sonme countries refuse to provide
cooperation unless they have crimnal offenses precisely
mat chi ng our own.

In order to maxim ze cooperation, countries commtted to
robust enforcenent of IP |laws need to develop efficient and
effective mutual |egal assistance and extradition

arr angenent s.

Thi s nmeans making sure that IP crinmes are extraditable

of fenses. Countries should be willing to extradite their
nationals for I P offenses, as well as other crines. Were
countries are constitutionally precluded from doing so,

t hey shoul d be prepared to conduct effective donestic
prosecutions in lieu of extradition.

When vi gorous enforcenent of anti-counterfeiting and piracy
laws is integrated into other |aw enforcenent priorities,
we W ll beginto stemthe tide of IP crine. Wen

mul ti nati onal enforcenent efforts forma network to disable
each link in the chain of these crines, IPcrimnals wll

|l earn that no country is a safe haven. \Wen serious IP
crimnals go to jail for significant prison terns, they
wi Il get the nessage, and the nessage nust be clear: There
Is no safe place to hide.

Whether it is IP issues or other issues, crine has becone
International in its consequences and its origins. The
world as | aw enforcenent knew it before does not exist. If
you can sit in a kitchen in St. Petersburg, Russia, and
steal froma bank in New York, you understand the nature of
t he probl em

If we are going to build a hem sphere and a world based on
trust, we're going to have to trust each other enough to
extradite nationals. We can still recogni ze soverei gnty and
honor the sovereignty of other nations while trusting them
enough to try our nationals, as the United States does on a
regul ar basi s.

http://www.usdoj.gov/archive/ag/speeches/2000/91200agintellectualprop.htm (4 of 11) [4/20/2009 1:33:55 PM]



STATEMENT BY THE ATTORNEY GENERAL SYMPOSIUM OF THE AMERICAS: PROTECTING INTELLECTUAL PROPERTY IN THE DIGITAL AGE

But we have got to devel op the processes and procedures
that are commonly understood for circunstances where
constitutions of other countries prohibit the extradition
of nationals for the donestic prosecutions - processes and

procedures that will enable us to bring these cases to
trial quickly, that will address the issue of victim
W t ness coordi nati on and support, and that will nake a

crimnal justice systemeffective around the world.

One of the major problens is the crimnal who says: "Aha,
they're not going to extradite for small cases." W' ve got
to make sure that we devel op radar lines that are

adj ustable, in case they think, "Ch, this is the
declination level, if we conme in under it we'll be okay."
We've got to nmake sure that we neet that challenge as well

That's going to require bold new efforts on the part of |aw
enforcenent, consistent with our Constitution, that permts
closed circuit TV testinony for cases that may be too snal
to justify the cost of sending w tnesses around the world.
But it is going to require our colleagues to work together

t hroughout this hem sphere and i ndeed around the worl d.

Aggr essi ve donestic enforcenent of crimnal IP laws is the
cornerstone for I P protection. We're starting to turn the
corner. On July 23, 1999, the Departnent of Justice, the
FBI, and the U S. Custons Service, as M. D ckinson

I ndi cated, launched a joint intellectual property rights
enforcenent initiative. The key objectives are to: increase
priority of crimnal IP investigations and prosecutions

nati onw de, beginning with seven najor port cities where IP
crime is a serious concern; increase the specialized
training courses for investigators and prosecutors in the U.
S. and at the international |aw enforcenent academes in
Budapest, Hungary, and Bangkok, Thail and; devel op training
prograns for state and |l ocal officials in conjunction with
the National Cybercrinme Training Partnership; seek
referrals fromindustry through a streanlined direct
referral system and utilize procedures for enforcenent of

I nfringing nmerchandi se as an additional tool to get illegal
products off the streets.
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But questions cone up: Wo do | call? How I ong does it

t ake? How nmuch bother is involved? How nuch wll ny

enpl oyees be inconveni enced by the investigation? W had an
I nteresting experience in which we had to address the

I ssues of |law enforcenent's role in cybercrine. W held a
conference at Stanford Law School and one here in the D. C
area at Herndon, inviting the private sector to join with

| aw enforcenent, asking one question: What could | aw
enforcenent do to inprove its efforts?

Frankly, the response sounded like victinms of a bank

robbery or a house burglary: "I don't know who to call.
Nobody gives ne an update on what's happened. | don't know
what to expect. | was in a deposition all day. It's a big
pain in the neck. | don't want to be bothered. Thank you,
good- bye. "

Fortunately, it wasn't "thank you, good-bye." It's, "how
can we work together to address your concerns?" | would ask
that if there is anything the Departnent of Justice can do,
| woul d appreciate your letting ne know or Roslyn Mazer
know so that we can truly work together in the IP area to

| nprove our coordination with victins here and around the
wor | d.

W have had sone success. W have successfully prosecuted a
nunber of significant intellectual property rights cases in
the past few years. W have nore cases now being

I nvestigated or awaiting prosecution than at any previous
time. Anong the recent cases are two prosecutions under the
No El ectronic Theft (NET) Act. These cases represent the
first prosecutions of |arge-scale, electronic distributions
of copyrighted works, even where there was no profit notive
or financial gain.

W expect our activities in all categories (copyright/
trademarks/trade secrets) to increase for Fiscal Year 2000.
The FBI now has 527 intellectual property cases open for

I nvestigation, conpared to 179 cases under investigation in
Cct ober 1997. Between July 23, 1999 (the start of our
initiative) and today, 394 new | P-rel ated i nvestigative
matters have been opened by the Bureau. These figures
reflect nationw de efforts, and are not confined to
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progress nade by the seven key jurisdictions. Earlier this
year, the Custons Service and the FBlI opened a uni que
intelligence center that will inprove information sharing
and coordination in crimnal intellectual property rights
I nvesti gati ons.

In response to a congressional directive, the Sentencing
Comm ssi on anended our Federal Sentencing Quidelines for
crimnal copyright and trademark violations. Effective My
1, 2000, the applicable guideline (82B5.3) has been
overhaul ed to substantially increase penalties for crimnal
copyright infringenment and trademark counterfeiting. In
nost cases, the sentencing court can now use the retail

val ue of the infringed-upon, legitimate itemto calculate

| oss. The new gui deline also includes enhancenents for

of fenses involving the manufacture, inportation, or

upl oading of infringing itens, and permts upward departure
for offenses commtted in connection with national or

I nternational organized crimnal enterprises.

Fortunately, this anmendnent renoves one of the
di si ncentives for our prosecutors to bring charges agai nst
serious violators.

It is inportant to nmention that our |aw enforcenent
agenci es and our agencies with substantive expertise in
Intell ectual property are working nore closely together
t han ever before.

| think back to sone of the early days when Commerce and
Justice | ooked at each other |ike, "hmph." Commerce and
Justice are now | ooki ng at each other recogni zi ng that
we've both got an oar in this ocean, and we've got to work
together to get across it.

In 1999, President dinton signed a new |l aw creating the
“"National Intellectual Property Law Enforcenent

Coordi nati on Council." The Council brings together senior
representatives fromlaw enforcenent agencies - the
Department of Justice and the Custons Service - as well as
our other key Executive Branch agencies charged with
pronoting effective intellectual property |laws - the Patent
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and Trademark O fice, the U S. Trade Representative, the
Departnment of State, and the Departnent of Conmerce.

The Council's mandate is to "to coordi nate donestic and

I nternational intellectual property |aw enforcenent anong
federal and foreign entities.” The Council is co-chaired by
Crimnal D vision Assistant Attorney General Janmes Robi nson
and Under Secretary Di ckinson.

We hope the Council will facilitate better comrunication
bet ween | aw enforcenent and our specialized agencies to
I dentify common priorities and further our collective

m ssi ons.

Wil e we have turned up the lights and turned up the heat,
we need to do nmuch nore, by educating | aw enforcenent about
the serious devel opnents |I've nentioned today and wor ki ng
With industry to ensure that our investigators,
prosecutors, and judges are famliar wth the technol ogi es
for detection that will enable us to catch and convict the
per petrators.

| want to conclude with a final thought for boosting our IP

enforcenent efforts. | present this as a challenge to the
private sector, which | knowis well-represented at this
Synposi um

It is so inportant that we have a cl ose working
relationship with rights holders in this effort. | know as
part of our donestic initiative, we have worked very hard
to get referrals of serious incidents of piracy and
counterfeiting. The victins of IP offenses should be able
to bring inportant information to the attention of |aw
enforcenent in a tinely fashion, and | aw enforcenent shoul d
react appropriately.

But there is another area where we need to work together
with industry. | have been quite concerned readi hg accounts
of individuals who have been charged with comm tting
conputer-related crinmes -- especially statenents by young
people in the U S. and other countries -- who brag about
their technol ogi cal acconplishnments. Sone young people talk
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about these activities as if they were harnl ess hobbi es or,
at best, intriguing challenges.

W need to change the cultural acceptance of theft of

I ntellectual property, whether the theft is commtted by
stealing froma retail store or stealing using a conputer.
Ei t her way, we are tal king about theft, pure and sinple.

The private sector has the resources and the expertise to
reach young people with positive nessages, not nessages
that sinply scold or scare - that doesn't really sit well
W th young people -- but nessages that celebrate the

achi evenents of our Information Age and communi cate to
young audi ences that these protections are val uabl e and

I nportant to safeguard their favorite products and their
own acconplishnments. W need to work together to convey
this nessage in an effective, positive way.

Estimates are that 128 mllion people in this hem sphere
are now using the Internet, about double that worl d-w de.
But the prom se of Internet technologies will be realized

only if policymakers, |aw enforcenent, and the private
sector join together to protect the fruits of our
endeavors.

There is nmuch that we need to do. A man once told ne, a nman
wel | -versed and experienced in this area of conputer crine:
"You know, ny 13-year-old daughter knows that she can't
open ot her people's physical mail and read it. She doesn't
go into her sister's bedroom when the door is closed. She
doesn't runble through her drawers w thout perm ssion. But
she doesn't know how to act on |ine. She doesn't know what
to do with other people's e-mail."

W have a whole new culture out there that we have got to
educate to use this wonderful resource in the w sest way,
In the nost constructive way, in the nost respectful way
possi bl e. W& have got to work together around the world to
create, rather than sonething that divides nations,

sonet hing that brings nations together.

One of our first experiences with the G8 mnisters of
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justice was to convene a conference here in WAashi ngton on
conputer crinme. But then the next G8 mnisters neeting was
hel d by vi deoconferencing around the world. | had to get
there by 6:30 a.m and the Japanese had to stay until 11:30
p.m But in four hours we acconplished far nore than we
ever could with jet lag and the |iKke.

This world is together, and the mnisters were together.
But we've got to think of whole new ways that we respond
together to utilize this nmediumw sely, carefully, in
everyone's best interest, while at the sane tine

recogni zing that we're going to have to form new bonds
around the world, 24 hours a day, seven days a week
response tine for those who intrude and hack -- careful
coordi nation to bring people to justice.

But there are two other challenges for us all. In this

w ndow t hat we have, where suddenly we have seen an

expl osi on of technology that we do not believe sonetines,
where do we find the expertise to staff the | aw enforcenent
agencies that have to deal with this issue, that teach our
young people in our public schools how to use this
technology in the best way possible? How do we nake sure
that we have the expertise necessary?

|"ve talked in terns of a Cyber-ROTC. W would fund four
years of college in return for say, three years of public
service; six years of service and we'll fund a nmaster's
degree; 10 years and a Ph.D. But sonehow or another, the
private sector and the public sector are going to have to
address this problem because it is in this remarkable

w ndow t hat we have, where we're going to set the tone for
the next 100 years in terns of adherence to the lawin the
wor | d of cyber technol ogy.

The other area is that we're going to have to match wits
with some of the npbst sophisticated crimnals in the
history of the world. W're going to have to know t he
technol ogy and we're going to have to know the | aw t hat
goes with the technology. Let us make sure that we form
part nershi ps between the public and private sector as they
have never existed before, that will enable us to solve

t hese sophisticated crimnal problens that we will see
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agai n and agai n.

Law enforcenent will not be able to do it by itself. W
wll require a partnership as we have never had before. But
| think that partnership will redound to the benefit of us
all.

Thank you so nuch for participating in what | think is such
an i nportant undertaking. Renenber, call nme if you think
you' re not being heard correctly in the crimnal justice
system fromthe Departnent of Justice's point of view

Thank you.

http://www.usdoj.gov/archive/ag/speeches/2000/91200agintellectualprop.htm (11 of 11) [4/20/2009 1:33:55 PM]



	usdoj.gov
	STATEMENT BY THE ATTORNEY GENERAL SYMPOSIUM OF THE AMERICAS: PROTECTING INTELLECTUAL PROPERTY IN THE DIGITAL AGE


