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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

________________________________________________
ELOUISE PEPION COBELL, et al., )

)
Plaintiffs, )

)
v. ) Case No. 1:96CV01285

) (Judge Robertson)
DIRK KEMPTHORNE, Secretary of the Interior, et al., )

 )
Defendants.  )

________________________________________________)

INTERIOR DEFENDANTS’ REPLY BRIEF IN SUPPORT OF MOTION FOR AN 
ORDER (1) AUTHORIZING THE RECONNECTION TO THE INTERNET OF

INFORMATION TECHNOLOGY SYSTEMS OF THE BUREAU OF INDIAN AFFAIRS,
THE OFFICE OF HEARING AND APPEALS, AND THE OFFICE OF THE SPECIAL

TRUSTEE, (2) CONFIRMING THAT THE OFFICE OF HISTORICAL TRUST
ACCOUNTING MAY CONNECT ITS INFORMATION TECHNOLOGY SYSTEM 

TO THE INTERNET, AND (3) VACATING THE DECEMBER 17, 2001
CONSENT ORDER REGARDING INFORMATION TECHNOLOGY SECURITY

I. Overview of Relevant Proceedings

The government first moved to vacate the Consent Order that prevents Interior from

reconnecting certain Information Technology (“IT”) systems to the Internet when it filed

Defendants’ Motion to Vacate Consent Order Regarding Information Technology Security (Dkt.

No. 3299) (Mar. 19, 2007) (“Motion to Vacate Consent Order”).  In the Motion to Vacate

Consent Order, we described the substantial changes in the federal law governing oversight of IT

security since issuance of the Consent Order, see Motion to Vacate Consent Order at 14-19

(discussing, among other things, FISMA, the enhanced role of NIST, and Cobell v. Kempthorne,

455 F.3d 301 (D.C. Cir. 2006) (“Cobell XVIII”), cert. denied, 127 S.Ct. 1875 (2007)).  

On May 14, 2007, this Court denied the motion to vacate the Consent Order without

prejudice, Tr. 41:9-10 (May 14, 2007), but in doing so, the Court noted that the legal landscape



1   See Plaintiffs’ Opposition to the Motion to Reconnect Solicitor’s IT System (Dec.
14, 2007) (Dkt. No. 3472) and Interior Defendants’ Reply Brief in Support of Motion to
Reconnect Solicitor’s IT System (Dec. 21, 2007) (Dkt. No. 3476).
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is different from the time when the Consent Order was entered.  The Court further described the

additional information to be provided by the government when it chose to renew its motion:

[W]hen you’re ready, come to me and say, “I want to connect the
bureau.”  And I’m probably going to say yes, because I’m going to
look at Cobell XVIII and say, “I don’t really have the – the Court
of Appeals doesn’t want me to tinker around with this.”  But you
haven’t shown me – you haven’t made the requisite showing that
you have any security.

Tr. 40:12-18 (May 14, 2007).  The Court continued:

[W]hen you’re ready to connect to the Internet, either all at once or
bureau by bureau, come back and renew the motion, and I would
say the chances are it’s going to be granted.  But I don’t have the
right showing before me to grant that motion at this time.

Tr. 41:10-14 (May 14, 2007).

Approximately five months later, Interior Defendants first filed Interior Defendants’

Motion for Order That the Office of the Solicitor Information Technology System May Be

Reconnected to the Internet (Dkt. No. 3450) (Nov. 9, 2007) (“Motion to Reconnect Solicitor’s IT

System”), and that motion has been fully briefed by the parties.1  On February 11, 2008, Interior

Defendants filed the motion that is the subject of this reply brief, Interior Defendants’ Motion for

an Order (1) Authorizing the Reconnection to the Internet of Information Technology Systems of

the Bureau of Indian Affairs, the Office of Hearing and Appeals, and the Office of the Special

Trustee, (2) Confirming That the Office of Historical Trust Accounting May Connect its

Information Technology System to the Internet, and (3) Vacating the December 17, 2001

Consent Order Regarding Information Technology Security (Feb. 11, 2008) (Dkt. No. 3507)



2   Plaintiffs’ Opposition to Interior Defendants’ Motion for an Order (1)
Authorizing the Reconnection to the Internet of Information Technology Systems of the Bureau
of Indian Affairs, the Office of Hearing and Appeals, and the Office of the Special Trustee, (2)
Confirming That the Office of Historical Trust Accounting May Connect Its Information
Technology System to the Internet, and (3) Vacating the December 17, 2001 Consent Order
Regarding Information Technology Security (Mar. 26, 2008) (Dkt. No. 3517).
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(“Motion to Reconnect Remaining Systems and Vacate Consent Order”), and Plaintiffs filed

their opposing brief (referred to below as “Plaintiffs’ Opposition” or “Pl. Opp.”) on March 26,

2008.2  Our reply brief in support of our motion appears below.

II. Plaintiffs’ Opposition Misstates the Principal Issue Before the Court and
Disregards the Substantial Changes in the Law Governing Federal Information
Technology Security Assessments Since Entry of the Consent Order                 

A. The Issue Before This Court is Whether Interior Defendants Have
Made the “Requisite Showing” of Security With Regard to
Systems Housing or Accessing Individual Indian Trust Data          

 In their Introduction to their opposing brief, Plaintiffs assert:

[T]he question presented is: What evidence has been presented that refutes this
Court’s finding, left undisturbed by [Cobell XVIII], that individual Indian Trust
data is in imminent risk of loss?

Pl. Opp. at 1.  As we explain below, the correct issue is whether, under current federal law, the

responsible officials at Interior have made the required assessments of the department’s IT

security and have deemed it adequate.

In presenting their issue for this Court, Plaintiffs make two significant errors.  First,

Plaintiffs are wrong in claiming that Cobell XVIII “left undisturbed” this Court’s conclusion that

individual Indian Trust data (“IITD” ) was “in imminent risk of loss.”  To the contrary, the D.C.

Circuit expressly overturned that finding:  “The class members have pointed to no evidence

showing that anyone has already altered IITD by taking advantage of Interior’s security flaws,
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nor that such actions are imminent.”  Cobell XVIII, 455 F.3d at 315 (emphasis added).  Thus,

Plaintiffs misstate the issue before the Court, and their attempt to analyze Interior Defendants’

motion in light of that misstated issue is irrelevant.

Second, Plaintiffs are wrong in analyzing Interior Defendants’ motion in terms of the

Consent Order, without regard to the substantial developments in federal IT security law since

issuance of the Consent Order.  As we described in last year’s motion, federal law governing

oversight of IT security has changed substantially since issuance of the Consent Order.  See

Motion to Vacate Consent Order at 14-19 (discussing, among other things, FISMA, the enhanced

role of NIST, and Cobell XVIII).  It was in this context that this Court, recognizing the changed

legal landscape, informed the government, “[Y]ou haven’t made the requisite showing that you

have any security,” Tr. 40:17-18 (May 14, 2007) (emphasis added), and that

[W]hen you’re ready to connect to the Internet, either all at once or bureau by
bureau, come back and renew the motion, and I would say the chances are it’s
going to be granted.  But I don’t have the right showing before me to grant that
motion at this time.

Tr. 41:10-14 (May 14, 2007).  The Court’s comments did not reflect an intention to apply the

terms of the outdated Consent Order

Thus, the correct issue is whether, in the wake of the changes in federal law, Interior

Defendants have made what this Court referred to as “the requisite showing” of security. 

Contrary to Plaintiffs’ assertion, that showing does not involve this Court making determinations

about the adquacy of security for data on IT systems.  See Cobell XVIII, 455 F.3d at 314

(“Notably absent from FISMA is a role for the judicial branch.”).  It requires a showing that the

officials contemplated by federal law to make those determinations, most notably the agency

head and the agency’s Authorizing Official (or his or her “Designated Representative”), have



3   In at least one case, a cited report’s discussion was not even specific to Internet
connectivity.  See Pl. Opp. at 10 (referring to evaluations that “demonstrated the Department
remains vulnerable to an inside attacker” and that “the evaluations revealed ineffective internal
intrusion detection and prevention capabilities”) (emphasis added).  Moreover, this quoted
section expressly addressed BLM, MMS, and NBC, i.e., currently “connected” bureaus not the
subject of either IT motion before this Court.
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made the federally mandated IT security determination.  See Motion to Reconnect Remaining

Systems and Vacate Consent Order at 8 n.9 (definition of “Authorizing Official” and

“Authorizing Official Designated Representative”); see also Cobell XVIII, 455 F.3d at 314

(“This is not a FISMA compliance case, whether or not such an animal exists elsewhere.”).  By

our motion and its attached declarations, Interior Defendants have demonstrated that the

federally mandated IT security determinations properly have been made with regard to the BIA,

OHA, OST, and OHTA systems.

B. Plaintiffs’ Opposition Relies Upon Reports Regarding General IT
Security, Rather Than Reports Specific to Trust Systems or IITD  

At the outset, Plaintiffs essentially repeat their arguments made in opposition to the

Motion to Reconnect Solicitor’s IT System, in which they discuss various reviews and

evaluations of general IT security at Interior.  Pl. Op. at 3-11 (discussing reports of Congress; the

Government Accountability Office (“GAO”); Interior’s external auditors, KPMG; and Interior’s

Inspector General (“IG”)); see Plaintiffs’ Opposition to Motion to Reconnect Solicitor’s IT

System at 6-10 (Dec. 14, 2007) (Dkt. No. 3472).  As before with regard to the Solicitor’s IT

system, the reports discussed within Plaintiffs’ Opposition are broadly directed at Interior and

not specifically at IT systems related to IITD,3  which are the subject of the Consent Order. 

Thus, Plaintiffs rely upon reports discussing various overall aspects of IT security at Interior,

rather than addressing the specific question posed by current federal law, i.e., whether Interior



4   Moreover, Plaintiffs wrongly assert that Mr. Cason’s supporting declaration and
his concurrence with the findings of external auditors are “irreconcilably contradictory
statements.”  Pl. Opp. at 7.  This assertion reflects the flaw in Plaintiffs’ argument, in which they
cite statements about non-Trust issues and imply that they are findings with regard to the Trust
systems at issue here.  Id.

Plaintiffs also state, wrongly, that the CIO referenced in the IG’s Performance and
Accountability Report for Fiscal Year 2006 “is the same Chief Information Officer who . . . filed
a statement [in support of the Motion to Reconnect Remaining Systems and Vacate Consent
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Defendants have demonstrated that the federally mandated IT security determinations properly

have been made.

Aside from the fact that Plaintiffs place great emphasis upon various reports from 2005-

2007, there can be no serious contention that the existence of IT security weaknesses or

vulnerabilities necessarily lead to the conclusion that a federal agency should disconnect its IT

systems from the Internet.  For example, Plaintiffs note that Interior was joined by the Defense

Department, the State Department, and the Department of Agriculture as receiving failing grades

from Congress in 2005 and 2006.  Pl. Opp. at 4 and n.8.  Surely, Plaintiffs have not suggested,

nor could they, that the Department of Defense or the Department of State, which have national

security responsibilities and which received the same grade as Interior, should be disconnected

from the Internet because of the grades they received from Congress.

Similar flaws may be found in Plaintiffs’ analysis of the KPMG report cited in their brief. 

A review of the KPMG audit report confirms that it was issued in connection with a review of

“Interior’s internal controls over financial reporting” and the portions of the report upon which

Plaintiffs rely are set forth in a section captioned “General and Application Controls over

Financial Management Systems.”  Exhibit 1 to this Reply Brief, at 3-5.   By its terms, the report

is not related to TrustNet and ESN, as Plaintiffs wrongly imply.  See Pl. Opp. at 7.4



Order.]”  Pl. Opp. at 9 and nn.13-14.  Putting aside the apparent dubiousness of the charges made
in Plaintiffs’ brief, the simple fact is that the CIO who signed the declaration referenced by
Plaintiffs is a different individual than the individual referenced in the 2006 IG report.  Mr.
Howell became the CIO in May 2007.   Exhibit 2 to this Reply Brief (Secretary announcement
available at  http://www.doi.gov/news/07_News_Releases/070511a.html).
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Plaintiffs’ analysis of these reports concludes with the following wholly insupportable

statement: 

Simply put, Congress, the Government Accountability Office, KPMG, the IG –
and, even the Interior defendant trustee-delegates in response to the foregoing
reports and investigations – all agree that IT security at Interior exposes trust data,
housed in systems connected to the Internet, to an imminent risk of undetectable
loss, destruction, alteration, and misappropriation.

Pl. Opp. at 11 (emphasis in original).  As a review of the reports cited by Plaintiffs and the

foregoing demonstrates, Plaintiffs’ characterization of the statements in these reports is

completely without foundation.

III. The Motion to Reconnect Remaining Systems and Vacate Consent Order
Demonstrates That Security Exists to Protect Data and That Interior Has
Complied With the Requirements of FISMA                                              

Contrary to Plaintiffs’ argument, the issue before this Court is not whether Interior’s

overall IT security posture has areas for improvement, as determined by this Court.  The

reconnection issue (or, in the case of OHTA, connection issue) is whether, in the context of

considering whether to vacate the Consent Order, Interior Defendants have demonstrated

compliance with the types of security and risk analysis reviews mandated by Congress through

FISMA and the enhanced role of NIST.  See Motion to Reconnect Remaining Systems and

Vacate Consent Order at 5-14 and Exhibits. 

Interior Defendants’ Motion to Reconnect Remaining Systems and Vacate Consent Order



5   Plaintiffs repeat their long-discredited complaint about the sufficiency of the jurat
on the declarations.  Pl. Opp. at 13 and nn.18 & 20, 15-16.  Interior Defendants believe the
declarations attached to the original motion are sufficient to demonstrate that the subject IT
systems have adequate security in place and that a decision to reconnect (or, in the case of
OHTA, connect) has been made, consistent with FISMA and NIST requirements.  There is a
distinction between providing sworn declarations for the Court’s consideration as evidence (for
which a jurat is required by Local Civil Rule 5.1(h)) and providing documents that serve as
substantive evidence that Interior has complied with the requirements of federal IT security law. 
Thus, for purposes of this motion, Interior Defendants could have made the requisite showing of
adequate security by attaching internal memoranda, rather than documents denominated as
“declarations.”  Nevertheless, in the hope of mooting Plaintiffs’ contentions about “insufficient
jurats,” we attached declarations bearing a jurat that conforms to the court’s analysis in Cobell v.
Norton, 391 F.3d 251, 260 (D.C. Cir. 2004) (“A declaration or certification that includes the
disclaimer ‘to the best of [the declarant's] knowledge, information or belief’ is sufficient under
the local rule, the statute.”) (citations omitted).

6   As the declarations attached to our motion demonstrate, in the almost three years
since the 2005 hearing, Interior has undertaken considerable work to design, implement, and test
the systems that are the subject of this motion.  Information derived from the 2005 hearing is
simply not relevant to assessing the status of IT security today.  See, e.g., Pl. Opp. at 11-12
(discussing BIA’s systems as of 2005).

The dated nature of the information cited by Plaintiffs is not the only flaw with their
discussion, however.  In at least one instance, Plaintiffs’ discussion is grossly misleading about
this Court’s findings from the 2005 hearing.  Plaintiffs baldly state, “Twelve BIA systems have
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is accompanied by sworn declarations5 of Interior officials confirming both the existence of IT

security measures for the subject IT networks and Interior’s compliance with FISMA and NIST 

requirements.  The specific elements of this showing were summarized in the motion seeking

reconnection of BIA, OHA, and OST, and allowing connection of OHTA.  See Motion to

Reconnect Remaining Systems and Vacate Consent Order at 5-8 and Exs. 1-4 (discussing BIA);

8-10 and Exs. 1-2, 5-6 (discussing OHA); 10-12 and Exs. 1-2, 7-8 (discussing OST); 12-14 and

Exs. 1-2, 9-10 (discussing OHTA).  Plaintiffs ignore the detailed discussion in the motion and

the supporting declarations, choosing, instead, to rely upon dated information from the 2005

hearing,6 which resulted in a preliminary injunction being vacated in Cobell XVIII; to wholly



‘defective’ certification and accreditation documentation.”  Pl. Opp. at 12 (citing Cobell v.
Norton, 394 F. Supp. 2d 164, 253 (D.D.C. 2005) (emphasis added), vacated, Cobell XVIII).  In
suggesting that this is the current state of the BIA systems, Plaintiffs do not disclose that, in fact,
this Court found, “At BIA for example, twelve systems had defective C & A documentation that
required that the systems be returned to IATO status.”  394 F. Supp. 2d at 253 (emphasis added). 
This Court further explained that BIA took that action after the Department’s then-CIO, Mr.
Hord Tipton, issued a memorandum recommending that BIA “remand the accreditation status of
the . . . twelve systems to interim authority to operate (IATO) with a 45-day expiry.”  Id.
(quoting Tipton memorandum dated January 26, 2005).

7   As we explained, while not mandated by FISMA, solely because of this litigation,
Interior added an additional requirement for review by the Associate Deputy Secretary, Mr.
Cason.   Motion to Reconnect Remaining Systems and Vacate Consent Order at 8.
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disregard the evolution in federal IT security law, beginning with FISMA; and to challenge, yet

again, the sufficiency of the so-called “unqualified jurats” supporting the declarations.  Pl. Opp.

at 11-14, 16; see note 5, supra.

It is particularly significant that Plaintiffs’ discussion states nothing about the FISMA-

and NIST- directed roles and responsibilities of the Department CIO; the CIOs for BIA, OHA,

OST, and OHTA; and the Authorizing Officials’ Designated Representatives, all of whom

executed detailed declarations filed in support of the Motion to Reconnect Remaining Systems

and Vacate Consent Order.7  Given the absence of Plaintiffs’ discussion about matters such as

Interior’s CAP policy; the findings and recommendations of the various independent contractors

engaged in connection with the Certification (or “Recertification”) and Accreditation process; or

the conclusions of the Authorizing Officials’ Designated Representatives, we simply refer the

Court to the sections of our motion cited in the preceding paragraph for further details

demonstrating compliance with FISMA.

Plaintiffs argue that Interior Defendants’ showing is insufficient because Interior

Defendants did not file reports prepared by independent contractors, such as Security Test and



8   Interior Defendants certainly did not understand the Court to be asking the
government to provide information akin to the “over five million pages of documentation related
to IT security in connection with the 2005 IT security evidentiary hearing.”  Pl. Opp. at 14. 
Aside from consuming 59 days for an evidentiary hearing, that proceeding ulitmately led to the
preliminary injunction vacated by Cobell XVIII, which the Court specifically referenced in its
comments on May 14, 2007.
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Evaluation Reports (“ST&E Reports”), Risk Assessments, and reports setting forth “documented

security control deficiencies for OHA and OST.”  Pl. Opp. at 14.  They ground this argument

upon the Court’s reference to “IT reports” during the May 14, 2007 hearing.  In making this

argument, Plaintiffs partially quote two sentences and conclude that Interior Defendants “refuse

to provide competent evidence.”  Id.  The entire statement of the Court, however, hardly rings as

a directive to file independent contractor reports, such as ST&E Reports, Risk Assessments, or

any of the other highly technical and sensitive documents prepared in connection with the

Certification and Accreditation process:

But I don't see why Interior can't go ahead with its plans to connect these bureaus,
and when you're ready, come to me and say, “I want to connect the bureau.”  And
I'm probably going to say yes, because I'm going to look at Cobell XVIII and say,
“I don't really have the -- the Court of Appeals doesn't want me to tinker around
with this.”  

But you haven't shown me -- you haven't made the requisite showing that you
have any security.  You haven't filed the IT reports, you haven't -- you say, “Oh,
yeah, we have security,” but you tell me that you're not even ready to connect the
bureaus to the Internet.  All this consent decree really does is to stop you at the
last step of connecting to the IT.  There’s nothing in this consent decree, is there,
that says that you can't prepare to connect.

Tr. 40:11-24 (May 14, 2007).  Specifically, the statement of the Court in the paragraph preceding

the Court’s reference to “IT reports” reasonably leads to the conclusion that this Court did not

intend to become engaged in such matters, consistent with Cobell XVIII.8

Rather than directing Interior Defendants to file particular reports, the Court directed



9   Plaintiffs’ assertion that because Interior Defendants did not file the independent
contractor reports, the Court should “enter an adverse inference that the security is not materially
improved” and that “the reports would have been produced if they support[ed] defendants’
motion” is groundless.  See Pl. Opp. at 14.  The conclusions of the reports are summarized in
detailed declarations submitted with the Motion to Reconnect Remaining Systems and Vacate
Consent Order, and Interior Defendants’ decision not to submit highly technical and IT security-
sensitive documents with the motion is both rational and understandable.
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Interior Defendants to make what the Court referred to as the “requisite showing” of IT security. 

While in May 2007, the Court concluded that Interior Defendants had not made a showing of

“any security,” the Court’s statement did not direct the submission of detailed and sensitive IT

security reports for the purpose of conducting a review of IT security,9 and this is wholly

consistent with the observation in Cobell XVIII that the federal judiciary should not become a

participant in making assessments about the adequacy of an agency’s IT security.  See Cobell

XVIII, 455 F.3d at 314 (“Notably absent from FISMA is a role for the judicial branch.”). 

IV. Plaintiffs’ Analysis of the Consent Order Disregards and Mischaracterizes Both
the Substantial Changes in Law Governing Federal IT Security Technology and
Interior Defendants’ Assessments Made Pursuant to Such Law                           

A. Plaintiffs’ Lengthy Discussion of the Consent Order Ignores and
Confuses the Import of FISMA and Cobell XVIII                        

Plaintiffs’ discussion of the Consent Order and their assertion that Interior Defendants

have failed to establish a basis for vacating the Consent Order simply disregard the substantial

evolution of federal law governing IT security assessments since entry of the Consent Order or

the facts established by Interior Defendants’ motion and the supporting declarations.  See Pl.

Opp. at 17-31.  In doing so, Plaintiffs initially follow the same tack as their opposition to the

motion to reconnect the Solicitor’s IT system.  See Pl. Opp. at 18 (“Defendants identify no

material change in law or fact that justifies ignoring the terms of the governing order . . . .”);



10   The discussion in Cobell XVIII cited by Plaintiffs referred only to unchallenged
findings of fact regarding the development of IT security within Interior over “the last few
years.”  It did not address “catastrophic risks” and, as previously explained, the appellate court
actually found that Plaintiffs had failed to show “that anyone ha[d] already altered IITD by
taking advantage of Interior’s security flaws, nor that such actions [were] imminent.”  Cobell
XVIII, 455 F.3d at 315.

11   Plaintiffs also ask the Court to hold any ruling on the motions “in abeyance” until
the Court concludes the proceedings scheduled to begin June 9, 2008.  Pl. Opp. at 2 n.3, 22. 
Plaintiffs proffer no justification, other than the fact that none of the subject IT systems has been
connected to the Internet since entry of the Consent Order and that “reconnection necessarily
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Plaintiffs Opposition to Motion to Reconnect Solicitor’s IT System at 3 (“Defendants identify no

material change in law or fact, let alone any change that purports to justify their disregard of the

terms of the Consent Order.”) (emphasis in original).  

Unlike Plaintiffs’ previous opposition to reconnection of the Solicitor’s IT system,

Plaintiffs compound their flawed analysis by asserting that “reconnection under these

circumstances necessarily would result in a further breach of trust and irreparable harm to the

plaintiff class,” Pl. Opp. at 18, notwithstanding Cobell XVIII’s clear statement that Plaintiffs

“have pointed to no evidence showing that anyone has already altered IITD by taking advantage

of Interior’s security flaws, nor that such actions are imminent.”  Cobell XVIII, 455 F.3d at 315. 

Plaintiffs repeat their unfounded and hyperbolic assertion later in their analysis, Pl. Opp. at 19

(“The extent to which trust data again would be placed at catastrophic risk in conjunction with

reconnection to the Internet is material to a fair resolution of this litigation.”), and further

misrepresent Cobell XVIII’s conclusion, id. (“[T]his Court has made unchallenged findings that

the catastrophic risk has not abated.”) (citing Cobell XVIII, 455 F.3d at 308)).10

Plaintiffs further advise the Court that “[d]iscovery and an evidentiary hearing” are

required.11  Pl. Opp. at 18.  In doing so, Plaintiffs ignore Cobell XVIII’s admonition that FISMA



would expose trust data to further systemic loss and destruction.”  Id. at 2 n.3.  With regard to
the former, Plaintiffs disregard the obvious continuing impacts upon Interior and the public
served by Interior through disconnection, see, e.g., Interior Defendants’ Thirty-First Quarterly
Status Report to the Court at 45-46 (Feb. 1, 2008) (Dkt. No. 3506) (excerpts attached as Exhibit
3 to this Reply Brief), and with regard to the latter, Plaintiffs, again, simply ignore Cobell
XVIII’s confirmation that they “have pointed to no evidence showing that anyone has already
altered IITD by taking advantage of Interior’s security flaws, nor that such actions are
imminent.”  Cobell XVIII, 455 F.3d at 315.
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“includes a role for OMB, the Department of Commerce, the NIST, the Comptroller General,

Congress, the public, and multiple officials within each agency subject to the statute” and that

“[n]otably absent from FISMA is a role for the judicial branch.”  Cobell XVIII, 455 F.3d at 314.

Plaintiffs repeatedly seek to interject this Court’s previous finding of “impossibility” in

Cobell XX and their unfounded claim that there has been a finding that the government

repudiated its accounting duties.  Pl. Opp. at 19; see also id. at 20 (discussing receivership and

restitution).  It is sufficient to note that whatever results from the upcoming proceeding

scheduled to begin on June 9, 2008, the product of that hearing will have no bearing on the

obvious need for the Department of the Interior to have full Internet connectivity with its clients

and the general public.  See, e.g., Interior Defendants’ Thirty-First Quarterly Status Report to the

Court at 45-46 (Feb. 1, 2008) (Dkt. No. 3506) (discussing deleterious impacts of continued

disconnnection from Internet) (excerpts attached as Exhibit 3 to this reply brief).

Plaintiffs conclude their argument with a lengthy, misguided invitation for the Court to

conduct a hearing on Interior’s compliance with federal IT security law, such as OMB Circular

A-130 and NIST Guidance, including FIPS 199, FIPS 200, and Special Publication 800-53.  Pl.

Opp. at 23-29; see also id. at 29 (inviting Court to assess whether OHA’s security evaluation

complies with NIST Special Publication 900-18 (revision 1)).  Simply put, the parties
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participated in such an exercise in 2005 – one which consumed fifty-nine days for an evidentiary

hearing – and that exercise resulted in a vacated preliminary injunction and an appellate decision

cautioning both that the judiciary does not have a role under FISMA and that the Cobell matter

“is not a FISMA compliance case, whether or not such an animal exists elsewhere.”  Cobell

XVIII, 455 F.3d at 314.

B. Interior Defendants Have Provided the Court With Both an
Explanation of the Substantial Legal Changes Since Entry of the
Consent Order and the Requisite Showing That Interior’s
Currently Disconnected IT Systems Have Security and Have
Undergone Reviews Consistent With FISMA and NIST
Requirements             

Although Plaintiffs repeatedly assert Interior Defendants have failed to demonstrate a

substantial change in the law justifying vacation of the Consent Order, Interior Defendants have

previously described these legal developments in briefing to the Court.  See Motion to Vacate

Consent Order at 14-19.  At the May 2007 hearing, in which the Court denied without prejudice

our motion to vacate the Consent Order, the Court’s inquiries expressly recognized the import of

legal developments, such as Cobell XVIII, and advised Interior Defendants to provide additional

facts – the “requisite showing” – to show that Interior had IT security in place for the subject IT

systems.  Tr. 40:12-18 (May 14, 2007).  

The facts required are demonstrated by the Motion to Reconnect Remaining Systems and

Vacate Consent Order and its supporting declarations.  Although Plaintiffs’ opposing brief is

lengthy, little of it challenges the essential statements contained within the supporting

declarations:  aside from asking the Court to consider whether OHA’s security evaluation

complies with NIST requirements, Pl. Opp. at 29, Plaintiffs’ only challenge to the supporting

declarations appears in a footnote and a related text sentence, in which Plaintiffs complain that
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“[o]nly passing reference is made [in the declarations] to FIPS 199 and NIST 800-53.”  Pl. Opp.

at 28; see id. n.41.

Thus, the facts establishing the presence of adequate IT security for BIA, OHA, OST,

and OHTA have been presented.  Whether Interior’s IT systems have adequate security, in light

of a host of relevant factors, is a determination to be made by the responsible agency officials. 

The responsible officials at Interior have made the required assessment of the department’s IT

security, have deemed it adequate, and, accordingly, this Court should allow the requested

reconnection.  Moreover, insofar as no other bureaus or offices remain disconnected as a result

of the Consent Order, the Court should vacate the Consent Order. 

CONCLUSION

For the reasons set forth in Interior Defendants’ Motion to Reconnect Remaining

Systems and Vacate Consent Order and the foregoing reasons, Interior Defendants respectfully

request this Court to issue an Order providing (1) that the IT system networks of BIA, OHA, and

OST may be reconnected to the Internet, (2) that OHTA’s OLE network may be connected to the

Internet, and (3) that the December 17, 2001 Consent Order is vacated because it serves no

further purpose in light of the changes in facts and law since its entry.

Dated: April 18, 2008 Respectfully submitted,

JEFFREY S. BUCHOLTZ
Acting Assistant Attorney General

MICHAEL F. HERTZ
Deputy Assistant Attorney General
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U.S. Department of the Interior

Office of the Secretary 
FOR IMMEDIATE RELEASE
May 11, 2007

Contact:
Chris Paolino, (202) 208-6416

Kempthorne Names Michael Howell Chief Information Officer

WASHINGTON – Secretary of the Interior Dirk Kempthorne today announced that Michael Howell will become
the Chief Information Officer for the Department of the Interior on May 14, 2007.

“Mike has a wealth of experience and a track record of accomplishment that that makes him well qualified for
this position,” Kempthorne said. “We are confident that he will provide the leadership to manage and enhance
the Department’s information technology infrastructure and programs.”

The Chief Information Officer reports directly to the Secretary. The Office of the Chief Information Officer
provides leadership to the department and its bureaus in all areas of information management and technology. 

Howell is being promoted from his current position as the assistant director for Information Resources and 
Technology Management and Chief Information Officer for the U.S. Fish and Wildlife Service. At FWS, Howell
was responsible for all aspects of information resources and technology management, policy, budget, strategic 
planning, and operations in the Fish and Wildlife Service. 

Mike previously served as chief of the Information Technology Portfolio Management Division in the
Department’s Office of the Chief Information Officer, where he was responsible for overseeing the management
of the Department’s $900 million a year portfolio of IT investments. Earlier, Mike also served for two years as
the acting CIO and deputy CIO for the Bureau of Land Management.

For five years in BLM’s headquarters budget office, Mike was responsible for the budgets of a number of
programs, including the Information Technology, Wildland Fire and Central Hazardous Materials appropriations.
He ultimately led the development of BLM’s entire budget.

Mike spent four years at BLM’s Oregon State Office as a branch chief, responsible for software application
development, Global Information System applications, and data and records management programs. He
managed IT and GIS support for the President’s Northwest Forest Plan and the Interior Columbia Basin
Ecosystem Management Project. Mike spent seven years in BLM’s Eugene District on forest inventory, land
use planning, and National Environmental Policy Act analysis. He worked five years in a variety of forest
management jobs in the Medford District in southwest Oregon. Mike’s career began with the U.S. Forest
Service in the Coeur d’Alene National Forest in Idaho and the Olympic National Forest in Washington.

A native of Bethlehem, Pennsylvania, Mike graduated in 1977 from Pennsylvania State University with a 
bachelor of science degree in Forest Science with a minor in Wildlife Management. In 2005, he completed the
Chief Information Officer certificate program at the National Defense University IRM College. Mike and his wife
Gretchen have a son, Sean, and a daughter, Victoria.

— DOI —

Accessibility | Feedback | Notices | Disclaimer | Privacy Statement | FOIA | E-Gov | USA.gov | DOI Home
EXHIBIT 2 

Interior Defendants’ Reply Brief in Support of Motion to Reconnect DoI’s 
BIA, OHA & OST to the Internet; Allow DoI’s OHTA’s OLE to Connect to the

Internet; and Vacate the Dec. 17, 2001 I-T Security Consent Order
Page 1 of 2



U.S. Department of the Interior - Kempthorne Names Michael Howell C... http://www.doi.gov/news/07_News_Releases/070511a.html

2 of 2 4/14/2008 3:06 PM

U.S. Department of the Interior
1849 C Street, NW

Washington, DC 20240
webteam@ios.doi.gov

Last Updated on 05/11/07

EXHIBIT 2 
Interior Defendants’ Reply Brief in Support of Motion to Reconnect DoI’s 

BIA, OHA & OST to the Internet; Allow DoI’s OHTA’s OLE to Connect to the
Internet; and Vacate the Dec. 17, 2001 I-T Security Consent Order

Page 2 of 2



Status Report to the Court 
Number Thirty-One

For the Period 
July 1, 2007 through December 31, 2007 

S
DE

PA
RTM E

U

MARCH 3,184 9

TN THE

INTER
IO

R

February 1, 2008 

EXHIBIT 3 
Interior Defendants’ Reply Brief in Support 

of Motion to Reconnect DoI’s BIA, OHA & OST  
to the Internet; Allow DoI’s OHTA’s OLE to Connect to the 

Internet; and Vacate the Dec. 17, 2001 I-T Security Consent Order
Page 1 of 3



STATUS REPORT TO THE COURT NUMBER THIRTY-ONE

February 1, 2008 Information Technology 

45

implemented throughout Interior, and challenges still remain in the C&A program and 
system configuration management. 

� As reported in the Status Report to the Court Number Thirty, on March 13, 2007, OIG 
issued a Notice of Findings and Recommendations.  Interior took the necessary steps to 
respond to the findings in that report, and the OIG investigation that was initiated as a 
result of this NFR is completed.  On July 18, 2007, Interior released version 1.0 of the 
Defense-in-Depth Strategic Plan.  Interior considers the matter closed. 

Delays and Obstacles 

Like other federal agencies, Interior must address many challenges regarding the integration, 
performance, funding, security, and data integrity of IT systems. Interior initiated or completed 
steps to address some of the challenges reported in this and previous reporting periods.
However, delays and obstacles listed below impede progress in achieving Interior’s IT 
management goals. 

Staffing
Interior continues to experience high staff and management turnover in critical IT positions, 
particularly IT security.

Funding and Resources 
� Limited congressional appropriations have impacted the ability of Interior to fill 

personnel vacancies, complete projects and meet deadlines. 
� Court orders requiring bureaus and offices to maintain email backup tapes for indefinite 

periods require the acquisition and maintenance of an extremely large volume of 
expensive backup tape media.  This cost burden on Interior bureaus and offices has 
diverted funding from other Interior programs. 

Denied Internet Access 
Four Interior bureaus and offices (BIA, OHA, OST and SOL) have not been permitted by the 
Court to have Internet access since December 5, 2001.  As previously reported and detailed in 
the Status Report to the Court Number Twenty-Eight, lack of Internet access impedes work 
processes and the ability to communicate effectively, both internally and externally.

Lack of access to the Internet continues to cause daily inefficiencies for the off-line bureaus.  
Specific examples include: 

� Litigation in federal court and administrative tribunals with multiple parties located all 
over the country is commonplace in Interior.  In many cases, the judge and all of the 
parties except Interior conduct all of their legal matters over the Internet.  Some tribunals 
require electronic filing.  Interior attorneys use slow and perennially-busy fax machines 
to send and receive lengthy documents, causing delay and inconvenience not only for 
themselves but for the other parties.  Alternatively, they must leave their offices and 
travel to their homes or their client agencies' offices (if those locations have computers 
authorized for such use) in order to send and receive documents.  This time-wasting 
scenario is multiplied when drafts must be exchanged between field offices and 
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headquarters, between client agencies and the Solicitor's Office, and between the 
Department of Justice and the Solicitor's Office. 

� Much information critical to Interior is accessible only on-line. Examples are some tribal 
statutes and regulations, the U.S. Patent and Trademark Office registry of logos and 
trademarks, GAO opinions, and licenses for commercial products being used by Interior. 

� Participation in certain federal initiatives such as Continuity of Operations Plans, 
Influenza Pandemic Planning, and Homeland Security projects, is difficult if not 
impossible without Internet access, since some of these projects require review of 
sensitive documents available only through limited-access, secure Internet portals.

� Investigation of criminal use of Interior-owned seals and logos on the Internet (a problem 
especially for the National Park Service) cannot be accomplished on off-line computers.  

� Ordinary office procedures that occur hundreds of times per day, which, if done on-line 
would take only seconds or minutes, instead require multiple telephoning and/or faxing. 
Support, program, and professional staff must have basic information for a wide variety 
of purposes: phone numbers of specific staff in government agencies; date of death for 
probates; vehicle values for tort claims; airline schedule and mileage for travel planning; 
price comparison for procurement activities; tracking information to locate FedEx 
packages, etc. 

Assurance Statement

I concur with the content of the information contained in the Information Technology section of 
the Status Report to the Court Number Thirty-One.  The information provided in this section is 
accurate to the best of my knowledge.

Date:  January 24, 2008 

Name: Signature on File 
Michael J. Howell, Jr. 
Department of the Interior Chief Information Officer 
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