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UNITED STATES DISTRICT COURT

‘ for the
Eastern District of Virginia

United States of America )
V. - ' )
John Kiriakou ) Case No.1:12MJ33

)

)

)

Defendant(s)
CRIMINAL COMPLAINT

I, the complainant in this é_ase, state that the following is true to the best of my knowledge and belief.

On or about the date(s) of 2008 through 2009 in the county of Arlington
Eastern District of Virginia , the defendant(s) violated:
" Code Section Offense Description
See Attachment A. ' See Attachment A.

This criminal complaint is based on these facts:
See Affidavit in Support of Criminal Complaint and Arrest Warrant.

@ Continued on the attached sheet.

Reviewed by AUSA/SAUSA:

in the ;

Complainant’s signature

Lisa Owings, AUSA

Special Agent Joseph Capitano, FBI

Printed name and title

Sworn to before me and signed in my presence.

" Date:

Judge'’s signature

City and state: Honorable John F. Anderson

Printed name and title



o - WS’I‘ATES DISTRJ;GLF’CDURT -
EAS’!‘E&%N DISTRICT OF VIRGINIA °
ALEXANDRIADIVISION o
UNITED s'EATEs OF AMERICA Attachment A
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I, the undermgned complamant being duly sworn on oath state that the
following is §rue and correct to the best of my knowledge and belief:

COUNT ONE
i

At times in 2008 and 2009 in the Eastern District of V:rglma, Alexandna Division,
. and elsewhei'e, J OHN KIRIAKOU defendant herein,

"OASE NUMBER: 1:12MI33

that ;fhe United States government was takmg afﬁrmatwe measures 1o
concqal such covert agent’s intelligence relationship to the United States, in
that Hefondant JOHN KIRIAKQU emailed the name of Covert Ofﬁcer A'to
J ourﬁahst A;

in v101at10nbf Title 50, Unrted States Code, Section’ 421(b), and
QQI_LN_I‘__T.W.Q

At times pifior to June 22 2008, in the Bastern District of Virginia, Alexandria
Division, a& elsewhere, JOHN KIRIAKOU, defendant herein,

la; having had access to and been entrusted with mformanon relatmg to.
the 1 iational defense, namsely, the association of Officer B with the Central
Intelligence Agency’s Rendition, Detention, and Interrogation Program (“RDI
Pro am”) and with an operation to locate and capturé Abu Zubaydah, which
. information the defendant had reason to belisve could he used to the injury of
the United States and to the advantage of any foreign nation, willfully
communicated and transmitted the same to Journalist B, a person not -
entitlled to receive it;
S
(N
o
|



in violation df Title 18, United States Code, Sections 793(d); and
| COUNT THREE

At times i:nﬁlay and November 2008, in the Eastern District of Virginia, Alexandria
- Division, ang elsewhere, JOHN KIRIAKOU, defendant herein,

‘lawﬁﬂly having had access to and been entrusted with information relating to

' the nitional defense, namely, the association of Officer B with the Central
Intel 'gence Agency’s RDI Program, which information the defendant had
reasop to believe. could be used to the injury of the United States and to the
advanltage of any foreign nation, willfully communicated and transmltted the
same to Journalist A, a person not entitled to receive it;

in Vlolatlon ]Qf Title 18, United States Code, Sections 798(d); and
| COUNT FOUR

On or abou 'July 28, 2008, in the Bastern District of Virginia, Alexandria Division, '
and elsewhi k'e J OHN KIRTAKQU, defendant herein,

in a Ipatber within the jurisdiction of the executlve branch of the Government
of thel United States, namely, the Publications Review Board of the Central
Intel gence Agency, wﬂlfully concealed and covered up by trick and scheme a
material fact, namely, that, in connection with a manuscript he was seeking
to publish, the defendant was aware that the Central Intelligence Agency
used[ particular classified technique in an operatidn to locate and capture
Abu Zubaydah, despite representing falsely to the Publications Review Board
that ghe techmque was fictitious; 4

in wolatlompf Tltle 18, United States Code, Section 1001(a)(1).



"IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT-OF VIRGINIA

ALEXANDRIA DIVISION
UNITED STATES OF AMERICA )

' ) CRIMINAL NO:

. ;. 4

)
- JOHN KIRIAKOT, )
_ | ;
Defenda.nt. )

AFFIDAVIT IN SUPPORT OF CRIMINAL COIV[PLAINT AND ARRES’I‘
WARRANT

| I, Joseph Capltano bemg duly sworn, depose and state the foIlowmg

1._ I am a Special Agent with the Federal Bureau of Investigation (“FBI") -

and have been empongd With the FBI since appro:dmately 2004. I am currently '

Aassigned tp aI sq,ua«I at the Washiﬁgton, DC Field Office that handles_ national-

A secﬁrity cases. 'During my tenure with the FBI 1 ‘Ila»ve handled federaI criminal
. mvestlgatlons and the execution of; numerous arrest Warrants

2. - T]:us affidavit is submltted in uupport of a criminal complam’c a]legmg

that JOIIN K[RI_AKOU has committed violations of Title 18, United States Code,

Seétiqns 793(d) and 1001(a)(1), and Title 50, United States Code, Section 421(b).

Because this affidavit is being submitted for the limited purpose of establishing

probable cause for the accompanying complaint, I have not inclﬁded each and every

Tact known to me concerning this investigation.




3. This affidavit is 'base.d on my personal knowledge; ihfdrmation
proviaed to me by other law enfoi;;:eﬁlént agents and other government personnel;
‘andvn;y review of do.cuments and other materials.

" Baé.kgg’ ound

The Matter Under Investigation

4 On or about January 19, '2009, defense counsel féi' certain hiéh value-
defainees_ held at the‘Uniﬁed States military détention facility ‘a.t Guantanamo Bay,
Cuba, ‘J'ﬁled a motion with the military commiséidn then responsible fo'r adjudiéaﬁng
‘chargés brought against the detainees, seeking géfmissién 1:6 obtain information
tﬁﬁt cognsel contended was necessafy fo’ furthe;f..thé defense of the detainees. In
) 'sﬁiopori; of fhis motion, defenéfe counsel fﬂe‘;i a ciassiﬁed document under seal (the
“classified dgféns_e ﬂ]jpg"), which, naméd or otheiwise- identified mulﬁple persons
. vsfho_m defense counsel beﬁevgd t6 be United States' government personnel involved '
in dlassiﬁed activities rglevént fo tﬁe legal defense of the detainees. ‘The classified
défense filing contajhed both accurate a;ld inaccurate information z;eléting to the
identity and afﬁ]iation of the individuals described in the dqcumeﬁt, as well as4to'
activities in which they barticipated. Certain of the accuraté informatioﬁ confained _
in the classified defe::;se -fi]ing included the names and afﬁ]iation of covei't United.
States g‘overn;tﬁent persdhnel, as well as ,infﬁrmatiqn about persons 'Whose affiliation
' Wlth the United States governmeﬁt was not- classified but whose participation in

certain activities was classified.




5. Ba's_gd on consultétion ﬁth ﬁhe Departﬁ:lent of D.efehse' and a réview of.
discovery provided t‘p. defense counsel prior to January 19, 2009, there had been ‘m:)
. authorized _di.sclvosurve' t;)’ defense counsel of the classified information that Was'
conﬁéiﬁed in the éiassiﬁed defense filing relaﬁng to ithe identities and activities of
covert ,goverhmentpersonﬁel. |
6. f In spring 2009, 32 .pages of photographs WBI:E disco‘vgré«i in the _
~ possession of certain high value - detainees held at the Unj,féd 'St'ates military
. detention facility _at_ Guantanaxﬁo .Bay, Cuba. Améng ‘these photog:raphs were
photdgraphs of ceitain personnel of the Central Inte]]igence Agency (“CIA”) and the
f‘BI aﬁd federal government co‘ntractors. o | |
Tﬁe Il':;itiation of the Investigation and Appointment of Special Attorneys

7. After reviewiné the January 2009 classiﬁed defense filing (and prior to

the discovery of the photogré.phs_), the CIA filed'a crimes report on March 19, 20009,
: Wﬁ;h_ the. Department of Justice. The National Sécurii;y Division ;)f the Depaxfment
~of Justice, Wt;wrking with the FBI, commenced.aﬁ. investigation.

8. By letter-date‘d March 8, 27(‘)10‘, PatI:ick J. Fitzgerald, the Unifed. States
‘Attorney for the Northern .District of Tllinois, was apiiointéd Spe(;iai Attorney to |
supervise the investigation 'purs‘ﬁént to Titlé 28, United States Code, ‘Section'515,
subject to thé supervisibn of thé Deputy Attorney General.l

9. ‘The March 8, 2010 letter, as supplemeﬁtéd and.amended on July 14; ‘

2010 and clarified bsr letter dated May.27 ,. 2011, delegates authoi-it'yv to conduct an’

3




inx?esﬁgation and any related prosecutions in’ connection with any matter arisiné
| out of the Department of Defonse seizures of certain photographs from Guantanamo
Bay detainees. |
' The Conduct of the Inveeﬁgaﬁon ,

- 10.  'The investigation focused initially on the circumstances suri'oun:djng .
A _the i;nolusion‘ in i;he classified defense filing of “information ‘ooncer'njng "covert_
government pehsonﬁel, andAthe possession of phofographs of governi:nent person_nel '
byA detainees. After ,indeﬁendehtly examining the facts ahd circumstances
sur:counding the filing of the classified documerﬁ; in dJ. anuary" 2009 and. the :vfecover'y -
of the photographs in sprmg 2009 -- a process that mcluded obta:mmg information -
from the defense team and mterwewmg the defense mvestlgator under procedures
designed to av01d infringement of the deta:mees ablllty to consult Wlth counsel and
‘the attorney—chent prwﬂege - the 1nvest1gat1ve team concluded that no laws were
broken by the defense team.' In particular no laW prohibited' defense counsel from’
filing a classﬂied document under seal outlining for a court class1ﬁed mformanon
‘they had Iearned durmg the course of their mvest1gat10n With respect to the
photographs taken or obtamed by the defense team in the course of thelr .
mvestlgatlon and provided to detainees, the mvestlgatwe team found no ev1dence
the lde]’?ense attorneys fransmitting the photographs were aware of, much less
- disclosed, the identities of the persons depicted m particular photogi‘aphs oi'
othefwise 'dis‘,closed any classified matters associated with certain of . those

individuals to the ,detaineee. Rather, the investigatiye team learned from the
. . .




defense investigator that defeﬁse couﬁsel, using a technigue commonly known as a
doulile«bl:ina ph.oto lineup,! provided the pﬁotogr’aphs (which included phot'ographs'
of non-pel;tiﬁgntvpeople not affiliated with the govémmenf) to their clients to
.detel;"min'e. Whgther they récognized.pei'sbns ‘who may have participated in the .
" questioning of them." No iaW or mﬂifary cdmmission order expressly pro]ﬁbﬁed
defense counsel from providing then clients with the photographlc spreads in’
question under these circumstances. However the fact that a defense mvestlgatm
had learned the classiﬁed information, including the information necessary to take
and/or assemble these photographs, suggested ‘tha,t the information ma& have been
éither de]ibgrately or inadvertently discloséd, without authorization, in a mal;nner
that ultimately resulted :m the defense team’s possession of the classified
information. | |

11. Although the. in‘/.'estigative team determined that members of the
" defense team did not break any laws in cormection ‘with btheir handling of the
claésiﬁed infothation' théy possessed relating to government personnel, the
- gquestion r’émained whéther government .ofﬁ'cialsf illegally ‘di‘sclose& the classiﬁe;i
information that the defense team ,'posséssed. Further investigation led to the
discovery fhat a former CIA. employee, defen:dant? .JOHN KIRIAKOU, repeatedly

‘made unauthorized and illegal disclosures of classified information to persons,

1 Photographs in a “double-blind” photo lineup are not accompanied by any

additional identifying information (such as names) so that both (1) the individuals

who are shown the photographs and (2) the person(s) presenting the photographs
" are unaware of the identities of the persons depicted.

‘b




including veporters, not authorized to receive classified il_iformation, including
. information identifying a covert CIA employee and disclosing the participation of
- certain other CIA employees in classified activities. The investigation revealed that

.oh multiple occasibnis, one of the reporters to whom KIRIAKOU illegally disclosed

classified information in turn disclosed that information to the defense investigator,

and that such information was reflected in the classified defense filing and enabled

-the defense team to take or obtain surveillance photographs of government

personnel.?
‘ 12, In pa@rtiéular, and as set forth in more .detajl,beiow, the investigation’
revealéd that: o ’.
a. KIRIAKOU disclosed to a journalist the name of a covert CIA

employée (“Covert Officer A”) and the fact that this covert employee was involved in

* a particular classified operation. The journalist then provided the defense 4

investigator with the name of the covert CIA employee.
b. KIRIAKOU disclosed or confirmed to three. aiffei'ent journalists |
the then-classified information that another CIA employee (“Ofﬁcer B”) pérticip’ated.

in an operation to capture and question terrorism subject ‘Abu Zubaydah, énd

2 The investigative team learned from the defense investigator that the
defense team did not photograph any persons whose association with the
government was not public unless the defense team believed  that the person was
physically present for-the questioning of a high value detainee and was not covert &t
the time of the defense investigation. Thus, for a number of the persons named in
the classified defense filing whose association with the government was classified,
no photographs were taken. :




ﬁrov_id‘éd two of those journalists with contact information for Officer B. One of the.
journalists to whom KIRIAKOU proyided inforﬁation ]mkmg Officer B to the Abu i
Zubaydah operation, including aApersonal email add.r'ess for Cfﬁcei‘ B, subsequently
provided the 'défense i_nvestig.ator with Ofﬁcer B’s home teleé]ione num};er, which
" the investigator used to identify aﬁd phot(;graph Officer B. | |

| e KIRTAKOU lied to the CIA regérding thé‘existence and use of a
classﬁ_led technique in an unsuccessful effort to trick the CIA into allowing him to
pub]lsh mformatmn rega:cd.mg the classified technique in a book..

- JOHN KIRIAKOU

13. | At times material to the allegations cohta’ineél in this Complaint:

a. JOHN C. KIRIAKOU the defendant a United States citizen,
res1ded in Ar]mgton, Virginia.

b. . From in or about 1990 tbrough in or about 2004, KIRIAKOU
~ wag employed as an intelligence officer with the CIA. During his employméent with
th’e.. CIA, RIRIARKOU éei‘w?ed at CIA Headquarters 1n Langley, Virginia, .and vin'
vaarious classified overseas assignments,

c. Inhis capadity as an inté]]igeﬂée officer at the C]'_A,‘ i(IRIAKOU
received security clearances .enab]ing h1m to access claesified information, as
| ﬂeﬁned’by _E}s'tecutive Order 12356; as superseded by Executive Qrd_er 12958 and

amended by Executive Order 183292 (the “Ordes”).3

8 The Order mandates that information requiring protection for natmnal

security reasons be classified at one of three levels' “Top Secret,” “Secret;”
. 7




Noh-‘-Disclosufe Agr‘eements :

r

14. As described further below on multiple oecasions 'KIRIAKOU
executed agreements with the Umted States government not to disclose classﬂied
mformatmn to unauthomzed persons. .

15.. On or about Janunary 10, 1990 in connection with the beginning of his
employment, K[RIAKOU executed the fo]lowmg two agreements
a. . KIRIAKOU signed a Secrecy Agreement with the Ci’A, in W}:uch
he agreed as follows: |

1. I ... hereby agree to accept as a prior condition of my
being employed by, or otherwise retained fo perform
services for, the Central Intelligence Agency . . . the
obligations contained in this agreement. .

2. I understand that in the course of my employment ... I
. -may be given access fo information or material that is

classified or is in the process of a classification

determination . . . that, if disclosed in an unauthorized

manner -would jeopardize intelligence activities of the

United States Government. I accept that by being

granted access to such information or material I will be

placed in a position of special -confidence and trust and

become obligated to protect the information and/or

material from unauthomzed dlsclosure

“Confidential.” The designation “Top Secret” .applies to infermation, the
unauthorized disclosure of which reasonably could be expected to cause
exceptionally grave damage to national security. The designation “Secret” applies
to information, the unatthorized disclosure of which reasonably could be expected:
to cause serious damage to national security. The -designation “Confidential”
applies to information, the unauthorized disclosure of which could be expected to
cause damage to national security. Finally, the Order provides that access to
classified information at any level may be further restricted through
compartmentation in “Sensitive Compartmented Information” (*SCI”) categories.

8




3. In coneideration for being employed or otherwise
retained to provide services to the Central Intelligence
-Agency, I hereby agree that I will never disclose in any
form or any matter, to any person not authorized by the
_Central Intelligence Agency.to receive it, any information
Lor material . . . that I know is classified . . . or is in the
process of a classiﬁcation determination. ‘

11. 1 understand that .- . the disclosure of mformahon
that .I agreed herein not to disclose can, in some
circumstances, constitute a criminal offense. :

15. I'understand that nothing in this agreement limits or

otherwise affects any provision of criminal or other law

‘that may be applicable to the authorized disclosure of
. classified information, mcludmg sectlon[] 793 ... of -
. Title 18, United States. Code

| b. At the same time, - KIRIAKOU executed a Non-Disclosure
: Agreement in erder to have access to certam SCI. K[RIAKOU ag'reed as follows

Intendmg to be legally bound, I hereby accept the
obligation contained in this Agreement in consideration of
my being granted access within Specidl Access Programs,
hereinafter referred to in this Agreement as Sensitive
* Compartmented Information (SCI). I have been advised
that SCI involves or derives from intelligence sources or
methods and is classified . . . . I understand and accept
that by being granted access to SCI, spec1a1 confidence

- and trust shall be placed in me by the United States
Government. :

I hereby acknowledge that I have received a security
indoctrination concerning the nature and protection of
SCI, ‘including the procedures to be followed in
-ascertaining whether other persons to whom I
contemplate disclosing this information have been

o .




approved for access to it, and that I understand those
procedures. . . . .

I have been advised that unauthorized disclosure,
unauthorized retention, or negligent hand]ing of classified
inforfation by me could cause'irreparable injury to the
United States or could be used to advantage by a foreign
nation. I hereby agree that I will never divulge anything .
marked as SCI or that I know to be SCI to anyone who is-
not authorized to receive it without prior written
authorization from the United States Government
. Department or agency . .. that last authorized my access
to SCI. I understand that it is my responsibility to
consult with. appropriate management authorities in [the
agency] that last authorized my access to SCI, whether or
- not I am still employed by or associated with [the agéncy]

In addition, I have been advised and am aware that a'nﬁr
unauthorized disclosure of SCI by me may constitute a
violation or violations of Umted States criminal laws,
including the provisions of . . . . Section[] 793 . .. [of] Title
18, United States Code. . ‘ -

16.  Subsequently, KIRIAKOU signed not fewer thaﬁ seven additional Non-
Disclosure Agreements in ordejf to access additional SCI, including the
corﬁparfments covering certain claséiﬁed information described in this ‘Cemplaint‘.
In each of these agreements KIRIAKOU agreed never to disclose SCI to anyone not

authorlzed to receive it Wlthout prlor written authonzatlon from the United States

government.

Unauthorized Disclosures Relating to Covert Officer A
"17.  Covert Officer A is currently a covert CIA employee whose relation'ship' A
to the CIA has been classified for more than two decades. As ‘éet forth below, based

on emails recovered from search warrants served on two email accounts associated
' 10




with KIRIAKOU, KIRIAKOU disclosed Covert Officer A’s identity and certein
ciassi:ﬁed ‘information, concej:ning his intel]igehce activities to dJournalist A.
Journa]iet A was not a person 'authorized. by the. United States government to
receive claesiﬁed infermatioﬁ. | . .

18. Omn "July_ 11, 2008,  KIRIAKOU exchanged a - series of email -
commuﬁicatione w1th Jourhe]ist A4 Journalist A emailed KIRiAKOU' .to ask, "Cae
. you remember the naree(s) of ._any of the -[speciﬁc G‘IA office] .Branch chiefs?” '
KIRIAKOU replied, "Serry, %[ﬁrst name ef AJournaJi'st Al. T never met any of thoee
gu.ys. And we never, ever dealt with them in [overseas eity " Journahst A
responded twice to the same ema:l First, Journalist A replied, “P1 esumably, [first
name of Covert Ofﬁcer Al KIRIAKOU then conﬁ:rm‘ed that “Thle had been my
branch chief in [specific ofﬁce] [b]ut he s the only one I ever came into contact'
with.” Second, Journahst A asked “Presumably [first name of Covert Officer A] '
'Worked in that group though right?” KIRIAKOU rephed separately to this email,
stating, "I assume he did. And actua]ly, I’m not sure he was the chief of it. He was
" the team leader on [speeific eperation], thoué z | ‘

19 Tn the afternoon of August 18, 2008, ;Journa]ist A emajled IKIRIAKOU,
asking him j:o “pick‘ out‘[ﬁrst name of Cevert Officer A]'e last name” frore a ﬁSt of

names that Journalist A provided in the email. In the same email, Journalist A

‘ ¢ Emails quoted below are verbatim insofar as possible and preserve the

original language and style, including errors. Redactions are noted in brackets and
described based on context and the affiant’s training, experience, and knowledge of
the "investigation as a whole. The quotations are excerpts only and do not

necesgarily include the entire email or entire email chain.
11




| gtated, “I'm not sure hé’s still in‘[particular .countiy], but maybe’é he's 6n this list
| I’ve,puﬂed." The .foillowi.ng morning, at 9:23 am, KIRIAKOU wrote back, stating,
“[first and last name of dover{; Officer Al It camg to me last ni'ght."b The last name’
of Covért Officer A had not, been on the list prov'idgd by Journalist A
| 20. At 11:31 am. on August 19, 2008, appro%imatéljr two hours after |
KIRIAKOU disclosed Covert Officer A’s last name to J oﬁrna]ist A, Journalist A sént
an emaﬂ to the defense investigator refefenced abové, that'coﬁtained Covert Officer
.A’s full name in the subject line. The email furthe;r stated: “His name is [first and -
last hame of Covert Officer Al" At 1:35 p.m., Journalist A sent a ﬁnal email to the
defense investigatof in which he‘ Statea: “my guy came through With his memory.”
: Neither Jqurﬁalist A nor any other jourﬁalist'to my knowledge has published the
name of Covert Officer A. | - . |
| 21. At thé time éf the unauthorized disclosure, tﬁe identification of Co’vert.
Ofﬁcer A as "the team leader o.n' [speciﬁc operation]” was ciassiﬁed at the Top
Secret/SCT Jevel because it revealed Both Covert Officer A's identity and his
assoc;iation with the CIA’s Rendition, Deteniibn, and Interrogation Program (the
“RDI Program”), relating to the capture, deﬁenﬁon; and,duestioﬁing of ferrorism
éubjects. This information had,beén closély held by the United Statés governﬁnent.
| 22.  Before Journalist A provided the defense investigatoi; with Covert
‘ Officer A’s name, the .dvefense investigator had been ‘attelvnpting to identify Covert

Officer A fqr some time but had Been unable to do so. It was only after reéeiving

12




Covert Officer A's niame from Journalist A that t]ie defense investigator was able to |
ide#tify Covert Officer A.

23. B(;th Covert Officer A’s name and gssociati‘on with the RDI Program
were included in' the ,Jaﬁuary 2009 classified defense fﬂmg iThe defense
t invesﬁgator has advised the government that he understood from the cﬁcuﬁlstanceé
that Covert Officer A x;vas a covert employé’e and, accordjngly, d1d not -ﬁake ];\is
phdtoéraph. No phot(;gxaph of Covért Ofﬁcér A W:is recovered «":lt Guantanamo.

24. On April 8, 2009, KIRIAKOU again éxk;haﬁgéd émaﬂ communicétioﬁs
with Jc')urné]ist A concerning Covert Officer A. Speciﬁcaliy, at 2:14 p.ﬁ., Journalist

A_emailed K”_[RLAKOU and asjged, “Ever know a [name] in [specific CIA office]?" At
i 3:09 p.m., KIRIAKOU respbndedr to Journalist A and stated, “Sorry., [frst ilame of -
jourpa]ist A]. I.didn't kﬁow the [specific oﬂ"ice]" people by naAme. except for .-[ﬁrst |
name of Covert Officer Aj.”' At the time of this additidnal disélos’um, the association "
' o;f" Cm}ert Officer A with the speciﬁé office remained classified at the Top Secret/SCI
level because, as described above, it fevealed both Covert Oﬂicér A’s identity and
his association with the RbI Program. |
Unauthorized Disclosures Relating to Officer B
25. At times material to this Complaint: |
| a. Officer B was émployed at thg CIA as a‘n‘analyst‘ ass;igned to its
CounterTerrorism Cem_:ér. |
b. | In or about March 2002, -Of.ﬁcer. B worked oﬁeréeas with’ |

KIRIAKOU on an operation to locate and capture Abu Zubaydah, a terrorism
: 13




a subject then sought by the United States ‘gover'nm.ent (the “Abu Zubaydah
| oberation"). The participation of Ofﬁc;ér B in the operation was classiﬂed.
| 26. _ Acéordjng to a CIA classification review officer, both Officer ‘Bs
é;ssociatioﬁ With the RDI program, and the Abu Zﬁbaydah operation in particuléir, :
ﬁére classified until t.;hét information recently W;eus declassified in o:‘cder £p allow this '
prosecution to go forward. | o | o
27.  As described in furthef detail b'glow, ‘baged on information I héve |
oﬁ%ain_ed from other iﬁdiﬁduals involved in this investigation, I have learned that
IﬁRIAKOU disclosed ciaésiﬁed informatibn reg_airdipg Officer B, a former employee
of the CTA with whom KIRIAKOU had worked at the CIA, to individuals who were
“not authorized by the United States government fo féceive the | classified
i_nfdrmation. Speciﬁca]ly,. and as more fully described belowl, baséd on emails
| recovered from search warrants served on two email acéounts associate& with
.KIRIAKOU, I have Jearned that KIRIAKOU disclosed or confirmed fo at lgast three = -
jourhalists classified infornigtion 'regarding Ofﬁcer, B In two instances, these
disclosures £ook the form of confirming for joumaﬁsts that a spgciﬁc individual with
Ofﬁqer‘ B’s name was the individual th’ pa;‘ticipatéd in certain cléndestiné activity;
namel& the Abu Zubaydah operation, including by providing contact infdrmation'for
that individual; in the third instance, ,K[RIAKOU appears. t(? have deécribeci to é’

journalist Officer B's classified role in ﬁhé Abu Zubaydah operation.
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Disclosures About Officer B to J ournalist B

- 98.  On June 22, 2008, The New York Times published: an article by one of

its oWn repoftere (“Journa]ist B" entitled “Inside the Interrogation of a 9/11
Mastermind® (the “Article”), which publicly named and identified Ofﬁcer B and.
- reported about Ofﬁcer B’s alleged role in the capture and questlomng of Abu
Zubaydah. The fact that Officer B partwlpated in the capture and questlomng of
Abu Zubdydah was then classified. The Article stated that “colleagues” ‘h‘ad
described Officer B's role, that bfﬁcer B had declined to be interviewed, a;_nd tﬁat "
the CIA Director and an attorney fox; Officer B had re.quested that Officer B not be
named. The article ettributed other informatiop to KIRIAKOU as a source, but did
‘nof identify the source(s) .xlzvho disclosepl or confirmed Ofﬁcer B's identity; |
29. As discussed further below, there is probable cause that, at various
times prioc to' June '22 2003 KIRIARKOU 'provide:i Journalist B Witil perconal

mformatlon regardjng Ofﬁcer B knowmg that Journalist B was seeking to identify .

and locate Officer B in light of Ofﬁcer B’s role in the Abu Zubaydah operation. In - -

doing so, KIRIAKOU conﬁrmed that Officer B was involved in the Abu Zub.aydah
‘operailzion' and therefore disclosed classified information. ';]ou_rhalis}t.'B was not a
i:)erson authorized by' the United States govermment to receive ‘classiﬁed
information ‘

30. For example prior to the. pubhcatlon of the Article, IﬂRMKOU
._ emailed Ofﬁcer B’s phone number a:nd email address to Journahst B. In an email -

dated April 21, 2008 ‘Journalist B mformed KIRIAKOU that he “[d]rove around Va
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yesterday in thé rain and stoppéd by [ﬂrét name of Officer B]'s Eouée. 1 couldn’t
ﬁéure it out -- twao big dogs in the house, but no one around and a hewspaz;er.dated ’
April 9-in front of the door. Also, the cell number on his [bﬁsiness] card seems not -
-fo Work Any f;ﬁther suggestioﬁs on hovs} to ﬁnd him most‘wel.come S In an
emaﬂ sent later the same day, KIRIAKOU rephed “As for [ﬁrst name of Ofﬁcer B]

I don’t know What to make of it. The numbers 1 have ave [phone number];(home)

and.[phone number] (cell). Is fhat what I. gave you from the business c%ard? His

email is [Ofﬁcer B’sv personai email ad&ress]. It's very odd that the dogs were '
ba_rkmg and that old paper was out. . . . Please let me know if I can 'be of any Mher
hélp.” The contact information WB..S accurate, and in 6119 or more interviews
éonducted by agents, Officer B recalled Ji ournalist B attempting to reach him.

31. Bésed on 'nitérviews of Officer B 'by other agéﬁts I have also learned
that prior to - the pubhcatlon of the Artlcle, Journahst B attempted to contact
. Officer Bin person, by phone and by emazl among other means:

a.  Journalist B had V151ted Officer B's home on a Sunday,5 leaving
notes under ]118 door and in ]:us maﬂbox and parkmg out51de his house for almost |
four hours. |

b. ‘ On or about May 8, 2008 an mdlwdual 1dent1fy1ng hlmself as .

Journahst B called Officer B's home and spoke with his W]fe

5 As noted in Journalist B's email to KIRIAKOU, dated April 21, 2008, and : -
described in paragraph 30 above, Journalist B had visited Officer B’s hnme the day
before the emall was sent. Apnl 20, 2008 was a Sunday
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c. "On or about Aprﬂ 11, 2008, and.May 8, 2008, Journalist B
‘emailed Officer B at his personal email address. Officer B had provided his
pers.onal email 'f;tddl‘ess' to KIRIAKOU, but no_'f to Joufna]ist B or any oiv:her‘
journalisf. , | . | :

d. | At vari;)ﬁs times prior to the publication- of the Article,
Journalist B also contacted Ofﬁcer B’s mother, 51ster and a hlgh School friend.

32. Subsequently, I(IRIAKOU also confirmed for Journalist' B that an
individuél with Officer B's name who -was associated with particulér contact
iﬁforma.tiog that Journalist B had foﬁnd on a website was lqcated in Pakistan in
Mazrch 2002, which were thg country and the month, réAspectively, in which fhe Abu _.
Zuba'ydéh operatipﬁ took place. In an email dated May 29, 2608, Journalist B
providéd KIRIAKOU With contact information for ‘Oﬂicer._B, who was listed on the
' website as “[first and last. name of Officei B],” and also inclﬁded- the web link to the

information. The information reflected that "3/9/02” was when the website received -
, the iﬁi’ormaﬁon, ‘i;z_;, the ,‘;Date Received.” KIRIAROU feplieci, “What an odd link
this is! I—Ié Wés DEFINITELY in Pakistan when he did thi's "6 .This commuﬁicaﬁoﬁ |
estabhshes probable cause that KIRIAKOU confirmed for Journallst B that the
‘individual whom Journahst B sought to identify was the same mdnndual who had

worked in Pakistan when the Abu Zubaydah operation took place. In doing so,

6 Although the website reflects that the information was received on March 9,
2002, Officer B stated that no entry was made from overseas at that time:. It is
unknown whether the. date reflects an actual entry or, for example an automatic
up date on the WebS1te -
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KI‘{IAKOU also conﬁrmed for Journahst B that Officer B was asso(nated with the
Abu Zubaydah operation, thereby revealing classlﬁed mformatlon |
33. After the publication of the Article, KIRIAKOU sent several’ emails
' denymg that he was the source for mformatmn in the Artlcle regarding Officer B,
. ‘while, at the same tlme lying about the number and nature of his contacts Wlth
J ournahst B. For example in an emaﬂ dated June 30, 2008, RIRIAKOU stated to -
’Ofﬁcer B: “I had a conversatxon over the weekend with the ombudsman at the NeW "
York Times regarding the artmle about you in last week's paper. . .. I'told.the
ombudsman that I thoeght fhe use of your name in the article was despicable and
unhecessary,- and that I thmiéht it could put you in personal danger. . .. I also
wanted to let you kne‘év . ... that T did not coeperate' with the article. My injr
contact with the author was ﬁhxee days before the article was published. He ca]legi
. me and asked if we .COuld talk. I declined. »He then asked if I tﬂought he should
.ment'ion yoﬁ by ﬁame. I said*absolutely_ﬁot. He countered with the fact that 'you'
have not been uiader cover. I said that ﬁlade no difference, and: that while it might
~not be‘ ﬂlegal to name you it would certamly be immoral.” ‘However, as reflected in
the emails descmbed above KIRTAKOU was in contact with Journalist B by email
" on a number of occasions and prov1ded Journalist B Wlth mformanon about Officer

B.
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Disclosures About Officer B to Journalist A
34. "From at least m or about November '2007 fhrough in er about
November 2008 KIRIAKOU promded dJ ournahst A with Officer B’s personal contact
information and dlsclosed to Journalist A classxﬁed mformatmn revealmg Oﬁcer '
. B’s association with the RDIProgram. - |
35. Inan emajl,:dated November 12, 2007, KIRIAKOU_prOVided Journalist
A with Officer B's personal eﬁaﬂ address. Sﬁbeeqeently, and on at least two ..
occasions, 'KiRIAKOU -provided information j:o Journalist A regarding Ofﬁcer B’s
-association with the RDI p’rograme
'a.: Firgt, in an emaJl dated May 17, 2008 Journallst A asked
KIRTIAKOU: “In [Gountry X] and then in [Country Y], was [first name of Officer B '
with two letters transposed] trained to do the techmques, or was he just asking the
questions as the heavies were doing the vaﬁous techni_(iues," referring to enhanced
interrogation techmniques. Iﬁ ‘an emaﬂ dated May 20, 2008, KIRIAKOU responded '
to Journalist A and disclosed :Ofﬁcer B's classified association with the RDI
Prbgram, noting' ‘“[First name of Officer B] was not tramed in the en.hanced.
techmquee He was gimply there to ask the questions that the analysts had posed ”
b. Subsequently, in a series of emaﬂs beginning November 12,
- 2008, Journa]ist A agked KIRIAKOU about classified information regardiné the
10g1stlcs of travels by part101pants in the RDI program mcludmg Officer B. For
example on November 12, 2008 Journahst A asked KIRIAKOU “IDid [first name

" of Officer B with two letters tranSposed] ever tell you hoW he actually got to .
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[Céunﬁy X] and '[Country Z]?" In response, on November 17, 2008, KIRIAKOU
stated, among other things, ‘Re [first name'. of Officer B], hé did not [trével in a
certain wayl,” thereby éonﬁrming Officer B's participatidn in the RDI program.

| -' 36. As referenced ‘ahove at paragraph 10, the. investigative team |
interviewed an investigator assisting the defex'ise team representing one or more
high value detainees being held at Guantanamo (the "defense investigator”). Based
oﬁ that interview, I have learned 'i';hat Journalist. A provided information ai)out
Officer B to the defonse mvestigator. For example, in an émail dated April 10,
2008, Joufnaﬁst A proﬁﬂed the defense investigator with Ofﬁcér B's home phone
number.” Before Journalist A provided Officer Bs phone ‘puml;er to the défense
investigatbi',,the defense inVestigafor héd been unable to éccurately identify dfﬁcer
B, particularly in light of his‘ co:ﬁmdﬁ surname. Hoﬁevef, after receiving this
i:nformation, fhe deferise investigator was aBle to quickly and accurately identify
‘Officer B and photograph him.

| 87. Four photographs of Ofﬁcer B Wére inclﬁded in the packet of

photographs recovered at Guantanamo.

7 Although the emails between KIRIAKOU and Journalist A do not reflect
that KIRIAKOU provided Journalist A with Officer B's home telephone number, the
email traffic between KIRIAKOU and Journalist A reflects that KIRIAKOU
provided Journalist A with other information about Officer B and his activities with
the CIA. In addition, the home telephone number for Officer B that Journalist A
providéd to the defense investigator was the same home phone number that
KIRIAKOU provided to Journalist B, as set forth in paragraph 30 above.
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38.  Both Officer B's name and his asseeiatipn with the RDI Program were
” included inthe J anuary 2009 classiﬁed defense ﬁ]jng.' o
Dlsclosures About Ofﬁcer B to Journahet C
' 89. At some tlme puor to May 22 2007, K[RIAKOU dlsclosed to Journahst
C classified mformatmn regarding the association of Ofﬁcer B with the Abu.
,. ' Zuldaydah operation. It appears that KIRTAKOU a:dd Jour:dalist .C cellaborated ona
prehmmaly book proposal:8 This is reflected in an eﬁuail dated May 22, 2007 ﬁoxﬁ
Jeurida]is;e C to KIRIAKOU, attached to which was a beek proposal that included ‘ |
. information apperenﬂy i)rovided. originELHy by KIRIAKOU to Jodrnelist C,
‘regarding the role- of KIRIAKOU in the capture of Abu Zubeydahl The book
proposal edso referehged Officer B by name and described purported actions that -
Ofﬁcer B took in Pakistan with respect to the Abu .Zubaydah operation. ‘Whi_le
asrects of the boeok pro’posal’e deeeription of Officer B’s role in the oﬁeratioﬁ may
'he%re ldeen ﬂctiona]ized, th.e' informatibn nevertheless * disclosed classified
. informatien. by'SPeciﬁceJJy linking Officer B to the Abu Zubaydah opei‘atieh. |
| 40, Journallst C was not a person authorlzed by the Umted States
government to receive clasmﬂed mformatlon

False Statement to the CIA

41, As described further below, the investigation also has revealed that

KIRIAKOU Lied to the CIA regarding a classified investigative' technique (the

8 Journahst C is not the coauthor of the book KIRIAKOU eventua]ly

. pubhshed that is referenced in paragraph 42 below.
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"téchnique") in an attempt to trick-the CIA into éﬂowing him to publish informaﬁon
‘regarding the technique in a book. | |
" 42.  KIRIAROU authored a book, The Reluctant Spy: My Secret Life in the |

CIA’s War on Terror, by John Kiriakou with a coaﬁthor,, which Randdm House

pubjished in approximaiteiy 2009 (the “bobk”).?i The book purports to descﬁbe
KIRIAKOU'S work on behalf of the CIA. " Prior to 'the. pub]ibatic;n of thé Book,
KIRIAKOU submitted multiple drafi manusoripts of the book o the CIA's
| Publication Review Board (“PRB"),10 which reviewed the draft manuscripts for-
classified inforn:;ation;- | o |

48. . As réﬂé.cted in é transcript éf a recorded 'inte’ﬁiew conducted m or
about August 2007 to assist KIRIAKOUs éoaufhozj in drafting the book, KIRTAKOU
described to Eis coauthor the technique, \%Vhich K[RIAKOtI referred to as thev ‘magic
box,” and informed i]is cqauthor that the CIA had used the 'téchnique in the Abu

Zubaydah operation.!

- 9 Based on our investigation, I believe KIRIAKOU’s coauthor currently is ar
freelance book writer, whom K[R[AKOU hired to a551st KIRIAKOU with draftmg
and editing thé book.

.10 The PRB is a CIA office responsible for cbnduct‘ing classification review of
materials that CIA employees and former employees.prepare for publication or -
other use in the public domain. PRB clearance is-required prior. -to the publication or
other public use of such materlals :

1 The transcrlpt was sent by ema11 from the ccauthor fo K[RIAKOU -and -
was obtained by the government as a result of the search of one of KIRIAKOU’s

. email accounts
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44. Subsequently, in the Artlcle pubhshed in The New York Times on June ‘
22 2008 referenced above the tecbnlque was dlsclased and referred toasa "maglc
box.” ‘ ‘

45. In an en:ia;il dated June .30 12008, KIRIARKOU egajn described the
technique to Ius coauthor and stated that he thought "at the time. [usmg the
techmque] was a g:teat idea, conceptually

46. - A few days later, in an email dated July 2, 2008 KIRTIAKOU's
coauthor -mformed KIRIAKOU, among other thmgs, that 'he had “]ust finished
G,OOO-pIus .Werds over two chapters on the Abu Zubaydaﬂ episode, I'm wondering
how much of this PRB will let us publish” A few hours later, KtRLAKoU |
responded te flis coauthor, stating, an;dng other things, that “I'm gﬁessing they'll let
us publish a.good; chunk. of the Apu Zniaayda]i story. They objected fo‘ some of the
aetails of the pleﬁning for the capture, but what I propose doing is telling them tﬁat
we've ﬁctioﬁalized much of it (even if ﬁre haven’f.j." ) |

47.  Approximately one ﬁldnth later, by 1etter. dated July 28, 2008 (the
-“‘Letter”), KIRIAKOU submitted a draft manuscript of the book to the PRB (the
"Dfaﬂ:‘ | Manuscript”). (The I;;e‘cter and Draft Manus’cript coﬁ;pﬁse the fu'st -
submission made to the PRB eince the email excha.nge' between KIRIAKOU and his
coauthor Aon July 2, 2008, de.scribe_d. in paragraph 46 abov'e.) | In the Leﬁ;er,
. KIRIAKOU eought permission from tjle -PRB‘ to inelude a "description of the
techmque in the book by falsely claiming that the techmque was fictional and that |

he’ had never heard of it before. Specifically, K]RIAKOU stated “There is a -
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referencelearly in thi's chapter to a device éa]led a-'mégic box.; I read about this so-
called device in a New York Times article. The information in that -aiticle \;vaé
clearly fabricated, as we used 'nb such device. I am unawaré of aﬁy [such] device
As it is fictionalized, I beheve it. is unclassﬂied ” The Draft Manuscrlpt described.
the use of the techmque in the Abu Zubaydah operahon | |
48. On August 17, 2008, KIRIAKOU sent to his coauthor a copy of the
Letter, .along with the Draft Manuscript, by attaching them to an' ema;ll and, in the
- text of the eﬁﬂl, admitted to. ].ﬁs coaﬁthoi' that'KIRIAKO.U, had Hed to the PRB m .
Aan attempt to include classified Mformation in the book: |
Here you go, ‘. [first name of coauthor]. I laid it on thick.
“And I said some things were fictionalized when in fact
-they weren’t. Theré’s no way they’re going to go through
yeais of cable traffic to see if'it’s fictionalized, so we nght
get some things through. Enjoy. J o]:m
49. By letter dated October ‘17, 2008, the PRB ,info'rméfd KiRIAKOU tﬁat it
| had reviewed the Draft Manuscript and that various pages of the Dréft Manuscript,
including the p.ages regérdjn‘g the techﬁque, contained claésiﬁed information and |
that i%herefore KIRIAKOU could not.include the information on those pages in the
book. | R
| ‘50. Accordmg to a CIA classﬂicatmn review officer, the mformatlon

regarding the techmque that KIRTARKOU included 'in the Draft Manuscnpt ‘was

classified until recently dgclasmﬁed in order to allow this prosecution to go forward.
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January 19, 2012 Interview of KIRIAKOU

51. On J anuary 19, 2012, KIRIAKOU was interviewed by FBI ageﬁts. The .
interview ‘Was recorded.  During ':th’e interview, when tﬁé agents informed

' KIRIAKOU ﬁhat ‘Coveri': Ofﬂcer A’é name was inélude_zd 111 the classified defense
ﬁ]mg, KIRIAKOU stated, among.(;ther things, “How the heck did they get him? . . .
[Firsf né.mql of Covert Ofﬁcer A] was alWays undercovgr. ﬁis entiré career was
“undercover.” KIRIAKOU. further stafed that hé (K[RIAKOU) never provided

Covert Officer A’s name or any other infoxjmatidn about Covert Officer A to any

journalist and stated, “Once théy get names, I mean, this is scary.”
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52. 'When asked Whether'v he considéxed Officer B’s "associ-ation.witﬁ the
Abu Zubaydah- operation classiﬁ'ed; 'K[RIAKOU sfated, “Absdluteiy, absolutely” .
KIRIAKOU also denied br«ﬁiding é;ny contact information for Officer B or Ofﬁcey
B’s association With.the Abﬁ Zﬁbaydah operation to J omnéﬁsts A and B.'priof to the.
publication (;f the June 22,2008 New York Timés artic’le; Wilen speciﬁcally asked
ﬁhether'he (KIRIAKOU) :hali gﬁﬁhing ‘t'o do with providing Officer B’s name or
other information about Officer B to Journalist B prior to the Article, KIRIAKOU

stated, “Heavens no.”

Joseph Capitane
Special Agent "
Federal Bureau of Investigation

Sworn and subscribed to before me this 23rd day of January, 2012.
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