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Déar Counsel:

The Unitéd States: Department of Jugtice (“"DOJ”), National Security Division, and the:
Uriited States.Attorney’s Office- for the Eastern Disttict of Virginia {colléctively, the ' ‘Ofﬁces”)
have investigated Netcracker. Technology Corpotation (the “Company” or “NTC”}, a corporation -
-organized under the laws of Massachusetts'and headquartered in:Massachusetts, regarding matters
described in the Statement of Facts, attached hereto as ‘Attachiment A. The Offices and NTC (the
“Partles”) have reached a mutyal agreement to resolve the irivestigation and.enhance the. security
of U.S. telecorinunications netwarks by limiting information that will be sent.to, stoted in, or
acgessed from.overseas locations. Among the factors considered in: enfering into this agreement

were:

)

b)

d)

'NTC is a softwaré engineering firm that offérs network. solutions that enable: large
corporatiens to Gptimize network communications ‘and opérations. NTC's. global
clientele includes felecommunications-companies and large enterprises:

Like many: software companies, NTC: and its subsidiaries devefop sofiware using
foreign technical petsonnél inthe United; States and in'a number of foreigr countries.,

The use of a global technical workforce: for the:creation of software and the provision -

‘of related services; Wl'ule a commion dnd valuable busmess practice, create concerns for.

the security of sensitive' individual data, sensitive: network data, and critical Us.
domestic comniunications infrastructare. For example, electronic communications to

“and from Russiaare: subject to the Russian: System.of 0perat1ve-h1vest1gat1ve Measures

(“SORM") SORM authorizes the Federal Security Service of the Russian Federation
(‘FSB”) to collect, analyze and. store inforitiation transimittéd on Russizin

telecormunications: uetworks.
Given the: cyher threat ‘posed by fqrc1gr1 government secutity agencies. and. cyber

ctiiminals, many based-offshore, the Offices eniered into discussions with NTC about
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steps -that could bé taken to miinimize risks to sensttwe mdmdual data, sensitive
network data, and critical U.S. domestic communications: infrastructure while: retammg ‘
the value of tising a global workforee,

e) In response to the threat, NFC agreed to implement an Ephanced -Security Plan,
attached hereio as Attachment B, which the Offices believe will substantidliy- improve.
the security of NTC’s software and. any software that is developcd using foreign
technical workers operating overseas and in the United States. The new security
structure will Jimit the-information that will be sent to, stored ity, 6t accessed from-
overseas locations,.and provides protocols forremovingor ebscuring sensitive data.

) The Enhanced:Security Plan advances industry best practices. for protecting sensitive.
infoimation about U8, -telecommunications networks, and is 2 medet. that other
companies should follow in connection with critical inftastructase applications.

In lightof NTC’s assistancé in pratecting sensitive individual data, sehsitive networlk data,
and eritical U.S, domestic communications infrastrugture by implementing:the Enhanced Security
Plan at NTC?s expense, the Offices haye decided to close the investigation and assess no. penalty,
provided that- NTC. complies with this Noh-Prosecution Agreement (“Agreement*’) and the
Enhanced Security Plan,

NTCand the: Offices-agree to work together oit a.press release: reﬂectmg these prmclples,
and NTC agrees that if it or any"of its direct:or indirect subsidiaries of affiliates issues 4 press.
release or holds any press conference in connection with this Agreement, the Company shall first
consult the Offices to detérmine. (a) whether the text of the release or proposed statements af the
press conference are true and. acclrate with. respect 1o ratters between the Offiées and theé-
Company, and (b) whether the Offices have any objection to the proposedrelease orstatement. In
‘the event-of an objection by the Offices to any proposed release or statement by NTC, NTC agrees
notto issue the release or stateiment unless the Offices? objection has been resolved to the Offices’ -
satisfaction.

This Agreement is.made by the- Company and the-Offices as:of the date of the last sighiature
affixed. hereto (“Effective Date”)

1. Nom-Prosecution

In an effort to resolve the investigation refereficed ‘above and to protect U.S. national
security: from unauthorized-access to U.S, telecommunication§ networks, (@) NTC voluntarlly
agrees that it will abide by the provisions setforthvin this Agreemeﬂt and in the Enhanced Security
“Plan, attachied herefo as Attachment B, for the time periads set out below, and (b). the. Offices agiee
that they will not-proseente NTC, of aly of its present or former officers or employees, for any
criminal wrongdoing (except as- provxded herein and except for any tax matters, as to which the
Offices canriot as & mattér of policy make any agreemeit) rélating o any allegation investigated
by the Offices, including the cenduct described in Attachment A.

The Offices, however, may usé-any information relaied to the matters described in this
Agreement, mcludmg Attachment A, apainst the Company: (2) in' a prosecution for petjury or
obstruction of justice in conhection with the investigations desctibed above; (b) in a prosecution
for making. a false statement in -connection with-the investigations deseribed above: () in &
prosecution or other proceeding relating fo any cfime of violénce; or(d) ina. prosecutton or-other
proceeding rélating to a violation of any prevision of Title 26 of the United States Codfe (the
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Internal Revenue Code), This Agreement doesnot provide:any profection -against prosecution for
any future conduct by the Company ot its officers.

In the. everit the Offices determine that the. Company has breached this Apgreement, the
-Offices agree'to piovide the Company with! ‘written notice of such breach’ priorto takinig any action
pursuant to-Section 2.A or Section 4.B of this Agreement: resultinng from such breach, Within thirty
(30) days of receipt of such notice, the Company shall have the opportunity to respond to the
Offices i writing to explain the nature and circumistarices of such purported breach,.as well as'the
actions the: Company has taken to address and remediate-the situation; which explanation ‘the
-Offices shiall conisider in'determiining whether to pursue prosecution of fthe Company under Section
2.A. of this Agreement and/or pursue liquidated damages under Section 4.B 6f this Agreenient.

In the event that the Offices determine that the-Company Has breached this Agreetment: (a)
-all statements made by or on behalf of the Company to the Offices, including Attachment A, arid
4y testimony given by the Company before a grand juty,-a cowt, or.any tribunal, of at any
legisiative heanngs whethet prior or'subsequent to this Agreement, and any leads derivéd from
such statements or testimony, shall be admissible in evidence in any and all criminal proceedings
brought by the Offices against the Company, (b) the ‘Cotmpany shall not assert any claim tider the
United States Constitution, Rule 11(f) of the Federal Rules.of Crimizial Procedure, Rule 410 of the
Federal: Ruiles of Ewdence ot any other federal rule that any such statements -or testiniony made
‘by-or on’ behalf of the- ‘Comipany priorto this Agreement, of any lédds derived therefrom, should
be suppressed ot are otherwise, madmlssxble and (c) the Company shall pay liquidated damages
i accordatice with the processes-outlined in Section 4.8 of this Agicement:

Any prosecutmn agdingt the Company may be prermised on any non-privileged information
provided by the Company. The decision whether conduot or statements of 2 any cutrent director,
officer; or.employee, or any person acting on belalf of, of-at the direction of, the Company, will
e lmputed 1o the Company for the ) purpose of determining whether the Company has violated any
provision. of this Agreement shall e in the sole discretion.of the Offices.

2. ‘Three-Year Terin Provisions

NTC voluntarily agrees that it will abide by the provisions set forth in this Section 2 of this:
Agreement for a term of three years from the Effective Date: (“Three-Year Term™).

A Future Prosecution. If, during‘the Three-Year Term the-Company (a) provides
in connection with this Agreement deliberately. false, incomplete, or m1sleadmg-
information; or (b fails to implerent the Eabanced Security Plan as set forth in this:
Agréement and Attachment B, the Company and its officers and employees shall thereafter
be-subject to prosecution far any federal ctiminal violation of which the Offices have
knowledge obtained through non—pnvﬂeged sources, mcludmg, but niot. limited to, the
‘¢onduct desoribed in this letter and Attachment A, which tiay be pursued by the Offices i
the U.S: Distiict Court. fot the Eajtern District of Virginia or"any other appropriate venue.

‘Subject to the provisions set out in. Section 7 of Attachmeént'B; détermination-of whether
the Coipany or any- ofits-officers or employees has breached this Agreement and whether



to pursie prosecution of the Company of any of its officers of emplayées shatl be i in the
"Offices’ solediscretion,

B.  Reporting Iilegal Conduct.

@ Reporting Violafions; Duting the Three-Year Term, should‘the Company learn of
credible evidence of a félony wolatlon ofU.8. law invalving fraud or compliance with U.S. export
contrel Taws, the Company shall promptly: report such evidence or allegationsto the: Oﬁices, and
the Company shall trthfully disclose. all factwal information riot protscted by a, valid claim of
attorney-client prmlege or ‘work product doctrine with respect to. such evidence of allegations.
This obhgatmn of truthiful disclogire ihcludes, but is not limited to, the obfigation of the Company
fo pravide to the Offices, upon request any non—prl_vl__le_ged document; record, or other tangible-
evidetice related to such evidence or allegations about which the Offices may inquire of thie
Company,

(i) Provision of Informitioii and Testimony. Upon request of the Officss, the:
Company shall designate knowledgeable employees, agents, of attorneys to provide to the Offices
non-privileged information and materials relating to any report of violation under this: Section.? B.
It is farther understood that the Company must at 21l times provide complete, teuthful, and accurate,
information. The Company shall yse its best efforts to'make available for interviews o testimony,
as. Tequested by the Offices, present ot former officers, directors, employees, agents, and

‘consultants- of the. Company who have knowledge of the. reported vlolatmn ‘This obligation
inelydes; but is not limited o; swarn testimony ‘before a federal grand jury or:in federal trials, as
“well as intetviews with domestic or forcign law enforcement and regulatory authorities: -
Cooperation shall include identification of witnesses who, to the k:nowledge of the Company; may
have material information regarding the matters under investigation, With respect to afy’
mformation, testimony, dosuments; records; or ather tangible evidence provided to the Offices
durmg the. Thrée-Year Tent pursuant to this Agreement, the Company ‘corsénts to. any -and all
disclosures, subject to- apphcable law-and reguiahons, to-other:governmental authonucs including
Utited States authorities-and those of 4 foreign government, of such materials as the ‘Offices; in
their sole dlscrenon, shall deem appropriate,

(iii) Certification, No Iaterthan 90 days prior to: the. expiration.of the Thrée-Year Term,
the Compary, by the Chief Executive Officer of the- Company, the Chief Financial Officer of the
Company, and the Security: Director, will gertify to- the. Offices that the Compdny has met its
disclosure obligations purstant to this Agreement. Such ceréification will be deemed a.material
staternént and-representation By the Company to-thé Executivé Branch df the United States for
purposes of 18'U.S,C. § 1001.

C. Contractmg ‘During the Three-Year Tert, NTC agreesto seek the non-obj jectiOIl
of the Offices prior to biddihg for any new federal, state, or-local government piime
contragt.or subcontract. NTC may complets the blddmg process while awaiting a decision
from the Offices. Thisrequirement also apphes tp bids NTC submits to current govemiment
cHents for new work. The Oftces shall not object 1o any new NTC bid without cause, and
shall provide an explanation of the réason(s) for-an dHbjection, imless and 1o the extent an
‘objection is based ot classified or law enforcement-sensitive information that cannot be
shared. Within thlrtx (30) days of the Effective Dute, NTC shiall submit to the Offices a list.
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of any:such-goveraiment contracts ‘that pre-date the Effective Date. That list shall speclfy
the name of the client as well as the nature of the ‘work performed.

3. Seven-Year Term Provisions'

‘NTC voluntarily agrees that it will abide by the prowswns set forth in.this Sectioh 3 of this
Agreement for a term of'seven years from the Effective Date (“Seven—Year Term”).

A..  Enhanced Security Plan for U.S.-Based Domestic Commigications
Infrastructure.. The Company shall implement and maintain an enhanced security and
fisk assessment. dnd remediation progiam based upon tecoghized national and/or
international seeurity standards.or guidelines'and best pracuces for U.S.~-Based Customers”
Domestic. Communications Infrastructurg as set forth in Agtachment B (“Enhanced
Security: Plan”

B. Third-Party Auditor. The Company agrees to retdin an mdcpendent, ﬁurd-party
auditor (“Third-Party Auditor”) to.review and-assess in a professionally independent and
‘objective. fashion NTC’s processes, pohc;es and ‘procedires Ire:‘l@ted to, and NTE’s
compliance’ with, its Enhanced Security Plan as set forth' in Attachment. B. The
qualifications of the. T hird-Patty Audiior énd procedures for selecting the Thlrd—-Party
Auditor are set out in‘Section 6 of Attachmient B,

C.  Reperts. The reports reqmred by-this Section 3 will likely include proprietary,
financial, confidential, and competitive business informatiofi. Moreover, public disclosure
of the. reports could-discourage cooperation and: impede pending or potential govemment
investigations and; thus, vindermirnié the objéctives of the Teporting requirement, For these
E4S0MS, AMOong, others the reports and the contents therecf are intended toremain and shall
remain’ non-public, exceptas otherwise agreed to. by the partiesin wrmng, or except to the
extent required by faw.

(3] Anrual Reports. The Company agrees to make annual réports to thé Offices on
the status of its imiplementation, operation, and effectiveness ofthe controls-and procedures sét.out
in A‘rtachmcnt B, one year after the Effective Date and at one-year intervals thereafter, in
actordance with the Enhanced Security Plan, The Company may extend the timé period for
‘submission of-any of the anrival reports with pnox: written approvel-of the Offices, The Company
shall endeavor to. respond promptly to any inquities from the Offices relafmg i0'the content of an_
antiual report.

(i)  Final Report. ‘The Compary agiees fo provide a final review and report-to the
Offices summarizing the progression of the fmplementation, opetation; and effectiveness of the
controls and procedures set’out ift Attachment B (“Final Report™, The Final Report shall be
complcted and delivered to the Offices no later than forty-five (45) days before the expiration of
the Seven~Year Tetin.

D.  Reporting Violations. Should the Company discover credible evideiice of (1) an
actial or attempted circumvention of the secuiity protocols in Attachment B, (2) failuze to.
follow the-security protocois inAttachment B,.or (3)any unauthotizéd aceess toany system
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maintained by NTC that would i impair-or impede the- segurity” protocols in' Attachment B,
then NTC shall report such-events to the Offices within five (5) days.

E. Foreign Legal Process. The Company shall not breach the Enhianced Security
Plau in responding to, the: legal process of; or a request fiom or on behalf of a foreign
government, identified representative, ‘component or subdivision thereof, without the
express wiitten- consent of the Offices of the authorization of a court of" competent
jurisdiction in the United States; Any such legal process or request that ‘would result in
actiial ot attempted eiccumvention of the Enhanced Security Plan shall be reported to. the
Offices as-soon as possible and in 1o ‘event more: than five (5) days, after NTC becomes.
awate of the process or request. NTC shall take reasonable nieasuwes to ensure that-it will
learn of all stich requests-or submission of legal process, Further, NTC shall notify the.
Offices in writing within 30 days of receipt-of legal process or requests from foreign nou-
governimental entities for actionts. that would constitute a breach of the Enhanced Security
Pian, unless the disclosure of thie legal process ot requests woild be in viglation of an-order
of a court of competerit jurisdiction within the United States.

F. Other Conipliance Programs: The. Company shall 1mplement and maintain an
effective compliatice and ethics program-that fully comports with the criferia set forth in.
Section 8B2.1 of the United States Sentencing Guidelines Mariual (the “Comphanse &
Ethics Program”). As pait of the-Compliance & Ethics Program, NTC shall maintain a
permanent compliance office and a permanent; education.and. training pmgram zelating to
the laws,, regulatmns and ethics governing the woik of the Company, paying particular
attention to. NTC's procurement and subcoritracting practices. As part of the Compliance
& Ethics Program, NTC. shdll (2).ensure.that an effective progiam be maintained to detect
and punish violators of [aws, policies; and standards, and encourage those who report such
violators;. (b) ensure’ that. no employee. or agent of NTC is penalized. in any way for
.providing informstion rélating to NTC’s compliance or nioncompliance with:laws, policies,
and standards to. amy NTC official, government agency,. compliance -officer, and/or; the
Third-Patty Auditor; and {c) ensure:that all NTC employees have aceess to 4 hotline it
othef ‘imeans to provide information to NTC’s compliance office relatmg to NTC's
compllance ar noncompliance with laws, policies; and standards. On at-least.an annual
basis;, NTC &hall take steps to assess. the Comphance & Ethics Program to énsure it is
carrymg out the duties.and responsibthtxes set out in this-Agreément.

4, ‘Security Enhancement Investuient aud Liguidated Damages:

A, Necessary Funds. NTE will invest the funds necessary o enhance cyberand data
security for itself and the work- it does for its clients in accordancé with the Enhanced
Securlt_y Plan, attached hereto as Attachment. B

B.  Ligunidated Daniages.
() Process for Finding Breach, The Offices shail defermine; in their sole. discretion;
whether NTC has materially breached this Agreement; including failure to comply with anypart

of the Enhariced Secuity Plan. A-materidl breach may constitute a single évent or a series of events
‘grouped-collectively.
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(i)

Process for Imposing Liquidated i a Breach. The Parties-agree that if

the Aibiter, as described below, détermines that NTC materially bréached “this Agreement.
-'(lnciudmg by failing to comiply with the Enhanced, Secunt_v Plan), then NTC shall. pay an amount
of $35 million in liquidated damages to the United States Treasury acéording to the following

‘procedures:
a.

As provided above in Section 1 of this. Agreenent, upon written notification to NTC
by the Offices of a'matérial bréach, the Company shall have-thirty (30) days to

respond in writing as to the nature ef the breach and any remediation. Duting this

time; the Parties shall attcmpt in‘good faith to negotiate a resolution of the material
breéach.

If the, Parties are unable to teach-a resolution within thirty (30) days, the Parties.
shall negotiate in good faith to identify a newtral. tthd-pa:ty arbitef (the “Arbiter™)
to resolve the dispute. The Arbiter shall hold a security clearance ot be: capable: of
obtaining a secutity cleatarice. Fach Party shall provide a list of at leasf three
Arbiter candidates. The Parties shall agree on an Arbiter within ten days. In the
event the Parfies dre unable to redch agreement on an Arbiter, the Oﬁices and NTC
shall each riominate one individual. from the two liste of Arbiter candidatés, and
thost twa people shall within five (5) days select the, Arbiter from the previously
exchanged lists of ¢andidates.

The sole issiies for détermination by the Asbiter, which the Offices must prove by
a preponderance of evidence, are (i) whether the-Offices? detérmination of a'breach
was Suppofted by the avidence, and (ii) whether the breach was a matérial breach
of the Agreement. For pirposes of this: proceedmg, NTC stipulates that Hquidated
damages of $35 million are reasonable in the event of a material bieach of the
Agreemerit, Within tén days of selecting an Arbiter, a preliminary conference will
be held and the agenda for that conference and tithelines for the remainder of the
proceeding will be set by the Arhiter. Within 20 days of the preliminary conférénce,
the Arbitei will hold an evidentiary hearing on the merits and the Parties will

.present argument. This hearing shall last no niore than eight hours, with each side.
-allotted equal tirne for presentation of dire¢t evidence, which may ‘be-subsnitted by

way of documents, direct examinations, wrxttcn declarations, and cross-
examination. Briefing, notto exceed 10'pagesper Party; may be submiitted by either”
Party on or before the day of this-hearing, as determined by the Arbiter. The Atbiter
shall issue a brief; veasoned decision as to (i) whether the determination of bieach
by the Offices was supported by the evidence, and (ii) whether the breach, was
inaterial. The decision shall be rendered in writing within 15 days of the.close:of
thehearing, The Paities agree that the decision: of the Abiter shall be final, with-no

right to appeal, and shall not be subjest to judicial teview, including claims under
‘the Administrative Procedure. Act or any provision of the Constitutiori. The Pariies
‘shall maintain the confidential nature: of the proceeding: All. fees owed. to the

Asbiterwill be paid by NTC.

- The Offices shall file withi the Arbiter an administrative record, which shall consist

of the information (both clagsified and- uncla531ﬁed) that the Offices fhtend to tely

pon to support the Offiee’s action tnder review. All unelassified information

contained in the administrativerrecord that is not otherwise pitvileged or subject to
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statutory protections shall be prowded to NTC. No discovery shall be permitted..
NTC may- alse submit information. to the Arbiter as part of the ‘administrative
record, and that information shall be provided to the Offices. The Offices may
provide classified information to the Arbiter -and to. NTC (for example fo
sufficiently cleared counsel) as part of the administrative record. Alternatively, the
Offices. may submit classified information that cannot be sliared with NTC io ‘the
Arbiter ex parfe and In-camera for inclusion in the administrative record, For this
category of classified information, the Offices shall provide an unclassified
summary of the-classified information to NTC’s counsel pursuant-to a protective
order, taking into account the circumstances of the case, including NTC's ablhty to
respand te thé action at issue; unless the head of the department or agency whose
classified information is at issue, or His or Her demgnee, determines in his or her
discretion that_providing 8 summary coulé damage. the national security of the
United States. In thisevent, the Arbiter may consider the inability. of NTC foreview
and réspond to classified information. in'the administrative record in making a-final
detérminationr,

e If the Atbiter decides, it writing, that the determination of hreach by the Offices
was supported by thie evidence, and that the breach was matetial, then NTC: shall
pay the.amount of %35 million to the United States: Treasury within tén days of such
written detérmination.

f: The tights of the Pasties for the purpose of the liquidated damages determination.
not alréady addressed under this. Agreement shall be governed by ahd constried in
-accordaniee withi the laws of the District of Columbm, excluswe of conflict of choice
of law rules,. :

{iiif  Consecutive Breach Findings. A single determination of breach by NTC shall not preciude
subsequent determinations: by the Offices of atiother breach’ by NTC, but the assessmet of
the Hquidated damages award bythe Arbiter.in the event of a material breach by NTG shall
‘occur oply once.

5. General Proyisions

A. Waork for US. Telecommunications Companies. By: adhering to this Non-
Prosecution Agieemént and implémenting: the Enhanced Secunty Plan, which is based on
recognized security. standards and-current. hest practices, the Offices agree-thai Netétacker
can achieve thé necessary security organization and qperatmnal cotitrols the Offices expect
of a company with sensitive access fo critical U.S. domigstic dommunieations
infrastricture.

B. Enforceabliity. This Agreemint is binding on the Company and the Offices but.
specifically. does not bind any other federal agencies, or any state, local, or foreign law
‘enforecement -or- regulatory agencies; or-any other authontles, although the Offices will
bring thecoaperation of the Company and its compliance with its other obligations under
this Agreement to the attention of such agencies and authorities if requested t0.dd 50 by the
Company.

C.,  Company Successots. This Agreemeént $hall be binding tpon any suceessor
(wheﬂler direct or indirect and whether by purchase, lease, :merger, consolidation,
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llqmdation or.otherwise) ta all.or substantmlly all of the' Company’s business:and/or assets.
The provisions of this: paragraph shall apply to NTC’s-parent-company fo the extent that
NTCs parent company-absorbs any- NT€ assets or: corporate departments, assumes N’ IC
funictions, or othérwise acis as & successor of NTC, rnotwithslanding the exemption
described in Section 1.h.of the Enhanced. Secunty Plan. Any such successor will within a
reasonable:périod of beearing the siiccessor assunie in wntmg and bé bound by all of the
Company 5 obligations under: this A greement, For all purposes.under this Agreement, the
et "‘Company” shall include any successor to-the:Company’s ‘business or assets that
becomes bound by this Agreement.

D.  Disclosure. ltisfurther understood that the Company and the Offices may disclose
this Agreement to the public, including Attachments A and B.

E. Communications. All reports and notices required. under this Agreement shall be
senitto: Dcputy Chief— Cyber Countermtelllgence and Export Control Section; National
Security Division, U ___Dcparlment of Justice, 950 Pennsylvania Avenue, N.W.,
Washmgton, D.C. 20530; Chief, Foreign Investment Review Staff, National Secunty-
leswn, U:S. Department of Justice, 600 E Street, N.W., 10th Floor, Washlngton, D.C.
20004; and to Chief ~ Cybercrimes Unit, United States Attorney’s Office for the Eastern
District of Virginia, 2100 Jamieson Avenue, Alexandria, VA 22314,

F. Modification, This.Agreement sets-forth all the terms of the Agreement between
the Company and thc Offices. No amendments, modifications, or additions to this
Agreement shall bevalid unless they are in writing and §i igned by-the Offices, the attorneys
for the Company, and a duly authorized: ‘representative of the Company:

Sincerely,

e Lot

DANA J. BGENTE
Acting-Assistant At't'omey: General

David H. Laufinan, Chief"
Counterintelligence and'Export Control Sectipn

Heathcr M. Schmidt, Senior Trial Attorney
Counterintelligence.and Export Coritrol Section

Richard C. Sofield, Principal Deputy Chief
Foreign Investrient Review Staff

DANA I BOENTE
United States Attoiney
Eastern District of Virginia



" ANDREW FEINBERG, President and GEO _
Neteracker Technology Corp. ;
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ATTACHMENT. A
STATEMENT OF FACTS

The following Statemerit of Facts 1§ incorporated by reference as part of the Non-
Proseoution and Security Agreement (the “Agreement”) between the United States Department of
Justice, National Security Division, the United States Attomey’s Office for the Bastem. District of”

'Virginia (coliectively, the “Offices”), and Netciacker Technology Corporation (‘“NTC?). The

‘Offices investigated allegations. reiatmg to a Defense Information Systems Agency ("DISA™)
contract, NTC’s coinpliance with the International Traffic in- Arms Regulations (“ITARY)
adrinistered by the State Department and with Export -Administration Regulations’ (“EAR")
administered by the Department of Commerce, and: NTCs comphance with inimigration laws.
Although NTC deénies that it engaged in any criminal wrongdoing; in the interest of reaching a
mufual agreement to resolve the investigafion and enhance U.8. national security, NTC and the-
Offices. agreed, amdng other things, to- the followmg Statement of Facts and to enter into an
Erhanced-Secutity Plan, which is Attachment B t6 the Agreement

CORPORATE BACEGROUN D

NTC isa software engmeermg firm offéring. network solutions to enable large cerporanons
to optimize network communications and operations. NTC’s flagship software product streamlines:
businéss suppott systeims and opérations support systems in 4 single platfornt approach to enable \
large corporations to optimize network communications and operations, NTC’s global clientele
ineludes telecommunications providers and. large enterprises.

NTC.sells. licenses to its' Commercial Off the Shelf (“COTS” or “core’) products, and -
entérs into services coniracts to provide customization, configuiation, and implementatiori
services, which NTC refers to. internally as customer: speclﬁc ‘projects.” NTC and its:subsidiaries
employ technical petsonnel in the United States and in a number of foreign countries, including
Belaius, Brazil, India, Latvia, Russia, Ukrdine, and the Uriited Kingdom. Personnel from NTC’s
foreign oﬂices frequently travel. to the United ‘State$ in.connectioh with customer projects in the
Usiited States.

THE DISA CONTRACT

DISA oversees and manages the Defense Information System Network (“DISN”) which-
provides a consolidited worldwide. telécommunications. infragtnictute to the Utited States
Department of Defense (“DoD”) The DISN ruris data, voice, optical, satelhte, and phone services
on-both classified and unclassified networks; including SIPR.N ety the U.S. Govertiment’s Seeret-
level network, Given the defense-related, classified, snd sensitive information flowing.over these

:nctworks DISA’S network architecture relles ona varlety of classified, controlled, and sensitive
"tedmologles Some fechnical requiréments and: spec:f' ications.of the DISN are sensitive and/or

classified.

In late 2007; NTC ehtéred into négotiations to provide'both soffware and serviges to DISA.
NTC.offered its core commercial software product to.DISA for use ‘'on both DISA®s: Secref-level
network and DISA’s unelassified network, To enable NTC’s product-to interface with the networks

yui by DISA, the core product had to be customized. DISA ulnmately entered into a licensinig

countract foi NTC’s cbre-commercial product. From the bcgmnmg of its. ncgmlatmns with NTE,
DISA was aware the-cote product-had been developed by- NTC using programmers'in Russia and -
Ukraine: For that reasofi, the U:S. government evaluated whether this core product would introdues
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vulnerabilities into- govemment netwoiks. In June 2008, based on representations made by NTC
-and the. U.S. government’s .evaluation, DISA. determined that use .of the core product. on
government, ‘nétworks was acceptable and approved the core product for purchase and
customization as described below. The licensing agreemént between DISA and NTC provided that
‘all customiization. work tha’c NTC did for DISA would be the property of NTC and-cauld be used
in future versions of NTC's core product

Thie'seconid contract between DISA and NTC was a multi-year setvices praject (the “DISA
. Pro_lect”) to customize and configure “the core ¢ode, mcludmg subsequenit changes to the.core.code,
for limplementation iti the DISN?s unique: -gystems. During the negohatlon petiod from late. 2007
through September 2008, DISA sought and feceived certifications from NTC that, among othér
things, *all [NTC] employees, assagned to-the projeot will be U.S. citizens™and that “only [NTC]
employees with & security cléarance of *Sectet’ or above will work on the project or have acoess:
to DISA information,” Neither DESA nor NTC defined the terms. “pioject” or “DIS A information,”
and it later appeared that DISA and NTC understood these terrhs differently.

The DISA Project work was distinet from. the continued development aiid support of the
core.commiercial product under the licénsing contract. ‘With respect to the latter; DoD -understood
thatthe gore product was: supperted through regular updates and security patches by uncleared.
foreign nationals; as it was, by definition, a COTS solution utilized by many different NTC
customets.

On September 12, 2008, NTC. was engaged as a directed subcontractor undet a prifme
contract between DISA and a Prime Contractor (the “Prime Contractor”).

NTC?s. contract with the’ Piime Coitractor required that “subcontractor- personnel
performing services” as pact of the DISA Project must be “U.S. Citizens with SECRET (including
interim SECRET in. accordance with the Agreemcnt) or TOP SECRET secunty clearances.” The
terms “Project” and ° ‘Services” werenat defined.

In January 2011, the President of the NTC subsidiary performing the DISA eontract
‘infornied & DISA official and the Prime Contractor that uncleared foreign nationals located in
Russia were. performing work on the DISA. Project. NTC agreed that this was the case: but
Tfepresented to DISA and the Prime Contractor that NTG had beer operating agcording to its
‘undefstanding of the- contract. NTC, understood the contract to allow NTC to usé unclsared
personnel, 1nc1udmg foreign nationals performing work outside the United States;. to perform
offsite work on the DISA Project, provided that NTCs onsite fiersorinel, with security clearances,
did not provide:-its offsite personnel with classified or sensitive, customer-specific iriformation,

In July 201f, thé Prme Contractor and NTC' agreed upoh Software Development
Guidelines {the “‘Gmdclmes ’), which were mcorporated into the contract between the Prime
Contractor and DISA, The Guidelines were consistent. with NTC s undeérstanding of the contract
and perrnitted uncleated personnel, including' foreign personnel performing. wotk outside. the
Utijted States, to ‘support the DISA. Project, provided: that thosé foreign personnel were not.
provided classified or sensmva customer~spe{:1ﬁc informafion. . Under ‘the Guidélines, ‘work
‘continved 1o be perforimed'in Russm

After-the NTC sofiware was implemented-at DISA; the Offices and DISA detetinined that
ambiguities in the contract documents and different undcrstandmgs between DISA. and ifs
-conlractors, ainong other thmgs, had resulted in an unacceptable degradation. of the level of
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security DISA had jritended: to ‘achievs; The Offices’ investigation determined that the DISA
Project code along with ather mformatmn was stored-onan-NTC server in Moscow, and thére-was.
evidenee that, in some instances, unicleared NTC employees located in Russia and Ulkraine krew
they were customizing and configuring softwdre code for the DISA Project, and knew the military
and sensitive nature of the DISN., Al the timé, thepe was public notice that corfimunications to.and
from Russiz were subject 1o the:Russian System of Operative-Investigative Meastires (“SORM™).

Under SORM, the Federal Security Service of the Russian Federation (“FSB*) is authorized to
‘ollect, analyze, and store both metadata and content that are transmitted or received on Russian
networks and gervers. Any DISA data and information. sent to Russia. and/or transferred over
Russian networks via NTC servers were stbject to these practices-and, therefore, there was a'tisk
that the FSB could gather inforriation about the DISN. Accordmgly, the United States removéd
NTC’s products from the. DISN. The contract: between NTC: and the Prime Cahtractor was
termmated in June 2013
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