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AQ 91 (Rev. 11/11) Criminal Complaint

UNITED STATES DISTRICT

for the

Northern District of California

United States of America )
V. )
AHMAD ABOUAMMO; ) CaseRa.
AHMED ALMUTAIRI, a/k/a AHMED ALJBREEN; ) ] s S
and ALI ALZABARAH, g 3 19171884 Yoay
) T
Defendant(s) £ S H
CRIMINAL COMPLAINT
I, the complainant in this case, state that the following is true to the best of my knowledge and belief.
On or about the date(s) of 11/20/2014 to 10/20/2018 in the county of San Francisco in the
Northern District of California , the defendant(s) violated:
Code Section Offense Description
18 U.S.C. § 951; Acting as Agent of Foreign Government Without Notice to Attorney General;
and and
18 U.S.C. § 1519 Destruction, Alteration, or Falsification of Records in Federal Investigations

This criminal complaint is based on these facts:

See attached affidavit *

@ Continued on the attached sheet.

Complai;mnt‘s'?ignarure

Letitia Wu, Special Agent, FBI

Printed name and title

Sworn to before me and signed in my presence.

(
Date: __ \\\ <~ ]\ /l/l g’

Judge’s signature

City and state: San Francisco, California Hon. Thomas S. Hixson, U.S. Magistrate Judge

Printed name and title 4
C
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I, Letitia L. Wu, a Special Agent with the Federal Bureau of Investigation (“FBI”) in Palo Alto,
California, being first duly sworn, hereby depose and state the following:

I. PURPOSE OF AFFIDAVIT AND CRIMINAL CHARGES

1. I submit this affidavit in support of a Criminal Complaint that charges defendants Ali
ALZABARAH, Ahmed ALMUTAIRI, also known as Ahmed Aljbreen, and Ahmad ABOUAMMO
with violations of 18 U.S.C. § 951 and ABOUAMMO with a violation of 18 U.S.C. § 1519.

2. Specifically, from at least in or about November 20, 2014, up to and including in or about
May 24, 2015, in the Northern District of California and elsewhere, ALMUTAIRI, the defendant, did
knowingly act in the United States as an agent of a foreign government, specifically, ALMUTAIRI
acted within the United States under the direction and control of the Kingdom of Saudi Arabia and
foreign officials working on behalf of the Kingdom of Saudi Arabia, without prior notification to the
Attorney General, as required by law, in violation of 18 U.S.C. § 951.

3. Beginning no later than December 12, 2014, until at least March 12, 2015, in the
Northern District of California and elsewhere, ABOUAMMO, the defendant, did knowingly act in the
United States as an agent of a foreign government, specifically, ABOUAMMO acted within the United
States under the direction and control of the Kingdom of Saudi Arabia and foreign officials working on
behalf of the Kingdom of Saudi Arabia, without prior notification to the Attorney General, as required
by law, in violation of 18 U.S.C. § 951.

4. Further, beginning at least in or about May 21, 2015, up to and including in or about
December 2015, in the Northern District of California and elsewhere, ALZABARAH, the defendant, did
knowingly act in the United States as an agent of a foreign government, specifically, ALZABARAH
acted within the United States under the direction and control of the Kingdom of Saudi Arabia and
foreign officials working on behalf of the Kingdom of Saudi Arabia, without prior notification to the
Attorney General, as required by law, in violation of 18 U.S.C. § 951.

5. On October 20, 2018, in the Northern District of California and elsewhere,
ABOUAMMO, the defendant, unlawfully, intentionally, and knowingly did alter, destroy, mutilate,
conceal, and falsify a record or document, namely creating and providing by email to the Federal Bureau

of Investigation a fabricated, false, and backdated invoice for $100,000 for consulting services to
AFFIDAVIT OF FBI SA LETITIA WU 1
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Foreign Official-1, from CYRCL, LLC, defendant’s sole proprietorship, with the intent to impede,
obstruct and influence an actual or contemplated investigation of a matter within the jurisdiction of a
department or agency of the United States, namely the Federal Bureau of Investigation, in violation of
Title 18, United States Code, Section 1519.

II. AGENT QUALIFICATIONS

6. [ am a Special Agent with the FBI, and have been since July 2015. Tam currently
assigned to the Counterintelligence Division within the San Francisco Field Office of the FBL. In my
capacity as a Special Agent, my duties and the training that I have received include the investigation of
violations of federal criminal law, including counterintelligence related offenses and cybercrimes (such
as acting as an agent of a foreign government without notification to the Attorney General, economic
espionage, theft of trade secrets, and computer fraud and abuse violations).

7. The facts in this Affidavit come from my personal observations, my training and
experience, and information obtained from other agents, law enforcement personnel, and witnesses.

8. Unless otherwise noted, wherever in this Affidavit I recount a statement, including
written statements made by another person, that statement is recounted in substance and in relevant part.
Statements in quotation marks, if any, are based on preliminary translations or transcriptions, and review
of or interpretations of communications, all of which may be subject to revision.

9. Unless otherwise stated, all times listed in this Affidavit are Pacific Time and are
approximate times.

10.  This affidavit is intended to show merely that there is sufficient probable cause for the
requested warrant and does not set forth all of my knowledge about this matter.

1. BACKGROUND

11.  Twitter, Inc. (“Twitter”) is a company headquartered in San Francisco, California, and
owns and operates a free-access social-networking website of the same name that can be accessed at
http://www.twitter.com. Users of Twitter, including private individuals, journalists, and public figures,
create user accounts that can be used to communicate and share information instantly through “Tweets”

(i.e., 140-character messages prior to 2017) to the public at large, “tweets” to a subset of Twitter users

AFFIDAVIT OF FBI SA LETITIA WU 2
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(e.g., to the public or to certain users that “follow™ a user), “retweets” by one user of another user, or
direct messages that are typically visible only to the sender and recipient.

12. Twitter operates its service in many languages, including English and Arabic. Many
Twitter users live in Saudi Arabia and some users of Saudi nationality or descent live outside of Saudi
Arabia, including in the United States. Twitter has access to and maintains data about each of its users,
and Twitter’s privacy policy outlines the circumstances in which the data maintained by Twitter about
its users may be disclosed, sold, or transferred. Twitter considers its user data to be valuable, and uses it
for tailoring revenue-generating advertisements to its users, as well as supplying engaging content and
other purposes.

13. Title 18, United States Code, Section 2702, provides that service providers of electronic
communications and remote computing services, such as Twitter, may voluntarily disclose user data to a
governmental entity, if the service provider, in good faith, believes than an emergency involving danger
of death or serious physical injury to any person requires disclosure without delay of data relating to the
emergency.

14.  The Kingdom of Saudi Arabia (“KSA”) is a monarchy governed by the Saudi King and
his Royal Court, which is akin to a cabinet or executive office. Members of the King’s Royal Family
hold most of the country’s important posts.

15. From at least in or about June 2, 2014, up to and including in or about December 3, 2015,
a foreign official of the Kingdom of Saudi Arabia who is not identified by name (“Foreign Official-17)
was the secretary general of a charitable organization (“Organization No. 1) of a member of the Saudi
Arabian Royal Court (“Royal Family Member-1”). Beginning May 3, 2015, Foreign Official-1 listed
his employer on his U.S. visa application as the “Royal Court.”

16. Ali Hamad ALZABARAH is a citizen of Saudi Arabia and resided in San Bruno,
California from at least 2014 until December 3, 2015. Funded by a Saudi Arabian scholarship,
ALZABARAH entered the United States in 2005 and studied and obtained degrees in computer science
from various universities in the United States. From in or about August 2013 to in or around December

2015, ALZABARAH worked as a site reliability engineer at Twitter in San Francisco, California.

AFFIDAVIT OF FBI SA LETITIA WU 3
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17.  Ahmad ABOUAMMO is a United States citizen and resided in the Northern District of
California from at least November 2013 until May 22, 2015, and thereafter resided in Seattle,
Washington. ABOUAMMO was an employee of Twitter, Inc. from on or about November 3, 2013 to
May 22, 2015. ABOUAMMO was a Media Partnerships Manager responsible for the Middle East and
North Africa (“MENA”) region at Twitter. ABOUAMMO was involved in assisting notable accounts of
public interest, brands, journalists, and celebrities for the MENA region with content, Twitter strategy,
and sharing best practices.

18. Ahmed ALMUTAIRI, also known as Ahmed ALJBREEN, is a Saudi citizen.
ALMUTAIRI was present in the United States of America between approximately August 21, 2014
until approximately May 24, 2015. From at least May 2014 to the present, ALMUTAIRI has controlled
a Saudi social media marketing company that does work for Organization No. 1 and members of the
Saudi Royal Family, including Royal Family Member-1. ALMUTAIRI traveled to the United States on
a student visa in August 2014 for the purpose of studying English in the San Francisco Bay Area.

19.  ABOUAMMO and ALZABARAH had access to proprietary and confidential Twitter
information, including information about Twitter users, including the user-provided email addresses,
birthdates, phone number, and internet protocol (“IP”) addresses.

20. Twitter employees, including ABOUAMMO and ALZABARAH, agree to abide by the
Twitter “Playbook” which outlines the policies Twitter employees must obey as part of their
employment. Twitter’s 2013 employment contracts with ABOUAMMO and ALZABARAH, prohibited
them from engaging in outside employment or consulting “or any other business activity that would
create a conflict of interest with the Company.” Twitter’s 2013 Employee Invention Assignment and
Confidentiality Agreements with ABOUAMMO and ALZABARAH affirmed “a relationship of
confidence and trust” between Twitter and each employee “with respect to any information of a
confidential or secret nature that may be disclosed to me by the Company or a third party that relates to
the business of the Company” and defined “Proprietary Information” to include “customer lists and
data.” The Employee Invention Assignment and Confidentiality Agreement further required
ABOUAMMO and ALZABARAH to “keep and hold all such Proprietary Information in strict

confidence and trust. I will not use or disclose any Proprietary Information without the prior written
AFFIDAVIT OF FBI SA LETITIA WU 4
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consent of the Company” and required them during their employment not to “use[] any Company

information for any other business or employment.”

21.  Twitter’s “Playbook Acknowledgement,” which ABOUAMMO and ALZABARAH each
signed during 2013, stated that each would read, understand, and abide by Twitter’s policies, including
the Security Handbook, which defined user data as confidential data and prohibited sharing confidential
data with third parties without approval.

22 Twitter’s “Gift Policy” during ABOUAMMO and ALZABARAH’s employment stated:
“[f]or gifts exceeding $100 in value, bring the gift to the attention of both your manager and VP of HR
before returning to sender.”

23.  Neither ABOUAMMO nor ALZABARAH’s job duties included a need to access a
Twitter user’s private information, and doing so was a reportable violation of the Twitter Playbook
policies regarding protecting user data. Since December 2015, Twitter has enhanced its controls and
permissions to restrict access to user information only to those whose duties require access.

24.  Asof November 1, 2019, ALZABARAH, ALMUTAIRIL and ABOUAMMO have not

provided notification to the Attorney General that they were acting as an agent of a foreign government.

IV. SAUDI ARABIA’S USE OF ABOUAMMO AND ALZABARAH TO OBTAIN PRIVATE
TWITTER USER DATA ON BEHALF OF THE KINGDOM OF SAUDI ARABIA

A. ABOUAMMO’s Contact With AHMED ALMUTAIRI and Foreign Official-1 Starting in
June 2014 and Meeting With Foreign Official-1 in the United States and the United

Kingdom

25.  Foreign Official-1, on behalf of KSA, began cultivating employees of Twitter in an effort
to obtain private user information that it could not obtain elsewhere.

26.  In April 2014, according to emails from Twitter, a public relations firm representing the
Embassy of the Kingdom of Saudi Arabia contacted Twitter and asked for assistance in verifying the
Twitter account of a Saudi Arabian news personality. Twitter assigned the task to ABOUAMMO. In an
email, ABOUAMMO explained to the public relations firm that he was heading the media partnerships
for the MENA region, and part of his job was to work with media partners to share best practices and
work on Twitter strategy. ABOUAMMO also asked the public relations firm to let him know if they

have any other requests regarding the Saudi government.
AFFIDAVIT OF FBI SA LETITIA WU 5
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217. On or about May 16, 2014, a representative from the U.S.-Saudi Arabian Business
Council inVienna, VA, emailed ABOUAMMO and asked him to arrange a tour of Twitter's San
Francisco office for a group of Saudi "entrepreneurs.” ABOUAMMO agreed and coordinated with
others at Twitter to schedule the tour for June 13, 2014. A follow-up email informed ABOUAMMO
that the attendees would include Foreign Official-1, who subsequently (in early 2015) became the head
of Royal Family Member-1's private office. On the day of the tour, June 13,2014, ABOUAMMO
emailed his telephone number to Foreign Official-1. The email subject stated "contact for ahmad" and
the body of the message contained only ABOUAMMO's ten-digit personal phone number and his
signature block.

28. Also on the day of the tour, Foreign Official-1 emailed ABOUAMMO about verifying
the Twitter account of Royal Family Member-1, indicating that Foreign Official-1 was working for and
at the direction of Royal Family Member-1 with respect to his online presence on the Twitter platform.

29. OnJune 14, 2014, Foreign Official-1 emailed ABOUAMMO and asked for
ABOUAMMO's contact information. ABOUAMMO responded by email with his Twitter email
address and his personal Skype account, and again provided his personal telephone number. On that
date, at approximately 3:36 p.m. Pacific, toll records show Foreign Official-1 contacting ABOUAMMO
in a telephone call that lasted approximately 1 minute, 47 seconds. Subsequently, on June 15 and 17,
2014, Foreign Official-1 emailed ABOUAMMO two photographs - one of Foreign Official-1 with
ABOUAMMO, and another of Foreign Official-1, ABOUAMMO, and the group of visitors to Twitter
on June 13,2014.

30. In or around late November 2014, Foreign Official-1 and ABOUAMMO communicated
by telephone and email to coordinate an in-person meeting in London, United Kingdom, in early
December 2014. For example, on November 20, 2014, ABOUAMMO emailed Foreign Official-1
through ABOUAMMO's Twitteraccount and asked if Foreign Official-1 had finalized his trip to
London and informed Foreign Official-1 that he would be in London between December 1,2014 and
December 5, 2014. ABOUAMMO traveled to London, United Kingdom on November 29, 2014 to

attend a Twitter global media summit.
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