











prior to obtaining or engaging in any employment that would involve the defendants engaging in,
advising about, consulting about, training or teaching CNA and CNE techniques, as well as any
employment regarding the support of CNA and CNE activities (including, but not limited to,
software or malware development, infrastructure development, operations management, targeting
techniques, cryptology, and data analysis). For the purposes of this Paragraph, “employment”
shall also include the retention or engagement of defendants by anyone for any duration of time,
in exchange for compensation, including but not limited to speaking engagements, presentations
at conferences, writing contracts, memoirs, book/movie deals, or training sessions.

11.  For activities other than those covered by paragraph 10, the defendants shall
provide at least 30 days’ notice to the FBI Cyber Division CYWATCH (24/7 number: 1-855-

292-3937 or email CyWatch at cywatch@fbi.gov) prior to seeking or accepting (whichever comes

first) any paid or unpaid employment, consultancy, teaching or subcontracting relationship for the
benefit of a foreign government, or for an organization that contracts or subcontracts with a foreign
country’s intelligence, law enforcement, military or defense services.

12. The defendants shall not engage in any employment (including as employees,
consultants, contractors, or subcontractors) that would involve the defendants exporting any
defense articles or providing any defense services under the ITAR, including but not limited to,
any defense services involving CNA or CNE techniques.

13. The defendants agree during the Term to comply with all U.S. statutes and
regulations related to the monitoring of foreign agents, including all requirements of 18 U.S.C.
Chapter 45 (Foreign Relations), 22 U.S.C. § 611 et seq., and 50 U.S.C. § 851.

14. The defendants shall immediately relinquish any U.S. government security

clearances and shall inform the relevant agencies about this Agreement.


mailto:cywatch@fbi.gov

15.  The defendants shall immediately relinquish any U.A.E. government security
clearances and defendants shall provide at least 30 days’ notice to the FBI Cyber Division

CYWATCH (24/7 number: 1-855-292-3937 or email CyWatch cywatch@fbi.gov) prior to

obtaining any security clearances from any foreign governments.

16.  The defendants understand and agree that upon filing of the Information, they will
need to be formally booked by law enforcement entities. If requested by the defendants, the
Offices will seek Court approval to conduct such booking procedures at the U.S. Embassy in the
U.AE.

Other Assurances

17. The defendants agree to never knowingly solicit employment from, or work for, in

any capacity (i.e., as employees, consultants, teachers, contractors, or subcontractors) any U.A.E.

government organization (including but not limited to any agency, bureau, department, office, or
program) with responsibility for law enforcement, national security, intelligence, armed forces, or
defense services. This prohibition includes any private entity that is a provider of CNA or CNE
services (whether as a contractor or subcontractor) to any such U.A.E. government organization,
including but not limited to _ -, _,
-, or any associated, related, or successor entities. The defendants agree that if a
defendant violates this provision after the expiration of the Term, the violating defendant will agree
to forfeit and pay liquidated damages to the United States in the amount of their full compensation
from such employment, payable on the 1% day of January of each subsequent year.

18. The defendants agree to never seek or obtain a U.S. government security clearance.
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CIO, and the lead manager for the U.S. person employees of U.A.E. CO CIO. As Executive
Cybersecurity Adviser, BAIER advised executives at U.A.E. CO and his duties included
consulting with U.A.E. AGENCY TWO leadership, receiving orders and taskings from U.A.E.
AGENCY TWO and relaying updates to U.A.E. AGENCY TWO, assisting in creating and
implementing CIO’s strategic vision, managing U.A.E. CO CIO employees, overseeing CNE
product acquisition and development, and supervising CIO’s operations (including exploitation,
collection of exfiltrated information, and development of CNE tools).

26.  In January 2016, ADAMS was Director of Cyber Operations, and he remained in
that position until in or about October 2016. As director of cyber operations at U.A.E. CO CIO,
ADAMS’ duties included briefing U.A.E. AGENCY TWO leadership on the implementation of
CNE operations against targets approved by U.A.E. AGENCY TWO, supporting the development
and integration of CNE tools, managing CIO’s operations, and assisting BAIER. After December
2016, ADAMS moved to various different roles supporting CIO until October 2017. ADAMS
was not directly involved with the CNE operations described in the Factual Statement after
October 2017. Having migrated out of the CIO operations department entirely in approximately
December 2017, ADAMS is unaware of CIO operations after that date.

27. In or about January 2016, GERICKE became a supervisor in U.A.E. CO CIO
Operations. In that position, GERICKE was directly involved in CNE operations. In or about
December 2016, GERICKE was promoted to lead teams within U.A.E. CO CIO Operations.
Further, between October 2017 and January 2018, GERICKE was Program Manager of U.A.E.
CO CIO, and supervised the development of CNE exploitation tools and collection. In about

November 2018, GERICKE left CIO operations, but remained in the employment of U.A.E.CO.
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28. CIO was principally dedicated to conducting CNE operations, as well providing all
manner of support for CNE operations, on behalf of and for U.A.E. government agencies. The
CNE services conducted by CIO provided access to information and data from thousands of targets
around the world, and involved the following services:

(a) the acquisition, integration, and development of computer exploits from the
United States and elsewhere;

(b) the acquisition, development, and deployment of customized systems and
infrastructure to support CNE activities, including anonymizing software, servers, and hardware
systems;

(c) accessing, without authorization, computers around the world to obtain
information, through the transmission of information, computer code, and commands that traveled
in and through the United States and elsewhere;

(d) causing damage to computers around the world through the transmission of
information, computer code, and commands that traveled in and through the United States and
elsewhere that allowed CIO to access those computers without authorization, for the purpose of
obtaining information from those computers;

(e) collecting exfiltrated data from exploited devices, computers, and servers,
and passing such data to CIO and U.A.E. government agencies, for further analysis;

) obtaining, possessing, and using means of identification and authentication
features (i.e., usernames, passwords, and other means of authentication) that were acquired without
authorization and that were issued, managed, or controlled by providers organized under the laws
of the United States; and,

(2) using computers to analyze and, as necessary, decrypt exfiltrated data.
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provide unauthorized access to a computer system or device without any interaction by (or alerting
of) the targeted user — that is, they require “zero clicks™ by the target. CIO and Defendants became
aware of EXPLOIT ONE in or about February 2016, and were interested in obtaining it for use in
CIO’s CNE operations. In or about April 2016, Defendants obtained authorization from U.A.E.
CO to purchase EXPLOIT ONE from U.S. COMPANY FOUR and to modify it for CNE purposes.

46.  In or about May 2016, BAIER, operating on behalf of U.A.E. CO and CIO,
purchased EXPLOIT ONE from U.S. COMPANY FOUR. U.A.E. CO paid approximately
$750,000 for EXPLOIT ONE by transferring funds from bank accounts outside the United States
to the U.S. bank account of U.S. COMPANY FOUR.

47.  Asdelivered to CIO by U.S. COMPANY FOUR, EXPLOIT ONE included features
that limited its effectiveness as a computer hacking tool. First, U.S. COMPANY FOUR
configured EXPLOIT ONE to trigger visible notifications to the user(s) of compromised devices.
Second, although EXPLOIT ONE, once deployed, provided remote access to compromised
devices, it did not independently collect information from compromised devices, and it did not
cause compromised devices to perform any other actions that provided information about the
device or its contents or user(s). Third, because EXPLOIT ONE did not have an anonymous
delivery mechanism, targets or COMPANY TWO may have been able to trace any intrusion back
to the sending party.

48. Defendants BAIER and ADAMS were in direct contact with U.S. COMPANY
FOUR, and Defendant GERICKE worked directly on the project to integrate EXPLOIT ONE into
an offensive system for use in CIO’s CNE operations.

49. In order to effectively use EXPLOIT ONE for CNE Operations, CIO employees,

with Defendants’ support, direction, and/or supervision, modified EXPLOIT ONE and created an
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integrated cyber exploitation system that: (1) combined the modified EXPLOIT ONE with other
malicious software and malware that was developed or purchased by CIO (specifically, malware
“agents” or “implants™); (2) created a graphic operator interface that they referred to as
“Karmageddon;” (3) utilized a U.S. company’s anonymization services and other proxy servers to
prevent detection and mask the true origin of CIO intrusions; and, (4) created and used anonymized
pathways for CIO employees to exfiltrate data and information, including authentication tokens,
passwords, e-mails, and text communications, from the compromised devices. In so doing, CIO
and Defendants created a zero-click computer hacking and intelligence gathering system
specifically designed, developed, maintained and operated by CIO and allowed its users the
capability to access tens of millions of devices that used COMPANY TWOQ’s operating system for
U.AE. AGENCY TWO’s intelligence purposes. Defendants and other CIO employees
colloquially referred to this system, in its entirety, as “KARMA.”

50. KARMA became less effective for CIO in about September 2016, after U.S.
COMPANY TWO updated the operating system for its smartphones and other mobile devices.
However, even after U.S. COMPANY TWO’s 2016 update, the version of KARMA that integrated
EXPLOIT ONE remained effective against COMPANY TWO devices that were not updated with
the new version of its operating system.

51. U.S. COMPANY FIVE developed EXPLOIT TWO, which was, in effect, a more
advanced version of EXPLOIT ONE. Like EXPLOIT ONE, EXPLOIT TWO was also delivered
through MESSENGER, including through U.S. COMPANY TWO servers located in the United
States. EXPLOIT TWO was also “zero-click™ because it allowed remote access to targeted devices

without any interaction by the device owner. The owner of U.S. COMPANY FIVE represented
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to BAIER that, as delivered by U.S. COMPANY FIVE and prior to any subsequent modifications,
EXPLOIT TWO was export designated as “EAR99.”

52. Defendants BAIER and ADAMS were in direct contact with U.S. COMPANY
FIVE during this period, and Defendant GERICKE worked directly on the project to integrate
EXPLOIT TWO into an offensive system for CIO’s CNE operations.

53.  In or about October 2016, BAIER, operating on behalf of U.A.E. CO, purchased a
package from U.S. COMPANY FIVE (the package included EXPLOIT TWO, other CNE tools,
and maintenance services) for over $1,300,000. U.A.E. CO paid for EXPLOIT TWO by
transferring funds from bank accounts outside the United States to the U.S. bank account of U.S.
COMPANY FIVE.

54.  Asdelivered by U.S. COMPANY FIVE to CIO, EXPLOIT TWO had features that
limited its effectiveness as a computer hacking tool. Although EXPLOIT TWO, once deployed,
provided remote access to compromised devices, it did not independently collect information from
compromised devices, and it did not cause compromised devices to perform any other actions that
provided information about the device, its contents or user(s). Additionally, because EXPLOIT
TWO did not have an anonymous delivery mechanism, targets or COMPANY TWO may have
been able to trace any intrusion back to the sending party if it was not modified prior to use by
CIO.

55.  EXPLOIT TWO was effective against U.S. COMPANY TWO’s updated operating
system and had several features that made it more useful for CIO’s CNE operations than EXPLOIT
ONE. For example, unlike EXPLOIT ONE, EXPLOIT TWO did not require the target device to

be actively connected to Wi-Fi.
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56.  In order to effectively use EXPLOIT TWO for CNE Operations, CIO employees,
with the Defendants’ support, direction and/or supervision, modified EXPLOIT TWO and created
an integrated cyber exploitation system that: (1) combined the modified EXPLOIT TWO with
other malicious software (specifically, malware “agents” or “implants™); (2) created an efficient
operator interface; (3) utilized a U.S. company’s anonymization services and other proxy servers
to prevent detection and mask the true origin of intrusions undertaken by CIO; and (4) created and
used anonymized pathways for CIO employees to exfiltrate data and information, including access
devices, authentication tokens, passwords, electronic mail and text communications, from the
compromised devices. In so doing, CIO and Defendants created a powerful zero-click computer
hacking and intelligence gathering system that was specifically designed, developed, maintained
and operated by CIO and allowed its users the capability to access tens of millions of devices that
used COMPANY TWO’s operating system for U.A.E. AGENCY TWO'’s intelligence purposes.
CIO employees colloquially referred to this system as “KARMA 2” or “KARMA, VERSION 2.”

57. KARMA 2 was highly successful, and allowed CIO to compromise targeted
devices in 90 to 95 percent of deployments. However, KARMA 2 became significantly less
effective for CIO in or about August 2017, after COMPANY TWO again updated its software.
However, even after August 2017, EXPLOIT TWO — and thus, KARMA 2 — remained effective
against devices manufactured by COMPANY TWO that were not updated to the new version of
its operating system.

58. Throughout the Period, Defendants BAIER and GERICKE and other U.S. person
CIO employees working under Defendants’ direction and supervision, purchased, designed,

updated and maintained KARMA and KARMA 2 so that accessed devices automatically
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transmitted authentication tokens, login credentials, and other data stored on the compromised
devices to servers controlled by CIO.

59. Throughout the Period, CIO personnel, with Defendants’ knowledge and direction,
used authentication tokens and login credentials taken from KARMA and KARMA 2 attacks to
gain unauthorized access to the corresponding accounts, systems, and servers, some of which were
located in the United States.

60.  During the Period, Defendants managed, led, and supported CIO employees who
were responsible for thousands of offensive operations using KARMA and KARMA 2, and who
thereby obtained information from devices accessed around the world.

61. On or about August 12, 2019, DDTC issued an opinion to the Federal Bureau of
Investigation’s liaison to DDTC that concluded that the services performed by CIO in connection
with KARMA and KARMA 2 both constituted defense services under USML Category XI(d)
because: (a) they were electronic intelligence gathering systems as described in USML Category
XI(b); and (b) CIO assisted foreign persons in the use, design, development, engineering,
production, modification, testing, maintenance, processing, or operation of KARMA and KARMA
2. DDTC further concluded that a license or other approval was required pursuant to the ITAR
prior to providing any defense services in connection with KARMA and KARMA 2.

62. Throughout the Period, CIO employees whose activities were supervised by and/or
known to the Defendants successfully conducted other CNE activities to gain access to computers
around the world. These CNE activities targeted individual, corporate, and government targets by
compromising computers and accounts belonging to associates, employees, or relatives of the

primary targets. These activities included the following tactics and techniques:
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a. “Spearphishing” campaigns implemented by sending fictitious messages, emails
and documents containing malware embedded within a message or attachment;

b. Design, creation, customization, purchase, and use of other exploits and malware
against computers connected to the internet that were used to take advantage of vulnerabilities in
common software and operating systems created by U.S. companies; and

c. Use of password guessing programs to obtain access to protected computers,
servers and hosting entities;

d. Design, creation, purchase, and use of computers and password guessing software
purchased in the United States to access exfiltrated data that was encrypted.

Defendants’ Gains

63.  Between in or about January 2016 and December 2019, BAIER had gross gains of
at least $750,000 from U.A.E. CO for the above activities, after subtracting amounts paid in U.S.
federal income taxes over this period.

64. Between in or about January 2016 and December 2017, ADAMS had gross gains
of at least $600,000 from U.A.E. CO for the above activities, after subtracting amounts paid in
U.S. federal income taxes over this period.

65. Between in or about January 2016 and November 2018, GERICKE had gross gains
of at least $335,000 from U.A.E. CO for the above activities, after subtracting amounts paid in
U.S. federal income taxes over this period.

Conclusion

66. This proffer of evidence is not intended to constitute a complete statement of all

facts known by the parties but is a minimum statement of facts intended to provide the necessary

factual predicate related to the DPA. The limited purpose of this proffer is to demonstrate that

-23 -



there exists a sufficient legal basis for the charged Information filed in conjunction with the DPA
to proceed. This Factual Statement fairly and accurately summarizes and describes some of

Defendants’ actions and involvement in these offenses.
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DEFENDANT’S ACKNOWLEDGMENT

I have read this factual proffer and have discussed it with my attorney, Kenneth Wainstein,
Esquire. I fully understand this factual proffer. I agree and acknowledge by my signature that this
proffer of facts is true and accurate. I do this voluntarily and of my own free will. No threats have
been made to me nor am I under the influence of anything that could impede my ability to
understand this factual proffer fully.

Date: 7 SEPTEMBER 202 %\;

Marc Baier
Defendant

ATTORNEY'S ACKNOWLEDGMENT

I have read this factual proffer, and have reviewed it with my client fully. I concur in my
client's desire to adopt this factual proffer as true and accurate. To my knowledge, my client’s
decision to agree to and adopt this factual proffer is an informed and voluntary one.

Date: _September 7, 2021 /AA\‘ 4 M-—q.—&

Kenneth Wainstein, Esq.
Counsel for the Defendant
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DEFENDANT’S ACKNOWLEDGMENT

I have read this factual proffer and have discussed it with my attorney, Thomas G.
Connolly, Esquire. [ fully understand this factual proffer. I agree and acknowledge by my
signature that this proffer of facts is true and accurate. I do this voluntarily and of my own free
will. No threats have been made to me nor am I under the influence of anything that could impede
my ability to understand this factual proffer fully.

Date: 2021-09-07 %

Ryan‘Adams
Defendant

ATTORNEY'S ACKNOWLEDGMENT

I have read this factual proffer, and have reviewed it with my client fully. I concur in my
client's desire to adopt this factual proffer as true and accurate. To my knowledge, my client’s
decision to agree to and adopt this factual proffer is an informed and voluntary one.

C—\,
Date: 2021-09-07 I eon A L&iy

Thomas G. Connolly, Esé
Counsel for the Defendant
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DEFENDANT'S ACKNOWLEDGMENT

I have read this factual proffer and have discussed it with my attorney, Michael S. Dry,
Esquire. 1 fully understand this factual proffer. I agree and acknowledge by my signature that this
proffer of facts is true and accurate. I do this voluntarily and of my own free will. No threats have
been made to me nor am | under the influence of anything that could impede my ability to
understand this factual proffer fully.

Date: (i/ F/202| C@ﬁw”

Daniel Gericke
Defendant

ATTORNEY'S ACKNOWLEDGMENT

[ have read this factual proffer, and have reviewed it with my client fully. I concur in my
client's desire to adopt this factual proffer as true and accurate. To my knowledge, my client’s
decision to agree to and adopt this factual proffer is an informed and voluntary one.

Date:  9/7/2021 O %

Michael S. Dry, Esq.
Counsel for the Defendant
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