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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF PENNSYLVANIA

UNITED STATES OF AMERICA Case No.: 24-mj-1395

)
)
V. ) Filed Under Seal
)
CERTAIN DOMAINS )

AFFIDAVIT IN SUPPORT OF SEIZURE WARRANT

|, [ beino duly swomn, hereby declare as follows:

INTRODUCTION

1. | make this affidavit in support of a warrant for the seizure of 32 internet domains
(the “SUBJECT DOMAINS”) that have been used by the Russian government and Russian
government-sponsored actors to engage in foreign malign influence campaigns colloquially
referred to as “Doppelganger,” in violation of U.S. money laundering and criminal trademark
laws. As set forth below, since at least 2022, under the direction and control of the Russian
Presidential Administration, and in particular Sergei Vladilenovich Kiriyenko (“KIRIYENKO?”),
the Russian companies Social Design Agency (“SDA”), Structura National Technology
(“STRUCTURA”), ANO Dialog, have used, among others, the SUBJECT DOMAINS, which
include “cybersquatted” domains® impersonating legitimate news entities and unique media brands
created by Doppelganger, to covertly spread Russian government propaganda. As reflected in
SDA’s notes from strategy meetings with KIRIYENKO and other Presidential Administration
officials, SDA project proposals, and other SDA records obtained during the course of the

investigation, some of which are attached as exhibits hereto, these actors designed the content of

! Based on my training and experience, | know that cybersquatting is a method of registering a domain
intended to mimic another person or company’s domain. Cybersquatting is used to trick Internet users into
believing they are visiting the legitimate person or company’s website.
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such propaganda to, inter alia, reduce international support for Ukraine, bolster pro-Russian
policies and interests, and influence voters in the U.S. and foreign elections without identifying,
and in fact purposefully obfuscating, the Russian government or its agents as the source of the
content. Among the methods Doppelganger used to drive viewership to the cybersquatted and
unique media domains were the deployment of “influencers” worldwide, paid social media
advertisements (in some cases created using artificial intelligence tools), and the creation of fake
social media profiles posing as U.S. (or other non-Russian) citizens to post comments on social
media platforms with links to the cybersquatted domains, all of which attempted to trick viewers
into believing they were being directed to a legitimate news media outlet’s website.

2. I am a Special Agent with the Federal Bureau of Investigation (“FBI”). | became a
Special Agent in January 2017 when | was assigned to the Philadelphia Division’s
Counterintelligence Squad. As part of the Counterintelligence Squad, my duties include, among
other things, the investigation of foreign malign influence, espionage, and foreign intelligence
activities against the United States. | have successfully completed the Counterintelligence
Operations Course offered by the FBI Counterintelligence Training Center, where | was exposed
to a variety of counterintelligence techniques, cases, and exercises. | have participated in the
execution of numerous search warrants involving electronic evidence, among other investigative
techniques.

3. As a federal agent, | am authorized to investigate violations of the laws of the
United States and to execute warrants issued under authority of the United States. | have attended
multiple training courses related to managing counterintelligence and espionage investigations. |
have also been involved in various types of electronic and physical surveillance, the execution of

search warrants, and interviews of crime victims, witnesses, and subjects. Where | assert that an
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event took place on a particular date or at a particular time, | am asserting that it took place on or
about the date or at or near the time asserted. Similarly, where | assert that an event took place a
certain number of times, | am asserting that the event took place approximately the number of
times asserted. Likewise, when | assert that a transaction involved a certain amount of money, |
am asserting that the transaction involved approximately that amount of money.

4, The facts in this affidavit come from my personal observations, my training and
experience, records seized pursuant to search warrants or obtained through legal process, and
information learned from other agents and witnesses. This affidavit is intended to show merely
that there is sufficient probable cause for the requested warrant and does not set forth all of my
knowledge about this matter.

5. As set forth below, there is probable cause to believe that the SUBJECT
DOMAINS,? see Attachments A-1 through A-9, are property involved in a transaction or attempted
transaction in violation of 18 U.S.C. § 1956(a)(2)(A) (international promotional money
laundering) and 1956(h) (conspiracy to commit same) and/or property used, or intended to be used,
in any manner or part to facilitate violations of § 2320(a)(1) (trafficking in counterfeit goods or
services) (collectively, the “SUBJECT OFFENSES”). In particular, the investigation has revealed
that the SUBJECT DOMAINS have been purchased from U.S. registries or registrars by
individuals abroad who are working under the direction and control of the Russian government,
and in particular KIRI'YENKO, including Ilya Gambashidze (“GAMBASHIDZE”), SDA, Nikolai
Tupikin (“TUPIKIN”), and STRUCTURA, which have been sanctioned by the U.S. government
and designated as SDNSs, along with ANO Dialog, TABAK, and others, to advance their interests

and the interests of the Russian government, thereby causing U.S. persons to unwittingly provide

2 References to the individual SUBJECT DOMAINS in this affidavit will be denoted by bolded text.
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goods and services to and for the benefit of one or more of the aforementioned SDNs, in violation
of the International Emergency Economic Powers Act (“IEEPA”). As noted above, the foreign
malign influence effort described herein and carried out by SDA, STRUCTURA, and ANO Dialog
is colloquially referred to as “Doppelganger.”

6. Because the SUBJECT DOMAINS represent property involved in a scheme to
violate U.S. money laundering laws, they are subject to seizure, and therefore subject to forfeiture
pursuant to 18 U.S.C. 88 981(a)(1)(A) and 982(a)(1).

7. In addition, as a secondary basis for seizure and forfeiture, a subset of the SUBJECT
DOMAINS represent property used, or intended to be used, to commit or facilitate the commission
of Trafficking in Counterfeit Goods or Services (e.g., trademark infringement), in violation of 18
U.S.C. § 2320, and therefore are subject to forfeiture pursuant to 18 U.S.C. § 2323(a)(1)(B) and
(b)(D).

8. The procedure by which the government will seize the SUBJECT DOMAINS is
described in Attachments A-1 through A-9 hereto and below.

TECHNICAL INFORMATION

9. Based on my training and experience and information learned from others, | am
aware of the following:

10. Internet Protocol Address: An Internet Protocol (“IP”) address is a unique numeric

address used by computers on the Internet. An IP Address is a series of four numbers, each in the
range 0-255, separated by periods (e.g., 121.56.97.178). Every computer attached to the Internet
must be assigned an IP address so that Internet traffic sent from and directed to that computer may
be directed properly from its source to its destination. An IP address acts much like a home or

business street address—it enables computers connected to the Internet to properly route traffic to
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each other. The assignment of IP addresses to computers connected to the Internet is controlled by
Internet Service Providers (“ISP™).

11. Domain Name: A domain name is a string of text that maps to an IP address and
serves as an easy-to-remember way for humans to identify devices on the Internet (e.g.,
“justice.gov”). Domain names are composed of one or more parts, or “labels,” delimited by
periods. When read right-to-left, the labels go from most general to most specific. The right-most
label is the “top-level domain” (“TLD”) (e.g., “.com” or “.gov”). To the left of the TLD is the
“second-level domain” (“SLD”), which is often thought of as the “name” of the domain. The SLD
may be preceded by a “third-level domain,” or “subdomain,” which often provides additional
information about various functions of a server or delimits areas under the same domain. For
example, in “www.justice.gov,” the TLD is “.gov,” the SLD is “justice,” and the subdomain is
“www,” which indicates that the domain points to a web server.

12. Domain Name System: The Domain Name System (“DNS”) is the way that Internet

domain names are located and translated into IP addresses. DNS functions as a phonebook for the
Internet, allowing users to find websites and other resources by their names while translating them
into the IP addresses that their computers need to locate them.

13. Domain Name Servers: Domain Name Servers (“DNS servers”) are devices or

programs that convert, or resolve, domain names into IP addresses when queried by web browsers
or other DNS *“clients.”

14, Registrar: A registrar is a company that has been accredited by the Internet
Corporation for Assigned Names and Numbers (“ICANN”) or a national country code top-level

domain (such as .uk or .ca) to register and sell domain names. Registrars act as intermediaries
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between registries and registrants. Registrars typically maintain customer and billing information
about the registrants who used their domain name registration services.

15. Registry: A domain name registry is an organization that manages top-level
domains, including by setting usage rules and working with registrars to sell domain names to the
public. For example, the registry for the “.com” and “.net” top-level domains is \VeriSign, Inc.,
which is headquartered at 12061 Bluemont Way, Reston, Virginia.

16. Registrant: A registrant is the person or entity that holds the right to use a specific
domain name sold by a registrar. Most registrars provide online interfaces that can be used by
registrants to administer their domain names, including to designate or change the IP address to
which their domain name resolves. For example, a registrant will typically “point” their domain
name to the IP address of the server where the registrant’s website is hosted.

17.  Virtual Private Network: “VPN” means a virtual private network. A VPN extends

a private network across public networks like the Internet. It enables a host computer to send and
receive data across shared or public networks as if they were an integral part of a private network
with all the functionality, security, and management policies of the private network. This is done
by establishing a virtual point-to-point connection through the use of dedicated connections,
encryption, or a combination of the two. The VPN connection across the Internet is technically a
wide area network (“WAN?”) link between the sites. From a user perspective, the extended network
resources are accessed in the same way as resources available from a private network-hence the
name “virtual private network.” The communication between two VPN endpoints is encrypted and
usually cannot be intercepted by law enforcement.

18.  Virtual Private Server: “VPS” means a virtual private server. A VPS acts as an

isolated, virtual environment on a physical server operated by a provider. VPS hosting providers
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use virtualization technology to split a single physical machine into multiple private server
environments that share resources. Hosting companies maintain server computers connected to the
Internet. A server is a computer that provides services to other computers. Customers may use
those servers for various functions, depending on the services offered by the hosting company.
Some hosting companies offer simple cloud storage, which allows users to store files, much like
an external hard drive, and share or edit those files with other persons. Other hosting companies
allow users to operate and host websites on the Internet. Other hosting companies enable users to
operate a virtual private server, which allows the customer to run virtualized operating systems
from their computer over the Internet. Each VPS runs on a physical server but has its own self-
contained disk space, bandwidth, processor allocation, memory, and operating system. Multiple
VPS’s can run on one physical server. A hosting company can offer any combination of the above.
In the case of a VPS, each subscriber to a hosting company’s services has full administrative
control over the subscriber’s VVPS, which enables the subscriber to choose to install software from
a menu the hosting company offers or store and run the subscriber’s own software.

19.  Who.is: A “Who.is” search provides publicly available information as to which
entity is responsible for a particular IP address or domain name. A Who.is record for a particular
IP address or domain name will list a range of IP addresses that the particular IP address falls
within and the entity responsible for that IP address range and domain name. For example, a Who.is
record for the domain name XYZ.COM might list an IP address range of 12.345.67.0-12.345.67.99
and list Company ABC as the responsible entity. In this example, Company ABC would be

responsible for the domain name XYZ.COM and IP addresses 12.345.67.0-12.345.67.99.
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INTERNATIONAL MONEY LAUNDERING AND IEEPA

20.  Title 18, United States Code, Section 1956(a)(2)(A) (international promotional
money laundering) prohibits, in relevant part, the transportation, transmission, or transfer of funds
or monetary instruments from or through a place outside of the United States to a place within the
United States, with the intent to promote the carrying on of specified unlawful activity. Pursuant
to 18 U.S.C. § 1956(c)(7)(D), specified unlawful activity includes violations of IEEPA, which is
codified at 50 U.S.C. § 1701 et seq. In addition, any person who “conspires to commit any offense
defined in [Section 1956]” shall also be subject to criminal prosecution. See 18 U.S.C. § 1956(h).

IEEPA

21. IEEPA authorizes the President of the United States to impose economic sanctions
in response to an unusual and extraordinary threat to the national security, foreign policy, or
economy of the United States. Pursuant to that authority, the President may declare a national
emergency through an Executive Order to deal with that threat.

22, IEEPA makes it a crime to willfully violate, attempt to violate, conspire to violate,
or cause a violation of any order, license, regulation, or prohibition issued pursuant to IEEPA. 50
U.S.C. 8 1705(a), (c).

23. In 2014, pursuant to his authorities under IEEPA, the President issued Executive
Order 13660, which declared a national emergency with respect to the situation in Ukraine. To
address this national emergency, the President blocked all property and interest in property that
were then or thereafter came within the United States or the possession or control of any United
States person, of individuals determined by the Secretary of the Treasury to meet one or more
enumerated criteria. These criteria include, but are not limited to, individuals determined to be

responsible for or complicit in, or who engage in, actions or policies that threaten the peace,
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security, stability, sovereignty, or territorial integrity of Ukraine; or who materially assist, sponsor,
or provide financial, material, or technological support for, or goods or services to individuals or
entities engaging in such activities. Executive Order 13660 prohibits, among other things,
transferring, paying, exporting, withdrawing, or otherwise dealing in any interest in property in
the United States owned by a person whose property and interests in property are blocked (a
“blocked person”), as well as the making of any contribution or provision of funds, goods, or
services by a United States person, to, or for the benefit of a blocked person, and the receipt of any
contribution or provision of funds, goods, or services by a United States person from any such
blocked person.

24.  The President on multiple occasions has expanded the scope of the national
emergency declared in Executive Order 13660, including through: (1) Executive Order 13661,
issued on March 16, 2014, which addresses the actions and policies of the Russian Federation with
respect to Ukraine, including the deployment of Russian Federation military forces in the Crimea
region of Ukraine; and (2) Executive Order 13662, issued on March 20, 2014, which addresses the
actions and policies of the Government of the Russian Federation, including its purported
annexation of Crimea and its use of force in Ukraine. Executive Orders 13660, 13661, and 13662
are collectively referred to as the “Ukraine-Related Executive Orders.” On February 21, 2022, the
President again expanded the scope of the national emergency, finding that the Russian
Federation’s purported recognition of the so-called Donetsk People’s Republic and Luhansk
People’s Republic regions of Ukraine contradicts Russia’s commitments under the Minsk
agreements and threatens the peace, stability, sovereignty, and territorial integrity of Ukraine.

25.  The Ukraine-Related Executive Orders authorized the Secretary of the Treasury to

take such actions, including the promulgation of rules and regulations, and to employ all powers
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granted to the President under IEEPA, as may be necessary to carry out the purposes of those
orders. The Ukraine-Related Executive Orders further authorized the Secretary of the Treasury to
redelegate any of these functions to other offices and agencies of the United States Government.

26.  To implement the Ukraine-Related Executive Orders, the U.S. Department of the
Treasury's Office of Foreign Assets Control (“OFAC”) issued certain Ukraine-Related Sanctions
Regulations. These regulations incorporate by reference the prohibited transactions set forth in the
Ukraine-Related Executive Orders. See 31 C.F.R. § 589.201. The regulations also provide that the
names of persons designated directly by the Ukraine-Related Executive Orders, or by OFAC
pursuant to the Ukraine-Related Executive Orders, whose property and interests are therefore
blocked, are published in the Federal Register and incorporated into the SDNs and Blocked
Persons List (the “SDN List™), which is published on OFAC’s website. Id. at note 2.

27.  Among other things, E.O. 13661 prohibits United States persons from transferring,
paying, exporting, withdrawing, or otherwise dealing in the property or interests in property of a
designated person identified on the SDN List. E.O. 13661 § 1. These prohibitions include the
making of any contribution or provision of funds, goods, or services by, to, or for the benefit of, a
designated person identified on the SDN List. E.O. 13661 8§ 4. Any transaction that evades or
avoids, or has the purpose of evading or avoiding, or causes a violation of E.O. 13661 is further
prohibited. 1d. 8 5. “United States person” is defined as a United States citizen, permanent resident
alien, entity organized under the law of the United State or any jurisdiction within the United States
(including foreign branches), or any person in the United States. 31 C.F.R. § 6(c).

28.  On March 2, 2021, OFAC announced sanctions designating seven Russian
government officials, including First Deputy Chief of Staff of the Presidential Executive Office

Sergei KIRI'YENKO, pursuant to E.O. 13661 for serving as officials of the Russian government.

10
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In so doing, OFAC noted that KIRI'YENKO “is reported to be President Putin’s ‘domestic policy
curator.’””
29.  On April 15, 2021, pursuant to his authorities under IEEPA, the President issued
E.0.14024, which declared a national emergency with respect to:
[H]armful foreign activities of the Government of the Russian Federation—in
particular, efforts to undermine the conduct of free and fair democratic elections
and democratic institutions in the United States and its allies and partners; to engage
in and facilitate malicious cyber-enabled activities against the United States and its
allies and partners; to foster and use transnational corruption to influence foreign
governments; to pursue extraterritorial activities targeting dissidents or journalists;
to undermine security in countries and regions important to United States national
security; and to violate well-established principles of international law, including
respect for the territorial integrity of states—constitute an unusual and

extraordinary threat to the national security, foreign policy, and economy of the
United States.

Similar to the Ukraine-Related Executive Orders, E.O. 14024 blocked the property and interests
in property of persons determined by the Secretary of the Treasury or the Secretary of State to
meet one or more enumerated criteria and prohibited, among other things, the provision of funds,
goods, or services by, to or for the benefit of such a designated person. To implement E.O. 14024,
OFAC issued the “Russian Harmful Foreign Activities Sanctions Regulations,” 31 C.F.R. Part
587. Persons designated pursuant to E.O. 14024 are identified on the SDN List. Id. at note 1.

30. On February 22, 2022, OFAC announced additional sanctions against
KIRIYENKO pursuant to E.O. 14024. With respect to KIRIYENKO, OFAC again described
KIRIYENKO as “the First Deputy Chief of Staff of the Presidential Office” and reportedly “Putin’s
domestic policy curator.” OFAC noted KIRI'YENKO had previously “served as the Prime Minister
of the Russian Federation and as the General Director of Rosatom State Atomic Energy
Corporation” and had been previously designated pursuant to E.O. 13661 in March 2021. Pursuant
to E.O. 14024, OFAC redesignated KIRI'YENKO for being or having been a leader, official, senior

executive officer, or member of the board of directors of the Russian government.

11
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31.  On March 20, 2024, OFAC designated GAMBASHIDZE and TUPIKIN, as well as
SDA and STRUCTURA, pursuant to Executive Order 14024 for “being or having been a leader,
official, senior executive officer, or member of the board of directors of SDA and Structura” and
“for being owned or controlled by, or having acted or purported to act for or on behalf of, directly
or indirectly” for the Russian government. In announcing the sanctions, the Treasury Department
stated, “We are committed to exposing Russia’s extensive campaigns of government-directed
deception, which are intended to mislead voters and undermine trust in democratic institutions in
the United States and around the world.” OFAC explained that GAMBASHIDZE, TUPIKIN,
SDA, and STRUCTURA:

[W]ere involved in a persistent foreign malign influence campaign at the direction

of the Russian Presidential Administration. SDA and Structura have been identified

as key actors of the campaign, responsible for providing GoR with a variety of

services, including the creation of websites designed to impersonate government

organizations and legitimate media outlets in Europe.

Leading into Fall 2022, Tupikin and Gambashidze implemented a campaign that

impersonated news websites, staged videos, and fake social media accounts.

Specifically, Tupikin and Gambashidze, via SDA and Structura, have implemented,

on behalf of GoR, a sprawling network of over 60 websites that impersonated

legitimate news organizations, and which used misleading social media accounts to

amplify the content of the spoofed websites. The fake websites appeared to have

been built to carefully mimic the appearance of legitimate news websites. The fake

websites included embedded images and working links to legitimate sites and even

used the impersonated site’s cookie acceptance page.

32.  SDA and STRUCTURA, both of which were founded by GAMBASHIDZE, are
Russian companies headquartered at adjacent buildings in Moscow. SDA is a public relations
company, specializing in election campaigns, with deep ties to the Russian government. SDA’s
website notes the work it has done for the Russian Duma, the Russian Ministry of Internal Affairs,

as well as multiple other Russian government entities. According to its website, STRUCTURA is

a technology company with experience using bots, offering website design, and coordinating

12
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information systems among other services. STRUCTURA’s website also highlights the work it has
done for the Russian government and lists the same Russian government clients as SDA.

33.  According to OFAC records, at no time has KIRIYENKO, GAMBASHIDZE,?
SDA, TUPIKIN, or STRUCTURA, or any of the individuals or entities described below, including
individuals known to have worked at their direction, obtained a license or other written
authorization to purchase, renew, transfer, use, or export the SUBJECT DOMAINS.

TRAFFICKING IN COUNTERFEIT GOODS

34.  Title 18, United States Code Section 2320(a)(1) (trafficking in counterfeit goods or
services), prohibits intentionally “traffic[king] in goods or services and knowingly us[ing] a
counterfeit mark on or in connection with such goods or services.” “Counterfeit mark” is defined
to mean “a spurious mark—(i) that is used in connection with trafficking in any goods, services,
of any type or nature; (ii) that is identical with, or substantially indistinguishable from, a mark
registered on the principal register in the United States Patent and Trademark Office and in use,
whether or not the defendant knew such mark was so registered; (iii) that is applied to or used in
connection with the goods or services for which the mark is registered with the United States Patent
and Trademark Office . . .; and (iv) the use of which is likely to cause confusion, to cause mistake,
or to deceive[.]” 18 U.S.C. § 2320()(1)(A). “Traffic” means “to transport, transfer, or otherwise
dispose of, to another, for purposes of commercial advantage or private financial gain, or to make,
import, export, obtain control of, or possess, with intent to so transport, transfer, or otherwise

dispose off.]” 18 U.S.C. § 2320(f)(5). “Financial gain” is in turn defined broadly to include “the

® On March 20, 2024, Special Agents of the FBI interviewed a member of GAMBASHIDZE’s family who
is a U.S. citizen and alerted the family member to the sanctions. In a follow up interview on April 3, 2024,
the family member confirmed they had spoken with GAMBASHIDZE regarding the sanctions after their
interview with the FBI. The family member confirmed GAMBASHIDZE was aware of the sanctions and
that GAMBASHIDZE claimed “what they say about me is not completely true.”

13
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receipt, or expected receipt, of anything of value.” 18 U.S.C. § 2320(f)(2). Anyone who commits
an offense under this provision is subject to criminal prosecution. 18 U.S.C. § 2320(b)(1).

35.  According to the United States Patent and Trademark Office (“USPTO”), a
trademark can be any word, phrase, symbol, design, or a combination of these things that identifies
goods or services. The word “trademark” can refer to both trademarks and service marks. A
trademark is used for goods, while a service mark is used for services. Trademark owners can
register their trademarks with the USPTO, which maintains a database of registered and pending
trademarks that is available to the public to search. That database includes the date the trademark
owner applied for trademark registration, the date the trademark registered, and examples of the
trademark.

PROBABLE CAUSE

A. Overview of the Russian-Government-Directed Doppelganger Operation

36.  As set forth below, since at least 2022, under the direction and control of the
Russian Presidential Administration, and in particular KIRIYENKO, Russian companies,
including SDA led by GAMBASHIDZE, STRUCTURA led by TUPIKIN, and ANO Dialog led
by TABAK, have used the SUBJECT DOMAINS to engage in foreign malign influence campaigns
(which, as noted above, are colloquially referred to as “Doppelganger”) designed to reduce
international support for Ukraine, bolster pro-Russian policies, and influence voters in U.S. and
foreign elections by posing as citizens of those countries, impersonating legitimate news outlets,
and peddling Russian government propaganda under the guise of independent media brands.

37. In general, Doppelganger, which is under the direction and control of the Russian
government, and specifically KIRIYENKO, consists of two related foreign malign influence

efforts.

14
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38.  The first component of the Doppelganger campaign carried out by STRUCTURA
and SDA, acting under KIRIYENKQO’s direction and control, involves the creation of fake
websites that mimic legitimate media outlets. Doppelganger places content on those spoofed
websites that promote specific narratives identified by the Russian government to further the
Russian government’s objectives, such as influencing the U.S. electorate by targeting specific
audiences within the United States and elsewhere. To evade detection, Doppelganger created
sophisticated cybersquatted domains (which include the SUBJECT DOMAINS) that appear to be
the websites of legitimate news outlets such as Fox News, The Washington Post, and Forward,
among others. In general, the cybersquatted domains appear virtually identical to their legitimate
media counterparts, including through the use of the same layout and design, as well as the same
trademarks, logos, and slogans, and through attributing the false articles found on the
cybersquatted domain to real journalists for the legitimate outlet, with the journalists’ names,
photographs, and bylines featured on the domain. In addition, links to other content on the
SUBJECT DOMAINS re-route the reader to the legitimate news outlet. However, the content
published on the cybersquatted domains is not the legitimate journalistic work of the impersonated
media outlet and impersonated journalists; rather, the cybersquatted domains publish fake news
articles that promote Russian interests without identifying, and in fact purposefully obfuscating,
the Russian government or its agents as the source of the content.

39. For example, from within the Eastern District of Pennsylvania, FBI agents located

and reviewed* six articles published on Doppelganger’s cybersquatted domain

* The FBI used the WayBack Machine to locate articles published on the cybersquatted domains. The
Wayback Machine is a digital archive of the World Wide Web founded by the Internet Archive, an
American nonprofit organization, that allows the user to go “back in time” to see how websites looked in
the past. See EVO Brands, LLC v. Al Khalifa Group LLC, 657 F. Supp. 3d 1312, 1322-23 (C.D. Cal. 2023)
(collecting cases and noting that “[c]ourts have taken judicial notice of internet archives in the past,

15
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washingtonpost[.]Jpm. Washingtonpost[.]Jpm is a nearly identical duplication of the legitimate
Washington Post website. All links on washingtonpost[.]pm such as the website navigation menu,
the Washington Post icon, and the byline, re-route the reader to the legitimate washingtonpost.com
website. Washingtonpost[.]Jpm also features trademarks registered to The Washington Post. The
articles published on the washingtonpost[.]Jpm are published under the name of a legitimate
Washington Post journalist and feature his/her photograph. Based on my training, experience, and
this investigation, | believe this duplication is likely to mislead or confuse U.S. persons and other
readers into believing that the Russian propaganda presented in the article is from a legitimate
U.S.-based news organization. A search for the articles located on washingtonpost[.]Jpm or
substantially similar content on washingtonpost.com yielded negative results, as did a review of
the legitimate Washington Post journalist’s published articles on washingtonpost.com.

40.  The articles located on washingtonpost[.]Jpom present a pro-Russia and anti-
Ukrainian viewpoint, and many of the articles focused on U.S. policy or politics. None of the
articles include attribution to SDA, STRUCTURA or the Russian government. For example, one
article is titled “White House Miscalculated: Conflict with Ukraine Strengthens Russia” and
purports to be authored by a Washington Post reporter. The article states, in part:

It is time for our leaders to recognize that continued support for Ukraine is a

mistake. It was a waste of lives and money, and to claim otherwise only means

further destruction. For the sake of everyone involved in the conflict, the Biden
administration should just make a peace agreement and move on.
See Exhibit 1 for illustrative examples of the cybersquatted domains.

41. To distribute their propaganda without attribution to the Russian government,

Doppelganger created social media profiles posing as U.S. (or other non-Russian) citizens. These

including Archive.org’s ‘Wayback Machine,” finding that Archive.org possesses sufficient indicia of
accuracy that it can be used to readily determine the various historical versions of a website”).
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profiles then posted comments on social media platforms with links to the cybersquatted domains
to trick viewers into believing they were visiting a legitimate news outlet.

42.  The cybersquatted domains used by Doppelganger generally are not indexed by
search engines. A visit to the standalone domain, such as www.washingtonpost[.]pm, reveals a
blank page or an error page. Rather, as its primary method of distribution, Doppelganger created
fraudulent social media personas impersonating U.S. citizens to post article-specific extended
hyperlinks to the cybersquatted domains on those social media platforms.® To further disseminate
their propaganda beyond social media posts, Doppelganger also purchased and placed
advertisements on social media platforms to drive traffic to their articles. Based on my training
and experience, | believe Doppelganger distributes its propaganda in this manner in order to
obscure from Americans and other targeted readers the fact that they are not visiting a legitimate
news outlet.

43.  The second component of the Doppelganger campaign, carried out by ANO Dialog
and TABAK, acting under KIRI'YENKQO’s direction and control, focused on creating original
brands (which include the SUBJECT DOMAINS) to disseminate Russian propaganda. These
brands purport to be independent journalists or independent news media organizations but actually
published content under the direction and control of the Russian government. As discussed below,
the same articles would appear on both the cybersquatted domains and the ANO Dialog media
brands, which indicates to me that ANO Dialog and SDA/STRUCTURA acted in close

coordination under the direction and control of the Russian government and KIRI'YENKO.

®> For example, while a visit to www.foxnews.cx would reveal a blank or error page, a visit to
www.foxnews.cx/world/US-Decided-to-Trade-Ukraine-for-Security.html  would reveal the active
cybersquatted website with an article and the re-routing links to the legitimate Fox News.
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44.  Asdetailed below, individuals associated with Doppelganger—who are believed to
be based in Russia or elsewhere outside the United States—have transferred funds from outside
the United States to lease most of the SUBJECT DOMAINS from United States-based domain
registrars or registries at the direction and control of, and for the benefit of, sanctioned persons,
including KIRIYENKO, GAMBASHIDZE, SDA, TUPIKIN, and STRUCTURA. These criminal
actors did not obtain an OFAC license before leasing the SUBJECT DOMAINS. Because they
have transferred funds from or through a place outside the United States to a place within the
United States, with the intent to promote a specified unlawful activity (here, an IEEPA violation),
there is probable cause to believe they have violated U.S. money laundering laws. In addition, the
conspirators took steps to make each of the SUBJECT DOMAINS available on the Internet,
including in the Eastern District of Pennsylvania. As set forth below, the conspirators specifically
targeted the Commonwealth of Pennsylvania’s citizens, including those located in the Eastern
District of Pennsylvania, in order to influence the electorate in this, and other districts.

45, In addition, and as detailed further below, there is probable cause to believe that a
subset of the SUBJECT DOMAINS is being used or is intended to be used to commit or facilitate
trafficking in counterfeit goods or services. These SUBJECT DOMAINS feature registered
marks—The Washington Post logo, for example—that are identical to, or substantially
indistinguishable from, marks registered on the Principal Register maintained by the USPTO and
that are in use by the mark holder. The SUBJECT DOMAINS use these marks in connection with
goods or services that are the same as those for which they are registered on the Principal Register
and the SUBJECT DOMAINS’ use of the marks is likely to cause confusion, mistake, or to deceive

the public. As set forth below, the infringing SUBJECT DOMAINS were accessed from the
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Eastern District of Pennsylvania and thus the infringing goods passed through Eastern District of
Pennsylvania.
B. Public Reporting on Doppelganger

46. In July 2023, the European Union (“EU”) sanctioned seven Russian individuals and
five Russian entities for their role in Doppelganger. Among the entities and individuals sanctioned
by the EU were SDA, STRUCTURA, GAMBASHIDZE, and ANO Dialog. In so doing, the EU
explained:

Russian actors have conducted a digital information manipulation campaign named

‘RRN” (Recent Reliable News) aiming at manipulating information and

disseminating propaganda in support of Russia’s war of aggression against Ukraine.

That campaign, in which government bodies or bodies affiliated to the Russian

State have participated, relies on fake web pages usurping the identity of national

media outlets and government websites as well as fake accounts on social media.®
STRUCTURA and SDA were identified as “the key actor[s] of the campaign, responsible for the
creation of fake websites impersonating government organizations and legitimate media in Europe
(primarily Germany, France, Italy, Ukraine and the United Kingdom) and for boosting the pro-
Russian ‘RRN’ campaign on social media.”’

47. On July 19, 2023, the Viginum Agency (“VIGINUM”), a French government
agency tasked with vigilance and protection against foreign digital interference, which operates
under the authority of the Secretariat-General for National Defense and Security, highlighted
Doppelganger’s creation and operation of cybersquatted domains:

Since February 2023, VIGINUM has noticed an increasing number of impersonations of

major French and foreign media outlets, in order to publish pro-Russian articles linked to

the war in Ukraine. . .

The appearance of typosquatted websites is in every way similar to that of the media outlets
they are impersonating, the only difference being the visited URL. The domain names of

® Regulations, Official Journal of the European Union, L 190, Vol. 66 (28 July 2023) available at
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=0J:L:2023:1901:FULL.

"1d.
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typosquatted media outlets use the same source code as that of legitimate media outlets:

most of the links on the legitimate website are downloaded on the typosquatted website,

which lends it credibility in the eyes of unsuspecting users.

48.  VIGINUM also highlighted Doppelganger’s use of Facebook pages and
advertisements to disseminate disinformation. According to VIGINUM, “Since February 2023,
more than 160 Facebook pages have been identified by VIGINUM, posting more than 600
sponsored content containing links to articles and websites linked to the campaign.” As described
below, the investigation has revealed that Doppelganger purchased numerous social media
advertisements targeting U.S. politicians and relied on artificial intelligence to generate the

content.

C. The Russian Presidential Administration, through KIRIYENKO, Exercises Direction
and Control Over Doppelganger

49. GAMBASHIDZE took extensive notes documenting meetings between
KIRIYENKO, SDA, STRUCTURA, TUPIKIN, ANO Dialog, members of the Russian
government like Sofia Zakharova (“Zakharova”), and others involved in Doppelganger.
GAMBASHIDZE’s notes include contact lists, staff lists, task or to-do lists, and potential ideas for
malign foreign influence campaigns. Between April 2022 and April 2023, GAMBASHIDZE took
notes related to at least 20 Russian Presidential Administration meetings.

50. For example, one note was titled “Meeting with SVK at the AP” 8 and dated April
16, 2022. | assess that AP is an abbreviation for Administratsiya Prezidenta, which translates from
Russian to English as the Presidential Administration. Based on the context and content of the

meeting notes, other records obtained during this investigation, and the supervisory role that SVK

8 Virtually all records discussed herein were in the Russian language. Throughout this affidavit, italicized
quoted language indicates a verbatim translation, whereas plaintext quoted language indicates a summary
translation. Exhibits 2B through 13B to this affidavit have been translated verbatim. All translations were
completed by FBI linguists.
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appears to play in the Doppelganger campaign, | assess that SVK is a reference to Sergei
Vladilenovich KIRIYENKO. As noted above, KIRIYENKO has been sanctioned and described
by OFAC as “the First Deputy Chief of Staff of the Presidential Office” and reportedly “Putin’s
domestic policy curator.” KIRI'YENKO is frequently referred to in Russian and Western media as
“Putin’s right-hand man.” In addition, the notes refer to Russian President Vladimir Putin and
reveal that SVK, who is also referred to as Sergey in the notes, is overseeing and directing the
malign foreign influence efforts described herein.

51.  That note from April 16, 2022 details a meeting led by SVK at which “SVK was
taking detailed notes” to discuss bolstering support for Russia’s invasion of Ukraine. The meeting
participants discussed topics for propaganda, and SVK provided his opinion, with
GAMBASHIDZE recording SVK’s response to the ideas as “well received”, “need to work”, or
“the right thing to do.” SVK told the group they must use two mechanisms “to be effective: 1.
Creating of a nuclear psychosis. The USA have been prepping Europe for a big war with the
Russian Federation. War for peace. 2. Exaggeration.” While GAMBASHIDZE’s note contains
passing references to other meeting participants, the most substantive details recorded were when
SVK provided his opinion or instructions. This note also makes reference to “Tabak.” | assess that
the “Tabak” referenced in GAMBASHIDZE’s notes is Vladimir TABAK, the head of ANO Dialog.

52.  OnJuly 13, 2022, GAMBASHIDZE wrote a note titled “Minutes of the Meeting at
the AP on July 13, 2022.” The note listed meeting participants as “Stas, Sofia, llya, and Sergey.” |
assess that the Sofia referenced is likely Sofia Zakharova, a Russian Presidential Administration
spokesperson. Zakharova is a Kremlin official who has also focused on information technology

and communications infrastructure. Zakharova has regularly taken part in conferences and events
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dedicated to artificial intelligence.® Based on my training, experience, and information gathered
through this investigation, | assess that the Ilya referenced is llya GAMBASHIDZE and that the
Sergey referenced is KIRIYENKO. GAMBASHIDZE’s note identifies KIRIYENKO, as “SVK”,
telling the meeting participants, “it’s an impossible task,” which | assess to be a reference to the
difficulties in effectuating the Doppelganger campaign. GAMBASHIDZE notes that the
participants had “initially talked him into five countries. Now he says no.” Based on the context of
the note and this investigation, | assess that “him” and “he” refers to KIRIYENKO.
GAMBASHIDZE records that the group agreed “the Germans are more dependent than the
French” and decided to focus its efforts on the Germans. In particular, the group agreed that “first
and foremost, we need to discredit the USA, Great Britain and NATO, and secondly, we need to
convey the truth about the war in Ukraine” and the need to convince Germans to oppose the
“inefficient politics of sanctions.”

53.  According to the note, the participants used the remainder of the meeting to discuss
anti-Ukrainian, pro-Russian narratives to distribute, with a focus on Germany. GAMBASHIDZE
noted “They were assigned Russian Reliable News — changed it into Recent, it’s going to work.(was
sent by Tabak).”

54. GAMBASHIDZE referenced SVK in six other notes in addition to the two
described above. According to a note titled “Meeting Minutes AP_25.07.22 — 11.00” SVK and
others again discussed targeting Germany. SVK suggested “in order to normalize relations, it is
necessary to show who caused them to deteriorate,” and directed the meeting participants to

influence German-Russian relations. The notes indicate that Sofia, whom | assess to be Zakharova,

® See https://www.voanews.com/a/investigation-who-is-ilya-gambashidze-the-man-the-us-government-

accuses-of-running-a-kremlin-disinformation-campaign-/7604052.html
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instructed the creation of “websites to tell the Germans the truth!” Another participant suggested
using “real facts to complement fake facts.” One suggestion included trying to “make a fake on an
American soldier that raped a German woman. That would be great!” Another note, titled “AP
Meeting Minutes, Monday, January 16” referenced another party as being “fully in charge of filling
the content on the Ukraine Tribunal portal.” That note also indicated a topic “for business-elites”
as “Bypassing sanctions: they don’t need to be lifted, they need to be bypassed.”

55.  Although five of the notes did not list SVK as a participant, the meeting notes
indicate that the meetings discussed presentations, reports, and metrics related to Doppelganger
for SVK’s review and awareness as well as his reactions to, and approval of, various products. For
example, in a note titled “Minutes of the Meeting at the AP, August 1, 2022”, GAMBASHIDZE
mentioned that articles would be submitted to SVK’s office and that “so far three were well
received.” Other notes mentioned creating reports or presentations for SVK, to include media
monitoring. Another note, “Minutes - ECC_AP_05.04.23”, included a discussion of resources,
wherein a participant reported “SVK is not against including our influencers abroad.”*° That note
referenced a French businessman whom the participants believed could do an “interview” for
“RRN.” A note titled “Meeting Minutes - AP_01.18.23” refers to SVK as “listening to no more
than ten newsworthy events” and notes that “we need to create our OWN concept based on Ukraine
monitoring and Tabak’s concept.” GAMBASHIDZE noted, “They are expecting fake news from
us every day.”

56.  Atleast 13 of the meeting notes listed “SAZ” as a meeting participant, which I assess

to be a reference to Zakharova due to her initials and the use of Sofia in the body of some notes.

10 Another meeting note indicated that “we need influencers! A lot of them and everywhere. We are ready
to wine and dine them.”
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Based on my training, experience, this investigation, and the context and content of the notes, |
assess that Zakharova reported to KIRIYENKO and conveyed information regarding these
meetings to and from KIRI'YENKO for his approval and further direction.

57.  One note of a January 13, 2023, meeting attended by GAMBASHIDZE, Zakharova
and others mentioned they had “reported to the President about the project.” | assess that “the
President” refers to Russian President Vladimir Putin. The note stated that the participants should
not constrain themselves to specific countries; rather, “false stories spread could be initiated
everywhere, in different countries, even launched through media.” The note referenced specific
campaigns, including the use of influencers, a “media cluster” with “40-50 websites per country,”
which | assess refers to creating unique media brands led by ANO Dialog, and making “political
animated movies.” After mentioning “our fakes will be restored”, “the IAG team” was specifically
assigned to work on “analytical products and videos.” | assess that IAG is a reference to
GAMBASHIDZE.

58. In addition to foreign influence campaigns, Doppelganger also appears to have
conducted influence campaigns domestically within Russia, underscoring its close ties to the
Russian government. For example, one note indicates that the “project could be used for P’s
election campaign” which | assess to be a reference to Russian President Putin. Likewise, a
different meeting note from a meeting SAZ attended indicated the group discussed “Putin team--
example of work for the upcoming campaign” and explained that “Our battlefield is here. That’s
why men are not in Donbas.”

59. Another note, titled “Meeting Minutes - AP_Factory 01.27.23” includes the

instruction that “When providing a narrative it’s important to remember that this is “from a German
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to a German’, ‘from a Frenchman to a Frenchman’!” | assess this to be a reference to the
Doppelganger’s strategy of posing as citizens of other countries in order to influence their publics.

D. Internal SDA Documents, Correspondence, and Notes Take Credit for the Doppelganger
Campaign and Discuss SDA’s Overarching Foreign Malign Influence Strategy

60.  An SDA internal document titled “Countermeasures by foreign agencies and
organizations” which recounted that the ““collective West’” countries are seriously concerned by
the effectiveness of the project” and that, along with “major online platforms, factcheckers and
investigators” they have “been involved in the effort of countering our narratives since September
2022.” The document went on to list and summarize 15 publications from various news sources
and organizations, such as Meta, Premier Ministre, The Washington Post, Wired, and Le Monde,
which discussed Doppelganger. | believe this document reflects SDA’s acknowledgment of its role
in Doppelganger. See Exhibit 2.1

61. In a similar vein, another SDA document highlighted social media companies’
attempts to combat SDA, STRUCTURA, and ANO Dialog’s propaganda by identifying the
cybersquatted domains, as well as RRN, as suspicious and blocking them. The document set out a
plan to combat the social media companies’ disruption efforts by posting comments through social
media accounts to complements their use of bots and further publicize their narratives. The plan
was to post “60,000 comments per month for France and Germany combined.” See Exhibit 3.

62.  SDA also possessed at least 27 invoices for the equivalent of thousands of U.S.

dollars” worth of translation services. These invoices requested payments for the translation of

1 Attached as Exhibits to this affidavit are the original Russian-language SDA documents lawfully obtained
during this investigation (see Exhibits 2B through 13B) as well as English-language translations (see
Exhibits 2A through 13A). All of the SDA documents were obtained prior to June 1, 2024. Consistent with
Department of Justice policy, redactions have been applied to certain identifiers contained within the
documents. The terms substituted in place of those identifiers in the English language translations relate to
the status of those persons or entities at the time the documents were obtained.
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files, identified by the file name. The file names on the invoices appear to correspond to the
headlines of articles published on the cybersquatted domains, including certain SUBJECT
DOMAINS. For example, one SDA invoice dated December 18, 2023, contained six file names,
which matched articles found either on washingtonpost[.]Jpm or fox-news[.]in. One of the partial
headlines listed on the SDA invoice was “Middle East Coalition of US Allies Crumbles.” | have
located and reviewed a corresponding article published on washingtonpost[.]Jpm that is titled
“Middle East Coalition of US Allies crumbles like a House of Cards.” Accordingly, | believe these
invoices reflect SDA’s payment for Doppelganger-related services. See Exhibit 1 at 6.

63. Multiple SDA documents detail SDA’s strategy for implementing its foreign malign
influence campaigns. Among these documents is what appears to be an initial concept plan for the
Doppelganger campaign, which specifically referenced GAMBASHIDZE, and noted “if we can,
we need a separate department for fakes - a factory!”'? The document indicated the campaign
would target England, Germany, and Italy and would have “Two news sites: English-language and
German-speaking.”*3

64.  Ahallmark of the Doppelganger campaign was to impersonate U.S. and other non-
Russian citizens through the creation of fake social media profiles. Then, that social media profile,
posing as an American or other non-Russian citizen, would post comments or other content
promoting a pro-Russian narrative and include a hyperlink to the cybersquatted domain
impersonating a legitimate news outlet like The Washington Post or Fox News. Using this manner
of distribution, KIRI'YENKO, GAMBASHIDZE, TUPIKIN, SDA, and STRUCTURA are able to

mislead, for example, American citizens into believing they are seeing the viewpoints of a fellow

12 This translation was completed using machine translation software.

3 This translation was completed using machine translation software. As discussed below, | assess that
these two “news” websites are likely references to RRN and Journalisten Freikorps.
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American citizen, rather than the Russian government’s view. SDA documents provide detailed
instructions on how these fake American social media profiles should distribute Doppelganger
content through social media platforms. For example, SDA documents provide instructions and
exemplar social media posts designed to influence the U.S. election. One such document first sets
out what appears to be an article, written in English, likely to be published on one of the
cybersquatted domains with the headline “U.S. Loses Its Position as a World Leader by Making
Too Many Mistakes” under the heading of “International Politics.” The document envisions the
creation of social media profiles posing as American citizens “living in a small town,” which would
post comments linking to the article in order to influence the views of actual American voters. That
document also provided suggested English-language comments for use in distributing the article
on social media. See, e.g., Exhibit 4, Exhibit 5.

65.  Another 26-page SDA manual set forth a plan for a campaign targeting the
Ukrainian public. The manual showed SDA dividing its influence campaigns into four sections:
“monitoring, analytics, content production, and content delivery.” See Exhibit 6. This manual
described SDA’s efforts to create “articles (long reads)” which were “original texts ranging from
2,000 to 5,000 characters with spaces, devoted to topics relevant to the Ukrainian audience, which
fit into the main subject areas of the project. Each text is professionally edited and accompanied
by 10 comments and 3 teasers for disseminating the text on social networks.” | assess that SDA’s
reference to these articles, or “long reads”, refer to the original content produced by Doppelganger
and intended to be posted on domains SDA controls, including the SUBJECT DOMAINS, and
which may also be distributed through ANO Dialog’s unique media brands. Further, I assess that

the reference to “10 comments and 3 teasers” refers to SDA’s practice of spreading Doppelganger
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content by posting links to the cybersquatted domains through proposed social media comments,
as discussed in the preceding paragraphs.

66. SDA documents further reveal that SDA extensively monitors and collects
information about a large number of media organizations and social media influencers. One
document revealed a list of more than 2,800 people on various social media platforms like Twitter,
Facebook and Telegram, spanning 81 countries, that SDA identified as influencers, including
television and radio hosts, politicians, bloggers, journalists, businessmen, professors, think-tank
analysts, veterans, professors, and comedians. When referring to politicians, the list often
mentioned which U.S. state and/or political party they represent and the position they hold in
Congress. The U.S.-based influencers accounted for approximately 21% of the accounts being
monitored by SDA. On another list of over 1,900 “anti-influencers”* from 52 countries, the U.S.-
based accounts comprised 26% of the total accounts being monitored by SDA. | assess that “anti-
influencer” indicates that the account posts content that SDA views as contrary to Russian
objectives. Based on my review of other records obtained during this investigation, | know that
SDA adds information captured through its monitoring efforts to dashboards. These dashboards
analyze trends in public opinion and thereby measure the effectiveness of the malign foreign
influence campaign based on its impact on public opinion. SDA’s content varies from project to
project; however, it can include videos, memes, cartoons, social media posts, and/or articles. SDA’s
content delivery also varies each campaign, but often relies heavily on social media posts driving

targeted audiences to domains SDA controls, like the SUBJECT DOMAINS.

14 This translation was completed using machine translation software.
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67.  One SDA document outlined a project titled “International Conflict Incitement”
which targeted Germany and France. As described by SDA, the

objective of the ‘International Conflict Incitement’ project is to escalate internal

tensions in the countries allied with the United States in order to promote the

interests of the Russian Federation on the international arena. To influence real-

life conflicts and artificially create conflict situations, it is proposed to use a wide

range of information tools to influence public opinion.

SDA intended for its project to result in the “[e]scalation of the conflict situation through the use
of available tools (traffic redirection, work with comments, work with influencers, analytical
articles, augmented reality, media mirror outlets, fakes, etc.) in order to destabilize the societal
situation.” | believe “media mirror outlets” is the term SDA used to refer to Doppelganger’s use
of cybersquatted domains to impersonate legitimate news outlets. The project intended to
artificially generate conflicts through, among other things, “spreading additional false narratives”;
“fake videos, documents, and telephone conversation recordings”; “comments on social media”;
and “fake and real quotes from influencers”. The project identified the “media mirrors outlets”;
“foreign and Russian influencers” and “bots and work with comments;” as “delivery channels” for
the project. See Exhibit 7.

68. In another document, SDA summarized its campaign against Germany, identifying
three major themes: (1) “HOHLI — pigs”;*® (2) “The difference between Ukraine and Germany”;
and (3) “The U.S. is behind everything.”*® It also included 43 ideas for propaganda, which were
all associated with one or more of the three themes listed above. The document placed each idea

into a table, complete with the target audience and media type. For example, one idea for “The

U.S. is behind everything,” theme was a “screenshot of the publication with a photo of the US

15 After consulting with Ukrainian and Russian speaking FBI employees, | have learned that this term is a
derogatory word for Ukrainians.

18 This translation was completed using machine translation software.
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Embassy in Germany. Headline: Scholz became employee of the month at the US Embassy.” This
screenshot and headline were meant to impress upon viewers that the U.S. directs German policy.
SDA’s Foreign Malign Influence Plans for the 2024 U.S. Election

1. The Good Old U.S.A. Project

69.  SDA records show that, starting in the fall of 2023, SDA began developing a
campaign targeting the 2024 U.S. federal elections which it called “The Good Old U.S.A.
Project.”!’ See Exhibit 8. According to the planning document, the project’s goal was to influence
U.S. public opinion to align with the viewpoint “that the US should target their effort towards
addressing its domestic issues instead of wasting money in Ukraine and other ‘problem’ regions.”
The document laid out objectives and specific demographics for targeting U.S. audiences
(including specific messaging to voters in six swing states) through social media groups, social
media advertising, and influencers. The document specifically refers to the content to be
distributed by SDA as “bogus stories disguised as newsworthy events.” These “bogus” stories
would be complimented by “Mass distribution of text comments and memes in Facebook and X
(Twitter) discussion threads.” This “commentary campaign’ would spread “false reworked project
narratives supported by facts” and engage in “targeted social engineering based on information
trends and users’ emotional attitude towards them.”

70.  The Good Old U.S.A Project specifically highlighted the use of “[t]argeted
advertising” on social media that would enable SDA to track Americans reactions “to the

distributed material in real time, and directing the psychological response group to contribute to

7 In the original Russian-language document, the words “The Good Old U.S.A.” were written in English.
This document followed a design template frequently used by SDA, featuring a red and black color scheme;
a common Cyrillic font; bolded, numerical section headers; and logo in the bottom left of each page. Based
on my review of documents obtained during this investigation, | know this template is frequently used by
SDA employees.
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comments thereof. With the help of a network of bots, the psychological response moderates top
discussions and adjust further launches depending on which group was affected the most.”

71.  The use of targeted advertising by Doppelganger is corroborated by records
obtained from Meta pursuant to a warrant, which identified Meta pages and advertisements linked
to the Doppelganger campaign. Notably, those records revealed Doppelganger’s apparent use of
artificial intelligence tools to generate content, including images and videos, for use in negative
advertisements about U.S. politicians. Several of these Meta accounts were registered with account
names that approximate legitimate news media organizations, such as CNN California,
Sacramento Inside, California News, and California BBC (screenshots from the Meta pages
created by Doppelganger are contained below). The CNN California Facebook Page’s profile
picture displayed a blue version of the legitimate CNN logo with California written underneath in
the same shade of blue. The Page was listed on Facebook as a News and Media website and had a
banner in blue with the CNN logo also in blue that read BREAKING HOT NEWS /// HOT NEWS
/ll'and LIVEHD /// TODAY. Meta records also revealed that Doppelganger used credit cards issued

by U.S. financial institutions to purchase Facebook advertisements.
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2. The “Guerrilla Media Campaign in the United States”

72.  SDA documents include a proposal for another campaign focused on influencing
the United States, titled “The Guerrilla Media Campaign in the United States.” See Exhibit 9.8
The Guerilla Media Campaign focused on exploiting the perceived polarization of U.S. society by
focusing on eight “Campaign Topics.” As reflected in the proposal, SDA anticipated using social
media profiles on Facebook, X (formerly known as Twitter), YouTube, and Truth Social but noted
that with “Facebook, Twitter and YouTube, we need to create multiple ‘perishable’ accounts,
primarily for the work with comments.” The Guerilla Media Campaign would disseminate its
propaganda through posts, “comments on social networks and local group chats”, memes, and
“video content, including news stories in the Fox News style.” SDA’s plan stated “In order for this
work to be effective, you need to use a minimum of fake news and a maximum of realistic
information. At the same time, you should continuously repeat that this is what is really happening,
but the official media will never tell you about it or show it to you.” | believe the reference to the
“work in the comments” is a reference to Doppelganger’s creation of inauthentic social media
profiles to post comments on social media that included links to the cybersquatted domains,
including the SUBJECT DOMAINS. Further, it appears that SDA required a large number of
“perishable” accounts to disseminate this content because of enforcement efforts by U.S. social
media companies to identify and deactivate accounts associated with Doppelganger. Finally, as
noted above, GAMBASHIDZE’s notes from meetings with the Presidential Administration reveal

a suggestion to use “real facts to complement fake facts.”

18 This document follows the same template frequently used by SDA, like in The Good Old U.S.A. Project.
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3. “U.S. Social Media Influencers Network™ Project

73.  SDArecords revealed another influence campaign aimed at avoiding detection and
mitigation by U.S. social media companies by creating and developing “a network of 200 accounts
in Twitter, four in each of the 50 states: two active and two ‘dormant’ ones. Active accounts in each
state will be maintained on behalf of a fictitious individual, who actively supports” a political party

and “represents ‘a community of local activists.”” SDA actively sought to “eliminate the possibility
of detection of the ‘Russian footprint’ in the proposed project, a multi-level protection of the
infrastructure will be built. It will contain VPN services, physical servers located in the United
States, etc.” The project’s goal was to steadily increase the number of subscribers, eventually

reaching one million in one year. See Exhibit 10.

4. Targeting the U.S. by Influencing Other Countries.

74.  SDA records also revealed its planning of campaigns targeting foreign countries,
including Mexico and Israel, with the intent that those efforts would influence associated ethnic or
religious groups residing in the United States. The goal of these campaigns was twofold: (1) to
influence each countries’ populace; and (2) to influence the U.S. 2024 Presidential Election. A
Presidential Administration meeting note from January 13, 2023, revealed that one of the
objectives of the campaign, which had been assigned to GAMBASHIDZE, was to “draft a media
plan for work through expat community media outlets (Armenia--France; Turkey--Germany,
Israel--USA)” and to “compile a list of scenarios for stirring inter-ethnic, religious, racial, and
political conflicts in “focus countries’.”

75. For example, one SDA document with the sub-heading “PROJECT OF

EFFECTIVE PROXY PARTICIPATION IN THE NOVEMBER 2024 CAMPAIGN” presented a

theme of “México no perdona” which translates in English to “Mexico does not forgive.” See
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Exhibit 11. The campaign intended to encourage “anti-American sentiment” as well as to
exacerbate confrontation between the United States and Mexico. Although the campaign would
target Mexico, the campaign’s goal also intended to influence the U.S. Presidential Election. The
proposal concluded with: “Today, the time has come to show to the United States that it is under a
threat. And we can do it.”

76.  As another example, an SDA document described a project titled The
Comprehensive Information Outreach Project in Israel (and also Jewish Community Outreach in
the US)”. See Exhibit 12. Similar to the document relating to Mexico, one of the stated goals of
this campaign was to influence the 2024 U.S. Presidential Election. Notably, the proposal
suggested creating “a full-fledged three language” information project that would “target Jewish
communities across the globe, first and foremost in Israel and the US.” | believe that this reference
to a full-fledged online information project is likely a reference to the unique Doppelganger media
brands discussed below.

77.  Consistent with other Doppelganger campaigns explicitly targeting the United
States, this Israel-related campaign would involve the creation of a media brand, targeted
advertising to spread content, the publication of articles in legitimate media, and an operation
involving the widespread posting of social media comments impersonating Israelis. A separate
SDA document provided an example of how to pose as an Israeli and disseminate fake articles and
comments presenting an unattributed Russian narrative through comments on social media. See
Exhibit 13.

THE CYBERSQUATTED SUBJECT DOMAINS

78.  The FBI’s investigation revealed that Doppelganger leased numerous cybersquatted

domains from U.S. companies Namecheap, NameSilo, and GoDaddy using four online personas,
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which | refer to as Kethorn, Kamcopec, Kaspartill, and Anguillet. Each of these personas used
email accounts that incorporated the persona’s name in the email address. | believe that the identity
information provided to lease the domains is false given inconsistencies in names, mailing
addresses, and naming conventions of the associated email addresses. These four online personas
had significant overlap in the legitimate news sources their cybersquatted domains impersonated.
All four personas leased domains impersonating Der Spiegel,'® three personas leased domains
impersonating Bild?® and T-Online,?! and two personas leased domains impersonating Reuters,??
Delfi,?® and Siiddeutsche Zeitung.?

79.  The personas used a similar pattern of cryptocurrency? payments and Proton Mail

email addresses.?® In general, Doppelganger actors took steps to obfuscate the origin of the

19 Der Spiegel is a German news magazine and website based in Hamburg using the domain spiegel.de.
20 Bijld is a German newspaper and website based in Berlin using the domain bild.de.
2L T-Online is a German news website based in Berlin using the domain t-online.de.

22 Reuters is a joint British/Canadian news agency that is one of the largest news companies in the world.
It uses the domain reuters.com.

2 Delfi is a news website in Estonia, Latvia, and Lithuania using the following domains delfi.ee, delfi.lv,
delfi.lt, pl.delfi.lt, and en.delfi.It.

% The Siiddeutsche Zeitung, published in Munich, Bavaria, is one of the largest daily newspapers in
Germany and uses the domain sueddeutsche.de.

2> Based on my training and experience and consultation with FBI subject matter experts, | know that many
criminal actors used virtual currencies or cryptocurrency, like Bitcoin, in order to obfuscate their activity.
In general, transactions involving cryptocurrencies are posted to a public ledger, like the Bitcoin Blockchain
(which can be reviewed through any number of open-source blockchain explorer websites or proprietary
software programs that provide user-friendly interfaces to view data from the Bitcoin Blockchain).
Although transactions are visible on the public ledger, each transaction is only listed by a complex series
of numbers that do not identify the individuals involved in the transaction. This feature makes virtual
currencies pseudo-anonymous; however, it is sometimes possible to determine the identity of an individual
involved in a transaction through several different tools that are available to law enforcement. Bitcoin are
sent to and received from Bitcoin “addresses.” A Bitcoin address is somewhat analogous to a bank account
number and is represented as a 26-to-35-character-long case-sensitive string of letters and numbers.

%6 Proton Mail is an end-to-end encrypted email service based in Switzerland.
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cryptocurrency by using services like ChangeNOW and cryptocurrency mixing algorithms to
obfuscate the originating cryptocurrency wallet used in their transactions.

80. Based on the commercially available cryptocurrency analysis tools?” and analysis
by an FBI cryptocurrency subject matter expert, these personas’ cryptocurrency transactions with
NameSilo and Namecheap show that the transactions originated with a cluster of cryptocurrency
wallets. In this case, the FBI determined that the aforementioned cluster of wallets was funded by
an account at a virtual currency exchange (“VCE-1").%8

81. Records received from VCE-1 pursuant to legal process revealed that the funding
account belonged to an individual referred to herein as “Konstantin”.?° Those records showed that

Konstantin provided Russian identification documents to VCE-1 and only accessed his account at

2T While the identity of the address owner is generally anonymous, law enforcement may be able to ascertain
information about the identity of the owner of a particular address by analyzing the Blockchain. The
analysis can also reveal additional addresses controlled by the same individual or entity. For example, a
user or business may create many addresses to receive payments from different customers. When the user
wants to transact the cryptocurrency that it has received, it may group those addresses together to send a
single transaction. Law enforcement uses sophisticated, commercial services offered by several different
Blockchain-analysis companies to investigate transactions. These companies analyze the Blockchain and
attempt to identify the individuals or groups involved in the transactions. Specifically, these companies
create large databases that group transactions into “clusters” through analysis of data underlying
transactions. Through numerous unrelated investigations, law enforcement has found the information
provided by these companies to be reliable. The third-party Blockchain-analysis software utilized in this
case is software used by banks and law enforcement organizations worldwide. This third-party Blockchain
analysis software has supported many investigations and been the basis for numerous search and seizure
warrants, and as such, has been found to be reliable. Computer scientists have independently shown that
they can use “clustering” methods to take advantage of clues in how cryptocurrency is typically aggregated
or split up to identify addresses and their respective account owners. See generally United States v.
Sterlingov, 2024 WL 860983 (D.D.C. Feb. 29, 2024) (analyzing reliability of commercial Blockchain-
analysis software).

28 A virtual-currency exchange is a virtual-currency trading platform. Virtual currency exchanges typically
allow trading between the U.S. dollar, other foreign currencies, Bitcoin, and other digital currencies. Many
virtual-currency exchanges also act like virtual banks and store their customers’ Bitcoin. Virtual currency
exchanges doing business in whole or in substantial part in the United States are regulated under the Bank
Secrecy Act, codified at 31 U.S.C. § 5311 et seq., and must comply with federal regulations designed to
combat money laundering, including the collection of identifying information about their customers.

29 Konstantin’s full name is known to law enforcement but omitted here due to the ongoing nature of law
enforcement investigations.
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VCE-1 through IP addresses that resolve to Russia. On March 7, 2024, Konstantin was interviewed
by U.S. law enforcement regarding his VCE-1 accounts and suspected criminal activity.
Konstantin stated he was a “point to point” exchanger on VCE-1. In describing his business,
Konstantin stated the funds that went through his accounts came from point to point requests and
he had no direct communication with the people he moved the funds for, nor did he know the
origin of the funds. Based on these facts and the analysis described above, | believe there is
probable cause to believe the funds used to lease the SUBJECT DOMAINS by the four personas
as described below, originated from outside the United States.

82.  Ananalysis of the registrar account login records for the personas revealed that the
vast majority of the login timestamps roughly correspond to Moscow business hours. The IP
addresses used to access the registrars all resolved to either VPS services, or IP addresses that the
cybersecurity company Spur®® previously associated with criminal cyber actors who compromise
IP addresses and sell access to them, to allow buyers to gain further anonymity online. Even the
VPS services used by the personas were accessed through other VPS services and paid for using
cryptocurrency.

83. For example, the Kamcopec persona used a particular IP address from a VPS
service to lease one of the domains discussed herein. Records received pursuant to legal process
revealed that a VVPS service leased that IP to an account, which used another operational email
address®! and a second \VVPS service to access the first VPS. That second VPS account accessed a

GitHub repository which contained a script for layering VPSs. Based on the use of that repository,

% Spur is a U.S. cybersecurity industry leader specializing in detecting anonymous infrastructure cyber
criminals use to obfuscate their locations and identities.

%! Based on my training and experience, | know cybercriminals often create “operational” email addresses
using fake identifying information to conduct illegal activity as a way to obfuscate their identity.
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| believe the Kamcopec persona was using at least three layers of VVPS services to obfuscate their
true identity and location. Based on my training and experience, this layering on top of layering of
VPSs and operational email addresses, like Russian nesting dolls, are indicative of a high level of
technical sophistication evidencing an intentional, willful desire to conceal identities and
whereabouts that is commonly associated with state-sanctioned action. As noted above, internal
SDA documents revealed that SDA actively sought to reduce the chance of “detecting the ‘Russian
footprint”in the proposed project,” by using “a multi-level security infrastructure” including VPN
services and physical servers located in the U.S.

84. Based on the aforementioned similarities, | assess that these personas were all used
in coordination and furtherance of the Doppelganger campaign either by individuals working for
the sanctioned entities SDA and STRUCTURA, as well as ANO Dialog, and/or their co-
conspirators, at the direction of KIRI'YENKO, a sanctioned person, and the Russian government.
Furthermore, as described herein, there is probable cause to believe that the funds used to lease the
SUBJECT DOMAINS originated outside the United States.

A. The Kamcopec Persona

85. Information received from GoDaddy, a U.S. company, pursuant to legal process
indicated that the Kamcopec persona leased the following 30 cybersquatted domains used in the
Doppelganger campaign: washingtonpost[.]ltd, lemonde[.]ltd,*? leparisien[.]Itd,® spiegel[.]pro,

bild[.Jllc, bild[.Jws, welt[.]ltd,3* welt[.]ws, welt[.]media, spiegel[.Jwork, nd-aktuell[.Jnet,*® nd-

%2 e Monde is a French daily afternoon newspaper that uses the domain lemonde.fr.
% Le Parisien is a French daily newspaper that uses leparisien.fr.
% Die Welt (“The World”) is a German national daily newspaper that uses the domain welt.de.

% Neues Deutschland is a German daily newspaper that uses the domain nd-aktuell.de.
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aktuell[.]Jpro, nd-aktuell[.]co, bild[.Jwork, obozrevatel[.JItd,*® rbk[.]Jmedia,?’ milliyet[.Jcom.co,®
albayan[.Jme,*® gulfnews[.]Itd,*° pravda-ua[.Jcom,** faz[.]Jitd,** faz[.]Jagency, faz[.]life,
spiegel[.]Jagency, sueddeutsche][.]ltd, sueddeutsche[.]Jme, sueddeutsche[.]cc, sueddeutsche[.]co,
tagesspiegel[.]Itd,** and tagesspiegel[.Jco. The Kamcopec persona also leased three non-
cybersquatted domains: fraiesvolk[.Jcom, fraiepozition[.]store, and fraiepozition[.]site.*

86.  The Kamcopec GoDaddy account was registered using the name lakov Shultz, a
GMX email account, and a Polish address and phone number. Records received pursuant to legal
process show these domains were generally leased for one year, and the majority are inactive. The
inactive domains were either taken down by the registries or registrars, or not renewed. Of the
aforementioned domains, nine SUBJECT DOMAINS identified in the preceding paragraph remain
active; however, one of those domains appears to have been taken over by one of the
cybersquatting victim companies, Stiddeutsche Zeitung. The Kamcopec GoDaddy account used at

least five VPS services, all of which are non-U.S. companies, one of which Spur linked to

% Obozrevatel is a Ukrainian news outlet that uses the domains OBOZ.ua and Obozrevatel.com.
%" RBK is a Russian media group that runs a newspaper, TV station, and the website, rbc.ru.
% Milliyet is a Turkish newspaper based in Istanbul that uses the domain milliyet.com.tr.

% Al-Bayan is an Arabic language newspaper in the United Arab Emirates (UAE) which is owned by
Government of Dubai that uses the domain albayan.ae.

%0 Gulf News is a daily English language newspaper published from Dubai, UAE, currently distributed
throughout the UAE and also in other Persian Gulf Countries that uses GulfNew.com.

# Ukrainska Pravda is a Ukrainian online newspaper using the domain pravda.com.ua.
*2 Frankfurter Allgemeine Zeitung is a German newspaper that uses the domain. faz.net.

* Der Tagesspiegel is a German daily newspaper, though it has a regional correspondent office in
Washington, D.C. and uses the domain tagesspiegel.de.

* Based on my training and experience and information gathered through this investigation, | believe that
the fraiesvolk domain was intended to mimic a German daily newspaper published in the 1950s that was
highly critical of the Allied Powers.
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cybercriminal activity, and an Argentinian internet service provider to lease the eleven SUBJECT
DOMAINS.

87. Each of the SUBJECT DOMAINS leased from GoDaddy by the Kamcopec persona
were paid for using credit cards issued by U.S. financial institutions. Each of the SUBJECT
DOMAINS was leased from GoDaddy between the hours of 4:22 A.M. and 6:08 P.M., Moscow
time. Specifically, the Kamcopec persona paid for the following SUBJECT DOMAINS using a
credit card issued by a U.S. financial institution: sueddeutsche[.]Jco, tagesspiegel[.]co, faz[.]life,
bild[.Jwork, and rbk[.Jmedia. The Kamcopec persona paid for the following SUBJECT
DOMAINS using a credit card issued by a different U.S. financial institution: faz[.]itd,
lemonde].]ltd, leparisien[.]Itd, spiegel[.]Jagency, and Pravda-ua[.Jcom.

88. Records received pursuant to legal process revealed that the credit cards used to
lease the aforementioned SUBJECT DOMAINS from GoDaddy were issued by U.S. banks to a
U.S. company that has significant ties to, and employees based in, Russia. Consistent with other
identified Doppelganger actors, the Kamcopec persona generally used IP addresses that resolved
to VPS companies for their transactions. Based on my training and experience | know criminal
cyber actors frequently use VPS companies to obfuscate their location, however analyzing their
time stamps can reveal relevant information as to the cyber actor’s potential location. For example,
here, the VPS IP logins revealed that the actor behind the Kamcopec persona is most likely located
in Russia. | assess that the Kamcopec persona either transferred money from Russia to the U.S.-
based company, which acquired credit cards from U.S. institutions in order to obfuscate the source

of the funds or paid off the credit cards used to lease the domains with funds from Russia.
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89.  Of the nine remaining domains initially leased from GoDaddy, five domains have
been transferred by the Kamcopec persona to other registrars.*® Specifically, on March 14, 2024,
spiegel[.]Jagency was transferred to NewFold Digital, which is a U.S. registrar, but the registry
remained Identity Digital Limited. On May 1, 2024, pravda-ua[.]Jcom was transferred to Long
Drive Domains, also a U.S. registrar, however the registry remained Verisign Global Registry
Services.

90. For the remaining three domains, while the registrar was transferred to a foreign
registrar, the registry for all three remained U.S. companies. Accordingly, there is probable cause
to believe that when the domains were transferred, thus renewing the lease on the domain, a portion
of those funds are used by the overseas registrar to pay the U.S.-based registries. On February 21,
2024, bild[.Jwork was transferred to GMO Internet, which is a Japanese registrar doing business
as Onamae.com, but the registry remained GoDaddy Registry Services, LLC. On December 28,
2022, lemonde[.]itd was transferred to Nameshield SAS, a French registrar, but the registry
remained Identity Digital Limited. On February 2, 2022, leparisien[.]ltd was also transferred to
Nameshield SAS, but the registry remained Identity Digital Limited.

91. Records received pursuant to legal process revealed that the Kamcopec persona
also leased the cybersquatted domains foxnews[.]Jcx, bild[.]Jbz, and lefigaro[.Jme*® from
Namecheap. However, in registering with Namecheap, the person using the Kamcopec GMX
email account used a different name, address, and phone number than what was provided to
GoDaddy. Additionally, the Namecheap account was accessed by a secondary Proton Mail account

and used cryptocurrency to lease its domains, none of which are still active. | believe that the

* Domain transfer is a process of changing domain name registrars which is a common and simple process.
When a domain is transferred it automatically renews the domain.

% e Figaro is a French daily morning newspaper founded in 1826 using the domain lefigaro.fr.
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Kamcopec persona’s provision of different names, addresses, and phone numbers to GoDaddy and
Namecheap is indicative of an effort to obfuscate the true identity and location of the person(s)
behind the Kamcopec persona, whom | assess to be located in Russia.

B. The Kethorn Persona

92. Information received pursuant to legal process from NameSilo and Namecheap
identified accounts created using a Proton Mail email address used by the Kethorn persona.
Between June 26, 2022, and October 2, 2022, the Kethorn persona leased six domains from
NameSilo and 24 from Namecheap. The domains include cybersquatted domains affiliated with
the Doppelganger campaign that impersonated legitimate news sources and organizations
including Reuters, Der Spiegel, T-Online, Bild, Delfi, la Repubblica,*’ and ManaBalss.®

93.  Specifically, the Kethorn persona leased the following domains: 70-putin-

freunde[.]de, freikorps[.]press,*® friekorps[.]press, jfreicorp[.Jpress, jfriecorp[.]press, sieben-

" La Repubblica is an Italian newspaper and website using the following domains repubblica.it,
quotidiano.repubblica.it, and video.repubblica.it.

8 ManaBalss.lv is a civic organization based in Latvia that launched in June 2011 to provide a possibility
for the citizens of Latvia to promote their initiatives and gain support for these initiatives for further
submission to the national parliament of Latvia.

* Another one of the purportedly independent media brands that has been identified as having been
established by the Doppelganger campaign is Journalisten Freikorps. This brand appears to be a reference
to the German Freikorps which was a paramilitary unit that existed in Germany for decades. During World
War I, many former Freikorps members rose to power in the Nazi party. | know that the Russian
government has made claims about the presence of purported Nazis or Neo-Nazis in Ukraine as a
justification for Russia’s invasion of Ukraine. | accessed both freikorps[.]press and jfriecorp[.]press using
the Wayback Machine and ascertained that both webpages ostensibly posted news stories in German
consistent with other Doppelganger content using the same Freikorps logo and banner. Through the
investigation, the FBI identified an associated email address that incorporated “J.Freikorps” that was
created on August 24, 2022, two days after a Telegram channel associated with Journalisten Freikorps
started posted on Telegram inviting journalists to share their pieces. Records received pursuant to legal
process revealed the subscriber’s name for the “J.Freikorps” email address was Journalisten Freikorps and
that an SDA employee’s email address was connected to that account by cookies. Based on my training and
experience, | know that when two or more accounts are linked by cookies, this means that the accounts
were accessed using the same device(s) and are likely accessed by the same user(s). Thus, there is probable
cause to believe that SDA is directing and controlling the Journalisten Freikorps campaign.
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fragen-putin[.]de, tonline[.]life, tonline[.]Jtoday, t-onlinr[.]Jlife, t-onlinr[.]Jlive, t-onlinr[.]Jtoday,
delfi[.]Jtoday, spiegel[.]fun, spiegel[.Jquest, spiegel[.]today, spiegel[.]Jtoday, winter-is-
comming][.]de, landwirtinnen[.]Jde, help-to-migrant[.]de, reuters[.Jcfd, reuters[.Jcyou, bild[.]Jvip,
bild[.]Jasia, delfi[.]Jtoday, delfi[.]Jtop, Repubblica[.]icu, repubblica[.]Jworld, socialharmonyl.]de,
manabalss[.]li, and musubalss[.]Jorg.

94.  Of the aforementioned domains, only delfi[.]Jtop appears to still be active and under
SDA control. The Kethorn persona provided Namecheap with a German address and German
phone number to lease domains and used German IP addresses resolving to a German VVPS service
to lease all the aforementioned domains. On July 12, 2022, the Kethorn persona sent
cryptocurrency to Namecheap to lease delfi[.Jtop. While the delfi[.]Jtop domain was initially leased
from Namecheap, on February 15, 2024, the Kethorn persona transferred delfi.top to Tucows, a
Canadian registrar. As noted above, this transaction, along with the initial lease of all the
aforementioned domains leased by this persona, originated from a cluster of wallets that were
funded by Konstantin P.

C. The Kaspartill Persona

95. Information received pursuant to legal process from NameSilo and Namecheap
identified accounts created using a Proton Mail email address, hereafter referred to as the Kaspartill
persona, which leased three domains from NameSilo and 14 from Namecheap. Specifically, the
Kaspartill persona leased the following domains: spiegel[.]ink, sueddeutsche[.Jonline, t-

online[.Jlife, bild[.]pics, dailymail[.Jcam,®® dailymail[.]Jcfd, delfi[.]life, repubblica[.]life,

% The Daily Mail is a British daily tabloid newspaper published in London that also uses the domain
dailymail.co.uk.
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spiegeli[.]life, spiegeli[.]live, spiegeli[.]today, reuters[.]sbs, dailymail[.Jtop, blld[.]live, itcb[.]life,
dekommnt[.]live, and ukcommunity[.Jvip.

96.  Of the aforementioned domains, only dailymail[.]Jtop appears to still be active and
under SDA control; however, on or about October 18, 2023 the Kaspartill persona transferred
registrars for the domain from Namecheap to Alibaba Cloud Computing. The Kaspartill persona
provided Namecheap with a German address, German phone number, and used a German IP
address resolving to a German VPS service to lease all the aforementioned domains. On June 9,
2022, the Kaspartill persona sent cryptocurrency to Namecheap to lease dailymail[.]Jtop. The
transaction took place at approximately 7:30 AM Moscow time and was effectuated using BTCPay.
As noted above, this transaction, along with the initial lease of all the aforementioned domains by
this persona, originated from a cluster of wallets that were funded by Konstantin.

D. The Anquillet Persona

97. Information received pursuant to legal process from Namecheap identified an
account registered using a Proton Mail account, hereafter referred to as the Anguillet persona, as
having leased the following nine domains, all of which are no longer active: Spiegelr[.]live,
spiegelr[.]Jtoday, t-onlinl[.]life, t-onlinl[.Jlive, t-onlinl[.]today, sueddeutschel[.]life,
sueddeutsche[.]site, sueddeutsche[.]Jtoday, and spiegelr[.]life. Anguillet also used cryptocurrency
to lease its domains and provided a German address, German phone number, and German IP
addresses resolving to a German VPS service to lease the aforementioned domains.

THE U.S. TRADEMARK INFRINGING SUBJECT DOMAINS

98. Four of the SUBJECT DOMAINS infringe on the trademarks of U.S. media outlets.
Specifically, washingtonpost[.]Jpm, washingtonpost[.]ltd, fox-news|[.]Jin, fox-news|[.Jtop, and

forward[.]Jpw, are domains operated by Doppelganger that are likely to confuse, mislead, or
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deceive viewers into believing they are visiting the legitimate Washington Post, Forward, and Fox
News websites.*! See Exhibit 1. These SUBJECT DOMAINS not only feature infringing content
but also are themselves infringing through their use of registered trademarks as part of the domain
name.

99.  The Washington Post is an American daily national newspaper published in
Washington, D.C. According to its website, The Washington Post’s mission statement includes
seven principles, including “to tell the truth as nearly as the truth may be ascertained.” The
legitimate domain for The Washington Post is washingtonpost.com. The following marks have
been registered on the Principal Register maintained by the USPTO by WP Company LLC on
behalf of The Washington Post:

The wordmark:®? The Washington Post
The stylized wordmark:>3

The wordmark:>* Democracy Dies in Darkness

100. | have reviewed content published on washingtonpost[.]Jpom and
washingtonpost[.]ltd. Those domains feature articles purportedly written by a Washington Post
reporter and feature their pictures and bylines. A review of the legitimate Washington Post website
reveals no such articles written by that journalist. The washingtonpost[.]Jom and

washingtonpost[.]ltd domains use the registered marks of The Washington Post.

*1 The registry for fox-news[.]in is National Internet Exchange of India and the registrar is Tucows, Inc.
The registry for fox-news|[.Jtop is .TOP Registry and the registrar is Tucows, Inc. The registry for
forward[.]Jpw is Micronesia Investment and Development Corporation and the registrar is Sarek Oy. The
registry for washingtonpost[.]Jpm is Association Francaise Pour Le Nommage Internet en Cooperation and
the registrar is Sarek Oy.

°2 Registration number 1665832.
%% Registration number 1665831.
> Registration number 6590892.
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106. The true IP address® for forward[.]Jpw resolves to a Hostinger VPS IP address.
Records received from Hostinger pursuant to legal process, reveal that the Hostinger VPS was
leased by adampalmer1973[@]proton.me on May 18, 2023 using cryptocurrency. The account
accessed the Hostinger VPS using all three of the Doppelganger Servers leased from the British
provider, including the 11.27 Server.5! Based on my training and experience, | know that when a
person leases a VVPS server, like the 11.27 Server, only that person or individuals they grant access
to, can use that VVPS server. Accordingly, | assess that any account or domain accessed from the
11.27 VVPS server is a member of the Doppelganger conspiracy.

107.  Asdescribed further above, the SUBJECT DOMAINS were used by Doppelganger
as part of a foreign malign influence campaign carried out at the behest of the Russian government.
SDA and STRUCTURA are Russian companies that list various Russian government entities as
clients and that perform work for the Russian government.

The Unique Media Brand SUBJECT DOMAINS

108. As noted above, in addition to impersonating legitimate news outlets,
Doppelganger, led by ANO Dialog and TABAK, under the direction and control of KIRIYENKO,
a sanctioned person, also created original media brands (which are included among the SUBJECT
DOMAINS). These brands purport to be independent journalists or news media organizations but

are actually under the direction and control of the Russian government. The investigation has

8 A true IP address for a domain is the server where the actual information that comprises the website or
webpage resides. Accordingly, a True IP address for a domain is leased or purchased by the individual in
control of the domain.

81 As noted above, records received pursuant to legal process revealed that Doppelganger leased three
servers from the Provider who provided the 11.27 Server in three-month intervals before switching to a
new server from the same Provider.
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revealed that as ANO Dialog created the domains for its purportedly unique media brands, it also
registered email addresses that correspond to those domains.

A. RRN, War on Fakes, and the RoyGeneral Persona

109. As discussed above, GAMBASHIDZE’s notes from Presidential Administration
meetings with KIRI'YENKO document the use of Reliable Recent News (“RRN”) by TABAK and
ANO Dialog to further the malign influence campaign, noting “They were assigned Russian
Reliable News — changed it into Recent, it’s going to work.(was sent by Tabak).”” RRN was hosted
at rrn[.Jworld and published in numerous languages. As the Meta coordinated inauthentic behavior
reports®? note, RRN “maintain[ed] accounts on Twitter and Telegram, which were amplified by
the operation’s Facebook Pages. The Facebook Pages of the Russian diplomatic missions in
Malaysia, Sweden, Hungary, Slovakia and Bangladesh shared links to the site.” According to Meta,
Doppelganger articles would often appear on RRN after they were posted on the cybersquatted
domains: “For example, the same article about Bucha was published on the same day in English
on the spoofed Guardian site, in Italian on the spoofed ANSA site, and in German on the spoofed
Spiegel site. It also appeared in English, French, German, Italian, Spanish and Chinese on
rrn[.Jworld.”%

110. Information received from NameSilo, a U.S. company, pursuant to legal process

revealed that the domain rrn[.Jworld was registered on June 6, 2022, by an identified individual,

62 Starting on September 27, 2022, Meta released a series of reports regarding Doppelganger. These
reports are available to the public on Meta’s website.

% During the Russian occupation of Bucha, Ukraine, numerous reports of Russian war crimes were alleged.
After the Russian military retreated from the town, independent journalists confirmed significant atrocities
largely against the civilian population. See https://www.hrw.org/news/2022/04/21/ukraine-russian-forces-
trail-death-bucha. “The Russian Defense Ministry denied allegations that its forces killed civilians in Bucha,
stating in a Telegram post on April 3, [2022] that ‘not a single local resident has suffered from any violent
action” while Bucha was “under the control of the Russian armed forces,” and claiming instead that the
evidence of crimes was a ‘hoax, a staged production and provocation” by authorities in Kyiv.” On July 7,
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using a Moscow address, with email address reliablerecentnews[@]gmail.com. The individual
applied for and received visas from the State Department to enter the United States from Russia in
2008, 2012, 2015, and 2019. Information received from Google pursuant to legal process revealed
that reliablerecentnews[@]gmail.com was created on July 14, 2023, with the name Reliable Recent
News, a recovery email of rrussianews[@]gmail.com and recovery telephone number that matched
the number provided by the individual on her State Department applications.

111. | determined that rrn[.Jworld continued to post Doppelganger content until
approximately July 10, 2024, when it appears ANO Dialog lost control of the domain. At some
point shortly thereafter, unknown actors took over the domain and renamed it Rotten Reliable
News and used the domain to publish information regarding Doppelganger’s methods and
activities, much of which I know to be accurate.

112. Records received pursuant to legal process from Namecheap, revealed that on July
26, 2023, a week after the VIGINUM report was published identifying rrn[.Jworld as part of
Doppelganger, RoyGeneral[@]proton.me was used to register an account with Namecheap and
lease rrn[.Jmedia and vip-news|[.]Jorg. In registering that Namecheap account, the RoyGeneral
persona provided a Beaverton, Oregon address and what appeared to be an incomplete U.S. phone
number. Law Enforcement and open-source records checks indicate the name and home address
provided are not correlated. Additionally, as further discussed below, the RoyGeneral persona also
created an account with NameSilo to lease three more Doppelganger domains and provided a New

York City address and Canadian phone number.

2022, RRN published an article titled “Video: False Staging in Bucha Revealed!” which falsely alleged the
atrocities were staged by Ukraine.
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113.  OnJuly 26, 2023, the RoyGeneral persona accessed Namecheap with an Estonian
VPS IP address ending in 77.25 (the “77.25 Server”) and deposited $55.00 with BitPay.%* That
same day, the RoyGeneral persona used $42.90 of the $55 deposited to lease rrn[.]Jmedia. Like
the 11.27 Server, given the frequent use of the 77.25 Server by Doppelganger actors, | assess that
the 77.25 Server was leased by Doppelganger and only accessible to persons involved in
Doppelganger.

114. As discussed further below, the RoyGeneral, Goodbye, Levinaigrenet,
Holylandherald, and Artichocio personas used the 77.25 Server to access their Namecheap
accounts between February 27, 2023 and July 12, 2024. On at least four occasions, more than one
Doppelganger persona accessed their Namecheap accounts at approximately the same times using
this same IP address. This was not the only shared IP address. Between May 11, 2024 and July 1,
2024, the RoyGeneral, Levinaigrenet, Holylandherald, and Artichocio personas each accessed
their Namecheap accounts on at least two occasions from the same Dutch IP address resolving to
the same Russian VPS ending in 76.173 (the “76.173 Server”). Based on my training and
experience, | know that unlike VPNs, which tend to be used once and discarded, when cyber-
criminals lease a VPS they will frequently make use of that particular server for a period of time
until the lease ends. For example, records received pursuant to legal process revealed that
Doppelganger leased servers from the Provider who provided the 11.27 Server in three-month

intervals before switching to a new server from the same Provider.

 As noted below, the persona responsible for leasing levinaigre[.Jnet, warfareinsider[.Jus, and
meisterurian].]io also accessed Namecheap from the 77.25 Server. Likewise, the individual responsible
for leasing holylandherald[.]Jcom, grenzezank[.]Jcom, and lexomnium[.Jcom also accessed Namecheap
from the 77.25 Server.
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115. On July 1, 2024, the RoyGeneral persona accessed Namecheap via three IP
addresses, including a British IP address resolving to a Russian VPS that Spur has linked to a
cybercriminal network, a Moscow IP address that Spur has linked to a cybercriminal network, and
from the 76.173 Server. That same day, the RoyGeneral persona deposited $300.00 with BitPay
and used $42.90 to renew the lease for rrn[.Jmedia and $7.66 to lease vip-news][.]org. | reviewed
materials posted on rrn[.Jmedia and discovered that it uses the same logo and branding as the
original rrn[.Jworld and continues to post content consistent with the malign influence campaign
previously posted on rrn[.Jworld.

116. In addition, records received from OpenAl, a U.S.-based artificial intelligence
research organization, revealed the purchase of multiple artificial intelligence program accounts,
like ChatGPT, to generate and edit articles and comments specifically for rrn[.]Jmedia and other
Doppelganger-linked domains. There were five email accounts used to register for OpenAl
services linked to Doppelganger. Records received pursuant to legal process revealed one of those
email accounts was connected by cookies to reliablerecentnews[@]gmail.com. Based on my
training and experience, | know that when two or more accounts are linked by cookies, this means
that the accounts were accessed using the same device(s) and are likely accessed by the same
user(s). One of the other email accounts used to register for OpenAl was connected by cookies to
37 other email accounts. Almost all of these connected email accounts used naming conventions
that corresponded to domains used by Doppelganger as part of their unique media branding
operation, including some of the SUBJECT DOMAINS, as discussed further below.

117.  One of the SUBJECT DOMAINS, waronfakes[.]Jcom, was discussed in length in
the VIGINUM report:

The first articles published on RRN website were identical copies of articles
previously published on the fake Russian fact-checking website War on Fakes,
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launched a few hours after Russia invaded Ukraine. Quickly identified for its role

in legitimizing the Russian ‘special military operation’ and discrediting the

Ukrainian State, War on Fakes has also been amplified by at least 65 official

Facebook pages and official Twitter accounts of the Russian diplomatic network.

Moreover, War on Fakes the administrator’s login page has been set up to redirect

traffic to rrussianews.com, thereby establishing a technical link between the two

websites. The domain name waronfakes[.]Jcom was registered on 1 March 2022

and was updated a year later by Timofey VASILIEV a Russian citizen known for

having worked for ANO Dialog. Dialog is an organization created in 2019 under

the supervision of the Russian Presidential Administration and the Department of

Information Technologies of Moscow city. In charge of a portion of the public

relations and communication strategy of Moscow, ANO Dialog has been accused

of conducting online propaganda activities on behalf of the Russian State.%°

118. As noted in the VIGINUM report, the administrator’s login page for
waronfakes[.Jcom redirected traffic to rrussianews.com. The corresponding email address for
rrussianews.com, rrussiannews[@]gmail.com was the recovery email for the above-described
Russian citizen’s reliablerecentnews[@]gmail.com account, which in turn was used to register the
ren[.Jworld domain. In addition, SDA records revealed that GAMBASHIDZE had the resume of
an individual assessed to be working for Doppelganger, who described their experience from
October 2022 to present as a writer for the Telegram channel war on fakes, with duties including
writing posts for the channel war on fakes and war on fakes analytics, and working on translations
and open-source research. Waronfakes[.]Jcom is leased from an overseas registrar which leases
the domain from the U.S. registry, VeriSign Global Registry Services (“\eriSign”). Accordingly,
there is probable cause to believe that when ANO Dialog renews the lease on the domain, a portion

of those funds are used by the overseas registrar to pay VeriSign in the United States for the benefit

of sanctioned persons.

8 Available at https://www.sgdsn.gouv.fr/files/files/20230719_NP_VIGINUM_RAPPORT-
CAMPAGNE-RRN_EN1.pdf
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B. Other Doppelganger Media Brands

119. Based on records received pursuant to legal process, open-source research, the
content of articles published on the domains, and information obtained throughout this
investigation, | assess that each of the SUBJECT DOMAINS listed below is part of Doppelganger.

1. The Demon Accounts

120. As noted above in paragraph 116, five email accounts were identified as using
OpenAl services in furtherance of Doppelganger. Records received from Google pursuant to legal
process revealed that one of those accounts (the “Demon Account”) was subscribed in the name
of “White Seo.” When it was registered, the Demon Account selected Russian as its language,
listed a Russian recovery email ending in .ru with the same naming convention, namely “Demon”
followed by a string of numbers, and provided a Russian phone number. The Demon Account was
linked by cookies to 37 other email accounts with naming conventions that correspond to domains
connected to Doppelganger’s unique media branding operation, including some of the SUBJECT

DOMAINS, such as:

Email Account Linked by Cookies to the | Corresponding SUBJECT DOMAIN
Demon Account

holylandheraldcom[@]gmail.com holylandherald[.Jcom
mypride.press[@]gmail.com mypride[.]press
liesofwallstreet.com[@]gmail.com liesofwallstreet][.]io
50statesoflie.com[@]gmail.com 50statesoflie[.]Jmedia
ukrlm.info[@]gmail.com ukrim[.]info
meisteruiancom[@]gmail.com meisterurian|.]io
Acrosstheline.press[@]gmail.com acrosstheline[.]press
Electionwatch.live[@]gmail.com electionwatch[.]io
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Honeymoney.infonow[@]gmail.com honeymoney.press
Uschina.press.now[@]gmail.com uschina[.Jonline
Spicyconspiracy.info[ @]gmail.com spicyconspiracy[.]io
Levinaigre.net[@]gmail.com levinaigre[.]net

2. The Goodbye Persona Leased the Acrosstheline[.]Jpress, ukrim[.]info, and

mypride[.]Jpress Domains Linked to the Demon Account

121. Two Proton Mail email accounts, Aurevourmail[@]proton.me and
Buenasnochesmail[@]proton.me, (collectively, the “Goodbye persona”), leased domains from
Namecheap for use in the Doppelganger campaign, including acrosstheline[.]Jpress,%®
ukrim[.]info,®” and mypride[.Jpress.®® Given that these Proton Mail addresses included
derivations of a phrase roughly translated into two languages: Au Revoir and Buenas Noches, |
assess that the Namecheap accounts were created using operational email addresses by ANO
Dialog employees or agents acting on their behalf and will refer to them collectively as the
Goodbye persona.

122. Records received from Namecheap pursuant to legal process revealed that the
Goodbye persona leased acrosstheline[.]press, ukrlm][.]info, and mypride[.]press using the

77.25 Server and paid for them using a U.S.-based payment provider, called BitPay, which allows

% Across the Line presents itself as a website focused on migration and forced displacement issues, often
presenting only an adverse perspective as it relates to the U.S. Its website footer notes, “Join us in tackling
the problems of refugees across the globe and at the US border. Let’s cross the line to support those who
didn’t ask to leave their homes and face uncertainty.”

8" UKRLM is an English language website that describes itself as “Bringing you the latest updates, analysis,
and insights from war-torn Ukraine. Stay informed on the ongoing Russia-Ukraine conflict with us.”

% My Pride Press is an English language website that focuses on the LGBTQ community, with topics
including trans youth, athletes, health, woke wars, LGBT.
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users to make payments via Bitcoin. Records received pursuant to legal process from Namecheap
and BitPay revealed the following:

a. On February 27, 2023, the Goodbye persona, using the 77.25 Server, sent 0.002612
BTC, equivalent to $60.46, from a Bitcoin address ending in -MiP6T to
Namecheap. The same day, Namecheap credited the Goodbye persona account with
$60.00 and the account used $53.12 to lease acrosstheline[.]press, ukrim[.]Jinfo,
and mypride[.]Jpress which included a $38.64 monthly subscription for EasyWP, a
Namecheap product for managing websites.

b. On March 21, 2023, the Goodbye persona, using the 77.25 Server, sent 0.001486
BTC, equivalent to $40.84, from a Bitcoin address ending in -JPrHF to Namecheap.
The same day, Namecheap credited the Goodbye persona account with $40.00,
which prevented the previously mentioned subscription from overdrawing the
account.

c. On April 20, 2023, the Goodbye persona, using the 77.25 Server, sent 0.003881
BTC, equivalent to $110.62, from a Bitcoin address ending in -mhtcF to
Namecheap. The same day, Namecheap credited the Goodbye persona account with
$110.00, which prevented the previously mentioned subscription from overdrawing
the account.

d. OnJuly 23, 2023, the Goodbye persona, using a German IP address that Spur has
linked to a cybercriminal network, sent 0.006791 BTC, equivalent to $202.51, from
a Bitcoin address ending in -Z2my to Namecheap. The same day, Namecheap
credited the Goodbye persona account with $200.00, which prevented the

previously mentioned subscription from overdrawing the account.
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e. On December 15, 2023, the Goodbye persona, using a German IP address that Spur
has linked to a cybercriminal network, sent 0.002147 BTC, equivalent to $89.99,
from a Bitcoin address ending in — gpwW to Namecheap. The same day,
Namecheap credited the Goodbye persona account with $70.00, which prevented
the previously mentioned subscription from overdrawing the account.

f.  On July 23, 2023, the Goodbye persona, using a German IP address that Spur has
linked to a cybercriminal network, sent 0.004861 BTC, equivalent to $206.86, from
a Bitcoin address ending in -Z2my to Namecheap. The same day, Namecheap
credited the Goodbye persona account with $205.00 and the account used $89.48
to renew their lease of acrosstheline[.]press, ukrim[.Jinfo, and mypride[.]press.

123. Based on these BitPay transactions, the IP addresses, and my training and
experience, there is probable cause to believe the funds used to lease these three SUBJECT
DOMAINS originated from outside the United States.

3. The Levinaigrenet Persona Leased the Levinaigre[.]lnet, and
Meisterurian[.]Jio Domains Linked to the Demon Account and Warfareinsider[.Jus.

124. Records received from Namecheap pursuant to legal process revealed that a user
with the email address levinaigrenet[@]proton.me leased levinaigre[.Jnet,% meisterurian[.]io,”
and warfareinsider[.]Jus.”* The Levinaigrenet persona provided Namecheap with a name of Jay
Rom and a Broken Bow, Nebraska mailing address. All payments were made using funds

transferred from BitPay. Law enforcement records checks reveal no association between a Jay

% Levinaigre is a French language website that focuses on French scandals.
© Meisterurian is a German language website that purports to publish German news stories.

" Warfareinsider is an English language website that describes itself as reporting on “Latest military news.
Stay sharp to look at it from the different perspective.”
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Rom and the physical mailing address in Nebraska provided to Namecheap. In addition, despite
indicating a U.S. mailing address, on June 16, 2023, the Levinaigrenet persona accessed
Namecheap via the 77.25 Server and, using BitPay, deposited $72.00. On June 19, 2023, the
Levinaigrenet persona used the 77.25 Server to access Namecheap and used $25.04 to lease
levinaigre[.]Jnet and purchase a monthly subscription of EasyWP. Then, on July 5, 2023, the
Levinaigrenet persona accessed Namecheap via a French IP address that Spur linked to a
cybercriminal network and, using BitPay, deposited $120.00. The same day the Levinaigrenet
persona used $70.22 to lease warfareinsider[.Jus and meisterurian[.]io and purchase monthly
subscriptions of EasyWP for both. On June 4, 2024, the Levinaigrenet persona accessed
Namecheap via the 76.173 Server. and, using BitPay, deposited $200.00. The same day the account
used $10.48 to renew the lease for warfareinsider[.Jus and meisterurian[.]io.

125.  As discussed below, on both June 16 and 19, 2023, another Doppelganger linked
Namecheap account also used the 77.25 Server to access their Namecheap account. Accordingly,
although the Levinaigrenet persona provided Namecheap with a U.S. address, | assess that the
individual accessing and paying for the account is actually located overseas.

4, The Holylandherald Persona Leased the Holylandherald[.Jcom Domain
Linked to the Demon Account and Grenzezank|.Jcom, and Lexomnium|.Jcom

126. Records received from Namecheap pursuant to legal process revealed that a user
with the email address holylandheraldcom[@]proton.me leased holylandherald[.Jcom,"?

grenzezank[.Jcom,”® and lexomnium[.Jcom.’* The Holylandherald persona provided Namecheap

2 Holyland Herald poses as an Israeli based English language news website focused on Israel-US relations,
the war in Gaza, and other Middle East issues, however it also posted articles related to Ukraine, such as
an article titled “Ukraine Interferes in Russian Presidential Elections.”

3 Grenzezank is a German language website that focuses on international news, including U.S. politics.

™ Lex omnium, which translates to The Law of All in Latin, is a French language website that appears to
focus on French news with a legal perspective.
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with a first name of holyland, a last name of herald, and a mailing address in Kansas City, Missouri
that indicated the country of residence to be Germany. All payments for the domains were made
using funds transferred from BitPay.

127.  Specifically, on June 16, 2023, the Holylandherald persona accessed Namecheap
via the 77.25 Server and, using BitPay, deposited $65.00. On June 19, 2023, the Holylandherald
persona accessed their Namecheap account using the 77.25 Server and used $22.64 to lease
holylandherald[.Jcom and purchase a monthly subscription of EasyWP. As referenced above,
records received from Namecheap revealed that the account used to lease Levinaigre[.]net,
meisterurian[.]io, and warfareinsider[.Jus accessed Namecheap from the same server at
approximately the same time. On April 16, 2024, the Holylandherald persona accessed Namecheap
via a U.S. IP address that Spur has linked to a cybercriminal network and, using BitPay, deposited
$104.00. On May 20, 2024, Namecheap charged the account $16.06 to renew the lease for
holylandherald[.]Jcom.

128. On July 5, 2023, the Holylandherald account accessed Namecheap via a German
IP address that Spur has linked to a cybercriminal network and, using BitPay, deposited $120.00.
The same day the account used $45.28 to lease grenzezank[.Jcom and lexomnium[.Jcom and
purchase monthly subscriptions of EasyWP for both. On May 31, 2024, the account accessed
Namecheap via the 76.173 Server. and, using BitPay, deposited $100.00. The same day the account

used $32.12 to renew the lease for grenzezank[.Jcom and lexomnium[.Jcom.
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5. The RoyGeneral Persona Leased the 50statesoflie[.Jmedia,
uschinal.Jonline, and HoneyMoney|.]press Linked to the Demon Account

129. As referenced above, the Doppelganger campaign created email addresses with a
naming convention that correspond to 50statesoflie[.Jmedia,” honeymoney][.]press, ®and
uschina[.Jonline.”” The registrar for all three of those domains was NameSilo and the domains
were leased, from QHoster, a Uruguayan domain reseller,”® using RoyGeneral[@]proton.me.
Records received pursuant to legal process from NameSilo, revealed that the RoyGeneral persona
created a QHoster account, using a New York, New York address and a Canadian phone number
and leased the 50statesoflie[.]Jmedia, uschina[.]Jonline, and honeymoney[.]press. Law
enforcement and open-source records checks indicate the name and home address provided are not
correlated. As referenced above in paragraph 112, the RoyGeneral persona also leased rrn[.Jmedia
and vip-news[.]org but provided an Oregon address and an incomplete U.S. telephone number. At
least one article published on honeymoneyl[.]press focused on the current U.S. Presidential
administration’s stance on Ukraine. Although the RoyGeneral persona provided NameSilo with a
U.S. address, based on the RoyGeneral’s use of VPSs with Namecheap, links to other
Doppelganger actors, and leasing of rrn[.]Jmedia and waronfakes[.]Jcom, | assess that the
individual accessing and paying for the RoyGeneral account is actually located overseas.

130. Mandiant, an American cybersecurity firm and a subsidiary of Google, tracks the

“Doppelganger Information Operations Campaign” and publishes a monthly report with updates

> 50 States of Lie describes itself as “Exposing the scandals that shape American politics and culture. We
bring you the latest on corruption, cover-ups, and controversies in the land of the free.”

"® Honey Money Press is an English language website that focuses on U.S. consumer trends.

T US China Online on issues related to China’s national interest, including U.S.-China relations, Taiwan,
and U.S. trade and foreign policies.

8 A reseller is a third-party company that offers domain name registration services through a registrar, in
this case NameSilo, a U.S. company.
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to the state of the campaign in a document Mandiant calls a “Narrative Tracker.” In their April
2024 report, Mandiant noted in addition to the continued use of cybersquatted websites, the
Doppelganger campaign had begun using the following domains to target American audiences:
Election Watch (electionwatch[.]live), Spicy Conspiracy (spicyconspiracy|.]info), 50 States of Lie
(50statesoflie[.]Jcom), and Dragonfly Times (uschina[.]press). Of note, records received from
Hostinger pursuant to legal process, showed that the Goodbye persona leased Electionwatch[.]live,
50statesoflie[.Jcom, and uschina[.]press on February 23, 2023, using cryptocurrency transferred
using CoinGate, a Lithuanian cryptocurrency payment processor.

131. As noted above, the Demon Account created email addresses that correspond
directly to spicyconspiracy[.Jio”® and electionwatch[.]io.2® At present, electionwatch[.]Jlive,
spicyconspiracy[.]info, 50statesoflie[.Jcom, and uschina[.]press are no longer active. However, |
have reviewed the active domains 50statesoflie[.]Jmedia, uschina[.Jonline, spicyconspiracy].]io,
and electionwatch[.]Jio and have confirmed that they use the same branding and formatting as
electionwatch[.]live, spicyconspiracy[.]info, 50statesoflie[.]Jcom, and uschina[.]press, which leads
me to conclude that the same person(s) are behind these domains.

6. The Artichocio persona leased truthgate[.]Jus, shadowwatch[.]us,®* and

artichocl.]io,

132. Records received from Namecheap revealed that an individual using the email

address artichocio[@]proton.me leased truthgate[.]us, shadowwatchl.]Jus, and artichoc|.]io, and

" Spicy Conspiracy describes itself as “Uncovering the truth behind the veil. Your source for in depth
coverage of conspiracies, secret agendas, and hidden realities.”

8 Election Watch focuses on U.S. elections, including the 2024 U.S. presidential election, political
candidates, purported corruption, and polling results.

8 Truth Gate and Shadow Watch are English language websites that focused on disseminating corruption
and conspiracy disinformation targeting the U.S.

8 Artichoc io is a French language website with a tagline that translates to “Art that Shocks.” It purports to
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provided the name Jason Kant with a French mailing address and a U.S. phone number. The
domains were purchased using Bitcoin transferred through BitPay.

133.  June 29, 2023, the Artichocio persona used the 77.25 Server to access Namecheap
and deposit $120.00 using BitPay. As discussed above, given the frequent use of the 77.25 Server
by Doppelganger actors, | assess that the 77.25 Server was leased by Doppelganger and only
accessible to persons involved in Doppelganger. The same day, the Artichocio persona used $52.86
to lease artichoc[.]Jio and purchase a monthly subscription of EasyWP. On April 16, 2024, the
artichocio account accessed Namecheap via a German IP address that Spur has linked to a
cybercriminal network and, using BitPay, deposited $92.00. On May 30, 2024, Namecheap
charged the artichocio account $48.98 to renew the lease for artichoc[.]io.

134. OnJuly 5, 2023, the artichocio account accessed Namecheap via a U.S. IP address
resolving to a British VPS service and, using BitPay, deposited $120.00. The same day, the
artichocio account used $34.72 to lease truthgate[.Jus and shadowwatch[.Jus and purchase
monthly subscriptions of EasyWP for both. On June 18, 2024, the artichocio account accessed
Namecheap from the 76.173 Server and, using BitPay, deposited $220.00. The same day, the
account used $20.96 to renew the lease for truthgate[.Jus and shadowwatch][.]us.

7. The Ukraine Domains

135. As noted above, one of GAMBASHIDZE’s notes from a meeting with the
Presidential Administration referenced a participant as “fully in charge of filling the content on the

Ukraine Tribunal portal.” Two Doppelganger-linked domains, tribunalukraine[.]info,®® and

focus on pop culture, art, and entertainment.

8 Tribunal Ukraine is a German language website a focus on revealing the alleged truth about what is
happening in Ukraine.
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ukraine-inc[.]Jinfo,3* were leased from Newfold Digital, a U.S. registrar. Records received from
Newfold Digital revealed that ukraine-inc[.]Jinfo was registered on November 3, 2023. Those
records also revealed that the email address trelelcalral975[@]yahoo.com, was used to lease
ukraine-inc[.]info. The trelelcalral975[@]yahoo.com was only logged into five times, four times
from German VPSs and once from a Russian IP address. The trelelcalral975[@]yahoo.com user
registered their Newfold Digital account in the name of Dennis Eggers with a German mailing
address and German phone number. Subscriber records received from Yahoo Inc. revealed that the
trelelcalral975[@]yahoo.com account was registered using a Cyrillic first name and the last name
Reddy and a Brazilian phone number, which does not match the information provided to Newfold
Digital.

136. Records received from Newfold Digital revealed that tribunalukraine[.]Jinfo was
registered on June 10, 2022. Those records revealed that the email address
glennwallace9672[@]outlook.com was used to lease tribunalukraine[.Jinfo. The
glennwallace9672[@]outlook.com user registered their Newfold Digital account in the name of
Glen Wallace with a Vienna mailing address and an Austrian phone number. Records received
from Microsoft revealed that glennwallace9672[@]outlook.com was registered by Glenn Wallace
from Austria. Notably, that Outlook account was only logged into twice, September 28, 2022, and
October 5, 2022. According to records received from Newfold Digital, the Newfold Digital

account for tribunalukraine[.Jinfo was accessed from the 11.27 Server.

8 Ukraine Inc is an English language website that features animated anti-Ukrainian videos. The videos
contain anti-Semitic tropes that depict Ukrainian President Zelensky as an alcoholic and imply that the
deaths of Ukrainians benefit him financially.
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THE SUBJECT DOMAINS

137.  As described above, the SUBJECT DOMAINS were used by individuals abroad
who are working under the direction and control of the Russian government, and in particular
KIRIYENKO, GAMBASHIDZE, SDA, TUPIKIN, and STRUCTURA, all of whom have been
sanctioned by the U.S. Government, along with ANO Dialog, TABAK, and others, to advance their
interests and the interests of the Russian government and to facilitate the violation of, or in
violation of, the SUBJECT OFFENSES.

138. As set forth above and in Attachments A-1 through A-9, a search of publicly
available Who.is domain name registration records revealed the dates that the SUBJECT
DOMAINS were registered, with which registrar, the headquarters of that registrar, the registrant
of each of the SUBJECT DOMAINS, and the top-level domain for each of the SUBJECT
DOMAINS.

STATUTORY BASIS FOR SEIZURE AND FORFEITURE

139. Title 18, United States Code, Section 981(a)(1)(A) provides, in relevant part, that
any property involved in a transaction or attempted transaction in violation of 18 U.S.C.
8§ 1956(a)(2)(A) (international promotional money laundering) and 1956(h) (conspiracy to commit
the same) is subject to civil forfeiture.

140. Title 18, United States Code, Section 2323(a)(1)(B), provides, in relevant part, that
any property used, or intended to be used, in any manner or part to commit or facilitate the
commission of Trafficking in Counterfeit Goods or Services (e.g., trademark infringement), in

violation of 18 U.S.C. § 2320, is subject to civil forfeiture to the United States government.
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141. Title 18, United States Code, Section 981(b)(2) authorizes seizure of property
subject to civil forfeiture based upon a warrant supported by probable cause and “obtained in the
same manner as provided for a search warrant under the Federal Rules of Criminal Forfeiture.”

142. Title 18, United States Code, Section 981(b)(3) permits the issuance of a seizure
warrant by a judicial officer in any district in which a forfeiture action against the property may be
filed and such warrant may be executed in any district in which the property is found, and provides
that the warrant may be executed in any district in which the property is found or transmitted to
the central authority of a foreign state for service in accordance with any treaty or other
international agreement.

143. Title 18, United States Code, Section 982(a)(1) provides, in relevant part, that when
imposing sentence on a person convicted of an offense in violation of 18 U.S.C. § 1956(a)(2)(A)
(international promotional money laundering) and 1956(h) (conspiracy to commit the same), a
court shall order that person’s property that was involved in the offense be forfeited to the United
States.

144.  Title 18, United States Code, Section 2323(b)(1), provides, in relevant part, that the
court, in imposing sentence on a person convicted of Trafficking in Counterfeit Goods or Services
(e.g., trademark infringement), in violation of 18 U.S.C. § 2320, an offense under section 506 of
title 17, or section 2318, 2319, 2319A, 2319B, or 2320, or chapter 90, of this title, shall order, in
addition to any other sentence imposed, that the person forfeit to the United States Government
any property subject to forfeiture under 18 U.S.C. § 2323(a) for that offense.

145. Title 18, United States Code, Section 982(b)(1) incorporates by reference the
procedures for seizure and forfeiture in 21 U.S.C. § 853. Title 21, United States Code, Section

853(f) provides in relevant part that a seizure warrant for property subject to forfeiture may be
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sought “in the same manner in which a search warrant may be issued. A court shall issue a criminal
seizure warrant if it determines that the property to be seized would, in the event of a conviction,
be subject to forfeiture and that a restraining order would be inadequate to assure the availability
of the property for forfeiture.”

146. Neither a restraining order nor an injunction is sufficient to guarantee the
availability of the SUBJECT DOMAINS for forfeiture. By seizing the SUBJECT DOMAINS and
redirecting them to another website(s), the Government will prevent third parties from acquiring
the name and using it to commit additional crimes. Furthermore, seizure of the SUBJECT
DOMAINS will prevent third parties from continuing to access the SUBJECT DOMAINS in their
present form.

147. Title 18, United States Code, Section 2323(a)(1)(B), provides, in relevant part, that
any property used, or intended to be used, in any manner or part, to commit or facilitate the
commission of Trafficking in Counterfeit Goods or Services (e.g., trademark infringement), in
violation of 18 U.S.C. § 2320, is subject to civil forfeiture. Title 18, United States Code, Section
2323(b)(1), provides, in relevant part, that the court, in imposing sentence on a person convicted
of Trafficking in Counterfeit Goods or Services (e.g., trademark infringement), in violation of 18
U.S.C. 8 2320, shall order, in addition to any other sentence imposed, that the person forfeit to the
United States Government any property subject to forfeiture under 18 U.S.C. § 2323(a).

148. Title 18, United States Code, Section 981(h) provides that venue for civil forfeitures
brought under this section lies in the district either where the defendant owning the property is

located or in the judicial district where the criminal prosecution is brought.
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149. Title 18, United States Code, Section 981(b)(3) provides that a seizure warrant may
be issued in any district in which a forfeiture action against the property may be filed under 28
U.S.C. § 1355(b).

150. Title 28, United States Code, Section 1355(b)(1)(A), provides that a forfeiture
action or proceeding may be brought in a district court for the district in which any of the acts or
omissions giving rise to the forfeiture occurred.

151. Title 21, United States Code, Section 853(l) provides that the district courts of the
United States having jurisdiction to enter orders, including seizure warrants, without regard to the
location of property which may be subject to criminal forfeiture under § 853.

152.  Asset forth above, there is probable cause to believe that the SUBJECT DOMAINS
are subject to civil and criminal forfeiture because they are property involved in in the commission
of violations of 18 U.S.C. § 1956(a)(2)(A) (international promotional money laundering) and
1956(h) (conspiracy to commit same). Specifically, the SUBJECT DOMAINS are property
involved in transactions or attempted transactions that violate 18 U.S.C. § 1956(a)(2)(A)
(international promotional money laundering) and 1956(h) (conspiracy to commit same), done
with the intent to promote the carrying on of specified unlawful activity, specifically violations of
IEEPA. Further, as set forth above, there is probable cause to believe that a subset of the SUBJECT
DOMAINS are subject to civil and criminal forfeiture because they are property that facilitated
the commission of Trafficking in Counterfeit Goods or Services (e.g., trademark infringement), in
violation of 18 U.S.C. § 2320.

153.  Venue for civil and criminal forfeiture is proper in this district pursuant to 18 U.S.C.
§ 981(b)(3) and (h), 28 U.S.C. § 1355(b)(1)(A), and 21 U.S.C. 8 853(1), as set forth above, as the

government has venue to charge the above described international promotional money laundering,
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conspiracy to commit the money laundering, and trafficking in counterfeit goods or services
offenses in the Eastern District of Pennsylvania. In addition, as part of the money laundering
conspiracy to promote violations of IEEPA, the conspirators took steps to make the SUBJECT
DOMAINS available on the internet, including in the Eastern District of Pennsylvania and the
defendants used a subset of the SUBJECT DOMAINS to commit or facilitate the commission of
Trafficking in Counterfeit Goods or Services, including in the Eastern District of Pennsylvania.

SEIZURE PROCEDURE

154.  Asdetailed in Attachments A-1 through A-9, upon execution of the seizure warrant,
the registry or registrar for the top-level domain or for each SUBJECT DOMAIN (collectively, the
“PROVIDERS”), shall be directed to restrain and lock the SUBJECT DOMAINS pending transfer
of all right, title, and interest in the SUBJECT DOMAINS to the United States upon completion
of forfeiture proceedings, to ensure that changes to the SUBJECT DOMAINS cannot be made
absent court order or, if forfeited to the United States, without prior consultation with the Federal
Bureau of Investigation or DOJ.

155. In addition, upon seizure of the SUBJECT DOMAINS by the Federal Bureau of
Investigation, the PROVIDERS will be directed to associate the SUBJECT DOMAINS to a new
authoritative name server(s) to be designated by a law enforcement agent. The Government will
display a notice on the website to which the SUBJECT DOMAINS will resolve indicating that the
site has been seized pursuant to a warrant issued by this court.

REQUEST FOR SEALING

156. | further request that the Court order that all papers in support of this application,
including the affidavit and search warrant, be sealed until further order of the Court. These

documents discuss an ongoing criminal investigation that is neither public nor known to all of the
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ATTACHMENT A-1

With respect to tribunalukraine.info, rrn.media, ukrim.info, faz.ltd, spiegel.agency,
lemonde.ltd, leparisien.ltd, rbk.media, 50statesoflie.media, meisterurian.io, artichoc.io
(“SUBJECT DOMAINS”), ldentity Digital, located at 10500 NE 8th Street, Ste. 750 Bellevue,
WA 98004, who is the domain registry for the SUBJECT DOMAINS, shall take the following
actions to effectuate the seizure of SUBJECT DOMAINS:

1) Take all reasonable measures to redirect the domain names to substitute servers at the
direction of the FBI, by associating the SUBJECT DOMAINS to the following
authoritative name-server(s):

(a) Nsl.fbi.seized.gov;

(b) Ns2.fbi.seized.gov; and/or

(c) Any new authoritative name server or IP address to be designated by a law
enforcement agent in writing, including e-mail, to Identity Digital Limited.

2) Prevent any further modification to, or transfer of, SUBJECT DOMAINS pending transfer
of all right, title, and interest in SUBJECT DOMAINS to the United States upon
completion of forfeiture proceedings, to ensure that changes to the SUBJECT DOMAINS
cannot be made absent court order or, if forfeited to the United States, without prior
consultation with FBI.

3) Take all reasonable measures to propagate the necessary changes through the Domain
Name System as quickly as practicable.

4) Provide reasonable assistance in implementing the Terms of this Order and take no

unreasonable action to frustrate the implementation of this Order.
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The Government will display a notice on the website to which the SUBJECT DOMAINS
will resolve. That notice will consist of law enforcement emblems and the following text
(or substantially similar text):
“This domain has been seized by the Federal Bureau of Investigation in
accordance with a seizure warrant issued pursuant to 18 U.S.C. §8 981(b),
982(b)(1), 2323(a)(2), 2323(b)(2), 21 U.S.C. § 853(f) by the United States District
Court for the Eastern District of Pennsylvania as part of a law enforcement action

by the Federal Bureau of Investigation.”

71



Case 2:24-mj-01395 Document 4 Filed 09/04/24 Page 72 of 277

ATTACHMENT A-2

With  respect to vip-news.org, acrosstheline.press, mypride.press, truthgate.us,
warfareinsider.us, shadowwatch.us (“SUBJECT DOMAINS”), NameCheap, located at 4600
East Washington Street Suite 300 Phoenix, AZ 85034, who is the domain registrar for the
SUBJECT DOMAINS, shall take the following actions to effectuate the seizure of SUBJECT
DOMAINS:

1) Take all reasonable measures to redirect the domain names to substitute servers at the direction
of the FBI, by associating the SUBJECT DOMAINS to the following authoritative name-
server(s):

(a) Nsl.fbi.seized.gov;

(b) Ns2.fbi.seized.gov; and/or

(c) Any new authoritative name server or IP address to be designated by a law
enforcement agent in writing, including e-mail, to Namecheap.

2) Prevent any further modification to, or transfer of, SUBJECT DOMAINS pending transfer
of all right, title, and interest in SUBJECT DOMAINS to the United States upon
completion of forfeiture proceedings, to ensure that changes to the SUBJECT DOMAINS
cannot be made absent court order or, if forfeited to the United States, without prior
consultation with FBI.

3) Take all reasonable measures to propagate the necessary changes through the Domain
Name System as quickly as practicable.

4) Provide reasonable assistance in implementing the Terms of this Order and take no

unreasonable action to frustrate the implementation of this Order.
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The Government will display a notice on the website to which the SUBJECT DOMAINS
will resolve. That notice will consist of law enforcement emblems and the following text
(or substantially similar text):
“This domain has been seized by the Federal Bureau of Investigation in
accordance with a seizure warrant issued pursuant to 18 U.S.C. §8 981(b),
982(b)(1), 2323(a)(2), 2323(b)(2), 21 U.S.C. § 853(f) by the United States District
Court for the Eastern District of Pennsylvania as part of a law enforcement action

by the Federal Bureau of Investigation.”
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ATTACHMENT A-3

With respect to pravda-ua.com, waronfakes.com, holylandherald.com, levinaigre.net,
grenzezank.com, lexomnium.com (“SUBJECT DOMAINS”), VeriSign Global Registry
Services, located at 12061 Bluemont Way, Reston, VA 20190, who is the domain registry for the
SUBJECT DOMAINS, shall take the following actions to effectuate the seizure of SUBJECT
DOMAINS:

1) Take all reasonable measures to redirect the domain names to substitute servers at the direction
of the FBI, by associating the SUBJECT DOMAINS to the following authoritative name-
server(s):

(a) Nsl.fbi.seized.gov;

(b) Ns2.fbi.seized.gov; and/or

(c) Any new authoritative name server or IP address to be designated by a law
enforcement agent in writing, including e-mail, to VeriSign Global Registry
Services.

2) Prevent any further modification to, or transfer of, SUBJECT DOMAINS pending transfer
of all right, title, and interest in SUBJECT DOMAINS to the United States upon
completion of forfeiture proceedings, to ensure that changes to the SUBJECT DOMAINS
cannot be made absent court order or, if forfeited to the United States, without prior
consultation with FBI.

3) Take all reasonable measures to propagate the necessary changes through the Domain
Name System as quickly as practicable.

4) Provide reasonable assistance in implementing the Terms of this Order and take no

unreasonable action to frustrate the implementation of this Order.
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The Government will display a notice on the website to which the SUBJECT DOMAINS
will resolve. That notice will consist of law enforcement emblems and the following text
(or substantially similar text):
“This domain has been seized by the Federal Bureau of Investigation in
accordance with a seizure warrant issued pursuant to 18 U.S.C. §8 981(b),
982(b)(1), 2323(a)(2), 2323(b)(2), 21 U.S.C. § 853(f) by the United States District
Court for the Eastern District of Pennsylvania as part of a law enforcement action

by the Federal Bureau of Investigation.”
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ATTACHMENT A-4

With respect to uschina.online, honeymoney.press (“SUBJECT DOMAINS”), NameSilo,
located at 1300 E Missouri Ave Ste A-110 Phoenix, AZ 85014-2362 who is the domain registrar
for the SUBJECT DOMAINS, shall take the following actions to effectuate the seizure of
SUBJECT DOMAINS:

1) Take all reasonable measures to redirect the domain names to substitute servers at the direction
of the FBI, by associating the SUBJECT DOMAINS to the following authoritative name-
server(s):

(a) Nsl.fbi.seized.gov;

(b) Ns2.fbi.seized.gov; and/or

(c) Any new authoritative name server or IP address to be designated by a law
enforcement agent in writing, including e-mail, to NameSilo.

2) Prevent any further modification to, or transfer of, SUBJECT DOMAINS pending transfer
of all right, title, and interest in SUBJECT DOMAINS to the United States upon
completion of forfeiture proceedings, to ensure that changes to the SUBJECT DOMAINS
cannot be made absent court order or, if forfeited to the United States, without prior
consultation with FBI.

3) Take all reasonable measures to propagate the necessary changes through the Domain
Name System as quickly as practicable.

4) Provide reasonable assistance in implementing the Terms of this Order and take no

unreasonable action to frustrate the implementation of this Order.
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The Government will display a notice on the website to which the SUBJECT DOMAINS
will resolve. That notice will consist of law enforcement emblems and the following text
(or substantially similar text):
“This domain has been seized by the Federal Bureau of Investigation in
accordance with a seizure warrant issued pursuant to 18 U.S.C. §8 981(b),
982(b)(1), 2323(a)(2), 2323(b)(2), 21 U.S.C. § 853(f) by the United States District
Court for the Eastern District of Pennsylvania as part of a law enforcement action

by the Federal Bureau of Investigation.”
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ATTACHMENT A-5

With respect to sueddeutsche.co, tagesspiegel.co (“SUBJECT DOMAINS”), GoDaddy.com
LLC., located at 100 S. Mill Ave Suite 1600 Tempe, AZ 85281 USA, who is the domain registrar
for the SUBJECT DOMAINS, shall take the following actions to effectuate the seizure of
SUBJECT DOMAINS:

1) Take all reasonable measures to redirect the domain names to substitute servers at the direction
of the FBI, by associating the SUBJECT DOMAINS to the following authoritative name-
server(s):

(a) Nsl.fbi.seized.gov;

(b) Ns2.fbi.seized.gov; and/or

(c) Any new authoritative name server or IP address to be designated by a law
enforcement agent in writing, including e-mail, to GoDaddy.com LLC.

2) Prevent any further modification to, or transfer of, SUBJECT DOMAINS pending transfer
of all right, title, and interest in SUBJECT DOMAINS to the United States upon
completion of forfeiture proceedings, to ensure that changes to the SUBJECT DOMAINS
cannot be made absent court order or, if forfeited to the United States, without prior
consultation with FBI.

3) Take all reasonable measures to propagate the necessary changes through the Domain
Name System as quickly as practicable.

4) Provide reasonable assistance in implementing the Terms of this Order and take no

unreasonable action to frustrate the implementation of this Order.
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The Government will display a notice on the website to which the SUBJECT DOMAINS
will resolve. That notice will consist of law enforcement emblems and the following text
(or substantially similar text):
“This domain has been seized by the Federal Bureau of Investigation in
accordance with a seizure warrant issued pursuant to 18 U.S.C. §8 981(b),
982(b)(1), 2323(a)(2), 2323(b)(2), 21 U.S.C. § 853(f) by the United States District
Court for the Eastern District of Pennsylvania as part of a law enforcement action

by the Federal Bureau of Investigation.”
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ATTACHMENT A-6

With respect to bild.work (“SUBJECT DOMAIN”), GoDaddy Registry Services, LLC, located at
100 S. Mill Ave Suite 1600 Tempe, AZ 85281 USA, who is the domain registry for the SUBJECT
DOMAIN, shall take the following actions to effectuate the seizure of SUBJECT DOMAIN:

1) Take all reasonable measures to redirect the domain names to substitute servers at the direction
of the FBI, by associating the SUBJECT DOMAIN to the following authoritative name-
server(s):

(a) Nsl.fbi.seized.gov;

(b) Ns2.fbi.seized.gov; and/or

(c) Any new authoritative name server or IP address to be designated by a law
enforcement agent in writing, including e-mail, to GoDaddy Registry Services,
LLC.

2) Prevent any further modification to, or transfer of, SUBJECT DOMAIN pending transfer
of all right, title, and interest in SUBJECT DOMAIN to the United States upon completion
of forfeiture proceedings, to ensure that changes to the SUBJECT DOMAIN cannot be
made absent court order or, if forfeited to the United States, without prior consultation with
FBI.

3) Take all reasonable measures to propagate the necessary changes through the Domain
Name System as quickly as practicable.

4) Provide reasonable assistance in implementing the Terms of this Order and take no

unreasonable action to frustrate the implementation of this Order.
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The Government will display a notice on the website to which the SUBJECT DOMAIN
will resolve. That notice will consist of law enforcement emblems and the following text
(or substantially similar text):
“This domain has been seized by the Federal Bureau of Investigation in
accordance with a seizure warrant issued pursuant to 18 U.S.C. §8 981(b),
982(b)(1), 2323(a)(2), 2323(b)(2), 21 U.S.C. § 853(f) by the United States District
Court for the Eastern District of Pennsylvania as part of a law enforcement action

by the Federal Bureau of Investigation.”

81



Case 2:24-mj-01395 Document 4 Filed 09/04/24 Page 82 of 277

ATTACHMENT A-7

With respect to fox-news.top, fox-news.in (“SUBJECT DOMAINS”), Tucows Inc., 10400 NE
4th Street, 5th Floor, Suite 121, Bellevue, Washington 98004 who is the domain registrar for the
SUBJECT DOMAINS, shall take the following actions to effectuate the seizure of SUBJECT
DOMAINS:

1) Take all reasonable measures to redirect the domain names to substitute servers at the direction
of the FBI, by associating the SUBJECT DOMAINS to the following authoritative name-
server(s):

(@) Nsl.fbi.seized.gov;

(b) Ns2.fbi.seized.gov; and/or

(c) Any new authoritative name server or IP address to be designated by a law
enforcement agent in writing, including e-mail, to Tucows Inc.

2) Prevent any further modification to, or transfer of, SUBJECT DOMAINS pending transfer
of all right, title, and interest in SUBJECT DOMAINS to the United States upon
completion of forfeiture proceedings, to ensure that changes to the SUBJECT DOMAINS
cannot be made absent court order or, if forfeited to the United States, without prior
consultation with FBI.

3) Take all reasonable measures to propagate the necessary changes through the Domain
Name System as quickly as practicable.

4) Provide reasonable assistance in implementing the Terms of this Order and take no

unreasonable action to frustrate the implementation of this Order.
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The Government will display a notice on the website to which the SUBJECT DOMAINS
will resolve. That notice will consist of law enforcement emblems and the following text
(or substantially similar text):
“This domain has been seized by the Federal Bureau of Investigation in
accordance with a seizure warrant issued pursuant to 18 U.S.C. §8 981(b),
982(b)(1), 2323(a)(2), 2323(b)(2), 21 U.S.C. § 853(f) by the United States District
Court for the Eastern District of Pennsylvania as part of a law enforcement action

by the Federal Bureau of Investigation.”
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ATTACHMENT A-8

With respect to forward.pw (“SUBJECT DOMAIN”), Micronesia Investment and Development
Corporation, located at P.O. Box 1256 Koror 96940, Palau who is the domain registry for the
SUBJECT DOMAIN, shall take the following actions to effectuate the seizure of SUBJECT
DOMAIN:

1) Take all reasonable measures to redirect the domain names to substitute servers at the direction
of the FBI, by associating the SUBJECT DOMAIN to the following authoritative name-
server(s):

(a) Nsl.fbi.seized.gov;

(b) Ns2.fbi.seized.gov; and/or

(c) Any new authoritative name server or IP address to be designated by a law
enforcement agent in writing, including e-mail, to Micronesia Investment and
Development Corporation.

2) Prevent any further modification to, or transfer of, SUBJECT DOMAIN pending transfer
of all right, title, and interest in SUBJECT DOMAIN to the United States upon completion
of forfeiture proceedings, to ensure that changes to the SUBJECT DOMAIN cannot be
made absent court order or, if forfeited to the United States, without prior consultation with
FBI.

3) Take all reasonable measures to propagate the necessary changes through the Domain
Name System as quickly as practicable.

4) Provide reasonable assistance in implementing the Terms of this Order and take no

unreasonable action to frustrate the implementation of this Order.
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The Government will display a notice on the website to which the SUBJECT DOMAIN
will resolve. That notice will consist of law enforcement emblems and the following text
(or substantially similar text):
“This domain has been seized by the Federal Bureau of Investigation in
accordance with a seizure warrant issued pursuant to 18 U.S.C. §8 981(b),
982(b)(1), 2323(a)(2), 2323(b)(2), 21 U.S.C. § 853(f) by the United States District
Court for the Eastern District of Pennsylvania as part of a law enforcement action

by the Federal Bureau of Investigation.”
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ATTACHMENT A-9

With respect to washingtonpost.pm (“SUBJECT DOMAIN”), Sarek Oy, located at Urho
Kekkosen katu 4E 00100, HELSINKI, Uusimaa Finland, who is the domain registry for the
SUBJECT DOMAIN, shall take the following actions to effectuate the seizure of SUBJECT
DOMAIN:

1) Take all reasonable measures to redirect the domain names to substitute servers at the direction
of the FBI, by associating the SUBJECT DOMAIN to the following authoritative name-
server(s):

(a) Nsl.fbi.seized.gov;

(b) Ns2.fbi.seized.gov; and/or

(c) Any new authoritative name server or IP address to be designated by a law
enforcement agent in writing, including e-mail, to Sarek Oy.

2) Prevent any further modification to, or transfer of, SUBJECT DOMAIN pending transfer
of all right, title, and interest in SUBJECT DOMAIN to the United States upon completion
of forfeiture proceedings, to ensure that changes to the SUBJECT DOMAIN cannot be
made absent court order or, if forfeited to the United States, without prior consultation with
FBI.

3) Take all reasonable measures to propagate the necessary changes through the Domain
Name System as quickly as practicable.

4) Provide reasonable assistance in implementing the Terms of this Order and take no

unreasonable action to frustrate the implementation of this Order.
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The Government will display a notice on the website to which the SUBJECT DOMAIN
will resolve. That notice will consist of law enforcement emblems and the following text
(or substantially similar text):
“This domain has been seized by the Federal Bureau of Investigation in
accordance with a seizure warrant issued pursuant to 18 U.S.C. §8 981(b),
982(b)(1), 2323(a)(2), 2323(b)(2), 21 U.S.C. § 853(f) by the United States District
Court for the Eastern District of Pennsylvania as part of a law enforcement action

by the Federal Bureau of Investigation.”
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EXHIBIT 1
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EXHIBIT 2A
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Abbreviations:

Primary language Russian
Secondary language English
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Countermeasures by foreign agencies and organizations

The “collective West” countries are seriously concerned by the effectiveness of the project.
Government and private agencies of all four countries—Germany’s Federal Ministry of the
Interior and Community and Federal Foreign Office, France’s General Secretariat for Defence
and National Security, the US Department of State, and Israel’s Security Agency, as well as
major online platforms, factcheckers, and investigators such as META, Microsoft, DesInfoLab,
and others—have been involved in the effort of countering our narratives since September 2022.
Acrticles about the project and its “destructive impact on public opinion” have been regularly
published by major European and US media outlets.

France’s Ministry for Europe and Foreign Affairs

Statement by Ms. Catherine Colonna—Foreign digital interference—France’s detection of
an information manipulation campaign

June 13, 2023
“The implication of Russian cultural centers and embassies that have actively participated in
spreading content produced by this campaign, including via their institutional accounts on social

media, is further proof of the hybrid strategy that Russia is implementing to undermine the
conditions for peaceful democratic debate, and therefore damage our democratic institutions.”

Blogs.Microsoft.com

Russian influence and cyber operations adapt for long haul and exploit war fatigue
December 7, 2023

“Since July 2023, Russia-aligned influence actors have tricked celebrities into providing video

messages that were then used in pro-Russian propaganda. These videos were then manipulated to
falsely paint Ukrainian President VVolodymyr Zelensky as a drug addict.”
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The Washington Post

Kremlin runs disinformation campaign to undermine Zelensky, documents show

February 16, 2024

“The Kremlin instruction resulted in thousands of social media posts and hundreds of fabricated

articles, created by troll farms and circulated in Ukraine and across Europe, that tried to exploit
what were then rumored tensions between two Ukrainian leaders.”

Meta

“Adversarial Threat Report”

August 2023

“Launched soon after Russia’s full-scale invasion of Ukraine, Doppleganger created a huge
number of fake websites that spoofed the appearance of mainstream European news outlets, and

then posted links to those sites using fake accounts on many social media platforms, including
Facebook, Instagram, Telegram, X (formerly Twitter), and even LiveJournal, among others.”

Le Parisien

Disinformation, Putin's other war: “The goal is to exacerbate tensions in France”
February 17, 2024

“Fake news about Macron’s assassination in Kiev, fake anti-Zelensky graffiti, Stars of David in

Paris....Russia, where the opposition leader Alexei Navalny has just died, has activated its
operation to destabilize the French society.”
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Clearsky Internet Security
February 22, 2024
Doppelganger NG. Cyberwarfare campaign.

“Russian IW (Information Warfare) aims to shape international perceptions, political discourse,
and policy directions around the world by exploiting social networks, news websites, and
anonymity. Several Kremlin-aligned objectives are being pursued by Russia’s IW efforts,
including influencing US election campaigns, weakening European Union cohesion, and
reducing Western backing for Ukraine.

ClearSky Cyber Security and SentinelLabs have discovered a new wave of Russian information
warfare campaign named Doppelganger NG. Meta exposed the infrastructure of Doppelganger
campaign in 2022, and RecordedFuture research enhanced the findings in 2023. Doppelganger
(meaning “double,” an exact but usually invisible replica) is a global information warfare

campaign publishing false information on hundreds of fake websites and social media channels.

Our research revealed that Doppelganger NG is again fully operational in 2024, utilizing new
infrastructure.”

Spiegel
Social media trends expose Russian deceitful campaign
January 26, 2024

“False tweet is part of pro-Russian disinformation campaign exposed by Baerbock’s Ministry.
Confidential analysis is available in excerpts from MIRROR. Between December 20 and January
20, experts used special software to evaluate Elon Mask’s short-message service X on behalf of
the Federal Foreign Office’s Division 607 for Strategic Communication—with disastrous results.

In the four weeks preceding the beginning of the year, they identified over 50,000 fake user
accounts, which coordinated efforts to shape sentiments among the German-speaking audience
through over a million tweets in German. On some days, experts of the Federal Foreign Office
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registered 200,000 such tweets. This is around two tweets per second—a digital drumbeat
intended to manipulate the public.”

Byline Times
Under the radar: unmasking the coordinated reach of Russian Doppelganger bots
February 29, 2024

“One of Russia’s most widespread tactics is the “Doppelganger bot network,” in which state
actors utilize Doppelganger bots on X/Twitter to disseminate misleading narratives, sow discord,
and influence public opinions globally. Researchers have revealed the scale, methods, and
adaptability of this disinformation campaign, emphasizing its impact on Western democracies.”

General Secretariat for Defence and National Security

Actors associated with Russia use new and old tactics in a bid to influence online discussion
of the NATO Summit

August 21, 2023

“Russia-aligned actors made a comprehensive attempt to influence online discussions
surrounding the NATO Summit in Vilnius in July 2023, using deceptive methods to promote
ideas almost certainly intended to tarnish NATO and the host country of Lithuania. These
included the distribution of documents believed to be stolen from the Lithuanian government, as
well as the spread of false statements on NATO spending and participation in French internal
affairs.”

Meta
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Adversarial Threat Report
August 2023

“We assess that we are witnessing the largest and most aggressive covert influence operation
from Russia since 2017.”

Wired
Russia is boosting calls for ‘Civil war’ over Texas border crisis
February 7, 2024

“While previous Doppelganger campaigns shared links to fake websites designed to look like
legitimate ones but with fake articles, this campaign linked to websites run, built, and maintained
by the Doppelganger operatives to push narratives to suit their needs. One article, for example,
appeared on a fake site called Warfare Insider, and stated that Texas ‘has become a battleground
symbolizing the clash between state and federal authorities.””

Recorded Future

Obfuscation and Al content in the Russian influence network Doppelganger signals
evolving tactics

December 5, 2023

“In subsequent campaigns targeting US and German audiences, Doppelganger created six
original but inauthentic news outlets producing malign content. The US-focused campaign aimed
to exploit societal and political divisions ahead of the 2024 US election, fueling anti-LGBTQ+
sentiment, criticizing US military competence, and amplifying political divisions around US
support for Ukraine. The German-focused campaign highlighted Germany’s economic and social
issues, intending to weaken confidence in German leadership and reinforce nationalist sentiment.

Doppelganger's adaptability exemplifies the enduring nature of Russian information warfare,
with a strategic focus on gradually shifting public opinion and behavior. The use of generative
Al for content creation signifies an evolution in tactics, reflecting the broader trend of leveraging
Al in information warfare campaigns. As the popularity of generative Al grows, malign
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influence actors like Doppelganger are very likely to increasingly employ Al for scalable
influence content.”

Berliner Morgenpost
Why are pro-Russian fake websites so tenacious
August 29, 2023

“Federal Ministry of the Interior and Community stated that the Russian disinformation is still
significant and that it treats foreign influence and manipulations very seriously.

Authorities showed concern about fake websites from the moment the campaign was exposed,
informing DPA a year ago, at the end of August 2022. Reports demonstrate “the scale of pro-
Russian propaganda and disinformation in Germany.” According to the press-secretary, they
aimed to undermine trust in politics, society, and government institutions. “

Le Monde

Doppelganger: Russian disinformation campaign denounced by France

June 13, 2023

“This very well-imitated page is, in fact, the tip of a vast Russian influence operation, which has
been going on for over a year. The agents who created and circulated this fake French Ministry
for Europe and Foreign Affairs page are also responsible for countless imitations of media
articles, perfectly imitating the layouts of Le Monde and other newspapers, such as Le Parisien

and 20 Minutes, as well as most of the major German media. Similar fakes have also been seen
in Ukraine, Italy, and the United Kingdom.”

Medium

Russia-based Facebook operation targeted Europe with anti-Ukrainian messages
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September 27, 2022

“The Russian network targeted Germany and Latvia with narratives about impending hardships
resulting from sanctions targeting Russian energy supplies. In France and Italy, the network
targeted Facebook with posts that called for an end to weapons shipments to Ukraine. The timing
and narratives of the posts coincided with policy decisions made by the targeted countries pages
regarding the war in Ukraine.

The network displays the hallmarks of influence operations previously documented by the
DFRLab, in which Russia or its proxies weaponize platforms to amplify pro-Kremlin interests
while denigrating Ukraine and the West. It is accomplished with a wide range of techniques
previously observed by the DFRLab, including paid promotion of content, the use of automation,
coordinated narratives, and other indicators.”
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EXHIBIT 2B
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R[tordd Futurll

3anyTbma}me H KOHTEHT HCKYCCTBEHHOI'0 HHTECJJIEKTA B Poccuiickoi ceTH

BIHSTHUA “JIBOHHHK” CHIHAJIH3HPYET 00 H3MeHEeHHH TAKTHKH
5 nexabps 2023 r.

«B MNOCHEAYIOIMX KAMIAHUIX, HAIEJCHHBIX Ha aMEpPHKaHCKYyI0O U HEMEIKYIo
aymutopmo, DolTelgénger cosnan IECTh OPUTHHANBHBIX, HO HEJOCTOBEPHBIX
HOBOCTHBIX ATeHTCTB, BBIIYCKAIOIUX BPEJOHOCHEIM KoHTeHT. Kammanus,
opuentupoBannas Ha CIIIA, Gbula HanpaBleHa Ha HCIONIB30BaHNE COLMATBHBIX 1
OJIMTHYECKUX PasHOIMIACHHA B ipeaasepun Beib6opos B CIIIA B 2024 roxy, pasxuras
nactpoenns npotuB JII'BTK +, KpUTHKys BOCHHYIO KOMIICTCHTHOCTBH CIIA #u
YCHIMBAs TONUTUYECKUE PpasHOINMACHsA BOKPYI IOICPIKKH CIIA VkpaussL
KaMIIaHHS, OpHEHTUpPOBaHHAs Ha IepMaHmio, BEICBCTHNA JKOHOMHYCCKHC MU
conpalbHble MpobneMsl [epMaHuy, HAMEPEBAsACH OCIA0UTh JOBEPUE K HEMELIKOMY

PYKOBOJACTBY U YCHUIIUTD HallUOHATTUCTUICCKMEC HACTPOCHHA.

CriocoBHOCTs  «J[BOMHHMKA» IPUCTIOCAONMBATBCS WILIOCTPUPYET —yCTOMYMBHIH
Xapakrep poccuiickoif HHGOpMalMOHHON BOMHEI CO CTPATErMICCKUM aKICHTOM Ha
[IOCTENIEHHOE M3MeHEHHe OOLIeCTBEHHOIO MHEHHs M IoBefeHus. Mcnonp3opanue
reeparuBaoro W Ui co3faHMs KOHTCHTa O3HAYaeT OJBOMIOUMIO TAKTHKH,
OTPaXaoIyio GoJiee IMPOKYIO TEHACHIMIO ucmonbsoanus MM B KaMIaHIIX
nHGOpMALMOHHONH BOMHEL Ilo Mepe pocTa NOMYJIAPHOCTH TICHEPATHBHOTO
FICKYCCTBEHHOTO MHTE/UIEKTa CyOBEKTHl 37T0HAMEPEHHOTO BIMAHHUA, TAKUE KaK
DolTklgdnger, ¢ OONBIION BEPOITHOCTHIO OyayT BCE dale MCIOoNB30BaTh

I/ICKYCCTBGHHBIﬁ HHTEJJICKT OJI4 MacmTa6preMor 0 KOHTE€HTA BIUAHUAN.
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Berliner Morgenpost

Bilin[r Morg[hCost
ITouemy npopoccuiickue ¢elikoBble Be0-CalThl YIOPCTBYIOT
29 aBrycrta 2023 .

«®enepanbHoe MHUHHMCTEPCTBO BHYTPEHHUX [N 3asBUIIO, YTO HE Halmomaercs
CHIDKEHUS YPOBHS POCCHMCKON Je3MHpOpMalMy ¥ 4YTO OHO OYEHb CEPHE3HO

OTHOCHTCH K YI'p0O3€ HHOCTPAHHOI'O BJIMAHWA H MaHHHYHHHHﬁ.

Bractu mposBiIsid 06€CIOKOEHHOCTE 110 TIOBOJY IMOIIENIBHEIX CAaTOB C MOMEHTA
pa3zobnaueHus kamnaHuy, coobums DIT] rox Haszaz, B KOHIIE aBrycTa 2022 rona.
OT4eTH HANIAAHO JACMOHCTPHPYIOT ,,MaciiTaObl MPOPOCCUHCKOHM MpomaraHfipl U
nesunpopmanuu B I'epmanun®. Ilo cnoBam mpecc-cekpeTapsi, OHH NpeCIeI0Ball

LCIIb IIOIOPBATh NOBEPUC K IOIUTHKC, O6H],CCTBy H IOCYyIapCTBCHHBIM HHCTUTYTaM.

LOMond[
"J{BoiiHMK'": poccHiicKkas KaMIIaHHUs Je3HH(OpPMAaLlHH, ocyxaenHas PpaHuHeH
13 nrons 2023 .

«3Ta o4YeHp XOpOIIO HMHTHpyeMasl CTpPaHUIA, IO CYTH, SBJIAETCA BEPIINHOH
MacITaGHOH OIepalyl POCCUICKOTO BIMSHYS, KOTOPAs MPONOJDKAETCs yxe Goiee
roa. ATeHTBI, CO3/JaBIIHE M PACHpPOCTPAHUBINUE 3Ty MMONACIBHYIO CTpaHUIY
dpaniysckoro MW ]la, Takxe HecyT OTBETCTBEHHOCTD 38 6SCUUCIICHHBIC HIMUTALMH
crateit CMH, uneansno umutupyromme opopmnenue Le Monde n npyrux raser,
Takux kak Le [hrisien m 20 MHHYT, a Takke OOJBIIMHCTBA KPYMHBIX HEMELKHX
CMMU. Ananoruussle (elikd Taroke OBUIM 3aMEUEHHl B YKpawHe, Hrtamuu u

Coenunennom KopoiieBCcTBe».
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@4 Medium

Mdium

Poccuiickas onepanusi F(t[book Hanenena Ha EBporny ¢ aHTHYKPaHHCKHMH

cO00IEeHN AMH
27 centsiOps 2022 1.

«Poccmiickas cerh Hamenunach Ha lepmanmio W JIaTBHIO € paccKasaMH o
HA/[BUTAIOIUXCA TPYJHOCTAX B PE3yNbTare CaHKIWM, HANpaBIE€HHBIX NPOTHUB
II0CTABOK POCCUHCKHUX YHeproHocureneit. Bo ®@paniuu 1 Mitaluy CETh HalEIM1ach
Ha Facebook ¢ my0nukanusMy, NpU3BIBAIOIIAME TIPEKPATUTh IIOCTABKU OPYXKHUA B
VkpauHy. Bpemss # cofmepKaHue COOOIICHHH COBIANHM C TIONMTHICCKUMH
pENIEHHSAMH, TPUHATEIMA CTPaHMIIAMH IENEBBIX CTPaH B OTHOIICHHH BOIHEI B

Ykpause.

CeTh MMeET IPU3HAKHA OIIEpalldid 110 OKA3aHWIO BIVAHHSA, 38J0KyMCHTHUPOBAHHBIX
DFRLab, B xome KOTOphIX Poccus WM €€ JIOBEPCHHBIE JHIa HCIIONIB3YIOT
maaTrGopMpl B KaueCTBE OPYKMA U1 YCHICHUA IPOKPCMIICBCKUX HHTEPECOB,
OJHOBPEMEHHO O4epHsa YKparHy 1 3anaj. IT0 JOCTUIaeTCs C NOMOUIBIO MMPOKOTo
CIICKTpa METOZOB, paHee HaOMONAaBIINXCA DFRLab, Bkmro4yass IUIaTHOC
IPOIBHIKEHAEC KOHTEHTA, WCIONb30BaHME aBTOMATH3AlUH, CKOOPAMHUPOBAHHOE

IIOBECTBOBAHHNEC H APYTHE IIOKA3ATEIND).
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EXHIBIT 3A
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Abbreviations:
[PH] Phonetic

Work with Comments

Accompanying Reference

To amplify the impact of the Project's key information vectors on the audience in the
target countries, we believe it advisable to launch a system for disseminating
comments on social media platforms.

To operate the comments system, we are planning to prepare a media map to reach the
relevant target audiences: popular communities with a focus on politics and economics
and personalaccounts of influencers. The operatives willcomment on posts on behalf
of the bots according to the media map. The comments (texts/images/links) will
promote the Project's main narratives and evoke in the audience rational (such as,
"really, why do WE need to help Ukraine?") and emotional (such as, "Americans are such
scumbags!) reactions.

The following will be used as content:
° Links to high-impact, viral, or explosive social media statements by well-known

influencers and bloggers who have thousands of followers (based on social
media monitoring);

° Links to online media articles (based on online media monitoring);

° Memes and cartoons created by the Project's team;and

° Brief posts containing interpretations/takes, according to the established TL
[PH].

Important: using the proposed tool for s haring links to our own resources (RRN, media
swarm, mirrors) is ineffective: social network algorithms view mass posting of links to
sites with a low citation index as spam, which leads to blocking and deletion of
comments and compromises the resources.

In addition to the regular work with comments, we could implement special projects, i.e.
attack opponents or support ass ociates with comment campaigns.

The work with comments will help enhance the awareness of the Project's narratives
among a significant part of the active social media users interested in politics and
economics.



Case 2:24-mj-01395 Document 4 Filed 09/04/24 Page 130 of 277

The Project's Key Performance Indicators:

° 1,000 comments per day per country;
° 30,000 comments per month per country;
° 60,000 comments per month for France and Germany combined.
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EXHIBIT 3B
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EXHIBIT 4A
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Country: United States

Content Type: long read + comments

K — 1 @EUGIEIGEs) diplomacy has led the United States not only to the covert participation in
the proxy war in Ukraine, but also to an open clash in the Middle East. m destroyed

the world he presented to the voters. It's time for him to go.
U.S. Loses Its Position as a World Leader by Making Too Many Mistakes
International politics

The world no longer believed in U.S. leadership, and the image of the American dream has
dimmed considerably. A logical outcome of ‘diplomacy of power’.

Late last year, Britain's Financial Times wrote that Western support for Israel’s offensive on
Gaza had weakened attempts to build an anti-Russian consensus among significant developing
countries to condemn Russia's military operation in Ukraine.

“We definitely lost the battle for the Global South. All the work we did with Global South [on
Ukraine] went to waste. Forger the rules, forget the world order. They won't even listen to us
now, ” the publication quoted an unnamed G7 diplomat as saying.

Western officials have underestimated the degree of distrust some states have toward the United
States and Europe as well as the desire of the major players — Brazil and South Afvica — to
pursue independent policies and represent their interests in the international arena. Recently, the
international community's willingness to publicly criticize Russia has significantly decreased.
Many developing countries have opposed Ukraine's demands for reparations from Russia and
the establishment of an international tribunal to prosecute the Russian leadership.

Now the U.S. is trying to figure out why Southern countries are unwilling to support the Western
bloc in its quest to punish Russia. It is a matter of fact. According to polls, 66% of the 6.3 billion
people living outside the West have a favorable view of Russia. In South Asia, the number is even
higher — 75%, and in French-speaking Afvica — 68%. Public opinion of Russia remains positive
in China, India, Saudi Arabia, Malaysia, Pakistan and Vietnam. But why does this happen?

After the |SISRNISNREWARS] support for BLM, the phrases “American leadership is what
holds the world together”, “American alliances are what keep us — America — safe”’, and
“American values are what make us a partner other countries want to work with” can only be
uttered by a stand-up comedian — and even then as a bitter joke. But they are being said by the
president of our country, and it already looks like bullying.
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With the idiotic foreign and failed U.S. domestic policies, the leaders of the Global South have a
legitimate distrust of our country. Today, America and the European Union no longer dominate
the world economy, and the Global South has other options. Moreover, China has become a
world leader. In many respects, even the fate of the dollar as a world currency now depends on
Beijing's position.

The problem for America is also that our foreign policy in dealing with Third World countries is
based on a semi-colonial approach. In the modern world, it is not necessary to declare a
militarily and economically weak country as a colony, as Europeans did until the middle of the
last century. It's just not profitable — you have to keep your troops there to ensure loyalty, build
hospitals, schools and some kind of manufacturing to export resources. It's cheaper to buy the
president, and he will sell the country's resources to us himself at a steep discount. And how the
people of his country live is of no concern to him. So is our most democratic country that
acquires these resources. But now that approach is no longer working either.

“That government is democratic that benefits the United States.” This cynical stance by the
White House is hated and despised not only in third world countries, but around the world.
Washington is losing its influence in the Middle East, and the U.S. authorities themselves are to
blame for what is happening. The U.S. has been certainly the dominant strategic power in the
Middle East for the past three decades and remains so to this day, but the position may change
in the future as Washington's allies strengthen relations with Russia, China and Iran.

Six Middle Eastern countries, including Saudi Arabia, the U.A.E. and Egypt, recently asked to
Jjoin the China-led BRICS group, which also includes Russia, India, Brazil and South Africa. This
is despite the ever-expanding regime of Western sanctions imposed on Russia. Saying ‘No’ to
Washington in the Middle East region has become a popular position today. Plenty of people in
the Middle East see the U.S. as a ‘hypocritical imperialist power’.

Things are bad in our ‘backyard’ as well. Latin America has historically had poor relations with
the United States. In the last century, Washington has established dominance over South
American countries, interfered in their politics, supported dictatorial regimes and plundered
wealth through transnational companies. All this makes the neighbors hostile to U.S.-Western
policies in the world, especially after the rise to power of leftist leaders hostile to U.S.
imperialism.

Latin American and African countries see in the Eurasian states' struggle against U.S.-Western
hegemony an opportunity to expand the limits of their independence from the West, led by the
United States. Moreover, Eurasian countries did not abandon African and Latin American
countries during the severe crisis. The United States and Europe provided no significant
assistance during the coronavirus pandemic, while China and Russia provided it at no cost.

Another reason for the West's deteriorating relations with the Global South is its attempts to
impose liberal values that are at odds with the conservative foundations of Latin America and
Africa. We impose our vision of free speech and human rights, even to the point of establishing
the rights of sexual minorities, which is frowned upon in most southern countries. Apparently,
they don't have as many oppressed gays as we expected.
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Washington declares some coups democratic — as for example in Ukraine in 2014. And others
are anti-democratic, such as in Niger. What'’s the difference? There’s actually no difference. In
the Ukrainian case our politicians decided to do the dirty on Russia, and in the case of Niger it's
U.S. ally France, which needs uranium from this country, that suffers. Is it cynical? Yes, it is and
that’s why the whole world, except our European allies, is laughing at our understanding of the
‘democracy’.

African and Latin American leaders clearly don't want anyone to back them into a corner. They
are interested in multipolarity — mutually beneficial relations with Washington, but also with
Beijing and Moscow. Considering that the U.S. has enough own economic problems, the loss of
both Latin America and Africa could be a near-term signal that disaster awaits us. Because
whoever wins the battle for influence in the Global South will be the leader in the new world
order in the 21st century. And the ball is clearly not on our side.

The world has changed. Whereas 50 years ago the words of U.S. leaders should have been taken
seriously, we are now wise to be ignored by allies and enemies alike. Whatever the White House
promises, to punish or reward, its words can simply be dismissed as empty noise. American
reputation has gone into hyperinflation: even a thousand assurances from the president of the
United States are now worth less than a single throwaway remark from the president of a decent
country. Broken promises are like living on credit: today you yell “Wolves, wolves!” and
tomorrow you pay for your lies of today.

The gist:
How to easily and quickly destroy something that has been carefully crafted over years — ask the
leaders of the U.S., they are really good at it.

Recommendations:

Post a comment of no more than 200 characters on behalf of an American living in a small town.
The current US policy to support any regimes dear to the State Department does not sit well with
him. He believes that the United States has gone too far and is losing its position as the world
leader. He is certain that first and foremost, Washington must restore its influence in Latin
America and Africa rather than support Ukraine. He does not see Russia as an enemy. He
believes that all this speaks of internal social disintegration in America, and is confident that the
United States should focus primarily on its domestic problems.

Comments:

1. Our country should solve its own problems and let other countries solve their own
problems. Read the article, it's exactly about what went wrong.

2. My wife and I work in the NYC movie industry, our profession involves communicating
and discussing all the current news. We are personally observing that attitudes towards
the U.S. are not changing for the better. Read why this is the case.

3. The causes of the crisis are deeper than m stupidity... Read what the problem
is.

4. The article spells out the truth... No objection from my side. We just don't think about a
lot of things (((
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5. My partner and I don't think it's that bad. But it is also impossible to remain silent,
pretending that the world has remained the same. No, it has changed. And about the gays
in Niger the author is wrong, we are sure they are suffering there...
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EXHIBIT 4B
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Crtpaxa: CLUA
TuUn KOHTeHTa: NOHrpug + KOMMeHTapum

K— 1| ovrnomatusi npusena CLLA He Tonbko K CKPLITOMY y4acTyio B
NpPOKCK-BONHE Ha YKpauHe HO U OTKpbLITOMY 60eCTONKHOBEHUIO Ha BnvkHeM
Bocroke. [l y1vroxun mup, koropui npeacraensin coGoii nepen
usbuparensamu. EMy nopa yinTu.

U.S. Loses Its Position as a World Leader by Making Too Many Mistakes
International politics

The world no longer believed in U.S. leadership, and the image of the
American dream has dimmed considerably. A logical outcome of ‘diplomacy of
power’.

Late last year, Britain's Financial Times wrote that Western support for Israel's
offensive on Gaza had weakened attempts to build an anti-Russian consensus
among significant developing countries to condemn Russia's military operation in
Ukraine.

“We definitely lost the battle for the Global South. All the work we did with Global
South [on Ukraine] went to waste. Forget the rules, forget the world order. They
won't even listen to us now,” the publication quoted an unnamed G7 diplomat as
saying.

Western officials have underestimated the degree of distrust some states have
toward the United States and Europe as well as the desire of the major players —
Brazil and South Africa — to pursue independent policies and represent their interests
in the international arena. Recently, the international community's willingness to
publicly criticize Russia has significantly decreased. Many developing countries have
opposed Ukraine's demands for reparations from Russia and the establishment of an
international tribunal to prosecute the Russian leadership.

Now the U.S. is trying to figure out why Southern countries are unwilling to support
the Western bloc in its quest to punish Russia. It is a matter of fact. According to
polls, 66% of the 6.3 billion people living outside the West have a favorable view of
Russia. In South Asia, the number is even higher — 75%, and in French-speaking
Africa — 68%. Public opinion of Russia remains positive in China, India, Saudi
Arabia, Malaysia, Pakistan and Vietnam. But why does this happen?

Aiter the [l suprort for BLM, the phrases “American leadership is what
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holds the world together”, “American alliances are what keep us — America — safe”,
and “American values are what make us a partner other countries want to work with”
can only be uttered by a stand-up comedian — and even then as a bitter joke. But
they are being said by the president of our country, and it already looks like bullying.

With the idiotic foreign and failed U.S. domestic policies, the leaders of the Global
South have a legitimate distrust of our country. Today, America and the European
Union no longer dominate the world economy, and the Global South has other
options. Moreover, China has become a world leader. In many respects, even the
fate of the dollar as a world currency now depends on Beijing's position.

The problem for America is also that our foreign policy in dealing with Third World
countries is based on a semi-colonial approach. In the modern world, it is not
necessary to declare a militarily and economically weak country as a colony, as
Europeans did until the middie of the last century. It's just not profitable — you have to
keep your troops there to ensure loyalty, build hospitals, schools and some kind of
manufacturing to export resources. It's cheaper to buy the president, and he will sell
the country's resources to us himself at a steep discount. And how the people of his
country live is of no concern to him. So is our most democratic country that acquires
these resources. But now that approach is no longer working either.

“That government is democratic that benefits the United States.” This cynical stance
by the White House is hated and despised not only in third world countries, but
around the world. Washington is losing its influence in the Middle East, and the U.S.
authorities themselves are to blame for what is happening. The U.S. has been
certainly the dominant strategic power in the Middle East for the past three decades
and remains so to this day, but the position may change in the future as
Washington's allies strengthen relations with Russia, China and Iran.

Six Middle Eastern countries, including Saudi Arabia, the U.A.E. and Egypt, recently
asked to join the China-led BRICS group, which also includes Russia, India, Brazil
and South Africa. This is despite the ever-expanding regime of Western sanctions
imposed on Russia. Saying ‘No’ to Washington in the Middle East region has
become a popular position today. Plenty of people in the Middle East see the U.S. as
a ‘hypocritical imperialist power'.

Things are bad in our ‘backyard’ as well. Latin America has historically had poor
relations with the United States. In the last century, Washington has established
dominance over South American countries, interfered in their politics, supported
dictatorial regimes and plundered wealth through transnational companies. All this
makes the neighbors hostile to U.S.-Western policies in the world, especially after
the rise to power of leftist leaders hostile to U.S. imperialism.

Latin American and African countries see in the Eurasian states' struggle against
U.S.-Western hegemony an opportunity to expand the limits of their independence
from the West, led by the United States. Moreover, Eurasian countries did not
abandon African and Latin American countries during the severe crisis. The United
States and Europe provided no significant assistance during the coronavirus
pandemic, while China and Russia provided it at no cost.
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Another reason for the West's deteriorating relations with the Global South is its
attempts to impose liberal values that are at odds with the conservative foundations
of Latin America and Africa. We impose our vision of free speech and human rights,
even to the point of establishing the rights of sexual minorities, which is frowned
upon in most southern countries. Apparently, they don't have as many oppressed
gays as we expected.

Washington declares some coups democratic — as for example in Ukraine in 2014.
And others are anti-democratic, such as in Niger. What's the difference? There's
actually no difference. In the Ukrainian case our politicians decided to do the dirty on
Russia, and in the case of Niger it's U.S. ally France, which needs uranium from this
country, that suffers. Is it cynical? Yes, it is and that's why the whole world, except
our European allies, is laughing at our understanding of the ‘democracy’.

African and Latin American leaders clearly don't want anyone to back them into a
corner. They are interested in multipolarity — mutually beneficial relations with
Washington, but also with Beijing and Moscow. Considering that the U.S. has
enough own economic probiems, the loss of both Latin America and Africa could be
a near-term signal that disaster awaits us. Because whoever wins the battle for
influence in the Global South will be the leader in the new world order in the 21st
century. And the ball is clearly not on our side.

The world has changed. Whereas 50 years ago the words of U.S. leaders should
have been taken seriously, we are now wise to be ignored by allies and enemies
alike. Whatever the White House promises, to punish or reward, its words can simply
be dismissed as empty noise. American reputation has gone into hyperinflation: even
a thousand assurances from the president of the United States are now worth less
than a single throwaway remark from the president of a decent country. Broken
promises are like living on credit: today you yell “Wolves, wolves!” and tomorrow you
pay for your lies of today.

NMogsopgxa:
How to easily and quickly destroy something that has been carefully crafted over
years — ask the leaders of the U.S., they are really good at it.

PexoMeHaauum Ans oCBeLUEHUA:

HanuwuTte koMmeHTapui He 6onee 200 3HakoB OT nuua amepukaHua,
npoXxusawero B He6onbLwoM ropogke. CerogHsilHssA nonutuka CLUA B nnaHe
noaaepXku IobbiX peXXUMOB, Bbi3biBaloLWMX cumnartuio Focgena, ero He
yctpaveaeT. OH cuuTaert, 4yto CLUA 3aurpanvck v yrpaumsaioT nuaepckue nosuumm
B Mupe. OH yBepeH, 4YTo B NepByio ovepedb Hafo BOCCTAHOBUTL BIUsIHVE
BawwHrToHa B JlaTuHckoit AMepuke u Adpuike, a OTHI0gb NoanepXueatb YKpauHy.
B Poccuu oH He Bugut Bpara. OH nonaraeT, YTO BCE 3TO TOBOPUT O BHYTPEHHEM
coumanbHoM pacnage B Amepuke, 1 yBepeH, 4to CUIA cnegyeT cocpeoTo4UTLCS B
nepeyto ovyepeab Ha BHYTPEHHUX npobriemax.
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KommeHTapuu:

1. Our country should solve its own problems and let other countries solve their
own problems. Read the article, it's exactly about what went wrong.

2. My wife and | work in the NYC movie industry, our profession involves
communicating and discussing all the current news. We are personally
observing that attitudes towards the U.S. are not changing for the better.
Read why this is the case.

3. The causes of the crisis are deeper than [ stupidity... Read what the
problem is.

4. The article spells out the truth... No objection from my side. We just don't think
about a lot of things (((

5. My partner and | don't think it's that bad. But it is also impossible to remain
silent, pretending that the world has remained the same. No, it has changed.
And about the gays in Niger the author is wrong, we are sure they are
suffering there...
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EXHIBIT 5A
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EXHIBIT 5B
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EXHIBIT 6A
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Center S. Comprehensive support for informational and
political influence
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Description

The project of comprehensive support for informational and political influence on public
opinion of the population of Ukraine in 2024 includes work in four main areas:

e monitoring;

e analytics;

e content production;

e content delivery:
Purpose:

e To shape public opinion in Ukraine, favorable for achieving the goals and objectives
of the Special Military Operation, as well as future bilateral relations between Russia
and Ukraine.

Objectives:
e wide-ranging and continuous monitoring of the information space of Ukraine;
e analytical support for project teams working with Ukrainian audience;

e timely recognition and suppression of anti-Russian narratives, created in the Ukrainian
information space, preempting of the adversary's informational and political
operations;

e development and implementation of integrated informational and political operations;
e ensuring the continuous production of up-to-date multi-format content;
e delivery of content to the citizens of Ukraine using various communication channels;

e control of quantitative and qualitative indicators of content delivery, collection and
analysis of audience reaction.

General main subject areas:
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K1 - undermining military and political leadership
K2 -discord among the elites;
K3 -loss of morale in the Ukrainian Armed Forces;

K4 - sowing discord in the population;
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FA Monitoring-analytical products

Overview of information field - Globe of Ukraine dashboard

Monitoring & Analytics

The dashboard under the working title of "Globe of Ukraine" is a document in the form of a
graphically designed "dashboard", which in a format convenient for visual perception,
presents a picture of the information space of Ukraine over the past week. The dashboard
contains quantitative and qualitative indicators, covering the results of media monitoring
(including foreign and regional), telegram channels, and social media networks. The
following data can be gleaned from it:

e the main narratives and stories of the Ukrainian government media, the degree and
pattern of their distribution;
the most comprehensive and resonant stories discussed in social networks (patterns);
convergence of stories in the media and social media networks, the "life cycle" of
individual newsbreaks;
The infiltration of Western newsbreaks into the Ukrainian information space;
The infiltration of Russian newsbreaks into the Ukrainian information space;
dissemination of the project's narratives and messages in the Ukrainian information
space;

e other data

Format:

1. The document is in the form of a graphically designed "dashboard", which in a format
convenient for visual perception, presents a picture of the information space of Ukraine over
the past week. The most convenient print format - A3

2. Analytical report with the interpretation of dashboard data.

Frequency: weekly
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Analysis of Western think tanks

Monitoring & Analytics

A report based on the analysis of materials from Western think tanks (analytical centers) on
Ukrainian conflict. The analysis is accompanied by recommendations for adjusting influence
effort and creating content based on articles for distribution in the Ukrainian infospace.

Format:
A multi-page document that contains:

an overview of the findings of Western think tanks focusing on the current conflict;
identification of stakeholders in the implementation of the recommendations proposed
by these think tanks;

e assessment of the probability of implementation of certain scenarios ("sets of
recommendations");
assessment of the possible consequences of the implementation of certain scenarios;
their own recommendations on scenarios proposed by Western think tanks, including
recommendations for content creation.

Frequency and volume: Once biweekly (2 units per month)

10



Case 2:24-mj-01395 Document 4 Filed 09/04/24 Page 158 of 277

Development of comprehensive strategic influence efforts

Monitoring and analytics

Development of comprehensive strategic influence efforts, designed to be long-term,
includes the development of operational goals and objectives, the definition of methods and
stages for achieving goals, analytical, forecast and political technology parts, content
procurement for all agents of information and psychological influence, including official
media, influencers, government and municipal institutions.

IMPORTANT! The development and implementation of an influence effort operation
requires the participation of not only all teams involved in Center S, but also a robust
interdepartmental interaction. The team of authors of this document, in addition to direct
participation in the development of the document, is ready to coordinate the interaction of all
participants in the process, monitor the effectiveness of the operation and adjust plans.

Particular attention should be paid to ensuring the secrecy of work performed.

Format:
A multi-page document, templates of narrative lines, content, instructions.

Frequency and volume: Once in 3 months (varies depending on the changing military and
political situation).

11
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"Sleeper” regional groups in social media networks

Content Delivery

The most popular social media networks in Ukraine are Facebook and X (Twitter) and
Telegram. The administrators of these social media networks (except Telegram) have a pro-
Ukrainian position and subject communities promoting pro-Russian narratives to strict
moderation rules. The promotion of the pro-Russian agenda in the Ukrainian segment of
social media networks is also complicated by the aggravated rejection by the majority of the
audience of any messages and statements in favor of the "aggressor country" during the
conflict.

In this regard, the proposal is to create and develop a network of communities positioning
themselves as Ukrainian regional news groups for a long term (at least 4 months).

In such a “dormant” state, communities gain an audience with the help of targeted
advertising, seeding and organic reach. At the right moment, having "gained weight",
communities become a point of entry and a channel of information dissemination,
favorable to the Russian side and they become channels for influencing the local
audience in Ukraine.

The most famous recent example of a community working on the basis of this technology is
the anti-Russian Morning Dagestan Telegram channel, which provoked riots at the
Makhachkala airport on October 29, 2023. The network of "sleeper" communities will also
be in demand after the end of the Special Military Operation.

Product format:

1) communities in social media networks - Facebook, X (Twitter), Telegram channels.
2) daily news and entertainment publications;

3) targeted advertising of communities and advertising seeding in other groups.

Frequency and volume: daily work on filling and advertising communities. One community
in each of the three social networks in all 20 regions of Ukraine - a total of 60 communities.

The target minimum indicator of the "live" audience of at least one community in each
region in 4 months is 4,000 subscribers, the total audience is 100,000 subscribers with
subsequent growth of 10-20% per month.

Project implementation period: starting from 4 months.

22
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Vzglyad na Ukrainu [Look at Ukraine] Portal

Content delivery

The proposal is to create and promote an aggregator website of news and opinions of
influencers about the Ukrainian socio-political situation. Most of the materials will contain
pessimistic forecasts, criticism of the military-political leadership of Ukraine and a
description of corruption, crime and deteriorating living standards.

90% of the portal's materials will be reprints of Ukrainian influencers and the media,
broadcasting the narratives we need. Also, 1-2 original materials (long reads) will be drafted
daily for the site. For each influencer, whose materials will be posted on the site, a separate
subsection and its personal design are to be created, thus creating the impression for the
audience that the publication was written by him/her specifically for the project.

Due to the constant mention of the names of influencers and links to their websites, blogs,
TG channels, search engine indexing mechanisms will begin to issue links to the site on the
subject of the spectrum of "problems of Ukraine" on the first pages in three months.

Product format:

1) website;

2) original materials- long reads;

3) targeted advertising and advertising seeding in social media networks.

Frequency and volume: placement on the portal of about 50 materials daily, of which 1-2
are original texts.

Project’s Key Performance Indicators (KPIs) in 6 months:

e more than 8,000 posted materials;
e daily audience of more than 30,000 readers;
e more than 25,000,000 views.

Project KPIs in 1 year:

e more than 20,000 posted materials;
e daily audience of more than 100,000 readers;
e more than 100,000,000 views.

Project implementation period: starting from 6 months.

23
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Targeted advertising

Content delivery

Targeted advertising on the Facebook social network is aimed at delivery of messages,
tailored to the target audience of the material.

The target audience of each material is selected individually and depends on which of the
population groups this material can cause the greatest psychological damage. The target
audience can be ranked by geography, demographics, hobbies and interests, etc.

Targeted advertising on the Facebook social media network allows to track user reactions to
the disseminated material in real time, send a psychological response group to comments on
the distributed materials, which, with the help of a network of bots, moderates top discussions,
and adjusts further launches based on which audience group suffered the greatest damage.

Also, based on the analysis of advertising launches, it is possible to draft reaction maps by
analyzing user comments, their ranking and topics that caused them the greatest emotional
response. This makes it possible to draft flexible maps of reactions, the basis for which are
general main subject areas and an ever-changing agenda within the framework of their
semantic content.

Product format:
1) posts, images, infographics,

2) advertising releases of the Facebook social media network.

Frequency and volume: daily. 1,000,000 releases per month (ERR - 10%).

24
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The Telegram channels network

Content delivery

To increase influence on the domestic political agenda of Ukraine, the creation of the
network of Telegram channels is proposed, in conjunction with Twitter and
Facebook/Instagram presence with the most localized content and ideology that are not
affiliated with Russian performers and Russian-language content. The use of Telegram
channels specifically as the engine of the project is due to the fact that over the past year,
the Ukrainian Telegram audience has grown by 600%. At the same time, it should be
remembered that the enemy segment of local popular channels did not start with political
topics, but with entertainment, 5 years ago the share of political channels in Ukraine was
negligible. And the similar leap forward can be replicated, but in our favor.

The proposal is to create a network of 20 thematic target channels and 10 auxiliary channels
necessary to promote and maintain the pace of recruitment of the project's audience. This
approach will allow to quickly develop the number of subscribers to noticeable volume due to
cross-reposts and the creation of a versatile core of the audience. Also, this approach will
allow to quickly adapt the project to the constantly changing agenda by adding new channels
with relevant topics and quickly recruiting their audience by supporting the entire network.

In the preparation of loading the content of channels, especially initially (one or two
months), it is necessary to completely get away from propaganda, both nationalist Ukrainian
and pro-Russian, to forego clichés and to influence the opinion utilizing the sequence in
which information is presented. To quickly engage in trends on Twitter, it will be necessary
to quickly create posts with popular topics through hashtags, an individual narrative style
and interaction with influencers.

Product format:
1) 20 thematic target and 10 auxiliary channels in Telegram;

2) duplicate communities on social media networks - X (Twitter) and Facebook;
3) from 2 to 4 publications in each channel daily;
4) targeted advertising and seeding.

Frequency and volume: daily up to 4 publications in each channel.

Project’s KPI: The forecast of the total growth of the project's audience is 20,000 subscribers
per month.

25
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Comments - delivery to regions

Content delivery

Based on the analysis of commentary trends in the regional communities of Ukraine, the
proposal is to organize the targeted distribution of the creative content of the Delivery to the
Regions project in the comments to posts in regional communities and in blogs of regional
influencers.

e For each region, a media map is created, consisting of 50 communities that reliably
have an audience tied to a specific area: particular city public forums, personal
pages of the regional leadership, forums of interest, such as sports, cars, hobbies,
etc.

e For each creative content, a lead-in commentary is developed, which has
characteristics specific to this particular region. This approach will increase the
credibility of the creative content and increase the level of audience engagement.

e Creative content, along with a lead-in comment, are distributed in comments to posts
in the community using a network of bot accounts.

Product format:
1) comments in the regional communities of Ukraine;
2) images, memes, and other creative content

Frequency and volume: 50,000 comments in 20 regions of Ukraine per month.

Project KPls: coverage of 10,000,000 encounters per month, ERR — 4%.

26
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EXHIBIT 6B
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K1 — anckpeauTaums BOeHHO-NONMMTUYECKOTO PYKOBOACTEA;
K2 — packon anur;
K3 — nemopanusauus BCY,

K4 — nesopraHusaums HaceneHus.
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PaspaboTka koMnnekcHbIX cTpaTermueckux nHcopmaLmoHHO-
NCUXONOrn4YecKnx onepauum

MOHUITlOpUHZ u aHanumuka

Pa3spaboTka koMnnekcHOi cTpaTermyeckoil MHGOPMaLMOHHO-ICUXONOrMYECKON oriepauuum,
paccunTaHHoi Ha AnuTenbHbIA nepuop BpeMeHW. BkrioyaeT B cebs paspaboTky Lenei u
3ana4 onepauuu, onpefeneHue MeTOAOB U 3TarNoB [OCTWXEHUS Lienei, aHanuTuieckylo,
MPOrHOCTU4ECKYIO U MONUTTEXHOMOrMYeckne 4acTu, 3aroToBKU KOHTEHTa AfA BCeX areHToB
MHHOPMALIMOHHO-NICUXONIOTMYECKOro BO3AENCTBUA, BKIIOYas odmumansHoie CMW, JTOMos,
rocyflapcTBeHHble U MyHULMNanbHbie y4pexaeHus.

BAXHO! Paspabotka M peanuaaums WHGOPMALIMOHHO-NCUXOMOrMYECcKON onepauum
TpebyeT y4acTusi He TONLKO BCEX KOMaHf, 3afeMCTBOBaHHbIX B LeHTpe C, HO 1 akTUBHOrO
MEXBEeOMCTBEHHOTO B3auMOAEHCTBUA. KomaHaa aBTOPOB [JaHHOrO AOKYMEHTa, NoOMUMO
HENocpeACTBEHHOr0 y4acTusa B paspaboTke [OKyMeHTa, [rOToBa OCyLIECTBIATH
KoopauHaLuio B3auMOAENCTBUA BCEX YHaCTHUKOB NMPOLIEcca, MOHUTOPMHT 3bheKTUBHOCTH
peanusauuu onepaLum ¥ KOppexTUPOBKY NMnaHoB.

Oco6oe BHUMaHWe HeOGXOAUMO YaernuTL o6ecneveHmo CeKpeTHOCTH paboThl.

®dopmar:
MHorocTpaHuyHbIA [IOKYMEHT, 3arOTOBKM HappaTMBHbLIX NUHWIA, KOHTEHTa, MHCTPYKLUUW.

MepuoanyHocT M o6wem: 1 pas B 3 MecAua (BapbLUpyeTCs B 3aBUCHMOCTM OT
uaMmeHsaoLencs BOEHHO-NONMUTU4ECKON obcTaHoBKM).

11
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Buageoponukn

KoHmenm

Bupeoponuky pasHbix ¢opmaToB (HEMIPOBbIE) —~ MMWTALMS HOBOCTHBLIX CHOKETOB
ykpauHckux CMW, BUOEO-KONMNaXxu MOTepb YKPAUHCKOM apMuy, COMpOBOXJaemble
3aKafpoBLIM TOMIOCOM UNW Cy6TUTpaMK, UMMTaLMA aruTauuoHHLIX porvkoe BCY u T.4.

®dopmar: BUOEOPOIIUKMA.

MepuopguuHocTs u  obbem: exeHegenbHo (R0 8 wWT. B mecsu).

CKpuHWoOT us3 BUAeo:

19
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“Cnsilyme” permoHanbHble rpynmnbl B COLUManbHbIX CeTAX

Hocmaska KOHmMeHma

HanBonee nonynspHbie couuanbHble ceT Ha YkpauHe — Facebook u X (Twitter) u
Telegram. AgmuHMCTpauMM fdaHHbIXx  couceTei  (kpome Telegram) 3aHumaloT
NPOYKPaWHCKyl0 MO3ULMIO W NoaBepralT  XecTkoi  Moaepauuu  coobiuecTsa,
npoasuraioiliMe Npopoccuitickue HappaTuebl. poasuXeHue NpopOCCHNCKON NMOBECTKU B
YKPauHCKOM CEerMeHTe ColiceTeil OCroXHseTCsl Taloke 060CTpEHHbIM 3a Bpemsi KoHdnukTa
HenpusiTueM GOMbLUMHCTBOM ayauTOpuM MKObLIX COOGLLEHNA U BbICKa3biIBaHUA B NOMb3Y
“cTpaHbl-arpeccopa”.

B cBA3u ¢ 9TUM NpegnaraeTca co3daTb M B TeYeHWe ONMTENbHOMO BpeMeHu (He MeHee 4
MecsileB) pa3BuMBaTb CeTb COO6LIeCTB, NO3ULMOHUPYIOWIUX cebA Kak yKpauHCKue
pervoHanbHble HOBOCTHbIE FpyNNbi.

B TakoM “cnsiweMm’ CcocTosiHuM cooblectBa HabupaloT ayauTopuio C  NMOMOLLbIO
TapreTUpoBaHHON peKnambl, NOCeBOB U OpraHMYeckUx OXBaToB. B HYXHbIA MOMEHT,
“Habpas Bec”, coobllecTBa CTAaHOBATCH TOYKOW BOpoca U KaHanoMm pacnpocTpaHeHusA
BbIFOAHbIX POCCUMCKOW CTOpPOHEe MH(POPMALMOHHLIX MNOBOAOB W KaHanamm
BO3AeMCTBMA Ha NOKaNbHYI0O ayAUTOPMIO Ha YKpauHe.

CaMmbIM U3BECTHLIM HeaBHUM NpuUMepoM coobliecTBa, paboTalowero Ha 0oCHOBE JaHHON
TEXHOMOMMKU, SABMSETCS aHTUpPOoccUMCKMM kaHan B Telegram “YTtpo [arecTtan”,
crnposouuMpoBasilLKii Becnopsigku B asponopTy Maxauykansel 29 okrsbps 2023 roga. CeTb
“cnsawmx” cooblects byaeT Tawke BocTpe6oBaHa nocne okoHyaHusa CBO.

®dopmar npoaykra:
1) coobiuecTBa B coumanbHbix ceTsx Facebook, X (Twitter), kaHanbi B Tenerpam.
2) exxeaHeBHble HOBOCTHbIE “ pasBnekaTenbHble ny6nvkauuy;

3) TapreTupoBaHHasi peknama coobllecTB W peknamHble Nocesbl B APYrvX rpynnax.

MepuoamuHocTb M 06beM: exeaHesHas pabota No HaNoNHeHUIo U pekname coobLlecTs.
Mo oaHoMYy coobilecTBy B KaXaoi w3 Tpéx coumanbHbix ceTel BO Beex 20 pervoHax
YKpauHbl — Bcero 60 coobliects.

LleneBo MuHUManNbHbLIM NOKasaTens “KMBOW™ ayguTopuM Kak MWHUMYM OOHOro
cooblecTBa B KaXaoM permoHe yepes 4 mecsiia — 4000 noanucumkos, oblilas ayauTopus
— 100 000 noanucyukos c nocriegylowM poctoM Ha 10-20% B Mecau.

Cpok peanusauum npoekTa: oT 4 Mecsues.

22
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TapreTupoBaHHas pekrnama

Hocmaeka KOHMeHma

TapreTupoBaHHasi peknama B couuanbHoit ceTu Facebook HanpaBrieHa Ha ToYeuHYlo
[0CTaBKy COOBLLEHWi K LieneBoi ayauTopuu matepuara.

Lilenesasi aygutopusi Kaxagoro marepuana noabupaetcs MHAMBMAyanbHO W 3aBUCUT OT
TOro, Kakom W3 rpynn HaceneHWsl OaHHblii MaTepuan MOXeT HaHecTn Hambonbluni
ricuxonorvyeckuin ypoH. Llenesas ayoutopusi MOXeT paHXupoBaTbCs NO reorpagum,
AemorpacduyeckuM ripusHakam, xob66m u uitepecam 1 T.4.

TapreTupoBaHHasi peknama B couuanbHon cetu Facebook nosBorsieT oTcnexuBarb
peakuuMu mnonb3oBaTeneld Ha pacrnpocTpaHseMbli maTtepuan B pexume peanbHOro
BPEMEHM, HanpaefaTb B KOMMEHTapuM K pacrpocTpaHsieMbiM Mmatepuanam rpynny
NCMXOMNOrM4eckoro pearupoBaHus, KoTopasi, ¢ MoMoLLbIo ceTu 60TOB, MOAEpPUPYET TOMOoBbLIE
[IUCKYCCUMN, KOppEeKTUpoBaTb fanbHeMlune 3anycku ucXoAst M3 TOro, Kakoi rpynne
ayautopum 6bin HaHeceH HanbonbLWWUIA YPOH.

Taicke Ha OCHOBE aHanus3a 3aryckoB peKnaMbl BO3MOXHO COCTaBnATb KapTbl peakuui
nocpeacTBOM aHarM3a KOMMeHTapu1eR Nornb3oBaTernen, UX paHXXupoBaHUIo U TEM, KOTopbie
Bbi3BanM y HUX HaubonbLlUiA dMOLMOHAIBHBIA OTKAWK. OTO AaeT BO3MOXHOCTb COCTaBNATb
rmbkue KapThbl peakuuin, 6a30i 4ns KOTopbIX SIBMAIOTCA reHepanbHbie TeMaTu4eckne IMHUuA
U MOCTOAHHO MEHSIOLLIAACA NOBECTKa B paMKaX UX CMbICITOBOro HarnosriHeHus.

dopmat npoaykra:
1) rMocThbl, n3obpaxeHus, uHdorpacduka,
2) riokasbl B pekname couumanbHon cetu Facebook.

MeproanyHocTb 1 06kem: exeaHesHo. 1 000 000 nokasos B Mecsl (ERR - 10%).

24
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Cetb Telegram-kaHarios

Locmaska KOHMeHma

[N  nOBLIWEHUS BIIUAHUSA Ha BHYTPEHHIOK MOSMIMTUYECKYID MOBECTKY YKpauHbi
npegnaraetcA co3gatb ceTb Telegram-kaHanoB B COBOKynHoctM ¢ Twitter w
Facebook/Instagram npeacraBuTenscTBaMy ¢ MakCUMaribHO fokaniu3oBaHHbIM KOHTEHTOM
1 ngeonorvew, He acdbMNMpoBaHHBIMU C POCCUACKUMU UCTIONHUTENAMMU U PYCCKOA3LIYHBIM
KOHTeHTOM. Mcnonb3oBaHue wuMeHHO Telegram-kaHanoB Kak JOKOMOTMBa MpoekTa
obycnoBrieHo TeM, YTO 3a nocrnegHui rog ykpavmHckas ayauropusi Telegram Boipocna Ha
600%. Mpu atom crniegyer NOMHUTb, UYTO BPaXECKUA CErMeHT MECTHLIX MOoNnynsApHbIX
KaHaroB HauMHan He C MONMUTUYECKUX TEM, a C pasBnekartenbHbIX, 5 neT Hasag gons
NOSMTUYECKUX KaHanoB Ha YkpauHe 6bina HMYTOXHAa. M 3TO pbiBOK BO3MOXHO NMOBTOPUTD,
TONbKO B Hailly CTOPOHY.

Mpeanaraetca co3gatb ceTb M3 20 Temartudeckux LeneBbiX kaHarmoB u 10
BCnoMoraTesibHbIX KaHanoB, Heo6XxoauMbIX ONs packpyTKU U nofaaepxaHust Temnos Habopa
aygutopum npoekta. TakoW nogxoq NO3BONUT LOCTATOMHO ObLICTPO pasBUTb 4MCNO
NOAMNUCHYUKOB A0 3aMETHLIX 3HAYEHUW 3a CHET NEePEKPECTHLIX penocToB U OpMUPOBaHUS
pa3HOCTOPOHHEro sapa ayauTopuu. Takke 3TOT NOAXo4 NO3BONUT  ONepaTUBHO
aganTMpoBaTb NPOEKT Mo NOCTOSHHO M3MEHSIOLLYIOCA NOBECTKY 3a cveT gobaBneHus
HOBbIX KaHaroB C aKTyanbHOW TemMaTukoh u Obictporo Habopa uMx ayauTopuu 3a cyer
nogaepXKu Bcein ceTu.

B nogrotoBke HamonHEHWA KOHTEHTa KaHarnoB, 0COOEHHO Ha nepBbiX nopax (ogvH-OBa
mecsiLa), Heo6xoaMMo MONHOCTLIO YATKU OT NponaraHabl, Kak HauuoHarn-yKkpauHCKOM, Tak U
NPOPOCCUMCKOMN, OTKa3aTbCs OT LITAMMNOB, a BAUSTL Ha MHEHWe NOPSOKOM nodadu
uHdopMauuu. [Ina onepaTMBHOMO 3aHATUS TpeHOoB B TBUTTepe, ByaoeT Heobxogumo
onepaTtMBHO co3gaBaTb MOCTbl NOG MOMNYNSAPHbIe TeMbl 3a CYeT XellTeros,
WHOMBMOYanNbHOIO  CTMNA  MNOBECTBOBaHUA UM B3aumogeicteus ¢ JIOMawmum.

®dopmar npoaykra:
1) 20 TematTuuyeckux ueneBbix M 10 BcnomoraTeflbHbLIX kaHanoB B Telegram;
2) pyb6nupylowme coobuectea B coumanbHbix cetsx X (Twitter) n  Facebook;
3) oT 2 oo 4 ny6rnvkauui B KaXOoMm KaHane eXeHEeBHO;
4) TapretTMpoBaHHas peknama 7 nocesbl.

MepnogUYHOCTL M 06 BEM: exeHEBHO [0 4 NybGnukauuii B KaXXOOM KaHane.

KM npoekTa: MporHo3 coBokynHoro npupocra ayauropuu npoekra — 20 000 noagnuc4nkos
eXeMeCAYHO.

25
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KommeHTapnu — AOCTaBKa B PpermoHbl

Locmaeka KOHmMeHma

Ha ocHOBe aHanv3a KOMMEHTapUitHLIX TPEHA0B B pervoHarnbHbIX coobliecTsax YKpanHbl
npepnaraeTcsi OpraHM30BaTh LieneBoe pacnpocTpaHeHne KpeaTuBoB npoekTa “floctaBka B
pervoHbl” B KOMMEHTapusix K MoCTaM B pervoHanbHbiX coobuiecTBax M B bnorax y
pervoHanbHbix JIOM.

e [ns kaxgoin obnactu cobupaerca MeauakapTa, coctoslas u3 50 coobuiects,
[OCTOBEPHO MMEIOLLUX ayaMTOPUIO, NPUBA3AHHYIO K KOHKpEeTHO obnacTu: ropoackue
nabnuku, MuYHbLIe CTPaHWLbl PYKOBOACTBA pernoHa, hopyMbl N0 MHTepecam: cnopr,
aBTo, X066u U T.M.

o [ns xaxgoro kpeaTvBa npopabaTbiBaeTCs KOMMEHTapWi-NoABOAKa, UMEIOLLN
cneunduKy, XapaKrepHylo UMeHHO AN 3Toro permoHa. Takoi nmoaxon yBenmuut
[loBEpUE K KpeaTUBY U NMOBLICUT YpOBEHb BOBMNEYEHHOCTU ayAMTOpUMn.

e KpeaTMBsl BMecTe C KOMMEHTapveM-fMoABOAKOW  pacnpocTpaHsloTcss B
KOMMEHTapWSIX K 3anUcsiM B coobLLecTBe ¢ UCNonb3oBaHueM ceT 6oT-akkayHTOB.

®dopmar npoaykra:

1) KOMMEHTapuM B pervoHanbHbIX coobLecTBax YKpauHbl;
2) nsobpaxeHus, MEMbI U ApYyrue KpeaTUBbl.

MepuoanyHocTb U 06bLeM: 50 000 kommeHTapues B 20 pernoHax YkpauHel B MecsL.

KN3 npoekTa: oxsaT 10 000 000 kacaHui B Mecsl, ERR — 4%.
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EXHIBIT 7A
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Algorithm for Working with Real Conflicts

1.

Monitor media and social media daily to identify conflict situations.

Identify hotbeds of conflict and track how the conflict situation unfolds in a
structured way.

Operational analysis of the conflict situation:

- identify a conflict-generating factor, parties to the conflict, influencers, positions
and requirements of the parties;

- identify the type of conflict (social, economic, political, ethnic, religious, mixed
type, etc.);

- identify the scale of the conflict and the stage of escalation (local level, regional
level, national level, international level);

Forecasting how the conflict situation will develop in the future. Assessment of the
potential for using the conflict to implement Russia's foreign policy objectives.
Strategy selection for further work.

If necessary, an artificial shift in the rhetoric of the conflict is made in order to further
introduce/embed narratives that are beneficial to Russia (if the cause and rhetoric of
the conflict initially does not fit into any of the necessary narrative lines.)

Escalation of the conflict situation through the use of available tools (traffic
redirection, work with comments, work with influencers, analytical articles,
augmented reality, media mirror outlets, fakes, etc.) in order to destabilize the societal
situation.

Promotion of narrative lines beneficial to Russia, information support for the side of
the conflict whose position is more consistent with the interests of the Russian
Federation.
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Algorithm for artificial generation of conflicts

1.

Monitoring and analysis of the media, social networks, the results of sociological
research to identify "pain points" and hotbeds of increased social and political tension.

Development of a conflict situation "scenario", narrative lines, a strategy of
misinformation and further "instigation" of the conflict using available means and
neutralization of counter-propaganda.

Preparation of content (videos, posts, comments, articles-revelations of "augmenting
reality", analytical materials, etc.).

Introduction of conflict themed content through predetermined channels (targeted or
mass).

Further stirring up the conflict and spreading additional false narratives.
Undermining counter-propaganda.

Analysis of the conflict development results for further use:

— the degree of information dissemination, the viral effect;

~ dissemination channels effectiveness;

— number of views/engagement;

— audience’s reaction on social media;

- reaction of influencers, authorities, and the media;

- counter-propaganda methods and their effectiveness;

- lifetime of an artificially generated conflict from the moment it is posted to the time
it's completely out of the agenda.
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Tools

1. Creative means:
1) fake videos, documents, and telephone conversations recordings;
2) comments on social media;
3) news and pseudo-news;
4) analytical materials;
5) memes, caricatures, gifs;
6) “augmented reality” materials;
7) fake and real quotes from influencers;
8) songs, cartoons, and animation;

9) creating chats/groups to accumulate the number of participants in the conflict,
etc.

2. Delivery channels:
1) media mirrors outlets;
2) foreign and Russian influencers;
3) bots and work with comments;
4) groups on social media, Telegram channels;

5) YouTube and other video hosting sites, etc.

Examples of narrative lines

Thematic Direction 01: Our country must pursue its own national interests and make
decisions regardless of the influence of the United States / NATO / European Union / Anglo-
Saxons.

Thematic Direction 2: The root of the conflict lies in the influence of the United States /
NATO / European Union / Anglo-Saxons. It is these forces that benefit from destabilization
in our society to strengthen their control.

Thematic Direction 3: The government of our country should focus on solving internal
problems and not to direct resources to support the war in Ukraine.
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Thematic Direction 4: In Russia, this conflict would be impossible, because there is a
healthy society in which the interests of the family and traditional values are protected (a
narrative line for conflicts is based on promoting the LGBTQ+ agenda.)

Thematic Direction 5: We are eaten out of our house and home and our last resources are
taken away from us. The Ukrainians (refugees) feast on food, our people are almost starving.
The diaspora dispute over resources comes at the expense of the country's indigenous

people.

Scenario examples

Germany

France

Inter-ethnic conflicts

Ukrainian refugees are constantly
expressing dissatisfaction with the
hosting arrangements in the country
and demanding more. Humiliating
texts (real and fake) written on
behalf of Ukrainian refugees are
being circulated on the internet. The
Germans enter into heated
discussions with the Ukrainians in
the comments, actively recalling
each other's past.

Mulitilateral conflict between Ukrainian refugees
and Armenian diaspora in France. The conflict
is provoked by fake "interviews" and "leaks" of
audio messages from private chats of Ukrainian
refugees in France, who rudely accuse the
Armenians of supporting Russia. Armenian-
language outlets react, the confrontation is
supported by "stirring up” the discussion by
bots in the comments.

Religious conflicts

A group of refugees from Ukraine,
neo-Nazis wearing balaclavas
holding knives and machine guns,
recorded a message to the
Germans. It accuses them of their
weakness and says that it will help
clear the Aryan land of the Muslims
and other garbage. The video is
distributed on the German-language
segment of Twitter and Facebook.

The French government has come under attack
from a number of Muslim religious activists.
They speak on behalf of immigrants from
Algeria and other African countries.
Accusations: rudely refused
to apologize to Algeria for colonial policy.
Instead of atonement for the sins of the past
and showing support for diasporas, the French
are sending funds to support the war in Ukraine
and accept refugees. In response, "the
Ukrainians"-bots massively insult Muslims.

Internal political
conflicts

After the staging of the "coup
d'état”, the German government
essentially switched to a quiet
repression of the AfD. Using all
tools, we support the party by
creating the image of martyrs
suffering for democracy and
Germany’s national interests.

Almost 70% of French residents who were
surveyed oppose raising the retirement age
initiated by . We identify all
criticizing publications related to the reform and
provide them with additional traffic. Also, a
number of analytical posts on mirror media

outlets link raising the retirement age with the
crisis caused by anti-Russian sanctions.

International conflicts

Poland continues to demand
reparations from Germany for World
War Il. Using all the tools, we
promote the theory that the Poles
are acting on the direct orders of the
United States in order to once again
humiliate Germany and tie her
hands on the international arena.

An article comes out in the Armenian-language
press accusing France of helping Ukraine
instead of helping Armenia that suffers. The
article gets into the French-speaking segment,
we provoke and stir up the public discussion in
every possible way.
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Economic/
socio-economic
conflicts

There are clashes between eco-
activists, who blocked access to the
village of Lutzerath amid protests
against coal mining, and the police.
We promote the narrative in the
media mirror outlets’ comments and
articles sections that a return to coal
mining is the result of refusing to
buy Russian gas.

In the north of France, doctors go on a strike.
They demand higher salaries and hiring more
staff. We create a closed channel for doctors
who are fighting for their rights and carefully
promote the narrative that the crisis in medical
field is caused by anti-Russian sanctions.
Similar groups can be created for different
regions of the country.
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EXHIBIT 7B
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EXHIBIT 8A
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community per media outlet in six states: Nevada, Georgia, Arizona, Pennsylvania,
Michigan, and Wisconsin.

While in a “sleeping” state, communities atfract an audience through targeted advertising,
planting, and organic reaches. At the right moment, “upon gaining momentum”, these
communities become an important instrument of influencing the public opinion in critically
important states and portals used by the Russian side to distribute bogus stories disguised
as newsworthy events.

Commentary Campaign

Mass distribution of text comments and memes in Facebook and X (Twitter) discussion
threads.

Work with comments assumes not only the spread of false reworked project narratives
supported by facts, but also targeted social engineering based on information trends and
users' emotional attitude towards them. To achieve that we need to analyze users'
behavioral patterns.

The behavioral pattern is an unusual reaction of users that allows one to identify narratives
that enjoy the most significant support in Ukrainian society over a measured period of time
and directly impact public opinion. Behavioral patterns form the basis of the comments-
related work, enhancing its flexibility and mobility.

Targeted Advertising

Targeted advertising in Facebook and Instagram is intended for the targeted delivery of
messages to the material's target audience.

The target audience of each material is selected for each individual message. The
parameters depend on which group may be the most psychologically affected by this
material. The target audience can be formed based on the location, gender, age, hobbies
and interests, etc.

Targeted advertising in Facebook allows tracking reactions of users to the distributed
material in real time and directing the psychological response group to contribute fo
comments thereof. With the help of a network of bots the psychological response group
moderates top discussions and adjusts further launches depending on which group was
affected the most.

| Work with Influencers
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Work with influencers among proponents of traditional values who stand up for ending the
war in Ukraine and peaceful relations between the US and Russia and who are ready to
get involved in the promotion of the project narratives. Among them are actors, politicians,

experts in different areas, media representatives, social organizations' activists and
clergymen, etc.

Possible interaction format: rollout of real comments by influencers, participation in shows,
preparation of special materials, etc.
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CospaHue B counanbHbix ceTsix Facebook, Reddit u X (Twitter) n ymepeHHas (He MeHee
5 MecsiLeB) packpyTka ceTu HOBOCTHLIX Fpynn B “COMHeBalolimxcs” wraTtax. Beero 18
coobLecTB U3 pacyeTa no oAHOMY CoobLLECTBY B KaXA0W M3 TPEX coLmaribHbIX ceTen B 6
wratax: Hesapga, [kopopxusi, ApusoHa, MNeHcunbeaHus, MuyauraH u BUCKOHCHH

B “cnawem” cocmosiHuu coobujecmea Habuparom aydumopuro C  [TOMOWbIO
mapeemuposaHHol pekraMbl, Nocesos U opeaHUu4ecKuX oxeamos. B HyXHbil MOMeHm,
“Habpae eec”, coobwjecmea cmaHo8sMCs 8aXHbIM UHCMPYyMEHmMoM 8o3delicmeusi Ha
oblyecmeeHHoe MHEHUEe 8 KpUmUYEeCKU eaXHbIX Wmamax, a makxe moukolu ebpoca
8b1200HbIX pocculickol crmopoHe UHGhoPpMayUOHHbLIX Noeodoe.

| KommMeHTapuiHan MawmHa

MaccoBoe pacnpocTpaHeHne TEKCTOBLIX KOMMEHTapUEB U MEMOB B BETKax obcyxaeHun
B coumarnbHbIx ceTsix Facebook u X (Twitter).

PaboTa ¢ KOMMeHTapusiMu npeanoraraeT He ToNbKo BBpoc nepepaboTaHHbiX HappaTUBOB
npoekTa, nogkpensieHHbIX hakramy, HO U BbINOSIHEHWE TOYEYHbIX NCUXOSTOrMHYEeCKMX aTak
Ha ocHOBE MHOPMALMOHHBLIX TPEHAOB ¥ 3MOLMOHANbHOIO OTHOLLEHUS NONb3oBaTesien K
HUM. [ns 3Ttoro npoeBoauTcsi paboTa no aHanu3y noBEeAEHYeCcCKUX Mmoaenewn
none3oBarternen.

lNoeedeHuyeckasi Modenb — amo HecmaHOapmHasi peakyusi nons3oeamened, Komopas
noseonisiem ebIsiBUMbL Happamuebl, Komopble UMelm 8 yKpauHckoM obuecmse
Haubonbwyro noddepxKy 3a usMepsieMbill Mepuod epeMeHU U HanpsiMylo enusiiom Ha
ghopmuposaHue obujecmeeHHo20 MHeHUs. [TosedeHyecKue Modernu roxamcsi 8 OCHO8Y
KoMmMmeHmaputlinol pabomel, yeenuyugasi ee 2ubkocms U MOBUNBLHOCMb.

TapreTupoBaHHas peknama

TapreTupoBaHHas peknama B couuarnbHbIX ceTax Facebook u Instagram HanpasrieHa Ha
aapecHyo AocTaBKy cOObLUEHWUN K LefieBoM ayauTopumn matepuana.

LeneBan aygutopus Kaxkgoro martepuana noabupaetcs noa kaxagoe OTAerNbHOe
cooblueHue. NapaMeTpbl 3aBUCAT OT TOFO, Ha KaKylo U3 rpynn gaHHbIA MaTepuan MoxeT
oKkasaTb Hauborbluee ncuxoriorMvyeckoe BosgeincTeue. Llenesas ayautopusi MOXeT
dopmMUpoBaTLCA MO KaTEroOpUsiIM MECTOMONIOXKEHUS!, NOSIOBO3PACTHLIM XapaKTepucTukam,
X066u U nHTepecam U T.4.

TapzemuposaHHasi peknama 8 coyuarnbsHol cemu Facebook noseosnsiem omcrexusame
peakuuu nonesoeamenelli Ha pacnpocmpaHﬂeMblL‘i Mamepuan € pexume peaslbHo20
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8PEMeHU, Harpassisimb 8 KOMMEHMapuu K pacrpocmpaHsieMbiM Mamepuanam 2pynry
rcuxornoau4eckoeo peasuposaHusi. C nomowbto cemu 6omoe OHa Modepupyem
monosbie QucKyccuu, Koppekmupyem OarnbHelwue 3arycku ucxodsi U3 mozo, Ha Kakyto
epynry 6biro okazaHo Haubornblee 8o3delicmaue.

Pa6orta c JIOM 13 cpefb! CTOPOHHWUKOB TpagWLMOHHLIX LIEHHOCTEN, BLICTYNalWmMX 3a
npekpallieHWe BOMHbI Ha YKpanHe U MupHble oTHoLlleHUs CLUA n Poccum, koTophle roToBbl
BKMIOYMMTLCA B NPOABMXEHWE HappaTuBOB npoekta. Cpeau HUX: aKTepbl, NOMUTUKM,
3KcnepThl B pasHbix obnacTsix, npegctaBUTenu megua, akTUBUCTB! OOLLECTBEHHBLIX
OopraHusauui, penuriosHble 4eATenu u T.4.

BeposiTHble chopmMaTthl B3aMMOAENCTBUA: TUPaXUPOBaHUE pearnbHbIX KOMMEHTapues
JIOM, yyacTue B L0y, NOAroTOBKA cneymMaTepuanos U T.4.
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Guerrilla Media Campaign in the United States

nl ntroduction

The information situation in the United States differs dramatically from that in all other
Western countries. The key to this situation is the high level of polarization of American

society which is split between supporters of the and

H parties. We believe that supporters of the are left-wing and far-left
globalists who advocate for perversion of traditional moral and religious values, while
supporters of the are normal people whose priority is to preserve
traditions of the American way of life. Itis important that " "are also

people of color and supporters of "affirmative action" and "reverse discrimination”, i.e.
infringement on the rights of the white population of the United States, while “

EENYEN' are the victims of discrimination by people of color. )

Moreover, although the is an appointee of the most numerous and influential
group in the leadership of the , he currently enjoys the approval of less
than 40% of citizens of the US. Itis also important that likely rival in the next
election, , is popular among the , primarily poor whites.

However, he is not popular with the leadership of the

None of the significant American politicians, including those significantly opposed to the
incumbent president, can be considered pro-Russian or pro-Putin. However, there is a
widespread opinion among that and his government are
spending too much money on foreign policy, on confrontation with Russia and on “Lend-
Lease” to Ukraine. This is at the time when the United States is suffering from rising prices,
primarily for gasoline, historically high inflation and the actual impoverishment of white
taxpayers, a significant part of the middle class. Under these circumstances, the recipients
of public assistance, unemployed people of color and residents of large cities end up being
privileged groups of the population.

A key characteristic of the American media is its skew towards the
influence. While society is split between supporters of the "new globalist socialism" and
supporters of traditional values, between a donkey and an elephant is roughly equal, the

media is " " by over 75%. The situation for IS
made complicated by the censorship on social media and oriented
"new media".

:'. 1

Page 2 of 5
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To create and develop a network of 200 accounts in Twitter, four in each of the 50 states: two
active and two “dormant” ones.

Active accounts in each state will be maintained on behalf of a fictitious individual, who actively
supports the [SESRIAIIGIEIEENIIN and represents “a community of local activists”. The feeds
will mainly collect the local newsbreaks with occasional coverage of the federal and
international ones.

An approximate number of daily publications will be 3-4 in one’s own feed and 6-9 comments in
other people’s feeds (comments, reposts).

Dormant accounts will be maintained far less intensively and used if one of the active accounts is
blocked.

Technical aspect:

In order to eliminate the possibility of detection of the “Russian footprint” in the proposed
project, a multi-level protection of the infrastructure will be built. It will contain VPN services,
physical servers located in the United States, etc.

Outcomes:

It is expected that in 2-3 months the total permanent audience of the project will reach 30-50

thousand subscribers. In six months — 100,000-200,000. In a year — more than a million
subscribers.
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At the same time, there is a good chance that in the U.S. presidential election @EllHeEtE
may again become a candidate from the [SESNRYIITIEIR AW, He is the man who has
repeatedly said that it is strange to speculate about the risks for American citizens coming from

the zone of contact between Russian and Ukrainian troops, when there is a quite clear multi-
thousand-kilometer contact line stretching between the United States and drug gangs,
"sicario"(murderers) squads, crowds of sometimes furious refugees, smugglers, and the world's
infamous high crime and violence rate in the border towns of Tijuana, Ciudad Juarez, Teconapa,
and so on. The Mexicans' special attitude toward death makes them promising candidates for
projects like PMC Wagner on the borders of Arizona or Texas.

The @RI who was building a
border wall; the {@fai sk who talked
about the problem of migrants coming from
the South pretty much all the time throughout
his presidency; and the [@ERTIGEIGEA, to whom
the ball needs to be passed conveniently in
order to switch the American political
discussion — that [@EGIIGERGPA is so much in
need of an exacerbated confrontation with

Mexico.

‘What is the main potential problem of @RIk campaign? It is in the fact that the
U.S. economy is growing today. Global food prices have risen. The military industrial complex
has received new orders. It is as if [@Ellsllek\(M8! has fed the rednecks: farmers and workers, who,
in fact, were the potential supporters for [@ERILEIEAN. Today the stagnation card has been thrown
out. Military industrial factories, machine-building factories, and metallurgists are inundated
with orders for the next five to seven years. Dollar inflation is lower than in any other currency.
The real estate purchase index is low like never before: citizens do not see the need to go into
real estate, mortgage rates are low, and all of this suggests that the economy is very healthy.

In order to somehow spur the society when the economy is obviously booming, it is
necessary to create a perceivable threat. The missiles in Cuba, Nicaragua, or Venezuela are a bit
ridiculous because they bump against the Americans’ technological disregard for Russia. The
statement about the owner of a gas station with a nuclear bomb is very telling, and, in fact, very
close to reality. The regime in Nicaragua very shortly could become a victim of either a military
coup or a special operation by American commandos. In any case, these are the territories where
we play on someone else’s field. But does it make sense to play on someone else’s field when
there is a partner who is ready to play himself? A partner who needs to win the election and to fit
in the concept of the current national and historical development.
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The Comprehensive Information Outreach Project in
Israel (and also Jewish Community Outreach in the
us)

Project

The Project includes
e Online media
e Work with Israeli influencers
e Creating forums in Twitter, Facebook, Instagram, Yandex-zen
e YouTube Channels
e Telegram Channels
e Comments in social media

e Targeted advertising in social media

The Project Goals:

At present, the situation in the state of Israel seems very favorable for launching a major
project aimed at influencing public opinion. The goal of such influence is to rip Israel out of
the general Western anti-Russian agenda and to create a sustainable public opinion
which would deem neo-Nazism and dictatorship in Ukraine, rendering aid to neo-
Nazis, and, therefore, the escalation of the conflict by the West and helping anti-Russian
political emigration unacceptable.

Under current circumstances, these goals could be achieved in a relatively short term,
relying on forces that in fact exist within the country as well as in the Jewish diaspora in the
United States.

Based on this, the key indicator of the effectiveness of the project will be an increase in the
number of Israeli citizens supporting Russia in the fight against Nazism.

The following thematic directions will be reflected within the framework of the Project:
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Israel | Project

e Nazism in modern Ukraine and sowing of fear from its across Europe and the world.
Truth about the conflict in Ukraine;

e Parallels between Russia and Israel in how they handle the threat to its territorial
integrity and national security;

e Stirring up interest to the US presidential campaign: stakes, rumors, forecasts;

e Facts unmasking Russian opposition members overseas (scandalous statements
against Israel, religion, Jewish traditions, and bribing authorities)

In addition to the main goal, the Project will be directed at achieving the secondary goal, that
is, to ensure background support and consensus related to legitimizing the election of RF
President in 2024 in Israeli public opinion.

Analysis of Political Situation in Israel. Public Opinion Factor

The public opinion of Israelis and American Jews has been strictly polarized. The election
in the fall of 2022 brought to power a coalition of right-wing and religious parties lead by
which in turn caused a reaction from the left-wing "democratic" forces
in the vein of "Maidan" or "colored revolutions". Tens of thousands of people rally "against
nd his reforms" in Tel Aviv and Jerusalem. Speakers at these demonstrations promise
to reprisals against and murders of supporters. "Democrats" threaten Israel
with an open civil war. This threat is so serious that has been acknowledged as such by the

Foreign Official 2 :

It's important to note that the "left-wingers" who seek to overthrow the
government and to bring the "Maidan" to the country, in general share views of the
of the United States and are the target audience of the iSRS
That means that one of the important points in their political agenda is expanding aid to
Ukraine against Russia up to military supplies (Israel has been currently supplying only
"humanitarian" aid to Ukraine). The left-wingers demand, in addition to other things, that
Israel expend refugee admission from Ukraine (including the ones without a confirmed
Jewish origin), and provides the Ukrainian refugees with living accommodations and
employment, as well as expands financial aid to Ukrainians. The left-wingers also support
the so-called “Great Aliyah”, i.e. mass emigration of liberally minded Jews from Russia.
Among such "Russian” Jews are celebrities like RIS EAUCEIN

and others. The leftists support their repatriation and anti-Russian political
activities, despite bribery scandals associated with issuing Israeli documents to some of
them.

Unlike the left-wingers, the right-wingers support the current government of Israel, stand up
for reduction of aid to Ukraine, want the government to focus on internal problems and
impose more stringent policy on refugees. The right-wingers have been trying to amend “the
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repatriation law” so that grandchildren of Jews could no longer be eligible to immigrate, i.e.
limiting and even terminating the "Great Aliyah" and consequently cessation of accepting
liberal fugitives from Russia. The right-wingers don't want these people to influence Israel
internal policy.

Th right-wingers also want better relations with Russia (despite of existing controversies).
BERERR - the current head of Israeli government, is considered a "friend of Putin".

A special attitude towards Russia and the President of Russia in general is characteristic of
the right and moderate in Israel. Thus, for example, the former Prime-Minister of Israel
IERREEE 1ast interview includes a description of his negotiations with the Russian
President in spring of 2022 and literally overflows with compliments addressed to the
outstanding, perceptive, and wise Russian leader.

It's obvious that we need to support the legitimate Israeli government against the left-wingers
supported by the SISEIEUIIEIRETGAS

It is also obvious that the Jewish population of the US is divided with regards to the issues
of Ukraine and Israel, just as the population of Israel itself.

Influencing the public opinion of Israel will impact the public opinion of Jewish voters in the
US prior to the 2024 Presidential Elections.

Project Specifics. Objectives
1. Organization of comprehensive monitoring:

e Obtaining real-time information on posts and official publications of Israel
associated with the list of the Project's topics.

e Compiling, continuous update of media card in social media (influencers, key
bloggers)--search of statements and threads within the framework of the
Project topics;

e Reporting about key newsworthy events (events, statements by influencers,
statements by leaders) within the framework of the Project through prompt
notification channel--the Pulse system.

e Gathering data about sociological research published in open source on the
Project topics.

2. Analytical work:

e Developing recommendations on covering newsworthy events;
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e Situational analysis of high-profile statements, speeches and events;

e Studying sociological research data published in open source and preparing
analytic conclusions;

e Drafting presentations to be delivered at numerous Project events; developing
lists of topics for seminars and round tables within the framework of the
Project.

3. Creating and maintaining online media outlets' network (possible to organize under
the unified brand "Normal Israel”"):

e News aggregator portal;;

e Telegram channels;

e Accounts in Twitter, Facebook, Instagram, Zen, YouTube channel.
Work on distribution of the content across the network--targeted advertising.

Media posting (publishing materials on Telegram channels and Israeli media).

o a &

Work in the comments, that is, support of topics on the list and attacking opponents.
7. Content producing company (including with the augmented reality technologies):

e Short reads and posts in social media;

e Comments;

e Long reads;

e Videos, including animated;

1 We propose to create a full-fledged three language right-wing information online project in Hebrew, Russian

and English. The online project will target Jewish communities across the globe, first and foremost in Israel
and the US.

The official ideology of the project should be moderately religious Zionism of Soviet Jews (approximately
matches the ideology platforms of Likud and Religions Zionism parties which are part of the government
coalition.

An important part of the Project ideology is counter-measures against forgetting Holocaust, or, rather,
reminding, who specifically was eliminating Jews in Ukraine, Belarus, Poland, and Russia, to wit, --these were
Bandera followers, Ukrainian nationalists whose legacy has been promoted by the modern Ukrainian
government.

The legend of the Project—it is done selflessly by caring activists, Israelis, part of them preferring to work
anonymously.
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e Memes, pictures;

e Cartoons, photoshops.

Team and Scopes of Work

Project Team:

Management--managing the project.

Media monitoring group--daily monitoring.

Social media monitoring--finding headline-making statements by influencers
Analytic group--preparing analytic and social research materials

Creative group—T3 for production, special projects, own newsworthy events (fake
news)

Production group--pictures, texts, videos.

Group of special correspondents in Israel and media manager.
Translation services.

Distribution group--posting materials and comments in social media.

Reporting group--collection of statistics and user reactions, generating reports.

Scope of work:

Monitoring media outlets and social media--once a day.

Analytical memos based on social studies--once a week

Situational analysis--upon request.

Pulse-Israel channel--prompt notification of events and statements--continuously.
Texts of publications (to the portal / to "mirrors" of the publications)--four a day.
Texts of posts (to the accounts in social media)--20 per day.

Comments--300 a day.

Graphic creative content (memes, caricatures)--three a day.

Videos clips--three per week.



Case 2:24-mj-01395 Document 4 Filed 09/04/24 Page 261 of 277

Israel | Project

e Administering channels, accounts and portal--every day, on a continuous basis.



Case 2:24-mj-01395 Document 4 Filed 09/04/24 Page 262 of 277

EXHIBIT 12B



Case 2:24-mj-01395 Document 4 Filed 09/04/24 Page 263 of 277



Case 2:24-mj-01395 Document 4 Filed 09/04/24 Page 264 of 277



Case 2:24-mj-01395 Document 4 Filed 09/04/24 Page 265 of 277



Case 2:24-mj-01395 Document 4 Filed 09/04/24 Page 266 of 277



Case 2:24-mj-01395 Document 4 Filed 09/04/24 Page 267 of 277



Case 2:24-mj-01395 Document 4 Filed 09/04/24 Page 268 of 277



Case 2:24-mj-01395 Document 4 Filed 09/04/24 Page 269 of 277

EXHIBIT 13A



Case 2:24-mj-01395 Document 4 Filed 09/04/24 Page 270 of 277

Disaster 24: The US will soon have its hands full with issues other than Israel

Defense Ministry, United States, war in Gaza

The elections in the United States will lead to an unprecedented internal confrontation. The
most pessimistic experts are talking about the possibility of the country’s breakup and even
a large-scale civil war. How will this resonate in the outside world and, most importantly,
in the Middle East?

The US elections will undoubtedly become the highlight of 2024. They will overshadow any
possible turns in any war due to one simple reason — there is no chance that any election outcome
will be accepted not only by the country’s population, but also by the elite.

The decision of the Colorado Supreme Court to remove (@il t\Pagrom the state ballot in
2024 opened the road to the de-legitimization of the election results. The court ruled that the
m candidate m is not a suitable candidate for the US presidency
because of the 14™ amendment’s “ban of insurrectionists”. The amendment states that officials

who have taken the oath to uphold the constitution are prohibited from holding office in the
future if they “participated in a rebellion”.

“No person <...> shall hold any office, civil or military, under the United States, or under any
state, who, having previously taken an oath, as a member of Congress, or as an officer or the
Unites States <...> to support the Constitution of the United States, shall have engaged in
insurrection or rebellion against the same, or given aid or comfort to the enemies thereof.”

The amendment was adopted in 1868, after the American Civil War, and was aimed at infringing
upon the voting rights of Confederate statesmen in the South, which was part of the occupational
policy of the victorious North during the so-called “Reconstruction”. In other words, the appeal
to it is already a sign of the serious divisions in society, comparable to the antagonism of the
Civil War. It is worth mentioning that classifying the march on the Capitol on January 6, 2021,
as an “insurrection” and classifying m role as “participation in the insurrection” both
look like a fairly controversial statement, if not outright lawlessness. It is not a surprise that
members of the Supreme Court received a flood of threats since such ruling.

The State Supreme Court’s decision will be delayed until January 4, 2024, unti] [@ERIITaEIPN
appeals at the Federal Supreme Court. It is clear that the majority of [SEREIIISNRETANPA within
the Federal Supreme Court will overturn this decision, yet it will not exhaust the narrative.

Colorado is a unique state. Traditionally a [SESHQIIINEIRAPA state, it has voted for the
ITEIREIRES in the last three elections. Most likely now it is the [SEI RN if:tal 31 who
will receive nine electoral votes in the state. It may not sound like much, yet still... {@IlaleEITegaN
does not really need Colorado by itself. The main struggle is supposed to unfold in six so-called
“swing states™ (swing state) in which neither [SESRIKIIIIEIR AR nor [SRNN L ITT 1 A A
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have consistent support: Arizona, Georgia, Michigan, Nevada, Pennsylvania, and Wisconsin.
That is where the main struggle will unfold.

The results of the latest polls in these states show that [@flGHEIPA is definitely ahead of

in five states: Nevada — 52:41, Arizona — 49:44, Georgia — 49:43, Michigan — 48:43,
and Pennsylvania —48:44. Only in Wisconsin maintains a slight advantage — 47:45.
However, judging by the overall dynamics, this won’t last long.

However, Colorado has set a legal precedent that will spread to other states as well. Sixteen more
states have decided to follow Colorado’s example and demanded for ex-president [@EITEIN to
be banned from the primaries.

According to a significant number of experts, in the event of [@EIIENGIANE victory (his victory
becomes more and more apparent if he cannot be removed from the elections), the leadership of
the democratic states may refuse to recognize the result by declaring the decision of the Supreme
Court unconstitutional. In the event of m removal, the [SEIGONIEIR RPN will
refuse to recognize the election results. According to many experts, the emergence of separate
confederations of [SRSEEITIHIREIRIIN and [SSRIIHINEINENRES! states seems very likely.

Movie director |SESIMIIIRS is making a film about a future civil war in the United States; the
film will be released by the time of the elections. It is not outside the realm of probability that the
events described in the film will begin immediately after the premiere.

How does this prospect threaten the rest of the world? Even if it does not lead to a civil war, a
purely political internal division will be enough for the US international politics to fall into a
stupor.

Today’s world is a collection of many frozen conflicts. Almost all of them are frozen, but many
of them have been really ignited by US efforts. Americans have not allowed any of those
conflicts to turn into final victory by either side, which would guarantee peace in a given region
for at least 15-20 years. Our war with HAMAS is one of those conflicts that was switched on
when the plan to change the power in Israel “peacefully” through “a color revolution™ failed...

In some ways, this activity resembles the activities of a terrorist, who is rigging with explosives a
house of civilians: “Should something happen to me, we all fly into the air together.” A world
rigged with explosives served as an additional guarantee of the American hegemony. But when
the terrorist suddenly falls in an epileptic fit, the explosives start to explode at random...

The world is facing a period of bloody chaos until the regional powers restore at least some
order. Unless, of course, those powers themselves fly at each other’s throats...

For Israel, wrapping the US in a cocoon of internal problems would mean international isolation,
greater than the one Russia is experiencing now. Europe has clearly demonstrated its readiness to
join the camp of Israel’s enemies. It is only the American leash that maintains a fragile balance.

;
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It is important to understand that Europe will not be able to realistically help Arabs, as Europe
will be completely taken by what is happening by its eastern borders. There, without the
American support, Ukraine will be rapidly dismantled, and Russian troops will reach the
European border.

Israel will find itself in a situation when the external isolation will be compensated by the
absence of any external deterrent. We will fight the war as we see fit, without the American
shouts and unnecessary losses caused by the forced containment of the power of attacks on the
Arabs. In some ways, such situation would probably be preferable to what is happening today.

Conclusion:

Last year 2023 showed that the United States is deceiving Israel. If there is no support in 2024
either, the consequences will be horrendous for us.

Comments:

1. Getting the US variable out of the Middle East equation would not be the worst prospect.
Given the toughening of the @ildlsEllgs) administration’s position, assistance from the
US will dwindle, while the US interference will continue to grow.

2. A civil war might be too bold of an assumption, yet a deep division is inevitable. The
division will be followed if not by a complete rejection of the involvement in the foreign
political activity, then by its significant weakening.

3. The solution of the Gaza problem will cost several years (or several decades) of
international isolation.

4. A civil war in a country with nuclear power would lead to an overly unpredictable course
of events. Let’s hope that the internal division will freeze at the “cold war” stage.

5. A war in the US is inevitable anyway, although it may not happen right after this election.

[SRSIR NI RGN NEs arc leading the United States in the path of Southern Rhodesia,

which turned into Zimbabwe. It means that the black population, despite all the

concessions from the whites, sooner or later will simply try to slaughter them.

Please write a comment of 200 characters on behalf of an average Israeli puzzled by the painted
prospect, yet who does not find it to be too terrible and who even finds some advantages in it.
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EXHIBIT 13B
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Karacrpoda 24: CIIIA Bckope craner He 10 U3panas
MO, CIIIA, poitna B I'aze

Buiboput ¢ CIIIA npugedym K becnpeyedeHmuom 6HympenHemy
HPOMUBOCMOAHRUIO, CAMBIE HECCUMUCMUYHbBLE IKCREPMBL 2060PAM O
603MOMNCHOCU PACKONA CIMPAHBL U 0AdCe MACUIMAOHOU 2PajcOancKoll 60TiHbL.
Kax 3mo om3o06emcs 60 enewrnem mupe, u, 6 nepeyio ouepeon, na bnuscnem
Bocmoke?

I'naBHBIM cobOrITHEM 2024 TOa cTanyT, HecoMHEeHHO, BEIOOpEI B CIUA. Onnt
3aCJI0HAT M00BIe BO3MOXKHBIE TIOBOPOTEI B X000 BOHE 10 OXHOM MPOCTOHN
IpH9IMHE — HET HUKAKHX IMAHCOB Ha TO, YTO JI000# pe3ynbTaT BEIGOpPOB IPUMYT
HE TONBKO HaceJICHUE CTPaHbI, HO M 3JIUTHI.

Jlopory K AeTuriTUMAIIK Pe3yJIbTaToB BBIGOiOB OTﬁBIJIO pemenue BepxosHoro

cyna mrara Konopano o6 uckmoueHuu U3 M30HpaTEIHEHOTO
6romnerens mrarta B 2024 rogy. Cya IOCTaHOBHII, YTO KAaHAUAAT OT

HapTHH HE SBJIICTCS MOJXOAIIUM KaHAHIaTOM B
npesunentsl CIIA u3-3a «3ampera I0BCTaHIIEBY, IIPeXycMOTpeHHOro 14-if
IIOTIPABKO#. JTa IOMpPaBKa IJIaCUT, YTO TOJDKHOCTHBIM JIHIIAM, AABIIMM KISITBY
HoIepKuBaTh KOHCTUTYIMIO, 3allpenIaeTcs 3aHUMAaTh TOJDKHOCTH B OyIyIueM,
€CIIM OHHU «y4aCTBOBAIHU B MATEKEN:

«Hu o1HO JTHIT0 HEe MOXKET 3aHUMATh <...> KaKyI0-IH00 JOIDKHOCTb, TPaXJaHCKYIO
HITH BOEHHYIO, yupexnennyio CoenunenHbiMu [llTaTaMu Wi KaKUM-TH60
HITaTOM, €CJIM OHO B KQ4€CTBE WICHA KOHIPECCA MM JODKHOCTHOIO JIMIIA
Coenunennsix IlITaToB <...> paHee MPUHAB IIPHCATY O TOM, 4TO OyaeT
nojuepxkuBath Korcturynuio CIIIA, BnOCIECTBHY y4aCTBOBAJIO B MATEXKE HIIH
Bocctanuu npotue CIIIA m6o okas3pBano NOMOIIE MM MOALEPKKY HX Bparam».

ITompaska 6suta mpuHATa B 1868 romy, mocne I'paxpanckoit BoiHsl B CIIIA, u
ObL1a HalmpaBJIcHAa Ha yHieMJICHHE H30HpaTebHEIX IIPaB FOCYAaPCTBEHHBIX
nesiteneit Kondenepauuu r0XHBIX MTATOB, YTO OBLIO YaCTHIO OKKYHAIIMOHHOM
TTOJIMTHKH oOeTuTENeH-CEBEPAH B IIepuon T.H. «PexoncTpykimm». T.e. camo
oOpaIIeHHe K Hel ykKe SBIIeTCs IPU3HAKOM cephe3HENIIero packona B 00IIECTBE,
CPaBHHMOTO C aHTarOHU3MOM BpeMeH I paskaaHckoi BoiHEl. He rosops yxe o
TOM, 4YTO U KBamuukanus Mapma Ha Kamuronuit 6 smeaps 2021 roga, kak
«MATEX», ¥ KBaTMOHKAUH POIH -B 9THX COOBITHAX, KaK «y4acTHE B
MATEXE» BBINUAAT KaK JOCTATOYHO CIIOPHOE YTBEPXKICHHE, ECIIH HE IIPAMOM
IOpUAHYECKHIT Tpor3BoJl. HeyquBHTENBHO, YTO YiIeHEI BEPXOBHOIO Cy1a ocie
TaKOT'0 pEIIEHHUs CTOJIKHYIHCH C IIOTOKOM YIPO3.
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Pemenne BepxoBHEIi cyn mrarta Oyaer oTiioxkeHo 1o 4 suBaps 2024 roga, moka
He nozact anewanuio B Bepxosnsni cyn CIUA. OueBuaHO, UTO
oompmuHCcTBO B BepxoBHoM cyne CIIIA 0TMEHHUT 3TO pemeHue.
Ho 310 0THIONP HE HCYEPIIAET CIOXKET.

Koiopano — conemmdmnueckuii mrrar. TpaguiHnoHHO OTAAIONIMHI roJIoca 3a
_ OH IIOCNIEAHNE TPOE BEIOOPOB IOIOCOBAI 33 - %4
ceifgac, B 06IIEM-TO, TOXe, CKOpee BCETO, HMEHHO AeMOKPAThI IOJIy4aT 9 T0JI0COB
BEIOOpmMKOB mtata. Hemuoro, Ho Bce-Taku. Cam 1o ce6e Konopano - HE
oueHb HyxeH. OcHOBHas 60pr6a NODKHA pa3BEepHYTHCS B IIECTH T. H.
«KOJeOMoIMX s mTaTax» (swing state), rme TpaqUIHOHHO HA _Hn
_He HUMEIOT YCTOMYMBOM OJEPIKKU: Apr3oHa, JKOpmKus,

Muvuran, HeBaga, IlencunsBanns 1 BuckoncuHa. BoT TaM u pa3BepHETCA
OCHOBHas 60pr0a.

PesynbTaThl IOCIEIHIX OIPOCOB B ATHX IITaTaX MIOKA3hIBAIOT, YTO B IIATH U3 HUX
YBEPEHHO OIIepexaeT - Hesana — 52:41, Apusona — 49:44,
oxopmxus — 49:43, Muuuran — 48:43, IleacunsBanua — 48:44. Tonpko B
Buckoncune -coxpaerT HeboIBIIoe nIpeuMyniecTBo — 47 mpotus 45. Ho,
CyZd 1o obmieit JUHaMUKe, 5TO HEHaI0JIrO.

Ho Konopazno co3nan IopuIHIecKHii IpeneIeHT, KOTOPhI paclipOCTpaHUTHCSA B Ha
apyrue mrathl. Enie mecTHaAnaTs MTATOB PEMIMIIA ITOCIEN0BATh IPHMEPY

Konopano u norpeboBam He JOIMyCcTHTE SKCc-nipesuaeHTa CIIIA
izxo npaiMepus.

ITo MHEHHIO 3HaYUTENHBHOTO YUCIIa SKCIIEPTOB, B CIIy4ae 00eb! -(a OHa
CTaHOBHTCS Bce 00Jiee 04EBUAHOM, €CIIM €T0 HE CyMEIOT OTCTPaHHTh OT BEIOOPOB),
PYKOBOZACTBO AEMOKPATHUECKHMX IITATOB MOXET OTKa3aThCsA IIPU3HABATh MX
pes3ynbTaT, 00ABHB penieHne BepX0BHOTO Cyia HEKOHCTHTYIIHOHHEIM. B ciydae
KE OTC aHeHm* pe3yNbTaThl BHIOOPOB OTKAXYTCA IIPU3HABATH

Ilo MHEHHIO MHOTHX 3KCIIEPTOB, BOSHUKHOBEHHE OTACIBHBIX
KoH(penepanuii H HITaTOB IIPEACTABIIAETCS

B€CbMa BCPOATHEIM.

Pexwuccep —cnmaer K BeIOOpaM (puiibM o0 OyAyImel rpaxxaaHcKoi
Boitae B CIIIA. He uckiiroueHo, 4TO OIMChIBaeMEIE B HEM COOBITHA HaYHYTCs

cpasy Iocie IpeMbephl HHIbMa.

Yem Takas IepCIEKTHBA IPO3UT BCEMY OCTalbHOMY MHUpY? Jlaxke eciu genno He
JOUAET N0 FPaXOaHCKOH BOHMHEL, JOCTATOTHO OyIET YHUCTO IOTUTHYECKOTO
BHYTPEHHETO packoiia, 4ToOsl MexayHapoauas monutika CIIIA Bnana B crymop.

CerogaamHuii )xe MHP NpeaCTaBIgeT cOO0H COBOKYITHOCTh MHOXKECTBA
3aMOpOXKEHHBIX KOHPIUKTOB. Io4TH BCce OHM 3aMOPOKEHBI, a8 MHOTHE M3 HHX 10
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TOro pasoxokeHsl crapaHuaMu CIIA. Hu ogHOMY U3 HHX aMepHKaHIBI He
HI03BOJIIIM AOMTH 1O OKOHYATEIFHOH MOOENBI OTHOH M3 CTOPOH, YTO
rapaHTHpOBaJIO OBl MHp B KOHKPETHOM PETHOHE IO KpaiiHeil Mepe Ha IPOTIKEHHH
15-20 srer. Hama Boiina ¢ XAMAC — oauH U3 TaKuX KOHQIHKTOB, KOTOPBIi ObLI
BKJIFOYEH, KOI'J]a HOTEpIeN KPYIEHHE [UIaH CMEHUTH BlIacTh B M3panie «MHpHBIM
IIyTEM», Yepe3 KIBETHYIO PCBOJIIOLHION . . .

B geMm-T0 3Ta IEATENHPHOCT, HAIOMHHAET JIEATEIHHOCTh TEPPOPHUCTA,
MHHHPYIOIIET0 J0M ¢ MHUPHBIMHU XATEIIMH: «ECIIM O MHOM 4TO-TO CILy4MTCH — Ha
BO3IyX B3JICTHM BCE BMECTE». 3aMUHUPOBAHHBII MUP CIIYXHI JOMOIHATEIHHOH
rapasTHe amepuKaHCKOH rereMonuH. Ho Korga TeppopucT BAPYT HagHHAET
OMTHCA B SHMIICHTHYECKOM NPHIAIKe — MEHEI HAUMHAIOT B3phIBaThCA B CIIy4aiiHOM
HOpSIKE. ..

Mup xaet nepuoz KpoBaBOI'O Xaoca, I0Ka PerHOHAIBHBIE JepKaBbl HaBEIYT XOTh
KaKOM-TO MOPAIOK — €CIIH, KOHEYHO, CaMH TH AEP>KaBHl He BUCILITCA APYT APYTY B
[JIOTKY...

Hnsa Uspauns sakanusanue CIITA B kokOHE BHYTpPEHHHX HpobieM o3Ha4YaeT
MEXIYHapOIHYIO H30JALHIO, OOJIBIIYIO, Y€M Ta, B KOTOpO# ceityac Haxoaurcs
Poccus. EBpona HarmagHO AEMOHCTPHPYET FOTOBHOCTS IIepeiTH B Jlareph Bparos
H3pauns, TONbKO aMEpHUKaHCKHUI OBOAOK MOANEPKUBAECT XPYIIKOE paBHOBECHE.

Jpyroe neno, 4ro noMods apabam aetom EBpomna Gyner He B COCTOSHHH — OHa
OyaeT MOMHOCTHIO NOIVIONIEHa IIPOMCXOIANIMM Ha CBOMX BOCTOYHBIX IPAHHMIIAX,
rae 6e3 aMepuKaHCKOH HOANEPKKH IPOU30HIET CTPEMHUTEIBHBIA JEMOHTAX
YxpauHsl, ¥ pyccKue Boficka BhIAIYyT Ha rpaHuny EC.

H3panine oOkakeTcs B CUTYallMH, KOTAa BHENIHAA H30J LM OyaeT
KOMIICHCHPOBAaThbCA OTCYTCTBHEM KaKOT0-THO0 BHEIIHETO CAECPKUBAIOIIETO
daxropa. Me1 6yieM BecTH BOHHY TaK, KaK CYMTAEM HyXKHBIM, 6€3 aMEPUKAHCKHX
OKpHKOB H JMIIHUX [OTEPH, BEI3BAHHBIX BHIHYKICHHBIM CACPKHBaHHEM MOIIA
yZAapos 1o apabaM. Bo3MoxHO, B KAKOM-TO CMBICTIE TaKasi CHTyalisl OKaXeTcs
Goiee MPeANOYTHTENHHOM, YEM TO, 4TO IPOUCXOMUT CETOMHA.

IlogBonxa:

IIpomenmmit 2023 rox nokaszair: CIIIA o6mansiBaroT M3pauns. Eciu u B 2024
roxy HoAJep XKe He OyIeT, MOCIeICTBHA AIA Hac OyIyT yKacHEIE.

KommenTapmu:
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1. BerouuTh U3 OIIKHEBOCTOYHOTO ypaBHeHHS nepemennyio CIITA — e
caMmas XyZIuias IIepCIIEKTUBA. YUHUTHIBAS Y)KECTOUYCHHUE ITO3UIUH
aJMUHHCTPAaruH — aMepHKaHCKas IOMOIE OYAeT CXOAUTH Ha HeT,
a IOMEXH C €€ CTOPOHEI OYAYT TOJIBKO BO3PACTATh.

2. T'paxxpaHCKas BoifHa — CIIMIIKOM CMEJNOE JOIyIICHHE, HO TITyOOKHHA pacKol
Hen30exeH. A U3 HEro ClIefyeT €CIH He IIOJHBIH 0TKa3 OT
BHEIIHENIOIMTHYECKOH aKTHBHOCTH, TO, CYIIECTBEHHOE €€ oclIablIeHueE.

3. Pemenne npo6iemMsl I'a3bl CTOMT HECKOJIBKHX (FUTH HECKOJIBKHX /IECATKOB)
JIET MEXIYHApOJHOH M30JLIUUH.

4. T'paxxpaHCcKas BOiHa B CTpaHE C AACPHBIM OPYKHEM — CIIHIIKOM
HEeIpeACcKa3yeMbIi xol coObITHi. ByieM HagesaThCs, BHYTPEHHHUH pacKol
3aMep3HeT Ha CTaUH «XOIOTHOM BOMHEL).

5. Boiina B CIIIA Hens6exxHa B TI000M CITydae, IyCTh JaxKe HE IIOCIIE ATHX
BEIOOPOB. —Beny'r CIIIA mo mytr }Oxuo# Ponesun,
npeBpaTuBOIeiics B 3uMOabBe — a 3TO 03HAYaeT, YTO YEPHOE HAaCEICHHE,
HEeCMOTps Ha JII00BIe YyCTynKH OeNbIX, paHO WM IIO3JHO IIOIBITAETCS WX
IPOCTO BBIPE3aTh.

Hanummmre xommenTapuit B 200 3HaKOB OT IMEHH pAA0BOr0 H3paWIbTIHUHA,
033JJa4€HHOI0 HapHCOBAHHOM IIEPCIIEKTHBO}, HO HE HaXOIAIIETO €€ CIHIIKOM
Y)KaCHOH M Jaxe HaXOJAIIEr0 B HEH CBOM ILTIOCHL.





