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MEMORANDUM FOR PHILIP B. HEYMANN w
Asglstant Attorney Goenerdl 16 M2 179
Criminal Division - : RS
" - - " Re: Iaterceptfon of Privileged Oral ‘
- ) A - and Wire Communications During o o

Hostige Sitﬁqatioha

- -

~___'This memorandun responds to your inquiry of October 10, ..
1978 concorning whether investipators in a *hostage situation? -
may lawfully begin o¥ continue the electronic surveillance of

a kidnap suspect while the suspect is conferring with his
attorney, spouse, or clergymam. A memdrandun from your Genecral
Crimes Section: focuses on a hypothetical kidnopping investiga-

s o iy . -

(a) the ’éonver'sa:i_dt; to be f.tiit:ercg’:pteé is knowm ‘ s

‘ to be privileged; ~
-(b) the suspact, except pé:hapgs thiough, his offense, _ '
.. has not wazived any privilege that may attach

to hig conversationsy and - . .

- {e) the investigators wish t¢ monitor his privileged
. conversations in toto bacause of thie possibility
‘that such conversationg will bé xelevant to the
safe recovery .of thé suspect's hostage.

“&s discussed below, we concludes - T

“ 1. Ini:er‘cep‘t:idns' :;’fjp;:ivilegeé”cémunications are lawful
i£ achieved undér judicial authorization or with ‘the consent

.0f the suspéct's "confidant;” - o

2. Warrantléss interception is lawful in truly exigent
elreumstances in which delay would. endangér the hostagg; - '
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3. The Sixt:h Amendment: or statutory protections appli~

~ cable to a suspect's communications require only the non-dis=

closure of those comrunications, including their exclusion
frem evidence at trialj and :

4, Governmem:“'lawyezs .and copperating confidants may
ethically participate in the intercept:ion of privileged
cormunications in cages 4n which such interceptions are

Judieially authorized or xeasonabl.y det:ermined by Governmént

investigetcrs’ to bé necéssary to & hostage's safety.

. This memorandum is organized as follows*
i ‘Boes‘ the Kidnap Suspect H&ve Rightg? -

I"I',; ‘Undexr What Circumstandes is the Intercdption
of ?riviieceé Cormunications Lawful?

- =

‘A.' The Eaurth Anendment

, 1. The Reasonab}.eness of “Searches” for :
‘ : Privileged ‘Conversations

2. 'Th‘g Warrant .Baciuitemgtxt.

- 3. Sea:cches by Consent. -

B, Compliarnce With the Warrant Requ:trement
' 1. Title XIT . |
- 2, FISA .

&

I1T. Exclusion of Inte:cepted Gommunications
at Trial .

Etbical Considerations
‘ I. DOES 'J.’HE KIDNAP SUSP!SGT HAVE RIGH’I’S?

o

The memorandum of the General Grima& Saction suggests’
" that the int:ercept:ien 6f a kidnap suspect'’s conversations

M
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during a hostagé situation is per se lawful because, while
holding a hostage, the suspect is "an outlaw with no rights .
to assert. in the course of his confrontation with the lag.™
This proposition is too sweeping. .The Fourth Amendment,
Title III of the omnibus Crime Control and Safe Streets Act, |
ag. amonded, 18 U.S.C, §2510 et seq. (1976) [Title IIX], and
the Foreign Intelligence Surveillance Act of 1978, P.L. 95-511,
92 stat. 1783, to be codified at 50 U.S.C. §1801 et scq. [FISA]
clearly contemplate that those who have committed erimes will
ordinarily continue to enjoy legal protecticns during the in-

- vestigation of those crimes. Title III, for exampla, requires
@ warrdnt: for' the lawful dnterccpticn of conversations by sug=
‘pected criminal conspirators even during the course of theii
conspiracy. Only In limited circumstances may the interception
of conspirdtora' convérsaticns be initidted without a warrant,

- and, even in such cages, an application within 48 hours for

' retroactive approval of -the survéillance is required. 18 U.S.C.

-

§2518(7) (1976).

A mofe accurate prémigé lg that, whatcver rights a .
suspected kidnapper enjoys, the ‘protections afforded his rights
mist account also for the countérvailing rights of society and
of the Kidnap victim, The latter intercsts are necesgarily
most compelling while the hostage ig in custody. Whatever--
privacy interest a suspect may have during a hostage situation
in the contemporahcous non-disélosure to government authorities.

- -of hils privileged conversations; his privacy interest mist

e

" compete with the hostage's and society's more profoiind intcrest

in the 1life and safety of the suspect's victim. Fewer incur-
-#iong on his zights may be tolerated after his apprchension .
because no compelling intewest exists to justify not protect-

ing the accused at that stage.

-

Y

' Thig, the following discussion of & kidAap. suspect's

rights during a hostage situation does not .assume that such a -

- suspect may bé deemed to have no rights at all, but rather
that the fight of the innocent.victim to safety 15 -the para-
mount: value. to: be protected in the course of the kidnap
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II.. UNDER WHAT GIRCUMSTANCES IS “THE INTERCEPTION
OF PRIVILEGED CONVERSATIONS LAWFUL2 ’

In addresping the circumstances under which the. inteércep~
tion of privileged conversations in a hostage situation is
lawful, this memorandum will consider three sources .of legal
_protection on which a suspect might rdly: the Fourth Amendment, '
. Titla IIT, and the FISA. o ‘ '

-

Al Eﬁé‘: Fourth Amendment

1. The Reisonablchess of "Searches” for Privileged = -
Commimdcations , :

The Fourth Amendment to the Constitution provides:

The right of the people to be secure in their
persons; houses, papers, and effects; against un-
reasonable gearches and seizures, shall not be
violated, snd no Warrants shall iIssue, but upon
probable causé, supported by Oath ox affirmation,
and particularly describing the place fo be
secarched, and the persons oxr things to be selzed.

The Supreme Court held, in Ratz v, United States, 389 U.S. 347
(1967), that the electronitc survelllance of a conversation
constitutes a sesrch within the meaning of the Fourth Amend-
ment, even 4f thé interception requires no physical entry on
private premised. o : . :

Because the Fourth Amendment. proscribes unreasonable
scarches, the threshold imsue is, theérefore, whether the seareh
for and selzure of privileged communications is ever reason=-
able under the Fourth Amendment. The:-answer ig clearly
affirmative. The safe recovery of a hostage is a manifestly

. xcasonable cbject of a seaich. 1/ Such-.a search might ‘reasonably

}_.j 'At‘léast, three circuits have held that a life-saving e;tceg-,
tion to the Fourth Amendment warrsnt requiremént exists to permit
police officers to enter dwellings to render cmergency aid -

and fissistance to persons whozithey reasonably believe to bé in.

distress and {n need of such assistance. United States v.
. : (Continued)
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ain for the interception of cenversations reagonably likely to
yiald facts velevant to a hostage's safe recovery. Thasge tdarget
conversations would I1ikely comprise a¥l conversations that o
suspécet conducts while he 4o holding his hostage. Thé pri.vilegeé~
chdractér of dny :auch conversation would mot mitigate its ‘
1ikely usefuliess to investigators,. and. thus would not lessen
the reasonsbleness of the search.

Agdunivig the reaaoaablensss of *'sea:.ahing“ £for convorsa=

_‘tions, 1nc1udiug prlvileged conversations, that are relevant

to a hostage's recovery, the unavailability as evidence at trial

- of any Iatercepted donversaticn would also tot make the search -
for’ such a conversation less. reasonable. It 15 only since

Warden v, Hayden, 387 U.S. 294 (19567),. that the evidentiary

- usefulness of seizcd objects has been regarded an adequate
Justification for a gearch. Prior to Waréen, sea::ches snd

- gelzures were.ddémed reasonah}.e* ,

- only when g primary ::ight: tu ‘guch sedrch and-
seizure may be found in the intersst which the
public ox the cqmplainant nay -have in the
‘proporty to be seized or 4n the right to the
posssgsion. 6f ii:, o1 when g valid exercisc of -

- the police power renders ppsscssion of the .
' property by the adcuged unlawful and pmvi&es ,
:that At may: ‘ba takan. , -

rﬁouled v. United States, 255 U.8s 298, 309 (1921). Altheugh

dny analogy between gearchas fox cnnversationa and for tangible
propérty will be inexact, it might fairly be sald that, during

a hostage situation; the fnterest of the public and of the
Hostage in information ccaceming the hostage's safety is

pricary to the kidnap snspaet ¢ dnterest in the sole possession
of that int‘oma:ion, even if disclaaed in apparent confidence,  °

3 (Cantinuad) Dunavan 485 F. 24 201 (6th cir. 1973), Rcot:
. Gauper, 438 ¥. 24 361 (8th Cir, 1971); United States v.
Barone, 330 F:. 2d 543 (2d Cir. 1964), cert. denied, 377 U.S.
1004 (1964). These decisions squarely estabiish the proposi-

. tlon that the protection of life and sifety iv a fully adequate ‘
3ust;£ficat:ion for .a Teasonuble search. ‘
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2. The Warrant QReQui;:emejxﬁ:‘* S &

However reasonsble, a sedreh is ordinarily subject under

the Fourth Amendment to the requiresent, of prior judiefal
_.approval. Thé Supreme Court held, {in Ratz v. United States,

389 U,S. 347 (1967), that, ag d. search, electronic¢ eavesdropping
15 subject to the warrant requirement, The Courf wont. so far
as to say in dicta that it 46 "difficult to imagine'f that those
exceptions o the warzant requirement that courts recognize in
eases of physically intrusive searches and seizures “'could
ever apply" to electyonic surveillance:

" pven efestronic survéillatide substantially - -
contengoranecus with an individual's arrest .

eould hardly be deemed an "incident" of that
arrést, Nor could the use of elgctronic sur-

- weillance without prior authorization be justi- -

£ied .9n grounds of "hot pursuit.'” And,; of -
éou¥se, the very mature of sleetronic suxvelllsmee .

- -ppecludes 1ts: use pursuznt o & ‘sﬁsgégetfs»c“onéq‘nt@ )

Ratz V. Uslted States, supra, 389 U.S. at 357-58 (footnotes
pmitted). This language, i€ accurate, would require & vwarrant -

for. electronic eavgs;dtppgg,pg i 8 hostage situation, régardless

_The Géurt's dfcta Ix Kakz, however, 1f ipplied inflexibly
in every hostagé situstion, might directly contradict ths

Court's pavamount concern with the preservation of human 1ife

and safoty In cases of physically intrusive searches. The-
Cburt, in Warded v, Hayden, 387 U,S. 294 (1967), wupheld a

- wayrantless house search, conducted within minutes of the . -
- grmad robbexy of & noarby cab company, for the armed robbery

- gugpect. and hiia weapons; the Court said; o : ‘

fhe Fourth Amcadment: déos not tequire police
officers to delay in the cpurae of an. inves-
tigation if to do go would gravely cadanger-

- the livés o# the lives of others,

K v

tion of electronie surveillence wobld endanger a person's e
. _ .. 5 -— T

’ ,}:_é, at: 298-99. In éas;es;«iﬁ; whieh: any déifgﬁrf in the j.jmpléme;ntai .

=
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1ife, such exigent circumstances would seem, under Warden,
necessarily to excuse warrantless surveillance,

Cases in which obtaining a warrant would further endanger

a hostage should be exceedingly rvare. Deeisions to conduct

- gurveillance are not likely to he ‘instantaneous, on-the-spot
decisions similar to decisions to chase a fleeing suspect into
a house or to geize evidence to prevent its imminent destruce
tion.. Except in circumstances in which an extension phone is
readily available to law cnforcement, the time required to
procure a warrant is 1likely not to be greater than the time
‘réquired to set up the surveillance in the first instance.

Thus, the urgency of a hostage situation notwithstanding, the
naturo of the decisione-making process leading to survelllance -
and: the time required to initiate surveillance will ordinarily
preclude reliance on the “exigent circumstances' excoption to
the warrant requirement, ‘ ‘

. On the other hand; hostage situations may arise inm whick
investigators reasonsbly conelude that any delay would seriously
cndanger human life. If such a circumstance exists that would
justify warrantless physical entry 6nto private prenisecs, there
is ne reason to think it would not Justify equally, under the
Constitution, the covert surveillance of any conversation in a
private area.

s

. -The eircumstances under which warrants gay be cbtained ar
discus‘sed‘_in §11,B, below. * -

3. seérches by Censent.

Reither the. Fourth Amendment nor any statute would protect
. 8 suspect from electronic surveillance conducted with the con-
' gent of a suspect’s presumed confidant. The ‘Supreme Couxt has
held that the Fourxth Amendmeént does not protect a person's’
privacy interest in a conversation against the revelation of
that’ conversation by another party in whom the speaker has mig«
placed his trust. Hoffa'v. United States, 385 U.S. 293, 302
. (1966), Lopez v. United Stdtes, 373 U:S. 427 (1963) .. “Those

. statutes that govern the isswance of warrants for electronic
surveillance preserve the consént exception to the Fourth
Auondnment warrant requirement. FPISA, which requires warrants

-7 - -
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in certain cases of e}.act:ronic survelllance for purposes of - -

gathering foreign intellipence information, défines electronic
surveillance to comprise only the acquisition of cormunications
without the consent of any irtércepted party or im ¢ircumstances
. in which & warrant would be required for law enforcement pur-
‘posegs TFISA, §101(f) A warrant for law énforcement purposes.
is not required 1f an intBreepted party consents to the inter-
ceptionn becausé ‘Title III, by its terms, does not ordinarily
cover. the int:ercept.ian of communications to which one party -
hag consented, 18 U.5.Cs §2511(2).(c) and (d) (1976). 2/ Thus,
neither statute ordinarily applics if .one party fo a canvez:sa-
tion consents ‘to its 1nterception. SN

The fact that the consefiting party is, in. some circumstinces,
a legally recognized confidant does not alter the constitutional
rule with respect to consent in ‘a hostage situation: In less
urgent circumstances, a client:, peititent, 6x spouse might be
able to -argue that his expectation of non-disclosuré with respect
to a priviléged communication had: Mg gource outside of the -
‘Fourth Amondment, ... by reference ... to underst:andings that
‘are récognized or permitted by soclety,™ Rakas v. Illinois,

UuSe_. ., 99 8. Ct. 421, 430-31 n; 12 (1978), and 1z .
thus protecteé from selzure by the Fourth Amendment, even against
yoluntary disclosure by his confidant. It is implausible,
~ however,, that a -¢ouzt would sanction as. an "understanding: per=~
. mitted by soeclety"™ a kidnap suspect's right to protection
against an untrustyorthy “eonfidant" with Idspect to private
consultations while a hostage's life and safety are at stake.

In sum, electronic surveillance of privileged comzunica-
tions is a "search" within the mcaning of the Fourth Amendment
_A scarch aimed at privileged communiciitfons during a hostage
situat:ion may be reasonable. Such .a gezrch is subjéct to a

';2_/ It 15 uniawiul f:‘ar 7 person not acting undéx color 6f law
to intexcept a wire or oxal communication, despite a paxrty's
eonsent, If:
" such comminication is intercepted for the purpose .

of committing any criminal or tortious act in’ ’

violaticn of the Constitutiod ox laws of the

United States or of any state or for the purpose

of comaitting any other injurious aet.

18 U.S.C. §2511(d) €1976) ;

-8 -




warrant reéquirement, to which .only a limited ekigent circum-
stances exception applies, unless the privileged. f'confidant”
consents to the interception, in which case no constitutiocnal
oxr statutory rule protects the suspect from the interception
of his conversation. :

B.. Complisnce with-the Warrant Requirement |
Although the Constitution itself establishes a warrant

requirement for Fourth Amendment gearches, the standards for
the issuance of warrants are governed by statutory law. Title

"~ IIL govéins their {issuance for law enforcement purposes; FISA

governs their, issuance for the gathering of foreigh intelligence -
information, For the reasons that follow, we conclude that,
where needed, & warrant for the electronic.surveillance of a
privileged conversation in & hostage situation .may issue under
either statuts, as appropriate, ' - '

1. Title ITI

As originally enscted, Title III provided standards for
the issuance of warfants in all cagés except those in which
the Presidént has constitutional power to conduct surveillance
for foreign intelligence purposes. ‘0mmibus Crime Control and
Safe Streets Act of 1968, Title III, §802, formerly codiffed
at 18 U.5.C. §2511(3) (repealed 1978). 3/ In enacting Title -
11X, Congress purperted to follow the Supréme Court's decisions
- in Ratz and in Berger v, New York, 388 U.S. 4% (1967),. regard~ .
.ing the constitutional requirements for condueting covert
electronic surveillance. See S. Rep., 1097, 90th Comg., 24 Sesga,
66 (1968). Title YIX thus requires, with limited exceptiong
that will not include ordinary kidnappings, 4/ prior judicial
- authorization for the electronie surveillance of privileged
gonversations, ' - ‘

_3_/’7 "The Ts'!i;1‘1’:6;}‘;;:'6.fs éppiiéﬁbié to cases.of foreign intelligence
surveillance are now provided by FIBSA, Seée §II-~B-2, ipfrg.

4/ ‘Title IIT provides wartantless surveillance authoxity in
emergencies involving conspiratorial activities characteristic
Of organized crime or threatening the national security, 18
U.5.8. §2518(7) (1976). Tu such energeneles, the government
must. apply within 48 hours of beginning its surveillance for - .
an order approving the emeigency interception of communications.

e G
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Ti!:le 11X does not expressly state thoge purposes for
which warrants may be sought. under its provisions; we conclude,

‘héwever, as discussed below, that wdrrants may lawfully issue
~under Title III for the surveillance of privileged -conversations

to. aid In the vecovery of & hoatage. )

Firat:, it is evident from the pr’evisions of Title III that
gome Tawful interception of privileged communications {s pos-
sible. Title 18, Section 2518(4) provides:

o otheruise privileged wire or oral’ ccnmmicat:zon
interceptéd in acéerdance with, or in violation of,

the provisions of this chapter shall lese. ifs privi=- . .-
leged character. '

(Emphasia suppliecd,) The underlined xeference necessarily im-
plies that Congress contemplated that soms intercept:ions of .
privﬁeged caummnicatiuns would be lawful,

-~

-

interceptian of conversations i order to faailitate the saf‘e -
recovery of & hostage would be proper undey Title IIX. Althouph
the government is.authprizéd by Title 11T to seck warrants for
electronic surveiﬁance only when &5 "interception may provide-
-br has provided gvidence' of certain specffisd crimes, 18 U.5.C.-
52516(1) (1976), Title III does not limit the issudnce of
warrants to lnvestigation& aixed: at pathering admissible evis

" dence for trial. 'I.'he Senate Rebort mterpreting §2516 st:at:es'

. It is appropriate that no Timitation be placed o S
the investigations in which the investipative arm » i
of the Departmcnt [of Justice] may participate,

S. ‘Rép.. 1097, 90th Ccng‘, 24 Bess. 97 (1968). The veport -
Indicates” that §2516, governing the authority to apply for . .
warrants, is to he read conaistently with §2518, which speci=-
fies the. criteria aend proceéduras for their isszzqnce. Scetion
2518(3) {b) raquires thes issuing juﬂge to £ind; o

pmbable cauge for beltlaf that particular commni
. cations concerning [the specified pffense] will be
obtatned through sich intérception. * . . Y

3

- 10 -
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This standard, cn its face, is broader than a requircment of
probable cause for belief that evidence for trial will be
adduced through the authorized cavesdrop. §. Rep: 1097, 90th
Cong,, 2d Sess. 102 (1968). While a hostsge is in custody,
probable cause ordinerily will surely exist for belief that -
cormmications concerning the kidnapping will be obtained
threugh an interception of the kidnapper's conversations, ine
cluding privileged conversaticns, 5/

‘ Bécrause authority cxlsts to apply under Title III for the
1ssuance of a warrant to lntercept a kidnapper’s conversatiods
and becausé Title III docs not forecloze the lawful intdrcep=
tion of privileged comunications, we conclude ‘that a warrant
to Interccpt privileped conversations may lawfully issue in-a
hostage situation. o : : o )
It will be noted that Title III contains no express
exigent circumstances creeption to its warrant requirzement,
Waxzantless surveilldnce-in exigent cirdumstances would thus,
if Title IIX is rcad litcérally, subject an investigating officer
to at least: the minimum statutory £ine for viclation of Title
1II's warront provisioms. 18 U.S.C. §2520 (1976). We conclude,
however, that Congress, by énacting Title ITT, did not intend
to proscribe constitutionally permigsible warrantless eaves«
dropping in exigent cireumstances. It is evident from the -
1epislative history, S. Rept. 1097, 90th Cong., 2d Sess. (1968),
that Congress did not diFectly consider the exigent eircumstances

S/ Proper icplementatien of .a Title IYI warrant will requive
the minimization of communications "not otherwise subject to
interception” under Title III, 18 U.S.C, §2518(5) (1976). In
Scott v, United States, U.5.. . _, 98 s. Ct. 1717 (1978),

‘the Stipreme Court held that compliance with the minimization

" xrequircmient depends on "the agents' attempts to minimize in:

light of the pufpose of the wiretap and the information ayail-
able to the agents at the time of interception.!” 98 8. Ct. at -
1721, 1In 1light of the purposec of a wiretap during & hostage
aituaticn, Investigating agents would seel to haye more lecway
to monitor conversations than they would in the conduct of
ordinary Investigatory surveillance. To the extent feasible, .
hoswiever, attempts should be made not to intércept thosae privis
leged commmmiications that are not relevant to .the safe recovery

of the hostage.
‘ : - 11 -




- *
. Y > . - & y - -
PRI - o 3

. ‘ P £ - !

. - PR - - 4% ~ "
) { ’ h I
% . - . v
~ - " d

% -

problem -in 'drafting Title III; so dramatic a limitation on
investigating authorities, in performing théir most essential
function, should not lightly be inforred from the statute's’
‘failure expressly to note an exigeat ci¥cumstdnces exception,.

, - It is further evident from the Sénate Report that Congregs ~
intended to give the Department of Justicde the maximum inves~
tigating authority consistent with constitutional protections.

Id. Congress, for-example, provided for 48 hours' cmergency’
suxveilliance authority in limited cases, 18 U.S.C. §2518(7)

- (1976), welying on the rule with respect to physically intrusive - - .

" searches to.avoid the imminent destruction of contraband ox other

gearches that permits police to donduct emergency warranticss

evidence, Id. at 104; Schmorber v, California, 384 U.S. 757 (1966);
Tarzoll v. United States, 267 U.S, 132 (1925). Becauge the 1ife
of, a hostage is a weightier interest than the codviction of an
vffender, Congress' reasoning with zespéct to those cmergency
cases 1t did consider implies that, had it considered the

- .question, Congress. would have reserved to. investigators the

authority to conduct warzantless surveillance in those rare,
but possible cases in which any delay would seriously endanger
th@ hﬂ8t§age¢ - R . i

‘Tig: is p‘assgbie‘ that & kidnapper's c’bﬁvérséz;:tons during

- ecertain hostage situations, including privileged conversations,
~would constitute "foreign intelligence information® as defined

in §101(e) of FISA. 6/ In such-cases, §105 of FISA would provide
an alternative preocedure for procuring a surveillance warrant.

- Under FISA, the warrantless surveillance -of conversations is

. permissible only if-directed at the acquisition of communications-

- 6/ Eoie:ign‘ 'intéiligeriéa in,férmzit:iéﬁ includes; for éxample,

"{riformation that relates to, and, if concorning a United States

-pérson, “is necessary. to the ability of the United States to

protéet against ... (3) ... international terrorism by a foreign
power or an sgent of a foreign power ...." FISA, §101(e).  ~
"aternational terrorisn," as expressly defined byfl%‘qISA\‘; way, -

- elearly invelve kidnapping. §10L(2)(2) (C).

, -12- o
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transmitted by me&iu used exclusively by or among foreign
powers, end there Is no substantial 1likelihood that the sur-
veillance will intercept conversations to which @ United States
person is a party, §102(a)(l). Beeduse this exception will
likely apply varely, if at all, to hostage situations in this
country, investipators in virtually every case should be pro-
pared to seek judicial authorization for surveillance under
FISA or Ttle III during a hostage situation,

In sum, the intercepticn of privileged comnicat:ions
during @ hogtage situation is lawFul if:

1. Achieved pursuant to judicial aut:horization
undey Title IIT or: PISA;

2. ~Achieved with the consent of the prlvﬂeged
“eonfidant™;

3. Achieved without warrant when txuly mcigent
© - g¢iréuristances preclude a pricr application ’
for judicial apprwal' or

4. Achievsd without warrant in cages in wﬁich the
comwinications occur over media used exclusively
betviaen or among forxeign powers, and no gubstan=
tial 1ikelihood eéxists that surveillance of
such compunications will acquire the contents
of comnlcations to which a United States . °
- parsmt is a party.

-

III. EXCLUSION OF INTERCEPTED COMVUNICATIONS AT TRIAL

It is anticipated that the surveillance of privileped -
gormmunications would zost often décur pursusnt to a warrant
{ssued; under Title IIT or FISA, or with the consent of the -
suspect's presumed confidant. In either event, it is clear
that testimony regaraing the intorcepted conversation cannot

 'Be intxoduced at trial, - FISA pmviées'

Yo otherwisa privileged comunicatim nbeained -
" 4n aceprdance with or in viclation of the

provisicds of this title shall lose its privi-
" leged character,

-13 -
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§106(a). Title III contains nearly identical language. 18
U.S.C. §2518(c). 1Im cases of consenting confidants, the confi-
dant, althotugh hce may permit the lawful interception of an
otherwise privileged communication, is without authority to
waive the privilege without the conaant of tt;e speaker-suspect.

A further question arises, however, whethar any evidence
derived from the intercept:lon of privileged comzunications;
rust also be barred. Although no .case law exists squarely in
point, we conclude that the answer 1s affirmative.

First, a constitutional rule may protect the suspect from
the indircet use of intercepted attorney-client communications,

Althouph no court has held thdt the Sixth Amendmont right to

the assistance of counsgel automatically bars prosecutions of
peraons whose lawyer-client comxunications have becn intercepted,
cf,, Coplon v. United States, 191 F. 2d 749 (D.C. Cir. 1951),
cert. denied, 342 U.8. 926 (1952), the Supreme Cm.u:t has said'

£ anything 1s to be Inferrcd from [Black v. United’
States, 385 U.S. 26 (1966) -and 0'Brien v. United
States, 386 U.S. 345 (1967)] with respect to the
. right to counsel, it 4s that when conversations
- with counsel have been. overheard, the. constitution-
-, ality of the convietion depends cn whether the )
overheard conversations have produced, directly or
Jndirectly, any of th'e. evidence offered at trial.“

Weat:herfor& v. Bursey, 429 U.85. 545, 552 (emphagis supplieﬁ).
Some question exists as to the pzecisa applicability of the

.above: rule becauge the pagsdge is dicta in Weatherford, and

4t may be argued that the Sixzth Amendment does not protdct

‘any lawyer-client communications prior to the institution of

adyersary proceedings, Brewer v, Williams, 430 U.S. 387 1977).

- However, excluding the PEruits™ of the interception pf privi-

leged commumications would be pmdent with regpect to the palicy
underlying the Sixth Amendment.” Because compliance would likely
not compromise federal law enforcement, given that, in the :
c¢irctimstances hypothesized, federal investigators would already

have amassed independent. evidence of the suspect's identity

and offense, we would strongly vecommend, on constitutional

- 14 - Y“ i - -
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grounds alome, that privileged attomey-ciient comunieations
not, be used to derive evidence, aven indirectly,mi:o be intro~
duged at-trial. 7/ - )

- Xt may ba, :hwever, that the scope of t:he common law
privilege itself prevents the use of any "fruits™ of inter-
cepted privileged conversations, whether with attorneys, '
-clergymeny or spouses. The purpose of the common law prigi-
leges was the protection £ those confldential relationships . ~
to which the privileges dpplied. To the extent that the avail~ -
ability at trial of avldence derived from pr:!.vileged commi,-
cations undermings those xalationships ». the scope. of the -
privileges ought to bé deemed to encompass the derivative SN
pvidence as well, - For exarple, a defendant ¢an. invoke his
privilege with respect to the teatimony of any third Ppakty

“to whom his presumed confidant revealed his intended confidence -

without his authorfty. 8 J.H. Wigmore, Evidence in Trials at

- - Common Law §§2325, 2339 (rav, ed. 1961). The privilége would

be équally vit:iat:’ed A£ a third party could testify ds to evidénce
he derived indiréctly fiom the cpiifidential comminication, .

“With respect to privilaged commumicatiors intercepted under

‘ritle IIT or FiSA, both-statutes provide, as roted above, ‘
that the intercepted communication does not losse its privileged

| w:haraeter ‘becadsd: of the interception, It should follow thag =~ -

.. the third party interceptor iz iu no battor positicn to offer

- evidence derived £rom the privileged communication than he
- would have been had the confidant vqlun::cered the information

jwithaut tha epeaker 's authorization.

P

-

Fedeml Rules of Dvidenés, Rule 501, provides: - -

B Except: ag othe:wise requirei by thea Constitution
-6f the United States or provided by Act of .
Congress ot in rules prescribed by the Supreme <L
Court pursuant to statutory authority, the - S
‘ptiviiege 0f 8 ... POXSOR »as shall be governed ’ :

7/ To cnnstitutiotm,l z:ule appligs-to the "Eruits" of privﬂegcd ]
“cotownigations-with spouses or c¢largymen that, are constituéfion- - .
ally :intercep!:ed - No court has yet supgested that .any First ‘
Ancndrient or constitutional privacy doctrine goeés ‘beyond tha

coitron law fn protecting privilegec’{ communicat:ions.

e
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. by the princ!ples of the commen Taw as. they o
may be intérpretced by thée United States in
the light of teason and &xperience., -

-

>

1f view of the- analysis diseussed above, wa think it a regson=

- - - éble prediction that tourts would. interprét a suspect’s privilega

against a confidant's testimony "in the light’ of reason -and
experience” to cncompdss evidence derived indireatiy from tho

" 4nterceptiod of privileged communicatfons that was authorized
for other purposes. 1If the interception of privileged commmi-
cations is attompted im order to protect a hostage, it may well,
be that tha cpnfidential infomatim se:lzed should be uged for

’ that putpcse only. ,

w
@

"IV, ETHICAL- consmnaa'mns o o
‘ In additinn to pmblems of law, ethical quecations arise |
congerning the inferception- of privileged communications with
respect to both ‘the participating Government lawyers and any -
_confidant who consent§ to the dnterception of his eonversation.

with the kidnap suspec:. Departuiant of Justice attorneys, for .

example, dre spbjccted by regulation, 28 CFR §45,735-1(b) (1978),

* to the ABA. Code of Professiondl Responsibility, which would

ordinatily 1inff. the ebility of attorneys to participate in’
_ the covert: surveinanca of at:torney-—clieni: comminicationsg, -

' We belioverthat; any such festrictions nctwithstan&ing,

- Department. of Justice lawyers may ethically partieipate in any
lawful covert stirveillahce of privilegea commmications when |
‘hurian 14fe and safoty arc at stake, ~The Tefercnce to the ABA
Ganon -of Profeéssional Ethics, néw the Code 6f Professional-
Responsibility, iw the Department régulations wag mot dntended,
in oun view, tu contrel entirely the permigsibility of law - -

. - enforcemént techniques; undercover Iinvestigations routinaly

roquire the approval by the Attorney General and Departuent.
layyers of activities of which the Cdnons would disspprove in .
other ‘contexts. In the Bypothesized cese; the value of a hostage 9
1ifa and safety is at least as weighty a value eg ‘the suspéet's
iritérest in the integrity of his marriage, the availability of . .
legal ‘advice, or the_privacy of :clerical cnunsel

- In cases of judicially autharizea aurveillance, att:omeys :
' may rely on the £inding of the Mpa::t:ial magistrate tha& the .

«16 = -
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intended surveillanée is for a propor purpose; a fortiort, in
any case in which the immediate danger to 1ife or safety would
excuse warrantldss surveillance, the exigent circumstances
"themsclves would similarly vender approprinte even the sure
vaillance of privileged conhunications. .

. A trickier problem would be presented in a case in which
a presuned confidant's request for surveillance, for purposes
of his own protesticn, initiated investigators' contemplation
of such a step.- In such a cdse invegtigators must be acutely
aware. that the hostage's safe. rescue is their prior ethical
obligation. Cases may well exist In which surveillance and

. . the prospects- for protecting a hostage. Reliance on a Buspectis

ent, whether requested or voluntesred, must vest on the.
same judgmeént; that precedes surveillance pursuant to: judiciol

. authorization, namoly, that resort to surveillance will improve.
the prospécts for recovéring the hostage .safely. In any casa
“in which no such judgment canbe made within a reasonable degree
of risk, the investigators® cooperation in covert surveillance
that is requegsted by the eonfidant would grosaly violate the
investigators' ethical vbligation to the hostage, -

- This is not to sdy that Departiient attorneys have. no
" cthical obligations with Yespett to the privileged communica-
sstions of criminal suspécts. The circumspect use of informa-
tion gleaned through the electronic surveillance of privileged: .
epemmicdtions and efforts to-agsuré that such.interceptions

Departient’s respensibilities to the integrity of confidential
ccexxunications and the fair administration of justice,

- Analytieally more difficult problems are ps,ée& with resge;ct;‘
. to. congenting confidants. First, although Departitent investi-
gators may Justly rogard the valud of protecting the hoatage

-ag paramcunt. to any {mmediate intercst the suspect has in the.
privacy of his confidentiasl relationships, the status of the
suspect's confidants entitles and perhaps compels them to reach
independent judgments whether to cooperate with federal -

- _guthorities. Care should be taken to pexmit legally recognized

confidants. to chosse freely dnd intelligently whether or hof
to pdarticipate in covert surveillanca.

.-17"‘

any atténdant isk of discovery will not, on balance, Itprove &~ - .

do not contribute to a defendant's conviction will fulfill the -
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- With respect to attorneys, .2 lawyer's consent to cooperate
in the electronic surveillance of his client; based on the }
conclusion of investigators that such cooperation 4s needed to.
protect a hosta§e,, is an obvious exception to the ordinary rule
that the lawyer's use of independent judgment in xepresenting .
- his client's interésts is-his central obligation, ABA Codd of
-Professional Ethies, Camon 5. Under ordimary ciréumstances,-a - .
layyer's prior consent to the covert interception of his .con- -
versations with-his client would also-viclate Canon & of the

.. Code with zespect to preserving a cllent's confidences and

secrets. 8/ However, givén the manifest equities inherent.in -
" a hostage situation, it Is nearly unthinkable that the bar .
- #would condemn -an-attoiney's decision to rely on the reasoniblé
* Judgments of povernment investigators, and to dassist in electronic
-surveillance with the aim of saving human 1ife., 9/ : -

B/ _Alshough Canon 4 permits the revelation of client confidences
under specified circumstances, DR 4-101(c), the language of- the -
wile is permissive and not mandatory. Canon 37 of the Canong
of Professional Ethiecs, predecassor to. Canon 4; more- squarely-
covers -the lawyer's obligations with respect to life~endanger= ..
ing sitdations, but is still permissive in form: . . )
[A Jawyer] may properly make such disclosures as
~ may be nccessary to prevent [an. intended erime}l
-~ * qr protect those against whom it is threatened.’
The wording  of Canocn 37, now.Camon 4, suggests a nced fof pro-
fessional® judgment by ‘the lawyer as to- the proper scope of
disclesure, a need inconsistent with his ptioxr consent to the-
monitoring of a privileged communication in toto. The ABA
-has declarcd, in both-informal. and formal opinions, that it iz
- thus mormally undthical for & lawyer to record; without dig-
closure and consent, &ny convarsation between the lawyer and
other parties. ABA Commn. on Professional Ethics, Formal Opin-
ions, No. 337, .60 A.B.A.J. 1448 (1974); Informal Opinicns, No.
1008 -(1967). T ' T

9/ - 1t may be that, given the équities involved, the batr would
not deem a suspeet's lawyer-client communications during-a
hostage situition privileged .at all. The ABA's ‘attempts to
delimit the bounds of privilege during the commission of a,
-érime. have produced nd clear result. See ABA Comm, on Brofes- - -
gional Ethiecs, Formal Opinions, No. 155 (1936), No. 23 (1930), -

‘ ‘ e - “ (Continued) . .
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In sum, we conclude that no constitutienal or statutory
provision, or rule of ethies, bars absolutely the electronic
surveillance of privileged communications in a hostage situa-
tion; that. such surveflladce may lawfully be conducted pursuant:
to a warrant or the confidant's consent, or, in truly exigent
. ¢ircumgtances, without g warrant; and that a kidnap suspect's

interest in the privacy of privileged discussions he conducts .
- while he is holding a hostage can be appropriately protected

by limftations on the use and disclosure of any intercepted .

information. The particular circumstances of -each kidnapping -
-case will lead investigators to differcnt conglusions comcerning =
" which investipatory techniques are proper, -safe, and lawfuls = -
-The conclugion that the: surveillarice of privileged copmunica- <
_tiong may; as.a gederal mattex, be conducted lawfully and

ethically camnot obviate the need for such sensitive judgments

in each individual cage. -

A3

- ' Mary C. Lewtow™ -
. Deputy Agsistant Attorney-General
‘0ffice of Legal Coungel
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- 8/~ (Continued) It is sufficient for purposes of this opinion
to assums that some privilege ddes attach to confidential ~ =
comnunications during -2 hostage situation, and to consider how.
far that privilege éxtends in 1light of the paramount valué of

'hupan life .and safety. ] -




