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Criminal Diviaion

Re: Interception of Privileged Oral
- and Wlir6 Comminications During

Hostage Situations

"This memorandu responds to ,your inquiry pf October 10
1978 concerning hether investigators in a "hostage situation? -
may lawfully begin or continue the electronic surveillance of
a kidnap suspect while the suspect is conferring with his
attorney, spouse, 'or clergyman. A nembrandum frotm your General
Cr*imes Sectioni focuses on.a hypothetical kidnapping investiga-
tion in which: "

(a) the conversation to be intercepted is InOwn
to be privilegod;

S(b) the suspect, except perhaps through his offense,
has inot waive4 any priviltege that may attach
to his conver.sations;. and

e) ithhe investigators wish t6 monitor his privileged
convarsations in toto because of the possibility
-that such conversations will be relevant to the
safe recovery .o th suspect's hostage.

As disussed below, we conclude: -

l- Interceptions of privileged conenunications are lawf~1l
if achieved under judicial' authorization ,or with the consent
tof the suspect's "confidant;"

2. Warrantless interception. ia lawful in truly oigent
cittcmsrances in whichk delay would endanger the hostagd;



3. The Sixth Amendment or statutory protections appli-
cable to a suspectg communications require only the non-dis-
closure of those communications, including their exclusion
from evidence at trial; and

4. Government lawyers and cooperating confidants may,
ethically participate in the interception of privileged
com ianications iit casesa in -fhich such interceptions are
Judicially authorized or reasonably determined by Governmnant
investigators' to be nee'ssary to d hostage's safety.

This bneinorandua is organized as follows;

I. Does the Kidnap' Suspect Have Rightq?

II. 'Undez; What .Circumstances is the Thterception
of Priviieged Communications Lawful?

A. The fourth. Amendment

1.. The Reasonableness of "Searches" f6r
Privileged Conversation'

2, -The Warran Itjequirement.

3. Searches by Consent

B;, Compliance With; the Warrant Requirement

t. Title III

2. FIA.

III. Eclusiot of. Intercepted GoCmmunicaions
at Trial

IV, Sthical Considerations

I. DOES THE KIDw SUSPCT HAV, RIGHTS?

The memorandium of the General Crimes Section suggests
that, the interception bf a kidnap isuapect's conversadtons
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during a hostage situation is peg so lawful because, while
holding a .hostage, the suspact is- "an .outlaw with no rights
to asset in the course of his confrontation with the law.A"
This proposition is too .wcoping. .The Fourth Amendment,
Title III of Ihe Omibus Ciime Control and Safe -Streets Act,
as. amended, 18 U.S.C, §2510 t sc . (1976) -Title 1111, and
the Foreign Intelligence Surveillance. Act of 1978, P... 95-511,
92 Stat. 1783, to be codified at 50 U.S.C §1801 et ao,. [FISA]
clearly contemplate that those' :who have cottitted cr4is will
ordinarily continue to enjoy legal potections during the in-
vestigation of those crimes., Title III, for e xatple,, requires
a warrant for the lawful -nterception of conversations by sus_.
pcted criminal coinspiritors oven during the course of their*
conspiracy. Only in liAmted circumstances may the interceptibo
of conspirdtora converations be initiated without a warrant,
and, even in such cases, an application within 48 hours for
retroactive approval of the survteiance is required. 18 U.S.C.
92518(7) (1976).

A iaore accurate prtemis is that, whatever rights a,
suspected kidnapper enjoys, the protections afforded his rights
must account also for the countdrvailing rights of society and
bf the kidnap victim. The later interests are Accessarily
most compelling while the hostage is in custody. Whatever'

. privacy interest a suspect iay have during a hostage situation
in the onte0mporaneous non-disclosure to government authorities,
-of is privileged conversations, his zprivacy interest -mst
compete with the hostageft and society's moro profound interest
in the life and safety of 'the suspect.'s victim. Feier incur-
sions on hisrights may = be tolerated after his apprehension -
because no compellin interest exists to justify not protect-
ing thd acciused at that stage. .

Thus, the following -discussion of . kidiap. suspect's
rights during a hostage situation does not assume 'that suich a
suspect may be deemed to have no rights a' all, but rather
that the tight of the innocent -vicftim t safety is tha para-_
mount. value ao be p6tected in the course of the Idiiap
n.nvestigation. "3
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II.. UODER.WHAT CIRGCMSTNCES IS THE INTRCEPTION
OF XIVELGED CONVERSATIONS LAWFttj

In adresplnhg the .ircumstances under which the. intercep-
tion of privileged conversations in a hostage situatiion is
lawful, this memorandum will consider three sources of legal
protection on which a suspect might rely; the Fourth Amendment,
Titla XII, and the FISA.

SA. The Fourth Amendment

1. The ReasotiabIeness ot "Searches" for Privileged
Coimminications -

The Fourth; Amendment to the Constitution. provides:

The right of the people to be secured in their
persons, .houses, papers, and Qffects,. against vn-
resonable searches and sieisures, sh ll not be
violated, ando no Warrants shalt Issue,, but upon
probable cause, supported 6y Oath bo- affirmation,
and particularly describing the place to 'be
searched, ad the persons or things to be seized.

The Supreme Court held, i Katz Vr. United States, 389 U.S. 347
(1967), that the electronic surveillance of a conversation
constitutes a search within the meaning of the fourth Amend-
ment, eyen if the intereoptioin requires no physical entry on
private ptemisesi.

Because the Fourth Amandrwnt. proscribes unreasonable
searches, the threshold iss ueis, therefore, whhethr the. seatch,
for and' seizure of privileged .coaunications is. ever reason-
able under the Fourtih Alandment. The answer is clearly
affirmative. The safe recovery of a hostage is a manifeastly
zrasonable object of a search. 1. Such a asearch might reasonably

1/ At least three circuits have held that a life-saving excep-
tion to the Forith Amendment warrant requirement exists to permit
police officers to enter creilings to render emergency aid
and Assistance to perapns wthocthey reasonably believe to be in:
distress and 'in need of such assistance. United States V.

(Continued)



arim for the interception of conversations reasonibly likely to
yield facts relevant to a hostage's safe recovery. These -target
conversations would iUkidy domprise all conversations that a
suspact cohducts while he is: holding his hostage. The privileged,
character of any iauch conversation would not mitigato its
likely usefulness to inveotigators, and. thus' would not lessen
the reasonablenes of the pearch,

Assumigs the reasonabliess qf -"searching" f6r convar"aw
tions, including privileged conversations, that ar6 relevant
to a hostage's reecvery, the unavailability as evidence at trial
of any intercepted donvrsaticn: would ,also. not make the search
fort such a conversation less reasonabie. It is only ince

arden v. 8ayden, 387 t 294 (1967), that the evidentiary
usefulness of seized objects has been regarded an adequate
ti;fcfeatiet, Wor a, search. Iior to Warden,. searhba a'rd .
seizures *eree.demode reasonable:

only i e4 primary right to rih search aid
safiure ady be fcund ii the interdestV which tha
publi .or the omplainant may have in the
property to be seised, or Ir the right to the,
posse sion, of it shr whei a valid exercise of
Sthe popide power renders possossiona of the
Sproperty by thq acised unmawful and provides
that 4t may be staked.,

G.oled . Uaited States, 255 i.S298 309 (t92). -Although
any-. anloy between searches for conversations and for tanifble
property will. be inexact it might fairly be said that, during
a. hostage situation, ,the fiterest of the public and of the
hostage .i informatio. con4eibin the hostag es safety is
priary to .the kidnap suspect's -inteest in thie sole possession
of |.hat i n;afiration, even if disclosed i apparent confidane

A/ G(Continuod) -Dunavan, 485 . -2d 201 (6th Cir. 1973); Soot
v. Gaupor, 438 1.: 2d 361 (8th Cir. 1971) ; United Stites y,
Barona~ 330 F, 2d 543 (2d Ciro 1964),. cert. denied, 377 U.iS
1004 (1964). These decisions sqCuarely estabfisih the proposi-

u, - -p r

tion, that th protection and sa fety a a flly adequate
jistification £or a feasonable search.

,
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2. the var=Ut.,Reqoqtemezit

..Howavwr- reasonable, a saira is ordinarily dsujct unde;Z
tha Fourth Amendment- to the reqdirament, of priLor udJ1teIAl

.appoval. - The Supriie Court held, in att V.j. itd 6ttoes
389- #.S. 347 (1967),, that, art a search , eletromk eeodtopping
Us sub,j tt to tho warrant requirewat.,, The Court~ wont- so far
as,-to sa' in dicta that It id 'difficult to imngine' that those-
cCOptitons -t6. -the vrrnit Vqutikment that -courts recojtniza in
.cases of Ohpically intusive searches and seizurdcs "could
ave.r applyt' to electronic surveillane:

wVc eiadtibc Suv11Enct cuba t ia11
cpnteupbraneos it~t an Indivdua's arrest.
CaoldIhardly be deemed a finddraontll "-E fthat
arrest. Wor could the use of ptronic sur;
voillance ,Svthout prior authorization -be jUsti-
fied, c*i grounds of "hot putaui,;' And, -of
~ourseP, Ithe' ve~r nturebj o~rf LerCt swt~eV~larx
paeeludcs its ue pqruant -to sectcs et t

Xatz V. United, Statdo ..sujzai 38 .Si 'At J51"-588' (footnotes
; itted). Thi lannutige, if adcdjratfoe, vold require a vYaaf;
fob: eloctrkic eavesdrppi g in.ahostge situatn, regardless
of circumstdn deb

STheC 's dicta in ti 1vr, if ppied tnfuresdiLt
in every h6stagei itat'itoa -might diretly icntrdit t
(Ootuit s paramount concexia-with- iih pr&sa vation of, human lIfe
jand faft: -in cases bf Phy ;ca13 fitt ve- searchem., I The
ftuttx, in" a rdvk .Eav 387' uI$. 294 (1967),, upheold a
w-rvrantlea huou searchs-, donducted i-~ithn minutes wf he
armed~ robbery ofq - nearb. cab companm, for the Armad obor
spe et;and hia vapis; tSh. e xout i,

The Fourth Amendment doe6 not koqtuire plice -

officersv to delay in the coura of ainves-
tigatio -if to do so would grvirelyen-danger-
thalivbO .6r the lives of others.

tdb at -298-90. in eases in whiabf- any d61471 In the .implemortat
tionr of eoleetronkr survllaicme zoild edanr o



life, such exigent circumstances would seemi. under Varden,
necessarily to excuse warrantless surveillance.

Cases in which obtaining a warrant would further endanger
a hostage should be exceedingly rare. Decisions to conduct
surveillanct hze not likely to bet Instantateous, on-the-spot
decisions similar to decisions to chase a fleeing suspect into
a house or to seier evidence to prevent its imminent destruc-
tion.. Except in circumstances in which an extension phone is
readily available to law enforcement, the time required to
procure a warrant is likely not to be greater than the time
-rdquired to set up the surveillance in the first instance.
Thus, the urgency of a hostage situation notwithstanding, the
nature of the decision-making process leading to surveillance *
and the ttime required to initiate surveillance will ordinarily
preclude reltance on the "exiget circumstances"' exception to
the warrant requirement.

On the other hand, hostage situations .may arise in which
-Investigators reasonably conclude that any delay would seriously
endanger human life. If such a circumstance exists that would
justify warrantless physieal entry 6nto private premises, there
is no reason to think it would not justify equally, under the
Constitution, the covert surveillance of any conversation in a
private area,

The? -circumstances under which warrants may- be obtained ar
discussed in SII.B, belowi.

3-. Searches by Consent

Neither the Fourth Amendment nor any statute would protect
a suspect from electronic surveillance conducted with the con-
sent of a, suspect's presumed confidant, The Supremea Court has
held that the Fourth Amendment does not protect a person's
privacy interest in a conversation against the revelation of
that conversation by another party in whom the. speaker has mis*
placed his trust. HoffaV. United .States, 385 U.s. 293, 302
(1966), aIoei v. United States, 373 U.S. 427 (1963)j. -Those
statutes that govern the issuance ,of warrants for electronic
surveillance preserve the consent exception to the Fourth
Amendment warrant requiremeit. FISA, which requires warrants
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in certain cases of eqlctronic surveillane f£or purposes, of
gathering foreign intelligence inforation, defines electronic
surveillance to coparise only .the ,acquisition, of comunications
.without the consent of£ a intercepted party or in circumstances
in which i warrant would be required for law enforcement pur-
:poses. FISA, S1Z0(£)1 A warrant for law Anforcement purpose~
is not rcquired- if an ,intreepted party consents to the inter-
ception becausd 'Title III, by its terms, does not ordinarily
cover, the interception of communications to which one party
has .coinented. 18 U.Si.C, §2511(2) (c) and (d): (1976). 2/ Thus,
neither statute brdinarily applies if one party to a conversa-
tion consents to its interdeption.

the fact that the consenting party is,. 4n. some circumstances,
a legaily recognized confidant does not alter the constitutional
rule with respect to consent in. a hostage situation In less
urgent circumstances, a client, peiitent, or .spouse: might be
able to argue -that his expectation :of non-disclosure with respect
to a. privileged coainmmcation had: "a source outside of the
Fourth Amandment, .. S by reference ... to understandings that
are recognized or permitted by society, itafeas v. Ill inois

U.S. , 99 S. Ct.. 421, 430-31 n. 12 (1978), and is
thus protected from seiure by the Fourth Amendment, even against
voluntary disclosure by his confidant. It is implausible,
however, that a -court would sanction as an "understanding per-
.aitted by society" a kidnap suspect's right to protection
against an untrustworthy' "confidant" 'ith respect to private
consultations while a hostage's life and safety are at stake.

In sum, electronic surveillance of privileged communica-
tions is a "s.earch" within the nicnt pof the Fourth Ac=dment
A search aimed .at privileged cortmnicattons during a hostage
situation may be reasonable. Such a search is subject to a,

F11 It is unlawful for person not acting under color of lawt
to titercept a wire- or oral communication, despite a party'is
consent, if:

such commWinication is intercepted for the purpose
of committing any criminal or tortious act in
violation of the Constitutioni or laws of the
United States or of any state or for the purpose
of codm.itting any other injurious act,-

18 tU.S.C. -2511(d) (1976)
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warrant requirement, to which only a limited exigent circum-
stances exception applies, unless the privileged. 'confidant"
consenes to the interception, in which case no constitutional
or statutory rule protects the suspect foimt the interception
of his conversation.

B., Cbmpliance with the Warraht Requirement

Although the Constitution itself establishes' a warrant
requirement for Fourth Amendment searches, ther standards for
the issuance of warrants are governed by statutory law. Title

- II governs their issuance for law enforcedient purposes; FISA.
governs their, issuance for the gathering of £oreig- intelligence
information. For the reasons that follow, we conclude that,
where needed,; a warrant for the electronic surveillance; of a
privileged conversation in a hqstage situation .~iy issue under
either statute, as appropriate.

1. Title illi

As originally enacted,, Title III provided standards foi~
the issuance of wariants in all cases except those in which
the President has constitutional power to conduce surveillance
for foreign intelligence purposes. Omnibus Crime Control and
Safe Streets Act of 1968, Title III, :802, formerly cdifi'ed
at- 18. US.,. 2511(3) (epealed 1978), 3/ In enacting Title
III, Congress purported to foll6w the Supreme Court's decisions
iii Katz and in Derger v. New Yorko, 388 U.S. 41 (1967),, regard-
ig the constittiional. requirements for conducting covert
electronic surveillance. See S. Rep. 1097, 90th Cong., 2d Sess
66 (1968). Title III thus requires, with lifited except"ions
that will not include ordinary kidnappings, 4/ prior judicial
authorization for the electronid surveillance of privileged
copnversations.

SThe stindards -applicable to. cases .of foreign intelligence
surveillance are now provided by FIS7 . Sde SII-B-2, infra.
4/ Title III provides waralintless surveillance authority in
emergencies involving conspiratorial activities ~oharacteristic
of prganized crime or threatening the national security. 18
UJS,.C. 92518(7) (1976). In such emergencied, the government.
must apply within t48 hours of beginning its surveillance for
an order appro)r ing the emergency interception of commtunicationsa

;. 9 -



Title XII does not exprossly stat those purposes for
which yarrants may be sought, under its provisions; we conclude,
-'wh6ver, as discussed below, that vwarrants may lawfiilly issue
inder itle III for the surveillance of* privileged conversations

to: aid In the recovery of a, hbotage

First, it is. evident from the provisions of Title III that
some lawful interception of privileged cbmmunications is pos-
sible. Title 18, Section 2518(4) provides:

No btherwise privileged ire or oral commaunication
intercepted in acdordanae with, o Ina violation of,

- the provisions of this chapter shall, 16se,its. pvi-. - -
-leged- character. 

-Emphasis supplied.;) The underlined reference necessarily im-
plies that' Congress contteiplated that some interceptions: of
privileged co~munications w'ould be lawful.

'Furrtherit -appears 'that judicial authorization for the
interception of cowversation~ ii. order to faclit ate the safe
recovery of d hostageo ould 'ie proper unde Title II.l Although.

ut erment i tthrid by Title I to seek warrants fori
electrnicuvella o veillac nly hen Ai- "interception iay provide
br has: provided eavience of cert:ain speciffid, crimes, 18 -U$,.C
' 251(1' (1976) Title III does not limit the issuance of
warrants to nvestigaions a a aher a dmissible 'evi

-dentce for triatl. "'The .Senate.:Report iteplreting 2516 states:

I t i&4 appropriate that ino- imitation be .placod- on-
the investigations in which the investigative arm
of the Departmont [of Justicel may participate.

. 1e.p. 1097, 90th Cong., 2d aeisa.97 (1968). The 'eoport
andicates that §-2516, govern in the authority to apply for

warrants, ia to- e read, .consistently with .§2518, which speci-
£fes the; criteria, and procedurde for their issuance. Sectiodn
251Q(3)(b) requires the issuing judge to find '

probable cause forbelief that particular cotm ni-
. cations concering [the. peified. opffense)l will be

obtained; through such- interception. . r -
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This standard, on its face, is broader than a requircment of
probable cause for belief that evidence for trial will be
adduced through the authorized eavesdrop. S'. Rep; 1097, 90th
Cong., 2d Sess. 102 (1968). While a hostage is. in custody,
probable cause ordinarily wil surely exist for belief that
comnictations concerning the kidnappin3 will be obtained
through an interception of the kldnappier's conversations, in-
cluding privileged conversatidns 5/

Because authority exists to apply under Title II for the
I suance of a warrant to intercept a kidnapper's conversations
and because Title III dbes not foreclose the lawful intircep"
tion of privileged commlunictions, we concludd 'that a warrant
to intercept privileged conversations may lwfully issue a i
hostageo situation.

It ~ill be noted that Title III contains no express
exigent circumstances exception to its varrant requirement.
Warrantless surveillanee-in exigent circumstances would thus,
if Title III is read .litrally, subject an investigating officer
to at least- the adiimum statutory fine for violation of Title
III's warrant provisions. 18 OU.S.C. 2520 (1976). We conclude,
however, that Congress, by enacting Title 111, did not intend
to proscribe constitutionally permissible warrantless eaves
dropping in exigent circumstances. It is evident fr6 the
tcgSslative histor., S. Repft ,097, 90th Cong., 2d Seos (1968),
that Cangress did not directly consider the exigent circumstances

SParoper i.mplementation of a Title III warrant will requirte
the minimization of commrunications "not otherwise subject to
interception" under titl III, 18 U.S.C. 52518(5) (1976). In
Scott v. United States, __U.. S. Ct, 1717 (1978),
the ~Upreme Court held that compliance With the inimization
requircrcnt depends on "the agents' attempts- to, midimisz in,
light of the purpose of the wiretap, and the information ,ayail-
4bla to the agents at the tie. pf interception!." 98 S. Ct. at
1721. In light of the purpose of a wiretap duritg a hostage
situation, investigating agents woul seeia to have iore leeway
to monitor cpnversations than they would in the conduct of
ordinary investigatory surveillance. To the extent feasible,
hoviver,. attempts should be. iade not' to-intercept those privi-
ioged coaemmicatfons that are not relevant to ,the safe recovery
:of the hostage.
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problcr m in drafting Title IIX.; so dramatic a limitation on
investigating authorities, in porfodring their most essential
function, should not lightly be inferred from the statute's
failure expressly to' note an exigent, circumstances exception.

It is Surther evident -from the Senate Report that Congress
intended to, give the Department of Justice te aximum inves-
tigating authority consistent with constitutional protections.
Id. Congress, for example,. povide4 for 48 hours' emergency
survreilance authority in limited* cases, 18 U.S.C. 52518(7)
(1976), relying 'on the rule- ith respect to physically intrusive -
sedrches that permits police to conduct emergency ,arraitlss
searches to avoid 'the iminent destruction of contraband or other
evidence, Id. at 104; Schmrber v, California 384 U.S. 757 (1966);
Carroll v. United States, 267 US. 132 (1925). Because the If£e
S f. a hostage is a weightier interest than the conviction .of an
offender, Congress' reasoning with respect to those emergency
cases it, did consider Implies that, ,had t considered the
,question, Congress- would have. reserved to- Investigators the
authority to conduct warrantless .surveilince in .those rare,,
but possible cases, in which any delay would seriously endanger
the .hostage,

2. FISA

It is possible that a kidnapper t s conversations during
certain hostage situations, including privileged conversationay

-iwuld constitite "foreign intelligence information" as defined
in 1101(e) o FiAk.l 6/ n such caaes,, §105 of' FXSA would ,prpvide
an alternative procedure for procuring a surveillance warrant.
Under FISA, the warrantless -surveillance of conversations is
permissible only if-directed atothe acquisition of communications-

6/j Foreign intelligenca nfornation includes, for example,
"infori: atidn that, relateo to, and, if 'oncering: a United States

Iperson,'s -necessary to the ability of the United States to
protdet against .. (3) ... : international terforism by a foreign
power or an agent of a foreign power ... ,' FISA, ii0(e).
"Iuternationat"terrorism,"I as expressly defined by FXSA ay -
clearly involve "idnapping. §101(e) (2) (C)

S12 -.
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transmitted by media used exclusively by or among foreign
powers, and there Is no substantial likelihood that the sur-
veillance will intercept conversations to which a United States
person is a party, 5102(a) (1). Be3cuse this exception will
likely apply rarely, if at all, to hostage situations in this
country, investigatoks in virtually every case should be pro-
pared to seek judicial. authorization for surveillance under
FISA or Title III during a. hostage situation,

In 'suij, the interception of privileged communications
during a hostage situation is lawful if:

1. Achieved pursuant to judicial authorization
utder Title IX or FISA;

2i, Achieved with the consent of the privileged
"confidant";

3, Achieved without Varant when truly exigent
rcumastances preclude a prior application

for judiial approval; or

S4. Achievj d without warrant in cases in which the
com!unications occur -over iaedia used exclusively
betooen or among foreign powera, and no ubstan-
tial ikelihood xists .that siureillance of
such coirunications- ill acquirae the contents
of coamunications to which a 'United ptatcs

S person is a party.

I. EGLUSION OF~ T TERCEPTED COMS1ICATIONS AT TRIAL

It is anticipated that the survefl.ance -of privilegdq
qco~unications would ost often occur pursuant to a warrant
issued; urder Title III or FPISA; or -with the consent of4 the
suspect's- presumed confidant. In either event, it is clear
that testimony -regarding the intercepted conversation cannot
be introduced at tria; - FISA provides:

Ito otherfwse: privileged communication obtained
in accordance with or in violation of the
provisions of this title shall lose its ,priti-
leged character.,

- 13 -
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$106(a). Title ill contains nearly identical language. 18
U.S,C. §2518(c). In cases of consenting confidants, the -confi-
dant, although he may permit the lawful interception of an
othirise privileged communication, is without authority to
waive the privilege without the consent of te speaker-suspect.

A further question arises, however, whether any evidence
derived from the interception of privileged comWfinications
must also be barred. Although no .case law exists squarely in
point, we conclude that the answer is affirmative.

First, a constitutional rule may protect the suspect from
the indirect use of intercepted attorney-client ~Cominications,
Although no court has held that the Sixth Amendment right to
the assistance of counsel automatically bars prosecutions of
persons whose lawyer-client conmmunications have been intercepted,

fo., Coplon v United States, 191 F. 2d 749 (DC. Cir. 1951),
cert. denied, 342 U.S. 926 (1952), the Supreme Court jhas said:

If anything is to be Xnferred from [Black v. United
States, 385 U.S. 26 (1966) and O'Brien v. United
States, 386 U.S. 345 (1967)1 with respect to thei
right to counsel, it is that when conversations-
vith counse) have been overheard, the. constitution-

- ality of the conviction depends' on whether the
overheard conversations have produced, directly or
.indirectly, any of the evidence, offered at trial.

Woatherford v. Eurse, -.429 U.-i. 545,. 552 (emphapis supplied).
Some question exists- as to the precise applicability of the
above rule because the passage is dicta in Weatherford, and.
it ay be argued that the Sixth Amendment does not protect
any lawyer-client communications prior to the institution of
adyersary proceedings, Brewer v, Williams, 430 U.S. 387 (1977),
However, excluding the "fruits" of the interception .o privi-
loged communications would be prudent with respect to the policy
underlying the Sixth Amendment. Because compliance would likely
not compromise federal law enforcement, given that, in the
dirtimxstances hypothesized, federal investigators would already
have amrassed independent evidence of the suspect's identity
.and offense, we would strongly recommend, on constitutional.

S14, -



grounds 1aone, that privileged attorney-client comaunications
not. be used to. derive evidence, even. indirectly, to be intro-
ducited at -trial. 2J

t. may hbi,. howeveor, that the scope -f the comion law
privilege itself prevents the use of any "fuits" rof Inter-
cepted priVileged conversations, whether with attorneys,
-clergymen, or spouses. The purpose of the conicmn law privi-
legos was the protection _of those cp9fidential relationshipa
to which tho privileges applied. To the :extent that the avail-
ability at trial 0f evidence doeived from privileged comuni,-
ations ui;dermins jhose a;olationships, the scope of the

privileges ought to ba deemod to ehcompasa the derivaitiv
pvidence as tell. -For exaiple,. a defendant can invokd his
privilege wvith respect to the testiimon of any third pty
-to whom his prosumed confidant revealed his intended confidence
without his authority, 8 J.H. Wigmore, Evidence in Trials at
Common Law fS2325, 2339 (rv., ed, 1961), The privil&ge would,
be equally vitiated if ~a third ptaty could testify as to :evidence
he derived indirectly frou~ the confidential cominiication.
With respect to privilegd co=municatoids Intercepted under
Title III or fSA, both statutes provide, as inoied above,
that the intercepted communication does not lose its. privileged
.chara6ter bdecase of the. interception. It should follow that?

- the third party interceptor is in no bodttr position to6 ofer
.evidene derived from the privileged comanication than he
Swould have beea had the cobnfidant volunteered the inforadtion
'rthbot the speaker's authorization -

Federal Rules of Evidcncd-, Rule, 501, provides:

Except as *otherwise required by ,thi Constitutipt
,of the United States or provided by Act ibf
Congress or in rules .prdscribed 'by'th Supreme
Court pursutant to Statutory authority, the
privilege- of a ... peorso ,.. shall be governed-

7/,No constitutional rule applies -to the "fruits" of kpivileged
coruaniiationswith- spouses or -lrgymen that are constitubon-

S ally intercOpted. -,o ,oourt has yet suggested that any virst
Amendient- o constitutional privacy doctrine goes beyond the
coeiaon law fin protecting privileged' comnication. -
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by the principles of -the common. iaw, as they
may be intrpretedd by th, .United States in
the ight of reasoh and experienceq -

ii view of the-analysts discussed above, we think it a reason-
bita prediction that bcoubts would. interpret a suspeata: privilege

against a cnbsidant's testimony "in the, light of reason and
experionde" to oneomp4ss evidence dcxived indirottly from thes
interceptioan of privileged communications that was authobtaod
for other purposes.. If the interception -o privileged communi-,
cations is attempted in order to protect -a hostage, it may woll
be thgt theU confidenti4a infpgma ti3n cized4 should be used for
that purpose oinly.

- V. RMjMte 4.Con thAnox .

In addition to problems of layw ethical questions arisf
oncerning the interception of privileged -communications with

respect to both the participating Government lawyers fad any
conf£dant who consent t t the inthoAhecopit oof his converaatio
with the ;idnap suspect Departant/ of Justice attorneyny for
examplte,, i subjep cted by regulation, 2& CFR §45735-1b) (1978),
Sto the. AB& Code of Professioinl Respnsibility, which would
-ordinarily lilt. the ability of attorneys tEd paticipato in
the covert surveillance; of attorney-client. dommsiniations, ~

' Wt ei :i ehat, any such rastrieions notwithstanding,
SDepartEent of Justice lawyers ay et hically participate in any
lawful :covert surveillance of privileged communfications :hen .
hubia'life and ssafty aro at stake,. The freercncd to the ABA
Canon of Proesisional-Ethica, now the Code of Professional-
Mesponsibility, in the Departmont regulations was mot intende
itn pit view, tB control ent-irelyo h per issibility of la i
enforocmnt techniqes; underecover Lnvestigations routinely
require th6 approval by tha Attorney General and Departaent.
lawyers- of activities bf which the .Caons would disapprove in
:ther icontexts. In the :~yothesized case, the value of a hostage's
lifi and safety is at least as weighty a value. as the suspect 's
interest in the integrity of his marriage, the availability of .
legal advl~ce , or the6privacy of lerical couansel.

,In eases of judicially, authoried surveillance, attorneys
may rely on the finding of the ipartial iagistrato thatt the

-6 - -



Intended surveillande is for a proper purpose; a fortiori, i
any case in which the i~aediate .danger to life or safety would.
excuse warrantless surveillance, the exigent circumstances
themselves would similarly render appropriate even the sur-
veillance of privileged coriunications.

A trickier problem would be presented in a case in. which
a presumed confidante -request for surveillance, for purposes
of his o~mw protection, initiated investigators x contepnlatiot
of such a step. In such a case investigators must be acutely
aware. that the hostage's safe rescue is their prior ethical
obligation. Cases may well exist in which survoillance and
any atendant risk ofk di covery wil ntr qn balance, pziibjvo
the prospectsa for prptecting a hostage. Reliance on a suspect*
consent whether requested or Volunteoerd, must rest on the-
same judginnt; that precedes surveillance pursuant to: judicial
authorization, nasoly,, that resort to surveillance will improve,
.the prospects for recoverin th hostage -safely. In any case
in which no such judgment canbeo- made within a reasonable degree
of risk, the investigatoras dcooperatiort iin covert surveillari e
that is rueiested by the :onfidant would grossly violate the
investigators' ethical obligation to the hostage.

This is not to say that Departihent attorneys have- no
ethical obligations i&ith Tespect to the privileged co=mmnica-

-tiond of. criminal ,sudpects. the orcums'pect use of informa-
tion gleaned through the electronic surveilance eo- privileged
f~cofsmdictions and ifforts -to -aseure that: uchinaterceptions

d o not contribute to a defendait's conviction will fulfill the
Department's responsibilities to the integrity of confidential
ccm=-unications and the fair administration of Justice.

SAnalytically mor difficult problems are posed with respect
-to. 6onsenting8 confidants. irst, although Departinnt investi-
gators .aay justly regari the valud of protecting hthe hostage
-ab paramounat to any Inmediate interest the suspect has in the.
privacy -f his, confidential relationships, the- status -po the
suspect's confidants entitles and perhaps compels thoct to reach
independent judgments whether to cooperate with federal

.authoritics. Care should be. taken to permit legally reconized
confidants to choose freely and intelligently wheher or txot
t6 prticipate- in covert surveillanco.
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With respect to attorneys, .a lawyer's consent to cooperate
in the electronic surveillance of his client, based on.the
conclusion of invoatigators, that such cooperation is needed to.
protect a hostage, is an obvious exception to the ordinary rule
that the lawyer a use of independent judgmient it representing

-his clienVts.-nterests is his central bbligation. ABA Codd of
-Professional Ethics, CanonS, Un er ordinary ircumstancesa -a
lawyer's prior consent to the covert interception of his .cbn-
versations with-his client would- also violate Canon 4 of the
Code with respeet to preserving a client'sa confidences and
secrets. 8/ However, given the manifest, equities inherent -In
a hostage situation, it s nearly unthinkable that the bar
would condemn, an attorney's decision to rely oa the reasonbli
Judgments of government investigators, and' to sdsist in electronic
surveillance with the aitmpof saving 'human life. 9/

8/ A: hough Canon 4 permits the, xevelation of client confidences
under specified" circumstances, DR 4-401(c), the language of-the
-r le is ermissive., and. not maidatory. Canon 37 of the Canons
of Professional -thics, predecssd tb ianon 4, more- squarely:
covers the lawyer's obligations with respect to fe-endanger-
ing sitiations, but is Still permissve in formi :

[(A lawyerl may properly make suci' disclosures ,as
may be necessary to prevent, (an intended crimel
or protect those against whom it is threatened.'

the wording ':of Canon 37, nowA Canon 4, suggests a need. for pro-
Sfessionalijudgment by the lawyer as to the proper scope of
A Saclosure a need inc)onsistent with his prior consent to the:
.monitoring of a privlaeged. cotiunication .i toto. The. AiA
-has declared, in both informal- and .formal opinions, that t -is
thus ,ormally unethical for a lawyer to record, without dis-
Sclosure and .consent, any conversation between the lawyer and
jother parties. ABA Cofin. o Professional Ethics, formal Opin-
ions, No. 337, 60 A<B.A..' 448 (1974); Informna Opinionf, To.
i 1008 (19 6)t .

' 9 It may be that, given the *quities involved, the ba- would
not deem a suspect's ,.awyer-client commiunications during-a -
hostage situation privileged .at all. The ABA's 'attempts to
4elimit the bounds of- privilege during the comiMission of a
drime. have produced n clear result. ee ABA Coainm. on Profes-
sional Ethics, Forma Opinions, No,. 155(i936), No. 23 (1930),

(Continued)
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In sium, we conclude that no constitutional or statutory
provision, or rule of ethics, bars aboolutely the, electronic
surveillance of privileged eommnnications in a hostage situa-
tion; that. such surveillaie may lawfully be conducted pursuant
to a warrant or the confidant's consent, or -in truly exigent
circumstances, without a warrant; and that a kidnap suspect's
interest in the privacy of privileged discussions he conducts
while he is holding a hostage can be appropriately protected
by iimitations on the use and disclosure of any intercepted
inforatibn. The particular circumstances of -each kidnapping "
case will lead investigators to different conclusions concerning
which invebtigatory techniques aro- proper, safe, and lawful E --
The conclusion that .the surveillance of priileged commznica-
tion mray, as. a, general imatte', be conduted lawfully and'
ethically cannot obviate the need for such -ensitive judgments
in bach individual cas e

M Mary Ci. Lawtoft-
Deputy Assistant Attorney General

, Office o Legal Counsel

-9 (Continqed) It is sufficient for pu lposes of th is opinioht
to. assum th~d iome privilege des a:tach, to confide ntial-
S ommunications duing -r hdstage .situation, and to considar how
far that priilege extends in light of the paramount value of
human life .and safety*.I
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