
.- alter Yeagley, Chairman, Inter- ' -
7 departmental Coamittee on Internal Security , "

S. Wilson White, Assistant Attorney Geaeri
//ffice of Legal Counsel

Ac~e to Classified Infqoriation for Scholarly Research

This is in response to your me Mrandum of May 27, 1957, - i
cal1ing attention to inconsistencies alleged by the State |
Department to exist in this Department's interpretation of
Excutive Order 10501 of November 5, 1953 (3 CFR, 1953 Supp.,
p. 115). Specifically, reference is made to a letter from the
Attorney General to the Secretary of State dated April 7, 1954,
relating to classification practices of the Department of State
Sand to a memoLandum dated March 27, 1957, from Harold H. Healy,
Jr., Executive Assistant to the Attorney General, to Richard
D. Drain, 'Secial Assistant to the Secretary of State, relating
&o "Agreemnt Regarding Princeton Collection of Dulles Papers." K

In deaing with the problem of the disclosure of classified
defense information for scholarly research, the latter memoran-
dum pointed out that section 7 of Executive Order 10501 limits
knowledge or possession of classified defense information to
persons who have been determined to be trustworthy and "whose
official duties require such access in the interest of pro-
moting ntional defense " The memorandum concluded that
the phrase "national defense" as used in the Order should

be given a restricted meaning confining it to activities
directly related to the defense of the country as opposed to
general welfare activities which may have only an incidental
aact on national defense" (p. 14),

The agg ndum, following a position earlier taken by
tLs Offic/ e,/' expressed the view that the limitation of-,
anowledge or possession of classified material to those whose
"official duties" require access does not preclude access
by persons outside the government, including scholars (p. 13).
Howve ,h, te memorandum concluded, that if access is granted
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to scholars, it must be upon the basis of a finding that such
access would be in the interest of promoting national defense
in the limited sense referred to above (pp. 14-17).

According to your memorandum, the State Department
member of an I.C.I.S. Subcoiattee studying the question of
access to classified matter by scholars has taken the position 4

that the conclusion contained in the memorandum is inconsistent
with that contained in the letter from the Attorney General to
the Secretary of State dated April 7, 1954. The State Depart-
ient member contends iiSt in that letter it was concluded that
the Department of State may

/ "use the three classification categories as
specified in Executive Order 10501, 'Top Secret,'
' Secret,' and 'Confidential,' for information

Soriginated in the Department which does not con-
stitute 'defense' informatior within the restric-

Stive meanng used in Executve Order 10501 but which
the Department wishes to protect by 'defense' class-
ifications * * *"

Te indicated the class of information referrrred to is
developed in the course of the conduct of foreign relations,
and (1) if released might tend to earrass the United States
Governmcnt in its conduct of foreif relations, (2) embodies
opinions oc -coents whiclh might give offense to other
nationaliies or to individuals at hme or abroad, or (3)
includes materials disclosure of which would violate the
confidence reposed in the Department of State or in the
Foreign Service. He\ states that the State Department con-
tends "that since the Attorney eneral permitted the Depart-
ment to classify information of the nature described above
in the three 'defense' categories, the information should
not, therefore, be considered within the term 'in the interest
of promoting national defensei when it is subsequently released
to authorized researchers."
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As we understand it, the State Department contention
appears to be that classified information should be released
when it is in the public welfare generally to do so, rather
than merely in the interest of promoting national defense.
Its representative seems also to argue that the Department
of State was authorized by the April 7, 1954, letter to class-
ify as defense material, matter which requires protection
against disclosure because of general welfare rather than
defense considerations, or if defense considertions were
made applicable, defense was resard j as involving a such
broader concept than what was ascribed to it in the March 27,
1957, memorandum. He seems to contend that the same broad
standard should be made applicable to the phrase "in the
interest of promoting national defense" used in section 7
of the Ordr in connection with dissemination of classified
material.

Since the contention rests upon the meaning of the
April 7, 1954, letter, you ask v:ether the State Department
has properly construed that letter. I conclude that it has
not. So discussion of the background of the request for
advice whih cuhlmnated in the April 7, 1954, letter would
appear to be helpful in understanding this conclusion.

Section I of Executive Order 10501 provides that
"Official information which requires protection in the
interests of national defense seall be limited to three
categories of classification, * *." These are "Top
Secret," "Secret," and "Confidential." Subsections (a),
(b), (c) of section 1 set forth the conditions under which
each of the categories may be used, as follows:

/ 0 "(a) Tp Secret. Except as may be expressly
provi4ed by statute, the se of the ciassification
Top e•ret shall be authorised, by alpropriate author-Sty, only for defense info-ým tioa or material which
requires the highest 4ree of protection The Top
Sei et classification shall be applied only to that
information or material $h defense aspect of which
is paramofft, and the uauthoized disclosure of
which could rult in eceptioally grave damag

- 3 -



to the Nation such as leading to a definite brea
in diplomtic relatians affecting the defene of the
SUnited Sa ,an ared atat antack against the United

aes or its allies, a wa, or the compromse of
tay or defense plans, or inellgoce operations,

or scientific or teclmological developments vital
to the national defense.

/i) "(b) e. ct as may be expressly pro-
vided by statuJ e, h) h o te cassification
cret s .all be authorized, by approprc e authority,o-1 for hor io i ",gonl fy djfense saonr on or a terial the unauthor-

.zea disclosure of which could result in serious
damea to tghe Nation, ueh as by jeopardizing theinterna ional rhaion~ of c> United States, c -
goring the effecciveness a k ogra o a or policy ofvital mortance to the national defense, or co-r
proaz-a n impor tant military o defense plans, scien-
ti o t eclhnological dev eopments important t

natis al defense, or information revealing import~nt
inelligenc operations.

S (c) Gonfidoiqtal, xcep as may be expressly
prvcded by stacCe, the cva of the classificatic

SCon fid:ntial shall be authorized, by appropriate
autohority, only for defene informatie or material
the nat~brized disclosae of wAich could be pre-
juiel t.o the defense interes s of the tnaticn."

It ry be noted that use of each category is authorized "olyfoa defense ianfomation or matrial * * *. The literal terms ofthe Order thus prohibit the use o the enumerated desiations
for non-e ense in fomation or atial. This apparenly created
a asubs~ ian problem for th a Depar nt of State. Two lettersto the r . y General from th Acting Secretary of State datedMarch 4, 1954, indicated th classfications auch as "eop Secret,"Secret," aad "Enfdenal" h"ve long been used in connectionwith dploaitic infto-atiJ and tera not aoeessarily of adefense" nat e. The Deprte of State, therefore recomended
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hat section 1 of the Order be amended to make it applicable
not only to defense informaion but also to information the
unauthorized disclosure of which would result in grave damage
to the United States in its international relations.

Apparently the matter had earlier been discussed in
Cabinet, for on January 15, 1954, the Secretary of State
delivered to the Attorney General a copy of "a memorandua of
my understanding derived at Cabinet meeting today." That
memorandum stated that the President had expressed the view,
in which the Attorney General concurred,

/) "that the classification 'secret' could be used
/ I by the Department of State with reference to

information and material the unauthorized dis-Sclosure of which would be contrary to the inter-
ests of the United States because of its effect
upon international relations or endangering
the effectiveness of policies being pursued
through diplomatic chanels."

This interpretation was apparently based on one of the
examples of material which could properly be classified as
"Secret" contained in section l(b) of the Order, to wit,
"defense information or material the unauthorized disclosure
of which could result in serious damage to the Nation, such
as by jeopardizing the international relations of the United
States, * * *."

The two letters from the Acting Secretary dated March 6,
1954, went further, and assumed that the classification
"Secret" could be used for non-defense information or material
of a diplomatic nature. It stated (p. 2) that:

SC) "from the language of Section l(a) and (c) and
from discussions with officials of the Department
of Justice, it is understood that the classifications
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S'Top Secret' and 'Confidential' may be applied only
to that information or material which could reason*

I ably be considered as relating to national defense."

The letter went on to enmumrate a number of reasons why it would
be impossible for the Department to abandon the use of "Top
Secret" and "Confidential" and to classify as "Secret" all
information the unauthorized disclosure of hich might injur-
iously affect this country's international relations.

Read against this background, the intent of the Attorney
General's April 7, 1954, letter appears to have been to correct
two possible misconceptions disclosed by the State Department's
letters and memoranda referred to above. First, the April 7
letter made it clear that the classification "Secret" is
available only for defense information or material. Second,
it concluded that the classifications "Top Secret" and "Con-
fidential" are also available for material relating to inter-
nationa aifairs if such material has the requisite relation-
ship to national defense.

With respect to the first point, the letter noted the
Secretary's understanding, as contained in his January 15
memorandtu, relating to the use of the classification "Secret."
It set forth section l(b) of the tEecutive Order, and then
emphasised that "the adjective 'defense,' occurring in the
phrase 'only for defense information or material' modfies
the word 'material' asjwell as the word 'informatio."
The letter stated, "With the clear nerstanding tha t is
so limited, it would appear that the const.uction indicated
in your memorandum is cor-act."

The thrust of this appear s to be that as condition
precedent to rformation or mtertil being classified "Secret"
i4 must be defense information or material. This point was
made mo clearly on page 2 of the letter which stated that
it is for the Secretary or other appropriate classfying
authority to determine in eac insta "whether matter being
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considred for classificatio under Excutive Orer 101 as
'Secret constitutes 'defense inf ation or material, and
whether the effect of the unauthorized disclosure of such
information or material upon international relations or upon
policies being pursued through iplomatic channels c d * *

'result in setious damage to the Ntion,' * * *."The same
point is emphasized in the last paragraph of page 2 which states
that th respect to the use in the Departmt of State of
of the cld icatio der cutive Order 105I0," it is for
he discretio o te classifying officer "whether matter be

considered for clasification constitutes 'defense' inf ormat
or matecial within the contemplation of the order." (Emphasi
supplied).

Sletter ls pointed ut that there is "a inter-
relation between the foreign relations and the national defense
of the Uitd States," and that this is rec e in the
exaples contained in sections i(a) and l(b) of the Order.
This interrelat ship has long been reoniz . The letter
therefore made it clear that when the Secretay of State or
other classifying authority determined it appropriate defense
information could be classified "Top Secret or "Confidential."

In view of the historic and well-recognised relationship
between foreign affairs and defense I see no confLict between
the "restrictive" meaning accorded to the term "national de-
tense" as used in Executive Order 10501 by the March 27, 1957,
memoandum and the April 7, 1954, letter from the Attorney
General concluding that the classifications prescribed in the
Order may be applied to information or material relating to
foreign affairs which also have a defense impact. The inter-
pretation contained in the April 27, 1954, letter wa not that
information and material unrelated to defense may be classified
under the Order. Rather it was that, because of the critical
impact upon defense of information and material obtained or
produced in the couse of the conduct of foreign affairs, the
classifying officers in the Department of State have disretion
to treat such information and material as relating to the
national defense. I do not believe that recognition of the
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relatio~ship either requires or permits the Order to be iterpreted
as authorizing access to classified information by acholars whos
projects do not have a direct relationship to defense.

The foregoin would appear to dispose of the question aked.
However I note that the State Departmment has sugestad, as an
alternative to re-exaination of the March 27, 1957, =emorandu0,
aendment of the Order to "permit departments and ageies to
release data for historical research under coitions other
than in the interest of promoting the national defense."

I do not at this time wish to express any final view on
amendnt of the Order to liberaliz its provisions relating to
access to classified information and material. owver, if
consideration is to be given to such an a dnt, it should be
emphasized that the problem goes far beyond access by scholars.
The Karch 27, 1957, aemorand noted (pp. 1l-17) that, under the
interpretation there adopted, access to classified information
by officials determined to be trustworthy is not authoried
under the Order if the access is merely for a general welfare
purpose. If amendment of the Order is to be considered, the
question of the practicality of this and related limtations
should also be taken into account.

IS~~~d~~lkPT ~ , -r gE « .~B~CI~i; 96~ I~ Q1


