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	Physical Safety and Security
	The BOP faces significant challenges in ensuring the safety and security of prison staff and inmates due to the introduction of contraband into BOP facilities, deficiencies with its security camera system and inmate monitoring, and insufficient staffing.
	Contraband.  The BOP continues to face challenges preventing contraband, including cell phones, weapons, illegal drugs, and tobacco products, from being introduced into BOP facilities.1F   The OIG is particularly concerned about the challenges to safe...
	MANAGING A SAFE, SECURE, AND HUMANE PRISON SYSTEM
	Additionally, the OIG has found that the BOP’s attempts to address this challenge are made more complicated by both external and internal threats.  External threats include individuals outside of BOP facilities who attempt to smuggle contraband into p...
	Internal threats, in the form of BOP employees who smuggle contraband into its facilities, further endanger staff and inmates.  While only a small fraction of the BOP’s approximately 35,000 employees are engaged in introducing contraband, this small g...
	Recently, the BOP has taken steps to address its challenges related to contraband.  In 2019, the BOP worked with the National Telecommunications and Information Administration to develop and successfully test micro-jamming devices that can render cell...
	Inmate Welfare

	Healthcare staff and contractors, correctional officers, and reentry services workers all have key roles in ensuring inmate welfare.  Yet, staffing prisons with qualified healthcare workers is a challenge for the BOP.  BOP medical contracts have also ...
	Infrastructure Issues

	Enhancing national security and countering terrorism remain top priorities for the Department.  In FY 2019, the Federal Bureau of Investigation (FBI) received $5.5 billion to prevent, disrupt, and defeat terrorist operations, prevent and neutralize we...
	The Department faces challenges in its attempts to disrupt and defeat terrorist operations.  According to the FBI, the greatest threat to the Homeland is posed by lone actors, which include homegrown violent extremists (HVEs)—who are inspired by, but ...
	Both FTOs and lone actors are adept at using the Internet and social media to spread their ideology and attract like-minded extremists.  The FBI continues to identify individuals who seek to join the ranks of foreign fighters traveling in support of I...
	In FY 2019, the FBI saw an increase in the threat posed by domestic terrorists, which the FBI defines as individuals who commit violent criminal acts in furtherance of ideological goals stemming from domestic influences, such as political, religious, ...
	SAFEGUARDING NATIONAL SECURITY AND COUNTERING DOMESTIC AND INTERNATIONAL TERRORISM
	Preventing and thwarting efforts by our adversaries to collect intelligence information, gather trade secrets, and impact American elections are essential to our national security and remain challenges for the Department.  FBI Director Christopher Wra...
	Foreign influence operations, which include covert actions by foreign governments to influence U.S. political sentiment or public discourse, also pose a significant national security threat.  In addition to using methods like targeting U.S. officials ...
	To protect itself against insider threats and potential leaks of classified information, the Department must take steps to effectively screen and train personnel, respond appropriately to warning signs, keep pace with evolving technologies, and monito...
	To assist the Department in addressing its challenges related to national security, the OIG is conducting audits of the FBI’s oversight of national security-related undercover operations; the BOP's counterterrorism efforts; and the FBI's efforts to id...
	Cyber-related threats have the potential to adversely impact elections, the economy, and national security.  As both a law enforcement agency and an agency that contains Intelligence Community elements, the Department has an integral role in protectin...
	Investigating and Prosecuting Cybercrime and Other Crimes Facilitated Through Encryption Technologies

	The Department faces challenges in investigating and prosecuting cybercrime, including activity on the “dark web,” and in accessing or obtaining intelligible information in a form it can use due to the use of end-to-end encryption, also known as “lawf...
	Election Security

	PROTECTING THE NATION AND THE DEPARTMENT AGAINST CYBER-RELATED THREATS
	The investigation and prosecution of cybercriminals are significant parts of the Department’s effort to combat election interference.  The Department is also responsible for working with state and local governments to ensure that the nation’s election...
	In addition to preventing and detecting insider threats as it relates to National Security, the Department also faces challenges protecting its information systems against internal and external threats more generally.  To protect against these threats...
	The OIG is continuing to conduct oversight work in the area of cybersecurity, including its annual FISMA audits and its assessment of the Department’s implementation of the Cybersecurity Information Sharing Act of 2015 (CISA), which is being conducted...
	The Department is empowered to use certain sensitive investigative tools, such as confidential sources, bulk data collection, and conducting surveillance pursuant to a court order under the Foreign Intelligence Surveillance Act (FISA).  These tools po...
	Confidential Sources
	Bulk Data Collection and Other Privacy-Related Issues

	MANAGEMENT OF SENSITIVE INVESTIGATIVE AUTHORITIES
	The Department also faces challenges balancing the need to collect and exploit large amounts of data with the need to protect individual privacy rights.  For example, in the OIG’s 2019 review of the DEA’s use of administrative subpoenas to collect or ...
	The Foreign Intelligence Surveillance Act

	The Department faces challenges appropriately implementing its authorities under section 702 of the Foreign Intelligence Surveillance Act (FISA).  In a declassified Foreign Intelligence Surveillance Court (FISC) opinion from October 2018, which was up...
	Proactive risk management and consistent oversight concerning all sensitive authorities are essential to the continued use of these important investigative tools.  For example, the Department has responded thoughtfully and appropriately to past OIG re...
	To assist the Department with its efforts, the OIG will continue its oversight of these authorities.  The OIG’s ongoing work in this area includes audits of the DEA’s income generating undercover operations program, the FBI’s covert contracting activi...
	The Department’s top law enforcement priorities, which include combatting the opioid crisis, reducing violent crime, and investigating cross-border criminal activity, are most effectively addressed through cooperation among federal agencies, partnersh...
	Combatting the Opioid Crisis

	The current opioid crisis is one of the worst drug epidemics in U.S. history.  According to the Centers for Disease Control and Prevention (CDC), in 2017 the United States experienced 70,237 overdose deaths, of which 47,600 (67.8 percent) involved an ...
	Preventing Diversion.  In its September 2019 report examining the DEA’s regulatory and enforcement efforts to control the diversion of opioids, the OIG found the DEA was slow to respond to the significant rise in the use and diversion of opioids since...
	We also found that DEA policies and regulations did not adequately hold registrants accountable or prevent the diversion of pharmaceutical opioids.  Our report recommended that the DEA require criminal background investigations of all new registrant a...
	LAW ENFORCEMENT COORDINATION AND COMMUNITY ENGAGEMENT
	Further, we found that the DEA does not adequately collect, maintain, or analyze data in order to identify trends in the use of controlled substances.  Specifically, the DEA does not track ordering patterns for all pharmaceuticals, which could enable ...
	Assisting Affected Communities.  In FY 2019, the Department awarded $320 million in grants to combat the opioid crisis.  Much of this grant funding was awarded through grant programs that provide financial and technical assistance to state, local, and...
	While the Department and the DEA are taking steps to address the opioid epidemic, including increasing enforcement staffing and enforcement actions, and working more closely with communities and federal and state partners, challenges still remain.5F
	Reducing Violent Crime

	Ensuring the safety of our communities by reducing violent crime continues to be a critical challenge area for the Department.  In order to address this challenge area, the Department must maintain effective partnerships with other federal, state, loc...
	Preventing the illegal trafficking of firearms is an element of the Department’s strategy to reduce violent crime.  To that end, ATF develops and disseminates actionable crime gun intelligence through the Crime Gun Intelligence Centers (CGIC) across t...
	Investigating Cross-Border Criminal Activity

	In FY 2018, the Department obligated over $8.1 billion in contracts and awarded approximately $5.5 billion in grants.  Although the Department has made some recent improvements to its administration and oversight of contracts and grants, we identified...
	Contract Administration and Oversight

	The Department faces challenges in effective contract administration and oversight.  Through our audit work, the OIG has identified certain recurring issues, indicating that Department components need to be more attentive in the following areas.
	Grant Administration and Oversight

	ADMINISTERING AND OVERSEEING CONTRACTS AND GRANTS
	Recent OIG grant audits have identified systemic grant administration and oversight challenges for the Department and its grantees, including in grant monitoring, controls over funds, documentation of progress towards achievement of grant goals, and c...
	Performance-based management is an approach that establishes strategic program goals, with progress toward achieving those goals being determined by reference to relevant objective measures, and uses the collection, review, and analysis of data to eva...
	Performance Goals and Measures
	Data Collection and Reliability

	USING PERFORMANCE-BASED MANAGEMENT
	Moreover, even when relevant data may be available, the OIG has found, in some of the above-noted reports and otherwise, that the Department’s components have not adopted a performance-based management approach in that they have not identified program...
	To assist the Department in addressing its ongoing challenges related to performance-based management, the OIG will continue to assess the Department’s ability to collect and use data to measure program effectiveness, inform decision-making, and impro...
	Recruitment and Retention

	Highly-Skilled Professionals.  The Department faces challenges in recruiting and retaining employees to fill certain mission critical positions, such as healthcare and cyber-related positions.  As noted in previous years’ reports, healthcare professio...
	The OIG has long expressed concerns about the BOP’s inability to fill its healthcare positions.  For example, in a 2016 report, the OIG found that only 83 percent of the positions in the BOP health services units were filled as of September 2014.  The...
	Succession Planning

	FOSTERING A DIVERSE, HIGHLY-SKILLED WORKFORCE
	The Department risks losing critical institutional knowledge if it does not have an effective human capital program that includes a talent management and succession planning process.  As of September 30, 2018, approximately 28 percent of the Departmen...
	The Department’s challenges in hiring and retaining a workforce with the specialized skills to accomplish its mission impacts the majority of the other top management and performance challenges that the Department faces.  Therefore, it is imperative t...
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