DHS Registration Instructions and
Frequently Asked Questions

Registering as a DHS Representative in eRegistry

Online Registration:

ICE Authorized Users

The Executive Office for Immigration Review (EOIR) has federated with the Department of
Homeland Security’s (DHS) Immigration and Customs Enforcement (ICE) component, so ICE
authorized users no longer need to register with EOIR to obtain a username and password to
use EOIR’s DHS Portal.

Before attempting to login to the DHS Portal for the first time, authorized ICE users must
contact their IT Service Desk to be added to the active group of users. Once added, ICE
authorized users can access the DHS Portal using single sign-on (i.e., users will not be prompted
for credentials) via the ICE Single Sign-On button.

All Other DHS Authorized Users:
To access EOIR’s DHS Portal, all non-ICE DHS authorized users must register through the EOIR’s
eRegistry application (https://ereg.eoir.justice.gov/#maincontent).

After entering the required information online, the non-ICE applicant is sent an email letting
them know they have successfully submitted their application, and that an email has been sent
to their supervisor, which informs the supervisor of the account request and to obtain approval
for it.

The applicant’s supervisor has three (3) business days to provide EOIR with account approval, or
denial, via email at eRegistration.info@usdoj.gov. If EOIR does not hear from the applicant’s
supervisor within three (3) business days, EOIR will deny the account request and the applicant
will need to reapply online from the beginning of the process. In this instance an account
rejection email will be sent to the applicant.

If EQIR is unable to reach the applicant’s supervisor due to an email delivery failure message,
EOIR will deny their request for an account, and the applicant will need to reregister from the
beginning of the registration process. In this instance an account rejection email will be sent to
the applicant.

After EOIR moves forward with approval of the applicant’s account, then the applicant is sent
an email confirming that their account has been activated and that they are able to login to the
DHS Portal.

Please note, EOQIR is working with DHS to reach a federation agreement with all non-ICE DHS
components, so all DHS authorized users can access the DHS Portal using single sign-on.
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To register, navigate to the Account Registration (https://ereg.eoir.justice.gov/#maincontent) site
and follow the steps below:

1. Select DHS User and click Next. Provide User ID screen opens.

EXECUTIVE OFFICE FOR

IMMIGRATION REVIEW

Welcome to EOIR - User Registration

= Account Type STEP 1 - SPECIFY YOUR ACCOUNT TYPE

User ID

P - Instructions: Please specify the account type for which you are applying and verification text or numbers:
ASSWOT:

Account Information

(@] Attorney

Review Application ully Accredited Representztive

®) DHS User

MNote: Partially Accradited Bepresentatives are not pennitted to register.

If you're expenencing reCAPTCHA issues using Internet Explorer, please use Chrome.

2. Enter a User ID and click Next. Provide a Password Screen opens.

EXECUTIVE OFFICE FOR FHROUGH

IMMIGRATION REVIEW

TRIBUNALS,

Welcome to EOIR - User Registration

Account Type STEFP I - PFROVIDE A USERID

= User ID . . . . i . , !
Instructions: Plaaze provide yvour dezired Uszer ID) using the following criteria
Fazeuy o Fialds lzbeled with an asterizk (*) are raquired.

Account Information
DHS Component * Your User ID must contain 8 to 20 characters

i £ I, i H] s(eg,a,b,C, D, 1,2
Fales of Behavior Your Uszer ID must contain latters and/or numbers (eg., 3, b, C, D, 1, 2)

i e * Your Usar ID may contain the following special charactars: |5 - _
Review Application

* Uszer ID: I I

Hazd help rasisterme?

Previous || Nextl | Cancel |
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3. Enter Password, Confirm Password, and then click Next. Provide Your Account
Information Screen opens.

EXECUTIVE OFFICE FOR THROUGH

IMMIGRATION REVIEW

Welcome to EOIR - User Registration

Account Type STEP 3 - PROVIDE A PASSWORD
Uszer ID . . i : . i
Instructions: Plaase provide your desired pazsword using the following eriteria.

= Password Fialds labeled with an asterisk (*) are required.

Account Information

DHS Component Paszword must contain 8 to 16 characters

Rules of Behavior

Pazzword must not contain more than two consscutive lstters of your first name, middle name,

. . last name, or Usar ID
Review Application

Pazsword must not contain spaces

Password must contain at least 1 upper casze character (2.2, A, B, C, D)

Password must contam at least 1 lower case character (2.2, 2, b, ¢, d)

Password must contamn at least 1 numberi(e.z., 1,2,3, 4)

Paszword must contain at least one of the following special characters: @ =3% " *F+=1

Pazzword will axpire every 90 calendar days

* Password:

* Confirm Password:

HNeed help resisterme?

Previous || Ne)dl | Cancel |

4. Enter your First Name, Last Name, and Government Email, and then click Next. Provide
Your DHS Component screen opens.

EXECUTI OFFICE FOR THROUG

IMMIGRATION REVIEW

Welcome to EOIR - User Registration

Account Type STEP 4 - PROVIDE YOUR ACCOUNT INFORMATION

Uzer ID
i Instructions: Pleasze provide the email to which vou would like EQIR registry account-ralated emails to be zent.

Pazsword Fialds lzbeled with an asterisk (*) are required.

= Account Information

DHS Component + Mame fields (1.e., First, Middle, and Last) must not contain the following special characters: 7@\ +

Rules of Behavior *First Name:

Review Application

Middle MName:

*Last Mams:
*U.8. Government Email: @

Meed help resistering?

Previous || Nextl | Cancel |




5. Provide your DHS Component (i.e., CBP, USCIS, or Other), Address, Telephone number,
Last Training Date, Background Investigation (Bl) Level, Bl Date, DHS Supervisor Name,
DHS Supervisor Phone number, DHS Supervisor Email, check Completed Computer
Security Awareness Training box, and then click Next. The Rules of Behavior screen
opens.

E UTIVE OFFICE FOR THROUC

IMMIGRATION REVIEW

Welcome to EOIR - User Registration

Account Type STEP 5 - PROVIDE YOUR DHS COMPONENT

User ID
Instructions: Please select your DHS Component and enter the raquested information. Verify that your supervisor’s contact information is cormrect

Eesswead I£EOIR is unable to reach your supervisor, EOTR will deny your request for an account, and you will need to rerezister
Account Information Fislds labeled with an asterisk (*) ars raquired

> DHS Component

Rules of Behavior * DHS Component: || Select 2 DHS Component

Review Application YR

* [T] Completed Computer Security Awareness Training

D : MMDDYYYY)

Address Line 2:

[

* Last Training Data:

City
* Backeround Investization (BI) Level
State.
= Bl Date: (MDDYYYY)
Zip Code:
= DHS Supervisor Name:
Telaphone |
-

DHS Supervisor Phone:
Telephone 2

W

DHS Supervisor Email:

Fax:

Maed help razisterine?

| Previous || Ne)dl | Cancel ‘

6. Read the Rules of Behavior (ROB), check the | agree to abide by these Rules of Behavior
box, and click Next. The Review Your Application Before Submitting screen opens.

EXECUTIVE OFFICE FOR THROUG ot afn, BE THE WORLDS BEST ADMINISTRATIVE

IMMIGRATION REVIEW A NG Cruitness AND CEduecd tocess FOR ALL

Welcome to EOIR - User Registration

Account Trpe STEP 6 - RULES OF BEHAVIOR

User D
== Instructions: Read and accept the Rules of Behavior, then click Next

Password
Account Information

DHS Component Enecutive Office for Lumigration Revier P
PTG L INFORMATION TECHNOLOGY SYSTEMS SECURITY
Review Application
RULES OF BEHAVIOR for DHS smployess who access the CASE Application
T0: Al Dapartement of Homeland Sscurity (DES) smplosess that have baen granted access to the Executive Office for Immigration Review (EOIR) CASE application
PURPOSE. This memorandum deseribes the requirements for establishing and abiding by rules of behavior for DHS employess whe has been sranted accass to the CASE application,
SCOPE, This order applizs o all systers owners, managers and employess within the DHS who have been granted sccess fo EOIR CASE application.
REFERENCES
= OMB Circalar A-130, Appendix IIL Security of Faderal Automated Information Resources
b. OMB Cireular A-123, Manzzement Accoustabilty and Control
. NIST Special Publication $00-18, Guide for Developing Security Flans for Information Technology Systems.
d DOT Order 0304, DOT Order 0304, Cybarsecurity, issued Septamber 15, 2016.

BACKGROUND. OMB Circular A-130 requires ageacies to establish rules of behavior for all systems as part of the security plan for that system. The rules of behavior delineate o

respensibilities and expected behavior for all individuals with 2ccess to the system, set appropriate limits on interconnections with other systems, define service provisions and

I3 cccee o sbide by these Rates o Bavior




7. Review the details you entered, read the Perjury Statement and click the checkbox,
verify you are not a robot, and then click Submit. Confirmation of EOIR Account Request
Successfully Submitted appears.

EXECUTIVE OFFICE FOR THROUG:

IMMIGRATION REVIEW

Welcome to EOIR - User Registration

Accomnt Type STEP 7- REVIEW YOUR APPLICATION BEFORE SUBMITTING
Uzer ID
Password Account Type: DHS Usar
Account Information Usar ID: dhsnoniceusar
DHS Component Full Name Test, User
Rules of Behavior E-mail: testuser@dhs.gov
= Review Application Mobile Number: (703} 000-0000
DHS Component: DHS-CEP

5109 Skylme Dr., Falls Church , VA 22042
7030000000

DHS Supervizor: Bob Barker

Superviser Phone: 703-522-2222

Supervisor Email: bob barker @dhs gov

Perjury Statement:

EB} submitting this information, I declare under penalty of perjury under the laws of the United States that the information I have provided is true and

correct.

™
D I'm not a robot

reCAPTCHA
Privacy - Tams

Need help registering?

| Previous || Submit || Cancel |

First Time Log In
Approved users may now log into their accounts. The user must append the User ID with
@gtw.eoir.justice.gov when logging in.

First time account users will need to complete the Password Maintenance process. This
involves selecting questions and providing answers that may be used as identity verification for
password resets at a later date.

Terms and Conditions of Use

Registrants are responsible for all activity conducted under their user account. Registrants must
contact EOIR immediately at ECAS.TechSupport@usdoj.gov, if they suspect that their account
has been compromised.




eRegistry Frequently Asked Questions

Q: Can any authorized DHS representative who issues a Notice to Appear (NTA) register to
use the DHS Portal?

A: Yes.

Q: | entered my User ID and password and the application did not recognize me. How do | log
in?

A: You must append your User ID with @gtw.eoir.justice.gov to log into the application.

Q: | forgot my User ID. How do | log in?

A: Your User ID will appear in the emails that EOIR sends you regarding the status of your
registration. If you do not have those emails on file, there is a Forgot User ID option on the
portal that you can use to retrieve your User ID. It will be sent to the email address associated
with your account.

Q: | forgot my password. How do | log in?

A: There is an option in the DHS portal, Forgot Password, which will allow you to reset the
password.

Q: I registered for an account a long time ago, but the application does not recognize me.
How do | login?

A: Your account will be locked after 365 calendar days of inactivity, and you will need to
contact EOIR at ECAS.TechSupport@usdoj.gov to unlock the account. Your User ID and
password will remain the same.

Q: Is any of the information | provided during the registration process ever made public?
A: No, it is for internal purposes only.

For Further Assistance
For further assistance with EOIR’s account registration process or to provide comments and/ or
suggestions, please contact us at eRegistration.info@usdoj.gov.
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