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Housekeeping

Today's webinar will be recorded. You will be provided with the
information from the webinar on the EJI website.

All attendees will enter the webinar in listen-only mode.

If you have questions, type them in the chat box. We will do our best to
address them during the webinar, but if we cannot, they will be addressed
during the Q&A session before we conclude the webinar.

Closed captioning is provided in the pod below the presentation. If you
are having issues viewing closed captioning and do not have the Adobe
Connect app installed on your computer, please close out this meeting,
download the Adobe Connect application, and then rejoin the webinar. If
you do not wish to download the app, close out of the webinar, make sure
Adobe Flash is enabled on your web browser, rejoin the meeting, and then
click on the link “join with classic view."




I ELDER JUSTICE INITIATIVE

The mission 1s to support and coordinate the U.S. Department of
Justice’s enforcement and programmatic efforts to combat elder
abuse, neglect, and financial fraud and scams that target older

adults.

The EJI does so by

e promoting justice for older adults;
* helping older victims and their families;
* enhancing state and local efforts through training and resources;

* supporting research to improve elder abuse policy and practice.
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ELDERJUSTICE.GOV

You’re fighting elder abuse on the front lines. We’ve got your back.

The mission of the Elder Justice Initiative is to support and coordinate the department’s enforcement and
programmatic efforts to combat elder abuse, neglect, and financial fraud and scams that target our nation’s seniors.
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I COPS.USDOJ.GOV

You’re fighting on the front lines. We’ve got your back.

The Office of Community Oriented Policing Services (COPS Office) is the component of the U.S. Department of
Justice responsible for advancing the practice of community policing through information and grant resources.
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U.S. Department of Justice

NEW EPISODES!

= COPS THE BEAT
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I POLL QUESTION

What is Your Professional Affiliation?

Adult protective services Mental health services
Aging services Other government agencies
Civil legal services Prosecutor

Financial services/industry Research

Health care services Victim services

Law enforcement Other

Long-term care ombudsman
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I POLL QUESTION

What is your level of experience
working in elder justice?

* None to a little experience
* Somewhat experienced

* Extremely experienced

ElderJustice,
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Sample Victim Story

* CM, 70 years old, of lllinois.

 Callers impersonating federal agents said her SSN
was involved in crimes and she would be arrested.

e Scammers called numerous times a day from Sept.
to Nov. 2019.

* CM mailed $286,000 via FedEx to SC, CA, NJ, and FL.

* She reported the scam to LE in Nov. 2019 and was
hospitalized soon thereafter.




Older Americans Are Prime Targets

$1,300
Younger people 44% —
reported losing But when people
money to fraud Age 20-29 aged 70+ had a loss, $635

@

more often than
older people.

the median loss $324
was much higher.

Age 20-29 70-79 80+

Age 70-79




The Scams

* Company imposter
* Grant / Payday loan

* Government imposter
(884, IRS, USMS, USCIS)

* Lottery / Sweepstakes

*'Tech support
* And others. ..




* Purchase VoIP phone numbers from U.S.-based
telecommunication providers and TextNow

* Overseas call centers “spoof” legitimate phone
numbers to appear legitimate

* Thousands of voicemails left for victims to
“self-select”

* Victim calls routed overseas to foreign call
centers
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&) Primary Vehicles for Scammed Funds

* Bank transfers

* Gift cards
* Mailed cash

*Wire transfers (MoneyGram,
Western Union, RIA)
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United States v. Patel et al.

O Rl G fﬁﬁ E{r -00204-UNA  Document 19 Filed 06/08/20 Page 1 of 5

IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF GEORGIA

ATLANTA DIVISION - fo_r o

Sﬂ,\ UNITED STATES OF AMERICA

| CRIMIMAL INTICTMENT Ma.
|

1:20-CR-204

MEHULEUMAE MANUBHAI PATEL AND
CHITALI DAVE

THE CRAND JURY CHARGES THAT:

COUNT ONE
{Canspirncy fo Commit Money Londering - 18 ULS.C. § 1956)

L

Arall times relevant to this Indict

1. Asused in this Indickment, a “call center” was an organlzation or growp
of erganizations based in India that defrauded US. residents, including the
elderly, by misleading victims over the telephone into sending maney utilizing
scams such as tech support and Social Security number scams

2. As partof the tech support scam, India-based call centers woubd induce
the victims to send meney in exchange for supposed technical support for their
cornputers. The callers would then provide nothing in return. At times, callers
rrisled the victims into providing remote access ko their computers, The callers

nits. The callers routinely misled the

then would access the victims' bank acc
wvictims by making it appear as though the caller accidentally added money to the
victims' bank aceounts, The callers would then inatract the wictims to send cash
through commiaon carriers, such as FedEx and the United Parcel Service (UPS), to
aliases used by other members of the fraud network,

3. As part of the Social Security numbser scam, India-based call centers

posed as federal agents in order to mislead victims into believing their Social

* SSA and tech support imposter
scams

* More than $600K lost; dozens of
victims

* Federal investigation by SSA—
OIG with NDGA USAO

* State and local LE were key to
case’s success




Victim Report

* 54-year-old from Ohio with seizure-induced brain
damage

* Defrauded by Indian caller pretending to be tech
support

* Provided remote access to computer, bank account

* Caller made it appear as though money was added
to his account

* Victim “returned” $10,000 via UPS to “Davis Jeck”
* Reported fraud to Westlake (Ohio) Police




Follow the Money

(X Investigators




Follow the Money

ADPS had UPS divert
packages to UPS Store




Build the Case: Tracking & Surveillance
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Build the Case: Interviews

- * To whom do they report?

* Where is the money transferred to/from?
F . * What other aliases and addresses do they use?
* What is the conspiracy duration?

* Are there other conspirators?

* Does LLE have consent to search?




Follow the Money

$20,000 immediately
intercepted and
returned to victims




Build the Case: Find Other Victims

* $10,000 =» more than $600,000

* Subpoena common carriers for all packages sent to
* Addresses used by your target(s)
* Aliases used by your target(s)

‘j
Mx UNITED STATES

POSTAL SERVICE ®




Build the Case: Phones

* Pictures of fake IDs

* Tracking info

* Messages with scam leaders and

co-conspirators (WhatsApp)

* Videos/Pictures of money

* Evidence of spending




Build the Case: Phones
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e Fake IDs
e Cash

* Phones

*[.cad lists




Evidence of Knowing Participation

Use of fake IDs

Receiving large sums of cash

Going from place to place to avoid detection

Serially open/use bank accounts to send/receive money

Has been warned by bank or law enforcement




Criminal Charges

e State

* Obtain property under false pretenses
(S.C. § 16-13-240)

* Federal
* Concealment Money Laundering (18 U.S.C. § 1956)
* Mail Fraud or Wire Fraud (18 U.S.C. §§ 1341, 1343)
* Unlicensed Money Transfer Business (18 U.S.C. § 1960)




What If They Are Unwitting?

Law Enforcement

Atlants Division

-— - 123 Money Mule Way
Atlanta GA 30341

HAND-DELIVERED

M, Money Male,

Law enforcement iz providing waming that you, and'or persons you as:00ate with, may be enzased in
framdulent activity that violates state and 'or federal criminal laws. Specifically, your recent ramsmizsion or
Teceipt of money via wire transfer, bank tramsfer, postal service, cashier's ched, elecironic depo:ait, and'or gift
cards may have facilitated the transfer of mopey from the victims of 2 oime to the perpetrators of 2 frandulent
scheme

Some faudulent schemes imrolve criminals who falsely represent themselve: as :omeons lse, in order to
trick wictims mto sendins monsy via wire ransfer to an identified pre-determined acooumt (e.g. your Bank
Account Ending in 1234). The crimimal mey ask the accomt balders, such as vourself, to “process payments”,
“tramsfer furd=", or “re-ship product=™ to facilitate the movement of money obfained through frawnd from victims
i the crimimals. Thess requests may be masqueraded a: woek Tom home employment, sscret shopper
opportunities, online romancss and relationships, Lottery winnings, or impart fages.

Under certain droumstances, lmowingly engaping in a financial transaction that imvelves fonds
derived from illezal activity may violate the federal money laundering laws, even if you had no mvobrement
in the underlying criminal activity. Under ceraim circumstances, you may also have a legal obligation to
imcquire about the :ource of the funds and may pot 2reid 1egal rezponsthility by being willfially blmd to the source
of fimds. A lmowing and mbenfional viclation of the momey lzundering krws may result in criminal prozecution
and the seimare of property that iz found to be tamted by illagal fund=. By 2zresing to enpage in such ransactions,
vy may be alse be facilitrims a framdolent scheme and assisting the perpetrators of the scheme.

The FEI ha: docomentsd the delivery of this letter to yoo. Along with this letter, the FEI has alza
explained to you the precise financial ram=actions) in which you ensaged that may have imobved illegal fimds.
Receapt of thiz letier will be taken into conzideration, should you continue to be imolved in the type of activitias
dezcribed above.

I zigned this letter vobontarily (Tmifiaks) Diata:

Feecipient Mame: (Printed)

{Signature)

WARNING LETTER: Knowingly
transferring funds derived from
illegal activity may be a crime, even
if you had no involvement in the
underlying criminal activity.

Money mules help international

criminal networks steal money

from senior citizens, businesses,
and people just like you.

#DontBeAMule




Where to Report?

- &\ FEDERAL BUREAU OF INVESTIGATION

) Internet Crime Complaint Center IC3
Lo

Cyber cases: ic3.gov

4= =D FEDERAL TRADE COMMISSION

wgé ReportFraud.ftc.gov




FEDERAL TRADE COMMISSION

Free Publications for America’s Consumers

a * Sign,
www.ftc.gov/bulkorder "
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Contact Information

AUSA Jolee Porter
Jolee.Porter2@usdoj.gov

Senior S/ A Jonathan E. Heslep
Jonathan.Heslep@ssa.gov

Detective Margaret Moore
MMoore@CityofAikenSC.gov
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Questions

elder.justice@usdoj.gov




| Poll Question

How helpful did you find this webinar?

* Very helpful
* Somewhat helpful

* Not at all helpful

ElderJustice,
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