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CRIMINAL COMPLAINT

I, the éomb_lainant in this case, state that the follow_ing is true to the best of my knowledge and belief.

On or about the date(s) of _- June 2,2017 '/ in the county of Wayne in the
- Eastern _ District of Michigan _ , the defendant(s) violated: | '
Code Section ' | Oﬁ’ense Descrzptzon
18US.C.§1343 e ~ Wire Fraud

This criminal complaint is based on these facts:
See Attached Affidavit.

Continued on the attached sheet.

s

| y Complaindnt’s signature

Special Agent Michael Lemmage

Printed name and title

o,

Sworn to before me and signed in my presence. ' ; l v ”J\_—> < \
‘ . - v . : N N '

" Date: _July 10, 2018 : ; ' Judge’s szgnature

City and state: _Detroit, MI ‘ - David R. Grand, United States Magistrate Judge
' ‘ ' o o ' Printed name and title /
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\

AFFIDAVIT

1

I, Michael Lemmage, Sp}elcial Agent of the Fve}deral Bureau o}f Investigation
(FBI) béing duly sworn, state that:

N [ am a‘Special Agent of the FBI and, as such, an investigative or law
enforéement officer of the United States within the \meaﬁing of Section 2510(7) of
Title 18, United States Code (U.S.C). I am empowered to conduct finVestigations
of and to make arrests for offenses enﬁmerated in Title : 1“8 of the United States
Code. - : | A

2. I have been employed by the FBI since July 2017. i’rjor to joining the
'FBI, I held various positions in Corporate Security and Corpofate Compliance at
Target Corporation and earned a Certified Fraud Examiner (CFE) certiﬁcétion in |
2017.} I have received law enforcement training at the FBI Acadeﬁiy and
subsequentiy-‘attended training specific to complex financial crimes. During my
employmeﬁt with the FBI, I have investigate/d federal crimes involving mail fraud,
Wire‘ fraud, money laﬁnderiﬁg, identity thé‘ft, and various other criminal matters.

At all times during the investigation described in this affidavit, I have been acting

in an official capacity as a Special Agent of the FBI.

3. The allegations contained in this affidavit are based on my personal

knowledge and investigation, which includes reviewing documents, bank

|
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statements, and interviewihg individuals having direct knowledge of these events.
Because this affidavit is being submitted for the limited purpose of establishing
- probable cause for a criminal complaint, I have not included every detail of every

aspect of this investig\ation.‘ Rather, I have set forth t;hosé} facts that I believe are

‘ , : I _
neces'sary to establish probable cause to believe that J ERMARR BARBER, date
iof birth 2/2/1 985, knowingly executed a scheme to obtain funds by means of false

or fraudulent pretenses and in doing so, transmitted or caused to be transmitted,

signals via wire in violation of 18 U.S.C. 1343 (wire fraud).

’

Backgrouhd
'4. ‘ This investigation," describod more fully below, has revealed that
BARBER, a resident of Westland, Michigan, located in the Eastern District of B
Michigan, is involved in a fraudulent scheme to defraud by oreating sham}
corporations and causing \}ictims to unintentionally wire\ money to bank accounts
held in the name of the sham corporations.
| S. As explained in more detail below, BARBER participated:in what
have becomo known as ;‘business email compromise sch'emes” and “romance
scams” with at least five victimized companies or individuals across the United
States. A business email compromise scheme is carried out by compromising
1egitimate e-mail accounts through social engineering or computer intrusion
. | ; | .

techniques to conduct unauthorized transfers of funds. In this case, an employee

2 .
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with access to the victim-company’s banking accounts or an emplcyee of the

victim’s financial institution received fraudulent emails purportedly from the

© victims cr “executives” at the yictirﬁized companies. The emails requested money
tobe immediately wired 'cc/accounts in the name of a sham ccrporation,

| KINGSHIP LLC, LOST GENERATION ENTERPRISE LLC,» and PLUGTV
LLC, controlled by BARBEli, as further described Bel‘ow; | |

- ‘6. Once the funds ‘Were wire transferred into an account held by
BARBER, BARBER would remove the money from the account, preventing the
wire transaction from beingv recalled. BARBER knowingly and intentionally
trans\ferred the Qictim’s personal or business funds to himself and then on to other -
dnidentiﬁed co-conspirators in the scheme to defraud.

7. The investigation has identified multiple victims who, together, lost
over $700,0’00 in BARBER’s scheme to defraud. Many other unsuccessful
attempts by BARBER to defraud via the same scheme were identified tﬁroughout '
the coursecf this inVestigation, exposing an intended lcss of over $3.5 mdilli()n.

Victim: R.T.! & First' American Bank |
8. According to repcrts made by First American Bénk to Elk Grove

Police Department, which | obteined and reviewed, on December 7, 2016, a senior

' Throughout this affidavit, witnesses whose identities are known to me are revferredv
to by their initials to protect their identities when this affidavit becomes public.

3 v
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manager at First American Bank, “D.O.”, received an email purportedly from a
client, “R.T.”, a doctor at Westwood OB & GYN. The email recluested a
{)vithdrawal of funds ffcm‘ R.T.’s First American Bank rezcirement trust acCOunt
ending in 1419. D.O. received,ar.lother email with the proper documentation
needed to process a wire transaction of the fundé along With informaticn on where
to wire the re;qcested fu‘ndvs."The email requested that $98,900 be sent from R.T’s
account tc a Wells Fargo Bank account ending in 7 870 held in the name of
KINGSHIP‘ LLC, for the Vbeneﬁvt of RT and BARBER. D.O. approved the release
cf funds and vthe.$98,900 was electronically transferred to *KINGSHIP LLC.

9. - According to reports mad}evby»First A_merican Bank to Elk Qrove
Police Department, which I thained a’nd reViewed, on F ebr-ﬁary 13,2017, DO -
. recci?ed another email purportedly from R.T. requesting $120,000 be wired from |
R.T’s accouht to a Comerica Bank account ending in 5667 in the name of
KINGS_HIP LLC. A fcrﬁ re.questing the release ’of funds was submitted and'Dr.O.
authorized the successful transfer of funds to the Comerica Bank KINGHSIP LLC
account. \ |

10. According to reports made by First American Bar;k to Elk Grove

Police Department, which I obtainéd and reviewed, on F ebruary 28, 2017, D.O.

rec/cived’ a third email request purportedly from R.T. to send $235,000 to the same
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Comerica Bank account ending in 5567 in the name of KINGSHIP LLC.D.O.

| r_eleased'the $235,000 from R.T’s account to the Comerica Bank account./ 5

| 11. Acccrding to reports made by First AmeriCan( Bank to Elk Grove
Police Department, Which [ obtained and reviewed, on Mérch 20,2017, D.O.

received a final request purportedly from R.T. for a $535,000 wire transfer. D.O.

N - became suspicious and celled R.T, who indicated that he had not made any

requestS to Withdrawal‘ or transfer funds since 2015. At thié point, DO

: beceme aware that someone haci irhperécnated R.T. to steal the funds aild reported/
‘the incident to local 1aw enforcement. First American Bénk recov’e‘red_i$-l ;000 of
the ‘money ai?ter contacting Comerica Bahk‘ and Wells Fargo Bank. Ht;wever,

| First American B-'cink reirnhursed RT the $453,900, resuliing in a loss to the bank
for that emount. o | | |
12. ;. Docurrlents which ,I.receivlec‘l' and reviewed during the course of this
~ investigation i\frova\e}lis Fargo revealed the sole ‘owner and signato.ry onthe «
Wells Fargo account held in the name of KINGSHIP LLC ending in 7870 was
oy ERMARR BARBER. The bank statements for the aiccounf\_showed an incoming
wire irom,R.T’s Flrst Americari Benk account ending in 14»1,9 on December 14,
2016 f0r$93’900; F ollowing the incoming wiretransfer, the account reﬂects
nurherous personal_ charges were made on the accourit fqr traveiexpenses and

local area purchases in Westland and Livonia, Michigan. -
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-

- 13, Documents which I received and reviewed dﬁring the course of this
inVestigation from Comerica.Bank revealed the Comerica accoﬁnt ehding in 5567
was opened in the name of KINGSHIP LLC. The account was opened on January
19,2017 énd closed on March 24, 2017. According to‘ntv’he account cignatory card,
( .
provided by Comerica Bank, BARBER was the sole signcr on the account endiﬁg
in 5567. Bank statements for the account revealed one incoming wire t\ransfer for :
$120,000 fron(; First American Bank on February 16, 2017, and another incoming
wire transfcr for $235,000 from First American Bank on March 7,2017. |
v F_oiloW{hg the incomiﬁg wire transfers, the account reflects numerous large dollar

'intemational wire transfers to \nvarious bank accounts, iﬁ addition to locai personal
expenses. \ |
14. | According to records of the State of Michigan Corborations Division,
| which I obtained and‘reViewcd, KINGSHI_P LLC was ‘incorp‘orated as é limited
liability company in Michigan on April 7, 2015. According to the Articles of
}‘Incor\po,ration, BARBER was listed as the solc member for KINGSHIP LLC.
Victim: J.P & Wells Fargo Bank |

I5. According to statements and records ﬁlprovided to the FBI by the |

victim (“K.’P”), on Au_gust 5, 2016,‘ a Finaﬁcial Advisor at Wel‘/l_s Fargc Bank, \

“M.D.”, was purportedly/ contacted via email by “K.P.”, who purported to be the

son “J.P.”, a financial planning client of M.D.. ‘J.P was confined to a nursing

, 6
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home, so her retirement accounts were managed by her power of attorney, K.P.
The email requested a $48,000 withdrawal from J.P’s IRA account. A withdrawal
form Was purportedly submitted from KP, and a voided blank Huntington
, National Bank check 1n J.P.’s name with BARBER’s famity residential address of
31649 éonway Drive,’Westland, Michigan, was attached to the form. A wire
transfer was sent from J .Pll.’s Wells Fargo Bank account to an account in the name
of J.P. at Huntington National Bank ending in 2706
16.  According to statements and records provided to the FBI by the
| victim (the real K.P.), and by Wells Fargo Bank, on Septem‘ber 7, /201;\6, M.D., B
received another elnait requesting a $97,QOO withdrawal from J.P’s IRA account
for the purchase ofa comrnercial property. Anether Wel‘ls Fargo Bank employee
vadvised the sender of the email, who was believed to be K.P., that there were
insufficient funds in the account for a withdrawal of that magnitude. Another
follow-up email was sent requesting a transfer of a lesser amount, $9,700, from
J.P.’s Wells Fargo account ending in 9983 to an aceount neld’at Coastal
Community and Teachers Credit Union. According to records received and
reviewed frem Wells Fargo Bank, Wells Fargo Bank.completedthe wire
transaction for $9,700 to the account held at Coastal Communitsf and Teachers

Credit Union.
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17. According to statements made to the FBI by fhe victim (the real
K.P.), he noticed the large withdrawals from J.P’s account anci contocte’d M.D.
K‘.P.‘veriﬁed that he had not reqliested any account withdrawals and had
never sent any of the emails fhat M.D. received regarding those withdrawals.
‘ According to information provided by‘a Wells Fargo Bank representative, Wells

q : ,

Fargo Bank reimbursed'J .P.’s account and ultimately took the loss for both the
$48,000 wire transfer and the $9‘,7‘00_ wiré transfer.

18. Documents which [ received and reviewed during the course of this
irivestigatiofl from Huﬁtington Natiooal Bank revealed the Huntington Natioha_l /
Bank aocount ending in 6706 was opened in the name of “LOST GENERATION E
ENTERPRISE LLC . The signer on the LOST 'GENERATION ENTERPRISE

,LLC account listed oo the oignature' card was BA@ER. The account waé opened
on’July 13, 2016 by BARBER. Bank Statoments for the Honfington Notional Baok
account revealed an incoming wire trans.fer for $48,060 from Wells Fargo Bank

' on August 22, 2016, |

| 19. Aooording to r\e‘cords of the State of Michigan \jCorporations Division,
- which I obtained vanvd reviewed, LOST GENERATIQN‘ENTERPISE LLvaas
incorporated as ?vlimited lifeibility company in Michi%an on November 5,2012.
According to tho Articles of Incorporation? BARBER was listed as /the resident

- agent for LOST GENERATION ENTERPRISE LLC.

8
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Victim‘: W.Z., KZ & Jackson Nafional Life Insurance

26. According to reports and doc‘;;ments provided to the FBI by the
victim, “W.Z.” and spouse “K.Z.,” held annuity retirement accounts with Jackson
National Life Insurance Company, located iﬁ Lansing, MI». In June 201‘61, a
representative from Jackson National Life insurance Company was ﬁurportedly
emailed by client W.Z., requestiﬁg an account liquidation. ‘An 'QCCOunt surrender |
forms aiong with a blank voided check, directing where the funds should be
transferred, were sent in to Jackson Nationél Life Insurance Company. Thé voided
check was for a Capital O/ne Bank account. Jackson Natidnal Life Insurance
Company initiated a full account surrende;r for both W.Z. and K.Z. The full
amount of W.Z.’s annuity account was approximately $55,000 and K.Z.’s account
held $63,000, aﬁe; taxes were withheld. On June 8, 2016, _f[hese amoimts were
wired to the_CapiFal One Bank accounf ending in 9575 as requested on the
suﬁender form }submitted on K.Z.’s and W.Z.’s behalf.

21. Accordiﬁg to reports and documents pro{Iided by the vicﬁm W.Z to B
the FL;»I, W.Z. vand K.Z. were unaware that their accounts were liduidated. Jackslon
National Lifelnsurance Co'mpan_y had sent W.Z. and K.Z. receipts of the account

closures, however W.Z. was under the impression that his financial advisor had

just reallocated their money to another account. W.Z. verified that neither he
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nor his wife held an aceount with Cépifal One Ba‘nk nor did they authorize
the liquidation of theirv\accoun\ts.

22.. Documents Which I received and reviewed dnring the course of this
investigation from Capital One Bank revealed the account ending in 9575 was
held in the name of KINGSHIP LLC. The sole signer listed on the account was
BARBER. The account was opened on June 4, 2016 by BARBER

23.  Statements which I received and ieviewed duringrathe course of this
ini/estigation from Capital One Bank for the KINF}SHIP LLC acoount ending in
9575 revealed two wire deposits on June 9, 2016. The first wire was for
$62, 776 51 from a Bank of NYC account for Jackson National Life Insurance
Company With the beneﬁcnary listed as K.Z. The second wire was for $54 746.39
from\ a Bank of NYC account for Jackson National Life Insurance Company with
the beneficiar_y listed as W.Z. | | | |

24.  According to reoords of the State of Miohigan Corporations Division,
which I obtained and reviewed, KINGSHIP LLC was incorporated as a limited
liabiiity company in Michigan on April 7,2015. According to the Articles of
Incorporation, BARBBR was listed as the sole member for ‘KINGSHIP LLC.

\

| Victim: RRE Power

- According to victim statements and emails provided to the FBI

)

throughout the course of this investigation, on May 31, 2017, “H.M.”, the Chief

10
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Accounting‘ Officer for RRE Power LLC received an email from what appeared to
~ be "che Chief EXeéutive Officer at RRE Power LLC, “D.M.”; The emai‘l‘orig‘in‘ated
from D.M.’s work email address requesting that $5,000 be wired to a company,
KINGSHIP LLC- AUSTIN TITLE COMPANY, for a real estate transaction.
H.M. processed the request and wired $5,000 to a bank account ending in 9606 at
Sun Trust Bank for KINGSHIP LLC. After H.M sent the \;vire, it was discovered
that that the emails purportedly sent by D.M. wére fraﬁdul'ent and D.M. had never
reqﬁested the wire transfer. | |

26. Documents which I received and reviewéd vduri,ng the course of this
invesﬁgétion ﬁom Sun Trust Bank 1;eturned results on the account which receivéd
the wire transfer from RRE Power LLC. The Sun Trust Bank account endirig in
9606 was opened in the name of KINGSHIP LLC. ,According to bank statements
provided by Sun Trust Bank, on Jﬁne’ 2,2017, a’ﬁ incoming wire was deposited
into thé account from” RRE Power LLC for\$5,000. A wire Transaction Detail
Report reflects on June 2, 2017 the funds were transmitted from JP Morgan Chase
Bank, New York, New York to Suntrust Bank and were credited to the
KINGSHIP LLC. account held~ in Mi‘chigan.y On June 6, 2017, muAltiple‘purcl;aSes
were méde _from the account. |

27. Acco\rding to fecords of the State of Michigan Corporations Division,

which I obtained and r’evi'ewéd, BARBER incorporated a company in Michigan

11
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called KINGSHIP LLC on April 7, 2015.‘According to the Articles of
Incorporation, BARBER is listed as the sole member for KINGSHIP LL(;.
Victim: LL
28.  On January 28; 2018, a complaint was submitted online te thé FBI’s

Internet Crime Complaint Center, which ] obtained and reviewed, detailing a /s‘cam
targeting a family member of &16 complainant. Subsequently, the victim of the
- scam, ‘;L.L.”, provieled informatien to the FBI. According to L.L., she met
Reymond Avelino of the Urﬁted Kfngdom (UK) onliﬁe and began a romantic
relationship. Avelino convinced L.L. tﬁat he needed to borrow $40,000 to ciaim a
- $5 million inhefitance. Avelino promised to repey L.L. the $40,000 once he

.vreceived the ,inhefitaﬁce. Avel.iﬁo provided LL with a bank account of an

- individual in the United States, who wouvld then pass the money onto him in the
United Kingdom. L.L. was-instructed by ‘Avelino to wi1#e$40,000 te a TCF Bank
account held in the name of PLUGTV LLC. On January 24, 2018, L.L. wired the
$40,000 ﬁfom her account held at Regions Bank to the TCF Bank aceount\ ending
in 8784, held in the name of/‘ PLUGTV LLC. TCF Bank detail fecords reflect on
, J:anuary 24', 2018 the funds were transmitted from Regior;s Bank headquartered in

Birmingham, Alabama to TCF Bank and were credited to the PLUGTV LLC.

account held in Michigan.
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/

29. | Documents which I received and reviewed during the course of this
investigation from TCF Bank, feve‘a‘led that the TCF Bank account ending in 8784
wég opened on Decemi)er 22,2017, in the name Qf PLUGTYV LLC. Included in
the documents received from TCF Bank was the account agreement, which Was
éigned byBARBER. Bank statements for the account ending in 8784 reflect a
~ successful incoming wire transfer on January 24, 2018, from L.L. at Regions Bank
for $40,000. | |

30. According to reqords of the State of Michigan.Corpi)rations Division,
Which I obtained and reviewed, PLUGTV LLC was incorporate(i as a limited
liability company in Michigan on August 18, 2017. According to the Articles of
Incorporation, BARBER is listed as the sole member for PLUGTV LLC. |

31. A‘cc‘ording'to statements made io the F BI by TCF Bank Managér,
‘!‘T.B.”, BARBER came into the TCF Bank branch located in_ \/Nestland, M’Ii.
BARBER provided T.B..With photo identiﬁcation. BARBER had recently
received a wire transfer for $40,000 from L.L.\iand wanted to forward the money
| ‘io another accoun‘tr held in BARBER’é name at BB&T Bank. BARBER told T.B.
he had received the monéy fora producﬁon shoot for his entertainment cinnpany, |
PLUGTV LLC. T.B. found the wire reqilest to be suspicious and passed the

request along to an unidentified co-worker at TCF Bank. Unbeknownst to T.B.,

J

13
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the co-worker completed the wire tranéfer of $40,000 to a BB&T Bank account
held in the name of BARBER. -

32, According to statements made to the FBI by TCF Bank Manay;lger‘
T.B, BARBER returned to the TCF Bank branch in Westland, MI at a'léter date to
speak wich TB BARBER requested to recall the $40,000 wire transfer that was
sent from his TCF Bank account in ’t'he name ‘of PLUGTYV LLC to his account
held in his name at BB&T Bank. T.B.} cbhtacted BB&‘T Bank and Was told that
BARBER he:d attempted to wire thc $40,000 that was wired to his BB&T Bank
account from the PLUGTV LLC accoun‘f at TCF Bank to another account located
in Aoia. BB&T Bank found Vthvis wice request suspicious and froze the fufnds.‘
i BB&T Bank agreed to return the $40,000 to TCF Bank. Durir}g this Viéit,r
BARBER provided an 1ncon31stent stor/y, explalnmg the reason for the incoming
$40,000 wire was for a loan he had received online from a UK company. TCF
Bank did not release the $40,000 back to BARBER. |

| 33 Closed circuit television video footage prov1ded by TCF Bank,
captured images of an individual 1dent1ﬁed as BARBER by TCF Bank inside the ‘
Westland, MI, TCF Bank branch on January 31, 2018. A .recordsvcheck»with the
Michigan State Police reyealed an expircd photo identification card for BARBER.‘
FBI Agents wefe able to po‘sitively identify BARBER in the images provided by

TCF Bank in comparison with BARBERS’ state identification photo.

14
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COnclusidn |
: 34.  From AugustZOlé throhgh Jﬁne 2\0172 1n the Eastern District of
Mic‘higan,_, BARBER dévised a scheme to deffaiud By causihg Wife transférs to be
transmitted in inter’state, commerce for the purpose of executing such scheme.
ll3aSed upon the foregoing; there is probable cause to believe that BARBER
committed wire ‘fraud in viol,at’ion of Title’ 18, U.S.C, Section 1343. |
35. I submit /the'(xt this complaiht supports probable cause for an arrest

warrant for JERMARR BARBER, | |

Resp'ectfully submitted,
> ZQ : : é?

“ o Mich‘aelLe@ﬁmage/ ‘
| Special Agent- FBI

- Subscribed and sworn to before me

on July t.(), 2018:
DAVIDR. GRAND |
UNITED STATES MAGISTRATE JUDGE
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