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1984: CIVIL LIBERTIES AND THE NATIONAL 
SECURITY STATE 

WEDNESDAY, NOVEMBER 2, 1983 

HOUSE OF REPRESENTATIVES, 
SUBCOMMITTEE ON COURTS, CIVIL LIBERTIES 

AND THE ADMINISTRATION OF JUSTICE 
OF THE COMMITTEE ON THE JUDICIARY, 

Washington, DC. 
The subcommittee met at 9:30 a.m. in room 2141 of the Rayburn 

House Office Building; the Honorable Robert M. Kastenmeier 
(chairman of the subcommittee) presiding. 

Present: Representatives Kastenmeier, Mazzoli, Synar, Schroe
der, Glickman, Morrison, Moorhead, Hyde, DeWine, Kindness, and 
Sawyer. 

Staff present: Deborah Leavy, David W. Beier, counsel; Joseph V. 
Wolfe, associate counsel; Audrey Marcus, clerk. 

Mr. KASTENMEIER. The committee will come to order. 
Mr. SYNAR. Mr. Chairman. 
Mr. KASTENMEIER. The gentleman from Oklahoma. 
Mr. SYNAR. Mr. Chairman, I move the committee permit the 

meeting this morning to be covered, in whole or in part, by televi
sion broadcast, radio broadcast and/or still photography, pursuant 
to rule 5 of the committee rules. 

Mr. KASTENMEIER. Without objection, the motion is agreed to. 
The Chair will state that some of our members are in party 

caucus and will be here momentarily. Prior to hearing any formal 
opening statement, I would like this opportunity to put our hearing 
in an institutional and historical context. 

Throughout our Nation's history there has been tension between 
the first amendment and other governmental interests. Resolution 
of these competing needs has been a difficult and often stormy 
process. Frequently, we think in terms of these many conflicts 
being resolved by the Federal courts. As vital as preservation of 
that forum is for all of us, the courts are not the only place for 
dealing with these issues. 

As Holmes said several decades ago, "It must be remembered 
that legislatures are the ultimate guardians of the liberties and 
welfare of the people in quite the same degree as the courts." 

Those of us fortunate to serve in an elected capacity in Congress 
or elsewhere have a special responsibility to uphold the Constitu
tion. In the past decade this committee, indeed, this subcommittee, 
has been involved in more than one of these disputes. My col

(1) 
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leagues and I joined together in a bipartisan effort to respond to 
the Supreme Court decision in Stanford Daily v. Zurcher. 

We have undertaken similar initiatives dealing with reporter's 
privilege, privacy protection from intrusive wiretapping in terms of
domestic law enforcement, to the passage of the bill on the Foreign
Intelligence Surveillance Act, and even prior to that, to ridding 
ourselves of title II of the Internal Security Act, wherein this 
Nation maintained detention camps similar to those that were uti
lized at the outset of World War II. 

I recite this history to establish that these hearings are part of
an historical continuum. The issues we will address today are not 
partisan in nature. They are part of a diligent oversight of the ex
ecutive branch. 

We begin the first of 2 days of the series of hearings on "1984: 
Civil Liberties and the National Security State." Since George 
Orwell penned his famous novel of life under "Big Brother," the 
year 1984 has had an ominous sound, threatening to ring in an era
in which civil liberties would be crushed under the heels of the 
State. 

The very fact that we hold these hearings today is solid evidence
that such a world has not yet arrived. But Orwell's "1984" was not
intended to be a promise or even a prediction. It was a warning. 
The coming of the year 1984 thus offers a unique opportunity to 
examine the state of our civil liberties as well as what the future 
may hold in the light of Orwell's fears and our own. 

Among the most important themes developed by Orwell is the 
justification used by the State for the development of both secret 
surveillance over activity of its citizens and control over informa
tion through the "Ministry of Truth." 

In "1984" the rationale for repression was the existence of total 
war. In our era, it may well be the creation in the last quarter of 
the century of a new culture, a national security culture protected
from the influences of American life by the shield of secrecy. 

The evolution of national security as the predominant concern of
the Federal Government appears to have been influenced by both
increased international tensions and shifts in ideology. 

In the years that immediately followed the Second World War,
concerns over national security produced statutes that reduced the
flow of information: the Atomic Energy Act, the Patent Secrecy 
Act, the McCarran Act. These were enacted at a time when a 
heightened sense of conflict in foreign affairs coincided with the 
rise of McCarthyism. 

As the Nation passed through the cold war phase, the country's
laws and information practices gradually changed in the other di
rection. Congress enacted measures aimed at privacy: the Privacy
Act, the Bank Records Secrecy Act, the Foreign Intelligence Sur
veillance Act, title III of the Omnibus Crime Control Act on wire
tapping, as well as statutory safeguards on the free flow of infor
mation. 

In recent years, however, the pendulum has begun again to 
swing back toward restrictions on civil liberties, as witnesses will
develop more fully in their testimony today and in the hearings to 
come. 
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I would like at this point to introduce our opening witness. There 
is no finer first amendment lawyer than Floyd Abrams. A graduate 
of Yale Law School, he is a partner in the New York City firm of 
Cahill, Gordon & Reindel. Mr. Abrams has considered the conflict 
between national security and the free flow of information as an 
attorney on cases such as the Pentagon Papers case, and is the 
author of the lead article in the New York Times Sunday magazine 
which featured him on the same issue. 

We are very pleased to have you here this morning, Mr. Abrams. 
You may proceed as you wish. 

TESTIMONY OF FLOYD ABRAMS, ATTORNEY, CAHILL, GORDON & 
REINDEL 

Mr. ABRAMS. Chairman Kastenmeier and members of the sub
committee, I am honored by your invitation to testify today. Apart 
from my pleasure about being here, I do admire your choice of 
topic. 

Mr. KASTENMEIER. Please see if the microphone is working. 
Mr. ABRAMS. IS the mike on? 
Thank you; I was saying, Congressman Kastenmeier, that I 

admire your choice of topics for these hearings this morning. It 
seems to me that you have chosen a central one for the future of 
our country. And as we meet virtually on the eve of 1984, the Or
wellian nightmare referred to by you, lucid as it is, offers us a basis 
for learning and for comparison. 

Allow me at that outset to recall for you Orwell's grim vision of 
1984 as set forth in his book. It is of a nation, Oceania, of which we 
and Great Britain are a part, which is perpetually at war with the 
other two superpowers of the world. It is of a society premised on 
terror, totally dominated by totalitarian rulers, in which any who 
differ are bludgeoned by their rulers, brainwashed and ultimately 
either vaporized or, as the hero in the book, himself utterly 
drained of humanity and filled with only those thoughts that the 
State chooses that he have. 

If you want a picture of the future, Winston Smith, the hero of 
the book is told by the individual who is involved in the torture of 
him, imagine a boot stamping on a human face forever. 

"1984" is also a vision of the State with the clearest possible 
views of the dangers of truth, a State which has not only redefined 
falsehood as truth but in which the definition of truth constantly 
changed, a society in which the hero finds an old newspaper clip
ping conclusively proving that the confessions of three supposed 
traitors were fraudulent, that they were in fact not at the place 
they had confessed to being at, and which he then thinks the fol
lowing to himself: "There was only one possible conclusion: the 
confessions were lies." 

Of course, this is not in itself a discovery. Even at that time Win
ston had not imagined that the people who were wiped out in the 
purges had actually committed the crimes that they were accused 
of. But this was concrete evidence; it was like a fragment of the 
abolished past, like a fossil bone which turns up in the wrong stra
tum and destroys a geological theory. It was enough to blow the 
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party to atoms, if in some way it could have been published to the
world and its significance made known.

Of course, it was never published to the world, and the hero him
self is later bludgeoned, tortured, and brainwashed into believing
that he had never seen the clipping, that it had, indeed, never ex
isted. 

It is, of course, not our society. It is worth saying that today. It 
will not be our society in 1984. Or, we may hope, thereafter. 

It is worth pausing for a moment on why that is so. In good part,
it is because we live under a system of law with a Bill of Rights
which protects against just the elements of "1984" we find most of
fensive—in short, a State that directs us, controls us and ultimate
ly rules us. We are, need I say, not tortured because we hold differ
ent views than our Government. 

In fact, so far does our constitutional protection go that truthful 
statements are almost totally insulated from Government sanctions
of any sort. So far does our protection go that we are free to ex
press any opinion without fear of governmentally imposed sanc
tions. There is no such thing in this country, Justice Lewis Powell
has said for the U.S. Supreme Court, "as a false opinion." 

Our law, then, goes far toward protecting us against the "1984"
nightmare becoming a reality. The absence of such legal protection
is evident abroad. Consider one portion of the public interrogation
at the trial of Soviet dissident Sinyavsky, a portion which—fitting
ly—could be annexed to an updated version of "1984." Accused of 
anti-Soviet behavior, the prosecutor asked this great author the fol
lowing: Prosecutor, "Please don't lecture us on literature. I asked 
you one simple, concrete question: Why did you portray Lenin in 
such an unattractive way?" 

Sinyavsky: "I said that you cannot make a cult of Lenin. To me
Lenin is a human being; there is nothing wrong about that." 

Judge: "What did you mean in this passage about the deification 
of Stalin?" 

Sinyavsky: "I am being ironical about making a cult of him. If 
Stalin had lived a little longer, it might well have come to that." 

And on and on and on, with Mr. Sinyavsky being persecuted and
prosecuted for the expression of his views. 

To cite the Sinyavsky example is simply and sadly to say that 
"1984" continues to have more than allegorical relevance in totali
tarian states such as the Soviet Union. But the question, Mr. 
Chairman, I think is whether it has genuine relevance here at 
home. 

And I believe it does. For if our Constitution affords us enormous 
protection in the areas of freely expressing our opinions and freely
telling the truth—even when the Government prefers that we not
do so—there are some areas that we cannot look to the Constitu
tion for much in the way of refuge or comfort. They relate to the 
availability of information itself, the basis of the formation by the
public of its views and its expression of them. 

In this area we must not look to our almost 200-year-old Consti
tution but to our living representatives in the Congress and in the
executive branch. Of them and of you, I believe the public has 
much to ask. For if the public does not have information, it cannot
play a meaningful role in the formulation of policy. When informa
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tion is suppressed by the Government, the legally guaranteed free
doms to think and to speak become meaningless. Carried to its ulti
mate end, it would be "1984" without cruelty, without terror, but 
nonetheless without freedom. 

Let me offer some examples. The administration's efforts to 
censor the speech of former Government officials who have had 
access to certain kinds of classified information strikes at the heart 
of the notion that an informed public is an essential ingredient of a
free people. 

According to the terms of the contract which is to be signed by in
excess of 100,000 Government employees and officials, all writings 
of theirs of any sort that concern explicitly or implicitly intelli
gence activities, sources or methods must first be cleared by the
Government itself for the rest of the lives of those employees. 

Such information need not even be classified to be subjected to 
governmental censorship. Thus, if a former high-level Government
employee who would sign such an agreement wanted today to criti
cize the failure of intelligence in Lebanon, or in Grenada, he would
first have to clear his statements—even if it contained no classified 
information at all—with the very people he wanted to criticize. 

Orwell would have understood. In response to this risk, we are
urged by the proponents of the new censorship agreement to trust
the Government to enforce it fairly, to trust the Government not to
use it for political purposes, to trust the Government not to censor
too much. 

Orwell knew better. He teaches us—to put the point mildly—a 
government can hardly be trusted in judging criticism of itself. 
Orwell also teaches us that the effect of censorship is a powerless, 
uninformed, and utterly cynical public. "Who cares," asks Julia, 
the heroine of "1984," whether the Government was now telling 
the truth about past events. "It's always one bloody war after an
other, and one knows the news is all lies anyway." 

I referred earlier to the freedom afforded by our Constitution to 
form and express opinions. But in recent years, and to a lesser 
extent, still farther back years, that freedom has been frustrated 
by the use of our Government of the McCarran-Walter Act to deny
visas to speakers whose views were sought by American audiences.
How can the administration's denial of a visa to Mrs. Hortense Al
lende, the widow of the former Chilean prime minister, be justified
when some of our fellow citizens wish to hear her? Or, more recent
ly, the denial of visas to Sandinista leaders that Members of Con
gress, among others, wished to hear? 

Orwell surely would have understood a mindset which effectively
intrudes upon the ability of our citizens, not to say our elected rep
resentatives, to decide for themselves what to think after hearing 
those with whom we may differ. 

I could cite numerous other examples which trouble me about 
the ability of the public to receive information. The exclusion of 
the press from Grenada at a time when it was especially urgent
that the public have nongovernmental information about the inva
sion; the efforts to limit the flow of information to the public under 
the Freedom of Information Act; the inhibition of the flow of films 
into and even out of our country based on their content; revisions
in the classification system to ensure that more and not less infor
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mation will be classified; threats to universities with respect to
their right to publish and discuss unclassified information.

What I would like to leave you with, Mr. Chairman, is not a 
catalog of my complaints, but a suggestion as to the way to view
expressions of the executive branch that national security requires
the denial of information to the public. Only if you view those 
statements with intense skepticism, with a presumption that a 
denial of information to the public is, in the most real sense, un-
American, will you avoid a serious, continuing deprivation of rele
vant information by the public.

For the problem is that just about everything worth knowing can
be viewed in one way or another as possibly impacting adversely 
on national security—by discouraging our citizens, by depressing
our allies, by running counter to someone's notion of the national
interest. Of course, there are some real secrets, but hardly as many
as the executive branch would have us believe. 

A colleague of mine at the Columbia School of Law, Prof. Vin
cent Blasi, in a recent speech he gave observed that he thought
that the courts in adjudicating first amendment disputes ought to
adopt what he called a pathological perspective. The "overriding 
objective at all times," he argued, "should be to equip the first 
amendment to do maximum service in those historical periods 
when intolerance is most prevalent and when governments are 
most able and most likely to stifle dissent systematically." 

I would urge the same perspective on you as you view efforts to
deny the public information. You should adopt a view which fo
cuses on the loss to the public of information in the worst of times.
You should assume a government at its worst, its most repressive,
its least tolerant. George Orwell created for us the model of that
government, and as we move toward 1984, I urge upon you that the
best way to avoid "1984" is by assuring a public informed enough
that it can do so. 

Thank you, Mr. Chairman.
[The complete statement follows:] 

PREPARED STATEMENT OF FLOYD ABRAMS 

Chairman Kastenmeier and members of the subcommittee, I am honored by your
invitation to testify today. Apart from my pleasure at being here, I do admire your
choice of topic. Indeed, you have chosen as your topic a central one for the future of 
our country. As we meet virtually on the eve of 1984, the Orwellian nightmare,
lucid and terrifying as it is, offers us a basis for learning and for comparison.

Permit me, at the outset, to recall for you Orwell's grim vision of 1984. It is of a
nation, Oceania (of which we and the United Kingdom are a part) which is perpet
ually at war with one or another of the other two superpowers in the world—Easta
sia and Eurasia. It is of a society premised on terror, totally dominated by its totali
tarian rulers, in which any who differ are tortured, brainwashed and ultimately
either vaporized or left, as was the hero Winston Smith, utterly drained of human
ity and filled with only those thoughts that the state chose that he have. "If you
want a picture of the future," Smith is told by his torturer, "imagine a boot stamp
ing on a human face—forever." 

1984 is also a vision of a state with the clearest possible views about the dangers
of truth. It is one in which the state had not only redefined falsehood as truth, but
in which the definition of truth continually changed. A society in which the hero
finds an old newspaper clipping conclusively proving that confessions of three sup
posed traitors were fraudulent—that they were, in fact, not at the place at which
they had confessed to being during their supposedly treasonous act. And in which
he then thinks the following to himself:

"There was only one possible conclusion: the confessions were lies." 
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"Of course, this was not in itself a discovery. Even at that time Winston had not
imagined that the people who were wiped out in the purges had actually committed
the crimes that they were accused of. But this was concrete evidence; it was a frag
ment of the abolished past, like a fossil bone which turns up in the wrong stratum
and destroys a geological theory. It was enough to blow the Party to atoms, if in 
some way it could have been published to the world and its significance made 
known." 

Of course, it is never published to the world and the hero himself is later bludg
eoned, tortured, and brainwashed into believing that he had never seen the clipping,
that it had, indeed, never existed. 

It is, of course, not our society. It is worth saying that today. It will not be our
society in 1984. Or, we may hope, thereafter.

It is worth pausing for a moment on why that is so. In good part it is because we
live under a system of law with a Bill of Rights which protects against just the ele
ments of 1984 we find most offensive—against, in short, a state that directs us, con
trols us and ultimately rules us. We are—need I say—not tortured because we hold
different views than our Government. In fact, so far does our constitutional protec
tion go that truthful statements are almost totally insulated from governmental
sanctions of any sort. Co far does our protection go that we are free to express any
opinion without fear of governmentally imposed sanctions; there is no such thing in
this country, Justice Lewis Powell has observed for the Supreme Court, "as a false
opinion." 

Our law, then, goes far towards protecting us against the 1984 vision becoming a
reality. The absence of such legal protection is evident abroad. Consider the public
interrogation of the Soviet dissident Sinyavsky, one which—fittingly—could well 
have been annexed to an updated version of 1984.

Prosecutor: "Please don't lecture us on literature. I ask you a simply concrete
question: Why did you portray Ilyich [Lenin] in such an unattractive way?"

Sinyavsky: "I said that you cannot make a cult of Lenin. To me Lenin is a human
being; there is nothing wrong about saying that." 

Judge: "What did you mean in this passage about the deification of Stalin?" 
(Reads excerpts.)

Sinyavsky: "I am being ironical about making a cult of him. If Stalin had lived a
little longer, it might well have come to this."

Prosecutor: "Do these three words reflect your political views and convictions?"
Sinyavsky: "I am not a political writer. No writer expresses his political views

through his writings. An artistic work does not express political views. You wouldn't
ask Pushkin or Gogol about their politics. (Indignation in the courtroom.) My works
reflect my feelings about the world, not politics." 

Prosecutor: "I had a different impression * * *."
And: 
Sinyavsky: " * * * I should point out that sometimes he moves away from Lenya

and at other times he comes back to him * * *." 
Prosecutor: "You are trying to move away from the point!"
Sinyavsky: "I'm not making fun of Communism, but of Proferansov."
And this: 
Prosecutor: "Let's go back to your essay on Socialist Realism. Let's take your po

litical views: What did you have in mind when you wrote: 'To do away with prisons,
we built new prisons * * *. We defiled not only our bodies, but our souls'? What
has this got to do with socialist realism?"

To cite the Sinyavsky example is simply and sadly to say that 1984 continues to
have more than allegorical relevance in totalitarian states such as the Soviet Union.
Does it have genuine relevance here at home? 

I believe it does. For if our Constitution affords us enormous protection in the
areas of freely expressing our opinions and freely telling the truth—even when the
Government prefers that we not—there are some areas in which we cannot look to
the Constitution for much in the way of refuge or comfort. They relate to the avail
ability of information itself, the basis of the formation by the public of its views and
its expression of them. In this area, we must look not to our almost 200-year old
Constitution but to our living representatives in the Congress and in the executive
branch. Of them, of you, I believe the public has much to ask.

For if the public does not have information, it cannot play a meaningful role in
the formulation of policy. When information is suppressed by the government, the
legally guaranteed freedoms to think and to speak become meaningless. Carried to
its ultimate end, it would be 1984 without cruelty, without terror, but nonetheless
without freedom. 
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Let me offer some examples. The administration's efforts to censor the speech of
former Government officials who have had access to certain types of classified infor
mation strikes at the heart of the notion that an informed public is an essential
ingredient of a free people. According to the terms of the contract (which is to be
signed by in excess of 100,000 Government officials and employees) all writing of 
theirs of any sort that concern—explicitly or implicitly—"intelligence activities, 
sources or methods" must first be cleared by the government itself for the rest of
the lives of those employees. Such information need not even be classified to be sub
jected to Government censorship. Thus, if a former high-level Government official
who had signed such an agreement wanted today to criticize a failure of intelligence
in Lebanon leading to the death of our Marines or of one in Grenada, he would first
have to clear his statement—even if it contained no classified information at all— 
with the people he wanted to criticize. How George Orwell would have understood.

In response to this risk, we are urged by the proponents of the new censorship
agreement to trust the Government to enforce it fairly, to trust the Government not
to use it for political purposes, to trust the Government not to censor too much.
Orwell knew better. He teaches us—to put the point mildly—that Government can
hardly be trusted in judging criticism of itself. Orwell also teaches us that the effect 
of censorship is a powerless, uninformed and utterly cynical public. "Who cares," 
asks Julia, the heroine of 1984, whether the government was now telling the truth
about past events. "It's always one bloody war after another, and one knows the
news is all lies anyway." 

I referred earlier to the freedom afforded by our Constitution to form and express
our opinions. But in recent years (and, to a lesser extent, previous years) that free
dom has been frustrated by the use by our Government of the McCarran-Walter Act
to deny visas to speakers whose views were sought by American audiences. How can
the administration's denial of a visa to Mrs. Hortense Allende, widow of the former 
Chilean Prime Minister, be justified when some of our fellow citizens wish to hear
her? Or, more recently, the denial of visas to Sandinista leaders that Members of
Congress, among others, wished to hear? Orwell surely would have understood a
mindset which effectively intrudes upon the ability of our citizens, not to say our
elect of representatives, to decide for themselves what to think after hearing those
with whom we may differ. 

I could cite numerous other examples which trouble me about the ability of the
public to receive information: the exclusion of the press from Grenada at a time
when it was especially urgent that the public have nongovernmental information
about the invasion; the efforts to limit the flow of information to the public under
the Freedom of Information Act; the inhibition of the flow of films into and even 
out of the country based on their content; revisions in the classification system to
assure that more and not less information will be classified; threats to universities 
with respect to their right to publish and discuss unclassified information. I have 
already set forth my views on most of these matters in a recent magazine article
(New York Times Magazine, September 25, 1983) and will not burden you with a
repetition of them now.

What I would like to leave you with is not a catalogue of complaints, but a sugges
tion as to the way to view expressions of the executive branch that national security
requires a denial of information to the public. Only if you view those statements
with intense scepticism, with a presumption that a denial of information to the 
public is, in the most real sense, un-American, will you avoid a serious, continuing
deprivation of relevant information by the public. For the problem is that just about
everything worth knowing can be viewed, in one way or another, as possibly impact
ing upon national security—by discouraging our citizens, by depressing our allies,
by running counter to someone's notion of the national interest. Of course, there are 
some real secrets, but hardly as many as the executive branch would have us be
lieve. 

A colleague of mine at the Columbia University School of Law, Professor Vincent
Blasi, has given an extraordinary speech that I would like to mention in conclusion.
First delivered at Columbia earlier this year (and now being prepared in article
form) it was entitled: The First Amendment in the Worst of Times. Simply put, Pro
fessor Blasi's thesis was that courts, in adjudicating first amendment disputes,
ought to adopt what he called a pathological perspective. The "overriding objective
at all times," he argued, "should be to equip the First Amendment to do maximum
service in those historical periods when intolerance is most prevalent and when gov
ernments are most able and most likely to stifle dissent systematically."

I would urge the same perspective on you as you view efforts to deny the public
information. You should adopt a view which focuses on the loss to the public of in
formation in the worst of times. You should assume a government at its worst, its 



9


most repressive, its least tolerant. George Orwell created for us the model of that 
government. As we move towards 1984, I urge on you that the best way to avoid
1984 it is by assuring a public informed enough to do so. 

Mr. KASTENMEIER. Thank you, Mr. Abrams.
Before we ask you to take questions, I would ask our next panel

to join you at the witness table, and perhaps you could remain 
there and entertain questions when they do.

We cannot help but Lake note that we begin these hearings in
the shadow of the war in Grenada, where restriction of press cover
age is seen as illustrative of the problems posed by restrictions of
flow of information. This is not a partisan issue. Although it did 
occur under this administration, it could certainly occur under 
future administrations. While the events in Grenada are too timely
to ignore, I hope they can be viewed in a broader context than our
hearings will present. 

I would like to present a most distinguished group of individuals:
Mr. Edward M. Joyce, president of CBS news, who has had an out
standing career as a news executive and award-winning reporter.
He has been with CBS since 1954. Next, John Chancellor, senior 
commentator for NBC Nightly News and one of the most respected
journalists in broadcasting. His 30-year career with NBC has been
marked by well-deserved recognition for his outstanding contribu
tions to television news. 

Finally, David Brinkley, senior correspondent with ABC news.
His name is virtually synonymous with the best of broadcast re
porting. During his 40-year career, he has won every major broad
casting award, including 10 Emmys. 

Gentlemen, we are most pleased to have the benefit of your testi
mony this morning. Mr. Joyce, you may proceed. 

TESTIMONY OF EDWARD JOYCE, PRESIDENT, CBS NEWS, JOHN 
CHANCELLOR, SENIOR COMMENTATOR, NBC NEWS, DAVID 
BRINKLEY, SENIOR CORRESPONDENT, ABC NEWS 
Mr. JOYCE. Thank you. I welcome the opportunity to present the 

views of CBS News on the restrictions imposed on press coverage of 
Grenada. On October 25, the United States and six Caribbean na
tions invaded the island of Grenada. On that day the United States
introduced a new relationship with the press, a relationship virtu
ally unknown in U.S. history. The press restrictions imposed by our
Government on Grenada news coverage prevented the press from 
gathering and reporting to the public. By denying access as the 
Government did in Grenada, it also denied to the public the ability
to receive information gathered by an independent press. Instead, 
the American public received only the information the Govern
ment wanted it to receive. This is not what a free society is all 
about. 

From the outset, the Government declared that it was not safe 
for the press to be in a war zone. Thus, at a time when CBS news
had more than 2 dozen of its people in war-torn Lebanon, we were
told that we could not go to Grenada because the military could
not guarantee our safety. 

But whatever the rationale, the public, which received firsthand
information from the press in Vietnam, in Korea and in World 
War II, was denied firsthand reporting from Grenada. I submit 
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that is intolerable. I want to emphasize that the American press is
a responsible press. We are not seeking to report military secrets.
We are not seeking to jeopardize lives. But those interests could
have been protected without resorting to the unprecedented censor
ship that the President imposed in Grenada.

Last Sunday the military commander of the American task force
in Grenada said the decision to keep out the press was his, that it
would do no good to protest at higher levels. Indeed, the Secretary
of Defense last week said that he would not overrule the military
on this issue. Last week a number of us watched his satellite feed 
in which an Australian journalist told his countrymen, we have 
just seen the end of 200 years of press freedom in the United 
States. I hope that the Australian journalist was overreacting. But
I am seriously concerned that we may indeed be witnessing the
dawn of a new era of censorship, of manipulation of the press, of
considering the media the handmaiden of Government to spoon
feed the public with Government-approved information. 

If the Government is permitted to abrogate the first amendment
at will to the detriment of not simply the press but the public as
well, I am concerned that such action will be taken again and 
again and again whenever a government wishes to keep the public
in the dark. 

I find it ironic that this hearing is taking place 1 month to the
day after representatives of some 60 print and broadcast organiza
tions from 25 countries meeting in Talloires, France, condemn at
tempts to regulate news content. That meeting was arranged, in
part, by American press groups, notably the World Press Freedom
Committee, and included Third World countries. They were attack
ing efforts to regulate news content, then largely led by the Soviet
Union. 

The press has covered virtually every war fought by this country.
In its coverage, the press has served as a ratifying factor in report
ing to the public what has occurred. Indeed, from World War II to
now, more than 125 correspondents have been killed while covering
wars in which the United States has been involved. We do not 
cover wars from hotel rooms far behind the lines of battle. We do 
not wish to cover wars on the basis of handouts from the Pentagon. 

One CBS news correspondent was told by two colonels at the
Pentagon that, "We learned a lesson from the British in the Falk
lands." Well, that lesson was censorship. CBS news protested that
action in a letter to the Secretary of Defense on October 25. There
has been no reply.

On the third day of the invasion, the Pentagon began to release
its own film, which clearly represented what the Government 
wanted the public to see and believe. It may have been an accurate
portrayal. Without the presence in Grenada of a free and independ
ent press, America will never really know.

When the press was finally admitted to Grenada, for several 
days it was compelled to operate in the most limited and restricted
fashion. We saw what our Government wanted us to see, when our
Government wanted to see it, for as long as our Government 
deemed appropriate. It was not until the sixth day of the invasion
that the press was allowed to cover Grenada in a more meaningful
fashion. 
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We at CBS news are concerned, frustrated, and saddened by the
press restrictions of the past week. We are concerned by the repres
sive actions of the Government toward the press. We are frustrated
because we were not able to do the reporting job the public expects
of us and we expect of ourselves. And we are saddened to bear wit
ness to this new, unchecked censorship leading to an off-the-record 
war. 

Thank you, Mr. Chairman.
[Complete statement follows:] 

PREPARED STATEMENT OF EDWARD M. JOYCE, PRESIDENT, CBS NEWS 

I welcome the opportunity to present the views of CBS News on the restrictions 
imposed on press coverage of Grenada. 

On October 25, the United States and six Caribbean nations invaded the island of 
Grenada. On that day, the U.S. introduced a new relationship with the press, a rela
tionship virtually unknown in U.S. history. 

The press restrictions imposed by our Government on Grenada coverage prevent
ed the press from gathering and reporting the news to the public. By denying 
access, as the Government did in Grenada, it also denied to the public the ability to 
receive information gathered by an independent press. Instead, the American public 
received only the information the Government wanted it to receive. This is not what 
a free society is all about. 

From the outset, the Government declared that it was not safe for the press to be 
in a war zone. Thus, at a time when CBS News had more than two dozen of its 
people in war-torn Lebanon, we were told that we could not go to Grenada because 
the military could not guarantee our safety. But whatever the rationale, the 
public—which received first-hand information from the press in Vietnam, in Korea, 
and in World War II—was denied first-hand reporting from Grenada. I submit that 
is intolerable. 

I want to emphasize that the American press is a responsible press. We are not 
seeking to report military secrets. We are not seeking to jeopardize lives. But those 
interests could have been protested without resorting to the unprecedented censor
ship that the Government imposed in Grenada. 

Last Sunday, the military commander of the American task force in Grenada said 
the decision to keep out the press was his, that it would do no good to protest at 
higher levels. Indeed, the Secretary of Defense last week said that he would not 
overrule the military on this issue. 

Last week a number of us watched a satellite feed in which an Australian jour
nalist told his countrymen we have just seer, the end of 200 years of press freedom 
in the United States. 

I hope that the Australian journalist was overreacting, but I am seriously con
cerned that we may indeed be witnessing the dawn of a new era of censorship, of 
manipulation of the press, of considering the media the handmaiden of government 
to spoon feed the public with Government-approved information. If the Government 
is permitted to abrogate the first amendment at will, to the detriment of not simply 
the press but the public as well, I am concerned that such action will be taken again 
and again, whenever a Government wishes to keep the public in the dark. 

I find it ironic that this hearing is taking place 1 month to the day after repre
sentatives of some 60 print and broadcast organizations from 25 countries, meeting 
in Talloires, France, condemned attempts to regulate news content. That meeting 
was arranged, in part, by American press groups, notably the World Press Freedom 
Committee, and included third world countries. They were attacking efforts to regu
late news content, then largely led by the Soviet Union. 

The press has covered literally every war fought by this country. In its coverage, 
the press has served as a ratifying factor in reporting to the public what has oc
curred. Indeed, from World War II to now, 125 correspondents have been killed 
while covering wars in which the U.S. has been involved. We do not cover wars 
from hotel rooms far behind the lines of battle; we do not wish to cover wars on the 
basis of hand-outs from the Pentagon. 

One CBS News correspondent was told by two colonels at the Pentagon that we 
learned a lesson from the British in the Falklands. That lesson was censorship. CBS 
News protested that action in a letter to the Secretary of Defense on October 25. 
There has been no reply. 
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On the third day of the invasion, the Pentagon began to release its own film 
which clearly represented what the Government wanted the public to see and be
lieve. It may have been an accurate portrayal. Without the presence in Grenada of 
a free and independent press, America will never really know. 

When the press was finally admitted to Grenada, for several days it was com
pelled to operate in the most limited and restricted fashion. We saw what our Gov
ernment wanted us to see, when our Government wanted us to see it, for as long as 
our Government deemed appropriate. 

It was not until the sixth day of the invasion that the press was allowed to cover 
Grenada in a more meaningful fashion. 

We at CBS News are concerned, frustrated, and saddened by the press restrictions 
of the past week. 

We are concerned by the repressive actions of the Government toward the press. 
We are frustrated because we were not able to do the reporting job the public ex

pects of us and we expect of ourselves. 
We are saddened to bear witness to this new, unchecked censorship, leading to an 

off-the-record war. 

Mr. KASTENMEIER. Thank you, Mr. Joyce.
And now John Chancellor. 
Mr. CHANCELLOR. Mr. Chairman, I will not take much of your

time this morning. I am glad the subcommittee asked me to appear
because I think the problem that is being considered today affects 
one of the basic elements of a free society. It is not only the privi
lege of the American press to be present at moments of historic im
portance, it is the responsibility of the press to be there. 

The men who died in the invasion of Grenada were representing
values in American life. One of those values is the right of the citi
zenry to know what their Government is doing and to learn that 
from a free and independent press. That principle of the press as
an observer and a critic of the Government was established at the 
beginning of the United States, and it is the responsibility of all 
citizens to uphold it. 

For the subcommittee's convenience, I have attached two com
mentaries I wrote on these topics for the NBC Nightly News, al
though I appear here today as a private citizen and not a repre
sentative of the National Broadcasting Co. Thank you.

[The complete statement follows:] 

PREPARED STATEMENT OF JOHN CHANCELLOR, SENIOR COMMENTATOR, NBC NEWS 

I am glad the subcommittee asked me to appear at this hearing, because I think
the problem that is being considered today affects one of the basic elements of a free
society. 

It is not only the privilege of the American press to be present at moments of
historic importance, it is the responsibility of the press to be there. The men who
died in the invasion of Grenada were representing values in American life; one of
those values is the right of the citizenry to know what their Government is doing,
and to learn that from a free and independent press. That principle, of the press as
observer and as critic of the Government, was established at the beginning of the
United States. It is the responsibility of all citizens to uphold it. 

For the subcommittee's convenience, I have attached two commentaries I wrote 
for the NBC Nightly News which express my views, although I appear here today as
a private citizen and not a representative of the National Broadcasting Co.

Well, there's one thing you can say about the invasion of Grenada; it isn't a living 
room war. 

There are American troops in combat, fighting with Cubans, putting Russians
into custody—and not a single member of the American press allowed to observe.

The American Government is doing whatever it wants to in Grenda without any
representative of the American public watching what it's doing. No stories in your 
newspapers or magazines; no pictures in your living room.

When the British went into the Falklands they allowed a few correspondents and
cameramen to go along, a small tip of the hat to a free press. But in Grenada, the 
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Reagan administration has produced a bureaucrat's dream: do anything, no one is 
watching. 

It would have been easy for the Pentagon to take some press people along, with
no security risk.

But that's not the way the Reagan administration operates.
It lied to its own White House Press Office about Grenada. 
It don't consult the Congress, only informed it, and it ducked the serious parts of

the War Powers Act. 
This passion for secrecy is no surprise. Earlier this year, again without consulting

the Congress, the President put out the most sweeping and dictatorial censorship
directive in the history of the American Government. From now on, anyone who
reads certain classified documents is subjected to censorship for life. It is so bad that
the Senate has come out against it and the House is expected to. 

The Secretary of Defense explains American casualties in Grenada by saying, The
price of freedom is high. 

What freedom? The freedom of the American people to know what their Govern
ment is doing? 

This administration clearly doesn't believe in that. 
It is being said this week that the American government did two good things

when it invaded Granada; it beat the commies and kept out the press. The exclusion
of the press from the early days of the fighting is being cheered by some people. 

We are told that the decision to keep the press out was a purely military decision.
That is hard to believe. There is a long and honorable tradition of cooperation be
tween the American military and the American press. Never before has the press
been excluded from a military operation of this size; the decision to keep the report
ers away got into the area of politics. If there is one thing sure about life in Amer
ica it is that the military doesn't make political decisions on its own. 

We are told that the press was kept away from Grenada for its own safety. That, 
too is hard to believe. Danger is part of the job. The overseas press club says that
since 1940, 128 members of the press have died in combat covering American forces.
Their safety, or the lack of it, was up to their own news organizations. Journalists
in combat zones sign waivers absolving governments from responsbility. The Israelis
had me sign one in Lebanon last year. It's the way things work and it's the only
way that free and accurate coverage of combat can be guaranteed. 

When there's a war on, journalism can be a risky business for journalists.
But no journalism at all is risky for the country. The press, good or bad, and it's

both, is a necessary part of the process of democracy. 
Every once in a while the press gets it in the neck, which is probably healthy. But

the people who are happy that the press was kept off Grenada while the fighting
went on ought to ask themselves: do you know where your Government is, and what
it's up to? Without the press, you can only put your faith in the official version. 

Mr. KASTENMEIER. Thank you, Mr. Chancellor. 
And now, Mr. David Brinkley. 
Mr. BRINKLEY. Mr. Chairman and members of the committee, 

speaking for ABC News, I would like to thank you for allowing us 
to appear. 

We have been given two reasons for the Defense Department's 
refusal to allow reporters in Grenada: First, the security of the op
eration itself; second, safety of the reporters themselves. 

As to the first, security could easily have been maintained by the
armed services by controlling, as they do control, all means of com
munication between Grenada and the United States. Beyond that, 
reporters could have been taken ashore an hour or so after the op
eration began and when it was no longer a secret. 

As for the second point, physical safety of the reporters, every 
one in our business has always understood there is risk and danger 
in covering military operations and in the past everyone of us has
been willing to sign a statement relieving the military of any re
sponsibility for us. Everyone understood that in Vietnam, where I 
believe more than 100 journalists were killed and many more in
jured and no one to my knowledge has ever attempted to blame the 
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military. So security could easily have been controlled, as it has 
been in the past. 

As for the physical safety of our reporters, that is a question the
military has raised. But we never have. Probably it is in the nature
of military commanders, their profession being what it is, to want
theater operations to be cleared of all but military people. Civil
ians, including the press, I suspect are seen as an impediment, 
excess baggage, generally in the way, and therefore not welcome. 

Well, we place great responsibility upon our military leaders and
demand of them a very high level of performance in difficult cir
cumstances. And in that light, their attitude may, to some extent,
be understandable. But in my view, it is still bad policy, since any 
military operation is carried on in behalf of the American people.
And if military leaders are to have, as they must have, the support
of the American people then they must know what it is they are 
asked to support. 

There is nowhere they can learn that but from us. And they 
cannot learn it from us if we are not allowed to go there.

To conclude, I would like to quote Gen. Edward C. Meyer, who
retired this year from the Joint Chiefs of Staff, who said, "Soldiers 
should not go off to war without having the Nation behind them."
Thank you. 

[The complete statement follows:] 

PREPARED STATEMENT OF DAVID BRINKLEY, SENIOR CORRESPONDENT, ABC NEWS 

Mr. Chairman and members of the subcommittee: I have been reporting news
from Washington for many years. I first came to Washington in 1943 and I have
covered national political affairs and public policy ever since for both print and
broadcast news organizations. Through the years there have been many disputes be
tween Government and the press regarding the right of the press to look into every
corner of the Government in its search for news. The Government, no matter who is
in the White House, has resisted this relentless poking about and has tried to limit
journalists wherever it could. So the events of last week when the White House and
Pentagon severely restricted the flow of information from Grenada is just one more
unfortunate example of Government's attempts to restrict the press. My own com
pany, ABC News, was among the first to complain about the problems of covering
the operation in Grenada. Roone Arledge wrote as follows to Secretary of Defense
Weinberger on October 25, last Tuesday, the day the Rangers and Marines landed: 

Dear Secretary Weinberger: I am seeking your assistance and approval in allow
ing NBC News correspondents, camerapersons, and producers to cover the military
operation of well over 1,500 American combat forces on the island of Grenada.

The problems we are encountering are largely logistical. We would, of course, be
willing to pay our own way, provide our own transportation by sea or air, and
accept such risks we might now encounter on Grenada. I can assure you that only
our most experienced broadcast journalists and echnicians would be assigned to
this coverage. The problem at this point is permission from the Department of De
fense. 

I might argue—but I won't—that the practice of journalists accompanying Ameri
can military units into action is as old as our Nation and as old as the U.S. Ma
rines—and that the Constitutional framers gave special consideration to the func
tion of press in free society.

Suffice it to say that the U.S. troops on Grenada deserve as much coverage as the
debate in Washington over their presence there.

Awaiting your reply.
Sincerely. Roone Arledge.

There have beep two basic themes in the Pentagon's resistance: The first is secu
rity of the operation; the second is the safety of the journalists who are covering it.
Our rationale for opposing them on the second point is outlined in the letter and I
won't add to it here beyond saying that in Vietnam we took our chances in the field
with the troops and 53 newsmen were killed or are missing in the course of covering
that war. An unknown number were wounded. The best estimate on that score is 
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150 according to writer Peter Braestrup who has studied press and military oper
ations in Vietnam very closely.

The military could and should have taken journalists ashore on Grenada shortly
after the initial assault or even the next day. But so far as we can determine—and
perhaps the subcommittee would like to get testimony from the Defense Depart
ment on this point—there was never any plan for dealing with journalists.

On the matter of the security of the operation: Newsmen could have been taken
in with the first wave with the understanding they would not file until after the 
operation had commenced. This was frequently done in Vietnam and so far as I 
know there was never a compromise of a U.S. military operation traced to a journal
ist. ABC News and other news organizations have been ready, willing, and able to
charter planes and boats into the island so that arguments that the military could
not support newsmen logistically, are simply specious.

Going back to the parallels in Vietnam, there is no doubt that the press and the
military commander in Vietnam, General William Westmoreland, have differed on 
many points regarding the war, but there is no record of Westmoreland ever accus
ing the press of compromising the security of the men he commanded.

That's a remarkable record when you consider the length of the war in Vietnam,
the numbers of newsmen who covered it and the fact that they were allowed to 
roam freely about the country and write what they saw without censorship and 
with only the loosest of guidelines regarding what subjects were proscribed, e.g. 
future military operations, casualties, troop strengths and movements. 

Finally it seems to me that in a Democratic society it is essential that the people
have access to information regarding the intentions and the actions of their govern
ment. This is particularly true in the case of military operations when men and 
women are asked to support or at least to understand a policy that may lead to the
loss of their own lives or the lives of their loved ones. Last June when he retired 
from the Army after a distinguished career as Chief of Staff, General Edward C. 
Meyer said, "Soldiers should not go off to war without having the Nation behind
them." To which I would simply add, Amen General. 

Mr. KASTENMEIER. Thank you, Mr. Brinkley. 
Do the three distinguished representatives from the television 

networks believe that the print media joins you in this concern 
that you so eloquently reflect today, Mr. Joyce?

Mr. JOYCE. I think it is clear from editorials in newspapers across
the country that this is a concern that is mediawide. The "press"
we have used today is an all-inclusive phrase to include both print
and broadcast. 

Mr. CHANCELLOR. Mr. Chairman, the American Newspaper Pub
lishers Association has condemned this. The American Society of 
Newspaper Editors has condemned this action. I think there is no 
question that the media, as they are called in the United States,
are wholly together on this question. 

Mr. KASTENMEIER. I will ask one more question and then I will
yield to anyone who remains. To what extent is this action unprec
edented, or is there precedent for it in American history? And to
what extent does the fact that this was a unique operation, a brief
operation involving an invasion of a small island in the Caribbean,
make the situation so unique as to potentially justify the exclusion,
at least in the early days, of journalists? 

Mr. JOYCE. If I could begin a response and then share the table 
with my colleagues here. I asked that a call be placed to Bert 
Quint, a CBS news correspondent now based in Warsaw, Poland, 
for us. Bert covered the 1965 invasion of the Dominican Republic.
We asked Bert what the circumstances were. He said that he trav
eled from Puerto Rico by landing craft to the helicopter carrier 
Boxer and was allowed ashore 2 hours after the Marines. The Navy
flew his film each day to Puerto Rico. 
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I also talked to a CBS news producer, Sam Roberts, who says he
was flown into the Dominican Republic from Puerto Rico within 8
hours after the invasion began. That is one example.

If you go back to the example of the Second World War, in April
1944, the Supreme Headquarters Allied Expeditionary Force set
forth a governing principle for field press censorship, that the min
imum amount of information will be withheld from a public con
sistent with security.

If we take the example of Vietnam, where censorship was done
on a voluntary basis—and my source for this is Barry Zorthian,
who was the chief press officer for the U.S. Government during the
period of the Vietnam war—in Vietnam accreditation for journal
ists was lifted for security breach only six times in over 4½ years
in dealing with approximately 2,000 news media representatives. 

That there is often a tug of war between the military and the
press is an inescapable fact. During the Civil War, General Halleck
excluded reporters from one zone of conflict, but that was one zone
of a larger conflict, and correspondents did cover that war.

In 1813 Thomas Jefferson wrote that the first misfortune of the 
Revolutionary War induced emotion to suppress the account of it.
"It was," he says, "rejected with indignation," which tells you
something, I think something about the history of censorship and
something about the concept of the Founding Fathers of this 
Nation in terms of the press and the military. 

Mr. KASTENMEIER. Thank you.
I yield to the gentleman from California, Mr. Moorhead.
Mr. MOORHEAD. Thank you, Mr. Chairman.
I certainly want to welcome every one of you here this morning.

We appreciate your coming and giving this testimony. But I think
in view of the fact that each one of you believes that there should
not be censorship, both sides should be presented on each issue. I
think that there is another side to the issue, and I think it should 
be pressed. 

Usually, we have opening statements on both sides as well in
this kind of a hearing. I must admit that I find it more than a bit
alarming that we are meeting this morning to discuss, in part, free
dom of the press and sharing of information, and yet it was not
until yesterday morning that we in the minority found out that
there was going to be such a hearing stressing the Reagan adminis
tration's handling of press coverage in Grenada. And we read 
about it in the Washington Post. So if we had not been reading the
newspaper, we might not have known about it even then. 

Having said that, Mr. Chairman, I think the central issue before
us today is whether or not secrecy was needed to assure the safety
of American fighting men and protect the lives of the very people
we were being sent to rescue. I believe that it was, or at least that
a good case can be made for it.

This was a rescue mission utilizing commando tactics against an
enemy that wore civilian clothes and drove civilian vehicles. There 
was no clear battle line. In other rescue missions in recent 
memory, such as the Israeli raid on Entebbe and the attempted
Carter rescue mission in Iran, the need for secrecy was recognized 
as paramount. And the press was excluded. Yet the American 
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public was provided a full accounting of the events after the need
for secrecy had passed.

By denying access to the press, the American commander on 
Grenada ensured the safety of his men and the people he was sent
to rescue. We are all aware that the first amendment to the Consti
tution recognizes the right of free speech and the right of the press
to print anything it wants. However, there seems to be some who
fail to recognize that it does not guarantee access to information
which would jeopardize the safety of Americans.

In the last few days we have heard correspondents broadly state
that the press has covered all the Nation's wars, including World
War II, the Korean war, and Vietnam. This assertion leaves out 
several important facts. In World War II you had a system of war
correspondents who actually wore uniforms, were given the courte
sy rank of an officer, and were subjected to censorship. 

When the Korean war started, commanders did not impose cen
sorship, but when reporters were denied access to the peninsula,
newsmen asked that censorship be imposed.

Even Vietnam, with no censorship, was not entirely open to the 
press. Reporters were not along on many of the more important
and daring missions. As yet another example, reporters could only
cover the air war in Thailand by special permission; they were not
allowed free access to the Thai bases. 

We will hear testimony today from Ed Joyce that on the third 
day of the invasion the Pentagon began to release its own film 
which clearly represented what the Government wanted the public
to see and hear. On this point I think it is important to note that
the Pentagon was handing over its tapes unedited, which were shot
by young soldiers with no political bias. 

In only two instances did the Pentagon edit out small segments
of the material. At the time the tapes were released, the Pentagon
explained to the networks what the two pieces were. One was two
soldiers exchanging a password and countersign, which no responsi
ble media would want to divulge; the second segment contained pic
tures of classified communications equipment which were filmed at
the Pope Air Force Base in North Carolina before the operation
even began. Clearly, there was no attempt to influence the report
ing of events occurring in Grenada by the Pentagon. 

One final point concerns the fact that informal polls conducted
by several media outlets around the country shows public support
for the military decision on press access to Grenada by a margin of
almost 2-to-1. For instance, yesterday in our Nation's capital, chan
nel 9 conducted a poll asking the question of whether or not the
military was correct in restricting press access. Viewers responded
68 percent in favor of the military decision and 31 percent against.

I think the media needs to listen to the public on some of these
issues. But I do want to congratulate you on constantly fighting to
get the news and to get the facts. And I do not blame you one bit
for asserting the position that you do, because I do think that it is
important that the public have all the information on all kinds of
issues that they possibly can get and that both sides, even the mi
nority, be allowed to be heard.

Thank you, Mr. Chairman. 
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Mr. BRINKLEY. Mr. Moorhead, can I respond to that? You say the
polls showed the public siding with the military by 2-to-1. I am a 
little surprised. I thought it would have been 10-to-1. We are not 
the leaders in the popularity contests in the U.S., and we are well
aware of it—— 

Mr. MOORHEAD. Neither are we. 
Mr. BRINKLEY [continuing]. We are well aware of it. 
Mr. KASTENMEIER. We do have a vote on the floor. We have 

about 3 or 4 minutes to make it. You may want to comment on Mr.
Moorhead's observations, eloquently presented, reflecting the ad
ministration's position, but in view of the fact there is a vote on,
we will recess, for about five or 10 minutes. 

The committee stands in recess. 
[Recess.]

Mr. KASTENMEIER. The committee will reconvene.

The Chair would now like to yield to the gentleman from Okla


homa, Mr. Synar.
Mr. SYNAR. Thank you, Mr. Chairman, very much. 
First of all, let me welcome all four of our panelists this morning

I appreciate your comments because, as a Congressman who went
through the 48 hours during the invasion, not only were you all de
prived of information, but the information which we were able to 
obtain from DOD and the briefings we had was, at best, very limit
ed. 

I have been concerned as a Representative whether or not I can
accurately or informatively keep my people back in Oklahoma in
formed on what is going on, based upon the fact that we have had
limited information coming to us as Members of Congress and 
almost no information coming to the press. 

Let me ask you, Mr. Brinkley—and I am not old enough for this,
and I am not saying that we are showing age—but am I correct
that the press accompanied the bombing of Hiroshima and also ac
companied the invasion during D-day and that there were no leaks
on either one of those occasions? 

Mr. BRINKLEY. The two great secrets of World War II were the 
date of the invasion of France and the dropping of the atomic 
bomb. 

In the case of the invasion of France, the press was informed
well in advance. It went ashore with the troops, was shot at, killed,
along with everyone else. There was no leak.

In the case of the dropping of the atomic bomb, the second great
secret of World War II, a reporter went along on the airplane that
dropped the bomb, because the War Department—it was then—felt
someone, when it was all over, had to explain it to the public, and
they took a reporter specializing in science topics from the New 
York Times, took him along, and after it was all over he wrote sev
eral long articles in the Times explaining a concept that none of us
had ever heard of before. It worked effectively; there were no leaks. 

Mr. SYNAR. I appreciate that, and I appreciate, Mr. Chairman,
these hearings today because I think they are very important. I 
share the concern of the chairman and the panelists this morning
of the ability of the American public, which will have to support
any encounter like this, to be well-informed with accurate informa
tion. 
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I am reminded of Thomas Jefferson's comments as well. He said,
to paraphase him, that if he had a choice between the form of gov
ernment which we have and the press he would choose the press
every time. Maybe in this instance this is an example of where
that statement holds true. 

Thank you very much, Mr. Chairman.
Mr. KASTENMEIER. I thank the gentleman from Oklahoma.
The gentleman from Kansas, Mr. Glickman.
Mr. GLICKMAN. Thank you, Mr. Chairman.
In addition to the first amendment questions, on which I fully

agree with my colleague from Oklahoma, I have some questions re
garding the kinds of information that we ultimately did get, which
came from the military. I have great concern about the flow and
the quality of information that came from the military, and my 
question is: Can we trust that information? 

We didn't hear anything about the bombing of the mental hospi
tal for several days after it had occurred, and once we heard about
it, it was denied. 

The information on the troop strength was wrong, and I suppose
this comes back to the fact that there was not an independent 
source of information there at the time. 

But I would ask the question: Can we trust the information that 
we are getting?

Mr. CHANCELLOR. Well, I can respond to that. I think you can, in
all probability, Congressman, trust the information that the De
partment of Defense put out, but that was selectively released in
formation, it seems to me. 

When I was working for the USIA here in Washington, we used
to have meetings in which we would outline themes to be stressed
to make the American Government look more powerful, more sym
pathetic, more intelligent, more understanding, and these themes
would be stated in position papers, and anybody who knows the
propaganda business knows that that is how it works. 

Now, nothing that we said at the USIA was ever untrue, but it
was the arrangement of the truthful information that made the 
point, and I think in this case we saw certain themes that the Gov
ernment wanted us to see. 

We saw pictures that were quite clear and accurate and truthful
of a warehouse filled with boxes of arms that had Russian Cyrillic
markings on them. We saw troops in civilian clothes—that were de
scribed as troops—I presume they were. They didn't look like 
troops to me, but I can accept that. And as far as the hospital is 
concerned and the shifting numbers of order of battle figures, I 
think that happens in any large military operation.

But the themes were there. 
Mr. JOYCE. If I could add to that, I think there are a host of ques

tions for which we do not have independently verifiable answers,
such as who fired first. The Cubans are saying that they gave word
to their troops not to fire first.

How stiff was the Cuban opposition? Over 600 prisoners out of a
total fighting force of between 700 and 800 does not give the im
pression of having fought to the last man.

What happened to the Grenadan Army? There are no reporters
who can really answer that for us. 
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And I would like, if it is appropriate, just to respond to a couple
of points that Congressman Moorhead brought up. 

Mr. GLICKMAN. Well, I don't have very much time. If possible, let
me just ask a couple more questions, and then if there is time the
chairman will go back around again. 

I would just like to come back on a point that Congressman 
Synar asked you, Mr. Brinkley, about the censorship of press in 
previous restrictive and secretive activities. 

In any of the modern memory of the folks sitting at the table 
today, has the media ever been restricted before in the same way
that you are restricted in Grenada? 

Mr. BRINKLEY. Not to my knowledge. 
Mr. JOYCE. Not to my knowledge. I can't recall exclusion from a 

total area of conflict. 
Mr. CHANCELLOR. I think the answer is that the United States 

sent a task force of 15,000 people to invade a sovereign country. No
military operation of that size, in my experience and in my reading
of American history, has ever been done without the accompani
ment of the American press. 

Mr. GLICKMAN. OK, one final question. The Secretary of Defense
and others seem to imply that there is some danger in taking the
press into their confidence. Is there any such danger? 

Mr. BRINKLEY. There is nothing in the record to suggest it, Con
gressman. As I have said, in military operations in the past, includ
ing many a great deal bigger than this, the press has been taken
into the military's confidence in advance, and there have been no 
leaks. 

But beyond that, in those cases, as in this case, the armed serv
ices controlled communications between the battle scene and the 
outside, and so if there were a leak it would be very hard for it to
go anywhere. 

Mr. JOYCE. Congressman, it is important to remember that even
if there had been initial secrecy that still does not explain or justi
fy the information blockade that was maintained for days. Even if
several hours had gone by with an invasion which had taken place
in secrecy, obviously no plans had been made—or I will contradict
myself—apparently, plans had been made to bar the press from 
access to that island. 

Mr. GLICKMAN. Thank you, Mr. Chairman. 
Mr. KASTENMEIER. The gentleman from Ohio, Mr. DeWine. 
Mr. DEWINE. I am still out of breath, Mr. Chairman, from run

ning back from the vote. Thank you very much. 
Mr. KASTENMEIER. I hope you made it. 
Mr. DEWINE. I did, yes, sir. Thank you.
It seems to me, aren't we really, gentlemen, dealing with a bal

ancing test? Don't we in society balance every day certain interests
along with the question of access? 

I am not saying we balance freedom of speech or freedom of the 
press, but when we are talking about access, don't we balance that? 

Now, the absurd example, which may not relate at all to this, is 
a suicidal person who is going to jump off a 10-story building.
There may be some attempt to rescue that person by the police.
The press would not necessarily be right there on the scene. 
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I mean, it seems to me it is a balancing test, for example, the
situation that other countries have had, such as the Israelis/Enteb
be situation or the aborted Iranian rescue of the United States. I 
would like your comments on this and see if you agree with my
basic premise—that what we are really talking about today is how
those interests are balanced and at what point the access should be
granted. 

It seems to me that what you are saying is that access should
have been allowed much earlier in this situation than it was. The 
administration would look at the different days and say on the 
third day there were so many journalists and on the fourth day
there were so many. What you are saying is they should have been
in at a much earlier point. 

Is that a fair statement? I mean, you are not saying, are you,
that there is a total right to access? 

In other words, I don't think the American people would accept
the premise that if the safety of an American soldier would in any
way be jeopardized by the press' presence that their right to know,
the people's right to know, would take precedence over getting an
American soldier killed. 

We may not be dealing with that situation here, but just to take
it to its final example.

Could you comment on that?
Mr. BRINKLEY. Well, the American people would not accept that,

and neither would we. We have never advocated any such thing.
Again, in the case of the Grenada invasion there probably was

reason for secrecy so as to achieve surprise. There was, neverthe
less, a leak, which was down in the Caribbean. It didn't come from 
here, and it was all announced in a Caribbean newspaper the day
before. 

Secrecy, again, could have been protected by the military keep
ing control of communications, which it had and still has.

Mr. JOYCE. Congressman, there was no outcry when the raid, 
which failed, the raid to release hostages from Tehran took place.
There was no outcry that a pool camera was not aboard one of the
helicopters.

So I think your point has merit.
Mr. ABRAMS. Congressman, can I just add that it seems to me

that when you talk about rescue operations such as Entebbe and
Iran, that you do have to say that the balance is a different sort
than is involved here. 

If this had been an in-and-out rescue effort—American troops
landed, picked up students, and got out—I think we would have a
very different situation. Here was a full-fledged military force re
maining on the ground and occupying a country, and I think that
that should be borne in mind as you try to strike a balance in 
terms of when the press was allowed in to start reporting inde
pendently to the American public. 

Mr. CHANCELLOR. Congressman, I think one important point here
is that there are established procedures that go back many years
for guaranteeing that the press not report an important story. The
difference is that the press is allowed to be there and report it 
later. 
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When President Johnson visited Southeast Asia in, I think, 1966, 
the press, a pool of reporters accompanying him, was called into a
hotel room in Manila by the White House Press Office. The door 
was locked. They were told they were going to Cam Ranh Bay with
the President. They all walked out another door, virtually under
guard. Nobody complained. They went to Cam Ranh Bay. Security
was not broken on that at all. 

But the important thing for the American people was that the
press was there to observe the President in a combat zone, and the
press came back and told the American people about it. 

It doesn't have to be done the same day, and it doesn't have to be
done the same week. 

Mr. DEWINE. OK, that was, I guess, my point, and the response I
was trying to get from you was that at what point should that take
place. That, really, is what we are talking about here today. 

Mr. Chairman, if I could just have one last question for Mr. 
Joyce, and, Mr. Joyce, this is something that has bothered me for
the last several days, and I have the opportunity today to ask you
about it and I wish you could respond maybe to set my mind at
ease, or not. I don't know. 

But I heard over the weekend a story that apparently has been
circulating here in Washington. I did not see the actual broadcast,
but this has to do with, I believe, something that ran on your net
work on the news and had to do with the Soviet ship that was in a
port in Nicaragua. 

And it is my understanding that the source of the film was a
Cuban source, yet your network did not tell the viewers that fact,
and they were told that it was a source friendly to Nicaragua. 

First, I would like for you to comment and tell me if that is true.
If it is true, how do you justify that, when everything I have seen
for the last 10 days, or at least for the first few days of the inva
sion, had stamped all over it on every network that I saw that the
source was the Pentagon or U.S. Government or U.S. military? 

Mr. JOYCE. That was, indeed, a ship that Mr. Reagan had men
tioned at a news conference or a—I believe it was a press confer
ence. One of our people in Central America learned that film was
available from a free-lance crew. There were Cubans as part of that 
crew, and, indeed, it was clearly labeled in an attempt to help
viewers understand the nature of the film, that this was a source 
friendly to Nicaragua, an attempt to clearly identify it as material
that you might choose to be skeptical about. 

Mr. KASTENMEIER. The time of the gentleman has expired. 
Mr. DEWINE. But if I could have just one followup, with the 

chairman's permission?
My understanding of your testimony today then is that it was

not from the Cuban Government; the source was not the Cuban 
Government? 

Mr. JOYCE. That is correct. That is my understanding. 
Mr. DEWINE. That is your understanding? 
Mr. JOYCE. Yes. 
Mr. DEWINE. OK, thank you. 
Mr. KASTENMEIER. I would like to now call on the gentlewoman

from Colorado, Mrs. Schroeder. 
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Mrs. SCHROEDER. Thank you very much, Mr. Chairman, and I 
thank the distinguished panel for being here.

First of all, Mr. Chairman, I would like to ask unanimous con
sent to insert into the record William Safire's article "Us Against
Them" that was in the New York Times on Sunday, October 30. It
delineates a lot of the other things that have been going on in the 
attempt to control information coming out of the Government—the 
lie detectors and all other sorts of things. 

I chair the Civil Service Committee. We had intensive hearings 
on this and found that the main source of leaks were White House 
political appointees and not, A, the press or, B, bureaucrats or, C, 
others. 

So it is very important to put this in.
Mr. KASTENMEIER. Without objection, that will be received into 

the record. 
[Committee insert:] 

[From the New York Times, Sunday. Oct. 30, 1983] 

ESSAY: US AGAINST THEM 

(By William Safire) 
WASHINGTON, Oct. 29.—The same vicious virus that infected the Nixon White 

House and caused its ruin is now raging through the Reagan Administration. 
"The press is the enemy," Mr. Nixon used to say. That contempt and hatred for

an unelected elite led to the bunker mentality of Us Against Them," and then to
an obsession with leaks and the excesses of Watergate. The same baleful mood per
meates the White House and the Pentagon today. 

But this President skillfully masks his animosity toward reporters; he limits to
private counsels his denunciation of his earliest journalistic supporters as "hostile."
Not merely "critical"—the word the President uses is "hostile": They have crossed
over to the enemy, to "Them." 

To defeat "Them," he has directed a campaign now reaching crescendo:
1. Lie Detectors.—To frighten government officials away from reporters, Mr. 

Reagan signed an order making it possible for a bureaucrat to demand that his em
ployees take polygraph tests whether or not leaks have taken place or the employ
ees are under suspicion. Asked if the Administration would administer these 
random tests, Attorney General William French Smith replied, 'Why on earth 
would it do that?" But while the head of the Justice Department professed igno
rance, Deputy Assistant Attorney General Richard Willard, 35, the John Dean of
the Reagan Administration, curried favor in the Oval Office by testifying to the con
trary. 

2. Memoir Censorship.—Mr. Reagan has ordered that all government officials be 
required to sign lifetime agreements to submit future writings for Government 
clearance. This attempted rape of the First Amendment would force all outgoing of
ficeholders to plead with their replacements to allow the publication of memoirs or
informed criticism of the new administration's ploicies under this rule, if President
Reagan did not like President Carter's book he could have suppressed it. The White
House counsel stands inexcusably mute. 

3. Control of questioning.—In seeking to gut the Freedom of Information Act, in
requiring all White House officials to report to a central authority before returning
calls from reporters, and in undermining the tradition of regular press conferences,
this President has made a policy of avoiding questions that might show him out of
touch. Not since Watergate in 1974 has a healthy President avoided reporters for as
long as Mr. Reagan did this fall. 

4. Blackout of War News.—Fearful of television pictures of casualties and im
pressed by Mrs. Thatcher's management of a supine British press during what I will
now call the Melvinas war, the President dictated that coverage of his Grenada in
vasion would be handled exclusively by Pentagon press agents. He not only barred
the traditional access, but in effect kidnapped and whisked away the American re
porters on the scene. 

The excuse given for this communications power grab were false. Casper Wein
berger, with an inarticulate martinet at his side, pretended that reporting was 
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denied because of concern for journalists' safety, which is absurd: The Reagan Ad
ministration would hail the obliteration of the press corps. Another reason ad
vanced—that the military was too busy to provide the press with tender, loving 
care—is an insult calculated to enrage journalists. 

The nastiest reason, bruited about within the Reagan bunker, is that even a small 
press pool would have blabbed and cost American lives. Not only is this below the 
belt, but beside the point: We know that the Cubans knew of the invasion plans at 
least a day in advance. In fact, the absence of U.S. war correspondents has curtailed 
criticism that the Pentagon miscalculated and sent in a dangerously small initial 
invasion force. The C.I.A. should have had a team with a radio on that island a 
week before the landing. 

What has caused the Reagan men to invite a war with the press in the midst of 
two military campaigns? I should be writing today of the strategic importance of 
this timely invasion, which I favor and applaud; and here I am looking at my old 
friend Cap Weinberger with dismay. He is an intelligent buman being, a good man, 
a patriot; and now he is declaring a willingness to obstruct military justice by ruling 
out a court-martial in Lebanon; professing his abdication of control of the military 
on press coverage, which is a matter of public policy, and—in my sorrowful opin
ion—lying through tight lips about why he barred the press from the battlefield in 
Grenada. 

Perhaps Cap is driven by a desire to reaffirm membership in Mr. Reagan's Us 
Since the press hates Us, he can indulge in the politically popular hatred and har
rassment of Them. 

Count me among Them. I wish my former colleagues now in the bunker would 
remember Mr. Nixon's words in his farewell: "Those who hate you don't win unless 
you hate them—and then you destroyed yourself." 

Mrs. SCHROEDER. Let me then build a little bit upon this because
what Safire is intimating is that this administration is carrying on
Nixon's war against the press. That is, you do something terribly
popular, you control the news coming out, and then you unleash
your guns on the press.

I think all of you must be aware that your being here this morn
ing puts you in a very difficult position. Do you feel that you are
kind of losing the war at the moment with the American popula
tion on this issue? 

Mr. CHANCELLOR. Well, I will start the responses. I think we are
losing the war, and we are in danger, I think, of losing the whole
business, but it seems to me, Congresswoman, it goes beyond the
press versus the Reagan administration, and I would like to speak
to that. 

In the last year or two we have seen three of the world's most
notable democracies bottle up information going to their people.

The Israelis, one of the world's most respected democracies, in
their invasion of Lebanon, used political censorship early in that
conflict. 

The British, the mother of Parliaments, used political censorship
and actually deliberately misled its own pool reporters, the British
reporters, in the invasion of the Falklands. That was censorship.

And now we find in a major and historic moment in American
history the press was denied access when it was most needed by
the United States. 

So it is not a question of our complaining about President 
Reagan and his men. I think the press all around the civilized,
world has a problem when our beloved democracies are beginning
to impose censorship on us.

Mrs. SCHROEDER. And the response to that is going to be that,
well, the Russians do it, and after doing it they appear to be win
ning, the world must have changed. 
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Now, how do you respond to that, I think what is going on in the
American mindset, is that, look, we didn't let the press there. They
are all yelling about it, but this is one we won, and maybe we
shouldn't ever let them in because that is how we win? 

Mr. CHANCELLOR. Well, that is certainly a point of view that any
bureaucrat would subscribe to. We know that. I mean, the press is
one of those—it is kind of the vermiform appendix of democracy,
you know, but yet I think it is a very important thing to have.

Most governments would like to exist without the press, and I
think it is the role of the Congress in the United States, of Parlia
ment in Britain, of the Knesset in Israel to fight against this on
behalf of the press.

We can complain, but I think, as Congressman Moorhead rightly
pointed out, a survey was 2 to 1 against us, and I think my mail is
running 8 or 10 to 1 against the positions I have taken. 

Mr. JOYCE. Congresswoman, if I might respond.
If the events of the past few days had not taken place, I would

today be at Warwick Castle in London taking part in a seminar
with a number of representatives of the press from around the 
world and a number of world leaders, and the subject, ironically,
was to be, and still will be without my presence, media and the cov
erage of war. 

And as I began to prepare for that, I thought, truly, the differ
ence between the American and the British system, particularly
with their experience in the Falklands, will emerge, and I must say
I felt rather smug because ours is a country founded by people who
realized from their own bitter experience that if the crown could
control the monopoly of information, maintain a hold on the infor
mation flow to the Nation then freedom would always be at peril,
and they were determined to give us a society where that would
not be the case, and it seems to me that is a very precious heritage,
one we need to treasure and one we need to protect. 

And I have thought frequently over the past few days that if I
were able to take part in that seminar in Great Britain I would
hardly feel as smug.

Mrs. SCHROEDER. I totally agree with you, but I think the thing I
am so distressed about is it has been tarnished, and I think Mr.
Chancellor so eloquently said it isn't just this administration, every
politician, everybody would like to control the press.

But the appearance now worldwide has been the way you win is
by controlling the press. So those of us who believe in the first
amendment and the Jeffersonian principles and think it is so es
sential are now on the defensive. 

Mr. JOYCE. Well, it seems to—— 
Mr. KASTENMEIER. I am sorry, the time of the gentlewoman has 

expired.
Did you wish to—— 
Mr. JOYCE. I just wanted to say that it seems to me that there

are not only disturbing implications domestically, but as someone
who runs a worldwide news gathering organization, I do have con
cerns about our people overseas who, dealing in some very difficult
parts of the world, have been able to say we are the American
press and this is the way we do business. I am worried they will
have a more difficult time in the future. 

40-209 O - 85 - 2 
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Mr. KASTENMEIER. NOW, I would like to call on the gentleman 
from Michigan, Mr. Sawyer.

Mr. SAWYER. Thank you, Mr. Chairman. 
Well, having listened to Mr. Chancellor's diatribe on Monday 

night, I am delighted to hear that your mail is running 8 to 1 
against you. [Laughter.]

Now, I am not a letterwriter, but I came awfully close to writing
one on that, and it is refreshing that the public responds well.

We didn't have any media along on the Iranian rescue attempt,
did we? 

Mr. CHANCELLOR. NO, sir; but the fact is that the press did not
complain that it wasn't asked on that mission. That is a very key
point.

Mr. SAWYER. Well, that was a rescue mission, wasn't it? 
Mr. CHANCELLOR. That is right. 
Mr. SAWYER. And that is what the administration says that this

was as far as the students were concerned. I mean, you maybe dis
agree with that, but that was their position on it, as I understand 
it. 

Mr. BRINKLEY. Well, the Iranian rescue attempt was very small 
and very brief. It was all over in a few hours. 

Mr. SAWYER. Well, that is because it was bungled. 
Mr. BRINKLEY. Well, OK. 
Mr. SAWYER. It may have been quite an extended operation if it

had not run into the disaster. 
Mr. BRINKLEY. But it was still small. 
Mr. JOYCE. I don't think, sir, with all respect, it was projected as

an extended mission. I don't think there was any thought of hold
ing Tehran or holding a section of Tehran.

Mr. SAWYER. IS it the size that governs then whether the media
ought to be present or not?

Mr. JOYCE. Well, I think, sir, while you were out of the room on
other business we—— 

Mr. SAWYER. I was out of the room to vote. There was a vote on 
on the floor. 

Mr. JOYCE. Yes, sir; I understand that. 
I think a number of us did make the point that none of us sitting

here today is saying that there cannot be secrecy, that we object to
a concept of military secrecy.

Mr. SAWYER. But where is the size cutoff? I mean, how big a
group, before all of a sudden, you need the media, and how small a
one so that you don't need them?

Mr. BRINKLEY. I don't think it is a question of size, Congressman. 
Mr. SAWYER. Well, I thought that was the point somebody made,

that the Iranian thing was small.
Mr. JOYCE. Small and of short duration. 
Mr. BRINKLEY. We did, we did. It was a small operation. 
Mr. SAWYER. Well, it was of short duration This could have been 

of short duration, too, if it had been a disaster, I presume.
Did the Israeli—or did any press cover Entebbe?
Mr. BRINKLEY. I don't think so. 
Mr. CHANCELLOR. NO, sir; but the point is, Congressman, that if

Israel had used 15,000 troops to rescue their nationals at Entebbe
and had stayed on to occupy parts of the country, I can guarantee 
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you that there would have been at least a pool, and a sizeable pool,
of the Israeli press along with those 15,000 Israelis.

Mr. SAWYER. Well, then you do fix a size cutoff somewhere then.
Where do you fix it?

Mr. ABRAMS. Congressman, I think it is size and duration of the 
operation, too.

Mr. SAWYER. Oh, both size and duration? 
Mr. ABRAMS. Yes, and if the Israelis were taking Uganda, throw

ing out the government there, and installing their own govern
ment, it might have been a different case.

Mr. SAWYER. Actually, didn't—and maybe a far more important 
episode in the world picture—didn't Kissinger go totally unbe
knownst to Beijing and open the gateway to the Chinese Govern
ment without the press having any idea of where he even was, 
thinking he was somewhere different? 

Mr. BRINKLEY. Yes. Yes, he did, but it was not a military mis
sion. 

Mr. SAWYER. Well, then is a mission that opens up communica
tions between China and the West of less press moment or world
moment, news moment, than the invasion of a little island in the 
Caribbean? Is that your view? 

Mr. BRINKLEY. Probably not, but it was not a military mission. It
was a visit by a diplomat to a capital with which at that time we
had no diplomatic relations, in secrecy, and was rather brief, and 
as soon as it was over we were told all about it. 

Mr. SAWYER. Well, I yield back, Mr. Chairman. 
Mr. KASTENMEIER. The gentleman from Connecticut, Mr. Morri

son. 
Mr. MORRISON. Thank you, Mr. Chairman.
I would like to focus just for a minute on your perceptions about

the degree to which we were denied an accurate picture of what
went on in Grenada by the exclusion of the press, beyond the prin
ciple, from the information that is available to you now, that there
has been some limited amount of access. 

Any one of you that would like to comment on that?
Mr. BRINKLEY. Ed, why don't you do that? 
Mr. JOYCE. IS your question pointing toward unanswered ques

tions which remain unanswered, or is it—— 
Mr. MORRISON. Well, unanswered questions and conflicts that 

you see between what you can now determine but that has been
lost to the American people in having an accurate picture by the
lack of access. 

Mr. JOYCE. Well, there are a number of unanswered questions,
some of them I mentioned a moment ago when I suspect you were
outside the chamber voting.

What about the Americans who have remained on the island and 
refused evacuation? What did they have to say during those early
days?

The performance of American military forces. I mentioned that 
there is no independent verification.

The nature of the bombing of the hospital. We had on CBS news
last night the director of the hospital, who said very clearly, in his
opinion, this was not the fault of the American military forces. It 
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was the fault of the People's Militia of Grenada who had occupied 
that building and had flown a flag.

It would have certainly been useful to have had reporters on the 
scene at that time. 

Who fired first? The question has come up because the Cubans 
claim they gave specific instructions to their people not to fire. It 
would have been valuable to have had independent verification of 
that. 

The nature of the Cuban opposition. The Grenadian Army. We 
have heard a great deal of that. There were more Grenadian than 
Cuban troops on the islands, and yet official dispatches depict the 
bulk of the resistance as coming from the Cubans. 

Was the Russian Embassy fired on? 
Getting back to the mental hospital, was enemy fire coming from 

that hospital?
All questions for which at this point we don't have answers. We 

might very well have had answers if an independent and free press 
had been operating on that island. 

And the point I guess I am making is that history may never 
catch up to the answers to some of these questions. 

Mr. MORRISON. DO you think there is any correlation between 
the overwhelming public approval, or apparent approval, of the op
eration and the lack of information from the press, independent in
formation? 

Mr. JOYCE. It is my impression at a time of military action there 
is almost always initial approval of that action. It is the nature of 
all of us Americans, who are very patriotic people. 

Mr. MORRISON. Beyond the scrutiny that these hearings are fo
cusing on this question, do you have any specific proposals of how 
Congress could constructively prevent a future occurrence like 
this? 

Mr. JOYCE. Sitting here today, sir, I really don't come with an
swers to that. I came and welcomed the opportunity to appear 
before this subcommittee because of my great concern that this not 
become a 1-week issue that occurs, that is forgotten, and that the 
military looks at as an example of a future technique they can use 
over and over and over again or, indeed, that other arms of govern
ment say this is a terrific approach. 

Mr. BRINKLEY. Mr. Morrison, it seems to me a legislative remedy 
to this would be extremely difficult.

Mr. Sawyer, for example, has asked what size military operation 
should the press be allowed to cover. Well, I don't think anybody 
could set any such standard.. 

I wish I had a better answer, but I don't. I don't know how to do 
it. I would not know how to do it legislatively if it were up to me. 

Mr. MORRISON. Mr. Chancellor. 
Mr. CHANCELLOR. Well, I have just asked Floyd Abrams, who 

knows more about the law than all the people in journalism put 
together, but I think that we have had—that the Government 
itself, the Government of the United States, has a great problem 
about censorship.

Censorship was an established method of controlling information 
that the press believed in and the Government believed in when 
people were writing with quill pens. It was a pretty effective way of 
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controlling security for the Government when we were just laying
cables across the Atlantic for telephone calls and cablegrams. But 
today, with ground stations and satellites and instant communica
tion all over the world, I think we have to think censorship out all
over again and see if the press and the Government can behave re
sponsibly toward one another in this. 

And so, I would welcome anything that the Congress could do,
and I would welcome, more than that, an agreement in some 
form—I don't know if it could be legal—in some form between the
national press and the U.S. Government on how these things ought
to be arranged because if we can't do that with fairness to both 
sides we are going to have this kind of trouble again. 

Mr. MORRISON. Thank you, Mr. Chairman. 
Mr. KASTENMEIER. Yes. Actually, Mr. Morrison raised the ques

tion that I would have raised. I suspected the answer would be that
there would be no particular recommendation, and I agree with 
you that it would be extraordinarily difficult to formulate a legisla
tive solution. 

We have devoted a great deal of time to the question of news
men's privilege nationally. In the final analysis, the journalism so
cieties and the publishers said do nothing because it would require 
a definition of who is a reporter. And rather than federally start 
putting all those things into some law which would discriminate 
against some and qualify others, it was decided that legislation was
not the answer. 

I suspect it is the case here. The vigilance will have to come from
people who believe in the first amendment, who believe in sticking
up for the press, to make a public issue of it; but I sense that there
is no easy legislative resolution for it. 

However, if anyone sees a course of action that does involve one,
we would very much like to know what it is.

Mr. Abrams, perhaps you might comment further. 
Mr. ABRAMS. Congressman Kastenmeier, I think what you are 

doing today is the best thing you could do. I think the idea of 
having hearings, the idea of talking about these things, and trying
to get people to focus on them on one side or another is about the
best beginning. 

I don't see any legislative resolution of this at all. I think, in 
part, it is a matter of mindset, and that can be changed by persua
sion. I don't think this administration was doing this to get the 
press. Russell Baker had an amusing column, suggesting that the
Grenada invasion was an effort to teach the press a lesson, but he 
was at least four-fifths kidding about it. 

I think that all we can start with is talking about it and ex
changing views and hoping that in the end people of any adminis
tration will understand and will accommodate the first amendment 
needs, not just of the press, but of the public.

Mr. KASTENMEIER. Are there further questions?
The gentleman from California, Mr. Moorhead.
Mr. MOORHEAD. I think that what we are up against is a question 

of judgment, from your answers, and I think, Mr. Brinkley, you 
had an outstanding answer that I certainly agree with, when you 

say that you can't just judge by size. It depends upon all the cir
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cumstances that surround a situation, and any administration has
to make a judgment. 

The more people you let in on a decision or a surprise attack, the
more chances there are of leaks, and I don't think the press is any 
more suspect than any other element in our society, including 
members of Congress. But the more people involved, the more 
chances there are of leaks. 

The administration made a judgment to protect their soldiers 
and their sailors, and I think it is our right to now examine that
decision. Maybe they didn't let the press in soon enough or maybe
they let it in just at exactly the right time. 

But I don't think that we as Americans should consider any one 
group, regardless of where they come down on that kind of a judg
ment, as wanting to cut back on the democracy in this country or
the freedom of information for the American people because I, as a
member of the minority, would fight for that sooner than almost 
anyone. 

We survive because the press is free and can print the positions
of both the Government and those that are not in control. So it is 
most important. 

I just think in this case the administration came down on a posi
tion. They felt that it was in the best interest of those soldiers and
marines that were going over there, and that is why they took the
position they did. 

I think that it is fine for you to say that the press should have
been allowed in sooner, and in these discussions we can best find 
the right answers for the next time this type of event comes 
around. 

I would like your comments on that.
Mr. BRINKLEY. Well, I would not disagree, Congressman. My view 

is that we should have been allowed to go into Grenada much 
sooner. It was more than 1 week. 

During that week there was a proliferation of rumors and stories
coming from all sorts of places because we were in no position to
verify any of them.

I will give you a specific example. About 1 week ago, I had a
guest on television named Caldwell Taylor, who was the last Am
bassador of Grenada to the United Nations, and I said to him, "We 
hear there are all sorts of weapons and heavy rockets and this and
that being found in your country. Why were they there? What did
you have in mind doing with them?" 

He denied they were there. He said it was lies by the American
military, which, of course, I do not accept and did not believe, but
was in no position to argue because we had no one there. All we
knew was what we had heard secondhanded from the Defense De
partment—and again I don't accuse them of lying. I would not do
that. 

But we had no independent information of our own with which
we could refute Taylor's—I am sure it was a lie he was telling. But
in any case, he said he didn't believe they were there, and if so
they had been brought in by the marines and planted, and so on.

Stories like that, which are very disruptive, spread rapidly when
there is no source for verification, as in this case. 
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Mr. JOYCE. Congressman Moorhead, first of all expressing grati
tude for your gracious and openminded examination on this sub
ject, let me submit that it appears that this invasion was not a
secret to the Soviets, not a secret to the Cubans, who knew that it 
was on its way. It was a secret to the American people.

But even accepting the premise that initial secrecy was a good
idea, was required, there was obviously some threshold that got
crossed very early on in which we move from military to political
censorship, and I think that is something that is worthy of discus
sion and, with total respect, worthy of some concern on all our 
part. 

Mr. MOORHEAD. YOU know, there is no question that there was a
leak in Guyana in which the press did report the possibility of an
invasion because they had been in on the little group of countries
down there that had been talking about what was going to happen.
But obviously, it wasn't taken seriously by the Cubans because all
of the secret papers and everything else were found intact in Gre
nada. 

The commanders hadn't gotten to their troops. They weren't or
ganized, and there was secrecy regardless of the fact that this story
had been printed in obscure newspapers of this little country a day
or two before. 

So really, there was secrecy even though there had been a leak,
and I think that is an important point. 

Mr. JOYCE. Sir, but would you agree that within hours of that in
vasion the secrecy justification had evaporated? 

Mr. MOORHEAD. I really don't know enough detailed facts to give
you an answer to that question.

Mr. CHANCELLOR. Congressman, may I just interject here that I
don't think probably any of us in this room know all those detailed
facts, and I certainly don't think we should get into a debate on the
Grenada situation until we have learned a little more about it. 

I think personally that the press was held far too long, but let 
me suggest to you, sir, that what we are talking about is the 
future. If the American Government can do this to the American 
people through its press in Grenada, maybe another administra
tion, a Democratic administration, can come along and do the same
thing again in another part of the world. 

What I think we all have to address ourselves to is some plan
under which we can have a small pool of, say, 20 people from the 
press, camera people, and reporters, that is all, that can be secretly
transported to the scene of a major involvement by the American
military, and be there with them taking the risks, as we always
have done. 

It seems to me this Republic could stand something like that.
Mr. MOORHEAD. Well, I certainly wouldn't object to that pro

gram. I think this operation came up so fast that there wasn't time
to do that. 

Mr. KASTENMEIER. The time of the gentleman has expired.
I would hope we wouldn't need that pool very often, although 

one doesn't know. 
Is the gentleman from Ohio seeking recognition?
Mr. DEWINE. Yes, very briefly, Mr. Chairman. 
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It seems to me that our testimony today, gentlemen, has brought
out how tough these decisions are, that they are factual decisions,
that they vary from case to case, and I very much appreciate your
input and your testimony here.

It just seems to me that, as I stated before, what we are dealing
with is a very tough balancing decision between access and the 
safety of either hostages or the safety of American troops who are
going in. These decisions, I think, have to be made on a case-by
case basis, and I think our discussion today has been illuminating,
and I think it will help those decisions that are made in the future. 

I do have one question, and I don't think this has been brought
out. We have been talking about when you had access, and there
has been some statements about 5 days, 6 days, a week.

I have some figures, and I just want your comments to see if they 
are, at least in your understanding, correct as far as when the 
media had access. 

It is my understanding that on the third day there were 15 jour
nalists in a pool who were in for a brief period of time. The fourth
day there were 27. The fifth day, 47. The sixth day, 172. And the
seventh day, 197.

Now, I don't expect you to respond that those are accurate or in
accurate, but is that roughly correct? Is that a fair representation
of your access to the island?

Mr. JOYCE. Yes, sir, it is my understanding that that is generally 
correct. 

If I may point out, that as you describe that third day, what hap
pened was that three network correspondents were allowed on the
island with a pool crew.

It needs to be pointed out, however, that their tour, if I might
call that—it was, indeed, a guided tour of a limited part of the 
island—did not represent the sort of access that in other battlefield
conditions reporters have had in the past.

Mr. DEWINE. Thank you, Mr. Chairman. 
Mr. SAWYER. Mr. Chairman? 
Mr. KASTENMEIER. The gentleman from Michigan. 
Mr. SAWYER. Yes. Just further reference to that third day, it was

my understanding that that group representing the three networks
were supposed to act as a pool and share the information with 
other media, and then they didn't do it.

Mr. JOYCE. That is not my understanding, sir. 
Mr. BRINKLEY. Not to my knowledge. Does anyone know more

about that than I do? 
Mr. CHANCELLOR. There was a report, Congressman, that—I am

not sure it involved people from television. I do not say that defen
sively. I think it involved some of the people who were from the 
newspapers or the wire services, who came back and in conditions
of absolute chaos, back in Barbados, as far as communications were
concerned, either did not fully brief or did not at all brief their col
leagues. 

The problem was that when the people were actually brought
back from Grenada to Barbados, there being no facilities made for
press communication on Grenada, they found only a dozen tele
phones installed, and when the reporters came back they found all
connections out of the island, Barbados, were jammed for hours. 
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The communications, frankly, has been a disgrace, and it is one
thing to take in a small pool of reporters into a combat situation,
but if they come back and nobody can file because there aren't 
enough telephones, and the military—any political campaign will 
tell you how to put in telephones—if those telephones aren't in
stalled and you have got a terrible jam-up at the press center, then
that in itself delays and impedes the free flow of information. 

Mr. SAWYER. Just one other observation. Mr. Brinkley made the
statement that no one was in there for a week. That is somewhat 
of an exaggeration. Only the first 2 days were there no press there,
and then this pool came in on the third day, and then by the time
a week was up, there were 197 journalists on the island, with the
amount growing. 

So, you know, it is a pretty good story without making it better. 
Mr. BRINKLEY. Well, if I said no one was in there for a week, ob

viously I was not correct. 
It was about a week before anyone was allowed to go in and cir

culate freely and do whatever he thought he should do. 
Mr. SAWYER. Well, on the fifth day there were 47, on the sixth 

day 172. 
Were they all just shepherded?
Mr. BRINKLEY. Essentially, those are guided tours, Congressman, 

taking them to limited places for limited times, and then flown 
back to Barbados. 

Mr. SAWYER. Thank you. I yield back, Mr. Chairman. 
Mr. KASTENMEIER. If there are no further questions—the gentle

woman from Colorado. 
Mrs. SCHROEDER. Mr. Chairman, I wanted to ask a couple more

questions trying to hit on the reasons for why this was supposed to
have happened. 

Are any of you aware of any time that the press ever revealed 
this type of information if they had it ahead of time?

In other words, part of the reason for not letting you in was sup
posedly to maintain the secrecy. 

Has there ever been documented a case where the press was in
on something and it was revealed? 

Mr. CHANCELLOR. In a book recently published by Colonel 
Harry—written by an officer named Col. Harry Summers, who 
teaches at the Army War College, there was not a single incident
of a tactical operation in the course of the Vietnam war where se
curity was broken by the American press. That is a book that came
out, I think, just last year. 

I will give one example of the ability of the press to keep secrets,
and that is that before the American hostages were released in 
Iran, before the American hostages there were released a number
of us in the press knew that some Americans had escaped early in
that ordeal and were being sheltered in a Western embassy in
Tehran. We knew that, and not a word of it appeared in the Ameri
can press or on American television or radio. 

It was a very well-kept secret for a very obvious reason. It would
have endangered lives. It was a very good and dramatic and inter
esting story, and we later learned about it when they were released
by the Canadian Embassy. But that was known by the major news 
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organizations in the United States, and not a word of it got into
public.

Mrs. SCHROEDER. So it would be fair to characterize it that no 
one is aware of any documentation of secrecy being broken on that
type of thing?

Mr. BRINKLEY. None that I know of, Congresswoman. 
Mr. JOYCE. That is my understanding. 
Mrs. SCHROEDER. My next question concerns the security of the 

newspeople. I guess what I want to know is what do you demand
from the military when you are going in. Suppose you had been no
tified ahead of time, and they were going to let you in, and assum
ing you kept the secret. What would you demand? Would you
demand extra ships or planes for your cameras? Do they do it at
their expense or your expense? What do you require? 

It almost sounds like a day care operation from the way they are
trying to characterize it. Is that what it is? Do you require special
troops to protect you? 

Mr. BRINKLEY. The only services we, in these circumstances, re
quire of the military are those we are physically or otherwise 
unable to provide for ourselves. Everything possible is done at our
expense, not theirs. 

When, in the case of Grenada, there is no commercial air service 
and no boats are available, the only way to get there is with mili
tary help. If they want to charge us for it, fine. We are happy to
pay it. We are looking for no handouts. 

Mrs. SCHROEDER. Mr. Joyce, would you pay the bill if they charge 
you?

Mr. JOYCE. Of course we would. Indeed, we pay our share of Air
Force One when the press uses Air Force One.

We had literally minutes away from Grenada a sizable contin
gent of our people on Barbados. We would have—

Mrs. SCHROEDER. And they paid to get there on their own? 
Mr. JOYCE. Yes, they did.
If the military had been unable to fly them in, we, with a charter

airplane, would have taken them in. We would have taken them in
by boat. We have reporters who would have paddled to get there.

Mrs. SCHROEDER. Would you have made them stop and put 
phones in for you on Grenada?

Mr. JOYCE. Phones? If they can do that, fine. I don't think we 
need to place the burden on the military to provide facilities for us
We ought to be in the business of providing our own facilities. 

Mrs. SCHROEDER. Has anybody in the press ever sued the military
for not providing adequate protection? Do they ask to be protected
personally? Is it like secret service? 

Mr. BRINKLEY. NO way. No one in the press has ever sued the
military. I have never heard of such a thing. 

Mr. JOYCE. NO. 
Mrs. SCHROEDER. SO actually asking for personal security is not

something you do? You figure you were there—
Mr. CHANCELLOR. Congresswoman, you sign a waiver when you

go into a combat zone if you are going in with the troops of any
government, and this is standard operating procedure all over the
world, and, indeed, on just about every police press pass that re
porter carry it says somewhere on there that you absolve that 
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police department from any responsibility for injuries you may
have while you are behind their lines, and that applies to the mili
tary, and it applies in every combat situation.

We waive our rights automatically, and they are taken up by our
own news organizations.

Mr. JOYCE. Each of us represents news organizations who have
lost people in battle, and the military has never had that kind of a
problem.

Mrs. SCHROEDER. You as the corporation carry life insurance or 
whatever? 

Mr. JOYCE. We do, indeed. 
Mrs. SCHROEDER. And so that is how you pick it up? 
Mr. JOYCE. And we carry special casualty insurance for people

who do that line of work. 
Mrs. SCHROEDER. And lastly on the Government action question

that a prior Congressman asked about, there are some things we
could do about the prior restraint things and the lie detector 
things, I think, that we could pass in the House, probably not in re
Grenada itself, but—— 

Mr. ABRAMS. Yes, Congresswoman, I think there are lots of 
things you could do. You could emulate what the Senate did and
have a rider on the appropriations bill, and that would have some
real immediate, genuine, and lasting effect.

Mrs. SCHROEDER. Thank you, Mr. Chairman. 
Mr. KASTENMEIER. Does the gentleman from Kentucky have any 

questions?
I wish to acknowledge his presence.
I have just one question of Mr. Abrams; that is, we have heard a

great deal this morning about the experience, information problem.
Can you relate this in terms of a larger experience and whether

or not you see this as any part of the pattern or should we see it
only as an isolated event?

Mr. ABRAMS. I have two observations, Congressman. First, I 
think we have to recognize the uniqueness of this country in terms
of our dedication to an open society and to information being made
available to the public generally. Not only are we different from 
the states that don't share our dedication to a free society, but we
are different from Western European states in the degree of our 
dedication to first amendment principles, to use the shorthand 
word. 

That being said, I do see this as part of a broader pattern of be
havior. It is my view that in a series of events in recent years—an
article that I wrote in the New York Times did deal with the 
Reagan administration—that when you look at the totality of be
havior with respect to the changes in the classification system,
changes which were proposed for the Freedom of Information Act,
and the new secrecy agreement, and the use of the McCarran-
Walter Act, and a variety of other things that there has been a 
change, in my view, in governmental action, and that there has
been a new mindset about this which is different in quality and 
nature than has existed before. 

We have had administrations before which have, in my view at
least, misused the McCarran Act, and in my view at least, proposed
legislation inconsistent with the first amendment, but I don't recall 
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one which has so consistently acted in a fashion inconsistent with 
the public right to information and which has a policy which one 
can talk about in so many areas which are inconsistent with that 
right and with that need. 

And so I do, for myself, view the episode with respect to Grenada 
as part of a larger discernible pattern of behavior and thinking. 

Mr. KASTENMEIER. Thank you, Mr. Abrams. I want to thank the 
panel and the committee— 

Mr. MORRISON. Mr. Chairman, would the chairman yield for just 
a question to the chairman? 

Mr. KASTENMEIER. Yes. 
Mr. MORRISON. I think that the information from this panel has 

been very helpful, but I am concerned that at the moment on our 
schedule we don't have appearances by anyone in the administra
tion, particularly the Secretary of Defense or others, who made the 
decisions about the Grenada coverage, and frankly, I find what we 
hear from the news organizations to be quite persuasive on the 
point that persuades me that there are a lot of questions that 
ought to be directed back at the Secretary of Defense and others, 
and I would hope we might include that in short order. 

Mr. KASTENMEIER. The gentleman's inquiry is very timely. I 
would like to take that matter up with my colleagues, Mr. Moor
head and others, and if we can agree on other witnesses on this 
and other subjects who would perhaps present a different perspec
tive, that would be fine. 

Mr. MORRISON. Thank you, Mr. Chairman. 
Mr. KASTENMEIER. We will work with the minority on that. 
I would like to thank you, Mr. Joyce, Mr. Chancellor, Mr. Brink-

ley, and Mr. Abrams, for your contributions today. The committee 
is indebted to you. 

Thank you very much. 
We have one other panel today. Originally we had hoped for 

three panels. We had hoped that Mr. Harrison E. Salisbury could 
come, however, he was not able to be here. 

We do have two individuals, Mr. Ralph W. McGehee, who is the 
author of a book entitled "Deadly Deceits"; and Mr. James Bam
ford, author of "The Puzzle Palace." 

Mr. Bamford holds a law degree and is a writer and lecturer. 
Both have had extensive experience with national security agen
cies; in Mr. Bamford's case, the National Security Agency, and in 
Mr. McGehee's case, the Central Intelligence Agency. Mr. McGehee 
has challenged the classification censorship system in a suit which 
was recently decided by the court of appeals for the district circuit 
in favor of the Central Intelligence Agency. 

Both of these gentlemen have personal experience with Govern
ment policies, and we are pleased to have them here. 

Mr. Bamford, would you proceed with your statement? 

TESTIMONY OF JAMES BAMFORD, AUTHOR OF "THE PUZZLE 
PALACE"; AND RALPH W. McGEHEE, FORMER CIA OFFICER, 
AUTHOR OF "DEADLY DECEITS" 
Mr. BAMFORD. Thank you, Mr. Chairman. 
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Mr. Chairman, I welcome your invitation to address the commit
tee today on the issue of Government restrictions on access to in
formation and, in particular, on how these restrictions have affect
ed the publication of my recent book on the National Security 
Agency, "The Puzzle Palace." 

"The Puzzle Palace" may be the only book in history to have 
been totally unclassified as it was being written, yet top secret by
the time it was published. And the reason for this "Alice in Won
derland" situation is the little known yet potentially sinister policy
of reclassification. 

The recent actions which the NSA took, which I shall discuss 
below, are best understood when one considers the Agency's histor
ical obsession with secrecy. Unlike the CIA, which was formed 
openly through Congress with the passage of the National Security
Act of 1947, the NSA was formed in total secrecy by a seven-page
Presidential memorandum signed by Harry Truman in 1952 and 
which even today is still top secret. 

For much of NSA's first decade, its very name and its very exist
ence was considered classified information. It was only revealed in 
1958 as a result of a spy scandal. 

Shortly after the NSA became publicly known, NSA officials suc
ceeded in slipping through Congress an extraordinary provision 
which permits the Agency to nearly deny its own existence and 
today makes it virtually immune from the Freedom of Information
Act. 

This little known subsection of an obscure NSA employment au
thorization bill, Public Law 86-36, provides: 

Nothing in this act or any other law shall be construed to require the disclosure
of the organization or any function of the National Security Agency, or any infor
mation with respect to the activities thereof, or of the names, titles, salaries, or 
number of the persons employed by such agency. 

Just to briefly give you a description of the actions that the NSA
took, in terms of my book, first of all, I had never worked for NSA.
I am an independent writer. I basically a writer with a law degree
who does research. 

The first action that the NSA took, took place when I was doing
research for the book. I submitted a Freedom of Information Act 
request to the Justice Department for some documents dealing 
with illegal NSA activities. This was under the Carter administra
tion that I requested the material. 

The material, after a 10-month review, was released to me, yet 2
years later, once the Reagan administration came into office, they
demanded that I give these very same documents back to the Gov
ernment. 

I refused to give the documents back to the Government and, as 
a result, had several meetings in Washington and Boston with 
NSA and Justice Department officials. At one point they threat
ened to use the espionage statute against me if I continued to 
refuse to return the documents. 

Again, these were documents that the previous administration 
saw fit, after 10 months of review, to release. 

I continued to refuse to give the documents back to the Govern
ment and used the documents in my book. The end result was that
the Reagan administration changed the law. The law originally 
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said once a document had been declassified it can't be reclassified. 
Well, the Reagan administration, in April of 1982, changed the law 
to say once a document has been declassified it can be reclassified. 

Mr. SAWYER. Mr. Chairman, could I just interrupt for a question? 
Mr. KASTENMEIER. Yes; sure. 
Mr. SAWYER. When you say the Reagan administration changed 

the law, how did they change the law? 
Mr. BAMFORD. I am sorry. They actually changed the Executive 

order. They didn't change the law. They changed the Executive 
order. 

Mr. SAWYER. Thank you. I yield back. 
Mr. KASTENMEIER. Fine. 
Mr. BAMFORD. The second instance took place actually after the 

book came out. What happened was that the NSA had never had a 
chance to review the book beforehand, since I never was under any 
obligation to submit the book to NSA for review. 

Well, once they obtained a copy of the book they used the foot
notes in the back of the book, and they went to one of the libraries 
which I had used extensively for documents. It was the George C. 
Marshall Research Library in Virginia. 

They went down to the library and, again using the footnotes in 
my book, they began pulling off documents and papers that I had 
quoted from, from the library, from actually the shelves of the li
brary, and began stamping those documents secret and ordering 
that the documents be locked into a vault. 

Again, this was the first time the Government had ever done 
something of this nature, and it was done under the theory of re
classification. 

The incident at the George C. Marshall Library was rather bi
zarre, since the information that they were pulling off the shelves 
and stamping secret was already quoted in more than 150,000 
copies of my book, and it was material that had for almost two or 
three decades remained unclassified on the library shelves. 

Just to conclude, I think that one of the most frightening aspects 
of the Reagan administration's war on words is the policy of reclas
sification. It would be total anarchy for historians and scholars 
who frequently spend years doing their research that if one admin
istration would be permitted to recall history by forcing these 
people to return materials released by a previous administration. 

About 350 years ago, Cardinal de Richelieu declared the principle 
under which the Reagan administration today is operating, and 
that is, "Secrecy is the first essential in the affairs of state." I 
think that is a sad commentary.

[The complete statement follows:] 
PREPARED STATEMENT OF JAMES BAMFORD 

Mr. Chairman, I welcome your invitation to address the committee today on the 
issue of government restrictions on access to information and, in particular, how 
these restrictions have affected the publication of my recent book on the National 
Security Agency, The Puzzle Palace. 

The Puzzle Palace may be the only book in history to have been totally unclassi
fied as it was being written, yet top secret by the time it was published. The reason 
for this Alice-in-Wonderland situation is the little known yet potentially sinister 
policy of reclassification. 
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The recent actions of the NSA, which I discuss below, are beat understood when
one considers the agency's historical obsession with secrecy. Unlike the CIA, which
was formed openly through Congress with the passage of the National Security Act
of 1947, the NSA was created in total secrecy by a 7-page Presidential memorandum
signed by Harry Truman in 1952 and which even today is still top secret. For much
of its first decade the existence and very name of the agency were considered classi
fied information and known to only a few senior officials. A spy scandal in 1958 fi
nally brought the agency's existence to light but its true functions were hidden
under a bland cover story. 

Shortly after the NSA became publicly known, agency officials succeeded in slip
ping through Congress an extraordinary provision which permits the agency to
nearly deny its own existence—and today makes it virtually immune from the Free
dom of Information Act. This little known subsection of an obscure NSA employ
ment authorization bill. Public Law 86-36 section 6(a), provides: "Nothing in this
Act or any other law * * * shall be construed to require the disclosure of the orga
nisation or any function of the National Security Agency, or any information with
respect to the activities thereof, or of the names, titles, salaries, or number of the
persons employed by such agency." 

Thus, under Public Law 86-36 the NSA may not only withhold classified informa
tion from the public, but even unclassified information if it so much as mentions the
agency. This law has long been the envy of other U.S. intelligence agencies. 

In the mid-1960s the NSA's obsession elevated to paranoia when officials discov
ered that David Kahn, an author, was about to include a chapter on the agency in
his forthcoming book, The Codebreakers. According to the Senate Select Committee
on Intelligence: 

The Director suggested planting disparaging review of the author's work in the 
press, and such a review was actually drafted. Also discussed were: purchasing the
copyright of the writing; hiring the author into the Government so that certain
criminal statutes would apply if the work were published; undertaking clandestine
service applications against the author, which apparently meant anything from
physical surveillance to surreptitious entry; and more explicit consideration of con
ducting a surreptitious entry at the home of the author. 

Although none of these measures were ever carried out, Kahn's name was placed
on the NSA watch list thereby subjecting much of his communications to the agen
cy's eavesdropping techniques. Also, the director of NSA secretly persuaded Macmil
lan, Kahn's publisher, to turn the manuscript over to the agency for review without
the knowledge of the author. 

The next serious attempt by an author to write about the agency was my book,
The Puzzle Palace. In 1979 I entered into a contract with Houhghton Mifflin to 
produce a well researched, heavily documented book on the history and activities of
the NSA. Because of the lack of published sources on the subject, I was forced to
depend primarily on Freedom of Information Act requests, publicly available 
records and documents, and interviews with current and former NSA officials. In all
of these areas I proved considerably more successful than NSA would have liked. As
a result, the Agency began a policy of classifying and reclassifying documents after
I had already had access to them. 

The first instance took place in late August 1980. Over the summer I had spent a
number of days at the Naval Historical Center going over annual reports from vari
ous naval stations associated with the NSA. These reports were never classified. The
usual procedure was to paperclip the items I was interested in having copied and
they would later be mailed to my home. On August 29, 1980, however, the NSA dis
covered my research at the historical center and demanded that the center send to
NSA the most recent materials I had requested. The NSA then stamped portions of
the documents secret and returned the deleted versions to me. Nevertheless, I had
taken notes from the now classified portions of the documents and therefore was
able to include this information in my book. 

The next instance of reclassification was considerably more serious. In September
1978, as I was exploring the possibility of writing a book on the NSA, I sent a Free
dom of Information Act request to the Justice Department in an attempt to obtain
information on a little known, highly secret criminal investigation into the NSA's
domestic eavesdropping operations. At the Justice Department the request went to
Robert L. Keuch, a deputy assistant attorney general in the Criminal Division. He
determined that two documents, a task force report on the investigation and the
prosecutive summary, came under the purview of my request.

Because of the classification of the documents, Top Secret Umbra, Keuch created
his own task force to review similar materials already in the public domain and to
base the declassification decision on that survey. He also decided not to submit the 
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documents to NSA or the CIA because the agencies were the principal subjects of
the investigation and he felt that allowing them to review the reports would subvert
the criminal justice system. 

After 10 months, on July 5, 1979, Keuch released the requested documents to me,
with some portions deleted.

Several months later the NSA became aware of Keuch's actions and requested
that the Justice Department send it copies of the same documents. After a review,
NSA Director Bobby R. Inman wrote to Attorney General Benjamin Civiletti, in
forming him that the documents contained still-top-secret information and that they
should never have been released without first being sent to the NSA. Civiletti, be
lieving that the documents had been properly declassified or else realizing that the
executive order on classification forbade reclassifying documents released under the
Freedom of Information Act, ignored Inman's protest. 

Two years later, however, there was a new administration and a new attorney
general and Inman's successor at NSA, Lieutenant General Lincoln D. Faurer, de
cided to try again. In a letter to Attorney General William French Smith, Faurer
requested another copy of the two Justice Department documents. Copies were sent
to both the NSA and the CIA and, as a result, the two agencies decided that por
tions on the documents should once again be stamped Top Secret. The fact that the
250 pages of documents had been in my possession for 2 years and, by then, were
cited extensively in my manuscript, seemed to make little difference. 

On July 8, 1981 the Justice Department contacted me and asked for a meeting to
discuss the documents. At the meeting Gerald A. Schroeder, a senior attorney with
the Office of Intelligence Policy and Review, explained that the Carter Administra
tion had released the documents by mistake and asked me to return them. I indicat
ed that I didn't think that that would be possible but that I would be willing to
meet with him again to further discuss the issue. That meeting with Schroeder and
two NSA officials took place in Boston at the offices of my publisher, Houghton
Mifflin Co. This time however, when it appeared I was going to decline to return the
documents, Schroeder brought up the possible use of 18 U.S.C. 793, the espionage
statute. At that point, on the advice of my attorney, Mark H. Lynch, I left the meet
ing. 

The following month I received a registered letter stating: "You are currently in
possession of classified information that requires protection against unauthorized 
disclosure * * *. Under the circumstances, I have no choice but to demand that you
return the two documents * * *. Of course, you will have a continuing obligation
not to publish or communicate the information." 

In response, we simply cited section I-607 of the Executive order on Classification
(EO 12065) which stated: "Classification may not be restored to documents already
declassified and released to the public" under the Freedom of Information Act. 

To overcome this, President Reagan on April 2, 1982, issued a new executive order
on secrecy which now gives the President or any agency head the power to reclassi
fy information previously declassified and disclosed if it is determined in writing
that (1) the information requires protection in the interest of national security, and
(2) the information may reasonably be recovered. When questioned by the press as
to the meaning of the term reasonably, the administration refused to rule out the
use of surreptitious entry. 

Because it would have been ex post facto, the Justice Department did not attempt
to enforce the new order against me and the book was published on schedule, with
out any deletions, in September 1982. That fact, however, did not deter the NSA
from their reclassification efforts. 

Using the reference notes at the back of my book, the NSA launched what one
official termed a systematic effort to track down and, if necessary, remove from
public circulation research materials about sensitive matters that were quoted in
the book. The chief target was the George C. Marshall Research Library, a private
nonprofit library on the campus of the Virginia Military Institute in Lexington, VA. 

The materials they were most interested in were the papers of William F. Fried
man, one of the founders of American cryptology and considered by many the father
of the NSA. He had retired from the NSA in 1955 and, over the years, became
greatly alarmed at the NSA's increasing, almost fanatical attitude toward secrecy.

"I had a couple of sessions yesterday with the guiding lights at [Fort] Meade," he
once wrote to a friend, "and I find the scientific climate so devastating that I am
heartsick. The root of the evil is that they have gone overboard on security."

As a result of his dismay over the NSA's attitude toward secrecy, Friedman' 
vowed never to let the NSA get hold of his books and private papers. Thus, Fried
man wrote to a long time friend: 
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Without doubt you will wonder: Why did I choose to bequeath our collecton to the
George C. Marshall Foundation? Why not NSA? Or the Library of Congress? Or
some other government institution? As to NSA we know that the Collection would
not be available to scholars and students there, because no one—but no one—with
out a high-degree clearance can even enter its portals. The Library of Congress
would disperse the items—they don't have the funds to keep collections intact, and
duplicates of items on their own shelves would be sold or given away to some other
library in exchange for an item the L. of C. might lack. At any rate the Friedman
Collection will be kept intack at the Marshall Foundation and available for serious
scholars. 

Friedman died on November 2, 1969, and within a year or two the entire collec
tion was shipped to the Marshall Library. Prior to the papers being opened to the
public, however, the NSA visited the library and went through the collection. They
pulled out two categories of papers and ordered that they be kept locked in a vault
and never released. The first category consisted of classified documents which the
NSA had agreed to hold for Friedman at Fort Meade. The second, however, despite
the wishes of the late cryptologist consisted of totally unclassified, private corre
spondence between Friedman and other private citizens. 

Nevertheless, despite the NSA restrictions, the library allowed me to review and
make copies of Friedman's unclassified personal correspondence files. These consist
ed mostly of letters to and from other private citizens about family matters and per
sonal feelings about the NSA. Nothing in the letters, which were dated mostly from
1955 until 1965, could be considered in any way damaging to the national security
and I therefore quoted from them extensively in my book. 

Seeing my references to the Friedman letters, the NSA in April of this year went
back down to the library and again pulled many of Friedman's unclassified letters
and papers from the open shelves, stamped them secret, and locked them in the
vault. This despite the Reagan administration's own executive order on secrecy 
which limits classification to material that is owned by, produced by or for, or is
under the control of the United States Government. 

Thus, although the letters and documents, unclassified for two to three decades,
are quoted in more that 150,000 copies of my book, the NSA insists that they 
remain "secret." "Just because information has been published doesn't mean it 
should no longer be classified," said NSA Director Faurer.

In the Reagan administration's war on words there is perhaps no issue more 
frightening than the issue of reclassfication. It would be total anarchy for histori
ans and scholars, who frequently spend years on their research, if one administra
tion would be permitted to recall history by forcing them to return materials re
leased by a previous administration. The NSA offers a perfect example of what hap
pens when an agency is allowed to run wild with the classification stamp. It is a 
choice of history or hysteria. 

About 350 years ago Cardinal de Richelieu declared the principle under which the
Reagan Administration currently operates: "Secrecy is the first essential in affairs
of the State." 

Mr. KASTENMEIER. Thank you, Mr. Bamford. 
I am sorry, I did misrepresent that you once had worked for the

National Security Agency. In fact, you had not; is that correct? 
Mr. BAMFORD. That is true. 
Mr. KASTENMEIER. Yes. 
Now, Mr. Ralph McGehee, will you proceed, sir? 
Mr. MCGEHEE. Thank you, Mr. Chairman. 
I appreciate the invitation to appear before the subcommittee to

discuss my experiences with the CIA's prepublication review re
quirement. 

I am a retired CIA officer who earned numerous awards and 
medals, including the prestigious Career Intelligence Medal.

During my last 10 years with the CIA, I protested false informa
tion on Vietnam. The deficiencies that created Vietnam permeate 
CIA operations, and I felt an imperative to tell this to the Ameri
can people and wrote a book about my experiences. The book did 
not attempt to reveal the identities of my associates or other classi
fied information. 
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I had opted for early retirement in 1977 and immediately began
research for a book. I was confused about how to proceed. I couldn't
contact publisher, for anything I might tell him might violate pre
publication review restrictions. 

So I decided to work alone without benefit of a contract or guid
ance from an editor. This was a mistake that cost me 2 years of
misguided effort. 

In February 1980, following 3 years of research and writing, I
submitted a manuscript to the CIA. A month later the Agency's
Publications Review Board notified that it had identified 397 classi
fied items. These ranged in length from one word to several pages. 

Over the next weeks I worked with a representative of the PRB
to prove that those deleted passages did not contain classified infor
mation. I sourced my claims primarily to information appearing in
the cleared writings of other Agency authors, such as Colby and
Cline and Dulles. 

We agreed on a number of revisions, and I rewrote the text ac
cordingly. Dismayed that I had defeated its claims of secrecy, the
PRB reversed earlier decisions and began classifying information
that only a short time before it said was not classified. This forced
me to again prove many of those claims false and to rewrite the 
text. 

Finally, I overcame all objections, and for the first time I had a
manuscript to shop around to publishers. Sheridan Square Publica
tions agreed to publish the manuscript only if I would rewrite it as
an autobiography, and to do this I prepared an outline as an aid. In
the transmitting letter I said I wanted the outline for discussions
with an editor, following which I would rewrite and resubmit the
manuscript to the CIA. 

The PRB refused to deal with the manuscript, yet a little while
later they found out that I was going to speak before an academic
association, and they requested my speech, even if it was only in
outline form—serving a double standard there. 

After I had submitted three chapters of the rewrite, the PRB de
manded that I complete the entire book before it would release any
of the material. I then had to go about rewriting the text without
the opportunity of consulting with an editor.

Led by William Casey, the CIA in early 1982 decided, regardless
of the legalities, to stop my book. It was not going to let me publish
the book. 

It attempted to do this by reclassifying everything of substance
that was in my first chapter. When I pointed out that this violated
the Executive order then in existence, the PRB responded, "That is
too bad, we are doing it anyhow."

The CIA was determined to prevent publication of my expose. It
ruled that the entire second chapter was classified, and the second
chapter dealt primarily with my personal life, my family life.

I contacted the Washington Post and the subsequent public expo
sure forced the CIA to relent. If the Post had decided not to run 
the story, my book would have died there.

Embarrassed by the Post article, the PRB assigned a representa
tive to work with me. Finally, in mid-1982, after more than 5 years
of struggle, I had a cleared manuscript. 
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It was only intense anger and bitterness over Vietnam and a cer
tainty that we would repeat that mistake that motivated me to 
fight the CIA. At various times I felt defeated and just stopped all
my efforts. 

But ultimately, anger and concern drove me on. Others who 
don't have this same overwhelming issue certainly will not endure
the frustration. 

The CIA claims that it does not use prepublication review to con
ceal violations of law or to prevent embarrassment. For me it did
just that. 

The CIA further asserts that it follows the paramount principle
of evenhanded and fair treatment for all authors. This is demon
strably not true, and I know of authors it has assisted in writing
their books. 

Since 1977, the CIA has processed more than 62,000 pages of ma
terial, but it does not maintain an institutional memory of released
information. This is a deliberate attempt to keep its capability low
so it will not have to use that capability when dealing with critics. 

Magazines have requested me to write articles very recently. One
time I wrote an article, and set up a schedule to deliver it to the
legal counsel of the CIA. On reflection I thought if I turn this in
then the Agency is going to classify this information, and I will
lose my right to even discuss it. At that point it was a nebulous 
issue whether it was classified or not. I assumed it wasn't, but if 
they ruled it classified, then I couldn't even discuss it. 

Other occasions, I have wanted to write Op-ed pieces and letters
to the editors, but I have always stopped because I fear now if I go
back to the PRB they are going to classify overt information and
stop me from even discussing these issues. 

I think it is particularly relevant to relate some of the things
that happened to me as I tried to live up to all the strictures of the
secrecy agreement that I had signed in 1952. My efforts met only
with CIA suspicion. I was placed under surveillance. My phone is 
tapped, and my mail has probably been opened. 

Blatant surveillance is conducted not to determine my actions, 
but to frighten me into silence. Agency security people have 
walked my heels in supermarkets, sit in cars near my house, and
probably entered my hotel room and removed documents. I have 
been harassed overseas. 

On one occasion a phone monitor was getting a little bit upset at
what was being said, and he broke in and started interjecting his
objections. 

Intimidation is the purpose of all this activity, and I am well 
aware that Big Brother is watching.

From my experience, I conclude that the CIA, reacting as any
bureaucracy, uses prepublication review and spurious claims of na
tional security to prevent the American people from learning of its
illegal and embarrassing operations. It attempts to deny to the 
American people information essential to the good of the Nation 
and to our democratic processes. 

The CIA's efforts demonstrate what we can expect from other 
agencies, given the same authority under President Reagan's Exec
utive order. 
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The national security state regards truth as its greatest enemy
and cries national security to destroy our freedoms. I fervently
hope that something can be done to prevent this from happening.

Thank you, Mr. Chairman.
[The complete statement follows:] 

PREPARED STATEMENT OF RALPH W. MCGEHEE, AUTHOR OF DEADLY DECEITS—MY 25 
YEARS IN THE CIA 

I appreciate the invitation to appear before the subcommittee to discuss my expe
rience with the Central Intelligence Agency's prepublication review requirement.
The issue is of paramount importance as President Reagan's March, 1983 Executive
order places hundreds of thousands of Government employees under identical con
straints. Supreme Court decisions and liberal interpretations of the executive order
could extend life-long prepublication review constraints over an additional several 
million government employees and employees of firms doing classified Government
work. This is a major threat to our constitutionally guaranteed right of free speech
and forbodes the approach of 1984 and the national security state. 

I am a retired CIA officer who earned numerous awards and medals including the
prestigious Career Intelligence Medal. During my last 10 years with the CIA I pro
tested its false information on Vietnam. The deficiencies that created the Vietnam 
war permeate CIA operations and I felt it imperative to tell this to the American
people and wrote a book about my experiences. The book did not attempt to reveal
the identities of my associates or other classified information. In an ensuing 2-year
battle with CIA censors Mark Lynch an attorney with the American Civil Liberties
Union provided advice and excellent legal support. 

I had opted for early retirement in 1977 and immediately began research for a 
book. I feared possible CIA retribution if it discovered I was writing an expose and
attempted to keep my activities secret from friends and from family members not
living at home. My fears were justified as the CIA soon discovered what I was doing
and placed me under close, intimidating, multiple types of surveillance. A surveil
lance that continues to this day. 

I was confused about how to proceed. I could not contact a publisher for anything
I might tell him might violate prepublication review restrictions. I decided to work
alone without benefit of a contract or guidance from an editor. This was a mistake
that cost 2 years of misguided effort.

On February 26, 1980 following 3 years of research and writing, I submitted a 
manuscript to the CIA. A month later the publications Review Board [PRB] notified
me that it had identified 397 classified items in the text varying in length from one
word to several pages. Over the next weeks I worked with a representative of the
PRB to prove that those deleted passages did not contain classified information. I 
sourced my claims primarily to information appearing in the cleared writings of
other agency authors. We agreed on a number of revisions and I rewrote the text 
accordingly. Dismayed that I had defeated it claims of secrecy the PRB reversed ear
lier decisions and began classifying information that only a short time before it had
judged to be not classified. This forced me to again prove many of those claims false 
and to rewrite the text. Finally I overcame all objections and for the first time I had
a manuscript, truncated as it was, to shop around to publishers. 

The search for a publisher was a long time-consuming effort. Many publishers ad
mitted I had a viable manuscript but all said it needed better focus and rewriting:
None but a small ideologically-motivated publisher would risk the time and uncer
tainty of battling the CIA's review process.

Sheridan Square publications agreed to publish the manuscript only if I would re
write it as an autobiography. As an aid I prepared a 50-page outline and sent it to
the PRB. In the transmitting letter I advised that I only wanted the outline for dis
cussions with an editor following which I would rewrite and resubmit the manu
script. The PRB refused to deal with an outline. (Yet a few weeks later the CIA
learned that I was to give a speech to the Association of Asian studies and sent me
a registered letter advising that I must submit the speech for review even if only in
outline form.) After I had submitted three chapters the PRB demanded that I com
plete the entire rewrite before it would release any material. I then had to rewrite
the remaining text without the opportunity of consulting my editor.

Led by William Casey the CIA in early 1982 decided regardless of the legalities to
stop my book. It attempted to do this by reclassifying everything of substance that 
was in my first chapter. When I pointed out that Executive Order 12065, then in 
effect, section 1-607 said "classification may not be restored to a document already, 
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declassified and released to the public under this order and prior orders." the PRB
responded in essence that that was tough.

The PRB had ruled that I could not discuss my training or the training site at
Camp Peary even though such topics had been declassified and well publicized.
More oddly the PRB ruled that details of the personality test it gives recruits were
classified. Yet a proprietary company had copyrighted and published the test. Also,
Jack Anderson's column had carried, in over 1,000 newspapers, those same details
that the CIA was claiming were classified.

I appealed those and other decisions to Admiral Inman then the Deputy Director
of the CIA. He recognized the total illegality of the Board's decisions and ruled in
my favor in every single instance.

The CIA, however, was determined to prevent publication of my expose. It ruled
that the entire second chapter was classified. I contacted the Washington Post and
the subsequent public exposure forced the CIA to relent. If the story had not run it
would have been the end of my book. Embarrassed by the Post's article the PRB
assigned a representative again to work with me over the classified items and I 
again rewrote and resubmitted the manuscript. Finally in mid-1982, after more than
5 years of struggle, I had a cleared manuscript. 

It was only intense anger and bitterness over Vietnam and the certainty that we
would repeat that mistake that motivated me to fight the CIA. At various times I
felt defeated and ceased my efforts. But ultimately anger and concern drove me on.
Others not motivated by such an overwhelming issue will not endure the frustra
tion. 

The CIA avers that it does not use prepublication review to conceal violations of
law or to prevent embarrassment. For me it did just that and claimed secrecy to
conceal its illegal and inefficient operations. The CIA further asserts that it follows
the paramount principle of evenhanded and fair treatment for all authors. This is
demonstrably not true. It assists the writings of proponents while supressing the 
works of critics. Since 1977 the CIA has processed more than 62,000 pages of materi
al but maintains no institutional memory of released information. This is not bu
reaucratic inefficiency, it is the deliberate crippling of its own ability. If the CIA 
kept records of cleared information it might be forced to use that memory when
dealing with critics. This it avoids at all costs. 

Magazines have recently requested me to write articles for them. I went about 
conducting the research and preparing drafts. But upon reflection I worried that if I
submitted the articles to the CIA for review it would again classify overt informa
tion and I would lose my right to even discuss those issues. I decided not to take the
risk and informed the magazines that I could not write the articles for them.

On various other occasions I had wanted to write letters to the editor or op-ed
pieces for newspapers. Each time I stopped because I feared the consequences. Due
to prepublication review and the inevitable use of that authority by the CIA to sup
press criticism, my informed opinion on a range of topics is not available for public
debate. Multiplying the constraints on me by the hundreds of thousands or possibly
millions of Government employees subject to the new executive order, the result is
"obvious and calamitous. Informed criticism of the processes of Government will be
repressed and those essential contributions to the maintenance of our democratic
institutions will be stilled. 

It is of particular relevance to the topic of this hearing to relate some of my expe
riences as the CIA monitored by activities. I have lived up to all the requirements of
the secrecy agreement I signed in 1952. My efforts have met only with CIA suspi
cion. I have been placed under surveillance, my phone is tapped and my mail has
probably been opened. Blatant surveillance is conducted not to determine my ac
tions but to frighten me into silence. Agency security personnel have walked up my
heels in supermarkets, sit in cars near my house and have probably entered my
hotel room and removed documents. I have been harassed overseas in Canada. On 
one occasion a phone monitor interrupted a conversation to protest what was being
said. Intimidation is the purpose of all this activity and I am well aware that "Big
Brother Is Watching."

From my experiences I conclude that the CIA, reacting as any bureaucracy, uses
republication review and spurious claims of national security to prevent the Ameri
can people from learning of its illegal and embarrassing operations. It attempts to
deny to the American people information essential to the good of the Nation and to
our democratic processes. The CIA's efforts demonstrate what we can expect from
other agencies given the same authority under President. Reagan's executive order.

The national security state regards truth as its greatest enemy and cries national
security to destroy our freedoms. I fervently hope that something can be done to
prevent this from happening. Thank you. 
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Mr. KASTENMEIER. Thank you, Mr. McGehee. Do you attribute 
what you term harassment and surveillance, to the fact that you
are engaged in seeking to publish material concerning the CIA or,
because of the bitterness you feel about the Vietnam war, your 
views are at odds with Agency policy? 

Mr. MCGEHEE. I am sure if I were a proponent of the Agency
that I would not be subject to any of this activity. The fact that I
am a critic I think is the reason they surveil me. 

Mr. KASTENMEIER. It would appear from the statement you have
filed with us that you have submitted your testimony to the Cen
tral Intelligence Agency for prepublication review. 

Mr. MCGEHEE. That is correct. 
Mr. KASTENMEIER. And they cleared it? 
Mr. MCGEHEE. Yes; they did. 
Mr. KASTENMEIER. Does that surprise you, considering 
Mr. MCGEHEE. Oh, no. If this were an article that I was writing,

there would have been a great deal of argument back and forth,
but since I was submitting this to a congressional committee, I as
sumed that they would be very lenient and let me say anything
that I wanted to say. 

Mr. KASTENMEIER. If they had chosen to do otherwise, would you
have complied with their request? 

Mr. MCGEHEE. I always have; yes, sir. 
Mr. KASTENMEIER. YOU always have? 
Mr. MCGEHEE. Yes. 
Mr. KASTENMEIER. Mr. Bamford, the essence of your complaint is

because of a new policy called reclassification. Is that truly a new 
policy?

Mr. BAMFORD. Yes; it is. It is new under the Reagan' administra
tion. Under the Carter administration, the way the Executive order
on secrecy read was that once a document had been declassified it
could not be reclassified again. Once the information had been re
leased to the public, you can't recall it. 

That policy has been completely reversed under the Reagan ad
ministration. So, in other words, if somebody was working on a his
tory of the Johnson administration, somebody in the Reagan ad
ministration can go back and say that although you obtained that
information under the Johnson administration it is now classified 
and you cannot use that anymore. 

Mr. KASTENMEIER. YOU have also asserted that there is an at
tempt to regain material from you which has now been reclassified,
is that correct? 

Mr. BAMFORD. Yes. 
Mr. KASTENMEIER. IS that a separate complaint; that is, is it di

vorced from the other? 
Mr. BAMFORD. Well, all these come under the heading of reclassi

fication. 
The first attempt was by the Reagan administration to recall 250

pages worth of Justice Department documents that were released
to me under the Carter administration. They threatened to use the
espionage statute if I didn't give the materials back.

But at the time they made those requests, the Reagan adminis 
tration was still operating under the old Carter administration Ex
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ecutive order, and that was one of the reasons why President 
Reagan changed the Executive order to the way it stands now.

After my book came out, Reagan administration, actually the 
NSA [National Security Agency] went down to one of the libraries
I used and began pulling on the shelves papers and documents that
I had quoted from and stamped those documents secret and or
dered that they be locked in a vault. 

Mr. KASTENMEIER. AS I recall, you litigated this problem; is that 
correct? 

Mr. BAMFORD. NO. I had an attorney, Mark Lynch, from the 
American Civil Liberties Union, but we settled out of court basical
ly on the issue of the original documents, and on the second issue I
never litigated because the material was already in my book. So I
didn't feel any need to litigate the issue. 

Mr. KASTENMEIER. TO your knowledge, or in your estimation, are 
there many other individuals—researchers and writers and 
others—who are going to have similar difficulty with reclassifica
tion, or is this a unique experience? 

Mr. BAMFORD. Well, Mr. Chairman, it is fairly unique. There are
one or two other instances I have heard of. 

One instance was a writer who was working on a book dealing
with the U.S. relationship with Israel, and the individual requested
some documents from the National Archives, and the documents 
were sent to him. They were declassified and sent to him. 

Later on, the Archives asked to have those documents sent back 
to the Archives for some review. Once they were sent back, howev
er, they were reclassified in accordance with an order from the Air
Force, and there was a lawsuit over that issue, and the Air Force 
and the Archives more or less retreated and released the docu
ments once again. 

I understand there was one other incidence involving some mate
rial from the Drug Enforcement Administration. 

It is an issue which will probably come up time and time again if
the administration is allowed to proceed with these cases without
any inquiry or without any objection. 

Mr. KASTENMEIER. Mr. McGehee, in your case you did litigate
your problem with the Agency to the D.C. Court of Appeals in the
Federal Circuit? 

Mr. MCGEHEE. Yes, sir. 
Mr. KASTENMEIER. YOU lost your suit, is that correct? 
Mr. MCGEHEE. I did sue over deletions that were made in an arti

cle that I had written for the Nation magazine, and this has been
under litigation for21/2 years, and the U.S. district court of appeals
just recently ruled that the Agency was justified in making the de
letions. 

I don't think all the issues were brought forward, and my lawyer
is going to file an appeal for a rehearing.

Mr. KASTENMEIER. SO that matter hasn't been finally judicially 
concluded? 

Mr. MCGEHEE. It has not been finally; no. 
Mr. KASTENMEIER. I see. Thank you.
I yield to the gentleman from Ohio.
Mr. DEWINE. NO questions, Mr. Chairman. 
Mr. KASTENMEIER. The gentleman from Michigan. 
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[No response.] 
Mr. KASTENMEIER. We appreciate your appearance, Mr. McGehee 

and Mr. Bamford, this morning, detailing two experiences with the 
national security agencies of the Federal Government. 

It is helpful to know how policy is changing and what impact it 
has had on two people in a situation such as this. 

I think the matter of reclassification probably has not gotten 
very much visibility or attention. It is something we ought to look 
at. 

In any event, we are grateful for your appearance, and this con
cludes the hearing today. 

I will announce that, as scheduled, we will be having a hearing 
tomorrow morning, room 2226 of this building, at 10 a.m., and we 
will continue our hearings on the subject we initiated today. 

Until that time, the committee stands adjourned. 
[Whereupon, at 11:40 a.m., the subcommittee was adjourned, to 

reconvene at 10 a.m., Thursday, November 3, 1983.] 



1984: CIVIL LIBERTIES AND THE NATIONAL 
SECURITY STATE 

THURSDAY, NOVEMBER 3, 1983 

U.S. HOUSE OF REPRESENTATIVES, 
SUBCOMMITTEE ON COURTS, CIVIL LIBERTIES 

AND THE ADMINISTRATION OF JUSTICE 
OF THE COMMITTEE ON THE JUDICIARY, 

Washington, DC. 
The subcommittee met, pursuant to call, at 10:30 a.m., in room

2226, Rayburn House Office Building, Hon. Robert W. Kastenmeier 
(chairman of the subcommittee) presiding.

Present: Representatives Kastenmeier and Berman.
Staff present: David W. Beier and Deborah Leavy, counsels; 

Joseph V. Wolfe, associate counsel; and Audrey Marcus, clerk.
Mr. KASTENMEIER. The committee will come to order. 
Today we continue a set of hearings begun yesterday on 1984,

civil liberties and the national security state. The focus of today's
hearing is the conflict between academic freedom, scientific com
munication, and restrictions thereon based on national security 
considerations. 

Our first witness will be C. Peter Magrath, and I note that one of
our colleagues and close friend of the president of the University of
Minnesota is here. Perhaps he would like to present Dr. Magrath
to the committee. I am talking about Congressman Jim Oberstar.

Mr. OBERSTAR. Thank you very much, Mr. Chairman.
I will spare you, the committee and myself, a long introduction. 

With this virus I have, my, voice is not in form. But it is an honor 
and a privilege to present Dr. Peter Magrath, president of the Uni
versity of Minnesota, who in his tenure has brought a new excite
ment to the university, an atmosphere of academic ferment and in
quisitiveness that is the hallmark of a first-rate academic institu
tion. He has involved himself with the academic affairs of the uni
versity in a way that few of his predecessors have done. He has
brought a new excitement about the institution and attracted top-
level professorial talent to the University of Minnesota. He brings
personal warmth and keen insight to all he undertakes, and it is a
pleasure for me to present him to the committee.

Mr. KASTENMEIER. We thank our colleague for that generous in
troduction of Dr. Magrath, which I am sure is well deserved, whom
we hope will provide an overview of the potential conflicts between
academic freedom and national security, and on the free flow of in

formation. 
(49) 
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Also we would ask to join Dr. Magrath another very important
witness, Dr. Frank Press, who is president of the National Acade
my of Sciences and a former Presidential Science Adviser. Dr. 
Press will address a recent report on national security concerns as
they affect the sciences. 

We will have following them another panel involving representa
tives of several other institutions who will address instances of re
strictions on scientific information. 

So our witnesses will describe in greater detail how the academic
and scientific community has increasingly found itself in an adver
sarial situation with the executive branch. The number of conflicts 
has led to the appointment of various study committees and com
missions. The common theme of the reports issued by these groups
is a need to articulate the values that are preserved by the free
flow of information. In part, one of the purposes of this morning's
hearing is to provide a wider public forum for an expression of 
these values. 

This morning we will address other important policy questions:
One, to what extent does the first amendment protect the free flow
of scientific information; two, are the values from an unencum
bered exchange of information intended to work for the benefit of
all Americans, not just academics and scientists; three, is it fair or
appropriate to expect the academic and scientific communities to 
negotiate their first amendment rights with the executive branch;
four, what role should the Congress play in calculating the criteria
to be used before restrictions are placed on this flow of informa
tion. So it is my hope through this hearing and through subsequent
submissions from interested parties and organizations that the 
committee will receive guidance and suggestions about the desir
ability and the feasibility of legislation in this area. 

Before calling on our first witness, I would like to recall the 
words of James Madison, who said: 

Since the general civilization of mankind, I believe there are more instances of
the abridgement of the freedom of people by gradual and silent encroachments of
those in power than by violent and sudden usurpations. 

[The following was received for the record:] 
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C. Peter Magrath

Testimony Before the House Subcommittee on Courts,

Civil Liberties, and the Administration of Justice


November 3, 1983


Mr. Chairman and Honorable Members of this Committee:


My name is C. Peter Magrath, and I am President of the University of


Minnesota. I appreciate the invitation to discuss with you a concern shared


by a growing number of university presidents and their faculties.


Broadly stated, the concern involves a conflict between openness and


secrecy, between academic freedom and prior restraint, between the pursuit of


knowledge and the definition of national security. More specifically, the


conflict grows out of the Administration's efforts to advance American defense


interests by restricting the free flow of information among scientists,


researchers, and engineers.


The restrictions, which have been issued by the Departments of Defense,


State, Commerce, and Energy over the past21/2 years, take a variety of forms.


— There are Presidential directives that authorize prior governmental


review of any publication by individuals who ever had access to classified


information, and presumably, this includes university scholars as well.


— There are regulations that permit the Executive Branch to restrain


the presentation, publication, or mere scholarly exchange of papers that are


neither classified nor drawn from classified sources.


— There are instructions to limit the access of certain foreign


students and scholars to college classrooms and laboratories.


— And there are surveillance requests to gunshoe international


visitors across the campus and the local community.
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Specific examples of the first two types of restrictions will be provided


by other speakers, but permit me to offer a personal experience which


illustrates the latter two directives.


In 1981, the University of Minnesota received a number of letters, phone


calls, and campus visits by federal agents regarding a visiting scholar from


the People's Republic of China by the name of Qi Yulu. The State Department


had previously approved Mr. Qi's study plans under a national policy that


expressly "encourages the training of Chinese scholars in modern technology


and science." Subsequently, the policy seared to change, for the University


was asked to curtail the academic program of our visitor.


According to the State Department, Mr. Qi was to have no access to


unpublished or classified government-funded research; no access to computer


hardware design or maintenance; and no access to source codes or their develop


ment. In addition, the University was to limit the scholar's access to


published software alone; provide him minimal involvement in applied research;


and report, in advance, any visits he might mate to industrial or research


facilities. Ironically, within those constraints, we were told to offer Mr.


Qi as full an academic program as possible.


The directives were confusing to say the least. For example, the State


Department proposed limiting the scholar's access to classified research, yet


in common with virtually all of higher education, the University of Minnesota


accepts and conducts no such research. There was to be only minimal involvement


in applied research, but a definition of either "minimal" or "applied" WAS


never given. There was to be a full academic program, yet for this computer
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scientist, most of our computer technology was off limits. And, of course, 

there was the problem of advising federal officials as to the constant where

abouts of Mr. Qi Yulu, an assignment that would force the University to 

confine him or else contact the State Department several tines a day as to his 

on and off campus itinerary. 

However, even more disturbing than the confusing nature of the State 

Department's directives were their chilling implications. They struck at the 

very heart of a free university, if not a free society, for they advocated 

secrecy and surveillance, the restraint of expression and the disregard of 

academic freedom. Scholarship simply cannot thrive in secrecy; research 

cannot be advanced under wraps. Instead, scientific progress flourishes best 

in the free competition of ideas. It is that openness and competition which 

explains why the United States is preeminent in most scientific fields. And 

it i s the absence of openness and competition in the Soviet system which 

confirms an observation of Nobel laureate, P.W. Anderson, namely, "Security 

and secrecy impede scientific and technical progress . . . tend(ing) to cloak 

inefficiency, ignorance, and corruption more often than i t hides genuine 

technical secrets." 

This is not to imply that the protection of "genuine technical secrets" 

is an inappropriate concern of our government. The concern is understandable; 

the objectives legitimate. Few Americans, and even fewer members of the 

research community, advocate the dissemination of information that directly 

compromises national defense. However, what is questionable and alarming are 

the means by which such objectives are pursued. To attempt to plug national 

security leaks by muffling those who pose no security risk makes little sense. 

I t amounts to caulking the wrong part of the wrong ship, and in the end, the 

efforts prove to be unnecessary, intimidating, and counterproductive. 
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At least four issues merit your consideration here. First, most scienti


fic investigations that are carried out in campus laboratories offer no


immediate applications. Consequently, the sharing of such research, even with


foreign scholars, poses virtually no threat to U.S. technological or military


interests. A National Academy of Science panel on "Scientific Communications


and National Security" reached just such a conclusion when it reported that


"(U)niversities and open scientific communication have been the source of very


little of (America's) technology transfer problem." The view was reinforced


in testimony delivered last year by former CIA Director, Bobby Inman. Admiral


Inman concluded that "only a small percentage" of the Soviet acquisition of


militarily relevant information comes from communications involving scientists


and students.


Second, to force scholars to clear studies prior to publication presents


an impossible burden for researcher and reviewer alike. That task is to


define the importance of undefined knowledge, to predict the outcome of


incomplete investigations, and to articulate the possible consequences of


unknown applications. On the part of a scientist, it is akin to requiring


Albert Einstein in his early spectroscopy research to foresee the creation of


laser technology some half century later. On the part of government review


teams, it is to encourage restrictive decisions, because without a clear


understanding of possible applications, there is an inevitable tendency to err


on the side of caution and censorship.


A third problem is that of interpreting vague and sweeping regulations.


The task is not only confusing, but it is also intimidating. There is a price


to be paid for compliance as well as non-compliance. For example, current


State Department regulations can require a university to supply background


information on students, yet in releasing such information, the school runs
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the risk of violating the Federal Educational Rights and Privacy Act as well


as State privacy statutes. Similarly, cooperation could force a university to


adopt a policy requiring its faculty to submit certain publications to govern


ment review, yet in so doing, the institution runs the risk of being a willing


party to prior restraint and First Amendment violations.


On the other hand, the price of non-compliance is no less threatening. A


university that misinterprets the complex International Traffic in Arms Regula


tions (ITAR) or the Export Administration Regulations (EAR) exposes itself to


administrative and civil penalties and fines not to mention the forfeiture of


federal contracts. The loss to the uncooperative institution is further


confounded by the possibility of being "blacklisted." I know of five university


presidents who received just such a warning from a private foundation. The


foundation promised to sponsor adverse shareholder resolutions at corporate


and philanthropic meetings, because it determined that resistance to intrusive


regulations was itself a threat to national security.


A fourth issue -— the imposition of restraints upon scholarly exchanges


-— is equally disturbing. One justification, at least according to the


Director of the Office of Military Technology in the Defense Department, is


"to restrict Soviet scientists in the way American scientists are restricted


in the Soviet Union." At best, the rationale is ironic; at worst, it is


counterproductive.


It is ironic that the secrecy of a governmental system we disdain should


become a model for our own research policies — a standard, by the way, that


has been applied not only to Soviet scholars, but to visitors from the People's


Republic of China, the Middle East, and Eastern Europe.
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I t i s counterproductive in that much of our knowledge about Soviet 

advances in metallurgy, astrophysics, robotics, cancer research and other 

fields is a direct result of communication between U.S. and Russian scholars. 

To restr ict those exchanges is both to forfeit an invaluable information 

conduit arid to overlook these areas where American science has been furthered 

through exposure to Soviet contacts. 

In short, Mr. Chairman, the issues and problems I have raised require a 

greater sensitivity on the part of this Administration. To that end, there 

have been a number of recent discussions among university and cabinet 

representatives. However, because change is so slow in coming, Congressional 

action might well have to be taken if the concerns of the research community 

are to be taken seriously. In prompting such change, let me conclude with the 

following recommendations: 

First, the majority of the restraints upon scholars and scientists appear 

to be unilaterally imposed by the Executive Branch, rather than flowing from 

express grants of legislative authority. In the absence of any modification 

in those restraints, Congress must give serious consideration to imposing 

clear structural limits upon administrative interpretations. 

Second, only in the most exceptional end limited cases should the 

communication of unclassified scientific information be restricted. Any other 

course would not only transform much unclassified information into classified 

information, but even more significantly, it would impede the very avenues for 

scholarly communication that are so vi ta l to national security. 
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Third, if certain research is to be classified, then a mandatory review


mechanism should be implemented. One framework for such review has been


proposal by the Department of Defense Forum, an advisory body that was esta


blished twenty months ago and that includes representatives from the DOD and


the university community. Even as I applaud certain DOD officials for taking


the initiative in establishing this communication channel, I would encourage


other Cabinet departments to follow the Defense Department's lead. By institu


tionalizing dialogue, some of the differences between the Capitol and the


campus can be resolved in advance of regulatory overkill and public disputes.


Fourth, the university community recognizes that under exceptional and


narrowly defined circumstances, restrictions on foreign scholars may be


appropriate. These restrictions should not, by definition, be targeted at our


open universities, but would apply to such non-university activities and


locations as classified laboratories operated by defense contractors. Clearly,


in the vast majority of cases, restraints on scholarly exchanges must be


avoided if this nation is committed to improving relations with foreign


countries, to reducing bureaucratic expenses, and to enhancing cur own scien


tific capacities.


Fifth, if there are reservations as to the activities of certain visiting


scholars, then it is the responsibility of the State Department to resolve


those reservations before the scholars are granted permission to enter the


country. It is not the function of the academy to be a surrogate surveillance


agency.


Sixth, if there are to be restrictions on certain types of scientific


activities -— in other words, secret research — then such activities should
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be classified in advance, thereby putting universities on notice of the


restrictions before they apply for the contract. Alternatively, serious


consideration should be given to a policy of conducting all secret research in


government laboratories or private institutions rather than universities. If


the price of government research contracts is the forfeiture of open scholarly


communication, then the tradeoff is simply too high.


Seventh, there should be an immediate clarification of the executive


orders requiring individuals with access to what is now labelled "sensitive


compartmented information" to sign pre-publication clearance agreements and to


submit to lie detector tests under certain circumstances. To the extent that


these orders are intended to apply to universities and faculty members in


their roles as federal contractors, such orders should be rescinded. Scholars


who contribute a period of their careers to government service or who carry


out federal research should not be forced to take lifelong vows of silence.


The laboratory is not the monastery; the scientist is not a Trappist monk. To


misunderstand these differences is to discourage the best and the brightest


from lending their talents to national objectives, and, in that case, our


security will truly be jeopardized.


In short, Mr. Chairman, if the question is whether our national interests


are better served by openness and technological progress or by secrecy and


scholarly restraints, then I would urge you to choose the former. The history


of this nation is one of security by scientific accomplishment It has enabled


us to outpace our adversaries in the past, and it will permit us to continue


our lead in the future. America simply does not need the Soviet model of


science or the Soviet system of secrecy and surveillance!
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Mr. KASTENMEIER. I would now like to call on the president of 
the University of Minnesota, Dr. Magrath. 

TESTIMONY OF C. PETER MAGRATH, PRESIDENT, UNIVERSITY OF 
MINNESOTA; AND FRANK PRESS, PRESIDENT, NATIONAL ACAD
EMY OF SCIENCES 
Dr. MAGRATH. Thank you very much, Mr. Chairman.
As indicated, my name is C. Peter Magrath and I am privileged 

to serve as president of the University of Minnesota. I am also 
privileged to work in a State that has elected so many outstanding
Members of Congress and the Senate, one of whom took time from
his very hectic schedule, Congressman Oberstar, to come here this
morning. 

To Congressman Oberstar, I want to say that those of us in the
university community, not only in the University of Minnesota, ap
preciate a person who understands what research universities are
about and what the role of great private and public universities is
about. We don't take that kind of understanding and support light
ly, and I personally appreciate his support enormously. 

I appreciate this opportunity to discuss with you the concern, 
Congressman Kastenmeier, that you have stated, because it is one
that is shared by a large number of university presidents and their
faculties. In broad terms, the concern is a conflict between open
ness and secrecy, between academic freedom and prior restraint,
between the pursuit of knowledge and the definition of national se
curity. More specifically, the conflict arises out of the administra
tion's efforts to advance American defense interests—which are le
gitimate, of course, very legitimate—by restricting in various ways
the free flow of information among scientists, researchers, and en
gineers. 

The restrictions which have been issued by the Departments of
Defense, State, Commerce, and Energy over the past21/2 years take 
a variety of forms:

There are Presidential directives that authorize prior govern
mental review of any publication by individuals who ever had 
access to classified information, and presumably, this seems to in
clude university scholars as well. 

There are regulations that permit the executive branch to re
strain the presentation, publication, or mere scholarly exchange of 
papers that are neither classified nor drawn from classified 
sources. 

There have been instructions to limit the access of certain for
eign students and scholars to college classrooms and laboratories.

And there have been surveillance requests to, in effect, gumshoe
international visitors across the campus and the local community.

Specific examples of the first two types of restrictions will be pro
vided I believe by other witnesses, but permit me to offer first a
personal experience that illustrates the latter two directives.

In 1981, the University of Minnesota received a number of let
ters, phone calls and campus visits by Federal agents regarding a
visiting scholar from the People's Republic of China by the name of
Qi Yulu. The State Department had previously approved Mr. Qi's
study plans under a national policy that expressly—and I quote— 



60


"encourages the training of Chinese scholars in modern technology
and science." Subsequently, the policy seemed to change, for the 
University of Minnesota was asked to curtail the academic pro
gram of our visitor.

According to the State Department, Mr. Qi was to have no access
to unpublished or classified Government-funded research, no access 
to computer hardware design or maintenance, and no access to 
source codes or their development. In addition, we were to limit his
access to published software alone, provide him minimal involve
ment in applied research, and report, in advance, any visits he
might make to industrial or research facilities. Ironically, within
these constraints, we were told to offer Mr. Qi Yulu as full an aca
demic program as possible. 

The directives were confusing to say the least. For example, the
State Department proposed limiting the scholar's access to classi
fied research, yet in common with virtually all of higher education,
the University of Minnesota accepts and conducts no such re
search. There was to be only minimal involvement in applied re
search, but a definition of either "minimal" or "applied" was never
given. There was to be a full academic program, yet for this com
puter scientist most of our computer technology was to be off 
limits. And, of course, there was the problem of advising Federal
officials as to the constant whereabouts of Mr. Qi Yulu, an assign
ment that would force us to confine him or else contact the Depart
ment of State several times a day as to his on and off campus itin
erary. 

Much more disturbing perhaps than the confusing nature of 
these directives were their chilling implications. They struck I be
lieve at the very heart of a free university, if not a free society, for
they advocated secrecy and surveillance, the restraint of expres
sion, and the disregard of academic freedom. Scholarship simply 
cannot thrive in secrecy; research cannot be advanced under 
wraps. Instead, scientific progress flourishes best in the free compe
tition of ideas. It is that openness and competition which explains
why the United States is preeminent in most scientific fields. It is
the absence, I submit, of openness and competition in the Soviet
system that confirms an observation made by the Nobel Laureate
P.W. Anderson, namely, "Security and secrecy impede scientific 
and technical progress * * * tending to cloak inefficiency, igno
rance, and corruption more often than it hides genuine technical
secrets." 

This is not to imply that the protection of "genuine technical se
crets" is an inappropriate concern of our Government. That con
cern is understandable, and the objectives legitimate. Few Ameri
cans, and even fewer members of the research community, advo
cate the dissemination of information that directly compromises
national defense. However, what is questionable and alarming are
the means by which these legitimate objectives are pursued.

To attempt to plug national security leaks by muffling those who
pose no security risks at all makes little sense. It amounts, if you
will, to caulking the wrong part of the ship, and of the wrong ship
at that, and in the end the efforts prove to be unnecessary, intimi
dating, and counterproductive. 
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I think there are at least four issues that merit your consider
ation. First, most scientific investigations that are carried on in 
campus laboratories offer no immediate applications. Consequently,
the sharing of such research, even with foreign scholars, poses vir
tually no threat to U.S. technological or military interests. A Na
tional Academy of Science panel, chaired by the very distinguished
former president of Cornell University, on "Scientific Communica
tion and National Security" reached precisely this conclusion when
it reported that "Universities and open scientific communication 
have been the source of very little of America's technology transfer
problem." That view was reinforced in testimony delivered last 
year by former CIA Deputy Director Bobby Inman. Admiral Inman
concluded that "only a small percentage" of the Soviet acquisition 
of militarily relevant information comes from communications in
volving scientists and students. 

Second, to force scholars to clear studies prior to publication pre
sents I think an impossible burden for researcher and reviewer 
alike. That task is to define the importance of undefined knowl
edge, to predict the outcome of incomplete investigations, and to 
articulate the possible consequences of unknown applications. On 
the part of a scientist, it is akin to requiring Albert Einstein in his
early spectroscopy research to foresee the creation of laser technol
ogy some half-century later. On the part of Government review 
teams, it is to encourage restrictive decisions, because without a 
clear understanding of possible applications, there is an absolutely
inevitable tendency to err on the side of caution and censorship. 

A third problem is that of interpreting vague arid sweeping regu
lations. The task is not only confusing, but it is intimidating. There
is a price to be paid for compliance as well as noncompliance. For 
example, current State Department regulations can require a uni
versity to supply background information on students; yet, in re
leasing such information, the school runs the risk of violating the
Federal Educational Rights and Privacy Act as well as State priva
cy statutes. Similarly, cooperation could force a university to adopt
a policy requiring its faculty to submit certain publications to Gov
ernment review, yet in so doing the institution runs the risk of 
being a willing party to prior restraint and first amendment viola
tions. 

On the other hand, the price of noncompliance is no less threat
ening. A university that misinterprets the complex International 
Traffic in Arms Regulations [ITAR], or the Export Administration
Regulations [EAR], exposes itself to administrative and civil penal
ties and fines, not to mention the forfeiture of Federal contracts. 
The loss to the uncooperative institution is further compounded by
the possibility of being "blacklisted". I know of five university
presidents who received just such a warning from, a private, not a
governmental, but from a private foundation. The foundation 
promised to sponsor adverse shareholder resolutions at corporate 
and philanthropic meetings because it determined that resistance 
to intrusive regulations was itself a threat to national security. The
University of Minnesota was one of those five universities. 

A fourth issue, the imposition of restraints upon scholarly ex
changes, is equally disturbing. One justification, at least according
to the Director of the Office of Military Technology in the Defense 
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Department, is "to restrict Soviet scientists in the way American
scientists are restricted in the Soviet Union." At best, the rationale 
is ironic; at worst, it's counterproductive.

It is ironic that the secrecy of a governmental system we disdain
should become a model for our own research policies—a standard,
by the way, that has been applied not only to Soviet scholars but to
visitors from the People's Republic of China, the Middle East, and
Eastern Europe. 

It is counterproductive in that much of our own knowledge about
Soviet advances in metallurgy, astrophysics, robotics, cancer re
search and other fields is a direct result of communications be
tween U.S. and Soviet scholars. Also there is the assumption that
we are the ones that are giving something away and that we aren't
smart and we don't learn and pick up things. The contrary is true,
I believe. To restrict those exchanges is to forfeit an invaluable in
formation conduit and to overlook those areas where American sci
ence has been furthered through exposure, in this case to Soviet 
contacts. 

In short, Mr. Chairman, the issues and problems I have raised
require a greater sensitivity on the part of this administration. To
that end, there have been a number of recent discussions among
university and cabinet representatives. However, because change is
so slow in coming, congressional action might well have to be taken
if the concerns of the research community are to be taken serious
ly. In prompting such change, let me conclude with the following 
suggestions: ( 

First, the majority of the restraints upon scholars and scientists
appear to be unilaterally imposed by the executive branch, rather
than flowing from expres grants of legislative authority. In the ab
sence of any modification in those restraints, Congress muse give
serious consideration to imposing clear structural limits upon ad
ministrative interpretations. 

Second, ony in the most exceptional and limited cases should be
communication of unclassified scientific information be restricted. 
Any other course would not only transform much unclassified in
formation into classified information, but even more significantly,
it would impede the very avenues for scholarly communication that
are so vital to our national security. 

Third, if certain research is to be classified, then a mandatory 
review mechanism should be implemented. One framework for 
such review has been proposed by the Department of Defense Uni
versity Forum, an advisory body that was established 20 months 
ago and includes representatives from DOD and the university 
community. Even as I strongly applaud certain DOD officials for 
taking the initiative in establishing this communication channel, I
would encourage other Cabinet departments to follow the Defense
Department's lead. By institutionalizing dialog, some of the differ
ences between the Capitol and the campus can be resolved in ad
vance of regulatory overkill and public disputes. 

Fourth, the university community recognizes that under excep
tional and narrowly defined circumstances restrictions on foreign
scholars may be appropriate. These restrictions should not, by defi
nition, be targeted at our open universities, but would apply to
such nonuniversity activities and locations as classified laboratories 



63


operated by defense contractors. Clearly, in the vast majority of 
cases, restraints on scholarly exchanges must be avoided if this 
Nation is committed to improving relations with foreign countries,
to reducing bureaucratic expenses, and to enhancing our own scien
tific capacities. 

Fifth, if there are reservations as to the activities of certain indi
viduals who are to come to the United States under the cloak of 
being a visiting scholar, then it is the responsibility, I suggest, of
the Department of State to resolve those reservations before the 
scholars are granted permission to enter the country. It is not the
function of the academy to be a surrogate surveillance agency. 

Sixth, if there are to be restrictions on certain types of scientific
activities—in other words, secret research—then such activities 
should be classified in advance, thereby putting universities on 
notice of the restrictions before they apply for the contract. Alter
natively, serious consideration should be given to a policy of con
ducting all secret research in Government laboratories or private
institutions rather than universities. If the price of Government re
search contracts is the forfeiture of open scholarly communication,
then the tradeoff is simply too high. 

Seventh, there should be an immediate clarification of the Exec
utive orders requiring individuals with access to what is called 
"sensitive compartmented information" to sign prepublication
clearance agreements and to submit to lie detector tests under cer
tain circumstances. To the extent that these orders are intended to 
apply to universities and faculty members in their roles as Federal
contractors, such orders should be rescinded. Scholars who contrib
ute a period of their careers to Government service or who carry
out Federal research should not be forced to take lifelong vows of
silence. The laboratory is not the monastery; the scientist is not a
Trappist monk. To misunderstand these differences is to discourage
the best and the brightest from lending their talents to national ob
jectives and, in that case, our security will truly be jeopardized. 

In short, Mr. Chairman, if the question is whether our national
interests are better served by openness and technological progress,
or by secrecy and scholarly restraints, then I would urge you to
choose the former. The history of this nation is one of security by
scientific accomplishment. It has enabled us to outpace our adver
saries in the past, and it will permit us to continue our lead in the
future. America simply does not need the Soviet model of science
or the Soviet system of secrecy and surveillance. 

Thank you for hearing my remarks.
Mr. KASTENMEIER. Thank you, Dr. Magrath. I want to compli

ment you for a splendid and clear statement. Before we go to ques
tions, however, we will hear from Dr. Frank Press. 

Dr. PRESS. Thank you, Mr. Chairman.
Many of my comments today will be based on a report of the 

Academy, the Corson Report on "Scientific Communication and 
National Security", which President Magrath referred to.

The subject of this hearing has become a national issue basically
because advancing scientific knowledge—and, more importantly, 
the technology that is founded on that knowledge—has brought 
two legitimate social objectives into conflict: the advancement of
knowledge and the Nation's military security. 
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With the exception of wartime, free international scientific com
munication rarely has been perceived as detrimental to America's
defenses against foreign military adversaries. However, initiatives
have been undertakes over the past several years to prevent the
dissemination of certain U.S. research results from providing mili
tary advantages to America's adversaries. The reaction to these 
measures has included strong statements of principle both by advo
cates of scientific freedom and of national security; that is, state
ments vigorously decrying and supporting such measures. 

The issue, in my view, is somewhat paradoxical, for the quality
of our new military and commercial technologies derives from U.S.
scientific superiority, and that superiority depends upon the open
exchange of ideas. The health of the research enterprise depends
crucially on scientists building on each others' ideas and on the 
ability to test new ideas against the best existing ideas worldwide.
The informal exchange of draft scientific papers among leading 
specialists in the field, travel to scientific meetings and confer
ences, personnel exchanges, and the publication of papers and their
exposure to global scrutiny by other researchers is the essence of
productive science. It is, I think, no accident that a nation founded
on personal liberties enjoys world leadership in science, and it is no
accident that closed societies have been forced to look outward for 
the science that must underlie their technological advances. 

Thus, American scientists are extremely sensitive to the possibly
chilling effects of various governmental efforts to control scientific
communication. These include attempts to prevent certain unclassi
fied research results from being presented at meetings attended by
scientists from Warsaw Pact countries. This occurred, for example, 
at a meeting on magnetic bubble devices held by the American 
Vacuum Society in 1980, at the annual technical symposium of the
Society of Photo-Optical Engineers in 1982, and at the Fourth 
International Conference of Permafrost in 1983. 

There are also initiatives to require scientists to secure govern
mental permission before they make their unclassified research re
sults accessible in foreign countries. That would, of course, include
virtually all scientific publications, since almost all have an inter
national readership. An example is the "no foreign distribution" 
condition in some unclassified governmental research contracts.

Perhaps most disquieting, from the point of view of individual
United states scientists, is that these and other governmental ac
tions to control scientific communication have been largely disjoint
ed, unpredictable, and vague in specifying the scientific fields they
are intended to cover. The result is that any particular scientist is
quite unclear about what obligations and sanctions, if any, might
apply to her or his work. 

More generally, advocates of openness in science point out that
imposing national security controls on scientific work may be coun
terproductive. For example, restrictions on scientific meetings held
in the United States may result in international scientific organiza
tions banning meetings in the United States and the relocation of
these meetings to other sites that are more accessible to foreign sci
entists and less accessible to ours. 

Also, as the international scientific enterprise continues to ad
vance, the proportion of scientific fields in which United States sci
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ence has a clear lead will diminish, meaning that international 
communication in more and more fields will be in our own scientif
ic and technological interest.

Finally, there is same danger that in those scientific areas where
controls are imposed, some of the best United States scientists and,
importantly, some of their best students, will simply transfer their
interest to unrestricted research areas, thus depriving military and
civilian technologies of their contributions.

Proponents of stricter controls offer arguments that must be seri
ously evaluated. They point out that increasingly United States se
curity is related to our technological lead over our military adver
saries. The days in which the advantage went to the Nation with
the largest military, the best trained soldiers, or the most defensi
ble boundaries are largely behind us. Second, they point out that
military technology is increasingly what is called nigh technology;
that is, more and more critical military technologies are in areas
that are very close to current scientific frontiers. In addition, many
of these new technologies are dual use technologies, like advanced
electronics, having both military and civilian applications. The sig
nificance of the rise of dual-use technology is that one can no 
longer be certain, even if research is not funded by the military,
that it will be irrelevant to military needs. 

Citing these trends, those whose job is to protect United States
national security often point to the danger that we thoughtlessly 
give away the advantage of our scientific superiority in critical 
fields. 

Both points of view are based on legitimate concerns. The objec
tives of the Academy study by the Corson Panel were to consider
those concerns, to examine the evidence, and to explore ways to re
solve the dilemma. The organization and mission of the Panel on
Scientific Communication and National Security was designed to
ensure that it received views from all sides of the issues. Its mem
bership included several former national security officials, as well
as university and industry scientists. Furthermore, the Panel solic
ited evidence and differing views from many groups. 

The Panel offered 15 specific recommendations, and these recom
mendations rested on four basic findings:

First, although there is substantial evidence of damaging trans
fers of military technologies to the Soviet Union, and of Soviet in
terest in acquiring Western science by both overt and covert 
means, the Panel found that—and I quote—"in comparison with
other channels of technology transfer, open scientific communica
tion involving the research community does not present a material
danger from near-term military implications."

The Panel carefully evaluated both published and highly classi
fied information of known technology losses and found no examples
of damage to United States military interests from academic, 
sources. 

Second, the governmental effort to control technology transfer is
generally diffuse. Many separate agencies are involved, and the 
effort is spread over many different scientific and technological 
fields. Enforcement personnel cannot hope to accomplish effective 

control across all fields. Also, their practical knowledge of the pos
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sible technological applications of these many scientific subfields is
limited. 

The Panel suggested explicit criteria for narrowing the reach of
controls, and encouraged the Government to endorse a strategy of
"tall fences around narrow areas." For example, the Panel conclud
ed that the vast majority of university research should be free of
controls, and that only in a very small number of gray areas—and
that's an extremely small number—may control be appropriate.
These are the exceptional cases that Dr. Magrath referred to. 

Such gray areas, the Panel argued, must satisfy four criteria con
currently—and these are very strict criteria: One, the technology is
developing rapidly and the time from basic science to application is
short; two, the technology has identifiable direct military applica
tions, or it is dual-use and involves process or production-related
know-how; three, transfer of the technology would give the U.S.S.R. 
a significant near-term military benefit; and four, the United 
States is the only source of information about the technology, or
other friendly nations that could also be the source have control 
systems as secure as ours. 

I repeat that all four of these conditions have to be concurrently
applied in establishing a gray area. 

A third general conclusion was that export control regulations
are normally not appropriate tools for the control of scientific com
munication. Our export control system was assembled to prevent
the unwarranted shipment of physical devices, not of knowledge.
When control of unclassified research results is necessary, the Gov
ernment should try to use contractual obligations in funding agree
ments, not export control regulations. Such contract provisions— 
stipulating, for instance, that the Government's contract officers 
concurrently receive for comment materials submitted for publica
tion—provide researchers with relatively clear, advance informa
tion on their obligations, in contrast to controls based on export 
regulations. 

I might add that these contractual obligations would still reserve
to the university the final decision about publication.

Finally, we need more reliable and complete information about
the nature of the overall technology loss problem and the most ef
fective means of staunching it. The Panel was somewhat discour
aged at the imprecise understanding of the extent and nature of
lost technology, the relative contributions of the many channels by
which adversaries acquire Western military technologies, and the
adverse effects of control measures. 

The Corson Panel report was released in October 1982. There 
have been some encouraging events since that time. For example,
two of the Panel's specific recommendations have been implement
ed. First, the intelligence community has moved to establish a sci
entific advisory committee to assist it in reviewing prospective sci
entific exchange visitors from adversary nations. Second, the Acad
emy itself has established a new Government-university roundtable
that will serve as a forum for give-and-take discussions of issues,
such as the control of scientific communications, in which there is 
political conflict between the government and the research commu
nities. 
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There has also been proposed legislation that drew on the 
Panel's report. I am pleased that both the Senate and the House 
have seen fit to incorporate into their proposed revisions of the
Export Administration Act the following language: 

It is the policy of the United States to sustain vigorous scientific enterprise. To do
so requires protecting the ability of scientists and scholars freely to communicate
their research findings by means of publication, teaching, conferences and other 
forms of scholarly exchange. 

This language closely reflects the views of the Panel and other
scientific groups on scientific communication, and views that I 
have expressed earlier. 

But these initiatives do not really address the major provisions of
the Panel report and will not, of themselves, achieve the major 
changes that are needed to effect a clear, overall policy. 

Shortly after the completion of the Panel study the National Se
curity Council initiated an interagency effort to see if and how the
Panel's report could be implemented. The terms of reference for 
this initiative were set forth in a National Security study directive.
An ambitious 2-month completion schedule was set. I am somewhat
disappointed that delays have occurred and that for various rea
sons the administration has not in the course of its review consult
ed with the outside research community. I understand that the gov
ernment still hopes to complete its review in the coming months. I
am sure that the scientific and university communities would be
happy to cooperate, if asked. Moreover, it is important that the re
sults of such a review, when it is completed, be open up and widely
communicated. 

In any event, I hope the process is a fruitful one. The currently
diverse and ad hoc policies are creating considerable apprehension
among scientists, who have been and should continue to be active
partners in keeping U.S. technology strong. 

I recognize that there may be no simple answers to the problems
of communications in areas where research is particularly close to
military application. However, we should not unthinkingly apply to
American science a national strategy of security by secrecy. As Dr.
Magrath said, our continuing scientific excellence, and the success
ful transformation of science into new military technologies of all
kinds, depend on extensive dissemination of research results. An 
alternative national strategy, one of security by scientific accom
plishment, by staying ahead of everybody else, has much to recom
mend it. 

Thank you, Mr. Chairman.
[The statement of Dr. Press follows:] 
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My name is Frank Press. I am President of the


National Academy of Sciences.


I am pleased to provide my views on a very important


national concern -- the relationship between open


scientific communication and national security. I became


directly concerned with the issue when I was science


Advisor to the president and Director of the Office of


Science and Technology Policy during the last


Administration. More recently, it was the subject of a


major study conducted under the Academy's auspices, by a


distinguished panel chaired by Dale Corson, former


president of Cornell University. The report of the Corson


panel entitled Scientific Communication and National


Security was released just over one year ago. Many of my


comments today are based on its conclusions.


The subject of this hearing has become a national


issue basically because advancing scientific knowledge -


and, more importantly, the technology founded on that


knowledge -- has brought two legitimate social objectives


into conflict: the advancement of knowledge and the


nation's military security.
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With the exception of wartime, free international


scientific communication rarely has been perceived as


detrimental to America's defenses against foreign military


adversaries. However, initiatives have been undertaken


over the past several years to prevent the dissemination


of certain U.S. research results from providing military


advantages to America's adversaries. The reaction to


these measures has included strong statements of principle


both by advocates of scientific freedom and of national


security; that is, statements vigorously decrying and


supporting such measures.


The issue, in my view, is somewhat paradoxical, for


the quality of our new military and commercial


technologies derives from U.S. scientific superiority, and


that superiority depends upon the open exchange of ideas.


The health of the research enterprise depends crucially on


scientists building on each others ideas and on the


ability to test new ideas against the best existing ideas


-- worldwide. The informal exchange of draft scientific


papers among leading specialists in the field, travel to


scientific meetings and conferences, personnel exchanges,


and the publication of papers and their exposure to global


scrutiny by other researchers is the essence of productive


science. It is, I think, no accident that a nation


founded on personal liberties enjoys world leadership in


science. And it is no accident that closed societies have




71


been forced to look outward for the science that must


underlie their technological advances.


Thu, American scientists are extremely sensitive to


the possibly chilling effects of various recent


governmental efforts to control scientific communication.


These include attempts to prevent certain unclassified


research results from being presented at meetings attended


by Russian scientists. That occurred, for example, at a


meeting on magnetic bubble devices held by the American


Vacuum Society in 1980, at the annual technical symposium


of the Society of Photo-Optical Engineers in 1982, and at


the Fourth International Conference on Permafrost in


1983. There are also initiatives to require scientists to


secure governmental permission before they make their


unclassified research results accessible in foreign


countries. That would, of course, include virtually all


scientific publications, since almost all have an


international readership. An example is the "no foreign


distribution" condition in some unclassified governmental


research contracts.


Perhaps most disquieting, from the point of view of


individual U.S. scientists, is that these and other


governmental actions to control scientific communication


have been largely disjointed, unpredictable, and vague in


specifying the scientific fields they are intended to


cover. The result is that any particular scientist is
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quite unclear about what obligations and sanctions, if


any, might apply to her or his work.


More generally, advocates of openness in science point


out that imposing national security controls on scientific


work may be counterproductive. For example, restrictions


on scientific meetings held in the United States may


result in international scientific organizations banning


meetings in the United States and the relocation of these


meetings to other sites that are more accessible to


foreign scientists--and less accessible to ours. Also, as


the international scientific enterprise continues to


advance, the proportion of scientific fields in which U.S.


science has a clear lead will diminish -- meaning that


international communication in more and more fields will


be in our own scientific and technological interest.


Finally, there is some danger that in those scientific


areas where controls are imposed, some of the best U.S.


scientists (and, importantly, some of their best students)


will simply transfer their interest to unrestricted


research areas, thus depriving military and civilian


technologies of their contributions.


Proponents of stricter controls offer arguments that


must be seriously evaluated. They point out that,


increasingly, U.S. security is related to our


technological lead over our military adversaries. The


days in which the advantage went to the nation with the




73


largest military, the best trained soldiers, or the most


defensible boundaries are largely behind us. Second, they


point out that military technology is, increasingly, what


is called "high" technology. That is, more and more


critical military technologies are in areas that are very


close to current scientific frontiers. In addition, many


of these new technologies are "dual-use" technologies -


fields, like advanced electronics, having both military


and civilian applications. The significance of the rise


of dual-use technology is that one can no longer be


certain, even if research is not funded by the military,


that it will be irrelevant to military needs.


Citing these trends, those whose job is to protect


U.S. national security often point to the danger that we


thoughtlessly give away the advantage of our scientific


superiority in critical fields.


Both points of view are based on legitimate concerns.


The objectives of the Corson Panel study were to consider


those concerns, to examine the evidence, and to explore


new ways to resolve the dilemma. Major funding support


for the work was provided by the Department of Defense,


the National Science Foundation, the American Association


for the Advancement of Science, and by internal Academy


funds reserved for critical national studies. The


organization and mission of the Panel on Scientific


Communication and National Security was designed to ensure
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that it received views from all sides of the issues. Its


membership included several former national security


officials as well as university and industry scientists.


Furthermore, the Panel solicited evidence and differing


views of many outside groups.


The Panel in its report, entitled Scientific


Communication and National Security, offered 15 specific


recommendations. These recommendations rested on four


basic findings:


First, although there is substantial evidence of both


unwanted transfers of military technologies to the Soviet


Union and of Soviet interest in acquiring Western science


by both overt and covert means, the Panel found that "in


comparison with other channels of technology transfer,


open scientific communications involving the research


community does not present a material danger from


near-term military implications." The Panel carefully


evaluated both published and highly classified information


on known technology losses, and found no examples of


damage to U.S. military interests from academic sources.


Second, the governmental effort to control technology


transfer is, generally, diffuse. Many separate agencies


are involved, and the effort is spread widely over many


scientific and technological fields. Enforcement


personnel cannot hope to accomplish effective control


across all fields. Also, their knowledge of the possible
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applications of particular scientific subfields (to say


nothing of knowledge about the relative status of U.S.,


European, and Soviet progress in each) is also limited.


The Panel suggested explicit criteria for narrowing


the reach of controls, and encouraged the government to


endorse a strategy of "tall fences around narrow areas".


For example, the Panel concluded that the vast majority of


university research should be free of controls, and that


only in a very small number of "gray areas", may control


be appropriate. Such gray areas, the Panel argued must


satisfy four criteria:


- The technology is developing rapidly, and the


time from basic science to application is short;


- The technology has identifiable direct military


applications; or it is dual-use and involves


process or production-related techniques;


- Transfer of the technology would give the


U.S.S.R. a significant near-term military


benefit; and


- The U.S. is the only source of information about


the technology, or other friendly nations that


could also be the source have control systems as


secure as ours.


Third, export control regulations are normally not


appropriate tools for the control of scientific


communication. Our export control system was assembled to
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prevent the unwarranted shipment of physical devices, not


of information. When control of unclassified research


results is necessary, the government should try to use


contractual obligations in funding agreements, not export


control regulations. Such contract provisions -


stipulating, for instance, that the government's contract


officers concurrently receive for comment materials


submitted for publication -- provide researchers with


relatively clear, advance information on their


obligations, in contrast to controls based on export


regulations.


And fourth, we need more reliable and complete


information about the nature of the overall technology


loss problem and the most effective means of staunching


it. The Panel was somewhat discouraged at the imprecise


understanding of the extent and nature of lost technology,


the relative contribution of the many channels by which


adversaries acquire Western military technologies, and the


adverse effects of control measures. Obviously, the


nation need not fully understand such factors before it


moves to stem losses; but in the current situation any


control policy is likely to involve unnecessary costs and


uncertain benefits. Therefore, the Panel felt the problem


as a whole should be further evaluated.


The Corson Panel report was released in October 1982.


There have been some encouraging events since.
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For example, two of the Panel's specific


recommendations have been implemented. First, the


intelligence community has moved to establish a scientific


advisory committee to assist it in reviewing prospective


scientific exchange visitors from adversary nations.


Second, the Academy itself has established a new


Government-University Round Table that will serve as a


forum for give-and-take discussions of areas, such as the


control of scientific communications, in which there are


conflicts between the government and the research


community.


There has also been proposed legislation that drew on


the Panel's report. I am pleased that both the Senate and


the House have seen fit to incorporate into their proposed


revisions of the Export Administration Act the following


language: "It is the policy of the United States to


sustain vigorous scientific enterprise. To do so


requires protecting the ability of scientists and scholars


freely to communicate their research findings by means of


publication, teaching, conferences and other forms of


scholarly exchange." This language closely reflects the


views of the Corson Panel and other scientific groups on


scientific communication, views I have expressed earlier.


Further, I understand that there has been a constructive


series of meetings of a special working group of


representatives from the Association of American
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Universities and the Department of Defense regarding the


formulation of DoD policy.


However, these initiatives do not really address the


major provisions of the Panel report; and will not,


themselves, achieve the major changes that are needed to


effect a clear, overall policy. Shortly after the


completion of the Panel study, the National Security


Council initiated an interagency effort to see if and how


the Panel's report could be implemented. The terms of


reference for this initiative were set forth in a National


Security Study Directive. An ambitious 2-month completion


schedule was set. I am somewhat disappointed that delays


have occurred, and that, for various reasons, the


Administration has not in the course of its review


consulted with the outside research community. I


understand that the government still hopes to complete its


review in the coming months. I am sure that the


Scientific community would be happy to cooperate, if


asked. Moreover, it is important that the results of such


a review when complete be openly and widely communicated.


In any event, I hope the process is a fruitful one.


The currently diverse and ad hoc policies are creating


considerable apprehension among scientists, who have been,


and should continue to be, active partners in keeping U.S.


military technology strong.
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I recognize that there may be no simple answers to the


problems of communications in areas where research is


particularly close to military application. However, we


should not unthinkingly apply to American science a


national strategy of security-by-secrecy. Our continuing


scientific excellence -- and the successful transformation


of science into new military technologies -- depend on


extensive dissemination of research results. An


alternative strategy, one of security-by-scientific


accomplishment, has much to recommend it.


Mr. Chairman, this completes my prepared statement.


would be most happy to respond to questions from this


Subcommittee.


###


 I 
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Mr. KASTENMEIER. Thank you, Dr. Press, for that statement.

One of the assumptions, which may or may not be correct, is that


recently there is more and more emphasis, if not preoccupation,
with research and science in terms of military applications. Now, 
we all know that surely since 1945 there has been a certain 
amount of reliance upon and a devotion of resources, scientific and
other resources, to military enterprises. But is it your conclusion
that recently there has been sort of a step-up in terms of, say, the
allocation of resources, research and technology to the military? 

Dr. PRESS. The Nation, that is, the Defense Department, is 
moving to a military strategy that involves the extensive use of ad
vanced technology, in just about every component, every weapon,
every device. That, of course, requires a vast expansion in the R&D
budget of the Defense Department. With this as a justification, the
growth in the Nation's research and development in the military
sector has been the largest component of R&D growth in the Feder
al budget. 

Let me say it simply: the R&D growth in the total Federal R&D
budget has been led by the military component, with a reduction of
the developmental efforts in the civilian sector.

Mr. KASTENMEIER. This reduction in civilian R&D apparently
concurrent to that. One of the questions is at what point in time
did this take place. Has this been a gradual development? We don't
know. 

One would assume from what Dr. Magrath said that at least in
his view it was about 21/2 years, almost coincident with this admin
istration, that this conflict has occurred. Not that the administra
tion alone bears the responsibility, because these are sometimes
Congressional decisions. But can we see, in terms of a timeframe,
when this new set of problems arose with respect to the govern
mental supervision of research and the invoking of additional regu
lations, with respect to the flow of information in the scientific 
field? Is there a point in time this happened, or has this been grad
ual? 

Dr. PRESS. Let me give you my perception, and Dr. Magrath 
might want to add to that.

I think the current concerns began with the invasion of Afghani
stan in the preceding administration. At that time there began re
strictions on scientific conferences, reductions in international sci
entific exchanges, denial of visas and that kind of activity, which
has accelerated in recent years as the superpowers have become
more and more at odds with each other. 

Dr. MAGRATH. Mr. Chairman, I would agree with that. I have to
say that obviously my comments are not any more than your in
quiry intended in any respect to be partisan, but from where I sit
and from where my perspective comes, the kind of problems we are
discussing this morning have really surfaced in a very vivid fashion
in the last 2 to 3 years. I think that in a sense that does relate to
what Dr. Press said about the increasing emphasis on defense re
search related to military applications.

Now, the previous administration had indicated it was going to
support a major defense buildup and expansion. Clearly, it is not
controversial to say that that has been a major commitment and
emphasis of the current national administration, and if you think 
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back to Dr. Press' comments about the relationship between this
enormous emphasis on applied research related to defense technol
ogies, it is in this period of the last 2 to 3 years that we are seeing
this problem intensify.

One of my concerns, if I may just quickly add to that, is that
many of us have worked very hard, both in the Government and
the Academy and in the major scientific societies, to reestablish 
healthy linkages between scientists and the Federal Government
on the premise that that's in the national interest, and some of the
issues we are discussing this morning I fear threaten that relation
ship and could get us back to the very unproductive tensions that
existed in the late 1960's and early 1970's.

Mr. KASTENMEIER. I would agree. In fact, I think Dr. Press, when
he said on page 4 that there is some danger that in the scientific
areas where controls are imposed come the best U.S. scientists and
presumably institutions which simply transfer their interest to un
restricted research areas. They're not going to submit to this sort
of supervision, if you want to call it that, in a free and open socie
ty.

Well, I have a series of other questions, but I would like at this
point to yield to the gentleman from California, Mr. Berman.

Mr. BERMAN. Thank you, Mr. Chairman.
I am interested in your anecdotal story, President Magrath, re

garding the Chinese scholar. What kinds of Federal agents came to
the university administration?

Dr. MAGRATH. Representative Berman, I did not personally talk
with any Federal agents. One of our leading professors of computer
science was visited and contacted by agents I believe of the Federal
Bureau, the FBI, but I would have to check that. I can certainly 
provide you specifics on that. That was in the period of 1981 and
we certainly had a series of communications and correspondence
from the Department of State, which was the initiating agency in
terms of those requests that we received.

Mr. BERMAN. You didn't mention the university's response. 
Dr. MAGRATH. My response was communicated to the gentlemen

in the Department of State in which I said in fairly sharp terms,
some sharper terms than I used this morning, some of the points
that I made. I indicated we were not going to comply with that.

I then had further correspondence—it is actually published in
the appendix to the Corson report that Dr. Press referred to. I indi
cated that even in terms of releasing certain information, which we
weren't in the first place compiling, I would want to have citations
of the Federal statutes that justified our releasing such informa
tion in view of their conflict with not only Minnestoa statutes but
also with the Federal privacy legislation.

If the next question is what happened, nothing happened; that is
to say, that, in effect, ended the inquiries. I believe the scholar,
after about a year or two, transferred to Carnegie-Mellon Universi
ty. But we did not, in effect, comply with those directives.

Mr. BERMAN. And there was nothing said or done after your— 
Dr. MAGRATH. NO, sir, not to the best of my knowledge. Nothing

happened in the way of overt impositions or restrictions on the 
University of Minnesota.

Mr. KASTENMEIER. Would the gentleman yield on that point? 
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Mr. BERMAN. Certainly. 
Mr. KASTENMEIER. I thought, Dr. Magrath, you said the Universi

ty of Minnesota might have been one of five institutions sort of rec
ommended for decertification for certain endowments, if I remem
ber correctly, as a result of perhaps a lack of conforming to cer
tain—or was that in a different context? 

Dr. MAGRATH. It was in a somewhat different context, Mr. Chair
man. I received, as did, I believe, the presidents of Stanford and 
Harvard and MIT and possibly Columbia—I can't recall—we re
ceived a communication from a private, not a governmental, but a
private individual. I think that has to be made very clear.

Mr. KASTENMEIER. That's correct. You did say private. 
Dr. MAGRATH. It was telling us, because there had been some

publicity about various positions that those universities had taken
on these questions, that we, in effect, were not acting in the nation
al interest and that this group was going to pursue shareholder res
olutions at corporate meetings to discourage these corporations and
foundations from making grants to the universities that were not
collaborating with the national interest. 

I have to say we do occasionally have concerns that the positions
we take might cause us difficulty, but in fairness I have to say I
have as of yet seen no evidence of that fortunately, and I hope that
will never happen.

Mr. BERMAN. That threatened blacklisting never took place, I 
take it. 

Dr. MAGRATH. Well, of course, we all believe in the fifth amend
ment, so nothing bad has happened yet that I'm aware of. It's pos
sible that there were some enormous grants that some corporation
was going to give us that we didn't get, but I don't think so, no. I
don't think anything has happened. I just think we do run the risk,
whenever we take this fairly clear position, that we irritate those
who define the national security interest in a certain way. 

Mr. BERMAN. Do you think in this particular situation that the
actions, threatened actions, or the comments of these managers of
these private foundations were induced by governmental pressure?

Dr. MAGRATH. Mr. Chairman, Representative Berman, no, I do
not. I see no evidence of that. 

Mr. BERMAN. So there is not really much they can do in this 
area. 

Dr. MAGRATH. No, I see no linkage, sir. 
Mr. BERMAN. You mentioned the fuzziness of the Export Admin

istration Act regulations in this area. Is it possible to amplify that?
The reason I say that is, as Dr. Press pointed out, we made a very
generalized and nonspecific statement—I'm on that committee and
was very involved in that bill, which just passed the House and
which will be going to the conference committee at some point in
the near future. We passed and I guess the Senate passed, although
I'm now advised that there is a very major difference in how the
report language construes the exact same words in the bill that
both the House and presumably the Senate very soon will be pass
ing, a very generalized kind of language that was read in Dr. Press' 
statement. 

If it would be possible to get some sense of the regulations that
perhaps were overbroad or stifling or struck an improper balance 
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between these competing interests, if only there could be a very
Quick congressional remedy perhaps to that just in the context of
finishing up work on that bill, I was wondering if you could com
ment on some of those specifics.

Dr. MAGRATH. Maybe, Mr. Berman, Dr. Press can help me with 
that answer. It is my understanding that there are clarifications 
moving in Congress that would be helpful in resolving the ambigui
ty. The fundamental problem, as I understand it, is that the regula
tions are so broad that—universities are in the export business, in
the sense of the exchange of ideas. This is discussed at some length
in the so-called Corson Report and maybe Dr. Press could comment
on that further in response to your question. 

Dr. PRESS. I would have two suggestions. The language that am
plifies the need for open scientific communication as a prerequisite
for maintaining our position as the world's leading scientific nation
appears in the report to the bill rather than in the bill itself. It is 
my understanding that executive agencies feel they are not neces
sarily bound by report language, although that is a continuing
issue of discussion between Congress and the executive branch. 

Second, the Senate version contains the vague statement that re
strictions on scientific communication should be avoided except 
when overriding national security concerns must appropriately
take precedence. That's a very vague statement that can be inter
preted in so many different ways by so many levels of bureaucracy
in the executive branch that I fear it could prove an escape clause
that might be invoked too often. 

Mr. BERMAN. That's in the Senate report language? 
Dr. PRESS. Yes. 
Mr. BERMAN. You mentioned, Dr. Press, the general conclusion

of the panel that all in all, when we talk about the hemorrhaging
of technology and acknowledge that information has been received
by the Soviets from American sources that it would have been best
they had not received from a national security point of view, that
it is also the panel's view that the research activities and commu
nications of scientists in these international forums and exchanges

is a negligible part of that problem. 
Now, every business community in the Export Administration 

Act hearings said they're a negligible part of the problem. Where is
the problem?

Dr. PRESS. I think there has been a damaging flow of technology 
to the Soviet Union consisting of hardware that is immediately
usable or applicable in the near term in Soviet military systems. It
has, come from illegal industrial sales, third country sales, espio
nage, industrial espionage. That has happened. But it has not come
from the kind of scientific communication, the publications, the 
teaching, the international exchanges, that are the hallmark of a
research university. That has not been the source of this damage.

Mr. BERMAN. Thank you very much, Mr. Chairman. I yield back.

Mr. KASTENMEIER. That was an illuminating answer.

You indicated, Dr. Press, that the Corson Panel had stated that


four criteria ought to apply, and apply in concert. Do I understand
that these criteria have not yet been accepted by the administra
tion but that the administration is still considering them? Is that
the correct state of affairs? 
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Dr. PRESS. The administration deliberations are closely held, so I 
just don't know what the progress is and to what extent they are 
following these recommendations. I do know that the Corson report 
is being used in the administration deliberations as input to their 
discussions, but how the policy is evolving in the internal adminis
tration discussions is not known to me, nor to anyone else on the 
outside. 

Dr. MAGRATH That's correct. We don't know what the answer is, 
in effect. 

Mr. KASTENMEIER. Dr. Magrath, in terms of the four criteria, are 
you satisfied that they are sufficient?

Dr. MAGRATH Yes, sir. I wouldn't presume to speak for individual 
faculty members at the University of Minnesota. I have been 
around too long to do that. But from my own perspective, because I 
know the authors of the report and what they intend, I can live 
with and see the reasonableness of those criteria. But to reempha
size, it's a gray area but it is not a big, broad gray area as it is 
stated. It is a very narrow gray area. 

Dr. PRESS. And it is also a gray area that would require a dialog 
for 60 days but would not lead to a prohibition of publication. 
That's a key point. 

Mr. KASTENMEIER. Some critics of the Corson report say that the 
report in a sense asks the wrong questions or possibly assumes the 
wrong premises, insofar as it merely attempts to accommodate se
curity concerns of the intelligence agencies and the military rather
than the other concerns, such as preserving openness and tradition
al academic freedoms. Do you have any comment on that? 

Dr. PRESS. Well, having spent 23-some-odd years in the universi
ty, and 4 years in the Government, I think I appreciate the con
cerns on both sides. I think, not because the Corson report comes 
from my own institution, but I think it was an extremely balanced 
statement, taking into account the legitimate concerns of both the 
Government and university community. 

It is an eloquent statement of the need for open universities and 
free scientific communication, as eloquent as I have seen: 

Mr. KASTENMEIER. Others are concerned that the part of the 
Corson report in which it appears to premise the assessment of the 
nature of the problem is really based on a classified report, which 
is not made public. Apparently, the classified report proved that 
technology transfer was a significant problem, but insofar as this is 
not available for general review, can it have full credibility? 

Dr. PRESS. Mr. Chairman, there was no classified report. The 
Corson report was the—well, let me see. I had better back off. 
There was—— 

Mr. KASTENMEIER. I'm not talking about the report itself. 
Dr. MAGRATH I think the reference is to some of the information 

that was made available to the Panel. 
Dr. PRESS. Yes. Let me back off—— 
Mr. KASTENMEIER. Which in the beginning made its assessment 

of the nature of the problem.
Dr. PRESS. It has been a year or more and now it's coming back 

to me. A subcommittee of the Panel received briefings that were 
classified. These were briefings by the intelligence agencies about 
the kinds of damage that has occurred by American technology 
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showing up in Soviet military systems. These were briefings about
the sources of this technology leakage—industry, espionage, third-
country transfers, universities, and so on.

As a result of those briefings, the subcommittee concluded that
open scientific communication was not the source of this damaging
technology transfer, but the sources were the other sectors that I
described to you. There was a written statement that was classified
that summarized those briefings. 

Mr. KASTENMEIER. If that was the case—and for the record I'm 
arguing the point in the sense of trying to explore the situation—
why would then conclusions be reached which would, say, be more
permissive of the Government limiting universities when they are
not the source of the problem? And maybe you don't read the 
Corson report that way. 

Dr. PRESS. No. The proposals, the so-called limitations of univer
sities, are no more severe than the universities impose upon them
selves for such things as patent protection, and no more severe
than the universities impose upon themselves in dealing with in
dustrial sponsors of research. Universities insist that there not be
an undue delay in publication, no more than 30 or 60 days. The
universities insist that their openness—their teaching and freedom
to communicate—not be compromised in their own privately spon
sored research. The Corson Panel recommends limitations no more 
severe than that, and then only if very strict criteria apply. The
Corson report recommends only a 60-day delay in publication so
that the Government contracting officials can discuss particular
paragraphs in a report with the researchers that they sponsor. The
universities have the final right of decision in the recommenda
tions. So, it is not a proposal for something that is extraordinary in
academic life. 

Mr. KASTENMEIER. What does it say with respect to the number
of things that President Magrath detailed as problems for the sci
entific and academic community?

Dr. PRESS. I would say that as I listened to President Magrath's
talk I could subscribe to just about everything he said. In fact, I
can't think of a single exception, although I would like to read his
statement over again. But I was just nodding my head all the time
that he was making his presentation.

Mr. KASTENMEIER. The point is, there seems to be some slippage
between what is actually happening in the country and. say, the
Corson report, or that which is complained about.

Dr. PRESS. I see what you mean. The Corson report is a recom
mendation from a private sector organization, the National Acade
my of Sciences, to the Government. It is not a requirement on the
Government by any stretch of the imagination. It has no force of
authority. It is just a private organization's view, an organization
with a traditional relationship to the Government, but these are
policy recommendations that the Government can act on or not, as
it sees fit. 

The fact that there have bean scientific meetings where papers 
were forced to be withdrawn, the fact that there have been a 
number of instances of the kind that you heard, concerning foreign
students on the campuses, some instances even more severe than 
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what you just heard, these are ongoing problems that we have to
address. 

Mr. KASTENMEIER. IS it not a concern to people in the adminis
tration that there is growing—perhaps hostility is an overstate
ment—but tension surely between the scientific and academic com
munity and the regulations and other restrictions imposed by the
administration on them? Are they not aware of it, or do they feel
that the overriding need for national security considerations are 
such that they must proceed irrespective of the feelings of the com
munity? 

Dr. PRESS. It is very difficult for me to characterize the adminis
tration's concerns, especially when the discussions are private. But
I would venture a guess that the senior administration officials in
science and technology are very sympathetic with the Corson Panel
report. The reason for that is that they understand the nature of
scientific discovery and technological innovation. They know that
once you start compartmentalizing science, then you start degrad
ing scientific productivity. They don't want to see that happen—for
the benefit of the country. So, by and large, I would say they are 
sympathetic. 

I think the problems we have come from those in the administra
tion who don t have such experience and who tend to lump basic
science and advanced technological hardware together, without un
derstanding that they are quite different. 

Mr. KASTENMEIER. Of course, it is not the scientific adviser or 
people that you referred to who are really in control in terms of
regulations and directives that are issued. 

Dr. PRESS. Having had that position, I would say that the Presi
dential science adviser is one of many voices and many different
points of view that will be considered in the final decisionmaking 
process. 

Mr. KASTENMEIER. Dr. Magrath. 
Dr. MAGRATH. Just a brief comment, Mr. Chairman. 
Dr. Press is much closer and far better qualified to answer the

question that you posed to him, but my sense of it is that his com
ments are exactly accurate and that there are persons and voices
within DOD and elsewhere within the Federal Government who 
are very sympathetic to the position that we are taking. But there
are other voices and other points of view as well. 

I would also like to say this is the Corson report and I did not
serve on the Panel, although I believe I was invited to and couldn't.
I believe that while I'm sure one can find points of difference here
and there, I think we can study and discuss and debate these very
difficult issues for many weeks and months and I don't think you
will find a better statement of the problem, and a stronger affirma
tion of scientific and academic freedom, and a more sensible set of 
recommendations put together in a period of I think 3 or 4 months, 
by some very hard-working individuals, than in this document. It's
as good a guideline I think as we could have, as Congress and you
and others explore these very important issues.

Mr. KASTENMEIER. Apparently it is not being followed, and our
problems are that decisions are being made by others who do not
give the highest priority to those considerations. 
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Coming from the scientific area and the educational area, I happen
to believe that these two fields have a great deal to do for our na
tional security beyond our military strength. So I think we have to
take a broad view of what constitutes national security.

Within this context, I think that any restriction of science, of the 
kind we have been speaking about, would start us down the road of
losing our scientific preeminence in the world, which I think is a
very important element of our future national military security,
national economic security, and the cultural life of the Nation.

Mr. KASTENMEIER. Thank you.
Mr. Berman, any further questions?
Mr. BERMAN. Just a couple.
In your testimony, Dr. Press, this reference to the "dual use" ca

pabilities, you site several instances where apparently there have
been administration efforts to prevent certain unclassified research
results from being presented at meetings attended by Russian sci
entists. I am just not informated at all on the nature of these and
have no scientific background. 

One of them is the Society of Photo-Optical Engineers in 1982.
Somehow that strikes me as spy satellites or technology that might
be used there. Am I just totally off base or is that—— 

Dr. PRESS. No. Photo-optical devices are a very important ele
ment of many different military systems. I am sure there is a le
gitimate need in certain areas of that technology, where the mili
tary application is obvious, to examine it from the point of view of
classification. 

But it is also a field that is extremely important in civil technol
ogies, that are in use today such as optical communication sys
tems—which replace copper with optical fibers—and the laser de
vices for phonograph playback and high-fidelity recordings. There
are all sorts of new devices based upon photo-optical technologies.
So it is a very big, economically important field, with some military
applications. 

If we are going to achieve commercial strength in this country in
this very important field, we have to have open communication in
scientific meetings. But again, I think if there is a case for classifi
cation, the rationale it should be made and should be made very
clear and very specific, and people should know about it. 

Mr. BERMAN. But how do you make—— 
Dr. PRESS. When one organizes a scientific meeting and all of the

papers are received, and they are all unclassified, and then 2 weeks
before the meeting there is an order saying "These papers have to
be withdrawn because you're liable for prosecution under the 
Export Administration regulations" that's not the way to have 
open scientific communication. It alienates the scientific communi
ty and it encourages international scientific bodies to have meet
ings outside the United States.

Mr. BERMAN. How do you—I'm asking these questions because I
can think of people in this body whose initial reaction to this kind
of discussion is; well, how do you know that the papers that are 
going to be delivered relating to the cutting edge of research in this
area are, in fact—even though they're not done by the Department
of Defense or under the sponsorship of the Department of Defense,
and may be much more a product of academic or research or re
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search under some private foundation contract—are so revealing
that a level of information will pass into the hands of the Soviets
in this kind of exchange, that there should be some prepublication
review or a potential to stamp on to that document classified, or at
least classified as to foreigners or classified as to Soviet scientists. 

What is the process?
Dr. PRESS. AS I understand it, except for atomic energy, the Gov

ernment has the right to classify only those things that it pays for.
So we're talking about Government contracts for research. Those
contracts for research with universities are carefully defined, care
fully spelled out, and with all research universities they are unclas
sified contracts or else the universities would not accept them. So
there is a clear charge to the researcher, or there is a clear propos
al by the researcher—"I will work in these fields, and this is what
I intend to do." 

Almost all of the time that work stays on the unclassified side.
Once in a very rare experiment, a very rare result, the university
researcher may walk across a line where his research becomes 
useful in the very near term in a military system. There might be
a justification for classification at that time. 

The process we have, and it's a good one, is that the Government
contract official usually knows what's going on on the university
campus. There are progress reports that are made, there is commu
nication, and most of the time that excursion into the classified 
area is recognized by both sides. 

At that point there is a decision to be made. The Government
can classify it, in which case the university will stop doing that re
search—to the detriment of the Government—or the Government 
will take its chances and not classify it because it becomes very ex
cited about its potential. But there are mechanisms and means for
doing these things.

The problem is with research mutually agreed to be unclassified.
A new category is being invented ad hoc when the Government
takes unclassified research and treats it as if it were classified by
prohibiting its presentation.

Mr. BERMAN. The last question I have is for Professor Magrath.
Some people apparently, including Admiral Inman, have argued

that the type of prepublication review urged by the executive 
branch is virtually parallel to that imposed on researchers support
ed by corporate funds, and apparently accepted by those research
ers. You may have touched on this in your answer to the chair
man's question, but I would just throw that out.

Dr. MAGRATH. Well, Mr. Berman, I can't speak for other univer
sities, but I know that at the University of Minnesota we do not—
and we have some very close, linkages with industrial firms and 
corporations—we do not and will not agree to prepublication re
strictions. Most of the relationships that I'm familiar with at least,
involving research universities and corporations, are very much 
within the traditions that, generally speaking, historically have 
worked well between universities and the Federal Government. In 
fact, I happen to believe that there are many good models that his
torically have existed between the Federal Government and univer

sity researchers and that they are part of the answer to some very
difficult questions involving corporate-university relationships. But 
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we would not agree to prepublication agreements that in any way 
are different from the kind of situation that Dr. Press has outlined. 

Mr. BERMAN. Thank you very much. 
Mr. KASTENMEIER. The committee wants to thank you both for 

your contributions, Dr. Press and Dr. Magrath. It has been very 
helpful and very informative for us and contributes—not only your 
presentations but your answers to our questions—to our under
standing of the problem and hopefully to the public discussion that 
we trust will ensue. 

Dr. MAGRATH. Thank you, sir. 
Dr. PRESS. Thank you very much. 
Mr. KASTENMEIER. Our next witnesses will make their presenta

tion as a panel. The first member of the panel is Prof. George 
Davida of the University of Wisconsin at Milwaukee. He is an 
expert in matters relating to computer science in general and cryp
tography in particular. He has had some personal experience relat
ing to restrictions on the publication of scientific information. 

Our second witnesses represent the Institute of Electrical and 
Electronic Engineers. IEEE is a national professional organization
that frequently sponsors scientific conferences and exchanges. Rep
resenting IEEE will be Professor Karl Willenbrock from Southern 
Methodist University. Accompanying Professor Willenbrock is Ellis 
Rubenstein, managing editor of the organization's magazine "Spec
trum." Mr. Rubenstein will relate his testimony of personal experi
ence with attempted restrictions on publication by the Department 
of Defense. 

The final member of our distinguished panel is Prof. Stephen 
Unger of Columbia University. Professor Unger is also an expert in 
computer sciences and has been actively involved in the subject on 
a number of panels of the American Association of University Pro
fessors, the AAAS, and has also written extensively on the subject 
of academic freedom. 

Gentlemen, you may proceed. Professor Davida, you may proceed 
first. 

Professor DAVIDA. Mr. Chairman, I would just like to refer to my 
report.

Mr. KASTENMEIER. Without objection, your statement will be re
ceived and made a part of the record, and you may proceed as you 
wish, professor. 

TESTIMONY OF PROF. GEORGE I. DAVIDA, DEPARTMENT OF 
ELECTRICAL ENGINEERING AND COMPUTER SCIENCE, UNIVER
SITY OF WISCONSIN-MILWAUKEE; PROF. F. KARL WILLEN
BROCK, CHAIRMAN, IEEE TECHNOLOGY TRANSFER COMMIT
TEE, ACCOMPANIED BY ELLIS RUBENSTEIN, MANAGING 
EDITOR, "IEEE SPECTRUM"; AND PROF. STEPHEN H. UNGER, 
COMPUTER SCIENCE DEPARTMENT, COLUMBIA UNIVERSITY 
Professor DAVIDA. Thank you, Mr. Chairman. 
My own experience with the Government's classification powers 

occurred in 1977 and 1978. We had been funded at the time by the 
National Science Foundation, in one of those grants that was re
ferred to earlier by Drs. Press and Magrath. It is an unclassified 
research grant, although my understanding is that a lot of the 
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award letters that are being issued now are being perhaps tight
ened up to allow possibilities of classification even under NSF-spon
sored proposals.

But, in any case, in 1978, as a result of a patent application, we 
were issued a secrecy order that, among other things, contained
penalties of 2 years in jail and $10,000 fine for unauthorized disclo
sure of a subject matter we had invented on our own, without any
reference to classified information. What that seems to imply, Mr.
Chairman, is that there are some things that some regard as being
born secret—in other words, regardless of how you arrive at them,
somehow you cannot disclose them. 

I don't know how these concepts came about to be accepted by
some, but I do find them to be contrary to the principles of this 
country. I don't accept them. I don't know about my other col
leagues, but I don't think we should be subscribing to the theory
that there is some knowledge that simply cannot be talked about. 

Now, the problem that I see really is twofold: what is the impact
of the classification powers of the Government, and will it, in fact,
achieve the desired effect of denying our adversaries the fruits of
our labor? 

When one considers other models of secrecy that we practice in
this country, I'm not entirely convinced, Mr. Chairman, that secre
cy has really done a lot for us. I have asked physicists who worked
on nuclear weapons whether the secrecy they practice has, in fact,
prevented any country from introducing a nuclear weapon if it had
the resources. The answer has always been that it has not. In other
words, the research that is being conducted and the secrecy that is
being practiced in areas where there is effective control, not only is
the transfer of technology not necessarily as controlled as we would
like, the results are not exactly all that encouraging. 

In the nuclear weapons industry, I understand that people in the
highest levels of Government seem to say that we re either at 
about the same level in terms of destructive capacity as the Sovi
ets, or that they are slightly ahead. If that's the case, I would hate
to see what would happen to our other technological advances in
non-DOD areas. Perhaps if we practiced secrecy we would be just
as mediocre as the Soviets. 

It is clear that secrecy appears to have nothing really in Store for
us except mediocrity. I don't think that we will in any way keep
our lead or even make advances if we continue on this path of re
stricting the flow of information among the scientists.

Now, there are some other issues that this business of classifica
tion brings up. I remember when we first received the secrecy
order, one of my colleagues came up to me and said that we should
be honored that our research was classified. In other words, there 
was a tendency on the part of some to think that if the research is
classified it was important. I would hate to see that kind of think
ing creep into the academic process. 

For example, in one case, it is my understanding, one of the Gov
ernment agencies that was interested in some of the research actu
ally interceded on behalf of a faculty member, I guess writing some
kind of a letter to his department chairman or somebody, in effect
telling the institution that his work was so important that that
person ought to perhaps be granted tenure. I don't wish to see such 
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involvement of Government agencies, particularly intelligence 
agencies, in the issues of academic freedom and issues of tenure 
and the publication of our results. I think that would obviously be
contrary to the way we do research at universities and not in any
way enhance our research capabilities.

Finally, I do think that the Government has the obligation to be
consistent. On the one hand, we do have exchanges with our adver
saries. We sell them all kinds of products, food and other technol
ogies, and at the same time the Government turns around and tells 
us that we should not communicate among ourselves to prevent the
Soviets from learning what we know. 

If I may summarize, the Government must get its act together. I
find the current regulations, both export control regulations as 
well as the secrecy act, to be rather confusing, and chilling. I don't
think that we can live with the kinds of vagueness that has been
referred to by others. With that I would like to conclude, Mr. 
Chairman. 

[The statement of Professor Davida follows:] 
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In 1977 the Wisconsin Alumni Research Foundation filed for a 

patent on behalf of myself and a graduate student for a data 

protection device that resulted from research funded by the 

National Science Foundation. The research was unclassified and 

was based on materials publicly available. In 1978 we were 

issued a secrecy order by the Commerce Department which, unknown 

to us at the time, had done so at the request of the National 

Security Agency. 

Upon careful reading of the secrecy order, we became 

concerned since the order contained penalties of two years in 

jail and $10,000 fine for unauthorized disclosure of the subject 

matter of the patent app l ica t ion , which, I would l ike to 

emphasize, was based on publicly available material. 

Upon informing the University of the secrecy order, the 

Chancellor became quite concerned that the order infringed on 

academic freedom, not to mention the First Ammendment. After the 

resulting press coverage, the Chancellor communicated with the 

then Commerce Secretary Krepps and NSA director Admiral Bobby 

Inman. A short time later, the order was rescinded. 

In 1979 the Americal Council on Education undertook a study 

of the issue of publication of research in Cryptography and its 

relat ion to national security. The group, called the Public 

Cryptography Study Group (PCSG), met for about two years and in 

1981 issued a report in which the majority of the members 

recommended a system of "voluntary" prior review. I dissented 

from this recommendation and issued a minority report in which I 

outlined my reasons for opposing what I saw as nothing more than 
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censorship. 

My opinion has not changed. I still oppose the system of 

prior review. My concern has grown as I have seen my 

predictions, that the government's interest in classification of 

research would grow to include other areas, come true. 

The secrecy orders and the PCSG's recommnedations raised 

issues  that  had a  direct  bear ing on the Nat ion 's  pol i t ical ,  

sc ient i f ic and economic health. More specifically, the secrecy 

orders and prior review raised questions regarding: 

1. Constitutionality 

The secrecy order that was issued to us was for material 

t h a t  w e  h a d  d i s c o v e r e d  w i t h o u t  k n o w l e d g e  o f  c l a s s i f i e d  

information. The government seemed to regard this subject to be 

what some have called "born secret." Such concepts have no place 

in our democracy. 

2. Impact on Basic and Applied Research 

Secrecy orders and censorship of resul ts deemed by some in 

the government to be a danger to the nat ional securi ty would 

inevitably lead to the removal from the public domain of 

interesting resul ts . There is no doubt that this would seriously 

harm the quality and direction of research. 

The PCSG's recommendations were equally disturbing. I t was 

without any basis since the committee had no evidence to suggest 

tha t publ ica t ions in cryptography were harmful to the nat ion 's 

security. The committee did not consider the cr i t ica l importance 
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of cryptography in data protection. Our nation is changing. The 

most intimate details of our lives are being stored and 

manipulated by computers. Medical databases, credit files, 

insurance files, employment records are being constructed and 

connected to computer networks. The increased use of personal 

computers may lead to personal da tabases . These technological 

changes can potentially destroy not just privacy, which is already 

gravely threatened, but freedom itself.  It  is difficult to 

conceive of freedom without privacy. We must be allowed develop 

the technology to protect information that we do not wish to 

share with others. 

Economically, our society is changing in such a way that our 

assets are no longer physical, but logical. "Disks and not vaults 

are the repos i to ry for the new weal th. Wealth i s being reduced 

to jus t "b i t s " and "bytes" in some computer. E lec t ron ic funds 

transfer would make it possible to move this wealth at 

unprecedented speeds. 

The need for protection technology was made abundantly clear 

in the reported Soviet evesdropping activities. More recently 

young computer buffs raided computer systems a l l over the 

c o u n t r y . What caused t h e s e weaknesses? In the case of 

cryptography, the government would not only not share i t s 

knowledge in data protection , but was now attempting to suppress 

information developed in the civil ian sector.  These actions 

clearly indicate that the blame for the vulnerabilities in our 

communication and computer systems res ts with the government. 
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3. Effectiveness of Such Measures


Even if one was willing to ignore all the other objections


to suppression of information, there still remained the question


of whether the actions would have the desired effect of denying


the results to our enemies. There is no evidence that there is


significant contribution to technology transfer to our enemies by


publications of basic research. Studies have shown that


technology transfer to our adversaries occurs through commercial


exports from both the United States, Western Europe and Japan.


What little impact from publications there may be has to balanced


against the obvious benefits that this nation enjoys in just


about every area of technology that we choose to pursue. We are


clearly the world leaders in those areas that we are equipped to


conduct research in. There are areas in which, some say, we are


losing our lead to, not the Soviets, but the Japanese. The


decline of investment in research has been well documented. It,


therefore, should not surprise anyone if we lose our lead in


areas that are underfunded. Our shortcomings are not due to lack


of ability. Our problems have been the lack of national


leadership to reinstate the resources necessary to maintain (or


regain) our technological lead.


In assessing our technological strengths and weaknesses,


some comparisons are in order. Just how well are we doing


compared to, say, the Soviets? It is interesting to note that


in the non-defense R&D and production, we are clearly decades


ahead of the Soviet Union. But when we consider nuclear weapons,


government officials at the highest levels tell us that the
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Soviets are either equal to us (the prevailing view) or are


slightly ahead. It thus appears that in an area where both we and


the Soviets practice secrecy, the results are about the same!


This is rather strange since one would expect that, in a field


where we were practicing secrecy and thus denying the Soviets the


opportunity to share in our advances, we would be ahead given our


overall lead in technology. This implies that if we were to


impose secrecy in other areas of engineering and science than


what we can expect is that we will do about as well as the


Soviets. Secrecy, it seems, has only thing one in store for us:


mediocrity.


It is also possible that if efforts to restrict the flow of


information continue, then not only will they damage our research


capability, but may very well start an "information war" with our


friends.


Finally I, like many others, am concerned about the


inconsistency of my government's actions. The government sells


the Russians wheat to help feed them and then turns around and


tells us that we must not communicate among ourselves lest we


help the Russians. Apparently the government believes that it


can better protect us from the Russians if it keeps the Russian


stomachs full and our minds empty.

4 



99


Mr. KASTENMEIER. Thank you.

Next I would like to call on Dr. Karl Willenbrock. We have your


13-page statement and you may proceed from it, or summarize it, if
you wish.

Professor WILLENBROCK. With your permission, Mr. Chairman, I
would like to submit my statement for the record and summarize 
my comments.

Mr. KASTENMEIER. Without objection. 
Professor WILLENBROCK. First I would like to make a few com

ments about the scientific and engineering professional societies in
general, and IEEE in particular, since the incidents I will be de
scribing are those related to the Institute of Electronics Engineers. 

This Institute is a leading professional society for the electrical,
electronics and computer engineers and scientists. It has a transna
tional membership of more than 230,000 members. It has roughly
190,000 members living in the United States. It publishes more 
than 50 technical periodicals and it sponsors more than 225 major
technical meetings on a yearly basis. It is a very active and dynam
ic group. 

It is typical of many of the professional societies that exist in
other areas of technical specialization. There are more than a thou
sand such societies in the engineering and scientific areas through
out the country. It is a safe generalization to say that there are no
major areas of science and technology that are not served by an
active professional society. 

The important point I would like to make, and it is reinforced by
the statements made by the previous testifiers, that the meetings
and periodicals really are an integral part of the communications
system that was described in more general terms by Doctors Ma
grath and Press. The papers presented are presented for the infor
mation and stimulation of the technical community. The people 
that participate are from all parts of the spectrum. They range
from Nobel Laureates to students. Such presentations are an effec
tive and important part of the communication which keeps the 
community alive. People go to the meetings and read the periodi
cals to know what is going on in their fields. It is the way of main
taining and keeping up to date fast-moving technological areas. 

If I may cite a personal experience, last summer I spent a few
weeks in Indonesia as part of a U.S. group working with their Min
istry of Research and Technology. The Indonesians are very inter
ested in improving their rate of scientific and technical progress. I
was amazed to find that there is very little professional society ac
tivity there. Scientists and engineers from different groups really
did not know what was going on in their own country. It is not sur
prising that their rate of technological progress is quite slow. I feel,
as do most members of the scientific and technical community that
our open system is a very integral part of what makes us move
ahead rapidly. It has been an essential element contributing to the
leading worldwide position that the United States now has in sci
ence and technology.

Let me now discuss the openness of the system and answer a
question that was raised by previous witnesses. How open is the
system? What about proprietary information in the industrial com
munity? 
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The communication or information dissemination system is as 
open as people want to make it. There are some pressures both 
ways. Look at it from an individual standpoint. An individual 
would like to present his research results and get the acknowledge
ment from the community of his peers. On the other hand, most
researchers don't give away what they plan to work on next be
cause they don't want to be scooped. People make individual judg
ments as to the content of their presentations. This is particularly
true for the university community. 

Now consider the industrial community. Engineers and scientists
in the industrial community typically have their papers reviewed
by their patent departments. They are concerned about giving 
away commercially important information. However, most compa
nies have learned how to do it; they keep proprietary information 
out of their papers, but still their engineers and scientists are 
active participants in the communication process. Look at the 
IEEE as a typical organization. More than 60 percent of its authors
are industrially employed. In some ways the company has some of
the same motivations as the individual. Companies want to be con
sidered first-class technical organizations that are up-to-date. They
are active supporters of the professional societies. Their employees
are members and participate actively in both the meetings and the
operation of the periodicals. There are ways for individuals to oper
ate effectively with some information which is not open and other
information which is open. Industrially-employed engineers as well
as the university-based engineers operate very effectively together. 

Some of the problem areas have been illustrated by the previous
speakers. It should be understood that there really aren't procedur
al problems related to information which is clearly assigned a secu
rity classification by the appropriate government authority. Such 
information is not published in IEEE publications or presented at
open IEEE meetings. It is IEEE policy to require all authors to cer
tify that the papers they submit for publication or presentation at
meetings have been cleared by the appropriate authorities within
their organizations. 

Difficulties arise when authors submit for publication or presen
tation information which is considered releasable or has been re
leased within their companies, but then is later described as classi
fied or otherwise unpublishable by a Federal agency representa
tive. 

Let me cite three instances in which the IEEE was directly in
volved. 

The first incident involves an article which was submitted by an
author for publication in the IEEE Spectrum last year. Spectrum is 
an award-winning monthly periodical which is circulated world
wide to all IEEE members. Accompanying me today is Mr. Ruben-
stein, the managing editor of Spectrum. He was directly involved
in the incident. He can supply more detailed information if you so
desire. 

The article was entitled "Out-Numbered and Out-Weaponed by
Soviets, the U.S. Army Shoots for High Technology," and after 
being submitted by an external author, it was subjected to the 
usual expert review process. Since the author quoted the then Sec
retary of the Army, the article was sent to his office for review. A 
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month-and-a-half later the Spectrum staff editors received a tele
phone call from the Army Office of the Chief of Public Affairs with
the message that the manuscript contained classified information 
and should be shredded immediately. 

Upon questioning, the Army representative identified three 
statements as being classified. The Spectrum staff investigated the 
origins of these three statements and found that two statements 
had been published in an unclassified, widely disseminated Army 
publication entitled, "1982 Weapons Systems," and the third was 
from public testimony of the Army Chief of Staff to the 97th Con
gress. 

When this information was presented to the Army representa
tive, it was agreed that the two published phrases were not really
classified but that the Chief of Staff's testimony had been reclassi
fied. The explanation was offered that unclassified information can 
sometimes be put together in such a way as to be reclassifiable. It 
turns out that this issue was not pursued further, since the article
did not meet the technical standards appropriate for the Spectrum.
The article was not published. 

However, the incident does provide an opportunity to examine 
the effect that such Federal agency actions can have on the scien
tific and technical publishing community. Many authors of techni
cal articles confronted with such a statement by a military repre
sentative would simply have withdrawn the article. However, in 
this case a full-time editor of Spectrum who is not readily turned
aside followed up and found that the reasons for withdrawal were
at best questionable. Many technical authors—and I would consid
er Dr. Davida as an exception—tend to avoid topics that might be
disapproved by a Federal agency. They try to keep out of harm's
way and try to avoid getting involved with such issues. 

Mr. KASTENMEIER. Dr. Willenbrock, regrettably I am going to 
have to interrupt the remainder of your presentation so that we 
can make a vote on the House floor. That's what the buzzers were 
all about. Therefore, we will have to recess for 10 minutes. I regret
dividing your very fascinating testimony, but if you don't mind, sir,
and the other witnesses, we will have to recess for about 10 min
utes. We will reconvene at about 12:15. 

Accordingly, the committee is in recess. 
[Whereupon, the subcommittee was in recess.] 
Mr. KASTENMEIER. The committee will come to order. We will 

return to Dr. Willenbrock, who was in the middle of his presenta
tion. 

Professor WILLENBROCK. Thank you very much, Mr. Chairman. 
Your timing was good enough to interrupt between incidents one
and two. 

The second incident happened last year in connection with an 
IEEE-sponsored International Test Conference in Philadelphia 
which was run by the IEEE Computer Society.

Five days before the conference was to open, and after the con
ference publication had been printed, an official of Texas Instru
ments, Inc. requested by telephone that three papers written by TI
engineers on very large scale integrated circuits be withdrawn. The
Air Force Systems Command considered the release of these papers
to be potentially damaging to U.S. interests. The authors, who are 



102


IEEE members, believed their papers were cleared having followed
the usual internal procedures at TI.

Apparently the government reviewers did not decide until very
late—that is, until 5 days before the conference, after the Confer
ence Digest had been printed and some copies supplied to report
ers—that the papers should not be published. The conference man
agers were asked to excise the papers from the already printed
Conference Digest and to ask reporters who had received prepubli
cation copies to return them. 

The conference managers decided to require before taking these
steps that: One, a written explanation of the reasons for removing
the papers be given; two, that the authors themselves request the
removal, and three, that an agreement be made to pay the costs of
destroying portions of the already printed record. In response to
these requirements, a rereview of the papers by the Air Force re
sulted in a decision that the original papers could be presented as
planned. They were. 

A third incident occurred in 1982 in connection with the 
EASCON Conference held in Washington. It was sponsored by the
IEEE Aerospace and Electronic Systems Society. Just before the 
conference opened the conference chairman was asked by an Air
Force representative to destroy all conference records and to cancel
the presentation of certain papers. The conference chairman re
sponded that he might agree to do so if the estimated cost of be
tween $25,000 to $50,000 was borne by the Air Force. A day later,
the Air Force representative withdrew his request. Later a Navy
representative made a similar request which was also withdrawn
after the costs were described. 

In view of these incidents, it has become evident to the IEEE 
that it needed to have a practical procedure to handle such cases.
Typically the chairman of an IEEE Technical Conference Program
is an engineer employed by a company or university who under
takes this additional responsibility as a part-time voluntary profes
sional society task. The IEEE is presently working on what we call
a hot line procedure which would make available to any conference 
program manager or journal editor access to the IEEE general 
manager's office. In this office, previous experience with this type
of situation is available and also legal counsel is available if neces
sary. We are also seeking to devleop appropriate points of contact
within the DOD so that reasonable decisions can be reached in 
short periods of time. 

The IEEE does not have a complete record of how many inci
dents of this type have occurred, since they are not all reported.
However, there have been other incidents in which papers have
been withdrawn at the request of military representatives.

I might interpolate that the general advice that is given to IEEE
representatives in such cases is that, first, don't roll over, second,
get good advice, and third, don't go to jail.

It is difficult, if not impossible, to measure the impact on the
electrical/electronics and computer community of incidents such as
these. Certainly they have the chilling effect which was described
by previous testifiers. I should like to cite two examples of such ef
fects, one relating to an IEEE committee, and the second relating 
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to the research choices of an IEEE member who is a very capable
junior engineering faculty member.

A number of IEEE members who are part of the Solid-State Cir
cuits and Technology Committee canvassed their members recently
to determine what topics would generate the most interest as focal
points for proposed workshops in the spring of 1982. Two topics
were selected, one on high speed technologies and the other on the
very high speed integrated circuits program, VHSIC, which the 
DOD has sponsored. 

Before going ahead with planning for a workshop on VHSIC, the
DOD program manager's office was contacted. The manager's rep
resentative indicated that VHSIC was controlled by the interna
tional traffic in arms regulations [ITAR]. Therefore, if the work
shop included information on chip fabrication and processes, chip
architecture, internal details of the chip, and the performance de
tails of chips, all workshop attendees would be required to present
proof of U.S. citizenship. Such proof would not be required if only
topics such as brass boards and the names of chips were to be cov
ered. 

The IEEE group decided that there were too many constraints
and the result was that this workshop was not held. Whether this 
decision was an advance or a loss for U.S. national security is hard
to decide. However, it is possible to assert that the planners of this
workshop, which included engineers from Bell Labs, IBM, and the 
University of California at Berkeley, et cetera, are among the most
productive and capable engineers in the United States in this par
ticular field. 

The second incident I would like to relate is a personal experi
ence with a fellow faculty member at SMU, who recently complet
ed his Ph.D. at Princeton in communications theory. We were dis
cussing some of the interesting areas where technical problems ex
isted, and he indicated he carefully avoided those topics which 
were close to DOD interests because he feared his work could be 
classified. He considered this possibility disastrous because it would
not enable him to publish his results or communicate with his pro
fessional colleagues. Thus, the effect of current classification proce
dures in this case may well be the opposite of what is intended. 
The Nation's security can be weakened rather than strengthened if
bright engineers and scientists avoid working in defense-related 
fields or holding meetings on subjects which are close to defense in
terests. 

In summary, I would like to make the following points:
One, an open communication system is an essential element in 

the operation of the U.S. engineering and science community. 
Two, it is possible for industrially employed professionals to oper

ate with both restricted and unrestricted information and still be 
active and effective participants in an essentially open communica
tion system. 

Three, that an open communication system is vulnerable to im
proper or careless application of classification procedures. 

Four, those responsible for policymaking and policy implementa
tion in classifying engineering and scientific information should be
aware of the very substantial damage they can do to the U.S. tech
nological enterprise. 
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Five, while decisions about specific situations will depend both on 
overall governmental policies as well as on judgments made by in
dividual representatives of Federal agencies, wise decisionmaking 
will depend on having technically sophisticated people in the Fed
eral agencies involved. 

Sixth, it should be recognized that the United States must ulti
mately depend on the strength and accomplishments of its scientif
ic and technical community for its national security. This commu
nity needs the freedom to communicate openly to retain its vitali
ty. 

Thank you for giving me an opportunity to testify, Mr. Chair
man. 

[The statement of Professor Willenbrock follows:] 
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affect the 190,000 institute members who live in the United
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The U.S. attained a position of world leadership in science


and technology in the post World War II era. One reason for the


success of the U.S. technological enterprise is that an extremely


effective system of communication, among the professionals in the


various disciplines, has been developed. At the heart of this


communication system are the scientific and professional


societies. I should like to give the Committee some indication


of the scope and character of these societies by reference to the


Institute of Electrical and Electronics Engineers, the leading


professional society in the electrical, electronics, and computer


fields. Almost all active fields of science and technology in


the U.S. are served by one or more professional societies.


A major function of these societies is to provide the means


for technical communication among the professionals in the


various scientific and engineering fields and to create, for the


future, a permanent record of the knowledge generated. The major


modes of communication are the publication of journals and the


sponsorship of meetings. At present, the IEEE publishes more


than fifty technical periodicals (about 115,000 pages a year) and


sponsors a minimum of 225 major technical meetings a year. In


these periodicals and at these meetings, the theories, experimen


tal results, and data that constitute the body of knowledge on


which electrical, electronic, and computer engineering is based,


are presented and debated. This procedure of research and discovery
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followed by communicating the results to professional peers is an


integral part of the process of the continuing growth of scien


tific understanding and the continuing development of new tech


nological capability. The process engages participants ranging


from the leading researchers in the field to the neophytes just


entering the field. It stimulates new ideas and new contribu


tions to knowledge and it disseminates this knowledge in a syste


matic and effective way to the professional community who will


use it.


The vital role of the professional societies and the open


communication systems they operate were brought home to me per


sonally as the result of a trip I made to Indonesia last summer,


I was part of a group from the National Academies of Science and


Engineering whose objective was to advise the Indonesian Minister


of Research and Technology on ways to make his country's scien


tific and technical programs more effective in that nation's


development. It turned out that there are no effective pro


fessional societies in Indonesia and so the scientists and engi


neers there did not have available a systematic means of comuni


cation among the specialists in various technical fields. They


had practically no knowledge of the programs and projects in the


various governmental, university, and private-sector laboratories


in their own country. It is not surprising that their rate of


progress is slow. A slow rate of technological progress charac


terizes many societies in which free scientific and technical


communication is inhibited.
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In contrast, the U.S. has probably the most open system of


technical communication in existence. The professional


societies, as a major element in this system, continue to grow


and expand their activities. Their resources are generated


almost entirely from the dues paid by members and the sale of


periodicals. For example, the 31 societies which constitute the


IEEE represent the current specialties within the electrical/


electronics/computer community. As new fields of knowledge are


created and new technologies emerge, additional societies or


groupings will be formed within the Institute.


It is because these societies are so successful and contri


bute so directly to the advance of the various fields of engi


neering, science and technology that the science and technology


community is greatly concerned with interference with their


operations. Yet there have been an increasing number of occasions


in which the dissemination of technological information has been


adversely affected because of concern that information being


disseminated would damage U.S. security. These occasions include


the suppression of papers scheduled to be presented at confer


ences and modifications of papers submitted for publication.


It is of utmost importance for the continuing technological


progress in the U.S. to examine the reasons for these interfer


ences and to develop procedures to eliminate the conflict between


the requirement of maintaining national security and the
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necessity for free communications with in the science and tech


nology community. First, it should be understood that there are


no procedural problems associated with information which has been


clearly assigned a security classification by the appropriate


governmental authority. Such information should not be published


in unclassified periodicals or presented at open meetings. The


IEEE editors and program chairmen have developed systematic pro


cedures to avoid this possibility.


It is IEEE policy to require all authors to certify that the


papers they submit for publication or presentation have been


cleared by the appropriate authorities within their organiza


tions.


However, difficulties arise when authors submit for publica


tion or presentation information considered releaseable which is


later declared classified or otherwise not publishable by a


Federal agency representative. The actual clearance process


through which these papers go varies considerably depending on


the organization with which the author is affiliated. In


Industrial companies the usual practice is for all papers to be


first cleared by company management to ensure that no proprietary


nor classified information is being divulged. If there has been


an external sponsor, such as the Department of Defense, clearance


by a Federal program manager is usually also a part of the pro


cess. Since more than 60% of IEEE authors work for private com


panies. It is evident that these companies have developed


techniques for their employees to actively participate in open
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technical communication without harming the company's proprietary


Interests. University-based authors usually have a less formal


clearance procedure depending on the sponsorship of their


research. In any event, for all IEEE papers, the author is


required to sign a statement at the time his paper is submitted


to the IEEE that appropriate clearance has been obtained. Thus


problems do not arise between the IEEE and authors. It is when a


third party intervenes that problems arise.


It is noteworthy that the industry-based IEEE members


operate with information, some of which is restricted because of


its proprietary considerations and some of which is freely disse


minated. These professionals contribute effectively to the open


information system operated by the professional societies and yet


do not damage their company's interests. If they did, companies


would not continue their direct and indirect support of pro


fessional societies. The fact is that the leading U.S.


technology-based companies encourage their employees' active par


ticipation in professional society publications, meetings, and


other activities. It is evident that the dual objectives of pro


tection of a company's commercial interests and the dissemination


of new and state-of-the-art technical information are attainable.


While the details of an industrial process may not be openly


disseminated, the fundamentals of the process are usually open


for public dissemination.


Incidents such as the widely publicized forced withdrawal of


a large number of papers at the Society of Photo-Optical
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Instrumentation Engineers (SPIE) Conference in the summer of 1982,


the threatened forced withdrawal of papers at a number of IEEE conferen


ces, and other such incidents, have led to difficulties between


governmental and professional society representatives. In fund


amental terms, the IEEE's relationship is with the author of a


paper and through the author to the author's organization. When


an external agency such as the Department of Defense asserts that


some of the author's information should be restricted from open


dissemination, the issue is really between the author and the agency,


not with the IEEE. However to clarify what actually happens, I


should like to describe a few incidents in detail and then seek to


draw some general conclusions.


One such incident involves an article which was submitted by


an external author for publication in the IEEE Spectrum last


year. Spectrum is an award-winning monthly which is circulated


worldwide to all IEEE members. Accompanying me today is Mr. Ellis


Rubinstein, Managing Editor of Spectrum, who was directly


involved in the incident. The article entitled, "Out-Numbered


and Out-Weaponed by Soviets, the U.S. Army Shoots for High


Technology," was subjected to the usual expert review process.


Since the author quoted the Secretary of the Army, the article


was sent to his office for review. A month and a half later, the


Spectrum staff editors received a telephone call from the Army


Office of the Chief of Public Affairs with the message that the


manuscript contained classified information and should be


shredded immediately. Upon questioning, the Army representative
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identified three statements as being classified. The Spectrum


staff investigated the origins of these three statements and


found that two statements had been published in an unclassified


widely disseminated Army publication entitled, "1982 Weapons


Systems," and the third was from public testimony of the Army


Chief of Staff to the 97th Congress. When this information was


presented to the Army representative, it was agreed that the two


published phrases were not really classified but that the Chief


of Staff's testimony had been reclassified. The explanation was


offered that sometimes unclassified information can be put


together in such a way as to be reclassifiable. The issue was


not pursued further since the article did not meet the technical


standards appropriate for Spectrum.


However, the incident provides an opportunity to examine the


effect that such actions can have on the scientific and technical


publication community. Many authors of technical articles


confronted with such a statement by a military representative


would have withdrawn the article. In this case, a full-time edi


tor of Spectrum who is not readily turned aside followed up and


found that the reasons for withdrawal were at best questionable.


The usual technical author -- who does not devote his full-time


to paper-writing -- would tend to avoid topics that might be


disapproved by a Federal agency, whether the information was


classified or not.


Another incident occurred last year in connection with an


IEEE-sponsored International Test Conference in Philadelphia.
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Five days before the Conference was to open and after the con


ference publication had been printed, an official of Texas


Instruments, Inc. requested, by telephone, that three papers


written by TI engineers on Very Large Scale Integrated (VLSI)


circuits be withdrawn because the U.S. Air Force Systems Command


considered the release of these papers to be potentially damaging


to U.S. interests. The authors, who are all IEEE members, had


believed their papers were cleared having followed the usual pro


cedures. Apparently the government reviewers did not decide


until very late, that is until five days before the conference


and after the Conference Digest had been printed and copies


supplied to reporters, that the papers should not be published.


The Conference managers were asked to excise the papers from the


already printed Conference Digest and to ask reporters who had


received pre-publication copies to return them. The Conference


managers required that before taking these steps a written expla


nation of the reasons for removing the papers be given; that the


authors themselves request removal; and that an agreement be made


to pay the costs of destroying portions of the already printed


record. In response to these requirements, a re-review of the


papers by the Air Force resulted in a decision that the original


papers could be presented as planned. Another incident occurred


in 1982 in connection with the EASCON Conference held in


Washington and sponsored by the IEEE Aerospace and Electronic


Systems Society. Just before the Conference opened the chairman


was asked by an Air Force representative to destroy all Conference
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Records and to cancel the presentation of certain papers. The


Conference chairman responded that he might agree to do so if the


estimated cost of between $25,000 to $50,000 were borne by the


Air Force. A day later, the Air Force representative withdrew


his request. Later a Navy representative made a similar request


which was also withdrawn after the costs were described.


In view of these incidents, it has become evident to the


IEEE that it needed to develop a practical procedure to handle


such cases. Typically the chairman of an IEEE technical


Conferences program is an engineer employed by company or a


university who undertakes this additional responsibility as a


part-time voluntary professional society task. The IEEE is pre


sently working on a "hot-line" procedure which will make


available, to any Conference program manager or journal editor,


access to the IEEE general manager's office so that previous


experience with this type of situation is available. IEEE is


also seeking to develop appropriate points of contact within DOD


so that reasonable decisions can be reached in short periods of


time.


The IEEE does not have a complete record of how many inci


dents of this type have occurred since they are not all reported


to the IEEE General Manager. However there have been incidents


in which papers have been withdrawn at the request of military


representatives.


It is difficult, if not impossible, to measure the impact on


the electrical/electronics community of incidents such as these.
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Certainly they have a chilling effect on the science and tech


nology community. I should like to cite two examples of such


effects. One relates to an IEEE committee and the second relates


to the research choices of an IEEE member who is a very capable


junior engineering faculty member.


A number of IEEE members who are members of the Solid-State


Circuits and Technology Committee canvassed their members to


determine which topics would generate the most interest as focal


points for proposed workshops in the Spring of 1982. Two topics


selected were High Speed Technologies and the Very High Speed


Integrated Circuits (VHSIC) program which the DOD has sponsored.


Before going ahead with planning for a workshop on VHSIC, the DOD


program manager's office was contacted. The manager's represen


tative indicated that VHSIC was controlled by the International


Traffic in Arms Regulations (ITAR). Therefore, if the workshop


included information on chip fabrication and processes, chip


architecture, internal details of the chip, and the performance


details of chips, all workshop attendees would be required to


present proof of U.S. citizenship. Such proof would not be


required if only topics such as brass boards and the names of


chips were to be covered. The IEEE group decided that those were


too many constraints; the result was that the workshop was not


held. Whether this decision was an advance, or a loss for U.S.


national security is hard to decide. However, it is possible to


assert that planners of this workshop, which included engineers
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from Bell Laboratories, IBM, and the University of California at


Berkeley, are among the most productive and capable engineers in


the U.S. in this field.


A fellow faculty member at SMU, who recently completed his


PhD at Princeton in communication theory, described to me several


areas in which he felt very challenging technical problems


existed. However, in his choice of topics on which to work, he


has carefully avoided topics which are close to DOD interests


because he feared his work might be classified. He considered


this possibility disastrous because he would not be able to


publish his results or communicate with his professional


colleagues. Thus the effect of current classification procedures


in this case may well be the opposite of the intended purpose.


The nation's security can be weakened rather than strengthened if


bright engineers and scientists avoid working in defense-related


fields or holding meetings on subjects which are close to defense


interests.


In summary, I should like to make the following points:


1) An open communication system is an essential element in


the operation of the U.S. engineering and science


community,


2) It is possible for industrially employed professionals


to operate with both restricted and unrestricted infor


mation and still be active and effective participants in


an open communication system,
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3) An open communication system is vulnerable to improper


or careless applications of classification procedures,


4) Those responsible for policy-making and policy-


implementation in classifying engineering and scientific


information should be aware of the very substantial damage


they can do to the U.S. technological enterprise.


5) While decisions about specific situations will depend


both on overall government policies as well as on


judgments made by individual representatives of Federal


agencies, wise decision-making will depend on having


technically sophisticated people in the Federal agencies


involved.


6) It should be recognized that the U.S. must ultimately


depend on the strength and accomplishments of its


scientific and technical community for its national


security. This community needs the freedom to


communicate openly to retain its vitality.


Thank you for giving me an opportunity to testify. If there


are any questions, I shall be happy to respond.


11/2/83
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Mr. KASTENMEIER. Thank you, Dr. Willenbrock, for such an ex
cellent statement. It was a very useful statement. 

Now we will hear from Professor Unger next, although I under
stand that Mr. Rubenstein could expand further on your testimony.
Perhaps during the question and answer session we will have a 
need to refer to that. 

The Chair would therefore like to call on Prof. Stephen H. Unger 
from Columbia University.

Professor UNGER. Mr. Chairman, I have also submitted a written 
statement and I will therefore not read it in detail. What I will do 
is elaborate on selected parts and make some comments that were
stimulated in part by testimony of some of the preceding witnesses. 

Mr. KASTENMEIER. Without objection, your statement will be re
ceived and made part of the record, and you may continue as you
wish. 

Professor UNGER. One of the focal points of my statement that I
will come to toward the end will be a set of proposals for legislative
action. It is my opinion that this situation calls for congressional 
action. 

First I would like to say that the problem has frequently been
falsely put in the form of a conflict between the personal rights
and privileges of scientists and engineers and the national security.
I submit that this is a false conflict in that there is no contradic
tion between these two interests. 

As has been started by previous witnesses, the national security,
to the extent that we define it in terms of military technology, is
served by openness, not by secrecy. The same openness that en
ables scientists and engineers to exchange ideas freely with one an
other promotes the national security in the sense of enhancing the
technological basis for that national security. 

I would further submit—and in this case I agree with the chair
man's earlier remarks—that national security should not be nar
rowly defined in terms of military technology or military power.
There is a good deal more to it than that.

I would also argue that, given the strength of the U.S. military
establishment, its enormous potential for retaliatory strikes, for ex
ample, with submarine-launched ballistic missiles, we are not in a
situation where some marginal changes in technology would truly
endanger the balance of power in the world. I don't see that at all.
We are in a situation where the greatest danger is that unfortu
nate policies may precipitate a conflict that would destroy all con
cerned, not that we're going to be overwhelmed as a result of some
technological advance made by the Soviet Union.

I shall skip over the discussion of why it is that the free ex
change of information is vital to progress in science and technolo
gy, since I think this has been amply covered by previous speakers.

There is no doubt that a great deal of technology originating in
the United States has been utilized by the Soviet Union to enhance
its, military strength. This is an inevitable consequence of the fact
that the United States has originated most of the major technologi
cal advances in what is generally referred to as high technology.
You cannot build a sophisticated missile system without using solid
state technology that was originated in the United States. But any
effort to shut off the flow of information in these fields would be 
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disastrous. You would literally have to restrict publication in this
country to the extent that it is restricted in the Soviet Union. 

Now, we may ask why it is that the Soviet Union is far behind
the United States in advanced technology. It has been estimated, 
for example, that they are 5 to 10 years behind in the important
fields of electronics and computers. This has been verified by an
April 1982 CIA report, "The Soviet Acquisition of Western Technol
ogy". It is stated in that report the Soviet Union was about to go
into full scale production of LSI, large scale integrated circuits.
Now, this point was reached in the United States a full decade ear
lier. In 1972, to be specific, the Hewlett-Packard Corp. marketed a
sophisticated, hand-held calculator based on LSI chips. So that by
the admission of the CIA, the Soviet Union remains for behind us 
in this important field. 

Note that for at least the past 5 years, the United States, Japan,
and Western European countries have been producing VLSI [very
large scale integrated] circuits, with roughly an order of magnitude
greater density of components on a chip. The Soviet Union is not in
the ballpark in this area. 

Now, this is despite the fact that the Soviet Union has been grad
uating many more engineers and scientists than we have for prob
ably a generation. The quality of the education given to these 
people is high. We know this because many emigres from the 
Soviet Union come to our universities and we find that they are
competently trained. 

There may be a number of explanations for their lag in high 
technology, despite this preponderance of numbers, but certainly
most observers would agree that a major factor is the excessive se
crecy endemic to that nation. It would seem to be a poor policy for
us to abandon a winning strategy in favor of a losing strategy. 

Now, apart from the issues that have been raised so far, I would
like to introduce another consequence of secrecy in science and 
technology. This has to do with its effects on public policy. There 
are numerous issues, important issues, facing our country that
have important technological aspects, that are, in fact, driven by
technology issues. For example, should we fund the MX missile; 
what should be done about the acid rain problem; what about
waste in Department of Defense procurement practices; arms con
trol agreements (a complete nuclear test ban, a freeze in the test
ing of missile systems).

The ability to monitor arms control agreements with national 
means involves high technology. It involves the capability, for ex
ample, of our satellite observation stations. It involves the ability 
of seismographic instruments to detect underground tests. The 
problem of nuclear waste products—in fact, the whole area of nu
clear energy—is highly technologically based. If we clamp down 
further on the flow of technological information, extending the
realm of secrecy, we are going to make it impossible to have de
bates on these topics in line with our traditional American prac
tices. There is no way in which we can properly resolve issues of
this kind in the public arena if information is constrained. 
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For example, the current administration has issued statements 
indicating that we cannot reliably detect underground tests. Those 
statements were purportedly based on classified studies made 
under the aegis of the U.S. Government. Later the people who car
ried out those studies revealed that they had come to just the oppo
site conclusions. 

Had we in force the kind of Official Secrets Act that exists in 
Britain, for example, these people could not have contradicted the
misleading statements put out by Government officials. So I believe
that from the political point of view, it is essential that openness in 
technology be maintained.

I have some cases illustrating Government imposed secrecy, but
some of these were already covered and I think it's not necessary 
to hammer home that point further. Let me now present some 
ideas for handling this situation. First of all, I shall list some basic,
guiding principles for legislation or other action: 

One, secrecy should be restricted to specific details of direct mili
tary significance, details that would, if released, be helpful to an 
enemy or potential enemy in replicating or countering useful 
American military weapon systems. For example, it would be ap
propriate to classify the details of specific decoys to be used with
ICBM's of some class; that is, the detailed characteristics that 
would be useful if somebody were trying to get around those 
decoys. It would not be appropriate to classify the concept that
decoys are going to be used, because you can't conceal that sort of
thing anyway and it is necessary in debating the efficacy of defense
systems and of attack systems to have that kind of information in
the public realm. A proper discussion of the feasibility of using sat
ellite-based lasers to destroy missiles is impossible without a fairly
good general understanding of the kinds of tactics that can be used
to counter such a system. Therefore, secrecy should be confined to
the most detailed points. 

Let me digress for a moment to show why it would not be damag
ing to release general information relevant to weapons systems. An
important point that has not been discussed is how technology 
transfer is actually carried out. There exists extensive experience
in the process of transferring technology to people in other coun
tries or even in other companies within our own country. This is
not accomplished by merely turning over pieces of paper. If a com
pany in this country wants to sell an integrated circuits plant, let's
say, to an organization in Italy, they send over experts with the
hardware to show the employees of that other company, in detail,
how to use that equipment.

Furthermore, they may invite people from the other country to
come here and participate in production processes. The kinds of de
tails that allow people actually to implement technology on a day-
to-day basis must be conveyed in a very personal manner, not just
by handing over pieces of paper. We have a lot of experience to in
dicate that that is not adequate. Thus published information is not
nearly as important in conveying know-how as is suggested by pro
ponents of secrecy.

To continue with the basic principles, the need for secrecy should
be balanced in each case against the value of releasing the infor
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mation. One should not assume that just because there is some ar
gument for secrecy that we should impose it.

The burden of proof should be on the advocate of secrecy.
In each instance where an item is declared secret, it should be 

declared secret for some specified time interval. After that time in
terval it should either be released or the case for secrecy should be
remade. 

There should be an appeal procedure, independent of the agency
doing the classifying, and there should be a documentary record to
facilitate accountability for making things secret, so as to discour
age casual acts of censorship.

Mechanisms should be established to deter the overzealous use of 
secrecy; that is, there should be some penalty against those who
overclassify. There are natural tendencies to overclassify. One who 
has the ability to make something a secret will always have the
feeling that the safe thing to do is to declare it secret. For one 
thing, "if you declare it secret, you can always release it later" is 
the argument; whereas, once you let the cat out of the bag, then
that's the end of it. Furthermore, people can easily be criticized for
releasing something, but if they don't release it, nobody knows
what it's all about so they can't be criticized. Therefore, to balance
this, we need some mechanisms for deterring the overzealous clas
sifiers. 

Provision should be made for congressional oversight of secrecy
regulations.

No attempt should be made to restrict basic scientific and engi
neering knowledge or information that is important in assessing
the efficacy or cost of a military system.

Now, it would be very nice if those in the executive branch of
Government would, of their own accord comply with the principles
outlined above. But. unfortunately, we have some 40 years of histo
ry, spanning administrations of both parties, to indicate that this is
not likely to occur. This is not something endemic to one political
party. Those who have the power to use secrecy are going to use it,
and they are going to abuse it. We know that.

For example, around 1970 there was a report by a Government-
appointed committee (chaired by Frederick Seitz and including
Edward Teller) investigating the extent of classified information in
the United States. It was found that something like 90 percent of
the scientific and technical information classified should not have 
been classified. The conclusions were ignored and the report itself
was classified. 

Therefore, I believe that negotiating with members of the execu
tive branch is not the answer. Congress must act—in two ways.
One is that it should be clearly stated in law that the various regu
lations, such as ITAR, the Commerce Department regulations, the
Invention Secrets Act, the Export Administration Act, et cetera, 
should be interpreted as not to permit restrictions on information
that is not classified. I would make that a blanket, overall state
ment, not leaving any gray areas for officials to exploit. Our expe
rience is, if you leave a loophole, they will drive elephants through
that loophole. It is fine to say we can identify very narrow gray 
areas, but in practice I don't think that can be done. 

4 0 - 2 0 9 O - 8 5 - 5 
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Therefore, I would force the Defense Department or the adminis
tration in general explicitly to classify material that they feel is of 
national security importance. 

We would then have to do something to ensure that this area of 
restriction not be made unduly large, that is, that they just don't 
go around classifying everything. Over the years, the system of 
classification has grown by virtue of a series of Executive orders 
issued by various Presidents of the United States. There is nothing 
in the Constitution authorizing the Executive to issue what 
amounts to legislation. This encroachment has been permitted to 
continue by default. I feel that in this particular area the abuses 
are so great and the danger to the country is so great that the Con
gress should step in now and reassert its power to legislate and 
take away that power from the executive branch. 

So I would propose that a specific piece of legislation be passed 
which could be considered either as constraining Executive orders 
in this area, or replacing such orders. 

With regard to classified information, the law should require 
that: specific harm anticipated by release of the proposed classified 
material be described in detail; the specific harm considered if the 
information is not released should be described; a case be made for 
the proposition that more harm is likely to result from the release 
than from the suppression; doubtful cases be resolved in favor of 
openness; the proposal for classification include a time limit, as in
dicated earlier; classification be applied to specific pieces of infor
mation, not to entire documents that may also deal with matters 
that don't merit classification; there be an appeal procedure out
side the agency and that this appeal procedure be subject to con
gressional oversight—and I would suggest one way to do this would 
be for a congressional committee periodically to survey randomly-
selected cases, examine the documentation, and determine whether 
proper action was taken; those found responsible for repeatedly 
overclassifying information by this process should be deprived of 
classification authority. 

Now, if this were done, I believe it would greatly reduce the 
amount of classified information and would play an important role 
in freeing us from these problems. 

In conclusion, I would like to say that we have here a situation 
where the freedom that we talk about, that we cherish so greatly 
in this country, is being underestimated. It is not being resorted to 
as a source of strength. The concept of openness, both in society in-
general and in the realm of science and technology—and the same 
reasons motivate both—is not a fragile luxury to be enjoyed only in 
tranquil times and abandoned when the going gets rough. On the 
contrary, it is a robust mechanism for coping with difficult mat
ters, and its value is greatest in situations of maximum stress. It 
would indeed be tragic if a loss of nerve, brought about perhaps by 
a distorted view of reality, should cause our country to abandon 
what has been one of its principal sources of strength. 

Thank you, Mr. Chairman. 
[The statement of Professor Unger follows:] 
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1. Introduct ion 

1.1. A Pseudo-conflict 
It has been argued (e.g. by Admiral Inman) that the question of determining the extent to which 

scientific and engineering knowledge should be kept secret must be determined by balancing the rights of 
scientists and engineers against the needs of national security. This formulation of the problem is 
seriously misleading. There is actually no significant conflict between national security and the rights of 
those who develop and apply scientific and engineering ideas. On the contrary, both of these interests are 
best served by the openness that characterizes basic American traditions and the scientific process. 
Secrecy, with few exceptions, undermites the national security by impeding progress in the development of 
the technology which is one of its important pillars. 

The free exchange of knowledge among scientists and engineers is a key factor in promoting progress. 
An integral part of the scientific process is the publication and wide dissemination of new ideas, 
discoveries, and experimental results. By this means, critics may detect errors or faulty reasoning, point 
out possible improvements, or confirm the validity of what was done. Colleagues (often complete 
strangers) may suggest solutions or alternative approaches to problems raised. They may find 
applications other than those that the author had in mind- sometimes in entirely different fields. Mention 
in a technical paper of unsuccessful approaches to a problem helps others avoid wasting effort in exploring 
blind alleys. Publication of successful solutions to problems makes it unnecessary for others to expend 
time and energy in solving them again, although it is common for a solution to inspire others to find 
better, often simpler, solutions to the same problems. They may also generalize the published solutions to 
cover a broader class of problems. 

Both those who publish results and those who read about them profit. Science is a vast co-operative 
enterprise in which the free communication of ideas is a crucial element. The wider the community to 
which ideas are exposed, the more effective is the process. One may also use the analogy of a free market 
of ideas in which the good ones tend to prosper and the defective ones are discarded (or mended). 

But why should we permit the fruits of American research and development efforts to be used to 
improve the quality of the Soviet military establishment? Don't they benefit greatly by using technology 
originated by us? Wouldn't we be more likely to retain our technological superiority in weaponry if we 
curtailed the dissemination of information in areas of technology most relevant to military systems? 

First, there is no doubt that a great deal of technology originating in the USA has been utilized for 
military purposes by the Soviet Union. This follows from the fact that we have been in the forefront of 
scientific and engineering progress since World War II, particularly in the related areas of electronics and 
computers. It is not possible to build any advanced military system without utilizing concepts developed 
by Americans. 

It therefore follows that, if we could somehow shut off, or even significantly attenuate, the flow of 
technological knowledge between the USA and the USSR, weapons (as well as general industrial) 
development in the USSR would be slowed. But this does not necessarily mean that we would thereby 
increase our lead in technology. There is no way to block the flow of information to the Soviets without 
also seriously restricting the flow of information within the American technological community. The 
probable result would be that the damage at home to the scientific process outlined above would slow our 
own progress more than it would slow theirs. A significant factor here is that a large portion of material 
published in the journals of the technological leaders is on topics that are of little interest to those lagging 
behind, simply because the latter haven't yet reached the point where they could utilize the results 
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discussed. Another secondary harm that would result is that when certain topics are judged to be of 
sufficient importance to the national security as to justify being subjected to censorship, those researchers 
in this country who have the freedom to choose the problems that they work on would tend to avoid those 
areas so as to escape the onerous burden of operating under a veil of secrecy. A rather different 
consideration is that the USA by no means has a monopoly on high technology. Unless Japan, Canada 
and most West European nations followed the same restrictive policies, their effect would be severely 
limited. Efforts to pressure them into doing so, or to include them in the forbidden area could have 
serious detrimental effects on our international relations. 

2. Is There Really Cause for Alarm 
Despite the fact that there have been no governmental efforts (until recently) to impede the publication 

of ideas in computers and electronics, the Soviet Union has lagged far behind in these fields, and there is 
little evidence that they are making significant progress in closing the gap. Interesting support for this 
assertion is contained in a 1982 CIA report, 'The Soviet Acquisition of Western Technology". It mentions 
that the Soviet Union was, at that time, beginning to get into full scale production of LSI (large scale 
integrated) circuits. Fully ten years previously, Hewlett Packard began marketing sophisticated hand-held 
calculators utilizing LSI technology. The US, Japan, and several West European nations have, for at least 
5 years, been commercially producing chips containing many times the number of active elements 
incorporated in LSI chips; I refer here to VLSI (very large scale integration) technology. It is clear from 
this same report that, from a practical point of view, the most advanced Soviet use of Western ideas in 
electronics is in the form of imported equipment used in the production of integrated circuits. 

Why are the Soviets to far behind, despite the fact that their educational system has, for a generation, 
been producing many more scientists and engineers than has ours? It is not because that system is of low 
quality; on the contrary, scientists and engineers who have emigrated here from the Soviet Union, 
including recent graduates and students, appear to be reasonably well educated by American standards. A 
factor generally accepted as an important part of the explanation (though by no means the complete 
explanation) is the deeply rooted and pervasive practice of secrecy. Within the Soviet Union a compulsive 
concern with secrecy has severely hampered the cooperative aspect of the scientific endeavor. 

There is little reason to believe that the Soviets are threatening our lead in high technology, and ample 
reason to have confidence that openness is likely to continue to prevail over secrecy. 

3. Science, Secrecy and Public Policy 
It has been argued above that impeding the flow of technological knowledge is a counterproductive 

approach to a non-existent problem. If the public policy implications of secrecy are examined, it becomes 
evident, that the damage wrought to the day-to-day working of the scientific process is reflected on 
another level by similar damage to the democratic decision-making process. 

A great many issues of national importance invoice significant technological aspects. If information 
about the technology involved is made secret, then a meaningful debate becomes impossible, and those 
who control the flow of information can dominate the decision-making process. Their decisions will be 
made without benefit of the same sort of critical exchanges that were described above in connection with 
the scientific process. There is ample historical evidence that a closed decision-making process is prone to 
all manner of dangerous blunders. It is of course a basic premise of our own system that an open, 
democratic process is the best way we know for minimizing harmful error. 

Should the present trend to clamp down on the flow of technological information continue, consider the 
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effects on debates involving such critical matters as: 

- The MX missile 

- Acid rain 

- Waste in DOD procurement practices 

- The use of Satellite based lasers for defense against ICBM's 

- The ability to monitor arms control agreements 

It is clearly central to the concept of government envisioned by the authors of the First Amendment that 
the information necessary for intelligent discussion of issues such as these be freely available. 

4. Some Illustrative Cases 
Reference has been made to governmental efforts over the last several years to enlarge the realm of 

secrecy to encompass information developed outside of the areas usually regarded as subject to secrecy, 
i.e. DOD facilities or classified projects undertaken by DOD contractors. Only a few examples will be 
presented here; it its assumed that others will present additional cases, or that reference can be made to 
other sources, such as my article, "The Growing Threat of Government Secrecy", in the February/March 
1982 issue of Technology Review. 

In 1980 the Rohm and Haas Chemical Corporation filed a patent application for as improved storage 
battery that they had developed in their own laboratories with company funds. The response from the 
Patent Office was a secrecy order, issued at the request of the US Army under the authority of the 
Invention Secrets Act. It took the company about six months to get the order rescinded, during which 
time all work on the battery was haited. 

In 1982, 3 papers based on work done at the Texas Instruments Corporation under an unclassified Air 
Force contract were submitted for presentation at an IEEE (Institute of Electrical and Electronics 
Engineers) conference on reliability were the subject of a furor over secrecy. Although the papers were on 
an unclassified subject, dealt with no military related matters, and had been approved for publication by 
the contract monitors, a different set of Air Force officials decided about a week before the conference 
(and after the conference proceedings including the 3 papers had already been printed) that the papers 
should not have been cleared. Strenuous last minute arguments led to a withdrawal of the objections to 
presentation. 

Perhaps one of the more absurd episodes occurred in 1976, when the distinguished Soviet physicist L. I. 
Rudakov delivered a series of lectures at a number of American research laboratories on his work in 
electron-beam fusion. One can only speculate as to why ERDA officials chose to notify those at each host 
laboratory that the subject matter of Rudakov's lectures was classified so that the ideas be presented 
should not be disseminated. 

5. Proposed Remedies 
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5.1. Basic Principles 
I suggest that the following basic principles be used as guides in formulating 
solutions to the problems discussed above: 

1. Secrecy should be restricted to specific details of direct military 
significance that would, if released, be helpful to a potential enemy 
in replicating or countering a useful American military weapon or 
system. e.g. It would be appropriate to classify the details of 
specific decoys to be associated with some class of ICBM's. 

2. The need for secrecy should be balanced in each case against the 
value of releasing the information. 

3. The burden of proof should be on the advocate of secrecy in each 
case. 

4. In each instance where an item is declared secret, a time interval 
should be specified after which the case for secrecy must be made 
again, or the item must be released. 

5. There should be an appeal procedure, independent of the agency 
doing the classifying. 

6. In order to facilitate accountability, and to discourage casual acts 
of censorship, written records should be kept justifying the case for 
secrecy in each instance. 

7. Mechanisms should be established to deter the overzealous use of 
secrecy. 

8. Provision should be made for congressional oversight of secrecy 
regulat ions . 

9. No attempt should be made to restrict basic scientific and 
engineering knowledge or information important in assessing the 
efficacy or cost of a military system. 

It would be a happy situation if those in the executive branch of government 
acted in a manner consistent with the above principles. Unfortunately, more 
than 40 years of history makes all too clear the fact that both military and 
civil administrators are unable to resist abusing the power to withhold 
information. (The disappointing lack of a positive response by the present 
administration to the very conciliatory approach taken by the Corson 
Committee serves to underscore this point 
There is thus a pressing need for legislation to reverse the trend that, if left unchecked, threatens to 
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stifle our scientific and engineering efforts under a veil of secrecy. What follows are two specific proposals 
aimed at restoring a balanced view of the role of secrecy in promoting the national security. The first 
deals with regulations such as the ITAR that derive from existing legislation, and the second concerns 
regulations derived from executive orders. 

5.2. Clarifying Existing Laws 
A few years ago, DOD official Larry Sumney said that "the ITAR, if enforced to the letter would cover 

virtually everything done in the United States." (He was referring to a combination of clauses and 
footnotes that, in combination, would require prior government clearance for publication of material on 
any topic that was remotely relevant to a wide range of military applications. In the 1977 IEEE 
cryptology episode, an attempt was made to use just such provisions of the ITAR to coerce the IEEE into 
cancelling the presentation of certain papers.) Although Sumney added that they have never been so 
applied, the fact remains that such regulations depending on the good sense of bureaucrats to avoid 
serious abuses have no place in our system. Even if not actually enforced, they may cause people to 
refrain from communicating information out of fear that some official may suddenly decide to apply them 
strictly. 

It would clear the air if Congress were to pass a law that would clearly state that no provisions of the 
Arms Control Export Act, the Export Administration Act, the Invention Secrecy Act, The Atomic Energy 
Act, or any other legislation should be interpreted as authorizing restrictions on the dissemination of 
scientific or engineering information not derived from classified projects. In particular, the "born secret" 
concept should be stricken from all laws and regulations. (Rather than passing a single law, it may be 
necessary or desirable to amend each existing relevant piece of legislation to attain the same end.) 

The result of such action would be to prevent further attempts by government officials to interfere with 
the dissemination of knowledge generated by people working outside of areas clearly marked as classified 
for security reasons. Next it is necessary to ensure that this restricted area not be made unduly large. 

5.3. Controlling the Classifiers 
The system under which information is declared classified grew up in a rather haphazard manner over a 

period spanning the administrations of perhaps nine presidents. Congress played essentially no role in its 
development. Now that it is evident that this system has profound effects on our nation's course as well 
as on the lives of its citizens, it would be highly appropriate for the Congress to remedy what is evidently 
an encroachment by the executive branch on its lawmaking powers as spelled out in the constitution. I 
propose that legislation be enacted either to replace or to restrict executive orders pertaining to the 
classification of information. (I am addressing myself specifically to scientific and engineering information, 
although it may be desirable to cover the subject more broadly at one stroke). la conformity with the 
aforementioned list of basic principles, the following points should be incorporated in any procedures for 
classifying scientific or engineering information: 

1. Specific harm anticipated by release of the information to be classified must be described. 

2. Specific harm considered if the information is not released must be described. 

3. A case must be made for the proposition that more harm is likely to result from the release of 
the information than from its suppression. 

4. Doubtful cases must be resolved in favor of openness. 
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5. The proposal for classification	 must include a time limit after which the information must be 
released or the case made anew. 

6. Classification	 must be applied to specific pieces of information not to entire documents that 
may also deal with matters that do not merit classification. 

7. An	 appeal procedure should be set up outside the agency doing the classifying, for tirnely 
hearings of complaints about improper decisions to classify information. 

8. The workings of the appeal process should be subjected to congressional oversight by means of 
periodic reviews by a congressional committee of randomly selected cases. To facilitate this 
accountability process, each application of the procedures outlined above should be fully 
documented. 

9. Those found	 responsible for repeatedly overclassifying information should be deprived of 
classification authority. 

It should be evident that, if the above ideas are implemented, classifying technical information would 
entail considerable thought and effort. It would be done only where significant matters were involved, and 
abuses would be much easier to detect and correct. The result would be a great reduction in the amount 
of classified information. This is precisely what is intended. 

6. Conclusions 
The proposals made here depend on the premise that the harm done by secrecy is of a far reaching and 

pervasive nature, and that it significantly outweighs the damage that might be wrought by an occasional 
instance where a particular piece of information proves to be of value to a real or potential enemy. No 
doubt one could cite real or hypothetical instances where the suggested procedures would fail to protect 
some piece of information to the detriment of the nation's security. But it must be understood that 
human institutions are inherently imperfect; no system can be expected to operate flawlessly. In 
particular, any system that attempts to prevent all instances in which useful information passes across an 
unfriendly border will inevitably wreak havoc within our own borders that will be far greater than the 
damage that it seeks to avoid. 

The concept of openness both in society in general and in the realm of science and technology is not a 
fragile luxury to be enjoyed in tranquil times and abandoned when the going gets rough. On the contrary, 
it is a robust mechanism for coping with difficult matters, and its value is greatest in situations of 
maximum stress. It would indeed be tragic if a loss of nerve brought about perhaps by a distorted view of 
reality should cause our country to abandon what has been one of its principal sources of strength. 



130


Mr. KASTENMEIER. Thank you, Dr. Unger, for that very helpful 
presentation. It was very precise in terms of recommendations on
how we might improve the situation. 

I take it there are some respects in which your testimony agrees
with other witnesses, particularly the two that appeared before the
panel of which you're a member, and other respects in which it
does not. You do not quite share the concern about the dangers of
technology transfer to others, including the Russians, that I guess
particularly Dr. Press speaks eloquently to. 

Is that right? Do you feel there is less loss because of that than is
made out, that the other values that are harmed in the process,
our own ability to proceed with untrammeled scientific inquiry, is
compromised thereby? 

Professor UNGER. I agree with the conclusions of the Corson 
panel, that whatever harm is done by the transfer of technology is
done through the transfer of hardware, of equipment, rather than 
pieces of paper. So I do agree with that. 

However, it is my impression that the Corson Committee's rec
ommendations were in the nature of a compromise, that they were
attempting to accommodate views that they didn't necessarily
agree with. Now their position is being regarded as an extreme po
sition from which compromises are to be made. I believe this is 
very unfortunate. 

Any attempt to shut off the flow of information to the point
where no harmful information will get through will inevitably fail,
or it will be so stringent that it will destroy our country in the 
process. In other words, we would have to become very much like
the Soviet Union in order really to shutoff that flow. We have to
recognize that any reasonable system that we set up will occasion
ally allow some pieces of information of real value to get through;
we have to accept that as a cost in the real world of doing business. 

Mr. KASTENMEIER. Thank you.
Dr. Willenbrock, I notice that you and Professor Davida in your

testimony both suggested, at least indirectly, that requests of the
Federal Government—whether these are agents of the Air Force or
Department of Defense or whatever—were at best either arbitrary 
or capricious. They say that because in Professor Davidas case 
they later, when you resisted, withdrew the order.

Professor DAVIDA. Yes, they did. 
Mr. KASTENMEIER. And in the case of those who resisted either in 

terms of the restrictions on meetings or otherwise, placed condi
tions on them with respect to your compliance, they then withdrew
their request or their insistence on destroying certain publications,
which would suggest that the urgent underlying interests of na
tional security were not that great in any of these particular mat
ters. 

Do you have any comment?
Professor WILLENBROCK. Yes. Those incidents are some of the 

cases we were able to document, Mr. Chairman. These are events 
as they occurred. One can certainly draw the conclusion that there
is an overzealousness to classify and that quite frequently, when 
subject to further investigation, it turns out not to be as significant
as originally thought. That is why I made reference to the industri
al community where they seem to have worked out some of these 
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problems. Engineers operate with some restricted information, 
some unrestricted information, and they don't shoot themselves in
the foot in the process.

There can be cases where classification is necessary; no one is ar
guing about that. But the incidents involving the late application 
of classification and also the reclassification of already published 
material don't make much sense. 

Mr. KASTENMEIER. But on the other hand there is some effect, 
even the withdrawal of these requests, or whatever the nature of
the entreaty to you was. You indicated there was at least one other
conference that was canceled rather than—— 

Professor WILLENBROCK. There are cases where papers were actu
ally withdrawn. In one particular case the program manager just
withdrew them. He felt that's all there was to it. 

Actually, in response to a question asked of the previous testifi
ers about 2 years ago the Institute set up a technology transfer
committee just to monitor, keep track of, and be concerned about
such issues, and to try to develop appropriate procedures. We know
how to run conferences. But a new constraint is being laid on the
program managers, to learn how to handle these situations which
frequently come up at the last minute. Trying to get a good system
inside the Institute is what we're working on right now. 

Mr. KASTENMEIER. I guess the point I was making was, even
though you may have succeeded in thwarting some intrusions into
your conferences and the like, there is a chilling effect that re
mains nonetheless. Anyone planning a conference hereinafter, or 
the publication of technical papers, has to wonder whether they
really want to go through with it or not and subject themselves to
this sort of supervision by governmental officials and any objec
tions that may lie—and, indeed, whether they violate some law in
connection with it which would subject them to severe penalties. 

Professor WILLENBROCK. That's exactly the point, Mr. Chairman.
That's exactly why we feel the present situation is not a desirable 
one. We are trying to learn how to operate with it, but we certainly
would hope that the Congress could undertake to help get the situ
ation clarified so that we don't Have these very ambiguous situa
tions. 

The penalties involved in the ITAR's and the EAR's are very
severe. It is not as if they can be just ignored. You really can scare
people—and people really are scared—because of these sorts of 
events. People read about them and the impact is a significant one.

Mr. KASTENMEIER. Professor Unger? 
Professor UNGER. I would like to illustrate the point that you

just made in connection with one of the examples that Dr. Willen
brock gave, namely, the attempt to withdraw those three papers
from the IEEE Reliability Conference, the ones from Texas Instru
ments, which was reversed after the furor was raised. 

In the reporting of that incident, it was indicated I believe by the
vice president of Texas Instruments who at the end said "We're not
going to get into this kind of situation—" and I'm not quoting him
directly, of course—"We're not going to get into this kind of situa
tion again. We're going to be very careful in the future before we
permit such papers to be published." 
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I might mention that I have seen those three papers. They're in
an area that I'm familiar with. They had absolutely nothing to do
with any military application. They were papers of exactly the
kind that are published all the time in IEEE publications.

Mr. KASTENMEIER. On a different subject—and I'm just giving
this for the record—in fiscal years 1980-83, in terms of patent se
crecy orders issued, there were 1,366. In 1980, 279; in 1981, about 
253. But 1982 went up to 350, and already in 1983 it is 424. I was
interested in whether there was some trend toward—maybe one 
can blame it on technology, or one can also wonder whether it's
overzealousness with reference to protection in that regard. 

Ironically, perhaps, this subcommittee, in addition to civil liber
ties—which is really the overall subject of this hearing is, as I
think you now, in charge of legislation in the area of copyright and
patents. One of the issues before us in terms of computer systems
is what, if any, sort of protection should be afforded the semicon
ductor chip in terms of commercial protection as a proprietary in
terest in the design or whatever is imbedded in the chip, which is
quite a separate question, but nonetheless is, in terms of technolo
gy transfer and other questions, not wholly unrelated. But we are 
interested in what is happening and whether or not there is an in
creasing pervasive presence of inhibiting governmental restrictions
with respect to science and technology and to what extent it is jus
tified. 

Finding a balance is very difficult because if there is either an
overriding or at least an important national security justification,
as with the other two witnesses, it is very difficult to determine
that. It is extremely elusive, it's highly subjective, actually, unfor
tunately. It depends on one's fears, what one anticipates, and it
even has a base in ideology which makes it unsusceptible to easy
legislative resolution. But I do admire the principles and the sug
gestions made by Professor Unger with respect to secrecy 

We have a vote on and I'm going to have to leave. I think this
will conclude the hearing today. I hope that we can rely on perhaps
occasion to impose upon you again, either by correspondence or 
otherwise, for your wisdom and your contributions, your experience
in these fields, particularly in this area, which I think needs to at
least be elevated in terms of public perception or visibility as a 
major public policy question for us to resolve. 

Accordingly, I thank you for your contribution. This concludes 
the hearing today and the committee is adjourned.

[Whereupon, at 1:07 p.m., the subcommittee was adjourned.] 
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Mr. KASTENMEIER. This morning, the subcommittee continues 
with a third day of hearings on 1984: Civil Liberties and the Na
tional Security State.

During the first 2 days of hearings, the subcommittee focused on 
various attempts by the executive branch, this administration and 
its predecessors, to restrict the free flow of information. 

Today's hearing inquires into another area for civil liberties con
cern: Aspects of individual or personal privacy in an era of dramat
ic changes in technology. 

The basic theme of our hearing today is to evaluate the adequacy 
of our laws regulating the interception of electronic communica
tions. Other subcommittees of the Congress are investigating the 
question of computer crime. 

What has been missing from that debate is a moral or philosoph
ic understanding of the interests which are protected by laws 
against the interception of communications. 

In this regard, we can perhaps benefit from examining the histo
ry of privacy protections for private communications.

In early colonial times, private communications were primarily
carried on through the use of private mail systems. Despite admo
nitions by some Government officials not to open the mail, such 
openings were such a frequent practice that Thomas Jefferson and 
George Washington both feared to write what they thought. 

Eventually, the protection of the mails was achieved through a 
combination of laws and a dramatic increase in the number of mes
sages delivered. The more messages sent, the more difficult it 
became to identify which letter to intercept. 

(133) 
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In the 19th century, the new technology was the telegraph. One 
of the major privacy issues that occupied Congress in the 1870's 
was whether the records of Western Union should he opened up for 
random searches by congressional committees. Much of the debate 
focused on whether the parties using the telegraph had a reasona
ble expectation of confidentiality. 

Finally, in the 20th century, new methods of communications 
were developed such as the telephone, computers and other forms 
of electronic communication. Initially, the courts and the Congress 
were reluctant to proscribe interception of such communications. 
Eventually, the wisdom of Justice Brandeis was accepted with re
spect to voice communications. 

Brandeis said: "Every unjustifiable intrusion by the Government 
upon the privacy of the individual, whatever the means employed, 
must be deemed a violation of the fourth amendment" 

One of the issues we will take cognizance of today is the failure 
of title III of the Omnibus Crime Control and Safe Streets Act of 
1968, the so-called wiretapping statute, to proscribe the intercep
tion of communication that is transmitted in nonvoice form. 

Before we address the narrow technical question, however, we 
are well-advised to stress the values that are preserved by free and 
open communication. 

Each of us as autonomous human beings has an inalienable right 
to think and communicate without unwarranted intrusions. Protec
tion of these rights is the essence of personal privacy. Our task 
today is to begin an inquiry into the adequacy of those protections. 

At first, I would like to start by greeting and calling up a panel 
consisting of three leading specialists in the field of electronic sur
veillance. Each of the gentlemen brings a slightly different perspec
tive to evaluating the sufficiency of our current wiretapping stat
utes. 

Professor Schwartz is an old friend who served as a civil libertar
ian influence inside and outside the Government. 

Professor Schwartz will focus on the interplay between electronic 
surveillance and national security concerns. 

Prof. Michael Goldsmith of Vanderbilt University, he is current
ly on leave, and with the New York State Organized Crime Task 
Force, an author of a recent seminal article on wiretapping. 

The final member of the panel is Magistrate James Carr. Magis
trate Carr is the author of the leading text on the subject at hand, 
electronic surveillance. 

Gentlemen, would you come forward? We have received your 
written statements, and so, if you care to proceed either from your 
written statements or as you wish, your written statements will be 
made part of the record. 

TESTIMONY OF HERMAN SCHWARTZ, PROFESSOR OF LAW, 
AMERICAN UNIVERSITY; MICHAEL GOLDSMITH, ASSISTANT 
PROFESSOR OF LAW, VANDERBILT LAW SCHOOL; AND JAMES 
CARR, U.S. MAGISTRATE 
Mr. SCHWARTZ. It is always a pleasure to appear before your sub

committee. One always has the feeling that in this subcommittee 
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the flame of concern for civil liberties, no matter how bad the 
times, burns very brightly indeed.

I would like to comment on the national security issue growing
out of the very important hearings that this subcommittee held a
few months ago, as well as on some other topics of current interest,
and I hope I won't range too far afield from the topics that you laid
out as the current concern of the subcommittee. 

I have a statement which I have submitted, and I will try to sort
of read through it without reading it that precisely.

The issue of national security is a very vexing one, obviously. It
has always been so powerful a notion that as Egil Krogh noted a
few years ago, merely invoking it is enough to virtually silence all
discussion and criticism, and it is, therefore, particularly important
that hearings like these be held so that we may try to impose some
legal controls, democratic controls, over a practice like electronic
surveillance, which does indeed lend itself to abuse so easily. 

And I want to commend you for holding these hearings and for
having the determination and courage to do so, because it probably
takes both. 

I will talk about the Foreign Intelligence Surveillance Act. I 
don't have too much more to say that I didn't say in an article that
I published some months ago following the hearings of this commit
tee, except to respond to some of the comments made by the Attor
ney General in response to questions put by the committee.

As we all know, the evil at which the FISA Act was aimed in
1978 was the indiscriminate targetting of Americans for purposes
wholly unconnected with national security, for political or personal
security.

I did a pamphlet for the Field Foundation in 1977, and I tried to
pull together some of these examples which go back to the Roose
velt administration in the thirties, and I would like to attach as
part of my testimony some of the pages from that pamphlet.

Mr. KASTENMEIER. Without objection. 
Mr. SCHWARTZ. Thank you.
I guess the question is how well has this statute which has been

in effect since 1979 worked, and the answer is, we don't know. I
tried to pull something out of the hearings, but for obvious reasons
many of the witnesses did not say much.

I would also like, if I may, to include that article as part of my
testimony.

I raised four troubling problems. During the 19 months of the 
Carter administration, it used the FISA statute some 529 times. It
is hard to know how many taps and bugs were actually installed in
those years, because some were extensions.

In the first 2 years of the Reagan administration, the number of
surveillance orders granted by the judges rose to 433 in 1981 and
475, respectively.

Why? Were the additional taps and bugs used to eavesdrop on
Americans? Second, the judges have not denied a single Govern
ment application. Does that mean the court is a rubber stamp?
Maybe it is because the applications are so good, but I have seem
some others that were not so good that wore approved.

The reports of intelligence taps have surfaced in criminal cases.
That is nothing new. Yet, the courts have done almost nothing to 
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ensure that the looser standards of the FISA statute, which have
no notice provisions, for example, and are looser than are required
for title III criminal prosecutions, there is no assurance FISA is not
being used for law enforcement purposes.

I would like to refer to my article with respect to each of those,
and if you have questions, I will be happy to answer them.

I should also like to discuss some of the answers that the Attor
ney General provided the subcommittee. First, with respect to the
annual reports by the House and Senate Intelligence Committees, I
believe they should be continued.

If ever there was an area where eternal vigilance is the price of
liberty, this is it. I don't have enough confidence in the Judiciary,
particularly where matters of national security are concerned.

I think that is demonstrated to some extent by the alacrity with
which the special FISA court granted warrants for physical 
searches which are clearly not covered by the statutes.

The reports don't tell us too much, but they offer an opportunity
for reflection and review about these questions and they ought to
be continued. 

With respect to the Attorney General's response about the inter
play between title III and FISA, I can only say that this is a terri
bly difficult problem that has simply not been properly met.

As I indicated in the article, it is hard to see the Government
ever losing this issue, given the fact that the issue is decided ex
parte and in camera. Yet the prospects for abuse are very substan
tial. 

It is difficult for me to see why, if the purpose of FISA is solely
to gather intelligence, the use of FISA-obtained information should
not be restricted to that. 

Although the statute may indeed allow use of FISA-obtained in
telligence in criminal proceedings, an effort should be made to 
limit this to situations where the Government can overcome a pre
sumption that where the FISA surveillance is conducted at or near
the time of indictment, the purpose of the surveillance was for the
prosecution.

This, of course, does adopt the primary purpose test, but tries to
make it a little more realistic in operation.

Incidentally, if a title III intercept is installed, continuation of
this FISA surveillance for the purpose of gathering intelligence
would rarely seem necessary since the title III interception would
usually produce the same kind of information.

As to public divulgence of the number of targeted "U.S. persons,"
the claim that this "might allow some foreign powers to estimate
the percentage of their clandestine agents who are known to the
U.S. Government and are under surveillance and, conversely, the
number we are not aware of may well be valid. 

I must say, however, that this is such a boilerplate stock re
sponse by the Department of Justice and the intelligence agencies
to any request for information that it is hard to take at face value.

Two years I requested a breakdown of title III taps for fiscal year
1982 by offense. I was forced to file an FOIA suit to get this data 
because the Department's initial response was that making this
data public "would aid persons in committing certain categories of
offenses by informing them of the probability of whether they will 
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be, or have been, subject to electronic surveillance pursuant to title
III" even though the very same information is provided to the 
public every year on a calendar basis.

As soon as the suit was filed, the Department promptly turned
over the data, with apparently little concern for the jump in the
crime rate they had earlier feared so much.

Let me note finally that the Department's response to the com
mittee's concern about interception of attorney-client communica
tions, that the "use" of such interceptions is limited, obviously 
evades the issue. 

For one thing, use and limit are ambiguous; also, the effort to
monitor whether such limitations are indeed imposed will often be
futile. 

This so-called limitation on use is consistent with the Depart
ment's past history of listening in on such conversations. The rule
ought to be that whenever it becomes apparent that the conversa
tion is between an attorney and his or her client, the interception
should be turned off until the conversation is over. 

That is all I have to say about the national security problem.
These are not terribly profound remarks, primarily because we
don't know very much about how FISA is operating. The interest of
this subcommittee in the matter is thus terribly important.

Let me turn to the consent taping problem. There really is no
excuse or justification for the taping by Mr. Wick. The New York 
Times and the Washington Post reported this morning that the 
GSA had established that it was a violation of GSA and Archives 
rules about destruction of the transcript. 

It is really very easy to amend title III to prohibit just that kind
of thing: taping by a Government official for other than law en
forcement purposes. I have reservations about totally uncontrolled
one-party consent interception by anybody, including law enforce
ment, but that is too big a problem to tackle at this time. There are
a great many considerations involved in that bigger issue and it is 
not necessary to deal with those to resolve this kind of problem
which really does seem to occur. If the committee wishes, I can pro
vide some language, I have already drafted some, and I tried to
make sure it reaches only that hind of situation and not law en
forcement taping. 

I am aware, incidentally, of proposals to prohibit only the inter
ception and disclosure, which focus on the disclosure aspect. Apart
from raising memories of how poorly that combination worked in
the old section 605, which you may remember, that approach
doesn't get to the heart of the problem with consent taping, which
is not that of privacy, but a problem of trust. One's privacy is
almost waived, though only in part to be sure, when he or she re
veals something to another person. The real issue, I thinks is trust,
the sense of betrayal when you learn that the person you are talk
ing to is recording your words without your knowledge, regardless
of whether it will be later disclosed. 

Furthermore, the tape could still be used against the speaker
without such disclosure, and it is that possible use which adds to
the sense of betrayal which, I think, is very dangerous to a free so
ciety. Moreover, it is very hard to detect disclosure and this also
adds to the sense of uneasiness and loss of trust. 
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I think we can handle the Wick situation without too much diffi
culty.

Computer and digitalization. I am not an expert in this field, but
I have looked at 605, and I have some difficulty understanding 
some of the current concern about loopholes.

Title III seems clearly to reach all voice communications, no 
matter how transmitted and whether that be by analog or digitali
zation, which is what the telephone company is trying to install.

Section 605, second sentence, still applies to all radio communica
tions that are not oral. Computer communications by microwave or
satellite I should think are covered by this, though it probably
doesn't catch fiber optics, which are wirelike, and any other kind of
wire transmission. 

Distinctions based on the particular transmission medium obvi
ously make no sense, but until we think this problem through
more than we have to date, it seems to me we do have something
to reach at least some of these communications. Of course, the en
forcement problem of detecting the interceptions would be very dif
ficult. 

I would add that I don't see how one can say that computer com
munications are not entitled to fourth amendment constitutional 
protections regardless of the statute, for I was sure there is an ex
pectation of privacy when these are transmitted that the society
should be prepared to recognize as reasonable.

My last comment is about title III. I can't let this occasion pass
without expressing my dismay at the increasing use of wiretapping
and bugging for law enforcement.

I have said my piece on this many times, probably to the intense
boredom of at least some members of the committee and the gener
al public, and maybe even my fellow panelists. I would neverthe
less like to note with some alarm that a few weeks ago, it was re
ported that the number of title III installations in the first 9 
months of 1983 reached 152, which is roughly a 200, annual rate,
close to the second highest in history.

On a fiscal year basis, the 359 total of installed installations and
extensions is a record, even for the fiscal years 1971 and 1972,
when the antigambling Operation Anvil Project was in effect, now
conceded to be one of the most wasteful law enforcement efforts 
ever undertaken. 

This probably means that today more people are being wire
tapped than ever.

Most of the increase is for drug enforcement and the amount of
tapping will increase even more. It is being accompanied by the
usual claims of success and indispensability, claims belied by histo
ry. Indeed, despite the National Wiretap Commission's finding in
1976 that wiretapping was effective, the staff found that it never 
reached the upper echelons in drug enforcement, and the drug au
thorities often refrained from its use until this Administration. 

G. Robert Blakey, a member of that Commission, and author of
the Wiretap Act, declared just a few months ago, after the Dorf
man case, that prior use has been wasteful and inefficient.

Wars on drugs are continually being declared and wiretapping is
continually invoked as indispensable. Yet, even though Bronx dis
trict attorney Mario Merola, one of the best district attorneys in 
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the country, told the Wiretap Commission in 1974 that he used it
extensively for drugs—and only for drugs—he has used it only once
in the last 5 years.

Indeed, the States' use of wiretapping has generally declined, de
spite the increasing number of States with wiretap authority.

I would add that the use of wiretapping in the ever-increasing
number of RICO investigations is an especial cause for concern, 
since that statute is so vague and is being used so expansively that
taps in such investigations will inevitably catch huge numbers of
totally innocent people and conversations, far more than in almost
any other kind of investigation.

Official electronic surveillance remains a distressing feature of
modern America, and it will probably get worse. To many of us,
the solutions are very inadequate and will become more so unless
there is a basic change in official attitudes. Unfortunately, such 
changes seem highly unlikely at least at present.

Thank you.

[The attachments to the statement of Mr. Schwartz follow:]


[From the Nation. Oct. 29, 1983] 

How Do WE KNOW FISA IS WORKING? 

(By Herman Schwartz) 
Every President since Franklin D. Roosevelt has abused the power to use electron

ic surveillance in national security matters. In an attempt to impose restraints on 
this power, Congress passed the Foreign Intelligence Surveillance Act of 1978 
(FISA). Since the law was signed by President Carter five years ago this month, 
some stock-taking seems in order. 

Like most reform legislation, FISA was passed in the wake of a scandal. When 
hearings in 1975 before Senator Frank Church's committee investigating intelli
gence agencies revealed the myriad outages perpetrated by U.S. intelligence agen
cies in the name of national security, civil libertarians jumped at the all-too-rare 
opportunity to impose some controls. The Ford and Carter Administrations agreed 
to some restrictions for fear that outraged public opinion would impel Congress to 
impose stricter ones. After almost three years of intensive negotiations involving 
Congress, both Administrations and civil liberties groups, a compromise was ham
mered out that allows electronic surveillance in this country for the purpose of 
gathering intelligence about foreign powers and foreign agents. Under FISA, the 
Justice Department must obtain an order from one of seven specially designated 
Federal judges, who constitute a special court, authorizing any foreign intelligence 
electronic surveillance. Hearings on the government's applications are conducted in 
secret. The law forbids eavesdropping on American citizens, except if they are sus
pected of engaging in intelligence activities for a foreign power that involve viola
tions of criminal statutes. 

Since FISA took effect, the judges have issued authorizations for nearly 1,500 sur
veillances, but we have little idea of how well the law is working. What we do know, 
however, is disquieting. 

For example: 
During the nineteen months the Carter Administration used FISA, the govern

ment obtained 529 surveillance orders. Because some of them were extensions of 
earlier orders, it is difficult to determine how many bugs and taps were installed in 
those years. How many people were targeted and how many of them were Ameri
cans? 

In 1981 and 1982, the first two years of the Reagan Administration, the number of 
survellance orders granted by the judges to 433 and 475, respectively. Why? Were 
the additional taps and bugs used to eavesdrop on American citizens? 

The judges have not denied a single government application. Is the special court a 
rubber stamp? 

Reports of intelligence taps have surfaced in criminal cases, but the courts have 
done almost nothing to insure that FISA, which establishes looser procedures than 
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are required for criminal prosecutions, is not being used for law enforcement pur
poses.

Because the special judges' proceedings are secret, it is hard to evaluate how well
they are doing their job. The statute called for annual assessments by Congressional
intelligence committees for five years to determine how it is working, but Malcolm
Wallop says that the Senate Intelligence Committee, of which he is a member, has
never even "met to consider how FISA has functioned." Members of both the House 
and Senate committees have stated publicly that few Americans have been targeted,
but the history of Congressional oversight in national security and foreign intelli
gence matters gives one little reason for confidence in those assurances. According
to Senator Joseph Biden Jr., who gave some of those assurances, the Senate Intelli
gence Committee has never examined the special judges' authorizations in individ
ual cases to determine whether the government's applications complied with the
statute or whether the surveillance orders were properly issued; the House Intelli
gence Committee checked what it considered a "representative number" of authori
zations and pronounced itself satisfied. 

To shed some light on how the law is functioning, Representative Bob Kasten
meier of the House Judiciary Committed held hearings on June 8 and 9. Testifying
were a judge of the special court, a Justice Department representative and Morton
Halperin and Mark Lynch of the Center for National Security Studies. Not surpris
ingly, most of the testimony was not very informative. What information did 
emerge from the hearings was not reassuring, however. 

The Justice Department representative, counsel for intelligence policy Mary
Lawton, disclosed little of consequence. Judge George L. Hart Jr. of the Federal Dis
trict Court for the District of Columbia, who served as the special court's first chief
judge, refused to say very much, but his testimony was still revealing. 

Hart's appointment to the court exemplifies one of the main problems with 
FISA—the judges themselves. The members of the special court were chosen by 
Chief Justice Warren Burger, who showed a preference for government-oriented 
judges like Hart and the present chief judge, John Lewis Smith Jr. Morton Hal
perin, who played a key role in the enactment of FISA, pointed out to the House
committee that in making his appointments the Chief Justice did not consult as 
widely as he was expected to. 

One indication of the special court's complacent attitude toward government re
quests for surveillance orders is the fact that it has authorized physical searches.
Shortly after FISA went into effect on October 25, 1978, the Justice Department
asked Judge Hart for permission to conduct such a search, even though the act ap
plies only to searches by an "electronic, mechanical or other surveillance device."
Hart readily complied—as did other special judges to subsequent requests. Upon
learning of this expansion of the statute, the Senate Intelligence Committee criti
cized Hart and the other judges. After "further thought," as he put it, Hart decided
he did not have the authority to issue break-in warrants after all: On June 3, 1981,
the Justice Department sent him a formal memorandum along those lines, and a
week later the judge issued an opinion declining the authority to authorize break-
ins, which followed the reasoning of the memorandum. 

At the Kastenmeier hearings, Judge Hart refused to answer almost every ques
tion of substance on grounds of national security. He showed great deference toward
the Justice Department, praising the "dedicated personnel" there for doing a "won
derful job" on their requests for surveillance orders. It seems never to have occurred
to him that a member of the department might abuse the law or try to stretch it.
He seemed oblivious to the department's record of flagrant surveillance abuses 
under almost ever President since Woodrow Wilson. It was the Justice Department,
after all, that authorized the Federal Bureau of Investigation to tap and bug Martin
Luther King Jr. That occurred under Attorney General Robert Kennedy, a nominal
liberal. But Judge Hart seems to have long had a tolerant attitude toward the de
partment. When Richard Kleindienst came before him in 1974 to be sentenced for 
having perjured himself in testimony to a Congressional committee about Richard
Nixon's effort to influence the department's handling of the I.T.T. antitrust case,
Hart imposed a $100 fine and offered the Attorney General heaps of sympathy. 

Judge Hart told the committee that the special court exercizes no supervision
after taps and bugs are installed. Consequently, there is no way of knowing if Feder
al agents observe the provisions in the act that limit the number of conversations
they may overhear, record and disseminate to other Federal and state agencies and 
that seek to minimize the intrusiveness of a surveillance. Although FISA authorizes
the judges on the special court to "assess the Government's compliance with the 
minimization procedures," Hart said that the court reviews only the Justice Depart
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ment's general procedures and does not seek to determine if the government has
complied with the law in specific surveillances.

Judicial diffidence in the face of the government's national security claims is re
sponsible for another worrisome development. Prior to 1978, when FISA was en
acted, criminal defendants would not infrequently discover that they had been over
heard on so-called national security wiretaps. The government always claimed that
the taps had nothing to do with the criminal case, but in some instances that claim
was ludicrous. In the F.B.I. investigation of the Jewish Defense League, for example,
a massive "national security" surveillance on every telephone line in the group's
office continued for a month after the start of a criminal prosecution for bombing
the offices of Amtorg, a Soviet trading firm in New York City, and ended only after
the existence of the taps was revealed by the government. 

FISA procedures are less stringent than those under the act authorizing law en
forcement wiretapping. The enactment of FISA has thus not eliminated the incen
tive to use intelligence gathering authority improperly to obtain evidence for crimi
nal prosecutions. The few courts that have dealt with this problem have made it so
easy for the prosecution to successfully deny misuse of FISA that in this respect the
government is under no restraints at all. These courts have made their decisions
turn on ascertaining the government's "primary purpose," an elusive standard at 
best. Since the decisions are made without any participation by the defendants, the
judges hear only the government's side, without its being subjected to cross-exami
nation. 

Some trial court rulings on such evidence have been simply implausible. In a case
involving I.R.A. gunrunning in this country, for example, a Federal court in Brook
lyn held that evidence obtained by wiretaps authorized under FISA would be admis
sible because the government's "primary purpose" in obtaining it had been to col
lect intelligence information, not to prosecute American supporters of the I.R.A. 
Yet, for some time before the taps were installed, the U.S. government had been
pressed by the governments of Ireland and Great Britain to bring criminal proceed
ings against Amercians who were supplying guns to the I.R.A., and the targets of
the surveillance were indeed indicted and tried. 

Not even mentioned at the Kastenmeier hearings was the massive surveillance
program carried out by the National Security Agency, which was exposed by the
Church Committee and discussed in James Bamford's book The Puzzle Palace. In 
the early 1970s, the N.S.A. participated in President Nixon's war on drugs and 
worked with the Central Intelligence Agency under Operation Chaos to spy on pro
testers against the Vietnam War. For thirty years the N.S.A. ran its own surveil
lance program, known as Operation Shamrock, under which international cable 
companies turned over all their cable traffic to the agency. The information thus 
obtained was then disseminated to other Federal agencies, including the Justice De
partment, which used it in criminal prosecutions. N.S.A. surveillances touched not
only suspected drug dealers but also antiwar activists, civil rights workers, Cuban
exiles and such prominent Americans as Dr. Benjamin Spock, Joan Baez, Martin 
Luther King Jr. and Jane Fonda. 

After the Church Committee exposed its illegal activity, the agency promised to
mend its ways. But by taking advantage of loopholes in FISA, it is still engaging in
electronic monitoring. The extent of its activities and whether they involve abuses
like those committed in the past are not known, partly because the courts have
blocked inquiries into N.S.A. procedures by allowing the government to invoke the
"state secrete" privilege.

Obviously judicial scrutiny and legislative oversight of the administration of FISA
are essential if the act is to achieve its purposes. Since there is no requirement in
the act that targets of surveillance must be notified in all cases, there is little 
chance that anyone will challenge the legality of a tap or bug. Judge Hart's testimo
ny, scanty as it was, provides little reassurance about judicial oversight. And Con
gress has not done what Morton Halperin has urged it to do: "insist upon a right of
access, which . . . the statute clearly contemplated . . . insist upon seeing the full 
text of the whole record in some number of cases, randomly selected." Moreover, the
annual reports by the House and Senate intelligence committees are no longer re
quired by the act.

This is not to say there have been abuses. We just don't know. It may well be that 
most surveillance orders have been permissible under the law. The mere existence 
of FISA and its provisions for some external checks has probably forestalled some of
the more egregious abuses. But the statute, with its elaborate provisions for judicial
acruntiny and legislative oversight, was passed not just for easy cases but also for
those where a careful look is both appropriate and necessary. As things stand, that 
hard look is missing. 
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TAPS, BUGS, AND FOOLING THE PEOPLE 

(By Herman Schwartz) 

III. NATIONAL SECURITY SURVEILLANCE 

Where national security is concerned, privacy and confidentiality have rarely car
ried much weight. The CIA has opened hundreds of thousands of letters and 
screened millions more; the National Security Agency has intercepted millions of
cables and international phone calls; the FBI, the military, the CIA, the IRS, and
others have listened in on millions of phone calls in the United States involving
countless numbers of people; the FBI, IRS, and others have perpetrated hundreds
and perhaps thousands of burglaries; informants and agents provocateurs have been
introduced into peaceful groups, often with tragic results for family, friendships, 
jobs, and health. All of this has been ostensibly for the purpose of obtaining intelli
gence to protect our national security against domestic and foreign threats, but all
too often solely to stifle dissent. 

Intelligence surveillance is even more indiscriminate and inclusive than law-en
forcement surveillance. Where surveillance is directed to a crime, a specific criminal
act or event provides at least some criteria for relevance and specificity. But where
intelligence surveillance is concerned, there are few guidelines, and the "minimiza
tion" requirement becomes almost meaningless. As FBI Director Clarence Kelley
said about foreign intelligence investigations: "In investigating crimes such as bank
robbery or extortion, logical avenues of inquiry are established by the elements of
the crime. The evidence sought is clearly prescribed by these elements. But there,
are no such guidelines in the field of foreign intelligence collection. No single act or
event dictates with precision what thrust and investigation should take; nor does it,
provide a reliable scale by which we can measure the significance of an item of in
formation. The value and significance of information derived from a foreign intelli
gence electronic surveillance often is not known until it has been correlated with 
other items of information, items sometimes seemingly unrelated. Also, difficulty in
determining the potential value of information derivable from such an installation
makes it hard to predict the required duraiton of the surveillance." The same ab
sence of guidelines holds for the gathering of domestic intelligence, as the Supreme
Court recognized in the Damon Keith case. 

The Church Committee Report and discovery proceeding in court, especially, in
the on-going Socialist Worker Party Case, have now provided detailed confirmation
of suspicions that national security taps and bugs have been used primarily for po
litical and other illegal purposes. Virtually every intelligence agency, and many
other government agencies as well, has violated the law again and again. Virtually
every President since Franklin D. Roosevelt has approved, condoned, and often en
couraged such violations. Attorneys General either ignored or encouraged. Congress
deliberately chose not to know. Official lawlessness has been commonplace: 

In 1941, Attorney General Francis Biddle approved a wiretap on the Los Angeles
Chamber of Commerce as "persons suspected of subversive activities." Four years
later, a high official in the Truman Administration and a former aide to Roosevelt
were both tapped.

In the early 1960's Attorney General Robert Kennedy authorized, in the name of
national security, an investigation of the sugar lobby, and approved taps on ten tele
phone lines of a law firm, three taps on executive branch officials, two on a Congres
sional aide, and a microphone in the hotel room of Harold D. Cooley, the Chairman
of the House Agriculture Committee. The result, according to the Church commit
tee, was "a great deal of politically useful information." 

At the 1964 Democratic Convention, the FBI installed wiretaps and bugs on Dr.
Martin Luther King, Jr., the Student Nonviolent Coordinating Committee, and on
other civil rights organizations, and transmitted a great deal of information to 
President Johnson's aides about the Mississippi Freedom Democratic Party's chal
lenge to the regular Mississippi delegation.

In an effort to destroy Dr. King, J. Edgar Hoover had the FBI install 16 taps and 
eight room bugs in Dr. King's hotel rooms and offices from the Fall of 1963 until his
assassination in 1968; New York and Miami police also bugged Dr. King at the FBI's 
instigation, even in church. This produced thousands of hours of tapes, from which
the FBI tried to disseminate allegedly damaging material to Newsweek, the Los An
geles Times, and other media. Tapes were also sent to Dr. King and to Mrs. King in
what he and his aids considered an effort to drive him to suicide. The Church Com
mittee concluded that "there is no question that officials in the White House and 
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Justice Department, including President Johnson and Attorney General Katzen
bach, knew that the Bureau was taking steps to discredit Dr. King." 

President Nixon authorized taps on four journalist and 13 government employees,
allegedly to ascertain the source of leaks on foreign affairs matters. The tap on one
of these, Morton Halperin, was in effect 21 months, revealed no information rele
vant to leaks, was not based on any reasonable suspicion of him, was in contraven
tion of internal Justice Department procedures, and was maintained for almost two
years despite repeated reports soon after installation that it was producing nothing
of value. The taps were also on White House staffers who had no contact with na
tional security matters. Although producing no evidence as to leaks, the taps gener
ated "a wealth of information," which was transcribed and turned over to the White 
House, "about the personal lives of the targets—their social contacts, their vacation
plans . . . marital problems . . . drinking habits, and even their sex lives.'' In addi
tion, purely political information was obtained from the phones of two targets who 
were advisers to Senators Edmund Muskie and Edward Kennedy. These taps on 
newsmen and executive officials were merely the successors to taps in the early and
mid-1960's on other newsmen, including Hanson W. Baldwin of the New York 
Times, in an always futile effort to ascertain the sources of leaks. 

Between 1975 and 1976, the CIA Bugged Micronesian officials to learn their bar
gaining position in negotiations with the United States about the status of Microne
sia. 

These are but a few of many. Attorney General Edward Levi reported that from
1940 to 1975, the FBI alone had installed some 10,000 taps and bugs. This is prob
ably but a small portion of the surveillance that actually took place, if one considers
the activities of the CIA, the NSA; the IRS, the military, and some 20 other federal
agencies which conduct electronic surveillance, about which Levi did not testify.
The CIA, for example, has admitted tapping people it considered left-wingers both 
in this country and abroad, partly in something called Operation CHAOS, an effort 
to find links between anti-war groups in this country and foreign groups, which 
were never found; the National Security Agency has intercepted millions of overseas
telegram and telephone messages; the military listened in on numerous radio mes
sages in the late '60s and early '70s in conncetion with civil disorders and in full 
knowledge that such listening was illegal. And the FBI may not have reported all
the taps and bugs it installed; in various court proceedings, such as the Wounded 
Knee and Socialist Workers Party cases, the courts have found that the FBI had lied 
about the existence of taps and bugs. In addition to all this, there are an unknow
able number installed by local police "Red" squads, often at the instigation of feder
al officers. 

All of this was done in the name of national security. In reality, it was aimed 
again and again at dissent and association. The FBI, for example, saw itself as "the
guardian of public order" and established values, ordained "to maintain the existing
social and political order." As the Church Committee put it, "the Bureau chose sides
in the major social movements of the last 15 years and then attacked the other side
with the unchecked power at its disposal." The very vagueness of the targets of FBI
and other investigations makes this clear. The FBI and other national security
agencies set up and indexed files and spied on people it considered "rabble rousers,
"agitators," "subversives," "Black nationalists," ''dissidents," "radical left," "new 
left," "extremists," "communist infiltrators," and the like. In many cases, these 
were citizens who simple disagreed with government policies. 

And what was the primary purpose? To get names and to amass files on "en
emies," people with whom the agencies were at "war." As one senior FBI official 
put it: No holds were barred. We have used [similar] techniques against Soviet 
agents [The same methods were] brought home against any organization against 
which we were targeted. We did not differentiate. This is a rough, tough business. 
* * * Legality was not questioned, it was not an issue. 

The number of people and conversations overheard is incalculable, but it must be 
enormous. Figures supplied by the Justice Department a few years ago to Senator 
Edward Kennedy disclosed that in 1968-70, an FBI national security tap lasted on
the average from 78.3 to 290.7 days, and this calculation is confirmed by informa
tion in the Jewish Defense League and Halperin cases, where the taps lasted many
months and indeed years. Since Title III (i.e., law enforcement) taps average about
55 people and 900 conversations per 13.5 day interception, simple arithmetic indi
cates that each federal national security tap catches between 5,500 and 15,000 
people per year. If one multiplies this figure by the hundreds of tape and bugs in
stalled each year by the federal national security agencies, the figure comes to hun
dreds of thousands of people each year. Support for this huge figure comes from a
few items developed in court cases. In the Detroit Weatherman case, for example, it 
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has been reported that one tape contained 12,000 separate conversations, many of 
them lawyer-client conversations. 

All of this has been done with few if any external or internal controls. These 
agencies still lack a clear statutory base and use vague statutory language and exec
utive orders and letters as authority. The law itself hasn't been clear. It wasn't until 
1972 that the Supreme Court said intelligence surveillance for domestic security 
purposes on Americans without substantial foreign ties was unconstitutional, if full 
Fourth Amendment procedures weren't followed, though it held open the possibility 
that Congress could authorize a watered-down warrant procedure for domestic intel
ligence. Several lower courts have upheld foreign security surveillance without a 
prior warrant, though the District of Columbia Circuit intimated that it disagreed, 
and the Department of Justice seems to have accepted that court's ruling by propos
ing legislation that would establish a modified warrant procedure for foreign sur
veillance. 

Nor are internal controls any more impressive, John Shattuck and Leon Fried
man of the American Civil Liberties Union have given numerous examples and 
many details of the weakness of such controls. Former Attorney General Levi re
cently told of his bemusement when, on his first day in office, he was handed an 
application for national security tapping by an FBI agent and, as he saw it, was 
expected "automatically" to sign it. Levi seems to have imposed some guidelines, 
before departure from office; their present status is not known. 

On a more technical level, the Church Committee found that screening out non-
pertinent conversations was "extremely difficult, if not impossible." And, given the 
"vacuum clearner" attitude of most intelligence agencies, an almost inevitable ap
proach, given the broad and amorphous nature of "intelligence," it is difficult to see 
how it could be otherwise, especially where microphones are concerned, since "mini
mization" of microphone surveillance is always just about impossible. 

What good has all this tapping and bugging of law-abiding Americans done? Very 
little. Although the primary purpose of all intelligence surveillance is supposed to 
be preventive, both the National Wiretap Commission and the Church Committee 
make it clear that such successes are rare indeed. The Wiretap Commission offered 
a few examples of successful prevention where domestic criminality is concerned, 
and the Church Committee simply said that preventive intelligence had occasionally 
been useful for national security, but it specified nothing about whether the elec
tronic surveillance had contributed to that utility. 

Many who have worked with national security surveillance have disparaged its 
value. Talking to John Dean on February 28, 1973, Richard Nixon said: "They [the 
taps] never helped us. Just gobs and gobs of material: gossip and bullshitting (unin
tellible). . . The tapping was a very unproductive thing. I've always known that. At 
least, it's never been useful in any operation I've ever conducted." 

(In that respect, he wasn't totally accurate: the information that FBI picked up 
about a prospective article by Clark Clifford may not have promoted the national 
security, but it certainly was of political value to the Nixon Administration in coun
tering opponents of its Vietnam policies.) 

Ramsey Clark declared in 1972 that if all national security intelligence taps were 
turned off, the net adverse impact on national security would be "absolutely zero." 
Morton Halperin, a former staff member of the National Security Council, has 
taken the same position. CIA records disclosed that its microphone surveillance of 
Micronesian officials was ''wholly unproductive," according to a Senate Intelligence 
Committee report in April 1977. The Court of Appeals for the Third Circuit found 
that the taps in one case had been "ineffective and unsuccessful," and the JDL taps 
did not prevent an Amtorg office bombing. The Church Committee concluded that 
wiretapping and bugging had been particularly useless with respect to discovering 
the sources of leaks, despite repeated use of electronic surveillance for this purpose 
by several Administrations. And many intelligence experts have consistently down
graded the importance of any kind of covert intelligence gathering. William F. Sulli
van, former Assistant to J Edgar Hoover for Intelligence, has even suggested pro
hibiting all electronic surveillance for a trial period of three years to see how we 
would manage; obviously, he doesn't think the Republic would totter during those 
three years. The Church Committee opposed electronic surveillance of Americans 
for purely intelligence purposes, and proposed that no non-consensual electronic sur
veillance of Americans be conducted except under Title III, with somewhat looser 
provisions for surveillance of foreigners, and an amendment of the espionage laws 
to include "industrial and other modern forms of espionage." 

Cutting across all of this is a lesson history has taught again and again. From the 
Alien and Sedition Laws to Watergate, it is clear that executive power cannot be 
trusted, that it constantly identifies national security with personal political securi
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ty, and that especially in times of stress, the courts cannot be relied upon to curb it. 
Nor can we rely on good people in office. It really doesn't make much difference 
who is in power. Once in office. Jefferson, Lincoln, Wilson, Roosevelt, Truman, Ei
senhower, Kennedy, and Johnson all committed grave violations of civil liberties
when they felt threatened. No executive, caught in one of our perpetual domestic or
international crises, can be expected to resist the temptation to use all the power at
his disposal to fight criticism or obstruction of what he thinks he must do for what
he may honestly consider the common good. 

Any legislation to authorize intelligence surveillance must therefore be scruti
nized very carefully, for the power it grants will almost certainly be stretched to the
utmost. There is no reason to allow intelligence surveillance for domestic purposes,
and neither the National Wiretap Commission nor the Justice Department has sug
gested it. Where foreign intelligence surveillance is concerned, no case has been 
made for going beyond the Church Committee recommendations mentioned above. 
Nevertheless, in 1976, Attorney General Edward H. Levi, Senator Edward Kennedy,
and others proposed S. 3197, a foreign intelligence surveillance bill which goes con
siderably beyond the Church Committee proposals, and would allow wiretapping 
and bugging for foreign intelligence-gathering purposes of American citizens and 
resident aliens not chargeable with criminality. Apart from the wisdom of allowing
any wiretapping on law-abiding Americans or resident aliens, the bill's procedural
safeguards were meager: it gave the judiciary an oversight role much narrower than
in Title III; it dispensed with even a representation by someone that the informa
tion sought is likely to be at the phone tapped or place bugged; it had a provision
about Presidential power which some say denies the inherent power to tap and bug
and others say implies its existence; and it did not cover interceptions by the Na
tional Security Agency of overseas communications. 

Perhaps more important, the bill authorized electronic surveillance of people sus
pected of being involved in criminality without the protections of Title III, on the
theory that the surveillance was only for intelligence purposes and not for criminal
law enforcement. Attorney General Levi tried to distinguish sharply between intelli
gence and law-enforcement surveillances, in order to explain why fewer protections
are needed for the intelligence variety. Regardless of the theoretical validity of such
a distinction, in practice the two blur into each other. In case after case, so-called 
intelligence taps and bugs have turned up in criminal prosecutions. In the Jewish 
Defense League case, for example, a so-called intelligence tap was not only followed
by an indictment, but was kept in operation for 30 days after the defendants were
indicted. There are many other examples of the use of so-called intelligence taps for
criminal law enforcement, but S. 3197 made no attempt to prevent such use. It 
could therefore be used as a device to circumvent Title III, which has much more 
stringent requirements than S. 3197. 

In May 1977, the Carter Administration introduced S. 1566, a revised version of 
the bill which is better in some respects and worse in others. The ambiguous clauses
about inherent presidential power to wiretap for national security purposes have
been removed, from both the new bill and from Title III, and it is made clear that 
the two legislative acts are the exclusive means by which wiretapping and bugging
may be conducted in the United States; NSA surveillance of messages emanating
from the United States is covered; judges are given a little more authority (though
still very little) to review the government's representations in its applications. On 
the other hand, the bill distinguishes sharply between American citizens and perma
nent resident aliens on the one hand, and temporary residents such as foreign visi
tors and students on the other, affording the privacy of the latter much narrower
protection. The Constitution contains no such distinction, and it is unworkable as a
practical matter: Electronic surveillance necessarily eavesdrops on the conversa
tions of all who use a phone or talk in a room; and many of these will, in fact, be
Americans. 

Intelligence surveillance is something new in American law, and quite dangerous.
Mechanically and legally, it is very difficult to control, especially where the investi
gations in which it is used are for such broad and vague purposes as national securi
ty or "foreign policy," as in S. 1566.

Nor dare we forget that more than wiretapping is involved. The electronic eaves
dropping we authorize in the name of national security will not stop with that kind
of dirty business." The same justification has been applied to break-ins, burglaries,
and physical violence by the intelligence agencies. It will be again. 

Mr. KASTENMEIER. Thank you for that almost depressing conclu
sion, certainly. Thank you for your presentation. 

Magistrate Carr? 
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Mr. CARR. It is a pleasure to be here. It is a particular pleasure 
to appear once again before Chairman Kastenmeier, for whom I 
worked, at least indirectly, in preparing the report of the National
Wiretapping Commission several years ago. 

I would like to address some of the is; as which come out of the 
background of title III, how it happened to be written in the 
manner that it was, some of the problems that it has left for us,
and some proposed, however tentative, solutions.

In an early article, an article which bears rereading by all of us,
Professor Schwartz referred to wiretapping and bugging, electronic
surveillance generally, as "omniverous," and I don't think there is 
a better one word description that can be used. 

He also referred to title III as a "porous" statute, and indeed it is
in many respects. 

In order to understand title III and the problems which it creates
for anyone who is involved with it, be it a prosecutor, a judge, de
fense counsel or private citizen, you shoul'd begin with the under
standing, and never lose sight of that understanding, that title III
was written to allow electronic surveillance, not to prevent it, al
though its structure is one of prevention or prohibition, subject to 
exception. 

Prof. G. Robert Blakey was its draftsman and he had written a 
proposed electronic surveillance statute as part of his work with 
the Organized Crime Report for the President's Crime Commission
in 1967. In many respects, that proposed statute predated title III 
and, indeed, predated the Supreme Court's Berger decision. 

Professor Blakey's proposals remain unaltered, although many of
the bases for those proposals were undercut by the Supreme Court
decision in Berger. 

In Berger, the Court held electronic surveillance, to be successful, 
must be conducted without notice to its subject; and in order to be
constitutional, the waiver of notice that is necessary can be justi
fied only if true exigency is shown to exist to justify the use of elec
tronic devices. There is, thus, a key correlation between the ab
sence of notice and the need for showing necessity. 

In addition, the New York statute at issue in Berger was defec
tive because it extended altogether too much authority to the offi
cers executing the surveillance, and required too little judicial au
thority. And it did not require a showing of continued probable
cause for extensions of the wiretap or bug and the prolonged dura
tion of the use of the devices. 

Nonetheless, following the Berger decision, Professor Blakey re
vised his proposals into the present form in which we have them.
The statute takes only slight cognizance of the concerns which led
the court to find the New York statute unconstitutional in Berger.

The duration problem remains with title III. A single wiretap
order can permit surveillance to be conducted for 30 days, subject
to further renewals for an indefinite period, although the average 
tap—and Professor Schwartz could probably correct my figures—
but at least until a couple of years ago, the average Federal tap 
ran about 20 days, a little longer now.

That is not because of any inherent control within the statute 
itself. The exhaustion of alternative techniques requirement found
in title III is, in my opinion as written, inadequate, and you are all 
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familiar with the absence of any clear specification about how 
minimization is to be conducted. Finally, with reference to judicial
control, although Federal judges regularly are involved through
the medium of periodic reports in oversight of electronic surveil
lance operations, that is because that is the way the Justice De
partment runs its operations, not because of any requirement in 
title III. 

Title III permits that which would be permitted anyway; namely,
periodic reports to the court. It does not require them. Judicial 
review to the extent it occurs today occurs because that is an inter
nal approach and policy adopted by the Justice Department which,
of course, could be changed with the next wiretap order. 

In many respects, I am afraid that title III was written in a 
fairly haphazard manner. Professor Blakey wrote it while on the
staff of the Senate Judiciary Committee. Senator McClellan indi
cated to him not to be too worried about the details of the statute 
and its rough edges, because when title III went to the House,
there would be plenty of debate and plenty of opportunity for revi
sion and so forth. That did not occur, so what was essentially a
draft became a statute. 

There are three ways in which law enforcement electronic sur
veillance can be adequately controlled.

One way is to limit it to a very, very small number of crimes, in
other words, only narcotics, or only threats upon the life of a Presi
dent, or only treason or whatever.

If you have but two or three categories of criminal offenses 
which are subject to wiretapping, it is not likely to be used with
frequency, and you don't have to worry about the second way in 
which you can control wiretapping, and electronic surveillance,
namely, through a rigorous set of procedural requirements which
seek to make it difficult to obtain a wiretap order and see to it that
there is adequate judicial control rather than prosecutorial control
or control by the agents.

Finally, the third way in which you can control the extent of
wiretapping is, of course, to regulate, much more stringently than
the statute presently does, the period for which wiretapping can 
occur. 

In my opinion, as a general rule, title III has adopted none of
those three alternative methods of control. The Federal list of 
crimes which can be subject to a title III order is extensive and
lengthy, and as Professor Schwartz notes, the opportunity to use
wiretapping under the RICO statute opens all kinds of possibilities
for broad and extensive wiretapping.

The authority extended to the State officials to wiretap, if their
legislature extends that authority to them, is to wiretap or bug for
any felony or other crime dangerous to life, limb or property. It is
difficult for me to conceive of a crime which would not fit within 
that category, and consequently, State authorities have carte 
blanche to define the use to which they will put wiretapping and
electronic surveillance under title III. 

The procedures, the second category of control, the procedures as
mentioned, are in my opinion loose.

The showing of necessity as presently prescribed is an inad
equate protection. 



148


It does not fulfill the policy, if not the mandate of the Berger de
cision, that true exigency be shown before these very dangerous de
vices can be approved and installed.

In terms of the success of title III, I have real questions whether
title III has accomplished what its proponents said it would do,
namely, to eradicate organized crime.

Certainly that has not occurred yet. Whether it does occur upon
the marriage of title III and RICO remains to be seen. Title III has
been only occasionally useful and the position and concerns ex
pressed by the Wiretapping Commission represent the more accu
rate reading of the lack of success at that time.

Certainly, it has not been consistently useful in combatting orga
nized crime. Those people frequently don't use the telephones and
whether bugs could be more useful, I can't say. But talking as of
today, the case has not been made that title III would accomplish
what its proponents assured us it would accomplish: that is, that it
would succeed in eliminating the existence and influence of orga
nized crime in this country. 

It can't do that because the constitutionally necessary restraints
upon the use of wiretapping make it practically impossible to con
duct the kind of surveillance which was successful in the 1950's, in 
the Manhattan District Attorney's office, which is frequently cited
as proof that wiretapping can work.

It worked during that period because the wiretapping and elec
tronic surveillance which was used then in New York City was to
tally unrestricted and not subject to the exclusionary rule. That is
certainly not the case under title III. I would suggest to this com
mittee to be very careful about citing ancient history about success,
and what can be accomplished by title III.

Nor do I think that title III has been successful as it might in 
controlling excessive law enforcement wiretapping and at least 
avoiding, in an anticipatory fashion, the potential for abuse. The
instances of abuse may have been slight, but that is not because of
inherent strength within the statute. Professor Schwartz men
tioned the decline in the use of title III type surveillance by the
States. 

I am not sure I would attribute that to its ineffectiveness. I think 
that has played a role. The principal reason that there is less and
less State wiretapping and surveillance is the fact that it is an 
enormously expensive undertaking, and that indeed may be the
only sure and certain protection against widespread electronic sur
veillance under title III: the cost of conducting these operations is 
enormous. 

Six or eight or ten agents assigned on practically a full-time 
basis, monitoring the conversations, preparing amendments, initial
paperwork, et cetera. The bureaucratic consequences are stagger
ing, but also mandated not only by title III but by the constitution.

Therefore, the best protection that has existed for the past 15
years has been the demands made upon an agency by the costs of
the operation. In many smaller cities, such as my own, Toledo, the
Federal authorities simply do not have the kind of manpower to al
locate to frequent and constant wiretapping operations. 
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I would like to take exception with Professor Schwartz on narcot
ics—this is an area to which surveillance can indeed be successful, 
subject to close monitoring.

People engaged in large-scale narcotics importation and distribu
tion enterprises depend extensively upon telephone, radio and 
other kinds of oral communication, and it is more difficult for them 
to avoid a wiretap or a bug, simply given the nature of their oper
ation and the need for immediate and instantaneous communica
tion among the participants. Increasing numbers of cases have 
shown, Florida, New York, title III can be effective against large-
scale narcotics operations. That success could, however, be accom
plished with a more narrowly-drawn statute which is more limited
than title III in its definition of offenses which are subject to elec
tronic surveillance. 

Regarding judicial control, the Federal Government has a proce
dure for reports every 5 days. That probably is too frequent given
the paperwork and the demands upon the agents and the courts.

Every couple of weeks, every 10 days, would probably be ade
quate and it would give the agents and the supervising prosecutor
sufficient time to ascertain whether an amendment is needed, 
whether or not minimization is adequate, whether or not the objec
tive of the surveillance has been accomplished. At the same time, it
would be less demanding upon the District or State judge. It would 
mean less time and more effective review by the judicial officer if
these reports were required every 10 days or 2 weeks throughout
the duration of the surveillance. 

It would impose and underscore the need for judicial control as
opposed to control by the agents of the executive branch.

I would also suggest that this committee consider strengthening
the amendment requirement, particularly with reference to requir
ing amendment whenever probable cause arises about new people
and their involvement. This is important because the statute re
quires notice only to those persons who are named in an applica
tion and order. 

As other people are heard, if they are not included in successive
orders, they will not necessarily receive notice that they were sub
jected to electronic surveillance, and even the proponents of wire
tapping and bugging stress constantly the need for adequate notice
to the people who have been overheard, that that has occurred.

I am concerned that under the present statute it does not occur
to the extent that it should. This was pointed out by the Wiretap
ping Commission 6 or 7 years ago.

I would also suggest that it would be helpful in light of the Dono
van decision to have a statement, if there is an amendment or are 
amendments to title III, to indicate the provisions, such as the 
notice provision, which play a central role in the regulation of law
enforcement wiretapping so that their breach can lead to suppres
sion. 

Finally, with reference to the techniques which obtain informa
tion, not about spoken communication but other forms of communi
cation, particularly pen registers, beepers, and video surveillance:
the Supreme Court's decision in Smith v. Maryland, that the pen
registers need not be preceded by a warrant, should be abrogated 
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by statute. There should be a requirement that pen register devices 
be preceded by a warrant or some showing of exigency or consent. 

For many of us, the numbers that we dial are a reflection of our
selves and touch upon an interest of privacy that should be accord
ed protection but is not. 

With reference to the use of beepers, again, the Federal Govern
ment has a policy and a practice of obtaining prior orders from 
people like myself, magistrates. 

The Supreme Court has yet to deal directly with beepers, al
though it held in the Knotts case that a warrant was not required 
for monitoring a beeperized vehicle or trailer on a public highway. 
The Court has not addressed the question of beepers on private 
premises. 

The Government has instituted on its own a policy of applying to 
magistrates for beeper orders. I see no reason why this could not be 
included as an amendment to title III, though there are some spe
cific areas in which different kinds of showing should perhaps be 
made. 

Nonetheless, it would be a fairly easy thing to do legislatively 
and an appropriate endeavor for this committee to undertake. 

The Government does currently apply to magistrates for orders 
approving pen registers. That is an internal regulation and policy. 
But those orders are not directed toward the users of the tele
phone. 

They are like the IRS enforcement subpenas; that is, they are a 
way of getting approval from a judicial officer like myself to 
compel the production or the compliance with the request to install 
a pen register. In other words, it is directed to protecting the tele
phone company against charges that it is in cahoots with law en
forcement. 

Those orders are of an administerial nature, and they don't re
quire a showing of probable cause. I have no discretion to deny 
such an order. They are intended simply to protect the telephone 
company and to enable the Government authorities to obtain the 
assistance of the phone company. 

Finally, with reference to video surveillance, Mr. Beier of the 
committee staff called my attention to a recent decision involving a 
court-ordered video surveillance in Chicago. 

This opens up an entire area of regulatory need and possibility, 
but upon superficial consideration in light of the small number of 
cases raising this question, again I think that video surveillance 
can be regulated through an amendment to title III, and it prob
ably is appropriate that such amendment occur and within the con
fines of title III because, in fact, frequently video surveillance is 
used with audio surveillance simultaneously. 

So that concludes my remarks, and once again I thank you for 
allowing me to be here. 

Mr. KASTENMEIER. Thank you, Mr. Carr. 
The third witness is Prof. Michael Goldsmith, currently with the 

New York State Organized Crime Task Force. 
Professor Goldsmith, we have your 23-page statement, and if you 

care to abbreviate your comments, that statement will appear in 
the record. 
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Professor GOLDSMITH. Thank you, Mr. Chairman. I appreciate the
opportunity that has been given to me to testify before this com
mittee today.

I certainly will abbreviate my comments, as it would take quite
some time to read a 21-page statement for you.

I am an assistant professor of law at Vanderbilt Law School, and
I am on leave this year as counsel to the New York State Orga
nized Crime Task Force. 

However, the statements that I make today, as well as the state
ment that I have submitted, reflect my own views, not the views of
the New York State Organized Crime Task Force.

Last year I wrote an article on title III. It was entitled "The Su
preme Court and title III: Rewriting the Law of Electronic Surveil
ance." The thesis of that article was that, while, in fact, Congress,

in enacting title III, had passed a statute which would both protect
fourth amendment rights and advance law enforcement needs, the
Supreme Court, through a series of decisions, has basically rewrit
ten the statute with the result that fourth amendment rights often
times are not adequately protected.

The statement has been made here today by one of my co
speakers that title III is a porous statute.

I believe title III is both comprehensive and complex. This is not
to say it is not in need of improvement. It clearly is. However, the 
statute is very complex. The real problem has been the lack of 
careful enforcement by the courts in their application of the stat
ute. 

I would ask the committee to approach the question of title III
reform with great care. When the statute was passed, it was craft
ed in a manner designed to achieve a balance between law enforce
ment and fourth amendment rights. The National Wiretapping 
Commission Report, in essence, found that that balance had, in
fact, been achieved. True, the statute had not achieved everything
that its proponents had hoped. Nevertheless, progress was clearly
being made.

Ironically, from a law enforcement standpoint, it can honestly be
said that the main problem with title III has been its underutiliza
tion, not overutilization.

Professor Schwartz, no doubt, is cringing as I make these re
marks. In truth, the use of wiretaps and bugs in the early 1970's
for gambling prosecutions was a sorry waste of time. Clearly, the
statute was not intended for that type of use. However, the statute
was intended to attempt to eradicate organized crime. And I think
that, far from criticizing the recent increase in electronic surveil
lance subject to court authorization, the Congress should be seek
ing increased use of electronic surveillance. Properly applied in the
context of appropriate RICO racketeering cases, such increased use
is, in fact, something that we should be trying to achieve. To the
extent that there has been a decrease in enforcement or use of the 
statute by the States, I would attribute that to the comprehensive
ness of the statute, its complexity, which has discouraged State offi
cials from using it, as well, of course, as the great expense and time 
commitment that is required.

In terms of what can be done to improve title III, I think basical
ly the following areas are deserving of close consideration by the 
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Congress. First is the area of standing, and by standing I mean, 
which parties under the statute are entitled to submit a motion 
before the court to suppress evidence obtained under the statute as 
having been illegally intercepted. 

The broad language of title III, in fact, suggests that standing is 
to be conferred upon anyone who has been overheard, anyone 
whose facility, telephone or other facility is being used, or any 
person against whom the electronic surveillance is being directed. 
In other words, people who are not necessarily parties to the con
versation are granted standing. And the purpose behind this broad 
standing language, in essence, is to prevent law enforcement from 
consciously violating the statute. 

In a case, for example, in which law enforcement is listening to 
conversations between two named individuals the real target may 
be someone else, a higher echelon organized crime individual. 
Thus, without a broad standing provision, law enforcement may 
consciously say—and I do not say this is a practice of law enforce
ment—well, we will sacrifice the case against A and B presently 
speaking on the phone because we hope to make out a more impor
tant case against C, and since C is not named in the order and he 
is not speaking on the phone, he will not be in a position to assert 
that the evidence is inadmissible. However, because the judiciary 
has interpreted title III's standing provision too narrowly, such a 
scenario could occur. 

I do not want to suggest that this type of abuse goes on in law 
enforcement circles. And I might add that, if that kind of abuse 
occurs, it is both a tort under the statute and a crime, a felony, and 
I would encourage prosecutors to initiate criminal prosecutions 
against people who have that kind of mindset. Likewise, I would 
encourage private citizens to bring civil suits against those who use 
the statute improperly. 

Nevertheless, in order to protect all of us against the intrusions 
of electronic surveillance, the statute should be amended to con
form to its original purpose. By that I mean that anyone against 
whom the electronic surveillance is being directed should have the 
right to file a motion to suppress the evidence. 

How do you determine who the party is against whom surveil
lance is being directed? In this regard the statute already implicit
ly requires law enforcement to state its investigative objective. The 
statute, however, should be amended explicitly to require the objec
tives to be stated and the targets of the surveillance to be explicitly 
indicated. At the same time, the statute should contain limitations 
so that a broad standing provision does not taint an entire investi
gation by virtue of a single law enforcement violation. 

The next area of potential reform has already been suggested by 
Magistrate Carr, and that lies in the context of exhaustion of inves
tigative alternatives. Mr. Blakey, author of the statute, has given 
many speeches about the subject across the country. Incidentally, 
he should be consulted directly about how title III was written and 
its underlying legislative history. In any event, I have heard sever
al of his speeches and he repeatedly says "electronic surveillance is 
a drastic technique." Because it is drastic, because it is so intrusive, 
it should, in fact, be something of last resort. 
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Now, that does not mean necessarily that law enforcement needs 
to try every other alternative potentially available. It does not 
mean that law enforcement should engage in futile measures to in
vestigate crime, but it does mean that law enforcement should be
making a good-faith, conscientious effort to use less drastic means
than electronic surveillance before using the statute.

As an aside, I might point out that, while it is often said that 
electronic surveillance is the most intrusive means of conducting a
search, on its face that seems to be a reasonable statement. At the
same time, we should recognize that when law enforcement gets a
search warrant and they search your home, the nature of that 
search, in fact, can be horribly intrusive, much more so than elec
tronic surveillance. Of course, the difference is that it is not being
conducted over a great period of time, but nevertheless, the search
of one's home or one's office is, in fact, a drastically intrusive 
search. Depending on the terms of the search warrant, virtually ev
erything in the house can be looked into. 

In any event, what I would recommend in the context of the ex
haustion requirement is that the statute be amended to require law
enforcement to specify that virtually every aspect of a checklist set
forth in the statute—by amendment—has been complied with. In
other words, law enforcement would have to take a look at whether
or not a pen register was tried, whether or not a search warrant
was obtained, whether or not grand jury techniques were used, it
cetera, et cetera, and, when a specified technique was not used, law
enforcement should make an effort to explain why the particular
technique was not used.

Now, I don't think that that type of requirement should be ap
plied rigidly, but I do think it should be applied reasonably and
that would force law enforcement to consider alternatives and it 
would force the courts to look at the adequacy of the exhaustion
statement set forth in the application. Presently, too often the ex
haustion statements are simply boilerplate. They are a conclusory
statement that investigative alternatives have been tried and have
failed, or simply that investigative alternatives are not available.
Plainly that is not the full and, complete statement that is required 
by the statute presently. In order to ensure that we do get the
right kind of statement, the statute should be amended.

Next, in the area of the scope of surveillance, considerable con
cern has been expressed today about the wide-ranging nature of
electronic surveillance. The first area deserving of consideration is
whether surveillance should be permitted of unnamed parties.
Now, clearly the statute permits interception of conversations be
tween a named party and an unnamed party. However, by virtue
of Supreme Court decisions, specifically the Kahn case and the 
Donovan case, the statute has also been interpreted to apply to sur
veillances between unnamed parties, people that were not specified
in the warrant. The impact of this, if you will, is to open very sig
nificantly the range, the breadth of electronic surveillance.

My suggestion, for reasons I specify in much more detail in my
statement and in my article, is that the statute be amended to re
quire specification of all parties for whom there is probable cause
to believe interception is going to occur. In addition, once the stat
ute does include such a requirement, prosecutors should, in fact, be 
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required to amend as soon as there is probable cause for new par
ties. I might add that the process of amending and dealing with the
courts is extremely time consuming, extremely intricate. When you
are involved in a wide-ranging electronic surveillance, you could
come across numerous parties. For that reason, while the require
ment should be added, it should be flexibly applied.

The next area involving the scope of electronic surveillance deals
with the so-called minimization requirement. Specifically the stat
ute requires that the surveillance be conducted in a way that mini
mizes the interception of nonpertinent conversations. In fact, that
requirement has not been effectively applied by the courts. The 
courts typically have been applying the minimization guidelines
that have developed very liberally, without really carefully analyz
ing whether, in the context of a particular case, minimization could
have been achieved. Second, in the Supreme Court's Scott decision 
a few years ago, the Court said that minimization violations are 
going to be evaluated objectively rather than subjectively, meaning
that the good or bad faith of the law enforcement officials attempt
ing to minimize is not considered in evaluating whether a violation
has occurred. 

That aspect of the statute was probably mistakenly interpreted
by the court. In any event, it should be changed. We should clearly
be encouraging agents conducting surveillance to be acting in good
faith. And I might add that this is usually the case. I have seen
Federal and State agents being instructed by prosecutors on how
electronic surveillance is to be conducted and they are told to be
conducting it in good faith. They are further told, from my own ex
perience, that, should they at any time exercise bad faith, they
will, in fact, be removed from the wire. Furthermore, on occasion,
if there is bad faith resulting in a violation, it would not be unusu
al for a prosecutor to make that fact known to the court in his 
progress report. 

The next area of concern has to do with amendments for new 
crimes. The statute presently has, in effect, what is a plain view
section; should evidence of a new crime come into plain view, pros
ecutors are required to amend the warrant retroactively by filing 
an amendment before the court indicating that evidence of new 
crime has been detected. The courts have, however, not applied 
that section of the statute very carefully. Prosecutors are required
to amend under the statute as soon as practicable. In fact, they
typically have not done that. In candor, that is sometimes a diffi
cult thing to achieve since it is not always clear when you have
probable cause to believe that a conversation pertains to a new 
crime. 

Some courts have interpreted the amendment requirement with
undue rigidity, however. They have gone to the other extreme. For
example, there are situations in which a conversation happens to
pertain both to a crime specified in the warrant and to a new 
crime. The same conversation, in other words, is probative both of
a crime mentioned in the warrant and some other crime. Under 
those circumstances, no purpose is served by requiring an amend
ment. It is silly. It is time consuming.

For example, assume you are in a wire for robbery and a conver
sation is intercepted in which the very same words pertain both to 



155


robbery and kidnaping. Since that conversation pertains to the 
original crime specified in the warrant, there is no plain view con
sideration that comes into effect, and, therefore, no benefit to be 
obtained by requiring law enforcement to seek a retroactive 
amendment under those circumstances. 

The next area of major concern should be the area of progress
reports. In fact, as a general rule, the courts are not carefully eval
uating progress reports. Consequently, you have potential for sur
veillance being approved initially based upon probable cause, how
ever 2 or 3 weeks into the wire there is no evidence that is incrimi
nating, nevertheless either because no progress report has been 
filed, or because the report has not been properly evaluated, the
judge may not be aware of the fact that probable cause, in effect,
has dissipated. The statute should be amended to require mandato
ry progress reports, either once a week or once every 2 weeks, in
which prosecutors are required essentially to set forth what has
been achieved so far. In other words, do we still have probable 
cause for the surveillance? Furthermore, if we have achieved a suf
ficient number of incriminating conversations, perhaps our investi
gative objective has been attained, and accordingly, there is no 
longer a need for continued surveillance. 

Mandatory progress reports would also achieve the purpose of
dealing with how evidence of new crimes should be handled by law
enforcement. As soon as there is probable cause to believe a con
versation pertains to a new crime, the progress report requirement
should be one that compels that the new crimes be specified there
in. And finally, progress reports can be useful to the judge in eval
uating whether minimization has been properly implemented by 
law enforcement. 

The present statute is one that only provides for optional
progress reports. As a reform, title III should make them mandato
ry.

Next, the area of sealing. Much has been said about the sealing 
of tapes. The statute requires that the tapes be sealed at the end of
the surveillance period, immediately upon the expiration thereof. 
Sealing, however, is very silly stuff. There is no magic to a seal. A
seal is simply a piece of Scotch tape that you put around the tape.

People originally were concerned about tape recordings being
tampered with. If someone has the sophistication to tamper with a
tape recording—and that is very much open to question—but if
someone has the sophistication to do that, he certainly has the so
phistication to take off the Scotch tape and replace it with another
piece of Scotch tape. Therefore, what I would suggest is complete
elimination of the sealing requirement. Law enforcement already
has to establish the accuracy of the tapes as a prerequisite to their
admissibility. However, should there be concern and for some 
reason you decide to retain the sealing requirement, it should prob
ably be changed from the language presently used in the statute.
As I said, presently law enforcement has to turn over the tapes to
the judge for sealing at the end of the surveillance period. The sur
veillance period usually is 30 days. That gives, in theory, 30 days
for someone to forge the tape. So I would suggest that the sealing
requirement be changed to 72 hours after the tape has been used.
That gives law enforcement plenty of time to process the tape as it 



156


must and at the same time gives the litigants involved and the
people under surveillance adequate protection.

Mr. Chairman, I would rely upon the remarks I have made in
my formal statement to supplement the remainder of my testimo
ny. I realize that we are pressed for time.

One final comment is in order. If you are going to make title III 
more comprehensive, more complex, and I believe the statute 
should be reformed, we will all benefit by that. As the same time, I
don't think that the original balance between law enforcement and
fourth amendment rights should be modified. I would also recom
mend that should the Supreme Court adopt the good faith excep
tion to the suppression rule for fourth amendment violations, that
the good faith exception likewise be included in the statute. 

I very much appreciate your time today. Thank you.
Mr. KASTENMEIER. Thank you, Professor Goldsmith. 
[The statement of Mr. Goldsmith follows:] 
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Goldsmith

( DRAFT)


A Statement for the Reform of Federal Eavesdropping Legislation


By Professor Michael Goldsmith


I would like to thank the Judiciary Committee of the United


States House of Representatives for inviting me to express my views on


the subject of electronic surveillance. Presently, I am an assistant


professor, on leave from Vanderbilt Law School, serving as Counsel to


the New York State Organized Crime Task Force. My testimony today


however, represents my views alone rather than those of any institution.


My understanding is that the Committee would like me further to


develop aspects of an article that I recently authored entitled The Supreme


Court and Title III: Rewriting the Law of Electronic Surveillance, 74


J. Crim. L. & Criminology 1 (1983). More specifically, I have been


asked to provide suggestions for reforming Title III, the federal law


which governs the use of nonconsensual electronic surveillance in this


country. Given the thesis of my article -- that the Supreme Court has,


in effect, rewritten Title III through a series of decisions which


deviated from the Court's original guidelines for the enactment of a


constitutional eavesdropping statute -- legislative review of this issue


is certainly appropriate, significantly, previous efforts at legislative


reform, such as S. 1630 introduced before the 97th Congress, sought to


effect significant improvements, but failed to realize the extent to


which Title III has been modified by decisional law.


Accordingly, this statement will set forth a series of proposals


for reform of Title III. For the roost part, these proposals were either


explicitly or implicitly made in my article. Since I cannot hope to


duplicate in this statement the detailed analysis contained in a 171
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page article emphasis of key points rather than comprehensiveness of


analysis will be my primary goal. For more detailed analysis, citations


to my article or to other sources have been provided. Finally, please


note that, as I have had the benefit of both additional experience and


collegial commentary since the article was published, some of the


proposals are modifications of those which I originally made.


I have organized my remarks to emphasize the six areas I


believe are most deserving of legislative attention: 1. Standing to


Contest Title III Violations; 2. The Need to Exhaust Investigative


Alternatives; 3. Controlling the Duration and Scope of Interception;


4. Preserving the Sanctity of the Tapes; 5. Emergency Searches; and 6.


Standards of Review and Suppression for Title III Violations. My


discussion of each area will usually include both civil libertarian and


law enforcement concerns, for each perspective must be meaningfully


considered if Title III is to be properly revised. As such, law enforcement


supporters must acknowledge the legitimate concerns of those who fear


the intrusiveness of an electronic search; likewise, civil libertarians


must concede that court authorized electronic surveillance is a reasonable


way, indeed, the only way, to combat effectively the severe social and


economic consequences wrought upon our society by organized criminal


groups. Title III is already an extraordinarily complex piece of


legislation that the National Wiretapping Commission recognized as


having afforded law enforcement with a vital investigative tool while


simultaneously preserving Fourth Amendment rights. In considering


reform, great care must be exercised to avoid imposing requirements that


would make resort to electronic surveillance unduly burdensome or effect
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the suppression of evidence for every sort of statutory violation.


Constitutional rights are, in fact, advanced through a system that


discourages police misconduct by providing a reasonable way to achieve


investigative goals legitimately. It is with this sense of balanced


perspective that, I urge the Committee to evaluate the proposals which


follow.


1. Standing to Contest Title III Violations


By legislative design, standing to contest alleged Title III


violations is a prerequisite to the availability of the statute's


evidentiary suppression remedy that is intended to deter misconduct. In


this regard, Title III appears to grant claimants the benefit of a


liberal standing rule by defining the term "aggrieved person" as "a


person who was a party to any intercepted wire or oral conversation or a


person against whom the interception was directed" (emphasis added).


Yet, although this broad language seems to confer so-called target


standing upon potential litigants, by authorizing anyone "against whom


the interception was directed" to raise a suppression claim, the Supreme


Court has effectively restricted Title III standing to intercepted


parties or anyone whose telephone or facility is the subject of surveillance.


Unfortunately, this effect was achieved as a result of some dicta,


rendered in Alderman v. United States without the point ever having been


briefed, suggesting that Title III standing was quite limited in scope.


The Alderman dicta, however, was inconsistent with the statutory definition


of "aggrieved person", and ignored a substantial body of legislative


history which seemed to indicate that target standing was intended by


Title III's authors. Admittedly, the Supreme Court has recently rejected


target standing in the constitutional law context, but that ruling
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obviously has nothing to do with the legislative intent underlying


Title III at the time of its enactment.


As a policy matter, it should be apparent that target standing


is the only practice which squares directly with Title III's goal


of deterring illegal electronic intrusions. Simply put, absent target


standing, prosecutors and police are relatively free to tolerate or even


encourage misconduct in those situations in which the intercepted party


(or facility) does not involve the target of the investigation. Under


such circumstances, law enforcement may have incentive to violate the


rights of suspected lower echelon criminals -- secure in the knowledge


that higher echelon investigative targets will not be in a position to


assert a Title III claim. While such conduct by law enforcement officials


would potentially expose them to statutory criminal and civil liability,


Title III's criminal and civil provisions have rarely been utilized.


Fortunately, no evidence has emerged of such prosecutorial misconduct,


but, to avoid this occurrence, the statute should be specifically


amended to provide for target standing.


Any such amendment, however should give ample consideration


to law enforcement's legitimate concern that blanket target standing may


have disproportionate consequences if a violation which directly affects


a few individuals is permitted to taint subsequent investigations as


well. Not all violations pose such a risk, but the potential never


theless exists. This risk, however, can be minimized by requiring law


enforcement authorities to specify their investigative objectives and


targets in the eavesdropping application. Arguably, the statute already


implicitly requires a statement of objectives in order for a reviewing




162


magistrate to assess the investigative need for surveillance and the


duration for which eavesdropping is to be authorized (concepts which are


discussed in sections 2 and 3 below), but many applications make no


specific reference to investigative objectives. Adoption of such a


requirement would allow the scope of standing to be determined directly


by reference to the eavesdropping application. This requirement would


also have the advantage of motivating law enforcement officials to state


their investigative goals conservatively, thereby often narrowing the


scope and duration of surveillance. Any problems involving subterfuge


omissions could be handled by piercing the statement of objectives and


targets, with standing being extended to persons for whom there was


reasonable cause to believe involvement in the activity under investigation.


Excessive taint should not occur for, as with inaccuracies in traditional


search warrant affidavits, the burden of establishing an intentional or


reckless mistatement would lie with the defendant. Finally, traditional


attentuation principles would still operate to limit undue consequences


of the suppression sanction.


Finally, there is an aspect of standing in the grand jury


context that merits reform. In Gelbard v. United States, the Supreme


Court correctly interpreted Title III to provide a just cause defense


for grand jury witnesses who seek to avoid the contempt sanction by


arguing that their refusal to testify is predicated upon questioning


derived from illegal electronic surveillance. Gelbard, however, failed


to provide guidance concerning the extent to which court authorized


surveillance must be disclosed to the witness during the course of


resolving such claims, and lower courts have since been divided. While
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the language of Title III presently seems to mandate limited disclosure


to the witness, I believe that no such access should be allowed. Given


the relatively limited extent of present disclosure, little is accomplished


towards protecting the witness' constitutional rights that could not


adequately be achieved by in camera judicial review. Moreover, few


recalcitrant witnesses are concerned with vindicating their Fourth


Amendment rights. Historically, most such witnesses (other than victims


of crime whose recalcitrance typically reflects safety considerations)


are anxious for purely tactical reasons to learn whether their questioning


is derived from electronic surveillance. If so, the witness will


usually attempt to tailor his testimony carefully to what he believes


the prosecutor already knows; if not, the witness often realizes that


he has, in effect, a license to lie. In camera judicial review, with


the witness merely being advised that his questioning is not based upon


illegal electronic surveillance, will avoid this result.


Admittedly, since this proposal is based upon the limited


disclosure presently authorized by Title III, some might argue that my


premise would be undercut if the statute were amended to provide for


complete disclosure to grand jury witnesses. Such an approach, however,


would inevitably embroil grand jury inquiries in lengthy suppression


hearings, a consequence fundamentally at odds with efficiency consider


ations that have long governed grand jury procedure in our society.


2. The Need to Exhaust Investigative Alternatives


In providing guidelines towards the enactment of a constitutional


eavesdropping statute, the Supreme Court strongly suggested that resort


to electronic surveillance should not be permitted when less drastic
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investigative alternatives are available. This viewpoint was incorporated


into the statute by the requirement that each surveillance application


include "a full and complete statement as to whether or not other


investigative procedures have been tried and failed or why they reason


ably appear to be unlikely to succeed if tried or to be too dangerous."


While Congress intended this requirement to be applied in a common sense


manner so that law enforcement authorities should not feel constrained


Co expend time and resources on obviously futile investigative efforts,


the statute plainly calls for a "full and complete statement" from which


the reviewing magistrate can realistically assess the need for surveillance.


Oftentimes, however, this requirement has been deemed satisfied by


boilerplate assertions that investigative alternatives have been ex


hausted. Relatively few opinions have carefully analyzed whether the


exhaustion statement is full and complete, much less whether it is based


on substance. A probable consequence is that electronic surveillance


occasionally has been approved when less drastic means may have sufficed.


The present situation can be ameliorated by an amendment


requiring that the exhaustion statement contain, in effect, an investigative


checklist (as set forth in the revised statute) of every alternative


reasonably available and an explanation of its inutility. This amendment


should likewise be interpreted in a common sense fashion, as its purpose


is not to encourage futility (nor should suppression necessarily follow


because a particular technique was not used.) Rather, it would serve to


ensure that the judiciary has been provided with an adequate factual


basis to evaluate the need for an intrusive electronic search. Furthermore,


given the need to supply such a statement, it is likely that law enforcement


will file fewer unnecessary applications.
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Finally, the requirement of a statement of objectives (see


section 1) should be regarded as a corollary to this improved exhaustion


statement. Indeed, absent a statement of objectives, neither investigative


need nor the proper duration for eavesdropping authorization can be


realistically appraised. For this reason, specificity of objectives is


already an implicitly required component of the exhaustion statement.


Nevertheless, since many eavesdropping applications have not been


sufficiently specific in this regard, an explicit requirement to this


effect should be adopted.


3. Controlling the Duration and Scope of Interception


A. Surveillance of unknown parties


A major point of controversy in the Congressional debate over


electronic surveillance concerned the number of persons potentially


subject to eavesdropping. In an effort to limit the scope of interception,


Title III seemingly limited surveillance to identified persons for whom


there was probable cause to believe participation in specified discussions


of criminality. While the statute clearly contemplated such persons in


evitably being overheard in conversations with unknown individuals, it


apparently did not countenance long term interception of discussions


exclusively involving unidentified parties. Thus, just as traditional


search warrants operate to protect the rights of unknown third persons


by requiring the object of the search to be identified, Title III was


designed to protect this category of individuals by limiting surveillance


to conversations involving at least one identified person.


This protective mantel of Title III was undercut by Supreme


Court dicta in United States v. Kahn and United States v. Donovan
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suggesting that eavesdropping warrants may authorize surveillance of


specified persons "and others as yet unknown." The dicta was grounded


in the notion that "[t]he Fourth Amendment requires a warrant to describe


only 'the place to be searched, and the persons or things to be seized,'


not the persons from whom things will be seized," a narrow constitutional


construction fundamentally at odds with the well established principle


that "the Fourth Amendment protects people, not places." Apparently,


the Court had failed to consider that specifity of party in an eavesdropping


order is necessary to provide unknown third persons with constitutional


protection equivalent to that which they are entitled under a traditional


search warrant. Moreover, even though Title III's legislative history


indicates that Congress appreciated the need to protect unknown third


parties, and, accordingly, limited the scope of interception to conversations


involving at least one known individual, the Kahn Court proceeded to


suggest that surveillance against exclusively unknown persons was


statutorily permissible as well.


To restore the proper protective scope to Title III, an amendment


should be adopted restricting eavesdropping to conversations involving


at least one identified party. Conversations between unknown persons


should not be subject to interception unless probable cause exists that


virtually everyone using the designated facility or telephone is doing


so for the illicit purpose set forth in the warrant. An exception


should also be allowed for the early surveillance period when monitoring


agents are in the process of becoming familiar with the voices of their


targets; moreover, provision should be made for anyone intercepted "in


plain view" during this period to be expeditiously added to the eavesdropping
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warrant. For example, such amendments should be permitted without


additional Attorney General approval or the need to exhaust investigative


alternatives (Cf. section 3.C below). In this way, the present scope of


interception can be substantially narrowed without unduly impeding


effective law enforcement.


B. Minimization of nonpertinent conversations


In a further effort to limit the scope of interception, Title


III requires that "the authorization to intercept...shall be conducted


in such a way as to minimize the interception of [nonpertinent] communica


tions ..." (emphasis added). Accordingly, monitoring agents are not


permitted to intercept conversations not relevant to the target, crime,


and conversation specified in the eavesdropping warrant. While perfection


obviously cannot be expected -- some interception being inevitable as the


monitor listens to determine pertinency -- minimization was perceived as


a reasonable way to discourage eavesdropping not relevant to the court


order. Indeed, when the Supreme Court commented in Kahn on the permissibility


of intercepting "others as yet unknown," the minimization requirement


was cited as providing an adequate safeguard against sweeping general


searches.


Unfortunately, however, the minimization principle has often


been given minimal effect. In part, this may be attributed to the


courts' willingness to apply judicial minimization guidelines too


uncritically; consequently, minimization violations are rarely found


(this tendency may be reversible by a Congressional directive calling


for strict enforcement; see section 6 below). But, more fundamentally,


by virtue of the Supreme Court's decision in Scott v. United States,
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monitoring agents are, in effect, encouraged to seize any conversation


whose interception can be justified under existing guidelines -- regardless


of whether the conversation is actually nonpertinent. Scott held that,


notwithstanding the monitoring agents' purposeful failure to initiate


minimization efforts, no violation has occurred if the resulting seizure


is still viewed as objectively reasonable under prevailing minimization


guidelines. Thus, subjective bad faith is not considered in determining


whether the minimization requirement has been violated.


From a statutory perspective, Scott was wrongly decided, and,


therefore, should be legislatively reversed. The decision disregards the


Congressional directive that eavesdropping orders be "conducted in such


a way as to minimize interception of [nonpertinent] communications"


(emphasis added). Moreover, if subjective good faith is not required


when executing an eavesdropping warrant, the statute's broad deterrent


purpose is effectively undermined. Indeed, Scott seems to have tolerated


conduct which was actually felonious under Title III's criminal sanctions.


Therefore, to reinvigorate the minimization requirement, an amendment


should be adopted providing that alleged violations be considered from


both an objective and subjective standpoint.


A related problem in the minimization context is the extent of


suppression that should be mandated when illegality has occurred. Most


courts have limited suppression to the improperly minimized conversations


themselves. This solution, however, does not sufficiently penalize


violators, since law enforcement loses only that to which it was never


entitled; moreover, such conversations are often Innocent discussions


that are not relevant to a criminal prosecution. Nevertheless, at the
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other extreme, total suppression would be a disproportionate remedy, as


isolated minimization violations should not be allowed to taint an


otherwise proper long term investigation. A suitable legislative


compromise would be one that establishes a middle ground between these


two alternatives. For example, an appropriate accomodation might focus


on whether the minimization violations constitute a pattern of illegality.


If so, all conversations seized during the course of that pattern should


be suppressed (e.g., all calls intercepted on a particular day or by a


particular monitor). Moreover, if multiple patterns -- suggestive of


recklessness or intentional misconduct -- occur, total suppression would


be in order. This remedy would provide an adequate disincentive against


minimization misconduct without unnecessarily jeopardizing an entire


investigation.


C. Retroactive and prospective amendments


While Congress was concerned about limiting the scope of


eavesdropping, it recognized that monitoring would often expand beyond


the crimes specified in the warrant. Indeed, assuming that proper


minimization techniques are being employed, discovery of new crimes is a


desirable consequence of electronic surveillance. By analogy, as


officers executing a standard search warrant may properly seize unantici


pated evidence that comes into "plain view." surveillance monitors may


unexpectedly come upon conversations involving criminal activity not


described in the court order. Title III allows evidence of such crimes


to be admissible "when authorized or approved by a judge of competent


jurisdiction where such judge finds on subsequent application that the


contents were otherwise intercepted in accordance with the provisions of
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this chapter. Such application shall be made as soon as practicable."


Thus, a statutory plain view procedure has been established providing,


in effect, for retroactive amendment of the original eavesdropping


warrant once the interception's propriety has been judicially determined.


Arguably, this procedure exceeds constitutional demands, as the Fourth


Amendment does not require a comparable retroactive amendment "as soon


as practicable" for conventional search warrants that result in plain


view seizures; instead, the propriety of the seizure awaits determination


at the eventual suppression hearing.


Regardless, few courts have enforced Title III's requirement


that retroactive approval be sought as soon as practicable. This


tendency, which may be due to the difficulty of determining practicality,


could be easily rectified by requiring that, to the extent realized,


evidence of new crimes be set forth in weekly progress reports to the


magistrate who issued the warrant (see section 3.D below). At that


time, the judge could rule on the propriety of the interception, but he


should also be allowed to defer judgment until the pretrial suppression


hearing when the full context of the case can more effectively be


presented to him.


The more serious omission in this area has been the judiciary's


failure to evaluate critically the admissibility of new cime evidence


under traditional Supreme Court guidelines for plain view seizures: 1.


whether the initial intrusion was valid; 2. whether the conversation's


incriminating character was "immediately apparent;" and 3. whether the


discovery was inadvertent. Together these guidelines were designed to


ensure that law enforcement does not use the plain view concept as a
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pretext for effecting general searches. Because this standard may be


constitutionally required, its enforcement would be advanced by specific


incorporation into the statutue. However, as the Supreme Court has


suggested that the plain view doctrine may soon be revised, any amendment


should await, or be subject to, such modification.


From a law enforcement standpoint, the retroactive amendment


requirement has occasioned serious difficulties in some circuits that


have interpreted the provision too rigidly. These courts have suppressed


evidence by holding that the procedure applies even to statements which


happen to pertain both to the crime specified in the warrant and some


other offense. Since, under such circumstances, the intercepted remarks


are already within the terms of the eavesdropping warrant, the propriety


or scope of the seizure requires no further clarification. By analogy


to conventional searches, the situation is equivalent to a seizure by


warrant of a suspected homicide weapon which is later determined to


pertain to a separate robbery incident as well. Since Title III clearly


was not intended to require retroactive amendments in such situations,


legislative reversal of the offending decisions in in order.


Finally, implicit to Title III is the requirement that a


prospective amendment to the eavesdropping order be obtained as soon as


there is probable cause that new crimes will be intercepted This


mandate is a consequence of the inadvertence component to the plain view


doctrine. More specifically, since inadvertence for plain view purposes


is defined objectively as the absence of probable cause, retroactive


amendments may be approved only when there was no probable cause to


believe that evidence of new crimes would be overheard. Therefore, when
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the requisite probable cause exists, a prospective amendment should


immediately be obtained as the interception can no longer be justified


on traditional plain view grounds.


This process, however, places law enforcement in an intractable


dilemma: if a prospective amendment is issued, defense counsel will


argue the absence of probable cause; conversely, if no such amendment is


obtained, defense counsel will contend that plain view retroactive


approval should not be granted because there was probable cause to


anticipate the interception of new crime evidence, and, therefore, a


prospective amendment should have been sought. Moreover, there are


further difficulties for the prosecutor who seeks a prospective amendment.


Because the statute does not expressly require such an amendment, there


are significant questions concerning which procedural requirements are


prerequisites to its issuance. For example, must the Attorney General


(or designated Assistant Attorney General) approve such applications in


the same manner required for the original eavesdropping application? If


so, bureaucratic delay will inevitably preclude timely amendments.


Also, must the exhaustion mandate be satisfied as to the new crimes


evidence? If so, valuable evidence may be lost by requiring monitors to


terminate interception when the conversation turns to new areas of


criminality. Finally, may a prospective amendment be obtained when the


new crime is not one of those authorized by statute for interception.


Perhaps for these reasons, the courts have largely ignored the


prospective amendment concept. Nevertheless, since the inadvertence


aspect of the plain view docrine is probably of long term constitutional


vitality, a specific statutory procedure should be provided for addressing
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these problems The procedure adopted should be sufficiently accomodating


to the difficulties outline above. Thus, for example, where good faith


has been exercised and a prospective amendment obtained, probable cause


should be flexibly and reasonably interpreted; alternatively, perhaps a


modified "inevitable discovery" doctrine could resolve the prosecutor's


dilemma. As to Attorney General approval, exhaustion, and non-designated


crimes, flexibility should likewise be the key. Under such circumstances,


judicial review of probable cause and the nature of the offense is


sufficient to safeguard Fourth Amendment rights. Additional protection


could be secured by requiring retroactive Attorney General approval


within ten days of the prospective amendment's issuance. In this


manner, the statute could be brought into constitutional conformity


without precluding effective law enforcement.


D. Mandatory progress reports


Since Title III is substantially premised upon close judicial


supervision of electronic searches, a final precaution against improperly


expansive eavesdropping lies with the magistrate's statutory discretion


to direct that periodic reports be filed "showing what progress has been


made toward achievement of the authorized objective and the need for


continued interception." Thus if the progress report reveals the


unexplained absence of incriminating calls, probable cause may be


lacking for continued eavesdropping; this, of course, depends on the


facts of each case. Alternatively, if the report indicates that the


investigative objective has been attained, the need for surveillance may


no longer be present (here, however, flexibility is once again in order


as investigative goals may legitimately change or broaden during the


course of surveillance).
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Yet, while Title III's progress report provision is well


intended, it has generally failed to promote adequate judicial supervision.


This failure is attributable to its optional nature and narrow perspective.


Many courts do not require progress reports, and those that do often do


not receive enough information to effect proper supervision. Moreover,


the progress reports are not always carefully reviewed.


For this reason, the nature of Title III's progress report


provision should be changed. Most importantly, the concept should be


made mandatory, requiring either weekly or bi-weekly reports. Next,


their present scope should be expanded to include a report on minimization


efforts and evidence of new crimes. Given the complexity of the minimiza


tion and retroactive-prospective amendment process, such reports would


serve to facilitate compliance. Finally, the reviewing magistrate


should be directed to suspend or terminate surveillance if the reports


are deficient, evince serious procedural irregularities, or indicate


that the legal basis for continued surveillance no longer exists. Such


an amendment would promote close judicial supervision and ultimately


serve to decrease the risk of electronic surveillance extending beyond


its legitimate scope.


4. Preserving the Sanctity of the Tapes


Prior to the passage of Title III, numerous fears were expressed


that taperecordings were too vulnerable to tampering to be admitted into


evidence. Nevertheless, because of technological barriers, susceptability


to detection, and the availability of far easier ways by which to


"frame" a defendant, these fears were generally regarded as unrealistic.


Even so, Congress sought to preserve evidentiary integrity by requiring
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that, "immediately upon...expiration...of the order or extensions


thereof," all tapes must be brought to the issuing magistrate and


"sealed under his directions." Further, the statute provides that the


presence of this seal, "or a satisfactory explanation for the absence


thereof," is a prerequisite to admissibility.


With some exceptions, this provision has only been loosely


applied in the courts. The adverse consequences, however have been


negligible, for though the judiciary may be faulted for ignoring a


statutory directive, the sealing rule presently serves little purpose.


In reality, there is nothing sacrosanct about a "seal." Oftentimes, it


is merely a piece of tape that is placed around the container in which


the taperecording is stored. The tape used to effect the so-called seal


may range from simple "scotch" tape to stronger cloth, adhesive-backed


tapes. Regardless of which type is used, the tape usually contains a


written notation indicating the sealing date and the sealing officer's


signature. Together however, the tape and written notations do little


to protect the taperecordings' integrity. A forger would have a far


easier time removing the tape than he would effecting a successful


forgery of the taperecording. Moreover, even if the so-called seal


delivered some magical protection to the taperecording, present Title


III procedures do not advance this end, as the seal need not be secured


until the eavesdropping warrant or extensions thereof have expired.


Thus, at least theoretically, ample opportunity exists to tamper with


the taperecording before the sealing requirement is even triggered.


Fortunately, allegations of tampering have never become a


serious Title III problem. Indeed, this probably explains the judiciary's
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reluctance to enforce the current sealing rules strictly. And as the


seal is of limited prophylactic value, absent dramatic technological


advances in forgery techniques, the formal sealing requirement could be


eliminated altogether - especially since the prosecution must still


establish the accuracy of each taperecording prior to admissibility.


Nevertheless, if sealing is to remain a statutory requirement, the


present procedure should be modified to narrow the pre-sealing time


period in which opportunity presently exists for forgery to be attempted.


My suggestion is that the completed taperecordings be delivered for


sealing and storage to the reviewing magistrate within 72 hours of


completion. While this would entail frequent trips to the courthouse


and administrative burdens for judiciary officials it would be a


realistic way to ensure the integrity of each taperecording. The 72


hour figure is suggested because investigators need sufficient time in


which to make duplicate recordings (a process requiring only a few


minutes for each taperecording, but which often consumes much more time


because of transportation, manpower, and administrative difficulties).


Finally, failure to comply should not automatically result in exclusion.


So long as the taperecording accurately depicts the events in question,


suppression should be reserved for situations involving repeated unexcusable


delays.


5. Emergency Searches


The authors of Title III recognized that, on occasion, exigent


circumstances would warrant electronic surveillance before an eavesdropping


warrant could be obtained. Accordingly, warrantless emergency searches


were authorized for situations involving national security interests or
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the "conspiratorial activities characteristic of organized crime." Such


searches are permissible, however only if all statutory requirements


could have been met had time constraints not intervened, and provided


Chat, within 48 hours of interception, an application is filed seeking


retroactive approval for the eavesdropping.


Nevertheless, while a statutory emergency search procedure is


clearly necessary, the present provision is simultaneously ambiguous,


unduly narrow, and unnecessarily broad. It is ambiguous because the


statute does not define the term organized crime. It is unduly narrow


because the provision does not extend to life threatening circumstances


not involving national security or organized crime. Moreover, there are


often other exigencies involving the need for warrantless surveillance.


For example, a vehicle containing a hidden microphone device may cross


jurisdictional lines, thereby technically suspending or terminating


authorization to eavesdrop. Obviously, under such circumstances,


monitoring should be allowed to continue. Finally, the law is unneces


sarily broad because there is no reason not to require oral notice to a


judge before initiation of surveillance. As presently constituted, if


an emergency search is unsuccessful, neither the judiciary nor the


intercepted parties would necessarily be advised since no retroactive


warrant need be filed. Moreover, given the considerable time usually


required to initiate eavesdropping, there is usually no reason why oral


judicial approval could not be obtained in advance.


Since enactment, Title III's emergency procedures have rarely


been employed. Because this may reflect inadequacies in the present


law, the statute should be amended to rectify prevailing deficiencies.
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Both law enforcement and civil libertarian interests would benefit as a


result.


6.	 Standards of Review and Suppression for


Title III Violations


Passage of Title III was based upon a system of statutory


controls which, with proper judicial enforcement, were designed to


preserve Fourth Amendment rights. As much of my summary today indicates,


however, statutory protections have often not been effectively implemented


by the courts. To some extent, specific amendments can rectify this


situation for future litigants, but such measures, standing alone, may


be insufficient; historically, a result-oriented judiciary has demonstrated


an inclination to gloss over specific statutory language or legislative


history when the need to do so was perceived, and this tendency can be


expected to continue when a reformed Title III is subject to interpretation.


While such a judicial response cannot be absolutely controlled, it may


be strongly discouraged by an explicit Congressional directive that,


given the importance of the principles at stake, Title III is to be


strictly enforced in the courts.


I should caution, however, that a statement of this kind should


not be misinterpreted to the other extreme. It does not mean, for


example, that every statutory violation merits the suppression of


evidence; quite clearly, harmless errors -- those which are neither


intentional nor "affect... substantial rights" -- should not warrant


this extreme sanction. Rather, it means that claims of misconduct must


be evaluated honestly and rigorously in light of the important policies


Congress sought to advance in passing the statute.
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Finally, because the proposals I have advanced today would


further complicate an already complex statutory process, less reliance


should be placed on suppression for procedural errors. Presently, there


is something anomalous about a society which seemingly demands perfection


from few other than its law enforcement officials. In reality, the


adage "nobody's perfect" applies to judges, prosecutors, and police


officers as well as to everyone else; mistakes are an inevitable aspect


of human existence. Thus, as a general principle, it plainly makes no


sense automatically to exclude evidence -- and possibly the fruits of an


entire investigation -- merely because someone has erred. And, in the


context of Title III, especially once reformed, it makes even less sense


to do so. Instead, the focus should be on objective reasonableness and


subjective good faith. More specifically, error should not occasion


suppression so long as reasonably trained law enforcement officials have


made good faith efforts to comply with the law.


This standard, standing alone, is a sufficient and sensible


deterrent to official misconduct. Moreover, it can (and should) be


reinforced through aggressive enforcement of Title III's criminal and


civil sanctions which have thus far largely been ignored. Of course,


adoption of this standard, at least insofar as eavesdropping errors


violative of the Fourth Amendment are concerned, is contingent on


Supreme Court modification of the exclusionary rule in its present form.


This issue will hopefully be addressed by the Court shortly. Regardless


of its outcome, however, the standard I have articulated will retain


vitality for purely statutory violations of nonconstitutional dimension.


Hence, the opportunity exists to add significant statutory protection


without curtailing effective law enforcement.
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CONCLUSION


Title III has provided law enforcement with an effective and


constitutional means to achieve organized crime control. Years of


experience under the statute have brought to light areas in which its


original purpose must be restore as well as numerous improvements that


are in order. Nevertheless, in considering reform, Congress should not


undo the delicate balance between effective law enforcement and Fourth


Amendment rights that was attained under the original legislative


design. Indeed, only continued such equilibrium is consistent with the


Fourth Amendment's intention to afford protection solely against


"unreasonable searches and seizures."




181


Mr. KASTENMEIER. One of the questions that has occurred to us is
that the several sections of Federal law which either prohibit or 
limit interception of nonoral communications, people have different
views about. I am talking about title III and also the Foreign Intel
ligence Surveillance Act, section 605, the Communications Act. 

Assume for the purpose of discussion we wish to clarify this ques
tion by merely using the definition of electronic surveillance or 
contents or wire communication from the Foreign Intelligence Sur
veillance Act and applying them to title III. That is to clearly pro
hibit interception without court orders of nonoral communications.
What policy questions should we address? 

Professor Schwartz, would you like to answer that? Would the 
expansion of the definition of electronic surveillance cause prob
lems? Would it have the unintended consequence of authorizing 
law enforcement officers to conduct the search for a general elec
tronic search? 

Mr. SCHWARTZ. I don't know if it would encourage them to do 
that, but it would certainly permit that. 

I think what Mr. Carr said at the beginning is crucial. Title III is 
not a statute to stop electronic surveillance. It is a statute to 
permit it and it is a statute that was precipitated by a felt need to
use electronic surveillance for law enforcement. 

Some of us may have disagreed with the weight of that felt need,
whether it was, indeed, a great need, but the fact remains that that
was its purpose. I think the three of us would tend to agree with
that, although perhaps not. 

There is no sign at the moment that there is any great need for
law enforcement to intercept computer communications or any of
these other communications that are not covered. The consequence,
therefore, is that you would be taking a statute designed for one 
purpose, which is to deal with wiretappings, that was the purpose
of the statute, and simply importing into it a very different consid
eration. 

Now, the FISA statute does contain a broader range. I think it is
because the FISA statute probably was intended among other 
things, to include videotaping and things like that which were then
in the air, no pun intended. There was, I think, some evidence that
that had been done in a national security prosecution and I think
there was also a feeling that "let's make it as comprehensive as 
possible" because we are really not talking about law enforcement;
we are talking about intelligence. 

It seems to me that the consequence of putting it in would be to
indicate that it is OK to do that for law enforcement when there is 
no great need for it. And I would particularly stress my concern
about this being made available to State officials.

I don't think the record of State wiretapping is very good. I think
the Wiretap Commission reported that the judicial protections 
were often ignored. 

The problems raised by Mr. Goldsmith and Mr. Carr on the Fed
eral level, which are inherent in the statue, are compounded many,
many times by simply lax application of the statute. There are 
some really horrible examples if you read the testimony of the 
Wiretap Commission of judges say, in effect, well, if the DA, whom
I know, puts it in front of me, then I will sign it. 
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Of course, you were on the Commission and you were there for
some of that testimony, Mr. Chairman. So I think that it is not a
good idea. I think this is a hard problem and I think it is a problem
that should be faced directly as a special problem of how we deal
with the interception and invasions of privacy by largely private
people of certain kinds of important communications.

Mr. KASTENMEIER. Well, I addressed the question to you because
you did deal with more than title III. But I am wondering whether
in terms of new technology particularly and the applicability of old
statutes and new technology, we need not look at all these acts to
gether and that there be some consistency and coherence about 
them, irrespective of the fact that they are intended to achieve 
other purposes.

Mr. SCHWARTZ. Well, certainly I can't quarrel with that goal of
coherence. I do think, however, if you are going to look at the dif
ferent statutes, then, in effect, you are engaging in the amending
process or looking to the amending process. And if you are doing
that, it seems to me one ought to focus on the specific problems. It
may well be that the Intelligence Act really should not have that
broad a definition, because it should not reach computer communi
cations. 

The thing about title III that is different from the Intelligence
Act is that it is a criminal statute. That would be the bite if you
are trying to reach inappropriate private interceptions.

The FISA Act is an act that permits the Government to do some
thing. There you may want a broader definition and there may be
no harm; I am not sure. You certainly don't have the State prob
lem that I alluded to. But it seems if you are going to engage in the
amending process, then it seems to me you ought to address what
seemed to me, and from conversations with some people in the 
computer industry, to be some very unique and troublesome prob
lems. Someone else can address those better than I can, obviously,
but it seems that those problems should be addressed separately.

Mr. KASTENMEIER. Both Mr. Carr and Mr. Goldsmith indicate 
there ought to be, I gather, changes in title III of some conse
quence, changes perhaps for other purposes.

As Mr. Carr points out at the outset, title III, the legislative his
tory of title III, does not give us any reason to expect that it was
the last word, that we should think that it was perfectly written.
And we seem to have, additionally at this point in time, the incen
tive of what is covered and what is not covered in terms of its con
ceptual exclusion.

Would you say, Mr. Carr, that if one rewrote title III we ought to
use it rather than as an authorizing statute as a statute limiting
its utility?

Mr. CARR. I think in theory that is how title III is presently con
structed. I say in theory because it begins with an absolute prohibi
tion of all forms of electronic surveillance or oral interception. I 
think that is not the precise question.

The question is, how can we make the authority more limited 
than we do now? And I think Mr. Goldsmith, as I was sitting here,
I think there are 8 or 10 points in the statute that all three of us I
think would agree should be amended to accomplish that result. In
other words, to limit the circumstance in which title III can be 
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used. A title exhaustion requirement, a more expansive naming 
and notice requirement, more effective judicial control.

I know I am repeating, but I am doing it to emphasize the agree
ment that I think the three of us have through mandatory periodic
reports, more effective implementation and minimization.

I think that these kinds of things and one other point—and I un
derscore this—would be to require a statement in the application of
what the objective of the investigation is. That is a key phrase in
title III, because once the authorized objective has been accom
plished, the surveillance is to stop.

It is a termination provision but nowhere in the statute does it
require the authorities to state at the outset what that objective is.
Therefore, it is something that is self-defined, not expressed, never
judicially ratified. So I think it would be crucial to require that as
part of the application process. I believe Professor Goldsmith would
agree with that.

So, to answer your question, Representative Kastenmeier, I think
that title III will remain a statute intended to permit law enforce
ment surveillance. I don't think we can get away from that. I think
it can be improved to limit the extent and circumstances in which
that surveillance occurs. 

It is going to take one more moment. There is one other area of
serious ambiguity in the present statute, and Professor Schwartz 
mentioned the Wick situation, and that is the question of whether
recording by a participant, simple recording, not transmitting, but
simple recording by a participant to the conversation, whether or
not that is covered by the definition of interception in the present
title III. 

I think that it would be appropriate to amend the statute to state
simply, "recording of a conversation by a participant is an inter
ception," and that would resolve that ambiguity and it would re
solve it in favor of privacy interests as opposed to either self-help
desires on the part of private citizens or law enforcement interests.

Mr. KASTENMEIER. I think at this time I should yield to my col
league from Massachusetts who is only a slenderized version of his
former self. 

Mr. FRANK. Thank you, Mr. Chairman, relatively so. I appreciate
your having this hearing. I think these are very important, and it
is useful for us to be able to talk about them without a specific 
crisis. 

I also benefited from the specific expertise of the witnesses, and I
will be going back over that. But I would like also to focus on a 
couple of general questions that I think many of the specifics on
which there are agreement on things that I think we ought to
press on, and my questions really do deal with the general tradeoff
that we have to make when we talk about authorizing wiretapping.

Professor Schwartz indicated a little more skepticism about it.
The question I am going to ask you is obviously not subject to

great quantification, I understand that, but I think in the opinion
of all three as to how much abuse does go on. There is obviously a
question about how essential wiretapping is for the legitimate law
enforcement purposes. We can argue about whether or not it is le
gitimate if the judge says "OK," and you really are restricting it to 
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the purposes you are supposed to, but there are obviously poten
tials for abuse. 

I would be interested in the experience of each of you. To what
extent do we have a problem that people are getting listened to by
overzealous prosecutors in situations where judges rubber stamp?
How much of that is happening, and are there abuses that are now
a problem because people are listening to other people when they
shouldn't be, and if there are, is there any pattern of that stuff 
being used improperly? Have we got cases where people are hear
ing things they shouldn't hear, and have been using it in ways that
are improper? 

I would be interested in all of your views on that.
Mr. GOLDSMITH. Maybe I could address myself to that initially. I

think in the context of any statute, substantive or procedural stat
ute, there is going to be the potential for abuse, and I think like
wise we can say that there are always going to be abuses of sorts.

The purpose of legislation, however, should be to craft a statute
that minimizes the extent of possible abuse. One of the reasons 
that there may have been abuses under title III in the past—— 

Mr. FRANK. We don't have a lot of time. I agree with you that
those are the purposes of the statute. One of the things I need to
know is people's general opinion on whether there are or are not
abuses. I assure you that if you say there are abuses, I will not be
for the repeal of title III. I understand all that about what we 
should be doing and what we shouldn't be doing.

Mr. GOLDSMITH. I think that the nature of the abuses has frankly
been very minimal. I have seen Federal and State prosecutors in
struct their monitors as to how the surveillance is going to be done.
These meetings take hours. I have seen Federal and State prosecu
tors review the daily surveillance logs of what has been obtained
the day before and go back to the monitors and say that you 
shouldn't have taken this or you should have taken this. The 
nature of the supervision ironically is a lot tighter from the pros
ecutorial level than it is from the judicial level. 

Mr. FRANK. I appreciate that. And again, I was not presupposing
that there was a lot of abuse. Might not some of that excessive 
care, which I am glad they are taking, be lessened if we adopted
good-faith exception to the exclusionary rule? To what extent is all
of that very very patient and laborious instruction—might that be
vitiated if there was a good-faith exception?

Mr. GOLDSMITH. I think that if anything, it would advance it be
cause if you have a good-faith exception—— 

Mr. FRANK. Well, the more they know, the less likely they are to
take advantage of a good-faith exception. If people didn't know that
much, they would be more likely to be making mistakes in good
faith. 

Mr. GOLDSMITH. I would say that good faith has not been 
achieved unless certain minimal standards have been met. If law 
enforcement has not been properly trained and instructed in gener
al on how the particular tap is to be conducted, then you can't say
you have been acting in good faith.

Mr. FRANK. Then you might say that the kind of effort you have
seen a large number of prosecutors engage in if you were going to
have a good-faith exception might be a prerequisite for qualifying. 
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Mr. GOLDSMITH. Yes, in other words, there is an objective compo
nent to good faith.

Mr. FRANK. I always have problems with objective good faith.
I agree with you about this.
Mr. SCHWARTZ. With all due respect, I think that is nonsense. 
Mr. FRANK. What part of it? 
Mr. SCHWARTZ. What my colleague, Mr. Goldsmith, said. I think

judges are very reluctant to exclude evidence. That is the funda
mental problem.

Mr. FRANK. He said that he thought the safeguards in fact came
off in the prosecutors and the judges.

Mr. SCHWARTZ. But the only time the good-faith defense would
have any meaning is when the judge excludes the evidence and
judges don't want to exclude relevant evidence. That is the funda
mental problem. You have relevant evidence that somebody has
had his hand in the till or something or is selling narcotics. That
might be a good thing or a bad thing to exclude, but if you are
going to have the exclusionary rule, have it because judges don't
want to exclude evidence, and they will buy anything in the world
that consists of good faith, including stupidity. 

Mr. FRANK. I appreciate that, and I am the guilty party here in
having diverted everybody from what I was interested in. I appreci
ate that, but what about the general sense about the degree, if we
have literal abuse, are the Federal people better than the State?

In terms now of people listening when they shouldn't be and
hearing things they shouldn't and maybe misusing what they have
heard? 

Mr. SCHWARTZ. That is an almost impossible question to answer
simply because we don't know what happens. We only see what
surfaces in court, and we do know, depending on the definition of
what you are talking about as an abuse.

For example, on the State level, the Wire Tapping Commission
testimony, and Mr. Kastenmeier was there and may or may not
bear me out on this, on the State level the procedures are utterly
worthless. With rare exceptions, judges insist on almost nothing.
What does that mean, that people are being overheard who 
shouldn't be overheard? Probably.

Mr. FRANK. Well, is it your impression? I understand that it is a
difficult question, but I think we need to take a cut at it if I am
going to vote on these things. Are prosecutors at the State level in
clined toward abuse, some are, some aren't? Are there patterns 
where they do too much of this or are they constrained by the
number of men they are going to tie up?

Mr. SCHWARTZ. Some prosecutors are and some aren't, but your
basic problem is not the prosecutor; it is the policeman. It is the 
policeman who listened in in California on attorney-client conver
sations and kept a separate set of cassettes. Some he turned in to
the court and some he kept for himself. 

Mr. FRANK. IS there a pattern of police doing this without pros
ecutorial OK? I don't follow that. 

Mr. SCHWARTZ. Normally, when that will happen, the prosecutor
hears about it privately if he is the prosecutor, like I assume Mr.
Goldsmith is, and some others, he would say "Don't do that again." 

40-209 O - 85 - 7 
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if it gets to court, the prosecutor will fight as hard as he can to
keep it admissible.

Mr. FRANK. But in terms of the statute, I assume that a law en
forcement agent without a prosecutor's OK, is there any ability
under the statute for the cop to just do it on his or her own with
out the prosecutor going through the procedure?

Mr. SCHWARTZ. Not under the statute, no. 
Mr. FRANK. Well, I understand that if people are going to do 

that—— 
Mr. SCHWARTZ. But under the statute I am saying that police

who get a warrant to go and put on a tap will ignore the minimiza
tion procedures and listen to everything under the Sun. The pros
ecutor will say to him, "Don't," and they do.

Mr. GOLDSMITH. The truth is that oftentimes what is not perti
nent is so boring that they are going to shut it off. They are there
for 24 hours a day and they are told to minimize, and aside from
the fact that they have been given the instructions, oftentimes it is
so boring that they don't want to listen to it. Beyond that, the type
of example that Professor Schwartz has just given us, that individ
ual who kept his own set of tapes should have been prosecuted.
That was a crime. He, in fact, should have been prosecuted. 

Mr. SCHWARTZ. And when was the last time a policeman was 
prosecuted for any kind of abuse like that?

Mr. GOLDSMITH. Agreed. Those kinds of situations should be han
dled by criminal prosecutions, as well as civil suits. What that po
liceman did, frankly, was an outrage.

Mr. FRANK. Did the policeman in this case do it on his own, or
was this a prosecutorial and judiciary authorized thing and he just
went too far? 

Mr. GOLDSMITH. I don't know the facts of that case. I only know
what Professor Schwartz has just given us, but that hypothetical is 
an example——

Mr. FRANK. I gather it is not hypothetical. 
Mr. SCHWARTZ. Oh, no, I am reading from the Wiretap Commis

sion studies. It is a marvelous document. There is a statement by
the Commission on findings which says one thing on the majority,
and then you have volumes of testimony which refute it totally,
and I got this information from the Wiretap Commission hearings
including a New Jersey policeman admitting that if someone were
overheard talking to his lawyer, the police would listen in and any
instruction to minimize would be ignored.

Mr. FRANK. I understand that, and I realize it is a difficult ques
tion, but I think we all have opinions, those of you particularly 
who are specialists, as to whether or not there is a tendency to
ignore or not. I think it is a useful law enforcement tool, but that
could be curtailed by the extent of abuse.

Mr. Carr? 
Mr. CARR. I was about to say that I have found since an abandon

ing the law, a teaching career, that wearing a black robe allows me
to interrupt lawyers on occasion. I was about to interrupt, and I 
wish I had my robe.

My sense is that the extent of abuse, and defining that very 
broadly, unnecessary electronic surveillance or surveillance that 
occurs, though court ordered, occurs outside the restrictions of the 
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statute is slight at the Federal level. Given the cost and the incred
ible internal control that is exercised—— 

Mr. FRANK. IS that basically prosecutorial self control? 
Mr. CARR. I think it is controlled within the agency itself. One 

thing that I have learned since becoming a magistrate and not 
being a professor is that the FBI is an incredibly regimented and 
hierarchial institution. 

Mr. FRANK. Don't professors know that? I think most of them 
know that. 

Mr. CARR. One professor didn't know that, and I think there is 
an amazing quantity and quality of internal control within the 
Bureau. I don't know, because I haven't had exposure to DEA and
some other agencies and certainly at the level of assistant U.S. at
torneys and strike force people have considerable control and con
cern about the exclusionary role. 

At least the second point, I would disagree vehemently with the
suggestion that whatever the Supreme Court does with Map v. 
Ohio ought to be mimicked in title III. Title III has its own some
what unique exclusionary rule in section 2515. At least leave it 
alone if you don't tighten it up. 

Mr. FRANK. Your feeling is that part of the reason we have good
results at the Federal level is the effect of the exclusionary rule? 

Mr. CARR. Absolutely. I have no doubt about that at all because
particularly when you have a protracted surveillance operation, if
you stumble coming in the door, the whole thing is going to go out
the window. And if you had a good faith exception, that interreg
num effect would not exist, and I think it is crucial. 

But I do think that there is an enormous opportunity for abuse,
and I think actual abuse, given the total lack of regulation of con
sent surveillance, both by private parties and by law enforcement 
officers. 

There was a question about whether a police officer has been 
prosecuted. I believe 10 years ago in New York City, the special in
vestigation unit which had access to wiretapping devices used them
unlawfully. Some 60 police officers were prosecuted. 

Mr. SCHWARTZ. That was corruption. That is not wiretap viola
tions. 

Mr. CARR. Yes, but it began, I understand, with unlawful use 
of—— 

Mr. FRANK. The police officers in question were using these 
things? 

Mr. CARR. Because, No. 1, they had access to them. They are part
of the equipment that is available and frequently not without in
ternal control, and, second, there is no regulation. You can engage
in surreptitious consent surveillance, and I shouldn't use the word
"surreptitious," consent surveillance without any prior regulation.
Again, although in the United States v. White, the Supreme Court 
held that prior warrant is not required.

I would commend to the committee a reading of Justice Harlan's
dissent because I think he lays out the issues and concerns.

Mr. FRANK. Your responsibility is primarily Federal. Is it your
sense then that the States, or some of them, may not be as good as
the Federal Government is in living up to these things, or you just
do not have the evidence one way or the other? 
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Mr. CARR. I would agree with Professor Schwartz that the States'
misuse of court-ordered surveillance and surveillance devices is po
tentially far greater because you have the local county prosecutor
who is the person who is in charge. It has been filtered down all
the way to the local level. 

By way of background, it is my understanding that the reason we
have authorization for State surveillance in the first instance is 
that in 1968 a Federal wiretap statute could not be adopted unless
the district attorney's office in Manhattan had the opportunity to
engage in its wiretapping, it having been in the forefront. If you let 
Manhattan do it, you have to let South Dakota, Colorado, and 
Hawaii do it. 

Consequently, we have this very broad authority at the State 
level which to me is of very much greater concern about potential
abuse than the Federal level. 

Mr. FRANK. Mr. Goldsmith. 
Mr. GOLDSMITH. Incidentally, as to consent surveillance, I am 

very much in favor of permitting interception without court order
when one party consents to it, characterizing this as consentual 
surveillance is really a misnomer because the subject of the investi
gation is not consenting to it. 

Mr. FRANK. It sounds better than conceptual tapping. Conceptual
tapping seemed to be mildly erotic. 

Mr. SCHWARTZ. I said consentual tapping. 
Mr. FRANK. It sounds like more fun than what we usually do. 
Mr. GOLDSMITH. Such surveillance has been referred to as an in

trusion on trust. I think the flip side of the intrusion on trust is 
giving the person who is the target of the investigation, in essence,
license to lie. If the tape is excluded, that person relies upon the 
faulty memory of the person who was conducting the investigation. 

Moreover, oftentimes in law enforcement situations, you need to
equip an undercover agent with a monitoring device because he, in
fact, is in a very dangerous, situation. You want to have your
people outside to protect the safety of the person inside. They need
to know what is going on. 

Mr. FRANK. It didn't work on the "Hill Street Blues" last week, 
though. 

Mr. GOLDSMITH. That is right, it didn't. 
Mr. FRANK. But I understand the point.
I don't want to overdo, Mr. Chairman. I appreciate it, gentlemen,

but I think we do have other members here, and we may continue
this later, but I am going over my time. It is not your fault.

Mr. KASTENMEIER. We do have other witnesses, and I do want to 
thank our three witnesses this morning, Professor Schwartz, Pro
fessor Goldsmith, and Magistrate Carr, for their appearance before
this committee. 

Mr. CARR. Thank you. 
Mr. GOLDSMITH. Mr. Chairman, might I request the Commission 

to file a brief statement on the question of consentual electronic 
surveillance. 

Mr. KASTENMEIER. We would be very pleased to receive the state
ment, and, without objection, it will be made a part of the record.

Mr. GOLDSMITH. Thank you very much.
[The information follows:] 
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A Statement for the Reform of Federal Eavesdropping Legislation


By Professor Michael Goldsmith


I would like to thank the Judiciary Committee of the United


States House of Representatives for inviting me to express my views on


the subject of electronic surveillance. Presently, I am an assistant


professor, on leave from Vanderbilt Law School, serving as Counsel to


the New York State Organized Crime Task Force. My testimony today,


however, represents my views alone rather than those of any institution.


My understanding is that the Committee would like me further to


develop aspects of an article that I recently authored entitled The Supreme


Court and Title III: Rewriting the Law of Electronic Surveillance, 74


J. Crim, L. & Criminology, 1 (1983). More specifically, I have been


asked to provide suggestions for reforming Title III, the federal law


which governs the use of nonconsensual electronic surveillance in this


country. Given the thesis of my article -- that the Supreme Court has,


in effect, rewritten Title III through a series of decisions which


deviated from the Court's original guidelines for the enactment of a


constitutional eavesdropping statute -- legislative review of this issue


is certainly appropriate. Significantly, previous efforts at legislative


reform, such as S. 1630 introduced before the 97th Congress, sought to


effect significant improvements, but failed to realize the extent to


which Title III has been modified by decisional law.1


Accordingly, this statement will set forth a series of proposals


for reform of Title III. For the most part, these proposals were either


explicitly or implicitly made in my article. Since I cannot hope to


duplicate in this statement the detailed analysis contained in a 171
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page article, emphasis of key points rather than comprehensiveness of


analysis will be my primary goal. For more detailed analysis, citations


to my article or to other sources have been provided. Finally, please


note that, as I have had the benefit of both additional experience and


collegial commentary since the article was published, some of the


proposals are modifications of those which I originally made.


I have organized my remarks to emphasize the six areas I


believe are most deserving of legislative attention: 1. Standing to


Contest Title III violations; 2. The Need to Exhaust Investigative


Alternatives; 3. Controlling the Duration and Scope of Interception;


4. Preserving the Sanctity of the Tapes; 5. Emergency Searches; and 6.


Standards of Review and Suppression for Title III Violations. My


discussion of each area will usually include both civil libertarian and


law enforcement concerns, for each perspective must be meaningfully


considered if Title III is to be properly revised. As such, law enforcement


supporters must acknowledge the legitimate concerns of those who fear


the intrusiveness of an electronic search; likewise, civil libertarians


must concede that court authorized electronic surveillance is a reasonable


way, indeed, the only way, to combat effectively the severe social and


economic consequences wrought upon our society by organized criminal


groups. Title III is already an extraordinarily complex piece of


legislation that the National Wiretapping Commission recognized as


having afforded law enforcement with a vital investigative tool while


simultaneously preserving Fourth Amendment rights.2 In considering


reform, great care must be exercised to avoid imposing requirements that


would make resort to electronic surveillance unduly burdensome or effect
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the suppression of evidence for every sort of statutory violation.


Constitutional rights are, in fact, advanced through a system that


discourages police misconduct by providing a reasonable way to achieve


investigative goals legitimately.3 It is with this sense of balanced


perspective that I urge the Committee to evaluate the proposals which


follow.


1. Standing to Contest Title III Violations


By legislative design, standing to contest alleged Title III


violations is a prerequisite to the availability of the statute's


evidentiary suppression remedy that is intended to deter misconduct.4


In this regard, Title III appears to grant claimants the benefit of a


liberal standing rule by defining the term "aggrieved person" as "a


person who was a party to any intercepted wire or oral conversation or a


person against whom the interception was directed" (emphasis added).5


Yet, although this broad language seems to confer so-called target


standing upon potential litigants, by authorizing anyone "against whom


the interception was directed" to raise a suppression claim, the Supreme


Court has effectively restricted Title III standing to intercepted


parties or anyone whose telephone or facility is the subject of surveillance.


Unfortunately, this effect was achieved as a result of some dicta,


rendered in Alderman v. United States6 without the point ever having


been briefed,7 suggesting that Title III standing was quite limited in


scope.8 The Alderman dicta, however, was inconsistent with the statutory


definition of "aggrieved person", and ignored a substantial body of


legislative history which seemed to indicate that target standing was


intended by Title III's authors.9 Admittedly, the Supreme Court has


recently rejected target standing in the constitutional law context,10
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but that ruling obviously has nothing to do with the legislative intent


underlying Title III at the time of its enactment.


As a policy matter, it should be apparent that target standing


is the only practice which squares directly with Title III's goal


of deterring illegal electronic intrusions. Simply put, absent target


standing, prosecutors and police are relatively free to tolerate or even


encourage misconduct in those situations in which the intercepted party


(or facility) does not involve the target of the investigation.11 Under


such circumstances, law enforcement may have incentive to violate the


rights of suspected lower echelon criminals -- secure in the knowledge


that higher echelon investigative targets will not be in a position to


assert a Title III claim. While such conduct by law enforcement officials


would potentially expose them to statutory criminal and civil liability,12


Title III's criminal and civil provisions have rarely been utilized.


Fortunately, no evidence has emerged of such prosecutorial misconduct,


but, to avoid this occurrence, the statute should be specifically


amended to provide for target standing.


Any such amendment, however, should give ample consideration


to law enforcement's legitimate concern that blanket target standing may


have disproportionate consequences if a violation which directly affects


a few individuals is permitted to taint subsequent investigations as


well.13 Not all violations pose such a risk, but the potential never


theless exists. This risk, however, can be minimized by requiring law


enforcement authorities to specify their investigative objectives and


targets in the eavesdropping application. Arguably, the statute already


implicitly requires a statement of objectives in order for a reviewing
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magistrate to assess the investigative need for surveillance and the


duration for which eavesdropping is to be authorized (concepts which are


discussed in sections 2 and 3 below), but many applications make no


specific reference to investigative objectives. Adoption of such a


requirement would allow the scope of standing to be determined directly


by reference to the eavesdropping application. This requirement would


also have the officials to state


their investigative goals conservatively, thereby often narrowing the


scope and duration of surveillance. Any problems involving subterfuge


omissions could be handled by piercing the statement of objectives and


targets, with standing being extended to persons for whom there was


reasonable cause to believe involvement in the activity under investiga


tion.14 Excessive taint should not occur for, as with inaccuracies in


traditional search warrant affidavits, the burden of establishing an


intentional or reckless mistatement would lie with the defendant.15


Finally, traditional attenuation principles would still operate to limit


undue consequences of the suppression sanction.16


Finally, there is an aspect of standing in the grand jury


context that merits reform. In Gelbard v. United States,17 the Supreme


Court correctly interpreted Title III to provide a just cause defense


for grand jury witnesses who seek to avoid the contempt sanction by


arguing that their refusal to testify is predicated upon questioning


derived from illegal electronic surveillance.18 Gelbard, however,


failed to provide guidance concerning the extent to which court authorized


surveillance must be disclosed to the witness during the course of re


solving such claims, and lower courts have since been divided.19 While
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the language of Title III presently seems to mandate limited disclosure


to the witness,20 I believe that no such access should be allowed.


Given the relatively limited extent of present disclosure, little is


accomplished towards protecting the witness' constitutional rights that


could not adequately be achieved by in camera judicial review. Moreover,


few recalcitrant witnesses are concerned with vindicating their Fourth


Amendment rights. Historically, most such witnesses (other than victims


of crime whose recalcitrance typically reflects safety considerations)21


are anxious for purely tactical reasons to learn whether their questioning


is derived from electronic surveillance.22 If so, the witness will


usually attempt to tailor his testimony carefully to what he believes


the prosecutor already knows; if not, the witness often realizes that


he has, in effect, a license to lie. In camera judicial review, with


the witness merely being advised that his questioning is not based upon


illegal electronic surveillance, will avoid this result.


Admittedly, since this proposal is based upon the limited


disclosure presently authorized by Title III, some might argue that my


premise would be undercut if the statute were amended to provide for


complete disclosure to grand jury witnesses. Such an approach, however,


would inevitably embroil grand jury inquiries in lengthy suppression


hearings, a consequence fundamentally at odds with efficiency consider


ations that have long governed grand jury procedure in our society.23 

2. The Need to Exhaust Investigative Alternatives 

In providing guidelines towards the enactment of a constitutional 

eavesdropping statute, the Supreme Court strongly suggested that resort 

to electronic surveillance should not be permitted when less drastic 
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investigative alternatives are available.24 This viewpoint was incorporated


into the statute by the requirement that each surveillance application


include "a full and complete statement as to whether or not other


investigative procedures have been tried and failed or why they reason


ably appear to be unlikely to succeed if tried or to be too dangerous."25


While Congress intended this requirement to be applied in a common sense


manner, so that law enforcement authorities should not feel constrained

2 6 


to expend time and resources on obviously futile investigative efforts,

the statute plainly calls for a "full and complete statement" from which


the reviewing magistrate can realistically assess the need for surveillance.


Oftentimes, however, this requirement has been deemed satisfied by


boilerplate assertions that investigative alternatives have been ex


hausted. Relatively few opinions have carefully analyzed whether the


exhaustion statement is full and complete, much less whether it is based


on substance.27 A probable consequence is that electronic surveillance

28
occasionally has been approved when less drastic means may have sufficed.28


The present situation can be ameliorated by an amendment


requiring that the exhaustion statement contain, in effect, an investigative


checklist (as set forth in the revised statute) of every alternative


29
reasonably available and an explanation of its inutility. This

amendment should likewise be interpreted in a common sense fashion, as


its purpose is not to encourage futility (nor should suppression necessarily


follow because a particular technique was not used.) Rather, it would


serve to ensure that the judiciary has been provided with an adequate


factual basis to evaluate the need for an intrusive electronic search.


Furthermore, given the need to supply such a statement, it is likely


that law enforcement will file fewer unnecessary applications.
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Finally, the requirement of a statement of objectives (see


section 1) should be regarded as a corollary to this improved exhaustion


statement. Indeed, absent a statement of objectives, neither investigative


need nor the proper duration for eavesdropping authorization can be


realistically appraised. For this reason, specificity of objectives is


already an implicitly required component of the exhaustion statement.


Nevertheless, since many eavesdropping applications have not been


sufficiently specific in this regard, an explicit requirement to this


effect should be adopted.


3. Controlling the Duration and Scope of Interception


A. Surveillance of unknown parties


A major point of controversy in the Congressional debate over


electronic surveillance concerned the number of persons potentially


subject to eavesdropping.30 In an effort to limit the scope of interception.

Title III seemingly limited surveillance to identified persons for whom


there was probable cause to believe participation in specified discussions


of criminality.31 while the statute clearly contemplated such persons

inevitably being overheard in conversations with unknown individuals, it


apparently did not countenance long term interception of discussions


exclusively involving unidentified parties. Thus, just as traditional


search warrants operate to protect the rights of unknown third persons


by requiring the object of the search to be identified, Title III was


designed to protect this category of individuals by limiting surveillance


to conversations involving at least one identified person.32

This protective mantel of Title III was undercut by Supreme


33 34

Court dicta in United States v. Kahn and United States v. Donovan
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suggesting that eavesdropping warrants may authorize surveillance of


specified persons "and others as yet unknown."35 The dicta was grounded

in the notion that "9[t]he Fourth Amendment requires a warrant to describe


only 'the place to be searched, and the persons or things to be seized,'


not the persons from whom things will be seized,"36 a narrow constitutional

construction fundamentally at odds with the well established principle


that "the Fourth Amendment protects people, not places."37 Apparently,

the Court had failed to consider that specificity of party in an eavesdropping


order is necessary to provide unknown third persons with constitutional


protection equivalent to that which they are entitled under a traditional


search warrant.38 Moreover, even though Title III's legislative history

indicates that Congress appreciated the need to protect unknown third


parties, and, accordingly, limited the scope of interception to conversations


39

involving at least one known individual, the Kahn Court proceeded to


suggest that surveillance against exclusively unknown persons was


40

statutorily permissible as well.


To restore the proper protective scope to Title III, an amendment


should be adopted restricting eavesdropping to conversations involving


at least one identified party. Conversations between unknown persons


should not be subject to interception unless probable cause exists that


virtually everyone using the designated facility or telephone is doing


41

so for the illicit purpose set forth in the warrant. An exception


should also be allowed for the early surveillance period when monitoring


agents are in the process of becoming familiar with the voices of their


42

targets; moreover, provision should be made for anyone intercepted "in


plain view" during this period to be expeditiously added to the eavesdropping
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warrant. For example, such amendments should be permitted without


additional Attorney General approval or the need to exhaust investigative


alternatives (Of. section 3.C below). In this way, the present scope of


interception can be substantially narrowed without unduly impeding


effective law enforcement.


B. Minimization of nonpertinent conversations


In a further effort to limit the scope of interception, Title


III requires that "the authorization to intercept...shall be conducted


in such a way as to minimize the interception of [nonpertinent] communica


43

tions...." (emphasis added). Accordingly, monitoring agents are not


permitted to intercept conversations not relevant to the target, crime,


and conversation specified in the eavesdropping warrant. While perfection


obviously cannot be expected—-some interception being inevitable as the


monitor listens to determine pertinency - -minimization was perceived as


a reasonable way to discourage eavesdropping not relevant to the court


44

order. Indeed, when the Supreme Court commented in Kahn on the


permissibility of intercepting "others as yet unknown," the minimization


requirement was cited as providing an adequate safeguard against sweeping


general searches.45

Unfortunately, however, the minimization principle has often


been given minimal effect. In part, this may be attributed to the


courts' willingness to apply judicial minimization guidelines too


uncritically; consequently, minimization violations are rarely found


(this tendency may be reversible by a Congressional directive calling


for strict enforcement; see section 6 below).46 But, more fundamentally,

47


by virtue of the Supreme Court's decision in Scott v. United States,
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monitoring agents are, in effect, encouraged to seize any conversation


whose interception can be justified under existing guidelines -— regardless


of whether the conversation is actually nonpertinent.48 Scott held

that, notwithstanding the monitoring agents' purposeful failure to


initiate minimization efforts, no violation has occurred if the resulting


seizure is still viewed as objectively reasonable under prevailing


49

minimization guidelines. Thus, subjective bad faith is not considered


in determining whether the minimization requirement has been violated.


From a statutory perspective, Scott was wrongly decided, and,


therefore, should be legislatively reversed. The decision disregards the


Congressional directive that eavesdropping orders be "conducted in such


50

a way as to minimize interception of [nonpertinent] communications."


Moreover, if subjective good faith is not required when executing an


eavesdropping warrant, the statute's broad deterrent purpose is substan


tially undermined.51 Indeed, Scott seems to have tolerated conduct

which was actually felonious under Title Ill's criminal sanctions.52

Therefore, to reinvigorate the minimization requirement, an amendment


should be adopted providing that alleged violations be considered from


both an objective and subjective standpoint.


A related problem in the minimization context is the extent of


suppression that should be mandated when illegality has occurred. Most


courts have limited suppression to the improperly minimized conversations


themselves.53 This solution, however, does not sufficiently penalize

violators, since law enforcement loses only that to which it was never


entitled; moreover, such conversations are often innocent discussions


54

that are not relevant to a criminal prosecution. Nevertheless, at the
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other extreme, total suppression would be a disproportionate remedy, as


isolated minimization violations should not be allowed to taint an


otherwise proper long term investigation. A suitable legislative


compromise would be one that establishes a middle ground between these


two alternatives. For example, an appropriate accomodation might focus


on whether the minimization violations constitute a pattern of illegality.


If so, all conversations seized during the course of that pattern should


be suppressed (e.g., all calls intercepted on a particular day or by a


particular monitor).55 Moreover, if multiple patterns -- suggestive of

recklessness or intentional misconduct -- occur, total suppression would


be in order. This remedy would provide an adequate disincentive against


minimization misconduct without unnecessarily jeopardizing an entire


investigation.


C. Retroactive and prospective amendments


while Congress was concerned about limiting the scope of


eavesdropping, it recognized that monitoring would often expand beyond


the crimes specified in the warrant.56 By analogy, as officers executing

a standard search warrant may properly seize unanticipated evidence that


comes into "plain view,"57 surveillance monitors may unexpectedly come

upon conversations involving criminal activity not described in the


court order. Indeed, assuming that proper minimization techniques are


being employed, discovery of new crimes is a desirable consequence of


electronic surveillance! Therefore, Title III allows evidence of such


crimes to be admissible "when authorized or approved by a judge of


competent jurisdiction where such judge finds on subsequent application


that the contents were otherwise intercepted in accordance with the
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provisions of this chapter. Such application shall be made as soon as


practicable."
58
 Thus, a statutory plain view procedure has been established


providing, in effect, for retroactive amendment of the original eavesdropping


warrant once the interception's propriety has been judicially determined.


Arguably, this procedure exceeds constitutional demands, as the Fourth


Amendment does not require a comparable retroactive amendment "as soon


as practicable" for conventional search warrants that result in plain


view seizures: instead, the propriety of the seizure awaits determination


at the eventual suppression hearing.


Regardless, few courts have enforced Title III's requirement


59
that retroactive approval be sought as soon as practicable. This

tendency, which may be due to the difficulty of determining practicality,


could be easily rectified by requiring that, to the extent realized,


evidence of new crimes be set forth in periodic progress reports to the


magistrate who issued the warrant (see section 3 below). At that time,


the judge could rule on the propriety of the interception, but he should


also be allowed to defer judgment until the pretrial suppression hearing


when the full context of the case can more effectively be presented to


him.


The more serious omission in this area has been the judiciary's 

failure to evaluate cr i t ical ly the admissibility of new cime evidence 

under traditional Supreme Court guidelines for plain view seizures: 1. 

whether the in i t ia l intrusion was valid: 2. whether the conversation's 

incriminating character was "immediately apparent;" and 3. whether the 

discovery was inadvertent.60 Together, these guidelines were designed 

to ensure that law enforcement does not use the plain view concept as a 
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pretext for effecting general searches. Because this standard may be


constitutionally required, its enforcement would be advanced by specific


incorporation into the statutue. However, as the Supreme Court has


suggested that the plain view doctrine may soon be revised,61 any


amendment should await, or be subject to, such modification.


From a law enforcement standpoint, the retroactive amendment


requirement has occasioned serious difficulties in some circuits that


have interpreted the provision too rigidly. These courts have suppressed


evidence by holding that the procedure applies even to statements which


happen to pertain both to the crime specified in the warrant and some


other offense.62 Since, under such circumstances, the intercepted


remarks are already within the terms of the eavesdropping warrant, the


propriety or scope of the seizure requires no further clarification. By


analogy to conventional searches, the situation is equivalent to a


seizure by warrant of a suspected homicide weapon which is later (or


simultaneously) determined to pertain to a separate robbery incident as


well. Since Title III clearly was not intended to require retroactive


amendments in such situations, legislative reversal of the offending


decisions is in order.


Finally, implicit to Title III is the requirement that a pro


spective amendment to the eavesdropping order be obtained as soon as


there is probable cause that new crimes will be intercepted. This


mandate is a consequence of the inadvertence component to the plain view


doctrine.63 More specifically, since inadvertence for plain view pur


poses is defined objectively as the absence of probable cause,64 retroactive


amendments may be approved only when there was no probable cause to


believe that evidence of new crimes would be overheard. Therefore, when
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the requisite probable cause exists, a prospective amendment should


immediately be obtained as the interception can no longer be justified


on traditional plain view grounds.


This process, however, places law enforcement in an intractable


dilemma: if a prospective amendment is issued, defense counsel will


argue the absence of probable cause: conversely, if no such amendment is


obtained, defense counsel will contend that plain view retroactive


approval should not be granted because there was probable cause to


anticipate the interception of new crime evidence, and, therefore, a


prospective amendment should have been sought. Moreover, there are


further difficulties for the prosecutor who seeks a prospective amendment.


Because the statute does not expressly require such an amendment, there


are significant questions concerning which procedural requirements are


prerequisites to its issuance. For example, must the Attorney General


(or designated Assistant Attorney General) approve such applications in


the same manner required for the original eavesdropping application? If


so, bureaucratic delay will inevitably preclude timely amendments.


Also, must the exhaustion mandate be satisfied as to the new crimes


evidence? If so, valuable evidence may be lost by requiring monitors to


terminate interception when the conversation turns to new areas of


criminality. Finally, may a prospective amendment be obtained when the


new crime is not one of those authorized by statute for interception.


Perhaps for these reasons, the courts have largely ignored the


prospective amendment concept.65 Nevertheless, since the supreme court


has recently questioned whether inadvertence is, in fact, a component of


the plain view doctrine,66 legislative reform should await further


judicial clarification. If inadvertence is (ultimately) deemed to have


constitutional vitality, a specific statutory procedure should be
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provided for addressing these problems. The procedure adopted should be


sufficiently accomodating to the difficulties outlined above. Thus, for


example, where good faith has been exercised and a prospective amendment


obtained, probable cause should be flexibly and reasonably interpreted:67


alternatively, perhaps a modified "inevitable discovery" doctrine could

68


resolve the prosecutor's dilemma. AS to Attorney General approval,

exhaustion, and non-designated crimes, flexibility should likewise be


the key. Under such circumstances, judicial review of probable cause


and the nature of the offense is sufficient to safeguard Fourth Amendment


rights. Additional protection could be secured by requiring retroactive


Attorney General approval within ten days of the prospective amendment's


issuance. In this manner, the statute could be brought into constitutional


conformity without precluding effective law enforcement.


D. Mandatory progress reports


Since Title III is substantially premised upon close judicial


69
supervision of electronic searches, a final precaution against improperly

expansive eavesdropping lies with the magistrate's statutory discretion


to direct that periodic reports be filed "showing what progress has been


made toward achievement of the authorized objective and the need for


continued interception."70 Thus if the progress report reveals the

unexplained absence of incriminating calls, probable cause may be


lacking for continued eavesdropping: this, of course, depends on the


facts of each case. Alternatively, if the report indicates that the


investigative objective has been attained, the need for surveillance may


no longer be present (here, however, flexibility is once again in order


as investigative goals may legitimately change or broaden during the


course of surveillance).
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Yet, while Title III's progress report provision is well


intended, it has generally failed to promote adequate indicial super


vision.71 This failure is attributable to its optional nature and


narrow perspective. Many courts do not require progress reports, and


those that do often do not receive enough information to effect proper


supervision. Moreover, the progress reports are not always carefully


reviewed.


For this reason, the nature of Title III's progress report


provision should be changed. Most importantly, the concept should be


made mandatory, requiring either weekly or bi-weekly reports. Next,


their present scope should be expanded to include a report on minimization


efforts and evidence of new crimes. Given the complexity of the minimiza


tion and retroactive-prospective amendment process, such reports would


serve to facilitate compliance. Finally, the reviewing magistrate


should be directed to suspend or terminate surveillance if the reports


are deficient, evince serious procedural irregularities, or indicate


that the legal basis for continued surveillance no longer exists. Such


an amendment would promote close judicial supervision and ultimately


serve to decrease the risk of electronic surveillance extending beyond


its legitimate scope.


4. Preserving the Sanctity of the Tapes


Prior to the passage of Title III, numerous fears were expressed


that taperecordings were too vulnerable to tampering to be admitted into


evidence. Nevertheless, because of technological barriers, susceptability


to detection, and the availability of far easier ways by which to


"frame" a defendant, these fears were generally regarded as unrealistic.72

Even so, Congress sought to preserve evidentiary integrity by requiring
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that, "immediately upon...expiration...of the order, or extensions


thereof," all tapes must be brought to the issuing magistrate and


"sealed under his directions."73 Further, the statute provides that the


presence of this seal, "or a satisfactory explanation for the absence

74


thereof," is a prerequisite to admissibility.


With some exceptions, this provision has only been loosely


applied in the courts.75 The adverse consequences, however have been


negligible, for though the judiciary may be faulted for ignoring a


statutory directive, the sealing rule presently serves little purpose.


In reality, there is nothing sacrosanct about a "seal." Oftentimes, it


is merely a piece of tape that is placed around the container in which


the taperecording is stored. The tape used to effect the so-called seal


may range from simple "scotch" tape to stronger cloth, adhesive-backed


tapes. Regardless of which type is used, the tape usually contains a


written notation indicating the sealing date and the sealing officer's


signature. Together, however, the tape and written notations do little


to protect the taperecordings' integrity. A forger would have a far


easier time removing the tape than he would effecting a successful


forgery of the taperecording. Moreover, even if the so-called seal


delivered some magical protection to the taperecording, present Title


III procedures do not advance this end, as the seal need not be secured


until the eavesdropping warrant or extensions thereof have expired.


Thus, at least theoretically, ample opportunity exists to tamper with


the taperecording before the sealing requirement is even triggered.


Fortunately, allegations of tampering have never become a


serious Title III problem.76 indeed, this probably explains the judiciary's
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reluctance to enforce the current sealing rules strictly. And as the


seal is of limited prophylactic value, absent dramatic technological


advances in forgery techniques, the normal sealing requirement could be


eliminated altogether - especially since the prosecution must still


establish the accuracy of each taperecording prior to admissibility.


Nevertheless, if sealing is to remain a statutory requirement, the


present procedure should be modified to narrow the pre-sealing time


period in which opportunity presently exists for forgery to be attempted.


My suggestion is that the completed taperecordings be delivered for


sealing and storage to the reviewing magistrate within 72 hours of


completion. While this would entail frequent trips to the courthouse


and administrative burdens for judiciary officials, it would be a


realistic way to ensure the integrity of each taperecording. The 72


hour figure is suggested because investigators need sufficient time in


which to make duplicate recordings (a process requiring only a few


minutes for each taperecording, but which often consumes much more time


because of transportation, manpower, and administrative difficulties).


Finally, failure to comply should not automatically result in exclusion.


So long as the taperecording accurately depicts the events in question,


suppression should be reserved for situations involving repeated unexcusable


delays.


5. Emergency Searches


The authors of Title III recognized that, on occasion, exigent


circumstances would warrant electronic surveillance before an eavesdropping


warrant could be obtained. Accordingly, warrantless emergency searches


were authorized for situations involving national security interests or
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the "conspiratorial activities characteristic of organized crime."77


Such searches are permissible, however, only if all statutory requirements


could have been met had time constraints not intervened, and provided


that, within 48 hairs of interception, an application is filed seeking


retroactive approval for the eavesdropping.78

Nevertheless, while a statutory emergency search procedure is


clearly necessary, the present provision is simultaneously ambiguous,


79

unduly narrow, and unnecessarily broad. It is ambiguous because the


statute does not define the term organized crime. It is unduly narrow


because the provision does not extend to life threatening circumstances


not involving national security or organized crime. Moreover, there are


often other exigencies involving the need for warrantless surveillance.


For example, a vehicle containing a hidden microphone device may cross


jurisdictional lines, thereby technically suspending or terminating


80

authorization to eavesdrop. Obviously, under such circumstances,


monitoring should be allowed to continue. Finally, the law is unneces


sarily broad because there is no reason not to require oral notice to a


judge before initiation of surveillance. As presently constituted, if


an emergency search is unsuccessful, the risk exists that neither the


judiciary nor the intercepted parties would necessarily be advised since


no retroactive warrant may be filed.81 Moreover, given the considerable


time usually required to initiate eavesdropping, there is usually no


82 reason why oral judicial approval could not be obtained in advance. 
Since enactment, Tit le III's emergency procedures have rarely 

been employed.83 Because this may reflect inadequacies in the present 
law, the statute should be amended to rectify prevailing deficiencies. 
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Both law enforcement and civil libertarian interests would benefit as a


result.


6.	 Standards of Review and Suppression for


Title III Violations


Passage of Title III was based upon a system of statutory


controls which, with proper judicial enforcement, were designed to


preserve Fourth Amendment rights. As much of my summary today indicates,


however, statutory protections have often not been effectively implemented


by the courts. To some extent, specific amendments can rectify this


situation for future litigants, but such measures, standing alone, may


be insufficient; historically, a result-oriented judiciary has demonstrated


an inclination to gloss over specific statutory language or legislative


history when the need to do so was perceived, and this tendency can be


expected to continue when a reformed Title III is subject to interpretation.


While such a judicial response cannot be absolutely controlled, it may


be strongly discouraged by an explicit Congressional directive that,


given the importance of the principles at stake, Title III is to be


strictly enforced in the courts.


I should caution, however, that a statement of this kind should


not be misinterpreted to the other extreme. It does not mean, for


example, that every statutory violation merits the suppression of


evidence: quite clearly, harmless errors -- those which are neither


84

intentional nor "affect... substantial rights" -— should not warrant


this extreme sanction. Rather, it means that claims of misconduct must


be evaluated honestly and rigorously in light of the important policies


Congress sought to advance in passing the statute.
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Finally, because the proposals I have advanced today would


further complicate an already complex statutory process, less reliance


should be placed on suppression for procedural errors. Presently, there


is something anomalous about a society which seemingly demands perfection


from few other than its law enforcement officials. In reality, the


adage "nobody's perfect" applies to judges, prosecutors, and police


officers as well as to everyone else; mistakes are an inevitable aspect


of human life. Thus, as a general principle, it makes no sense automatically


to exclude evidence -— and possibly the fruits of an entire investigation


-— merely because someone has erred. And, in the context of a complex


Title III, especially once reformed, it makes even less sense to do so.


Instead, the focus should be on objective reasonableness and subjective


good faith. More specifically, error should not occasion suppression so


long as properly trained law enforcement officials have made reasonable


good faith efforts to comply with the law.85


This standard, standing alone, is a sufficient and sensible


deterrent to official misconduct. Moreover, it can (and should) be


reinforced through aggressive enforcement of Title Ill's criminal and


86

civil sanctions which have thus far largely been ignored. of course,


adoption of this standard, at least insofar as eavesdropping errors


violative of the Fourth Amendment are concerned, is contingent on


Supreme Court modification of the exclusionary rule in its present form.


87

This issue will hopefully be addressed by the Court shortly. Regardless


of its outcome, however, the standard I have articulated will retain


vitality for purely statutory violations of nonconstitutional dimension.


Hence, the opportunity exists to add significant statutory protections


without curtailing effective law enforcement.
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CONCLUSION


Title III has provided law enforcement with an effective and


constitutional means to achieve organized crime control. Years of


experience under the statute have brought to light areas in which its


original purpose must be restored as well as numerous improvements that


are in order. Nevertheless, in considering reform, Congress should not


undo the delicate balance between effective law enforcement and Fourth


Amendment rights that was attained under the original legislative


design. Indeed, only continued such equilibrium is consistent with the


Fourth Amendment's intention to afford protection solely against


"unreasonable searches and seizures."88
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TESTIMONY OF WILLIS H. WARE, CORPORATE RESEARCH STAFF, 
RAND CORP.; AND ANTHONY G. OETTINGER, CHAIRMAN, 
CENTER FOR INFORMATION POLICY RESEARCH, HARVARD 
UNIVERSITY 
Mr. KASTENMEIER. Our next panel consists of Dr. Willis H. Ware,

a member of the corporate research staff of Rand Corp. Years ago,
he was with Rutgers Computers and Secretary Elliott Richardson.
He also served on the Privacy Commission. 

The second member is Anthony G. Oettinger of Harvard Univer
sity. Mr. Oettinger is the chairman of the Program on Information
Resources Policy at the university and is a leading expert on both
computer sciences and the implications of new technologies on the
freedom of information. Professor Oettinger additionally serves as
consultant to the President's Foreign Intelligence Advisory Board
of the National Security Council and numerous defense agencies. 

Gentlemen, we have your written statements. Without objection,
they will be made a part of the record, and you may proceed as you
see fit. 

Perhaps, Dr. Ware, you might like to go first. 
Mr. WARE. Thank you, Mr. Chairman. 
My credentials for addressing this subject are spelled out in the

written testimony. You mentioned them, so I won't go over that. 
I wish to state that I am speaking as an individual this morning,

not as a member of the Rand Corp. I think what would be most
useful from your point of view is just a hop scotch over a series of
points and to highlight for you some of the technological issues 
that provide the context in which you are trying to deal with a 
very difficult and awkward subject. 

First let me say the testimony we have had so far is technically a
conversation about the past. The limitations about the manpower"
required to sit on wiretaps is a thing of the past, because we are
now at the phase in the technology where one simply puts a com
puter on the intercept and it will mind the store for as long or for
however one wishes. So the manpower issue will no longer be one
in a few years. 

Second, the terms, wiretapping, bugs, pen registers, are passé 
anachronisms. They are no longer useful, except as simple labels 
for a much larger problem that we need to talk about. 

I don't need to dwell on the technology that is in the world 
today. It abounds. We all know that the common carriers of the 
country, the telecommunication carriers, use a wide variety of tech
nology, microwaves, digital links, coaxial cables, satellite links, 
fiber optics, you name it, and that the traffic mix can exist either 
in analog or digital form. It is not news that voice can be digitized.
It is being done by the telephone company regularly and has been
done operationally since the early 1960's so that isn't news either. 

At some point, though, I will point out that we had better worry
about the cable networks which are really out on the end of the
common carriers and extensions of them. The cable networks al
ready carry much of the traffic that is on a common carrier, TV 
notably, but there is no reason why ultimately they also will not 
carry the same mix of traffic that the common carriers do. I might
point out that the mix of traffic on the common carriers includes 
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not only voice conversations but video signals, electronic mail, fac
simile, and data traffic too among computers.

A third point I would make for you is whatever media the com
munications employ, wires, coaxials, whatever, every one of them
is interceptable in principle. Some are easier to do than others. 
Any that convey electromagnetic energy between antennas, such as
microwaves or satellite links, are easy to do from afar, invisibly 
and without any permission from anybody needed.

Wiretapping, of course, in the legitimate sense of the word, re
quired one to nuzzle up close to a copper wire pair, and is corre
spondingly harder to do.

So all of the information in transit in the common carriers of the 
country must be assumed interceptable in principle, whether it is
in analog or digital form or whatever media is carrying it.

The congressional problem, as I see it, is to sort through a pot
pourri of conflicting issues to decide of all of the kinds of informa
tion that are on the common carrier's—voice, data, facsimile, TV, 
electronic mail, you name it—which deserve protection and then to
specify how that protection shall be levied. 

Now, in the course of doing that, you must take account of legiti
mate interests of other parts of Government, notably the intelli
gence community, the defense community and law enforcement, be
cause they do have legitimate interests. And in doing that, you also
must be careful to draft the legislation in such a way and to pay
careful definition to meaning of words lest you create something
which will be end run or out run by technology in a few years. 

Now, I would point out that there is an overlap between your in
terests and the interests of other committees of Congress. You are
concerned about information in transit and its unauthorized inter
ception, which is the way we should think about it, or as controlled
interception, perhaps.

But common carriers of the country use mechanisms which in
volve antennas, and historically mechanisms which involve anten
nas are the purview of the Communications Act and administered
by the FCC. We are moving into an era in which the telephone net
work will have a mobile component which obviously implies anten
nas between automobiles and fixed bases. We already can go down
to the local Radio Shack and buy portable handsets which you can
carry around and are linked by radio transmissions to a base set.
The blur between the interests, such as your subcommittee has,
and the broader interests of communication protection is rapidly 
becoming very very muddy.

There is an obvious interface between your interests and the in
terests related to the Communications Act and also the interests 
related to privacy affairs, and I would hope that in your delibera
tion that these interfaces and interactions can be accommodated. 

I would say it this way to you, the aspect of the problem in 
which you are currently involved is simply one dimension of a 
much larger, much greater general problem.

Now, what can you do about it? Looking at it from my point of
view, as a technologist, you have several options. One is you can
patch up the present Wiretap Act and take care of the comments
and the objections that have been raised to it, and try to plug 
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whatever loopholes somebody thinks exist or you can fall back and
do the homework that, in my judgment, is warranted.

To understand the situation, to carefully understand the utiliza
tion of technology and modern communications systems, to careful
ly understand the opportunities for unauthorized interception, to
carefully judge which controlled opportunities you choose to allow
and under what circumstances all represent homework that must
be done. Then draft a re-do of the law with careful attention to the 
words and definitions and innuendoes. 

So to speak, I think we as a country have to harmonize the infor
mation protection aspects in the Wiretap Act, in the Communica
tions Act and probably in others. My druthers choice would obvi
ously be the latter one. My point of view is "let's get the job done
right and get it done in its entirety" and not be faced with having
to come back and discuss it again and again and again every 5 or 
so years.

On the other hand, such revisits may be an unavoidable scenario
because technology is moving so fast that none of us may have
enough omniscience or vision to be able to anticipate and head off
things 5 or 10 years out.

A quite different comment that I want to introduce, because Mr.
Kastenmeier asked me explicitly to speak to it, is the subject of en
cryption as a possible technical approach to protecting information.
It is true that techniques exist for encrypting both analog and digi
tal information, and I would just point out in passing that general
ly speaking encryption is that body of mechanisms that can be 
used to hide information. 

Unfortunately, the encryption technology for protecting digital
traffic is much stronger than that for protecting analog traffic, but
nevertheless, it does exist for both. The central issue is that to in
troduce encryption into the telecommunication carriers of the 
country would require a massive infusion of new capital and a mas
sive retrofit of the installed plant.

In my judgment, therefore, encryption is not a practical ap
proach to the issue that you are facing but primarily on economic
grounds.

On the other hand, encryption is available to individual users. It
could be, obviously, employed on a selective basis so that any one 
user of the common carrier networks who has enough concern 
about what he is transmitting over them can, of course, take his
own measures to protect against whatever threat he believes he 
faces. 

At the present time, though, the cost of providing encryption on 
a private or personal basis is relatively expensive. It is roughly
$10,000 for a link between here and there; $5,000 for each end. The
cost puts it out of the reach of the ordinary citizen and, therefore,
to the extent that unauthorized or controlled authorized intercep
tions of communications take place, there is an invasion of privacy
that the individual cannot protect against primarily because of the
cost to his own sources. 

Corporations, of course, regularly employ their own encryption
technology. Banks notably can afford to do so, and they do so. So
the bottomline on encryption is, yes, the technology is there. It is
unreasonable and uneconomic to put it into the common carriers 
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on a large scale. Individuals can use it selectively but economically 
it is in the large unavailable to the individual person. 

And I think with those comments, I would defer to my colleague, 
Tony Oettinger, and then we will deal with your questions, as you 
wish. 

[The statement of Willis H. Ware follows:] 



222


Testimony of


Willis H. Ware


INFORMATION AND COMMUNICATIONS PROTECTION


Before the Subcommittee on Courts, Civil Liberties and


the Administration of Justice, Committee on the Judiciary,


United States House of Representatives


January 24, 1984


INTRODUCTION


My name is Willis H. Ware. I am a member of the Corporate Research


Staff of The Rand Corporation, but the views I state today are solely my


own; they in no way reflect a position of The Rand Corporation or of its


research clients. Furthermore, my views do not come from a specific


research project, but rather reflect more than a decade of my attention


to a set of issues of which communications security is one. I am an


electrical engineer by training, but have specialized in the field of


computer technology for over thirty years.


My credentials for addressing the issue include the following. In


1967, I was the first to bring the broad issue of computer security to


the attention of the technical field by organizing a special session on


the subject at a Joint Computer Conference in the spring of that year.


Subsequently, I chaired a Defense Science Board (Department of Defense)


committee to look at the issue of computer security which had never been


examined comprehensively anywhere in government. The report was a


definitive treatment of the subject, and to this day remains an


excellent primer. Computer security, of course, involves communications


security.
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Because of my work in computer security, 1 was asked in the early


1970s to join a special advisory group to the Secretary of HEW, and I


subsequently became its chairman. Its report, Records, Computers and


the Rights of Citizens, was the first comprehensive treatment of the


matter at the federal level. It provided the intellectual foundation


for the Federal Privacy Act of 1974, which among other things created


the Privacy Protection Study Commission of which I was a member and vice


chairman.


Finally, as a practitioner of computer technology for some three


decades, I must for professional reasons stay conversant with modern


communications technology, and be aware of the concomitant security and


privacy threats. I have participated in a variety of relevant


workshops, committees, and task groups. Among them have been several


for the Office of Technology Assessment.


In addition to my participation in the activities noted above, I


have also spoken and written widely on the subject. In particular, I


presented a paper, Policy Aspects of Privacy and Access, to a National


Science Foundation symposium.1


STATEMENT

Congressman Kastenmeier, it is a pleasure to testify before your


committee this morning on a subject of importance to the nation. To


make sure that we are on common ground, let me observe first that there


are two dominant electronic technologies for information handling,


namely computer technology and communications technology. In today's


usage the two blend in almost every application. One finds computers in


modern-day communications systems; conversely, one finds communications


in contemporary computer systems. I would note particularly that


contemporary communications systems are, in the large, computer-managed


and computer-controlled. For our purposes this morning we can think of


communications technology as the collection of technical mechanisms for


electronically transporting information from place to place;


l Published by Crane-Russak as a special double issue of its journal

The Information Society, Issue 3/4, Vol. 2, in press.
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in contrast, computer technology is used primarily to manipulate


information in very general ways. It is important to pay careful


attention to the meaning of words in our discussion because the two


technologies have caused new interpretations of familiar concepts and


phrases.


We are talking here today about electronic means for transporting


information from place to place. We must insert the word electronic


because there are other mechanisms for information transport, for


example the postal carriage of printed materials.


A wide scope of technology is used in modern communications


networks. The carriers who operate them employ traditional twisted-


pair copper-wire circuits, microwave links, coaxial cable circuits,


perhaps wave guide links, fiber optics increasingly, and communication


satellites. In the future, perhaps even laser beams might be exploited


for such things as short-hop circuits (say) across a river or between


buildings of an industrial complex. In each instance the fundamental


point of the technology is to convey electromagnetic energy from place


to place; it in turn will be the vehicle for transporting information.


I might observe parenthetically that the choice of technology in any


particular instance is essentially an engineering consideration and


balancing of such factors as cost of the installed link, its information


capacity, the volume of information to be moved, and the long-time


economics of revenue and cost recovery.


Technical opportunity for intercepting the electromagnetic energy-


and therefore the information which it carries--is not the same for each


technology. For example, microwave and satellite circuits are more


exposed in the sense that the energy is in transit through the atmosphere


or space, and can therefore be intercepted from afar. Conversely, one


has to get close to twisted-pair copper-wire circuits in order to capture


its energy.


For the purposes of providing legal protection though, one must


consider that any communications mechanism is interceptable in


principle. I use the term "interceptable" as a generalization of


wiretap.
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Thus, there will flow a wide variety of information on circuits


composed of a mix of such technology, all networked together by and


among carriers. In the past the communications traffic, especially in


the classical telephone networks, has been limited predominantly to


voice conversations, but in today's world there is an ever increasing


volume of data flow; so to speak, computer conversations. There will


also be facsimile transmission of images from place to place; there will


be video signals such as television, either for commercial distribution


or for private use such as in teleconferencing; and on many circuits,


particuarly those having large transmission capacity, there will be a


mix of such information types.


Frequently, information in transit will be represented, so to


speak, in its natural form. Voice signals will be represented in


transit as electrical ones that wiggle, and the wiggles will be a mirror


image of the motion of the air molecules that transmit sound from lips


to ear. Similarly, video pictures will probably also be represented in


the so-called analog form. Information from computers, however,


naturally comes in digital form and it will be transmitted that way,


although if one could "hear" such data transmissions, is can sound like


a sequence of tones.


On the other hand, much information will be changed from whatever


its natural form happens to be into digital form. Voice, for example,


may be transformed into a stream of digits which outwardly could be


mistaken for a data stream from a computer; it has been digitized.


Voice which has been transmitted digitally is then reconstructed to its


analog form prior to delivery at the listener's ear. Theory clearly


establishes that the reconstructed voice signal contains all of the


information in the original spoken word. Commonly a facsimile system


transforms the original image by some scanning process into a digital


stream and reconstructs it at the receiving end by an appropriate


mechanism.


Such are the common carriers of the nation, but out on the ends of


their networks are the locally franchised cable networks. They carry


many kinds of information now and in the future can be expected to


carry the same broad scope of information as will the common carrier


networks--voice, data, television, facsimile, etc.
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The Congressional problem is to decide how wide a blanket of


protection to throw and what kinds of information warrant protection.


Certainly, voice will be included as it already is, but it must be clear


that the protection must exist whether the voice is represented within


the communications network in analog or digital form. There are


increasing volumes of data flow among computer systems of the industrial


base, among computer systems of the research establishment, among the


computer systems of government, among the computer systems of defense,


and on and on. Such transmissions can obviously be of interest to


eavesdroppers because they can reveal much about individuals, about


corporations, about government, and about sensitive defense matters.


Congress could patch the 1968 Wiretap Act to bring data


transmissions under its purview, but 1 would ask: Why do it piecemeal?


It will only bring us back to this table in five or so years to address


concerns about other kinds of information transiting the nation's common


carrier system.


Even the phrase wiretap is inadequate and outmoded. It connotes


the wrong thing because much of today's communications traffic is not


carried on wires so one needs to consider some broader phrase such as


communications tap or communications interception.


Suppose one does adopt a very broad point of view in order to avoid


the risk that new law will be outrun by technology, and suppose one


agrees that we really want to afford some measure of legal protection


against the unauthorized interception of electromagnetic energy. Then,


how does one distinguish between such energy flowing between (for


example) microwave antennas owned by the telephone company and


electromagnetic energy propagating between two antennas that sustain


(say) international communications between the United States and some


other continent or between any other two antennas? From a broad


technical purview each is a carrier of information which can be


intercepted. Distinguishing among them could only be done in some


artificial way--which might, however, be desirable or essential from the


viewpoint of law.
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The point I want to leave with you is that information protection


as now addressed in the Communications Act of 1934 and information


protection that you will address in any revision of the 1968 Wiretap Act


are but two aspects of the same general problem. One would suppose,


therefore, that there is an important interface between the two items of


legislation, and that some coordination must take place as the


respective laws are revised. We must harmonize the concept of


protecting information against interception across all pertinent law.


One clear option is to redo the 1968 Act in such a way that it is


the legal basis for protecting against unauthorized interception


wherever it occurs. A revised 1968 Act could, for example, accommodate


any protective mechanisms that a revised 1934 Act might require.


Clearly, another option is a minimum patch of the 1968 Act just to catch


new technological developments, such as digitized voice, and to catch


new kinds of information at risk, such as data flow or facsimile. If


Congress chooses the latter course, however, I would urge that we be


sure to review the matter again in five years or so lest technology


again outruns or endruns law.


Clearly, my choice would be to do the whole job now, once and for


all, and to get it off our minds. I do not see any risk attached to


providing broad legal protection for any kind of information that is in


transit on a communications channel implemented in any technology, and


where the information can be represented in either analog or digital


form.


I would note parenthetically that the analogous problem also


plagues the copyright issue. For example, a movie first comes to the


marketplace on film stock. Later the same movie will be transferred


from film onto video cassettes or will be electronically transmitted to


the viewer along cable television networks or over communication


satellite networks instead of visually as in a theater. To whatever


extent we wish to provide protection for the information contained on


the original film base, such protection ought to be independent of


whether it appears on film, on video cassettes, in transit along a CATV


network, or over a satellite link. The protection is for the


information, not for its fixation or its manner of representation.
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Finally, I want to speak briefly to the subject of encryption which


in effect hides information. Technically, protecting information by


encrypting it is easier to do in the digital world than in the analog


world. It is regularly done, of course, in defense communications for


digital traffic, but analog information, such as voice conversations,


will have first been converted to digital form. There are some things


that can be done directly to analog information to protect it, but in


general such mechanisms are not as strong as those that can be afforded


to digital traffic.


The problem of protecting information in common-carrier


communications networks by encrypting it is partly technical, but it is


dominantly economic. To protect the common-carrier networks of the


country by encryption techniques would require a massive retrofit of the


installed plant, and it would require an enormous infusion of capital.


Such protective encryption mechanisms, of course, could be done


selectively, but then who is to say where an "intercept tap" threat will


emerge? Moreover, even if done selectively, it is not likely that it


would provide end to-end protection--from the handset of the speaker to


the handset of the listener--so the net effect of encryption would be


simply to force the potential tapper to get closer to the handset for


his activities. Eavesdroppers who could not get close enough to an


unprotected end-link will, of course, be ruled out of the game.


A user can himself provide encryption capabilities if he wishes,


but in the present state of art the cost of doing so is roughly $3,000


at each end of the link. Thus the economic burden is out of reach for


ordinary individuals.


For encryption the bottom line becomes:


• It is technically feasible--techniques do exist. 

• It is extremely costly to do end-to-end. 

• It would impa of the common carriers enormously if mandated. 

• It is out of reach for the ordinary individual. 

It has been a pleasure to interact with you this morning. I hope


that my views and my way of looking at the problem will be of value as


you move forward on an issue which I consider to be of high import.
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Mr. KASTENMEIER. Thank you, Dr. Ware. 
I would just observe that obviously some of your questions and 

issues are more fundamental to this general hearing than the tech
nical overview of whether title III is working or not. It is true that 
we are interested in but one dimension, or perhaps two, but that 
there are other dimensions. I suspect that we need to understand 
the other dimensions in order to correctly proceed with whatever 
responsibility this committee has. 

We also, as you perhaps know, have the responsibility not only 
for the view of this in terms of wiretapping, overseeing privacy, but 
also for the purposes of copyright law. Although this particular 
hearing is not devoted to proprietary rights and copyright inter
ests, we deal with new technology in some of the aspects you talk 
about even as far as whether encryption of one form or another is 
used by copyright interests as far as transmission of video material 
and other information. 

And so we have at least that other dimension to ultimately ac
commodate or insure that it is not neglected in terms of a view of 
what is the state of affairs today, technology and indeed, if possi
ble, a view of the future in this connection. 

Mr. WARE. Yes, sir, I noted briefly in my written submission the 
analogy between the copyright issue and also the issues that you 
face here today. 

Mr. KASTENMEIER. Dr. Oettinger. 
Mr. OETTINGER. Mr. Chairman, thank you. 
You mentioned in your earlier remarks concern for coherence. I 

think I can offer some notions of conceptual coherence that will 
help sort through the technological change. I tend to agree with 
Willis Ware that the application of whatever conceptual coherence 
there might be in this area is likely to have to proceed in a slow 
and painful area-by-area way, and I will get to that in a moment. 

Let me summarize and highlight some of my salient points. 
One, it seems to me that when you deal with privacy protection 

you need to go back to the fundamentals. One fundamental is that 
if you practice information birth control, then there is no need to 
protect information. In other words, if you shut up, there is noth
ing to be overheard and, if no records are kept, then there are no 
records to protect. I think many people forget that and many 
abuses occur when people shoot their mouths off when they 
shouldn't, and when agencies keep records when they shouldn't. I 
think lots of problems can be eliminated by backing up to those 
fundamentals. 

If you must talk and must keep records, a second layer of ques
tions surfaces: what is worth protecting? Not everything is worth 
protecting. Joan Rivers gives a good example many nights on the 
Johnny Carson Show. She clearly has no desire to keep her re
marks to herself, so that the question of information birth control 
does not arise. As for "is it worth protecting?" when she asks, "Can 
we talk?" with her sort of quasi-furtiveness, and the answer is 
clearly, "Of course, we can," and then she shares pseudo-secrets 
with the nationwide audience, so the performance is a nice carica
ture, where there is neither desire? for privacy nor for protecting 
what has been said. 
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Third, if information is worth protecting, there is a further ques
tion "against whom?", which is a very critical one, because differ
ent means may apply. The front end of this session seemed to deal
with abuses by the U.S. executive branch, as if it were the only or
the major enemy. I am not saying that there are no abuses by the
executive branches of either the Federal Government or the State 
governments, but the notion that there are foreign powers who are
of concern, that we ourselves in our private dealings are of con
cern, strikes me as of equal importance with abuses by the Federal
executive branch. Hence, the "Pogoism" in my formal remarks to
the effect that "we have met the enemy, and he is us" It seems to
me that this is why the platitudes about external vigilance being
the price of liberty remains of everlasting value; and as you point
ed out in your introductory remarks, this branch of the U.S. Gov
ernment has not been free of abuses in the past, as I too noted in
my formal testimony. 

Once we have decided first to avoid information birth control, 
second that some information is worth protecting, and third we
know against whom it is worth protecting, then there still remains
a question of will.

Only last comes technical possibility, since measures and coun
termeasures tend to keep pace with one another. Where there are
new technical possibilities for intrusion, there are usually also pos
sibility for protection, and vice-versa. I would agree with my col
league, Dr. Ware, that the questions are really price also the will
to protect what is worth protecting. In my formal testimony, I give
illustrations of allegations in the press, about the absence of will in
conversations between the Secretary of State and the President of
the United States. I also mention evidence rounded up in one of 
our studies that although a private data security industry has
sprung up over the last decade or so, these companies are by and
large underwhelmed by demand either from the private or the 
public sector. 

Data security takes the back seat to life insurance or fire protec
tion or most anything else, and my sense is that the Congress can
perform a very important role by alerting the broader public to the
need for some concern about information security and the need to
decide about the layers of decisions about whether to say anything
at all, and if so, it is worth protecting and so on. The idea of self-
protection is a critical one, but people are not likely to do it, unless
the circumstances are right.

Let me give one concrete example.
Mr. Ware alluded to the fact that major corporations can and do 

use encryption to protect themselves. That is usually practical
within a limited range of points. Many of the problems arise,
whether it is in the military or in corporate life, when the folks
you need to get in touch with are not where the cryptographic
equipment is. The tendency is to go in the clear, whether it is a
bank money transfer, or a military operation. Whether through
crypto-equipment or otherwise, there is the question of the massive
investment that might be required to afford a broader—indeed uni
versal—range of protection.

This is well-deserving of inquiry, because under the new competi
tive conditions the FCC and the courts have created within the 
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telecommunications industry and under the competitive conditions
obtaining in the data processing industry, nobody is going to pro
vide protection unless there is either a massive market demand 
that has to be satisfied and for which manufacturers and service 
providers can get a reward or some kind of mandate like safety 
standards in building codes or OSHA or fire protection or what 
have you, that require everyone to meet some minimal standards
so no one in the marketplace will be handicapped by providing a
high-priced product that no one will buy.

And so, the question of how to create market incentives that will
create a demand, if you deem that it is worth doing, and then the
means to meet that demand, I think, is something that deserves of
attention at least equal to the attention given to revision of stat
utes on wiretapping. 

On this matter of coherence in the presence of changing technol
ogy, let me suggest a notion that we found very useful with chang
ing technology as a way of keeping an eye on the essentials. I won t
elaborate on it here, since we are short of time, but I am happy to
go into more detail whenever you wish. The point is to distinguish
between the substance of information, processes whereby informa
tion is gathered, stored, manipulated and so on, and the formats in 
which that information appears to you, such as ink on paper or the
little dots on the television screen or the electrical signals in a wire
or signals going out over the air. 

It is in formats that much of the technological change is taking
place. Ink on paper may be replaced by TV screens. The processes
are also changing: massive printing presses are yielding to various
electrical devices, and instead of things being held in file cabinets
and processed by hand, they are held in computers. But the sub
stance of information, say, the information that it is raining today,
might be put in any of these formats, ink on paper or TV, handled
by different processes, the substance is what the name of the game
is, that is what is worth protecting. 

Only means change when the means for processing information
and formatting it change. Substance and ends don t necessarily
change. The problem with the laws—and I share with Dr. Ware the
impression that some of the legal folks are burying us under a pile
of dead leaves and fail to see the forest—is that while processes
and formats are changing very rapidly, the laws are written in 
terms of obsolete formats and processes. They calk, for example, of
wires and wiretaps, instead of talking about substance, the pur
poses that the substance serves, in what area, for what reason,
commercial, national security and so on. It seems to me that by de
taching the idea of substance, which remains fundamental, and the
purpose of the substance, which is an area-by-area concern, from
these rapidly metamorphosinc processes and formats, it seems to
me that by keeping those apart, may be a way to get some concep
tual coherence while, at the same time, not burying every area
under some often irrational statute. 

Let me conclude by giving a concrete example of that going back
to my formal testimony. Recordkeeping is sometimes a necessary
aspect of a particular process. The reason why an issue arose 100
years ago between the Congress and Western Union was that the
telegraph companies had to keep records of their transmissions be
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cause, otherwise, nobody would ever trust them to deliver the stuff
correctly.

It was essentially a necessary part of the operation of that kind
of a business. 

Now, in old-fashioned telephone technology, there is no need for
that. The stuff is always on the fly. With the more modern digital
communications, we are coming back to a situation where, for oper
ational reasons, there may be a need to store information again,
which is why the whole notion of blanket prohibition against re
cordings, the treating of recording as interception, is absurd as a
blanket idea. 

There are times when it is operationally necessary, and there is
no way of making sense of whether it is or is not, except area-by
area, and this delicate balance, conceptual coherence and the need
to do area-by-area studies, it will keep you busy for a long time,
Mr. Chairman. 

Thank you.
[The statement of Mr. Oettinger follows:] 
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It was not George Orwell who said that "eternal vigilance is the price


of liberty". Nor was this first said in 1948. Thomas Jefferson said it


200 years ago. So did one John Philpot Curran in the same era: "The


condition upon which God hath given liberty to man is eternal vigilance;


which condition if he break, servitude is at once the consequence of his
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crime and the punishment of his guilt." Over 2,000 years ago Demosthenes


put it: "There is one safeguard known generally to the wise, which is an


advantage and security to all, but especially to democracies as against


despots. What is it? Distrust." George Orwell is only the latest in a


long and illustrious line.


You asked, Mr. Chairman, for my "assessment of the emerging


technologies in the communications area and the potential hazards that they


pose for the privacy of individuals". Big Brother can be anybody wielding


many a tool fashioned from many a technology. These days we tend to see


the Executive Branch wielding computers as Big Brother's most likely


incarnation. In 1876, however, amid a struggle over the contested


Hayes-Tilden election, it happened to be both chambers of Congress that


plowed through telegraph company files searching for political weapons with


which to capture the disputed electoral votes of Louisiana and Oregon.


When, on orders from Western Union president William Orton, the manager


of Western Union's New Orleans office refused to reveal the contents of any


dispatch, this House cited him for contempt. Shortly before, Western


Union's directors had decided to arrange for "such speedy destruction of


all written messages as the necessary keeping of accounts" would permit.


The other telegraph companies and some newspapers applauded this seemingly


principled stand for privacy. Western Union's customers were aghast. They


argued that destroying the files would also make it impossible to hold


Western Union's feet to the fire for errors in transmission, an intolerably


frequent happening at the time. The files were not destroyed. By January


20, 1877 the New Orleans office manager was held prisoner in the Capitol,


the ailing Western Union president was under arrest by a deputy


congressional Sergeant-at-Arms and Western Union gave in to Congressional
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subpoenas.


Technology had something to do with all of this. The telegraph system,


unlike the telephone today, required fallible intermediaries, professional


telegraphers, to tap out messages. Besides, the wires themselves were none


too reliable. Recordkeeping was therefore thought to be essential for


quality control. In the old-fashioned telephone technology which is still


the run of the mill today, the only opportunity to catch messages is on the


fly. A Charles Wick, a Richard Nixon, or a KGB agent has to run his own


tape recorders, since phone messages do not have to be archived for


day-to-day operating reasons, although operator supervisors do cut in from


time to time to check on the performance of their charges. That


intervention, sanctioned by law, has diminished in importance as more and


more phone calls are being handled entirely automatically.


New digital compunications (computer-and-communications) technologies


have bloomed since World War II. These new technologies have destabilized


the balances struck under an older order, just as their predecessors, like


the steam-driven printing press or, for that matter, written instead of


oral records, did in earlier times. In up and coming digital


compunications systems, for instance, there are many more nooks and


crannies where a message can be netted, on the fly or on the branch, than


in either the old fashioned communications systems or the isolated computer


systems, which are becoming fewer and fewer.


At any moment in history it is a mix of politics, industrial


organization and technology, among other factors, that determines how the


privacy of individuals weighs in the balance with other values prized by


both individuals and the society these individuals make up.


With newer technologies the interplays among technical, social and




236


political measures and countermeasures remain as complicated as ever and,


above all, they remain reciprocal. Chicken Little, squawking predictions


of a predestined doomsday, oversimplifies dangerously. So does puppy-like


Pangloss peddling progress as best in the best of all possible worlds. By


holding up visions of technology itself as Satan or saint, both Chicken


Little and Pangloss distract us from being vigilant over ourselves as the


ultimate arbiters, fully responsible and in charge.


Doonesbury's cartoon ancestor Pogo, paraphrasing Perry's "We have met


the enemy, and they are ours", joins Orwell, Jefferson, Curran and


Demosthenes in correctly pointing at us, instead of suggesting that we bow


to technological demons: "We have met the enemy, and they are us". Mr.


Chairman, I will make plain what that means as I discuss, in response to


your request, "the feasibility of protecting the privacy of individuals


through the use of cryptography or other means of protecting personal


privacy".


Feasibility is not the main problem. The very compunications


technologies that pour old risks into new bottles are also giving us more


and more effective cryptographic means. There are many other means as


well. And, ultimately, if you keep your mouth shut and nobody keeps tabs


on you, then nothing needs encrypting. The least of our problems is how to


protect what we agree needs protecting and what we agree we want to pay to


protect. Our problem in the first instance is figuring out what needs to


be said and what needs keeping tabs on. Second, cur problem is figuring


out what is worth protecting that has been said or that has been kept tabs


on. Third, we need to muster the will to pay to protect what we think is


worth protecting. Fourth, last and nowadays least, is the question of how


to protect.
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We give so much away that could be protected if technical feasibility


were the main factor. Back in 1975, the Mayaguez incident needlessly cost


the lives of a number of U.S. Marines when White House orders went through


several secure satellite links only to be relayed to local force commanders


in the clear. The enemy knew everything at about the same time as the U.S.


commander on the site.


Only last year, October 22, 1983 to be exact, United Press


International reported the following about the gunman who took Reagan aides


hostage at the Augusta, GA, golf course:


"Monitored radio transmissions indicated the man hung up the

first time Reagan called him. A minute or so later another call

was placed and a voice apparently Reagan's came on the line.


'This is the president. This is Ronald Reagan. I understand

you want to talk to me,' it said.


There was no response from the other end.

'Won't you talk to me? This is the president. If you are


hearing me, won't you tell me and we can have that talk you want?'

The man, not yet identified, hung up a second time.

A short time later, the transmissions indicated the man told


security agents he would not speak with Reagan by telephone and

demanded to talk to the president in person."


This story is silent as to whether the monitoring was direct by the


press, released to it, or fabricated. If fabricated, protection is not at


issue. If released, protection was not wanted. If direct by the press,


feasible protection either was not thought of or not thought important


under the circumstances.


Technical feasibility does not seem to be at the heart of the matter,


if one can believe the following account, in The Washington Post of April


17, 1982, of Jack Anderson's published intercept of a conversation between


President Reagan and then Secretary of State Alexander Haig:


"Government communications specialists said last night it is

not unusual for the president or a Cabinet secretary to forego the
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use of a secure telephone and talk over open lines, especially if

the connection is between two remote spots.


The sources said the intercepted conversation was initiated by

Haig, who had a secure telephone on his Air Force plane but

elected not to use it.

'They do it all the time,' one government security official said,

despairing of the reluctance of officials to use the large,

cumbersome, box-like apparatus that scrambles conversations at one

end and decodes them at the other.


Another administration source said both men were advised before

the conversation that they were not using a secure line, and both

agreed that it was not necessary.


The specialist speculated that Haig and Reagan talked over a

high-frequency connection that would be easy for ham operators to

intercept."


In 1975 the late Nelson Rockefeller, in the name of a Commission that


included a political commentator and former President of the Screen Actors'


Guild named Ronald Reagan, wrote that "Americans have a right to be uneasy


if not seriously disturbed at the real possibility that their personal and


business activities which they discuss freely over the telephone could be


recorded and analyzed by agents of foreign powers". And, according to


David Burnham's December 19, 1983 New York Times article that you sent me


with your invitation, Mr. Chairman, "The Carter Administration took limited


technical steps to prevent the Russians from obtaining sensitive Government


data and ordered the National Security Agency to help private corporations


improve their security. But it never took any formal legal action against


the Russians or formally asked Congress to amend the law".


Although something of a private data security industry has sprung up


over the last decade, a study that the Harvard Program on Information


Resources Policy published in 1982 indicated that these companies were


underwhelmed by demand from both the private sector and the government.


have no reason to think otherwise today. Demand to protect either the


conversations of the President of the United States or Aunt Minnie's


confidences seems to lag behind demand for both smoke detectors and life


insurance. And, surely, when Joan Rivers asks "Can we talk?", she is not


pleading for privacy. Mr. Chairman, we have met the enemy, and they are


us.


 I 
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Mr. KASTENMEIER. Thank you. 
I am not sure how helpful that is in the sense that I think you 

have said that it would make it almost impossible to resolve these 
matters in some sort of statutory concept ultimately. 

It is like a moving target, in terms of some sort of statutory 
fixing of what it is we are treating, and while it is useful to say, we 
need to consider the new language, and perhaps modify our statu
tory language accordingly, that language, too, presumably is chang
ing so quickly that it would be difficult for us to keep any statutory 
forms up to date on these subjects. 

Do you have any specific advice to us specifically, in terms of 
how we might respond to an impossible task? 

Mr. OETTINGER. 1 meant to be very concretely helpful by suggest
ing that you focus on the substance of the information, the nature 
of the data that are gathered or stored and that have to be protect
ed and focus less on the details of means, that is, focus less on for
mats and processes. 

The problem is with words like "wiretap." Likewise in the copy
right matters, which I have followed for 20 years, the specificity of 
language dealing with ephemeral technology rather than with the 
information itself, the intent of the property rights in the sub
stance of information. 

Mr. KASTENMEIER. IS the language of content or substance neces
sarily constant and unchanging? 

Mr. OETTINGER. Less changing than the language of processes or 
formats. That is exactly my point. 

Mr. WARE. There are positive attributes of what he has suggest
ed. It is always easier to do a smaller thing than a bigger thing, so 
to speak carve the problem up into kinds of information and ap
proved uses. It would fragment the issue into a series of smaller 
things which we could deal with intellectually better and build a 
case better. 

The privacy area, the Fair Credit Reporting Act, on and on, are 
essentially this approach: Each body of information may be used 
for specified things, and it is supposed to be protected in these 
ways; but you run into the following problem: 

The 1976 tax law stipulated that all tax information is confiden
tial, and therefore, it is supposedly protected as such. 

The IRS transmits large volumes of tax information all over the 
country, but it has no way to protect it while it is in transit, so 
there is a technical violation that is unavoidable. 

The law says one thing, but technology won't economically 
permit it to happen. In principle, the IRS could buy a lot of encryp
tion boxes, but they were not available in 1976; they could provide 
their own protection. Even if we slice the pie up and try to deal 
with this and that body of information, if any one of them finds 
itself on the common carriers of the country, you still have the 
problem of protecting it or deciding whether it needs to be protect
ed; and if so, what are the circumstances under which it may be 
intercepted and used. 

The problem centers around the ability of the telecommunication 
carriers to protect or not to protect what is in their hands. 
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There is one carrier, Satellite Business Systems, which does offer
a specific tariffed service encrypted end to end—from me to you, it
is protected.

The stories are to the effect that there are not very many takers
of the service. People fail to see the threat; corporations fail to see
it. They simply are unwilling to pay the differential cost for the 
protection.

Mr. KASTENMEIER. Let me ask you this on that issue of encryp
tion, taking a private corporation may, if it desires to protect its
transmissions by encryption or some other method, in the ultimate,
it is not able, I take it from, if one understands the very substan
tial involvement of the National Security Agency, in terms of the
funding and development of encryption, to ultimately protect itself
from the Government, that is to say, because, am I not correct in
assuming that they sit at the top of the apex in terms of encryption
for which this country is technologically responsible? 

Mr. WARE. Yes, but there is available a so-called Digital Encryp
tion Standard, DES. It is a matter of public knowledge that the
NSA played a part in certifying the encryption standard.

The National Bureau of Standards has a series of documents tell
ing how to use encryption, and the best commercial products are
built around that scheme. 

If you take evidence available in the public record and add to it
what you hear in the halls at computer conferences, the DES is a
valid approach for providing encryption standards for the foreseea
ble future. 

Mr. OETTINGER. That cat is long out of the bag.
The means for computer-and-communications security, shorten

ing that to communications security, are in the public domain and
no longer in the monopoly of the United States or any other Gov
ernment, so I think that that has become a red herring.

Much more serious is the absence of will, of a market demand.
Plus insistence on perfection. Let me go back to something more
familiar, which is fire protection.

You can buy yourself a strong box that may resist a 5-year-old
trying to appropriate a bit of money for candy, but won't resist an
adult with a screwdriver and a pen knife. You can buy a more
elaborate filing cabinet with a lock and key, and then there are
safes that are rated to resist an hour or so against a professional
burglar or a small fire and you pay more for ones that will drop 10
stories and be in an inferno for 10 hours and still protect what is
inside them. 

The protection of information should be looked at in exactly the
same way. There are gradations of threats, gradations of protection
and just because we can't have the ultimate of protection, that 
doesn't mean we ought not to protect ourselves against obvious in
trusions. The question of whether, in the common good, some mini
mal—and little-by-little increasing—standards of protection should
be mandated for services of common concern, namely, the aggre
gate of the common carriers of the United States, is something that
would be very appropriate for the Congress of the United States to
consider. 

Mr. KASTENMEIER. Again, that analysis is correct insofar as cor
porate entities are concerned. It doesn't seem, however, to deal 
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with the passive U.S. citizen and his or her ability to protect such a 
person against intrusions, because they do not take such factors 
into consideration. 

There is an expectation of privacy which is easily violated be
cause they do not take precautions to protect themselves. They are
not able to financially or otherwise. 

Mr. WARE. The people who have computer conversations back 
and forth can take care of themselves. They can agree to do en
cryption, and they can take care of themselves. It is the private cit
izen that is at bay. 

It is very, very expensive, if not bordering on technical impossi
bility, to provide protection end to end. 

Mr. OETTINGER. If we do not take minimal steps in that direction,
we will never get there. 

We are entering a couple of decades of the evolution of the na
tional telecommunications network into a digital form. In that 
process, incremental investments to afford that kind of protection
to every citizen, I think, are feasible if there is a will. Otherwise it
will not be done because being everyone's business it is nobody's
business. With the dissolution of AT&T on January 1, and with the
competition in that area over the last decade, it has become less 
and less of anybody's business. 

Unless the Congress of the United States at some point says
there is a mandate for the private sector to increase—gradually so
the investments are affordable—the degree of protection available 
throughout the communications network by all competitors so 
nobody is disadvantaged, without that happening, your nightmares
will continue to be nightmares. 

Mr. WARE. We are moving gradually to an all-digital telecom
munications scene in this country; and therefore, the technical fea
sibility of gradually building in protection as we go is there. 

Mr. OETTINGER. What is needed is incentives. 
Mr. WARE. However, whatever the telecommunication carriers do 

by way of building in that kind of protection, for a long, long time
beyond when they get their job done, that wire between the tele
phone pole and your house will continue to be vulnerable. 

Mr. KASTENMEIER. One of the problems confronting the Congress,
it seems to me, is how we proceed, as, Dr. Ware, you suggested at 
the outset, because this is a fractionalized question of how we deal
with the new technology in communications, whether it is for what
purpose; one subsidy may have computer crime and another may 
have a difference aspect, and I am not suggesting the answer to 
this question is yes. I have to raise it anyway. 

With that in mind, do you see any need for some special select
commission to deal comprehensively with the problem, or indeed 
with its various aspects it may not be easy to deal with?

Mr. WARE. I had personal experience with one. I am convinced 
that for some problems a commission approach is a very good
mechanism that the country can employ. It is very useful for prob
lems which cut across jurisdictions of interest, very good for prob
lems which crop up here, there, and everywhere, but are basically
just different aspects of the same thing.

So yes, I am on record in more than one place of touting some 
sort of a congressional, not Presidential, commission to examine 
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issues. What do we ask it to do in terms of scope and breadth? That 
is a very subtle choice. 

Mr. OETTINGER. Commissions come and go. My sense is that over 
the longer term, some kind of joint congressional committee that 
might oversee the strategic side of this, leaving the area-by-area 
application to particular committees and particular fields, might be 
a way to approach this. The commission idea is at best a stopgap, 
but perhaps a very necessary first step. 

Combining overview and coherence with area-by-area specificity 
is the only way to go, because if we go just area by area, there will 
always be cracks and those cracks will be precisely where we are 
vulnerable. That is where the information will be stolen, between 
the cracks, and if we go just overview, we will keep on fiddling 
while Rome burns. 

Mr. WARE. This is true, and in part is the explanation of why a 
contemporary company will always have a vice president for data 
processing and communication matters. Somebody is in charge of 
it. 

One needs to put the information infrastructure in somebody's 
hands to be minded: and in the long run, we could well try to be 
innovative about doing so at the national level. Suggestions for 
doing so in fact might be one charge that you could lay on a com
mission, to come up with a sequence of options for putting some
body in charge. 

Mr. OETTINGER. It is a blind spot in our whole Government. 
The brawn and muscle people, whether it is within the military, 

in the Defense Department themselves, or their academic hangers-
on and so forth, are very strong, and very minimal attention is 
paid to the brain side. 

It is only within the last few years that minimal attention has 
been paid to that, and in the appropriations process, if it is a 
matter of hardware and munitions versus command and control, 
the information side will always get the short end of the stick. We 
understand energy and materials, but we don't pay enough atten
tion to the information side of the things that make our organiza
tions tick. 

Mr. KASTENMEIER. I fear that is true, and in fact it is obvious 
that while this committee is concerned, among other things, in part 
with the possible intrusion by the Federal Government in terms of 
the people, on the other side are the concerns of national security 
interests. 

The point of these conflicting, not reaching Big Brother in the 
1984 state, assuming we have to participate fully in the utilization 
of the technology, is a very different question. 

I thank both of you for your appearance today. I hope that some 
of your suggestions and your advice to us we will take advantage 
of, and I want to compliment you both. 

Mr. WARE. We are both available for further discussion when
ever Mr. Beier or others wish. 

Mr. KASTENMEIER. One thing I would ask of perhaps both of you, 
and that is, what are the dimensions, as you see them? Spell them 
out. Only some of the dimensions will concern us directly, but we 
need to be aware of the other dimensions to the question. See if 
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you can conceptualize it more generally in letter form to us, and 
this would be very useful to us. 

Mr. OETTINGER. Very good, Mr. Chairman. 
Mr. KASTENMEIER. I would hope that Ms. Bok, our next witness, 

who has been very patient, would indulge the Chair in a 10-minute 
recess. Perhaps I can get some of our other colleagues to join us. 

[Recess.] 
Mr. KASTENMEIER. The committee will come to order. 
Our last witness this morning is Sissela Bok, who is the author 

of three books, "The Dilemma of Euthanasia: Moral Choice In 
Public And Private Life," and "Secrets On The Ethics Of Conceal
ment And Revelation." These works, particularly the latter two, 
raise important, serious, moral and philosophical questions. 

Particularly of interest to us are the distinctions between the 
right to know through the Government disemminating information 
and the disemmination of personal information to the Government 
and to other strangers. 

We have seen a tendency to limit access to Government informa
tion, and on the other hand there may be a growing tendency by 
Government to gather more personal information on individuals 
and to use it for purposes unrelated to the original justification. 
Each development produces conflicts. 

We are very pleased and delighted to have you here. We apolo
gize for the delay in reaching you as a witness this morning. We 
invite you to proceed as you wish. 

TESTIMONY OF SISSELA BOK, AUTHOR OF "SECRETS" AND 
"LYING;" PROFESSOR, HARVARD UNIVERSITY 

Ms. BOK. Well, Mr. Chairman, thank you very much for your in
dulgence in having me come later. My plane was being de-iced and 
there wasn't very much I could do at the Boston airport. 

I have been asked to come here and talk about the problems that 
your committee faces and to give some of the views in my book 
"Secrets" that you mentioned earlier. That book does tie together 
the two concerns that your committee is concentrating on, the con
cern about Government keeping more and more secrets, and about 
Government and other individuals and other organizations probing 
into more and more information that private citizens would like to 
keep private. 

I think that the work of your committee is exceptionally impor
tant, and I would like to say in response to one of the questions 
that you addressed to another witness that I do believe there would 
be a place for a commission, perhaps even two commissions, to ad
dress the two mirror images of this problem that you are confront
ing. 

It may be that one commission might not be able to cope with 
both, and I would say that each of the commissions or the commis
sion, if it is the same, should then have to look into every single 
different proposal that is being made, every single new measure of 
secrecy or of probing that has been instituted. 

I think 1984 will be an exceptionally important year for the deci
sion with respect to Government control over information in the 
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United States, both control over its own information and control 
over information that private citizens may dispose of.

I don't think that we are in any danger of coming close to the
Oceania of 1984. We have our traditions of free speech and of a free
press and we do have a number of restrictions on official secrecy;
but the pressures for secrecy and more secrecy are strong and 
never more so than when national interests increase so far as they
have in the last year.

The administration in confronting the Soviet Union, a govern
ment that does exercise pervasive secrecy and censorship, is now
moving to reciprocate. It is as if it were trying to catch up in the
secrecy race as strenuously as it pursues the arms race. 

Technological change is coming so rapidly that both protecting
and intruding into secrets take on new dimensions.

Every government that tries to keep more secrets from citizens 
also tends to pry into more information about citizens. I think that
is almost a law of nature that one might like to establish. And in a
democracy, of course, the burden of proof has to be on the govern
ment to justify every increase in secrecy that it attempts to secure,
and the burden of proof also has to be on the government to justify
every new intrusion into the affairs of private citizens. 

Those who have testified before this committee earlier have 
spoken of the many different ways in which the government is
pressing this secrecy race: through press censorship, as in the inva
sion of Grenada, through measures to limit the Freedom of Infor
mation Act, and through expanded powers to classify information
as secret, as well as through limits on travel, research, publication,
and commerce in the private sector. 

Perhaps the most dramatic and far reaching of the new efforts to
control information is to be found in the national security Presi
dential directive of March 11, 1983. These many measures must be
looked at together in order that their full force be grasped. They
risk imposing direct Government controls over what millions of
Americans write and speak, not only in public service but in the
private sector; and I believe that the indirect effects of such con
trols will be felt by all Americans, because the indirect effects will
have to do with all kinds of legislation and all kinds of Govern
ment measures. 

Why should the United States, of all countries, with its tradition
al distrust of official secrecy, be moving in this direction? In a way
the reasons are in one sense easy to understand.

Faced with the extensive controls over information, travel, re
search, and trade exercised by the Soviet Union and other coun
tries, leaders of the Western democracies experience a dangerous
imbalance, made all the more troubling now that the arms race
and rising international tensions have so greatly increased the 
danger of armed conflict.

In addition, the new technologies of intelligence—the methods of
surveillance and photography, the satellites and the spy planes—
have made all nations feel that their secrets are more vulnerable 
than ever. 

While these motives are understandable, and I know your com
mittee is taking them seriously, the drawbacks of tightening offi
cial secrecy should give pause. In the first place it has not been 
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shown how the new measures will increase security. Just how will
censorship in Government and science, for instance, guard against
the new technologies of surveillance? And even if such censorship
could be enforced domestically, how would it avail against the flow
of scientific and technological information, often of the highest
order, between other countries? We are not the only country with
this kind of advanced information. 

As for leaking, does anybody really believe that lie detector tests
will do much to arrest it? So long as high officials leak with impu
nity, others will follow suit; and at times leaks are of the highest
importance to the public—as in the many revelations that exposed
the Watergate abuses. 

Indeed, official secrecy and leaking exist in a symbiotic relation
ship; for as Government secrecy expands, more public officials 
become privy to classified information and are faced with the 
choice of whether or not to leak, at times when they think an 
abuse or something problematic is going on; growing secrecy like
wise causes reporters to press harder from the outside to uncover
what is hidden. And then in a vicious circle, the increased revela
tions give Government leaders further reasons to press for still 
more secrecy. 

Advocates of the stepped-up secrecy may agree that it is unlikely
to do much for security, but conclude that nevertheless it is worth
while even if it has only a limited effect—perhaps a chilling effect
on at least some would-be leakers, for example, or a timelag before
the public learns about military ventures abroad.

In so doing, however, these advocates often ignore or play down
the second drawback of increased secrecy: the risks it carries for
the Nation, which I believe are very serious. A look at secretive so
cieties around the world shows that insofar as governments 
manage to impose official control over what is written, over re
search, over travel and public service, they undermine the most
fundamental freedoms. 

The control, moreover, affects not only national security but,
much more often, what would present a challenge to government
leaders themselves: all that might prove embarrassing, all that 
stands in need of challenge, all that exposes failure and wrongdo
ing.

Now, political life in our country depends crucially on how the
public perceives officeholders. They operate under the strongest 
pressures to avoid exposure of anything that would leave them 
open to criticism. It is folly to believe that the power to censor and
control information would be restricted to legitimate national se
crets. It never has and it never will. 

To such warnings, proponents of tighter Government controls 
might well retort that they intend to steer clear of all abuses of
secrecy and all risks to the Nation. But in the absence of explicit
and adequate safeguards, this reply is entirely beside the point. No 
one, however well intentioned, can know in advance how future 
American Governments will use the secrecy and censorship provi
sions, once they are enacted. Nor can anyone guarantee that all 
those who exercise the new controls will be immune to the corrupt
ing effects that secrecy—like all other exercises of power—can 
have. 



249


The risks of secrecy are especially great when allied to unusual
political or other power, and greatest of all when it is in the hands
of government leaders. Because official secrecy allows governments
to deceive and manipulate public opinion without any accountabil
ity whatsoever, it cuts at the very roots of democracy. It prevents
citizens from perceiving and debating the issues, and often gives a
false sense of their simplicity, suggesting that all is fine when it is
not—as when our Nation was misled by an elaborate system of
secret double-entry bookkeeping into ignoring the U.S. bombard
ment of Cambodia during the Vietnam war. 

The effect of the new measures on public debate would be devas
tating. Look back, for example, at the past month's op. ed. articles
in a number of national newspapers written by former public offi
cials, including such strong critics of present policies as Averell
Harriman and Ambassador Robert White. How many would bother
to write if they had to depend on advance clearance? And how 
many would receive it speedily enough for their comments to have
timely impact? 

Official secrecy and the silence and the manipulation it allows 
undercut what Simone Weil called "that interval of hesitation,
wherein lies all our consideration for our brothers in humanity." It
is this interval of hesitation, of reflection, of timely debate, that
permits citizens to think about what they owe to one another and
to citizens of other nations. 

Along with such risks to our democratic process, the new meas
ures carry risks to the individuals on whom they are imposed. Sci
entists and others have already testified about their concern that
censorship will dissuade some of the ablest among them from en
tering fields or undertaking research threatened by censorship. 

And here I would like to add that only 2 days ago in the Boston
Globe it was reported that there had been a survey of the scientists
who worked for the Manhattan Project in World War II. Every 
single one of those interviewed said that they would not have 
joined that project if they had been asked to sign a prepublication
review agreement—every single one. So that if we are interested in 
national security, this is a point to take into account.

I predict that the same will happen with respect to persons in
Government service, already burdened by harassment and lowered
income by comparison to past years. I base my prediction on con
versations with both actual and prospective Government employ
ees. Their distaste for the new directive is striking, as is their sense
of its adverse implications for their own lives, and you can under
stand why.

Put yourselves in the place of someone wondering whether or not
to seek Government employment—perhaps for a few years only to
begin with. Would you not think twice about accepting a position
that would subject you to prepublication review for the rest of your
life? 

Our country can ill afford losing the services of those with 
enough independence and foresight to resist the thought of such
lifetime censorship: those who think about their entire life and the
restriction that censorship would place upon it, and about the
many different kinds of Governments that this country may have
in the future. 
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We are not always going to have the Government that is propos
ing these measures and other Governments may have unforesee
able ideas about the secrecy provision.

If the new measures dissuade but a portion of able men and 
women from undertaking scientific research or going into top level
Government service, national security will be injured, not helped.

Given these threats to our democratic process, to individual liber
ties, and to national security from the new secrecy provisions, it is
imperative that each one receive the most careful examination. 
And this must happen before, not after, they have taken hold; for
alas, it is much easier to institute such practices than to end them. 

We have to take seriously the claim that more secrecy is needed,
but by itself the claim cannot suffice. We must be shown instances
of the dangerous revelations thought to have harmed national secu
rity so severely as to subject the Nation to the unprecedented new 
measures. 

So far as I know, advocates of the new regulations have produced
no compelling set of such instances. Some have even argued that it
would damage the Nation's security interest to mention them at
all. This will not do. Neither Congress nor the American public can
be asked to accept the tightened secrecy on faith, without detailed
demonstration of the evils it is supposed to remedy.

Only when the evidence is produced will it be possible to exam
ine it critically. Until then, I think we have to ward off every 
single measure that asks us to take things on faith.

It will then be possible to consider just what dangers to national
security are in question, and to ask how the stepped-up official con
trol is meant to remedy them, whether it is likely to do so, what
risks accompany each new measure, and what alternatives might
better serve genuine national security. 

In so doing, it will be important to consider yet a third reason to
question the new secrecy measures, one that is international in
scope. It concerns the role that secrecy plays in fueling the arms 
race. 

Every nation obviously needs a degree of secrecy for self-defense;
yet most States use far more of it than is needed for purposes of
defense. Throughout the world, secrecy is a weapon in the hands of
aggressors and an aid in every scheme of internal repression; and
secrecy between nations has come to play a dominant role in in
creasing the distrust and suspicion that fan regional wars and 
propel the arms race.

Between nuclear adversaries, distrust is especially strong, for 
very good reason, since each knows that the other can lay it waste.
As a result, each side constructs so-called worst-case scenarios in 
which it imagines the enemy's most ingenious and devastating
schemes, and then prepares to be capable of retaliating in kind—
whether that be through ever more powerful nuclear weapons,
through space weapons, or through the most inhumane chemical
and biological weapons.

Each side does so in secret to the greatest degree possible, in
order to foil the enemy. And because of their mutual secrecy, each
suspects the other of far more treachery than meets the eye and 
prepares to respond in kind. In this way secrecy feeds on distrust 
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and nourishes it in turn. Together they increase international inse
curity, propelling the arms race, making peace ever more fragile.

Surely the example of the secrecy of the Soviet military that led
to the brutal shooting down last fall of the South Korean airliner
was counterproductive even from the Soviet point of view, in addi
tion to the tragedy it brought to the victims and their families. 
And the act itself led to increased world distrust and heightened
tensions, spurring the arms race and undermining negotiations.

It is not only in our own strongest interest domestically to resist
the immediate pressures for more secrecy. We also have urgent
reasons to do what we can to reduce secrecy between nations. The
United States, with its Freedom of Information Act and its society
more open than most, has much experience to share in this respect.
It has served as a beacon for peoples everywhere struggling with
Government controls over what is spoken and written. We have a
proud tradition to honor. There could not be a more dangerous 
time, domestically and internationally, to overturn this tradition. 

Thank you very much.
Mr. KASTENMEIER. Thank you very much, Ms. Bok, for that elo

quent testimony.
[The statement of Ms. Bok follows:] 
Mr. Chairman and Members of the Subcommittee: My name is Sissela Bok. I

teach philosophy at Harvard University and have written a book called "Secrets: On
the Ethics of Concealment and Revelation". I am grateful for the opportunity to tes
tify before your Committee; 1984 will be a year of decision with respect to govern
ment control over information in the United States. With its traditions of free 
speech and of a free press, and with its Freedom of Information Act and other re
straints on official secrecy, the United States is hardly analogous to George Orwell's
Oceania. But the pressures for more secrecy are strong, and never more so than
when international tensions increase. The Administration, confronting in the Soviet
Union a government that exercises pervasive secrecy and censorship, is now moving 
to reciprocate. It is as if it were trying to catch up in the secrecy race as strenuously
as it pursues the arms race. 

Those who have testified before this Committee earlier have spoken of the many
different ways in which the government is pressing this secrecy race: through press
censorship as in the invasion of Grenada, through measures to limit the Freedom of
Information Act, and through expanded powers to classify information as Secret, as
well as through limits on travel, research, publication and commerce in the private 
sector. 

Perhaps the most dramatic and far-reaching of the new efforts to control informa
tion is to be found in the National Security Presidential Directive of March 11, 1983.

These many measures must be looked at together in order that their full force be
grasped. They risk imposing direct government controls over what millions of Amer
icans write and speak, not only in public service but in the private sector; and I
believe that the indirect effects of such controls will be felt by all Americans.

Why should the United States, of all countries, with its traditional distrust of offi
cial secrecy, be moving in this direction? In a way the reasons are in one sense easy
to understand. Faced with the extensive controls over information, travel, research 
and trade exercised by the Soviet Union and other countries, leaders of the Western
democracies experience a dangerous imbalance, made all the more troubling now
that the arms race and rising international tensions have so greatly increased the
danger of armed conflict. In addition, the new technologies of intelligence—the
methods of surveillance and photography, the satellites and the spy planes—have
made all nations feel that their secrets are more vulnerable than ever. 

While the motives are understandable, and I know your committee is taking them
seriously, the drawbacks of tightening official secrecy should give pause. In the first
place it has not been shown how the new measures will increase security. Just how
will censorship in government and science, for instance, guard against the new tech
nologies of surveillance? And even if such censorship could be enforced domestically,
how would it avail against the flow of scientific and technological information, often
of the highest order, between other countries? 
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As for leaking, does anybody really believe that lie detector tests will do much to
arrest it? So long as high officials leak with impunity, others will follow suit; and at
times leaks are of the highest importance to the public—as in the many revelations
that exposed the Watergate abuses. Indeed, official secrecy and leaking exist in a 
symbiotic relationship; for as government secrecy expands, more public officials 
become privy to classified information and are faced with the choice of whether or
not to leak; growing secrecy likewise causes reporters to press harder from the out
side to uncover what is hidden. And then, in a vicious circle, the increased revela
tions give government leaders further reasons to press for still more secrecy.

Advocates of the stepped-up secrecy may agree that it is unlikely to do much for
security, but conclude that nevertheless it is worthwhile even if it has only a limited
effect—perhaps a "chilling effect" on at least some would-be leakers, for example, or
a time lag before the public learns about military ventures abroad. 

In so doing, however, these advocates often ignore or play down the second draw
back of increased secrecy: the risks it carries for the nation which I believe are very
serious. A look at secretive societies around the world shows that insofar as govern
ments manage to impose official control over that is written, over research, over 
travel and public service, they undermine the most fundamental freedoms. The con
trol, moreover, affects not only national security but, much more often, what would
present a challenge to government leaders themselves: all that might prove embar
rassing, all that stands in need of challenge, all that exposes failure and wrongdo
ing. 

Now, political life in our country depends crucially on how the public perceives
officeholders. They operate under the strongest pressures to avoid exposure of any
thing that would leave them open to criticism. It is folly to believe that the power to
censor and control information would be restricted to legitimate national secrets. It
never has and it never will. 

To such warnings, proponents of tighter government controls might well retort
that they intend to steer clear of all abuses of secrecy and all risks to the nation.
But in the absence of explicit and adequate safeguards, this reply is entirely beside
the point. No one, however well-intentioned, can know in advance how future Amer
ican governments will use the secrecy and censorship provisions, once they are en
acted. Nor can anyone guarantee that all those who exercise the new controls will
be immune to the corrupting effects that secrecy—like all other exercises of 
power—can have. 

The risks of secrecy are especially great when allied to unusual political or other
power, and greatest of all when it is in the hands of government leaders. Because
official secrecy allows governments to deceive and manipulate public opinion with
out any accountability whatsoever, it cuts at the very roots of democracy. It pre
vents citizens from perceiving and debating the issues, and often gives a false sense
of their simplicity, suggesting that all is fine when it is not—as when our nation
was misled by an elaborate system of secret double-entry book-keeping into ignoring
the US bombardment of Cambodia during the Vietnam war.

The effect of the new measures on public debate would be devastating. Look back,
for example, at the past month's Op. Ed. articles in a number of national newspa
pers written by former public officials, including such strong critics of present poli
cies as Averell Harriman and Ambassador Robert White. How many would bother
to write if they had to depend on advance clearance? And how many would receive
it speedily enough for their comments to have timely impact?

Official secrecy and the silence and the manipulation it allows undercut what 
Simone Weil called "that interval of hesitation, wherein lies all our consideration 
for our brothers in humanity." It is this interval of hesitation, of reflection, of 
timely debate, that permits citizens to think about what they owe to one another
and to citizens of other nations. 

Along with such risks to our democratic process, the new measures carry risks to
the individuals on whom they are imposed. Scientists and others have already testi
fied about their concern that censorship will dissuade some of the ablest among
them from entering fields or undertaking research threatened by censorship. I pre
dict that the same will happen with respect to persons in government service, al
ready burdened by harassment and lowered income by comparison to past years. I
base my prediction on conversations with both actual and prospective government
employees. Their distaste for the new directive is striking, as is their sense of its
adverse implications for their own lives and you can understand why.

Put yourselves in the place of someone wondering whether or not to seek govern
ment employment—perhaps for a few years only to begin with. Would you not think
twice about accepting a position that would subject you to prepublication review for
the rest of your life? Our country can ill afford losing the services of those with 
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enough independence and foresignt to resist the thought of such lifetime censorship:
those who think about their entire life and the restrictions that censorship would
place upon it, and about the many different kinds of governments that this country
may have in the future. If the new measures dissuage but a portion of able men and 
women from undertaking scientific research or going into top level government 
service, national security will be injured, not helped. 

Given these threats to our democratic process, to individual liberties, and to na
tional security from the new secrecy provisions, it is imperative that each one re
ceive the most careful examination. And this must happen before, not after, they
have taken hold; for alas it is much easier to institute such practices than to end
them. We have to take seriously the claim that more secrecy is needed, but by itself
the claim cannot suffice: we must be shown instances of the dangerous revelations
thought to have harmed national security so severely as to subject the nation to the
unprecedented new measures. So far as I know, advocates of the new regulations
have produced no compelling set of such instances. Some have even argued that it
would damage the nation's security interest to mention them at all. This will not 
do. Neither Congress nor the American public can be asked to accept the tightened 
secrecy on faith, without detailed demonstration of the evils it is supposed to 
remedy. 

Only when the evidence is produced it will be possible to examine it critically. It 
will then be possible to consider just what dangers to national security are in ques
tion, and to ask how the stepped-up official control is meant to remedy them, wheth
er it is likely to do so, what risks accompany each new measure, and what alterna
tives might better serve genuine national security. 

In so doing, it will be important to consider yet a third reason to question the new
secrecy measures—one that is international in scope. It concerns the role that secre
cy plays in fueling the arms race. Every nation obviously needs a degree of secrecy
for self-defense; yet most states use far more of it than is needed for purposes of 
defense. Throughout the world secrecy is a weapon in the hands of aggressors and 
an aid in every scheme of internal repression; and secrecy between nations has 
come to play a dominant role in increasing the distrust and suspicion that fan re
gional Wars and propel the arms race. 

Between nuclear adversaries, distrust is especially strong, for very good reason,
since each knows that the other can lay it waste. As a result, each side constructs 
so-called "worst-case scenarios" in which it imagines the enemy's most ingenious
and devastating schemes, and then prepares to be capable of retaliating schemes,
and then prepares to be capable of retaliating in kind—whether that be through
ever more powerful nuclear weapons, through space weapons, or through the most
inhumane chemical and biological weapons. Each side does so in secret to the great
est degree possible, in order to foil the enemy. And because of their mutual secrecy,
each suspects the other of far more treachery than meets the eye and prepares to
respond in kind. In this way secrecy feeds on distrust and nourishes it in turn. To
gether they increase international insecurity, propelling the arms race, making 
peace ever more fragile. 

Surely the examaple of the secrecy of the Soviet military that led to the brutal
shooting down last fall of the South Korean airliner was counterproductive even 
from the Soviet point of view, in addition to the tragedy it brought to the victims
and their families. And the act itself led to increased world distrust and heightened
tensions, spurring the arms race and undermining negotiations. 

It is not only in our own strongest interest domestically to resist the immediate
pressures for more secrecy; we also have urgent reasons to do what we can to reduce
secrecy between nations. The United States, with its Freedom of Information Act 
and its society more open than most, has much experience to share in this respect.
It has served as a beacon for peoples everywhere struggling with government con
trols over what is spoken and written. We have a proud tradition to honor. There 
could not be a more dangerous time—domestically and internationally—to overturn
this tradition. 

Mr. KASTENMEIER. Your testimony speaks of the dangers posed 
by Government secrecy. You have also written of the value of se
crecy or privacy for both individuals and society. What makes one 
form of secrecy good and the other evil? 

Ms. BOK. Well, one element that is important there is the ele
ment of power. When Government controls secrecy, it has so much
power over citizens that in a democracy this has to be dangerous. 
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A private citizen does not dispose of that kind of power. More
over, personal dignity requires the protection of individual privacy
in a way that is simply not analogous to the Government. The Gov
ernment too has reasons for secrecy, but secrecy there has to be
kept to a minimum.

We have to respect the exceptions, for instance, that are already
in the Freedom of Information Act. We have to understand why
those exceptions are there, but we do have to question every single
new form of Government secrecy and that is simply not the case
with respect to individuals.

Mr. KASTENMEIER. Incidentally, I noted that you copyrighted, or
at least have given a copyright notice with your presentation. I do
hope you will allow us to print it here.

Ms. BOK. Yes, I will. I give my permission. It is my custom to do
these things.

Mr. KASTENMEIER. I yield to my colleague for a moment. 
Mr. KINDNESS. Thank you very much, Ms. Bok, for your 

testimony.
I wonder if we might just examine your response to the chair

man's inquiry a moment ago a little bit further, because I think 
that certainly I would start by saying that I agree with you very
completely, I think, on the need for secrecy with respect to infor
mation relating to the individual, privacy considerations, and 
maintaining the dignity and freedom of the individual to dictate 
that there must be some secrecy available there.

But in a similar vein, there is a need perceived by some for digni
ty of a government as such, not only in international relations but
domestically as well. It is a very dangerous concept, I think, but
one with some validity. Drawing the line between enough and too
much secrecy presents some very difficult problems and always has
in our society, in the 20th century, at any rate, and probably 
always will.

First, might I ask, would you agree or disagree with the concept
that there is a dignity factor with respect to governments that is
appropriate to be considered?

Ms. BOK. Yes, I think you could use that in a metaphorical way,
but I would say that the essential dignity of a democratic govern
ment really lies in the fact that it is a government by the people
and for the people so that the dignity of a government has to reside
in its openness and in its democracy.

However, I would add that there are reasons for secrecy in Gov
ernment. And I would only say that the burden of proof should be
very heavy upon the Government to show what those reasons are
and why a particular measure is absolutely necessary in light of
the democratic traditions and the commitment to citizens of 
openness.

Mr. KINDNESS. One of the facts that concerns me about dignity of
government is that in international relations we are often viewed
as being naive or silly or what have you by other nations, although
they may respect our institutions and the openness of our society.
It is fairly typical for Europeans and others around the world to
view some of that openness as being excessive and perhaps causing
us a degree of ineffectiveness as well as embarrassment in rela
tions with other countries. 
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Do you believe that there is a ground for secrecy where negotia
tions are going on between the United States and another country
which may or may not lead to an agreement of some sort? 

Let's say it is arms limitation, or let's take it out of that area
and put it in the area of trade, the dignity of position being negoti
ated. Is that a basis for warranting some degree of secrecy while
those negotiations are going on?

Ms. BOK. Yes. I would definitely argue that there is, and I have
in fact written about that in my book, Secrets.

Negotiations will very often fail if they are conducted in the 
open and so it is important to have a degree of secrecy there. How
ever, even that secrecy should be limited to some extent.

It is obviously important to know who is negotiating with whom,
with what country we are involved in the negotiations. And it is
obviously important also to know at the end of the negotiations ex
actly what was agreed upon so that the Congress and the people
have a chance to decide whether they go along, so that any secret
clauses should not result from those secret negotiations. And there
is always a danger with respect to secret negotiations that exactly
that will happen. 

There again, we do have to have some accountability. But I 
would definitely agree that some secrecy is needed for the process
of negotiation itself, for the flexibility and creativity that would 
otherwise be destroyed. 

Mr. KINDNESS. On page 7 of your written testimony, in the first 
full paragraph, second sentence, you refer to the unprecedented
new measures. I take it you are referring there to the prepublica
tion clearance and polygraph testing and that sort of thing that is
involved in the Executive order. 

I am confronted with a question of which comes first, the chicken
or the egg. The existence of the Freedom of Information Act was 
new in its time, in a sense, and was therefore sort of unprecedented
in that direction. 

Ms. BOK. Yes. 
Mr. KINDNESS. Since then, there have continued to be efforts to 

move back somewhere toward secrecy in various areas that may or
may not be justified. But these unprecedented new measures pre
sumably would not be proposed were it not for the literally unprec
edented new measures represented by the Freedom of Information
Act, as such. 

Do we have a way to ever hope to draw a line and have an end to
the settlement back and forth oil these considerations? Do you
think there is an answer, so to speak, for all time, or are we talk
ing about something that will have to. be constantly adjusted? 

Ms. BOK. Well, first, I would just like to say that "unprecedent
ed" is a word that one could obviously apply to everything includ
ing any word that one just says. I think both the pressure for secre
cy and the pressure for openness that is manifested in the Freedom
of Information Act have their precedents, in fact, in this country.

What is unprecedented in each case was the form that it took.
With respect to these new measures, not only the institution of 
censorship for the first time in the United States but the combina
tion of all those measures together are unprecedented. 
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The United States has had a lot of pressure back and forth over
the 18th century and 19th century and 20th century with respect 
to secrecy, and I believe that that will have to continue. That 
should be part of our political process. But that process has to be
conducted in the open and the public has to know what it is about,
the new measures that are so necessary. That is why we have to
have examples. We have not yet been given examples. 

I think the debate about secrecy should always be conducted 
completely openly, even though we may agree at the end that cer
tain kinds of Government information should remain secret. 

Mr. KINDNESS. Thank you.
Thank you, Mr. Chairman. I yield back.
Mr. KASTENMEIER. I yield to the gentleman from Massachusetts. 
Mr. FRANK. Let me just ask one question, which is, given the tra

dition in the United States, one of the problems I have with the
effort that is now going on in the administration to impose all this
secrecy is it seems to me even if you thought it was a terrific idea
unlikely to be successful and that the effort to do it is going to
produce a great deal of problems and not even accomplish the goal
that it is seeking, given the nature of this country and the tradi
tion you have been talking about, what is the likelihood of this
kind of regime that they are talking about being imposed on people
successfully? 

Ms. BOK. Well, that I think is a very good question. I doubt that
in this country, because of the tradition of people speaking out 
quite freely, speaking their minds freely, I doubt that this is going
to work. I think that many of these measures will cause kind of an
upheaval in this country that we may not have seen for a long 
time. 

I really do believe that we could have new forms of civil disobedi
ence by Government officials and others in the same way that we 
did have that about other important issues. I would say, for in
stance, that if the censorship provisions were to be applied not only
to people who sign them now but to people who have been in the
Government in the past and not signed them, then we would see
former leaders of this country leading the effort of protest against
those provisions and possibly refusing to sign, possibly being 
indicted. 

So that is the greatness in a way of this Nation that it will take
up issues like this and debate them to the fullest. And I do think 
that there will be a great deal of debate. But I would also say that
trying to impose these measures could hurt the country.

I said before that it could hurt national security. Those people,
for instance, who worked on the Manhattan project and who would
not have even begun had they had to sign a censorship provision,
are replicated in the 1980's by a great many others. So that the
country will definitely be hurt, in my opinion, by the effort to 
impose the new measures.

On the other hand, I also think that that effort probably will not
be immediately successful because it will arouse so much contro
versy.

Mr. FRANK. We could get the worst of both worlds. 
Ms. BOK. I think we would. 
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Mr. FRANK. It seems that we are guilty of a quite unconservative
failure to understand the limits of government and the strength of
a nation's traditions. 

I will yield back, Mr. Chairman.
Mr. KASTENMEIER. The gentlewoman from Colorado. 
Mrs. SCHROEDER. Well, I, too, realize that the time is short and 

we thank you for being here. It has been a crazy, busy day.
I think the other thing that is important when you look at these

new measures is that they are not directed against political em
ployees. They are directed against civilian employees. If you look at
many of the leaks, they have come from political employees and
many of the civilian and professional people were never in the in
formation loop to leak anyway. 

So you have the harshness of the measure going into the group
that really were not the offenders, which is very interesting.

Ms. BOK. Yes. I think that is important. And I do think that 
leaking by subordinates is not going to stop until it stops at the
very top. If you are going to have measures for subordinates, then
you should have them all the way up. 

Mr. KASTENMEIER. On the point you made with respect to pre
publication clearance, would it not be enough if we had such con
cepts as prepublication clearance but merely an affirmation by the
agency that if the individual presumes to write a book after having
left the Government, shall not reveal certain confidential secrets? 
That is to say, shall not reveal that which is classified any more
than that individual would be enabled to do so with respect to com
municating such secrets to any other person? 

Ms. BOK. Yes, I think that would be enough. And, in fact, as I
understand it, that is already the law in this country, that it is
against the law to reveal classified information.

The trouble that officials often mention is that it is very hard to
prosecute people for that, since they might have to reveal some
other secrets in so doing. So then again you get into the secrecy
problem. 

Mr. KASTENMEIER. That is a law enforcement problem.
In any event, we are most pleased to have had you here today,

Ms. Bok, and have the benefit of your views, your having written
extensively on secrets, concealment, and revelation. Your books are
well known in that area, and we appreciate your sharing your 
views with us on this committee. 

Your testimony has concluded today's proceedings and this com
mittee will be adjourned, although these hearings on 1984 civil lib
erties and the national security state and other questions relating
to the area will be continuing in the near future.

Until that time, the committee stands adjourned.
[Whereupon, at 1:05 p.m., the subcommittee adjourned, subject to

the call of the Chair.] 
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Washington, DC. 
The subcommittee met, pursuant to call, at 10:40 a.m., in room

2226, Rayburn House Office Building, Hon. Robert W. Kastenmeier
(chairman of the subcommittee) presiding. 

Present: Representatives Kastenmeier, Glickman, Berman, and 
DeWine. 

Staff present: Deborah Leavy, David W. Beier, counsel; Joseph V.
Wolfe, associate counsel; and Audrey K. Marcus, clerical staff. 

Mr. KASTENMEIER. The committee will come to order. 
This morning the subcommittee continues with our fourth day of

hearings on 1984 Civil Liberties and the National Security State. 
Today, we will examine privacy protection in the computer age.

The threat to personal privacy is a growing worry. A recent Harris
poll showed more Americans, 48 percent, to be very concerned 
about this issue than ever before, and no wonder. 

The same poll revealed four out of five believe it would be easy
for someone to assemble a master file on their lives that violate 
their privacy. This hearing will consider whether that threat is 
real. 

I would like to step back for a moment in order to gain some per
spective. At the turn of the century, Americans had no drivers' li
censes, no Social Security cards, no Selective Service registration.
Only a few decades later, a small percentage paid income tax, and
even fewer had passports. 

All that, of course, has changed. Added to that web of informa
tion are, in recent decades, records generated by credit cards, credit
reports, insurance claims, banks, and a host of other reasons to col
lect transactional information, personal data tracking, the transac
tions of modern life. . 

Ten years ago, the consensus developed that there was a need for
Government intervention to protect such personal information. The
Congress determined that Government should use such data only
for the purpose for which it was collected, and that there should be
no national data bank, no Big Brother computer. 

(259) 
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Since the Privacy Act became law, there has been a tremendous 
increase in the collection of personal data in public and private sec
tors, data subject to increasing computerization.

This phenomenon leads us to the question: What are the dan
gers? Is the increase in personal data bases, combined with the ca
pability of computers to interact with each other, plus the trend 
toward national identifiers, leading us to the creation of a national 
data center—an idea firmly rejected once by Congress. 

The rapid advances of technology make it urgent that we in Con
gress reexamine the privacy protections provided by law to ensure 
that these defenses and personal freedom are not breached. We 
begin this task this morning. 

Our first witness this morning has made our subject a major 
field for concentration. He is Robert Ellis Smith, publisher of the
Privacy Journal, an independent monthly on privacy in the com
puter age. 

Mr. Smith is also the author of Privacy: How To Protect What's 
Left Of It and The Big Brother Book of Lists; a former newspaper 
reporter, and he is also a lawyer. 

Mr. Smith, I would like to greet you this morning. We have your 
statement and you may proceed as you wish, sir. 

[The statement of Mr. Kastenmeier follows:] 
STATEMENT OF ROBERT W. KASTENMEIER, CHAIRMAN, SUBCOMMITTEE ON COURTS, 

CIVIL LIBERTIES AND THE ADMINISTRATION OF JUSTICE, APRIL 5, 1984 

This morning the subcommittee continues with our fourth day of hearings of 
"1984: Civil Liberties and the National Security State". Today we will examine Pri
vacy Protection in the Computer Age. 

The threat to personal privacy is a growing worry: a recent Harris poll showed
more Americans (48%) to be "very concerned" about this issue than ever before. 
And no wonder: this same poll revealed that four out of five believe that it would be
easy for someone to assemble a master file on their lives that would violate their
privacy. This hearing will consider whether that threat is real. 

I'd like to step back for a moment in order to gain some perspective. At the turn
of the century, Americans had no drivers' licenses, no social security cards, no selec
tive service registration. A few decades later, only a small percentage paid income
tax, and even fewer had passports. All that, of course, has changed. Added to that
web of information are, in the recent decades, records generated by credit cards,
credit reports, insurance claims, banks, and a host of other reasons to collect "trans
actional' information—personal data tracking the transactions of modern life. 

Ten years ago, a consensus developed that there was a need for government inter
vention to protect such personal information. Congress determined that government
should use such data only for the purpose for which it was collected, and that there
should be no national data bank, no "Big-Brother" computer. 

Since the Privacy Act became law, there has been a tremendous increase in the
collection of personal data in the public and private sectors, data subject to increas
ing computerization.

This phenomenon leads us to question: What are the dangers? Is the increase in
personal data bases, combined with the capability of computers to interact with
each other, plus the trend toward national identifiers, leading us to the creation of a
national data center, an idea firmly rejected by Congress? 

The rapid advances of technology make it urgent that we in Congress reexamine
the privacy protections provided by law to ensure that these defenses to personal
freedom are not breached. We begin this task this morning. 

TESTIMONY OF ROBERT ELLIS SMITH, PUBLISHER. PRIVACY 
JOURNAL 

Mr. SMITH. Thank you, Mr. Chairman. 
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I begin my statement this morning with a quotation from Alex
ander Solzhenitsyn, who indicates that as we give out the bits of
information that you referred to throughout our daily lives, we
really are creating what can best be described as a spider's web, a
really vast network of information; some of it responsibly handled,
some of it not so responsibly handled. 

As Solzhenitsyn points out, we eventually develop a respect for
those who control that information. And like any spider's web, it
eventually can have the capacity to immobilize us.

I would like to today give an inventory of some of the data banks
that now exist and also highlight what I think is a rather danger
ous trend, namely, the Government is starting to learn that it 
doesn't have to gather the information itself, but can simply pur
chase it in the private sector. This has blurred the line between 
governmental action and commercial activity. Particularly it 
means the Government is relying on information collectors that 
have never had a strong reputation for accuracy or timeliness or
responsibility in their information collection. 

It is interesting to me, for instance, that the Government now is
starting to rely on credit bureaus a good deal. On the other hand,
the Federal Trade Commission, an arm of the Federal Government,
has continually cited many of these same organizations for their 
sloppy recordkeeping. It is rather a strange irony. 

On page 5 of my testimony there is a chart that indicates the
sort of data that was collected in the fifties, the good old days, I 
guess. This was before computerization. The dotted lines on these 
charts indicate manual exchanges of information. 

The credit bureau then was kind of a local mom-and-pop oper
ation that was set up by the local department stores in town, not
really tied into any other information collection throughout the 
community or Nation. That is not the situation at all today.

I don't think we can solely blame computers for the develop
ment. There were some simultaneous developments after the war.
One was the increased reliance on insurance in our lives. Although
many people had insurance during the mid part of this century, it
wasn't as essential as it is to our lives now. Certainly, health insur
ance did not loom as large then. 

Most retail purchases were not made on installment credit as 
they are now. Also, we were not as mobile a population; we stayed
put. So that if you went into the department store and asked for
credit, the merchants could rely on the fact that they knew your
family, or they knew your roots. Now, by and large, in the market
place, we deal as strangers; so that gives rise to the need for credit
bureau-type operations.

It is also no secret that we had fewer transactions with the Gov
ernment then in the fifties. That was an age when there was no 
Medicare and no Medicaid, no supplemental security income, no
food stamps, very little student aid, no equal opportunity laws that
required the collection of a lot of data. That all has changed, not
only with the development of the computer but with some of these
other trends. 

Moving on now to chart 2, which is on page 7 of my testimony,
you can see that the credit bureau has taken on much larger im
portance. It has become computerized. Because computerization re
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quired a lot of capitalization, a lot of large national firms bought
up the credit bureaus in order to automate them. Most credit bu
reaus in the country now are owned by one of five large regional
operations. 

The credit bureau on this chart is the switchboard of the whole 
operation. It collects information from disparate sources and dis
tributes it to other disparate sources.

Once again, the bold lines on chart 2 indicate computerized ex
changes of information. You can see in the seventies that they 
were just starting to catch on. 

You can also see that, by and large, they were confined to the
commercial sector, the computer exchanges of information; very 
little between the Federal Government and the private sector at 
that point. 

Let's move on now to the current situation with the next chart, 
chart 4, which indicates some of the new data exchanges in the 
1980's. You can see now that the emphasis has shifted to the left of
the chart with regard to mailing list companies now taking on a
much larger role, and the Federal Government getting involved in
all of this. 

Just this month, the Office of Management and Budget is com
pleting agreements that will permit any Federal agency to have 24
hour remote computer access to individual credit reports. The 
credit bureaus will be linked with the Federal agencies and have
computer capability to process millions of transactional bits of in
formation from banks, creditors, credit card companies, and retail
ers. 

They also pick up information from courthouses around the 
country with regard to mortgages, liens, divorces, and lawsuits.

In turn, the credit bureaus will receive computerized information
each month from the Federal agencies on individuals with Govern
ment loans, contracts, and grants. 

Most shocking to me is that these organizations have never had
a good reputation with regard to the accuracy of their information.
I mention in my testimony some of the horror stories and the 
people who have been victimized by all this. 

I should stress as we look at the chart, that it does not work as 
efficiently as it may look. This is really a Rube Goldberg device
that we have created but there are lots of slips in the system.

The point is, however, that the technology now is in place for all
of these exchanges, and many of them are going on. The most dis
turbing exchange is the one between credit bureaus and Federal 
agencies.

The next most disturbing one is the one between mailing list 
companies and the Internal Revenue Service. Now, the IRS has 
used mailing lists, at least on the regional level, for many years.
What they are now proposing to do is use so-called demographic
profile lists. These lists indicate the lifestyle of individuals. These 
are lists that computers create with the collection of information
from disparate sources. 

These so-called demographic lists would include people's pur
chases, their home ownership, their automobile ownership, the 
ethnic group that they belong to, the number of children; and also
census information about their relative affluence. 
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These lists are precise enough for marketing products; but they
are not precise enough for tax investigations at all. But that is 
what the IRS proposes.

This is a very good example of how the Federal Government is
discovering that it doesn't have to gather the information itself and
follow all those procedural safeguards of the Privacy Act, but that
it can buy the information in the marketplace.

Another disturbing trend is that the Department of Treasury is
proposing that direct deposit of payroll checks be mandatory for all
2.8 million Federal employees. I think an individual ought to have 
a right to choose a depository institution and not have to report
that to the Government; and should have the right not to have a
depository institution. 

I also think, and there is some evidence of this, that once the
Federal Government institutes this mandatory direct deposit, the
private sector will follow suit.

I had a call from a person in Orlando, FL, who told me that his
company wanted him to authorize withdrawal of his account as 
well as deposit in case there was some overpayment by error.

What this means is that we will be seeing many more exchanges
of personal data between another large government agency, the De
partment of Treasury, and the Nation's banks. 

There has been testimony in the Congress about computer match
procedures instituted by the Federal Government for about the 
past 3 or 4 years. It is extremely controversial.

Many matches create a general search of the kind that the fram
ers of the fourth amendment intended to ban. Matches are in fact 
governmental actions generally searching one's papers and one's
effects. 

A few States have access to individual bank account information. 
Massachusetts, for instance, requires that all banks match Social
Security numbers with lists of welfare recipients to see which re
cipients may have savings accounts over the allowable limit. Most
State welfare departments now exchange data with private employ
ers and with public employers to determine who may be on a pay
roll and receiving income over the allowable limit. 

These exchanges don't always work as efficiently as they look on 
paper. For instance, many matches might involve looking at the 
payroll records of February, compared to the welfare rolls of 
March. If somebody turns up on both lists, a so-called hit, he or she
may be on both lists legitimately. There have been lots of problems
with that. People get knocked off the rolls and then they have the
burden of showing that they in fact belong on the public assistance
rolls. 

The Treasury Department, in trying to restrict travel to Cuba,
which has been done for many, many years, is now not looking at
the passport as the main means of control of travel outside the 
United States to a particular country; but the Department has dis
covered a fact of life: you look to the credit card companies for a
way to maintain surveillance.

The Treasury Department, in fact, is not prohibiting travel to
Cuba. It is prohibiting the use of plastic in Cuba—and it proposes
monitoring private credit card companies in order to see who has
been trying to use credit in Cuba. That scheme has been enjoined 
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by the First Circuit Court of Appeals. The case is now before the
U.S. Supreme Court, Regan v. Wald, No. 83-436. 

Just parenthetically, the travel offices of most Federal agencies
have direct computer access to airline reservation systems. I am 
not sure of all the implications of that, but I point it out as a com
puter exchange that may have started off very innocently but may
have some rather ominous overtones. 

Just about all State motor vehicle departments disclose auto reg
istration and driver license information by computer to Dataflo 
Systems, which is a Division of Equifax, formerly known as Retail
Credit Co. To complicate matters, Equifax is the owner of one of
the largest credit bureau operations in the Nation, including the
Credit Bureau here in Washington which has files on probably just
about everybody in this room. 

Equifax also is the largest consumer investigating company in 
the Nation, which collects information from neighbors and from 
employers, for purposes of insurance applications and insurance 
claims. 

In fact, many motor vehicle departments rely on the private
sector to keep their records straight and go, in fact, to places like
Dataflo and Donnelly Corp. in order to get the information that 
they need out of their own records. 

Congress has authorized, in the last several years, several more
exchanges of data between the public sector and the private sector.
The food stamp program, Veterans' Administration, Housing and
Urban Development, Health and Human Services, and Labor, have
access to computerized payroll data in the private sector.

There are also some disturbing exchanges of personal informa
tion within the Federal Government itself. In my testimony, I point
out three. First, Selective Service, which has compiled probably the
most efficient data bank in town, because it is a felony if you don't
keep it up to date. It is a crime not to report to the Selective Serv
ice your latest whereabouts. 

It is a known universe of young men between certain ages, and I
think every Federal interagency in town wants to get its hands on
that data bank. It is now made available to the Parent Locator 
Service, which tracks down people who are not keeping up support
payments, and has been made available to the Internal Revenue
Service and to military recruiters as well.

I think this is a breach of an understanding made with the 
young men who signed up for Selective Service. They were led to
believe that they were to be on file in case they were needed for
draft purposes because of a national emergency. In fact, now it is
"open season" on these records for other purposes: tracking down
child support, and the Internal Revenue Service, military recruit
ers, and I am sure others will now want to start getting into that 
system. 

We have a law on the books that requires registration with the
draft in order to qualify for Federal aid. I presume that in order to
monitor compliance with that act, there will be some sort of auto
mated exchange of information before long between Selective Serv
ice and the Nation's universities. 

In addition, Federal agencies are now authorized to get from the
IRS addresses and back taxes owed by loan applicants. 
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It was interesting to me to discover, not surprisingly, that when
you start to use Internal Revenue Service records for other pur
poses, people start to be less candid with their government. The In
ternal Revenue Service, noticed that when you start having a 
scheme to withhold from people's refund checks any child support
that they owe, it is not surprising that the next year these people
are not going to have as much money withheld from their payroll.
That in fact is what has happened. 

So, although the Government is tracking down child support pay
ments, it in fact is losing out on a large amount of the float that it
enjoys by excessive withholding. That, we should have anticipated.

The key to a lot of this linkage is a social security number. And
the current legislation on the books really is inadequate to address
this problem. The leading complaint I get from readers and others
in my work is that they really don't have a sense they can do any
thing about demands for their social security number. Just about
everybody wants it, including the private sector as well as the 
public sector; and the Privacy Act affords only very slight protec
tion with regard to governmental agencies and totally excludes
State welfare, tax, and motor vehicle departments. 

On the charts that I have shown here, just about all the agencies
indicated have social security numbers except for most mailing list
companies, many utilities, the testing services, and cable television 
systems.

The Medical Information Bureau, which is on the right of the
chart, keeps records on more than 11 million citizens without the 
Social Security number; so it shows that it can be done. 

Social Security numbers are an important symbol of people who
are resisting invasions of privacy and, as I say, it is also the one
means by which data can be linked. 

It is worthwhile for the Congress to take another look at that 
and to have some protection for citizens who choose not to provide
their Social Security number to, for instance, the cable television
system, or a department store with which they are doing business.
Currently there are no such protections.

Chart 5 in my testimony indicates the legal protections, such as
they are; the dotted lines indicate some partial protections. Credit
bureaus and consumer investigators are pretty well covered by the
Fair Credit Reporting Act of 1971. Federal agencies are covered by 
the Privacy Act of 1974. 

A lot of citizens probably think that the Privacy Act provides
them some coverage beyond that, but it applies only to Federal 
agencies. It has some loopholes in it because it permits some com
puter matching of information, which I think violates one of the 
principles of fair information practices, namely, that information 
gathered for one purpose ought not to be used for another purpose.
But there have been justifications within the Federal agencies that
say that to have such matches does not violate the Privacy Act.

Federally supported school systems and universities are covered
by the so-called Buckley amendment, the Family Educational 
Rights and Privacy Act of 1974. The Tax Reform Act of 1976, and
also the Financial Right to Privacy Act prohibit Federal investiga
tors from having access to bank records without some procedural 
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safeguards. But there are no prohibitions against local investiga
tors, or private investigators from having access to bank records.

Many people think that their bank records are secure, and that
isn't the case. More so with regard to medical records—most people
think that there is confidentiality of medical information in this 
country. They are confusing that with a privilege, which means 
that a physician is not required to testify about medical informa
tion that he receives. But there are very few laws that say a physi
cian can't voluntarily release information, and that is done fre
quently; and, of course, physicians are exchanging information 
with insurance companies all the time. 

Also, the privilege only pertains to a court proceeding. So, there
are very few prohibitions against the disclosure of medical informa
tion; by the same token, very few rights of access to medial infor
mation. You don't have the right in this country as a matter of
law, except in a few States, to even see your own medical file. 

In the chart of the 1950's, you notice that the hospitals and 
M.D.s were off in a corner with no real linkage to the rest of this
spider's web. You see in some of the later charts that they are now
very much tied into it. What used to be a one-to-one relationship
with your doctor, now involves a triangle; it is a triangle among
the health provider, the health insurer who is paying the bills, and 
your employer, because most health insurance is administered 
where you work. The person left out of that triangle is the patient.
The patient does not have access to that information that he has to
authorize others to see. I think that is an injustice that ought to be
addressed; maybe three or four States have done it. A bill that 
would provide some protection came very close to passage in 1980. 

I have touched on two areas. Another growing area is interactive
cable television. There is some dispute in the industry as to wheth
er it is really going to catch on and whether people are really going
to want to buy products over cable systems. But if it does catch on,
it will concentrate an awful lot of very sensitive personal informa
tion about people; information that I think is just too juicy for com
mercial interests to keep their hands off. And only four States, in
cluding your own State of Wisconsin, by the way, have protection
with regard to cable television systems. 

S. 66 in the Senate does provide some procedural safeguards with
regard to that. I think it is an area that both Congress and State
legislators ought to look into.

There is no right of an employee to see his own personnel file
except in 10 States. Once again, Wisconsin does have that protec
tion. I think that ought to be nationwide. I think that is just ele
mentary, that people ought to have a right to see their own person
nel file and their own medical file. 

I think there ought to be limits on computer matching. Generally
the executive branch has gone on with computer matching without
much restriction by the legislature and I think that many of these
matches, when they involve disparate data banks, do violate the
fourth amendment. 

We ought to find ways to erect barriers between the private and 
the public sectors to prevent the wholesale exchange of personal in
formation without guidelines and without precautions. 
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Lastly, all of this has to be overseen in some way. It is disturbing 
to report that this administration is the first, since 1973, when we 
first had that revival of interest in privacy, not to have any one 
contact point in the Government, in the White House, with regard 
to privacy. Each White House since the Nixon administration, in
cluding the Nixon administration, has had some component within
the White House that looked after privacy, data collection, and sur
veillance matters. 

The Office of Management and Budget has a very narrow juris
diction with regard to the Privacy Act and hearings in other com
mittees have shown that they are not really exercising that juris
diction to the full extent that they should.

Most European nations have a privacy ombudsman that can 
handle complaints, can resolve some of these things. An awful lot 
of these complaints perhaps are addressed better not by legislation, 
but by some sort of complaint mechanism, and some sort of om
budsman or at least a clearinghouse for people to go to in the Fed
eral apparatus. 

One final point, with the European nations passing laws now 
that limit the export of information, they are saying that a compa
ny in Europe cannot export data back to the United States unless 
that country receiving the information has data protection as 
strong as the European nations.

Our data protection is rather spotty, as you can see from the 
chart; so many companies are finding that because we don't have 
stronger protections here in the United States, that export of per
sonal data back to the United States for computer processing will 
be prohibited. 

Also, we have no strong representation of U.S. interests on this 
matter in these European circles where data protection is very 
much a live issue. 

That concludes my testimony, Mr. Chairman. I hope I have 
scared everybody sufficiently, and I would be happy to answer your 
questions.

[The statement of Mr. Smith follows:] 
STATEMENT OF ROBERT ELLIS SMITH, PUBLISHER, PRIVACY JOURNAL, WASHINGTON, 

DC, ON "1984: CIVIL LIBERTIES AND THE NATIONAL SECURITY STATE" 

As every man goes through life he fills in a number of forms for the record, each 
containing a number of questions. . . . There are thus hundreds of little threads 
radiating from every man, millions of threads in all. If these threads were suddenly 
to become visible, the whole sky would look like a spider's web, and if they material
ized as rubber bands—buses, trams and even people would all lose the ability to 
move, and the wind would be unable to carry torn-up newspapers or autumn leaves 
along the streets of the city. They are not visible, they are not material, but every 
man is constantly aware of their existence. . . . Each man, permanently aware 
of his own invisible threads, naturally develops a respect for the people who manip
ulate the threads. 

ALEXANDER SOLZHENITSYN, Cancer Ward. 

Many people in America think that all personal information about them is stored 
in one central, all-knowing computer somewhere, perhaps under a mountain west of 
Washington; many others think that the various institutions with which they deal 
gather specific information for a particular purpose and then keep it responsibly 
under lock-and-key. In fact, computerized information collection in the 1980s more 
resembles a huge web. in Alexander Solzhenitsyn's metaphor, a great complex of 
responsible and irresponsible data-gatherers, some of them regulated by record-
keeping statutes, most of them not. A few of these data custodians have traditions of 
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respect for confidentiality and accuracy, but most do not. A few train their person
nel in responsible data collection and treat personal data as if it were held in trust, 
but most do not. 

This series of hearings on "1984: Civil Liberties and the National Security State" 
is an appropriate time to take an inventory of these diverse data banks and their 
interrelationships. It is an appropriate time to identify a disturbing trend of the 
mid-1980s: government agencies are more and more relying on the private sector to 
provide sensitive personal individual information about American citizens, instead 
of gathering the information themselves. This threatens individual privacy by di
minishing the control individuals have over information about themselves. It also 
means that the government is relying on several data gathering outfits that are no
torious for their sloppy information collection. (The two largest credit-bureau net
works, the largest consumer reporting agency, the trade association of credit bu
reaus, and the clearinghouse of medical information for 700 insurance companies 
have all been cited by entities of the federal government for inadequate handling of 
personal information. Yet the federal government itself has beome a large customer 
of these organizations.) This further means that the crucial demarcation between 
governmental action, in which there is constitutional protection for citizens, and 
commercial activity, where there are no such protections, has become irretrievably 
blurred. This increased linkage of government and non-government data collection 
tends to diminish the quality of information in each sector, because applicants start 
falsifying information, or withholding it, when they fear that information that they 
provide will sooner or later be used for a purpose other than the one for which it 
was collected 

THE FIFTIES 

The Fifties were a time when only the Bureau of Census and the Social Security 
Administration had any real capacity for automated processing of personal informa
tion. Storing personal data was awkward (and expensive). Merging records with 
those in other data banks was impossible. Manual files took up a lot of physical 
space, and they had to be purged periodically. In the Fifties all of the computers in 
use in the U.S. could be placed in a space the size of the Capitol. 

It is remarkable that, despite the proliferation of data banks in the past two dec
ades (see Chart Two), that same fact is probably still valid. All of the computers in 
use in the U.S. in the 1980s could fit within the same space within the U.S. Capitol. 
This is true because of the miniaturization of the technology. Thus, in the 1980s, the 
major deterrents to massive data gathering have virtually disappeared—space, cost, 
difficulty of access, and vulnerability to fire or other damage. 

There were other factors in the 1950s, besides the lack of computerization, that 
meant that information collection was not a large threat to personal privacy. Insur
ance was not a dominating factor in our lives. Most states did not require auto cov
erage, and the majority of health-care bills were paid by the patient, not, as today, 
when 90 percent of health-care bills are paid by a "third-party payor," whether a 
private insurance company or the government. Fewer purchases were made on 
credit then, and so retailers did not need personal information to predict credit-wor
thiness. In the 1950s about eight percent of the average family's budget was spent 
on installment credit; now the figure has doubled. More than half of all retail pur
chases are now made on credit. There were very few credit cards in circulation 
three decades ago, only those issued by oil companies and retail stores. No travel-
and-entertainment cards; no bank cards. Now nearly 100 million Americans have 
credit cards, an average of six per person. 

Even if merchants in the 1950s had to make credit checks, they could do so infor
mally at the local level. We were not then such a mobile population. In the 1980s 
about half of us do not live in the hometowns where we were raised; we are strang
ers to the institutions from which we expect credit. This has given rise to large, re
gional credit bureaus that rely totally on computerization and telecommunications. 
In addition, in the Fifties, the average person had few transactions with government 
agencies; there was no need to provide the government with much information 
about ourselves. No Medicaid and Medicare, no OASHA, no equal opportunity laws, 
no student aid, no Supplemental Security income, no food stamps, no complicated 
tax deductions that require the giving up of personal information. 

Information exchanges among private and public institutions in the 1950s are il
lustrated in Chart One. 
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THE SIXTIES AND SEVENTIES 

In the 1960s came a proposal for a Federal Data Center that would have consoli
dated personal data collected by federal agencies. There was great popular and po
litical opposition, leading to increased concern about privacy. The 1970s brought a
succession of federal and state laws providing some protections. It could be said in
that decade that just about every salient fact about a person was on file somewhere,
and most likely on file in a computer system; but it could also be said that hardly
any of these computer data banks were connected with each other. There were few
if any links of data between the federal government and the private sector. The Pri
vacy Act of 1974 discouraged exchanges of data between and among federal agencies
and between federal agencies and non-governmental institutions. The extent of ex
changes among data banks in the late 1970s is represented by Chart Two. Each solid
line represents an automated exchange of information between the two agencies. 
The arrows show the direction of the information flow; sometimes it is one-way,
sometimes it flows in two directions. The broken lines represent manual exchanges
of information. 
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THE EIGHTIES 

In the 1980s, it must be said that there is an inexorable trend in the direction of 
linkage. Here are some examples:

1. This month, the Office of Management and Budget will complete agreements
that will permit any federal agency that wants it to have 24-hour remote computer
access to individual credit reports stored by seven different companies. The credit
bureaus to be linked with federal agencies have the computer capability to process
millions of transactional bits of information from banks, creditors, credit-card com
panies, and retailers. They also pick up information from courthouses around the 
country pertaining to mortgages, liens, divorces, and lawsuits. In turn, the credit 
bureaus will receive computerized information each month from the federal agen
cies on individuals with government loans, contracts, or grants. 

The most shocking aspect of this exchange authorized by Congress is that the 
credit-bureau has a poor reputation for maintaining the accuracy of its information.
The most sophisticated company in the business, TRW Information Services, esti
mates that of the approximately one million persons who ask to see their files each
year (as permitted by the Fair Credit Reporting Act), fully one-third challenge the
information they see in the files. Another of the top five companies, Trans Union
Credit Information, regularly mixed up a person's credit report with that of a son,
or daughter or parent, or even with a person of similar name living in a different 
city, according to the Federal Trade Commission in 1983. TRW continued to report 
erroneous delinquencies from two Michigan department stores after a consumer 
"fervently complained," according to the Sixth Circuit Court of Appeals. A credit
bureau in Maryland erroneously implied that a Vietnam veteran had been dishon
orably discharged. A San Antonio credit bureau refused to correct an erroneous bad
debt that should have been placed in the file of another man with a similar name. A
check guarantee company in Kansas City negligently black-listed a man who "had
never written a bad check in his life," according to the Court of Appeals in Kansas 
in 1981. When a Cleveland man demanded the file maintained on him by Equifax 
Services Inc., he saw that it contained erroneous gossip and was barely literate. 
Equifax has also included in its files the fact that a person has filed a legitimate
complaint with the Occupational Safety and Health Administration. Many credit 
bureaus have been plagued by dishonest employees who alter credit reports for a 
fee. Federal agencies should not be using these dubious files, nor adding information
to them. 

2. The Department of Treasury is proposing that all 2.8 million federal employees
must agree to direct deposit of their pay in order to keep their jobs. This will vastly
expand the current electronic exchange of personal data between the Department of
Treasury and the nation's banks, savings and loan associations, and credit unions.
Already a third of all Social Security payments and half of the federal payroll are
electronically transmitted directly to the recipient's financial institution. Mandatory
direct deposit will mean that a federal employee must use a depository institution
and must reveal its identity to the government. Private employers are sure to follow
this federal policy, and some already have. Some private employers even ask em
ployees to authorize direct withdrawal from personal accounts, as well as direct de
posits (in case of overpayment by error). 

3. To administer its Basic Educational Opportunity Grants, the Department of
Education has access to sensitive parental financial disclosure forms filed with the
College Scholarship Service, owned and operated by the private Educational Testing
Service in Princeton, NJ. (One of the service's requirements is that parents agree to
permit access to individual tax returns if the scholarship service so requests.) 

4. The Internal Revenue Service is now renting computerized lists that provide
"demographic profiles" of various household. These "lifestyle" lists include the fol
lowing information on those listed: name and age of each family member, recent 
purchases, religion, ethnic group, telephone number, approximate income, length of
residence and dwelling size, children's birthday. Census tract, and postal carrier.
Similar lists reveal magazine subscriptions, catalog purchases, auto ownership, char
itable contributions, and political party affiliation. The IRS is not merely using the
lists to determine who is not filing tax returns (it has rented conventional mailing
lists for years to do this, and no one quarrels with this). IRS is using these "life
style" lists to determine whether individual taxpayers are filing returns that reflect
a consumer lifestyle that is portrayed in these demographic lists. This is unfair be
cause the lists are based on cumulative data that are not precise enough for individ
ual enforcement investigations and because the information was provided for a 
Three have an envelope of what is offered in the 
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5. Under "computer match" programs pushed by the federal government, state
welfare departments have access to batches of payroll data from private employers, 
to determine which welfare recipients also show up on lists of persons earning
money in excess of the allowable limit. A few states have access to individual bank
account information, for purposes of computer matches by welfare departments, to
determine which recipients have savings assets above the allowable limit. 

6. To restrict travel to Cuba, the Treasury Department is attempting to monitor
periodically activity in accounts maintained by private credit card companies. (The
First Circuit Court of Appeals has enjoined this scheme.)

7. The travel offices of some federal agencies, the military, and many overseas em
bassies have computerized access to airline reservation systems, much like travel
agents. These systems include data on the comings and goings of millions of persons
(although there is no access by passenger name without more specific information 
about flight schedule, and there are supposed to be limits on the access that is possi
ble for each travel office). 

8. Just about all state motor vehicle departments disclose auto-registration and 
driver-license information, by computer, to Dataflo Systems, a division of Equifax 
Inc. (formerly Retail Credit Co.), which in turn supplies it to inquiring insurance
companies. This data includes, Social Security number and permit number, date of
birth, physical description, type of permit and restrictions, and a list of violations.
Many states provide this computerized information to compilers of city directories.
The average state releases masses of motor vehicle information to attorneys, fund-
raising organizations, individual insurance companies, auto manufacturers, mailing
list brokers and compilers, cataglog publishers, law enforcement agencies, and polit
ical campaigns, according to a report issued by the Secretary of State in Illinois in
1983. 

9. Federal agencies, including the Food Stamp program, Veterans Administration,
Housing and Urban Development, Health and Human Services, and Labor have 
access to computerized payroll data from private employers. 

10. Private insurance companies like Aetna, Mutual of Omaha, and Blue Cross-
Blue Shield, as Medicare "intermediaries" processing payments for the government,
have computer terminals with access to the massive Social Security Administration
Data Acquisition and Response System (SSADARS). Other agencies with on-line 
access include the Internal Revenue Service, the Departments of Agriculture, Labor,
and Health and Human Services, state public assistance agencies, food stamp of
fices, and the Railroad Retirement Board. The system includes data on retirement,
disability, Supplemental Security Income (SSI), and Medicare benefits, but private
insurance companies are supposed to have limited access to only part of the data
base. 

11. The Department of Education, the Veterans Administration, and every other
federal agency (under the Debt Collection Act of 1982) provide information on debt
ors in federal programs to private debt collection agencies and consumer reporting
agencies and in turn receive back information. 

There are disturbing exchanges of personal information within the federal bu
reaucracy, as well:

1. The Selective Service System makes its lists of young men available to military
recruiters, to the Parent Locator Service, and to the Internal Revenue Service. This
violates the principle that information provided for one purpose ought not be used
for a second purpose without the consent of the individual. In turn, the System has
had access to driver records in 49 state motor vehicle departments, as well as limit
ed use of IRS records, Veterans Administration files, and Social Security files. 

2. The Parent Locator has access to all federal agency records except the Bureau 
of Census. By law, the Internal Revenue receives information from the Parent Loca
tor Service and deducts from tax-refund checks any amounts said to be owed by a
taxpayer for child support. (The IRS has discovered that one-fourth of those subject
ed to this withholding of refunds in 1981 did not file tax returns in 1982. Two out of
three of them significantly reduced the amount of taxes withheld from their pay by
their employers—thus contributing to a significant reduction in the amount of free
float the federal government enjoys in surplus withholding.) 

3. Federal agencies are now authorized to get from the IRS addresses and back 
taxes owed by loan applicants. 

The current exchanges between and among private and public organizations in
the mid-1980s are represented in Chart Four. What had been essentially two sepa
rate networks, one private and one federal, is becoming merged into one. (NEIC on
the chart is the National Electronic Information Corp., a computer system that 
processes insurance claims from hospitals and other health-care providers and di
rects them to one of several major insurance companies. 
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SOCIAL SECURITY NUMBERS 

The key to these linkages, of course, is the Social Security number. Of the agen
cies represented in Chart Four, only a few do not include SSN in their data bases.
Those without the SSN include the Medical Information Bureau, secondary school
systems (most of them), most mailing lists, many utilities, testing services (general
ly), and cable television systems. This linkage by way of the SSN is one reason why
many people resist providing their Social Security numbers to any agency that asks.
Yet there is no law that provides these aware citizens any protection. In fact, in 
many states, the number is displayed on one's drivers' permit. It is also readily
available from a credit bureau to any institutional subscriber that asks. 

The Social Security number is an imperfect identifier. Some people have none, 
some people have more than one, and still others share the same number (often
without realizing it). People are rarely totally careful when providing the number
on an application form and agencies rarely bother to check it, because providing the
transaction is rarely affected by the accuracy of the number. Yet, in a computerized
match, that number takes on larger significance, because it is generally the one 
data element on which a "hit" is based. Thus, a bit of data about each person that is 
casually provided and still more casually stored becomes crucial in determining 
whether an individual comes under suspicion for fraud. 

The Privacy Act of 1974 as amended (5 U.S.C. 522a note) limits (but does not pro
hibit) demands for the Social Security number by federal, state, and local govern
ment agencies (except for state motor vehicle, welfare, and tax departments) unless
there was a law or regulation on the books prior to 1974 authorizing such demands.
Further, financial institutions are required to have a taxpayer identification 
number on each account holder (31 CFR 103.34). 

LEGAL PROTECTION 

Chart Five indicates the data-collection agencies that are covered by federal laws.
The federal laws limit disclosure of personnel information, permit an individual an
opportunity to inspect and challenge information in a file, and obligate the data 
gathering to keep information accurate and timely. An exception is the Right to Fi
nancial Privacy Act of 1978 (12 U.S.C. 3401), which provides some procedural safe
guards when federal investigators want access to "third-party" financial and credit 
information held by banks, credit card companies, and telephone companies. Only a
few states have limits on what a bank can disclose to state, local, or private investi
gators, or to commercial companies. 
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Chart 5


Partial Protection (dotted lines) Universal Coverage


(1)	 Four states, D.C. limit dis- (A) Fair Credit Reporting Act.

closure of subscriber information. (B) Privacy Act of 1974.


(2)	 Financial Right to Privacy Act (C) Family Educational Rights and

limits outside access. Privacy Act of 1974.


(3)	 Nine states permit public or pri- (D) Federally funded criminal justice

vate employees to see personnel systems provide right of access

files. and correction, as do many state


(4)	 12 states permit patients access to laws.

own files; few if any limit dis- (E) Tax Reform Act of 1976 provides

closure to outsiders. confidentiality IRS, with exceptions.
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NEEDED PROTECTIONS 

Clearly there are some gaps in the legal protections, and these deserve attention
by the Congress and state legislators.

1. First there should be limits on demands for the Social Security number, mainly
in the private sector, unless the number is needed for tax-reporting purposes. 

2. The growing area of interactive cable television (and allied technologies that
provide text material on the screen) deserves scrutiny. It may be that these interac
tive services will not be a big hit among consumers; but if they are, there will be a
significant concentration of sensitive personal information stored by cable compa
nies—a family's choice in viewing, at-home purchases, and banking, as well as direct
responses to surveys (political views, reading and eating habits, and recreation). 

3. There ought to be a fundamental right for every patient to have medical infor
mation about himself or herself kept confidential and to see his or her own medical 
information. That is not the case currently. 

4. Next, there ought to be a right of every employee to see his or her own person
nel record, and a right to be free of intrusive techniques like the polygraph, urinaly
sis tests, genetic screening, and psychological tests without informed consent. The 
polygraph ought to be banned in employment especially, because there has been no
evidence showing its reliability (Scientific Validity of Polygraph Testing, Office of
Technology Assessment, November 1983). The reliability of urinalysis as a means of
fairly detecting drug abuse is being seriously challenged; yet many employers are
using this technique. 

5. There ought to be limits on computer matches that resemble "general
searches" that were banned by the drafters of the Fourth Amendment. Without the
consent of the individual, the government ought not be able to browse through com
puterized data banks whose information was gathered in a different context for a
different purpose. This does not affect matches of similar data files—state tax files
with federal tax files, one state's welfare records with those of a neighboring state,
or lists of federal recipients with lists of known dead people. 

6. We must find ways to erect barriers between the private and public sectors to
prevent the wholesale exchange of personal information without guidelines and pre
cautions. 

There is a strong need for a coordinating agency within the Executive Branch to
prod the federal agencies, to serve as a clearinghouse, and to accept complaints from
the public. The U.S. is alone among the major industrial countries of the West with
out such a "privacy ombudsman." The Office of Management and Budget has very 
limited jurisdiction with regard to overseeing the Privacy Act (which covers only
federal agencies), and not even all aspects of the Privacy Act. The National Bureau
of Standards has some jurisdiction in technical matters. The National Telecommuni
cations and Information Administration in the Department of Commerce, which for
merly served this function, has been virtually dismantled. 

Most of the nations of Europe have passed data protection laws that limit the 
export of personal data to the U.S. and elsewhere unless those countries have ade
quate data protections themselves. This creates a need for U.S. interests to be well
represented abroad, by an office that also knows the fine points of privacy law and
information policy in the U.S. The office in the Department of State charged with
this responsibility is not serving this function. 

Most important, the current administration is the first since 1973 not to have an
office within the White House to look after privacy issues and develop policy. 

CONCLUSION 

The right to privacy conflicts with other values in our society—strong law en
forcement, efficient government, conservation, and free press. But the privacy side
of the equation is usually neglected when government agencies or private organiza
tions build massive data bases or when they decide to ask for more personal infor
mation. Privacy is too often an after-thought. And yet there is no evidence that all
of this data collection stops crime or reduces fraud. Instead, it places people in a
"paper prison." It prompts them to lie or conceal or manipulate—or to resign them
selves to cautious, no-risk lives so that credit, insurance, health care, education, or 
government services are not jeopardized. This negative impact of massive data col
lection is long-range and gradual. It is rarely part of the equation in high policy 
circles. There needs to be increased citizen awareness of this negative impact on
personal privacy. From that will follow a strong defense in Washington of the citi
zen's right to privacy. 
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[From the New York Times. Dec. 8, 1983] 

PRIVACY THREATS WORRY AMERICANS 

MANY IN SURVEY BELIEVE DATA ON TAXES AND TELEPHONES ARE NOT KEPT SECRET 

(By Adam Clymer) 

Washington, December 7.—Americans are increasingly concerned about threats to 
privacy, and about a third of the public believes the Internal Revenue Service, the 
Federal Bureau of Investigation and telephone companies "probably share" infor
mation on individuals with others, according to a poll conducted by Louis Harris 
and Associates. 

Results of the Sept. 1-11 survey of 1,256 people, paid for by Southern New Eng
land Telephone Company, were released today as the Smithsonian Institution 
opened a four-day symposium on "The Road After 1984: High Technology and 
Human Freedom." 

Participants will examine various aspects of society in light of George Orwell's 
novel "1984," which foresaw an almost all-powerful government. 

The telephone poll found the percentage of Americans who said they were "very 
concerned" about threats to personal privacy increased from 31 percent in 1978 to 
48 percent in 1983. It found four Americans in five believed it would be easy for 
someone to assemble a master file on their lives that would violate their privacy. 

SHARING OF INFORMATION 

The poll found that 84 percent of the public thought it would be a serious viola
tion of privacy if the revenue service did not keep tax returns confidential, and 82 
percent thought it would be serious if the F.B.I, did not keep its data secret. 

When asked what they thought actually happened to such data, 36 percent of the
respondents said they thought the revenue service shared information and 38 per
cent said they believed the F.B.I, did. Thirty-three percent said they thought phone
companies shared data, although 25 percent said phone companies did not have any
information that mattered. 

Those agencies were trusted more than several other institutions presented. Fifty
percent of the public thought public opinion research concerns shared data, and 51
percent said the Census Bureau, banks and government welfare agencies did so. 
Fifty-seven percent said they believed insurance companies shared their informa
tion, 65 percent said this of loan companies and 75 percent said credit bureaus 
shared information with others. 

Along with the telephone sample of the 1,256 people, the pollsters also inter
viewed 100 leaders in each of four categories: members of Congress and their aides,
corporate executives, science editors and school superintendents. In general, those 
groups were less fearful of major invasions of privacy than the public was. 

LEADERS' OPINIONS DIFFERED 

For example, 85 percent in the sample of the public thought it was possible that
"a government in Washington will use confidential information to intimidate indi
viduals or groups it feels are its enemies." and 70 percent said that was "likely." 
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All four leadership groups also said such a development was possible, by about the 
same percentages as the public. But just 24 percent of the congressional group, 37 
percent of the executives, 56 percent of the editors and 39 percent of the school su
perintendents said it was "likely." 

Mr. Harris, chairman and founder of the polling concern, commenting on the 
findings at a news conference, said he believed "the leadership is far less alerted to 
the dangers than the people are." 

"Those at the throttle of our political leadership just haven't given it much 
thought," he said. 

[From the Privacy Journal, September 1983, vol. IX, No. 11] 

PROBING THE CAPITOL'S DRUG STORE 

The Freedom of Information and Privacy Acts do not apply to the legislative 
branch, but some members of Congress may find their privacy diminished because 
of a court decision involving an anomaly on Capitol Hill. 

There is in the Capitol an attending physician to tend to the aches and pains of 
members and staff. This is a Congressional office, but the physician's office gets its 
pharmaceutical drugs from the National Naval Medical Center, part of the execu
tive branch. The current Congressional physician is a Navy admiral. 

A persistent journalist named Irwin Arieff has requested under the Freedom of 
Information Act the list of prescription drugs that have been supplied by the Navy 
to members of Congress and Supreme Court justices over a six-year period. Arieff 
agreed that the Navy could delete any information that would possibly reveal par
ticular individuals for whom a drug had been prescribed. The Navy refused his re
quest, saying that even from cumulative information it would be possible to figure 
out what drugs were prescribed for particular individuals or at least for particular 
ailments. 

The Court of Appeals for the District of Columbia, in a unanimous decision this 
summer, ruled that this "mere possibility" could not prevent the disclosure of the 
information Arieff is seeking. The court agreed with the journalist that the public 
has an interest in knowing the quantities of medicine dispensed without charge to 
Senators, Representatives, and others, as well as whether members are receiving 
drugs found to be uneffective by the Food and Drug Administration. Judge Antonin 
Scalia, a former University of Chicago law professor and Assistant Attorney Gener
al who is an expert in the Freedom of Information Act, found "justifiable concern" 
that some members of Congress will be victims of unfair speculation, but said he 
had no choice but to order the release of information unless there was an actual, 
not possible, invasion of privacy. Arieff v. Department of the Navy, 82-1536 (D.C. Cir. 
July 22, 1983). 

The Department of Justice Civil Division routinely planned to ask the Court of 
Appeals for a rehearing, but this month asked the court for a 30-day extension in 
submitting its petition for rehearing "because a number of members of Congress 
have expressed concern" about the matter. In fact, according to the attorney han
dling the appeal, the concern came from the counsel for the Senate, a staff member. 

Michael Davidson, the counsel, told PRIVACY JOURNAL that there had been no 
special concern raised since the court decision but that when the litigation began, 
the Secretary of the Senate and the Clerk of the House, both staffers, stated their 
concern to the Navy and asked the Navy to protect the interests of Congressional 
staff and members. 
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[From the New York Times, Dec. 25, 1983] 

IRS STARTS HUNT FOR TAX EVADERS, USING MAIL-ORDER CONCERNS' LISTS 

(By David Burnham) 

WASHINGTON, December 24.—The Internal Revenue Service has obtained a com
puterized mail-order list of the estimated incomes of two million American house
holds and has begun to test whether it can help track down people who fail to pay 
their taxes. 

The service is conducting the test despite the refusal of the three major compa
nies that develop such information to provide the Government with a list and over 
the objections of their trade organization, the Direct Marketing Association. 

Alexander Hoffman, who is the chairman of the board of the association and a 
group vice president at Doubleday & Company, said the sale of the list to the I.R.S. 
violated a provision in the group's code of ethics that lists should be rented only for 
marketing and could "upset an important segment of the economy." 

The revenue service said a brokerage firm that provides marketing lists, the Dun-
hill Company of Washington, D.C., had put together the names the agency sought. 
The association said the company was not one of its members. Officials at the com
pany did not return several-telephone calls, but the revenue service spokesman said 
the names had been put together from several small concerns. 

BROOKLYN INCLUDED IN TEST


In the test, a commercially prepared list of two million households in Brooklyn, in 
Wisconsin, Indiana and Nevada will be matched against an I.R.S. list of people 
living in these areas who filed income tax returns for the tax year 1982. 

All those whose names appear on the first list, but not the second, will be notified 
that they are subject to a revenue service inquiry about their tax liability. The no
tices will start going out next spring. An executive of one of the companies objected 
to the test on the ground that many people who have not done anything wrong 
would get the notices. 

If the test identifies individuals who file no taxes at all, the service will then try 
to determine whether the same technique can be used to track those who underpay 
their taxes. According to an I.R.S. plan, the decision whether to use the technique 
nationwide will not be made until 1985 or later. 

A spokesman for the revenue agency said the commercial list it obtained for its 
test match, after a five-month search, contained the names and addresses of two 
million households, their estimated incomes, the birthday of the head of each house
hold and the number of people living in each. 

In the last few years, the tax agency has become concerned about a slow increase 
in the number of Americans who fail to pay their taxes. Because of this concern, the 
agency has sought to develop new techniques for identifying tax evaders. 

A recent I.R.S. report on income tax compliance, for example, estimated that reve
nue losses caused by people compile national mailing lists, the Donnelly Marketing 
Service of Stamford, Conn., the R.L. Polk Company of Detroit and Metromail of Lin
coln, Neb., decided this fall not to sell their information to the tax agency. In sepa
rate interviews, officials of the three companies called the project "absolutely ridicu
lous" and "inappropriate" and indicated it would hurt their business. 

The revenue service said in a brokerage firm that provides marketing lists, the 
Dunhill Company of Washington, D.C., had put together the names the agency 
sought. Officials at the company did not return several telephone calls, but the reve
nue service spokesman said the names had been put together from several small 
concerns. 

Mr. Hoffman, the current head of the 2,600-member Direct Marketing Associa
tion, said in a telephone interview that he understood that the tax agency had a 
legitimate concern and that he and his organization hesitated about making "a big 
public pronouncement" that might affect the Government's ability to handle a real 
problem. 

"But there are some questions we feel the I.R.S. should consider," he said. "What 
effect will the I.R.S.'s use of mailing lists have on the public's perception about this 
kind of communication? What I am worried about is that if the I.R.S. is able to un
dertake this effort on a national basis, it may make the public afraid to have their 
name on any mailing list, afraid to buy anything by mail, afraid to fill out coupons. 
By conservative estimates, direct marketing now accounts for sales totaling $140 bil
lion a year." 
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DIFFERENCE IS NOTED 

Mr. Hoffman said there was a very real difference between the commercial use of 
a mailing list and the use being explored by the tax agency. "Strangely enough, a 
mailing list is essentially anonymous," he said. "A company rents a computer tape, 
prepares one set of labels and makes a mailing. That's it. If you want to have your 
name removed from a particular list or all lists, our organization operates the Mail 
Preference Service at East 43d Street in New York where this can be accomplished. 

"But if the I.R.S. starts with a commercial mailing list, then adds Census data, 
then cross references it with other data," Mr. Hoffman continuing, "they than are 
taking something that is esentially anonymous in the commercial world and turning 
it into individually identifiable information, using it in a way the individual never 
imagined." 

Noting that the company that was said to have sold the list to the tax agency was 
not a member of the association, Mr. Hoffman said the sale violated one of the pro
visions of the group's ethical guidelines, that lists should be rented only "to persons 
who are going to use them for marketing purposes." 

The guideline of the trade organization parallels one of the important principles 
set out in the Federal Privacy Act. The principle is that information collected by an 
agency for one purpose should not be used for another purpose without informing 
the individual who provided the information. 

CONCERN AMONG POLLSTERS 

The Council of American Survey Research Organizations, representing more than 
105 public opinion firms, is also concerned about the tax agency's project. 

John Rupp, a lawyer for the council in Washington, said, "We think it would be 
unethical for the I.R.S. or any other entity to use information obtained from individ
uals under a promise of confidentiality or to use information in a way that is incon
sistent with the purpose for which it initially was collected." 

Mr. Rupp added that the council would support the Federal project as long as it 
was completely based on information in public files. But he added: "In a democracy 
as complex and varied as ours, that polling plays a pivotal role. We worry that 
survey or marketing research may not long survive if the trust of the American 
people is undermined. 

Because the original sources of the computerized names provided to the revenue 
service are unknown, it is not possible to determine how the data were collated. 

The method used by the Donnelly Marketing Service, however, involves placing in 
a computer the names and addresses taken from every telephone book as it is pub
lished. The computer is then instructed to assign each household to the correct 
census tract. From the information published by the Census Bureau, conclusions 
can be made about each household, including median income, average family size 
and probable race. 

In those states where the information is available on a computerized list, Donnel
ly then matches data from the Department of Motor Vehicles on the model and 
year of automobiles owned by the individuals at each address. If the auto is an ex
pensive one, the estimated income is adjusted upward; if it is a cheap model, the 
income is reduced. 

Reginald C. Troncone, the executive vice president of Metromail, recently ex
pressed his concern about the I.R.S. project in a letter to Representative Doug Bar-
nard Jr., the Georgia Democrat who is chairman of the House Government Oper
ations Subcommittee on Commerce, Consumer and Monetary Affairs. 

"Our company is caught in the middle," he said. "There isn't any way the I.R.S. 
can conduct the proposed program and come up with a list of only those individuals 
who have not filed tax returns. There will be literally millions of legitimate filers 
who will be contacted by the I.R.S. to provide proof of filing a return." 

[From the New York Times Mar. 13, 1984] 

I.R.S. SEEKS LINKS TO COUNTY COMPUTERS IN TEXTS TO FIND DEBTORS 

(By David Burnham) 

WASHINGTON, March 12.—An Internal Revenue Service office in Texas is seeking 
to establish eletronic links with the computers of 80 counties that will provide it 
instant access to local records concerning property taxes, voter registration and 
automobile ownership. 
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The I.R.S., which already has established such a link with one major county in
Texas, said it would use the information to track down individuals who had failed to 
pay their taxes.

Spokesmen for the revenue agency in Dallas and Washington said the Texas 
project had not yet been attempted in other sections of the country, and there are
no plans for expansion at this time.

The project raises the question of whether the impact of information changes
when it can be instantaneously assembled, according to critics of the plan. Although
the information that will be transmitted to the service by computer terminals has
long been publicly available, the project has generated opposition from conservative
Texas politicians and a spokesman for the American Civil Liberties Union.

The criticism voiced by several members of the commission that governs Tarrant
County, the area around Fort Worth, was so sharp that two weeks ago the I.R.S.
withdrew its proposal to establish a direct link with that county's computers. 

OFFICIAL FEAR EFFECTS 

"This was just another extension of the drive by the Federal Government to grad
ually increase its power over local government," said B.D. Griffin, a Tarrant County
commissioner. 

Secretary of State John Fainter raised another objection, saying, "The specter or
the I.R.S. having direct access to voter registration records may intimidate those 
persons considering registering to vote" 

But Glenn Cagle, the director of the revenue service district that covers 143 coun
ties of northern Texas, defended his plan as a way of reducing the costs of gaining
information the Government could obtain anyway and said he was surprised by the
opposition. 

"I am not going to speculate on the motives of the critics," he said, "But the fact
is this is an election year." 

An I.R.S. spokesman in Washington, Scott Waffle, said he too was surprised by
the adverse reaction. "All that is happening down there is an effort to improve the
Government's efficiency by lessening the cost of obtaining information that always
has been available to anyone who asks for it," he said. 

Mr. Waffle added that the project was not the result of a national directive to the
I.R.S.'s 63 districts and that us far as he knew was not currently being pursued in
other regions. 

The district that is moving to develop direct computer links has its headquarters
in Dallas. In 1982, the individuals and businesses within its borders filed 4,858,821 of 
the 171 million tax returns the agency received.

Last summer, Mr. Cagle wrote each of the counties requesting information about
the extent to which their records were computerized and whether they would be in
terested in the project to give the I.R.S. direct access to them. 

Marlene Gaysek, and agency public affairs official in Dallas, said the district was
negotiating with 80 of the counties and expects to complete arrangements with 20 of
them soon. 

According to the contract that has been signed with Dallas County, which has
1,644,000 residents, the revenue service will have a county terminal in its Dallas
office that will allow its 2,000 employees to make nearly instantaneous checks about
the property owned and the property taxes paid by every person in the county; the
name and address of all persons with a registered vehicle; the make, year and 
weight of that vehicle, and the name and address of every registered voter. 

Although the I.R.S. requested access to all the data in the voter registration files,
the Dallas County commissioners rule the agency could not obtain the dates of 
birth, Social Security numbers or telephone numbers of individuals.

Miss Gaysek said the computer links would save the agency about $200,000 a year
because lower-paid clerks, rather than field agents, would be able to gather informa
tion, and travel costs would be avoided. 

She said the district office would not u se ' s computer access to compile complete 
new lists of all individuals living in an area that then would be matched against
computerized lists of taxpayers.

"There has been a real misunderstanding," she said. "We're not taking wholesale
lists for computer matching purposes, we are using our direct access to track indi
vidual taxpayers. We need this detailed information when were file a tax lien 
against someone or check to make sure a taxpayer's financial statement is correct." 
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PRIVACY ISSUE RAISED 

James C. Harrington, an attorney in the state office of the A.C.L.U. in Austin, 
said that even though the information the I.R.S. would receive by computer was
public, the use of county data conflicted with one of Congress' chief goals in protect
ing Federal records: a guarantee in the Privacy Act that the information an individ
ual provides the Government for one purpose will not be used for another without
the individual's permission. 

"We generally oppose this kind of cross computerization because despite what any
agency says, history tells us that the information the I.R.S. is collecting will be com
piled into a giant centralized data base," he said. "History also teaches that we have
to develop appropriate legal restraints on all Government agencies."

Tony Bonilla, the chairman of the National Hispanic Leadership Conference, said:
"The bottom line is that this project is not necessary. The I.R.S. already has enough
information about every taxpayer." 

[From the Changing Times, April 1983] 

THE HIGH-TECH THREAT TO YOUR PRIVACY 

If you think computers know a lot about you now, just wait. Prospects for the 
years ahead make the need for privacy safeguards increasingly urgent.

Welcome to the world of the American consumer, circa 1990: 
That deck of credit cards you used to carry around in your wallet is a nuisance of

the past, replaced by a single "smart" card. In its computerchip memory resides
easily retrievable data about your bank balance, your credit rating, even the status
of your health insurance. Thus equipped, you have instant access to all manner of
goods and services with little or no hassle.

Thanks to computer-assisted hookups with local stores and banks, your television
set now serves as an inhome buying and banking tool. If you want to use it the old-
fashioned way, your choice of what to watch at any given time is almost endless
because a central computerized "library" lets you call up any of hundreds of pro
grams ranging from religious services to adult movies. And, if you're so inclined,
you can take advantage of frequent opportunities to register your opinions on politi
cal and social issues by pushing the prescribed buttons in response to questions on
the screen. 

Computerized correspondence has largely done away with paper-and-pencil letter
writing. Instead, you use an electronic mail system to flash your messages practical
ly anywhere in the world in an instant. You get your answer via your home comput
er or TV screen. 

Futuristic? Hardly. The technology that makes all this possible already exists; it
seems only a matter of time before such scenes are common.

It's a prospect that has a lot of people worried. In all likeihood the data on a 
smart card will be recorded and stored in a computer file so that a verification will
be available for legal purposes. Each time you use your TV set to make a purchase
or choose a program or register an opinion, a record will be made of it. Each time
you send or receive an electronic letter, a record will be made of where it went and
where it came from. 

Records such as these can reveal a lot about your private affairs that you prob
ably wouldn't want very many people to know. This is why many privacy experts,
contemplating the potential misuse of the wealth of information being compiled on
individuals, consider computers a more serious threat to privacy than any other 
technological development of the 20th century. However, they stress that if proper
safeguards are included, protection and confidentiality are possible with computers.

The question boils down to this,; What guarantees do private citizens have that
these records won't be used against them by the businesses or government agencies
that have access to them? 

THE THREATS TO PRIVACY 

There are some federal and state laws already on the books to protect privacy,
and some two-way television and computer companies have developed privacy codes
of their own. But the collection and computerizing of personal information about 
you is proceeding at such a rapid rate that technological developments are render
ing past protections obsolete.

Arthur Bushkin, who worked on privacy issues in the Carter administration and
is now a Washington consultant, sees three major threats. 
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Eavesdropping.—Wiretapping and interception of private radio communications is 
generally prohibited by federal and state laws. Law enforcement agents, for exam
ple, usually cannot engage in wiretapping without a court order. But eavesdropping
on radio communications has become easier with the development of sophisticated 
scanners. 

Privacy of records.—This is Bushkin's principal area of concern. "The catalyst
here is the computer and its magnificent ability to store and disseminate informa
tion," he says. Businesses, banks, governments and other institutions have been put
ting together fairly extensive records on all of us for a long time, but once records
are fed into computers, it is possible not only to compile more information faster but
also to provide almost instant access to it by people unknown to us and for reasons
never stated to us. 

Surveillance.— "Computers," notes Bushkin, "can follow you around." We may
soon be leaving a computerized trail not only of our financial transactions but also
of our movements and habits. Credit-card transactions already leave a trail, and the
smart card may reveal even more about you.

"We may soon be leaving a computerized trail not only of financial transactions
but also of our movements and habits." 

"During the next two decades." Bushkin predicts, "we will become a wired nation.
We will have the inherent capability to build up a much broader profile of people's
habits and track the location of behavior. This will force us to examine some very
fundamental questions about the kind of society we are."

Computer systems offer great potential for law enforcement, Bushkin believes. It
will probably be possible to program them to find someone who is on the FBI's ten-
most-wanted list. "On the other hand," he asks, "do we want to use these systems to
search for people with more than three outstanding parking tickets?"

Robert Ellis Smith, publisher of Privacy Journal, a monthly newsletter, fears that
two-way television will create the major privacy problems of the future. Two-way
television is a form of pay TV, he notes. The companies providing the programs and
services must know when and how the systems are being used so that they can bill
their customers. The byproduct of the billings is a computerized record of household
habits. 

Two-way TV can also provide burglar and fire alarm services. But to activate 
some systems, you must tell the company providing the services that you are leav
ing your home, thus creating a record of your comings and goings.

Smith, author of "Privacy: How to Protect What's Left of It" (Doubleday), is also
concerned about the ability of two-way TV and smart cards to monitor consumers'
behavior without their knowledge.

He cites a recent experiment in Pittsfield, Mass., where consumers—voluntarily,
in this case—agreed to have their purchases recorded to see how they were respond
ing to television advertising. The bar codes found on virtually all packaged goods
make it easy to track purchases. In the Pittsfield experiment, purchases were meas
ured through the use of consumer identity cards as well as the bar codes. Such ex
periments, Smith fears, could be duplicated by examining the records of smart card
and TV purchases without consumers' knowledge. 

SIZING UP THE SAFEGUARDS 

Warner Amex Cable Communications, which operates the two-way interactive
cable television service QUBE in cities in Ohio and several other states, is sensitive
to the privacy issue. The company's 11-point Code of Privacy states that Warner
Amex "shall maintain adequate safeguards to ensure the physical security and con
fidentiality of any subscriber information." The code also provides that information
about individual subscriber viewing or responses "will be kept strictly confidential
unless publication is an inherent part of the service (e.g., announcing a game show
prizewinner)" and that Warner Amex "will refuse requests to make any individual
subscriber information available to government agencies in the absence of legal 
compulsion. . .  . If requests for such information are made, Warner Amex will 
promptly notify the subscriber prior to responding if permitted to do so by law." 

Warner Amex's code has been tested at least once, and the company has stuck by
its pledge. When a movie theater operator in Columbus, Ohio, was accused of show
ing a pornographic film, he protested that the film had already been on the QUBE
cable system in Columbus and asked the company for the names of the people who
watched it. A judge ruled that Warner Amex need not provide individual names,
but the company was ordered to make public the percentage of its subscribers that
ordered the movie and presumably saw it as well. 
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On a broader scale, only three states—California, Illinois and Wisconsin—now 
have laws seeking to insure privacy for subscribers to cable systems and two-way
TV. The provisions are similar to the Warner Amex code. In addition, the California
law prohibits a cable system operator from using "any electronic device to record,
transmit, or observe any events or listen to, record, or monitor any conversations
which take place inside a subscriber's residence, workplace, or place of business,
without obtaining the express written consent of the subscriber."

This section, which is similar to one in the Illinois law, is designed to protect
people from abuse of systems that, in effect, listen in to homes in order to provide
fire and security protection. One such system links a TV set to a computer monitor
capable of electronically sweeping a household every seven seconds.

So far, the interest in privacy-projection laws on a national scale is practically nil
in Washington. A report on privacy dangers was issued by a special presidential
commission six years ago. Its recommendations have not been enacted by federal
agencies or Congress. Congressional hearings will be held this spring on safeguards
for the use of tax information. 

Little more than a decade ago, in fact, proposals were made for a centralized fed
eral computer list that would combine all the information the government had 
about an individual, from social security records to military service and even arrest
records. The proposals, which were backed and pushed largely by law-enforcement
agencies, never got serious consideration.

Today there is no longer any talk about centralizing information because comput
er techniques have advanced so quickly that one master file is unnecessary. The 
same purpose can be served by computer matching programs. Two or more tapes
containing different kinds of information can be run through a computer and com
pared to discover which names or information appear on both lists.

Such matching of tapes is being performed to find people suspected of being wel
fare cheats and government workers who have failed to pay their federal student
loans, and to identify youths who have not registered with the Selective Service
System. In the last case, the social security numbers of youths who reach registra
tion age are checked against slective service and armed forces lists. If a name on the
social security list is not on the selective service or armed forces lists, the govern
ment scores a "hit" and provides the Selective Service System with the name and
address of that person. 

WHAT'S LEGAL? 

Information gathered about all of us by the government is supposed to be used
only for the purpose for which it is obtained. But the interpretation of laws and reg
ulations differs, and new laws can be passed. The Privacy Act of 1974, which spells
out the rules for government agencies, restricts the use and disclosure of informa
tion. However, the selective service matching program was specifically authorized
by Congress, and federal guidelines have been revised to facilitate computer check
ing for welfare cheats and delinquent student loans and to leave more discretion to
individual federal agencies. 

Henry Geller, former head of the National Telecommunications and Information
Administration, a federal agency within the Department of Commerce, contends 
that for sensitive information there must be "an expectation of confidentiality" of 
information obtained from individuals by the government or anyone else. The U.S.
Postal Service and the Internal Revenue Service have generally good records of pro
tecting the privacy of the mails and sensitive tax information, says Geller, who is
now a Duke University professor. 

People worried about computer-assisted invasions of privacy insist that they do
not want to thwart the computer industry. Rather, they say they seek a balance
between technological advancement and citizens' well-established right of privacy. 

"What makes America unique," says Geller, "is its treatment of the individual,
and that must include a guarantee of the right of privacy. It is a part of the quality
of life. Privacy and the dignity of the individual go together." 

[From the New York Times. Jan . 21, 1984] 

IN DEFENSE OF PUBLIC PRIVACY IN U.S. 

(By David Burnham) 

WASHINGTON, January 20.—From a one-room office on the second floor of the car
riage house behind his Capitol Hill home, Robert Ellis Smith, a 43-year-old lawyer 
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and for after newspaper reporter, sounds the alarm about maintaining freedom and
privacy in the computer age.

Now entering his 10th year as the owner, publisher and principal reporter of Pri
vacy Journal, a monthly newsletter that charts the impact of technology on the 
rights of the American people, Mr. Smith, a kind of one-man lobby, worries that
today, as much as ever, the nation is threatened by the widespread intrusions de
scribed in "Nineteen Eighty-Four," George Orwell's novel.

'"We haven't reached the Orwellian nightmare yet, in part because the Govern
ment is somewhat inefficient,'' he said recently. "But what we are allowing the com
puters to do to our society is still quite upsetting. We seem to feel that the comput
ers have so much information about us that we shouldn't take any risks, that we 
should be compliant people."

Mr. Smith says public interest in privacy issues reached a peak in the period 1975
to 1977, when abuses of Government power were uncovered in the Congressional in
vestigations of the Watergate scandals and activities of the Central Intelligence 
Agency, resulting in the creation of the Privacy Protection Study Commission, 
which issued a national report in 1977. "But with 1984 here," he added, "issues 
raised in George Orwell's novel seem to have revived a good deal of interest about
where our society really is headed." 

REGULATIONS ABOUT PRIVACY 

Because the great Federal agencies such as the Internal Revenue Service, the Fed
eral Bureau of Investigation and the National Security Agency have headquarters 
here, Washington is the fountain of regulations affecting individual privacy and 
thus the natural base for Mr. Smith. 

Congress frequently holds hearings about privacy abuses concerning both the Gov
ernment and private industry and periodically passes legislation dealing with priva
cy, such as the Privacy Act, a law that gives Americans certain information rights,
including the power to see and correct records held about them by Federal agencies.

The Congressional Record, court decisions and obscure regulations published in
the Federal Register are the raw materials of Mr. Smith's newsletter. Occasionally
a Congressional hearing will lure him our of his office. Often he gets tips from offi
cials who share his concerns. 

"Since my first days as a reporter, the struggle of the individual against the insti
tution always has been one of my central interests," Mr. Smith said of his work. On
one wall of his spacious, sunny office, situated just seven blocks from the Capitol,
book shelves bulge with reports and studies and other volumes touching on the hun
dreds of different issues that concern him. A small cast-iron stove and a stack of 
wood take up a good portion of another wall. 

PERNICIOUS TECHNOLOGY 

One bit of noncomputer technology that Mr. Smith had devoted many articles to
in his neatly printed newsletter is the polygraph, or lie detector, a device designed
to measure the stress felt by a subject when he is asked a series of questions. The
polygraph is now routinely used within the C.I.A. and the National Security Agency
to try to anticipate security problems. 

Last year the Reagan Administration issued a directive vastly expanding the use
of the polygraph for investigating the unauthorized disclosures of sensitive informa
tion, but Congress recently approved legislation postponing these procedures until
this spring.

"Government and business use this pernicious technology in a way to convince
people that machines can do something that people cannot, that machines can get
into someone's brain," Mr. Smith said, "I agree with those who describe polygraphs
as 20th-century witchcraft, a modern version of the Medieval world's trial by fire."

Mr. Smith is critical of how Government has responded to the challenge of the
new technology. "The Supreme Court under Chief Justice Warren Burger has taken
a restrictive view about privacy rights," he observed. "If the invasion did not occur
in the marital bedroom, the Court seems to feel there has been no invasion at all.
Also, most of the Federal courts have been slow to recognize that the new computer
technologies can elevate an action which once was not important to an action that
poses significant constitutional question."

Mr. Smith believes, however, that one of the fundamental problems may lie in the
Constitution itself. "The Constitution imposes no restriction on the actions of pri
vate corporation, only on Government agencies," he said. "The Founding Fathers
established a system of checks and balances for the Government. For most people,
being searched by the police is a remote possibility. But being subjected to physical 
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searcher, searches by insurance companies and 

credit reporting companies is quite likely. 

Mr. Smith charges $89 a year for his newsletter, which now has a monthly circu
lation of about 1,500 down from a peak of 2,000 in the post Watergate years in the 
mid-1970's. He said there had been a recent surge in sales. 

"I don't see any signs that the trend toward more and more control of the individ
ual is being retarded," he said, "but I'm not going to stop trying." 

[ F r o m the BYTE P u b l i c a t i o n , I n c . J u l y 1983] 

PRIVACY AND VIDEOTEX SYSTEMS 

TWO-WAY SERVICES BRING, WITH THEM THE POTENTIAL FOR ABUSE 

(By Richard M. Neustadt and M. Anne Swanson) 

Midway through George Orwell's 1984, the hero meets an old man and asks him 
how "Big Brother" got started. Things began to go wrong, the old man answered, 
when someone invented two-way television. 

Advances in telecommunications promise to bring all sorts of conveniences to our 
doorsteps. We'll be shopping, banking, and working from home. We'll have comput
er-controlled electronic mail, burglar and fire alarms, and medical alerts, among 
other things. But along with this array of new services and products comes a poten
tial for abuse. 

The possible threat to privacy that home video and computing services pose is be
ginning to worry some people. The growth of nationwide videotex systems, whether 
they operate over cable TV or telephone lines, presents two major causes for con
cern. First companies that sell electronic information or provide transactional serv
ices such as home banking and shopping will be able to compile dossiers on their 
subscribers. This information could be misused. Second, the proliferation of electron
ic transfer of information raises new questions about wiretapping. 

DATA COLLECTION AN D DISCLOSURE 

The current debate focuses on the collection and possible misuse of subscriber 
records. Most companies that provide videotex services generate files on subscriber 
behavior as a matter of course. For instance, if the system operator provides infor
mation and charges his customers on a per-page basis, then his computer must keep 
a record of every video page subscribers request. If the system is used for transac
tions such as shopping or banking at home, the retailer or financial institution must 
keep a record, and the cable or telephone system operator may want to keep its own 
record as protection against claims of error. 

Most companies that provide videotex services generate files on subscriber behav
ior as a matter of course. 

Of course, similar records have always been collected by banks, hospitals, insur
ance companies, and other institutions. But with videotex systems, more records are 
being collected in one place. Moreover, computer files are easier to obtain than 
original documents. 

The concern about collection of records leads to another issue: the possible disclo
sure of private information on consumer behavior. System operators may want to 
sell this data to retailers, pollsters, direct mailers, or credit investigators. Such in
formation is commercially valuable, as indicated by the similar active market in 
magazine subscription lists. 

The action of a theater owner in Columbus, Ohio—where Warner-Annex runs its 
interactive Qube service—is an example of data disclosure. The owner of the theater 
subpoenaed lists of people who had watched "adult" movies on cable TV in order to 
defend himself against obscenity charges for screening those movies in his theater. 

PROTECTING PRIVACY 

Without a law or service contract to the contrary, company records belongs to the 
company that collects them, not to the subscriber. The United States Supreme
Court established this principle in 1976 when it held that a consumer had no consti
tutionally protected interest in his bank records that would enable him to challenge
their release to government officials. 

In the last two years, however, a movement has taken wing to legislate protec
tions for those records. California, Illinois and Wisconsin have passed privacy laws, 
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six other states are seriously considering such measures, and the U.S. Congress may
well pass a privacy law next year. While most of these bills are aimed at cable TV,
the Illinois law and several of the proposed bills also cover two-way services provid
ed over telephone lines. In addition, most cable TV franchises issued in recent years
include privacy rules. 

The central aim of this legislation is to require the system operator to obtain the
subscriber's consent before collecting information. In most cases, collection without
consent is allowed only for purposes of billing, providing a service like at-home shop
ping, or protecting against unauthorized reception or other services.

The measures vary on specifics. The Wisconsin law goes so far as to require cable
operators to offer subscribers a free on-off switch controlling the interactive service.
Some of the pending bills require system operators to acquire liability insurance to
cover any suits based on violation of their privacy provisions.

Many people in the videotex field feel that all this legislation is unnecessary.
They argue that there has been no evidence of abuse and that system operators are
hardly likely to offend their customers by invading their privacy. These companies
make a strong argument that we should wait to set rules until we know more about
the market and the technology.

Legislation is beginning to look inevitable, however. And when it does pass, the
biggest problem for the videotex industry will be the motley of state and local rules
and the often ambiguous wording of laws. The differences from law to law would,
for example, require the operator of a system serving several states to maintain sep
arate data bases and procedures for each state—a costly proposition. 

Some companies providing interactive services see self-regulation as the best way
to allay subscriber concerns and avoid a patchwork of conflicting rules. Two large
cablefirms—Warner-Amex and Cox—have issued codes of behavior regarding priva
cy. The National Cable Television Association and the Videotex Industry Associa
tion have formed groups to draft industry-wide guidelines. Meanwhile, there is in
creasing support for a uniform standard, set by Congress, to preempt state and local
rules. 

INTERCEPTION 

In the case of interactive systems, several kinds of interception are possible. An
eavesdropper—or a law-enforcement agent—would put a physical tap on a tele
phone line or dial into a central computer that transmits messages and keeps
records. A cable subscriber could use special equipment to listen on his cable and
pick up signals addressed to or transmitted by other subscribers.

Federal law provides criminal sanctions against unauthorized interception of wire
communications and regulates legal wiretapping by law-enforcement authorities. 
The law allows government agencies to wiretap, but only with a court order—which
the courts are to grant sparingly—or, if national security is at issue, pursuant to an
order from the Attorney General.

Unfortunately, the drafters of this law—who worked on it almost 15 years ago—
did not anticipate advances in technology, and the law now has two large loopholes.
First, the law covers only "aural interception," so it does not seem to apply to eaves
dropping on data and text transmissions, such as electronic mail. Second, the law
defines "wire communications" as transmission provided by common carriers such
as the telephone company—probably omitting most cable services.

Legislation pending in Congress addresses both problems. Senate Bill 66 forbids
any private person or government body from intercepting any broadband communi
cation unless authorized to do so by the system operator, program originator, or fed
eral law. (The provision does not specify whether law-enforcement investigators
would use a regular search warrant or would have to meet the wiretapping law's
strict standard to get court permission for nonaural interception.) This same propos
al defines cable transmission as "wire communications" so as to include them 
within the law's scope.

It is too early to tell whether the privacy legislation pending in Congress will
become law. If it does, it would preempt similar state regulation and would provide
a unified substitute for the hodgepodge of different state and local rules. Although
the federal proposal is currently part of a bill that focuses on cable systems, it is
drafted broadly enough so that its provisions could be interpreted to include tele
phone-based services as well.

In the meantime, industry attempts at self-regulation on the privacy issue will in
crease. Most system operators are anxious not to scare their subscribers—it's hard
enough to sell a new product without introducing fear into the equation. As a 
result, the Orwellian scenario may remain more fiction than fact. 
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Mr. KASTENMEIER. Thank you very much, Mr. Smith, for that 
very interesting account.

I understand that the interaction among these many entities, 
mostly in the private sector but some in the public sector, in terms
of access to information in other entity systems, is done on some
sort of an exchange basis. The exchange is negotiated between one
agency, whether it is a credit bureau and a Federal agency, or any
others on a voluntary basis. That is to say, one, there is not nor
mally access provided pursuant to law or; two, it is not, for the 
most part, involuntary. One system does not have access to another 
system without the second system's knowing about it or having 
made arrangements to grant the first system computer access; is 
that not the case? 

I ask that because I am not clear in terms of computer technolo
gy what the relationship is of computers and data bases in differ
ent entities, and how it is that these various entities make arrange
ments for exchange of information, or access to information. 

Mr. SMITH. Your understanding is correct. I don't know of any
automated exchange of information that is mandated by legal proc
ess by subpoena or anything of that sort. There is legal process, of
course, when a FBI investigator would go to a bank; but that is for
just an individual access to information. But on an automated 
basis—these are all voluntary, the Federal agencies pay for that in
formation. 

You will have testimony later in the morning that mailing list
companies don't want to cooperate with the Internal Revenue Serv
ice and they are not obligated to, there is no legal obligation to par
ticipate; so it is negotiated. 

The Federal agencies right now are putting out requests for pro
posals for contractual arrangements between themselves and the 
credit bureaus. 

Mr. KASTENMEIER. Should the Congress evolve a policy, or devel
op an attitude about such voluntary exchanges? Precisely what is it
that we can do about this if we feel it is pernicious?

Mr. SMITH. I think some sort of barrier should be erected be
tween private and public because different standards apply, differ
ent constitutional protections apply. I have not gotten to the point
where I can actually devise the guidelines that you would come up
with. But the first question when the Internal Revenue Service 
wanted access to mailing lists was: Is it illegal? And it is not ille
gal. I think that we should anticipate that there is going to be
more of this and the Congress ought to, I guess, draw the line. I
can't be more specific than that. But I think it is something that 
we have to look into. 

Mr. KASTENMEIER. We are told that the computer field is going 
in a direction where a computer terminal that you have in your
office or even in your home, might have potential access to all sorts
of other systems. The result is that the information may be more 
freely accessible. Therefore, we do have to ask ourselves, in the 
public interest, what information is being exchanged and how does
it impact on the unknowing and the innocent.

Mr. SMITH. I agree. We can't forget that the computer hackers in
Milwaukee got into the Sloan-Kettering Cancer Center, which has 
very sensitive patient information; that most of the computer 
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crimes involve banks. From my participation in trade conferences, 
I find them very vulnerable. In fact, most security directors of 
banks and of hospitals and like organizations, really, are relying on 
blind luck. I don't think they have any precautions to prevent 
access to these systems. 

I am not enough of a technologist to know whether if you get 
access to part of this network, you can proceed on to other aspects 
of it; I think not at this point. But we do know that many of the 
entities on this chart have been compromised. 

Mr. KASTENMEIER. I note that one of your newsletter articles of 
last September dealt with the probing of the Capitol's drugstore in 
which an individual sought, under the Freedom of Information Act, 
access to a list of prescription drugs that had been supplied to 
Members of Congress and Supreme Court Justices over a 6-year 
period. 

Mr. GLICKMAN. You mean it has gotten that far, Mr. Chairman? 
Mr. KASTENMEIER. There is apparently a pending court case. I 

don't know if there is anything further on that. But that should 
suggest, at least for comparison purposes, what the potential is for 
anyone to obtain access to medical information. Medical informa
tion may or may not be protected. 

Mr. SMITH. The Freedom of Information Act, of course, doesn't 
cover the Congress, but there is that one component of the execu
tive branch, apparently, that administers some of the pharmaceuti
cals here on the Hill (The Office of the Attending Physician). 

Mr. KASTENMEIER. Yes. 
Mr. SMITH. It was an anomaly of the law. 
Mr. KASTENMEIER. On another subject, is the Fair Credit Report

ing Act working, do you think? 
Mr. SMITH. I think fairly well. It does not require that the credit 

bureau give you an actual copy of your record, only that you be 
told what is in it. Most credit bureaus have a policy of giving you a 
copy, so in practice I guess it is working OK; but I think that is a 
loophole in the act. 

One other problem that I think should be addressed is that when 
you do see information in the credit bureau you are banned by the 
law from suing for an invasion of privacy, for slander, based on the 
information that you find. I think that immunity is improper. 

Mr. KASTENMEIER. I think those of us who have served in Con
gress a while felt that we made some giant steps forward in the 
late sixties and early seventies, not just in the Privacy Act but 
with reference to practices that had been conducted between the 
Government and other entities affecting individuals. 

For example, it used to be rather common for banks and for the 
telephone company to permit agents of the Federal Government 
access to information either through wiretapping or through access 
to accounts. After a number of disclosures of such access, those in
stitutions decided that, for their own protection, they were no 
longer going to accommodate sub rosa the requests of Federal 
agents to intrude in the affairs of others. Therefore, Congress pro
vided that one would have to obtain a warrant, for a search of ac
counts or wiretapping. 
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But with the development of the computer, it seems that there is 
a departure from that requirement just because of the technology 
itself. 

I would like to yield to my colleague from Kansas who serves on 
the Science and Technology Committee and is also very interested 
in this question. I yield to Mr. Glickman. 

Mr. GLICKMAN. Thank you, Mr. Chairman. 
First of all, I want to thank you for an excellent statement. I 

chair a Subcommittee on Communications in the Science Commit
tee. Largely with the help of Louise Becker at the Library of Con
gress, we put together 3 days of hearings; we had Neil Patrick from 
Milwaukee testify. In fact, we are going to issue a committee report 
next week. 

One of the things that we found is that the subject is so compli
cated that you just can't deal with it in small segments, like priva
cy, like technology changes, like Government role. They are all so 
interrelated that the tendency here in Congress is to want to enact 
a statute that would make computer trespassing a crime, when in 
fact that is just a tiny segment of the problem. Privacy is an even 
bigger part of the problem than mere trespassing. How does the 
whole thing relate, for example, to the interrelationship between 
Government communication systems? You point out with some of 
your pictures and graphs, the interrelationships between the elec
tric utility system, the air traffic control system, and the banking 
system. 

I guess I would ask you this question: I think a lot of things that 
you say are just right on target. It looks to me like the subject 
matter is so overwhelming that unless we have some sort of insti
tutional mechanism to look at it in a more comprehensive way we 
will continue to kind of pick apart at it and pass this one little 
computer tresspass bill, which really doesn't do very much. 

I wonder if you might comment on that. 
Mr. SMITH. I absolutely agree. I think these hearings are unique, 

because you have not been reluctant to go outside jurisdictional 
boundaries, and I think that is so important. You just can't confine 
it to one category, absolutely, because it goes into both sectors and 
all aspects of our society, and it is a technological as well as a legal 
problem. 

One thing is to develop principles that would apply to all data 
collection. I think that is important. You do stumble into problems 
there as well, because a certain principle that might make sense 
with regard to medical information, doesn't make sense with 
regard to welfare information. 

I endorse your view, that you have to take a much larger view of 
the whole thing. I think that safeguards with regard to misuse of 
computers is an important component of that and I think that pro
hibiting the criminal misuse of computer systems certainly goes a 
long way in protecting these records. So that passed by itself, a 
computer crime law would not do any harm, certainly it is part of 
the issue. 

Mr. GLICKMAN. How would you feel about some sort of a national 
commission on privacy in communications? Willis Ware and others 
have testified. The feeling is that elevating the problem to a ques
tion of greater national attention in trying to pull it out of the spe
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cific smaller parochial interests can't be done unless you set up
some sort of a national think tank or something along those lines. 

Mr. SMITH. We had a commission in the last decade and that did 
help somewhat, but it also broke down the issue into its minutia as
well. It came up with some 65 recommendations and missed a large
part of the grander picture. 

I guess I am reluctant to say let's go the commission route again.
Something along that order, though, I think is really needed. 

Mr. GLICKMAN. I would like you to amplify your statement on 
page 8 of your written testimony: OMB agreements with Federal
agencies will be permitted to have access to individual credit re
ports stored by seven different companies. 

Which Federal agencies are we talking about? What kind of in
formation are we going to give these Federal agencies? 

Mr. SMITH. It was authorized by Congress in the Debt Collection
Act of 1982. But when you see it in the actual black-and-white type
of a request for proposals it is rather shocking to see. 

These would be any agencies that have a loan relationship with 
an individual: Small Business Administration, the Department of 
Education, the Veterans' Administration, HUD, those types of 
agencies. OMB is sort of coordinating all of this. 

They would simply allow for a computer terminal in the office of
anybody who is in charge of processing Government loans. 

Mr. GLICKMAN. So you could go right out and pick up all the in
formation the XYZ Credit Corp. has, let's say on me 

Mr. SMITH. Yes. 
Mr. GLICKMAN [continuing]. And that would go into HUD's hous

ing collection department, or student loan collection department at
the Department of Education. And they could see a whole assort
ment of information, whatever is stored in that credit file, that per
haps may be totally unrelated to the collection of that debt. 

Mr. SMITH. It might be related. It would tell what bank you deal
with, and whether you have any loans there, any outstanding bal
ance of the loan. It would list all of the department stores and the
major oil companies you do business with. And then a code from 
zero to nine indicating how successful that account is. 

Then also, as I indicate, there is some narrative information that 
comes from the courthouse—liens arrest records. 

Mr. GLICKMAN. Has OMB provided any guidance yet to these 
agencies on how to use or not use this information, or what kind of
guidelines there are?

Mr. SMITH. That always comes after the fact, unfortunately. 
Mr. GLICKMAN. So there is nothing so far, then? 
Mr. SMITH. No; there isn't. The Fair Credit Reporting Act will 

prohibit, for instance, the Department of Education or any other 
agency from using that computer terminal for anything but loan 
purposes. But how you enforce that, I don't know. Why somebody 
can't come in on a Saturday morning and use that terminal to 
check out his future brother-in-law, I don't know; there is no prohi
bition. 

Mr. GLICKMAN. Expand upon this thing about life styles. Is the
IRS now renting computerized lists that provide demographic pro
files of various households so they can find out if I go to the 
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movies, or the Lion D'or for dinner, or Las Vegas for a weekend,
and then determine if I am not paying enough in taxes?

Mr. SMITH. Well, not quite that data, but they could indicate that
you had a Cadillac and a Ford.

Mr. GLICKMAN. But could they look into, let's say, my American 
Express account?

Mr. SMITH. Not into it; the fact that you had such an account 
might be reflected, and the general balance that you keep, that 
might be in there, yes. 

Mr. GLICKMAN. Well, the general balance I keep might give some
idea of what kind of charges I have.

Mr. SMITH. That is right, but not the specifics of your account, 
that would not be reflected on these lists. 

Mr. GLICKMAN. Are there any limits on how the IRS can use 
those lists? 

Mr. SMITH. None at all. We ought to refer to that chart, No. 3, 
that tells the whole list of information that is available, it includes 
ethnic groups and religion as well. I just think every other Federal
agency is going to want access to that. But it does not include the 
specifics of an account or the charges of your account. 

Mr. GLICKMAN. What about the technology of protection of com
puter information? I mean, in the same way that the computer
technology has advanced so dramatically, has defensive technology
advanced as well? Has the use at control mechanisms, innovative 
ways of scrambling, passwords, all those kinds of things moved as
fast as the basic technology in the last 10 or 15 years? 

Mr. SMITH. I believe it has, perhaps even faster. I am not sure it
has been employed to the same extent. I think a lot of companies
don't make the investment, they are really relying on luck. But the
technology in computer security is the least of our problems be
cause that is moving apace. 

Mr. GLICKMAN. How involved is the insurance industry in en
couraging their clients in the private sector to protect the integrity
of the information that is stored in the computers and the comput
ers themselves? That is, I would think if the insurance industry
would fail to provide liability insurance for people who didn't ade
quately protect their computers, it might encourage a lot more pro
tection for the average citizen in the process. 

Mr. SMITH. Exactly. You see that with regard to home and fire
protection, and health protection, and auto coverage. But I haven't
seen any evidence yet that the insurers are taking a lead in this.
Maybe they are but I haven't seen it.

We are at the stage right now where if computer crime is discov
ered in a company, it is suppressed, and the individual is either let
go or given a promotion; you know, anything to keep it quiet. That
is where we are now. 

Mr. GLICKMAN. Thank you, Mr. Chairman. 
Mr. KASTENMEIER. The gentleman from California, Mr. Berman? 
Mr. BERMAN. No questions. 
Mr. KASTENMEIER. Mr. Smith, we would like to thank you for 

your appearance and your help this morning. Your testimony is 
very useful and we are pleased to avail ourselves of your views on
these matters. 

Mr. SMITH. Thank you. 
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Mr. KASTENMEIER. The Chair would like to call as our next wit
ness, Prof. Kenneth C. Laudon, professor of computer applications 
at the New York University of Graduate School of Business. 

Professor Laudon is the author of several books directly relevant 
to today's hearing: "Computers and Bureaucratic Reform," "Com
munications Technology and Democratic Participation," and the 
forthcoming "Security, Freedom and Efficiency. Value Choices in 
the Design of National Information Systems." 

Professor Laudon, I welcome you this morning and you may pro
ceed as you wish. 

TESTIMONY OF KENNETH C. LAUDON, PROFESSOR OF COMPUT
ER APPLICATIONS, NEW YORK UNIVERSITY GRADUATE 
SCHOOL OF BUSINESS 
Mr. LAUDON. Thank you very much. The forces of chaos and dis

order have made it very difficult to appear before you. I am happy 
to see that you do have a copy of my statement. And I am happy to 
say I was able to find my way out of LaGuardia Airport in the fog 
this morning, and it is a pleasure to be here. 

I have worked in the information systems area since the late 
1980's when I began a series of studies on how third generation 
computers affect public decisionmaking. I have worked at the Fed
eral level as a consultant to the Office of Technology Assessment
and their studies of a number of national information systems such 
as the Internal Revenue Service, Tax Administration System, in 
1977. I was a member of a research team for System Development
Corp.'s review of a proposed Social Security system in 1978. 

In 1979, I began a 3-year effort as a contractor to the Office of 
Technology Assessment study of the National Crime Information 
Center proposed by the FBI. 

In my view, society as a whole and Members of Congress in par
ticular, have some difficult decisions to make about which values 
will reign supreme in the design of systems. 

I see these values as choices among international and domestic 
security, efficiency or civil liberties. 

In my experience with specific national information systems over
the last 5 years, I have found many aspects of proposed systems
that are threatening to civil liberties.

Bob Smith has already pointed out to you a number of trends in
the development of systems with his excellent charts and illustra
tions. It seems to me, Bob Smith pointed to three things. One is the
increasing density of linkages between Government computer sys
tems and Government and private sector systems. 

This chart that Bob has reproduced here on page 13 is just an 
excellent illustration of the kinds of linkages that exist now; within
a decade you should expect this chart to look like a solid black line. 

Ten years ago, it might have been said that there would be an
increasing density of linkages between systems. Ten years ago was
just when data-base management technology was coming on line.
People predicted then that these kinds of charts would be common
place by the 1980's. We can predict confidently today that by 1990,
this chart will be a solid black line. These linkages won't be infor
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mal linkages, they will be formalized linkages that are made possi
ble by advances in data base management and technology.

In addition, Bob pointed to two other trends I would just like to
highlight here. First, there are new uses for information being
found. New data bases are being created; the purchase by the IRS
of private sector credit data information is the creation of a new
data base by the government. There is just no other way you can 
label that. 

Second of all, new uses are being found for information. In these
situations, we have an existing data base which becomes automated
and more accessible, and new uses follow from that New organiza
tions are attracted to data bases like bees to honey.

A third trend that Bob pointed to is the idea—we could have
stated this 5 years ago—of the executive branch flexing its data
processing muscles and circumventing privacy controls, which Con
gress originated in the 1970's to constrain executive branch uses of
information. 

I am going to point to those in my testimony and underscore 
some of these trends and add a few of my own.

Based on my specific experiences with systems such as the FBI
system and Internal Revenue and Social Security over the last 5 
years, one of the major threats to civil liberties that I see is this
major extension in data surveillance capability for minuscule gains
in security and efficiency. 

It is unclear to me, for instance, that the FBI really needs a file
on 30 million American citizens, one-third of the active labor force, 
in order to create an effective National Crime Information Center 
computerized criminal history system.

Currently, it actually plans to put one-third of the labor force in
its NCIC file. I don't think that is needed; not even in New York do 
we think there are that many criminals.

Moreover, my colleagues in criminal justice are convinced that
surely not one-third of the labor force is criminal in a way of inter
est to the FBI. Nevertheless, that is what the FBI plans. And I 
think that extension of data surveillance capability is unwarrant
ed, absolutely unwarranted, by any concern about domestic securi
ty and crime.

Another trend is a major enhancement in the ability to merge
information from segregated files through data base management
techniques creating general purpose systems not authorized by 
Congress.

I think that 200 or so matching programs, described by Bob
Smith and many others, being carried out at the Federal level, are
nothing but primitive applications of data base technology. The es
sential purpose of data base management technology is precisely to
merge information collected in one area of the organization and
put it to work in another area of the organization. That is what we
started out 10 years ago designing and that is what we have suc
ceeded marvelously in designing.

In the private sector this is probably the single most significant
technical advancement in computer technology. On the software 
side has been the whole concept of managing data, of data base 
management. Now, when it is applied to the public sector we run
into real problems, however. 
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Congress, whenever it is given the opportunity to vote yes or no
on creating a general purpose data base system like the National 
Data Center in 1968, or the Fednet in 1972, has rejected these sys
tems as an unwarranted threat to the constitutional rights of 
American citizens. Nevertheless, matching programs are just ineffi
cient, old style data base management technology. Instead of creat
ing a single data base in which the data elements are precisely de
fined and available to thousands of programmers who surround the
data base, as we would in a modern corporation—instead, the exec
utive branch is creating ad hoc matching links between traditional
data bases 1 to 1, until we have a patchwork of links which creates
what I would call a shadow data base environment. It is one that is 
informally defined, it is ad hoc, it is inefficient, but it performs the
same function as a data base management system. 

This matching technology is creating systems and linkages which 
are far more complex than this Government or this society has
dealt with in the past. Now, for reasons of efficiency in the admin
istration of data, and for reasons of program efficiency and effec
tiveness, it may just be desirable to build these systems. But power
ful checks and balances and oversight mechanisms must also be in
stalled to assure the accountability of these systems to Congress. 

There are many other troubling aspects that I have run across in
the last 5 years working on national information systems. I have
found a keen lack of concern for due process infringements created 
by poor record quality. Record quality is sort of a mundane issue
that generally causes people to yawn. 

But in a single FBI system, the National Crime Information 
Center and the Identification Division, I found a 22-million person
record file in which 75 percent of the records had major errors and
ambiguities and incompletenesses. I think that is astounding. 

In another smaller sample of a Social Security file system for the
Supplemental Security Income Program [SSI], I found over 25 per
cent of the case records had major errors of fact and of financial 
information on them. 

And there is in the agencies, in my experience, a general lack of
concern for the magnitude of these problems. When one converts
from manual systems to automated systems, there is a keen lack of
understanding of the significance of that; going from a manual en
vironment where we have many, many errors in the underlying
records to an automated environment where we are making hun
dreds of thousands of decisions per second, affecting people's lives
radically. People are not recognizing that we had better do some
thing about that data base and clean it up—they don't have that
attitude. 

It is a mundane issue, data quality, but it goes to the heart of the
matter, which is how are we going to treat citizens in automated
systems? If we get off into the technology side of the computer age,
how many chips can we get per square centimeter? And we get 
onto the people side of the computer age, and the people side are 
questions such as how will we treat people? How will we treat 
errors? What kinds of correction mechanisms do we have? There 
isn't that concern in the agencies.

I have also found a lack of understanding of how equity and fair
ness can be built into systems, an unwillingness on the part of 
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agencies to allow citizens the use of technical means and devices to
find out how agencies are treating their cases, for instance. Tech
nology is applied, in other words, in a very one-sided way, from a 
management perspective—managing a caseload as opposed to a 
personal perspective, where we would like to get access to agency
data. 

The last trend I have noticed is the inability to conform to exist
ing law and regulation to assure the accountability of systems to
managers and to Congress. I have noticed this in the IRS and the
FBI systems that I have worked on in particular, a desire to rush
ahead to build systems before we have the regulatory apparatus es
tablished, and that bothers me. 

It means that we have systems operating now, and will shortly,
systems operating beyond the law.

Now, I have come to the general conclusion that it is not the 
technology per se that is the villain, the technology can't be sepa
rated from its uses. It is a little silly to talk about nuclear technolo
gy, for instance, without talking about the bomb. Nevertheless, the
principal problem is having the courage and making the invest
ment to learn how to control and regulate the technology to assure
it can be held accountable to us. 

Now, in the seventies we made a start at that with the Privacy
Act of 1974 and the related family of legislation. But since then 
changes in technology have made that positive start technologically
obsolete. 

Since 1974, we have developed microcomputers that can sit on 
this desk top, as powerful as the main frame computers I used as a
graduate student in the mid-1960's. Within 5 years, I can put on
this desk a computer equal in capability to a good sized mini com
puter today. In a decade I can put the Library of Congress on this 
desk and give you the connections to speak to other libraries of the
world in the giga bit range, that is in the billions of bits per second
range of telecommunications. 

That is how much the technology has changed in 10 years and
will change in the next 10 years.

Now, along with that change, the appetite of large bureaucracies,
both public and private, has clearly been stimulated. There is no 
longer a meaningful distinction between physical surveillance, elec
tronic surveillance, and data surveillance. 

You give me the right telephone numbers, a few of my graduate
students, my IBM XT personal computer, and I will tell you where
many of you were last night. In a few hours I can find out some 
very interesting details about your military, medical, Social Securi
ty, and employment records.

Now, if I can do that with a reasonably modest computer that 
operates at far less than a million instructions per second, these ca
pabilities are clearly available to most large public bureaucracies
and private organizations as well.

Mr. KASTENMEIER. May I interrupt to see if I understand you? 
[Laughter.]

On what basis would you have access to that information?
Mr. LAUDON. I asked you for the telephone numbers. I said if you

give me the telephone numbers. It would take me a few hours of
observation to find out the telephone numbers myself. But if you 
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could give me the telephone numbers, it would only take me a few
hours to generate the codes of access to the systems in order to get
that information. I would need a computer here in a few hours, 
though, to run through the combination of codes. 

What right of access? The point is that it could be done without
any formal right of access. The systems are that old. 

Mr. KASTENMEIER. Would that be considered a theft? 
Mr. LAUDON. Yes, a diverson of services and illegal entry. 
Mr. KASTENMEIER. But you earlier indicated that there are many

people managing systems that are actually operating outside the 
law in that connection. 

Mr. LAUDON. I think there are some public sector Federal sys
tems operating beyond the law, yes; right now. But my point was
the breakdown between physical surveillance and data surveil
lance. With the right telephone numbers, in a few hours I can per
form the same functions of physical surveillance of your person
simply through data banks, simply because of the interconnections
that exist between established data banks, and that capability is 
widespread. It is something that a few graduate students could do
in an afternoon and, therefore, I assume that it is well within the 
means of IT&T or GE in a few hours to do the same thing. 

So my point was not how easy it is to enter systems; my point
was that the power of information in those systems is so great that
people of modest capabilities, organizations of even modest capa
bilities, could put together in a few hours.

Mr. KASTENMEIER. Just to add to my understanding of computers
and how they are operating in this connection, let me use a case in
the graph here. We have a medical information system—we will
assume it is a hospital and we will assume that voluntarily they
provide an insurance company information because it seems legiti
mate. At a later point in time, the insurance company independ
ently gives access to its computer system to a Federal agency,
which the hospital had never intended to be a recipient of informa
tion about its patients. But for whatever reasons, the insurance 
company makes that information accessible to the third parties—— 

Mr. LAUDON. To the Social Security Administration. 
Mr. KASTENMEIER [continuing]. To Social Security. Then really 

the ethical protection of information at the source is defeated be
cause of remote and subsequent transactions.

Mr. LAUDON. To me one of the interesting aspects of the transac
tion you just highlighted is the extent to which we don't know that
that already goes on. That particular transaction is which the 
Social Security Administration gains access to insurers' records 
having to do with a specific patient, is indeed a reasonably common
transaction, because Social Security has a need for that informa
tion because it has to compensate the hospital often and it needs 
third-party insurance carrier information in order to do that. 

There are a host of other transactions on this chart, the size and 
nature of which we are unsure. One of the points I very much 
wanted to make today was that the complexity of the data flows in
the world is one of the major reasons why I think the information 
technology genie is out of the bottle. And significant improvements
have to be made in the Privacy Act and related legislation in order
to put the technology genie back where we had it. 
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In the particular case that you refer to, complex transactions be
tween two and three, and perhaps four organizations, it is interest
ing to note that we don't have the expertise in our society to find
out precisely how many of those kinds of transactions are going on. 

Mr. KASTENMEIER There is also another, I suppose, technical 
aspect. Some information may be available on a transitory basis 
from one system to another. And that may be qualitatively differ
ent if the recipient system downloads that information when the 
original system thought it was only available on a transitory,
ephemeral basis. Retention and the development of additional data
bases with sensitive information may also, I think, constitute a 
complicating fact. 

Mr. LAUDON. It gets also more complicated if you mention down
loading, if you consider downloading large files from a hospital to 
an insurance carrier, within the insurance carrier downloading 
that information to micro computers or small mini computers
where it is worked on on small diskettes—what happens is eventu
ally control is lost over the flow of that information, so that it be
comes impossible to trace. 

We ran into this problem and have continually run into the 
problem, at the IRS and at the FBI, trying to keep track of second
ary and tertiary disseminations of data; trying to find out, and to 
answer the simple question: Who had what information at what 
point, when, and what did it look like? Can you trace this flow of
information through organizations? 

In many States, in certain areas like criminal records, they have
given up. They basically tell State legislators and courts that we 
can't tell what happened to information once we sent it down to an
agency, and it was subsequently disseminated within that agency.
Now we would like to make a correction in the record. Maybe
there was a mistake in the record, we would like to correct it. 

Who do we talk to to correct that record? Who got it? Who made
a judgment based on it that perhaps it should be corrected?

Well, here is an excellent example where we are operating tech
nology beyond our management control, because we can't correct 
that record. If somebody lost a job because of a bad arrest on an
arrest record in California, and we would like to rectify the situa
tion, good luck; we can't do that. We are being forced to keep infor
mation on pieces of information. In order to keep track of informa
tion you have to know who had it, who saw it when. As it turns out
that is more complicated than what we are willing to pay for. 
Therefore, we don't have those management capabilities. 

That is an excellent example of what I mean when I say we are
operating systems beyond our control and accountability. And I 
think Congress ought to be aware of that when it passes legislation
which, for instance, asks us to build systems which can keep track
of the flow of information for security reasons or for due process 
reasons. Building those systems is expensive and tends not to be 
done. 

So the information could be sitting in a drawer somewhere, it 
could have been disseminated to a user somewhere, but nobody will
know it. It could be on somebody's home micro computer, but 
nobody will know. There is no way of tracing that information cur
rently, at least not in the way we build systems today. 
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I also want to point out in my testimony that there is literally
only a handful of scholars in this country who work in this area.
No major school of public administration can be of much assistance
to you because they don't have any programs in national informa
tion systems, or even information systems. Only a handful of the 
business schools in this country have such major programs which
would permit Congress to turn to an on-line group of experts for
advice on how to build responsible systems. That expertise is not to
be found in universities. 

In my written testimony I called for a National Defense Informa
tion Systems Education and Research Act—one purpose of which is
to help create the expertise in our schools of public administration. 

I also called for a Privacy Protection Commission, just to give
Americans a sense that some group has authority and interest in
keeping track of these complex interactions among systems; in pro
tecting their rights in the information age just as protect their con
sumer rights. 

We need to amend in particular the "routine use" clause of the
Privacy Act so that data surveillance can be more closely moni
tored. The routine use clause, with some of the strongest language
in the Privacy Act, in which Congress specifically said that infor
mation collected for one purpose should not be used for another 
purpose unless specifically authorized by Congress. There was a 
very clear-cut statement. 

There is no way, it seems to me, that that could be so misinter
preted, but it is, and has been for the last 10 years, by administra
tions on both sides. That clause, the routine use clause, has essen
tially been thrown out, and that opens up the whole Pandora's box
of general purpose national information systems. 

If that clause is not amended, then hearings such as this will, it
seems to me, be irrelevant, because the gates will be open for a 
flood of systems based on the principles of modern data base man
agement and technology, which is indeed to use information col
lected for one purpose to use it for another purpose. 

Mr. KASTENMEIER. In your view, Professor Laudon, is that statu
tory language being misused or ignored, or does it in fact need to
be amended to achieve the purpose you seek?

Mr. LAUDON. I don't have an answer to that question. I have 
fought with myself about ways that language could be strength
ened, but it already seems to me so clear. And the willingness of 
the executive branch to abuse it seems to be simply a decision 
made by them and has nothing to do with the lack of clarity in the
original legislation.

On the other hand, I would point out that that clause is so pow
erful, because it goes right to the heart of why we build systems. I 
mean, we build systems in the Federal Government, as in the pri
vate sector, in order to be efficient managers of data, and efficient
users of data. 

It does happen to be efficient to take information collected in one
place and use it in another place. That happens to be in the private
sector one of the major advantages of modern systems: the ability
to transport information across organizational boundaries.

Therefore, the routine use clause makes a powerful statement. It 
says that the Federal Government will not avail itself of the most 
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advanced principle in the grab bag of data processing technology.
We will forsake that efficiency in order to preserve a democratic 
republic. 

That was a very courageous statement. I am not sure how main
tainable that is going to be, and increasingly there is going to be a
lot of pressure on that. The Privacy Act does say that you can have
the most efficient taxation system in the world; within the IRS you 
can transfer all the information you want and you can use the 
most advanced technology, but you can't use tax data to support
the Selective Service System, you can't do that. And that kind of 
efficiency we foresake, Congress said in 1974. 

So the question you raise is can we go on? Can we be an efficient 
government without foresaking that routine use clause? And my
answer to that is yes, we can, I think we can, I think we can design 
systems. 

Now, there are going to be exceptions to routine use. The legisla
tion in 1974 clearly says that Congress may authorize exceptions,
and it did, the next day. It authorized the Parent Locator Service
in 1974 to combine tax information and other information. 

So there are certain circumstances under the right oversight 
mechanism where we will have to, perhaps, allow exceptions. 
Maybe the exceptions will grow in number; nevertheless, I will 
have some confidence if we have an oversight mechanism—a Priva
cy Protection Commission. 

Mr. KASTENMEIER. In your view, we need oversight. Does the 
1974 Privacy Act have any penalty clause associated with misuse
or unauthorized use within the frame of reference of this statute? 

Mr. LAUDON. Yes; it does have, but the penalties are rather mini
mal. It is a misdemeanor offense, I think, punishable by a thousand
dollars or less, for abusing the Privacy Act. Of course, that only ap
plies to Federal agencies; but many States have similar laws in the
privacy area. But in general, one would say that—I have never in
10 years seen a prosecution at any level for a violation of the Pri
vacy Act. 

In conclusion, I can say that it seems to me that in the recent 
past, in the last 5 years, that we have tended to overestimate the 
gains in efficiency to be obtained by allowing information technolo
gy to have such a free rein. That has been my experience when you
look at systems very closely. The FBI systems and IRS systems
have been installed—some of those which are most objectionable in
a civil liberties ground, are barely justifiable on a cost effective and
cost efficiency basis. 

Therefore, it has been disappointing for me at times—expecting
great advances in efficiency, to find out that great costs in civil lib
erties had been incurred for very small advances in management 
efficiency.

I think there are alternative ways and alternative systems to 
achieving many of the same goals that the executive branch has
outlined in its system development proposals.

I think we have to search for proper mechanisms for achieving
those goals, and that we should not forsake our liberty out of fear
for our security, or decrease our freedom in the pursuit of efficien
cy. I don't think we have to do that.

That concludes my testimony. 
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[The statement of Mr. Laudon follows:] 

PREPARED STATEMENT OF PROF. KENNETH C. LAUDON, NEW YORK UNIVERSITY, 
GRADUATE SCHOOL OF BUSINESS, COMPUTER APPLICATIONS AND INFORMATION SYSTEMS 

My name is Kenneth C. Laudon. I am a sociologist and Professor in the Depart
ment of Computer Applications and Information Systems at the Graduate School of
Business, New York University, where I teach on management information systems,
and courses on the social and organizational impacts of information systems. I wel
come this opportunity to testify before the Subcommittee on the question of civil
liberties, security, and information technology. 

I have worked in the area of information systems since the late 1960's when, with
Alan Westin at Columbia University, I began a study of how third generation com
puters changed public decision making at state, local and federal levels. This result
ed in a book entitled Computers and Bureaucratic Reform. Since this time I have 
participated as a consultant, researcher, and director in many of the major technol
ogy assessments concerned with information technology, organizational power, and
civil liberties. 

At the federal level I was a consultant to the Office of Technology Assessment's
1977 project on the Internal Revenue Service's Tax Administration System; in 1978
I was a member of the research, group which examined the civil liberties implica
tions of the Social Security Administration's proposed "Future Process" System.
And, in 1979 I began a three year effort as a major contractor to the Office of Tech
nology Assessment's study of the FBI's proposed national computerized criminal his
tory system (CCH). 

In a forthcoming book I have described my experiences with national information
systems—especially the FBI's criminal history system. This book is titled "Security,
Freedom, and Efficiency. Value Choices in the Design of National Information Sys
tems." 

I am delighted that you are interested in these subjects. In the hula hoop atmos
phere which surrounds the marvelous technology of micro computers and integrated
circuits it is frequently forgotten that the most important questions of the informa
tion age center about how people will be treated by information systems and the 
organizations which use them. 

In my view, we, and members of Congress in particular have some difficult deci
sions to make about which values will reign supreme in the design of systems: inter
national and domestic security, efficiency, or civil liberties. In my experience with
specific national information systems, I found many aspects which were threatening
to civil liberties: 

—Major extensions in the data surveillance capability of central bureaucra
cies for minuscule gains in security and efficiency.

It is unclear to me, for instance, that the FBI really needs a file on 30 million
criminals, one-third of the labor force, as opposed to a much smaller file on say a
million serious criminals. 

—Major enhancements in the ability to merge information from segregated 
files through data base management technology creating in some instances 
"general purpose" systems not authorized by Congress.

The 200 or so matching programs being carried out at the federal level are noth
ing but primitive applications of data base management technology in which infor
mation from diverse sources is pooled into a single "data base." Matching programs
create shadow data bases. Yet, whenever Congress is given the opportunity to vote
yes or no on general purpose data base systems like the National Data Center (1968)
or the FEDNET (1972), Congress has rejected such systems.

A National Benefit System has been proposed by HHS several times in recent 
years, combining information on recipients of any federal aid—including college 
loans. In conjunction with a truly integrated Tax Information System which con
tained private market consumption data, a modernized social security system, and a
fully capable national criminal history system, we would have the technical ele
ments of a powerful surveillance apparatus. 

These kinds of systems are only a few years off. They are far more powerful than
anything this government or society has dealt with in the past. For reasons of effi
ciency in the administration of data, and for reasons of program efficiency and effec
tiveness, it may be desirable to build these systems. But powerful checks and bal
ances and oversight mechanisms must also be installed to assure their accountabil
ity.

Other troubling aspects of some recent designs of national systems are: 
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—A lack of concern for due process enfringements created by poor data qual
ity

—A lack of understanding of how equity and fairness should or could be built
into systems

—Inability to conform to existing law and regulation to assure the account
ability of the system to managers and Congress.

I have come to the general conclusion that it is not computer technology per se
which is the villain. Computer technology cannot of course be separated from its 
uses—any more than nuclear technology can be discussed without considering the
bomb. Still, as with other technologies, the underlying problem is learning how to
control and regulate the technology to assure its accountability to democratic insti
tutions. 

In the 1970's we made a start at controlling information technology in the Privacy
Act of 1974—and related legislation. Since then, changes in technology have made 
this positive start technologically obsolete. Since 1984, we have developed micro
computers that sit on a desk top which are as powerful as main frame computers I
used as a graduate student in the 60's. In a few years, I can put on this table a 
computer equal in capability to today's large mini computers. In telecommunica
tions we have gone from twisted copper wire, to optic fiber and satellites which 
transfer data in the mega and geiga bit range—that's millions and billions of bits
per second. In a few years, we will put the Library of Congress on this table and
connect you to most of the other libraries in the world. 

Along with this technical change, the appetite of large bureaucracies—both public
and private—for more and more data on individuals has also grown. There is no 
longer a meaningful distinction between physical surveillance, electronic surveil
lance, and data surveillance. Give me the right telephone numbers, a few of my
graduate students, and my IBM XT personal computer and I will tell you where
many of the members of the Subcommittee were last evening. In a few hours I could
also find out a host of interesting details about your background—military records,
medical, social security, employment, taxation, criminal and deviant behavior of you
or any of your relatives. These capabilities are not lost on the large public bureauc
racies—they are after all charged by Congress and the American public to give us
efficiency, security, and effective administration. 

The difficult question is this: in order to be maximally efficient, in order to pro
tect against any and all foreign intelligence activity, in order to maximize the ap
prehension of domestic criminals, is it necessary to infringe on the traditionally de
fined civil liberties of Americans? To some extent this has already happened—few
Americans have an expectation of privacy in foreign mails, telex, telephone or digi
tal transmissions. Few knowledgeable Americans even have such expectations about
domestic telecommunications—I don't. These rights have been sacrificed to national
security—surely a laudable goal in itself. 

In the 1970's we thought we had put the information technology genie in a bottle.
The Privacy Act after all did have a very important clause—the routine use 
clause—which said in essence the federal government could develop whatever sys
tems it wanted to within functional areas defined by Congress but it could not 
create general purpose information systems in which information collected for one
purpose would be used for entirely different purposes. An efficient tax system was
permitted, but not a system which merged tax information with Social Security
data, Department of Defense Data, Veterans Data, and on and on.

The information technology genie is out of the bottle again and its time Congress
takes another bipartisan look at how the federal government uses information tech
nology.

In closing, let me say that I do not believe we can go backward in history or pre
vent the federal government from utilizing advance information technology. Neither
must we sit idly by as our civil liberties are sacrificed. I believe we can have sys
tems which are accountable to Congress, which advance not retard civil liberties,
and which achieve high levels of efficiency and security. These systems are not easy
to build, they are more expensive to design and operate, but they are appropriate to
a democratic society.

In order to build these systems for the 1990's we need to encourage our graduate
schools to train experts and conduct research on information systems and organiza
tion. It is ridiculous that no major school of public administration has a program in
information systems, and only two or three major business schools have such a pro
gram. There is literally only a handful of scholars in this bountiful country who
work in this area. We need a National Defense Information Systems Education and
Research Act so that we have the expertise to answer the kinds of questions you
and other members of Congress are raising today. We need a Privacy Protection 
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Commission just to give Americans a sense that some one group has authority and
interest in protecting their rights in an information age just like we have agencies
to protect us as consumers and to protect our environment. We need to amend the 
"routine use" clause of the Privacy Act so that data surveillance can be more close
ly monitored.

Above all we need to ask some tough questions of executive proposals for informa
tion systems. Is this system really needed or is it just icing on a bureaucratic cake, a
proposal to preserve prior bureaucratic investments. Will it work and how well? 
Some systems upon examination offer minuscule gains in efficiency and security at 
great cost in public treasure and civil liberties. Are there alternative ways to 
achieve the same goals? And last, can the proposed system be held accountable to 
Congress and operate within existing law? 

Without finding answers for these questions the preservation of our civil liberties
will be left to technicians and bureaucrats concerned only with efficiency and secu
rity. As important as these goals are, so too is our liberty. After all, the idea of 
America in the beginning was freedom from surveillance and control so that we 
could be free to express, create, and live our lives. Let us not forsake liberty out of
fear for our security or decrease our freedom in pursuit of efficiency. 

Mr. KASTENMEIER. Thank you very much, Professor Laudon, for 
that excellent presentation. 

When you say we need a National Defense Information Systems
Education and Research Act, you are not talking about national de
fense in the military sense, I take it? 

Mr. LAUDON. It seems to me, our national defense is threatened 
insofar as we, as citizens, are not exposed in any way to what an
information system is. 

This is an age of, unfortunately, computer literacy, in which 
people learn how to play with an Atari computer; that is very nice.
And that is what our public schools, the most advanced public 
schools, are teaching right now. Even in our graduate schools we
are teaching that to a broad array of undergraduates. We are all 
giving them microcomputers. That is well.

But there is a vast difference between a microcomputer and an
information system, let alone a national information system. An in
formation system involves large segments of organizations, they
are infinitely more complex; they involve things such as how infor
mation gets into a computer in the first place; all of the informa
tion procedures, requirements and uses. Information systems are 
just incredibly more complex than a small computer. 

So, therefore, I think a society that is moving into the informa
tion age ought to know something about information systems, 
which supposedly serve it. And that distinction between informa
tion system and a computer, unfortunately, is lost on most Ameri
cans, because our schools haven't really picked it up yet. We 
haven't paid enough attention to it. We don't have research pro
grams in it; which is why it is so difficult, I think, to find experts 
to write about, and to monitor a large national information sys
tems in either the public or private sector.

So I think our national defense is involved. 
I could point to the Worldwide Military Command and Control

System, which is known in the profession of computer processing, 
data processing people, as the world's largest mistake in the 
system. That is a $5 billion national defense effort which was 
faulty in design from the beginning. We have given up on systems
like that, in the private sector. Perhaps if we had had the right ex
pertise there to chasten the Pentagon and to warn them of the fail
ures that it was looking at, somebody might have saved them a lot 
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of money that they could have used elsewhere in the national de
fense. 

The so-called WIMEX system stands out as perhaps a direct link
between information systems knowledge and national defense.

Mr. KASTENMEIER. Information which I take it that because of 
pervasive data collection, the distinction of personal and sensitive
people would traditionally consider a privilege in the legal sense
and would naturally protect as a matter of privacy, is blurred. 
Computers and designers of computers really do not distinguish
any longer what is personal and sensitive, they just collect every
thing they can collect on a person, notwithstanding the personal
differences that might have existed at another time. 

Mr. LAUDON. One of the things I didn't address in my testimony
is the revolution in home telecommunications. We have cable com
panies, two-way cable companies, now offering shopping services
and we have banks offering financial services, and soon we will
have national tax preparation services offering tax preparation.
And as the array of personal information services offered through
PBX or ordinary telephone tie-ins, or cable, or satellite dish, as 
these services expand I think you are opening up the possibility
that whatever information the consumer reveals by using these
services takes on a monetary value and will be sold by the purvey
or of those services. 

So that you will be giving financial information to Chemical 
Bank or whatever your bank is; for instance, they may be paying
all of your debts, you may have them pay your mortgage and your
electrical bills, and book bills, and so forth. Pretty soon, that bank
becomes the holder, not simply of your checking records, but also
of all of your financial records that you clear through their system.
And they can sell that information, just as two-way cable compa
nies are now selling information on purchases that you make 
through the home through their two-way cable systems. 

So that, indeed, as we become more reliant on these microcom
puter based products and telecommunications products in the 
home, we open up new opportunities to reveal ourselves to outside
organizations.

Some States have protections against that, but most States don't.
Mr. KASTENMEIER. Do you think that might be the subject of Fed

eral legislation as long as some States do and some States don't?
Would you have us make it uniform as a national question?

Mr. LAUDON. I think Congress ought to consider the possibility of
a National Consumer Privacy Protection Act which would not nec
essarily be dependent upon cable technology and would, therefore,
not necessarily be a piece of "cable" legislation but would be a part
of a broader effort to protect the rights of Americans who interact
with these systems as consumers.

Federal legislation isn't the only way that we can go. As we will
hear from private industry, one of the things that could put a stop
to a lot of the sales of data, certainly the sales of data to the IRS,
would be if people found out that the IRS is indeed collecting this
information, to refuse to participate; refuse to participate in home
financial services; refuse to purchase things with your credit card.

Now, that kind of a movement wouldn't take much in certain cir
cles to get started, perhaps a few well placed magazine articles rec
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ommending it as a strategy. In other words, I don't think that we 
have to rely on legislation only to protect our rights. 

Another possibility is to consider attaching a cost to information 
by legislation, permitting people to charge for the uses of their 
names. Information obviously does have a value, there is no reason 
why we can't create a private market in it. We can create a private 
market in bundles of currency, we can certainly create markets in 
bundles of information and trade them in Kansas City. And all we 
have to do is attach a few cents per use for every use of my name, 
or any information to do with it, and have a national information 
clearinghouse established by Congress to take care of the check-
clearing process at the end of the year. It is like a royalty state
ment. Instead of royalties, I would be paid for the uses of my name 
made in the year by any number of organizations, mail organiza
tions, banks, manufacturers, so forth and so on. 

So we could develop legislation which attaches a cost to informa
tion. 

Mr. KASTENMEIER. It could also, of course, discourage that sort of 
collection? 

Mr. LAUDON. Yes, yes. 
Mr. KASTENMEIER. I want to thank you very much for your ap

pearance here today, Professor Laudon. You have been very help
ful to the committee and I hope you won't have as much difficulty 
getting back. 

Mr. LAUDON. I hope not. Thank you. 
Mr. KASTENMEIER. I would like to call as our next witness Mr. 

Alexander Hoffman, chairman of the board of directors of Direct 
Marketing Association. 

I have asked Mr. Hoffman to appear before us today to discuss 
an issue brought to light in an article in the New York Times. The 
article reported that the IRS had asked the Direct Marketing Asso
ciation to provide the Government with so-called lifestyles of per
sons with certain income levels suggested by marketing informa
tion collected from a variety of sources. 

Mr. Hoffman is welcome here. I believe he has appeared before 
this committee in the past. He has been interested in copyright and 
publishing and many other worthy activities; he has been a patron 
of the arts in this community, and he has sponsored symposia with 
distinguished authors and others in which he has made a very sub
stantial contribution. So we are very pleased to have you here, Mr. 
Hoffman. 

TESTIMONY OF ALEXANDER C. HOFFMAN, CHAIRMAN, DIRECT 
MARKETING ASSOCIATION, INC. 

Mr. HOFFMAN. Thank you. I appreciate the opportunity to testify
before the committee on this very compelling subject. 

I will be dealing with perhaps the more mundane side of it, the
relatively simple use of information in mailing lists. I am going to
try to truncate my written testimony since your counsel has sug
gested there are certain areas you perhaps would like to pursue
with me in more detail. But I do think it is important to establish
the fundamentals of how the commercial market in mailing lists 
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works as a piece of background information, so I will try to do that
quickly. 

The industry completely shares your concern to protect privacy.
It is in our interest as well as the public's interest that that be
done, because the whole system wouldn't work very well if the 
public lost confidence in it. 

A little background quickly on how mailing lists work. A mailing
list is simply a list of names and addresses which can be derived
from sources as comprehensive as telephone directories or as selec
tive as a subscription list to a small circulation magazine on con
temporary art. 

A retailer can maintain a list of his customers; a charity of its
contributors, or a Congressman of his constituents. And each may,
of course, attempt to categorize or segment them by, for example,
product or service, frequency and type, or by party affiliation. The 
maintenance and storage is usually done by computer. 

And in all cases, whatever the degree of refinement of the list, 
the objective is simply to ensure that recipients of mail sent out 
are likely to have an interest in what the mailer has to say. For 
example, when my company makes a mailing on behalf of the Lit
erary Guild, we can only afford to mail to lists of that saving rem
nant of the population who actually read books, or at least are 
highly active readers in general who might become active book 
readers. 

So what is the nature of the marketplace for these lists? It is 
common practice for a list owner, for example, a retailer with cus
tomers, a charity with donors, or a magazine with subscribers, to
permit the one-time use of its list by another, frequently by an ad
vertiser. For example, the Literary Guild might use the subscrip
tion lists of Harpers or the Atlantic Monthly for a promotion mail
ing because we know that readers of those magazines are above av
erage book readers. 

However, it is important to realize that a mailing list transaction
prohibits the list user, by legally enforceable contractual obliga
tion, from copying or making a record of the names and addresses
on the list. 

The purpose and the function of a mailing list is solely to furnish
names and addresses to be used in the process of mailing promo
tional material of the user to the listed addresses. So typically the
magnetic tape or mailing label list itself is delivered temporarily to
an independent lettershop engaged by the advertiser or to the ad
vertiser itself for the single mailing involved. 

In the marketing world the list user never employs a list to as
certain any private information about any of the list members. He
simply utilizes the list to get his mailing to the mailbox of poten
tial customers who remain in effect anonymous so far as the list 
user is concerned. 

So from all of this you can see that the process itself tends not to
endanger personal privacy in any meaningful way—a conclusion 
which was reached by the Presidential Privacy Protection Study 
Commission in 1977. 

However, let us look at the additional steps the direct marketing
industry takes to ensure that privacy is protected. It is interesting 
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to note that they do these things in their own self-interest as well
as in the public interest.

First, a mailer obviously has a strong economic incentive not to
mail to people who find his mailings annoying and who throw 
them away unopened. To help reduce unwanted and hence unpofi
table mailings, the DMA maintains the Mail Preference Service, 
which is widely promoted to the public.

MPS provides an individual with a means both to have his name
removed from mailing lists or to have his name added to lists in
which he may have a particular interest, for example, sports, 
camping equipment, books, or whatever. 

Since the inception of this service in 1971, about 495,000 people
have asked to have their names added to lists, while about 333,000 
have asked to have their names removed. The add-on service was 
first offered in 1974, so that hasn't been running as long as the re
moval service. 

Next, individual mailers notify their customers that they periodi
cally rent their lists to others having something to offer in which
they think their customers would be interested. But we give them
the opportunity to have their names omitted from such lists if that
is their desire. Thus, people can both get off of lists they are al
ready on and avoid getting on lists in the first place, if that is what
they wish. 

Finally, the DMA has promulgated "Suggested Guidelines for 
Personal Information Protection," a copy of which is attached to
this testimony, to provide individuals and organizations involved in
direct mail and direct marketing with principles of conduct that
are generally accepted and which will help ensure consumer priva
cy. 

We believe they are routinely followed in the day-to-day oper
ations of most of the business community.

The key to the whole process is the fact that direct marketers
limit the collection and transfer of information to direct marketing
purposes only. This has been the longstanding and natural practice
of the business community inasmuch as it is only in these uses that
the direct marketer has an interest. 

By limiting the use of data to such commercially routine mat
ters, consumer protection and privacy is not endangered.

Neither DMA nor the business community condones the use of
mailing lists which are not compatible with the purpose for which
the information is collected. Indeed, we believe this precept should
be followed by all—government as well as the private sector.

The DMA guidelines specifically state that mailing lists should
be rented for marketing purposes only, and we question the 
wisdom of Government agencies seeking to use them for other pur
poses. This would tend to undermine public confidence in a socially 
and economically important process, and possibly improperly 
invade personal privacy as well.

It is noteworthy that the U.S. Supreme Court has held that the
first amendment protects not only a speaker's right to communi
cate, but also a listener's right to hear. Thus, when balancing the
various delicate rights of individuals, the judiciary has fully pro
tected all forms of commercial speech, including those uniquely em
ployed by direct marketers. 
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Individual privacy is important to legitimate business people. 
With that in mind, the business community has done what we 
think is an effective job in seeing to it that consumer privacy is
maintained. 

I would be glad to pursue any of these things in more detail how
ever you would like.

[The statement of Mr. Hoffman, and the guidelines, follow:] 
STATEMENT PRESENTED BY ALEXANDER C. HOFFMAN ON BEHALF OF THE DIRECT MAR

KETING ASSOCIATION, INC., BEFORE THE HOUSE JUDICIARY SUBCOMMITTEE ON 
COURTS, CIVIL LIBERTIES AND THE ADMINISTRATION OF JUSTICE, WASHINGTON, DC, 
APRIL 5, 1984 

My name is Alex Hoffman. I am Group Vice President of Doubleday & Company, 
Inc., a diversified New York publishing house which does general publishing, both
hardcover and paperback, elementary and secondary textbook publishing, operates a
chain of bookstores and runs a number of large and small book clubs. 

I am here today as Chairman of the Board of Directors of the Direct Marketing
Association, Inc., known as DMA, a trade association incorporated under the Not-
For-Profit Corporation Law of the State of New York. On behalf of DMA, I extend
my deep appreciation to Chairman Kastenmeier and the House Judiciary Subcom
mittee on Courts, Civil Liberties and the Administration of Justice for the opportu
nity to share our thoughts with you today on the question of privacy protection. 

I want to say at the outset that the direct marketing industry shares your con
cern that personal privacy continue to be protected in this era of the computer and
other manifestations of high technology. My chief aim this morning is to help clari
fy the distinction between unauthorized release of properly private individual infor
mation and the legitimate, essentially anonymous use of marketing characteristics
in compiled mailing lists—a process that serves the public well in many diverse 
ways. 

DMA has nearly 2,400 member firms in 47 states and 26 foreign countries which
represent every functional level of industry—manufacturing, wholesale and retail. 
These companies market goods and services through direct response methods, in
cluding direct mail advertising and mailing lists. As a measure of direct marketing's
economic importance and consumer acceptance, consumer sales volume from cata
logs alone was estimated to be $44.4 billion in 1983, a figure that has doubled in 
only 7 years. We estimate that total sales volume of all direct marketing and relat
ed service industries approaches $150 billion. 

It is important to bear in mind the many and varied economic and social benefits
of direct marketing. It is beyond the scope of this testimony to go into all of them,
but suffice it to say here that direct marketing is an effective and efficient way to
communicate information about available goods and services to targeted audiences,
to provide maximum convenience to the elderly as well as to the increasing number
of families with both heads of household working, and to aid fund raisers and chari
table activities as well as to assist political candidates, parties and causes. Although
mail is only one of the many media used to carry a direct marketer's message to his
intended audience, it is convenient to use that medium as an example to demon
strate the methods which have been developed by the business community to pro
tect consumer privacy. 

First, a little background on the use of mailing lists in direct marketing. What is
a list, where does it come from, and how is it used? A mailing list is simply a list of
names and addresses which can be derived from sources as comprehensive as tele
phone directories or as selective as the subscription list of a small circulation maga
zine on contemporary art. A retailer may maintain a list of his customers, a charity
of its contributors or a congressman of his constituents. 

Each may, of course, attempt to categorize or segment them by, for example, prod
uct or service, frequency and type, or by party affiliation. Maintenance and storage 
is usually done by computer.

But in all cases, whatever the degree of refinement of the list, the objective is 
simply to insure that recipients of the mail sent out are likely to have an interest in
what the mail has to say. For example, when my company makes a mailing on
behalf of the Literary Guild, we can only afford to mail to lists of that saving rem
nant of the population who actually read books, or at least are highly active readers
in general who might become active book readers. 

What is the nature of the marketplace for lists? It is common practice for a list
owner (e.g., a retailer with customers, a charity with donors or a magazine with sub
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scribers) to permit the one-time use of its list by another, frequently by an advertis
er. For example, the Literary Guild might use the subscription list of Harpers or the
Atlantic Monthly for a promotion mailing because readers of those magazines are
above average book readers.

However, it is important to realize that a mailing list transaction prohibits the
list user, by legally enforceable contractual obligation, from copying or making a
record of the names and addresses on the list. The purpose and function of a mail
ing list is solely to furnish names and addresses to be used in the process of mailing
promotional material of the user to the listed addresses. It is not to convey any in
formation for any cognitive purposes and never purposely discloses anything beyond
the name and address of each person on the list and, by implication, that he or she
falls within the generic category of persons that comprise the list. Transposition of
names and addresses from a list to the mailing pieces is done mechanically, elec
tronically and automatically. A list user gains no information or knowledge as to
the contents of the list by having the list, which is its physical form consists of mag
netic tapes or sheets of labels, transmitted to him or received by him. 

Thus, in many mailing list transactions (indeed, perhaps in by far the majority of 
them), the magnetic tape or mailing label list itself is delivered temporarily to an
independent lettershop engaged by the advertiser, or to the advertiser itself, for the 
single mailing involved. In the marketing world, the list year user never employs a
list to ascertain any private information about any of the list's members. He simply
utilizes the list to get his mailing to the mailbox of potential customers who remain,
in effect, anonymous so far as the list user is concerned. 

In these respects, a mailing list is a unique vehicle. It provides means for both
mass communication and for individual attention; but the individual attention is 
provided to the listed person in the form of receiving something he is likely to be
interested in, not by disclosing anything about him as an individual. To succeed,
direct marketers must deliver their messages to the right prospects. A mailing list is
the impersonal aid used to reach that goal. 

From all of this you can see that the process itself tends not to endanger personal
privacy in any meaningful way—a conclusion which was reached by the Presiden
tial Privacy Protection Study Commission in 1977. However, let us look at the addi
tional steps the direct marketing industry takes to insure that privacy is protected.
It is interesting to note that they do these things in their own self interest as well
as in the public interest. 

First, a mailer obviously has a strong economic incentive not to mail to people
who find his mailings annoying and who throw them away unopened. To help
reduce unwanted and hence unprofitable mailings, the DMA maintains the Mail
Preference Service (MPS), which is widely promoted to the public. MPS provides an
individual with a means both to have his name removed from mailing lists or to
have his name added to lists in which he may have a particular interest (i.e. sports,
camping equipment, books, etc.). Since the inception of the service is 1971, about
495,000 people have asked to have their names added to lists, while about 333,000
have asked to have their names removed. The add-on service was offered in 1974. 

Next, individual mailers notify their customers that they periodically rent their
lists to others having something to offer in which they think their customers would
be interested, and give them the opportunity to have their names omitted from such
lists if that is their desire. Thus, people can both get off of lists they are already on
and avoid getting on lists in the first place.

Finally, DMA has promulgated Suggested Guidelines for Personal Information 
Protection, a copy of which is attached to this testimony, to provide individuals and
organizations involved in direct mail and direct marketing with principles of con
duct that are generally accepted and which will help ensure consumer privacy. We
believe they are routinely followed in the day-to-day operations of the business com
munity. 

It should be noted that no mailing list is conceivable that would be constructed on
the basis of unfavorable information regarding the names upon it. Lists that consti
tute reports regarding the credit status of individuals are, of course, not mailing
lists, and, in any event, they are already governed by the Fair Credit Reporting Act.
The only consequence of being on a mailing list is that one receives something that
he presumably has an interest in. At that point he is free to read it or throw it
away as he chooses.

Key to the whole process is the fact that direct marketers limit the collection and
transfer of information to direct marketing purposes only. This has been the long-
standing and natural practice of the business community inasmuch as it is only in
such uses that the direct marketer has an interest. By limiting the use of data to 
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such commercially routine matters, consumer protection and privacy is not endan
gered. 

Neither DMA nor the business community condones uses of mailing lists which 
are not compatible with the purpose for which information is collected. Indeed, we 
believe this precept should be followed by all—government as well as the private 
sector. The DMA Guidelines specifically state that mailing lists should be rented for 
marketing purposes only, and we question the wisdom of government agencies seek
ing to use them for other purposes. This would tend to undermine public confidence 
in a socially and economically important process, and possibly improperly invade 
personal privacy as well. 

It is noteworthy that the United States Supreme Court has held that the First 
Amendment protects not only a speaker's right to communicate, but also a listener's 
right to hear. Thus, when balancing the varicus delicate rights of individuals, the 
judiciary has fully protected all forms of commercial speech, including those unique
ly employed by direct marketers. 

Individual privacy is important to legitimate business people. With that in mind, 
the business community had done what we think is an effective job in seeing to it 
that consumer privacy is maintained. Should any questions concerning these mat
ters arise, now or in the future, DMA will be pleased to offer its assistance. 

40-209 O - 85 - 11 
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The Direct Mail/Marketing Asso
ciation's Personal Information 
Protection Guidelines are in
tended to provide individuals 

and organizations involved in direct mail 
and direct marketing with principles of 
conduct that are generally accepted. 
These Guidelines reflect DMMA's long-
standing regard for personal privacy and 
the responsibility of direct marketers to 
the consumer—a relationship that must 
be based on fair and just principles. 

These Guidelines are also a part of the 
DMMA's general philosophy that self-
regulatory measures are more desirable 
than governmental mandates whenever 
possible. Self-regulatory actions are more 
readily adaptable to changing techniques, 
economic and social conditions, and they 
encourage widespread use of sound and 
responsible business practices. 

Because it is believed that a concern for 
everyone's privacy with respect to truly 
personal information is a basis for good 
business practices within direct response 
marketing, observance of these Guide
lines by all concerned is recommended. 

The Direct Mail/Marketing Association 
recognizes the need for businesses to pro
tect the personal privacy of individuals 
and their need to provide safeguards for 
the proper handling of personal data con
tained in data files. DMMA strongly be
lieves that good business practices require 
respect for such expectations of the indi
vidual. 

Accordingly, DMMA recommends the 
following Guidelines for the handling of 
personal data in data files. 
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For purposes of these Guidelines, the fol
lowing definitions apply: 

Individual: A natural person identified in 
a file by name and address or other iden
tifier. 

Personal Data: Information which is 
linked to an individual on a file and which 
is not publicly available or observable. 

Direct Marketing Purposes: The pur
poses of direct marketing are to promote, 
sell and deliver goods and services; to fos
ter such efforts through the sale, rental, 
compilation or exchange of lists in accor
dance with the principles of these 
Guidelines; to delete and add individuals 
to lists; to provide all necessary customer 
services including the extension of credit 
where appropriate; to raise funds; to per
form market research and to encourage re
cipients to respond by taking direct action. 

Article 1. Personal data should be col
lected by fair and lawful means for a direct 
marketing purpose. 

Article 2. Direct marketers should limit 
the collection of personal data to only 
those data which are deemed pertinent 
and necessary for a direct marketing pur
pose and should only be used accord
ingly. 

Article 3. Personal data which are used for 
direct marketing purposes should be ac
curate, complete and should be kept up to 
date to the extent practicable by the direct 
marketer. Personal data should be re
tained no longer than is required for the 
purpose for which they are stored. 
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Article 4. An individual shall have the 
right to request whether personal data 
about him/her appear on a direct market
er's file and to receive a summary of the 
information within a reasonable time after 
the request is made. An individual has the 
right to challenge the accuracy of personal 
data relating to him/her. Personal data 
which are shown to be incorrect should be 
corrected. 

Article 5. Personal data should be trans
ferred between direct marketers only for 
direct marketing purposes. Every list 
owner who sells, exchanges or rents lists 
containing personal data should see to it 
that each individual on the list is informed 
of those practices (Self Disclosure), and 
should offer an option to have the indi
vidual's name deleted. The list owner 
should remove names from his/her lists 
when requested directly in a signed writ
ing by the individual, or by use of the 
DMMA Mail Preference Service name re
moval list. 

List brokers and compilers should take 
reasonable steps to have the list owner 
follow these list practices. 

Personal data should not be put at the 
disposal of any third party except as set 
forth in these Guidelines, or with the ex
press consent of the individual, unless re
quired by law. 

Article 6. All list owners, brokers and 
compilers should be protective of the in
dividual's right to privacy and sensitive to 
the information collected on lists and sub
sequently considered for transfer. 

Personal information supplied by indi
viduals such as, but not limited to, medi
cal, financial, insurance or court data 
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should not be included on lists that are 
rented or exchanged when there is a rea
sonable expectation by the individual that 
the information would be kept confiden
tial. 

Article 7. Each direct marketer should be 
responsible for the security of personal 
data. Strict measures should be taken to 
assure against unauthorized access, alter
ation or dissemination of personal data. 
Employees who have access to personal 
data should agree in advance to use those 
data only in an authorized manner. 

Article 8. Visitors to areas where personal 
data are processed and stored should be 
specifically authorized by express permis
sion of the direct marketer and should be 
accompanied by at least one authorized 
employee of the direct marketer. 

Article 9. If personal data are transferred 
from one direct market to another for a 
direct marketing purpose, measures 
should be taken by the transferor to ar
range strict security measures to assure 
that unauthorized access to the data is not 
likely during transfer procedures. It is the 
responsibility of the direct marketer to 
whom the list is transferred to arrange 
strict security measures to insure no un
authorized access to the list during its re
turn to the original owner. 

Article 10. The Committee on Ethical 
Business Practices of DMMA is charged 
with reviewing any complaints by indi
viduals of violation of these Guidelines 
and shall take appropriate action. 
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DMMA Ethics 
Department 
In its continuing efforts to improve the 
image of direct mail and direct marketing, 
DMMA sponsors several activities in its 
Ethics Department. 
Ethical Guidelines are maintained, up
dated periodically and distributed to the 
field. 
A Committee on Ethical Business Prac
tices monitors the mails and direct offer
ings to the consumer and investigates 
complaints brought to its attention. 
An Ethics Policy Committee initiates pro
grams and projects directed toward im
proved ethical activity in the direct mar
keting area. 
MOAL (Mail Order Action Line) handles 
consumer mail order complaints and MPS 
(Mail Preference Service) offers mail flow 
reduction or increased specialized mail to 
consumers. 

All Ethics activities are directed by a full 
time Director of Ethical Practices. 

For additional information contact: 
John M. Cavanaugh 

Director, Ethical Practices 
Direct Mail/Marketing Association, Inc.


6 East 43rd Street, New York, NY 10017

(212) 689-4977


•

Suite 905, 1730 K Street, N.W.


Washington, DC 20006

(202) 347-1222


Members of DMMA proudly display this

symbol and slogan:


"Look for this symbol when you buy direct." 

1:82 10M 
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Mr. KASTENMEIER. Thank you, Mr. Hoffman. The experience you
have had, and the position of your association was very enlighten
ing 

In refusing to cooperate with the Internal Revenue Service re
quest for mailing lists reflecting certain levels of income, your or
ganization, DMA, relied on its "Suggested Guidelines for Personal 
Information Protection." Now, these are admirable principles but
they are guidelines, and just guidelines, which individual compa
nies may choose to follow or not in any particular case. 

I guess my question is: How do you react to whether or not the
guidelines could be strengthened by legislative backing? If they
were enacted into law, would that be a good development or would
that be really an imposition on companies that might not want 
such Federal help? How do you respond to that?

Mr. HOFFMAN. That is a tough question. The natural instinctive
reaction is to minimize further regulation, further legislation, but I
think perhaps a case could be made. 

We spoke at length with Rescoe Egger, the Commissioner of In
ternal Revenue, about this, because we wanted to make sure that 
we understood fully exactly what they were trying to do and why.
We are torn, because you cannot question the legitimacy of what
the IRS is trying to do—they are trying to deal with the very in
tractable problem of finding what they estimate to be 5 to 6 million
people who seek to be invisible and simply never file tax returns.
That is a very tough nut to crack. 

We simply wound up at the end of that meeting with a mutually
understood difference of opinion.

What they are trying to do, they say, is find people, and they
claim that they are only going to use lists based on public informa
tion. And they draw a distinction between lists compiled from 
public sources and lists compiled from private sector sources such
as a company's customer list; but our concern is the public percep
tion of this. The public will not be able, and will never make, fine
distinctions between the sources of mailing lists. They will simply
perceive that the Internal Revenue Service is using mailing lists to
track people down. And in the minds of many of them they will say
to harass them. 

They will also come gradually to understand that the IRS is 
using census data to overlay on the basic mailing lists. And we be
lieve that an inevitable consequence of such a chain of events car
ried out broadly and nationally would be a tendency on the part of
people to view this as one more intrusion of privacy; one more step
in Government intrusion into their lives; and they would gradually
tend to conclude that it is not a very good idea to have your name
on a mailing list. And next, perhaps, that it is not even a very good
idea to be a voluntary participant in market research. And next, 
perhaps, that it is not even a very good idea to be a voluntary par
ticipant in filling out your census questionnaire.

These are subjective judgments as to what the consequences of
the IRS action would be, but they tempt you to think that perhaps
the principle of not using data for a purpose different from that for
which it was collected, or that for which the person from whom it
was collected expects it to be used, should be enforced. 
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Mr. KASTENMEIER. I guess that may answer my next question. I 
was going to ask you to clarify the point that you made that one of
the reasons DMA is resisting the IRS request is that the expecta
tion of privacy is essential to your business. 

I assume you have just explained that. The perception is that the
lists could be used for other purposes and it is harmful to your 
business in terms of making up lists.

Mr. HOFFMAN. I think the public understands perfectly well from
their experience that up until now all that happens as the result of
the existence of a mailing list is that you get mail. And you are 
either interested in it or you are not; you read it or you throw it
away, and that is a perfectly benign process. 

The expansion of this business is simply so staggering that it sug
gests that the public really does like it. I gave you some statistics
in the part of the testimony I didn't read. But the total business 
volume of everything related to direct marketing now is approach
ing $150 billion a year. The volume of business done just in catalog
sales has doubled in less than 7 years. This catalog business is 
about $44 billion or $45 billion a year. 

So this is a process that the public likes and they, at present,
have confidence in it and accept it as a legitimate business process.
But if they ever came to feel that endangerment of their personal
privacy might become a byproduct of this, they could change their
attitude entirely. So that is our concern. 

Now, the Commissioner said to us, the public shouldn't think 
that way because it is in everybody's interest that we find these
people who cheat, who never file tax returns; that hurts everybody,
the public should wish to see that done, and they shouldn't feel 
threatened by the use of purely public sources of information in 
our efforts to do that. And that, taken in and of itself, is a perfectly 
true statement. 

So then you get to the judgment of how the public will actually
perceive it. And I have told you how we think inevitably they will
tend to perceive it. They will not draw distinction between public
and private sources for lists, but will just see the IRS using mailing
lists to go after people, and perceive that as another invasion of 
privacy. 

Mr. KASTENMEIER. Possibly a case could be made by the IRS, but
the point is the person whose name is on the list really cannot de
termine how his name is to be used, whether for that reason alone 
or for other reasons. As the preceding witness suggested, an indi
vidual might sell his name and his information to anyone making 
up a list for other purposes. Obviously, I don't think that is feasi
ble, but it does raise a point.

Mr. HOFFMAN. Let me make this concrete to show you why we 
think it is inevitable direct marketing would be harmed. When 
somebody joins the Literary Guild, in the welcoming letter that we
send the new person, we say that we periodically make lists of our
members available to other publishers and others who may have
something to offer to you that we think you would be interested in,
but if you prefer that we not do that, just say so and we won't, and
we do exactly that.

Now, you would like to think that the member could accept that
with confidence and believe exactly what we have said. But, if he 
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ever came to think that, instead of just renting that list to another 
publisher who might want to offer him books, somehow or other 
the Internal Revenue Service was going to get it, that is a whole 
other thing. 

Mr. KASTENMEIER. Sure; you wouldn't contemplate that. In fact, 
there may be certain other publishers a person wouldn't like his 
name sent to, like Larry Flynt. 

Mr. HOFFMAN. They have to trust our taste and judgment. We 
simply say at the outset, that we exercise judgment, and we rent 
the list to people that we think you would like to hear from. They 
then exercise their own judgment as to whether our taste is accept
able or not, whether to trust me or not. 

Mr. KASTENMEIER. This is very interesting because it does high
light a very specific issue even though it may be outside the norm 
of some of the abuses of privacy on other, more theoretical 
grounds. This is somewhat more narrowly business oriented; none
theless, it is kin to the rest and has something to say about the so
ciety in which we live. 

I appreciate your appearance here this morning, Mr. Hoffman. 
As I say, I think you have been before the committee in years past 
on different matters as a publisher, and we appreciate your contri
bution. 

Mr. HOFFMAN. Thank you. 
Mr. KASTENMEIER. Our last witness this morning is Prof. George 

B. Trubow of John Marshall Law School in Chicago IL, and direc
tor of the school's Center for Information Technology and Privacy 
Law. 

Professor Trubow was general counsel for the Committee on the 
Right to Privacy under President Ford. He also served as deputy 
counsel to the Senate Judiciary Subcommittee on Improvements in 
Judicial Machinery. 

Professor Trubow, we are pleased to welcome you this morning, 
and you may proceed as you wish, sir. 

TESTIMONY OF GEORGE B. TRUBOW, PROFESSOR, THE JOHN

MARSHALL LAW SCHOOL, CHICAGO, IL, AND DIRECTOR OF

THE SCHOOL'S CENTER FOR INFORMATION TECHNOLOGY AND

PRIVACY LAW

Mr. TRUBOW. Mr. Chairman, thank you very much. I appreciate

the invitation to be here. I provided written testimony to the com
mittee that is a general outline of answers to questions that you
had put to me in your letter of inquiry and invitation. If I may, Mr.
Chairman, I would ask that that be put. in the record. What I 
would like to do is make some extemporaneous and supplementary
comments today to flesh out that statement I prepared. 

Mr. KASTENMEIER. Without objection, your 6-page statement will
be received and made a part of the record in its entirety. We will
be pleased to hear your oral statement. 

Mr. TRUBOW. Thank you, sir. 
Essentially I have three points to make to the committee. The 

first is that information technology being developed today is laying
the foundation for a surveillance system and behavior control proc
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ess that George Orwell himself would have regarded as science fic
tion. It is coming, the foundation is being put in place.

Second, I want to make it clear that I am not speaking about un
authorized access to information nor the dissemination of wrong in
formation. I am talking about threats arising from unrestricted 
access to correct information that has been voluntarily supplied for
a legitimate purpose. 

The warnings that have been given previously today by others
with respect to unauthorized access, computer crime, and furnish
ing incorrect information, I believe are absolutely germane and 
those activities exacerbate a problem. The threat I focus on results
from the use of correct information that originally had been volun
tarily supplied by the data subject. 

The third point is that time is running out and congressional
action is about the only thing we can look to now for protection of
personal privacy so that we do not in fact become subject to the
incredible invasions of human dignity that Orwell predicted. 

On the first point about the surveillance system both Bob Smith
and Ken Laudon gave excellent testimony with respect to the vast
information systems that are being developed. Separate data bases
containing incredibly large quantities of sensitive personal infor
mation can be linked together. Communications technology makes
it possible for us today, at the speed of light, to collect and ex
change information for the various data bases in existence and 
being established. 

Prior witnesses talked about Government file matching pro
grams: the parent locator; the program whereby young men who
have failed to register for the draft are found by file matching; the
discovery of welfare cheats; the IRS file matching program to de
velop, of all things, a personal life-style profile of an individual 
resident or taxpayer so that the IRS can make decisions regarding
the sufficiency of one's tax filing. 

Bob Smith points out additionally, that credit bureaus are going
to become a part of the day-to-day information exchange with the
Federal Government. I think these are potentially frightening uses 
of information. 

The previous witnesses have also told about additional activities
of the Government to gather and use information. Mr. Chairman, 
you, yourself, know that in the last decade new information bases 
have been developed, new exchange of information is going on, and
that has happened in the face of the Privacy Act of 1974, which
had been passed to curtail that kind of activity. The act apparently
has been ineffective in large measure from stopping that sort of 
conduct. 

If we focus on the business sector for a moment, we can find that 
same kind of thing going on there but possibly even in a more 
frightening dimension. When I think of Big Brother, I don't think
of Big Brother just in the person of the Government, because when
we are talking about the marshalling and use of information, Big
Brother can represent the private sector as well. Or it can be that
person I am fond of talking about as, Little Brother next door, the
neighbor who Professor Laudon mentioned has a personal comput
er in the living room or basement, and is able to participate in in
formation networks. 
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New data bases are being established and linked all the time. I
would like to concentrate on for a moment or two, as an example
of what I consider to be the most significant kind of privacy threat,
the electronic funds transfer system. That system now being devel
oped throughout our financial community will provide the check
less, cashless society. 

There are benefits and convenience that result from such a 
system; we don't have to carry around money, and we don't have to
bother with checks that have to be written and circulated. How 
convenient to be able to use the EFT card at the point of sale 
where my purchase is instantly recorded, my account is debited 
and the account of the purveyor of goods or services is credited—all
in an instant—at the speed of light. 

As that system expands we find the basis for data surveillance 
that Professor Laudon talked about because we can have a minute-
by-minute account of what someone is doing. As we live our day
using that EFT card to buy our lunch, purchase a book, go to a
movie, make reservations for the airlines, stay in a motel, all that
can be recorded step by step. 

All of those records could be maintained in a very, very specific
form, with specific information available.

Most of us have already seen the front end of the EFT system at
the grocery store when we carried our purchases to the optical
scanner at the checkout counter. The uniform product code is read;
and in some stores not only the monitor screen, but a voice tells us
what we bought and how much we are being charged for it. We re
ceive a very specific receipt that tells us not simply the price of an
item but specifically what item we purchased. Those records will 
have to be kept in the system at least for audit purposes. 

Think about how an individual can be profiled by his behavior,
his whereabouts pinpointed at any moment of the day. Some credit
document is not moving slowly through the mails; we are talking
about information moving at the speed of light in networks 
throughout the country which can be instantaneously queried.
That is the kind of system that is being established in the private 
sector. 

I sometimes worry about what that means in terms of civil liber
ties from another standpoint: I think about those instances when
someone has been denied credit, because of credit history, or error.
Whatever that reason may be, somebody chose not to provide 
credit. 

I think about the possibility that an individual, because of the 
EFT system, can be immobilized in society because his EFT card is
not being recognized; his number, and as a result, almost his per
sonality, is invalidated. His card won't be accepted by the system,
for whatever reason. 

We are talking about invasions of privacy, Mr. Chairman, that 
can result because an individual may have profiles and dossiers de
veloped about him; because he is using systems that identify him,
his behavior can be controlled while he moves through society and,
indeed, he can be virtually immobilized in a crowd.

The result of all this is, that in fact we are developing a virtual
central data base. The question of a national identity card or a 
single identifying number is growing moot. The linkages of infor
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mation systems, the networking of information in distributed data 
bases that can be instantly queried from any computer any place,
makes a central data base a moot question, because we can get in
formation wherever it is. 

Because of the available personal identifiers, credit card number,
social security number, name, address, other identifiers, a single
identifier becomes less and less necessary. Technology is providing
ways to link identifiers and files, Mr. Chairman. Something must 
be done now to protect the individual's privacy. 

Where can we look for help? Let's look at the current adminis
tration. In addition to those file matching programs which are now
in place, let's look at some other indicator's. 

The administration wanted to have polygraph examinations of 
people in high levels of the executive agencies—and polygraphs,
can be unreliable and intrusive forms of privacy invasion. The ad
ministration was pushing proposals from the FBI to use the Na
tional Crime Information Center, to keep an eye on people who had
not committed a crime but are people who might associate with 
people with whom the FBI has an interest. 

The administration wants to restrict FOIA inquires and Privacy
Act privileges. This administration has withdrawn Executive 
orders previously issued by the White House which undertook to 
protect information and to restrict access of the White House to 
Federal information files. 

A committee of the House, Mr. Chairman, the Government Oper
ations Committee, did a study a while ago on Privacy Act imple
mentation. It was reported that the OMB has been doing a poor job
in keeping track of the implementation of the Privacy Act. There
isn't very much interest in this administration to see how well the
Privacy Act of 1974 is being implemented. And since 1974, there 
has not been a wide inquiry on Federal information systems. 

What have the Federal courts being doing with respect to priva
cy? First of all, in the Miller decision, the Supreme Court told us
that individuals do not have an expectation of privacy in their fi
nancial records; they don't even have standing to complain about 
it, said the Supreme Court. So the Congress had to step in and 
enact the Financial Privacy Act of 1978. 

In the Stanford case, the Supreme Court thought it was all right
for the files of newspapers to be searched by Government agents
without process. And, again, the Congress had to pass the Privacy
Act of 1980 to undo that and to provide some protection to the 
media. 

The Smith case, involved the pen register, the device by which
numbers called on the telephone are recorded—the Supreme Court
said an individual has no privacy rights about the listing of tele
phone numbers called.

In Paul v. Davis, the Supreme Court said that information priva
cy is not protected under the Constitution, and it shielded from li
ability a State police official who distributed wrong criminal infor
mation about an individual. 

That the current administration is not doing anything to forward
the interests of individual privacy.

We cannot expect the Court to change its mind. It appears to me,
Mr. Chairman, we must look to the Congress. 
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There has been some excellent work on information and privacy
by the Office of Technology Assessment. I know that your commit 
tee has made an inquiry to OTA with respect to an assessment re
garding questions of technology and Government data banks today.

I recommend such a study. Further, I earnestly recommend the
establishment of some sort of Federal entity to do what the Privacy
Protection Study Commission could not continue to do because it
went out of business. 

The current administration wants deregulation. I make a sharp
distinction between deregulation that will stimulate the private 
sector economically and de-regulation in terms of protecting, the
liberty of individuals. Deregulation, to me, does not mean the pro
tection of personal freedom. What it means to me is that protec
tions for the freedom of individuals are being removed. 

As much as I dislike levels of bureaucratic overlay, the average
consumer today is unorganized and doesn't have a way of express
ing a constituency, and never will have because of the diverse per
spectives and interest of various individuals. It requires some insti
tution. I believe, to look out for the individual's privacy.

I earnestly hope that you, your committee, and the Congress, will
exercise leadership in assessing the situation and in establishing a
mechanism that can protect the privacy that is slipping away.

I am reminded how appropriate your hearings are at this par
ticular time. In the book 1984, that it was on April 4, that Winston
Smith wrote, "Down with Big Brother."

This is a perfect time to begin examining how we can control the
technology and control information systems, so that individual in
tegrity can be protected. The dignity of the individual is one of the
most important civil liberties in the world today.

I thank you, Mr. Chairman. I am willing to answer any questions
you have now or may submit later in writing.

[The statement of Mr. Trubow follows:] 
TESTIMONY BEFORE THE U.S. HOUSE OF REPRESENTATIVES, JUDICIARY SUBCOMMITTEE 

ON COURTS, CIVIL LIBERTIES AND THE ADMINISTRATION OF JUSTICE, APRIL 5, 1984, BY 
GEORGE B. TRUBOW, PROFESSOR OF LAW AND DIRECTOR, CENTER FOR INFORMATION 
TECHNOLOGY AND PRIVACY LAW, THE JOHN MARSHALL LAW SCHOOL, CHICAGO, IL 

Mr. Chairman, I am George B. Trubow, Professor at The John Marshall Law 
School of Chicago, Illinois, and Director of the School's Center for Information Tech
nology and Privacy Law. Previously I have served as deputy counsel to the U.S. 
Senate Judiciary Subcommittee on Improvements in Judicial Machinery, Executive
Director of the Maryland Governor's Commission on the Administration of Justice,
and Director of Inspection and Review for the Law Enforcement Assistance Admin
istration of the U.S. Department of Justice. From 1974 to 1976, I was general coun
sel to the Committee on the Right to Privacy, Executive Office of the President. I 
appreciate this opportunity to testify during your hearings on "1984: Civil Liberties
and the National Security State."

Many people have celebrated the arrival of 1984, by noting that George Orwell's
visions did not occur. There are no all-seeing two way television systems in our 
homes and offices to monitor our movements and thoughts, although information
technology has come a long way since Orwell wrote his famous novel, "Nineteen 
Eight-Four." 

Though Big Brother is not omnipresent as yet, perhaps the systems are now being
developed that will monitor our every movement and examine our political, reli
gious, business and social activities. The computer systems and networks being built
now can provide the foundation for such surveillance as Orwell envisioned, even 
though he did not foresee the role that the digital computer would play in the 
future world. 
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Millions of home and business computers have already been sold and projections
are that many millions more will be marketed in the near future. Information proc
esses that were previously considered too small to justify automation can now be
easily and cheaply converted to electronic manipulation. Attorneys, accountants, 
doctors, teachers, writers, and others are discovering that a great deal of their work
can be performed on personal computers. 

The information revolution goes far beyond the individual person processing infor
mation alone at home or in the office. The public and private data bases that are
being developed and linked are a major part of the information revolution. These 
linkages come with a myriad of "hi-tech" names: Teletext, Videotex, Electronic 
Funds Transfer, The Source, Arpanet, and many, many more. Such systems will be
the connection between millions of home, business, and government computers and
centralized data bases. These "information highways" also provide the means for 
whomever owns them—government or business—to monitor and possibly to influ
ence or control our movements, transactions and even our thoughts. 

Teletext is the one-way transmission of information from a data base to a home 
computer which stores the information until the subscriber is ready to read it. Tele
text is often compared to an electronic newspaper. Videotex is a two-way system
that permits subscribers to query data bases for specific information, or to supply
information themselves. While neither of these systems are widespread in the 
United States, as yet, they are being developed rapidly in Europe and can be expect
ed to burgeon in this country, too. The obvious benefits from these new technologies,
however, come with the inherent danger of loss of privacy. The information that 
flows through these highways, whether by telephone line or satellite, is subject to
being monitored and copied. While the computer's vast memory capabilities and 
high speed operation creates the information revolution, it is precisely these same
capacities that permit the monitoring of personal information and the surveillance
of an individual's activities. For instance, consider the Electronic Funds Transfer 
System, known as EFT, which is the banking industry's system for creating a check
less and cashless society. With this system the transfer of funds, whether the most
mundane point-of-sale transaction such as a grocery purchase or the most complex 
international high-finance arrangement, would be accomplished through computer 
linkages that debit and credit financial accounts and develop a minute-by-minute 
record of one's existence. 

Of course, these types of files have been kept for centuries—long before the inven
tion of the computer. However, the old pen and paper systems afforded natural pro
tection for information; because they were to bulky and unwieldy that information 
was not easily available. It was simply too tedious and too costly to search the 
records, copy and transmit information. Today, on the other hand, computer speed
and memory coupled with high speed transmission and printing put this informa
tion at an investigator's fingertips. 

Anyone who has applied for any type of financial credit, bank loan, mortgage or
credit card, knows that he or she must reveal great deal of information, including
name and address, social security number, the names of banks where that person
has accounts, his or her income and place of employment, and a list of debts and
assets. Many people may not realize that signing the application gives almost a total
waiver of the right to informational privacy, allowing the bank or credit institution
to gather or supply virtually unlimited personal information about the applicant.
Because retail credit bureaus keep files on at least 150 million Americans, almost
anyone who uses credit can be certain that some faceless organization has detailed
personal information about him or her. 

For individuals who have something embarrassing in their past such as a juvenile
arrest record, history of psychiatric treatment, or some financial problem, the exist
ence of these files is like a ticking time bomb. Release of such information could 
lead to public shame or perhaps a loss of job. But the focus of privacy concern 
should not be merely on those who have histories that they would prefer to hide;
more importantly, privacy should focus on all of us who have something to protect,
and that is personal and family dignity. Privacy is the privilege not to have one's
life an open book, at the behest of others. Privacy is the privilege to determine what
information about oneself is to be shared with others and for what purpose personal
information will be used. 

Of course, if individuals want to participate in the benefits of society and new 
technology, they must surrender some privacy. Walter Cronkite sums up this dilem
ma in his foreward to David Burnham's Book, "The Rise of the Computer State:"
"Without the malign intent of any government system or would-be dictator our pri
vacy is being invaded, and more and more of the experiences which should be solely 
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our own are finding their way into electronic files that the curious can scrutinize at
a touch of a button." 

"Edmund Burke warned us more than 200 years ago: "The true danger is when
liberty is nibbled away, for expedients and by parts." If privacy is the freedom from 
unwarranted intrusion by others, then we can see this "nibbling for expedients
taking place constantly today. Consider, for example, some of the current "routine"
activities of federal and state government regarding computer file matching and in
formation exchange which include locating the whereabouts of parents who have 
skipped out on obligations to dependent children, finding young men who have 
failed to register for the draft, and identifying individuals who commit welfare 
fraud. Most recently, the Internal Revenue Service began matching government and
private sector data bases for the purpose of developing taxpayer "personal lifestyle
profiles" to verify the validity of tax returns. The government justifies such activi
ties for the "expedient" of catching wrongdoers, and most would not contest that
objective. But these surveillance activities—the use of information gathered for one
purpose being used for another purpose without the data subject's knowledge—are
being implemented without guidelines developed with the benefit of national exami
nation and discussion to define the proper balance between the individual's inter
ests and those of government.

Former U.S. Senator Sam Ervin, Jr., at a 1971 Senate hearing on federal data 
banks and the Bill of Rights, stated the privacy problem this way: "Once people
start fearing the government, once they think they are under surveillance by the
government, whether they are or not, they are likely to refrain from exercising the
great rights incorporated in the First Amendment to make their minds and spirits
free." In other words, the knowledge that we are being watched forces us to conform
and to alter the way we behave. After a while, this conformity can become second 
nature, and at that point we have truly lost our privacy and our freedom, and 
George Orwell's prediction will have come to pass.

A number of disturbing trusts are becoming clear:
The Government—state and federal—clearly has the propensity to develop

profiles and dossieres of citizens and to carefully scrutinize their behavior. 
More and more data bases of personal information are being developed by 

countless entities in the public and private sector.
Information communication technology—the ability to link these distributed 

data bases in a vast network—provides in effect a "central" national data base 
of personal information.

Files and linkages are being constantly enlarged: The development of horizontal
business conglomerates makes available to individual customers general merchan
dising, insurance, banking, investment, accounting and real estate brokerage serv
ices; legal and medical service soon may also be available at the department store
With all these services furnished under one "roof," a massive "cradle-to-grave" per
sonal information file becomes reality. There has been discussion in Washington
about the establishment of a national identity card—which could surely be the key
to identifying and linking every personal information base in existence. (As an 
aside, it can be noted that to a large extent, the social security number and bank
charge cards already provide a pervasive means for information linkage).

The Congress has not made a careful and systematic examination of government 
or private sector information practices since it passed the Privacy Act of 1974. 
Indeed, that act appears not to have curtailed the governmental sharing of personal
information—something that was a clear objective of the legislation. The Privacy 
Protection Study Commission reported in 1977; few of its recommendations appear 
to have been implemented. This year—1984—is an appropriate time to undertake
another look at the status of government and private sector information practices, 
and I earnestly hope that the Congress does so. 

I believe that experience indicates that the individual consumer is without ade
quate privacy protection. I quote from the findings of the National Symposium on
Persoanl Privacy and Information Technology, sponsored by the American Bar As
sociation and the American Federation of Information Processing Societies in 1981:
"The individual's informational privacy is relatively unprotected and will remain so
unless an effective constituency is developed." because of the diverse interests of our
nation's population an organized privacy constitutency cannot be developed. A fur
ther recommendation of the Sypmosium is, "Some long-term mechanisms or institu
tions, public, private, or both, must be established to examine and develop informa
tional privacy policy that balances governmental, societal and private interests." 
Though I dislike the ideal of more bureaucracy, I believe that it is time for the fed
eral government to establish some mechanism for pirvacy vigilance before it is to
late to do so. Information and communications technology advances at an astonish
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ing rate of speed, and without prompt action to assess and establish privacy con
straints it may soon be too late for action to be effective in protecting privacy. I 
hope that you, Mr. Chairman, will provide leadership in bringing about a national
re-examination of information practices and in supporting the establishment of a 
federal institution that has repsonsibility to guard informational privacy.

Thank you. 

Mr. KASTENMEIER. Thank you, Professor Trubow, for that excel
lent statement. 

I am primarily interested in your recommendations, but because 
of the fact that there is a vote on and the hour is late, I am not 
going to detain you or those others present. I was interested in 
your recommendations for a study or other congressional action 
consistent with your view that time is of the essence; that this is a 
pervasive problem; and that the administration and the courts 
cannot be relied upon to respond to the problem. 

I think we might consider trying to develop that aspect of your 
recommendations. I would appreciate any information that you 
might submit to the committee to help us determine whether we 
should make changes to present statutes to make them more effec
tive, or whether we should proceed with a study precedent to that. 

Mr. TRUBOW. I would be pleased to do that, Mr. Chairman. 
I think that Ken Laudon was absolutely correct in pointing to 

the routine use clause in the Privacy Act of 1974 as having been 
misused. I believe that the discretion that administrative agencies 
have now to get around it should be curtailed. 

Mr. KASTENMEIER. Thank you very much, Mr. Trubow. 
Mr. TRUBOW. Thank you very much. 
Mr. KASTENMEIER. That concludes this morning's hearing on 

1984. Until next week when the committee will again be in session, 
the committee stands adjourned. 

[Whereupon, at 12:45 p.m., the subcommittee adjourned.] 



No Paal

# 330




1984: CIVIL LIBERTIES AND THE NATIONAL 
SECURITY STATE 

WEDNESDAY, SEPTEMBER 26, 1984 

HOUSE OF REPRESENTATIVES, 
SUBCOMMITTEE ON COURTS, CIVIL LIBERTIES 

AND THE ADMINISTRATION OF JUSTICE 
OF THE COMMITTEE ON THE JUDICIARY, 

Washington, DC. 
The subcommittee met, pursuant to call, at 10:10 a.m., in room 

2226, Rayburn House Office Building, Hon. Robert W. Kastenmeier 
(chairman of the subcommittee) presiding. 

Present: Representatives Kastenmeier and Schroeder. 
Staff present: Deborah Leavy, David W. Beier, counsel; Joseph V. 

Wolfe, association counsel; and Audrey K. Marcus, clerk. 
Mr. KASTENMEIER. The committee will come to order. 
This morning marks the conclusion of a series of subcommittee 

hearings entitled: "1984: Civil Liberties and the National Security 
State." These hearings began almost a year ago on the eve of the 
Orwellian year of 1984 with the purpose of taking stock of the state 
of civil liberties in the very year Orwell used to warn us of the dan
gers of letting our precious freedom slip away. 

At the onset of these hearings, I expressed concern over a 
number of acts which I viewed as threats to civil liberties: an Exec
utive order demanding lifetime prepublication clearance for public 
speeches and writings of hundreds of thousands of Federal employ
ees; barring the press from covering the invasion of Grenada; clas
sification and labeling of certain foreign-made films; denial of visas 
too, foreign speakers on thinly veiled political grounds; and restri 
tions on academic and scientific research. 

Our hearings this past year have explored these issues and more, 
including electronic surveillance and other threats to privacy im
posed by emerging technologies. We began these hearings on an op
timistic note; after all, Orwell's vision is still mere fantasy. But as I 
noted at the outset, he never really meant "1984" to be a predic
tion; it was intended as a warning. 

The testimony we have heard over the past year will, I hope, 
serve the same purpose. For what we have learned is that our civil 
liberties are, indeed, in danger. The parade of horribles that 
prompted my initial concern may be only the tip of the iceberg. 

Technology has outstripped existing law on electronic surveil
lance, leaving loopholes for wiretappers, public and private; the Se
curities Exchange Commission has asserted that it can license fi
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nancial publications; the Commerce Department has demanded 
that a travel agency turn over a list of travelers to Cuba; the IRS 
wants to buy lists of high-lifestyle individuals from direct mail 
companies; and the Treasury Department has asked that banks 
report in detail all foreign transactions over $10,000. 

We have heard testimony that computers, rather than the tele
screens of Orwell's fantasy, may be the most efficient means of 
electronic surveillance in the future. Bank records, credit card 
records, telephone records, insurance records all leave a computer
ized trail that can reveal almost as much about an individual as 
constant physical surveillance. 

But even telescreens may be on the horizon. During the course of 
these hearings, I received an update of the Manual for U.S. Attor
neys and I note with alarm that the Justice Department apparent
ly considers video surveillance permissible with few safeguards. 

The subcommittee's hearings have revealed an almost invisible 
drift toward the Orwellian nightmare. It is now our responsibility 
to respond. Therefore, I am today introducing the Electronic Sur
veillance Act of 1984, a comprehensive bill that addresses many of 
the problems with respect to electronic surveillance which have 
been identified in these hearings. I hope that the bill will serve as 
a study document in the 98th Congress and that it will get serious 
attention in the 99th Congress. 

I also hope our witnesses this morning will help us develop solu
tions to other civil liberties problems as well. 

We are very pleased to have with us this morning three very 
knowledgeable witnesses. Our first witness, John Shattuck, is vice 
president for government, community and public affairs for Har
vard University. He recently assumed that position after 13 years 
with the American Civil Liberties Union, 8 of those years as direc
tor of the Washington legislative office. In that capacity, he ap
peared before this subcommittee and others on many occasions. 
We, of course, are very pleased to welcome you today in your debut 
in your new role. 

Our second witness, Ronald Plesser, is well known as an expert 
on privacy issues. He served as general counsel to the U.S. Privacy 
Protection Study Commission and has considerable experience with 
the Freedom of Information Act and as an attorney at the Center-' 
for Responsive Law. Mr. Plesser is now a partner with the Wash
ington, DC, law firm of Blum, Nash & Railsback. 

Our final witness will be Ms. Mary C. Lawton, director of the 
Office of Intelligence Policy and Review at the Department of Jus
tice. Ms. Lawton testified before us on the Foreign Intelligence Sur
veillance Act not so long ago and she has had a long and distin
guished career of service in the Department through several ad
ministrations. 

We are indeed very pleased to have you all here today. Without 
objection, your written statements will be made a part of the 
record and you may proceed as you wish. First, I will call on Mr. 
Shattuck. 
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TESTIMONY OF JOHN SHATTUCK, ESQ., VICE PRESIDENT FOR 
GOVERNMENT, COMMUNITY AND PUBLIC AFFAIRS FOR HAR
VARD UNIVERSITY; RONALD L. PLESSER, ESQ., BLUM, NASH & 
RAILSBACK, WASHINGTON, DC; AND MARY C. LAWTON, ESQ., 
DIRECTOR, OFFICE OF INTELLIGENCE POLICY AND REVIEW, 
DEPARTMENT OF JUSTICE 
Mr. SHATTUCK. Thank you very much, Mr. Chairman. I am de

lighted, as always, to appear before your subcommittee. I am often
asked in my new capacity at Harvard to give my instant opinion on
subjects that I know not anywhere near enough about and I should
say that I feel from time to time like Yogi Berra when he was 
asked what time it is. He answered: "You mean right now?" 

I am pleased that in this particular case, I have had a great deal
of experience in the subject before you and commend you for ad
dressing it in such detail. 

I have submitted a number of documents for the record, includ
ing—I would like to mention—most prominently, a draft report on
the subject of "Federal Restrictions on the Free Flow of Academic
Information and Ideas."1 I should stress that I am appearing here
today in my individual capacity, but I did want to bring to the sub
committee's attention what is very much the academic perspective
on many of the secrecy subjects that you have been investigating,
as set out in the draft report that I have provided to you. 

I have been asked in my testimony to put into perspective some
of the themes that other witnesses have been addressing and I am
happy to try to do so and also to be prepared to answer any ques
tions you may have concerning the bill, which I am delighted that
you have introduced, as well as the draft report.

A central theme of these hearings has been the threat to civil
liberties from increasingly broad claims of national security assert
ed by the President and other officials of the executive branch. 
These assertions have become especially sweeping during the cur
rent administration, as in the case of the news blackout of the Gre
nada invasion, the promulgation of a Presidential directive impos
ing lifetime censorship on Government employees, handling classi
fied information, the use of export controls to limit publication of
scientific research and many other examples brought out in these
hearings. 

While the current administration has been particularly active in
making claims of national security to curtail civil liberties, its poli
cies are the culmination of a long trend which began after World 
War II and accelerated during the Nixon administration. Nowhere 
is this more evident than in the areas of censorship and electronic
surveillance. Here the Nixon administration stands out from other 
recent Presidencies only because of the fate of its principal; not be
cause its policies presented a unique threat to civil liberties.

In fact, the development of a law of national security secrecy and
surveillance and its steady erosion of the first and fourth amend
ments has accelerated in the post-Watergate era. 

1 "Federal Restrictions on the Free Flow of Academic Information and Ideas." Journal of 
Higher Education (January 1985), supra, p. 1542; "Computer Matching is a Serious Threat to 
Individual Rights" 27 Communications of the ACM 538 (June 1984), supra, p. 3103. 
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Until 1971, the national security secrecy system had been cre
ated and maintained by the executive branch alone. The only law
establishing the system was a series of Executive orders issued by
Presidents Truman, Eisenhower, Kennedy, and Nixon. 

There were security clearances in many Government agencies
and millions of pages of classified documents, but there was no sys
tematic enforcement of secrecy and no stamp of approval by the
courts or the Congress. In my view, all that began to change when
the Nixon administration went to court in May 1971 to try to block
the New York Times from publishing the Pentagon papers. 

Although the case is widely regarded as a victory for freedom of
the press, and indeed it was in its result, the Pentagon Papers liti
gation actually set in motion the development of a formal law of
national security secrecy. In the Supreme Court decision in that 
case, the Court abandoned the longstanding limitation of prior re
straints on publication to narrow wartime circumstances. The piv
otal concurring opinions of Justices Stewart and White for the first
time generalized the category of information subject to prior re
straint and recognized the authority of Congress to legislate in this
sensitive constitutional area. 

After the dust had settled, the Nixon administration and its suc
cessors began to claim that the Pentagon papers decision had actu
ally established two key principles in a new law of secrecy: First,
that the Government can block publication of information if its dis
closure will "surely result in direct, immediate and irreparable 
damage to the Nation," as Justice Stewart put it; and second, that
if Congress passes a statute authorizing prior restraint, the stand
ard for imposing Government controls over information can be 
even lower. 

The cat was out of the bag and a succession of post-Watergate
cases transformed it into a tiger with a ravenous appetite for the 
first amendment. The most spectacular prior restraints in the 
period after the Pentagon Papers decision involved former employ
ees of the CIA whose writings the Government claimed the right to
censor. The Victor Marchetti and Frank Snepp decisions established 
the legal principle that the CIA, and presumably other Govern
ment agencies as well, can bar a current or former employee from 
publishing, and I quote from the injunction: "any information or 
material relating to the agency, its activities or intelligence activi
ties generally, either during or after the term of his or her employ
ment without specific prior approval of the agency." 

This new principle was based on the law of contract. If you
worked for an agency that operates within the national security se
crecy system, your employment contract obligates you to waive, per
manently your first amendment rights to speak and publish with
out prior restraint.

Closely paralleling the growth of contract secrecy was the devel
opment of a legal theory that certain information can be "born 
classified." In 1979, the Justice Department moved against the Pro
gressive magazine in an effort to block it from publishing informa
tion that was already in the public domain. The Progressive case 
involved an article written about the hydrogen bomb based on in
formation obtained by its author, Howard Morland, from studying 
government publications. 
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In its effort to obtain an injunction, the Government argued that
information about atomic weapons is "born classified" and can be 
restricted under the Atomic Energy Act, whether or not its disclo
sure would meet the Pentagon Papers standard. Although the Gov
ernment eventually abandoned the Progressive case when it 
became clear that the information in the article was not secret, the 
theory put forward by the Justice Department was that there are
whole categories of dangerous information that are beyond the 
reach of the first amendment. 

Three years later, in 1982, the Reagan administration began
using this same theory in its well-publicized effort to persuade aca
demic scientists to submit certain categories of research to the Gov
ernment for clearance. The report I have attached to my statement
provides an account of the pressures on academic freedom that are
resulting from this practice in a wide variety of areas that go 
beyond national security. 

Like the law of secrecy, the law of national security surveillance
has evolved from bold Presidential assertions of power to an exten
sive authority set forth in decisions and congressional enactment.
Every President since Franklin Roosevelt has claimed the power to
conduct warrantless wiretapping of foreign governments, but it was
the Nixon administration which put forward the most sweeping 
claims in this area and sought to have them approved by the 
courts. 

In a series of cases beginning in 1969, the Nixon administration 
argued that it had an inherent power to disregard the fourth 
amendment warrant requirement whenever it conducted wiretaps
or physical searches of persons or groups believed to be a threat to
the national security. 

In the first such case to reach the appellate level, this argument
was rejected by a court of appeals and a unanimous Supreme Court
in 1972. Like the Pentagon Papers decision, however, the Court's 
ruling in the national security wiretap case was also significant for
what it did not decide. Since the wiretap at issue had been in
stalled on a domestic organization with no connections to any for
eign power, the court left open the possibility that warrantless sur
veillance of a person or a group with foreign ties would be legal. 

The political turmoil in the Nixon White House obscured the 
steady development of a new law of national security surveillance.
Taking its cue from the Supreme Court's 1972 wiretap decision, the
law began to focus on the elusive concept of foreign agency. Since
the Court had held that the fourth amendment only barred war
rantless national security surveillance of domestic targets, suspect
ed agents of a foreign power were presumed to be beyond its reach.

Ironically, this distinction established a legal rationale for much
of the surveillance that had been condemned in the Nixon era. One 
example was the CIA's program of spying on the antiwar move
ment entitled "Operation CHAOS." This was a surveillance effort 
to ferret out links between the leaders of the peace movement and
foreign governments. Although no such links were ever established,
the program resulted in the creation of CIA files on more than 
800,000 domestic activists participating in activities that had been
under suspicion for having a foreign stimulus. 
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The Ford, Carter, and Reagan administrations have all claimed,
in a series of Executive orders, that undefined foreign agent sur
veillance is beyond the reach of the fourth amendment. These Ex
ecutive orders have been issued with much public fanfare proclaim
ing the rule of law over the intelligence abuses of the Watergate 
era. 

At the same time, however, the orders have been broadly drafted
to fit the needs of national security, regardless of their impact on
civil liberties. The Reagan order represents the culmination of this
process. It goes beyond the foreign agent approach of the Carter ad
ministration and authorizes the CIA to conduct general surveil
lance of anyone inside the United States who may be in possession
of significant foreign intelligence, such as journalists or academics
or businessmen returning from trips overseas. 

It also authorizes the CIA to conduct undefined covert operations
inside the United States so long as they are not, and I quote: "In
tended to influence the political process, public opinion, policies or
the media." No secret abuses can occur under this order; every
thing is out in the open, all within the claim of a general foreign
security loophole to the Constitution. 

Now, Mr. Chairman, this is the background, I think, on the areas
of law that you have had most interest in in your investigations of
national security in 1984. I think what we see is that national secu
rity has become a very broad concept with very little definition. 
There have been some attempts on the part of the Congress, few
attempts on the part of the courts and even fewer attempts on the
part of the executive branch to limit its scope. 

I think the ultimate effect of much of the law that has developed
in this area has been to authorize a great deal of flexibility in the
management of security practices in the national security area.

The result is that today we have greater secrecy, more censor
ship, a CIA with more domestic authority, an FBI with fewer re
straints and a National Security Agency with broader power than
we have ever had in our history. 

What is most remarkable about all of this is that we seem to 
have drifted into a state of permanent emergency that has no im
mediate context. We do not know what the emergency is or how
long it will last. We do not even have a clear understanding of its
impact on our system of liberty since we have been conditioned to
accept the view that the rule of law often requires individual liber
ty to yield to claims of security under certain limited circum
stances. 

In fact, we do not even think of ourselves as living in a state of
emergency. On the contrary, we believe that a general suspension
of liberty happens only in other countries. Take a typical example
close to home. On October 16, 1970, Prime Minister Pierre Elliott 
Trudeau went on Canadian national television and declared a 
"state of insurrection" throughout Canada based on the kidnaping
of a Canadian minister and a British consul by Quebec separatists.

Trudeau invoked the Canadian War Measures Act and author
ized the national police in Canada to conduct predawn roundups of
French Canadians suspects of associating with the separatists. Tru
deau's emegency decree had the effect of temporarily suspending 
the Canadian Constitution. 
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Comparing the Canadian and American approaches to national
security, the Canadian Attorney General, John Turner, made a 
wry comment after Trudeau lifted his emergency decree. He said: 

In a certain sense, it is a credit to the civil liberties of a country that it has to 
invoke extraordinary powers to cope with a real emergency. Some countries have 
these powers at their disposal all the time. 

I think the question, perhaps a central question in this hearing—
in these hearings—is whether the United States is becoming such a
country. Without clearly defining what we mean by national secu
rity, we have turned it into a talisman to ward off any evil that
might befall us as a nation. 

It is disturbing, but not surprising, therefore, that the current 
administration has turned the CIA loose to spy on Americans and
conduct covert actions inside the United States, created a presump
tion that all Government information about foreign or military af
fairs can be withheld from the public, pardoned FBI officials who 
supervised criminal burglaries as heroes in the war against terror
ism and mounted a campaign for official censorship of scientific re
search. 

I think there is a simple question that we must ask ourselves as
we look at these recent developments and the long history of na
tional security maneuvers that preceded them, and that is, where
does the Constitution fit into this field? National security, we must
remember, is what protects us from our adversaries, but the Consti
tution and the Bill of Rights are what distinguish us from them. 

The question, of course, is not just one of law. It may not even be
one primarily of law. We must decide what we mean by national
security and whether its protection should be allowed to blur our
principle distinguishing features as a nation. "Liberty lies in the 
hearts of all men," Judge Learned Hand said in a famous speech
delivered during a time of grave national danger in 1943. "When it
dies there, no constitution, no law, no court can save it." 

Judge Hand's speech echoed the warnings of the drafters of the 
Bill of Rights, and in the words of Thomas Paine, "Those who 
expect to reap the blessings of freedom must also undergo the fa
tigue of supporting it." 

Now, a second theme which I just would very briefly like to 
touch on, Mr. Chairman, following my assignment to provide a per
spective on what has come out in these hearings, is the relation
ship between technology and civil liberties, and more particularly,
the steady erosion of legal protections of individual privacy under
the pressure from new technologies of communication.

This theme has been amply explored by many witnesses and I
will only briefly summarize what I regard as the principal areas 
where legal developments have lagged far behind technology. The 
fourth amendment is rooted in the law of physical property and 
has traditionally been applied to protect property holders and occu
pants against unreasonable physical intrusion by the Government.

Where no physical intrusion has occurred, almost by definition,
the law has long assumed that no invasion of privacy has taken 
place. For example, the Supreme Court, until 1967, declined to find
that wiretapping involved any cognizable privacy interest on the 
part of persons whose telephone communications were intercepted. 
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Rapid changes in communications technology today are making 
property-based privacy protections substantially obsolete. Let me 
just summarize in a few sentences the major areas in which legisla
tive action is essential if the privacy of communications is to be 
protected. 

First, in the area of telephone and computer communications, 
messages are protected against intentional overhearing, but not 
against other forms of interception. Second, the combining or 
matching of computer data banks containing unrelated personal 
files is virtually unregulated today, despite a Federal statute that 
supposedly prohibits the Government from using personal informa
tion for purposes other than those for which it was collected except 
under certain defined circumstances. 

Third, the privacy of mail matter is protected to the extent that 
it is enclosed in a wrapper or envelope, but there are few protec
tions for private messages sent by means of electronic mail. 

Fourth, the privacy of personal communication collected by 
credit reporting companies has some statutory protection today, 
but personal information collected by interactive cable television 
companies about the viewing habits and consumer choices of sub
scribers is subject to little or no protection. 

These are just a few of the many areas of rapidly changing com
munications technology where individual privacy receives little or 
no protection. The courts have shown no inclination to extend the 
fourth amendment in this direction without statutory guidance 
from the Congress and from State legislatures. 

This subcommittee is to be commended for its wide ranging 
survey of this problem and for setting a large agenda for legislation 
to update the law of privacy protection in the age of electronic 
communications. 

Thank you very much, Mr. Chairman. I would be happy at any 
point to answer your questions. 

[The statement of Mr. Shattuck follows:] 
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STATEMENT OF JOHN SHATTUCK


VICE PRESIDENT, HARVARD UNIVERSITY


on


"1984: CIVIL LIBERTIES AND THE NATIONAL SECURITY STATE"


Mr. Chairman:


I am delighted to appear before the Subcommittee to express my


views on the subject of "1984: Civil Liberties and The National


Security State". I should state at the outset that I am appearing


here as an Individual and not on behalf of any institution or organi


zation. My experience with the subject of this hearing extends back


to 1971, when I became national staff counsel to the American Civil


Liberties Union, specializing in litigation involving issues of pri


vacy, secrecy and governmental surveillance. In 1976 I became


national legislative director for the ACLU and continued my work on


civil liberties issues involving national security in the context of


federal legislation. In July 1984 I left the ACLU to accept the


position of Vice President of Harvard University. At Harvard, the


Office of Government, Community and Public Affairs has recently


completed a draft report, under my direction, entitled, "Federal


Restrictions on the Free Flow of Academic Information and Ideas," a


copy of which is appended to my statement.


In my testimony this morning I have been asked to put into


perspective some of the themes brought out by other witnesses during


these important and far-reaching hearings. I am happy to try to do


so, with the understanding that the Subcommittee may also wish to


question me about the governmental restrictions on academic research


that are set forth in the attached report. I am also delighted that


the Chairman has introduced legislation to provide privacy protection


for new electronic modes of communication, and I would be pleased to


respond to questions about this subject as well.
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1. National Security and Civil Liberties


A central theme of these hearings has been the threat to civil


liberties from increasingly broad claims of national security asserted


by the President and other officials of the executive branch. These


assertions have become especially sweeping during the current Adminis


tration -- as in the case of the news blackout of the Grenada inva


sion, the promulgation of a presidential directive imposing lifetime


censorship on government employees handling classified information,


the use of export controls to limit the publication of scientific


research, and many other examples brought out in these hearings.


While the Reagan Administration has been particularly active in making


claims of national security to curtail civil liberties, its policies


are the culmination of a long trend which began after World War II and


accelerated during the Nixon Administration.


Nowhere is this more evident than in the areas of censorship and


electronic surveillance. Here the Nixon administration stands out


from other recent presidencies only because of the fate of its princi


pal, not because its policies presented a unique threat to civil


liberties. In fact, the development of a law of national security


secrecy and surveillance, and its steady erosion of the First and


Fourth Amendments, has accelerated in the post-Watergate eta.


Until 1971 the national security secrecy system had been created


and maintained by the executive branch alone. The only law establish


ing the system was a series of executive orders issued by Presidents


Truman, Eisenhower, Kennedy, and Nixon. There were security clear


ances and investigations in many government agencies, and millions of


pages of classified documents. But there was no systematic enforce
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ment of secrecy and no stamp of approval by the courts or the Con


gress. All that began to change when the Nixon administration, went to


court in May 1971 to try to block the New York Times from publishing


the Pentagon Papers. Although the case is widely regarded as a


victory for freedom of the press, the Pentagon Papers litigation


actually set in motion the development of a formal law of national


security secrecy.


In its Pentagon Papers decision, the Supreme Court abandoned the


longstanding limitation of prior restraints to narrow wartime


circumstances. The pivotal concurring opinions of Justices Stewart


and White for the first time generalized the category of information


subject to prior restraint and recognized the authority of Congress to


legislate in this sensitive constitutional territory. After the dust


had settled, the Nixon administration and its successors began to


Claim chat the Pentagon Papers decision had actually established two


key principles in a new law of secrecy: first, that the government can


block publication of information if its disclosure will "surely result


in direct, immediate, and irreparable damage to the nation," as


Justice Stewart put it; and second, that if Congress passes a statute


authorizing prior restraint, the standard for obtaining an injunction


to stop publication can be even lower.


The cat was out of the bag. A succession of post-Watergate cases


transformed it into a tiger with a ravenous appetite for the First


Amendment. The most spectacular prior restraints to be imposed in the


period after the Pentagon Papers decision involved former employees of


the CIA whose writings the government claimed the right to censor.


The Victor Marchetti and Frank Snepp decisions established the legal
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principle that the CIA, and presumably other government agencies as


well, can bar a current or former employee from publishing "any


information or material relating to the agency, its activities or


intelligence activities generally, either during or after the term of


[his or her] employment...without specific prior approval of the


agency." This new principle was based on the law of contract--if you


work for an agency that operates within the national security secrecy


system, your employment contract obligates you to waive permanently


your First Amendment rights to speak and publish without prior


restraint.


Closely paralleling the growth of contract secrecy was the


development of a legal theory that certain information can be "born


classified." In 1979 the Justice Department moved against the


Progressive magazine in an effort to block it from publishing


information that was already in the public domain. The Progressive


case involved an article written about the hydrogen bomb based on


information obtained by its author, Howard Morland, from studying


government publications. In its effort to obtain an injunction, the


government argued that information about atomic weapons is "born


classified" and can be restricted under the Atomic Energy Act whether


or not its disclosure would meet the Pentagon Papers standard.


Although the government eventually abandoned the Progressive case when


it became clear that the information in Morland's article was not


secret, the theory put forward by the Justice Department was that


there are whole categories of "dangerous information" that are beyond


the reach of the First Amendment.
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Three years later, in 1982, the Reagan Administration began using


this same theory in its well publicized effort to persuade academic


scientists to submit certain categories of research plans to the


government for clearance. The attached report provides an account of


the pressures on academic freedom that are resulting from this


practice.


Like the law of secrecy, the law of national security surveillance


has evolved from bold presidential assertions of power to an extensive


authority set forth in judicial decisions and congressional enactment.


Every president since Franklin Roosevelt has claimed the power to


conduct warrantless wiretapping of foreign governments. But it was


the Nixon Administration which put forward the most sweeping claims in


this area, and sought to have them approved by the courts.


In a series of cases beginning in 1969, the Nixon Administration


argued that it had an inherent power to disregard the Fourth Amendment


warrant requirement whenever it conducted wiretaps or physical search


es of persons or groups believed to be a threat to the national


security. In the first such case to reach the appellate level, this


argument was rejected by both the Sixth Circuit Court of Appeals and a


unanimous Supreme Court in 1972. Like the Pentagon Papers decision,


however, the Court's ruling in the national security wiretap case was


also significant for what it did not decide. Since the wiretap at


issue had been installed on a domestic organization with no connec


tions to any foreign power, the Court left open the possibility that


warrantless surveillance of a person or group with "foreign ties"


would be legal.
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The political turmoil in the Nixon White House obscured the steady 

development of a new law of national security surveillance. Taking 

its cue from the Supreme Court's 1972 wiretap decision, the law began 

to focus on the elusive concept of "foreign agency." Since the Court 

had held that the Fourth Amendment only barred warrantless national 

security surveillance of domestic targets, suspected agents of a 

foreign power were presumed to be beyond i t s reach. Ironically, this 

distinction established a legal rationale for much of the surveillance 

that had been condemned in the Nixon era. One example was the CIA's 

program of spying on the anti-Vietnam War movement, "Operation CHAOS." 

This was a surveillance effort to ferret out links between the leaders 

of the peace movement and foreign governments. Although no such links 

were ever established, the program resulted in the creation of CIA 

f i les on more than 300,000 domestic activists participating in 

act ivit ies that had been under suspicion for having a foreign 

stimulus. 

The Ford, Carter, and Reagan administrations have a l l claimed, in 

a series of executive orders, that undefined foreign agent surveil

lance is beyond the reach of the Fourth Amendment. These executive 

orders have been issued with much public fanfare proclaiming the "rule 

of law" over the "intelligence abuses" of the Watergate era. At the 

same time, however, the orders have been broadly drafted to f i t the 

needs of national security, regardless of their impact on civil 

liberties. The Reagan order represents the culmination of this 

process. It goes far beyond the "foreign agent" approach of the 

Carter Administration and authorizes the CIA to conduct general 

surveil lance of anyone inside the United States who may be in 
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possession of "significant foreign intelligence," such as journalists


or academics or businessmen returning from trips overseas. It also


authorizes the CIA to conduct undefined covert operations inside the


United States so long as they are not "intended to influence the


political process, public opinion, policies or the media." No secret


abuses can occur under the Reagan order. Everything is out in the


open, all within the claim of a general foreign security loophole to


the Constitution.


National security is a ubiquitous concept that presidents have


frequently invoked over the last three decades to insulate their


actions from review. The law has not only been inadequate as a


safeguard against overreaching claims of national security; it has


become, especially since the Nixon presidency, a source of legitimacy


for the view that definitions of national security should be left to


the discretion of the executive branch. Over the last decade the


courts and the Congress have increasingly been drawn into the conflict


between security and liberty, but instead of defining and narrowing


security claims by the executive branch, they have often ratified


executive practices and insured them against legal challenge.


The ultimate effect of much law in this area has been to authorize


discretion and flexibility in the management of security practices.


The result is that today we have greater secrecy, more censorship, a


CIA with more domestic authority, an FBI with fewer restraints, and a


National Security Agency with broader power than we have ever had in


our history. And all of these developments have taken place in the


shadow of the Nixon presidency, after we thought we had struck down


the abuses that produced Watergate. Ten years later, most Americans
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are not aware of this continued erosion of their individual liberties


in the name of a dangerously expanding concept of national security.


What is most remarkable about all this is that we seem to have


drifted into a state of permanent emergency that has no immediate


context. We do not know what the emergency is or how long it will


last. We do not even have a clear understanding of its impact on our


system of liberty, since we have been conditioned to accept the view


that the rule of law often requires individual liberty to yield to


claims of security under certain limited circumstances. In fact, we


do not even think of ourselves as living in a state of emergency. On


the contrary, we believe that a general suspension of liberty happens


only in other countries.


Take a typical example close to home. On October 16, 1970, Prime


Minister Pierre Elliott Trudeau went on Canadian national television


and declared a "state of insurrection" throughout Canada based on the


kidnapping of a Canadian minister and a British consul by Quebec


separatists. Trudeau invoked the Canadian War Measures Act and


authorized the national police to conduct predawn roundups of French


Canadians suspected of associating with the separatists. Trudeau's


emergency decree had the effect of temporarily suspending the Canadian


Constitution. Comparing the Canadian and American approaches to


national security, the Canadian Attorney General, John Turner, made a


wry comment after Trudeau lifted his emergency decree:


In a certain sense, it is a credit to the civil liberties of a

country that it has to invoke extraordinary powers to cope

with a real emergency. Some countries have these powers at

their disposal all the time.
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Is the United States becoming such a country? Without clearly


defining what we mean by national security, we have turned it into a


talisman to ward off any evil that might befall us as a nation. It is


disturbing, but not surprising, therefore, that the current adminis


tration has turned the CIA loose to spy on Americans and conduct


"covert actions" inside the U.S.; created a presumption that all


government information about foreign or military affairs can be


withheld from the public; pardoned FBI officials who supervised


criminal burglaries as heroes in a war against terrorism; and mounted


a campaign for official censorship of scientific research.


There is a simple question that we must ask ourselves as we look


at these recent developments and the long history of national security


maneuvers that preceded them: where does the Constitution fit in?


National security is what protects us from our adversaries, but the


Constitution and the Bill of Rights are what distinguish us from them.


The question, of course, is not just one of law. We must decide what


we mean by national security and whether its protection should be


allowed to blur our principal distinguishing features as a nation.


"Liberty lies in the hearts of all men," Judge Learned Hand said in a


famous speech delivered during a time of grave national danger, in


1943. "When it dies there, no constitution, no law, no court can save


it." Judge Hand's speech echoed the warnings of the drafters of the


Bill of Rights that, in the words of Thomas Paine, "those who expect


to reap the blessings of freedom must always undergo the fatigue of


supporting it."
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2. Technology and Civil Liberties


A second theme of these hearings has been the relationship


between technology and civil liberties, and more particularly the


steady erosion of legal protections of individual privacy under


pressure from the new technologies of communication. This theme has


been amply explored by many witnesses. I will only briefly summarize


what I regard are the principal areas where legal developments have


lagged far behind technology.


The Fourth Amendment is rooted in the law of physical property


and has traditionally been applied to protect property holders and


occupants against unreasonable physical intrusion by the government.


Where no physical intrusion has occurred, almost by definition the law


has long assumed that no invasion of privacy has taken place. For


example, the Supreme Court until 1967 declined to find that wire


tapping involved any cognizable privacy interest on the part of


persons whose telephone communications were intercepted.


Rapid changes in communications technology today are making


property-based privacy protections substantially obsolete. Let me


just summarize in a few sentences the major areas in which legislative


action is essential if the privacy of communications is to be protect


ed. First, in the area of telephone and computer communications,


messages are protected against intentional "overhearing", but not


against other forms of interception. Second, the combining or


"matching" of computer data banks containing unrelated personal files


is virtually unregulated, despite a federal statute that supposedly


prohibits the federal government from using personal information for


purposes other than chose for which it was collected. (See attached
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article on computer-matching.) Third, the privacy of mail matter is


protected to the extent that it is enclosed in a wrapper or envelope,


but there are few, if any, protections for private messages sent by


means of electronic mail. Fourth, the privacy of personal information


collected by credit reporting companies has some statutory protection,


but personal information collected by interactive cable television


companies about the viewing habits and consumer choices of subscribers


is subject to little or no protection.


These are just a few of the many areas of rapidly changing commu


nications techology where individual privacy receives little or no


protection. The courts have shown no inclination to extend the Fourth


Amendment in this direction without statutory guidance from the


Congress. This Subcommittee is to be commended for its wide-ranging


survey of this problem, and for setting a large agenda for legislation


to update the law of privacy protection in the age of electronic com


munications.


Thank you for the opportunity to appear for the Subcommittee.


Mr. KASTENMEIER. Thank you, Mr. Shattuck. I think we will 
postpone the questions until we greet the other witnesses. 

Now I would like to call on Mr. Plesser, if I may.
Mr. PLESSER. Thank you, Mr. Chairman. I am delighted to be in

front of this particular subcommittee. The last major piece of pri
vacy legislation enacted by the Congress aimed at privacy was the
Right to Financial Privacy Act of 1978, which came out of this sub
committee. It is important to note that Government access to pri
vate-sector records is the most important issue to be considered in
terms of technology and privacy. This subcommittee is very much
in the right place to look at the fourth amendment and what pro
tections, if any, it has for our society. 

I have reviewed all of the testimony given to the subcommittee 
in this series of hearings, and I believe that three major themes 
become apparent. First is that openness and public knowledge of
public events is an important safeguard for democracy and is a cru
cial factor in the development of scientific thought. 

Second, technology has outstripped those laws that we do have to 
protect against invasions of personal privacy. Most significant 
among these is whether digital communications are subject to laws
which restrict or prohibit wiretapping. This point was made abun
dantly clear by Dr. Willis Ware, former vice chairman of the Priva
cy Commission, to this committee.

I also believe that there is a third major theme which should be
focused on, and that is Government access to information main
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tained by third parties. This concern is heightened as the result of
modern computer and communications applications. This has en
abled Government agencies to request a wider and wider range of
very detailed data on individuals, not necessarily limited to foreign
intelligence activities. I think this is a trend that can be seen 
across the board with almost every Government agency. 

For example, the Department of the Treasury is seeking to re
quire the reporting to the U.S. Treasury of all bank transactions
involving foreign banking activities. Those requirements were con
tained in a Federal Register notice of several months ago. I am not
sure if the Treasury Department is acting on that in terms of final
regulations at this point, but it was, I think, an extremely wide
spread, wide-reaching recommendation that was only possible be
cause of modern communications and storage techniques. Essential
ly every foreign transaction going through a U.S. bank would have
to be reported to the U.S. Government without any floor or dollar
limit. The Treasury Department contended that they could do that
under existing legislation. That example, raises to me what some of
the major gaps are in the current law in this area. 

The Privacy Act and the Freedom of Information Act bear men
tion for really just a moment. The comparison of the two acts is
very instructive. Mary Lawton and I have been talking about those
two acts since 1972 and we probably grew up on panels debating
those issues and I would be happy to have her view now some 14
years later, but I think that the Freedom of Information Act has
been a tremendously effective act. I think there has been criticism
about it, right or wrong, but it has had a tremendous impact. 

No one can, I think, deny the impact of the Freedom of Informa
tion Act. There have been thousands of cases; there have been mil
lions of documents released. Behavior patterns in Government 
agencies have been fundamentally changed because of the Freedom
of Information Act. It is a very simple law with very simple stand
ards that have required the courts to intervene. You may like the
change or not like the change, but the change has occurred.

The Privacy Act is much different. There is really only one 
strong benefit to the Privacy Act, which is the disclosure require
ment. Government agencies have to disclose systems of records. I
feel fairly comfortable that right now there aren't too many infor
mation practices or systems of records that are secret in the U.S.
Government and I think that that has been an important step for
ward. 

Other than that, the kind of very detailed regulations and re
quirements enacted by the Privacy Act, have not been as effective
as they should have been. It has become primarily a tool for Gov
ernment employees, which is a valid reason, but I don't think it
has had the kind of overreaching value that the Freedom of Infor
mation Act has. I bring that up in the context of these hearings
because I think at least 1 day was given to the need for openness
and information practices and activities and I believe it's impor
tant to emphasize how effective openness is to the whole process,
rather than regulation or control.

In terms of collecting information from third parties, searches of
the records of individuals are no longer limited by the word "rea
sonable," as envisioned by the framers of the Constitution. The 
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technology of computers has sanitized search and seizure. Match 
programs done by the U.S. Government, search information about 
individuals is the same way as if the Government agent broke into
your house and rifled the papers. However, because it is done on
computer, such matches were not restricted. There is no warrant 
required; there are no rules really that apply and there is—because
it is all in the computer, in the technology, people don't look at it
as an invasion. If a Government agent came into a house or went
into a safe deposit box, there would be a whole different concern 
about it. But I think what the technology is doing is playing a trick
on us because it is not really any different. 

You may in the end say it is OK for it to happen, but we should
know what is happening before our pockets get picked by a ma
chine that we can't feel. Technology is the future of our society,
but we as a society have the obligation to establish rules and look
at the development of these new activities. 

One of the interesting issues on technology is that there are new
institutions in our society today that didn't exist 12 years ago, 14
years ago. There are electronic mail companies that simply didn't
exist—the concept didn't exist 10 years ago. Even in 1978, when 
the Right to Financial Privacy Act was written, many of these in
stitutions, cable operators, interactive cable operators, electronic 
mail, didn't exist and the rules have changed for them. 

If a government agency wants to get access to mail in the U.S.
Postal Service, they have to get a warrant. If they want to get
access to electronic mail, they don't have to get a warrant; they
can simply walk in and ask for it. If a company wants to resist,
they can force a subpoena, but there is no standard to apply and
there is no real case history or case law in what are the rights of a
person who has information in electronic mail. There is a techno
logical twist because if you put your letter in the mail, it goes 
through the mail and it is completed. The Postal Service has no 
record of who it came from, who it was sent to, nor do they know
what the contents were. It kind of flows through the common carri
er system and ceases to exist. 

For electronic mail, the information is kept on a computer at the
electronic mail company: Who it came from; who it went to; and
often the contents are kept for a minimum of 3 months. Such a 
data base becomes a rich one for Government agencies. There have
been litigated cases. Even in Wisconsin, there has been a litigation
with the source, one of the big companies, where they have resisted
this kind of activity of where the Federal Government has attempt
ed to get access to electronic mail. 

It is simply something that didn't exist a couple years ago. There
are now problems that we have to consider.

The IRS is now also—and you have heard testimony here—col
lecting information from private list brokers for the identification 
of nonfilers from public record information. The concern is not so 
much their present activities, but the fact that these activities are
subject to few, if any, controls.

There is nothing in the law to prevent them from using informa
tion obtained to do profiles which may then be used to identify un
derfilers. The authority used by IRS is a very general authority for 
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them to collect information and I believe, gone to an extreme, and
there can be some real dangers.

It is interesting to note, as a footnote, that it looks like the IRS
use of these lists is not being very productive. Such lists are not as
accurate and as effective as they thought they would be. The prob
lem may just simply die because of that, but I think it is those 
kinds of programs that have come to light in this subcommittee 
and there should be continuation of examination. 

There is one thing I would like to say before I get to what I think
I am here for. The greatest tragedy in U.S. privacy policy is that
there is no one really looking at this in the Government and cer
tainly not in the administration. Congressman English's subcom
mittee recently released a GAO report indicating that NTIA essen
tially had less than one employee in the last several years looking
at privacy issues. The Justice Department's interest in privacy is
simply in defending cases. There is no—as I have seen, and I am
sure Ms. Lawton will indicate differently, but from what we see 
from the outside, there simply is no policymaking. It is simply reac
tive. 

Office of Management and Budget has spent little, if any, time
on privacy and the tragedy is that these issues are coming up with
new technologies and no one is thinking about them or coming up
with position papers or helping the development of policy and it
then rests for people on the outside to make suggestions. This past
summer, I participated in a program of the American Bar Associa
tion with several members of the staff of this committee, as well as 
other congressional committees, where these concerns and prob
lems were discussed. Out of that came a set of recommendations 
which are now winding through the ABA process and hopefully we
will have an official statement by February, but essentially, the 
recommendations of that session this summer was that there need 
to be, both on the executive branch level in Congress and in the 
private sector, an organized effort to raise and to look at these 
issues and to reach some kind of judgment on the technology issues
that are facing us in the privacy issue. 

In terms of specific suggestions, I believe title III in the aural 
communications problem cries out for solution. I assume that is 
solved by the legislation that you have introduced today and I sug
gest only that it should be less of a study piece and really an action
for direction action because I think the record is fairly clear on the
need for that change.

Mr. KASTENMEIER, May I just interrupt to say that statement 
was made, of course, with the notion that we have less than 2 
weeks left of this Congress.

Mr. PLESSER. My comments are not to be interpreted that I think
anything will be passed this term, but I think that it is a mature 
issue, even though it may be one that should be raised next year.

The Government access to private sector records just simply 
needs to be looked at again very closely. The changes in technol
ogies has resulted in activities which really need to be reexamined.
I think the rules under which Government agencies are operating
are changing.

I am not talking necessarily even about the FISA kind of activi
ties of the foreign intelligence surveillance and wiretaps. I am just 
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talking about the much broader use of computer and information 
technology by Social Security Administration, by HEW, by Health 
and Human Services, by all of the agencies that collect and use 
data. 

It is also time to look at the enforcement of the Privacy Act. The 
Privacy Act depends too much upon the courts, with not enough 
arbitration or guidance or rulemaking activity and that there 
needs to be a look at that. 

Finally, getting back to Government access issues, in terms of 
the electronic mail and access to nontraditional means, there needs 
to be some legislation and examination and on the mailing list 
issue, if the Government is going to continue to use private sector 
information for profiling, I think there should be some control on 
that. 

Thank you. 
[The statement of Mr. Plesser follows:] 
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Mr. Chairman, members of the Subcommittee, my name is Ronald 

L. Plesser and I am a partner at the law firm of Blum, Nash & 

Railsback, Washington, D.C. I f i r s t became associated with 

information policy issues in 1972 when I became Director of the 

Freedom of Information Clearinghouse, a project of the Center for 

Study of Responsive Law. During that period of time, I l it igated 

many cases under the Freedom of Information Act, several of which 

involved issues of access to records where personal privacy was a 

significant issue. I was General Counsel to the United States 

Privacy Protection Study Commission ("Privacy Commission") from 

1975 through 1977. Since that time I have been in the private 

practice of law in Washington, D.C. representing a broad range of 

c l ients in the freedom of information, privacy and information 

technology areas. I have served as Co-Reporter to the Drafting 

Committee of the National Conference of Commissioners on Uniform 

State Laws in connection with the preparation of a Model 

Information Practices Code. In addition, I was a Consultant to 

the National Telecommunications and Information Administration in 

conjunction with their consideration of the Privacy Commission's 

recommendations during the Carter Administration. I have written 

and spoken frequently on privacy and The Privacy Act of 1974. 

This morning I am pleased to appear before the Subcommittee 

to discuss hearing of this Committee concerning access to 

government information; privacy problems and possible enforcement 

mechanisms. 
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I have reviewed all of the testimony given to this subcom


mittee in this series of hearings and I believe that two major


themes become apparent. First is that openness and public 

knowledge of public events is an important safeguard for 

democracy and is a crucial factor in the development of 

scientific thought. Second, technology has outstripped those


laws that we do have to protect against invasion of personal


privacy. Most significant among these is whether digital


communications are subject to laws which restrict or prohibit


wiretapping. This point was made abundantly clear by Dr. Willis


Ware, former vice chair of the Privacy Commission. I also


believe that there is a third major theme, which you should focus


on. This is government access to information maintained by third


parties. This concern is heightened as the result of modern


computer and communications applications. This has enabled


Government agency to request a wider and wider range of very


detailed data on individuals. For example, the Department of


Treasury is seeking to require the reporting to the U.S. Treasury


of all bank transactions involving foreign banking


transactions. 49 Fed. Reg. 13548. Another example is the


widespread use of matching programs by government agencies.


First, I would like to discuss the importance of openness as


an element of privacy protection and my concerns with the Privacy


Act of 1974. The Privacy Act of 1974 and the 1974 Amendments to


the Freedom of Information Act were adopted within months of each
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other. After that, the similarities of these two statutes become


more and more difficult to determine. The Freedom of Information


Act is a relatively simple, straightforward statute which has


been very effective in its goal of creating greater access to


Government records. The Freedom of Information Act has created


much controversy primarily because of its effectiveness. There


have been literally thousands of cases and tens of thousands if


not millions of pages of documents that have been released


because of The Freedom of Information Act. The Privacy Act has


no such history of enforcement. To the extent that it has worked


and that the goals of Senator Sam Ervin, its author, have been


obtained, has primarily been a result of the efforts of the few


in Government who have doggedly sought to keep the Act enforced.


Unfortunately, these efforts are often mitigated by a greater


interest in efficiency, which is not always the friend of


privacy, and by many who view the Privacy Act as nothing more


than a complicated set of bureaucratic requirements.


The problem with the Privacy Act is two-fold. First, it is


its own worst enemy. It is overly complex, overly bureaucratic


and contains few effective enforcement mechanisms. It has been


almost totally unavailable to most citizens because of the


cumbersome and frustrating nature of its enforcement remedies.


Those who have succeeded in using the Privacy Act as an effective


tool have in most cases been Government employees who have


doggedly persevered in connection with claims that they have
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against the Government. Moreover, in two key instances the Act


clearly defeats itself. One of the basic tenets of the Privacy


Act is that it limits the disclosure of records from agency to


agency and to outside persons. However, this rule is waived


where a disclosure is deemed a "Routine Use" and published 30


days prior to disclosure in the Federal Register. This exemption


swallows the whole. For example, the FBI allows public


disclosure to agencies essentially if they have a good reason for


it. (See Notice for Justice (FBI-002)). As a result of these


interpretations there are effectively no limits on disclosure.


A second basic tenet is a person's ability to see and copy


records about himself. The exemption structure of the Act


exempts many agencies, including all of those with criminal law


enforcement authority. Some problems lie with the courts and the


Government in their collective failure to broadly interpret and


actively enforce the provisions of the statute. The Justice


Department in particular, has made the Act extremely difficult to


use seeking any excuse to avoid judicial jurisdiction. There


also has been a failure within the Government to monitor and


evaluate the implementation of statutes and regulations related


to privacy. There has been almost no research, study or


investigation in areas of privacy on behalf of the Government.


Moreover, the Government, OMB in particular, has done relatively


little to issue interpretative rules or other guidance to assist


agencies in connection with their enforcement of the Act. It is
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my hope that the testimony in these hearings will create an


atmosphere of re-evaluation for the concerns of privacy in the


Federal Government.


The Privacy Act has had one extremely significant benefit.


That is, its prohibition of the maintenance of secret systems. I


suspect that there are very few systems of records of major


significance which are not now disclosed by the Federal Govern


ment in at least some level of detail. This is a very beneficial


effect for the public, for those of us who examine the Government


and for the Government itself. Never, before the Privacy Act did


the Government have anything approaching an index of the types of


records that they maintain about individuals and why those


systems have been maintained. The Privacy Act has been extra


ordinarily therapeutic in its examination and disclosure of what


systems the Government maintains. Beyond that and beyond its


assistance to the Government employees who have used it, it has


been of comparatively minor effect.


I believe that an important theme, is access to bank


records. In examining privacy in light of new technology, a


review of the state of Fourth Amendment rights will help view the


principles of privacy. This examination inevitably leads to the


conclusion that the Constitution gives little, if any, protection


to an individual and that we must look to legislative solutions,


government mechanisms and Congressional oversight to protect the


interests of privacy in our society.
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The Privacy Commission's ability to conceptualize the 

problem it was trying to face in looking at an individual's right 

to control information maintained about individual's right to 

control information maintained about individuals was facilitated 

by a case entitled Miller v. U.S., 425 U.S. 435 (1976) issued by 

the Supreme Court in the midst of the Privacy Commission's 

deliberations. The Miller story still had two lessons which are 

still of importance. First, the Fourth Amendment probably cannot 

survive the technological age and, second, that only by the 

protection of the rights of those in contact with the law can we 

protect the rights of a l l . Mitchell Miller's story bears 

repeating. An agent from the U.S. Treasury Department's Bureau 

of Alcohol, Tobacco and Firearms suspected Miller of direct 

involvement in two events, a seized truck and a warehouse fire 

which indicated illegal manufacture of alcholic products. Two 

weeks later, the agent presented grand jury subpoenas to the two 

banks where Miller maintained accounts. Without notifying 

Miller, copies of his checks and bank statemnets were either 

shown or given to the Treasury agents as soon as they presented 

the subpoenas. The subpoenas did not require immediate 

disclosure, but the bank officers nonetheless responded at once. 

After he had been indicted, Miller attempted to persuade the 

court that the grand jury subpoenas used by the Treasury 

Department were invalid and, thus, the evidence obtained with 

them could not be used against him. He pointed out that the 
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subpoenas had not been issued by the grand jury i tsel f , and 

further, that they were returnable on a day when the grand jury 

was not in session. Finally, Miller argued that the Bank Secrecy. 

Act's requirement that banks maintain microfilm copies of checks 

for two years was an unconstitutional invasion of his Fourth 

Amendment rights. The tr ial court rejected Miller's arguments 

and he appealed. 

The Fifth Circuit Court of Appeals also rejected Miller's 

claim that the Bank Secrecy Act was unconstitutional, an issue 

that had already been resolved by the U.S. Supreme Court in 

1974. The Court of Appeals agreed, however, that Miller's 

rights, as well as the bank's, were threatened and that he should 

be afforded the right to legal process to challenge the validity 

of the grand jury subpoenas. The Court of Appeals saw Miller's 

interest in the bank's records as deriving from the Fourth 

Amendment protection against unreasonable searches and seizures 

which protected him against "compulsion production of a man's 

private papers to establish a criminal charge against him." 

On April 21, 1976, a fateful day for personal privacy, the 

U.S. Supreme Court decided that Mitchell Miller had no legitimate 

"expectation of privacy" in his bank records and thus no 

protectible interest for the Court to consider. The Court 

reasoned that because checks are an independent record of an 

individual's participation in the flow of commerce, they cannot 

be considered confidential communications. The account record, 
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moreover, is the property of the bank, not of the individual 

account holder. Thus, according to the Court, Miller's 

expectation of privacy was neither legitimate, warranted, nor 

enforceable. 

Since the Privacy Commission's report, the Congress 

principally through this subcommittee enacted the Right to 

Financial Privacy Act, which to a limited extent, gives 

depositors some standing to challenge Federally-issued 

subpoenas. The Supreme Court's conclusion that Miller could do 

nothing to protect records about him, however, has not changed. 

Individuals have less and less control over information 

maintained about them. The Constitutional protections of the 

Fourth amendment continue to be eroded and soon little will be 

left . This is now demonstrated by the activities of the Treasury 

Department in seeking the disclosure of al l foreign bank 

transactions. 

Searches of the records of individuals are no longer limited 

by the word resonable as envisioned by the framers of the 

Constitution. The technology of computers have sanitized search 

and seizures. Match programs search information about 

individuals to the same end as if a government agent broke into 

your house and rifled your papers. But because you can't see i t 

and because the ends are justifiable, the Fourth Amendment is 

deemed irrelevant. The Fourth Amendment is fast becoming a dead 
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principle in light of electronic mail and other potential areas


of access to private information.


We are now also facing an increasing effort by the Treasury


and IRS to travel further and further away from the principles of


privacy set forth in the Tax Reform Act of 1976, the Privacy Act


of 1974 and the Recommendations of the Privacy Commission.


The IRS is now also collecting information from private list


brokers for the identification of nonfilers from public record


information. The concern is not so much their present activi


ties, but the fact that these activities are subject to few, if


any, controls. There is nothing in the law to prevent them from


using information obtained to do profiles which may them be used


to identify under-filers.


The authority relied upon by the IRS in Section 760(a) of


the Internal Revenue Code which states:


"The Secretary shall, to the extent he deems it

practicable, cause officers or employees of the

Treasury Department to proceed, from time to

time, through each internal revenue district and

inquire after and concerning all persons therein

who may be liable to pay any internal revenue

tax, and all persons owning or having the care

and management of any objects with respect to

which any tax is imposed."


This type of general authority does not effectively limit


the collection practices of the IRS. Moreover, the IRS, disowns


the source of the mailing lists and states that they are


"generally" taken from public sector lists.
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Without guidance, i t can be expected that IRS will use 

private l i s t s from private sources to identify potential under-

f i lers . We believe that this is potentially a further invasion 

of a person's privacy and can lead to the connection of private 

sector information data bases. 

All of these issues leads us to ask who in the Administra

tion i s looking at privacy and who if anyone is seeking to 

balance other governmental balance with those of privacy. The 

answer i s that nobody is looking at privacy. The Privcy 

Commission recommended an alternative approach. 

The Privacy Commission was directed by the Congress in the 

Privacy Act of 1974 to examine the effectiveness of the Privacy 

Act i tsel f and to make recommendations concerning certain of i t s 

provisions. The Privacy Commission recommended significant 

revisions to the Privacy Act primarily aimed at the exemption 

structure, the availability of damage remedies and the system of 

record-routine use concerns. I think by and large the Privacy 

Commission's analysis of the Privacy Act in 1977 holds true 

today. 

One of the recommendations of the Privacy Commission which 

has been often overlooked is one that I think bears repeating 

this morning and further examination in detail. The Commission 

stated: 

"in a l l areas of the public sector the 
Commission has studied, the need for a mechanism 
to interpret both law and policies is clear. 
The difficulty of deciding which disclosure of 
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records about individuals are routine within the 
meaning of the Privacy Act often raises 
conflicts of interests or interpretation between 
two or more Federal agencies. Similarly as 
indicated in Chapter 13, Federal agencies often 
need an efficient means of arriving of common 
solutions to their common privacy protection 
problems such as establishing procedures for the 
disposal of records, the propagation of 
corrections and the maintenance of accounting 
disclosures". 

(Privacy Commission Report, p. 36). 

In furtherance of those conclusions, the Privacy Commission 

recommended: 

"That the President and the Congress establish 
an independent entity within the Federal 
government charged with the responsibility of 
performing the following functions: 

(a)	 To monitor and evauate the implementation 
of any statutes and regulations enacted 
pursuant to the recommendations of the 
Privacy Protection Study Commission, and 
have the authority to formally participate 
in any Federal administrative proceeding 
or process where the action being 
considered by another agency would have a 
material effect on the protection of 
personal privacy, either as the result of 
government regulation of others. 

(b)	 To continue to research, study, and 
investigate areas of privacy concern, and 
in particular, pursuant to the Commis
sion's recommendations, if directed by 
Congress, to supplement other government 
mechanisms through which citizens could 
question the propriety of information 
collected an used by various segments of 
the public and private sector, 

(c)	 To issue interpretative rules that must be 
followed by Federal agencies in imple
menting the Privacy Act of 1974 or 
revisions of this Act as suggested by this 
Commission. These rules may deal with 
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procedural matters as well as the 
determination of what information must be 
available to individuals or the public at 
large, but in no instance shall i t direct 
or suggest that information about an 
individual be withheld from individuals. 

(d)	 To advise the President and the Congress, 
government agencies, and, upon request, 
States, regarding the privacy implications 
of proposed Federal or State statutes or 
regulations. 

(Privacy Commission Report, p. 36). 

The entity the Commission recommended may be a Federal 

Privacy Board or some other independent unit. However, if a new 

entity is established, the only enforcement authority the 

Commission would recommend i t be given would be in connection 

with the implementation by Federal agencies of the Privacy Act 

itself. I ts oversight responsibility in al l of the other areas 

covered by the Commission's recommendations would require i t only 

to participate in the proceedings of other agencies when sub

stantive privacy issues are involved. For example, if the 

Federal Reserve Board were to issue proposals which amend i t s 

regulation Z pursuant to the Truth-in-Lending Act after the 

Commission's recommendations are adopted, the new entity could 

participate in the proceedings only to the extent of presenting 

testimony and other comments from a privacy protection point of 

view. 

Interestingly enough, i t is Item (b) of the Privacy 

Commission proposals which most cries out for action. There is 

simply no independent board, body or person in the Federal 
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Government whose job it is to research, study and investigate


areas of privacy. The office of Management and Budget deals with


the Privacy Act in order to make its application the least


burdensome on agencies. They answer questions while they should


be asking them. The National Telecommunications and Information


Administration ("NTIA") had the job for a while of looking into


information policy and privacy in particular. That function for


NTIA has been all but eradicated. There is no agency to resolve


issues such as match; to resolve the conflicts between the


application of the Privacy and the Freedom of Information Act or


the use of IRS data by agencies other than IRS. The Justice


Department has taken on a role of representing its clients and


not of developing policy. I believe that in the year of 1984,


which will both be the ten year anniversary of the Privacy Act


and is a year of literary significance, Congress should consider


the establishment of such a Commission for purposes of making the


Privacy Act a realistic tool to protect individual rights.


Mr. KASTENMEIER. Thank you, Mr. Plesser. 
Now I would like to call on Ms. Mary Lawton, counsel for Intelli

gence Policy of the Justice Department. 
Ms. LAWTON. Thank you, Mr. Chairman. 
I will not read the whole statement; you have it and have indi

cated it is going in the record, but there are a couple of points I 
would like to raise from it. 

One is that our system is not antithetical to the concept of secre
cy. We have always recognized twin values of openness and confi
dentiality. The Constitutional Convention that structured our Gov
ernment with a value of openness met in secret. The Bill of Rights 
proposed by our First Congress reinforced twin goals of openness 
and confidentiality. Just two examples from the first amendment 
are that the free exercise clause allows an individual to hold reli
gious beliefs in confidence without prying by the Government. The 
right of assembly creates, in some aspects and under some circum
stances, a privacy right so that the Government cannot inquire 
into one's friends and associates. So that even in the first amend
ment, which protects free speech and openness and academic free
dom, there is also an element of confidentiality, of secrecy. 

Our legal tradition, likewise, recognizes both confidentiality and 
openness. Grand jury secrecy is accepted as a protection, not only 
of the individual, but of the legal process. Our Rules of Evidence 
recognize the importance of protecting confidential relationships in 
a privileged context and this includes the State's secrets privilege 
protecting diplomatic and military information in the interest of 
national security. 
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Congress has created expectations of confidentiality and indeed 
mandated secrecy with criminal sanctions. I am not referring only
to the Espionage and Atomic Energy Acts, but there are criminal
penalties for Government employees who disclose cotton statistics,
agricultural marketing agreements, Census information, certain in
formation filed with the SEC, diplomatic codes, Civil Service exami
nation information—that, indeed, carries a mandatory minimum 
sentence—crop information, trade secrets, bank and credit informa
tion, tax information, patent information classified for national se
curity reasons, Social Security information. All of these Congress 
has said must be secret and has imposed criminal penalties on 
those who disclose. 

As the wealth of information proliferates and the technology for
collecting, storing, and transmitting it explodes, it becomes, as both
previous witnesses have said, increasingly difficult to strike the 
proper balance between openness and free communication and nec
essary confidentiality. 

This is reflected over our legal experience in the past decade. In
the fall of 1974, Congress enacted the Privacy Act, to which Mr. 
Plesser referred, instructing the executive branch to collect less, 
protect it from public disclosure, reduce sharing among Govern
ment agencies and make less use of the Social Security number as
an identifier. 

In that same month, it passed legislation instructing the execu
tive branch to make more information public and to use the Social 
Security number as an identifier so that information could be 
shared among agencies to identify and locate those who fail to 
meet child-support obligations. 

In the following year, it enacted the Right to Financial Privacy
Act, which originated in this subcommittee, to protect the confiden
tiality of banking records and an Ethics in Government Act which
makes financial information of certain individuals totally public. 

The Paperwork Reduction Act, like its predecessor, the Federal 
Reports Act, enjoins Federal agencies to share more information so
the rights of individuals, particularly small businessmen, will not
be infringed by having different Government agencies make the 
same inquiry again and again. 

This illustrates the difficulty in trying to sort out what is or 
what is not properly protected, properly required, open, secret, and
there are serious difficulties. The committee has looked into them 
in several areas and I won't go over all of them. They are each 
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but not control the speaker with the schematics in his head, we 
have done nothing to prohibit proliferation of nuclear weapons.

We don't have a solution, Mr. Chairman, I am simply raising it
as a problem, but one that does have two sides, not merely one. 

I had not planned to go into the Foreign Intelligence Surveil
lance Act since, as you noted, I had testified on that before this 
subcommittee, but I would mention in light of the comments made
earlier, a couple of aspects of it. 

The Foreign Intelligence Surveillance Act does not rely on the 
trespass concept that Mr. Shattuck referred to, the property con
cept of intrusion. It relies on the expectation of privacy concept rec
ognized by the Supreme Court so that, unlike title III, which is, of
course, an older statute, the expectation of privacy in the constitu
tional sense is the touchstone on whether or not a warrant is re
quired under the Foreign Intelligence Surveillance Act. 

That act defines electronic surveillance in much broader terms 
than does title III. It encompasses closed circuit television; it en
compasses at least some forms of computer acquisition. It encom
passes devices which track vehicles onto private property and it en
compasses them not only in the sense of authorizing the Govern
ment to use those techniques with a warrant, but also in crimina
lizing persons who do so without a warrant. So to some extent, 
there is a criminal law now on the books, broader than the foreign
intelligence field, which begins to address some of these concerns of
the more recent technology, though not all. Clearly, it does not 
cover all of the difficulties. 

Title III, as has been noted, relies exclusively on aural acquisi
tion, that is, by ear, in both its criminal penalty and its warrant
authorization. Consequently, many forms of electronics are not en
compassed in title III. 

As you noted earlier, Mr. Chairman, we do indeed believe that 
closed circuit television can be a legitimate form of electronic sur
veillance in criminal or foreign intelligence cases with a warrant. 
Our problem is that title III does not permit a warrant for that 
purpose because it is not aural acquisition and rule 41, with its re
quirement of notice and inventory, is simply not adaptable to that
form of surveillance. So in the past we have asked courts to fashion 
a unique order in the nature of a search warrant with the same
probable cause, but not with the same notice and inventory. That, 
however, has been called into question and has recently come 
under challenge in the courts, and this area of the law needs to be 
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The whole area of computers and privacy, as has already been
stated and I won't go over that again, is an immensely complex 
one. We have introduced legislation to deal with one aspect of it
and that is the intrusion into computers by individuals for the pur
pose of manipulating the computer, taking out information from a
computer, destroying computer programs or, for that matter, de
stroying computers themselves and this legislation, criminal legis
lation, has been introduced. Again, it is unlikely to deal with all
the problems, but it is a beginning in the area of computer fraud, 
in the area of computer destruction and malicious manipulation.

Finally, I think I had best address the issue of prepublication 
review. First of all, the order that was issued by the president, 
NSDD-84, does not and never has covered all individuals with 
access to classified information. It is limited to a narrow area of 
classified information. But the practice of prepublication review is
one that is much older than that order and far broader within the 
Federal Government. 

Early in my career, I was assigned the task of reviewing an arti
cle prepared by a Department attorney to ensure that it did not
contain nonpublic information obtained through his Government 
employment. The regulation prohibiting that disclosure did not 
then, nor does it now require prepublication review. It does, how
ever, like many of the statutes I listed before, impose a nondisclo
sure obligation on Federal employees, and the surest way to see
that that obligation is met is to have the material reviewed in ad
vance. 

Department attorneys, indeed, all Government attorneys, have,
in addition, the obligation to observe the grand jury's secrecy provi
sions of rule 6(e) and the attorney/client confidentiality prescribed
by the Code of Professional Responsibility. In my own experience,
the most effective way to meet these obligations is to get a second
opinion, that is, submit an article for prepublication review.

I have submitted articles myself, none of them having to do with
intelligence information and all of them predating NSDD-84, and I
did so to fulfill my obligation as an attorney and to fulfill my obli
gation as a Department employee not to disclose inside information
for my own benefit.

Much of the criticism of prepublication review has focused on it
as a form of censorship, but I submit this is a slanted view. As I
mentioned, Congress has imposed a number of nondisclosure obli
gations on Federal employees and it has done so presumably be
cause they come into possession of information under a duty of 
public trust. Prepublication review is a prophylactic form of law 
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gress has attached on unauthorized disclosure and among the most
severe penalties Congress has authorized are those dealing with un
authorized or even negligent disclosure of classified information. 
Presumably this reflects the judgment that the harm flowing from
disclosure is great.

In imposing a prepublication review requirement beyond that
traditionally imposed by CIA and NSA, NSDD-84 did not encom
pass the full range of information protected by the espionage laws.
It singled out only those having access to the most sensitive catego
ries of information. 

Many of these are already covered by prior CIA and NSA review
requirements. Others, like myself, share access to this information 
and, accordingly, are asked to share the same obligation. It is one I
would have undertaken in any case.

The subcommittee may not be aware that former Attorney Gen
eral Bell submitted to prepublication review in 1981, long before
NSDD-84, those chapters of his book dealing with intelligence mat
ters, not because of any signed agreement, but because of his ap
preciation of the sensitivity of the subject matter. As far as I know
his coauthor, a professional journalist, did not object to this.

That, I think, is where I will stop, Mr. Chairman, and we will go
to questions.

[The statement of Ms Lawton follows:] 
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STATEMENT OF MARY C. LAWTON, COUNSEL FOR INTELLIGENCE POLICY CONCERING 
1984: CIVIL LIBERTIES AND THE NATIONAL SECURITY STATE 

Mr. Chairman and Members of the Subcommittee,


The topics you have asked us to address today are so


diffuse that I would like to begin with some general


observations on the concept of secrecy within an open society.


While this might appear to be a paradox it is, in fact, a


reflection of the essence of American society which from its


inception has contemplated a balancing of values and individual


rights.


This society has always recognized twin values of openness


and confidentiality. The Constitutional convention that


structured our government with its value of openness met in


secret. All records of those meetings were sealed for more than


thirty years and most of the Framers acknowledged that without


secrecy no constitution of this kind could have been developed.


United States v. Nixon, 418 U.S. 683, 705 n. 15. The Bill of


Rights proposed by our first Congress reinforced the twin goals


of openness and confidentiality. While the First Amendment with


its guarantee of free press is often cited as the touchstone for


openness, it also protects the right to hold certain matters in


confidence. The free exercise clause, for example, protects the


right to hold private religious beliefs not subject to scrutiny.


Torcaso v. Watkins, 367 U.S. 488. The right of assembly may, in


certain circumstances, include the right to protect the identity


of one's associates in confidence. Bates v. Little Rock. 361


U.S. 516.
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Neither our law nor our tradition has condemned secrecy or


confidentiality as inherently wrong. Indeed, both have affirmed


secrecy in its proper place as essential to our form of


government; The secrecy of the Grand Jury has always been


accepted as protection not only of the individual but of the


legal process as well. Our rules of evidence recognize the


importance of protecting certain confidential relationships:


attorney-client; priest-penitent; physican-patient; and the


State secrets privilege which protects both diplomatic and


military information which must be held in confidence in the


interest of national security.


Congress has singled out some types of information as so


sensitive that those entrusted with it are subject to criminal


penalties if they disclose it. This includes not only the


sensitive national security information protected by the


espionage and atomic energy acts but also such diverse


information as: cotton statistics (7 U.S.C. 472); agricultural


marketing agreements (7 U.S.C. 608e); census information (13


U.S.C. 214); certain information filed with the Securities and


Exchange Commission (15 U.S.C. 78ff); diplomatic codes (18


U.S.C. 952); civil service examination information (18 U.S.C.


1917); crop information (18 U.S.C. 1902); trade secrets (18


U.S.C. 1905); bank and credit information (18 U.S.C. 1906-1909);




373


tax information (26 U.S.C. 7213); patent information classified


for national security reasons (35 U.S.C. 186) and social


security information (42 U.S.C. 1306).


As the wealth of information proliferates, however, and the


technology for collecting, storing and transmitting it explodes,


it becomes increasingly difficult to strike a proper balance


between openness and free communication, on the one hand, and


necessary confidentiality on the other. This is reflected in


our legal experience over the past decade. In the fall of 1974


Congress enacted privacy legislation instructing the Executive


Branch to collect less information, protect it from public dis


closure, reduce its sharing among government agencies, and make


less use of the social security number as an identifier. In the


same month, it passed legislation instructing the Executive


Branch to make more information public, and to use the social


security number as an identifier so that information could be


shared among agencies in order to identify and locate those who


have failed to meet child support obligations. In the following


years it enacted a Right to Financial Privacy Act to protect the


confidentiality of banking records and an Ethics in Government


Act which makes the financial information of certain individuals


totally public. The Paperwork Reduction Act, like its


predecessor, the Federal Reports Act, enjoins federal agencies
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to share more information so that the lights of individuals,


particularly small businessmen, will not be infringed by having


different government agencies make the same inquiry again and


again.


The casual observer might view these legislative "shifts"


as "schizophrenic" but on closer scrutiny they merely reflect


the twin values of openness and confidentiality and the


difficulty in balancing these values in an increasingly complex


world.


The hearings this Subcommittee has undertaken over the past


year have focused on just a few of the areas in which the


conflict is highlighted. I will comment on each of them


briefly.


The press was not given advance notice of the Grenada


mission and was not invited along. It protested vigorously and


repeatedly cited the fact that it had been accommodated in all


previous military actions throughout our history. While the


historic argument is important and instructive, it does not


address today's circumstance of news reports transmitted by


satellite around the world in a matter of seconds. New techno


logies make new solutions important, particularly when one is
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dealing with military actions in which the element of surprise


is crucial. The Commission which was created following the


Grenada action, involved both the press and the military in


seeking these new solutions. Only time will tell whether their


proposals have arrived at the proper balance.


The problem of scientific communication in an ever-


shrinking world poses a more difficult issue. Academic freedom,


while not mentioned in the First Amendment, clearly derives from


its principle of the free flow of ideas. Yet the concept of


protecting ideas from expropriation by others is a least as old


as the patent and copyright clause of the Constitution. Art. I,


sec. 8, cl. 8. In the modern world in which research in physics


has translated into weapons of mass destruction and chemical and


biological research can produce plagues far worse than those


which decimated Europe in the Middle Ages, the free flow of


scientific information can also mean the proliferation of


weapons. How then do we square non-proliferation treaties and


Export Administration Act controls with the free flow of


information at international scientific gatherings and


increasing exchange programs of students? It would be insane to


train the scientist from abroad who is bent on developing the


weapon that will destroy us and equally insane to deny training


to the scientist who will develop the agricultural technology
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necessary to feed the underdeveloped countries. It is pointless


to embargo the latest protoptype of a particular weapon if the


scientist who has the schematics in his head can lecture freely


on that subject to scientific gatherings that may include


scientists from the embargoed country. We are faced here with


the mirror image of the communications technology explosion.


Our laws have developed the theoretical basis for banning the


exportation of the very latest in communications technology,


because it is tangible and fits within our traditional customs


laws, but we have not yet found the solution to prevent the same


exportation by the oldest form of communication, word of mouth.


He are working with the scientific community, as Dr. Press has


already noted, in attempting to strike the proper balance. We


have no solution as yet. My only point in addressing the


problem, Mr. Chairman, is to underscore that it is a legitimate


issue. The question is not simply shall we have academic


freedom? Rather it is a question of how to maintain both


academic freedom and our national policy concerning non


proliferation and the control of U.S. technology.


I have already testified before this subcommittee on the


subject of the Foreign Intelligence Surveillance Act and the


procedures it establishes to strike a balance between national


security and individual rights. I do not propose to repeat that
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here. Rather, I would like to note some of the difficulties


that have arisen under the criminal wiretap provisions which


were passed in 1968. That law, in my judgment, strikes a proper


balance between individual rights and law enforcement needs. It


is, however, dated with respect to the new technologies which


have developed in the last fifteen years. As has been pointed


out by previous witnesses, new forms of digital communications,


not to mention the capability of minaturized closed circuit


television, have provided new forms of surveillance, some of


great importance to law enforcement, which are not encompassed


within Title III with its emphasis on "aural acquisition."


Some of these involve an expectation of privacy which, under our


Constitution, necessitates a warrant before law enforcement


intrusion is permitted. Yet Title III makes no provision for


such a warrant and Rule 41 of the Federal Rules of Criminal


Procedure, in its literal terms, is not a satisfactory


substitute. That rule, as you recall, requires immediate


service of the warrant and receipts for items "seized." As


Title III recognizes, this is not feasible in the surveillance


context. In the past we have persuaded judges that there is


inherent authority to use the delayed notice approach of Title


III in crafting an order for closed circuit TV surveillance,


even though Title III itself is not applicable. This has
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recently been called into question, however. It may be a more


systematized approach is needed, one that will survey all of the


existing technological advances in light of the law enforcement


and privacy interests to be advanced.


The issue of computers and privacy is even more complex


and, in some ways, more emotional. While an increasing segment


of society is becoming computer literate, there are still many


within our population who are slightly awed and frightened by


computers. Americans have always touted efficiency and speed as


the best way to do business, the ideal way to provide services.


Computers offer that efficiency and speed and, today, at less


cost. Now many have begun to wonder whether the price paid in


privacy loss by virtue of that efficiency and speed is not too


great. When sheer inefficiency was our greatest privacy


protection, we did not trouble greatly about other forms of


privacy protection. In the mid-seventies, we concentrated on


controlling what was entered into computers in order to protect


privacy. Concern now is beginning to shift toward what is drawn


out of computers and by whom. Hackers, often on a lark, are


invading privacy just for fun. with or without malicious intent


they also run the risk of altering or even erasing vital


computer data. Manipulators have learned that they can steal
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vast sums with slight computer changes. Industrial spies are


concentrating on the theft of computer programs. Our laws


concerning theft and malicious destruction of property are


not drafted for the computer age. Our laws on privacy are


largely directed against the government, not our fellow


citizens. The Congress is now considering a bill developed


by the Administration that we believe would resolve these


difficulties and make such activities a crime.


Finally, Mr. Chairman, you have requested that we address


the subject of pre-publication review. While this concept of


reviewing written material of those who are under a non


disclosure obligation in advance of publication has drawn


particular attention since the issuance of NSDD-84, the practice


itself is much older and extends beyond the area of national


security. Early in my career at the Department of Justice I was


assigned the task of reviewing an article prepared by a


Department attorney to insure that it did not contain nonpublic


information obtained through his government employment. The


regulation prohibiting such disclosure, 28 C.F.R. 45.735-12, did


not then, nor does it now, explictly require pre-publication


review. It does, however, impose a non-disclosure obligation on


all Department employees and the surest way to meet the
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obligation is to have material reviewed in advance. In addition


to this regulation, department attorneys have an obligation to


insure that any writings or lectures they give do not breach the


grand jury secrecy provisions of Rule 6(e) of the Federal Rules


of Criminal Procedure or the attorney-client confidentiality


prescribed by the Code of Professional Responsibility. In my


own experience the most effective way to insure that I have met


these obligations is to get a "second opinion," i.e., submit an


article for prepublication review. I might add that the


articles I have submitted pre-date NSDD-84 and had nothing


whatever to do with intelligence information.


Much of the criticism of prepublication review has focused


on it as a form of censorship. I submit that this is a slanted


view. As I noted at the outset, Congress has imposed a number


of non-disclosure obligations on federal employees enforced by


criminal sanctions. It has done so, presumably, because they


come into possession of the information under a duty of public


trust. Pre-publication review is a prophylactic form of law


enforcement to insure that the obligations of public trust are


met. It is not the employee's ideas which are subject to review


but rather the underlying government information.. Of course,


one could assert that the criminal sanction, imposed after
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information is released, is sufficient enforcement. But this


overlooks the damage that disclosure may cause to an


individual's privacy or economic interests or to the broader


interests of the nation.


The more sensitive information is and the more harm


disclosure may cause, the greater the need for prophylatic


measures. There are, of course, many yardsticks by which to


measure harm potential. One such yardstick is the severity of


the criminal penalties Congress has attached to unauthorized


disclosures. Among the most severe penalties Congress has


authorized are those dealing with unauthorized disclosures or


even negligent disclosures of classified information. 18 U.S.C.


793-798.. Presumably this reflects a judgment that the harm


flowing from disclosure is great.


In imposing a prepublication review requirement, beyond


that traditionally imposed by CIA and NSA, NSDD-84 did not


encompass the full range of information protected by the


espionage laws. It singled out only those having access to the


most sensitive categories of information. Many of those covered


are already covered by prior CIA and NSA review requirements.


Others, like myself, share access to this information and,


accordingly, are asked to share the same obligations. It is one


which I would have undertaken, in any case, given the sensiti
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vity of the information and the harm it could do my country.


Nor am I alone in this view. The Subcommittee may not be aware


that former Attorney General Bell submitted for pre-publication


review in 1981 those chapters of his book dealing with


intelligence matters, not because of any signed agreement but


because of his appreciation of the sensitivity of the subject


matter. Others have done the same. As a personal note,


Mr. Chairman, I might add that whether or not Congress restricts


the use of prepublication review agreements, I propose to


continue to seek that "second opinion" before writing any


thing that may impinge on the national security.


I will be happy to answer any questions.


Mr. KASTENMEIER. Thank you, Ms. Lawton.
May I observe, however, merely because some people, including

yourself and former Attorney General Bell, for various reasons 
submit to prepublication review even if not required to, that does
not sanctify the procedure. There may be those who volunteer for
military service. Merely because some volunteer for military serv
ice does not mean that others who may have objections to military
service may not have a case to be made. 

On the question of complaints that some scientists and acadami
cians have made that technology transfer has impinged upon their
freedoms, why isn't classification sufficient? Why have we cracked
down on scientists and others who feel they ought to be free to 
engage in exchange of scientific papers and the like? 

Ms. Lawton. 
Ms. LAWTON. Well, classification, of course, can only be imposed, 

under the current structure, on a thing, an object or a piece of
paper. Where the spoken word is derived from such an object or a
piece of paper, it remains classified as the paper or object was, but
that which is yet to be reduced to a classifiable form may, never
theless, be classifiable in its content. 

Where you have Government contracts, that is one issue and the
system is arranged for the Government to classify, but where you
do not, the information may be such that would in the hands of the
Government be classified, but there is no one out there to classify
it in the academic setting. Now, there certainly is fundamental 
basic research as distinct from applied research that is probably so
esoteric and so broad in its nature that there is no basis for classi
fying it or limiting its exportation or otherwise restricting it, but
there are matters with which we are concerned. The export control
laws, you will recall, put different rules as to different countries for
the same information. 
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A computer, which is not classified in this country and not re
stricted in its export to some portions of the world is, nevertheless,
by statute, restricted to export to other portions of the world. That
is easy to do with a tangible object. They may ship it here, but not
there. It is harder to do with the spoken word in a mass meeting
where people from both here and there are present. That is the 
problem. That is why we have brought the academic community in
to help us try to resolve it. 

We have not issued the new regulations. We are working on 
them and we are working with the scientific community to try and
resolve these issues. 

Mr. KASTENMEIER. I understand you. The cases in court have in
dicated that universities and open scientific communication have 
been the source of very little of this so-called technology transfer
problem. I am wondering whether we may not overreact in that 
regard and create a climate in this country that is adverse to the
intellectual exchange of ideas. That would be a great price to pay
for these fears. 

Mr. Plesser, in suggesting that not much was being done in the
administration with respect to some of these problems, were you
not, in fact, indirectly or directly calling for the creation of some
new entity for purposes of privacy or classification or whatever in
terms of the problem as contemplated today?

Mr. PLESSER. Well, I think so. One of the important recommenda
tions of the Privacy Commission, of which I was general counsel, 
was a permanent entity in the Federal Government that would 
study the issues, but also be—would go a step farther and give
guidance to Government agencies in the implementation of the Pri
vacy Act and related statutes. I see the need for that almost great
er now than I did in 1977 and I do call for the establishment and 
think that it would be important to have an entity in the Federal
Government. 

I guess part of my hesitation in putting it forward is that it 
seems from, as a result of the GAO report and some of the other
reports that we have seen, that the current administration, until 
this morning, I must say, because I think some of the things Mary
said were really very positive in acknowledging and recognizing
some of the concerns and the need to look at it, but really—but for
what I have heard this morning, the reaction has seemed so nega
tive in the administration—if not negative, almost just nonexistent,
viewing it as a—with no interest in it and as a nonissue, that it is a
little—I feel a little uncomfortable in recommending a permanent
entity to be established and manned by people who really seem to
have no interest in it. 

But if there is some interest and concern in it, I think that there 
really does need to be an entity on the Federal level looking at it
along the lines that the Privacy Commission recommended, and as
I said before, it was that kind of entity, I think, that was also rec
ommended by the ABA panel that met this summer.

Mr. KASTENMEIER. AS was recognized by the GAO report on pri
vacy activities, NTIA funding for privacy personnel had dropped
from 15 positions in 1979 to 6 in 1981 to 1 current position. That 
would suggest that privacy protection is diminishing. 
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Mr. PLESSER. I think it is viewed as a nonissue. I hate to say that
it is even a negative reaction because it is almost like a marshmal
low. There is no reaction. It is simply, you know, other than in ob
viously in the Justice Department takes positions on warrants and
access to information, but if you get beyond that into what NTIA
has been doing, there really just is no response. 

I spent some time in Europe this last spring meeting with inter
national privacy people and there is really great wonderment over
there that there is so little demonstrated concern on these issues in 
this country. I don't really know what the basis of it is because I
am not sure the privacy is really a political issue one way or the
other. It is just simply an issue that is going to become more and 
more acute with the advancement of technology. I thought Ms.
Lawton's comments this morning on the cordless telephone were 
correct. Unfortunately, the Supreme Court of Kansas disagrees
with both of us, and the Supreme Court of Kansas is writing the
rules so far and the Supreme Court of Kansas has said that there
is no expectation of privacy for conversations on the cordless tele
phone and one of the facts of that case is that at some point the
police were listening directly to the FM radio. It wasn't just given
to them by private sector—by private individuals, and the really
shocking part of that decision is the Supreme Court of Kansas said
there is one issue here that we haven't resolved and we will put off
until a later case and that is what is the expectation of privacy of
the person on the other end of the line who has no idea of the tech
nology being used. Whether or not it is a cordless phone or a regu
lar phone, the person on the other end of the phone is expecting
that it is a private communication protected by title III. But the
Supreme Court of Kansas says, no, it is not protected by title III
because it is interceptable by a radio-telephone. That kind of issue
needs to be resolved and discussed, not only by the courts, not only
by Congress, but also by the executive branch. I have seen almost
nothing from the executive branch and I believe that an entity
does need to be developed. Even if I disagree with what they come
out with, at least it becomes a target and it becomes a debate so
that we can go forward. 

Mr. KASTENMEIER, One last question on that. Are you talking
about an entity that is advisory? Does it have enforcement powers?
Is it another commission? 

Mr. PLESSER. I don't think it should be another commission in 
terms of temporary. I think it should be advisory in study. I think
some of the things that NTIA had done should be done by such an
entity, but I also think it should take over some of the guideline
roles that OMB has had in privacy enforcement. I think it should 
be in a position of issuing binding rules and guidance for the Gov
ernment agencies in terms of how they operate under these laws.

Mr. KASTENMEIER. MS. Lawton, as Mr. Plesser noted, you dis
cussed the differences as you see them between title III and its lim
itations and FISA and its broader coverage. I suppose what has
happened is it leaves people in the position of assuming either cer
tain things in the middle are clearly covered or they are not cov
ered and no warrant is required or they are not covered and are 
forbidden. 
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Presumably there could be activities on either side of the line for
which someone presumes authority without a warrant, or they
could try to get a warrant with some form of implied authority on
the part of the court, or they could presume that the activity was,
in fact, unauthorized by statute and illegal.

That does leave an unsatisfactory state of the law. In title III, it
is even worse since the word "aural" communication is so explicit.

Why hasn't the administration recommended to us some statuto
ry language to improve either or both of those old laws? They are
outdated. 

Ms. LAWTON. It is a question of one thing at a time, I think, pri
marily, Mr. Chairman. The big concern—well, the FISA penalty, as
I said, does cover some things that title III does not. It is, after all,
only applicable to those who act under color of law. People only
seem to be worried about government invasions of privacy, not any
body else's. Title III, of course, covers anybody who wiretaps, but
only that which is the aural communication. 

We had, in recent years, a couple of examples of serious comput
er crimes, both in terms of people stealing from computers by ma
nipulation of programs and then the highly publicized hacker inci
dents, including the penetration of a medical computer at Sloan-
Kettering, which really worried people. So, the first thing we took
a look at was trying to come up with legislation to deal with that
problem and that is the legislation we have proposed because there
was nothing to cover that situation, not even by argument or ex
tension of existing legislation.

So we thought to plug the gap first. That is not to say that we
will not take a look at title III; it is just a question of being able to
deal with one thing at a time, as we approach this area which is
very difficult because, at least in Justice, it is the lawyers who
draft the legislation and they are not too swift on the technology of
the whole thing.

Mr. KASTENMEIER. It is my understanding that the administra
tion's approach to computers, computer privacy, and computer
crime or fraud is narrower than that of the bill that was processed
by the Congress. Unrestricted access by individuals, private compa
nies, and Government agencies is not really included in the com
puter crime bill recommended by the administration, while I think
the committee bill does include that. 

Ms. LAWTON. Well, one of our concerns, and one of the reactions 
we got was on the whole question of jurisdiction. There is always
the federalism problem. By what authority does the Congress
occupy a field of criminal law enforcement that could be occupied
by States? So we drafted the statute with specific Federal interest
as the base for the Federal jurisdiction.

That is, Government computers, federally insured financial insti
tutions and interstate communication, just as the current wire 
fraud statute requires an interstate nexus and does not cover any
use of the telphone. That is basically the reason why the other bill, 
as I recall, does not—refers generally to affecting interstate com
merce, but without as tight a definition of what that means.

Mr. KASTENMEIER. Mr. Plesser, did you—— 
Mr. PLESSER. I would just like to make one comment which is, I 

was at a hearing of the Senate Judiciary Committee 2 weeks ago 
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where a colleague of Ms. Lawton's from the Justice Department
testified on whether or not title III should be amended to solve the 
aural problem and it was my recollection at that point that there
was not a question of not getting to it; it was a very affirmative 
position that the law should not be changed. The Justice Depart
ment saw it as an unwarranted and unnecessary action that could
affect their ability to obtain information. So while I appreciate Ms.
Lawton's comments this morning, I think it should be noted on the
record that officials of the Justice Department are not all in agree
ment on this issue. 

Mr. KASTENMEIER. Mr. Shattuck, in your own testimony on na
tional security issues, you referred to another point in time that
started in the Nixon years, as I recall.

The fact is, apparently, that whatever threat there is to national
security remains a rather constant one. Granted, we have an ad
versarial relationship with the Soviet Union or socialist countries
in the political and the ideological and military fields, among
others. I take it that historically, though, this has remained con
stant—a more or less static situation. 

Yet, we have had ups and downs in terms of how this Govern
ment has responded to the perceived threats. You referred to an
era under Mr. Nixon. All three branches of our Government re
sponded to that by making a number of changes in the 1970's 
under Presidents Ford and Carter and Attorneys General Levy and
Bell and then things apparently started to heat up again until we
have the current situation. You cited a number of things that sug
gest that we are entering into a new era. I don't know whether it is
as pernicious in that respect as the Nixon years you referred to.

I don't think this is necessarily a Republican versus Democratic
question. I wonder what your analysis is, why we have these ups
and downs and irregularity in terms of response to a threat that is
presumably fairly stable.

Mr. SHATTUCK. Well, that is the big question and I think it is cer
tainly true that while the threat, as you have defined it, is relative
ly constant, it is perceived differently from time to time and I 
think it is addressed differently from time to time.

I would like to answer the question by being quite specific in 
terms of the issue of export controls and the growing difficulties
that Ms. Lawton was referring to of trying to define how national
security can best be protected in the context of scientific research 
and the technological information that comes out of that research 
and that will find its way overseas.

Until quite recently, it was generally assumed that scientific re
search on campus—basic research was referred to before, or some
times even applied research—would not produce information which
would then fall within the confines of the export control system.
What we have today, I think, is a sense that somehow national se
curity can best be protected by clamping down on certain kinds of
scientific information which is inherently dangerous, which, if fall
ing into the wrong hands, would come to harm us. Yet, as many
experts in this field say, that is often a counterproductive way to 
protect national security. Edward Teller, who was not otherwise 
noted for his strong civil liberties views on a range of matters, is
perhaps the best witness on this point. He thinks that the applica
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tion of export control systems to a growing field of scientific infor
mation is very damaging to the national security because it will
reduce the innovation that is necessary in order to have the United
States remain strong in certain basic scientific fields, strong not
only in terms of basic research, but also in terms of applied re
search and in terms of—in his, view—the development of certain
weaponry that would come out of that research.

So I think what we have is, in answer to your question, a chang
ing climate in which it is regarded as acceptable to assert certain
kinds of controls on the free flow of information, not only accepta
ble, but necessary, because it will protect us against the disclosure
of that information in the world at large and yet, there is a very 
different point of view which prevailed not terribly long ago and
that is that the great strength and national security of this country
is, in fact, the free flow of information and ideas, even if there is a 
risk that some information may, in fact, be dangerous.

If it is genuinely dangerous and in the control of the Govern
ment, then it can be subject to the Government's information con
trol systems known as the classification scheme, but if it is out 
there in the world and it is being produced in the context of scien
tific research to say that it is either "born classified" or, as the 
new Executive order on classification in effect says: "It can become
classified over time," is to provide a very different and much broad
er kind of control system.

I think that what we have seen in this area of information con
trols is an illustration of the changed perception of what national
security requires—changed today over not terribly long ago and
changed very much for the worst, not just from the point of view of
civil liberties, but from the point of view of genuine national secu
rity, innovation, competition, development of resources and remain
ing strong in the world.

There are others in private industry who take very much the
same point of view with respect to export controls.

Mr. KASTENMEIER. Thank you. 
Ms. Lawton, Mr. Plesser, do you have any comments on that? 
Ms. LAWTON. NO, Mr. Chairman. 
Mr. KASTENMEIER. I would like to ask Ms. Lawton one thing. I

think you have correctly suggested that it isn't just the executive
branch, but the Congress itself that was responsible for a lot of se
crecy of classified information and you cited quite a few laws in
that regard; but I know, too, that you are well aware that there
has been criticism about overclassification, whether these are 
cotton statistics or Defense Department material or whatever. 
There is a tendency on the part of anyone, for whatever purpose, to
overclassify and to make information inaccessible.

Is there anything we can do about that in your view? Would you
concede that, we may be as bureaucrats, overclassifying material?

Ms. LAWTON. Certainly there is overclassification. There is now, 
from my own perspective and indeed from the studies done by the
Information Security Oversight Office considerably less overclassifi
cation than when I came to Government, much less. I think that is 
for a variety of reasons. One is that the last three Executive orders
on the subject have required paragraph-by-paragraph classification.
Not everybody complies with that, but it is required and that 
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makes you think about, not the subject matter of the memo, but
the content of a paragraph. When you have to think about that,
there is less classification you have to justify each paragraph. That,
I think, has reduced it. 

There is an Information Security Oversight Office that comes in
and audits agencies and checks on whether they are properly clas
sifying or not. That is relatively recent. I think the system has im
proved considerably. Certainly it can be improved more and there
are areas of overclassification, but in my own personal experience
over 24 years of Government, there is much less overclassification
now than there used to be. 

Mr. SHATTUCK. Mr. Chairman, can I make a comment on that 
point?

Mr. KASTENMEIER. Mr. Shattuck. 
Mr. SHATTUCK. I think the perspective that has just been stated

has to do with what the behavior of those who are engaged in clas
sifying may be. The fact of the matter is, however, that the new 
Executive order on classification is, the broadest ever—it gives the
broadest authority and the greatest amount of discretion. In fact,
in some cases, it is not even discretion; it is essentially a mandate
to classify. In a number of key areas it is broader than anything we
have seen before. 

I would just mention four specific ways in which it is substantial
ly revised over the earlier Executive orders. First of all, it elimi
nates any kind of balancing test, which would require those en
gaged in the classification process to think about whether there is
public interest in the disclosure of certain information and weigh
that against the Government interest in maintaining its secrecy.
Second of all, there is a shift in the presumption which existed in
the earlier Executive order which is essentially when in doubt, 
don't classify, to, under the current order, when in doubt, do classi
fy, and when in doubt as to what level of classification to apply, 
apply the higher level as opposed to the lower level. 

Third, it provides new authority to reclassify and classify infor
mation that may already be public, as I was referring to before,
which is a matter of considerable concern on campus in that people
may make a decision to enter into certain kinds of technical re
search areas and then find out somewhere down the road that the 
information that is being produced in that area may be falling into
some general classification scheme.

Fourth, it eliminates the standard for classification of some iden
tifiable damage to the national security so that the new standard,
does not require a classifier to identify any particular kind of 
damage or any damage that might be identified before the decision
is made to classify. So in at least four major ways, and many others
that are set forth in the report that I have provided to you, this
new classification order is the broadest that we have seen in the 
entire post-World War II era since the classification system went 
into effect. 

Mr. KASTENMEIER. IS there any way of knowing quantitatively
how much we have or whether it is more or less than we had 5 or 
10 or 15 years ago? 

Ms. LAWTON. The Information Security Oversight Office makes 
an annual report to the President, which is also furnished to the 
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Congress, and I think it does some comparison. I don't know how 
many years back it goes, but I think it certainly talks about num
bers of persons with authority to classify and I believe it also talks
about documents and also the numbers of surveys and audits that
have been done in terms of going in and checking on the practices
of individual Government offices. 

So there is some of that there, Mr. Chairman. I don't know how 
far back it goes.

Mr. KASTENMEIER. What role has Congress had in this? Could it
have imposed more stringent standards on the executive branch so
as to ensure that that which is classified is only that which should
be classified? 

Mr. Plesser, do you happen to know?
Mr. PLESSER. There are some constitutional prerogatives and 

some traditions that Congress may not be able to affect. Congress 
has put out some mixed signals on this, I think that we can go 
through most of those examples and say that there are perhaps
competing interests and no one is suggesting that there has to be
complete openness on all information. I don't think there is really 
much conflict between export controls on one hand and on the 
other hand, a desire for open information in terms of Pentagon or 
Defense Department contracting. 

I think they are just two totally separate issues. Export controls
are for economic reasons, as well as for security interests. It is very
difficult in export control to determine when restrictions are being
made for security or economic reasons. Most controls are to control
the availability of rare materials or precision tooling—that is 
really not a question of information; it is just that we do it better
and we don't want those products going to other people. You can
have export administration controls to preserve domestic markets.

On the question of classification, the Executive order now is as
broad as any we have had to deal with, but I also probably agree
that a great deal of information is now being released.

Mr. KASTENMEIER. Thank you.
I would like to go on to one other thing. The Justice Department

has issued guidelines for video surveillance, Mr. Plesser. Under 
what circumstances do you think that such surveillance may be 
justified? What are the dangers of it? What might be the safe
guards?

Mr. PLESSER. I am not completely familiar with those, but I think
that the real danger is in the mixed technologies. I mean they are
the real concerns that I have. When something is part radio, part
cable, part wire, it is simply impossible for us to know when we 
make a transaction on a telephone on what technology it is going
to be carried. 

If I make a phone call to New York, it may be on a wire; it may
be on a microwave; it may on a satellite transmission. I have no 
way of knowing how that communication is going to be done. Cer
tainly if I am on the receiving end of a telephone from a cordless
telephone as well, I don't know.

I am not familiar enough, I think, with the regulations, though,
to comment on them. Maybe Ms. Lawton would comment on them
more directly. 
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Mr. KASTENMEIER. MS. Lawton, would you like to comment on
the guidelines for video surveillance?

Ms. LAWTON. I don't have them with me in terms of going into 
them in detail, Mr. Chairman, but first of all, of course, we are 
talking about—when you say "video surveillance," I am assuming
you are limiting this now to the context of collecting evidence. We
use video surveillance as a security technique rather commonly,
but that is generally with a notice published and people are fore
warned. For example in this store there are video cameras. We use
it as we would use any other form of search in order to gather evi
dence. 

It is particularly useful in those kinds of crimes where a transac
tion can be completed without words; a transfer of goods in a wink;
the assembly of pipe bombs with the traditional wiretap producing
only such evidence as: "Hand me the screwdriver;" "Give me that;"
"Do you want some of this?" Nothing could be used in evidence.
Combined with a video camera that shows that the screwdriver is 
to loosen the cap in order to get the detonator connected with the
pipe bomb gives you a different form of evidence, much more 
useful in the courtroom. 

That is essentially what we use it for. We use it with warrants.
Mr. KASTENMEIER. Yes; you have really two potential uses for 

video cameras: general surveillance, and then also for evidentiary
purposes. I am reading from the Department of Justice directive: 

Requests may be approved as a matter of course by one of these officials when no
intrusion on the person's legitimate privacy rights appears to be involved. The most
common situation is when a consenting party to the presence of the camera will be
present at all times. 

These are used, apparently, to record the scams and other things.
It was pointed out that these surveillances are done in black and
white to make them have a documentary type of appearance. They
are persuasive in terms of viewing, at least to the public later on. 

Ms. Lawton, you state on page 7 that title III does not apply to
video surveillance, but that you believe there is an inherent au
thority to use it. You said also that this point is being litigated.
Could you expand upon that? 

Ms. LAWTON. Yes; Mr. Chairman, I will try to word this carefully
because it is in litigation. In a criminal case in Chicago involving
members of the FALN—and I can't remember what the Spanish
letters stand for—the Government sought to introduce or proposed 
to introduce into evidence not only the electronic surveillance 
which was conducted on what the Government alleges to be a safe
house, but also video surveillance of the same premises showing
certain conduct which we allege to be criminal by the defendants. 

The defendants filed a motion to supress, challenging both the 
electronic—that is, the aural intercept,. and the video intercept.
The trial judge ruled the aural intercept admissible and the video
intercept inadmissible and that is now on appeal to the seventh cir
cuit. 

We had a court order to do both. The problem is that the court
order for the aural surveillance was clearly authorized by title III.
We rely on rule 41 to get the video court order, but with a twist
that says to the court, use the rule 41 authority to issue the court 
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order, but the title III type procedures for implementing it, rather
than the rule 41 procedures. That is where we are now. 

Mr. KASTENMEIER. Would the administration concede, Ms. 
Lawton, that we need legislation on the subject and we ought to 
clarify what the statute says?

Ms. LAWTON. I can't say what the administration would concede,
Mr. Chairman, I haven't checked it out. Those of us who deal with 
the statutes are concerned that we need clarification, yes.

Mr. KASTENMEIER. Well, I am being called to the floor, so I think
we will conclude these hearings. I want to thank all three of you,
Ms. Lawton, representing the Justice Department; Mr. Plesser and
Mr. Shattuck. It is always a pleasure to greet Mr. Shattuck, par
ticularly back here in this capacity, although he speaks as an indi
vidual here this morning. 

All of you have contributed in responding to some of the major
questions with respect to civil liberties, to privacy, and to questions
which the "1984" hearing series has addressed itself. 

While this is the last hearing in the series, I doubt whether the
questions on this subject end here today. Nonetheless, as a first 
step in contemplating the problems and possibly some of the solu
tions, I think this has been very useful.

I thank the three of you. I regret that more members of the Con
gress couldn't be present, but in any event, I will assume their in
terest in this subject is a continuing one. 

Accordingly, the hearing is adjourned.
[Whereupon, at 11:50 a.m., the subcommittee was adjourned, to 

reconvene subject to the call of the Chair.] 
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A P P E N D I X I


Orwell's

'1984' —


Nearing?

By Walter Cronkite 

In 1948, George Orwell wrote a novel 
satirizing the dehumanizing trends of 
the age. He first thought of calling it 
"The Last Man in Europe" but settled 
on a shorter title, transposing the last 
two digits of the date and giving the 
world a new synonym for tyranny: 
"Nineteen Eighty-Four." 

How close have we come to his dark 
vision? Clearly, we aren't there yet. 
For one thing, 1984 will be an election 
year in America. In the world of Big 
Brother and the Thought Police, there 
were no elections anywhere. Still, if 
Winston Smith, the hero, were set 
down in today's world, there would be 
things he might recognize, along with 
some new threats to freedom his crea
tor could not have imagined. 

In the book, war and the excuse it 
provided for tight controls constituted 
a mechanism used by those in power 
to perpetuate their power. Orwell 
drew upon Stalinist Russia and Hit
ler's Germany for his inspiration, but 
it was the West that concerned him. 
He feared the impact of the cold war 
on the democracies' tradition, the 
ideologues of the left and right for 
whom ends justified means, the uses 
to which new technologies would be 
put. 

An elite of ideologues, bureaucrats 
and scientists ruled a barely literate 
majority called the proles to Orwel
lian society. Would Smith recognize 
the origins of his world in a democ
racy such as ours, where technologi
cal complexity is on the rise and 
educational performance on the de
cline; where the result is a growing 
number of functional illiterates, 
barely able to cope in their personal 

Walter Cronkite is a special corre
spondent for CBS News. 

lives and clearly unfit to consider 
competently the affairs of the nation? 

The State, or the Party, was the 
source of all information (and disin
formation). Events were reported, or 
not, to fit the needs of policy; the past 
was rewritten to fit the current party 
line. Could Smith see the seeds of his 
Oceania in our society, in which the 
Federal Government tries to shroud 
more and more of its activities with 
"security" classifications; in which 
scientists keep the Government in
formed about their research; in which 
some of their ideas are stamped 
"classified" at birth? 

Language, in the novel, was a pri
mary tool of manipulation, and dou
blethink was a mental trick that had 
to be mastered by rulers and ruled 
alike. Doublethink was "the power of 
holding two contradictory beliefs in 
one's mind simultaneously and ac
cepting both of them," of using "con
scious deception while maintaining 
the firmness of purpose that goes with 
complete honesty." 

In our world, where a Vietnam vil
lage can be destroyed so it can be 
saved; where the President names the 
latest thing in nuclear missiles the 
"Peacekeeper" — in such a world, 
can the Orwellian vision be very far 
away? 

No image in modern fiction has so 
burned itself into public consciousness 
as Big Brother's eyes and the omni
present telescreen. The total absence 
of privacy, the idea that the govern
ment is (or may be) always watching, 
means, most of us would agree, the ul
timate loss of freedom. The two-way 
telescreen may have been a fantastic 
idea in 1965; the technology is here for 
1984. 

Our concern for security has led to 
an enormous growth in surveillance. 
There are cameras in banks, super-

Maria Bisbofs 

markets and department stores; cam
eras watch hallways and alleys and 
entrances to buildings. In Miami 
Beach, there are cameras on street 
corners, monitoring the sidewalks. 

Computers provide surveillance of 
another kind, gathering information 
on our financial affairs, buying habits, 
travel patterns. If we have cable TV 
systems at home, they may collect 
data on our viewing patterns. If we 
participate in a cable talk-back sys
tem, we may be giving a data bank 
our political opinions, with our names 
and addresses attached. 

The Government, of course, already 
collects enormous amounts of infor
mation in data banks belonging to the 
Internal Revenue Service, Social Se
curity Administration, the Census Bu
reau and a dozen or so other comput
ers. If Big Brother could just get all 
the major private and government 
data banks in America linked, he 
might be80 percent of the way home. 

Big Brother's ears have plugs in 
them right now (or they are, by law, 
supposed to), at least on the side 
turned toward domestic telephone and 
cable traffic. But the National Se
curity Agency's ability to monitor mi
crowave transmissions, to scoop out 
of the air vast numbers of communi
cations, including telephone conversa
tions, store them in computers, play 
them back later, has a truly frighten
ing potential for abuse. 

George Orwell issued a warning. He 
told us that freedom is too much taken 
for granted, that it needs to be care
fully watched and protected. He did 
not say his fictional vision of1984 was 
bound to happen. He said it could hap
pen — here. His last word go the sub
ject was a plan to his readers: "Don't 
let it happen. Itdepends on you." 
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The New York Times Magazine/SEPTEMBER 25, 1983 

THE NEW 
EFFORT 
TO CONTROL 
INFORMATION 
W  E ARE,

a noted 
lawyer
contends, 
embarked on 
a course 
that seems at 
odds with 
the basic 
tenet of 
the First 
Amendment. 

By Floyd Abrams 

MONTH AGO TODAY, THE REAGAN ADMIN

A
istration publicly released a contract that has no 
precedent in our nation's history. To be signed by 
all Government officials with access to high-level 
classified information, it will require these offi
cials, for the rest of their lives, to submit for gov
ernmental review newspaper articles or books 
they write for the general reading public. 

The contract will affect thousands of senior of
ficials in the Departments of State and Defense, members of the Na
tional Security Council staff, senior White House officials and senior 
military and Foreign Service officers. Its purpose is to prevent unau
thorized disclosure of classified information, but its effects are likely 
to go far beyond that. It will give those in power a new and powerful 
weapon to delay or even suppress criticism by those most knowledge
able to voice it. The new requirement, warns the American Society of 
Newspaper Editors, is "peacetime censorship of a scope unparalleled 
in this country since the adoption of the Bill of Rights in 1791." 

The subject of hearings earlier this month of a subcommittee of the 
Senate Governmental Affairs Committee, this latest attempt at infor
mation control by the Reagan Administration is part of a far more 
sweeping policy. It is one unique in recent history — clear, coherent 
and, unlike that of some recent Administrations, not a bit schizo
phrenic. More important, it seems at odds with the concept that wide
spread dissemination or information from diverse sources furthers the 
public interest. In fact, it appears to be hostile to the basic tenet of the 
First Amendment that a democracy requires an informed citizenry to 
argue and shape policy. 

In the two and a half yearsithave been in power, the Reagan Admin
istration has: 
• Consistently sought to limited Freedom of Information 
Act (F.O.I.A). 
• Barred the entry into the country speakers, including Hor
tensia Allende, widow of Salvador Allende, because 
of concern about what they might. 
• Inhibited the flow of films into out of our borders; neither 
Canada's Academy Award winning if You Love This Planet" nor the 
acclaimed ABC documentary about toxic waste, "The Killing 
Ground," escaped Administration disapproval. 
• Rewritten the classification system to assure that more rather than 
less information will be classified. 
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who wished to attend the session, his response was: "We have abso
lutely no legal obligation to let Tommy Bulgaria or anyone else from 
Soviet-front groups" enter the country. 

Motion pictures have not escaped Administration scrutiny. Since its 
adoptionin1938, the Foreign Agents Registration Act has required any 
film that is produced under the auspices of a foreign country and that 
is political propaganda to be so labeled unless the film is "not serving 
predominantly a foreign interest." 

In the single most expansive, and best known, interpretation of the 
statute by any Administration, the Department of Justice last year 
sought to require three films produced by the National Film Board of 
Canada to be labeled as political propaganda. One of the films, "If You 
Love This Planet," subsequently won an Academy Award. The De
partment of Justice later summarized the film's "political propagan
da" message this way: "Unless we shake off our indifference and 
work to prevent nuclear war, we stand a slim chance of surviving the 
20th century." 

Why a film with such a message was considered political propa
ganda has yet to be satisfactorily explained. Why it was considered to 
be serving "predominantly a foreign interest" also remains unex
plained. On May23,1983, Judge Raul A. Ramirez of the United States 
District Court for the Eastern District of California entered a prelimi
nary injunction restraining the Justice Department from requiring 
registration of the three films. 

"The court," concluded Judge Ramirez, "is having great difficulty 
in ascertaining how any legitimate Federal interest is espoused or ad
vanced by the classification of documents and/or films such as those 
before the court as propaganda. It makes no common sense what
soever when we are dealing in a realm where the entire purpose is the 
dissemination of tree ideas throughout the citizenry of the United 
States, so that citizens can bounce ideas off of each other to ascertain 
the truth." 

American-made documentary films destined for foreign audiences 
have not escaped scrutiny either. Under an agreement adopted by a 
United Nations conference in 1948, film makers pay no American ex
port or foreign-import duties if the United States Information Agency 
(U.S.I.A.) certifies that they are primarily intended to "instruct or in
form" rather than to propagandize. 

It is the U.S.I.A. that decides on which side of the line—"Informa
tion" or "propaganda" — a film falls. It, in turn, relies on the Govern
ment agency with expertise in the area to advise it. Under this Admin
istration, as revealed in the July-August issue of American Film 
magazine, the result has been that the acclaimed 1979 ABC documen
tary about toxic waste, "The Killing Ground," was denied a certifi
cate. The Environmental Protection Agency (E.P.A.) concluded last 
year that the film was "mainly of historical interest" since the United 
States "has made great progress in managing hazardous wastes." 
"The Killing Ground" had won two Emmys, first prize at the Monte 
Carlo Film Festival and been nominated for an Academy Award. But 
to its E.P.A reviewers, "the tone of 'The Killing Ground' would mis
lead a foreign audience into believing that the American public needed 
arousing to the dangers of hazardous wastes [when] this is no longer 
the case." 

So intently has the Administration focused on the perils of disclosure 
of information that it has sometimes failed to distinguish between in
formation previously made public and that which has been kept se
cret. When the unaccompanied luggage of William Worthy Jr., an 
American journalist, and his two colleagues arrived from Teheran at 
Boston's Logan International Airport in December 1961, it included II 

'THE EFFECT OF 
the new guidelines is

to permit the

Government itself

to decide what

information about its

conduct is

"meaningful."'


Frank Snepp 3d, whose book, "Decent Interval" ran afoul of the C.I.A. 

volumes of American Embassy documents said to have been seized by 
Iranians during the takeover of the embassy, reproduced by them and 
sold freely on the streets of Teheran. The documents had been secret. 
By the time the three Americans obtained a copy, they could hardly 
have been so to any intelligence agency in the world. 

Nevertheless, the volumes were impounded by the F.B.I, and Cus
toms officials at the airport. A year later, after the journalists had 
sued the Government, the two agencies agreed to an out-of-court set
tlement of $16,000. 

F ALL THE POLICY CHANGES OF THE REA

OF
gan Administration from that of its predecessors, 
the ones that may have the most lasting impact 
are the decisions to classify more information 
and to subject Government officials to lifetime 
prepublication review. 

This occurred in three stages, the first taking 
place eight months after the Inauguration of the 
new President. One of Attorney General William 

French Smith's first major actsin1961 was to revoke Justice Depart
ment guidelines issued just a year before concerning the United States 
Supreme Court decision in Snepp v. United States. In1960, the Justices 
had upheld, by a 6-3 vote, a C.I.A. requirement that its employees 
agree to lifetime prepublication review by the agency of their writings 
to insure that no classified material was revealed. The Supreme Court 
concluded that someone subject to such an agreement who failed to 
submit his writings, even of unclassified information, breached the 
agreement. Frank Snepp 3d, a former C.I.A. analyst of North Viet
namese political affairs, was obliged to turn over to the Government 
all of his earnings from his book "Decent Interval." 

The Supreme Court ruling contained broad language that could he 



interpreted to permit the same prepublication review procedure to be 
applied, as well, to the tens of thousands of non-C.I.A. employees who 
also have access to classified information. The Government had not 
sought that degree of power in the Snepp case. Nor is it clear that the 
Court intended that result. 

Aware that in hands insensitive to First Amendment rights the 
Snepp opinion might be overextended, Attorney General Benjamin R. 
Civiletti issued a set of guidelines. They called for the Government to 
consider several alternative actions before rushing to Court to obtain 
injunctions against publication of unintentional and possibly meaning
less disclosures of information. Among the factors to be weighed was 
whether the information already had been made widely available to 
the public and whether it had been properly classified in the first 
place. 

In revoking the Civiletti guidelines, Attorney General Smith ex
plained that his department sought to avoid "any confusion as to 
whether the United States will evenhandedly and strenuously pursue 
any violations of confidentiality obligations." However, no example 
was offered of any harm actually or even potentially caused by the 
Civiletti guidelines. 

The second step taken by the Administration related to the classi
fication system itself. The system had long been criticized for its ab
surd overinclusiveness. Between 1945 and 1963 alone, more than 500 
million pages of documents had been classified. By 1973, 160 million 
pages of classified World War II documents still had not even been re
viewed to determine if they should be made public. President Richard 
M. Nixon once observed that even the White House menu was classi
fied. 

A 1978 Executive Order signed by President Jimmy Carter at
tempted to limit the amount of information unnecessarily kept from 
the public. Government officials were ordered to consider the public's 
right to know in classifying information and were told to use the lowest 
level of clearance when in doubt. Classification of information was 
permitted only on the basis of "identifiable" potential damage to na
tional security. 

By an Executive Order signed on April 2, 1962, President Reagan 
reversed each of the critical components of the reforms adopted four 
years earlier. Government officials were no longer required even to 
consider the public's right to know when they classified information. 
When in doubt. Government officials were to classify material at the 
highest, not lowest, level of secrecy. The requirement that potential 

harm to national security be "identifiable" was abandoned. 
The third step was taken on March11, 1963. That day, a Presidential 

directive was issued, requiring a wide range of additional present and 
former Government officials to obtain clearance from the Govern

ment before publishing materal that might be classified. The Justice 
Department document detailing the directive cited the Snepp decision 
as the basis for the requirement. 

The new Presidential order and the Aug. 25 "agreement" released 
by the Administration that implements it establish a category of infor
mation described as "sensitive compartmented information" (S.C.I.) 
— classified information that is "subject to special access and han
dling requirements." 

Richard K. Willard, Deputy Assistant Attorney General, has de
fended the Presidential directive by saying that the "prepublication 

review	 program provides a reasonable method of preventing disclo
sures by those employees who have had access to the most sensitive 
kind of classified information." 

397 

' T H  E ACROSS-THE

board rejection of 
the values of 
information is 
unprecedented. So 
is the ease with 
which those values 
have been overcome.' 

A scene from "The Killing Ground," an ABC television d ocumentary. 

the directive, prepublication review will be required of all books (fic
tion or nonfiction), newspaper columns, magazine articles, letters to 
the editor, pamphlets and scholarly papers by officials with access to 
S.C.I. materials, so long as what is written describes activities that re
late to S.C.I., classified information from intelligence reports, or "any 
information"—classified or not—"concerning intelligence activities, 
sources or methods.** 

Under the new policy, then is no need to submit for prepublication 
review material consisting "solely of personal views, opinions or judg
ments" on topics such as "proposed legislation or foreign policy." But 
the Catch-22 is this: If the opinion even implies "any statement of 
fact" that falls within the range of review, then the material must be 
cleared by the Government before it is published. Since most opinions 
worth expressing about American defense or intelligence policies at 
least imply some proscribed facts, what the new requirement amounts 
to is a massive intrusion of the Government into the right of former of
ficials to speak and of the public to listen. 

Respondingto the initial announcement in March, the Society of Pro
fessional Journalists, Sigma Delta Chi, called the directive an "ill-con
ceived proposal" that is "as troubling as it is sweeping.... Taken with 
previous actions by the Administration to stem the flow of Govern
ment information to the people, the cumulative effect is a major re
treat from this country's commitment to open government." 

So breathtaking is the scope of the Presidential directive that if 
it had been in effect before this summer, many articles published in 
this magazine could not have been printedwithoutprior governmental 
clearance. An article last year by Gen. David C. Jones, former chair
man of the Joint Chiefs of Staff under Presidents Carter and Reagan, 
criticizing the current defense establishment, would have had to be 
cleared by the very establishment General Jones was denouncing. 
This year two articles — one by Earl C. Ravanal, a Defense Depart



meat official under President Johnson, urging withdrawal of Ameri
can forces around the world, and the other by Leslie B. Gelb, the na
tional-security correspondent for The New York Times who had 
served in the Johnson Administration, on arms control — criticized 
policy decisions made by those who would be reviewing them. 

The effect of the directive is this: Those people most knowledgeable 
about subjects of overriding national concern will be least able to com
ment without the approval of those they wish to criticize. 

HANGES IN LAW TO ASSURE THAT FAR MORE 

C
information will be kept from the public are only 
one aspect of the Reagan Administration's new era 
of secrecy. Another, far less known, has pitted the 
Administration against much of the country's uni
versity community. 

From its first days, the Administration has been 
concerned that the fruits of American technology 
have been flowing too freely abroad. "Publication 

of certain information," complained Adm. Bobby R. Inman, then 
deputy director of the C.I.A., "could affect the national security in a 
harmful way." Deputy Secretary of Defense Frank C. Carlucci simi
larly warned that the Soviet Union was engaged in an "orchestrated 
effort" designed to gather the "technical information required to en
hance its military posture." 

The problem that has been vexing the Administration has not been 
one of classified information. To avoid governmental interference in 
the open exchange of views at universities, many leading universities 
have refused to engage in any classified research. The problem has 
been with material that is not classified at all. 

Only a month after President Reagan took office, the president of 
Stanford University, Donald Kennedy, forwarded a letter to Secretary 
of State Alexander M. Haig Jr., Secretary of Defense CasperW. Wein
berger and Secretary of Commerce Malcolm Baldrige. Written by Dr. 
Kennedy and the presidents of California Institute of Technology. Mas
sachusetts Institute of Technology, Cornell University and the Univer
sity of California, the letter expressed concern about Administration 
interpretation of two statutes. 

The university presidents observed that the International Traffic in 
Arms Regulations and the Export Administration Regulations, which 
had "not until now been applied to traditional university activities." 
seemed about to be interpreted so as to inhibit or bar the exchange of 
unclassified information, the publication of such material, as well as 
its usein classroom lectures when foreign students were present. 

"Restricting the free flow of information among scientists and engi
neers." the university presidents urged, "would alter fundamentally 
the system that produced the scientific and technological lead that the 
Government is now trying to protect and leave us with nothing to pro
tect in the very near future." 

The Administration's response was made more than four months 
later in letters from James L. Buckley, Under Secretary of State for 
Security Assistance, Science and Technology, and Bohdan Denysyk, 
Deputy Assistant Secretary for Export Administration of the Depart
ment of Commerce. Both tried to assuage the concerns of the univer
sity presidents. Neither could fully succeedun doing so. Both letters as
sured the university presidents that no "new" construction of law was 
being imposed by the Administration, but the letters were so qualified 
that it remained unclear just what unclassified technical data were 
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C. Peter Magrath of the University of Minnesota fears a "chilling effect." 

deemed by the Administration to be too sensitive to be taught. Mean
ingful clarification has yet to be received. 

What has been received by universities is e series of letters for-
warned from the State and Commerce Departments suggesting that 
ordinary teaching of unclassified materials may be considered an "ex
port" within the meaning of laws barring the exporting of secret tech
nology. If so, the universities might be object to civil or even criminal 
sanctions. 

In 1981, for example, in a letter similar to that sent to universities 
around the nation, the then State Department exchanges officer, Keith 
Powell 2d; asked the University of Minnesota to restrict the academic 
activities of Qi Yulu, a Chinese exchange student, including denying 
him access in the area of computer-software technology, "to unpub
lished or classified Government-funded work." Federal law-enforce
ment officials also visited the university to emphasize the need for the 
restrictions. 

In a blistering response, the University of Minnesota's president, C. 
Peter Magrath, pointed out to Mr. Powell that since the university re
fused to accept classified Government research, scholars from China 
would not have access to any such material. "We have all kinds of un
published Government-funded research all over the campus." Dr. Ma
grath went on, "your proposal would restrict him from access to all of 
it." 

Mr. Powell had asked that the Government be informed prior to any 
visits of Qi Yulu to any industrial or research facilities. "I can only in
terpret this," wrote Dr. Magrath, "to give us the choice of contining 
him to the student union or contacting you several times a day about 
his campus itinerary.... Both inprinciple and in practice, the restric
tions proposed in your letter are inappropriate fro an American re
search university." The proposed restrictions, Dr. Magrath conclud
ed, "can only have a chilling effect upon the academic enterprise...." 
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In one sense, there is a kind of logic 
to the Administration's position. 
As Assistant Attorney General 
Jonathan C. Rose has said: 
'Freedom of information is not 
cost free; it is not an absolute good.' 

curity seem invariably to out
weigh arty competing inter
ests. 

In one sense, there is a kind 
of logic to the Administra
tion's position. Assistant At
torney General Jonathan C. 
Rose, defending that position, 
has said that "freedom of in
formation is not cost free; it 
is not an absolute good." Nor 
can we be sure what the costs 
will be. We cannot know what 
Mrs. Allende might have said 
had she been admitted to the 
country or what Qi Yulu may 
have learned on the Univer
sity of Minnesota campus. We 
can hardly be sure that all un
classified information is 
harmless information. But if 
we are to restrict the spread 
of information because we 
cannot guarantee its harm
less effects, we will have 
much restricting to do in the 
future. 

We will also pay a high 
price for doing so. The "sys
tem that produced the scien
tific and technological lead 
that the Government is now 
hoping to protect" has been a 
basically open one. By threat
ening the openness of the pro
cess by which ideas are freely 
exchanged, the Administra
tion threatens national se
curity itself. 

It also threatens the nature 
of American society. If the 
Russian attack on the Korean 
jet reinforces the Administra
tion's view about Soviet 
behavior, it also accentuates 
the differences between the 
two countries. It is in the na
ture of Soviet society to sup
press information and to pun
ish those who reveal it. Itis in 
the nature of our society to re
veal information and to pun
ish those the information indi
cates should be punished. The 
Reagan Administration's 
moves toward a less open 
society are contrary to our 
most deeply felt traditions. 

There are, as well, longer-
range risks in the creation of 
a new and pervasive appara
tus of government secrecy. In 
relatively placid times, the 
apparatus may seem merely 
bothersome to those it 
touches. In less stable times, 
it can too easily be used to 
suppress information essen
tial to theself-government of 
the country. 

In the end, our society is 
based upon the judgment that 
the tree exchange of informa
tion, except in those rare 
situations where openness 
will clearly lead to harm,is in 
the public interest. "Sun
light," JusticeLouis D. Bran
deis wrote, "is said to be the 
best of disinfectants; electric 
light the most efficient police
man." 

resentative Robert W. Kas
tenmeier. Democrat of Wis
consin, has proposed such 
legislation. 

Still other decisions are 
within the control of the 
courts in their role as protec
tors of constitutional rights. 
Some aspects of the Reagan 
Administration's information 
policy seem highly unlikely to 
pass First Amendment mus
ter. It is one thing to say that 
C.I.A. agents such as Frank 
Snepp must abide by a con
tract of silence imposed upon 
them in the absence of prior 
governmental clearance. It is 
quite another to say that the 
First Amendment could con
ceivably tolerate the sweep
ing new restrictions on free
dom of expression of thou
sands of former Government 
officials not involved with the 
C.I.A. 

Similarly, it seems most 
unlikely that disclosing un
classified material previ
ously made public can, con
sistent with First Amend
ment principles, be made ille
gal. When those efforts are di
rected at universities that 
have historically received the 
special First Amendment 
protection of academic free
dom to assure the free ex
change of ideas, the chances 
that any prosecution could 
succeed seem all the less like
ly. 

There remains the question
of motive. Why has this Ad
ministration gone so far, so
fast? Why has it adopted new
Government-wide policies
limiting the dissemination of
information without any
showing that harm had been
caused by policies previously
in effect? 

One answer may be easily
rejected. It is not because 
harmful leaks of information 
have increased in recent 
years. Deputy Assistant At
torney General Willard, testi
fying before the House Sub
committee on Civil Rights 

this spring, observed that 
"we have never suggested 
that it's a problem that has 
increased greatly in severity 
in recent years. It's always 
been a problem." The same 
day that Mr. Willard testi
fied, Steven Garfinkel, the di
rector of the Government's 
Information Security Over
sight Office (I.S.O.O.) — 
which is responsible for the 
security of all executive-
branch agencies involved 
with classified materials — 
acknowledged that in the past 
three years only about "half a 
dozen" leaks had even been 
reported to his agency. 

What, then, has prompted 
the Administration's exuber
ant efforts in this area? In 
part, it is because the Admin
istration seems not to give 
much more than rhetorical 
credit to the concept that the 
public has a serious and con
tinuing interest in being in
formed. 

There is also a matter of 
tone. Many of the changes in 
the classification system are 
the product of anger by the in
telligence community at the 
Carter Administration. 
I.S.O.O. has explained that 
one reason the classification 
system was rewrittenwas be
cause the rules previously in 
effect sounded too "apologet
ic." Changes in language be
tween that of the Carter Ad
ministration ("Information 
may not be considered for 
classification unless it con
cerns . . . " ) and that of the 
Reagan Administration ("In
formation shall be considered 
for classification if it contains 
. . .") were justified as the 
substitution of "positive" 
words for "negative" ones. 

Beyond this, there lies 
something far deeper. The 
Administration is not only 
generally conservative; its 
policy isrented in the concern 
that Soviet armed might 
vastly outstrips that of this 
country and immediately im
perils us. With such a world 
view, claims of national se-

Ian Paisley, the Irish Protestant extremist, was one of those 
denied admission to the U.S. under the McCarran-Walter Act. 

which those values have been 
overcome. 

That all this has occurred to 
little public notice and only 
slight public concern stems in 
part from the personal affabil
ity of the President and the 
lack of malevolence of his 
aides. If anything, they are 
more likable and less cynical 
than is the Washington norm. 

The Administration has been 
fortunate that each aspect of its 
policies has usually been con
sidered separately. University 
administrators have under
standably focused on threats to 
universities; labor unions have 
naturally concentrated on 
threats to the health of their 
members; the press has too 
often limited its focus on its 
right to report the news. One of 
the few exceptions has been the 
American Civil Liberties 
Union, which has challenged 
the actions of the Administra
tion both in the courts and in 
Congress. 

Those actions raise almost 
endless legislative and consti
tutional issues. It is clear, for 
example, that the President 
may lawfully change the clas
sification system. But Con
gress, if it chooses, may frus
trate the Administration's ef
forts to narrow the scope of the 
Freedom of Information Act. 
Legislationproposed by Sena

tor David Durenberger, Re
publican of Minnesota, and six 
other Senators would do so by 
providing that even property 
classified information will be 
unavailableto the public under 
F.O.I.A only when the disclo
sure of the information "could 
reasonably be expected to 
cause identifiable harm to na
tional security" and when "the 
need to protect the information 
outweighs the public interest in 
disclosure." 

In other areas, Congress 
may, and probably should, 
amend the McCarran-Walter 
Act to delete the sweepingly 
discretionary language that 
has permitted the State De
partment to deny American 
audiences the change to hear 
and judge; for themselves 
those foreign speakers the 
Administration deems objec
tionable. When President 
Truman vetoed the bill in 
1952, he warned that "seldom 
has a bill exhibited the dis
trust evidenced here for citi
zens and aliens alike." His
toryhas proved him right. 

Congress may, and prob
ably should, also amend the 
Foreign Agents Registration 
Act to delete the requirement 
of labeling foreign films as 
"political propaganda "Rep
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EXPLORATIONS


National Security

a Decade After Watergate


JOHN SHATTUCK 

N o  t so very long ago the decline and fall of Richard Nixon brought the prob
lems of civil liberties and presidential politics into the living rooms of mil

lions of Americans on an almost daily basis. White House enemies lists, political 
misuse of the IRS, CIA domestic spying, FBI burglaries, corruption of the judi
cial process, the waging of secret wars—month after month these and other dis
closures poured forth from newspapers, television sets, and congressional hear
ing rooms until they forced a president out of office, sent some of his subordi
nates to jail, and confronted the country with a crisis of confidence in its nation
al government. 

But it was never entirely clear what the problem was. Was it Richard Nixon? 
That was how a majority of the House Judiciary Committee saw it, and they 
were speaking, no doubt, for a majority of the Congress. Was it a problem of the 
"imperial presidency" taking over powers of the other branches of government 
until its overreachingfinally shook them out of their slumber? That is certainly 
the way a large body of scholarly opinion has looked at the crisis of the Nixon 
White House, and no doubt there is much truth to be found here. 

But there was another lesson to be learned from the decline and fall of Rich
ard Nixon, and it was all but forgotten as soon as the crisis of August 1974 was 
over and a new president was installed in the White House. Nixon himself hinted 
at one of the most difficult problems he had confronted as president when he de
scribed his concept of "national security" in a court deposition in Morton Hal
perin's wiretap lawsuit in 1976. Halperin had been the victim of a twenty-one
month warrantless wiretap installed on his home telephone when he was a depu
ty to Henry Kissinger on the National Security Council staff in 1969. The Hal
perin wiretap—along with taps on sixteen other government officials and jour
nalists—was part of a Nixon White House investigation of supposed leaks of 
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sensitive information. When Nixon was questioned about the wiretap program, 
he justified it as follows: 

In America, we have the blessing of both security and freedom. What 
we were trying to do with this [wiretap] program was to maintain se
curity with the least possible infringement upon freedom. It is not 
always possible to do so. . . . The use of electronic surveillance to 
enable the United States to conduct a responsible foreign policy, to get 
all the options and to get the best possible advice and to get the com
munication with people abroad that we need to have— I believe that for 
those fundamental reasons this kind of activity was not only right, but 
from the standpoint of the security of this country I think it was legally 
right. 

Nixon's view of national security had a profound impact on the inhabitants 
of the White House. In June 1974, for example, one of the minor dramas of 
Watergate was played out in a Los Angeles courtroom, when Egil Krogh, chief 
of the White House plumbers, was sentenced for perjuring himself in connec
tion with the burglary of Daniel Ellsberg's psychiatrist. Before imposing sen
tence, the judge asked Mr. Krogh whether he wished to make any final statement 
for the record. He said: 

I see now... the effect that the term "national security" had on my 
judgment. The very words served to block critical analysis. It seemed 
at least presumptuous if not unpatriotic to inquire into just what the 
significance of national security was. . . . The discrediting of Dr. Ells-
berg, which today strikes me as repulsive and an inconceivable nation
al security goal, at the time would have appeared a means to diminish 
any influence he might have had in mobilizing opposition to the course 
of ending the Vietnam War that had been set by the President. Free
dom of the President to pursue his planned course was the ultimate na
tional security objective. 

In the eight years since Egil Krogh was sentenced as a White House plumb
er, the concept of "national security" has undergone considerable growth. After 
an initial period of post-Watergate reform, national security policies in recent 
years have generated steadily increasing pressures on traditional civil liberties. A 
current example is the Intelligence Identities Protection Act, which was signed 
into law by President Reagan on June 29, 1982. The Act makes it a crime to pub
lish "any information that identifies an individual as a covert agent" of the CIA 
or FBI—even if the information is unclassified, is a matter of public record, or is 
derived entirely from public sources. The impetus for the legislation is the 
understandable desire to protect the lives of intelligence agents overseas, but as 
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drafted it almost certainly violates the First Amendment's guarantee of freedom 
of the press. 

It is hoped that no president will use the Intelligence Identities Protection 
Act to try to curb freedom of the press, but the definitions of national security 
embodied in the Act are so broad that the First Amendment will be under con
stant pressure. Sponsors say that the statute is aimed at Covert Action Informa
tion Bulletin, a journal that has used public record information from newspa
pers and State Department publications to identify CIA agents. The new law 
could also silence a New York Times reporter who writes an article about agents 
who participate in the CIA's secret destabilization of Chile, or any other jour
nalist or editor who makes a difficult decision to publish lawfully obtained in
formation about intelligence agencies. Although the legislative history of the 
Act states that it is not intended to apply to investigative reporting, the express 
language is very broad. The statute does not require a prosecutor to show that a 
reporter intended to impair foreign intelligence activities by publishing an ex
pose, but only that he had "reason to believe" that identifying an agent would do 
so. A warning by the CIA—or even general knowledge of the CIA's sensitivity 
about the subject of an article—may be enough to constitute the required 
"reason to believe." 

In the face of these broad provisions, it is not surprising that many First 
Amendment scholars have concluded that the Intelligence Identities Protection 
Act is unconstitutional. For the first time in American history it would penalize 
the publication of information that is already public, and it would open the way 
for a new category of censorship. The authors of the new legislation have can
didly stated that civil liberties must yield to superior claims of national security. 
Senator Richard Lugar, Republican of Indiana, put it very bluntly when he said 
in an interview with the New York Times, "I am willing to take risks with regard 
to all of the [constitutional] protections we have set up. . .  . I don't think on a 
continuum we are going to be able to have both an ongoing intelligence capabil
ity and a totality of civil rights protection." Apparently, Senator Lugar was not 
just speaking for himself, because on March 18, 1982, the Intelligence Identities 
bill passed the Senate by an overwhelming vote of 90-6. The Senate vote was 
only slightly more lopsided than the margin in the House of Representatives, 
which had passed the bill six months earlier, 354-56. 

The Intelligence Identities Protection Act is symptomatic of a growing crisis 
for civil liberties in the area of national security. 
The origins of this crisis are both obvious and obscure. They are obvious 

because it is a clear lesson of our history that international tension often creates a 
hostile environment for civil liberties. They are obscure because the causes of 
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tension in the world today can in some measure be found in our own national se
curity policies. The notorious Palmer Raids on tens of thousands of aliens living 
in the United States after World War I, the internment of Japanese-Americans 
during World War II, political blacklisting and McCarthyism in the 1950s—these 
are some of the ugly legacies of earlier periods when the security of the nation 
was widely perceived to be threatened. Today we live under conditions of inter
national tension and instability unmatched by any other period in our recent his
tory. A relentless series of foreign military and political crises, coupled with the 
rapidly increasing threat of nuclear war, have combined to create a substantial 
impetus in the Reagan administration and parts of the Congress in favor of writ
ing a blank check for national security. The result may be the most serious politi
cal crisis for civil liberties since the early 1950s. 

As we survey the landscape of national security in the Reagan era, the Intel
ligence Identities bill is only one of the many recent threats to fundamental rights: 

• In December 1980 a Washington research institute, the Heritage Founda
tion, issued a report on U.S. intelligence agencies prepared by several staff mem
bers who later became members of the Reagan transition team. The report calls 
for stepped-up surveillance of dissidents and a revival of federal internal security 
machinery. The justification: "terrorist cadres" that grow out of "the splinters of 
dissident or extremist movements" must be tracked "through the cumulative 
compilation of comprehensive files." A central point of the report is that 
"clergymen, students, businessmen, entertainers, labor officials, journalists, 
and government workers all may engage in subversive activities without being 
fully aware of the extent, purpose, or control of their activities." 

• In January 1981, Strom Thurmond, the incoming head of the Senate Ju
diciary Committee, created a new Subcommittee on Security and Terrorism, to 
be chaired by Jeremiah Denton, a freshman Alabama Republican, eight-year 
prisoner of war in North Vietnam and one-time proponent of capital punish
ment for adultery. In a private comment, a liberal senator paraphrased Roose
velt in 1933, saying, "we have nothing to hope for but fear itself." 

• In April 1981, President Reagan conferred pardons on two former FBI 
officials convicted of planning and supervising warrantless FBI break-ins of pri
vate homes during the search for members of the Weather Underground in the 
1970s. The president saluted the two convicted FBI burglary supervisors as "men 
who acted on high principle to bring an end to the terrorism that was threatening 
our nation. . . . Their actions were necessary to preserve the security interests of 
our country." In response to criticism, the White House issued a statement say
ing that the President believes "warrantless searches in the intelligence field 
should be permitted when interests of national security so require." 

• In December 1981, Reagan signed a new executive order on intelligence 
agencies. It includes new authority for the CIA to mount "covert operations" in
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side the United States so long as they are "not intended" to influence "U.S. poli
tical processes," new authority for the CIA to spy on Americans at home and 
abroad in order to collect "significant foreign intelligence," and new authority 
for the Attorney General to open mail without a judicial warrant if the targets 
are suspected of being "foreign agents," a term which is nowhere defined in the 
order. This new executive order strips away basic civil liberties protections with
out any public debate. 

• Three months later a massive expansion of the security classification sys
tem was put in place by the Reagan administration that enshrouds the uses of 
these new intelligence powers in permanent secrecy. The new classification order 
tells bureaucrats in essence: "When in doubt, keep it secret." Gone is the require
ment in the Carter administration's earlier executive order that some "identifi
able damage" must be likely to occur if information is not kept secret, as well as 
the requirement to balance the public's right to know against the need for secrecy. 

• At the same time the Reagan administration began pressing Congress to 
obliterate key sections of the Freedom of Information Act and CIA officials be
gan urging private scientists to submit sensitive research plans to the government 
for "preclearance" so that the fruits of their research could be classified and kept 
secret from foreign governments. 

These maneuvers by the Reagan administration have helped foster a climate 
in Congress where the very words "national security" serve to "block critical 
analysis." The effect on civil liberties can be seen by the fact that there are now 
158 members of the House of Representatives cosponsoring a resolution to re
surrect the notorious House Un-American Activities Committee. It can also be 
seen by the fact that an obscure right-wing Virginia congressman, Dan Daniel, 
was able, in late 1981, to tack a rider on a 1982 appropriations bill that harks back 
to the McCarthy era by barring "communists, terrorists, and subversives" from 
participating in Labor Department employment programs. The measure was 
later struck down as unconstitutional by a federal court. 

How did we come to this turn of events? The underlying crisis in the presi
dency of Richard Nixon was the clash between claims of national security 

—often cynically invoked by the While House—and traditional values of Ameri
can liberty. But in the presidency of Ronald Reagan, there is little resistance to 
claims of national security, despite the fact that similar assertions were routinely 
questioned and sometimes condemned a decade earlier. What happened? The 
story begins long before Watergate. 

At the end of World War II the United States was jolted out of its tradition
al isolation from world politics and became an active participant and frequent 
intervener in international affairs. The Cold War that prompted this fundamen
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tal policy-shift appeared to require a permanent place for many of the temporary 
institutions and powers of wartime mobilization. Just as the executive powers 
and agencies that had grown up in response to the Depression became a perma
nent feature in the political landscape during the New Deal, the security policies 
and intelligence community that grew out of World War II became a permanent 
feature of the Cold War. Five years after the end of World War II, President Harry 
S. Truman, with varying degrees of congressional concurrence, had already issued 
a series of executive orders creating a secrecy classification system, imposing 
loyalty and security investigations on government employees, and requiring 
members of the Communist party and other "subversive organizations" in the 
United States to register with the government. The cumulative impact of these 
developments on civil liberties reaffirmed James Madison's comment to Thomas 
Jefferson in 1798 that "perhaps it is a universal truth that the loss of liberty at 
home is to be charged to provisions against danger, real or pretended, from 
abroad." 

Deep involvement in foreign political and military affairs became the prin
cipal feature of postwar American foreign policy. The consequences for the 
structure of government in the United States were far reaching. For one thing, 
an interventionist foreign policy served to diminish the power of Congress and 
to increase that of the executive branch. During this period, Secretary of State 
Dean Acheson was fond of quoting Tocqueville's warning that "foreign politics 
demand scarcely any of those qualities which are peculiar to a democracy. . . . [A 
democracy] cannot combine its measures with secrecy or await their consequences 
with patience. These are qualities which more especially belong to an individual 
or an aristocracy." In the United States this precept translated into a strong exec
utive bureaucracy. 

The postwar growth of the executive branch had an increasingly distorting 
effect on the Constitution. The premise of the founders that Congress makes the 
laws and the executive branch carries them out was a major obstacle to presidents 
seeking to shape world events to conform to their view of American security in
terests. Under the Constitution, of course, it is the Congress, not the president, 
that has the power to declare war, raise armies, and has the final say in the mak
ing of treaties. But these arrangements were increasingly seen as a hindrance to 
quick presidential responses to the long series of foreign crises over the last four 
decades—Greece, Iran, Lebanon, Guatemala, the Congo, Cuba, the Dominican 
Republic. Vietnam, Laos, Cambodia, Chile, Angola, El Salvador, Nicaragua— 
a list that extends to every corner of the world. Hanging over each of these crises 
like the sword of Damocles has been the confrontation between the U.S. and the 
Soviet Union and the nuclear balance of terror thathas dominated American de
fense and foreign policies since 1945. 

This, then, is the national security framework within which postwar presi
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dents have sought "the freedom to pursue [their] planned course of action." To 
make up for their lack of constitutional authority to act so freely, every president 
since Truman has relied on two doctrines to justify executive initiatives to pro
tect national security: inherent presidential power and post-hoc congressional 
ratification. Taken together, they provide a new legal system within which presi
dents have felt justified in acting outside the confines of the Constitution. 

In the case of inherent power, repeated presidential acts of warrantless wire
tapping or covert manipulation of foreign governments are said to validate 
claims of presidential authority to perform these acts. The Supreme Court re
jected the theory of inherent presidential power in its 1952 decision in the Steel 
Seizure Case, when President Truman sought to nationalize the steel industry. 
But Justice Jackson's frequently cited concurring opinion in that case left the 
door open to future presidents by recognizing a grey area where the president 
may act in the absence of express constitutional authority, unless and until the 
Congress tells him to stop. 

In the case of post-hoc ratification, military or intelligence initiatives by the 
executive branch, even if secret, are said to be tacitly ratified by Congress when it 
votes general appropriations, as in the case of the secret bombing of Cambodia 
in 1969 or clandestine efforts to overthrow the government of Chile in 1973. 
Broad language in congressional statutes, such as the provision in the National 
Security Act of 1947 giving the CIA director power to "protect intelligence sources 
and methods," is also said to ratify programs of doubtful constitutionality, such 
as the CIA's requirement that former employees submit manuscripts for pre
publication censorship. 

These doctrines of expanded presidential authority have become the major 
building blocks of national security policy. They are also major roadblocks for 
the Bill of Rights. 

The national security powers of the president are powers to act in peacetime 
as if the country were at war. But since at least 1945 we have lived in a twi

light zone in which the distinctions between war and peace are so blurred, and 
the instability of the world so constant that presidents have lacked any objective 
guideposts for the exercise of their national security powers. "War is peace," wrote 
Orwell. This maxim has guided presidents for more than thirty years, all of whom 
have claimed that in order to keep the peace abroad it has been necessary for 
them to do things at home that, it was once believed, could be done only in a 
state of declared war. 

Nowhere is this more evident than in the areas of government secrecy and 
political surveillance. Here, the Nixon administration stands out from other re
cent presidencies only because of the fate of its principal, not because its policies 
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presented a unique threat to civil liberties. In fact, the development of a law of 
secrecy and surveillance, and its steady erosion of the First and Fourth Amend
ments, has accelerated in the post-Nixon, post-Watergate era. 

Until 1971 the national security secrecy system had been created and main
tained by the executive branch alone. The only law establishing the system was a 
series of executive orders issued by Presidents Truman, Eisenhower, Kennedy, 
and Nixon. There were security clearances and investigations in many govern
ment agencies, and millions of pages of classified documents. But there was no 
systematic enforcement of secrecy and no stamp of approval by the courts or the 
Congress. All that began to change when the Nixon administration went to court 
in May 1971 to try to block the New York Times from publishing the Pentagon 
Papers. Although the case is widely regarded as a victory for freedom of the press, 
the Pentagon Papers litigation actually set in motion the development of a for
mal law of national security secrecy. The case marked the first time the courts 
had become involved in defining and enforcing the secrecy system; thefirst time 
a president had sought the help of the courts in obtaining a prior restraint of pub
lication of the press; and the first time the Supreme Court had said that both the 
president and the Congress may have authority to restrain the press in this area, 
although not in that case. 

The Supreme Court's 6-3 decision in the Pentagon Papers case was remark
able for the opportunity it gave the president to curtail First Amendment rights 
at the very moment that it authorized the New York Times to roll its presses. 
Forty years earlier, in Near v. Minnesota, another celebrated prior restraint case 
to come before the Supreme Court, the Court had made it clear that, at least in 
peacetime, the First Amendment rule against prior restraints is absolute. In times 
of war, it said, publishing a narrow category of military information might con
ceivably be restrained if it concerned such details as "the sailing dates of trans
ports or the number and location of troops." 

In the Pentagon Papers decision, the Supreme Court abandoned the war
time limitation articulated in Near. The pivotal concurring opinions of Justices 
Stewart and White for the first time generalized the category of information sub
ject to prior restraint and recognized the authority of Congress to legislate in this 
sensitive constitutional territory. After the dust had settled, the Nixon adminis
tration and its successors began to claim that the Pentagon Papers decision had 
actually established two key principles in a new law of secrecy: first, that the gov
ernment can block publication of information if its disclosure will "surely result 
in direct, immediate, and irreparable damage to the nation," as Justice Stewart 
put it; and second, that if Congress passes a statute authorizing prior restraint, 
the standard for obtaining an injunction to stop publication can be even lower. 

The cat was out of the bag. A succession of post-Watergate cases transformed 
it into a tiger with a ravenous appetite for the First Amendment. The most spec
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tacular prior restraints to be imposed in the decade since the Pentagon Papers 
decision involved former employees of the CIA whose writings the government 
claimed the right to censor. Because former employees are insiders who once 
had authorized access to classified information, the government argued success
fully in these cases that it did not have to satisfy the Pentagon Papers standard in 
order to obtain a prior restraint. The Victor Marchetti and Frank Snepp deci
sions established the legal principle that the CIA and presumably other govern
ment agencies as well can bar a current or former employee from publishing "any 
information or material relating to the agency, its activities or intelligence activi
ties generally, either during or after the term of [his or her] employment... with
out specific prior approval of the agency." Thisnew principle is based on the law 
of contract—if you work for an agency that operates within the national security 
secrecy system, your employment contract obliges you to waive permanently 
your First Amendment rights to speak and publish without prior restraint. 

In Frank Snepp's case this principle was taken to its most Draconian extreme 
by the Justice Department in the Carter administration. Unlike Marchetti, Snepp 
was not alleged to have disclosed any classified information in his book, Decent 
Interval, a critical review of the CIA's conduct during the U.S. withdrawal from 
Vietnam. But the Carter Justice Department sued Snepp to recover the profits 
he had earned from his book for violating what it called a "fiduciary obligation" 
to submit the manuscript for CIA clearance, even though Snepp's contract barred 
him only from disclosing classified information. When the case reached the Su
preme Court in February 1980, the Court upheld this new prior restraint theory, 
6-3, without even hearing argument, and relegated its discussion of Snepp's First 
Amendment defense to a footnote of the opinion. 

The Snepp litigation was just part of the Carter administration's curtailment 
of freedom of the press on the grounds of national security. In 1979 the Justice 
Department moved against a left-wing magazine in an effort to block it from 
publishing information that was already in the public domain. The Progressive 
case involved an article written about the hydrogen bomb based on information 
obtained by its author, Howard Morland, from studying government publica
tions. In its effort to obtain an injunction, the government argued that informa
tion about atomic weapons is "born classified" and can be restricted under the 
Atomic Energy Act whether or not its disclosure would meet the Pentagon Pa
pers standard. Although the government eventually abandoned the Progressive 
case when it became increasingly clear that the H-bomb information was not se
cret, the theory put forward by the Justice Department was that there are whole 
categories of "dangerous information" that are beyond the reach of the First 
Amendment. 

Three years later, in 1982, the Reagan administration is using this same the
ory in its well publicized effort to persuade academic scientists to submit their 
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research plans to the government for clearance. On March 30 the New York Times 
reported that Lawrence J. Brady, Assistant Secretary of Commerce for Trade 
Administration, condemned what he called "a strong belief in the academic com
munity that they have an inherent right t o . .  . conduct research free of govern
ment review or oversight." So much for the First Amendment. 

National security secrecy presents its gravest threat to the First Amendment 
when it is armed with the criminal law. For this reason it has never been a crime 
simply to publish information relating to the national defense. Until the enact
ment of the Intelligence Identities Protection Act in 1982, the espionage laws of 
the United States applied only to situations in which information was secretly 
passed to a foreign government for the specific purpose of injuring the United 
States. Even at the height of the Cold War, Congress declined to make it a crime 
to publish national defense information when it enacted the Internal Security 
Act of 1950, which expressly provides that "nothing in this Act shall be construed 
to authorize, require, or establish military or civilian censorship." 

In 1971 this consensus began to break down when the Nixon administra
tion, on the eve of oral argument in the Pentagon Papers case, indicted Daniel 
Ellsberg for releasing the papers to the press. In pursuing the Ellsberg prosecu
tion before it was dismissed because of government misconduct, the Nixon Jus
tice Department argued that there was no need for it to show that Ellsberg in
tended to damage the United States, and that it did not matter that he had passed 
the papers to the New York Times, rather than to a foreign government. All that 
mattered, the Justice Department said, was that the papers were the property of 
the government and that Ellsberg knew they were classified. 

Seven years later, in 1978, this same theory was successfully used by the 
Carter administration when it obtained convictions of Ronald Humphrey and 
David Truong in a celebrated espionage prosecution. Humphrey and Truong 
had been charged under the espionage statute with passing national defense in
formation to persons not entitled to receive it, without any allegation that they 
had done so with an intent to injure the United States or even that they had passed 
the information to agents of a foreign government. Soon after the Truong and 
Humphrey convictions, the Carter administration sent to Congress the first ver
sion of the Intelligence Identities Protection Act, reflecting all the elements of 
the new crime of disclosing official secrets. Although it took the Reagan admini
stration to secure the bill's enactment, the new crime had been planted and care
fully nurtured by three presidents. 

Like the law of secrecy, the law of national security surveillance has evolved 
from bold presidential assertions of power to an extensive authority rati

fied by judicial decisions and congressional enactment. Every president since 
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Franklin Roosevelt has claimed the power to conduct warrantless wiretapping 
of foreign governments. But once again, it was Richard Nixon who put forward 
the most sweeping claims in this area, and sought to have them approved by the 
courts. 

In a series of cases beginning in 1969, the Nixon administration argued that 
it had an inherent power to disregard the Fourth Amendment warrant require
ment whenever it conducted wiretaps or physical searches of persons or groups 
believed to be a threat to the national security. In the first such case to reach the 
appellate level, this argument was rejected by the Sixth Circuit Court of Appeals, 
which wrote a scathing opinion in 1971 comparing the Nixon claims to the royal 
prerogatives of King George III to search the houses of colonists—prerogatives 
whose exercise triggered the American Revolution and were foremost in the minds 
of the Founding Fathers when they wrote the Fourth Amendment to the Consti
tution prohibiting unreasonable searches and seizures. The Sixth Circuit deci
sion was affirmed by a unanimous Supreme Court in 1972. Like the Pentagon 
Papers decision, however, the Court's ruling in the national security wiretap case 
was most significant for what it did not decide. Since the wiretap at issue had 
been installed on a domestic organization with no connections to any foreign 
power, the Court left open the possibility that warrantless surveillance of a per
son or group with "foreign ties" would be legal. For the next few years, however, 
the erosion of the Fourth Amendment appeared to have been contained. 

By the end of the Nixon administration, the courts and the Congress were 
viewing presidential claims of national security with skepticism. In a 1973 Free
dom of Information Act case, for example, when a group of congressmen sued 
the Environmental Protection Agency to obtain information about the environ
mental impact of underground nuclear testing in Alaska, several Supreme Court 
Justices observed in a concurring opinion that blanket national security claims 
can be "cynical, myopic, or even corrupt." A year later, the Watergate tapes case 
provided a dramatic example of such a claim. 

But the political corruption of the Nixon White House obscured the steady 
development of a new law of national security surveillance. Taking its cue from 
the Supreme Court's 1972 wiretap decision, the law began to focus on the elusive 
concept of "foreign agency." Since the Court had held that the Fourth Amend
ment only barred warrantless national security surveillance of domestic targets, 
suspected agents of a foreign power were presumed to be beyond its reach. Iron
ically, this distinction established a legal rational for much of the surveillance 
that had been condemned in the Nixon era. One example was the CIA's program 
of spying on the anti-Vietnam War movement, jauntily dubbed "Operation 
CHAOS." This was a surveillance effort to ferret out links between the leaders 
of the peace movement and foreign governments. Although no such links were 
ever established, the program resulted in the creation of CIA files on more than 
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300,000 domestic activists participating in activities that had been under suspi
cion for having a foreign stimulus. 

The Ford, Carter, and Reagan administrations have all claimed, in a series 
of executive orders, that undefined foreign agent surveillance is beyond the reach 
of the Fourth Amendment. The confusing world of these executive decrees is 
best captured by a section of the Carter order entitled "Restrictions on Certain 
Collection Techniques." It reads as follows: 

Activities... for which a warrant would be required if undertaken for 
law enforcement rather than intelligence purposes, shall not be under
taken without a judicial warrant, unless the president has authorized 
the type of activity involved and the Attorney General has both ap
proved the particular activity and determined that there is probable 
cause to believe that the United States person is the agent of a foreign 
power. 

What does this mean? It means that whenever the government has "probable 
cause to believe" that a person in the United States is an "agent of a foreign pow
er" (a term not defined in the executive order), that person can be targeted for 
unlimited, warrantless wiretapping, television monitoring, physical searches, 
and mail opening. A White House document further explaining and 
implementing this claim of presidential power is classified "because of the 
sensitivity of the information and its relation to national security." 

The Ford, Carter, and Reagan executive orders on intelligence agencies 
have been issued with much public fanfare proclaiming the "rule of law" over the 
"intelligence abuses" of the Watergate era. At the same time, however, the or
ders have been broadly drafted to fit the needs of the national security appara
tus, regardless of their impact on civil liberties. The Reagan order represents the 
culmination of this process. It goes beyond the "foreign agent" approach of the 
Carter administration and authorizes the CIA to conduct general surveillance of 
anyone inside the United States who may be in possession of "significant foreign 
intelligence," such as journalists or academics or businessmen returning from 
trips overseas. It also authorizes the CIA to conduct undefined covert opera
tions inside the United States so long as they are not "intended" to influence "the 
political process, public opinion, policies or the media." No secret abuses can 
occur now. Everything is out in the open. All in black and white. All within the 
claim of a general foreign security loophole to the Constitution. 

During the last decade there has been only one successful effort in the Con
gress to narrow this presidential claim, and that success has been mixed. In 1978 
Congress enacted the Foreign Intelligence Surveillance Act, requiring judicial 
warrants based on evidence of criminal conduct for most national security wire
tapping in the United States. On paper, this statute is a significant improvement 
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over the chaotic state of the law before its enactment. It puts Congress on record 
against presidential claims of inherent power to conduct unrestricted surveil
lance, and it all but closes the "foreign security" loophole to the warrant require
ment left open by the Supreme Court in its 1972 decision. On the other hand, the 
statute authorizes the executive branch to keep all its foreign security wiretaps 
permanently secret, and it lowers the standard for the issuance of warrants so 
that full-fledged probable cause of a crime does not have to be shown. 

The real significance of the Foreign Intelligence Surveillance Act, however, 
will ultimately depend how it is applied. The early signs are not encouraging. 
The statute sets up a special "Foreign Intelligence Surveillance Court" to receive 
applications for wiretap orders. The court operates under extraordinary security 
procedures for the handling of materials submitted to it—procedures that inevi
tably compromise its independence from the executive branch. So compelling is 
the lure of legitimacy surrounding this special court that the Carter administra
tion could not resist turning to it on at least three occasions in 1979 and 1980 for 
approval of physical searches as well as wiretaps, paving the way for routine co
operation between the executive branch, the courts, and the Congress in pruning 
back the Constitution in the name of national security. In essence, the Carter 
Justice Department was saying that since Congress has created a special national 
security court, that court should be used as an all-purpose source of authority 
for particular executive actions curtailing constitutional rights. If the court can 
authorize wiretaps, why not physical searches, mail opening, covert action, prior 
restraint, and censorship? 

Apparently the Reagan administration prefers to leave these delicate mat
ters to executive discretion, so the Foreign Intelligence Surveillance Court is 
once again limited to performing its statutory function of serving up wiretap war
rants that their targets will never see. But the new court is a permanent feature of 
our legal system and it stands for the stark proposition that the conflict between 
constitutional rights and national security must be adjudicated under different 
procedures than those which apply to other areas of constitutional law. 

The development of a formal law expanding the concept of national security 
is a largely unnoticed legacy of the Watergate era. Out of the national trau

ma that accompanied the impeachment proceedings against Richard Nixon 
there emerged a consensus that abuses of presidential power must be contained 
by the rule of law. This consensus was best articulated by Chief Justice Warren 
Burger, speaking for a unanimous Supreme Court in the White House tapes de
cision, which served as Nixon's writ of execution in July 1974: 

The President . . . reads the Constitution as providing an absolute priv
ilege of confidentiality for all presidential communications. Many de
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cisions of this Court, however, have unequivocally reaffirmed... that 
it is the province and duty of the judicial branch to say what the law 
is. . . . We conclude that. . . the [President's] generalized assertion of 
privilege must yield to the demonstrated specific need for evidence in 
a pending criminal trial. 

But the rule of law has little force if the law can always be bent by claims of 
necessity. Another passage from Burger's opinion in the tapes case is a reminder 
that the consensus about Nixon's abuses of power never touched his claims about 
the necessities of national security. How much deference should be accorded to 
presidential definitions of national security? The view of the Court is that few 
questions should be asked of a president when he claims to be acting in this area. 

The President does not place his claim of privilege on the ground that 
[the tapes] are military or diplomatic secrets. As to these areas... the 
courts have traditionally shown the utmost deference to presidential 
responsibilities. 

National security is a ubiquitous concept that presidents have frequently in
voked over the last three decades to insulate their actions from review. The law 
has not only been inadequate as a safeguard against overreaching claims of na
tional security; it has become, especially since the Nixon presidency, a source of 
legitimacy for the view that definitions of national security should be left to the 
discretion of the executive branch. Over the last eight years the courts and the 
Congress have increasingly been drawn into the conflict between security and 
liberty, but instead of defining and narrowing security claims by the executive 
branch, they have often ratified executive practices and insured them against 
legal challenge. 

The ultimate effect of much law in this area has been to authorize discretion 
andflexibility in the management of security practices. The result is that today 
we have greater secrecy, more censorship, a CIA with more domestic authority, 
an FBI with fewer restraints, and a National Security Agency with broader power 
than we have ever had in our history. And all of these developments have taken 
place under a new system of law that has grown up in the shadow of the Nixon 
presidency, after we thought we had struck down the abuses that produced 
Watergate. Ten years later, most Americans are not aware of this continued ero
sion of their individual liberties in the name of a dangerously expanding concept 
of national security. 

What is most remarkable about all this is that we have drifted into a state of 
permanent emergency that has no immediate contest. We do not know what the 
emergency is or how long it will last. We do not even have a clear understanding 
of its impact on our system of liberty, since we have been conditioned to accept 
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the view that the rule of law often requires individual liberty to yield to claims of 
security under certain limited circumstances. In fact, we do not even think of 
ourselves as living in a state of emergency. On the contrary, we believe that a gen
eral suspension of liberty happens only in other countries and could never 
happen here. 

Take a typical example close to home. On October 16, 1970, Prime Minister 
Pierre Elliott Trudeau went on Canadian national television and declared a "state 
of insurrection" throughout Canada, based on the kidnapping of a Canadian 
minister and a British consul by Quebec separatists. Trudeau invoked the Cana
dian War Measures Act and authorized the national police to conduct predawn 
roundups of French Canadians suspected of associating with the separatists. 
Trudeau's emergency decree had the effect of temporarily suspending the Cana
dian Bill of Rights. 

Could it happen here? Probably not the way it happened in Canada. We are 
not likely to experience such a dramatic announcement and clear suspension of 
the Constitution in a time of similar crisis. Why not? Because our law of national 
security is flexible enough to accommodate almost any necessity. A decade ago, 
the Nixon administration was already able to devise methods of coping with sim
ilar emergencies without formally suspending the Constitution. In 1971 Nixon's 
second attorney general, Richard Kleindienst, commented on Trudeau's decla
ration of emergency by stating: 

It could not happen here under any circumstances. We wouldn't sus
pend the Bill of Rights even if the whole Cabinet, the Chief Justice and 
the Speaker of the House were kidnapped. . . . We wouldn't have to be
cause our existing laws—together with our surveillance and intelligence 
apparatus, which is the best in the world—are sufficient to cope with 
any situation. . . . There is enough play at the joints of our. . . law, 
enough flexibility, so that if we really felt that we had to pick up leaders 
of a violent uprising, we could. We would find something to charge 
them with and we would hold them that way for a while. 

That, of course, is exactly what the Nixon Justice Department did when it 
unceremoniously rounded up 12,000 people in the streets of Washington, D.C., 
during the May Day antiwar demonstrations in 1971. Although these mass ar
rests were later condemned by federal courts as unconstitutional, they were an 
awesome display of informal executive power to define and declare emergencies 
and suspend the Constitution. Comparing the Canadian and American approaches 
to national security, the Canadian Attorney General, John Turner, made a wry 
comment after Trudeau lifted his emergency decree: 

In a certain sense, it is a credit to the civil liberties of a country that it 
has to invoke extraordinary powers to cope with a real emergency. Some 
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countries have these powers at their disposal all the time. 

Is the United States becoming such a country? Without clearly defining what 
we mean by national security, we have turned it into a talisman to ward off any 
evil that might befall us as a nation. It is disturbing, but not surprising, there
fore, that the current administration has turned the CIA loose to spy on Ameri
cans and conduct "covert actions" inside the U.S.; created a presumption that all 
government information about foreign or military affairs can be withheld from 
the public; pardoned FBI officials who supervised criminal burglaries as heroes 
in a war against terrorism; mounted a campaign for official censorship of scien
tific research; and accused the critics of its foreign policy of promoting Soviet 
propaganda. 

There is a simple question that we must ask ourselves as we look at these 
recent developments and the long history of national security maneuvers that 
preceded them: where does the Constitution fit in? National security is what pro
tects us from our adversaries, but the Constitution and the Bill of Rights are what 
distinguish us from them. The question, of course, is not just one of law. We 
must decide what we mean by national security and whether its protection should 
be allowed to blur our principal distinguishing features as a nation. "Liberty lies 
in the hearts of men," Judge Learned Hand said in a famous speech delivered 
during a time of grave national danger, in 1943. "When it dies there, no constitu
tion, no law, no court can save it." Judge Hand's speech echoed the warnings of 
the drafters of the Bill of Rights that, in the words of Thomas Paine, "those who 
expect to reap the blessings of freedom must always undergo the fatigue of sup
porting it." 

John Shattuck is national legislative director of the American Civil Lib
erties Union and head of its Washington Office. This article is reprinted 
by permission from the Winter 1983 issue of democracy, "a journal of 
political renewal and radical change." 
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The State of the First Amendment 
As We Enter "1984" 
Thomas I. Emerson 

When the First Amendment became a part 
of the Constitution in 1791 the scope and impli
cations of that provision were by no means 
clear. Its fundamental purpose was to support They have broadly accepted the basic principles 
the principles of an open and self-governing so- embodied in the First Amendment and carried 
ciety. More specifically, it was intended to pro- the application of those principles far beyond 
tect speakers who criticized the government, to the immediate areas the framers apparently had 
forbid censorship of the press, and to permit as- in mind. The result has been the creation of a 
semblies in the public halls or demonstrations constitutional structure that supports a rela
on the streets. But many questions remained tively strong system of freedom of expression. 
unanswered, such as its effect upon the law of That system, flawed as it is in many respects, has 
seditions libel, private libel, blasphemy, obscen- had a global impact and constitutes a major 
ity, and advocacy of law violation. Even the is- contribution to the progress of humankind. 
sue of who was protected by its terms was not Partly as a result of the First Amendment 
beyond dispute. Moreover, the guarantee did and its accompanying body of law, George Or-
not apply to the states. Thus the First Amend- well's 1984 has not come to pass in the United 
ment had a vast potential—it was indeed a dar- States. Nevertheless, serious dangers to the sys
ing innovation—but its future was uncertain. tem exist and difficult problems remain to be 

For well over 100 years there was little or solved. In appraising these dangers it is neces
no development by the courts of First Amend- sary to explore, in general terms, the extent 
ment doctrine. Some right to freedom of ex- to which a basic understanding of the First 
pression existed in practice. But the right was Amendment prevails in our society and the way 
subject to frequent infringement, including in which the supporting constitutional doc-
prosecutions under the Alien and Sedition Acts, trines have been developing. It is also important 
molestation of abolitionists, and disruption of to take note, albeit very briefly, of some of the 
IWW meetings. Yet not until Would War I did specific problems that currently require solu
the issues come before the Supreme Court in a tion. 
serious way. And not until 1925 was the First 
Amendment made applicable to the states, Basic Understanding of the First Amendment 
where most of the abridgements of the right of Creation of a healthy system of freedom of 
free expression were occurring. expression under the First Amendment does not 

In the last five or six decades, however, come without travail. As Justice Holmes has 
there has been a momentous development of said, majorities are prone "to sweep away all 
First Amendment law. Fortunately, the Supreme opposition." Governments strongly prefer ac-
Courtandotherscourts, despite some argument quiescence to dissent. The long-term benefits of 
to the contrary, have interpreted the First tolerating the views of others are often not im-
Amendment as part of a living constitution. mediately apparent. The system, in short is a 
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sophisticated one, requiring the education and 
reeducation of each generation. Ultimately it 
rests upon a sensitive understanding of the prin
ciples at work and a firm commitment to their 
support. 

There are signs in the land that this essen
tial understanding and support is slackening in 
some quarters. Three areas ofconcern stand out. 

First, the current Administration, from the 
highest levels on down, has taken a series of ac
tions that can only be premised upon ignorance 
of, or wanton disregard for, First Amendment 
values. Thus, although the Freedom of Informa
tion Act has been one of the major advances in 
the democratic process over the past several de
cades, the Administration has proposed weaken
ing amendments that would drastically curtail 
its capacity to give the American people infor
mation they need to know. The Administration 
has also denied visas to important foreign visi
tors, apparently on the theory that their ideas 
are too dangerous for the American people to 
hear. It has revived the Foreign Agents Regis
tration Act to require that two Canadian films, 
one on acid rain and the other on nuclear en
ergy, be labelled "political propaganda"; the 
point seems to be that the American people 
must have fatherly advice in order to evaluate 
materials emanating from foreign sources. In 
the area of political surveillance, the Adminis
tration, despite past disclosures of glaring abuse 
by the intelligence agencies, has not only failed 
to bring the intelligence agencies under statu
tory control, but by executive order and revision 
of the attorney general's guidelines has sought 
to undo even the feeble reforms instigated by 
the prior Administration. And, contrary to past 
practice, the Administration excluded the press 
from Grenada during the invasion, thereby 
leaving the American people without any in
dependent source of information on what was 
taking place. 

The failure of the current Administration 
to comprehend the elementary principles of the 
First Amendment is revealed most starkly by its 
efforts to control the dissemination of scientific 
information on national security grounds. 
While secrecy on some matters affecting na
tional security is essential, the Administration 
has gone much beyond reasonable precautions. 
Using the export control laws it has imposed 
far-reaching restrictions on the teaching and re
search activities of American universities and 
scientists. Thus, it has undertaken to control the 
publication of research materials, even where 
they do not deal with classified information, to 
monitor the study of foreign students in Ameri
can universities, and generally to hinder com
munication between American and foreign 
scientists. One example of the Administration's 

activities occurred in August of last year when, 
at a conference in San Diego of 2,700 photo-
optical engineers, the Department of Defense 
blocked the presentation of 100 papers contain
ing nonclassified information. The Administra
tion seems totally unaware that the scientific 
method itself—the hope for scientific progress 
—depends on full freedom of inquiry, the expo
sure of fact and theory to testing and criticism, 
building upon the knowledge uncovered by oth
ers, and an atmosphere of open dialogue. The 
Administration's guiding philosophy, to the 
contrary, leads straight to "1984." 

A second area of weakness in the basic un
derstanding essential to a vigorous First Amend
ment involves what has been called the "pollu
tion" of the market place of ideas. The system 
of freedom of expression has always operated in 
a somewhat rowdy fashion. Much that is said is 
false or misleading, impugns the motives of the 
opposition, is intemperate, or appeals to preju
dice rather than reason. It is not the province of 
the government to attempt to purify the pro
cess. That could only be done at the price of 
destroying the system altogether. 

Nevertheless, participants in the system do 
have a moral and political responsibility. Surely 
there is some obligation to maintain and im
prove the quality of the debate. Above all it is 
vital that all of us learn from the mistakes of 
the past; there should be no need to repeat the 
blunders of McCarthyism. Hence one must al
ways hope that the content of the system will 
become more meaningful and more useful to 
society as a whole. 

Unfortunately this does not seem to be hap
pening. Indeed there are ominous signs of con
trary trends. Traditionalist forces in the nation, 
basically opposed to innovation and diversity, 
have become more articulate, better organized, 
and politically more powerful. And their area 
of attention has moved from social issues—the 
family and religion—to questions of military 
and foreign policy. Their participation in the 
system is welcome, but their mode of operation 
has tended to undermine the First Amendment 
in at least two ways. 

One is that expression of their particular 
point of view tends to be accompanied by at
tempts to suppress the viewpoints of others. 
As Justice Douglas once said, they "demand 
conformity—or else." This attitude has found 
expression, for instance, in the efforts to ban 
books from libraries and schools. Considerable 
evidence points to the conclusion that the book-
banning phenomenon has reached alarming 
proportions. Thus, last year, according to the 
Office for Intellectual Freedom of the American 
Library Association, more than 50 percent of 
high school libraries responding to a national 
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survey reported some form of censorship pres
sure. And a recent study by People for the 
American Way concluded that censorship efforts 
have been steadily increasing, with "secular hu
manism" the most frequent target of the at
tacks. Book banning is, of course, the essence of 
"1984." 

The other danger to the First Amendment 
arises from the practice of substituting for a dis
cussion on the merits an attack upon motives 
or an appeal to fear or prejudice. This mode 
of exercising First Amendment rights takes the 
form of questioning the integrity of the opposi
tion, attributing its information or ideas to for
egn or other sinister sources, suggesting hidden 
agendas, proclaiming guilt by association, and 
generally equating opposition to official policy 
with disloyalty or even treason. Examples of 
this approach are seen in much of the response 
to the nuclear freeze movement, the attack 
upon the National Council of Churches, and 
the campaign against the Institute for Policy 
Studies. In all these cases the very real substan
tive issues raised by the groups involved were 
not faced and the public was deprived of an op
portunity for national debate. 

A third concern with the basic support for 
the First Amendment in contemporary society 
arises out of some backsliding on the intellec
tual front, particularly among some constitu
tional experts. The attempt by the academic 
community to formulate rules of law that will 
give realistic protection to First Amendment 
rights has not moved forward. On the contrary, 
theories of limitation are being advanced in 
some quarters. Thus, proposals to restrict cov
erage of the First Amendment to "political ex
pression," that is, participation in the affairs of 
government, are still being pressed. Ideas for 
downgrading the importance of the rule against 
prior restraint are being put forward. And argu
ments that time, place, and manner restrictions 
are permissible, so long as the regulation is 
"content neutral," are being urged. One is, of 
course, not entitled to ask the legal academic 
community to accept any one approach to 
strengthening the First Amendment. But a less 
constrained, and more generous, attitude to
ward the problem might not be out of place. 

The Supporting Constitutional Framework as 
Fashioned by the Supreme Court 

Under our system of government we rely 
heavily upon the courts, topped by the Supreme 
Court, to create and maintain a legal structure 
that will make the protection of First Amend
ment rights a reality. We count on our judicial 
institutions to expound the principles, to for
mulate the doctrines, to apply the rules in new 

situations, and generally to enforce the guaran
tees of the First Amendment against legislative, 
executive, or popular pressures. The fashioning 
of an effective body of up-to-date law is a matter 
of supreme importance in the fortunes of the 
First Amendment. 

In general the Supreme Court has accepted 
the basic values that underlie the First Amend
ment and has recognized the functions it was 
meant to serve in our society. Moreover, in the 
years since World War I the Court has con
structed a substantial set of legal rules, derived 
from those values and functions, that give solid 
life to the constitutional guarantee. Yet the 
dream of a comprehensive and tight-fitting con
stitutional structure has not been realized. Not 
only do important differences of opinion persist 
among the justices, but the rules remain loose 
and a gradual dilution of doctrine seems to be 
taking place. 

The most fundamental tenet of First 
Amendment law is that speech or expression, as 
distinct from other conduct, occupies a special 
position in our hierarchy of values and is en
titled to special legal protection. In other words, 
in constitutional adjudication speech or expres
sion must be given a "preferred position." The 
right to freedom of expression cannot simply be 
balanced away by being made subordinate to 
other governmental interests. Rather, the other 
interests must fit within a structure that protects 
expression, that is, be achieved by means that 
do not deny or abridge freedom of speech. Al
though this is the starting point of First Amend
ment analysis the Supreme Court has wavered 
on the matter. It has never flatly repudiated the 
principle, but more and more it has ceased to 
pay attention to it. Certain of the justices, and 
sometimes a majority, treat First Amendment 
rights as merely of passing concern, readily sub
ordinated to any other substantial governmen
tal interest. The special place accorded freedom 
of expression in our constitutional law seems to 
be diminishing. 

A second fundamental tenet of First 
Amendment law is that freedom of speech ex
tends to all forms of expression, whether po
litical, academic, artistic or other, and that 
expression is protected regardless of content, 
whether racist, sexist, totalitarian, or other. 
Here the Supreme Court has held firm. It has 
refused to limit the First Amendment to "politi
cal speech" and, in the Skokie case, it made 
clear that even racist speech of the most vitriolic 
kind came within the protection of the First 
Amendment. 

Beyond this, however, the Supreme Court 
has not advanced very far in defining just what 
it expression, and hence entitled to constitu
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tional protection, and what is non-speech or ac
tion and not covered by the First Amendment. 
The Court still adheres to the fiction that ob
scenity is not expression. It has not found any 
technique for determining when symbolic 
speech comes within the purview of the First 
Amendment. And it has not succeeded in draw
ing a satisfactory line between militant advocacy 
and violent action. Hence the question of what 
conduct is protected by the First Amendment 
has been left in a state of ambiguity. The result 
is that expression and action tend to be merged 
in the Court's analysis and the protection given 
expression does not rise above that afforded 
other forms of conduct. 

Once having determined that certain con
duct is expression within the ambit of the First 
Amendment, the further question is what de
gree of protection is constitutionally required. 
Apart from the advocacy cases, where a test 
combining clear and present danger and incite
ment is employed, the Supreme Court relies 
principally upon the balancing test, attempting 
to weigh First Amendment values against other 
interests. The objections to the balancing test 
have been recounted many times. The difficul
ties include the fact that there are no compara
ble factors to weigh against each other, that the 
formula is so unstructured as to lead to any re
sult, and that the court tends ultimately to look 
mainly to the government interest involved and 
ignore the preferred position which ought to 
be accorded expression. In addition, as the Su
preme Court continues to expand its balancing 
techniques it has come to weigh in the balance 

various factors with which the government, 
under First Amendment theory, ought not to 
concern itself. Thus the Court has taken to con
sidering the relative value of different forms 
and different contents of speech, trying to mea
sure the extent of the abridgement of expression 
caused by the government's action, and permit
ting a greater degree of government control 
where other modes of expression are available 
to the speaker. In utilizing factors of this sort in 
the balancing process the Court is permitting 
the government to make judgments as to the 
social value of different kinds of expression— 
matters which should not be the business of the 
government at all. 

On another front, the doctrine of prior re
straint has been losing some of its force. The 
Supreme Court still recognizes the drastic im
pact of advance censorship and the unique char
acter of a prior restraint. But a majority of the-
Court has been unwilling to formulate general 
rules forbidding such controls. The result is 
that the existence of an invalid prior restraint is 
determined on an ad hoc basis in each case. And 
the courts have not been adverse to imposing a 
temporary prior restraint until the final deter
mination can be made. This is what happened 
in the Progressive magazine case, where a pro
hibition against publication was in effect for 
nearly seven months until the ultimate issue was 
resolved. 

Nor has the Supreme Court sponsored in
novative doctrine in the First Amendment area. 
Despite the fact that many individuals and 
groups lack access to the means of communica
tion, the Court has done little or nothing to 
solve this problem. In fact, on the whole it has 
narrowed the right of access rather than ex
panded it. And, although the Court has ac
knowledged the existence of a public right to 
know, it has not developed this doctrine in any 
substantial way. 

All in all it can be said that the Supreme 
Court has maintained a significant body of law 
supporting the First Amendment. But there are 
loopholes, ambiguities, and other serious weak
nesses in the system. It is by no means sure that 
a sufficiently hard-shelled structure has been de
veloped to withstand the pressures of a crisis. 
Nor has the Court moved forward to deal with 
some of the upcoming problems engendered by 
the times. 

The First Amendment and National Security 
Of the specific First Amendment problems 

confronting the nation on the eve of 1984, per
haps the most significant, and certainly the most 
urgent, is the reconciliation of national security 
interests with the principles of the First Amend
ment. The issues are complex and troublesome. 
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Preservation of national security is, of course, a 
basic need of any society. Appeals in the name 
of national security arouse the kind of popular 
response that tends to "sweep away" all other 
considerations. The secrecy surrounding most 
national security claims makes it difficult for the 
public to obtain the full facts. Yet, if we are to 
remain a democratic country we must find a 
way to fit national security concerns into our 
system of individual rights. 

The tightening circle of government re
strictions upon freedom of expression, imposed 
as requirements of national security, has been 
described by many observers. Some of these mea
sures have been noted above. One more, which 
dramatically illustrates the direction in which 
we are traveling, may be added. 

On March 11, 1983, the President issued a 
Directive on Safeguarding National Security In
formation. This directive, as implemented by 
Department of Justice regulations, provides that 
all persons with access to classified information 
must sign an agreement that they will never dis
close classified or classifiable information re
lated to their government employment. In the 
case of persons with authorized access to special, 
so-called Sensitive Compartmented Information, 
estimated at over 100,000 government employ
ees, the agreement would require also that 
they submit all future writings related to their 
government employment, including works of 
fiction, to the agency for its approval before 
publication. All classified or classifiable infor
mation to which access is made available "is 
now and will forever remain the property of the 
United States Government." The agreements 
are to be enforceable in a civil action for injunc
tion, damages or other relief. In addition the 
directive instructs every government agency to 
adopt regulations providing that its employees 
may be required to submit to polygraph exami
nations in the course of any investigation of the 
unauthorized disclosure of classified informa
tion. The FBI is given jurisdiction to investi
gate unauthorized disclosures even when no 
criminal prosecution is anticipated. 

The restrictions imposed by the directive 
would drastically curtail the flow of information 
concerning government policies and activities. 
They would, for example, require a former sec
retary of state writing his memoirs to submit the 
manuscript for advance approval by the current 
secretary of state, It is not too much to say that 
implementation of the directive, which has been 
temporarily held up by congressional action, 
would substantially change the balance of 
power between the government and the citi
zenry. 

Obviously, these developments raise serious 
First Amendment issues. Before examining the 

recent Supreme Court decisions in the national 
security area, however, it is important to sketch 
the broader constitutional landscape. 

The starting point is that governmental 
efforts to achieve national security, like the ex
ercise of all other government powers, must op
erate within the constitutional structure. More 
specifically, the goal of national security must 
be sought by methods that do not infringe First 
Amendment rights. The government has in
creasingly contended otherwise. But that posi
tion has been consistently rejected by the Su
preme Court. Thus, when President Truman 
attempted to take over the steel mills during 
the Korean War, on the ground that seizure was 
necessary to our national defense, the Court 
ruled that "we cannot with faithfulness to our 
constitutional system" uphold such action. In 
New York Times v. United States the Court re
fused to grant an injunction against publica
tion of the Pentagon Papers even though the 
government claimed it would cause "grave and 
irreparable injury" to national security. And in 
United States v. United States District Court, 
decided in 1972, the Court rejected the govern
ment's claim that the Fourth Amendment did 
not apply to wiretapping in domestic security 
cases. "We recognize the constitutional basis of 
the President's domestic security role," said a 
unanimous Court, "but we think it must be ex
ercised in a manner compatible with the Fourth 
Amendment." 

It must be recognized, of course, that na
tional security considerations continue to play a 
significant role in constitutional adjudication. 
In the application of constitutional limitations 
national security factors are frequently relevant. 
A strong argument can be made for the propo
sition that, in certain kinds of cases, national 
security factors can never justify infringement 
on freedom of expression. Thus in most cases of 
prior restraint, in cases involving the suppres
sion of information in the public domain, and 
in cases of political surveillance not related to 
law enforcement, the First Amendment should 
automatically carry the day. The Supreme 
Court has not, however, taken this road. In 
place of giving the full protection of the First 
Amendment it has adopted a balancing test. 
Furthermore, their are some situations, such as 
control over expression by government employ
ees, where full protection is not possible and 
resort to balancing becomes necessary. 

In any event, by balancing or otherwise, the 
courts retain substantial leeway to determine 
whether government efforts to achieve national 
security conform to constitutional limitations. 
In that contest between national security and 
First Amendment rights, the came of freedom 
of expression tends to be subordinated. The 
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heaviest pressures seem to be on the side of na
tional security, and individual rights are too 
readily balanced away. Under these circum
stances a resolution of the issues that gives ade
quate weight to First Amendment values can be 
achieved only if the courts adhere to certain 
equalizing rules. These rules may be stated as 
follows: 

1. Constitutional principles protecting free
dom of expression occupy a preferred position 
in the hierarchy of democratic values; hence, 
there is a presumption in favor of the constitu
tional right. 

2. Government claims of injury to national 
security must be viewed with a healthy skepti
cism. 

3. The burden of proof to demonstrate its 
case for limitation rests upon the government. 

4. The government must show a direct, im
mediate, grave, and specific harm to national se
curity, not just a vague or speculative threat. 

5. The restriction sought by the govern
ment must be confined to the narrowest possible 
constraint necessary to achieve the goal, and 
should not be permitted where methods having 
a less drastic effect upon First Amendment 
rights are available. 

6. Wherever possible, hard and fast rules, 
rather than loose balancing tests, should be for
mulated and applied. 

Unfortunately the Supreme Court has not 
accepted this approach and its recent record in 
First Amendment-national security cases gives 
cause for alarm. In the Pentagon Papers case 
the Court was unable to produce a majority 
opinion, but the least common denominator of 
six of the opinions rendered would seem to be 
that the government could enjoin the publica
tion of information whenever it is shown that 
dissemination of such information would cause 
a "direct, immediate, and irreparable damage to 
our Nation or its people." regardless of the ex
tent of the injury or its impact upon freedom of 
expression. Moreover, a prior restraint can be 
imposed while that issue is being determined. 
In Laird v. Tatum the Court ruled that a wide-
ranging program of political surveillance by 
Army Intelligence caused only a "subjective 
chill," insufficient to give the targets of the sur
veillance standing to challenge the government's 
action. In Snepp v. United States the Court up
held a CIA prepublication secrecy agreement 
against a former employee who had published a 
book critical of the CIA even though the book 
was not alleged to contain any classified infor
mation. The Court did not bother to wait for 
briefs on the merits or to hear oral argument. It 
treated the prepublication agreement as if it 
were nothing more than a private contract not 
raising any issue of the public's right to know. 

And it dealt with the First Amendment only in 
a casual footnote, saying that the agreement ex
acted of Snepp was "a reasonable means" of 
protecting a compelling interest. Finally, in 
Haig v. Agee the Court approved a State De
partment regulation that authorized withdrawal 
of a passport where the activities of an Ameri
can citizen abroad "are causing or are likely to 
cause serious damage to the national security or 
the foreign policy of the United States." "Mat
ters intimately related to foreign policy and na
tional security," declared a majority of the 
Court, "are rarely proper subjects for judicial 
intervention." 

Thus, the Supreme Court, far from adopt
ing a set of principles that would give the First 
Amendment a fighting chance against assertions 
of national security, has come close to abandon
ing the effort to assure that constitutional liber
ties will be taken into account. There is real 
danger that First Amendment rights will be 
overwhelmed by national security demands 
Such a result need not be. Past experience shows 
that the dangers to national security from free
dom of expression have been vastly overdrawn 
and that a democratic accommodation can be 
made. Our traditions also tell us that it is futile 
to search for total security. National security 
achieved at the sacrifice of our system of indi
vidual rights is not national security in any true 
sense. 

The First Amendment and the Changing 
Technology 

A second major problem for the First 
Amendment—or rather series of problems— 
Rises out of the vast changes taking place in the 
technology of communication. When the First 
Amendment was drafted at the end of the eigh
teenth century the chief form of expression, 
consisted of the printed press, meetings, demon
strations, and the like. During the course of this 
century radio and television came to play a 
prominent role. At the present time the system 
of freedom of expression is being revolutionized 
by the development of radically new modes of 
communication. These include cable television, 
satellites, microwaves, optical fibers, computers, 
facsimile, videotapes, and many similar devices. 
Two aspects of this new technology are of para
mount importance for the future of the First 
Amendment. One concerns the breakdown of 
the traditional differences in First Amendment 
law between the print media and the electronic 
media. The other is the potential for wider ac
cess, by diverse individuals and groups, to the 
mats media. 

As First Amendment law has developed 
their has emerged a significant difference in the 
degree of governmental control allowed over 
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the traditional print media and the newer elec
tronic media. The older forms of communica
tion enjoy, at least in theory, a somewhat higher 
degree of protection from governmental inter
ference. Restrictions upon the content of the 
communication, with some exceptions for libel, 
obscenity, advocacy of law violation, and the 
like, are forbidden. Time, place, and manner 
controls are limited, by and large, to those nec
essary to provide physical accommodation for 
competing interests. Special procedural doc
trines, such as the rule against prior restraint, 
are applied with some degree of firmness. All in 
all the print media are constitutionally well-
entrenched. 

The same does not apply, at least to the 
same degree, to the electronic media. There the 
physical scarcity of channels through which to 
communicate has led to greater government 
controls. Thus, despite the rule against prior re
straint, no radio or television station can oper
ate without first obtaining a license from the 
government. Some control over content is per
mitted. A broadcasting station must operate in 
"the public interest"; various limitations on 
ownership are imposed, such as prohibition, 
against cross-ownership of newspapers and tele
vision stations; broadcasters must comply with 
the fairness doctrine and grant equal time to 
candidates for election. Furthermore, in the 
Pacifica case the Supreme Court upheld restric
tions on the use of "offensive" language by 
broadcasting stations, resting its decision in part 
upon the special capacity of radio and televi
sion signals to enter the home. 

One impact of the revolution in technology 
is a merging of the print and electronic modes 
of communication. Thus a facsimile newspaper 
may be sent into the home by electronic means. 
Access to information in a computer is in many 
ways similar to access to a library. The question 
has been raised as to whether, under these cir
cumstances, the First Amendment law applica
ble to the print media or that applicable to the 
electronic media will be applied to the emerg
ing modes of communication. In the former 
case government power over the media would 
be substantially more limited than in the latter 
case. 

It is impossible to foresee how these mat
ters will turn out. On the face of it, however, it 
would appear that the grounds for invoking 
First Amendment electronic law—the scarcity 
of physical facilities for communication—will 
largely disappear as a consequence of the new 
technology. If this be true, then First Amend
ment principles would certainly restrict govern
mental intervention in the system to matters of 
engineering and measures to limit monopoly. 

Unless the Pacifica theory prevails, and elec
tronic communication is held to possess a 
unique character, the result should be en
hanced, not diminished, First Amendment 
rights. 

The other feature of the modern technol
ogy is that it creates the physical facilities for 
virtually unlimited access to the means of com
munication. Thus, in place of the relatively few 
channels available for traditional television 
broadcasting, cable television allows a hundred 
programs to be broadcast simultaneously over a 
single wire. Whether this potential for expand
ing the volume and diversity of expression is 
realized in practice is one of the urgent open 
questions of the day. Increased exercise of First 
Amendment rights will not come about auto
matically. Positive steps to achieve that result 
will have to be taken. Thus, legal doctrines to 
govern the new situation will need to be formu
lated. For example, common carrier concepts, 
by which the instruments for communication 
can be available to all who pay a reasonable 
cost, have to be modernized. The actual mea
sures necessary to assure that the new potential 
for expanded communication materializes fall 
within the province of the legislative and ex
ecutive branches of government. The courts, 
however, retain the function of guiding and 
channeling these measures within the bounda
ries of the Constitution. The outcome of this 
process will in large measure determine how ef
fectively the First Amendment will operate in 
the new technological world. 
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Affirmative Governmental Action Affecting 
First Amendment Rights 

Most of our First Amendment law deals 
with the negative force of the First Amendment 
in preventing the government from prohibiting 
or interfering with freedom of expression. Yet 
some governmental conduct of a more affirma
tive nature may also have an impact upon First 
Amendment rights. Thus, the government may 
undertake to promote the system of freedom of 
expression by assisting speakers in their endeav
ors to communicate, or it may participate in 
the system itself as a speaker. Along with other 
governmental functions, these activities of the 
government have been increasing at an acceler
ated rate. Obviously, they both confer impor
tant benefits and present acute dangers. 

First Amendment doctrine concerned with 
governmental conduct in this area is just begin
ning to develop. It is likely to become a critical 
issue for future generations. Some of the prob
lems to be solved are illustrated by the use of 
government subsidies to finance various forms 
of expression and by government participation 
in expression through the operation of school 
libraries. 

Government funding of expression takes 
place on a widespread scale. It includes giving 
financial support to public radio and television, 
providing public money for political candidates, 
making grants for scientific research, and fur
nishing financial aid to cultural activities. The 
principal First Amendment difficulty is that, in 
carrying out such programs, the government 
must designate the basic purposes for which 
public funds are to be made available and it 
thereby passes judgment on the content of the 
expression, preferring the subsidized to that not 
subsidized. Moreover, by the very nature of the 
relationship, the government is in a position to 
dictate or influence the message communicated 
by the beneficiary of the funds. The resolution 
of this dilemma would seem to rest in part upon 
developing a distinction between government 
intervention at the macro level and governmen
tal intervention at the micro level. Thus, the 
government would be authorized to support ex
pression by selecting a general area for subsidy 
but prevented from controlling the details of 
the expression within that area. 

A different kind of issue is presented by the 
government's conduct in maintaining a school 
library. Questions arise when public officials re
move or fail to provide a book because of its 
ideological content. A persuasive argument can 
be made that such action violates First Amend
ment rights. The function of the school, at least 
above the elementary level, it not only to instill 

traditional knowledge in its students but to give 
them the capacity for critical thought and inno
vative action. The library is a key institution in 
this process. The student, who frequently is a 
captive audience because of the compulsory at
tendance laws, would appear to have a constitu
tional right to have access to a broad range of 
information and ideas. The Supreme Court in 
its recent decision in the Island Trees School 
case has indeed recognized such a right. 

On the other hand, translation of the theo
retical right into a concrete legal remedy is not 
without difficulty. In building a school library 
—adding or removing books—the school au
thorities must necessarily delve into the worth 
of the information and ideas contained in the 
material under consideration. By what standard 
is a court to decide whether this judgment vi
olates the student's constitutional right? For 
answers the Court must look to concepts of bal
anced presentation and the professional judg
ment of educators as to whether the action of 
the school officials unduly restricts the space 
needed by the student for growth and devel
opment. Of course, even if the courts can for
mulate a workable standard they could not 
supervise every decision made by the school au
thorities. At most they would be able to keep 
the pertinent constitutional principles alive and 
apply them in egregious cases. 

Affirmative government support of what is 
essentially a laissez-faire system and participa
tion by the government in that system present a 
paradox. Government controls are brought into 
play, but the controls must in turn be con
trolled. The working out of this dilemma still 
remains a major task. 

Conclusion 
To sum up, there is some evidence that ba

sic understanding and support for the system of 
freedom of expression have lost ground in some 
quarters. There are some weaknesses in the con
stitutional structure that has evolved from the 
decisions of the Supreme Court. The claims be
ing pressed in the name of national security 
pose a critical issue; adjustment to the new tech
nology demands an immediate solution; and 
controls over an active government, seeking to 
promote and participate in the system, have not 
yet evolved. Nevertheless, on the whole the First 
Amendment lives a powerful life. If we can 
keep basic economic, environmental, and other 
social conditions from overwhelming us, keep 
warfare from destroying us, and keep faith in 
the progress we have made, the-symbolic year of 
1984 need never arrive. 

21 



IV 

425


APPENDIX II


98TH CONGRESS 
1ST SESSION H. RES. 3 8 4 

Expressing the sense of the House of Representatives regarding the blackout of 
press coverage in Grenada. 

IN THE HOUSE OF REPRESENTATIVES 
NOVEMBER 18, 1983 

Mr. LOWRY of Washington submitted the following resolution; which was referred 
to the Committee on the Judiciary 

RESOLUTION

Expressing the sense of the House of Representatives regarding 

the blackout of press coverage in Grenada. 

Whereas the first amendment of the Constitution of the United 

States provides that the freedom of the press shall not be 

abridged; 

Whereas the United States Government has long been distin

guished in the eyes of the world for its promotion and pro

tection of press freedom and the open coverage and vigorous 

debate of issues and events; 

Whereas the United States Government's protection of the free
dom of the press has stood in stark contrast to the control 

of the press by the Government of the Soviet Union; 
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Whereas the American press corps has covered every military 

action involving the United States since the time of the 

American revolution; 

Whereas hundreds of American correspondents have lost their 

lives covering American military activities around the world; 

Whereas members of the press corps have consistently protected 

the secrecy of information which could jeopardize sensitive 

military operations or human lives; 

Whereas the citizens in a democratic form of government rely 

on newspaper, magazine, television, and radio coverage of 

domestic and international activities of their government to 

develop informed and intelligent opinions about those activi

ties; and 

Whereas all members of the American press were uniformly pro

hibited by the United States Government from covering 

firsthand the American military intervention in Grenada: 

Now, therefore, be it 

1 Resolved, That it is the sense of the House of Repre

2 sentatives that the President, executive officers, Congress, 

3 and judiciary of the United States should honor and uphold 

4 the protections of the press provided by the first amendment 

5 of the Constitution of the United States and insure the right 

6 of members of the press to bring to the American people 

7 complete and uncensored reports of all future nonconfidential 

8 military activities of the United States. 

O 

H RES 384 IH 
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NEWS RELEASE 
OFFICE OF ASSISTANT SECRETARY OF DEFENSE (PUBLIC AFFAIRS) 

WASHINGTON D.C. 20305 

PLEASE NOTE DATE 

IMMEDIATE RELEASE AUGUST 23, 1984 NO. 450-84


STATEMENT BY THE SECRETARY OF DEFENSE


I am today releasing the final report of the CJCS Media-

Military Relations Panel (Sidle Panel).


I have directed the Assistant Secretary of Defense (Public

Affairs) to take the necessary steps to implement those portions

of the final report which meet the Panel's criteria of providing

maximum news media coverage of U.S. military operations "consistent

with military security and the safety of U.S. forces."


As an added step, I will form a panel of eminent journa

lists and former war correspondents to advise me on the best

ways to meet these objectives. This group will become a perma

nent Secretary of Defense Media Advisory Committee. By forming

such a committee, I wish to ensure that the media's viewpoint

can be expressed in our highest councils on a continuing basis.


I firmly believe that relations between members of the

armed forces and members of the press will be greatly enhanced

by continued, strengthened, and informed dialogue. As part of

instilling a better understanding on our part of the problems

and responsibilities of the press in connection with our armed

forces in times of crisis or conflict, as well as in peacetime,

I have already directed a review of the adequacy of instruction

on relations between the press and armed services at all levels

of our military educational system.


I greatly appreciate the work done by General Sidle and the

members of his panel, and by General Vessey. It is a necessary

first step toward improved understanding by all parties. I

believe our News Media Advisory Committee will help us move further

and further along that path.


END
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General John W. Vessey, Jr.

Chairman, Joint Chiefs of Staff

The Pentagon, Room 2E872

Washington, D.C. 20301


Dear General Vessey:


As you requested, enclosed are the final report and

recommendations of the Sidle Panel, together with pertinent

enclosures. The panel is unanimous in its strong belief that

implementation of the recommendations, both in fact and in

spirit, by the appropriate military authorities will set the

stage for arriving at workable solutions for media-military

relations in future military operations. We also believe

that these solutions will be satisfactory to reasonable

members of both the media and the military.


The report has three sections: an introduction, a

recommendations section, and a comment section. We adopted

this format because, while we were unanimous on the recommenda

tions, there were some differences of opinion on some points in

the comments. However, we all agreed that the comments were

necessary to help explain the recommendations and that even

the points on which we were not unanimous were worthy of

consideration as suggestions and background for those who

will implement the recommendations, should they be implemented.

In any case, the entire panel has formally endorsed the

recommendations, while I signed the comments. I should add

that, where appropriate, I have mentioned the panel's degree

of support in the comments.


The panel asked that I put three points in this letter

that were not exactly germane to the report but required

some comment on our part.


First, the matter of so-called First Amendment rights.

This is an extremely gray area and the panel felt that it was

a matter for the legal profession and the courts and that we

were not qualified to provide a judgment. We felt justified

in setting aside the issue, as we unanimously agreed at the

outset that the U.S. media should cover U.S. military operations

to the maximum degree possible consistent with mission security

and the safety of U.S. forces.
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Second, Grenada. We realize that Grenada had shown the

need to review media-military relations in connection with

military operations, but you did not request our assessment

of media handling at Grenada and we will not provide it.

However, we do feel that had our recommendations been "in

place" and fully considered at the time of Grenada, there

might have been no need to create our panel.


Finally, the matter of responsibility of the media.

Although this is touched on in the report, and there is no

doubt that the news organization representatives who appeared

before us fully recognized their responsibilities, we feel

we should state emphatically that reporters and editors alike

must exercise responsibility in covering military operations.

As one of the senior editors who appeared before us said,

"The media must cover military operations comprehensively,

intelligently, and objectively." The American people deserve

news coverage of this quality and nothing less. It goes

without saying, of course, that the military also has a

concurrent responsibility, that of making it possible for the

media to provide such coverage.


The members of the panel have also asked me to express

their appreciation for being asked to participate in this

important study and their hope that our work will be of value

to the military, the media, and to the American people.


Finally, the panel considers this covering letter an

integral part of our report.


Sincerely,


Winant Sidle

Major General, USA, Retired

Chairman


Enclosure

Report
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INTRODUCTION


The Chairman of the Joint Chiefs of Staff (CJCS) Media 

Military Relations Panel (known as the Sidle Panel) was

created at the request of the Chairman, General John W.

Vessey, Jr., who asked that I convene a panel of experts to

make recommendations to him on, "How do we conduct military

operations in a manner that safeguards the lives of out

military and protects the security of the operation while

keeping the American public informed through the media?"


Major General Winant Sidle, USA, Retired, was selected

as chairman of this project and asked to assemble a panel

composed of media representatives, public affairs elements of

the four Military Services, the Office of the Assistant

Secretary of Defense (Public Affairs) (OASD(PA)), and opera

tions spokesmen from the Organization of the Joint Chiefs of

Staff (OJCS).


The initial plan, concurred in by CJCS and ASD(PA), was

to invite major umbrella media organizations and the Department

of Defense organizations to provide members of this panel.

The umbrella organizations, such as the American Newspaper

Publishers Association (ANPA), the American Society of

Newspaper Editors (ASNE), the National Association of

Broadcasters (NAB), and the Radio Television News Directors

Association (RTNDA), and their individual member news

organizations decided that they would cooperate fully with the

panel but would not provide members. The general reason

given was that it was inappropriate for media members to

serve on a government panel.


This decision, unanimous among the major news media

organizations, resulted in a revised plan calling for the non

military membership of the panel to be composed of experienced

retired media personnel and representatives of schools of

journalism who were experts in military-media relations. The

Department of Defense organizations involved agreed to provide '

members from the outset. Final panel membership is at

Enclosure 1.


To provide initial input to the panel for use as a

basis for discussion when the panel met, a questionnaire was

devised with the concurrence of CJCS and ASD(PA) and mailed

to all participants. It was also sent to a number of additional

organizations and individuals who had expressed interest and

to some who had not but were considered to be experts in the

matter. As the result of these mailings, the panel had

available 24 written inputs to study prior to meeting. Of

these, 16 were from major news organizations or umbrella

groups. All inputs are at Enclosure 2. The panel regretted

that all who indicated interest could not appear before it,

but time did not permit.




432 

REPORT 

by 

CJCS MEDIA-MILITARY RELATIONS PANEL (SIDIE PANEL) 

SECTION I: Recommendations


Statement of Principle


The American people must be informed about United States

military operations and this information can best be provided

through both the news media and the Government. Therefore,

the panel believes it is essential that the U.S. news media.

cover U.S. military operations to the maximum degree possible

consistent with mission security and the safety of U.S. forces.


This principle extends the major "Principle of Information"

promulgated by the Secretary of Defense on 1 December 1983,

which said:


"It is the policy of the Department of Defense to

make available timely and accurate information so that

the public, Congress, and members representing the

press, radio and television may assess and understand

the facts about national security and defense strategy.

Requests for information from organizations and private

citizens will be answered responsively and as rapidly

as possible. . ." (Copy at Enclosure 4)


It should be noted that the above statement is in

consonance with similar policies publicly stated by most

former secretaries of defense.


The panel's statement of principle is also generally

consistent with the first two paragraphs contained

in "A Statement of Principle on Press Access to Military

Operations" issued on 10 January 1984 by 10 major news

organizations (copy at Enclosure 5). These were:


"First, the highest civilian and military officers

of the government should reaffirm the historic principle

that American Journalists, print and broadcast, with

their professional equipment, should be present at U.S.

military operations. And the new media should reaffirm

their recognition of the importance of U.S. military

mission security and troop safety. When essential, both

groups can agree on coverage conditions which satisfy

safety and security imperatives while, in keeping with

the spirit of the First Amendment, permitting independent

reporting to the citizens of our free and open society

to whom our government is ultimately accountable.
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"Second, the highest civilian and military officers

of the U.S. government should reaffirm that military

plans should include planning for press access, in

keeping with past traditions. The expertise of government

public affairs officers during the planning of recent

Grenada military operations could have met the interests

of both the military and the press, to everyone's

"benefit."


Application of the panel's principle should be adopted

both in substance and in spirit. This will make it possible

better to meet the needs of both the military and the media

during future military operations. The following recommenda

tions by the panel are designed to help make this happen.

They are primarily general in nature in view of the almost

endless number of variations in military operations that

could occur. However, the panel believes that they provide

the necessary flexibility and broad guidance to cover almost

all situations.


RECOMMENDATION 1:


That public affairs planning for military operations be

conducted concurrently with operational planning. This can

be assured in the great majority of cases by implementing the

following:


a. Review all joint planning documents to assure

that JCS guidance in public affairs matters is adequate.


b. When sending implementing orders to Commanders

in Chief in the field, direct CINC planners to include

consideration of public information aspects.


c. Inform the Assistant Secretary of Defense (Public

Affairs) of an impending military operation at the earliest

possible time. This information should appropriately come

from the Secretary of Defense.


d. Complete the plan, currently being studied, to include

a public affairs planning cell in OJCS to help ensure adequate

public affairs review of CINC plans.


e. Insofar as possible and appropriate, institutionalize

these steps in written guidance or policy.


RECOMMENDATION 2:


When it becomes apparent during military operational

planning that news media pooling provides the only feasible

means of furnishing the media with early access to an operation,

planning should provide for the largest possible press pool

that is practical and minimize the length of time the pool

will be necessary before "full coverage" is feasible.
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RECOMMENDATION 3: 

That, i n connection with the use of pools, the Joint 
Chiefs of Staff recommend to the Secretary of Defense that 
he study the matter of whether to use a pre-established and 
constantly updated accreditat ion or not i f i ca t ion list of 
correspondents in case of a mi l i tary operation for which a 
pool is required or the establishment of a news agency list
for use in the same circumstances. 

RECOMMENDATION 4: 

That a basic tenet governing media access to mil i tary 
operations should be voluntary compliance by the media with 
securi ty guidel ines or ground rules established and issued by 
the mi l i tary . These rules should be as few as possible and 
should be worked out during the planning process for each 
operation. Violations would mean exclusion of the corre
spondent(s) concerned from further coverage of the operation. 

RECOMMENDATION 5: 

Public Affairs planning for military operations should 
include suff ic ient equipment and qualified mili tary personnel 
whose function is to a s s i s t correspondents in covering the 
operation adequately. 

RECOMMENDATION 6: 

Planners should carefully consider media communications 
requirements to assure the e a r l i e s t feasible ava i l ab i l i t y . 
However, these communications must not interfere with combat 
and combat support operations. If necessary and feas ible , 
plans should include communications facilities dedicate to
the news media. 

RECOMMENDATION 7: 

Planning factors should include provision for i n t r a - and 
in t e r - t hea t r e t ransportat ion support of the media. 

RECOMMENDATION 8: 

To improve media-military understanding and cooperation: 

a. CJCS should recommend to the Secretary of Defense 
t ha t a program be undertaken by ASD(PA) for top military
public affa i rs representat ives to meet with news organization
leadership, to include meetings with individual news organiza
tions, on a reasonably regular basis to discuss mutual problems,
including relat ionships with the media during military operations
and exercises. This program should begin as soon as possible. 
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b. Enlarge programs already underway to improve

military understanding of the media via public affairs

instruction in service schools, to include media participation

when possible.


c. Seek improved media understanding of the military

through more visits by commanders and line officers to news

organizations.


d. CJCS should recommend that the Secretary of

Defense host at an early date a working meeting with

representatives of the broadcast news media to explore the

special problems of ensuring military security when and if

there is real-time or near real-time news media audiovisual

coverage of a battlefield and, if special problems exist, how

they can best be dealt with consistent with the basic principle

set forth at the beginning of this section of the report.


The Panel members fully support the statement of principle

and the supporting recommendations listed above and so indicate

by their signatures below:
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SECTION II:


RECOMMENDATION 1:


That public affairs planning for military operations be

conducted concurrently with operational planning. This can

be assured in the great majority of cases by implementing the

following:


a. Review all joint planning documents to assure

that JCS guidance in public affairs matters is adequate.


b. When sending implementing orders to Commanders

in Chief in the field, direct that the CINC planners include

consideration of public information aspects.


c. Inform the Assistant Secretary of Defense (Public

Affairs) of an impending military operation at the earliest

possible time. This information should appropriately come

from the Secretary of Defense.


d. Complete the plan, currently being studied, to include

a public affairs planning cell in OJCS to help ensure adequate

public affairs review of CINC plans.


e. Insofar as possible and appropriate, institutionalize

these steps in written guidance or policy.


Comments


1. Under the current system of planning for military

operations, provisions exist to include public affairs planning

but it is neither mandatory nor certain that current joint

planning documents are adequate from a public affairs standpoint.

The basic purpose of this recommendation is to help assure

that public affairs aspects are considered as soon as possible

in the planning cycle for any appropriate military operation

and that the public affairs planning guidance is adequate.


2. The panel was unanimous in feeling that every step

should be taken to ensure public affairs participation in

planning and/or review at every appropriate level. Recommenda

tions la, b, and d are designed to assist in implementing

this consideration.


3. Panel discussions indicated that it is difficult to

determine in advance in all cases when public affairs planning

should be included. The panel felt that the best procedure

would be to include such planning if there were even a remote

chance it would be needed. For example, a strictly covert

operations, such as the Son Tay raid in North Vietnam, still

requires addressing public affairs considerations if only to

be sure that after action coverage adequately fulfills the

obligation to inform the American people. Very small, routine

operations might be exceptions.
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4. Recommendations 1c is self-explanatory. The ASD(PA),

as the principal public affairs advisor to both the Secretary

of Defense and the Chairman, JCS, must be brought into the

planning process as soon as possible. In view of the DOD

organization, the panel felt that this should be the responsi

bility of the Secretary of Defense.


5. We received indications that some commanders take

the position that telling something to his public affairs

officer is tantamount to telling it to the media. All members

of the panel, including its public affairs officers decried

this tendency and pointed out that a public affairs specialist

is the least likely to release material prematurely to the

media. Although the panel did not consider the matter officially,

there is no doubt that public affairs officers are just as

dedicated to maintaining military security as are operations

officers and must know what is going on in a command if they

are to do their job!


RECOMMENDATION 2:


When it becomes apparent during military operational

planning that news media pooling provides the only feasible

means of furnishing the media with early access to an operation,

planning should support the largest possible press pool that

is practical and minimize the length of time the pool will be

necessary.


Comments


1. Media representatives appearing before the panel were

unanimous in being opposed to pools in general. However, they

all also agreed that they would cooperate in pooling agreements

if that were necessary for them to obtain early access to an

operation.


2. The media representatives generally felt that DOD

should select the organizations to participate in pools, and

the organizations should select the individual reporters.

(See Recommendation 3.)


3. The media were unanimous in requesting that pools be

terminated as soon as possible and "full coverage" allowed.

"Full coverage" appeared to be a relative term, and some

agreed that even this might be limited in cases where security,

logistics, and the size of the operation created limitations

that would not permit any and all bona fide reporters to cover

an event. The panel felt that any limitations would have to be

decided on a case-by-case basis but agreed that maximum

possible coverage should be permitted.
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4. The media agreed that prior notification of a pooling

organization should be as close to H-Hour as possible to

minimize the possibility of a story breaking too soon, especially

if speculative stories about the operation should appear in

media not in the pool or be initiated by one of their reporters

not privy to the pool. This would require a pool media

decision as to whether to break the story early, despite the

embargo on such a break that is inherent in early notifica

tion for pooling purposes. The media representatives were

not in agreement on this matter but did agree generally that

they should not release aspects of the story that they had

been made aware of during DOD early notification and which did

not appear in the stories already out or in preparation; nor

should this privy information be used to confirm speculation

concerning an operation.


5. In this connection, the media generally did not agree

with a view voiced by some members of the panel that, absolutely

to guarantee security, pool notification would not be made

until the first military personnel had hit the beach or

airhead even though advance military preparation could speed

the poolers to the site in the least time possible. The

panel did not take a position on this, but some felt that

carefully planned pool transportation could meet the media's

objections in many, possibly most, cases. For example, is

remote areas the pool could be assembled in a location close

to the operation using overseas correspondent who would not

have to travel from the United States. This is a subject

worthy of detailed discussion in the military-media meetings

proposed in Recommendation 8a.


6. In this connection, the panel recognized that in many

areas of the world an established press presence would be

encountered by U.S. forces irrespective of a decision as to

whether or not a pool would be used. This consideration

would have to be included in initial public affairs planning.


7. There was no unanimity among the media representatives

as to whether correspondents, pooled or otherwise, should be

in the "first wave" or any other precise point in the operation.

All did agree that media presence should be as soon as possible

and feasible. The panel believes that such timing has to be

decided on a case-by-case basis.


8. Neither the media nor the panel agreed on use in a

pool	 of full-time media employees who are not U.S. citizens.

The media tended to agree that, if the parent organization

considered such employees reliable, they should be allowed to

be pool members. Based on public affairs experience in

Vietnam, there were many cases where such employees proved

entirely reliable; however, some did not. The panel suggests

than this has to be another case-by-case situation.
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9. There was also a divergence of opinion among the

media as to what news organizations should make up a pool,

although all agreed that the most important criterion was

probably which organizations cover the widest American

audience. Several media representatives suggested specific

media pools, but, unfortunately, they varied widely. The

panel was not in full agreement on this subject either, but

did agree that the following types of news organizations

should have top priority. The panel further agreed that DoD

should take the factors discussed in this paragraph into

account when designating news organizations to participate in

a pool.


a. Wire services. AP and UPI to have priority. A

reporter from each and a photographer from either one should

be adequate. In a crash situation where inadequate planning

time has been available, a reporter from one wire service and

a photographer from the other could provide a two-person pool.


b. Television. A two-person TV pool (one correspondent,

one file/sound man) can do the job for a brief time although

perhaps minimally. All TV representatives agreed that a

three-person team is better and can do more. A panel suggestion

that a six-person team (one cameraman, one sound man, and

one reporter each from ABC, CBS, NBC, and CNN) seemed agreeable

to the four networks although the load on the two technicians

would be difficult to handle. The panel has no suggestion

on this except that IV pool representatives must have high

priority with two representatives as the minimum and augmentation

to depend on space available. This should be a matter of

discussion at the meetings suggested in recommendation 8a.

The question of radio participation in pools must also be

resolved.


c. News Magazines. One reporter and one color

photographer.


d. Daily newspapers. At least one reporter. The

panel agreed with newspaper representatives that, although

newspapers do use wire service copy and photos, at least one

newspaper pooler is needed for the special aspects of newspaper

coverage not provided by the wire services. Criteria suggested

for use when deciding which newspaper(s) to include in a pool

included: Circulation, whether the newspaper has a news

service, does the newspaper specialize in military and foreign

affairs, and does it cover the Pentagon regularly. There

was size agreement among the media representatives that

there are probably not more than 8-1c newspapers which should

be considered for pooling under these criteria.
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10. In addition to the type of embargo necessary when a

pooling news agency is notified in advance about a military

operation (i.e., nothing to be said about it until it begins)

there is another type applicable to some military operations.

This second type was used with great success in Vietnam and

restricts media accompanying the forces from filing or releasing

any information about the progress of the operation until the

on-scene commander determines that such release will not

impair his security by informing the opposing commander

about his objectives. Normally, this is not a problem as

general objectives quickly become apparent. In the case of a

special objective, there might be some delay in authorizing

stories until either the objective is attained or it is

obvious the enemy commander knows what it is. In any case,

this type of embargo is an option to planners that the media

would almost certainly accept as opposed to not having corre

spondents with the forces from the outset or close to it.

The panel did not have a consensus on this matter.


11. Media representatives emphasized the readiness of

correspondents to accept, as in the past, the physical dangers

inherent in military operations and agreed that the personal

security of correspondents should not be a factor in planning

media participation in military operations.


RECOMMENDATION3l:


In connection with the use of pools, the Joint Chiefs

of Staff recommend to the Secretary of Defense that he study

the matter of whether to use a pre-established and constantly

updated accreditation or notification list of correspondents

in case of a military operation for which a pool is required

or just the establishment of a news agency list for use in

the same circumstances.


Comments


1. The panel envisions that in either case the agency

would select the individual(s) to be its representatives in

the pool. In the case of the accreditation/notification list,

there would presumably be several names from each news agency/

organization to provide the necessary flexibility. The agency

would have provided the names in advance to DoD. In the

case of the news agency/organization list, DoD would decide

which agencies would be in the pool and the agencies would

pick the person(s) desired without reference to a list.

There was no agreement as to whether DoD should have approval

authority of the individuals named to be pool members. The

media representatives were unanimously against such approval

as were some members of the panel. However, other panel

members believes that in the case of an extremely sensitive

operation, DoD should have such authority.
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2. There was no agreement among either those who appeared 
before the panel or among the panel i t s e l f on this matter. 
There in both groups seemed to favor simply establishing a 
news agency list including wire services, television, news 
magazines and newspapers from which to pick when DOD establishes 
a pool. 

3 . This particular problem is one that should be resolved 
in advance of a military operation and should be a subject of 
discussion in connection with the military-media meetings 
suggested in Recommendation 8a. 

4. This recommendation does not concern the accreditation 
that would have to be given each correspondent covering an 
operation, either at f irs t or later, by the senior on-site 
commander. Traditionally, this accreditation i s limited to 
establishing that the individual is a bona fide reporter 
(represents an actual media organization). 

RECOMMENDATION 4:


That a basic tenet governing media access to military

operations should be voluntary compliance by the media with

security guidelines or ground rules established and issued by

the military. These rules should be as few as possible

and should be worked out during the planning process for each

operation. Violations would mean exclusion of the correspondent(s)

concerned from further coverage of the operation.


Comments


1. The media were in support of this concept as opposed

to formal censorship of any type, and all media representatives

agreed that their organizations would aside by these ground

rules. This arrangement would place a heavy responsibility

on the news media to exercise care so as not to inadvertently

jeopardize mission security or troop safety.


2. The guidelines/ground rules are envisioned to be

similar to these used in Vietnam (a copy at Enclosure 6).

Recognizing that each situation will be different, public

affairs planners could use the Vietnam rules as a starting

point, as they were worked out empirically during Vietnam by

public affairs and security personnel and, for the most

part, in cooperation with news media on the scene. All

media representatives who addressed the issue agreed that

the ground rules worked out satisfactorily in Vietnam.


40-209 O - 85 - 15
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RECOMMENDATION 5:


Public affairs planning for military operations should

include sufficient equipment and qualified military personnel

whose function is to assist correspondents in covering the

operation adequately.


Comments


1. The military personnel referred to in this recommenda

tion are normally called escorts; however, this term has

developed some unfortunate connotations as far as the media

are concerned. In any case, the panel's recommendation is

designed to provide personnel who, acting as agents of the

on-scene commander, will perform such functions as keep the

correspondents abreast of the situation; arrange for interviews

and briefings; arrange for their transportation to appropriate

locations; ensure they are fed and housed, if necessary; and

be as helpful as possible consistent with security and troop

safety.


2. Almost all of the media representatives agreed that

such escorts are desirable, especially at the beginning of an

operation, to assist in media coverage. As the operation

progresses and the reporters become familiar with what is

going on, the media representatives were generally less

enthusiastic about this type of assistance.


3. All the media were against escorts if their goal was

to try to direct, censor, or slant coverage. However, most

agreed that pointing out possible ground rule violations and

security problems would be part of the escort's responsibility.


A. She point was made to the panel and the media representa

tives that escorts were often required in Vietnam, especially

after about mid-1968, without many problems arising. One of

the major advantages of escorts was making sure the reporters

had a full and accurate understanding of the operation being

covered.


5. The senior on-scene commander will decide how long

escorting should continue after an operation begins.


RECOMMENDATION 6:


Planners should carefully consider media communications

requirements to assure the earliest feasible availability.

However, these communications must not interfere with combat

and combat support operations. If necessary and feasible,

plans should include communicative facilities dedicated to

the news media.
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Comments


1. Media representatives were unanimous in preferring

provision for use of their own communications or using local

civilian communications when possible. They were also

unanimous, however, in the need for access to military

communications if nothing else were available, especially in

the opening stages of an operation.


2. Permitting media coverage without providing some sort

of filing capability does not make sense unless an embargo is

in force.


3. Although not discussed in depth during the panel

meetings, communications availability is an obvious factor in

determining press pool size. Planners should consider the

varying deadlines of the different types of media. For

example, newsmagazine reporters usually have more time to

file thus permitting courier service as a possible satisfactory

solution from their standpoint.


4. There was considerable discussion of the possibility

of media-provided satellite uplinks being a future threat to

security if technology permits-real-time or near real-time

copy and film/tape processing. The media representatives

felt that such a possibility was not imminent; however, the

discussions resulted in Recommendation 8d being included in

the report. One panel member made the point that such real-time

or near real-time capability has long existed for radio news

including the Murrow reporting during World War II.


RECOMMENDATION 7:


Planning factors should include provision for intra- and

inter-theater transportation support of the media. There was

no Panel comment on this matter.


RECOMMENDATION 8:


To improve media-military understanding and cooperation:


a. CJCS should recommend to the Secretary of Defense

that a program be undertaken by ASD(PA) for top military

public affairs representatives to meet with news organization

leadership, to include meetings with individual news organiza

tions, on a reasonably regular basis to discuss mutual problems,

including relationships with the media during military operations

and exercises. This program should begin as soon as possible.


b. Enlarge programs already underway to improve

military understanding of the media via public affairs

instruction in service schools and colleges, to include

media participation when possible.
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c. Seek improved media understanding of the military 
through more visits toy commanders and line officers to news 
organizations. 

d. CJCS should recommend that the Secretary of Defense 
host at an early date a working meeting with representatives 
of the broadcast news media to explore the special problems 
of ensuring military security when and if there is real-time 
news media audiovisual coverage of a battlefield and, if 
special problems exist, how they can best be dealt with 
consistent with the basic principle set forth at the 
beginning of this section of the report. 

Comments 

1. The panel became convinced during its meetings with

both media and military representatives that any current

actual or perceived lack of mutual understanding and cooperation

could be largely eliminated through the time-tested vehicle

of having reasonable people sit down with reasonable people and

discuss their problems. Although some of this has occurred

from time to time through the years, there has not been

enough, especially in recent years. The panel envisages that

these meetings would be between ASD(PA) and/or his represen

tatives and the senior leadership of both media umbrella

organizations and individual major news organizations. A

number of media representatives appearing before the panel

said that they thought the media would be happy to participate

such a program. The program should include use of the Chiefs/

Directors of Public Affairs of the Services, some of whom

are already doing this.


2. Such meetings would provide an excellent opportunity

to discuss problems or potential problems involving future

military operations/exercises such as pooling, security and

troop safety, accreditation, logistic support, and most

importantly, improving mutual respect, trust, understanding,

and cooperation in general.


3. The panel does not exclude any news organizations in

this recommendation, but practicality will lead to emphasis

on meetings with major organizations. It would be equally

useful for commanders in the field and their public affairs

officers to conduct similar meetings with local and regional

media in their areas, some of which are also underway at

this time.


4. Both the panel and the media representatives landed

the efforts underway today to reinsert meaningful public

affairs instruction in service schools and colleges. Many

officers are sheltered from becoming involved with the news

media until they are promoted to certain assignments where

they suddenly come face-to-face with the media. If they

have not been adequately informed in advance of the mutual




445


with each other, they sometimes tend to make inadequate

decisions concerning media matters. In this connection,

several media representatives told the panel they would be,

and in some cases have already been, delighted to cooperate

in this process by talking to classes and seminars.


5. Several media representatives also were enthusiastic

about undertaking an effort to inform their employees about the

military, primarily through visits of commanders and other

appropriate personnel to their headquarters or elsewhere in

their organizations. It was also apparent that some media are

concerned with this problem to the point that they are taking

an introspective look at their relations not only with the

military but other institutions.


General Comments:


1. The panel agreed that public affairs planning for

military operations involving allied forces should also

consider making plans flexible enough to cover allied media

participation, even in pools in some cases.


2. It was pointed out to the panel and should be noted

that planners may also have to consider the desires of U.S.

Ambassadors and their country teams when operations take

place in friendly foreign countries. Some of these problems

can, of course, be handled by the commanders and senior public

affairs personnel on the scene, but they should be alerted to

then in advance.


3. The media representatives all agreed that U.S. media

should have first priority in covering U.S. military operations.

The panel Generally agreed that this must be handled on a

case-by-case basis, especially when allied forces are involved.


Final Comment:


An adversarial -- perhaps politely critical would be a

better term -- relationship between the media and the

government, including the military, is healthy and helps

guarantee that both institutions do a good job. However,

this relationship must not become antagonistic -- an "us

versus them" relationship. The appropriate media role in

relation to the government has been summarized aptly as being

neither that of a lap dog nor an attack dog but, rather, a

watch dog. Mutual antagonism and distrust are not in the

best interests of the media, the military, or the American

people.


In the final analysis, no statement of principles,

policies, or procedures, no matter how carefully crafted, can

guarantee the desired results because they have to be carried

out by people -- the people in the military and the people
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in the media. So, it is the good will of the people involved,

their spirit, their genuine efforts to do the job for the

benefit of the United States, on which a civil and fruitful

relationship hinges.


The panel believes that, if its recommendations are

adopted, and the people involved are infused with the proper

spirit, the twin imperatives of genuine mission security/troop

safety on the one hand and a free flow of information to the

American public on the other will be achieved.


In other words, the optimum solution to ensure proper

media coverage of military operations will be to have the

military -- represented by competent, professional public

affairs personnel and commanders who understand media problems -

working with the media -- represented by competent, professional

reporters end editors who understand military problems -— in a

nonantagonistic atmosphere. The panel urges both institutions

to adopt this philosophy and make it work.


Winant Sidle

Major General, USA, Retired

Chairman
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Two Routes to the Wrong Destination:

Public Affairs in the South Atlantic War


by


Lieutenant Commander Arthur A. Humphries, US Navy


T he conflict in the South Atlantic in mid-1982 between Argentina and 
Great Britain offers us the opportunity to examine news management 

and its effects on public opinion in a crisis. This undeclared limited war for 
the Falkland Islands, or Malvinas, also provides us with a classic view of the 
differences in public information policies in an authoritarian government and 
in a democratic society. My intent is not to discuss the morality of 
propaganda, sophism, or blatant lying by a government in a crisis but to 
account for its existence and explain why and how it happens, along with the 
less oblique problems of misinformation and speculation. 

There has been a tendency in the wake of the crisis to compare the public 
affairs or news aspects to America's experiences in the Vietnam conflict. I 
don't think that Vietnam provides an apt comparison. While both Vietnam 
and the Falklands were limited wars, there were too many dissimilarities to 
allow for historical analogy, especially in the area of public information. 
There was a great deal of time for the US Military Assistance Command in 
Vietnam and the government back home to plan and set up facilities for the 
press corps in Vietnam. The news media also had a great deal of time to 
develop attitudes about, and strategies for, approaching that particular crisis. 
There was no such urgency in Vietnam as we saw in the South Atlantic. But 
there was one striking similarity—the capability for immediate mass 
communication. 

Mass Communications. There was the potential in the South Atlantic to show 
the folks back home a vivid, real-life, real-time picture of men from two 
opposing nations on two ordinary and theretofore unimportant islands doing 
some very permanent, ugly things to each other. After the Vietnam Tet 
Offensive of 1968, the American public, and for that matter the whole world, 
saw a sample of South Vietnamese-style capital punishment—a real 
execution of an enemy soldier, via their television sets in their own homes. 
That is not the sort of thing that would engender support at home for a war. If 
you want to maintain popular support for a war, your side must not be seen as 
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ruthless barbarians. Realistically, you cannot expect them always to be 
portrayed as knights in shining armor, either. 

When relatives of servicemen sec their boy, or someone who could be their 
boy, wounded or maimed, in living color, through imagery right in front of 
them, that tends to erode their support for their government's war aims. That 
happened during the Vietnam war. We know what happened to public opinion 
as a result of repeated doses of blood and guts given to a public that wasn't 
prepared to cope with it. The issue remains, then: What can a government do 
about that sort of problem, given the factors of high-tech communications 
capabilities and a worldwide public attuned to freedom of information? 

The Public Affairs Problem. Public opinion was vital to the initiation and the 
conduct of the South Atlantic war. Except in a totalitarian state a war cannot be 
conducted without first mobilizing the public; but there are certain public 
affairs strategies and tactics which can work and others that are not likely to 
work in the process or mobilizing and exploiting public support for a war. 
What were the strategies and tactics used by the belligerents in this conflict to 
achieve and maintain public support? Were they effective? How were those 
strategies facilitated? As the primary media for the belligerent governments' 
messages, what were the reactions of the print and electronic news organiza
tions to those strategies and tactics? What wisdom is gained about the ways of 
mobilizing and exploiting public support for a war in a modern industrial 
democracy? 

Wisdom Relearned. The public affairs wisdom gained from the Falklands war 
certainly wouldn't be considered conventional wisdom, that is, in a society 
accustomed to free information. The unconventional wisdom might play badly 
in such news and mass communication jungles as Rockefeller Center in New 
York or Fleet Street in London. The unconventional wisdom plays well, 
however, in Buenos Aires; there is little or no choice but to accept it there. Yet, 
in spite of a perception of choice in a democratic society, the Falklands war 
shows us how to make certain that government policy is not undermined by the 
way a war is reported. 

Here's the wisdom: control access to the fighting, invoke censorship, and 
rally aid in the form of patriotism at home and in the battle zone. Both 
Argentina and Great Britain showed us how to make that wisdom work. One of 
Britain's correspondents from World War II, the father of Falklands war 
correspondent Max Hastings, made the point then and it can still apply: 
"Objectivity can come back into fashion when the shooting is over." And, 
when the war was over, the armchair PAO quarterbacks could reflect with 
some objectivity that the disinformation from the British government and 
military was intended to deceive the Argentines; whereat the disinformation 
from the Argentine junta was intended to deceive the Argentine public. 
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Road to War. The Argentines had a public information plan and a 
psychological action plan for this war. Both plans are still classified and are 
still inaccessible. The British, on the other hand, winged their public affairs 
efforts. Except for the British Official Secrets Act, facilitated by a D-Notice 
Committee, there were no official British public affairs guidelines or 
directives to help the news management efforts of this war at the outset. 
There was a PAO plan on the shelves, a draft originated by the army in 1977, 
but it was discovered far too late to be of any help, at least for this war. It's 
not surprising that the MOD didn't have public affairs plans, knowing as we 
do now that they didn't have operational plans for anything outside of a Nato 
context. 

The Argentines were prepared and so ever increasingly confident of their 
position that they even announced publicly their imminent invasion. On 24 
January 1982, General Galtieri promised in a La Prensa article to possess the 
Malvinas before 3 January 1983, before the British and Falklanders could 
celebrate the 150th anniversary of the British settlement. Even certain 
members of the Argentine Embassy in the United States held no reservations, 
over cocktails or private dinner parties, about early advertisement of their 
government's intentions 

One month later, on the 24th of February, the British press warned of 
suspicious Argentine movements. Had the British become so complacent that 
they could mark these forthright warnings as only dictatorial rhetoric? It 
certainly seems that senior Foreign Office and MOD officials were satisfied 
with that explanation though they could read otherwise in their daily 
newspapers and in similar warnings from their embassy in Argentina. The 
British government made a fateful decision. At every turn they simply 
seemed to say to Argentina, "Come ahead and have your pleasure. We're not 
really interested in coming to a conclusion on our negotiations for the islands; 
we're not interested in defending them either since we're getting ready to 
scrap our only vessel there, the Endurance, plus some of our amphibs here, and 
we're selling our ASW carrier Invincible to Australia." With that kind of 
response to their warnings, the Argentines felt pretty comfortable about 
recouping what they saw as rightfully theirs. 

So it was with that set of preliminaries that the Argentine occupation of 
the Falkland Islands took the British public by surprise. Yet, in spite of 
Britain's perceived indifference indicated to Argentina, the Falkland 
invasion was seen by the British public as an affront to British sovereignty 
and national pride that could not be ignored. 

P
The British Performance 

rime Minister Thatcher hadstronger public opinion behind her than 
any of her predecessors facing an international crisis, except 

Churchill, who in 1940 rallied his public in their country's greatest danger. A 
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large majority of Parliament, most of the public, and the news organizations 
en thus ias t i ca l ly supported their g o v e r n m e n t ' s d e t e r m i n a 
tion to use force if a settlement couldn't be negotiated. A public opinion poll 
showed 83 percent in favor of regaining the Falklands and 53 percent 
preferred the use of force. The latter percentage was to increase as 
negotiations faltered. The Times of London had a clear vision of what was 
necessary when, on 8 April it editorialized that: "In strategy one must 
disregard the method by which the decision is reached and consider only the 
outcome that is desired. That outcome is to force our adversary to accept 
certain terms which must be imposed on him and which, at present, he says 
are unacceptable. In the dialectic of wills the decision can be achieved not just 
through a clash of arms but psychologically . . . . " 

The day before, another British daily, The Guardian, said, " . . . we must 
be sure that British opinion is prepared—through the waves of fervour—for 
a solution that meets the needs of the Falklanders." These editorial comments 
thus reflected the majority and indicated, at least here in postmortem, a 
willingness by these news Organizations to do their part to win the war. 
Could the MOD afford to look so closely in the mouth of this seeming gift 
horse? 

Good Policy, Bad Technique. Margaret Thatcher rose to her country's crisis 
openly and with honest explanation to her constituents. She bore the 
Parliamentary brunt of hard questions about lack of advance warning or 
preparation. She did not deceive or manipulate. It was she who insisted that 
to allow only six journalists to embark with her Falklands fleet was not 
enough. More had to be allowed to go. In the end, 29 journalists, technicians, 
and photographers sailed with the fleet. Her principle was right—allow 
coverage of the British side of the war. Her initiation of that principle was 
right—send journalists to tell the story. It was the inadequacy and the lack of 
a technique in managing the journalists, that harmed her government's public 
information effort. 

Two principles—the public's right to information and the duty to 
withhold information for operational security—were the government's basis 
for information policy. They are not, nor do they have to be diametrically 
opposite, in theory at least. But in actual practice they can easily conflict. 
The concept of operational security can be justified too loosely with such a 
response as, "that's an operational matter," particularly if the information 
being referred to is uncomplimentary to the person or unit or circumstance 
being discussed. If that happens, then the news media, writing for public 
consumption, will lose confidence and respect for the government or military 
spokesmen reflecting that attitude. 

The other consideration, however, is the possibility of the news media 
becoming too cavalier with sensitive information because of naiveté, 
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"What I have said throughout to that kind of question is that 
interesting though it may be, I have throughout the whole of 
the last four weeks never made a comment on it, but have 
always said that I hope that no one will think my comment 
means more than, quite simply, no comment." 

British MOD Spokesman 
Ian MacDonald 
Falklands War briefing 

pressures of deadlines, self-righteousness, or political bias. At that point a 
government might lose any willingness to release even nonsensitive informa
tion. Where exactly the balance could be found, came out in Parliamentary 
investigation as one of the major difficulties involved in formulating 
information policy. There is some wisdom to be gained from the dilemma. It 
is vital that no government seeks, in its urgent need to prosecute a war 
successfully, to insulate itself from the process of public accountability. 

What then should be reported by a government in war? The basic aims of 
an information policy should be: to provide as full an account as possible of 
the course of the conflict that is consistent with operational security; to retain 
the credibility of the government's or military's spokesmen; and to explain 
the government's case at home and to the international In the early 
stages of the Falklands war, the emphasis was on diplomatic activity with the 
military preparations as part of the psychological pressure to achieve 
diplomatic settlement. At this point it was important for the government to 
show the resolve and capacity to win militarily, if necessary. When 
diplomacy failed and fighting started, the aim had to be to release 
information as quickly and as accurately as possible consistent with the safety 
and security of the task force. 

Was it the MOD's policy always to tell the truth or did they indulge in 
misinformation in order to deceive the enemy? MOD representatives have 
freely admitted, and without apology, that they did not always tell the whole 
truth. They were unwilling though to admit that, on occasion, they 
deliberately misled the news media in order to deceive the Argentines. 

The Ministry of Defence public information policy for this war, according 
to its Permanent Undersecretary, Sir Frank Cooper, was based on the 
assumption that "the public has both an interest in and a right to know about 
defence. But we do not regard these rights as unlimited." 

Force commanders were specifically instructed "not to interfere with the 
style and content of press copy other than on security grounds," while news 
editors back home were "exceptionally cooperative" in responding to 
requests from MOD public relations personnel to remove certain references 
in stories in order to safeguard morale or to minimize distress to next of kin. 
Whether such an arrangement would be sufficient in a war in which 
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"instant" television coverage was possible, or in which the scope of the 
operation was more general, is dubious. What is a commander or a public 
affairs officer to do about it? 

One journalist testifying before a Parliamentary investigating committee 
noted in this regard that he did not know of any British correspondent who 
had ever slanted a battle report or knowingly put troops' lives at risk. But, the 
journalist added, Mao Zedong was only 75 percent right when he said, 
"Power comes from the barrel of a gun." In an age of near-instant 
communication, power also bounces down a beam from a communications 
satellite and goes to the side which tells the story first. The Israelis are 
masters at this. While they use strict censorship, their military press officers 
are not usually obstructive and have the sense to make sure that reporters' 
copy gets out with all possible speed and that correspondents are given every 
possible assistance in the field. To a lesser degree, even rag-clad guerrillas are 
aware of the power of communication. 

It was in that censorship or vetting process that the British gained some 
experience from which we can learn. During the Falklands war, there 
appeared to be no clear guidelines for censoring or vetting news reports. 
What the "minders" or censors with the task force and in London did, was 
something in between censoring and vetting, in that they appraised the 
correspondents' copy and asked them to remove or rewrite certain passages. 
The trouble was they didn't do it within a consistent format. Some of it was 
even ludicrous. As an example, in the pooled copy after the Sir Galahad was 
hit, there was a reference to a young guardsman, 20-year-old Stephen 
Dobbin. The reporter quoted him as saying, minutes after the attack, "Just 
tell my mum I'm safe, and keep your chin up. We'll get the bastards next 
time." The details of Guardsman Dobbin were bracketed by an MOD censor 
in London, who pointed out in brackets at the end of the dispatch: [The next 
of kin of Stephen Dobbin have not yet been informed, therefore we would 
appreciate his name not being mentioned.] 

With the heavy-handedness of Sir Frank's organization in censoring 
journalistic and photographic products from the fleet, and the force 
commanders' difficulty in managing the news correspondents in their efforts, 
it is not surprising that not a single picture was taken of the Argentine 
surrender. Few people at the Ministry of Defence seemed to appreciate that 
news management is more than just information security censorship. It also 
means providing pictures. 

The British Commander of the Land Forces, Major General Jeremy 
Moore, explained that he was being cautious with the negotiation process 
because of the uncertainty of the situation. The Argentine commander of the 
Falklands. General Mario Menendez, he explained, was not getting a clear 
agreement from his government to surrender on behalf of all Argentine 
forces. Moore added that, in his opinion, it would have been unsafe to allow 
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any possible distraction to endanger the agreement to surrender. In fact, two 
military photographers were in the building where the negotiations took 
place, waiting for the opportunity to document the surrender visually. But, 
in light of his guidance from London, the approach to publicity adopted by 
Moore was to secure the surrender as the highest priority and so avoid further 
loss of life. It is certainly conceivable that Menendez asked Moore not to 
allow photography of the negotiations or of the instrument signing. It is 
obvious that the omission of photographers was a deliberate move by Moore 
rather than an oversight. The point is that Britain was caught in another 
Argentine psychological ploy, as Argentina still argues to this day that they 
did not capitulate. Where the general public might not understand the subtle 
nuances of statesmanship, they certainly understand a simple picture. 

On the day the Sheffield was fatally hit by an Argentine air-launched 
Exocet missile, the embarked journalists were told that the story had been 
embargoed by CinC Fleet in England. Similarly, the story of two Harriers 
colliding in fog was held up by the civilian censors with the task force, but the 
details of these and other similar incidents were released in London—causing 
a great deal of frustration for the reporters at sea. Their concern was not so 
much that their copy was being, vetted for security purposes but that it was 
not getting to their home offices on time, if at all, and that the apparent lack 
of coordination between PAO personnel at sea and in London would keep 
these writers from their mutually agreed upon and appointed task. 

So there was a serious information problem with the MOD. It arose not 
through any Machiavellian desire to mislead the news media or the public 
constantly, but through sheer incompetence at times and most often through 
naiveté. 

One must say—in defense of the PAO effort at sea, for instance—that, 
although it was not possible to respond to all of the demands of the journalists, 
during the course of the operation over 600 dispatches and 50 hours of 
broadcasting tapes were sent back home by the embarked correspondents. 
Written copy alone amounted to over half a million words. The five 
reporters in the Invincible alone provided between 25 and 30 percent of the 
daily workload for the ship's communications center. At one stage it had a 
backlog of over 1,000 messages for transmission, but the Invincible 
correspondents were still able to send over 4,000 words of copy a day. 

News Media Reaction. The government and MOD fared pretty well in spite of 
themselves. The conservative press was uniformly supportive of the govern
ment throughout the war. Much of the independent press also generally 
supported the government, in spite of hard warnings to the Prime Minister to 
pursue every effort to secure a negotiated settlement and continued warnings of 
the costs of military action. Even the liberal press was surprisingly supportive of 
the need to back up negotiations with a show of force. 
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There are charges and countercharges of censorship and irresponsibility, 
jingoism and bias. The evidence reinforces many of the popular prejudices of 
both the military and the news media about each other, particularly in times 
of stress. For the most part, the news representatives felt that the Ministry of 
Defence had a terrible war as far as public information management was 
concerned. However, there were some who would disagree. They are the 
ones who made the best of a tough situation and were able to write good 
stories and get them home. 

The British news people reporting this war, whether at sea or in England, 
were, for the most part, generally unhappy with the arrangements made by 
the MOD for information matters. Specific complaints ranged from the 
inadequacy of the number of places for journalists to accompany the task 
force and the allocation of those places that were available, to the 
inconsistent censoring procedures used and the irregularity of briefings in 
London about the progress of the campaign. It was also argued that the lack of 
briefings contributed to the flood of speculative stories in the news. The first 
points can be chalked off to lack of planning by both parties, and frequently to 
a juvenile attitude by reporters, publishers, and TV executives who are too 
often used to getting their way. But the latter point, regarding briefings, 
deserves some more discussion because it is a problem at sea and ashore, and is 
an everyday problem, or consideration, for those who need or want to 
explain their story. 

One of the most obviously mistaken decisions of the Ministry of Defence 
was to cease background briefings between the time of departure of the task 
force and 11 May by which time the naval campaign was well along. It is 
essential that a government and its military branch give regular briefings to 
representatives of all news organizations, as practicable, in order to sustain a 
relationship of trust, to foster the flow of correct information, and to halt 
faulty speculation. That is basic and essential to the success of any public 
affairs activity. 

Reporters and their bosses do not like to think of themselves, or be thought 
of, as simply mouthpieces of government, or any other organization for that 
matter, except on their editorial pages. Most of them believe that their main 
responsibility is to provide the public with as complete and accurate an 
account as possible of any conflict in both its military and political aspects. In 
order to do that, they take advantage of all possible sources of information, 
official and unofficial, from home and overseas. News organizations are also 
very competitive and that creates a demand for dramatic and immediate 
news, which can interfere with the requirements of balance and impartiality, 
as well as those of completeness and accuracy. 

When the MOD wouldn't provide the information, it is not surprising 
then, that television and the papers began using retired military officers to 
help them report what was probably going on in the Falklands. Nor is it 
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surprising that, during the first half of the war, British media were reporting 
information supplied by the Argentines. The problem is, most news 
organizations are businesses, and without capital in-flow, they cease to exist. 
So it is their goal to maintain and nurture their audience or readership. In 
order to do that, they must have a story—a story that beats their competition. 
If a government, or a military organization, or any group for that matter, 
understands that line, then they will know why it is vital to tell their story 
first, before their competition or enemy tells his. 

Reaction in the MOD. In a democracy where everybody may have his say, 
there are bound to be dissenting voices. Dissent did not dissipate the national 
will during Britain's fight to regain the Falkland Islands; but it was a war won 
without consistent, even-handed, professional information services of the 
Ministry of Defence. The evidence I've seen indicates overwhelmingly that 
the lack of an experienced professional public relations officer at the head of 
the MOD public relations chain was widely felt in the news management of 
this war. This crisis made it abundantly clear that the Royal Navy and the 
British MOD need a public affairs plan for contingencies or for anything 
other than routine operations. Since the war the MOD has contracted with 
University College Cardiff to review the public relations problems of the 
Falklands war and develop a plan for them. It would be foolish for plans, 
which incorporate the news media into the organization for war, to be too 
firmly tied to a particular environment, but it is clear that information 
matters are an intrinsic part of war and should, therefore, form part of the 
planning for war. 

The Falklands war drove the point home to military seniors that a far 
greater understanding of the nature of news work is necessary within the 
armed services. News media studies should form an integral part of higher 
defense training. To that end, the incorporation of a public affairs element in 
exercises would be of great value to the military, particularly the Royal 
Navy, and the news media. 

The Ministry of Defence believed they had "got it about right" and were 
generally pleased with the outcome. That's the official line. Unofficially, the 
attitude is that they were very unhappy about having had to take so many 
journalists to sea, embarrassed about their own lack of planning and inability 
to manage the press, and displeased with the low priority the press was given 
in the operation—particularly as regards communications, transportation, 
and other simple logistics. 

Perhaps the military commanders' most noteworthy objection to the flow 
of information to the public was over the release too soon or of too much 
operational information that could jeopardize both the lives of fighting men 
and the success of their efforts. It also bothered the relatives and friends of 
those sailors, marines, and soldiers who were fighting for the Falklands. The 
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Parachute Regiment was incensed over a premature BBC report which said 
they were attacking Goose Green, an attack that, when it took place shortly 
afterwards, cost many lives including the battalion commander's. But that 
was a fault of the government in releasing the information, not of the 
broadcaster who took its release at face value. One flag officer said that the 
Navy's biggest concern in this regard was the reports released back home that 
Argentine air-dropped bombs were not exploding on impact with the British 
ships. Though the problem of publicizing operational information was 
discussed with London, he said it wasn't corrected. 

While the task force commanders had absolute control of the mechanics of 
the information flow from the South Atlantic, they had no control and little, 
if any, influence over the information flow back home. Probably never again 
will the Ministry of Defence, or the defense department of any other 
democratic nation, be able to control all means of transportation to the scene 
of fighting and the sole means of communications both for copy and pictures. 
Knowing that makes it all the more important that plans should include 
criteria for incorporating the news media into the organization for war. It 
would be prudent to base those plans on principles agreed to by both 
parties—the news media and the military—taking into account the variety of 
operational circumstances which might arise. 

If the presence of the news media in a crisis or a war is accepted as 
inevitable, one consequence must be to inform those media about the 
facilities that will and will not, be available to them. The frustrations the 
correspondents suffered in their efforts to report this war were occasionally 
directed at the military men they worked with, whose highest priority and 
principal efforts were directed toward the successful prosecution of the war 
and who were often neglectful of the needs of the news correspondents. And 
so it will be in any conflict that the operators have their jobs to do, and with a 
narrow focus, see the news media as an obstruction. The wider focus, 
however, must never be forgotten, that the news media can be a useful tool, 
or even a weapon, in prosecuting a war psychologically, so that the operators 
don't have to use their more severe weapons. 

In its concluding remarks, the House of Commons Defence Committee 
investigating information problems in this war, summed up the problem 
nicely. That report says operational commanders must have a determination 
to win, but those concerned with the higher direction of operations need a 
wider grasp of the political and psychological elements of national security 
policy. Pursuit of short-term military advantage without regard to world 
opinion could be fatal militarily, as well as politically. 

The Argentine Performance

In Buenos Aires the problems of public information were handled 
somewhat differently than they were in London. The Argentine joint 
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staff (Estado Mayor Conjunto) had the exclusive responsibility for releasing

information about the war to the news media. In some cases the joint staff tried

to apply objectivity; however, in most of their official communiques it is clear

that their intention was to influence public opinion. The junta, through the joint

staff, used misinformation to the point of sophism, or disinformation.


Voices of Government. The joint staff had its press releases organized in 
accordance with a still classified plan, according to a ranking governmental 
source in Argentina. Though the plan was designed to avoid any releases from 
nonofficial or nonjoint staff sources, spokesmen who were frequently perceived 
by the public to be officially sanctioned, committed gross acts of speculation 
and disinformation. These perceived government spokesmen were on the 
periphery of the junta in the form of unattributed "military sources." Most 
often they were government-owned and operated TV stations or government-
influenced publications, which often profess government policies. The local 
publications sometimes created their own stories as if they were trying to outdo 
the government. An American television news producer who was in Argentina 
for the duration of the war described, in a recent interview with me, the reality 
of news organizations operating under an authoritarian regime. "It was 
remarkable for some of us who were a bit naive about how government-run 
media in other parts of the world can be part of the same ball game. It's as if 
they're out there with the flags in the first row, screaming and yelling the lies as 
much as anybody else would. And that's why they're there. That's how you 
become an editor or publisher of a big important newspaper or magazine in 
Argentina. It is because you know the party line better than the people who are 
the party." 

Reporters for Argentina's leading publications regularly complained to 
their foreign peers during the war that their publishers told them how to 
orient their stories politically. During the war, Gente, a leading glossy 
weekly, ran a two-page interview with an Argentine commando allegedly 
contacted by radio behind the British lines on South Georgia Island. It was 
designed to spark public ardor for the war and for the boys at the front. As it 
turned out, the article was completely fabricated at the order of an editor. 

Even though that sort of incident was not directed by the junta, it certainly 
worked nicely into their psychological efforts. Psychological action was one 
of the principles guiding the junta's domestic affairs. They started by 
preparing their public for war, not negotiations, and nor just any war but a 
short one. The Argentine public affairs objectives were to whip up patriotic 
fervor for the war, to push for Latin American solidarity, and to show that 
Britain was the aggressor and Argentina the victim. Additionally, an 
Argentine government source says that yet another aim was to attempt to 
reduce animosity against the United States. It has been difficult to find 
evidence of that during the war. 
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Managing the Information. Unofficial sources of information were not the 
only origins of disinformation. One only need look at the official joint staff 
communiques to see an amazing level of sophism. While reportage and 
communique analysis is the subject of another detailed study, it is clear that 
the Argentines repeatedly understated their losses and overstated the damage 
inflicted on the British. 

Some experts on Argentina might say that was the result of bureaucratic 
mistakes indicative of the regime there. A neophite might not excuse a 
government for such repeated misstatements and simply call it lying. What I 
can say for sure is that before the end of May, the Argentine joint staff had 
claimed that their forces shot down more Harriers than the British owned. 
Moreover, if we are to believe central and peripheral Argentine government 
sources, the HMS Invincible was sunk five times during the war. Unfortu
nately, I could find no record of the Argentine public's response at the time to 
those misstatements. In spite of these examples and the Argentine public's 
negative postwar response to the junta's triumphalism, the joint staff claims 
that their public affairs and psychological action plans "worked fine, with 
some exceptions and lack of control." 

Between 2 April and 21 June the joint staff released 170 communiques, a 
rate of more than two per day, regarding the government's policies and the 
situation in the battle zone. One communique assured the public that the 
information coming in to the staff for release would be "evaluated in volume 
as well as content to avoid inaccuracies and the creation of false expecta
tions." If no information was released, according to their policy, then the 
public should rest assured that there was no important news to announce. 
Nonetheless there was a constant stream of information available from the 
Argentine side, particularly between the time of their invasion on 2 April, 
and the British buildup to the San Carlos landing on 21 May. There is no 
doubt that the speed with which Argentina released information was at times 
embarrassing to the British government. These embarrassments have been 
described by the BBC director, for example, as "a self inflicted wound." 

The publicized governmental policy that guided news organizations 
reporting from Buenos Aires during this war was self-censorship, "so that 
press censorship and other restrictions would not be necessary." If there was 
a chance that reports "could damage the morale of the nation, then they 
should be avoided." The guidance to journalists said that "news agencies 
and/or correspondents accredited in the country will be responsible for the 
control of all information that originates in the country or coming from 
abroad which is transmitted or retransmitted either abroad or to national 
correspondents." Is this a policy we should admire? A recent Louis Harris 
poll shows that nine out of ten Americans feel that news media in this country 
should follow that policy, although the poll was not taken in the context of 
the subject of Argentina or the Falklands war. 
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In addressing the problem of national security, the Argentine joint staff 
guidelines prohibited information that would "produce panic, is against 
national unity, detracts from the credibility of, or contradicts official 
information, upsets internal order, generates aggressive attitudes toward the 
country's British community, affects the relationship with other countries, 
or coming from abroad, tends to facilitate the achievement of the opponent's 
psychological goals." 

Regardless of that stiff policy for news correspondents, the point should 
not be overlooked that, indeed, the Argentine junta allowed British 
correspondents to stay on in Buenos Aires. And as one might expect of a 
democratic nation, Great Britain had no aversion to allowing Argentine 
correspondents to continue their work in England. It is worth recalling, 
however, speaking of democratic societies, that the United States was not as 
open-minded about Japanese correspondents between 1942 and 1945. 

The Argentines did not have the infrastructure necessary to conduct 
formal censorship as the British tried to do. What they tried to do with the 
foreign press was what reportedly they do ordinarily with their own news 
media. That situation has been described by correspondents who were in 
Argentina during the war as a veiled semicensorship, backed up with at least 
harassment, if not violence. The possibility of government dissatisfaction and 
retaliation was not lost on the approximately 700 foreign correspondents 
reporting the war from Buenos Aires. An American TV news producer 
stationed in Buenos Aires for the war admitted that all the news organizations 
there "were virtually mouthpieces (for the government) in many cases. Our 
coverage was a bit contrived and a bit controlled." He added that the 
government effectively sent a message that "you'd better watch yourself, 
you'd better watch the kind of stories you're doing, you'd better watch who 
you intimidate and who you are going to insult, because we're very 
sensitive." 

Is it the proper role of the press to intimidate or to insult? Many newsmen 
would say yes, if it is necessary to put a news subject off-balance in order that 
he might provide more information. My personal and professional attitude as 
a potential interviewee is that, I wouldn't stand for it and don't think any 
news interviewee should have to. 

The Road to War. The task of preparing the Argentine public for a Malvinas 
invasion began late in December 1981, according to correspondents from The 
Times of London in their book War in the Falklands. That was after the takeover 
by the new president, General Leopoldo Galtieri. His foreign secretary, 
Nicanor Costa Mendez met with a select group of Argentine journalists and 
discussed the government's intentions. According to The Times writers, 
Galtieri was determined to regain the Falklands—by diplomacy if possible, 
by force if necessary. Several weeks later, Argentina's premier newspaper, 
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La Prensa, printed a column that addressed the problem of the defense of the 
South Atlantic and said that taking the Malvinas by force was an option 
"which would enjoy an international consensus." A week later the same 
columnist who, it may be surmised, was speaking for his government, added 
in this regard that "the United States . . . would support all acts leading to 
restitution (of the Malvinas), including military ones . . . . " That kind of 
public preparation for this war continued until the invasion on 2 April 1982. 

Triumphalism. The view the Argentine government gave to its citizens and 
the world from the time of the invasion until the last days of this short war 
was reflective of its psychological action plan. It was a view of extreme 
triumphalism, even though the joint staff said that they were trying to avoid 
that. Starting with the approach of the British task force, through at least the 
Bluff Cove engagement in June, the Argentines were saying that their forces 
were invincible and the British would be sent home with a bloody nose. The 
vast majority of the Argentine public felt that their case was right and just 
and therefore were predisposed to accept a lot of the triumphalism. 

During the course of the war, the Argentine public was perhaps more 
predisposed to believe the triumphalism espoused by the junta than they 
would have been to support the triumphalism of, say, a given economic or 
agricultural policy. Nothing can take the people's minds off a collapsing 
economy like a popular war. When the Ministry of Economy says the rate of 
inflation will be kept down to 100 percent this year and the people know it is 
going to be at least 300 percent, they make their own judgment on the 
ministry's information. The public was ready for a national victory of sorts, 
something upbeat for a change, having struggled with a brutally inflated 
economy for so long. So, when they kept hearing reports of their military 
forces triumphant in battle, they believed them, besides the general feeling 
that their case in the Malvinas crisis was right. But after the war, and here is a 
key point, there was a widespread revulsion and questioning of the 
triumphalism that was peddled by the junta via the Argentine press. The 
Argentines are understandably cynical and disllusioned. What little faith 
they had in the nation's institutions dissipated when, at the end of the war, 
they learned that they had been deceived by the military and the news media 
into thinking they were winning. A national television news show that bills 
itself as "The Hour of Truth" is now popularly called "The Hour of Lies." 

Argentina's handling of war news demonstrates that lying to your people 
costs more in the long run than it gains in the short run. The country was 
bound up in a state of, as the ChristianScienceMonitor put it, national self-
deception. A hungry public was quick to swallow the junta's triumphalism. 
The misstatements of war information were readily believed when the public 
read them as official communiques from the joint staff. Conversely, when 
anything was going badly for the Argentines, the British reports to the 
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contrary were laughed off as propaganda or psychological warfare. It is not 
surprising, then, that the public and many in the military were at first stunned 
when news came of the British landings. The public and many members of 
the armed forces thought they were winning until the last moment when they 
lost. The Argentine psychological action plan would not even allow reports 
of the 250 dead at Goose Green and 1,400 taken prisoner, even as the British 
troops were taking Port Stanley. 

While there is no credit due the Galtieri junta for trusting its public with 
good and bad news of the war, the Thatcher government can be accused of 
the same shortcoming. But, as can be seen from the experience of the Galtieri 
regime, the government that blatantly lies to its people cannot ultimately 
endure. Thus we can end this chapter with a bit of morality and philosophy 
from Sissela Bok: "The language of enmity and rivalry is not suited to moral 
inquiry. If we want to produce excuses for lying to someone, these excuses 
should be capable of persuading reasonable persons, not merely some 
particular public locked in hostility to a particular group. Entering into 
hostilities is, in a sense, to give up the ability to shift perspectives. But even 
those who give up the language of morality during a period of hostility and 
adopt that of strategy instead, may do well to remember Mark Twain's 
words: 'When in doubt, tell the truth. It will confound your enemies and 
astound your friends.'"* 

A Better Route, A Better Destination

T he conflict in the South Atlantic in mid-1982 between Argentina and 
Great Britain offers us the opportunity to examine news manage

ment and its effects on public opinion in a crisis situation. 
Some of the conclusions I've developed as a result of this study of the public 

affairs aspects of the Falkland war are: 
• To maintain popular support for a war, your side must not be seen as 

ruthless barbarians; 
• If you don't want to erode the public's confidence in the government's 

war aims, then you cannot allow that public's sons to be wounded or maimed 
right in front of them via their TV sets at home; 

• You must, therefore, control correspondents' access to the fighting; 
• You must invoke censorship in order to halt aid to both the known and 

the suspected enemies; 
• You must rally aid in the form of patriotism at home and in the battle 

zone but not to the extent of repeated triumphalism; 
• You must tell your side of the story first, at least for psychological 

advantage, causing the enemy to play catch-up politically, with resultant 
strategic effect; 

• To generate aid, and confuse at least the domestic detractors, report the 

* Lying—A Moral in Public and Private Life (New York Pantheon, 1978). O. 143 
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truth about the enemy and let the enemy defectors tell their horror story. 
• Finally, in order to affect or help assure "favorable objectivity," you 

must be able to exclude certain correspondents from the battle zone. 
Now that the first South Atlantic crisis of the century has been through 

"Hot Washup," the PAO armchair quarterbacks can conclude all of those 
things that I have just said, knowing there will be flak damage to repair 
domestically in a free-information society. But, "objectivity can come back 
into fashion when the shooting is over." 

Though the conclusions I've presented are derived from the strategies and 
tactics of both South Atlantic belligerents, there were some marked 
differences in their approaches. 

• The disinformation from the British was intended to deceive the 
Argentines; 

• The disinformation from the Argentine junta was intended to deceive 
the Argentine public; 

• Beth countries facilitated their disinformation through censorship but in 
different forms: 

The British controlled their news largely by control of journalists' copy 
from the battle zone and by allowing speculation at home, 

Whereas the Argentine junta controlled their news at the source of 
information, and that source was in Buenos Aires. 

• The Argentines had a public information plan and a psychological action 
plan for this war; 

• The British, like their operational efforts, were ad hoc in their approach 
to public affairs; 

• The British particularly lacked technique and, therefore, training in 
their censorship program. 

The war in the South Atlantic last year serves to remind us that 
information matters are an intrinsic part of war and should, therefore, form 
part of the planning for war. 

War is something we train for with the hope of never having to do it. 
Public affairs in crises is something we often do but rarely, if ever, train for. 
Public affairs elements must be incorporated in military exercises in such a 
way that every level of command has to deal with the problem. 

The field commander knows that he will be allowed less flexibility in 
decision-making the shorter the crisis is. That same decision-making process 
will have a vital impact on public affairs matters. We can read postmortems, 
but they will do us little good unless we train and prepare in every warfare 
specialty, including public affairs. 

Lieutenant Commander Humphries, apublic affairs specialist, is a student 
at the Naval War College and a member of the College's Falkland Islands 
study group. 
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In 1649 Parliament passed a law permitting the Secretary of War to license 
all army news. If no other purpose was served by the act, it was a precedent 
for censorship in the American colonies that officially began on May 13, 
1725, when a Massachusetts Order-In-Council required that: 

The printers of the newspapers in Boston be ordered upon 
their peril not to insert in their prints anything of the public 
affairs of this province relative to the war without the order 
of the government.1 

Given these actions, it is surprising that no censorship occurred during the 
Revolution, a point recalled by Thomas Jefferson in an I813 letter where he 
wrote: 

The first misfortune of the Revolutionary War induced a mo
tion to suppress or garble the account of it. It was rejected 
with indignation.2 

For whatever reason, although government-media relations in the nation's 

1. JAMES RUSSELL WIGGINS, FREEDOM OR SECRECY, 94 (New York Oxford Univer
sity Press. 1964)


2 Ibid. 94-95
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early years were rocky (e.g., the Philadelphia General Advertiser's publica
tion of the 1795 peace treaty with England was the "Pentagon Papers" inci
dent of the time), pure military censorship apparently did not occur during 
the War of 1812, or during the Mexican War (1846-1848), the last American 
conflict where the idea of press censorship was not entertained, possibly be
cause the war came too soon for the telegraph system. 

By 1856, however, when Great Britain was fighting in the Crimea, tele
graph communication had given war reporting unprecedented speed and, as 
Phillip Knightley relates in The First Casualty, military press censorship 
came with it.3 When the American Civil War began in 1861, both sides 
employed censorship widely, if not well. 

Southern newspapers had more difficulties than did Northern ones. A lack 
of trained journalists, chronic paper shortages, and constant efforts to satisfy 
the Confederate government's stringent censorship created an enormous 
burden.4 But, while Southern censorship was rigid, it was, at least, consis
tent—a trait badly lacking in the North where censorship policy shifted on 
a daily basis. 

Early in the war the Union government suggested a voluntary, self-imposed 
newspaper censorship, but the idea went largely unheeded primarily because 
no government censorship guidelines were provided. The effort at voluntary 
censorship having failed, the government subsequently moved to enforce a 
compulsory system that essentially consisted of after-the-fact (of publication) 
suspension of offending newspapers and close supervision of what was 
transmitted by the press over the far-flung system of telegraph lines. 

Military actions against the press were numerous in the North and included 
the cases of theNewYork Journal of Commerce and the New York World. Both 
newspapers were suspended from publication for two days in 1864 because 
they published what turned out to be a forged letter—purportedly written by 
President Lincoln -- that called for a 400.000-man draft in that year.5 On other 
occasions, several publishers were denied postal privileges by the government 
as a punishment for censorship violations, and General Ambrose Burnside 
shut down the Chicago Times for three days in 1864 because of its generally 
anti-administration editorial views. The suspension was lifted only after 
Lincoln countermanded Burnside's closing order.6 

Censorship also generated among the media a distrust of government 
because of the use of censorship to stop the release of unfavorable news about 

3 PHILLIP KNIGHTLEY, THE FIRST CASUALTY 16 (New York: Harcourt Brace 
Jovanovich. 1975) 

4 JOHN HOHENBERG. FREE PRESS FREE PEOPLE, 122-23 (New York: Columbia 
University Press, 1971) 

5 Ibid., 121 
6 Ibid., 121-122 
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command cowardice and bad judgment, a distrust not eased by the military's 
antipress altitudes. Early in 1862, for example, General Henry W. Halleck 
flatly refused 10 allow newspaper correspondents anywhere in his zone of 
command.7 Halleck was not unique. General William T. Sherman consist
ently kept reporters at a distance. Sherman based much of his opposition to 
the press on security considerations. In his opinion, the Confederate 
government obtained more intelligence from Northern newspapers than from 
its espionage efforts, a point that cannot be disregarded after noting the log 
entry written by Captain William Semmes. commander of the C.S.S. 
Alabama, a famous Confederate commerce raider. After capturing the S.S. 
Manchester, bound for Liverpool from New York, and aboard which 
Semmes found a number of Northern newspapers, he wrote: 

"I learned from them [the newspapers] where all the enemy's 
gunboats were, and what they were doing.....Perhaps this 
was the only war in which the newspapers ever, explained, 
beforehand, all the movements of armies and fleets to the 
enemy... ."8 

Despite harassment and obstruction from Burnside, Halleck, Sherman, 
and others, correspondents continued to report, and newspapers continued 
to print the news—both good and bad. The New York Times summed up the 
issue during the war by noting: 

More harm would be done to the Union by the expulsion of 
correspondents than those correspondents now do by occa
sional exposures of military blunders, imbecilities, peccadil
loes, corruption, drunkenness, and knavery, or by their occa
sional failure to puff every functionary as much as he thinks 
he deserves.9 

By April 1898, when William Randolph Hearst proudly took credit for war 
with Spain, better transportation enabled correspondents to reach places in 
days rather than weeks, and stories could be filed quickly because of ever 
faster communications. These journalistic capabilities created military 
censorship problems that were not properly addressed in the Spanish-
American War. probably because of its brevity. 

As in the Civil War, security was a problem, Correspondents aboard war

7.	 Ibid., 123. 
8.	 JOURNALIST 3 & 2. RATE TRAINING MANUAL, NAVTRA 10294-C, Naval Training 

Command at 16-17 (Washington, DC.,: U.S. Government Printing Office. 1973). 
9. HOHENBERG, FREE PRESS/FREE PEOPLE, 123-124. 
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ships during the early days of the war freely cabled news about American ship 
movements and combat intentions, news that was released to Madrid as soon 
as it appeared in the daily newspapers. Clearly, some censorship was neces
sary and the result was the formation of naval censorship units that were estab
lished at Key West, Florida, Washington, D.C., and in seven cable offices in 
New York City.10 The nominal head of military censorship in New York by 
mid-summer of 1898 was Grant Squires, a former New York Tribune reporter 
who, as a civilian official, served in a liaison role between the military and 
news organizations. The Navy retained complete censorship control. 

American naval censorship was imposed in 1914 at Vera Cruz following 
U.S. intervention there,11 but no military censorship was used during the 
U.S. Army's expedition against the Mexican bandit-revolutionary, Pancho 
Villa, in 1916. 

Once America entered the First World War in 1917, George Creel, a 
former newspaper editor (and a confidante of President Woodrow Wilson), 
was named to head the Committee on Public Information, the nation's newly 
formed propaganda and censorship agency headquartered on Jackson Place 
in Washington. D.C. Creel's management of domestic news censorship was 
based on a set of regulations prepared by the State. War, and Navy 
Departments before the United States entered the war.12 These regulations, 
which the press voluntarily accepted, prohibited publication of such things 
as troop movements in the United States, ship sailings, and the identification 
of units being sent overseas. 

Against the patriotic backdrop of the Creel Committee's activities 
appeared the Espionage Act of 1917 and the Sedition Act of 1918. The former 
was so broad that for the press not to have violated some portion of it would 
have been miraculous. Under its provisions, publishing any information that 
could be remotely considered as aiding the enemy or interfering with Ameri
can military operations or war production was punishable by as much as 
twenty years in prison and a $10,000 fine.13 And under the terms of the Sedi
tion Act of 1918, any criticism of the conduct or actions of the American 
government or its military forces, including negative remarks about the flag, 
military uniforms, etc., could be similarly punished.14 

Meanwhile, the chief American press censor serving in France with the 
American Expeditionary Force (AEF) was a former New York Herald 
reporter and Associated Press correspondent named Frederick Palmer, who 
had been personally recruited by General Pershing and directly 

10. JOURNALIST 3 & 2, RATE TRAINING MANUAL, 15. 
11. WIGGINS, FREEDOM OR SECRECY, 95. 
12. Ibid. 
13. HOHENBERG, FREE PRESS/FREE PEOPLE, 182-183. 
14. Ibid 
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commissioned as a major assigned to public relations.15 Palmer was an 
excellent reporter, but his inability to handle the censorship problem quickly 
became clear. The correspondents accused him of not passing sufficient in
formation, while the Army complained that he was not censoring enough.16 

Palmer was soon replaced by a committee composed of ex-journalists, who 
had been commissioned as reserve officers for public relations duties, and 
Regular Army officers. The combination was chaotic and, in retrospect, it 
is amazing that only five journalists out of approximately sixty corres
pondents assigned to cover the war lost their AEF press credentials.17 The 
war nevertheless ended with a major censorship incident, the "False 
Armistice" story. 

The military censors passed for publication a United Press dispatch filed 
by Roy Howard announcing the armistice a full four days before the real one 
was actually signed. Howard had filed his story based on information given 
to him by a reliable source, an American admiral at Brest, France. But, as 
a result of that story, the censors blacked out contact between the United Press 
in New York and Howard in France for three hours, thus stopping any 
possibility of correction, addition, or explanation.18 Interestingly, the end of 
the Second World War in Europe would involve another censorship blackout. 

When war came to America in December 1941, some government 
censorship was already in operation. On December 31, 1940. Secretary of 
the Navy Knox formally requested the media to stop publishing any data 
about certain subjects (new ships, troop movements, etc.) without specific-
naval authorization; and in September 1941, both the Army and Navy 
announced that press censorship plans had been formulated to control infor
mation flowing from the United States in the event of a national emergency. 

While the Roosevelt administration had formulated tentative censorship 
plans involving various executive departments and agencies including the 
Federal Bureau of Investigation and Federal Communications Commission, 
there was no central press censorship authority. 

Pearl Harbor produced the jolt necessary for government action. On 
December 8, F.B.I. Director J. Edgar Hoover was given temporary powers to 
direct all news censorship and to control all other telecommunications traffic-
in and out of the United States. Simultaneously, President Roosevelt requested 
that the American news media voluntarily respect the Department of the 
Navy's censorship guidelines published a year earlier. Only eight days later, 
Roosevelt appointed Byron Price as Director of Censorship, relieving Hoover 

15.	 KNIGHTLEY, FIRST CASUALTY 124. 
16.	 HOHENBERG. FREE PRESS/FREE PEOPLE, 184. 
17.	 Ibid. 
18.	 KENT COOPER, THE RIGHT TO KNOW, 215-16 (New York: Farrar, Strauss & 

Cudahy, 1955). 
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of that responsibility: and on December 18, 1941, pursuant to the War Powers 
Act, the President created the Office of Censorship with Price as its chief. 

Since the Office of Censorship could only issue guidance relevant to do
mestic news censorship, it relied on the power of persuasion linked to a 
voluntary news censorship system that was worked out with the full coopera
tion of the media. The product of these labors was the Code of Wartime 
Practices, which became effective January 15, 1942. 

The nation was hungry for war news and looked anxiously toward 
Washington, particularly during the grim, early days of the conflict. The 
Office of War Information (O.W.I.), created in June 1942 as America's prop
aganda agency, stood between the government and the press and was bound 
to feel severe stings of criticism from all quarters. Elmer Davis, the highly 
respected newsman and Director of the O.W.I., was powerless to force gov
ernment agencies (including the military) to supply more accurate and 
timely non-sensitive information to the public, a situation that made relations 
between the O.W.I, and the media extremely tense. And it was military news 
censorship that caused many of the problems.19 

The only theater in which American forces were actually engaged early 
in the war was the Pacific. There, a combination of MacArthur's almost dic
tatorial censorship20 and the overtly antipress attitudes of Chief of Naval 
Operations Admiral Ernest J. King21 made attempts at news coverage 
difficult at best. 

MacArthur's restrictive news media policy (e.g., multiple censorship of 
correspondent's copy before release)22 and his use of censorship for "image 
building"23 were matched by the Navy's policy of delaying the news and then 
compounding the belated release by linking bad news with stories of combat 
success. While MacArthur got away with it, the Navy began suffering a loss 
of credibility.24 The incidents of news management were not insignificant 
ones—e.g., news of the American naval defeat off Savo Island was released 
almost nine weeks after the battle.25 

The press, quick to recognize the government's heavy-handedness and sus
picious that a lack of candor could mean a cover-up of military incompe
tence, bitterly complained of the Navy's attitude, particularly since the 
voluntary censorship program aided the Navy's attempts to manage the news. 
It fell to Davis to strike the delicate balance between picturing America's war 

19.	 Lloyd J. Graybar, Admiral King's Toughest Battle. NAVAL WAR COL. REV., 40-43 
(February 1979). 

20. KNIGHTLEY, FIRST CASUALTY, 281-282. 
21.	 Graybar, Admiral King's Toughest Battle, 39. 
22.	 KNIGHTLEY, FIRST CASUALTY, 281. 

23. Ibid., 281-282. 
24. Graybar, Admiral King's Toughest Battle, 40. 
25.	 Ibid., 40-41 
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efforts in the best possible light while retaining the government's credibility 
with both press and public. Only after Davis successfully appealed to King 
(through Hanson Baldwin of The New York Times) did the Navy release news 
rapidly while remaining within reasonable security limits.26 Davis's burden 
was, of course, not cased when early in 1942 Stanley Johnston, a Chicago 
Tribune correspondent who had learned of the Navy's ability to break the 
secret Japanese naval codes, inadvertently reported the names of Japanese 
ships involved in the Midway battle. When these names appeared in the 
newspaper the immediate fear was that the Japanese would know that their 
codes had been compromised. The fears were unfounded but, in the tenor 
of the times, the government referred the matter to a federal grand jury 
which refused to indict anyone concerned.27 

U.S. naval censorship in the Pacific continued to remain rigidly effective 
throughout the war. It was (and still is, as shown by the Falkland Islands 
campaign) far easier to censor news correspondents aboard warships. They 
are limited in their movement, contacts, and communications, and can only 
report what they are told by a command that frequently does not have the 
full story itself. 

Despite MacArthur, the Army recognized that press censorship in Europe 
would require a different approach, and a special observer group had been 
sent to England in late 1941 to study recent British experience and to reach 
agreement with the British on a censorship policy that would become effective 
once U.S. forces entered the European theater. By the time the first American 
troops arrived in the United Kingdom in January 1942, the British and Amer
ican representatives had completed their work, and joint censorship was 
a reality. 

Four American officers initially constituted the entire U.S. military press 
censorship group, which was housed with British censorship at the Ministry 
of Information. By October 1942, when some officers were transferred to pro
vide censorship support for Operation TORCH (the code name for the inva
sion of North Africa), there were ten officers and one enlisted man assigned 
to the London censorship office of the American military forces. 

Taken in chronological order, American censorship of large-scale ground 
actions began with TORCH. To accomplish its censorship mission, the joint 
American-British military command assigned four censorship teams com
posed of both U.S. and British officers to the operation. One team was as
signed to each of the three invading task forces, and one additional team was 
stationed at the Gibraltar headquarters.28 

26.	 Ibid., 42. 
27. Ibid., 40. 
28.	 PRESS CENSORSHIP IN THE EUROPEAN THEATRE OF OPERATIONS. 1942-1945 at 

15 (Lodi, N.J.: 201st Field Press Censorship Detachment, USAR, reprint of 
SHAEF report, 1975). 
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Censors went ashore with the landing troops, a necessity because ac
credited combat correspondents were also with the first assault waves and 
their news submissions had to be moved for censorship processing as quickly 
as possible. 

The basic U.S. censorship guide duringTORCH and the subsequent North 
African campaign was the previously noted Code of Wartime Practices as 
revised in June 1942 with supplements provided by the Office of Censorship 
and by the commanding officers of the various military theaters of opera
tion.29 Based on the procedures established in the Code, all new material was 
supplied in duplicate, first to public relations and then to the censors, a task 
that aggravated the media more than the censorship itself, particularly since 
the only alleged function of the military's public relations personnel was to 
transmit the copy once censorship had passed it for publication.30 

In addition to delay, other problems resulted from the sheer volume of news 
material and the lack of a sufficient military transmission capability to move 
the censored news to London and then to the rest of the world. But even when 
the organizational and transmission difficulties were finally remedied, news 
was unreasonably held up, often for a week in the censorship process, at 
Gibraltar, later in Algiers, and then again in London.31 Meanwhile, the 
correspondents noted that official press releases and communiques were 
processed through censorship immediately and reached the homefront 
reading audience before the news reports. 

But the single biggest problem to affect media-military relations in North 
Africa was the American use of field press censorship to block the release 
of political news. This "policy" censorship32 arose because of the turmoil 
caused by French colonial policy combined with violent antagonisms involv
ing the Free French and the Vichy leadership. 

The American State Department was opposed to the French government-
in-exile headed by Charles DeGaulle. The U.S. supported General Henri 
Giraud, who, it was felt, would be easier to handle than DeGaulle in working 
with the Allies to stabilize North Africa. When it appeared that Giraud was 
not reliable, the United States began secret negotiations with pro-German 
Admiral Darlan, who controlled the French armed forces in North Africa. 
On December 24, 1942, Darlan was assassinated. 

Meanwhile both the American and British news media had become in
creasingly vocal about North African events. Consequently, top U.S. 
military and diplomatic officials felt the urge to impose censorship on all 
political news from North Africa until the situation stabilized. The military— 

29. Ibid. 
30. Ibid., 16. 
31. Ibid., 16-17. 
32. COOPER, RIGHT TO KNOW, 201-202. 
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view was that the uncertain political situation would encourage pro-German 
underground movements, and the diplomats argued that a news blackout 
would permit a political arrangement to be negotiated without concurrent 
public speculation. Thus the stage was set for Eisenhower to impose a 
strictly political censorship (which he later excused) that endured for six 
weeks, during which time the necessary agreements were reached between 
Giraud and DeGaulle.33 

In Europe, because of the lessons learned from North Africa, censorship 
training was emphasized and officers specially trained for censorship were 
assigned.34 Gradually, along with the training of personnel, an updated 
censorship doctrine was developed, its basic thrust being that security was 
the prime news censorship consideration. 

Organizational problems were also addressed as D-Day grew closer. A Joint 
Press Censorship Group composed of officers from the British, Canadian, 
and American forces was formed,35 and an indoctrination course was held at 
the Chancellor's Hall in the Ministry of Information from April 10 to 2l, 1944. 
Media and military notables, such as Edward R. Murrow, Brigadier General 
David Sarnoff and General Walter Bedell Smith, were in attendance.36 

At these meetings four primary objectives were chosen as the foundation 
of Allied press censorship operations: (1) security, (2) speed, (3) consistency. 
(4) censorship guidance and assistance to war correspondents.37 On April 25, 
1944, Operational Memorandum Number 27 was issued by Supreme Head
quarters, Allied Expeditionary Force, which set forth the governing principle 
for the employment of field press censorship: "... That the minimum amount 
of information will be withheld from the public consistent with security."38 

There were over five hundred accredited combat correspondents in 
England by D-Day. Many went into France with the first landings. Others 
were dropped with the paratroopers behind German lines on the night of 
June 5, and still others were in bombers above the invasion or aboard the 
naval armada that bombarded the coast. 

Submissions from bridgeheads established ashore reached censorship 
units located just behind the lines by courier, radio, and carrier pigeon. And 
censorship units at various levels had qualified linguists available to handle 
news copy that arrived in a dozen languages.39 Three censorship teams, each 
including two Army, one Navy, and an Air Force officer, accompanied the 

33.	 DWIGHT D. EISENHOWER. CRUSADE IN EUROPE, 153-54 (New York: Doubleday 
& Co., Inc., 1948: Garden City Books Edition, 1952). 

34.	 PRESS CENSORSHIP, 37 . 
35. Ibid., 43. 
36. Ibid., 46-50. 
37.	 Ibid. 55 
38.	 Ibid. 
39. Ibid., 60. 
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forces ashore on D-Day. Two teams were assigned to the U.S. forces and one 
to the British. A fourth team joined British forces several days after the initial 
assault on the beaches. Naval censorship was accomplished on the two 
command vessels of the invasion fleet.40 

The amount of copy submitted in the first days of the invasion was stag
gering. Upwards of 700.000 words were filed in color or feature copy alone. 
And overseas material arriving from France once the forces were ashore did 
not really begin to hit the Ministry of Information offices until almost forty-
eight hours after the invasion began.41 

On July 25, 1944, prior to the liberation of the French capital city, a major 
test of censorship practices occurred. During the opening phases of the 
attack on a German strongpoint at St. Lo. American ground troops were 
bombed in error by U.S. planes. One of the many fatalities was Lieutenant 
General Lesley J. McNair, and one of the first stories processed by 
censorship was written by Ernie Pyle, who had personally witnessed the 
incident.42 There was no attempt to cover the error, and thus censorship 
remained true to the policy stated before the invasion - that security was the 
only basis for censorship. 

In August, Allied armies entered Paris and a new censorship headquarters 
was quickly established on the second floor of the Hotel Scribe,43 although 
London remained the primary censorship clearinghouse for several weeks 
until Paris was completely secured. When that task was finally accom
plished. London was officially designated as the "rear" censorship head
quarters and Paris as the "main." an arrangement that continued for the rest 
of the European war.44 

The closing days of European action saw the greatest failure of military 
press censorship operations when measured against the much heralded cen
sorship principles. The incident took place on April 11, 1945, at Ninth U.S. 
Army headquarters. American troops assigned to Combat Command B of 
the Second Armored Division had reached the western bank of the Elbe 
River. They were ready to move toward Berlin when they were abruptly 
halted by Ninth Army's commander. Lieutenant General William Simpson. 

Shortly after returning to his headquarters. Simpson held a news 
conference but took the unusual step of ordering his press censor to stop any 
reports of what he was about to tell the media.45 The general then told the 
correspondents that acting under orders from Eisenhower as relayed by 
Omar Bradley, his units were not moving on to Berlin. Policy censorship 

40 Ibid. 61

41 Ibid 65

42 HOHENBERG, FREE PRESS FREE PEOPLE. 264

43 PRESS CENSORSHIP 81 
44 Ibid. 84 
45 COOPER RIGHT TO KNOW 203-206 
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under the guise of military security was thus employed as it would be a 
month later with the German surrender. 

In his post-war writings, Eisenhower noted that: 

Under the terms of the surrender document the heads of the 
German armed services were required to appear in Berlin on 
May 9 to sign a ratification in the Russian headquarters. The 
second ceremony was, as we understood it, to symbolize the 
unity of the Western Allies and the Soviets, to give notice to 
the Germans and to the world that the surrender was made 
to all, not merely to the Western Allies. For this reason we 
were directed to withhold news of the first signing until the 
second could be accomplished.46 

One American reporter, Edward Kennedy of the Associated Press, felt that 
there was a definite need to release the surrender news to a war-weary world. 
Kennedy avoided censorship by calling his story to London from SHAEF 
headquarters in Paris. London censorship passed the surrender news and the 
Associated Press in New York put it on the wire.47 

After the Kennedy story was published, SHAEF suspended all Associated 
Press coverage in Europe for eight hours—and Kennedy was fired.48 

The introduction of American military power onto the Korean peninsula 
in June 1950 caught the nation and its media off balance. Television was still 
in its infancy, but print, radio, and newsreel correspondents (eventually num
bering over three hundred) arrived with the troops, often embarking from 
the same port--Tokyo. At first, press censorship was completely voluntary, 
a sort of gentlemen's agreement between the military and the press. This ar
rangement lasted from June 1950 until late December of that year when field 
press censorship was placed in effect. 

It has been argued that the voluntary system failed because the competitive 
nature of the news business forced correspondents to commit serious se
curity violations. Some of the military complaints during the voluntary cen
sorship period were that news representatives, after being trusted by briefing 
officers, had prematurely announced the arrival of certain major American 
units in Korea, tactical troop movements, the initial recovery of American 
prisoners from the Chinese, and the use of the F-86 Sabrejet fighter for the 
first time in combat.49 But the initial media restrictions were not solely 
based on security, and the guidelines were vague. When stories about panic. 

46. EISENHOWER, CRUSADE IN EUROPE, 472 
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inferior U.S. equipment, and South Korean civil corruption were published, 
censorship became inevitable. 

Once censorship headquarters was established at Eighth Army, the previ
ous practice (under the voluntary system) of having correspondents file their 
copy and photos with Tokyo either by military communications channels or 
via cable directly to the United States was slopped. All news material, 
including film, had to be passed by the Eighth Army's censors. The Air 
Force followed the Army's lead, operating through a security division in its 
Korean public information office. Both the Army and Air Force censorship 
organizations were headed by lieutenant colonels.50 

It did not take long for jurisdictional problems to develop. On January 11, 
1951. Far East Command in Tokyo, which had been part of the censorship 
program along with Eighth Army, bowed out of the picture, leaving censor
ship completely to field army control. Apparently, during the ensuing sixty 
days, the field army did not censor enough, because on March 13. Tokyo 
headquarters announced that it was going to review all news material passed 
in the field for publication. This "multiple censorship" concept, which had 
been carefully avoided (except for MacArthur's South Pacific Theater) dur
ing the Second World War, remained in effect until Far East Command fin
ally relieved the Eighth Army completely of its censorship duties in the 
spring of 1951.51 

The final organizational structure of Korean military press censorship was 
based on a letter of instructions issued by Far East Command on January 
6, 1951. In that document, a Joint Field Press Censorship Group (JFPCG). 
Far East Command (composed of military press censorship detachments of 
the Army. Navy, and Air Force) was created. The head of the group (the 
Chief Field Press Censor) was responsible to the Public Information Officer 
of the Far East Command and was assisted by deputy chief censors 
representing the Army Navy, and Air Force. The chief censor's duties 
included supervision and implementation of field press censorship with re
gard to all United Nations and Far East Commands. 52 In order to carry out 
its function, the Joint Field Press Censorship Group stationed detachments 
at Far East Command, Eighth Army and Fifth Air Force Headquarters and 
at the Panmunjom armistice negotiation site. 

Some examples of political censorship used in Korea were noted by Robert 
C. Miller, who wrote in the Nieman Report that the news media were not 
permitted to: 

50 FIELD PRESS CENSORSHIP, FM 45-25 OPNAVINST 55305 AFM 180-5 at 58 
(Washington, D.C. Departments of the Army, Navy and All Forco, 1854). 
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. . .mention the actions of South Korean police who black
mailed innocent farmers, threatening to arrest them as Reds 
unless they paid off. Hundreds fled into the mountains and 
joined guerrilla units because of police blackmailing tactics, 
but stories concerning this were killed. . . .53 

The Korean censorship was so political in tone and so rigidly enforced that 
deliberate covert efforts were made by some reporters to avoid it. In the book 
Korean Tales. Melvin B. Voorhees, who as a lieutenant colonel headed the 
Eighth Army's censorship operation, recalled how correspondents employed 
a technique called the "Twenty Questions Trick" (a telephone code used 
between Korea and Tokyo, where the news media bureau offices were 
located) to get past censorship.54 

In July 1953 the armistice ending the Korean War was signed. The Army 
created a field press censorship capability in the reserve even before the 
conflict was over. At the Department of Defense level, the responsibility for 
supervising military press censorship was given to the Assistant Secretary 
of Defense for Public Affairs, and in August 1954 the Department of Defense 
published a joint service manual entitled Field Press Censorship with the 
following designations: 

Department of the Army Field Manual FM 45-25 
Department of the Navy OPNAV INSTRUCTION 5530-5 
Department of the Air Force Manual AFM 190-5 

This joint service manual was to be the standard procedural document for 
censorship organization and operations should the military again be required 
to implement a media security program. 

During this period each of the service departments moved ahead 
independently with information security planning. In the Air Force, an 
Office of Information, reporting directly to the Secretary of the Air Force, 
was designated as the top-level public relations authority, with censorship 
being accorded a minor role. The Navy's information program was set up 
within the Department of the Navy's Office of Information and headed by 
the Chief of Information, who was also the public affairs adviser to the Chief 
of Naval Operations. Neither the Air Force nor the Navy maintained a 
manned press censorship organization within their respective active or 
reserve components. 

53. PAUL BLANSHARD, THE RIGHT TO READ, 120-21 (Boston The Press, 
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Public information planning and organization had been refined (with the 
Army having the only media censorship capability) by the time of the Cuban 
Missile Crisis in October 1962. Within an hour of President Kennedy's 
October 22 address to the nation in which he announced the presence of 
Soviet missiles in Cuba, the Army's field press censorship detachments were 
partially and quietly mobilized.55 

In terms of manpower, these units included less than three hundred 
officers and men. Of that number, only five officers were requested to report 
for immediate active duty at Headquarters. Continental Army Command 
(CONARC), located at Fortress Monroe, Virginia. While all members of the 
units unquestionably would have been called to duty had hostile action 
occurred, only these five officers were initially contacted. Three of them 
remained on duty for the three days of the crisis and two stayed with 
CONARC for five weeks.56 

The decision to alert these units was based on the determination of the 
Joint Chiefs of Staff that the Army be ordered to prepare for possible field 
press censorship in the southeastern United States. A headquarters had to be 
organized for this purpose together wish field press censorship teams of 
sufficient size to meet the needs of an estimated two hundred fifty cor
respondents. In the final analysis, contingency plans were developed that 
envisioned only the southern half of Florida as an active combat area.57 

Planning for this potential censorship task included the designation of 
Orlando. Florida, as the location for processing and censoring of still news 
photos, with motion picture and television film to be flown to the De
partment of Defense in Washington, D C .  , for censorship action. All news 
copy submissions were to be handled by field press censorship teams located 
within the combat area. The reserve officers were ordered to prepare censor
ship plans for use by the Army of the Atlantic (ARLANT) and the air and 
naval forces in the area (CINCLANT).58 Had these plans been used, military 
press censorship would have become a reality on American soil for the first 
time since the Civil War. The crisis ended of course, and the censorship 
planning involved with it became a largely unknown part of history. 

Almost as soon as the United States entered the Vietnam War on a massive 
scale in August 1964, media censorship for purposes of military security 
became a Pentagon planning consideration. Early in the war, the Army 
placed a colonel from its reserve field press censorship detachments on 
active duty and sent him to South Vietnam for the purpose of assessing the 
situation and reporting on the feasibility of implementing field press 

55 Carl M Justice former Commanding Officer, 211th Field Press Censorship, De
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censorship. Concurrently, discussions on the subject were held between the 
Department of Defense and General William Westmoreland, commander of 
U.S. forces in Vietnam 

Barry Zorthian, who later became a senior member of Time Inc., served 
in Vietnam as director of the Joint United States Public Affairs Office 
(JUSPAO) and as minister-counsellor for information in the American em
bassy in Saigon. He has revealed that censorship was often considered in 
Vietnam and that the idea was rejected each time for practical reasons.59 

Zorthian is on record as having been personally opposed to media 
censorship there, although he acknowledges that his views may have rep
resented the minority position.60 

Zorthian's views seem justified by the fact that the press voluntarily 
observed the military security rules that were established even though the 
conflict was unpopular with the media and the public. In over four and one-
half years and in dealing with approximately two thousand news media 
representatives, only six security violations were considered by the military 
to be serious enough to involve the loss of Department of Defense ac
creditation, Zorthian has noted.61 

Obviously, given the government's desire for censorship as compared to 
its repeated decisions not to employ it, there had to be some very cogent 
reasons for the lack of implementation. It is submitted) that these reasons 
were political and logistical. 

During the Vietnam War, television film was shot, processed, and shown 
to American audiences within twenty-four hours. Even if all combat film had 
been censored by the military, the war--which was being fought without a 
clear purpose or goal - would eventually have become a target of severe pub
lic criticism. Censorship would simply have delayed at inevitable reaction. 

In addition, the military did not control the movements of civilians in 
South Vietnam. Each day, airliners landed and took off from Saigon airport, 
and anyone with the desire land money could hire a private plane to fly over 
the country. Unless all movement and means of transportation had been 
stringently controlled by the military (as in the Second World War), nothing 
could have prevented news correspondent from going anywhere in South 
Vietnam on their own. Similarly, any media representative with a news story 
stopped by censors (had censorship been in effect) could have boarded a ci-
vilian plane for the United States for any other placer and filed the story re
gardless of censorship. As long as the reporter was no longer individually 
subject to military jurisdiction, the only possible punishment was the loss 
of Department of Defense press accreditation 

59 Barry Zorithian. The Dimension of Communication PERSPECTIVES IN DEFENSE 
MANAGEMENT Industrial College of the Armed Forces, 5-6 (February 1969) 
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In June 1971 the Department of Defense moved to disassociate itself with 
the word "censorship" when it issued Directive 5230.7 wherein the Pentagon 
replaced "censorship" with the less provocative term "Wartime Information 
Security Program or "WISP" The directive defined both the National War
time Information Security Program and the Field Press Wartime Information 
Security Program as follows: 

National WISP. The control and examination of communica
tions entering, leaving, transiting, or touching the borders of 
the United States, and the voluntary withholding from publi
cation by the domestic public media industries of military and 
other information which should not be released in the interest 
of the safety and defense of the United States and its Allies. 

Field Press WISP. The security review of news material sub
ject to the jurisdiction of the Armed Forces of the United 
States, including all information or material intended for dis
semination to the public.62 

The document provided for the implementation of National WISP. i.e.. 
censorship, though the National Censorship Agreement entered into on 
October 1, 1963, between the Department of Defense and the Office of 
Emergency Planning (now the Federal Emergency Management Agency). 
Under its provisions, in any national emergency where domestic censorship 
was invoked, an Office of National WISP (similar to the Office of Cen
sorship during the Second World War) would be activated. Initial personnel 
for this censorship organization would be provided by the Department of 
Defense and subsequently augmented by members of the National Defense 
Executive Reserve (NDER) civilian public information executives pre-as
signed to perform the public media censorship task.63 

In a letter dated May 15, 1978 from the Office of the General Counsel, 
Department of Defense, to William M. Nichols, General Counsel. Office of 
Management and Budget, the reasons were set forth for a modification of 
Executive Order 11490. Executive Order 11490, which had gone into effect 
on October 28, 1969, assigned the Department of Defense responsibilities 
under the terms of the National Censorship Agreement.64 According to the 
letter, the House Committee on Government Operations heard testimony 

62	 Arthur J. Simpson Public Media Censorship at 10 (Unpublished es
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during 1972 from representatives of the Office of Emergency Planning that 
cast official doubt on the need for WISP short of a nuclear attack. Because 
of that testimony and the nonemployment of WISP during both the Korean 
and Vietnam conflicts, the House Committee on Appropriations directed in 
its 1974 Report on the Department of Defense Appropriations Bill that the 
reserve WISP units of the Army, Navy, and Air Force be phased out by June 
30, 1974.65 

On January 30, 1975, the letter states, the Department of Defense asked 
the Federal Preparedness Agency (now also part of the Federal Emergency 
Management Agency) to rescind the National Censorship Agreement.66 The 
Federal Preparedness Agency and the Department of Defense then became 
involved in discussions seeking to create another national WISP structure 
that could operate without the use of Department of Defense personnel, all 
national WISP units having been deactivated in fiscal year 1974 after 
appropriations for their existence were denied by Congress.67 

Apparently, the discussions between the concerned government agencies 
were not productive because on June 3, 1981. William H. Taft, IV, general 
counsel, Department of Defense, wrote to David Stockman, director of the 
Office of Management and Budget, stating that the Department of Defense 
wanted to amend Executive Order 11490 in order to be relieved of responsi
bilities more appropriately assigned to civilian agencies.68 Subsequently, on 
November 27, 1981. General Richard G Stilwell, (Retired). Office of The 
Under Secretary of Defense, sent a memo to each service secretary and to 
the Chairman of the Joint Chiefs of Staff stating that: 

It should be noted that in 1974, the House and Senate Com
mittees on Appropriations concurred that "it is unlikely that 
any element of WISP would be implemented in any contin
gency," and deleted all funds for participation by reserve 
personnel in WISP training. The WISP reserve units were 
subsequently disbanded in that same year.69 

The Stillwell letter is most interesting, particularly depending on now one 
interprets the phrase"anyelementof WISP," since the Army Reserve field 
press censorship detachments were operating until April 1977 and certainly 
funds were beingexpendedfor that purpose. In any event, it appears that the 

65. Ibid. 
66. Ibid 
67. Ibid 

68. Letter from William H. Taft IV, general counsel of the Department of Defense to 
David A. Stockman, Director, Office of Management and Budget, June 3, 1981. 

69. Memo from General Richard G. USA (Retired), November 27, 1981. 
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use of military WISP in Korea and certainly in the Cuban Missile Crisis was 
ignored. There is no question that the 1972 hearings and the fiscal year 1974 
appropriations decision, together with the Pentagon's questions (after 
Vietnam) as to whether field press censorship could again be effectively 
employed, led to the decision to eliminate Americas only military censor
ship capability represented by the Army Reserve units in 1977. However, 
despite the Army's view that technology has made field press censorship 
obsolete, it has been used by Israel during its recent Lebanon campaign70 and 
by the British during the Falkland Islands fighting. 

These recent and clearly perceived needs for media censorship by military 
authorities in democratic nations may well indicate that our own history of 
military press censorship is not yet complete. America's global commitments 
and the possibility that despite (or because of) nuclear weapons a Third 
World War might be largely or totally conventional require that we still heed 
the Supreme Court's words in Near v. Minnesota: 

No one would question but that a government might prevent 
actual obstruction to its recruiting service or the publication 
of the sailing dates of transports or the number and location 
of troops.71 

In summary, the media and the public, respectively, must remain deter
mined to inform and be informed. The media and public also must be aware 
that our national interests may at some future time again require the use of 
media censorship "consistent with security" by military and civil authorities. 

70. TV GUIDE, July 5, 1982, A-1. 
71. Near v. Minnesota, 283 U.S. 697, 716 (1931) 

52 Summer 1983 
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Thursday, October 27, 1983 The Washington Post ... A11 

U.S. Troops Remove 4 Reporters
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Grenada News Orchestration

Hit by Media, Press Aides

POST 10-27-83 

SECRECY, From A14 
But some officials said that the 

White House may pay a long-term 
price for, as one of them put it, "ad
vertising that our press officials just 
aren't told what is going on." 

The official reason for Speakes 
and Gergen being kept in the dark 
about sensitive information is that 
then neither is thus put in the po
sition of lying. In practice, it has 
meant that these and other officials 
sometimes give out inaccurate infor
mation because they obtain their 
guidance unofficially and are not 
informed by Baker or Deaver. 

Speakes made this point in his 
memo to Baker, describing what had 
happened and concluding: "This 
comes from having too little infor
mation." It was learned that 
Speakes, press office foreign policy
spokesman Les Janka and Sims were
so frustrated by the incident that 
they activelydiscussed resigning. 

Gergen, who was not involved in 
the Grenada guidance but was an 

active participant in the effort to 
change the policy excluding report
ers from Grenada, was also reported
to have considered quitting.

But there was no indication that 
White House officials, who have 
often dealt with their own commu
nications officials on a need-to-know 
basis, and sometimes less than that, 
would change their policies. 

At the earlymorning briefing yes
terday Speakes held up several type
written pages of questions from the 
previous day's briefing that he said 
he was trying to get answered. Later 
Janka said, "We don't have all the 
facts." 

Weinberger defended the decision 
not to let reporters on Grenada as 
the decision of commanders in the 
field. "Their conclusion was they 
were not able to guarantee any kind 
of safety to anyone," he said. "We 
just didn't have the conditions under
which we would be able to detach 
enough people to protect all of the 
newsmen, cameramen, gripmen and 
all that." 
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A16 ... The Washington Post Friday, October 29, 1983 

U.S. Forces Thwart Journalists' Reports 
Vice Admiral Joseph Metcalf III—Second 

Fleet commander running the Grenada oper
ation—first dispatched Cmdr. Tony Hilton to 
announce that the task force of communications 
were so busy with military traffic that we re
porters had no chance of using them. After a 
request, he said he would do his best to get a 
manage to at least one newspaper with a list of 
those of us who had landed on Grenada—in
cluding we four and the two reporters and one 
photographer who remained on the Island. 

Disappointed, we then suggested that we be 
carried on one of the frequent military flights 
between Grenada and Barbados to use the tele
phone there. Hilton, the fleet public affairs of
ficer, said he would do his best. 

A short while later, we were led aboard a 
helicopter and flown down from Point Salinas, 
the Grenadan peninsula where a Cuban-built 
airport was being used by the U.S. invasion 
force. But just before the helicopter was due to 
take off from the busy flight deck, we were or
dered to get out and were led back inside the 
ship to the commodore's wardroom. 

Metcalf then came to greet us, apologizing 
for the switch and explaining it was because he 
was reluctant to risk mending civilians into a 
high-risk area. It was not clear whether he 
meant Grenada as a whole, where we had just 
spent two days, or Point Salinas specifically, 
where the U.S. military was landing and taking 
off regularly. 

In any case, wesaidweneededtofileour 
dispatches and wanted to use shipboard facil
ities—the reason we had first come aboard—or 
go to Barbados. Metcalf replied he had to have 
the request cleared with Washington. By the 
time darkness fell, when Hilton said civilians 
couldnolongerfly on helicopters, theclearance 
had not yet come and dinner was served. 

Reinforced by fried ham and a promise that 
we would be flown to Point Salinas for a flight 
to Barbados "at the first light," we bunked 
down for the night. Up at down, we were told 
we would depart at 8:30 a.m. At 7:30 a.m., we 
were told we would leave at 10 a.m. 

At 9:30 a.m., Metcalf appeared again to any 
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The Washington Post Invasion 
AN INDEPENDENT NEWSPAPER And Evasion 

Censoring the Invasion 

Ombudsman 
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ABROAD AT HOME 

What Was He Hiding?

By Anthony Lewis 

BOSTON, Oct. 30 — A man who

mains to conceal what he is doing

must fear the consequences if the

truth is discovered. What feared

knowledge was President Reagan

trying to keep from the American

public on Grenada? Why did he bar

the press from the invasion of that

small island as General Eisenhower

did not feel it necessary to do when

his forces challenged the might of the

Nazis?


There is no great mystery about it, 
really. Mr. Reagan was afraid that 
the facts on the ground would not sup
port the reasons he gave for the inva
sion. He was afraid that public sup
port, as shown in opinion polls, would 
wither if people learned too much too 
soon. The official justifications for 
the attack on Grenada have already 
started to unravel. What sounded so 
clear and dramatic in Mr. Reagan's 
speeches is less convincing in light of 
facts that have emerged despite the 
blackout. 

The safety of Americans on Gre
nada was the first reason given by the 
President in his announcement of the 
invasion on Oct. 25. He said hehad re
ports that "a large number" were 
"seeking to escape." U.S. officials 
said the Grenadian regime had closed 
its airport. The implication was that 
the regime was planning to hold 
Americans there. 

Now we know that Grenada and 
Cuba both sent urgent messages to 
the United States saying that our citi
zens, in particular the large number 
of medical students, were safe. We 
know that the airport was open and 
that Americans flew out the day be
fore the invasion, encountering no 
problems at the airport and seeing 
not evenan armed guard. 

The Reagan Administration was in 
fact not interested in exploring peace
ful evacuation of Americans who 
wanted to have. It did not took into 
chartering ships or planes. It did not 
respond to the Grenadian or Cuban 
massages until after the invasion was 
under way. It was determined to 
make ashowof force. 
The President did not mention Cuba 
or the Soviet Union in his original ex
planation of the invasion. But by the 
time be addressedthe nation on televi
sion three nights later, they had domi
nant and sinister significance. He said 
Grenada "was a Soviet-Cuban colony 

as a major military bas-
to expertterror." 

The statement was no doubt effec
tive politically. It would be hard to 
find language better calculated to 

play on American fears than "Soviet-
Cuban colony" or "military bastion" 

or "terror." But where is the evi
dence for those terrifying assertions? 

Senator Daniel Patrick Moynihan, 
New York Democrat and vice chair
man of the Senate Intelligence Com
mittee, is not exactly soft on commu
nism. After listening to Administration 
briefings he said: "Nothing has been 
discovered so far that would show with 
any certainty that Cuba was planning 
to take over Grenada." 

A Republican senator similarly told 
reporters: "We" need to know a lot 
more before I'd be willing to accept 
the assessment that Grenada was 
about to become a Cuban proxy." 

One of we first things reporters will 
try to find out on Grenada, once they 
fully slip the leash of Reagan Adminis
tration "guided tours," is what the ex
tent of Cuban military faculties was. 
They will also surely explore how 
Grenadians feel about the invasion. 

The attitude of the Grenadian people 
is a particularly important unknown, 
affecting the future of the Reagan 
operation. The President set as one of 
his objectives "the restoration of 
democratic institutions in Grenada." 
But how exactly is that going to work, 
politically or militarily? How long will 
Americans have to stay ? 

Wesley L. McDonald, com
mander in chief of the U.S. Atlantic 
fleet, told reporters that American 
troops must get rid of all resisting 
Grenadian elements before leaving. 
"We have to identity the people who 
are the hard-liners." he said. "I think 
the identification process is going to be 
one that's very difficult for us to con
tinue to pursue but one that we've got 
to do because we cannot afford the 
withdrawal of all of the forces and 
allow an insurgency government to 
reappear." 

For an outside power to remake the 
politics of eves a small country may be 
complicated. Did the Reagan Adminis
tration think the problem through be
fore taking on the responsibility? 

The American people needed light 
on such questions from the sun to en
able them to perform their duty of 
critical judgment on official policy. 
But Mr. Reagan did not want the in
convenience of democratic judgment. 
He wanted unrestrained power. 
Hencehis great effort to keep the pub
lic in powerless ignorance. 

He knew the facts would come out 
eventually. But if that day could be 
postponed, it might make a great polit
ical difference. People would be left 
with their first impression that this 
was a decisive President lighting com
munism. They would not reckon the 
cost of what may have been just a 
hasty, lawless show of music. 
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Admiral Fights 2 Battles:

With Grenada and Press


By Kernan Turner 
Associated Press 

BRIDGETOWN, Barbados, Oct. 
30—The U.S. military commander 
of the Grenada Task Force is fight
ing two battles: one with the resis
tance on the island and another with 
reporters trying to cover the inva
sion. 

Vice Adm. Joseph Metcalf III says 
that he has ordered naval patrol 
boats to shoot at unauthorized small 
craft attempting to land reporters 
and photographers on Grenada. 
Journalists hope that he is joking. 

Metcalf, commander of the inva
sion force, also has rejected com
plaints from the press about restric
tions, saying that he is protecting the 
reporters' lives by not granting them 
free access to the island. 

Dressed in a beribboned white 
uniform, Metcalf told reporters at a 
news conference yesterday to stop 
trying to take their complaints to a 
higher authority. 
"The buck stops with me," the 
admiral declared. "If you want to 
argue with somebody about it, 
you've got to argue with me, not the 
DOD [Department of Defense], not 
anybody else but me." 

Earlier in the day, when he was 
wearing a jump suit and visored cap, 
Metcalf greeted a pool of reporters 
in Grenada on a closely guarded visit 
to the embattled island. 

"Any of you guys coming in on 
press boats?" Metcalf asked. "Well, I 
know how to stop those press boats. 
We've been shooting at them. We 
haven't sunk any yet, but how are 
we to know who's on them?" 

A number of weary correspon
dents have returned to Bridgetown 
after hiring boats that were turned 
back off the coast of Grenada by 
Navy warships, but there have been 
no reports of journalists ducking 
U.S. bullets. 

Metcalf, a native of Holyoke, 
Mass., is a 1951 graduate of the U.S. 
Naval Academy. He is commander 
of the Second Fleet. 

The admiral's encounters with 
journalists have revealed atough, yet 
good-natured personality. He greets 

reporters on the press-pool tours at 
planeside, shaking hands and asking 
their names. 

But when pressed for specific in
formation, he often says, "I haven't 
the foggiest idea." He confided to 
one group of perplexed reporters: "I 
love that quote." 

On some occasions, he has misled 
reporters. When asked about the 
capture yesterday of Bernard Coard, 
the politician who is believed to have 
provoked the events leading to the 
slaying of prime minister Maurice 
Bishop, Metcalf at first told a news 
conference that Grenadans had de
tained Coard. 

Told that a marine officer had de
scribed to the press pool how Coard 
had been surrounded by marines in a 
hideout and ordered to come out of 
the house or be blown up, Metcalf 
said: "Okay, let's be technical, okay?" 

Pressed further by the reporters, 
Metcalf acknowledged that he was at 
a Marine command post when Coard 
was brought in and was aware that 
the Marines had captured him. 

Despite his restrictions, Metcalf 
insists that he wants " t h  e news 
media to get on with the legitimate 
business of public information." 

In what appeared to reporters to 
be contradictory statements, Metcalf 
accepted full responsibility for keep
ing reporters out of Grenada despite 
"enormous pressure in Washington 
to get reporters in there," and yet 
called himself the journalists' "best 
friend." 

"I want to get you there but, by 
golly, I'm going to insist that you can 
be supported when you get there," 
the admiral said. 

[In a conversation with reporters 
Edward Cody of The Washington 
Post and Don Bahning of The 
Miami Herald last night, Metcalf 
acknowledged that he deliberately 
had held them aboard his flagship, 
the aircraft carrier USS Guam, for 
18 hours to prevent them from filing 
first-hand accounts of the invasion. 
The task force commander said that 
he had been "following orders" from 
Washington in holding the reporters, 
but he did not specify who had given 
the orders.] 
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PRESS CLIPS

By Alexander Cockburn 

The Press and the Invasion 
With considerably less resistance than that displayed 

by the Grenadian militia, important sections of the US 
media surrendered without much of a struggle in the face 

of the US invasion of Grenada and the Reagan adminis
tration's propaganda barrage to justify this outrageous 
and illegal, venture. 

It's true that editorials in the New York Times, the 
Boston Globe and the Washington Post—to mention 
three important papers—indignantly denounced the in
vasion, its legality and its rationales. It's true that an 
assiduous reader of the papers would have had a fair 
amount of informative material against which to assess 
the claims of the administration. But even after last 
weekend fundamental Reaganite assumptions remained 
entirely unchallenged in the mainline media. 

Keynotes 
A crucial moment for the Reagan administration came 

with the network newscasts on the first Tuesday, the day 
of the invasion. These, more than any editorial or report 
in the New York Times or Washington Post, set the basic 
terms for public perception. The CBS, NBC and ABC 
newscasts were all, by and large, ill-informed, if not 
actively misleading. They accepted most Reaganite as
sumptions and, particularly in the case of Bill Moyers on 
CBS, actively endorsed them. 

Consider the famous airstrip. For over a quarter of a 
century the Grenadians have been hoping to lengthen 
their airstrip, which cannot accommodate the large pas
senger planes which could bring tourists so necessary to 
the island's economy. The airstrip has been favorably 
viewed by the World Bank. At least half its financing 
comes from Western European countries. The British 
firm of Plessey has been advising on its construction. 
There is anenormous difference between a civilian air
port—which is being built on Grenada—and a military 
one. 

Ignorance Is Safe 
What is always astounding is that these networks, and 

indeed these newspapers and newsmagazines, equipped 
with incredible sums of money and enormous staffs, 
apparently find it impossible to find anyone who knows 
anything about the Caribbean, anything about the econ
omy or politics of the region beyond the New York Post-
size headlines which apparently substitute for thinking 
inside Reagan's head. 

In an entire week, an American citizen would have 
found it hard to discover that the "democracy" allegedly 
overthrown by the New Jewel Movement on Grenada 
was a corrupt and fraudulent regime run by Eric Gairy in 
which ballot boxes were routinely stuffed, political oppo
nents killed and the economy sold to criminal interests. 

Singe the press prates on ceaselessly about the pub
lic's "right to know," you would have thought that the 
media would have tried to cater to this same right. 
Instead of which, on that first crucial Tuesday night, we 
had this fairly representative slice of nonsense from Jack 
Smith, ABC news correspondent Buzz phrases, are ital
icized. 
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Essay


Trying to Censor Reality

T he wisdom of the U.S. invasion of Grenada will be debated for 

years. The unprecedented exclusion of the American press 
from that operation requires no debate; clearly it was a bad mis
take, an outrage to press freedom and an ominous symptom of a 
tendency in the Reagan Administration to try to control the flow 
of information. 

All Administrations attempt to do this, up to a point. Actually 
the Reagan White House has been far more intelligent and helpful 
inits dealings with the press than was customary during the Nixon 
age of paranoia and the Carter era of petty meanness. Thus the at
tempt to fight a little war in secret, out of range of reporters and 
cameramen, is all the more startling and unfortunate. 

The explanations offered by the Administration were prepos
terous. Secretary of Defense Casper Weinberger argued that the 
armed forces could not have guaranteed the safety of journalists. 
But American journalists have never demanded such guarantees. 
They have worked and died in the Civil War, 
World War I, on the beaches of Normandy 
and Okinawa, in Seoul and Saigon. Wein
berger's other reason, that the commander 
in the field did not want the press along, was 
a glaring cop-out. No question was raised 
about press coverage aiding the enemy, that 
was wise. The press invariably accepts 
ground rules on matters of true security, 
where lives and operations are at stake. 

Why should anyone care about this? 
Many people might assume that the press 
was protesting against its exclusion out of a 
prurient or even commercial itch, annoyed 
at missing some sensational headlines and 
pictures. That is simply not the case. The 
press has a serious quasi-constitutional func
tion as a representative of the public. Obvi
ously the White House or the Pentagon re
membered the Viet Nam "living -room war" 
and the revulsion it created. Obviously they 
admired and envied Margaret Thatcher's dealing with the press 
during the Falklands invasion, when the Iron Lady's government 
allowed only a small contingent of journalists along, under wraps. 

It was quickly apparent that banning reporters—and later giv
ing them only afew quick guided tours—hurt the Administration it
self. Whenever the press it excluded, speculation and rumor take 
over. Several days after the invasion there was still determined resis
tance here and there, but no one knew how much, how serious or by 
whom. Theresult was vague and naggingalarm,asuspicion that the 
world's largest military power had troublesubduinga flyspeck is
land. However thatimpression might be dispelled later, someof the 
damage will linger.More important, the Administration'scase for 
the invasion rests increasingly on the assertion that the Cubans had 
been attempting to transform Grenada into a sort of island fortress. 
Eyewitness reports from correspondents might have mad that 
claim quickly convincing. Their absence may cause the question to 
persist: What was the Administration trying to hide? 

Certainly the press has no corner on virtue—far from it. Jour
nalists exaggerate, misunderstand, mislead. They can be irre
sponsible in big ways and in small. It is hard to forgive those televi

sion reporters who, after the Beirut attack, intruded on anxious 
families with fatuous and cruel questions like "How would you feel 
if your son were among the dead?" On a larger scale, it can be 
argued that ever since Watergate much of the press has been too 
automatically hostile toward government. 

But freedom of the press, like all freedom, has its risks. It can
not apply only to journalists who are always responsible or posi

tive. Such freedom would not be freedom at all. On balance, for all 
their doubts about the press. Americans have usually felt that it 
represented a pretty good bargain: the occasional outrageous or 
merely irritating lapse is an acceptable pricefor journalism's role 
as witness and watchdog. 

Secrecy is addictive Perhaps the greatest danger in the ban
ning of the press from the Grenada operation is that the 
Administration will try to repeat it in other situations. 
The Grenada ban is not an isolated incident, but part of a pattern. 
Members of the Reagan Administration try not only to control the 
news and the "image" of its doings but also to shape a whole cli
mate of opinion. The Administration has been active in excluding 
foreign speakers deemed dangerous or subversive. It has tried to 
discredit as propaganda fairly innocuous foreign films, and it has 
fought sharply to limit the Freedom of Information Act. To plug 
leaks, it has made an estimated 2.5 million federal employees sub

ject to random lie detector tests. 
Reagan also has moved to establish 

sweeping new rules requiring senior Gov
ernment employees with access to highly 
classified information to submit any writ
ings—books, articles, letters, speech 
drafts—for advance Government clearance 
if there is any possibility that they allude to 
sensitive activities. This rule, temporarily 
stalled in the Senate, would apply to these 
Government employees for their entire life
time. Had it been in force in the past, it 
would have required previousclearance and 
presumably endless battles with censors by 
writers ranging from Grover Cleveland to 
George Marshall to Henry Kissinger. 

There is no denying that the Govern
ment must be able to do certain things in se
cret. Diplomacy is one of them. So are covert 
activities, in which all nations, democratic 
or otherwise, engage. Arguably the threat on

Grenada should have been handled by theCIA rather than by the 
Marines and paratroopers—except that for years now, the CIA has 
been unable to do anything much without almost instant publici
ty. But the fault for this absurd situation lies more with Congress 
and Government officials than with the press. It is also true that 
the Freedom of Information Act has been abuse. But taken to
gether, the Administration's measures suggest a certain mind-out; 
the notion that events can be shaped by shaping their presenta
tion, that truth should be a controlled substance. 

TIME NOVEMBER 2, 1989 
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RICHARD

COHEN


HEY! 

H ey there! I'm talking to you. I'm 
talking to those of you who have 

not paid any attention to what has been 
going on between the government and 
the press, who either think that the 
press had it coming or that this is just a 
fight between big government and big 
media and has nothing to do with you. 
Wrong. It has only to do with you. 

I am referring, of course, to the 
government's attempts to first keep the 
invasion of Grenada a secret and then 
later to obstruct the reporting of it. The 
first is no big deal. The government is 
entitled to keep a secret or two. 
especially if the purpose is to save lives. 

As for the second, it is a different 
matter entirely. The reason the • 
government deterred reporters from 
filing stones, the reason it made the 
entire island off-base to journalists and-
then opened it up only on a selective 
basis. had nothing to do with the media. 
It had to do with you—the people who 
either read or watch the news. 

It had to do with the fact that the 
government did not trust you to come 

to the right conclusion. It thought 
certain facts would only turn your little 
heads. This is the ultimate example of 
the government playing nanny, and 
deciding, for your own good, of course, 
that there is certain information you 
should not have. 

The immediate genesis of this policy 
is the experience of Vietnam. Many 
critics of the press, especially on the 
political right, believe that it was the 
press, not the Vietnamese, who beat the 
American military in Vietnam. What the 
communists could not do with bullets, 
the press accomplished by demoralizing 
the homefront This is a neat little 
theory, bud out in all its absurdity in the 
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current issue of the neo-conservative 
journal. The Public interest. It merely 
overlooks 50,000 dead, illogical war aims 
and a corrupt regime in Saigon. 

The same sort of thinking has been 
applied by the same sort of people to 
the Israeli invasion of Lebanon. That. 
too, could have been a success had it not 
been for unseemly newspaper and 
television reporting—all of it 
emphasizing civilian casualties at the 
expense of the military and political 
goals of the invasion. Thus, once again, a 
glorious and wonderful war was spoiled 
by a press that emphasized the 
sensational at the expense of 
prosaic—the fact that Israel was doing 
the dirty, but the necessary. 

There is something to all this, of 
course. No one would deny that the 
picture of the child burned by napalm is 
a lot more gripping than a dryly written 
policy paper on why the napalm had to 
be dropped in the first place. And it is 
true that all wars, even just ones, entail 
suffering and horror—much of it visited 
upon the innocent. 

B ut it is also true that the two wars 
cited—Vietnam and Lebanon—were 

fought in the wrong place at the wrong . 
- time and for the wrong reasons and that 
both governments had ample 
opportunity to make their cases. Both 
governments, having done that, lost the 
debate. Either domestic or world opinion 
reached different conclusions. The way 
around that, of course, is to silence one 
side of the debate. 

This is what was effectively done in 
Grenada. The government made sure 
that the public would not have its head 
turned by the usual pictures of carnage. 
And it suceeded. For the first time in a 
long time, we fought a war that resulted 
—at least where television was 
concerned—in no dead, no suffering, no 
civilian casualties, it was a most lovely 
war. But it was hardly the whole truth. 

This management of the news is 
practiced in countries where the people 
are not trusted to come to the right 
decision. It is standard practice in Third 
World and communist countries where 
there is no concept of truth—just 
information that's helpful and 
information that's not. The latter is 
proscribed—always in the name of the 
people and always for the good of the 
people. 

That's why I'm talking to you. You're 
wrong if you think this flap between the 
press and the government is none of 
your business. It is your business 
because it is not about the press at all, 
but about you. It's the press the 
government blames. Because it's you it 
fears. 
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"ISN'T THIS BETTER THAN ALL THOSE NEWS

STORIES YOU GET FROM THE PRESS?
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Hints at Future News Blackouts 

Shultz Defends Press Ban 

Media Curbed

Out of Dislike.

Admiral Says




501 

Sunday, January 29, 1981 THE WASHINGTON POST 

Haynes Johnson

ECHOES


Notes on the aftermath of the media 
and Grenada: another national Harris 
opinion survey offers polling evidence that 
Americans have not deserted the media on 
the right to cover news. It also shows that 
citizens back the media over the govern
ment on coverage of the Grenada invasion. 
By 65to 32 percent, those polled said they
believed that reporters should have been
allowed to accompany U.S. troops invad
ing Grenada,

At the time of the Reagan administra
tion's ban on coverage of that invasion in 
October, this column dealt at length with 
the overwhelmingly negativeview of Amer
ican media performance in general and
support for the government's position on
the media in Grenada specifically as re
flected in a massive stream of letters from 
around the country. Those letters contin
ued to arrive for weeks. Since Harris' data 
now indicate that public attitudes are dif
ferent than I reported, or that they have 
changed, I am happy to add his figures for 
the record on the subject. 

Some of his other findings: by 53 to 36
percent, those polled think that the coun
try was better off because Vietnam was 
fully and graphically covered. Eighty-
three percent agree that, in a free country, 
a basic freedom is the right to know about 
important events, especially where the 
lives of American soldiers are concerned. 
By 63 to 34 percent, they agree that by
not allowing at least a small pool of re
porters to report an invasion, a president
or the military might be tempted to cover
up mistakes and lives lost. And 52 percent
disagree that the press and television pry 
too much into too many things as it is. 

Harris concludes that those who rated 
questions about harsh anti-media senti
ments in the country were wrong.Letus 
hope so, but on this subject I remain from
Missouri. I have to be shown further that 
public attitudes about the media are still 
not strongly negative. 
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"Barring Reporters from the Battlefield" 

M
ByDrew Middleton 

ILITARY TEXTBOOKS OF THE 
futurewill probablycitethe United 
States invasion of Grenada at 
swift and effective operation car
ried out with minimal casualties 
and the accomplishment of major
objectives. But the textbooks, being 
military, will probably omit one un

fortunate consequence of the operation-the 
ing of relations between the news media and the mili
tary resulting from extraordinary restrictions placed
on theformerby thelatter. 

The significance of this deterioration has as much 
in its carry-over effects as in the immediate impact. 
The increasingnumber of global flash points, such as 
Lebanon,the PersianGulf,South Korea and Central 
America, seems to insure that other American mili 
tary operations will soon provide new testing 
grounds. How both sides meet the challenges to come 
will have a profound effect on a relationship of great 
importance not just to the parties involved but to the 
American public as a whole. 

The decision to deny access to press, radio and tele
vision reporters during the early stages of last Octo
ber's operation in Grenada ran against the course not 
only of military precedent but of a history of consider
able media freedom in covering American military 
conflicts that dates back to the Civil War. Although 
the armed forces had frequently raised objections 
and barriers, often for reasons of security, there had, 
on the whole, been a balance, with the military bene
fiting as much as the media. The exception was the 
Vietnam War, the final years of which were the nadir 
of media-military relationships. 

There is little doubt in the minds of experienced ob
servers that post-Vietnam military attitudes influ
enced the decision to shut the media out of the landing 
in Grenada and of the earliest operations 
The majors and commanders of the Vietnam War 
who believed the media had worked against the 
American command there had become influential 
generals and admirals determined not to ex
pose the Grenadaoperation to what they con
tinue toe view as a hostile adversary. That atti
tude was reflected by President Reagan during 
a December press conference when he said that 
in Vietnams the press was not on "out side, mili
tarily." 

The media track record has, in fact, been 
creditable. In Vietnam, as in easier wars, 
members of the press proved their ability to 
preserve the security of military actions and 
landings. And they have routinely exposed 
themselves to danger while covering conflicts 
involving American troops, including at 
present the action in Lebanon. 

Their interest in continuing to do so was ex
pressed strongly in January when 10 major 
news organizations issued a joint statement 
calling on the Reagan Administration to affirm 
therightof journalists to cover United States 
military operation. Leaders of the news groups indi
cated they could agree on limited restrictions, such as 
delayed filing and military censorship, so long as re
porters were not excluded from combat missions and 
thus denied the right of independent reporting. The
whiter license said it was trying to arrange a meeting 
with the group's leaders, and the Defense Depart

ment announced that the Joint Chiefs of Staff ware 
creating a special panel to study the issue,with hear
ings to being sometime in February, in which the or
ganizations issuing the statement have said they 
would voluntarily participate. 

THECIVILWAR.THE GREATEST CONFLICT 
over fought on this continent, marked the emergence 
of the American war correspondent. The writers and 
artists who covered the war between the states en
joyed extraordinary freedom. Many of them passed 
easily from one side to the other. By modern stand

ards, their accounts were less than objective and, in 
many cases, unduly prepared to accept the military's 
version of the situation. For instance, despite the ex
ample before them of the disclosure of medical 
breakdown in the Crimes by The Times of London's 
correspondent William Howard Russell, the horrors 
of military hospitals and prisoner of war camps re
ceived scant attention at the time. 
Even so, reporters earned the enmity of some top 
soldiers on the Union side. Gen. William Tecumseh 
Sherman, who led the North's march through Geor
gia to the sea, complained of correspondents" picking
up dropped expression, inciting jealousy and discon

tent and doing infinite mischief." 

Relations improved during the Indian Wars that Oc

cupied the Army for a third of a century after the

South's surrender at largely because

there were so few reporters on the spot. But corre

spondents did ride with Gen. George A. Custer and

Gen. George Crock, and they subscribed, in the main,

to the then-popular doctrine that the only good Indian

was a dead Indian.


Relations deteriorated during the Spanish-Amer

ican War. Maj. Gen. William R. Shafter, commander

of American troops in Cuba, had little use for report

ers, including the famous correspondent, Richard

Harding Davis, who stridently supported the Govern

ment's position in The New York Journal. It was left

to Lieut. Co. Theodore Roosevelt, who had his eyes

on summits beyond San Juan Hill, to Cosset the press

and leave the reading public with the impression that

"Teddy" had won the war.
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Reporters assigned to the A.E.F., the those as
signed to the British and French forces, had a certain
freedom of movement but a thin diet of news. What 
they did writewas largely favorable to the . But 
because of the censorship, neither they nor their 
allied colleagues reportedone of the major events: 
the FrenchArmymutiny in1917. 

By the time World War II came along, the British 
had learned a lot about the uses, and usefulness, of 
censorship. To a people fighting for their lives, as the 
British did following the defeat of the French and 
before the Americans entered the fray, censorship 
was an acceptable if not particularly attractive prac
tice. with his feel for the (Continued on page 61) 

mars mind. Prime Minister 
Winston S. Churchill under
stood, however, that if all the 
had news was concealed 
through censorship, the Brit
ish public would come to 
doubt everything the Govern
ment said. So although a 
great deal continued to be 
censored - tonnage of ships 
sink, the exact extent of air-
raid damage — a deal 
more was written about that 
would be deemed prudent to
day by President Reagan. 
Although a gap existed be
tween the media and military 
during World War II, there 
were reasonable men of both 
sides and the relationship be
tween the two during the 
campaigns in the Mediterra 
nean and northwest Europe 
are often cited as an example 
of harmonious cooperation. 

As a correspondent is both 
theaters of war, I concur. But 
there were major differences 
between the situation then 
and today. 

The first, and probably 
most important, was that 
total censorship prevailed. 
Everything written, photo
graphed or broadcast was 
Scrutinized by censors. Any
thing that did not meet the 
high command's considera
tions of security was deleted. 
A second difference was that 
television did not exist as s 
news media during World War 
II. The "loss" of the Vietnam 
war is attributed byextrem
ists in the American military 
to television's capacity to 
bring its horrors into Ameri
can living rooms. What, then, 
would have been the reactions 
of the killed publics had the 
bombing of London, the 
slaughter at Anzio or the 
house-to-house and room-up
room fighting at Stalingrad 
been brought into their honest. 

The third factor was the at
titude of the correspondents 
themselves. There was resist
ance to censorship during 
World WarII but situations in 
which a reporter tried to 
evade it with material that 
might endanger soldiers' 
lives or ships at was were ex
tremely rare. 

Censorship was integrated to 
apply only to military mat

ters. Concern over a spate of 
unfavorable reports on the 
political situation in North Af
rica following the assassina
tion of Adm. Jean Francois 
Darian prompted Gen. 

Dwight D. Eisenhower, Su
premeCommanderof Allied 

forces, to impose a political 

censorship for a time. But a 
storm of protest from Amer
ican and British politicians, 
as well as from the media, 
forced the high command to 
discontinue the practice. 

The existence of military 
censorship did, however, en
able commanders to talk with 
a freedom absent in later 
wars. World War II corre
spondents were permitted, if 
not encouraged, to interview 
officers dealing with opera
tions, intelligence or military 
government. Corps, divi
sional and brigade command
ers were accessible on the 
various fronts. General 
Eisenhower took the lead, 
providing full and detailed 
briefings before each major 
operation. Responsible re
porters, he believed, helped 
sustain popular support for 
the war, and censorship took 
care of any inaccuracies that 
might crop into their stories. 

Along the fronts, in Tunisia, 
Sicily, Italy and northwest 
Europe, reporters had com
plete freedom of movement. 
If they risked their lives be 
moving too close to a fire 
fight or by flying on bombing 
missions over Berlin, that 
was their concern, in all 
about 140 correspondents 
were killed on all front dur
ing world War II. 

World War it was the last in 
which total censorship pre
vailed. The change in the
media military relationship
began during the Korean 
War, when what censorship 
occurred was largely im
posed at the source by senior 
officers. The main source 
was Douglas A. MacAr
thur, Commander of United 
Nations Military Forces in 
South Korea, a Master at put
ting scores the military's
view of operations, and at
keeping his mouth shut about 
impending campaigns. 

Censorship at the source 
reached its apogee in the 
Vietnam War.On the whole 
reporters were free to go 
where they wished, but those
who did not have the trust 

officers, a trust labori
ously built in past wars, were 
given little information. 
Many officers became in
creasingly convinced that the 
growing hostility to the war 
on the part of the American 
public was due to blazed and 
inaccurate reporting by cor
respondents. 

(Continued on page 69) 
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This situation was exacer
bated by the widespread be
lief among military personnel 
that the news media , by em 
phasizing in print and pic
tures the enemy's foray into 
the United States Embassy in 
Saigon, had obscured the true 
dimensions of their victory in 
the Tet offensive in 1968. 

That view was disavowed in 
a recent Columbia Journal
ism Review article by 
Charles Mohr of The New 
York Times, one of the most 
respected correspondents in 
Vietnam. He and other re
porters, Mohr wrote, did not 
"give the embassy attack 
prolonged, obsessive cover
age while ignoring the subse
quent course of battle." 

After Tet, reporters were 
often attacked by officers for 
giving false impressions. 
Flying in a helicopter with a 
colonel of infantry, I, for in
stance, was told that the val
ley below us had been com
pletely pacified — we put 
down at one village to prove 
the point — but that "your 
damned newspaper and the 
damned TV make it sound 
like a hotbed of Vietcong 
guerrillas." 

The armed forces emerged 
from the Vietnam War psy
chologically scarred. They 
were embittered by their fail
ure to defeat the Vietnamese 
because of what they consid
ered political manipulation in 
Washington and, above all, 
by the media's treatment. 

The inability of the military 
to the field to comprehend the 
intricacies of television jour
nalism was one reason en
mity reached such propor
tions. The military did not 
realize that prime time, no 
matter how important, the 
material, is short, and that 
the electronic media's news 
editors are likely to pick the 
mast sensational shots. 

These photographs may be 
gory. War is gory. But to 
argue, as some officers still 
do, that such selections were 
made to intentionally reduce 
popular support for the war is 
nonsense. So is the contention 
that this support was lost in 
American living rooms. The 
Vietnam War was lost, if in
deed it was lost in the mili
tary sense on university 
campuses and in the Con
gress. 

The search for truth begin
with a skeptical attitude.

Most reporters, especially
those who have dealt with 

governments, develop this at
titude early in their careers. 
It is seldom encountered in 
government public-relations 
people whose jobs and ca
reers depend on accepting 
and relaying what they are 
told by these in higher eche
lons. Newly designated press 
officers receive instruction in 
how the media works at spe
cial courses conducted at 
Fort Benjamin Harrison in 
Indiana. Particular attention 
is paid to the media's prob
lems of time and space, and 
how best to utilize that knowl
edge in presenting the mili
tary's position in the best pos
sible light. 

• 
The military is not solely 

responsible for muzzling the 
press during the first days of 
the Grenada operation. 
Blame must also be attached 
to the Reagan Administra
tion, which, though constitu
tionally in control of the mili
tary, abdicated that control 
when media accessibility 
came upfor discussion before 
the operation began. It was 
James A. Baker 3d, then 
White House chief of staff, 
who accepted on behalf of the 
President restrictions im
posed by the military on the 
media. He has since said he 
would do it again in a similar 
situation involving what he 
has called a "commando 
raid." 

Danger to correspondents 
was cited by Baker and 
others as a reason for the ex
clusion. But reporters had 
gone on similar commando 
raids during World War II. 
They were also present dur
ing fierce fighting at Ala
mein, Tunis, Salerno, Anzio, 
two Jima and Guadalcanal 
and a hundred other battle
fields in Europe and the Pa
cif ic Danger is part of a war 
correspondent's job. Every 
reporter, every editor knows 
that. But they also know that 
battles have to be covered, 
and that the media, not the 
military, is the best vehicle 
for conveying what occurred. 

What about military securi
ty? If the Administration 
feared that some correspond
ents selected to accompany 
the invading forces would re
veal the facts in advance, 
there were ways to prevent
that. Apoolofcorrespondents
could be taken to a military
compound where they would
be informed of what was 

(Continued on page 82) 



about to happen and assured 
that whenthe time came they
would go in with the first
wave. There are precedents
for such an action.Before the 
raid on Dieppe during World
War II, for example, report
ers were spirited away to
Bath in England and kept in
communicado for four days 
before joining the units to 
which they had been as
signed. This procedure was 
employed again recently by 
the British who, after keeping 
their press under wraps at 
see, permitted reporters to go 
ashore with landing teams 
sent to regain the Falklands 
from the Argentines. 
Another excuse put about 
by theAmerican military for 
excluding the press in Grenada was that some new tech
niques were to be employed in 
the invasion. If they were
they were not evident to
knowledgeable observers. 
Dropping Rangers and air
borne troops from 500 instead
of see test is not a new tech
niques but rather a tactical 
change enforced by the exi
gencies of combat. 
A Navy source has sug

gessed that the use of the 
service's seals (sea, air and
land underwater derrolition 
and landing teams)was an 
innovation. Again, nonsense. 
similar operations by Brit
ain's Special Boar Squadron 
were employed and reported 
on to detail during the Falk
lands operations. 

The impression left by the 
American Government's re
porting of the first two days of 
the Grounds operation leaves 
the district feeling that the
objective was not to present 
the fall facts of the matter but 
rather to make the most 
favorable impression on the 
public at large. 

What if the operation had 
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gone wrong? Would the Gov
ernment have told the public
that as ill-assorted group of
Grenadians and Cubans was 
kickingthe tripes out of some 
of ourfinest troops? 

• 
The continuing dispute over

the restrictions placed on the
mediainGrenacia reached a 
good deal further than that
tiny Caribbean Island. This is 
a periodof limited, local ware 
— Grenada. Lebanon, the 
Falklands —anyofwhich by
a combination of circum
stances can expand into a 

deadly serious conventional 
war in which vastly greater
forces could quickly become
involved. 

Can the American people, 

whose servants a  n both the 
military and any Administra
tion, be fed pap churned out 
by the powers that be? 
Everything in our experience 
shows that even if they are 
they will soon discern the 
truth behind the headlines. 

The present tendency to 
muzzle the media is danger
ous. Democracies only win 
wars when they have popular 
support. That support can 

only come from an informed 
public. If there is censorship, 
then let it be flexible enough 
to tell the bad with the good. 
If correspondents are killed
so be it. A lot of good man will 
die. There are dangerous
time. Only an informed
America will weather 
them. 
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WASHINGTON POST 
A28 Sunday, May 6, 1984 THE 

U.S. Bars Reporters 
From Naval Exercises 

SAN SALVADOR, May 5 (UPI)-U.S. military 
officials say American journalists are not allowed 
to visit U.S. vessels participating in joint naval ex
ercises in the Gulf of Fonseca. 

It was believed to be the first time Pentagon of
ficials had told journalists they could not observe 
American military war games in Central America. 

T h  e American Navy is not embarking any 
newspapermen," said Col. Richard Lake, a Pen
tagon spokesman who yesterday turned down a 
request by United Press International and the 
The Washington Times to visit the exercises. 

He gave no reason why the exercises, designed 
to improve the capacity of Honduras and El Sal
vador to stop arms traffic to Salvadoran guerrillas, 
were under a news blackout 

The U.S. Destroyer USS Deyo and the guided 
missile frigate USS Reid have been leading the 
joint exercises in which the Honduras and Salva
doran navies are participating. 

The war games started April 26 and are sched
uled to end May 7. 
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Pentagon Forms War Press Pool;efforts to reverse this whole approach
and this blatant act of discrimination." 

The Chairman of the AmericanNewspaper Reporters Excluded 
Newspaper Publishers Association, 

By RICHARD HALLORAN 

WASHINGTON, Oct. 10 — Defense 
Department officials today disclosed 
the makeup of the press pool the Govern
ment would form to cover the initial 
stages of any surprise military opera
tions. It would include news agency, 
radio, television and magazine report
ers but not reporters from individual 
newspapers. 

The news agencies to be included in 
the pool, Associated Press and United 
Press International, send their reports 
to newspapers as well as to television 
and radio stations. Representatives of 
many newspapers protested exclusion 
of their reporters and said they would 
call for revision of the pool planned by 
the Defense officials. 

Defense officials said the organiza
tions to be represented in the pool, 
which was set up in answer to criti
cisms from the press over limits on 
coverage of the invasion of Grenada 
last year, had been picked by the De
fense Department but that the news or
ganizations could choose the corre
spondents. They said the pool should be 
ready to cover military contingencies 
on short notice. 

The officials said the Defense De
partment had proposed ground rules. 
similar to those used during the was in 
Vietnam, to govern the coverage. 
Those proposals are being studied by 
the organizations that have been se
lected and are not yet final, the officials 
said. 

The pool would include two news 
agency reporters, one radio corre
spondent, four television reporters plus 
a camera operator and a sound techni
cian, a still photographer and a maga
zine writer, for a total of 11 people.

They also said the large number of 
newspapers made negotiating with 
them difficult. 

Moreover, some officials said pri
vately, senior Pentagon officials had 

expected more resistance to proposed 
ground rules for coverage from news
papers than from other news organiza
tions because newspapers have usually 
taken more independent stands against 
restrictions. 

The issue of coverage of military 
operations erupted a year ago when 
President Reagan ordered the Granada 
invasion. At the request of the Joint 
Chiefs of Staff, Secretary of Defense 
Casper W. Weinberger prohibited 
coverage of the initial stages of the
operation and permitted only limited 
reporting until it was nearly over. 

That provoked a wave of protests 
from most news organizations, al
though polls indicated a majority of the 
public initially supported the exclu
sion. News executives cited the Gra
nada restrictions as a departure from a 
long history of was correspondence 
during from the Civil War. 

In response to the protests from news 
organizations, the Chairman of the 
Joint Chiefs of Staff, Gen. John W. Ves
sey Jr., formed a panel of officers and 
journalists led by a retired Army pub
lic affairs officer, Maj. Gen. Winant 
Sidle, to take testimony from news ex
ecutives. 

Richard J. V. Johnson, president of 
The Easton Chronicle, said in a state
ment: "We are pleased that the De
partment of Defense has taken the first 
step toward creating an effective con
tingency press pool for U. S. military 
operations. Obviously, a pool of 11 must 
include at least one experienced daily
newspaper reporter and we have asked 
the Pentagon to make that correction 
promptly." 

Seymour Topping, managing editor 
of The New York Times, said The 
Times intended to join other newspa 
perorganizationsinpressingfor 
sions of the decision. "The special 
needs of newspapers in serving their 
readers cannot be fully met by news 
agency reports," he said. 

Albert R. Hunt, Washington bureau 
chief of The Wall Street Journal, called 
the decision "outrageous and unaccept
able," saying "the action of not having 
a single newspaper in a pool is unprece
dented." He added" "I have never 
heard of a pool arrangement that to
tally excludes newspapers. It would ap
pear that they are not anxious as give 
any opportunity for in-depth reporting 
on this." 

Benjamin Bradlee, executive editor 

of the Washington Post, said, "The 
Washington Post will do everything it 
can to report the news whether we are
in any pool or not." 

The Pentagon pool would be unusual 
to at least two respects: 
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APPENDIX II-BB


Letters


The Committee on the Judiciary received a number of letters


concerning the hearings entitled "1984: Civil Liberties and the


National Security State." The following is a selection of letters,


reprinted with permission.
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November 4, 1983


U.S. House of Representatives

Judiciary Committee

Washington, D.C


Gentlemen:


I recently observed David Brinkley, John Chancellor and others

appear before your Committee to present their case against President

Reagan's decision not to have the TV and press with the Grenada

invading troops.


The reasons they gave appear very shallow and self-seeking to

me. The idea that every important event must be accompanied by TV

cameras is stupid. We Americans are tired of TV telling us what we

should be doing and how we should feel about the important events

in our lives. In my opinion the TV people should stick to reporting

the news, not managing it as they now seem to try to do.


As a parent of a student attending St. Georges University

School of Medicine, I wholeheartedly support the action of our

President. His decision not to allow the TV along, in my opinion,

was wise and just. The American people are not crying out that

they were deprived of TV coverage, only the networks and their

eternal battle for Nielson ratings and thus ability to charge

advertisers more and more money seem to care.


The American public is contantly bombarded every evening from

5 P.M. to the wee hours of the morning with TV news. Not to mention

early in the morning until about 8:30 A.M. We could do with a lot

less coverage.


Respectfully,


Thomas J. Roche, Jr.

7 Summit Rd.

Brookside, N.J. 07926
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Montgomery Hollow

Roxbury, N.Y. 12474

October 30,1963


The Hon. Robert W. Kastenmeier

House of Representatives

Congress of the United States

Washington, D.C. 20515


Dear Rep. Kastenmeier:


I was very encouraged and relieved to learn that the

House Judiciary Subcommittee on Courts, Civil Liberties

and the Administration of Justice will soon begin

hearings on the relationships between civil liberties

and the so-called "national security state."


The current Administration's passion for secrecy in

government -- demonstrated in its new dragnet lie-

detector policy, its government-employee censorship

order, and most recently its control of press coverage

of the Grenada invasion -- makes these hearings terribly

important.


I fear the growth of governmental secrecy more than I

do any other national or international threat including

thermonuclear war. Neither the Soviet nor the American

government wants atomic war -- but both very much want

more government secrecy; and this is very, very frightening.


Yours truly,


John	 Hendry

CC:	 The Hon. Sherwood Boehlert


The Hon. Jack Brooks

The Hon. Daniel Patrick Moynihan

The Hon. Alphonse D'Amato
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305 Maxwell Lane

Newport News, VA 23606

November 8, 1983


Hon. Robert W. Kastenmeier

Chairman, House Judiciary Subcommittee on 

Courts, Civil Liberties and the 
Administration of Justice 

Reyburn Bldg., Room 2137 
Washington, D.C. 20515 

Dear Sir, 

I have read accounts of the hearings being held by your 
subcommittee into the confl ict between the need for informa
tion and national security. In particular, I have noticed 
that tesimony being reported in the newspaper art ic les has been 
by the news media and professionals. 

I am enclosing for your information, a copy of my le t ter 
to National Broadcasting Company dated October 27, 1983 following 
the rescue mission on Granada and following Mr. Chancellor's 
commentary on the NBC Evening News on October 26, 1983. I 
believe the feelings expressed in my le t ter represent those of 
a great number of the private citizens in the United States of 
America concerning the attitude and lack of responsible 
behavior by the news media in general and the TV Networks in 
particular. 

I trust that your hearings wil l be thorough and representa
tive of the best interests of this country as a whole rather 
than that of any special business or pol i t ical pressure group. 

Very truly yours, 

Ralph D. Bradway 

RDB/jb 
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305 Maxwell Lane 

Mr. Grant
National 
30 Rockef
New York,

 Tinker,

eller
 N.Y.

Broad
 Chairman and C.

 Plaza 
 10019 

casting Company 
E.O. 

Newport News,
October 27, 1

 VA
983 

 23606 

Dear Sir: 

After watching your NBC News at 6:30 PM Wednesday, October 26, 1983, 
I find myself compelled to expresss to you as head of NBC my deepest 
feelings of dismay at the low levels of professionalism your news 
programming has achieved. 

Mr. Chancellor's commentary was a disgrace to you and to a l l honest 
journalism. His v i tr io l ic attack and tirade against the President 
of the United States and the U.S. Government was not only uncalled 
for but entirely out of order. The hate that prompted his comment
ary was evident in his eyes and his posture during his presentation. 

Apparently Mr. Chancellor believes that he and others of the news 
media are over and above everyone else and should be subject to 
no control whatsoever and can attack anything or anybody with which 
they disagree. 

I deplore that the philosophy of anticipating, shaping and controll
ing news has replaced the reporting of news as the standard for 
American journalism. 

I t would be refreshing to see a return to a higher standard of 
conduct. Until then, I and others with whom I have discussed this 
wi l l no longer be watching NBC News. 

Very truly yours, 

Ralph D. Bradway 

cc:	 Mr. Robert Mulholland, President 
Mr. Reuben Frank, NBC News 
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Elbert N. Mullis, Jr. 
POST OFFICE BOX 2006 

BIRMINGHAM, ALABAMA 35201 

November 4, 1983


Congressman Robert W. Kastenmeier

United States House of Representatives

2232 Rayburn Building

Washington, D. C. 20515


Dear Congressman Kastenmeier:


I am in full and complete support of our recent Grenada action and

agree 100% with the decision to keep the news media out.


John Chancellor, David Brinkley and Edward Joyce are a bunch of

cry babies because they were not informed of the advance planning

and the action missed the morning news.


I see absolutely nothing of censorship or anything else of an

unprecedented nature in this decision.


I want my letter placed before the House Judiciary Subcommittee

on courts, civil liberties and the administration of justice as

an American citizen who supports the President on his Grenada

decision.


Very truly yours,


Elbert N. Mullis, Jr.


ENM,JR:v
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BYCO, INC.

COMMERCIAL DEVELOPMENT 

November 4, 1983


MR. DAVID BRINKLEY

ABC TELEVISION

New York City, New York


Dear Mr. Brinkley:


I keep reading articles in the newspaper about the great

"tragedy" that has struck our country as a result of you

media folks being "denied" access to the Greneda action.


Your tears and moans have reached us all. The very dra

matic presentation before the House Judiciary Subcommittee

was "magnificent". I also weep for the media in all its

forms - the only thing is that my tears are of joy, not

of sadness. You fellows are long overdue for some wrist-

slapping as a result of your misleading, distorted, biased,

and, sometimes downright dishonest reporting of the news.

I think our government is fully within its rights to keep

the press from "screwing up" some of their more sensitive

activities. You all get your crack at it sooner or later

and we're not talking about total and forever isolation

from the news.


When the media in total gets their act together and stops

trying to create the news instead of report the news, you'll

have more sympathy from this writer.


Sincerely yours,


S. H. Byers, President

BYCO, INC.


cc: Ronald Reagan, White House

House Judiciary Subcommittee on Censorship
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APPENDIX III


The Nation. November6, 1982 

HOW I GOT THE N.S.A. FILES.. . 

How Regan Tried

To GetThem Back

JAMES BAMFORD 

On September 22, 1981, the Federal government did 
something it hadnever done before. The Justice 
Department, for the first time in its history, issued 
an order forbidding an author from publishing 

previously released official documents in his possession and 
demanding their return. The documents, said the depart
ment, had been "reclassified." 

Three years earlier I had begun work on The Puzzle 
Palace, the first book-length study of the National Security 
Agency. As part of my research I had submitted a Freedom 
of Information Act request to the Justice Department for 
documents relating to its highly secret investigation into the 
illegal use of electronic surveillance by the N.S.A. and the 
Central Intelligence Agency. The investigation had its roots 
in a 1974 article bySeymour Hersh inTheNewYorkTimes 
that revealed details about a massive domestic intelligence 
operation, code-named Operation Chaos, run by the C.I.A. 
In response to the article, President Ford in January I975 
named Vice President Rockefeller to head a commission to 
look into C.I.A. activities in the United States. 

The Rockefeller Commission's final report, issued on 
June 6, 1975, noted that the intelligence community had 
engaged to a number of Questionable electronic surveillance 
activities. As a result of the report. Attorney General 
Edward H. Levi established a secret internal task force to 
determine the full extent of governmental electronic sur
veillance in the country. 

Over the next year, the task force probed more deeply in
to the problems of domestic eavesdropping than any part of 
the executivebranch had ever done before, and on June 30, 
1975, in issued its final report. Classified "TOP SECRET 
UMBRA/HANDLE VIA COMINT CHANNELS ONLY." 
the 175-page document detailed twenty-three categories of 
questionable eavesdropping operations. Although some ac
tivities were immune from prosecution because of the 
statute of limitations, others were not. "This electronic 
surveillance activity," said the report about one N.S.A. pro
gram, Operation "presents prima facie questions" 
of criminality and is well within the limitations period." 

Nevertheless, because there appeared little likelihood that 
convictions could be obtained on the basis of the evidence, 
and because of the possibility that the defense would resort 
to the report recommended that the inquiry be 
terminated for "lack of prosecutive potential." 

The information was considered so sensitive that only two 
copies of the task force's report were produced. One of 
these was given to George W. Calhoun chief of the justice 
Department's special litigation unit. His job was to examine 
the legal issues and determine whether or not to prosecute. 
In his "Prosecutive Summary," issued on March 4, 1977, he 
recommended to Robert L. Keuch, Deputy Assistant Attor
ney General in the criminal division, that the investigation 
be terminated. 

A year and a half later I submitted my F.O.I.A. request. 
When it arrived at the Justice Department, it was sent to 
Keuch, who determined that it would apply to the final 
report of the task force aswell as to Calhoun's "Prosecutive 
Summary." Because of the sensitivity of the documents, 
Keuch assigned Calhoun to review the materials already in 
the public domain and to base his declassification decision 
on that survey. He also decided not to submit the documents 
to the N.S.A. or the C.I.A. because the agencies were the 
principal subjects of the investigation and he felt that allow
ing them to review the reports would subvert the criminal 
justice system. 

After ten months, on July 5, 1979, Keuch released the re
quested documents to me, with some portions deleted. 

Several months later the N.S.A. becameaware of Keuch's 
actions and requested that the Justice Department send it 
copies of the same documents. After a review, N.S.A. 
Director Adm. Bobby R. Inman wrote to Attorney General 
Benjamin Civiletti, informing him that the documents con
tained still-top-secret information and that they should 
never have been released without first being sent to the 
N.S.A. Civiletti, believing that the documents had been

property classified or else realizing that the executive

order on classification forbade reclassifying documents

released under the F.O.I.A., ignored Inman's protest.


On March 23, 1981, while working on the chapter of my 
book dealing with the close relationship between the N.S.A. 
and its supersecret British partner, Government Com
munications Headquarters in Chellenham, I sent a letter to 
George M. (Bill) Gapp, the British senior Officer at 
the N.S.A. In the letter I noted that documents released to 
me by the government implicated his organization in Opera
tion Minaret, the illegal N.S.A.programdirected against 
Americancitizens.Iasked whetherheknewof hisorganiza
tion's Involvement in the operation and whether it was cur
rently engaged in any similar activities in the United States. 
Three weeks later a letter was hand-delivered to my 
Washington officeby theBritishEmbassy,informingme 
that "it is not the policy of Majesty's Government to 
answer enquiriesofthisnature." 

Apparently notified of my letter by Gapp, N.S.A. Direc
tor Lieut. Gen. Lincoln D. Faurer, Inman's 
sent a letter to Attorney General William French Smith, re-
requesting another copy of the two Justice Department 
documents. Smith sent copies to both the N.S.A. and the 
C.I.A. The two intelligence agencies for the 
Justice Department a total of and another 
seven words on thirty-four pages fourteen 
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of information that should be reclassified "TOP 

SECRET UMBRA." 
On July 8, 1981, over two years after the documents 

had been released to me. I received a telephone call from 
Gerald A. Schroeder, a senior attorney with the Justice 
Department's secretive Office of Intelligence Policy and 
Review. H asked whether we could discuss a matter con

cerning the two documents released to me in 1979. I agreed, 
and on July 23, we met in the conference room of the Center 
for National Security Studies in Washington. Also present 
was any attorney, Mark H. Lynch, a senior staff attorney 
with the American Civil Liberties Union and one of Wash
ington's leading authorities on national security law. 

During the hour-and-a-half meeting, Schroeder said that 
the two documents had been released "by mistake," that 
the N.S.A. and the C.I.A. had determined they contained 
still-classified information and that the Justice Department 
would like me to return then for further deletions. 

I informed Schroeder that I had the material for two 
years, that it was already incorporated into any manuscript, 
that the Carter Administration had believed the information 
should be declassified and that in any case Executive Order 
12065 stated that "classification may not be restored to 
documents already declassified and released to the public" 
under the F.O.I.A. In addition, I said that because the in
formation related to illegal activities on the part of the 
N.S.A. and the C.I.A., I felt it was important for the 
American public to be informed. Under the circumstances. I 
told him, I would consider returning the material only if the 

N.S.A. released to me other agreed-on information relating 
to the various illegal operations or allowed me to interview a 
knowledgeable official on the subject. Schroeder said he 
would have to check my proposal with N.S.A. and C.I.A. 
officials and would let me know. 

The proposed was not unprecedented. About 8 year and a 
half earlier I had negotiated a similar agreement with 
N.SA. general counsel Daniel C. Schwartz. Although 

under Public Law 86-36 the N.S.A. is virtually excluded 
from the Freedom of Information Act, I had discovered a 
loophole in the law that enabled me to obtain more than 
6,000 pages of internal N.S.A. newsletters. Of concern to 
the agency; however, was the fact that scattered through 
these newsletters were the names and face of a large per
centage of its work force. Appreciating the N.S.A.'s prob
lem, and having no real need for the name of every 
employee, I agreed not to contest the deletion of the names 
and photographs, providing Schwartz prepaid for me a 
document detailing the N.S.A.'s entire organizational struc
ture, including the names, titles and internal codes of the 
senior staff between 1975 and The proposal was 
agreed to and in February 1980 I was handed a document 
that listed more than forty officials. 

Following approval—from Director of Central Intelli
gence William J. Casey, C.I.A. Deputy Director Bobby In-
man and N.S.A. Director Faurer—Schroeder informed the 
that he could arrange a meeting to discussmy proposal. We 
agreed to meet on August 14 in the editorial conference 
room of my publisher. Houghton Mifflin, in Boston. 
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Schroeder was accompanied by general counsel Schwartz 
and Eugene F. Yeates, the N.S.A.'s Director of Policy. 
Shortly after the meeting began Schroeder, apparently 
under pressure from the N.S.A., sought to expand the scope 
of the meeting by bringing up the question of who else had 
seen or had copied the documents. This greatly complicated 
matters. Because the original purpose of the meeting was 
simply to discuss a compromise proposal, my attorney, as 
Schroeder knew, had decided not to attend. I asked 
Schroeder to telephone Lynch from the conference room 
and explain that he warned to broad the agenda. 

At one point during their telephone conversation, 
Schroeder brought up the possibility of using the espionage 
statute to force the return of the documents. Upon hearing 
this, Lynch asked to speak with me privately. Once the three 
officials had left the room, Lynch expressed worry over the 
tone of the meeting and the fact that I was alone and unrep
resented. He advised me to put down the receiver, call 
Schroeder to the phone, then turn toward the door and keep 
walking. I agreed, and stilt have no idea when or how the 
three officials found their way out of Houghton Mifflin. 

Despite the walkout, Schroeder was still interested in 
negotiating a settlement, but it nowappeared that a reason
able solution would be impossible. There was some infor
mation, such as the N.S.A. British link, that I would never 
compromise on, and I felt certain that the N.S.A would 
also view the same information as non-negotiable. I 
therefore informed Schroeder that I was going to use the 
documents fully in my book and that all further discussions 
would be pointless. 

On September 24, 1981, I received a registered letter 
stating: "You are currently in possession of classified infor
mation that requires protection against unauthorized 
disclosure. . .  . Under the circumstances, I have no choice 
but to demand that you return the two documents. . .  . Of 
course, you will have a continuing obligation not to publish 
or communicate the information." 

As if tounderscore the point, the Justice Department sent 
my attorney a letter on November 27 stating that "there 
should be no misunderstanding of the Government's posi
tion that Mr. Bamford holds information that is currently 
and properly classified" and that failure to return the 
documents could force the department to resort to an un
named "post-publication judicial remedy." 

Despite the threats, I refused to alter my manuscript or 
return thedocuments. From the very start of my research I 
was aware of the potential for serious problems over my 
choice of topic. There was probably no cow mote sacred 
within the Federal government than the N.S.A., and no sub
ject more sensitive than signals intelligence. 

In 1971 Herbert O. Yardley wrote his classic book. The 
American Black Chamber, which set off such a national 
security storm that his widow. Edna, waited half a century 
before granting permission for a paperback edition—and 
thenonly after requesting and receivingpermission from the 
N.S.A. In 1932 Yardley turned out another manuscript 
about the Black Chamber, this one ghost-written by Marie 
Stuart Klooz a young freelance. Titled Japanese Diplomatic 

Secrets, 1921 - 1922, it became the first and only manuscript 
in U.S. history to be seized and impounded by the Federal 
government for national security reasons. It was not until 
1979 that it was, at my request. fully declassified. 

Finally there was David Kahn, sister of The Code-
breakers, the monumental study of the history of cryptology 
which included a chapter on the N.S.A. The agency con
sidered everything from physical surveillance to a black-bag 
job at Kahn's Long Island home to obtain his manuscript. 
"Disparaging'' reviews were drafted and his name was 
placed on the N.S.A. "watch list," thus subjecting his 
communication to the N.S.A.'s sophisticated eavesdropping 
techniques. The agency eventually convinced Kahn's pub
lisher, Macmillan, to secretly give it a copy of the manu
script for review. After first demanding the elimination of 
the entire chapter on the N.S.A., the agency settled for a 
single page. A copy of that page was obtained from the, 
papers of a former senior N.S.A. official, and is included in 
my book. 

In light of the foregoing, I was hardly surprised by the let
ter from the Justice Department. What was surprising. 
however, was the theory of reclassification. Seldom has the 
involvement of politics in secrecy been illuminated more 
clearly. Under the Carter Administration, the Justice 
Department decided to release the two documents. There 
was no "mistake." Even Gerald Schroeder has acknowl
edged that Keuch had for many years been the most ex
perienced official in intelligence and national security mat
ters at the Justice Department: Calhoun had spent ten 
months studying what could properly be released from the 
two documents. Both concurred on the declassification. 
And Civiletti personally went over the summary-and 
most likely, the task force report—yet as Attorney General 
he chose to ignore the N.S.A.'s call for secrecy. That they 
could have let slip any part of these documents "by 
mistake" seems utterly inconceivable. 

It is one thing for an Administration to adopt a stricter 
standard of secrecy than its predecessor's. It is entirely 
another thing to try to enforce that standard retroactively on 
people who had obtained declassified materials under pre
ceding Administrations. Yet that is precisely what the 
Reagan Administration attempted to do in my case. The 
problem was Executive Order 12065, which prohibited such 
actions. To overcome this, President Reagan on April 2 
issued a new executive order on secrecy which permits the 
President or an agency head to "reclassify information 
previously declassified and disclosed if it is determined in 
writing that (1) the information requiresprotectionin the in
terest of national security, and (2) the information may 
reasonably be recovered." When questioned by the press as 
to the meaning of the term "reasonably," the Administra
tion refused to rule out the use of surreptitious entry. The 
new executive order took effect on August 1. 

About 350 years ago, Cardinal de Richelieu, Chief Minis
ter to King Louis XIII, declared, "Secrecy is the first essen
tial in affairs of the State." With his new executive order on 
secrecy, President Regan has said the same thing. o 
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Office ofthe AttorneyGeneral 
Washington,D.C. 20530 

March 11, 1983


MEMORANDUM


TO: Heads of Offices, Boards,

Divisions and Bureaus 

FROM: William French Smith 
Attorney General 

SUBJECT: Presidential Directive on Safeguarding 
National Security Information 

The President has issued a directive to strengthen our

efforts to safeguard national security information from unlawful

disclosure. This directive, a copy of which is attached, is based

upon the recommendations of an interdepartmental group chaired by

the Department of Justice. I fully support the President's policy

and expect that it will be faithfully implemented throughout the

Department.


This directive does not alter the existing obligation of

Department personnel to comply with statutes and regulations

pertaining to national security information. We must be careful

to avoid the unnecessary or improper use of classification.

Whenever possible, information should be kept unclassified or

declassified so as to permit public access. However, information

that is properly classified in the interest of national security

must be protected from unauthorized disclosure.


Many of the specific requirements of the directive involve no

change from current Department of Justice policy.


-- The use of nondisclosure agreements and the

requirement of prepublication review in

appropriate cases are consistent with current

policies. More detailed guidance on these

policies will be provided in the near future.


-- The directive requires no change in existing

Department policies on use of the polygraph,

with regard to attorneys or FBI employees.

Policies with regard to employees in the

competitive service will be changed to conform

with expected revisions in OPM regulations on

this subject.


-- Internal investigations of unauthorized

disclosures will continue to be coordinated by

the Office of Professional Responsibility, with

assistance from the FBI as needed.


To the extent implementation of the President's directive

requires changes in Department of Justice policies and procedures,

you will be kept fully informed.
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Embargoed for Conclusion of Background Briefing

Held March 11, 1983, at the Department of Justice


Fact Sheet


Presidential Directive on

Safeguarding National Security Information


Background


-- Unlawful disclosures of classified information damage national

security by providing valuable information to our adversaries,

by hampering the ability of our intelligence agencies to

function effectively, and by impairing the conduct of American

foreign policy.


-- The President has issued a directive requiring that additional

steps be taken to protect against unlawful disclosures of

classified information.


-- This directive is based on the recommendations of an inter

departmental group convened by the Attorney General.


Scope of Directive


-- The directive deals only with disclosures of classified

information.


-- By Executive Order, the only information that can be classi

fied is information which "reasonably could be expected to

cause damage to the national security" if released without

proper authorization. (E.O. 12356 § 1.1(a)(3).)


-- The Executive Order also prohibits the use of classification

to conceal violations of law, inefficiency or administrative

error, or to prevent an embarrassment to a government agency

or employee. (E.O. 12356 § 1.6(a).)


Summary of Provisions


-- The directive imposes additional restrictions upon government

employees who are entrusted with access to classified infor

mation, and upon government agencies that originate or handle

classified information.


-- More employees will be required to sign

nondisclosure agreements, including

provisions for prepublication review, such

as were approved by the Supreme Court in

United States v. Snepp (1980).
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Agencies will be required to adopt

policies concerning contacts between

journalists and persons with access to

classified information, so as to reduce

opportunities for unlawful disclosures.

However, no particular policies are

mandated in the directive.


-- Agencies will be required to adopt new

procedures so that unlawful disclosures of

classified information will be reported

and analyzed more efficiently.


-- The directive establishes a new approach to investigating

unlawful disclosures to replace the past practice of treating

such matters as purely criminal investigations.


-- Although unauthorized disclosures of

classified information potentially violate

a number of criminal statutes, there has

never been a successful prosecution.

There are a number of practical barriers

to successful criminal prosecution in

most of these cases.


-- This directive clarifies FBI's authority to

investigate unlawful disclosures of

classified information, even though it is

anticipated that a successful investigation

will lead to administrative sanctions (such

as demotion or dismissal) rather than

criminal prosecution.


-- All agencies with employees having access to

classified information will be required to

assure that their policies permit

use of polygraph examinations under

carefully defined circumstances. The

polygraph is already used on a regular

basis by our largest intelligence

agencies. The directive provides for a

greater degree of consistency in

government-wide policy regarding use of this

investigative technique.


-- The use of the polygraph in any particular

case will be subject to the discretion of an

employee's agency head.


-- There will be no change in the current

practice of targeting investigations at

employees who are suspected of unlawfully

disclosing classified information, rather

than at journalists who publish it.
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-- The directive provides that employees found

by their agency head to have knowingly

disclosed classified information without

authorization or to have refused

cooperation with investigations will be

subject to mandatory administrative

sanctions to include, as a minimum, denial

of further access to classified

information. Existing procedural safeguards

for personnel actions involving federal

employees remain unchanged.


Expected Results


-	 This directive is not expected to eliminate all unlawful

disclosures of classified information.


-	 The directive is designed to improve the effectiveness of our

present program and, over time, to reduce the frequency and

seriousness of unlawful disclosures of classified informa

tion.


-	 The directive also emphasizes that government employees who

are entrusted with classified information have a fiduciary

duty to safeguard that information from unauthorized dis

closure.
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Safeguarding National Security Information


At stated in Executive Order 12356, only that Information whose

disclosure would harm the national security interests of the

United States may be classified. Every effort should be made to

declassify information that no longer requires protection in the

interest of national security.


At the same time, however, safeguarding against unlawful disclosures

of properly classified information is a matter of grave concern

and high priority for this Administration. In addition to the

requirements set forth in Executive Order 12356, and based on the

recommendations contained in the interdepartmental report

forwarded by the Attorney General, I direct the following:


1. Each agency of the Executive Branch that originates

or handles classified information shall adopt internal procedures

to safeguard against unlawful disclosures of classified

information. Such procedures shall at a minimum provide as

follows:


a. All persons with authorized access to classified

information shall be required to sign a nondisclosure

agreement as a condition of access. This requirement may

be implemented prospectively by agencies for which the

administrative burden of compliance would otherwise be

excessive.


b. All persons with authorized access to Sensitive

Compartmented Information (SCI) shall be required to sign

a nondisclosure agreement as a condition of access to SCI

and other classified information. All such agreements

must include a provision for prepublication review to

assure deletion of SCI and other classified information.


c. All agreements required in paragraphs 1.a. and

1.b. must be in a form determined by the Department of

Justice to be enforceable in a civil action brought by

the United States. The Director, Information Security

Oversight Office (ISOO), shall develop standardized

forms that satisfy these requirements.


d. Appropriate policies shall be adopted to govern

contacts between media representatives and agency personnel,

so as to reduce the opportunity for negligent or deliberate

disclosures of classified information. All persons with

authorized access to classified information shall be

clearly apprised of the agency's policies in this regard.
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2. Each agency of the Executive branch that originates or

handles classified information shall adopt internal procedures to

govern the reporting and investigation of unauthorized disclosures of

such information. Such procedures shall at a minimum provide that:


a. All such disclosures that the agency considers to

be seriously damaging to its mission and responsibilities

shall be evaluated to ascertain the nature of the information

disclosed and the extent to which it had been disseminated.


b. The agency shall conduct a preliminary internal

investigation prior to or concurrently with seeking

investigative assistance from other agencies.


c. The agency shall maintain records of disclosures

so evaluated and investigated.


d. Agencies in the possession of classified information

originating with another agency shall cooperate with the

originating agency by conducting internal investigations of

the unauthorized disclosure of such information.


e. Persons determined by the agency to have knowingly

made such disclosures or to have refused cooperation with

investigations of such unauthorized disclosures will be denied

further access to classified information and subjected to

other administrative sanctions as appropriate.


3. Unauthorized disclosures of classified information shall

be reported to the Department of Justice and the Information

Security Oversight Office, as required by statute and Executive

orders. The Department of Justice shall continue to review

reported unauthorized disclosures of classified information to

determine whether FBI investigation is warranted. Interested

departments and agencies shall be consulted in developing criteria

for evaluating such matters and in determining which cases should

receive investigative priority. The FBI is authorized to

investigate such matters as constitute potential violations of

federal criminal law, even though administrative sanctions may be

sought instead of criminal prosecution.


4. Nothing in this directive is intended to modify or

preclude interagency agreements between FBI and other criminal

investigative agencies regarding their responsibility for

conducting investigations within their own agencies or departments.


5. The Office of Personnel Management and all departments

and agencies with employees having access to classified information

are directed to revise existing regulations and policies, as

necessary, so that employees may be required to submit to polygraph

examinations, when appropriate, in the course of investigations of

unauthorized disclosures of classified information. As a minimum,

such regulations shall permit an agency to decide that appropriate
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adverse consequences will follow an employee's refusal to cooperate

with a polygraph examination that is limited in scope to the

circumstances of the unauthorized disclosure under investigation.

Agency regulations may provide that only the head of the agency,

or his delegate, is empowered to order an employee to submit to a

polygraph examination. Results of polygraph examinations should

not be relied upon to the exclusion of other information obtained

during investigations.


6. The Attorney General, in consultation with the Director,

Office of Personnel Management, is requested to establish an

interdepartmental group to study the federal personnel security

program and recommend appropriate revisions in existing Executive

orders, regulations, and guidelines.
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gathered, the N.S.A. between 
1952 and 1974 developed files 
on approximately 75,000 
Americans, some of whom 
undoubtedly threatened the 

security. However, 
the agency also developed 
flies on civil-rights and anti
war activists, Congressman 
and other citizens who law
fully questioned Government 
For at least 13 of the 
22 years the agency was 
building these files, the C.I.A. 
hadaccesstothemandused 
the data in its Operation 
Chaos, another computerized 
and illegal tracking system 
set up during the Vietnam 
War. At its peak, the Chaos 
files had references to more 
than 300,000 Americans. 

Several months after the 
hearing, the Senate intelli
gence committee issued a re
port that expressed great 
concern about book the 
N.S.A.'s activities and the 
failure of Congress and the 
federal courts to compre
hend them. "The watch-list 
activities and the sophisti
cated capabilities that they 
highlight present some of the 
most crucial privacy issues 
now facing this nation," the 
committee warned. "Space

age technology has suspaced 
the law. The secrecy that has 
surrounded much of the 
N.S.A.'S activities and the 
lack ofCongressionalever-
sight have prevented, in the 
past, bringing statness in line 
with the N.S.A.'s capabilities. 
Neither the courts not Con
gress have dealt with the in
terception of communica
tions using the N.S.A.'s 
highly sensitive and complex 
technology." The committee 
recommended that Congress 
approve specific legislation 
aceiling out the precise obli
gations and limitations of the 
agency. 

• 
With the end of World War 

II and the start of the cold 
war, the value of effective in
telligence remained high. In 
1952, a special Presidential 
committee recommended the 
establishment of the N.S.A., 
replacing the four separate 
surveillance agencies within 
the Defense Department, 
concluding that a unified ef
fort was essential because 
electronic surveillance of in
ternational communications 
" ranks as our most important 

single source of intelligence 
today." 

The logic of the cold war 
also dictated that intelligence 
include not only secret blue

prints for the latest weapon 
or infiltrating the enemy's 
ranks with spies, but also 
early signs that a blight had 
hit China's rice crop, indica
tions that a new oil field had 
been located in a cor
ner of Russia and analysis of 
radio traffic all an important 
Soviet-bloc airport. 

The already expensive 
appetite of American intelli
gence analysis was further 
sharpened by technical ad
vances that were occurring, 
not entirely by chance, at the 
same time. The technology in 
question was the digital com
puter, the tool dili
gently developed by Ameri
can scientists working for 
such companies as I.B.M., 
the RCA Corporation and 
Sperry Rand, and covertly 
underwritten in a major way 
by theN.S.A.The computers' 
ability to acquire, organize, 
store and retrieve huge 
amounts of data was an es
sential factor leading to the 
agency's enlarged definition 
of intelligence. 
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE


FORT GEORGE G. MEADE, MARYLAND 20755 

Serial: N0832

14 June 1983


The Honorable Glenn English

Chairman, Subcommittee on Government


Information, Justice and Agriculture

Committee on Government Operations

United States House of Representatives

Room B349B Rayburn House Office Building

Washington, D.C. 2051


Dear Mr. Chairman:


This letter responds to your letter of May 5 1983, to

me concerning the New York Times article of Thursday, April

28, 1983 about the visit and actions of representatives of

this agency to the George C. Marshall Research Library. I

will attempt to address your questions about the events

reported in the article.


The Marshall Library has a government-authorized secure

storage facility and government-approved security clearances

for archivists to permit the Library to hold classified and

otherwise sensitive government-originated information contained

in the collections entrusted to it. The Library holds the

collections of two former National Security Agency officials:

former NSA Director, LTG Marshall S. Carter (who is currently

the president of the Marshall Foundation, the Library's parent

organization) and Mr. William F. Friedman, a former cryptologist

at NSA. Both of these collections contain some classified and

otherwise sensitive information.


The NSA and the Marshall Library have had a long and

mutually beneficial working relationship which has, among

other things, involved the declassification by NSA of much

information contained in the Friedman collection as well as

the provision by NSA to the Library of related historical

material and the loan of certain government-owned equipment.

This relationship has resulted in what we believe to be the

best possible means of making the maximum amount of this

material available to the public for historical research while

at the same time protecting valid national security-related

information as required by law.


Enclosed are our answers to your specific questions.

Also enclosed is a copy of a letter to General Carter asking

his permission to review his collection. You had requested

copies of the correspondence between NSA and the Library in

your letter. This correspondence is dispersed throughout

the Agency. It is taking some time to pull this together.

We will provide copies of this correspondence as soon as

possible.


Sincerely,


LINCOLN D. FAURER 
Lieutenant General , USAF 
D i r e c t o r , NSA/Chief, CSS 

Encls: 
a/s 
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RESPONSES TO QUESTIONS FROM REP. GLENN ENGLISH


"1) What prompted NSA to review the papers at the Marshall

Library?"


NSA's most recent review of materials at the Marshall Library

was occasioned by revelations in the book, The Puzzle Palace, by

V. James Bamford. The book disclosed certain information obtained

from the General Marshall S. Carter and William F. Friedman collec

tions at the Library.


We concluded that the papers of General Carter, a former

Director of NSA, should be reviewed because they could contain

sensitive information, i.e., information which is classified,

classifiable, or otherwise protected pursuant to statutory

authority, derived by him as a result of the conduct of his

duties as Director. It was necessary, therefore, that his

papers be reviewed to ensure that the materials were properly

identified as those which are classified/protected information

and those which could be made fully available to the public.

Before conducting a review of the Carter collection we sought

General Carter's permission to do so (the Carter collection had

been closed after the publication of The Puzzle Palace). General

Carter granted NSA permission to conduct a review of his collec

tion at the Library and also advised NSA that it had been his

intention all along that his collection be closed to all but the

General George C. Marshall biographer.


We had reviewed the Friedman collection from time to time

since it was first provided to the Library in 1970 for purposes

of declassification of information where possible and also to

confirm the sensitivity and assumed removal from public access

of other information it contained. Bamford's book made reference

to materials in the Friedman collection that NSA had understood,

based on a previous review, to be closed to the public.


"2) which collections were reviewed and how were they selected

for review? When were the reviews conducted?"


The Friedman and Carter collections were both reviewed for

the reasons set out in the response above. No other collections

were reviewed because we knew of no other collections that might

contain any sensitive information related to NSA. The reviews

took place on April 4-7, 1983.


"3.) Which papers were reviewed and how were they selected

for review?"


The review focused on the correspondence files of William

Friedman and those files of the Carter collection concerning his

years at NSA.
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The Friedman correspondence files were selected because

references to these files in The Puzzle Palace indicated that

these files were open to the public. As noted, NSA had had an

explicit agreement with the Library that portions of the Friedman

correspondence which continue to be sensitive would be closed to

the public. This agreement was an outcome of a prior review of

the Friedman collection conducted by NSA. NSA learned at the

April 1983, review of the Friedman collection that a former

archivist of the Library had opened the collection to the public

without obtaining the approval of the Library's authorities or

advising NSA of his intention to open these papers to the public.


The files in the Carter collection relative to his years as

Director, NSA, were chosen for review because they were likely

to contain information General Carter derived from his conduct

of official duties at NSA.


"4) Does NSA have any ownership or other rights with respect

to any papers in the Marshall Library Collection?"


There are some materials on loan to the Marshall Foundation

from NSA for which the Government maintains a right of ownership.

Additionally, all information which is derived from the performance

of governmental functions which is classified, classifiable, or

unclassified but protected against disclosure by statute, may be

protected by the government until such time as that information

is officially declassified or the government otherwise indicates

that the information is required to be protected. NSA is responsi

ble for ensuring the protection of such information when it con

cerns NSA activities. The authority underlying NSA's responsibil

ities is briefly discussed in the answer to paragraph 8, infra.


"5) The New York Times reported that some papers were with

drawn from public files at the request of NSA."


"a) Were any of the papers reviewed by NSA already

classified? Had any of the papers been declassified?"


Some of the papers reviewed were already classified.

Some of the materials in the Friedman collection which were

reviewed by NSA representatives in April had been declassified

during previous reviews by NSA. No materials from the Carter

collection had been declassified since there had been no previous

reviews of that collection.


"b) Did NSA classify any papers in the Marshall Library?

If so, how many pages were classified? On what authority were

these papers classified? Please be specific with respect to the

classification rules in Executive Order 12356."


One technical monograph in the Friedman collection

which had been previously declassified was found to contain infor
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mation which, if disclosed, could cause damage to the national

security and, thus, should have been maintained in a classified

status. There was no indication at the time of the review that

this document had been disclosed to the public in fact. The

section of Executive Order 12356 governing this action is Section

1.6(c).


In addition to this monograph, some other documents in

the collections were marked by the NSA representatives as classi

fied or, in the case of one document, had its existent classifica

tion marking upgraded. The documents were marked or upgraded

pursuant to Executive Order 12356, Section 1.3.


We did not maintain a record of how many pages were

marked as classified.


"c) Were any papers marked 'For Official Use Only'?

If so, how many? What is the significance of the designation

'For Official Use Only'?"


Several papers in the collections contained information

of a kind which should be marked "For Official Use Only". Informa

tion marked "For Official Use Only" is a kind which has not been

given a security classification pursuant to the criteria of a

classification Executive Order, but which may be withheld from

the public for one or more reasons cited in Exemptions 2 through

9 of the Freedom of Information Act (FOIA). The principal basis

of NSA's use of this marking is to designate information permitted

to be protected by Section 6 of The National Security Agency Act

of 1959 (50 U.S.C. § 402 note, Public Law 86-36). This statute

protects information related to the functions, activities, and

organization of NSA as well as certain information concerning

its personnel. This statute operates to trigger the applicability

of FOIA exemption 3 which provides for the exemption from dis

closure under the FOIA information specifically protected by

statute.


Of the materials identified in the review as containing

such information some were marked as "For Official Use Only",

but a specific count of those materials was not kept. It was

recommended to the Library officials that all the materials

identified as "For Official Use Only" be kept closed to the

public.


"d) Did NSA request that any unclassified papers be

removed from the public files? If so, why?"


At the time the NSA representatives conducted their

review in April, the materials were located in the secure vault,

i.e., a place closed to the public. The Carter collection had

been closed td the public prior to NSA's review. It was not

known, at the time of the review, which papers had previously
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been open to public view or which papers had actually been viewed

by the public. NSA representatives did request that the materials

identified as containing classified information or information

"For Official Use Only" be kept closed to the public because the

materials so identified required protection pursuant to the

authorities already cited.


"e) Did NSA physically remove any papers from the

Marshall Library collection?"


No.


"f) Library officials told the New York Times that

NSA requested that some documents should be put in a vault. Why?"


As noted, all the materials reviewed were already in a

vault at the time of the review. The request that certain

materials be kept closed to the public amounted to a request

that these documents remain in the vault - an action already

taken by the Library.


"g) On what basis did NSA determine that some papers

in the Marshall Library collection should be treated as if they

were classified, placed in a vault, or simply removed from public

access?"


Both Executive Order 12356 and Public law 86-36 applied

to the classified and sensitive materials, respectively, as set

out in our responses to questions 5b and 5c, above.


"6) Did NSA review the security arrangements at the Marshall

Library to determine if they afforded sufficient protection for

information deemed to be sensitive? Did NSA ask the Library to

restrict access to individuals approved by NSA or individuals

with security clearances?"


The security arrangements, clearances and facility at the

Marshall Library were established and are certified by the U.S.

Army. NSA accepts the Army's determination as adequate. Such

arrangements presuppose restricting access to classified materials

to cleared individuals. NSA made recommendations to the Library

that certain materials be maintained as closed to the public.


"7) The New York Times article quoted a letter from you to

Marshall S. Carter as stating that the visit to the Marshall

Library by NSA officials was 'part of a continuing review of

research materials used by author James Bamford'."


"a) What is the nature and extent of this review?"


After the publication of The Puzzle Palace, a review

of the source material cited by the author was undertaken by
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NSA. This review was commenced in order (i) to identify clas

sified or otherwise protected information compromised in the

book, if any; (ii) to take all appropriate security counter

measures, if any compromise had occurred; (iii) to identify any

unauthorized disclosures appropriate for further investigation;

and (iv) to gather information pertinent to assessments of current

information security practices. This review process was almost

entirely limited to a review of documents cited by the author.

No institutions other than the Marshall Library were contacted

and no documents were requested to be removed from public access

as a result of this review except those found in the Friedman

and Carter collections which were enumerated in our answers to

question 5, above.


This review was consistent with our responsibility to

ensure the protection of information relating to cryptology that

is derived from the performance of official duties. As part of

its routine responsibilities and functions, NSA conducts reviews

of published information to determine if classified or protected

information has been improperly disclosed.


"b) What other institutions or individuals have been

contacted by NSA as part of this review?"


Only former NSA employees and officials have been con

tacted as part of our review effort. No other institutions have

been contacted.


"c) Has NSA requested that other papers be removed

from public access? Please describe any such requests."


Our reviews stemming from the publication of Bamford's

book have not caused us to make any such requests of any indiv

iduals or organizations except the requests of the Marshall

Library.


"d) Are there any other ongoing or completed reviews

of materials other than those used by James Bamford?"


As part of our responsibility to protect classified

and sensitive information related to NSA's operations, we fre

quently review materials intended to be published - often at the

explicit request of an author.


"8) Does NSA have any authority to classify information in

private papers? From what provision of law or Executive Order

does this authority derive?"


The papers in the Friedman and Carter collections deemed

to be classified are those containing information about NSA func

tions and activities derived from their official duties with the
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Agency that is classified under Executive Order 12356. NSA

officials exercise classification authority under Executive Order

12356, as implemented by DOD Directive No. 5200.1, as the agency

or successor agency having cognizance of the cryptologic functions

and activities involved.


Under 18 U.S.C. 798(b) the Secretary of Defense may

determine the persons authorized to receive classified crypto

logic information. Under Executive Order 12333--as under

predecessor orders--the Secretary of Defense conducts, as the

executive agent of the United States Government, signals intelli

gence and communications security activities. The same order

authorizes the National Security Agency to execute the Secretary's

responsibilities to conduct signals intelligence and communica

tions security activities, and authorizes the Agency to protect

by appropriate means signals intelligence and communications

security information within its cognizance. Further, Section 6

of the National Security Agency Act of 1959, authorizes NSA to

protect from disclosure information regarding the organization,

functions and activities of NSA and the persons employed therein.


The law recognizes that the U.S. Government, through

NSA, may properly seek to protect information and data of the

kinds within the ambit of the statutes and Executive Orders cited

above, when such information is derived or acquired through an

affiliation with the Government - regardless of whether the infor

mation is contained in official or private papers. The law also

recognizes that individuals provided access to such information,

i.e., individuals placed in positions of trust and confidence in

respect to the Government, have a fiduciary obligation to prevent

the disclosure of such information or data outside the channels

authorized by the government. Snepp v. United States 444 U.S.

507 (1980). Individuals affiliated with NSA sign secrecy oaths

in which they explicitly accept and acknowledge their obliga

tions regarding protected information and data acquired through

association with NSA.


"9) Does NSA have any authority to restrict disclosure of

information in private papers if the information is not subject

to classification under Executive Order 12356?"


The authority of NSA under Section 6 of the National

Security Agency Act of 1959 to protect against disclosure informa

tion, derived from the conduct of official duties, about its

organization, functions, activities, and personnel is not limited

to classified information or information contained in official

documents. It applies as well to information of those kinds

that is classifiable but not yet formally classified under

Executive Order 12356 and to other information that meets the

statutory criteria for protection.
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"10. Had NSA examined any of the materials at the Marshall

Library before learning of James Bamford's plans to publish a

book on NSA?"


Yes. NSA and the Marshall Library have had a long and

mutually beneficial working relationship dating back to our

assisting in the transport of the Friedman collection to the

Library in 1970. Marshall Library officials have long looked to

NSA representatives to periodically review documentation in the

Library. This review serves not only to ensure that classified

or sensitive information is properly protected, but also to

declassify as much of this information as possible so that the

interests of the Library, the Marshall Foundation and the public

can best be served.


"11) Has NSA ever provided any funds to the Marshall Library?

Is NSA now considering providing any funds to the Library?"


No funds have been provided to the Library, nor is it antici

pated that any will be.


"12) Did William F. Friedman enter into a secrecy or pre

publication agreement with NSA, its predecessor organization, or

with any other government agency? If so, please provide a copy."


We can only answer this question as it relates to NSA and

its predecessor organizations. It is believed William F. Friedman

signed a secrecy oath similar to that signed by all employees of

this agency and its predecessor organizations. All records which

would include Mr. Friedman's oath have been retired. We are

attempting to retrieve a copy of that oath for you and will

provide it to you when it is available.
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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE


FORT GEORGE G. MEADE, MARYLAND 20755 

Serial: N0352

17 March 1983


Lieutenant General Marshall S. Carter, USA (Ret)

655 Bear Paw Lane North

Colorado Springs, CO 80906


Dear General Carter:


I appreciated your coming up to Denver last month so

that we could talk. It is obvious that we share a common

desire that collections of papers not be exploited unreasonably

by researchers to expose classified or sensitive information,

although this is often difficult to enforce. As a part of

our continuing review of research materials used by author

James Bamford, Mike Levin, Chief of the Information Security

Division, and Russ Fisher, of our Archives and History Office,

propose to visit the George C. Marshall Research Foundation

during the period of 6-8 April 1983 and would like very much

to take this opportunity to review your papers. The review

would be for potential classification and historical reference

purposes but obviously requires your approval since your

files are closed. They will also be taking another look at

the William Friedman collection. We would, of course, share

with you the results of our review.


Sincerely,


LINCOLN D. FAURER

Lieutenant General, USAF

Director, NSA/Chief, CSS
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Southam News Services Prair ie Bureau 

502 Herald Building.

206 7th Avenue S.W.

Calgary, Alberta T2P 0W7

Tel: (403) 266-2245


Bureaux in:

Ottawa. Montreal,

Toronto, Vancouver,

London, Washington,

Paris, Nairobi.


28 October 1983 

Rep. Robert W. Kastenmeier

Chairman

Subcommittee on Courts, Civil


Liberties and the Administration

of Justice


Room 2137B

Rayburn House Office Building

Washington, D.C. 20515

U.S.A.


Dear Mr. Chairman:


As you may already know, I have declined an invita

tion to appear before your subcommittee Nov. 2 in

Washington, D.C. There are several reasons for my

non-appearance, including the fact I am a Canadian

citizen who feels he ought to play no direct role

in the U.S. legislative process.


In addition, my recent experience as the target of

a U.S. Federal Bureau of Investigation intelligence

inquiry in connection with my duties in Washington,

D.C. as a reporter for Southam News has been capably,

accurately and fairly reported in segments of the

American, Canadian and British press.


Anything I could add now about the episode would

probably be redundant, leaving me open to criticism

that I'm a promoter for myself -- or worse, a re

porter who flogs old news.


Moreover, any solutions to American freedom of speech

or press issues raised by my case lie in the hands

of concerned Americans, not foreign-based journalists

such as myself.


I would, however, be remiss if I did not tell you


...2
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that the experience with the F.B.I. and the U.S. Justice Department

caused considerable anxiety among my friends and family. Certainly,

the episode darkened the final two months of my four-year assignment

in Washington, and placed me under a cloud of suspicion and innuendo.


It is, of course, flattering for any reporter to discover that he or

she has caused unease somewhere in a government by exposing a dirty

little secret or by illuminating a subject of public interest. This

happens routinely in Washington, where an army of journalists works

relentlessly to reveal the damning facts, often aided by courageous

informants inspired by a sense of public duty.


But in my case, the flattery accorded my work consisted of a business

like telephone call from an F.B.I. agent who invited me in for what

seemed a mandatory discussion at the Washington, D.C. Field Office,

Buzzard Point. I can assure you it's no picnic when two F.B.I agents

ask you to name your sources, and then ignore your request for clari

fication of your status in their interview room.


There is also little joy three weeks later when you hear an officially-

spread rumor that you are facing imminent indictment by a federal grand

jury. Equally worrisome is the knowledge that your copy transmissions

by computer and long-distance telephone can be legally intercepted and

monitored by the National Security Agency. And when you catch the

NSA at it one day, there is only a curt "no comment" from the agency.

Forgive me, but this seems an abuse of technology that is unworthy of

the United States. For 25 cents, the United States Embassy in Ottawa

could obtain the same information, albeit a day or two later, when

it's published by the Ottawa Citizen.


Throughout my experience, I was left to wonder whether the United

States government was sending a message to me, or simply trying to

frighten the sources of my information. Talk by U.S. Justice officials

of possible Espionage Act or Theft-of-Government-Property Act charges

has a chilling effect on the entire information process.


At one point, I suddenly wondered whether the time had come to inject

a more diplomatic tone into my writings about events in Washington.

Fortunately, this silly temptation lasted about 30 seconds and vanished,

unfulfilled. The more general atmosphere of intimidation remained,

however, until my family returned to Canada in mid-summer.


Today, I am free to consider from afar the plight of my informants

who remain in the U.S. and who must try to live in that intimidating

climate. I often think about public servants who are confronted by

the increasing threat of polygraph tests whenever a secret tumbles

out of the bureaucracy and onto a front page or a TV screen.


And when I do, I wonder what, if anything, anyone will do about it.


Yours truly,


Don Sellar,

Prairie Correspondent

Southam News of Canada
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FBI Quizzes Canadian Correspondent

About Source of Defense Information


By Howard Kurtz 
Washington Post Staff Writer 

When Donald Sellar, Washington 
correspondent for Canada's largest 
newspaper chain, was called by the 
FBI in June, he was more than a lit
tle concerned. 

Sellar knew that officials in the 
U.S. intelligence community were 
upset about his articles for the Sou
tham Inc. chain on Pentagon weap
ons testing. But he said he had not 
expected to be questioned by two 
FBI agents, who asked him to iden
tify the source of his documents. 

"It became immediately evident 
that they were not just trying to 
track down leakers, they were inves
tigating me," Sellar said. 

The incident highlights the Rea
gan administration's determination 
to crack down on unauthorized 
leaks. Concern about that was un
derscored yesterday by disclosure 
that President Reagan warned fed
eral employes Tuesday that they 
could be prosecuted for disclosing 
classified information. 

The FBI interview of Sellar was 
approved by Attorney General Wil
liam French Smith. It was followed 
by a newspaper report that the Jus
tice Department was considering 
seeking an indictment of Sellar, a 
Canadian citizen, under a statute 
dealing with theft of government 
property. This prompted complaints 
from the Canadian Embassy and 
media. 

Justice and FBI spokesmen would 
neither confirm nor deny that Sellar 
is or was under investigation. Justice 
spokesman Mark Sheehan said de
partment guidelines require the at
torney general to approve all ques
tioning of reporters. 

Sellar, 37, who has returned to 
Canada, caused a stir with a report 
in October about secret negotiations 
to allow U.S. testing of cruise mis
siles and other weapons in Canada. 

The day after he filed the story by 
computer transmission over a tele
phone line, an intelligence source 

warned him that U.S. officials were 
upset and that "there was a witch 
hunt under way for my sources," Sel
lar said. 

Seller said he was disturbed even 
more that the source quoted at 
length from the article, even though 
it had not yet been published. Sellar 
later reported that the National Se
curity Agency apparently had inter
cepted his transmission of the story. 

When FBI agent Douglas Gregory 
requested an interview, Sellar said, 
Gregory noted that Sellar had a 
White House press pass. Sellar said 
he wondered whether his credentials 
were in jeopardy. 

Sellar said he refused to tell the 
FBI his sources for several military 
stories. He said they showed him the 
cover sheet of a classified document 
called "Air Force 2000," a military 
planning paper about which he had 
written, and asked whether he had 
obtained a copy from a federal em
ploye. Sellar said he told them he 
had not. 

The agents then asked if he had 
met with any Soviets, Sellar said. He 
said he told them two reporters had 
invited him to lunch with a reporter 

for the Soviet newspaper Izvestla. 
"They [the agents] were either trying 
to send me a message or send a mes
sage to my sources," Sellar said. 

"If this had happened in Canada 
to an American journalist," he said, 
"there would be a huge public outcry 
in the U.S." 

"We had to register our concern 
on this," said Patrick Gossage, the 
Canadian: Embassy's information 
minister. "We were very concerned 
about a Canadian national being in
vestigated for an alleged possession 
of documents that also were in the 
hands of American reporters. Why 
pick on a Canadian when these 
things go on all the time?" 
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The FBI bears down 
On a Saturday night last October, Donald 
Sellar, the Icon Washington correspondent 
for Canada's biggest newspaper chain, 
Southam Inc., received an unusual phone 
call from one of his sources in the intelli
gence community. The source warned Sellar 
that a story he had written the previous day 
concerning negotiations between the United 
States and Canada for an agreement to test 
the cruise missile in Canada was causing 
quite a stir in Washington and that a hunt was 
on for his sources. The caller said that the 
story was already being circulated in defense 
and intelligence circles, and he quoted 

fromthe piece to convince Sellar that 
he had seen the actual article. What trouble 
Sellar was that the story had not been pub
lished yet and would not appear in any 
Canadian paper for another thirty-six hours. 
Like many foreign correspondents. Sellar 
transmits his stories to his home bureau over 
international telephone lines. He soon 
learned these could be monitored by the Na
tional Security Agency, and the next week he 
wrote a story about how the NSA was appar
ently intercepting Southam copy. In the 
months that followed, Sellar continued to re
port on the secret cruise-missile testing 
negotiations — a story he had broken in 
March 1982, which had spurred vigorous 
protests in Canada and had con
fronted the government of Prime Minister 
Pierre Trudeau with political problems. 

But for more than a year, Sellar had no 
hint that his stories were causing any more 

in the Reagan administration than 
those of countless other Washington re
corders who routinely deal in brown en
velopes. Then, last June 8, he received a 
"very call from FBI agent 
Douglas Gregory. "He said he was working 
on an intelligence investigation, and he 
wanted to talk to me, "says Sellar, a native 
of Alberta who started his reporting career at 
the Calgary Herald before moving to South-
am's Ottawa bureau in the early '70s. Agent 
Gregory refused to disclose the purpose of 
the interview, saying it would become "im
mediately obvious to me when we had our 
meeting." Sellar recalls. Gregory suggested 
that Sellar come to the Old Executive Office 
Building next door to the White House, add-

SEPTEMBER/OCTOBER 1983 

ing, "You do have a White House pass." 
Sellar inferred that his covered White 

House credentials might be jeopardized if he 
refused to cooperate. He decided to comply 
with the request and suggested that the 
agents come to his office. They refused, ask
ing instead that Sellar come to the FBI's 
Washington field office. A half-hour later, 
Sellar recalls, he was escorted into an inter
view room by Gregory and a second FBI 
agent. After a few minutes of small talk, 
Sellar says, the interview went as follows: 
Gregory pulled out the cover sheet of a 
classified document, titled "Air Force 
2000." concerning long-term military 
strategic planning. Asked if he had seen the 
document. Sellar replied that he had written 
a story about it. The agents asked if his 
source was a U.S. government employee, 
and Sellar said no. They asked who had 
given Sellar the document, and he refused to 
tell them. The agents then asked if Sellar had 
written anything about the cruise missile 
Sellar laughed, knowing that the agents must 
have been well aware of his stories. The 
agents pressed him further on the cruise 
stories and then abruptly changed the sub
ject, asking about any contacts he might have 
had with "a Soviet." Yes, Sellar responded: 
a few weeks earlier, he and two other Cana
dian journalists had lunched with Izvestla's 

amount of press attention the story has re
ceived on both sides of the border — the in
vestigation continues. Why did the U.S. 
government single out Sellar? One theory is 
that the Canadian government triggered the 
entire episode by suggesting that it might 
break off the missile-testing negotiations if 
the Washington leaks to Sellar were not 
plugged. In fact, according to a Defense De
partment document obtained late last June by 
Cox Newspapers, the U.S. State Department 
had asked Defense to look into the leaking of 
certain "classified/sensitive diplomatic in
formation," and the resulting investigation 
began almost immediatelyafter Sellar's first 
disclosure is March 1982. 

The Defense Department, however, says 
that the 1982 leak listed in the memo does 
not involve Sellar. In addition, the Canadian 
government denies that it requested a formal 
investigation of the leaks or threatened to 
walk out of the negotiations, although it 
admits having expressed displeasure with 
Sellar's articles. "We were unhappy, and we 
made that known through the American em
bassy [in Ottawa]," says Patrick Gossage, 
Minister/Counsellor for Public Affairs at the 

Washington bureau chief. The interview then 

ended. 
In the weeks after the interview, the Jus

tice Department confirmed that Attorney 
General William French Smith had person
ally approved the FBI's decision to question 
Sellar, and other sources revealed that the 
investigation was aimed not just at locating 
Sellar's sources but also at Sellar. Nearly all 
previous leak investigations have focused 
exclusively on leakers rather than the re
porters who disclosed the information. But in 
this case the Justice Department was con
sidering seeking an indictment of Sellar him
self under a statute dealing with theft of 
government property. Both the FBI and the 
Justice Department have repeatedly refused 
to comment publicly on the investigation. 

Although an indictment of Sellar is now 
regarded as highly unlikely — because of 
Canadian government protests and the 
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Canadian embassy in Washington. But an 
American official has a different interpreta
tion of the Canadians' message. "It was put 
in nice diplomatic language that, given the 
various leaks, it would be very difficult to 
continue our negotiations fruitfully if you 
don't put the leaks to rest," he recalls. 
Whether or not the Canadian government 
meant to instigate an investigation of a 
Canadian foreign correspondent, it has acted 
swiftly on Sellar's behalf. Embassy officials 
have requested information about the re
porter's treatment from both the State De
partment and the FBI, and at one point 
warned that an indictment would have a "de
leterious effect" on U.S.-Canada relations. 
In the meantime. Sellar himself, who was 
reassigned to Canada at the end of July fol

lowing his four-year tour of duty in Washing
ton, has filed a Freedom of Information Act 
request for his FBI file. 

Shortly before he left for home. Sellar was 
on the phone with Nicholas Hill, general 
manager of Southam News, who informed 
him that an influential Southam paper, the 
Ottawa Citizen, would soon be publishing an 
editorial objecting to his treatment. That 
night, Sellar received a call from one of his 
defense-community sources. The message: 
U.S. officials already knew that the Citizen 
would soon be publishing such an editorial. 

Cheryl Arvidson 

Cheryl Arvidson, a reporter in the Cox 
Newspapers Washington bureau, covered 
the Sellar story for Cox. 
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Security Agency Bars Access to 

Nonsecret Material, Library Records Show 
American Civil Liberties Union, said, to some cryptologic work, including one
"When the Government Starts barring project in 1957 that the agency still con-
the public from seeing unclassified 
documents in private libraries. It's an

siders highly sensitive, according to 
Mr. Bamford's book, but were never

extraordinary form the censorship."subject to secrecy classification be-
Historians and lawyers said they had 

never before heard of a case in which 
open research materials mentioned in a 
published book were later classified se
cret or removed from circulation. They 
also questioned the N.S.A.'s authority 
to declare secret or otherwise influence 
the status of documents that were never 
the property of the Government. Offi
cials of the security agency assert that 
it does have such authority to protect 
national security information. 

Excessive Secrecy Charged 

While they were at the Marshall li
brary, N.S.A. officials told the library
that the visit was part of a systematic
effort to track down and, if necessary,
remove from public circulation re
search materials about sensitive mat
ters that were used in Mr. Bamford's 
book, library officials said.

Mr. Bamford is a Massachusetts 
writer who has a law degree and specia
lzes in investigative research. "The
Puzzle Palace," the first book-length
account of the security agency's history
and activities, accuses the agency, of
maintaining excessive secrecy and 
abusing its powers of electronic surveil
lance by spying on American citizens in
the 1970's. 

Mr. Bamford said the recent action, 
would "have a very chilling effect on
any historical researcher." 

The letters removed from open li
brary shelves were written from 1942 to
1988 by William F. Friedman, a pioneer
in cryptological work in the United
States and one of the security agency's
top code breakers. They dealt primarily
with personal matters, according to li
brary officials. 

The letters containes brief references 

cause they were part of Mr. Friedman's 
private papers. Mr. Friedman died in 
1989 and his private papers to 
the Marshall library. 

In a last month to Marshall S. 
Carter, a former director of the agency 
and president of the foundation that 
overseas the Marshall library, General 
Faurer described the visit by two 
N.S.A. officials as "part of our continu
ing review of research materials used 
by author James Bamford." 

The letter also said, "It's obvious we 
share a common desire that collection 
of papers not be exploited unreasonably 
by researchers to expose classified or 
sensitive information, although this is 
often difficult to enforce." 
Officials at the Marshall library, 
which is on the campus of the Virginia 
Military Institute, called the agency's 
action "troublesome" but defended the 
library's relationship with the Govern
ment. "I've felt that our relationship
with the Government has been reason
able, practical and helpful," said Fred 
L. Hadsel, director of the George C. 
Marshall Research Foundation. 

General Marshall, the Army Chief of 
Staff in World War II and later Secre
tary of State and founder of the Euro
pean postwar recovery plan that bears 
his name, was a graduate of V.M.I. 

Reagan Executive Order 
Mr. Hadsel said the foundation's rela

tionship with the Government "is not
and should not be an adversarial rela
tionship," and added: "Collections 
come from different people under dif
ferent circumstances and different 
conditions. We are trying step by step,
to move toward an equitable opening of
all our collections." 

An executive order on national se
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curity information signed by President 
Reagan last year limited the definition 
of information subject to designation as 
secret as material "that is owned by, 
produced by or for, or is under the con
trol of the United States Government." 

Mr. Hadsel said the library removed 
the Carter papers from open access last 
year. He declined to say why. Mr. Bam
ford, who interviewed Mr. Carter while 
doing research for his book, said the 
Carter papers were withdrawn at the 
request of Mr. Carter after publication 
of "The Puzzle Palace." Mr. Carter 
could not be reached for comment 
today. 

Records at the Marshall library show
that a number of papers from the Fried
man collection were withdrawn from 
public files at the instruction of the se
curity agency. 

A reporter who asked Monday to see
several of the Friedman letters men
tioned in Mr. Bamford's book was given
the relevant files of correspondence. 
The specific letters, however, were 
missing; in their place were notices 
that the documents had been withdrawn 

security reasons. In some cases, en
tire folders had been withdrawn. 

For example, Mr. Friedman's corre
spondence with Boris C. W. Hagelin, a
European manufacturer of cryptologic
equipment, was missing from the col
lection. In place of the folder was a one-
page notice stating that that the ma
terial had been removed because it con
tained "security-classified informa
tion" and had been designated as "For
Official Use Only" by the security agen
cy. There are several references to the 

Hagelin letters in Mr. Bamford's book. 
Library officials said other material

used by Mr. Bamford was stamped "se
cret" by the visiting security agency of
ficials. Library officials said they had
no choice but to remove the material 
from open circulation. "If something is
classified, it's classified," one official 
said. "We have no choice but to remove 
i t" 

Other documents removed from the 
Friedman collection were marked by
notices that made no mention of any se
curity agency action. Library officials
said these papers were not classified or
otherwise officially designated as sensi
tive by the security agency. "They sim
ply informed us that the papers were
sensitive and told us to put them in the
vault," a library official said. 

Removal Viewed as Pointless 
Several scholars said that, apart

from any questions of censorship, re
moval of the papers seemed pointless
because the material was published in
Mr. Bamford's book. In addition, Mr. 
Bamford said, he kept copies of all the
Friedman letters he used and would 
make them available to anyone who 
asked to see them. 

"The removal doesn't make any
sense from the standpoint of reason, let
along scholarship," said Samuel R. 
Gammon, executive director of the 
American Historical Association. 

General Faurer said publication of
the information did not matter. "Just 
because information has been pub
lished doesn't mean it should no longer 
be classified," he said. 
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APPENDIX. 
THIS BOOK AND 
THE SECRECY AGREEMENT


The secrecy agreement that I signed when I joined the CIA allows the 
Agency to review prior to publication all writings of present and former employees 
to ensure that classified information relating to national security is not revealed. 
This provision seems logical and necessary to protect legitimate secrets. However, 
my experiences in getting this book approved show that the CIA uses the agreement 
not so much to protect national security as to prevent revelations and criticisms of 
its immoral, illegal, and ineffective operations. To that end, it uses all possible ma
neuvers, legal and illegal. Had I not been represented by my attorney, Mark Lynch 
of the American Civil Liberties Union (ACLU), and had I not developed a massive 
catalogue of information already cleared by the Agency's publications review board 
(PRB), this book could not have been published. The review of my manuscript 
came in two basic stages, first on an initial manuscript that I wrote without editor
ial assistance, and second on a revised manuscript written following an editor's 
advice. 

On February 26, 1980, I submitted the first version of the manuscript to the 
Agency for review and on March 21, several days before the mandatory 30-day 
review period expired, John Peyton, a lawyer of the Agency's general counsel staff 
who served concurrently as the PRB's legal adviser, called and asked that I come to 
a meeting on March 26. He moaned audibly when I advised him that Mark Lynch 
of the ACLU would accompany me to the meeting. At the meeting, held in the 
general counsel's office on the seventh floor of the Headquarters building in Lang
ley, the government's side was represented by five attorneys - three from the 
general counsel's office and two from the Justice Department. Had I come to the 
meeting alone, I would have been the lamb ready for slaughter. Because of his 
participation in other sensitive Agency cases. Lynch had earlier been granted a 
high-level "Q" clearance, but even so the Agency required him to sign an agreement 
before he could participate in that meeting. Peyton then explained that the publica
tions review board had made 397 deletions in my manuscript. I was surprised, be
cause I had been extremely careful not to use classified information in the manu
script. Those 397 deletions exceeded even the 339 passages excised from The CIA 
and the Cult of Intelligence, a book by John Marks and Victor Marchetti that 
deliberately set out to expose Agency secrets. I later learned that the 397 deletions 
represented only a fraction of those initially demanded by the Agency's Directorate 
for Operations. When I notified Peyton that I would be represented by the ACLU, 
the Agency had quickly retracted its more capricious deletions, resulting in the 

196 
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final list of 397 Items. 
Lynch suggested that he and I first be permitted to adjourn to a private 

room to review each item. When we finished the review, the full group reconvened. 
I said that almost all deletions appeared in some form in the Pentagon Papers. 
Ernest Mayerfeld, deputy general counsel, said if that was true he could not object 
to their inclusion in the book. The lawyers said that I should get together the next 
day with the Agency's freedom of information officer, Bob, to consider specific 
deletions. 

After lunch and later at home I reviewed the Agency's deletions and 
matched each item with my source documents. I was overjoyed: all significant 
deletions were covered by supporting public data. My joy was premature. 

Early the next day I met Bob, who during my last few years with the Agency 
had served as my boss once removed. A dedicated cold warrior, Bob was a tall, 
stocky, impressive man in his late fifties who had achieved supergrade status in the 
Agency and had served as chief of station [19 words deleted]. 

Bob seemed as agitated as I, and it was obvious that he felt he was soiling 
himself by dealing with me. In less civilized circumstances we probably would have 
been happier fighting rather than talking. Early on Bob set the tone. "It's too bad 
you didn't work for the Israeli Intelligence service," he said. "They know how to 
deal with people like you. They'd take you out and shoot you." 

Bob then launched into a long monologue covering the vagaries of the 
secrecy laws, including details of the Carter administration's Official Disclosure 
Law, the Freedom of Information Act, and the various problems in their applica
tion. I impatiently endured this speech. I was most anxious to get on with the 
review, to produce my public documents, and to get the hell out of there. 

We finally moved to the review of the specific deletions. The very first item 
caused trouble. Inexplicably the publications review board had deleted a reference 
indicating that the CIA conducted joint operations with Thai authorities. That 
relationship was so well known that books had been written about it, academic 
studies discussed it, pictures of CIA station chiefs appeared in the Thai press, and 
high-level Thai officials openly bragged in the media about CIA support for their 
organizations. Needless to say, I had not anticipated that the CIA would consider 
that relationship secret. If I could not admit that such a relationship existed, there 
was no point to the book since most of my observations were based on my six years 
with the Agency in Thailand. Fortunately I recalled a document from The New 
York Times edition of the Pentagon Papers entitled "The Lansdale Memorandum 
for Taylor on Unconventional Warfare," which discussed specific CIA operations 
conducted jointly with Thai organizations. 

When I told Bob about the Lansdale memorandum being in the Pentagon 
Papers, he appeared to be surprised. But he recovered quickly and said there was 
only one official version of the papers -- the Department of Defense's 12-volume 
edition. After numerous phone calls a secretary brought in 11 of the 12 volumes -
the one missing volume, according to the index, was the one that most likely would 
include the Lansdale memo. This really shook Bob. He suspected that someone had 
removed the critical volume. Later we did get that volume, but the Lansdale memo 
was not in it. I argued that the Supreme Court's decision in the Pentagon Papers 
case had placed that information in the public domain, and it certainly could no 
longer be considered secret. We argued back and forth and finally agreed to post
pone decisions on this and other items relating to CIA joint operations with Thai 
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organizations. 
Many deletions caused little problem. In some cases, where an ex-CIA offi

cial's affiliation with the Agency was well known, I had used that person's true 
name. The Agency objected. I felt the point was unimportant and agreed to substi
tute titles or aliases. 

At one point I really became worried. Bob said that I must produce the 
document from which I had taken a direct quote. If I could not produce it, he 
warned that I would be accused of stealing secret documents. I had not deigned to 
steal any of the Agency's classified fantasy, but I was not sure that I could relocate 
that precise quote. Luck was with me that day, and a short scan of the research 
materials I had brought with me produced that quoted passage. 

We referred the question of joint operations with the Thai police to the gen
eral counsel's office, which conceded that such information was probably not delet
able. We continued our review based on the premise that I could discuss joint 
intelligence and counterinsurgency programs with the Thais. Even so, I could not 
mention my participation in programs with specifically named Thai organizations 
although I could substitute phrases to describe them. Also I was allowed, via foot
noting, to replace a deleted item with information from a source document. By 
juxtaposition I hoped my meaning would be clear. 

The next day I objected to the deletion of my very negative assessment of 
the Agency's long-term operations against mainland China. I produced a book, 
Sub Rosa, in which a former Hong Kong station chief, Peer de Silva, set forth his 
own lengthy, negative evaluation of those operations. I said Peer's book had been 
approved by the PRB and it had permitted him to state his opinion; therefore, I 
should be given the same privilege. Bob agreed and my critical comments, in modi
fied version, were reinstated. From that point on I searched through books written 
by former Agency officials and cleared by the CIA, to locate items similar to dele
tions made in my book. By this tactic I was successful in reinstating numerous 
deletions. 

We had a problem over naming specific CIA stations and bases - other than 
those already acknowledged - even though those installations were well known. 
The Agency's objection had nothing to do with secrecy. It instead applied to ad
ministering the Freedom of information Act. Whenever the Agency acknowledged 
the existence of a station or base, the public could, under the act, demand docu
ments relating to the facility. Although it seldom releases documents in response to 
such appeals, the Agency must by law physically check all such documents. By not 
allowing anyone to admit that a station or base exists, it avoids those requests. 

Bob and I agreed to a modified version of my book. That weekend I made 
all the changes. On Monday morning I reviewed those changes with Mark Lynch 
and submitted the book to the deputy general counsel, Mayerfeld. In the interim 
Mayerfeld's office had reversed itself. He said The New York Times' Pentagon Pa
pers had not been officially released, that the Supreme Court only ruled that it 
could not enjoin publication of those documents. Therefore, my discussion of 
liaison programs with Thai organizations might again encounter opposition. 

That night I searched through the edition of the Pentagon Papers that Sena
tor Mike Gravel of Alaska had entered in the official records of the Senate. I found 
that it included the Lansdale memorandum and therefore supposed that that con
stituted official disclosure. The next morning I happily relayed the news to Bob. He 
said members of Congress could say anything, so the Gravel edition did not count. 
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Official disclosure only occurs when a member of the executive branch of govern
ment performs that function. But how finely the Agency interpreted that statement 
I was yet to find out. 

I immediately went to the Reston Regional Library to look for statements 
made by members of the executive branch relating to CIA operations with Thai 
organizations. I spent the day going through The New York Times Index, reviewing 
all entries under Thailand from the present back to 1954. The index mentioned one 
well-publicized incident, allegedly caused by the CIA, that generated riots in Thai
land. Because of the furor, numerous American officials were forced to comment 
on CIA operations in Thailand. Some press accounts sourced their information to 
CIA officials in Langley and the United States Embassy. I felt those references 
constituted executive branch disclosure of CIA activities in Thailand, I called Bob. 
He asked if the articles named specific American officials -- a mere reference to a 
CIA official in Langley did not count. I said that Ambassador William Kinter had 
made a statement. He asked if the statement was in quotes. He said reporters could 
write anything, and if the statement was not in quotes it did not constitute official 
disclosure. (Later after completing the review process I found a reference to a high-
level CIA official making a direct statement concerning CIA operations in Thai
land.1 I called Bob and asked if that did not constitute that ever-elusive official 
disclosure. He said no. That person had probably spoken unofficially and could be 
prosecuted for violating his secrecy agreement.) But as I continued to accumulate 
public evidence of the CIA's relationship with Thai organizations, Bob began to 
concede that I might retain relevant items in my book. 

On Tuesday, April 8, I went to the Agency to rework the items deleted from 
my resubmitted version. I was not surprised to see that the Directorate for Opera
tions had reversed itself in several key areas. Where its original deletions did not 
hold up. It merely changed its objections to apply to previously approved infor
mation. 

China desk had changed its objection to my negative evaluation of its opera
tions. The desk now claimed that the technique itself was classified. That tech
nique, recruiting persons from the other side, was just slightly newer and less well 
known than prostitution. Of course if I could not discuss the technique, my evalu
ation would be meaningless. That night I went back to the Reston Library and 
cleaned out its shelf of books written by ex-Agency officials. Those books, some 
undoubtedly written at the behest of the CIA, discussed that "forbidden" tech
nique in detail. By adding footnotes to those books, I was allowed to retain my 
discussion of that technique. 

The Thai desk had also changed its position on material not initially marked 
for deletion -- namely, the rural village survey program that I directed with Thai 
officials. The desk's original objection pertained only to my mention of working 
in liaison with Thais. When it became apparent it could not maintain that objection, 
the desk then claimed the technique itself was classified and must be deleted. This 
was ridiculous. Over the years I had lectured and passed out unclassified handouts 
describing the method. When documents reporting on those training sessions were 
located, the Thai desk had to drop its objection. 

Forty-six days after I submitted the book, the Agency returned the manu
script with a letter saying that it had no security objections to the publication of 
that version. Throughout the review one central issue had been in question: refer
ence to CIA operations with Thai organizations. What terrible secret was the CIA 
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so vehemently attempting to hide? On October 6, 1976, Thai security forces over
threw the civilian, democratically elected government in a violent bloodbath. A 
study by Dr. E. Thadeus Flood published by the Indochina Resource Center said 
of that bloodbath: 'This activist agency [CIA] took the lead in developing a strong 
apparatus in Thailand. . .  . It should be mentioned that in their training, the CIA 
placed special stress on the Thai Border Patrol Police (BPP). News reports from 
Bangkok during and after the recent coup indicate that it was the Thai BPP who 
levelled their heavy weapons at unarmed Thai students, boys and girls, waving 
white flags, and raked them with fire."2 

Thomas Lobe describes what happened in more detail: "On that horrible day 
in October 1976, then, the CIA/OPS-trained Border Patrol Police, with some units 
of the OPS-trained riot squads of the Metropolitan Police, burst into Thammasat 
University to crush the unarmed students and their fury knew no bounds . .  . in 
meting out humiliations, in mutilizations brutally inflicted, in burning a student 
alive, and in simple wholesale murder. Thousands of unarmed students were killed, 
injured, or arrested, and a few days later, most of the liberal to left journalists, 
scholars, and intellectuals were also rounded up and put in prison or 'rehabilitation 
camps.'"3 

After receiving the approved version of the manuscript, I signed a contract 
with a publisher who wanted extensive rewrites. 

I began rewriting the manuscript and submitting each chapter as it was com
pleted. On February 4, 1982, Paul Schilling, a young lawyer on the general coun
sel's staff, called and asked me to come to the Agency the next day for a meeting 
to discuss the first chapter. I was annoyed because everything in the chapter had 
either been approved before, was quoted from the Senate's Church Committee re
port, or was personal. I prepared myself with documents and met with Paul in one 
of the little anterooms off the main reception area. Some of the objections were 
to information that the Agency had declassified and released to the Church Com
mittee, which I easily documented. But the other objections concerned details of 
my training in espionage and paramilitary operations and details of psychological 
tests the Agency uses to help identify a specific personality type for possible em
ployment. I was not prepared to rebut those arguments. Paul and I agreed that I 
would return home and call in the appropriate references. 

The rest of the day I phoned around to all Fairfax County libraries to get 
copies of books by William Colby, Ray Cline, Allen Dulles, Lyman Kirkpatrick, 
David Phillips, and other pro-Agency authors whose works had received formal CIA 
approval if not sponsorship. Almost all discussed information that the PRB now 
claimed was classified. I phoned the citations in to Paul Schilling. I thought that 
would take care of the matter. A few days later Paul called and asked if I would 
come in for another meeting. On February 11 we met again in one of the cubby
holes off the packed main reception area. Paul apologized for asking me in again 
and said that the PRB had agreed that the information I had taken from the Church 
Committee report was not classified. I relaxed. The PRB was merely recognizing 
reality. 

Paul then said, "But the other material on your training and the psychologi
cal test is classified. The board said it had made a mistake earlier when it had ap
proved that information." 

To the shock of the people in the reception area I bellowed, "That's tough 
shit. It can't reclassify information." After calming down, I pointed out that the 
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Agency had cleared similar information on training for its friendly former officers 
such as Colby, Phillips, Cline, Dulles, Kirkpatrick, and others. 

"Yes," Paul said, "but the PRB made mistakes." 
I noted that in at least one case the CIA had helped a former officer write his 

book, and the book contained numerous references to training. 
Paul responded, "The Agency's relationship with an author is that the PRB 

reviews material written by the author, nothing else." 
"That's not the case with [the book in question]. It was written as a c 

action project by the Agency. I know it was." 
Paul continued, 'The Agency's relationship with art author.. . ." 
I then cited facts relating to the writing of that book. 
Paul retorted, "The Agency's relationship with an author. . . ." 
Schilling recommended that I consider an appeal to the deputy director of 

the CIA, Admiral Bobby Inman. 
That weekend I called Paul at home and advised him that Executive Order 

12065 on classification, Section 1-607, reads: "Classification may not be restored 
to a document already declassified and released to the public under this order or 
prior orders." Paul said, "Oh, we're operating under a new order." What Paul was 
referring to was a draft executive order then being proposed by the Reagan Admin
istration. That order, only later put into effect, allows officials to reclassify infor
mation previously declassified and disclosed if it is determined in writing "that the 
information requires protection in the interest of national security and if the infor
mation may be reasonably recovered." The manuscript obviously could not be 
"reasonably recovered," since I had sent copies to my publisher, my editor, and 
numerous others. 

Paul quickly realized he had jumped the gun on the new executive order and 
shifted instead to the position that Agency officials had again and again made 
mistakes in declassifying information in my original manuscript and in other books. 

After consultation with Mark Lynch, I prepared and submitted my 35-page 
appeal on February 19, 1982, noting that many of the deleted items had been ap
proved in the first manuscript, had appeared in the approved writings of other pro-
Agency officers, or were available in numerous other publications. On March 12, 
1982, I received a letter from the general counsel's office saying, "The DOCI [dep
uty director of central intelligence] has reversed the board with respect to a l l . .  . 
passages contested in the appeal," except that, "the DDCI has upheld the board's 
decision to delete five sentences . .  . unless Mr. McGehee can show the Agency has 
previously cleared such information." 

I immediately scanned four approved books and found 24 references to 
equivalent or identical material as contained in the five sentences. I sent these 
references to the general counsel. The PRB acted quickly and, rather embarrassed, 
acknowledged that my five sentences were not classified. 

I thought, well, now I have been vindicated and my problems are over. But 
this was not to be. On March 23, I received another letter informing me that chap
ter two was so sensitive that it was impossible to identify specific items and the 
PRB had rejected the entire chapter. I had had enough end contacted George Lard
ner, Jr., a journalist with The Washington Post. He wrote a long article entitled 
"CIA Veteran Decries Effort to Reclassify Material for His Book." This public em
barrassment forced the Agency to reconsider its actions. On April 29, I received a 
registered letter offering me the services of Bob - my old antagonist - to work 
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together to produce an approved version of the manuscript. 
I accepted the offer. We held three long sessions at my office, so we would 

have instant access to my books and files. The battle over chapter one had been 
completed, so we concentrated on the remaining chapters that I had turned over in 
the preceding months. Chapter two, dealing with my tours in Japan and the Philip
pines, according to the earlier PRB decision could not be used, but in the interim 
I had stumbled upon one of the lesser-known books by ex-CIA officials, Howard 
Hunt's Undercover. In it, to my joy, was a chapter dealing with his assignment as a 
case officer to Japan; the same chapter also discussed the Agency's base at Subic 
Bay in the Philippines. His book had been approved by the Agency and when I 
pointed this out to Bob he agreed that I should also be permitted to discuss my 
activities in those countries. Even so, I was not allowed to include details of my 
work. I could only give information no more explicit than that given in Undercover. 

Chapter three also presented major problems. Many of my specific designa
tions for places were deemed classified, but by making minor changes I was allowed 
to retain some points. The discussions of my work at Headquarters processing 
clearances and file traces were marked classified and many sentences had to be 
deleted. Although the Marchetti-Marks and Colby books had discussed the require
ments for clearances and traces, they had not gone into any detail. Unable to locate 
other coverage of these procedures, I could not retain my material. But I was 
allowed to quote information on that topic given in Philip Agee's book, Inside the 
Company. 

Chapter four, about my tour on Taiwan, gave information in general terms 
of an agent operation directed at mainland China. Someone had objected to this 
major element of the chapter. I protested that other approved Agency authors had 
been allowed to discuss agent operations, some with a great deal more specificity 
than my account. This argument was finally accepted. 

Bob and I reviewed each of the many points in the remaining chapters. In 
this process I conceded a number of points where the law was clearly on my side. I 
did this to speed the clearance process and to avoid a long, time-consuming lawsuit. 

John Marks and Victor Marchetti's book The CIA and the Cult of Intelli
gence, published in 1974, was the last approved critical book written about the 
Agency by an ex-employee. In light of my own experiences the reason is obvious: 
the secrecy agreement and the way it is abused by the Agency. It is virtually impos
sible to write in an atmosphere where everything is secret until it is deemed other
wise. The PRB, taking its responsibilities seriously, labels just about everything 
secret until an author who is critical of the Agency can prove this not to be the 
case. But the situation for ex-employees who are advocates of the CIA is the oppo
site. They are given almost carte blanche to discuss operations and techniques, and 
in some instances they are assisted in the research and writing of their works. 

Does the secrecy agreement work to protect legitimate classified informa
tion? Probably to some small degree it does. But the price we pay for this minor 
protection is enormous. The Vietnam War is a prime example. This Agency-pro
duced disaster was sold to the American people through massive disinformation 
operations. Would it not have been better if we had known the truth at an early 
stage? Similarly, would the American people not be better off knowing the truth 



555


APPENDIX 203 

about the CIA's current secret war in Latin America? Don't we deserve to know 
about reckless and phony covert operations, including Agency-planted "Commu
nist" documents, that help determine our foreign policy? 

It is clear that the secrecy agreement does not halt the flow of information 
to our enemies, for it does not affect the CIA employee who sells information. 
Look, for example, at England, which has a strict official secrets act and probably 
the most porous security service in the western world. What the CIA's secrecy 
agreement does quite effectively, however, is to stop critics of the Agency from 
explaining to the American public what the CIA is and does. It is sad to say, but 
the truth is that the primary purpose of the secrecy agreement is to suppress infor
mation that the American people are legitimately entitled to. For this reason, I am 
opposed to the secrecy agreement as it is now written and administered. 

Because the major portion of my CIA career revolved around Southeast 
Asia, where CIA operations were well publicized and even officially disclosed, the 
Agency could not stop release of much of the information in this book. But my 
experience should sound a warning. Agency officials show no hesitation in trying 
to censor embarrassing, critical, or merely annoying information. I cannot speak 
for the legal aspects of the various laws, but it is obvious that national security has 
little to do with how the Agency administers the secrecy agreement. As the CIA 
becomes more adept at applying the law under President Reagan's executive order 
on classification that went into effect August 1, 1982, all critical information about 
the Agency will probably be forbidden. 

I do not expect that the executive branch or the Supreme Court will be 
upset by the Agency's attempts to censor information that the public is entitled to. 
The American people, however, should be worried. Once the Agency is unleashed 
and the iron curtain of official disclosure falls, we will all suffer its consequences. 
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THE U N I V E R S I T Y OF WISCONSIN—MILWAUKEE/P.O. Box 784, Milwaukee, Wisconsin 53201 

COLLEGE OF ENGINEERING AND APPLIED SCIENCE

DEPARTMENT OF ELECTRICAL ENGINEERING AND COMPUTER SCIENCE

(414) 963-4677 

October 28, 1983


The Honorable Robert W. Kastenmeier

The House of Representatives

2232 Rayburn House Office Bldg.

Washington, DC 20515


Dear Congressman Kastenmeier:


This is in response to your inquiry regarding my experience

with the government's classification power.


In 1977 the Wisconsin Alumni Research Foundation filed for a

patent on behalf of myself and a graduate student for a data

protection device that resulted from research funded by the

National Science Foundation. The research was unclassified and

was based on materials publically available. In 1978 we were

issued a secrecy order by the Commerce Department which, unknown

to us at the time, had done so at the request of the National

Security Agency.


Upon careful reading of the secrecy order, we became

concerned since the order contained penalties of two years in

jail and $10,000 fine for unauthorized disclosure of the subject

matter of the patent application, which, I would like to

emphasize, was based on publically available material.


Upon informing the University of the secrecy order, the

Chancellor became quite concerned that the order infringed on

academic freedom, not to mention the First Ammendment. After the

resulting press coverage, the Chancellor communicated with the

then Commerce Secretary Krepps and NSA director Admiral Bobby

Inman. A short time later, the order was rescinded.


In 1979 the Americal Council on Education undertook a study

of the issue of publication of research in Cryptography and its

relation to national security. The group, called the Public

Cryptography Study Group (PCSG), met for about two years and in

1981 issued a report in which the majority of the members

recommended a system of "voluntary" prior review. I dissented

from this recommendation and issued a minority report in which I

outlined my reasons for opposing what I saw as nothing more than

censorship.


The People of Wisconsin's Urban Engineering College

Serving Milwaukee, the State and the Nation




558


My opinion has not changed. I still oppose the system of 
prior review. My concern has grown as I have seen my 
predictions, that the government's interest in classification of 
research would grow to include other areas, come true. 

The secrecy orders and the PCSG's recommendations raised 
issues that had a direct bearing on the Nation's pol i t ical , 
scientific and economic health. More specifically, the secrecy 
orders and prior review raised questions regarding: 

1. Constitutionality 

The secrecy order that was issued to us was for material

that we had discovered without knowledge of classified

information. The government seemed to regard this subject to be

what some have called "born secret." Such concepts have no place

in our democracy.


2. Impact on Basic and Applied Research


Secrecy orders and censorship of results deemed by some in

the government to be a danger to the national security would

inevitably lead to the removal from the public domain of

interesting results. There is no doubt that this would seriously

harm the quality and direction of research.


The PCSG's recommendations were equally disturbing. It was

without any basis since the committee had no evidence to suggest

that publications in cryptography were harmful to the nation's

security. The committee did not consider the critical importance

of cryptography in data protection. Our nation is changing. The

most intimate details of our lives are being stored and

manipulated by computers. Medical databases, credit files,

insurance files, employment records are being constructed and

connected to computer networks. These technological changes can

potentialy destroy not just privacy, which is already gravely

threatened, but freedom itself. It is difficult to conceive of

freedom without privacy.


Economically, our society is changing in such a way that

our assets are no longer physical, but logical. Disks and not

vaults are the repository for the new wealth. Wealth is being

reduced to just "bits" and "bytes" in some computer. Electronic

funds transfer would make it possible to move this wealth at

unprecedented speeds.


The need for protection technology was made abundantly clear

in the reported Soviet evesdropping activities. More recently

young computer buffs raided computer systems all over the

country. What caused these weaknesses? In the case of
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cryptography, the government would not only not share its

knowledge in data protection, but was now attempting to suppress

information developed in the civilian sector. These actions

clearly indicate that the blame for the vulnerabilities in our

communication and computer rests with the government.


3. Effectiveness of Such Measures


Even if one was willing to ignore all the other objections

to suppression of information, there still remained the question

of whether the actions would have the desired effect of denying

the results to our enemies. There is no evidence that there is

significant contribution to technology transfer to our enemies by

publications of basic research. Studies have shown that

technology transfer to our adversaries occurs through commercial

exports from both the United States, Western Europe and Japan.

What little impact from publications there may be has to balanced

against the obvious benefits that this nation enjoys in just

about every area of technology that we choose to pursue. We are

clearly the world leaders in those areas that we are equipped to

conduct research in. There are areas in which, some say, we are

losing our lead to, not the Soviets, but the Japanese. The

decline of investment in research has been well documented. It,

therefore, should not surprise anyone if we lose our lead in

areas that are underfunded. Our shortcomings are not due to lack

of ability. Our problems have been the lack of national

leadership to reinstate the resources necessary to maintain (or

regain) our technological lead.


In assessing our technological strengths and weaknesses,

some comparisons are in order. Just how well are we doing

compared to, say, the Soviets? It is interesting to note that

in the non-defense R&D and production, we are clearly decades

ahead of the Soviet Union. But when we consider nuclear weapons,

government officials at the highest levels tell us that the

Soviets are either equal to us (the prevailing view) or are

slightly ahead. It thus appears that in an area where both we and

the Soviets practice secrecy, the results are about the same!

This is rather strange since one would expect that, in a field

where we were practicing secrecy and thus denying the Soviets the

opportunity to share in our advances, we would be ahead given our

overall lead in technology. This implies that if we were to

impose secrecy in other areas of engineering and science then

what we can expect is that we will do about as well as the

Soviets. Secrecy, it seems, has only thing one in store for us:

mediocrity.


It is also possible that if efforts to restrict the flow of

information continue, then not only will they damage our research

capability, but may very well start an "information war" with our

friends.
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Finally I, like many others, am concerned about the

inconsistency of my government's actions. The government sells

the Russians wheat to help feed them and then turns around and

tells us that we must not communicate among ourselves lest we

help the Russians. Apparently the government believes that it

can better protect us from the Russians if it keeps the Russian

stomachs full and our minds empty.


Sincerely,


George I. Davida

Professor
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FOREWORD 

This report has been prepared by the members of the Public Cryptography Study Group.1 

The Study Group was assembled by the American Council on Education (ACE) in response to 
a request by the National Security Agency; that agency has indicated concern that information 
contained in some articles in learned and professional journals and in monographs might be 
inimical to the national security. The Study Group held its first meeting on March 31, 1980, 
and transacted its business in a series of meetings through February 1981. (The membership of 
the Study Group is listed on page 2.) 

The Study Group has recommended that a voluntary system of prior review of cryptology 
manuscripts be instituted on an experimental basis. While the group would prefer no such sys
tem of review, its members, with one dissent, accepted as a working premise NSA's concern 
that some information contained in cryptology manuscripts could be inimical to the national 
security of the United States and see the proposed system as a potential way to test that work
ing premise. The group rejected a compulsory statutory solution to the perceived problem. 

In assembling the Study Group, ACE sought recommendations of individuals who might 
participate from several professional societies and organizations. The American Association of 
University Professors (AAUP), the American Mathematical Society (AMS) the Association for 
Computing Machinery (ACM), the Computer Society of the IEEE (IEEE/CS), the Institute of 
Electrical and Electronics Engineers (IEEE), and the Society for Industrial- and Applied 
Mathematics (SIAM) made such recommendations. Although nominated by professional 
societies, the members served as individuals on behalf of ACE and the final report is a product 
of the American Council on Education. 

The Study Group hopes that the recommended voluntary system will prove effective. 
Success, however, is dependent upon the endorsement and good faith cooperation of NSA on 
one side and authors, researchers, professional societies, and publishers on the other. There
fore, it is the intent of the Study Group that this report be transmitted to all relevant profes
sional societies, as well as receiving widespread public distribution. The Study Group also 
recommends that a timely review be conducted concerning the operations of the recommended 
voluntary system, should one emerge, and that the relevant professional societies receive and 
record comments on such operations for use in the future review. 

1This material is based upon work supported by the National Science Foundation under Grant No. CDP-8006675. Any 
opinions, findings, and conclusions or recommendations expressed in this publication are those of the authors and do 
not necessarily reflect the views of the National Science Foundation 
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1. INTRODUCTION 

Two years ago, Vice-Admiral B. R. Inman, Director of the National Security Agency, 
publicly indicated his deep concern that some information contained in published articles and 
monographs on cryptography2 endangered the mission of NSA and thus the national security. 
Existing statutes do not regulate the domestic publication of unclassified information relating to 
cryptography.3 Admiral Inman proposed a dialogue with the academic community on how to 
reconcile the national needs with the tradition that scholarly publication should be free from 
restriction. 

In reponse to Admiral Inman's initiative, the American Council on Education proposed 
establishment of a Public Cryptography Study Group, bringing together representatives of the 
academic world and of NSA. The National Science Foundation agreed to provide funding to 
the ACE for this purpose. This report is the product of the Group's efforts over a year. 

In addition to the dilemma of reconciling important First Amendment rights with NSA's 
concern for the protection of the nation's communications security and intelligence-gathering 
capabilities, the group soon recognized that it was essential to take into account the emerging 
uses of cryptography in the public sector. 

In an era of instantaneous communication and pervasive computer data bases, it is becom
ing increasingly important to protect the privacy of both individuals and corporations, often 
using the tools previously used only by national governments. 

There is growing evidence that enhanced security for unclassified but sensitive informa
tion will be needed in a wide variety of applications, ranging from personal records (insurance, 
criminal, health, law enforcement) to commercial proprietary and financial data in storage or in 

2Cryptography is the body of knowledge that deals with methods of information protection. Methods that transform 
text, using a key, so that it becomes unintelligible and therefore useless to those not meant to have access to it; are 
called encryption methods. Transforming the encrypted information back to its original form is called decryption. 

3Provisions of the United States Criminal Code and related regulations make it a crime to receive, disclose, communi
cate , or publish various kinds of documents and information. Section 798 of Title 18 specifically prohibits knowing 
communication, transmission, or publication of any classified information pertaining to any "code, cipher or crypto
graphic system," or any "communication intelligence activity" of the United States or any foreign govermnment to an 
unauthorized person. It also prohibits the use of such classified information in a manner prejudicial to the interests of 
the United States or to the benefit of any foreign government. Section 793 of Title 18 prohibits the obtaining or 
delivering of information relating to the national defense with knowledge that the information is to be used or could be 
used to the injury of the United States or the advantage of any foreign nation, or revealing national defense informa
tion through gross negligence where the information was initially in the individual's lawful possession. In addition. 18 
U.S.C. Section 952 prohibits dissemination of information about diplomatic codes. A related statute, 50 U.S.C Sec
tion 403(d), charges the Director of Central Intelligence with the responsibility to protect intelligence sources and 
methods pursuant to which he has promulgated intelligence directives binding only on the government. 
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transit electronically. As the major world economies continue the trend toward information 
dependence, e.g., electronic mail, electronic funds transfer, point of sale terminals, etc., protec
tion of business and even home computer systems from unauthorized monitoring or tampering 
will become increasingly important. 

In many of these areas, cryptography is one of the most effective ways for providing the 
requisite security. Restriction of public research and development in cryptography might have 
an adverse effect on the ability of American industry to compete in world telecommunications 
and data-processing markets. 
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2. THE NATIONAL SECURITY CONCERNS 

Traditionally, national security information has been of a diplomatic or military nature. 
However, as the nation moves to an information-based economy, protecting valuable or sensi
tive commercial and personal information becomes a concern of national security in a broader 
sense. Inadequate security for such data could have profound effects on the nation. 

The Study Group recognizes that increased research activity in cryptology by persons and 
institutions in the nongovernmental arena may result in advances in the development of cryp
tographic systems. Work directly in cryptology or in related fields may have a beneficial impact 
on developments in computer science, electrical engineering, and mathematics which have 
potential benefits to fields apart from cryptology. Products developed in the course of this 
research may be very useful in providing effective telecommunications for nongovernmental 
and governmental purposes. Although governmental efforts in cryptology have traditionally led 
private efforts, these private efforts may develop new techniques or insights that could benefit 
broader government interests. The Study Group also recognizes that significant nongovern
mental research in this area may be applied over the long run to increase communication pro
tection in commercial and private fields, thus enhancing the security of private and commercial 
communications and ultimately furthering the nation's welfare and security in a broader sense. 

Some researchers in the public sector have expressed serious concern about the fragility of 
our developing information-based society. It has been suggested, for example, that a foreign 
power might inject misleading data into the statistics used for computing the nation's money 
supply, causing the government to take dangerously inappropriate action. 

At the same time, however, concerns have been expressed by the National Security 
Agency that extensive private work in cryptology and related fields may significantly and 
directly adversely affect the security of the nation's sensitive official communications and the 
nation's ability to obtain and understand foreign intelligence. NSA claims that the risks become 
greater to the extent that work moves away from pure research and into the application of 
theoretical developments to specific problems of communication protection and the develop
ment of actual protection systems. 

One of the areas of concern by the NSA is that substantial work in cryptographic and 
cryptanalytic techniques together with a widespread dissemination of resulting discoveries could 
lead to the publication of cryptographic principles or applications similar to those used by the 
United States Government. NSA claims that this work may enable foreign powers to engage 
more successfully in cryptanalytic attacks upon the secure telecommunications of our govern
ment. Another area of concern to the NSA is that papers dealing with weaknesses in 
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cryptosystems that may be used by other governments may alert these governments to the 
weaknesses of their own systems and thus prompt them to adopt more sophisticated and less 
vulnerable systems. In this manner, the United States may be denied needed intelligence. 

The National Security Agency has expressed interest in considering what type of pro
cedure could be developed that would provide a systematic means by which publications relat
ing to cryptology could be reviewed to determine whether such publications would have an 
overriding adverse impact on the national security as it pertains to NSA's mission. There exist 
a number of federal statutes and regulations that govern the dissemination of information that 
is classified or controlled by the U.S. Government on the basis of national security or foreign 
policy concerns. It is felt by NSA, however, that these statutes and regulations do not cover 
publication of articles or the dissemination of general research information within the United 
States. They also may not cover such publication abroad unless such information is otherwise 
classified by the government or its export is controlled for national defense or foreign policy 
reasons. 

Existing statutes do not regulate the domestic publication of unclassified information relat
ing to cryptology. Restrictions on foreign dissemination of certain information relating to cryp
tology are contained in the provisions of the Arms Export Control Act (22 U.S.C. 2778), which 
authorizes the President to compile a United States Munitions List and to issue the Interna
tional Traffic and Arms Regulation (ITAR) (22 CFR 21), which identifies specific types of arti
cles, the export of which is subject to the granting of a license by the Secretary of State. Cryp
tographic equipment is explicitly designated as a category subject to such export control. 
Category XVIII of the ITAR includes technical information relating to articles on the Munitions 
List. This latter provision has been subject to some question by the Office of Legal Counsel in 
the Department of Justice as being overly broad. 

Munitions Control Letter No. 80, February 1980, issued by the Department of State pro
vided further clarification under ITAR with respect to cryptology by making clear that the 
export restrictions do not prescribe prepublication review for publication in the United States of 
any publications including "general mathematical, engineering or statistical information, not 
purporting to have or reasonably expected to be given direct application to equipment" other
wise covered by the export licensing restrictions. 

There has been some disagreeement within the government concerning the extent of the 
need to control technical data. The Department of Commerce, in the context of a review of 
the Export Administration Act, has indicated that its assessment is that the availability of 
technical data that are of significance to U.S. national security and foreign policy interests is 
likely to be minor. On the other hand, the Departments of Defense and State, in the context 
of the Arms Export Control Act under which the ITAR is promulgated, have continued to 
emphasize the need to effectively control technical data. In addition, studies conducted for the 
Department of Defense led to the establishment within the Export Administration Act of the 
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Military Critical Technologies List, which is heavily focused on knowledge related to design, 
manufacturing, application, operation, and maintenance of such critical technologies. Crypto
graphic items are not processed under the Export Administration Act of 1979 unless there is a 
prior determination by the Department of State that jurisdiction over a specific item should be 
transferred to Commerce for processing under that Act. 

Finally, Section 181 of Title 35 U.S.C. permits the imposition of a secrecy order upon a 
patent application when issuance of a public patent would be detrimental to the national secu
rity. The statute also provides for compensation for the nongovernment inventor financially 
injured as a result of a secrecy order. There is no provision in the law pertaining to patent 
secrecy orders that applies directly to publication or to any requirement for prepublication 
review. Additionally, a patent secrecy order for a patent application based on published 
material is not possible. 

While there is currently no formal procedure or requirement for prepublication review by 
NSA of publications relating to cryptology, some authors and publishers routinely and volun
tarily submit proposed publications to NSA for review and comment as to the sensitivity of the 
information involved. NSA currently has no statutory authority to require submission of pro
posed publications for the purpose of review or to require changes in publications prepared out
side the agency and not under NSA contract or grant. The National Science Foundation has 
announced, however, that, while it does not currently have classification authority, it has 
responsibility under routine executive orders to refer information developed in NSF-supported 
cryptologic research it believes may be classifiable to NSA for possible classification.4 NSF indi
cates, however, that it makes no essential difference, from the standpoint of classification, 
whether research is supported by NSA or NSF. 

4The following text, included for completeness, is the standard NSF Grant Instrument Clause for Potentially 
Classifiable Research. 

The National Science Foundation does not expect that results of basic research it supports will be classified, except in 
very rare instances. Further, while NSF does not have classification authority, it has the responsibility to refer any 
information that NSF has reason to believe might require classification to the agency with appropriate subject matter 
interest and original classification authority. 

Therefore, the grantee is responsible for immediately notifying the NSF Program Official, of any data, information, or 
materials developed under this grant which may require classification. The grantee shall, prior to dissemination or pub
lication of potentially classifiable research results obtained under this grant, allow NSF the option to review such 
materials. The grantee shall defer dissemination or publication pending the review and determination that the results 
are not classified, provided such review and determination are completed within sixty days of receipt by NSF of such 
material. If the review results in classification, the grantee agrees to cooperate with NSF or other U.S. agencies in 
securing all related notes and papers. Policies relating to this subject are set forth in the NSF GrantsPolicyManualSec
tion 794, "National Security." 

4 0 - 2 0 9 O - 8 5 - 1 9 
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3. DELIBERATIONS AND CONCLUSIONS 

As a starting point for its work, Admiral Inman proposed that the Study Group consider 
the acceptability of restrictions on domestic dissemination of nongovernmental technical infor
mation relating to cryptology. He proposed several criteria that should be taken into account 
for both policy and legal reasons: 

(1)	 The restrictions should apply only to a central core of critical cryptologic information 
that is likely to have a discernible adverse impact on the national security. 

(2)	 Law and regulations should make these criteria as clear as is possible without reveal
ing information damaging to the national security. 

(3)	 The burden of proof in imposing any restriction on dissemination should be borne 
by the government. 

(4)	 There should be judicial review of any such government action, perhaps by a spe
cially constituted court that could act under suitable security precautions, and the 
government should bear the burden of obtaining judicial approval of its action. 

(5)	 There should be full, fair, and prompt compensation for any company or person los
ing the economic benefit of information by virtue of governmentally imposed res
trictions on dissemination. 

Admiral Inman's criteria would suggest a statute that would create a system of restric
tions. There are basically two ways to proceed by statute. One is to make it a crime to dissem
inate defined cryptologic information. Under such a system. NSA (or another agency) would 
monitor published information and would recommend criminal prosecution in instances where 
defined cryptologic information had been published. The other means is by required prepublica
tion review. The statute would make it mandatory to obtain clearance from a designated 
agency, such as NSA, before publishing defined cryptologic information. Publishing without 
obtaining clearance would be a criminal act. The impact of the latter system could be 
moderated, as suggested by Admiral Inman, by requiring a judicial order confirming the 
agency's decision to restrict dissemination and by payment of compensation where permission is 
denied. Still, however, it would be a crime to publish without seeking clearance or in contempt 
of the judicial restraining order. 

Admiral Inman's criteria suggest a system of prepublication review. Such a system clearly 
would best serve Admiral Inman's concern by assuring the government's ability to preclude 
publication or dissemination of defined information. At the same time, however, such a system 
raises serious legal, policy, and practical questions. 
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Problems Associated with a Nonvoluntary System 

The legal and political system of the United States, as expressed in the First Amendment 
to the Constitution, is generally opposed to both pre- and postpublication restraints. Although 
such opposition, historically, has been strongest where restraints have been placed on utter
ances related to political or social thought, the First Amendment applies to practically all 
speech, regardless of its description, with the possible exception of obscenity.5 (For instance, 
the present Supreme Court has applied First Amendment protections to "commercial" speech, 
which previously had been treated as outside the ambit of the First Amendment.6 Further, 
courts, as in the recent Progressive Case,7 have assumed without debate that information of a 
technological or scientific nature is subject to First Amendment protections. It is clear that 
monographs and articles in professional journals and elsewhere concerning cryptography are 
within the ambit of this protection. As one legal scholar has observed, freedom of expression 
has historically related to four traditional and interrelated values:8 

(1) individual self-fulfillment, 

(2) the advance of knowledge and the discovery of truth, 

(3) participation in decision making by all members of society, and 

(4) maintenance of the proper balance between stability and change. 
Writings on cryptology are closely related to (1) and (2), if not also to (3) and (4). 

That speech falls within the protection of the First Amendment, however, does not mean 
that it cannot be regulated. In most recent instances, the Supreme Court has sought to balance 
the importance of the speech involved against the state interest sought to be protected by its 
regulation. In many cases, the Court has weighted the balance heavily in favor of free speech 
(a "preferred freedom") and subjected the opposing interests to "exacting scrutiny."9 In oth
ers, it has been neutral or has weighted the balancing to the contrary.10 It is difficult to discern 
a consistent theory with predictable results. 

5Roth v. United States 354 U.S. 476, 1957. Even though determined to be outside the bounds of the First Amendment, 
because it is so removed from the "advancement of truth, science, morality, and arts in general... and its lack of 
redeeming social importance," the Court has carefully and consistently delineated narrow standards for permissible res
traints on obscenity. Four dissenters to obscenity controls (Brennan, Stewart, Marshall and Stevens) are of the view 
that any such controls, at least for adults, are unconstitutional. 

6 Bigelow v. Virginia, 421 U.S. 809 (1975). See Emerson, First Amendment Doctrine and the Burger Court, 68 CAL. L. 
REV. 422, 458-61 (1980) (hereafter "Emerson"). 
7United States v. Progressive, Inc., 467 F. Supp. 990 (W. D. Wis.), request for west of mandamus, den, sub, nom. Morland v. 
Sprecher , 99 S. Ct. 3086, case dismissed. Nos. 79-1428. 79-1664 (7th Cir. Oct. 1, 1979). 

8Emerson 423 
9Emerson 449 
10Emerson 450-51 
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It is likely that the Court would balance in a neutral manner where the justification, ade
quately demonstrated, was that publication constituted a threat to national security.11 The 
government, of course, would bear the initial burden of showing that such publication posed a 
significant threat.12 Once this was shown to the Court's satisfaction, the issue properly would be 
whether the threat to security by the publication of a writing concerning cryptology outweighed 
the value of the writing itself, the maintenance of nongovernmental research programs in cryp
tology, unfettered academic and scientific inquiry, and similar threatened social values. Such a 
test, of course, could not come about without passage of legislation barring publication of 
privately generated information concerning cryptology. The legislative balancing implicit in its 
passage undoubtedly would be given some weight by the Court. Of considerable importance 
would be whether or not the legislation narrowly defined the regulated information. The legisla
tion would more easily pass judicial scrutiny if a narrow and unambiguous definition was formu
lated because its chilling impact on cryptologic research would be minimized. 

Historically, the means of regulating expression has been of central importance to consti
tutional validity. Although some regulation or restraint may be justified, the Court usually has 
required that the least drastic means be used. Punishment for uttering or otherwise publishing 
proscribed speech has been difficult to maintain; imposing a licensing system — or prior res
traint — has been much more difficult. "The doctrine forbidding prior restraint is one of the 
major underpinnings of the system of freedom of expression. Its roots go back to the English 
censorship laws against which John Milton protested."13 

There have been exceptions, however, to prohibitions on systems of prior restraint. One 
seminal case stated that the publication of "the number and location of troops" could be res
trained.14 The trial court in the Progressive Case15 enjoined the publication of materials concern
ing the design and operations of nuclear weapons. The Supreme Court in another case16 per
mitted a censorship board to screen out "obscene" films. Moreover, the present Supreme 
Court "does not [appear to] view the prior restraint doctrine as a prohibition on all prior res
traints subject to certain categorical exceptions such as obscene motion pictures or communica
tions about tactical military operations. Rather, in its view, the doctrine simply creates a 

11Goldberg, The Constitutional States of American Science, 1979 UNIV. of ILL. L. FORUM 1, 14-15 (1979) 

12 New York James Co. v. United States, 403, U.S. 713 (1971) 

13Emerson 454 

Near v. Minnesota ex rel Olson, 283 U.S. 697 (1931) 

15Note, 7, supra. 

16Times Film Corp. v. City of Chicago, 305 U.S. 43 (1961) 
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'presumption' against the validity of the restraint and thereby imposes a 'heavy burden' on the 

government to justify the particular restriction then before the Court."17 This is buttressed by 

the Court's action in the Pentagon Papers Case.18 Three justices (Burger, Harlan, and Black

mun) would have upheld the injunction, believing that the courts should exercise only an 

extremely limited review where the executive has determined that the disclosure "would 

irreparably impair the national security." Thus they did not even require the satisfaction of a 

"heavy burden." Two others (Stewart and White), while recognizing the "concededly extraor

dinary protection against prior restraints," nevertheless were willing to allow an injunction upon 

a showing of "direct, immediate and irreparable damage to our nation or its people." 

This Committee's Assessment 

As stated, Admiral Inman's criteria suggested, for discussion, legislation which would set 

up a system of prior review of articles and monographs relating to cryptology. This Committee 

was formed by ACE to carry out such a discussion. Under Admiral Inman's criteria, such a sys

tem would be less objectionable than classic systems of prior restraint that vest in an adminis

trator the legal authority to review proposed publications under discretionary standards and 

make it a crime to publish them without the administrator's approval. First, Admiral Inman 

proposed that the criteria for what is proscribed (i.e., what can be "censored") should be nar

row. Secondly, NSA's General Counsel proposed as a departure point for discussion that the 

staff's decision be reviewable by a Board, including cleared persons from outside NSA, with a 

final decision by the Director. Thirdly, no suppression order could be effective unless ratified 

by a court after a judicial proceeding. Fourthly, the government would have the burden of 

proof in such a judicial proceeding. Finally, compensation would be paid to an author whose 

work was suppressed. 

This Group feels that NSA's initiative in commencing a public dialogue is commendable 

and that the Agency has sought to craft a narrow and constructive solution to a problem that it 

perceives. We reject, however, the statutory solution that has been proposed for a number of 

reasons: 

(1)	 We have not been in a position to assess the seriousness of the threat to the national 
security posed by the publication of selected articles and monographs on cryptology. 
Such an assessment would require security clearance of committee members and a 
deep understanding of cryptographic systems. We were offered such clearance, but 
this committee, made up of persons heavily involved with other tasks and without 
staff, was in no position to take on such a heavy work burden. Relatedly, we have 
no sophisticated idea of the types of information that NSA would seek to suppress 
— we thus cannot discern the reach of a system of prior restraint or adequately 
evaluate its justification. 

17Emerson 457 

18Note 11, supra. 
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(2)	 We have been in no position to gauge systematically the impact of a statutory 
prepublication review system on nongovernment research in cryptology or the 
economic or social losses that a negative impact might entail. Possible negative 
impacts include loss of scientific advancements and innovations which might lead to 
better security against invasions of privacy of individuals and commercial entities 
and enhanced opportunities for Foreign trade. It is clear to us that cryptology has 
become important outside of government as electronic storage and transmission of 
data enlarge in the private sector. 

(3)	 We have been unable to fashion a narrow and precise definition of that cryptologic 
information that should be kept secret. We feel that such a definition is essential to 
provide adequate notice in order to protect persons from criminal punishment for 
unintentional violation, to limit the discretion of regulators, and to lessen the inhi
biting impact or chilling effect that would attend ambiguous or overbroad standards. 

(4)	 We are impressed that, without the foregoing definition, a system that punishes pub
lication of scientific and technological information, or subjects proposed publications 
to legally required prepublication review, is contrary to the values expressed in the 
legal and political history of the First Amendment. 

(5)	 From a practical standpoint, any system of prior review will work best with the 
cooperation of the cryptology community. It seems clear that a voluntary system is 
likely to generate more cooperation than would a compulsory statutory system. 

A Suggested Voluntary Procedure 

The committee accepted as a working premise Admiral Inman's concern that some infor

mation contained in some articles and monographs could be inimical to the national security. 

In light of the preceding legal, policy, and practical analyses, we cannot recommend a statutory 

system of pre- or postpublication review. Under these circumstances, we recommend an alter

native nonstatutory system designed to test on an ongoing basis Admiral Inman's hypothesis, 

which depends for its success on the voluntary cooperation of those whom NSA might seek to 

regulate. What follows is an outline of such a system that includes an Advisory Committee 

cleared to a level that enables it to test adequately our working premise on an on-going basis. 

The implementation of this system will require that NSA convince authors and publishers of 

its necessity, wisdom and reasonableness. We believe that NSA will be able to be convincing if 

it establishes a record in its dialogues and its administration that evidences sensitivity, narrow 

application and remedies, and a sense of restraint and reasonableness to those who are asked to 

cooperate. We believe that many researchers would welcome an opportunity to find out in 

advance whether what they plan to publish would directly and substantially risk compromising 

national security interests. 

We realize that any system of prior review involving governmental agencies, even a 

voluntary one, creates an environment that might dampen the desire of academics and others to 

undertake research. In view of Admiral Inman's serious representations of threats to 
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national security, however, we recommend the system here outlined be tried on an experimen
tal basis. 

The Study Group also recommends that a timely review be conducted concerning the 
operations of the recommended voluntary system, should one emerge, and that the relevant 
professional societies receive and record comments on such operations for use in the future 
review. 

Our recommendation of a voluntary procedure on a trial basis should not, however, be 
construed as endorsing any legislation that might be modeled on the proposed procedures. 

The following guidelines are suggested for the proposed voluntary system: 

(1)	 NSA would notify the cryptologic community, including authors and publishers, of 
its desire to review manuscripts concerning aspects of cryptology prior to publication. 

(2)	 NSA, in consultation with appropriate technical societies, would define as precisely 
as possible those aspects of cryptology to be covered by the procedure.19 

(3)	 NSA would invite authors to send manuscripts to NSA for review prior to publica
tion. 

(4)	 NSA would assure prompt review by its staff of submitted manuscripts and prompt 
response to authors with an explanation, to the extent feasible, of proposed changes, 
deletions, or delays in publication, if any. 

(5)	 NSA would provide, in the case of unresolved disagreements, the opportunity for 
authors to obtain prompt review by an Advisory Committee of five persons (two 
appointed by the Director of NSA and three appointed by the Science Advisor to the 
President from a list of nominees provided by the President of the National 
Academy of Science), which would make a recommendation to the Director of NSA 
and to the author concerning the matters in issue. Members of the Advisory Com
mittee shall have adequate clearance so that the committee can make informed 
recommendations. 

(6)	 There would be a clear understanding that submission to the process is voluntary 
and neither authors nor publishers will be required to comply with suggestions or 
restrictions urged by NSA. 

19There are two problems of definition: (1) stating criteria to identify those articles and monographs which NSA wishes 
to review; (2) staling criteria to be used by NSA and the Advisory Committee to determine information the disclosure 
of which would directly and substantially compromise national security interests. Criteria for the first task must be 
broader than for the second. Nevertheless, care should be taken in both instances to narrow the scope of application to 
the extent feasible, and both sets of criteria should be published to the greatest extent possible. 

The Committee determined to leave the ultimate definitions to NSA in consultation with appropriate technical societies. 
It believes, however, that NSA at the outset should exclude from review or proscription information concerning, for 
example, general mathematics, engineering, computer science or statistics, and basic theoretical research. 

14 
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INTRODUCTION 

The objectives of this report are to present arguments against restraints on non
governmental cryptographic research. Time and space limitations preclude a complete treatment 
of the subject of cryptology and the history of the conflict between the National Security 
Agency and the academic researchers in cryptology. The report of the PCSG contains some of 
this material. 

NSA OBJECTIONS 

It is difficult to state precisely NSA's objections to the open publication of research papers 
pertaining to cryptology and allied areas. In general the NSA claims that its mission will be 
harmed by such publications. Specifically the NSA claims that 

A.	 Foreign governments might use the cryptographic results to deny the NSA the ability to 
perform intelligence gathering. 

B.	 The basic or applied research results might accidently lead to compromise of NSA 
designed cryptosystems. 

in the rest of the report the area of cryptology will be discussed briefly and the validity of 
the NSA's claims will be examined. 

CRYPTOLOGY AND ITS IMPORTANCE 

While a complete treatment of this subject is not possible in this report, it is important to 
briefly examine the area and, to put it in proper context, the role it plays in Information Protec
tion (or Data Security). 

CRYPTOGRAPHY consists of methods for transforming data, using a key, to render the data 
unintelligible to someone not authorized to have it. The process of so transforming data 
is called ENCRYPTION. A legitimate user can transform the garbled data back to its ori
ginal form, using a key. This process is called DECRYPTION. PLAINTEXT is encrypted 
into CIPHERTEXT. 

CRYPTANALYSIS consists of methods that are used to transform encrypted data back to its 
original form without the knowledge of the key. 

Information Protection (or Data Security) pertains to the protection of data processed by, 
stored in or transmitted by computers. To protect data, a large number of problems must be 
solved. We shall examine a few of them. 

1 
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PHYSICAL SECURITY 

Obviously the best security methods are worthless if someone could just walk off with 
data on tapes or disks. Thus the facilities housing the computer system must have controlled 
access that is effective. These problems are not peculiar to computer security and will not be 
discussed any further other than to point out that the increasing use of electronic locks involves 
encryption. 

DATABASE SECURITY 

This is an area of great concern to the researchers and the public. Martin Hellman, who 
was the first to express concern about the safety margin of commercial cryptosystems, has said 
that the United States is the most computerized country in the world and the one to lose the 
most from insufficiently secure systems. 

The increase in the computerization of the society has led to the construction of a large 
number of databases that are ELECTRONIC WINDOWS into the most intimate details of 
people's lives. What is even more disturbing is that it is usually impossible to know who is 
looking in. Thus these databases are like ONE WAY MIRRORS. 

Encryption can serve as a curtain. Therefore the need for a civilian (or non
governmental) effort in cryptography is a strong one. Research results have shown that data
bases used for statistical purposes are subject to compromise. Using harmless-looking queries 
(questions), such as asking for the AVERAGE income of individuals in certain categories, it is 
possible to compromise a database. 

The use of databases in employment can result in the accumulation of records on indivi
duals containing data that is both performance relevant as well as data that is subject to privacy 
protection. The only effective methods for maintaining separation of such data involve encryp
tion. (Preventing the collection of data of certain types is not feasible.) 

OPERATING SYSTEM SECURITY 

Operating systems are computer programs that perform a large number of functions 
among which are: 1) the management of resources attached to a computer (such as tapes, 
disks, memory, files, programs, messages, etc.) 2) allowing several users to compute simul
taneously on the same computer. 

These tasks are very complicated. Insuring that access to resources is proper (from a 
security viewpoint) is a problem that has not been satisfactorily resolved. Operating systems 
may have loopholes that may allow a user to gain access to resources that are supposed to be 
inaccessible. 

2 
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The importance of encryption in the design of secure operating systems is demonstrated 

in the recent design proposals for secure systems. 

COMMUNICATION SECURITY 

This is the most well understood of the sub-areas of information protection. Historically 

data was most vulnerable when it was transmitted (or communicated) in some way. Until 

recently this was the main area of application for encryption. This has changed. New problems 

in protection of data during communication have arisen that greatly affect the average person in 

day-to-day activities. The emergence of COMPUTER NETWORKS has led to new applications 

that threaten privacy to a degree that was not possible before. For example, as the credit card 

operations go "on line", (i.e., gain instant access to a computer that can authorize the charge or 

service), suddenly, data that was more or less unavailable before is put on communication 

lines. 

New applications, such as Electronic Mail and Electronic Funds Transfer, require the use 

of encryption. Other applications, such as those in personal computing, will continue to be 

discovered as computers proliferate. 

RESTRAINTS 

The ACE PCSG began by considering the recommendation of model legislation for 

PRIOR RESTRAINT on cryptology papers. The committee's decision to go ahead and recom

mend restraints (first mandatory and later voluntary) had no basis whatsoever. 

The following constitute some of the arguments against restraints: 

1.	 The National Security interests of the country are considerably broader than the narrow 

mission of the NSA, which in a nutshell is DATA GATHERING. 

The PCSG refused to address the question of whether the broad interests of the country 

(which include such things as Privacy Protection) would outweigh the risks (if any) to the 

NSA's mission. The committee felt that this was too abstract an issue. The importance of 

Cryptography to telecommunication protection as well as other computer security areas (out

lined above), however, is as concrete an issue as one could hope to get. The need for a non

governmental effort in this area is crystal clear in view of the remarkable insensitivity of the 

common carriers to the public's concern about privacy. The reported foreign intelligence activi

ties in this country against individuals (or corporations) attest to this. As it was pointed out 

above, the increase in the level of computerization heightens the need for a cryptographic effort 

independent of the government. 

3 
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2.	 Restraints would adversely affect the quality and direction of basic research in computer 

science, engineering, and mathematics. 

The impact of any types of restraints on research (either applied or basic) was not ade
quately addressed by the committee. The effects of withholding basic or applied research 
results relating to cryptography would handicap researchers, not only in data security, but in 
computer science and engineering and allied areas. The restraints would remove from the pub
lic domain the most interesting and intellectually stimulating results. The long-term conse
quences would no doubt be harmful to the Nation. 

Consider the problem of implementation of restraints. It has been suggested that the test 
for whether a paper should be withheld from publication might be "the degree of significant 
use" of a cryptosystem. A case in point is the use of the Rivest-Shamir-Adleman cryptosystem 
in the Zero Power Plutonium reactor. The security of this system depends on the fact that no 
efficient methods for factoring a large number have been found. In view of the recent results 
related to this problem, some researchers now believe that such methods might indeed be 
found. If that were to occur, then a solution might have to be suppressed since some can argue 
that the application just mentioned constitutes a significant use. The solution to an age-old 
problem would thus be withheld from researchers. 

3.	 Restraints would be unconstitutional. 

The constitutionality of restraints was only glossed over. It was pointed out that in one 
case where legislation did exist (the ITAR) the Justice Department had issued an opinion that 
that was unconstitutional. It was suggested that the Justice Department opinion on ITAR was 
in dispute. 

4.	 Restraints, the implementation of which is to include the cooperation of editors of jour
nals, would cause international complications. 

The technical societies that publish the journals would have serious problems with having 
to cooperate with the NSA. They may find themselves subjected to harassment by other 
governments since many of the societies are international in scope. This would have an effect 
on the scientific exchanges, treaties, and understandings. (For example, it might affect such 
things as what journals constitute "intelligence" journals.) It would set precedent for the discus
sions on the freedom of the press that are conducted elsewhere. There may very well be an 
impact on the Transborder Data Flow guidelines recently concluded. 

Finally, the journals may find it impossible to carry out the implementation of such res
traints because their charters would not allow it. 

5.	 Restraints would lead to legal entanglements with existing laws. 

4 
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Restraints may put the researchers in a very difficult position with respect to the laws that 
already exist: 

a.	 The impact of restraints on the patent secrecy process is significant. The restraints 
would enhance the government's ability to issue these orders. 

If the restraints were to be put in effect, then an applicant for a patent based on the now 
unpublished result would risk a secrecy order since existing law disallows the government from 
issuing a secrecy order when the subject matter had been published in the open literature. 

b.	 Researchers may find themselves violating state statutes if they were to comply with 
restraints. 

The committee did not address the potential impact of restraints on existing laws. Since 
research in most cases is funded in part by state funds, a researcher may not be able to simply 
drop some results from his/her paper for nontechnical reasons. 

6.	 Restraints, even if desirable or possible, would be ineffective in achieving the NSA's 
objectives. 

The very nature of Cryptography makes it unlikely that restraints would be effective bar
riers to TECHNOLOGY TRANSFER. Cryptography is not hardware intensive. The main 
hardware needed for implementation is a microprocessor, an abundantly available and inexpen
sive device. This means that the restraints would be placed on an activity that is largely intel
lectual — design and analysis of algorithms. 

Since the hardware involved in the design of cryptosystems is not controlled, the res
traints would result in removing from the public domain the most interesting algorithms, thus 
seriously handicapping the researchers in this country. Researchers in other countries, who are 
not likely to have such restraints, would be quite capable of designing their own algorithms. 
THEY WOULD ANYWAY!! The design of cryptosystems involves a large degree of distrust 
and suspicion about the possibility that a system will have a shortcut known only to the 
designer. Thus, as David Kahn has said, governments are unlikely to trust anyone but their 
own scientists and engineers. One can even argue that if in fact they were to use the systems 
designed in this country, then that would present opportunities for intelligence gathering. 

7.	 The likelihood that basic research results would lead to efficient cryptanalytic attacks 
against the government's cryptosystems is practically nil. 

The NSA claims that the basic or applied research results might lead to efficient attacks 
against the systems that they have designed. This is not likely because researchers do not engage 

in cryptanalysis. 

5 
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Cryptanalysis is a tedious and time/resource consuming activity. Inverting a cryptographic 

function is not that attractive. These mathematical functions are for the most part "ugly" func

tions that, even if inverted, could be made just as difficult by a change of one or two symbols. 

Thus the intellectual attraction is not there. Furthermore, researchers do not have access to 

NSA's cryptosystems. The analogy that Martin Hellman used was that of a chemist inventing a 

chemical such that a drop would eat through a Sherman lank. The likelihood of such an 

occurrence is of course high if the tanks were made of plastic. Besides, the very concept of 

denying the public the opportunity to advance in a field just to enable the NSA to perform its 

job is alien to the traditions of this country. 

REMARKS 

While the PCSG has retreated from recommending model legislation, its actions are still 

troublesome. The very recommendation that restraints be put into effect, even if voluntary, is 

dangerous. There already is talk of a trial period to see if the NSA is happy about the outcome. 

There is clear indication that if the NSA is not, then legislation will be sought. At that time, 

this committee's recommendation could be used as expert testimony that NSA's claims are 

valid. Such a conclusion would be erroneous. The majority of the committee members are not 

researchers in data security or cryptography or computer science or engineering. 

In conclusion, I find NSA's effort to control cryptography to be unnecessary, divisive, 

wasteful, and chilling. The NSA can perform its mission the old-fashioned way: STAY 

AHEAD OF OTHERS. 
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GOVERNMENT CENSORSHIP

AND


ACADEMIC FREEDOM


Introduction


Within the past year, the American Association of


University Professors has issued two reports which discuss the


ramifications for academic freedom of restraints by government


officials on the open circulation of ideas.1/ Changes have been


urged in the direction of limiting the impact of these restrictions


upon scholarship and research, but to no discernible effect. In


stead, there has been a significant enlargement of the scope of


government restraints. These include:


1. Decisions by Department of State authorities to deny


visas to foreign academics invited to attend scholarly meetings in


this country on the basis of their political beliefs or associa


tions.


2. A regulation proposed by the Department of Energy to


require any holder of unclassified information relating to nuclear


energy to assure the government that this information is protected


in a manner similar to other restricted materials in its possession.


1/ "Federal Restrictions on Research: Academic Freedom and

National Security," Academe: Bulletin of the AAUP (September-

October, 1982), pp. 18a-20a, and "The Enlargement of the Classified

Information System," ibid (January-February, 1983), pp. 9a-14a. An

abridged version of the second report appeared in Science

(21 January 1983), vol. 219, pp. 257-259. For a useful survey of

the several actions taken by the current administration to impede

the free flow of unclassified ideas see Floyd Abrams, "The New

Effort to Control Information," The New York Times Magazine,

September 25, 1983.
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Stanford University has estimated that the regulation would apply


to an unknowable portion of the some five million volumes in its


libraries.


3. Executive Order 12356 (April, 1982), which extended


the reach of the government's system for classifying information


on the basis of national security concerns by relaxing the standard


according to which the determination of classification is made.


The likely result of this change is to remove from public and schol


arly access additional tens of thousands of items that bear upon


one's ability to determine the truth of statements made by execu


tive branch officials, as well as upon the integrity of one's own


work. The executive order also enlarged restrictions interdicting


publication of research that is "born free" but that may, under


the order, "die classified." It enables executive branch agencies


to halt the presentation, publication, or mere scholarly exchange


of papers not classified and not drawn from any classified sources.


It is plain that government officials are already intruding


upon freedom of inquiry and academic research on a significant scale.


And now, the most recent executive initiative, the Presidential


Directive on Safeguarding National Security Information (March, 1983),


the subject of the present report, proposes to add even more to these


stringent measures.
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Summary of the Presidential Directive's

Prepublication Review Procedures


The Directive provides that each agency of the executive


branch will adopt internal procedures to assure minimally that "all


persons" who have access to highly classified intelligence informa


tion will sign a prepublication review agreement to "assure deletion


of . .  . classified information." The Directive does not identify


what is to be reviewed by the government agency or for what period


of time a person is required to comply with the prepublication re


view agreement. Considering the emphasis that this administration


has placed on restraining the dissemination of unclassified informa


tion and the broad language in which the Directive is cast, it seems


entirely possible that government agencies will view the Directive as


encompassing all writings by those with access to classified informa


tion for however long these individuals seek to publish what they


write.2/


The Directive is silent with respect to whether it shall be


applied only to those with current access to classified information.


A government agency could presumably assert the need to review the


writings of someone who no longer has a security clearance for what


ever period of time the agency deems prudent.


The reason for the system of prepublication review to be


established under the Directive is stated thus: "Safeguarding


against unlawful disclosure of properly classified information is


2/ The General Accounting Office has reported that 112,660

federal employees (this figure does not include the Central Intelli

gency Agency and the National Security Agency) and 15,090 federal

contractors currently have access to this classified intelligence

information. During 1982, the GAO identified the following types

and quantities of information reviewed during the prepublication

process: 68 books, 7,805 articles, 2,889 speeches, and 92,918

pages not identified.
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a matter of grave concern and high priority for this Administra


tion."3/


Sanctions can be applied to persons who, subject to a


prepublication review agreement, do not submit everything which they


may write to the government agency for prior review.


In addition, the Directive provides that government em


ployees can be required to submit to polygraph examinations as a


condition of employment, although the polygraph itself is of doubt


ful reliability, its use is widely feared, and submission to the


examination may be required without regard to a stated probable


cause and without any clear limits respecting the questions to be


answered.


In sum, the effect of the Directive is that government


officials may require anyone with current or lapsed access to


high-level classified information to submit any writing intended


for publication to the government agency for prior review. Those


who have ever had access to classified information would accord


ingly, we take it, be placed indefinitely under the constraints


of government censorship.


3/ The Department of Justice chaired the interdepartment group

which drafted the Directive. In a fact sheet released upon the

issuance of the Directive, the Department of Justice stated that

"Unlawful disclosures of classified information damage national

security by providing valuable information to our adversaries,

by hampering the ability of our intelligence agencies to function

effectively, and by impairing the conduct of American foreign

policy."
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Observations


The exercise of academic freedom by teachers and scholars


requires freedom of thought and expression within colleges and


universities and the freedom to transmit the fruits of inquiry to


the wider community. To an increasing extent, society in general


and government in particular have come to rely upon academic re


searchers for acquiring new skills and new knowledge. Plainly


what is published by academic researchers also serves to enhance


public discussion of political issues. Without the liberty to ex


plore and the correlative right to publish the results of research,


academic freedom and the advancement of learning are impaired.


Within the academic community a researcher freely sub


mits a manuscript to colleagues and other qualified persons for


their judgment and evaluation. The assessment by peers gives con


fidence to the researcher of the usefulness of a path traversed.


It can also warn against possible error or unnecessary duplication


of research efforts. The exchange of criticism and ideas is also


an indispensable condition for the continuance of research itself.


The investigator's communications with peers may yield new insights


or lead to research programs not thought possible or even imagined.


Free thought and free expression are significantly injured


if researchers are unable to disseminate the results of their


research and to publish what they have discovered except upon con
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dition that their writings are to be submitted to a government


agency for prior review. The concept of academic freedom


necessarily embraces the freedom to impart the findings of in


quiries without previous restraint: or fear of subsequent punish


ment.


The Directive cannot be justified on grounds that the


system of prior review would not be onerous or that in practice


few writings would be materially altered.


Each year countless numbers of professors representing


a wide range of academic disciplines serve the government in


various capacities. Some serve as consultants, lecturers, or


researchers. Others accept short-term government assignments, in


this country or abroad, while retaining their faculty appointments.


Still others resign their academic positions for a government post


and return to the teaching profession years later. There are also


those who accept faculty positions after serving in government for


varying lengths of time. Many among these faculty members are


given, or once had, access to classified information. To accom


plish what the authors of the Directive seek, and with considera


tion of the sheer numbers of academics and other persons with access


to classified information, government agencies would need to estab


lish a vast apparatus for administration and enforcement.


In addition, a system of prior review could not be limited


only to those writings that a government agency is likely to ident


ify as harmful to the nation if revealed to the public. A govern


ment official cannot be certain in advance of examining a manuscript
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whether it contains sensitive information. A probable result is


that the Directive would be administered to review a broader area


of expression than might be restrained through actual revision or


deletion of restricted information. One can also expect substantial


delays in reviewing manuscripts, owing in part to the complexity of


the undertaking and in part to the likely controversies between


government agencies and authors concerning whether and how to


alter a manuscript.


There is also reason to doubt the circumspection of govern


ment officials responsible for implementing the Directive. In 1970,


a Department of Defense Task Force on Secrecy concluded that the


amount of scientific and technical information which was classified


could be profitably decreased by at least 90 percent. A report re


leased by the General Accounting Office in 1979 found that nearly


twenty-five percent of the classified materials it had reviewed con


tained one or more instances of improper classification. From the


perspective of a government official accountable for failing to


classify information that might be used to the detriment of the


nation's security interests, the necessary choice in deciding whether


or not to classify is to err overwhelmingly in the direction of


classification. Only by accepting the premise that most information


reviewed for classification should be secreted, whatever its actual


adverse effect on national security if released to the public, can a


government official discharge the responsibility of insuring that no


information that should be classified will escape classification.
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The factors accounting for mistaken classification would all too


likely exercise their baleful influence under the Directive's


system of prepublication review.


The process of administering the Presidential Directive


will thus be piled on top of a system of classification which is


already excessive, is already seriously compromising of academic


freedom, and is known for its susceptibility to executive manipula


tion.


Moreover, the mere existence of the Directive is repres


sive. We want scholars to be uninhibited in challenging traditional


habits of thinking, in testing new theories, in criticizing social


and political institutions, and in advocating change in the policies


and programs of government agencies and officials. The executive


branch, the Directive asserts, may not curtail freedom except when


it finds it advisable to do so. Yet uncertainty as to whether any


particular manuscript should be submitted to a government agency


for prior review can only inhibit the pursuit of intellectual and


political truth. It is not merely that useful research may be


frustrated. Rather, it is that the intimidating character of the


Directive undermines the true foundation of our national security,


the common confidence that things are as they seem and that our


government's policies are not tragically misconceived on facts that


are actually falsehoods.


The Directive can also be expected to take its toll by re


ducing the willingness of academics to accept government responsi
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bilities. Many will conclude that the diminution of their freedom


is too great a price to pay for the opportunity to serve govern


ment .


The government claims, of course, that it is concerned


with avoiding harm to the national security. If the broad reasons


invoked in the Directive are a valid justification for the policy,


then the executive branch would have complete discretion to deter


mine what are any justifiable ends and could restrain manuscripts


accordingly. Even if credit is given to the administration's


position that the dangers it warns against are significant, two


further issues arise.


The Directive seeks to prevent the unauthorized publica


tion of classified information through a system of prior review.


A claim to immunity from restraint is not unlimited. National


security certainly requires secrecy in some areas, and the govern


ment must have the means to protect the nation against the wrongful


disclosure of military secrets. It is equally certain, however,


that procedures for restraining free expression, to the extent that


any are required, must be precise, narrowly defined, and applied


only in exceptional cases, for otherwise the exercise of the freedom


would have slight value for the purpose it is meant to achieve.


These limitations are not to be found in the Directive. The reach


of the Directive is without parallel in modern memory. It may be


applied to the writings of thousands of persons, whether or not
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they are serving in government, who currently have or did have


access to classified information. We do not find credible that


any genuine problem faced by the administration in controlling the


distribution of classified information can justify the unbridled


sweep of this Directive.


We also question whether the dangers invoked by the admin


istration in justifying the Directive are more pressing than those


of the recent past. We would do well to remind ourselves of some


crises through which the nation has passed since the end of World


War II.


Each day for nearly a year the immediate prospect existed


that American and Soviet troops would come to blows during the


Berlin Blockade. That possibility was seriously revived with far


vaster implications during the Cuban missile crisis. We fought two


wars on the mainland of Asia, and neither in Korea nor in Vietnam


were our apprehensions about the intentions and capabilities of


the Soviet Union less acute than they are today. And the revolu


tion in Iran and the Soviet Union's invasion of Afghanistan not


only deprived us of intelligence stations on a large stretch of


the border of the Soviet Union but for many raised the threat of


a Soviet thrust toward the Persian Gulf and the undermining of


the entire American position in the Middle East.


What greater urgency propels our current administration?


We must continue to contend with a formidable adversary, but why


should the same principles which have governed free inquiry by
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academic researchers not be found serviceable in these anxious


times? We make a fatal bargain if we allow the freedoms which


have so long been exercised in this country to the benefit of


all to become diminished, whatever the concerns which are now


motivating some government officials.


The Directive should be withdrawn. Its infirmities are


too many and they run too deep to be cured with textual refine


ments. Our penchant for executive secrecy is not in our own or


in the world's best interest. We should be striving for reliable


ways of reducing the government's system of classification to a


bare minimum, and not for excuses for its protean enlargement.


Robert A. Rosenbaum (Mathematics)

Wesleyan University, Chairman


Morton J. Tenzer (Political Science)

University of Connecticut


Stephen H. Unger (Computer Science)

Columbia University


William Van Alstyne (Law)

Duke University


Jonathan Knight, Staff
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American Association 
for the Advancement of Science 

1515 MASSACHUSETTS AVENUE, NW, WASHINGTON, D.C., 20005 

Phone:: 467-4400 (Area Code 202) Cable Address: Advancesci, Washington, D. C. 

October 1983


PROJECT ON SECRECY AND OPENNESS

IN SCIENTIFIC AND TECHNICAL COMMUNICATION


SPONSORED BY

AMERICAN ASSOCIATION FOR THE ADVANCEMENT OF SCIENCE

COMMITTEE ON SCIENTIFIC FREEDOM AND RESPONSIBILITY


In recent years, the traditional concept of scientific ideas and infor

mation as a public good, freely available to professional colleagues as

well as the general public, has come under closer scrutiny. The post-

World War II increase in the economic, political, and military value of

scientific and technical information has fostered various private and

public proposals to restrict open communication in university teaching

and research activities. These proposals have cited many justifications,

including national security interests, economic competition, patent pro

tections, and quality control, as the basis for limiting access to new

and important research data in selected fields.


Conflicts over secrecy and openness in science are essentially conflicts

over values. In order to explore the fundamental values which promote

secrecy or openness in science, the American Association for the Advance

ment of Science has initiated a new project through the office of the

AAAS Committee on Scientific Freedom and Responsibility. The project,

titled "Secrecy and Openness in Scientific and Technical Communication"

is supported by a grant from the Program on Ethics and Values in Science

and Technology (EVIST) in the National Science Foundation, and the

Humanities, Science and Technology Program in the National Endowment for

the Humanities. Ms. Rosemary Chalk, Program Head for the AAAS Committee,

is the project director.


The tradition of openness in research is the foundation for objectivity

in science. It is through the free exchange of information and data that

new ideas and experimental results are subjected to the rigorous test of

peer review and verification. The origins of openness, however, have
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their roots in a period when science was essentially a private intellect

ual activity. Also, many scholars are not completely "open" in their ex

change of data and information. Self-imposed restrictions on the release

of new but unconfirmed theories or preliminary experimental data are quite

common in traditional scientific work These restrictions, which form part

of the ethos of science, are themselves limited by notions of fair play

and equity, however, and are subject to abuse when stimulated by object

ives other than the protection of incomplete work.


In modern times, government, industrial and university groups have in

creasingly recognized the importance of applying scientific and technical

resources to selected public and private objectives. Access to new infor

mation, including basic research, has emerged as a source of competitive

advantage in the pursuit of various social, military, and economic goals.

As a result, the concept of intellectual property has expanded in the post-

World War II period to justify occasional controls on the disclosure of

basic research findings supported by public or private funds.


For example, in a series of reports describing concerns about technology

transfer leaking advanced U.S. technology to foreign adversaries, the

Defense Department has questioned whether the openness associated with

university research in areas of direct military application is detrimental

to national security interests in a time of escalating East-West tensions.


In the commercial area, a number of firms are exploring arrangements where

by universities can develop research projects and academic programs suited

to the needs of particular industries. Within such arrangements, one

major source of concern and controversy is pre-publication review of, and

patent protection for, new research data resulting from industry-sponsored

work.


Secrecy also results from actions within the scientific community. As

personal prestige, professional advancement and financial gains become

more closely tied to publication, some individual scientists have indi

cated reluctance to exchange new research findings or materials with col

leagues and students in the traditional manner.


These public and private pressures foster secrecy in science. Such re

strictions on communication often serve legitimate and important social

purposes. They may at times also result in arbitrary or abusive practices,

or promote bias and the loss of objectivity in research.


Although there is reason to believe that secrecy is increasing in science,

and that it may affect values other than openness, very little is known

about the ways in which secrecy or openness influence the conduct of

scientific research. It is for the purpose of encouraging attention to

such relationships, and the values which affect professional behavior and

education, that the AAAS Committee on Scientific Freedom and Responsibility

has initiated the new project.
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The AAAS project will consist of a series of background papers and region

al seminars to be organized in 1984. Ten background papers will be com

missioned through the project. Five project seminars will be held in

Boston, and one each will be held in Chicago, Nashville, San Diego and

Washington, D.C. A project symposium will also be held as part of the

1984 AAAS Annual Meeting in New York.


Co-sponsoring institutions are:


American Association for the Advancement of Science, Committee

on Scientific Freedom and Responsibility


Center for the Study of Ethics in the Professions, Illinois

Institute of Technology (CSEP/IIT)


Management of Technology Program, Vanderbilt University


Program in Science, Technology and Society, Massachusetts Institute

of Technology (MIT)


Science, Technology and Public Affairs Program, University of

California, San Diego (UCSD)


Science, Technology and Human Values


Regional hosts for the project are: Rosemary Chalk, AAAS project director,

Washington, D.C.; Robert House, director, Management of Technology Program,

Vanderbilt University; Marcel La Follette, editor, Science, Technology and

Human Values, MIT; Sanford Lakoff, professor of political science, UCSD;

and Vivien Weil, senior research associate, CSEP/IIT.


Advisory committee members guiding the development of the AAAS project are:

Loren Graham, professor of the history of science, MIT; Harold P. Green,

professor of law, George Washington University; Lee Grodzins, professor of

physics, MIT; Louis Menand, senior lecturer in political science and special

assistant to the provost, MIT: and Eugene Skolnikoff, director of MIT Center

for International Studies.


Further information about the project can be obtained from Rosemary Chalk

at the AAAS address, or call (202) 467-5238.
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American Association 
for the Advancement of Science 

1776 MASSACHUSETTS AVENUE, NW. WASHINGTON, D.C. 20036

Phone 457 4400 Area Code (202) Cable Address Advancesci, Washington, D. C. 

February 15, 1984


The Honorable Robert W. Kastenmeier

Chairman, Subcommittee on Courts,


Civil Liberties and the

Administration of Justice


U.S. House of Representatives

Washington, D.C. 20515


Dear Mr. Chairman:


Your letter of November 16, 1983, invited my views on the civil lib

erties implications of restrictions on scientific communication.


As you know, science has no quarrel with national security. For some

forty-five years, through hot and cold wars, science has provided the means

for technical superiority to our defense forces. The key to the govern

ment/science partnership has been trust, a trust to which each partner has

been committed.


Government now seems to be retreating from that basic proposition.

Impelled by perceptions of the Cold War and a military vulnerability gap,

key government officials are trying to deny U.S. scientific and technical

assets to adversary countries. In doing so, government has resorted to

security classification of scientific research, broadened its powers of

classification, employed contracting powers to compel prior restraint on

scientific reporting, publishing, and conferring, and carried out pre

emptive raids on scientific meetings where unclassified research and

development progress would be discussed in the possible presence of non-

U.S. citizens. In addition, government is extending visa refusals to

foreign visitors, and demanding that universities police the activities

of foreign students who are engaging in unclassified basic research that

might bear some relationship to future national security affairs. Mutual

trust does not prosper in such a policy environment. Nor does science

progress.


If these policies prevail beyond the short term, the consequences are

predictable. Because science is a discovery process, it relies funda

mentally on the circulation, replication, and transfer of experimental

results. This process keeps science honest and accountable. It defines

the merit, or its lack, of research findings. Science does not tolerate

either fraud or incompetence. That, in itself, is what government depends

upon -- the self-policing function of the scientific process. But under
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a system of governmental surveillance, prior restraint, and the implied

threat of withholding research support, the tendencies will be towards

knuckling under to government's terms and conditions; towards conserva

tism; away from the risk-taking that drives the best science; towards

pursuing the kind of research that seems safely out of the field of govern

mental interest; and towards avoiding the sanctions that accompany govern

ment's contracts, grants, and research agreements. Mediocrity in science

is sure to follow. When it does, the U.S. lead in science cannot last.


What is especially troubling about the present government's approach

to national security in this context is its lack of selectivity. There is

no disagreement on the part of the scientific community that some areas of

research and development are highly sensitive and should be safeguarded

carefully. This approach is called "building tall fences around narrow

areas," as outlined in the Bucy Report a decade ago. There is general

agreement with the practices of security classification where the research

is weapons-related. There is substantial agreement that dual-use high

technology is an appropriate area for selective safeguards.


But government's approach is not selective. It is a "safety net"

approach that seeks a zero-free result, and scientists have no way of

knowing when their unclassified work is going to be ambushed by a govern

ment employee who rarely has the professional knowledge to understand the

scientist's work. And it is this aspect of government's approach that

undercuts the factor of the scientist's trust in the fairness of the

government partner.


The way to resolve this conflict situation is not to give government

a blank check to classify or otherwise restrict whatever it chooses, in an

atmosphere of secrecy. It is not good public policy to employ the Defense

Department's contracting powers on a wall-to-wall basis by imposing uni

versal obligations upon researchers to submit to prior review and approval

of all research publications or reports. It is not a workable public

policy to formulate a list of militarily-critical technologies consisting

of thousands of items. It is not good policy to put scientists or uni

versity administrators at risk for participating in the normal international

flow of scientific discourse.


Government has made no case that the national security has been damaged

by the free disclosure of unclassified university-based scientific research.

In secret briefings, on the other hand, government has made a case that

technological assets have been leaked away to the advantage of the Soviet

Bloc, mainly through legitimate and illegitimate trading arrangements to

gether with deliberate espionage.


The issue goes to the appropriateness of imposing unworkable restric

tions upon unclassified research in universities and industry, and to

whether the costs to scientific and economic productivity do not exceed the

marginal benefits to our national security interests. But at a higher level
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of concern, what is at stake is the prospect of a serious rupture in the

quality of government's postwar partnership with science, and this question

should not be left to the Department of Defense to decide. It is decidedly

the business of the Congress, in dialogue with the Executive Branch and the

scientific community.


The Congress should be wary of extending the powers and authorities of

the executive Branch through overly restrictive provisions of the Export

Administration Act. It should examine the performance of the Department of.

State in applying discretionary criteria in the administration of visa

functions. It should spell out, in legislation, the tests that executive

agencies must meet before imposing burdensome prior restraints on scien

tific communication in unclassified research. It should appropriate enough

money, at the same time, to assure effective enforcement of export controls

on embargoed high technology.


What is no less important is that the Executive Branch make its rules

clear and understandable to the scientific community, and to have a con

sistent government-wide set of rules in place of the disarray that pres

ently prevails.


Your interest in these matters is very much appreciated.


Sincerely,


William D. Carey

Executive Officer


WDC:11
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YALE UNIVERSITY

NEW HAVEN CONNECTICUT


OFFICE OF THE PRESIDENT 

December 12, 1983


The Honorable Robert W. Kastenmeier

U. S. House of Representatives

2232 Rayburn House Office Building

Washington, D. C. 20515


Dear Representative Kastenmeier:


As president of a university whose mission is the advancement

and transmission of knowledge, I have been troubled by the restric

tions placed by the federal administration in recent years on the

exchange of ideas between American and foreign scientists.


These restrictions on the communication of unclassified

research data have been made in the name of national security, but

in almost every instance a compelling argument can be made that our

national security has been harmed, rather than served, by such

measures. In large part, this country's economic vitality and

military power stem from the productivity of its scientists, and

this productivity is heavily dependent on open communication be

tween scientists all over the world. Only when scientific research

is designed to meet specific military goals, is security justified,

and in such cases the research projects should be classified in

advance.


As you know, a panel sponsored by the National Academy of

Sciences and chaired by Dale Corson conducted a detailed study of

this problem in 1982. I strongly endorse that panel's conclusions

and recommendations, which include a number of criteria to be met

before any restrictions -- and then only limited ones -- are placed

on the dissemination of unclassified data.


I urge that the Congress, under the leadership of your Sub

committee, take the initiations necessary to implement the recom

mendations of the Corson Panel. In essence, the burden of proof

should be placed on the federal administration to show that there

is conflict between national security and the open communication of

scientific knowledge.


Sincerely yours,


A. Bartlett Giamatti

ABG:rcm


40-209 0 - 8 5 - 2 0
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INTRODUCTION 

The First Amendment is the bedrock of our democratic


system. It reflects our belief that, in a democracy, people


ought to have a say in the decisions that affect their lives.


It encourages the free flow of information, and is intended to


assure that no important governmental policy decisions are made


without open and robust public debate.


For this reason, the First Amendment has always come under


attack from those in government who would rather make and imple


ment their decisions without bearing the burden of persuading


the citizens they represent. Until very recently, most-attacks


on First Amendment rights were obvious and crude. Demonstrations


and parades were prohibited by various local laws; people dis


tributing leaflets or making speeches were often arrested; advo


cates for various causes were prevented from setting up informa


tion tables on the sidewalk; meetings and other public assemblies


were broken up.


A great many of these problems persisted into the late


1960s. The civil rights movement, first in the South, and then


elsewhere in the nation, confronted many of these laws and prac


tices. So did the anti-war movement during the years of our


involvement in Vietnam.


As a result, many laws and practices that crudely restrict


ed First Amendment rights were challenged in court. Most of


those challenges were successful, and today the right to meet


and to speak, the right to leaflet and to demonstrate are rela


tively secure. We don't often confront such direct restrictions


on these rights anymore, and when we do, we can usually obtain


a remedy swiftly and effectively.


Now we face what might be called a second generation of


First Amendment problems. Where once the primary means of
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suppressing robust debate was to employ crude restrictions on


the rights of assembly and speech themselves, today those who


would suppress debate seem perfectly happy to permit people to


talk and meet to their hearts' content, so long as the content


of their speech is strictly controlled. The procedural rights


to speak, publish, hear and read remain intact. But what we


are permitted to speak about, publish, hear and read is increas


ingly limited to what the government wants us to know.


The effort to restrict, control and manipulate information


that should be available to the public is now emerging as the


principle threat to First Amendment rights.


*Information and ideas coming into our country are re


stricted by licensing foreign books and periodicals, by barring


travel to certain countries, and by refusing visas to foreign


scholars whose views the government does not want Americans


to hear.


*Information and ideas leaving our country are restricted


by attempts to control the publication of scientific research


and limit the education of foreign students.


*Information and ideas circulating within our country are


restricted by expanding the executive branch power to censor ex-


employees, by defining too broadly what can be classified, and


by placing limitations on the Freedom of Information Act.


Not all these attempted restrictions have been successful.


But all of them have been attempted. Those in government who


support such restrictions do not share the vision reflected by


the First Amendment. They are possessed by a different and more


fearful vision. They see the free flow of information as a threat,


and seek increasingly to insulate governmental decisions from


public debate.


While this trend began before 1980, the Reagan Administra


tion has accelerated it enormously and seems to regard restric


tions of information as a central strategy of government. Com


menting on the denial of visas to certain controversial speakers,
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Representative Fortnoy H. Stark, O of California recently


commented: "I'm beginning to believe that the Reagan Adminis


tration thinks it cannot survive criticism or free discussion


of important issues." Two weeks later, commenting on the Reagan


Administration's restrictions of information flowing to Congress,


Senator Joseph R. Biden of Delaware said: "Everything is just


closing down. The whole attitude is just very, very different."


This report documents that change in attitude and the


alarming array of executive branch actions that have been taken


recently to restrict the free flow of information and ideas.


These executive actions do not have the drama of a Bull


Connor breaking up a demonstration with police dogs and firehoses.


No one is arrested. No one is prevented from speaking. Every


thing seems legal. But that is where the danger lies.


The new tactic of suppression is much quieter, almost


stealthy, more difficult to see and therefore harder to resist.


But it is nothing less than a covert action against the First


Amendment and, ultimately, democracy itself.


Ira Glasser


Executive Director of the


American Civil Liberties Union
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I. GOVERNMENT SECRECY


Information is power. Without information, a democratic


citizenry cannot exercise its rights, even if such rights continue


to exist on paper. One has only to look at such repressive


regimes as South Africa, Poland or Uruguay, where state censor


ship is practiced on a massive scale, to appreciate the importance


of the free flow of information from the government to the people


and back again.


But a hallmark of the Reagan Administration has been its


fear of and hostility towards open government and the unrestricted


communication of ideas. A relentless campaign to control infor


mation has been in progress since President Reagan took office.


This campaign is intended to stifle public debate and dissent on


controversial issues such as nuclear arms control, covert opera


tions in Latin America, and the protection of cur environment.


It is intended to insulate government decisions on these issues


from the give and take of public debate, and to reduce the obli


gation of the President to persuade Congress and the public of


the policies he wants to pursue. It is essentially an anti-demo


cratic campaign.


FREEDOM OF INFORMATION ACT "REFORMS'


ITEM: "If the Freedom of Information Act

is rescinded or crippled, the American

people will have been treated as spies

for a foreign enemy . . .  . Do not

poke our eyes out or plug our ears."

--Kurt Vonnegut, FOIA Symposium


The Freedom of Information Act (FOIA) was enacted by


Congress in 1966 and represented an historic break with the past.


No longer would open government be the exception rather than the


rule. Under the FOIA any person was entitled to request access


to any identifiable record for any reason. In the post-Watergate
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year of 1974, Congress amended the Act to make it even more


responsive to the public's right to know what its government was


doing. This further liberalization of the FOIA led to the release of


important information about the massive FBI and CIA surveillance of


domestic dissidents during the 1960s and 70s, the testing of


dangerous drugs on humans, the dumping of hazardous wastes in


populated areas, and the CIA plots in Chile and Cuba.


The pendulum soon began to swing back again towards secret


government, and this trend was greatly accelerated with the


entrance of the Reagan Administration.


First, Attorney General Smith revoked the 1977 guidelines


issued by his predecessor Griffin Bell, who had instructed gov


ernment agencies to release the information being sought unless


it was clear that disclosure would be "demonstrably harmful."


Second, the Administration, in October of 1981, offered up


a bill to "reform" the FOIA which would have gutted the Act. Its


provisions would have:


--permitted agencies to charge requesters for "overhead"

costs and grant fewer fee waivers;


--permitted agencies to grant themselves time limit

extensions of more than three months;


--eliminated "de novo" judicial review in national

security cases;


--prohibited courts from disclosing affidavits submitted

"in camera" by the Government;


--required courts to stay any order for disclosure pending

final judicial resolution of any appeal;


--permitted agencies to deny access to any items in their

files that are "otherwise available in public records";


--exempted manuals, instructions and examination materials

without any showing of harm from disclosure;


--required agencies to deny access to any "business infor

mation" if its disclosure "could" impair the legitimate

"business interests" of any person;


--exempted materials on "personal privacy" grounds whenever

"the detriments of disclosure are not outweighed by its

benefits to the public interest";
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--exempted any investigatory information "relevant to or

used in an ongoing investigation of enforcement pro

ceeding";


--exempted records that would "tend to disclose" the

identity of a confidential source;


--exempted any information "maintained, collected or used

in" any investigation of organized crime, terrorism, or

foreign counterintelligence without any showing of harm

from disclosure;


--exempted records "given to the United States in connec

tion with the settlement of a legal action in which the

United States is a party or has an interest;"


--prohibited a party to any previously instituted ongoing

judicial proceeding (civil or criminal) from requesting

records relating to the subject matter of such proceeding;


--permitted agencies to require a declaration by a requester

stating on whose behalf the request is made and that the

requester or the person on whose behalf the request is

made is not barred from making the requests.


Third, on January 7, 1983 the Reagan Administration issued


a new policy guidance memo to the heads of all federal agencies


and departments on the subject of FOIA fee waivers. The fee


waiver provision was enacted in 1974 to prevent agencies from


charging excessive fees to discourage information requests.


According to the provision, documents were to be furnished with


out charge or at a reduced rate when release of the information was in


the public interest. And the public-interest standard was to be con


strued liberally by the agencies.


The January 7 memo from the Department of Justice attempted


to override Congressional intent by placing an onerous burden of


persuasion upon the requester. In essence, the Administration


sought to discourage people from seeking information by charging


exorbitant fees.


All of these actions on the part of the Reagan Administra


tion add up to a frontal assault on the FOIA, the proven mechanism


for open government. Fortunately, Congress and many public


interest groups are resisting these efforts with some success.


The FOIA bill now before the Senate Judiciary Committee does not
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contain any of the provisions enumerated above. It does, however,


still contain an offending exemption for technical data subject


to export controls and restrictions on the use of FOIA by felons


and foreigners which the ACLU is actively lobbying against.


As for the fee waiver issue, Rep. Glenn English, chairman


of the House Government Operations Subcommittee, has spoken out vigo


rously against it. He sent a letter to all agency heads in which he


accused the Department of Justice memo of being "biased" and warned


that, "Those who unreasonably deny fee waivers when the furnishing


of information can be considered as primarily benefiting the


general public can expect to be invited to explain their decisions


at future hearings."


THE AGENTS IDENTITIES PROTECTION ACT


ITEM: "I am willing to take risks with

regard to all of the [constitutional]

protections we have set up . . .  . I

don't think on a continuum we are going

to be able to have both an ongoing in

telligence capability and a totality of

civil rights protection."--Senator Richard

Lugar (R-Ind).


Senator Lugar was commenting, with surprising candor, on


the controversy surrounding the passage by Congress of the Agents


Identities Protection Act, signed into law by President Reagan on


June 29, 1982.


Condemned by Professor Philip Kurland of the University of


Chicago Law School as "the clearest violation of the First Amend


ment attempted by Congress in this era," the Act criminalizes


the publication of "any information that identifies an individual


as a covert agent" of the CIA or FBI--even if the information is


derived entirely from public sources.
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The Agents Identities Protection Act, which originated


under the Carter Administration but has Reagan's blessing could


intimidate an investigative reporter who writes an article about


agents who participate in the CIA's destabilization of Nicaragua,


or any other journalist or editor who makes a difficult decision


to publish lawfully obtained information about intelligence


agencies. Although the legislative history of the Act states


that it is not intended to apply to investigative reporting, the


express language is very broad. The statute does not require a


prosecutor to show that a reporter intended to impair foreign


intelligence activities by publishing an expose, but only that


he had "reason to believe" that identifying an agent would do so.


A warning by the CIA or even general knowledge of the CIA's


sensitivity about the subject of an article, may be enough to


constitute the required "reason to believe."


Since the Act's passage several reporters have published


covert agents' names in the context of a news story, but no pro


secutions have yet been initiated by the Administration. Perhaps


it is reluctant to use a law which represents such a blatantly


unconstitutional form of censorship. But if any person faces


government prosecution for publishing names of agents, the ACLU


stands ready and willing to offer its assistance.
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EXECUTIVE ORDER ON CLASSIFICATION


ITEM: "This is an order that only a bureau

crat could write. It was drafted by

security bureaucrats, who think only of

how to keep everything secret, and legal

bureaucrats, who think only of how to

get away with filing fewer affidavits."

--Senator David Durenberger (R.-Minn.)


Senator Durenberger's acerbic comment was prompted by


President Reagan's Executive Order on Classification, issued on


April 2, 1982. The order, which was drafted by "a committee


composed of representatives of the intelligence community" with


out congressional or public input, introduces major changes in


the classification process.


Each successive administration over the past thirty years


has issued orders making government information more, not less,


available to the public. This trend toward openness culminated


in 1978 when President Carter issued an order requiring govern


ment officials to consider the public's right to know before


classifying information (the "balancing test"). The Carter


order also instructed officials to use the lowest level of secrecy


clearance when in doubt and to classify information only on the


basis of "identifiable" potential damage to national security.


Under Reagan, this trend has been abruptly and unmistakably


reversed. The main features of the Executive Order on Classifi


cation are:


1. It is no longer required that some identifiable poten


tial harm to national security be demonstrated before information


can be classified.


2. The "balancing test" has been eliminated so that the


public's right to know need no longer be considered.


3. When in doubt officials are now required to classify


material at the highest, not the lowest, possible level of


secrecy.
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4. Officials are mandated to classify anything which is


classifiable, rather than use their discretion as under previous


orders.


5. A new category of information which may be classified


is added viz. a "confidential source" which, for the first time,


permits classification of domestic sources.


6. The prohibition against restoring classified status to


already declassified information has been replaced by a provision


specifically authorizing reclassification.


This last change can lead to rather bizarre results. Last


year the Administration attempted to retrieve some previously


released information from author V. James Bamford. The material


included documents about secret electronic surveillance carried


out by the National Security Council (NSA) and the CIA against


well known antiwar activists in the 1970s. It was released to


Bamford pursuant to an FOIA request made in 1979.


In early 1982 the Department of Justice claimed the infor


mation had been released "in error" and demanded that it be


returned. Bamford, who used the documents in his book on the NSA,


refused. Bamford's book was published, and so far no action has


been taken against him.


Although the executive order has been in effect since April,


1982, a bill is currently under consideration by the Senate Judi


ciary Committee which would amend the Freedom of Information Act


in two important respects, thereby softening the order's impact.


The bill would require that before a request for information could


be denied for national security reasons, the agency would have


to (1) demonstrate some identifiable harm to national security


which would result from the disclosure, and (2) balance that harm


against the public's right to know. The ACLU is actively support


ing this bill.
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EXPORT CONTROLS AND SCIENTIFIC RESEARCH


ITEM: "People didn't know what to do. Rather

than take a chance of violating some

regulation, they decided not to present

their papers."--Participant 26th Annual

Symposium of Photo-Optical Instrumentation

Engineers.


This bewildered comment came after the Defense Department


abruptly blocked the presentation of 100 technical papers just


before they were to be delivered at the international symposium


of photo-optical engineers in San Diego in August, 1982. The


meeting of 2,700 technical experts was disrupted when Pentagon


reviewers, who examined those papers which reported on work


supported by Department of Defense contracts, concluded that some


of them contained information that required a license under the


International Traffic in Arms Regulations before they could be


delivered to an international conference.


Some months earlier, in February, 1932, Admiral Bobby Inman


sent shock waves through the academic and scientific research


communities by issuing an ultimatum: Unless researchers on pro


jects involving possible military applications agreed to submit


their writings to the government for prepublication clearance,


then the need to stem the "hemorrhage" of U.S. technology to the


Communist bloc nations "could well cause the federal government


to overreact" to the detriment of academic and scientific freedom.


The so-called "technology transfer" from West to East has


become a major preoccupation of the Reagan Administration. In


a misplaced attempt to prevent other countries from benefiting


from U.S. technological advances the Administration has cracked


down on free scientific inquiry by applying export controls (the


Arms Export Control Act and the Export Administration Act) to


teaching and research activities conducted by American univer


sities and scientists. It has acted to restrict publication of


unclassified research, limit discourse in the classroom, and
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curtail exchanges of information and participation at conferences


involving foreign students and visitors.


The programs of study of foreign students are now routinely


monitored by the government. In 1981, for example, the State


Department sent a letter to all universities hosting visiting


Chinese scholars. Professors supervising the work of these stu


dents in computer science and satellite communications were warned


that access to design, construction or maintenance data relevant


to individual items of computer hardware or the design of micro


electronics was prohibited. The professors were further informed


that the State Department, "should be advised prior to any visit


to any industrial or research facility" by such a student. No


distinction was made between classified and unclassified material.


The universities have been rebelling against blatant govern


ment control. Stanford University, for example, refused to honor


restrictions imposed by the State Department on a proposed visit


by a Soviet robot expert, who would have been exposed only to


unclassified research. The Department later backed down.


The Administration's efforts to restrict and censor the


communication of unclassified scientific information is a serious


threat to academic freedom and scientific inquiry. And according


to a study carried by the National Academy of Sciences, open sci


entific communication and exchanges actually play a "very small


part" in the leakage of American technology to the Soviet Union


and pose no threat to our national security.


The Export Administration Act expires in September 1983.


During congressional consideration of the act's renewal, the ACLU


has lobbied for an amendment stating that unclassified scientific


information is protected by the First Amendment and cannot be


subject to restrictions under any export control scheme. Both


the House Foreign Affairs Committee and the Senate Banking Com


mittee have adopted policy amendments to this effect.
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NATIONAL SECURITY DECISION DIRECTIVE


ITEM: "I'm up to my keister with leaks!"

--President Ronald Reagan.


On March 11, 1983, President Reagan issued a National


Security Decision Directive which attempts to plug up the "leaks"


with a vengeance. Without any congressional input or public de


bate, and without producing any evidence that leaks by federal


employees had actually compromised national security in any way,


the President signed an order which amounts to a lifetime gag


order on hundreds of thousands of government employees. Essen


tially, the order makes applicable to all federal employees secrecy


obligations which were previously only applicable to employees


of the CIA and other secret intelligence services.


The order mandates that any federal employee with access


to classified data must sign a secrecy agreement as a condition


of employment and submit to a polygraph test if asked to do so


by federal agents investigating leaks. Furthermore, those employees


who have access to "Sensitive Compartmental Information" (SCI)


must submit all future writings, even after leaving government


service, for pre-publication review. This provision applies to


every senior official in the Departments of State and Defense,


all members of the National Security Council staff, many senior


White House officials and all senior military and foreign service


offices. It is estimated that there are about 100,000 people in


government today with access to SCI.


If the pre-publication review requirement extends to all


employees with access to classified information (which indeed it


might, since agency heads have the discretion to include that


requirement in the nondisclosure agreements they use), the covered


employees will number in the hundreds of thousands.


Anyone covered by the censorship system will be subject to


its rules for the rest of his or her life. All writings will


have to be submitted for clearance, even if the author believes
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no sensitive information is included. What sorts of writings


must be reviewed? Everything from memoirs to op-ed pieces to


fiction. If this program had been in effect in the past:


--the speeches and writings of Richard Allen, Alexander

Haig, and Eugene Rostow would now be subject to censor

ship by their successors;


--political candidates such as Walter Mondale would have

to clear political speeches and position papers with

the White House;


--the memoirs of Henry Kissinger, Zbigniew Brzezinski,

Hamilton Jordan and Jimmy Carter would be subject to

censorship by their successors;


--columns by Jody Powell, Patricia Derien, Elmo Zumwalt

and others would be subject to review with time delays

that would make it almost impossible for them to function

as columnists;


--testimony by Paul Warnke, Melvin Laird, or David Jones

would have to be cleared making timely presentation to

congressional committees difficult;


--reporters such as Leslie Gelb and Richard Burt would

have to submit many of their articles for clearances;


--professors such as Anthony Lake and Roger Hilsman would

have to clear lectures which they prepare in advance;


--consultants, investment bankers and lawyers such as

Cyrus Vance, Brent Scowcroft, Richard Holbrooke and

David Aaron could not submit reports to their clients

before they were cleared.


It is now becoming clear that those responsible for drafting


this Draconian gag order had no idea what would be involved in


its implementation. Even the CIA, with a centralized system,


clears manuscripts at an outrageously slow pace. How will the


State Department, Defense Department, White House, National Security


Council, Justice Department and other agencies deal with the


staggering load which is sure to be generated by current and past


employees year after year without hiring an army of censors?


Thus far congressional reaction to the order has been


largely negative. Hearings have been held before the House


Judiciary and Civil Service Committees. The ACLU, along with


other civil liberties and press organizations, testified in


opposition to the order, and pressed for congressional oversight.
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II. POLITICAL SURVEILLANCE 

Invoking the all too familiar catchwords "national security"


and "terrorism," the Reagan Administration has turned back the


clock on all the reforms made in the political intelligence field.


In the post-Watergate era, when the nation was still reeling from


revelations of widespread spying, infiltration and manipulation


of American groups and individuals by the FBI and CIA, some res


trictions, which were protective of civil liberties, were placed


on those agencies. President Reagan wasted little time upon taking


office in weakening those few Protections.


FBI DOMESTIC SECURITY GUIDELINES 

ITEM: "The guidelines permit the launching

of a full investigation based on 'advo

cacy' alone. The Supreme Court has made

it clear that mere advocacy is not enough

to warrant prosecution, yet the FBI wants

to investigate speech."--Rep. Don Edwards

(D-Cal.), Chairman of the House Judiciary

Subcommittee on Civil and Constitutional

Rights.


On March 7, 1983, Attorney General William French Smith


announced the promulgation of new Domestic Security Guidelines


for the FBI. These guidelines superseded those announced in


1976 by then Attorney General Edward Levi. The Levi guidelines


were issued in the wake of disclosures that the FBI had engaged


in widespread and indiscriminate surveillance and infiltration


of civil rights, antiwar, feminist, socialist and communist


organizations in the 1960s and 1970s. While not exactly a model


of respect for individual rights, the Levi guidelines did at


least, for the first time, impose some important and helpful


limitations on the activities of FBI agents. Despite the fact


that the FBI has persistently defended the Levi guidelines against




618


all critics, the Reagan Administration did not believe they went


far enough in protecting the state against the threat of insur


rection.


The most creditable contribution which the Levi guidelines


made to civil liberties was the principle that the FBI could


investigate domestic security threats only pursuant to a "criminal


standard," not a vague hunch or suspicion. The infiltration of


domestic organizations, a technique the FBI used so effectively


and abusively during the 1960s and 1970s, could not be undertaken


except "on the basis of specific and articulable facts giving


reason to believe that an individual or a group is or may be


engaged in activities which involve the use of force or violence


and which involve or will involve the violation of federal


law . . . ."


This restriction gave a measure of protection to groups and


individuals who had unpopular ideas but whose activities were


constitutionally protected.


The new Smith guidelines on their face would be a signifi


cant step backward. First, they appear to authorize the FBI to


open full-scale investigations, complete with such intrusive tech


niques as infiltration, against groups and individuals based


solely on whether they "advocate criminal activity." Thus, a


Nuclear Freeze Organizing Committee, whose activities consisted


of collecting signatures on a petition, but whose rhetoric spoke


of blocking the MX missile "by any and all means, even if we


have to blockade defense installations" might be subject to FBI


infiltration.


The second unsavory aspect of the new guidelines is that


they would permit the FBI to use informants and infiltrate groups


in "inquiries" when agents may be acting on unsubstantiated alle


gations. The Levi guidelines prohibited the use of such intrusive


techniques in mere inquiries. They could only be used in the


course of full-scale investigations which met the "criminal


standard."
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Finally, the new guidelines could allow the FBI to collect


"publically available information" on individuals or groups who


are not even the subjects of an investigation. While it sounds


innocent, this provision's chilling effect is obvious enough if


one lets one's imagination run free. It could lead to a vast


dossier system on American citizens who are doing nothing more


than exercising their rights to free speech and association.


After an aggressive lobbying campaign mounted by the ACLU


and other civil liberties groups, the Department of Justice re


cently issued several clarifications which made the guidelines


more acceptable:


1. Advocacy will be investigated only when the crime being


advocated is a "credible threat" of harm or an apparent intent


to commit a crime and only if criminal standards are met.


2. Public information collection must be limited to persons


or groups which meet criminal investigative standards;


3. Infiltration will be conducted only in "compelling


Circumstances" and only with high level approval.


The ACLU is pressing to have these clarifications written


into the new guidelines themselves. The House Judiciary Committee


has voted to reinstate the Levi guidelines until the Department


of Justice has made the appropriate changes in the new guidelines.


As of early July, the bill had not reached the House floor.


EXECUTIVE ORDER ON INTELLIGENCE ACTIVITIES


ITEM: "Presidents should refrain from directing

the CIA to perform what are essentially

internal security tasks. The CIA should

resist any efforts, whatever their origin,

to involve it again in such improper acti

vities. "--Recommendation of the Rockefeller

Commission on CIA activities Within the

United States, 1975.


President Gerald Ford established the Rockefeller Commission
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in the wake of the startling revelation that in the early 1970s


the CIA had launched its "operation CHAOS" in which it collected


files on 13,000 antiwar activists and indexed 300,000 names in


a fruitless effort to link domestic dissenters with foreign espio


nage. As a result of the Rockefeller Commission's recommendations,


in 1976 President Ford issued the first Executive Order on the


CIA. (The National Security Act of 1947, which created the CIA,


stated, "the Agency shall have no police, subpoena, law enforce


ment powers or internal security functions.")


Curiously, one of the members of the Rockefeller Commission,


who joined in its unanimous recommendation, was "political commen


tator and former California Governor" Ronald Reagan.


Five years later, on December 8, 1981, President Reagan


signed his new Executive Order on Intelligence Activities which,


for the first time, authorized the CIA to conduct covert activity


inside the U.S. The Order contains the following frightening pro


visions:


1. It authorizes the CIA to conduct undefined covert acti


vities within the U.S. as long as such activities are not "intended"


to influence "the political process, public opinion, policies or


the media."


2. It authorizes the CIA to infiltrate U.S. organizations


and influence those organizations composed primarily of aliens


and believed to be acting on behalf of a foreign power.


3. It authorizes the CIA to conduct general surveillance


of anyone inside the U.S. who may be in possession of "significant


foreign intelligence," such as journalists or academics or busi


ness-people returning from a trip abroad.


4. It authorizes the CIA to conduct physical surveillance


of U.S. citizens and corporations abroad and to monitor them for


foreign intelligence, without having to first demonstrate that


such individuals or corporations are working for a foreign power.


At a Presidential news conference following the announce
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ment of the order, a journalist asked for an example of how the


CIA might use its new domestic authority. A senior official


responded that the CIA could use its authority to help secretly


persuade an international organization in the U.S. to raise and


act upon an issue of American concern, such as the presence of


Soviet troops in Afghanistan. This incredible hypothetical, which


was delivered so breezily by a senior official of this Administra


tion, demonstrates all too clearly the threat which the Execu


tive Order on Intelligence Activities poses to our democratic


institutions.


Earlier drafts of the executive order, which were leaked


to the press (there was no official disclosure by the Adminis


tration, nor an opportunity for real public debate), met such


vigorous opposition from the ACLU and other civil liberties


groups and members of Congress, that a number of its worst pro


visions were dropped from the final order. An earlier draft would


have permitted the President to authorize the CIA to conduct mail


openings, burglaries, wiretaps and electronic surveillance


against residents of the U.S. without a court order, and would


have authorized the CIA to investigate persons in the U.S. for


unauthorized disclosures of secret information. Although the


Administration removed those provisions from the final draft, the


ACLU is far from satisfied. In testimony given before the House


Judiciary Committee's Subcommittee on Civil and Constitutional


Rights, the ACLU stated:


"The Executive Order on Intelligence Activities

signed by President Reagan on December 8 repre

sents a grave threat to civil liberties. Against

an overwhelming record of civil liberties abuses

by the CIA, FBI and NSA and other intelligence

agencies, exhaustively documented by responsible

committees of both the House and the Senate, Pre

sident Reagan's order represents an exercise in

Orwellian doublespeak. While the Order asserts

that its "procedures shall protect constitutional

and other legal rights," the procedures in E.O.

12333 authorize a wide-ranging assault on civil

liberties."
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III. CLOSING THE BORDERS 

The Administration's fear of open debate and the free flow


of ideas is nowhere more transparent than in its attempts to


close off America's borders to things foreign. Through the


Administration's xenophobic eyes, films, books and foreign


scholars have become a threat to the "national interest." By


keeping the American people in isolation, little debate will


accompany controversial foreign policy decisions.


LICENSING OF CUBAN PERIODICALS


ITEM: "In order for you to import the Cuban

publications currently under detention

by U.S. Customs Service, it will be

necessary for your to obtain a specific

import license from this Office."--July

10, 1981 letter from Secretary of the

Treasury to subscribers.


In May of 1981, after nearly twenty years of an uninter


rupted flow from Cuba of written materials, including newspapers,


magazines and scholarly journals, the U.S. government, without


warning, seized thousands of publications sent from Cuba to resi


dents of the U.S.


The government claimed it was acting under the authority


of regulations issued pursuant to the Trading With the Enemy Act,


which, since 1963, have required a license to import goods from


Cuba. However the regulations had never been enforced against


periodicals before.


The regulations required a license applicant to inform the


Office of Foreign Assets Control of his or her name and address,


the nature of the publication, the cost and purpose of importa


tion, and "the extent of interest of every person, including the


applicant, involved or interested in the transaction." Willful
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violation of the regulations could result in a $10,000 fine and


a ten year prison term! Of the thousands of American residents


who receive Cuban periodicals, the vast majority were unwilling


to compromise their First Amendment right to receive information


by applying for an import license and the ACLU and other organi


zations received hundreds of protests and requests for assistance.


The licensing requirement constituted a form of government sur


veillance over what people wished to read and learn about.


Since the importation of Cuban periodicals benefited Cuba


financially only to a miniscule degree (and in any event, even


free subscriptions which many Americans receive required a


license), this act by the Reagan Administration could only have


had an ideological basis. It was another attempt to dam the flow


of politically undesirable information into the United States.


Rather than permit free and unfettered inquiry, the government


wants to spoonfeed only information it thinks is palatable to the


citizenry.


In May, 1981, the ACLU and several other organizations filed


a suit in the District of Massachusetts (the impounded periodicals


were being warehoused in Boston) on behalf of more than 100 maga


zines, scholars, elected officials, journalists, ministers, orga


nizations and individuals, challenging the regulation as violative


of the First Amendment. In January, 1982, as a result of the


lawsuit, the U.S. Treasury Department agreed to release the


thousands of Cuban newspapers and magazines it had impounded, and


promised to issue new regulations permitting the importation of


publications from not just Cuba, but Vietnam, Cambodia and North


Korea as well. The new regulations were issued, and finally the


suit was dismissed when the government agreed to destroy all lists


of Cuban periodical recipients which had been compiled during the


impoundment.
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CUBA TRAVEL BAN 

ITEM: "I have been interested for some

time in going to Cuba for purposes

of a winter vacation and to see the

country, its people and its culture.

I have previously visited Jamaica

and Mexico for similar reasons. In

March, 1982, I decided to make a trip

to Cuba for the above purposes in

December, 1982, together with my

children and several friends . . .  .

I have had to cancel the decision."

--Affidavit of Robert C. Howard,

plaintiff in Wald v. Regan.


After five years of unfettered travel to Cuba by American


citizens, the U.S. Treasury Department promulgated new regulations


in April, 1982, which prohibited American tourists from paying


for "transportation related" expenses "ordinarily incident to


travel within Cuba for goods for personal consumption there."


In other words, the Reagan Administration banned business and


tourist travel to Cuba.


The government doggedly insisted that the regulations were


intended not to infringe upon the right to travel, but rather


to deny Cuba the foreign currency generated by such travel.


But the facts gave lie to the government's claim. Unaffected


by the regulations were foreign-based subsidiaries of American


corporations which in 1980 did $376 million worth of business with


Cuba as compared to the paltry $8 million per year spent by


American tourists. Also exempt from the regulations were people


with close relatives in Cuba (more than 60 percent of pre-existing


travel) and those traveling for "the purpose of gathering news,


making news or documentary films, or engaging in professional


research, or for similar activities."


The public statements emanating from the government made


the regulations sound like a blanket ban on travel, amounting
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to a public relations campaign by the Reagan Administration to


discourage Americans from even contemplating a trip to Cuba.


Indeed, Robert C. Howard, the plaintiff quoted above and himself


an attorney, cancelled his scheduled trip because, as he explained,


"I am left in considerable uncertainty concerning travel to Cuba


as to the purposes that might be regarded as valid and the purposes


that might subject me to some form of adverse action by the


government."


The new regulations represented an end-run around legislation


enacted by Congress in 1978, which drastically reduced the execu


tive branch's power to impose geographical restrictions on travel.


Congress had withdrawn that authority after President Carter


abrogated all restrictions on travel to Cuba, noting that it


"applauded" the president's policy but sought to enact it into


law to protect the "freedom of travel" principle from hostile


administrations. The Reagan Administration's regulations would


have rendered that 1978 law meaningless.


On June 17, 1982, the ACLU along with the Center for Consti


tutional Rights and the National Emergency Civil Liberties Com


mittee sued the U.S. Treasury Department on behalf of individuals


who desired to travel to Cuba and groups which organized tours


to that country. The federal district court in Boston denied a


preliminary injunction, but on May 16, 1983 the First Circuit


Court of Appeals issued a strong decision reversing the lower


court and ordering the issuance of an injunction against the


travel ban. The government unsuccessfully sought a rehearing and,


as of early July, was seeking a stay of the appeals court's decision


and Supreme Court review.
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FOREIGN AGENTS REGISTRATION ACT


ITEM: "I don't understand what they're

doing because I thought part of

your Constitution was freedom of

speech."--Dr. Helen Caldicott,

president of Physicians for Social

Responsibility.


The above confusion was expressed by Dr. Caldicott, a


pediatrician, when she learned that an Academy Award-winning


film produced by the National Film Board of Canada, which con


sists largely of a speech she had delivered, had been classified


as "political propaganda" by the U.S. Department of Justice. In


January, 1983, "If You Love This Planet," about the medical


effects of nuclear war, along with two other Canadian films about


acid rain were found to constitute political propaganda under a


provision of the Foreign Agents Registration Act.


This finding by the Justice Department requires the National


Film Board to label the films with a statement indicating that the


film board is registered with the Department of Justice as a foreign


agent and that registration does not indicate approval of the films


by the U.S. government. For each showing of the films, the film


board is required to submit to the government the names of the


theaters and organizations showing the film and the number of people


in attendance.


A Justice Department spokesperson claimed the department's


Foreign Agent Registration Unit had made the rulings on the basis


of "common sense." But the act is worded so broadly that "common


sense" simply ends up reflecting the particular political tendencies


of the administration in power. And Reagan's hostility towards


the nuclear freeze movement and the concerns of environmentalists


is no secret. Although the films were not actually banned, the


labelling and disclosure requirements of the act will undoubtedly


discourage many people from attending showings of the films.




627


Furthermore, the derogatory classification of the films


as "political propaganda" denigrates the aesthetic, artistic and


educational value of the films. Rep. Jim Leach (R.-Iowa) stated


the problem eloquently:


"It may be too extreme to label this

act of censorship a harbinger of

McCarthyism, but it sends a chilling

message to those Americans deeply con

cerned about environmental issues in

general and about the ultimate environ

mental issue--the survival of the planet."


On March 9, 1983, the ACLU and the New York State Attorney


General filed a suit in federal court against the Department of


Justice. The suit was filed on behalf of the films' distributor,


a movie theater, several environmental groups, a library asso


ciation and the State of New York, which was planning to show the


films as part of a public education campaign about the growing


dangers of acid rain in that state.


Arguing that the Justice Department's action violated the


First Amendment, the complaint asks the Court for an order "enjoining


defendants from stigmatizing the films in question as political


propaganda and from enforcing in connection with the films any pro


vision of the Foreign Agents Registration Act against any plaintiff


or the National Film Board of Canada." In a stipulation, the


government later conceded that the plaintiffs, who are not foreign


agents, can cut off the "foreign agent" label before showing the


films.
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DENIAL OF VISAS


ITEM: "This is the damnedest thing I've

ever heard. I'm beginning to be

lieve that the Reagan Administration

thinks it cannot survive criticism

or free discussion of important

issues."--Rep. Fortney K. Stark, Jr.

(D-Ca.)


Rep. "Pete" Stark was expressing his outrage at the State


Department's refusal, on March 3, 1983, to grant a visa to


Hortensia Busse de Allende, widow of the slain Chilean President.


Mrs. Allende had been invited to visit California for two weeks


in March by the Northern California Ecumenical Council, the Catholic


Archdiocese of San Francisco and Stanford University. She was to


speak at a celebration of International Women's Day, meet with


Chilean exiles, visit several universities and meet with San


Francisco Mayor Dianne Feinstein and the Archbishop. It was not


her first journey to the U.S.


One day before her expected arrival, Mrs. Allende's American


sponsors were informed by the State Department that her visa appli


cation had been denied. Why? "Because her entry to make various


public appearances and speeches has been determined to be prejudicial


to U.S. interests because she is a highly placed official in the


World Peace Council, and the Peace Council is affiliated with the


Soviet Union, both ideologically and financially." And the authority


for denying Mrs. Allende's visa? The infamous Walter-McCarran Act,


an unappetizing left-over from the 1950s.


The fact that Mrs. Allende denies the State Department's


allegations about her politicial affiliations is irrelevant. The


important point is that the provisions of the Act have become a


weapon in the hands of Reagan's State Department against foreign


visitors with views opposed to this Administration's. And the ulti


mate loser is the American public which, once again, is denied the


opportunity to learn from and debate with diverse individuals from


other countries.
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Mrs. Allende is neither the first nor the last foreigner


to be denied entrance into the U.S. On June 7, 1983, it was learned


that the State Department would bar a visit by Bernadette Devlin


McAlisky, an Irish nationalist and former member of British Parlia


ment who has been making visits to the U.S. twice a year for the last


ten years. Other victims include:


--Rev. Ian Paisley, Protestant leader from Northern

Ireland;


--Owen Carron, I.R.A. leader;


--Trevor Monroe, Jamaican Marxist scholar;


--Julio Garcia Espinosa, Deputy Cultural Minister

of Cuba;


--Several Cuban philosophers;


--Approximately 320 delegates from Japan, Australia,

Africa, Canada and Europe seeking to attend the

United Nations special session on disarmament in

June, 1982.


The Reagan Administration's use of the Walter-McCarran Act


is a paradigmatic illustration of its fear that an informed


citizenry is a threat to its reign. By barring visitors, the


Administration hopes to shut out views it does not want Americans


to hear.
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appear to be neither politically naive about nor unappreciative of the position of their 
country in the continuously tense international arena. Certainly they are disturbed about 
the effect of such restrictions on the scientific process. Ideally, all scientific findings, 
conclusions, and interpretations should be publicly and generally available, open to 
criticism as well as improvement, and, if necessary, rejection. The vague nature of the 
controls being advocated by officials also is troubling. Not the least of their worries, 
moreover, is the pragmatic effect of new national security restrictions on scientific com
munication. The strength and safety of the nation will not be maintained or improved if 
scientific and technological progress and innovation are inhibited as a result of limitations 
on the dissemination of scientific information.1 This point was well stated in the now 
famous report on a program for postwar scientific research which Dr. Vannevar Bush 
submitted to the President in 1945: 

Basically those is so reason to believethatscientists of other countries will not in time re-discover 
everything wenow know. Asounderfoundation for ournational security rests is a broad dissemination 
ofscientific knowledgeuponwhichfurtheradvancescan bemorereadily madethanin a policy of 
restriction which would impede our further advances is the HOPE that OUR potential enemies will not 

catch up with us.2 

Indeed, national security results from achievement in science, not from concealment.3 

And "science" and "national security" are not necessarily antagonistic to one another. 
In the past, scientists and government leaders have demonstrated a broad appreciation of 
the national security concept, including not only military applications and preparations, 
but also economic, cultural, and psychological considerations. In its most meaningful 
context, national security is not defined by Soviet military capability alone. 

THE BALANCE SHEET CONCEPT 
Some years ago, in analyzing the tension between national security and individual free
dom, the late Harold D. Lasswell concluded "that American security measures should 
be the outcome of a comprehensive process of balancing the coats and benefits of all 
policies in the foreign and domestic fields." A national security determination, he wrote, 
" . . . is properly a policy judgment rather than an expert opinion." Many complex con
siderations must be assessed. "Judgments of security," counseled Lasswell, "are balance 
sheets of our present and prospective position as a nation under all thinkable conditions 
and policies."4 

. The balance sheet on increased national security control of scientific communication 
is under formulation. The issue, it may be argued, was opened for consideration by recent 
government actions, assertions, and policy recommendations. Moreover, the development 
of such a balance sheet seemingly is prompted by current efforts torewrite the International 
Traffic in Arms Regulations5 and by the necessity to renew the automatically expiring 
Export Administration Act.6 Both of these authorities have been used more stringently 
of late to limit scientific communication. 

The formulation of a balance sheet on national security restriction of scientific com
munication, as some may recall, is not unprecedented. Although his portrayal has a very 
contemporary character, the late Lloyd V. Berkner was describing the situation as it was 
three decades ago when he wrote that "all the important ideas of science have military 
implications and, under our present policies, must therefore fall inevitably under the cloak 
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of military secrecy." Dr. Berkner, and many other scientists, were very distressed about 
this state of affairs. "Since more and more of our scientific activity is coming within the 
purview of secrecy," he observed, "the need for appraisal of the effects of secrecy on 
our scientific stature and progress, and therefore on our national security, becomes of 
increasing importance."7 After identifying and discussing these effects,8 he then offered 
certain considerations for attaining "the best balance of technological secrecy as weighed 
against free information."9 

At present, the Federal departments and agencies clearly may exert restrictions on the 
communication or dissemination of scientific research and knowledge produced by, for, 
or on behalf of the government. Such controls, of course, must be exercised in accordance 
with prevailing law regarding, for example, security classification, contracting authority, 
and statutorily mandated or required confidentiality. Generally, the government cannot 
prevent scientists unaffiliated with it or working without its financial support from com
municating their research findings or knowledge unless, for example, they have produced 
Restricted Data as defined in the Atomic Energy Act,10 sought a patent for an invention 
deemed to be subject lo a secrecy order,11 or engaged in pursuits governed by export 
licensing requirements.12 Space limitations preclude a review here of current national 
security authority for controlling scientific communication or the significant policy con
cepts pertinent to its application. However, these important elements have been considered 
in the larger overview from which this article derives.13 

BEGINNING THE BALANCE SHEET 

Various normal and essential scientific communication activities, including unclassified 
research dissemination, publication, and exchanges in the open classroom and among 
scholars, have been limited recently through more vigorous enforcement and more strin
gent application of existing national security controls. Dr. Berkner's ideas are recounted 
as points of balance both to justifications for these restrictions and to arguments favoring 
even broader government authority to constrain scientific communication for reasons of 
national security. They are discussed here, together with other pertinent considerations, 
in the contemporary context. This discussion does not presume to be systematic or 
exhaustive.14 These ideas are not necessarily organized in any particular priority. Finally, 
these are not absolute laws or postulates, but general premises and, as such, are mindful 
of exceptions and allowances. 

The communication of basic scientific research findings and knowledge should not be 
subject tonationalsecurity restriction, exceptperhaps in times of declared war. "Basic 
research," we are reminded, "is performed without thought of practical ends,. . . results 
in general knowledge...," and "provides the means of answering a large number of 
important practical problems, though it may not give a complete specific answer to any 
one of them." Moreover, basic research "provides scientific capital,.. creates the fund 
from which the practical applications of knowledge must be drawn," and "is the pace
maker of technological progress. "15 Admittedly, thedistinction between basic and applied 
research is difficult to make in some areas of science. Nevertheless, this judgment can 
be made in many cases, and should be pursued in other more difficult ones if there is to 
be adherence to the principle enunciated in some pertinent policy instruments that basic 
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research findings and knowledge shall not, for themost part, be subject to national security 
controls. 

In July 1970, a report of the Defense Science Board Task Force on Secrecy gave 
support to this consideration, saying "the types of scientific and technical information 
that most deserve [security] classification lie in those phases close to the design and 
production, having to do with detailed drawings and special techniques of manufacture," 
and added "that most of the force of attention in classifying technical information should 
be directed to these phases rather than to research and exploratory development."16 

The idea received policy expression in July 1978, in the Carter Administration order 
on security classification (E.O. 12065), and was continued by a provision of the succeeding 
Reagan Administration directive (E.O. 12356) which states: "Basic scientific research 
information not clearly related to the national security may not be classified."17 

In advocating the automatic inclusion of information release terms in all Department 
of Defense research contracts, the recent report of the Defense Science Board Task Force 
on University Responsiveness to National Security Requirements offered the following 
important caveat: "The Department of Defense is assiduously rejecting any control guide
lines that would restrain the development and dissemination of the fruits of basic re
search."18 In March 1982, Acting Deputy Under Secretary of Defense George Millburn 
repeated this sentence in his prepared statement before two subcommittees of the House 
Committee on Science and Technology holding a joint hearing on the impact of national 
security considerations on science and technology.19 In his testimony before these same 
two panels, Admiral Bobby Inman, who was then Deputy Director of the C.I.A., said 
he had "never presumed that draconian [control] measures against the basic research side 
were either warranted or likely to occur."20 In general, there appear to be strong indications 
that very little restriction of the communication of basic scientific information is warranted 
or planned, whether that information is produced for, by, or on behalf of the Federal 
Government or independently generated. 

Government applications of national security restrictions to the communication of 
scientific research findings and knowledge should be for narrowly defined policy pur
poses and in accordance with specific criteria. "Freedom of communication among 
scientists," it has been noted, "is essential for scientific progress, and for the critical 
validation or invalidation of scientific findings."21 In the United States, scientific com
munication enjoys protection under the First Amendment.22 However, neither the func
tional need nor the civil right of scientists to communicate freely is absolute.23 Certain 
particular qualifications and exceptions have been acknowledged in the past. But in this 
same vein, attempts to limit the dissemination of scientific researchfindings or knowledge 
should be for narrowly defined policy purposes and in accordance with specific criteria. 
Certainly there have been indications from within Congress which have been supportive 
of this point of view. For example, a 1973 House committee report on security classi
fication policy criticized the Nixon Administration's new order (E.O. 11652) prescribing 
procedures for creating official secrets because of its use of such overly broad and 
undefined terms of policy purpose as "national security" and "foreign relations."24 A 
more recent House committee report reproved the classification criteria of E.O. 12356, 
the operative directive. During the past thirty years, succeeding presidential executive 
orders have narrowed the bases and discretion for assigning official secrecy to agency 
records. E.O. 12356 reverses this trend in a variety of ways.25 The House report took 
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issue with the elimination of the "identifiable" damage standard for applying security 
classification and viewed new classification categories as overbroad, of uncertain need, 
and "not qualified or defined."26 

In 1980, a House committee report making recommendations regarding legislative 
reconsideration of the Invention Secrecy Act urged, among other suggestions, that Con
gress "Make the necessary findings and declaration of public policy that would justify 
the exercise of invention secrecy powers in peacetime." In addition, the report sought 
to "Change the basis for issuance of a secrecy order from the opinion of an agency head 
that disclosure might or would be 'detrimental to the national security,' to a more de
monstrable standard of damage to the national defense."27 All of these ideas are exemplary 
of the conditions contemplated by the major premise concerning narrowly defined policy 
purposes and specific criteria. 

Primary policy and procedures concerning government application of national security 
restrictions to the communication of scientific research findings and knowledge should 
be established through the legislative process. In his study of national security and 
individual freedom, Dr. Lasswell makes the important comment that, because all security 
policies entail risk, "the public interest calls for the calculation of risk by a procedure 
that balances each policy against every policy and arrives at a judgment to which many 
minds have contributed." By using "  a procedure that takes conflicting views into account 
and subjects them to the discipline of debate and exposure to available knowledge," the 
public interest can be protected and public confidence can be gained or vindicated in the 
wisdom of a national security policy outcome.28 

The Constitution vests all legislative power in Congress and prescribes the manner in 
which statutory laws shall be created. Through this process, Congress has established the 
arrangements—principally with the enactment of the Administrative Procedure Act of 
1946, as amended29—whereby department and agency regulations are issued and take 
effect. Only minimal publication requirements have been established for other executive 
directives,30 but Congress has been counseled to extend and expand this obligation.31 

Federal courts, on occasion, have struck down Executive Branchregulations and directives 
and invalidated actions taken pursuant to them; similarly, Congress, in exercising its 
legislative powers in an area specifically entrusted to it, has repealed agency regulations 
and presidential orders. However, the legislature may not divest the President of a con
stitutional function by legislation. As a result, there are areas of shared power. Exercising 
general executive authority (Article II, Section 1, Clause I ) and pursuing his responsi
bilities as Commander in Chief (Article II, Section 2, Clause I ) , the President may 
prescribe policy and procedures for the protection of department and agency records for 
reasons of national security. Congress, relying upon its mandate to provide for the common 
defense (Article I, Section 8, Clause I )  , to "make rules for the government and regulation 
of the land and naval forces" (Article I, Section 8, Clause 14), and to "make all laws 
which shall be necessary and proper for carrying into execution the foregoing powers" 
(Article I, Section 8, Clause 18) also seemingly may legislate on this subject.32 Thus, 
during the past few years, varying suggestions have been made from within Congress 
that a statutorily-based security classification system be pursued.33 

Recently, a House committee suggested that, even though a presidential executive order 
on security classification policy and procedure may be developed and issued without 
being subject to the public notice and comment requirements of the Administrative Pro



6 

637


GOVERNMENT INFORMATION QUARTERLY Vol. 1/ No. 1/1984 

cedure Act,34 both the government and the public would be better served by adherence 
to the spirit of that provision. The panelrecommended that future revisions of classification 
rules be announced publicly, that they be circulated publicly for sixty days to permit 
public comment, and that they "be provided to the Congress with sufficient time to permit 
interested congressional committees to consider the proposals, to hold hearings, and to 
prepare comments."35 

Since the conclusion of World War II, Congress has enacted various national security-
based restrictions bearing upon scientific communication, and committees in both Houses 
have developed expertise regarding such law. The congressional forum appears to offer 
the best opportunity for the realization of Dr. Lasswell's proposed national security 
policymaking procedure. Also, as a Senate special study committee suggested not long 
ago in another context, administrative discretion in the execution of statutes regulating 
scientific communication for reasons of national security should be reduced to a minimum 
and guided by an instructive legislative history. Termination dates, reporting requirements, 
and accountability procedures were strongly suggested for legislation bearing upon fun
damental civil liberties. Provision also might be made to "give Congress some type of 
veto over Executive branch rules and regulations judged to be inconsistent with the 
legislative intent of the authorizing statute."36 

All of these ideas are illustrative of the intent underlying the major premise regarding 
the establishment, through the legislative process, of primary policy and procedures 
concerning government application of national security restrictions to the communication 
of scientific research findings and knowledge. 

Government application of national security restrictions to the communication of sci
entific research findings and knowledge, as a matter of policy, should be subject to 

administrative review and, in the case of privately developed information, court chal

lenge. In the event the communication of scientific research findings or knowledge is 
restricted for reasons of national security, clear procedures should exist, preferably in 
statutory law, to permit a reconsideration of the limiting action on a de novo basis by an 
appropriate government official or, in the case of privately generated information, ulti
mately by a court to determine if the material in question warrants continued protection 
in whole or in part.

At the present time, E.O. 12356 provides a mandatory review procedure whereby a 
contractor or grantee may request that a classified work product be reviewed for possible 
declassification.37 This arrangement, however, was designed for the general public to 
make declassification requests and makes no allowance for a contractor or grantee to 
know the details of the classification action or to enter into a discussion with government 
officials regarding it. 

The recent report of the Defense Science Board Task Force on University Respon
siveness to National Security Requirements does not appear to make any allowance for 
ahierarchical appeal of initial decisions by Department of Defense officials prohibiting 
the dissemination of scientific information produced under departmental contract. How
ever, pear review mechanisms discussed elsewhere in the report may include some such 
appellate procedure when they are fully developed.38 

The Invention Secrecy Act allows a private individual to appeal the imposition of a 
secrecy order to the Secretary of Commerce39 Although no such formal procedure exists 
for a private person found to be in possession of independently developed scientific 
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research findings or knowledge constituting Restricted Data as defined in the Atomic 
Energy Act. the individual in question, nevertheless, may petition the Department of 
Energy to remove the information from the protected category.40 An injunction against 
the communication or continued possession of independently generated scientific research 
findings or knowledge alleged to be Restricted Data may be challenged in court.41 

Clear administrative and judicial procedures should be available whenever the gov
ernment applies official secrecy or communication restrictions, for reasons of national 
security, to scientific information. Current awareness of the importance of such arrange
ments would seem to be evident from the criticism recently expressed by the Department 
of Justice concerning the failure of proposed international Traffic in Aims Regulations 
"to provide prompt judicial review of State Department decisions barring disclosure" of 

certain technical data.42 

Government application of national security restrictions to the communication of sci
entific research and knowledge should not embrace the entirety of large undertakings, 
only care ideas requiring protection. This consideration is directed at two practical 
aspects of information protection. Large-scale projects involve many people and, in time, 
leaks will occur regarding aspects of the undertaking. The Manhattan Project is often 
cited as an example of a highly successful large-scalesecret enterprise, yet there reportedly 
were "over 1,500 cases in which classified Project information was transmitted to un
authorized persons."43 

In addition, in a large-scale secret endeavor of a scientific nature, perspectives can 
become blurred so that support systems and knowledge related to the project, otherwise 
open within the scientific professions and literature, can becomeunnecessarily classified 
or restricted for reasons of national security. Both this point and the previous one were 
addressed in a 1956 report by a special study committee to the Secretary of Defense. It 
recommended that the government "(c)ease attempts to do the impossible and stop 
classifying information which cannot be held secret." By way of explanation, the report 
indicated it was referring to "information which cannot be withheld because it inevitably 
is known to too many people... the physical appearance and general performance data 
of new weapons when they have become widely known." and also "compiled data 
composed of unclassified items and information which is already public, where official 

confirmation would not be of substantial value to a potential enemy, even though it will 
require additional machinery to keep track of what information has been publicly 
revealed."44 

The number of officially secret projects involving scientific research and knowledge 
should be sharply limited. In more elementary terms, there are important reasons for 
carefully controlling the amount and duration of national security restrictions on the 
communication of scientific information. One obvious consideration was offered long 
ago by the prestigious Commission on Government Security: 

... that unnecessary restrictions upon the dissemination of scientific and technological information may 
in the long run actually be detrimental to the national security. Positive contributions to the national 
security through scientific and technological advancement must not be lost as the result of an overzealous 
effort to classify.45 
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Two other thoughts are pertinent here. Security arrangements cost money. Their ef
ficient and economical use also suggest that information no longer in need of official 
protection should be declassified or removed from government control as soon as possible. 
Also, there is the integrity of the classification or protection system itself to take into 
account. Justice Potter Stewart poignantly commented on this consideration over a decade 
ago in his concurring opinion in the Pentagon Papers case, when he stated: 

For when everything is classified, then nothing is classified, and the system becomes one to be disregarded 
by the cynical or the careless, and to be manipulated by those intent on self protection or self-promotion 
I should suppose, in short, that the hallmark of a truly effective internal security system would be the 
maximum possible disclosure, recognizing that secrecy can best be preserved only when credibility is 
truly maintained.46 

In sum, the policy point under discussion here probably was stated in its simplest terms 
in the Carter Administration's security classification order. "Declassification of classified 
information shall be given emphasis comparable to that accorded classification."47 

Government application of national security restrictions to the communication of sci
entific research and knowledge should be made with an awareness of the often temporary 
value of the information in question. A scientific discovery made today may soon be 
replicated or surpassed tomorrow. Government officials restricting the disclosure or com
munication of scientific information must be aware of this ongoing and unending process. 
The report of the Defense Science Board Task Force on Secrecy commented that "it is 
unlikely that classified information will remain secure for periods as long as five years, 
and it is more reasonable to assume that it will become known by others in periods as 
short as one year through independent discovery, clandestine disclosure, or other means."48 

Accordingly, the Task Force recommended automatic declassification scheduling, sug
gesting a general guideline period of "between one and five years for complete declas
sification," and permitting continuation of official secrecy "only if clear evidence is 
presented that changed circumstances make such an extension necessary."49 

Automatic termination dates are an action forcing mechanism: officials must conduct 
a review of protected information in order to continue restrictions on its disclosure or 
communication. The Invention Secrecy Act provides that a secrecy order may remain in 
effect for not more than one year, subject to a possible renewal.50 By contrast, E.O. 
12356, the current security classification policy directive, states: 

Information shall beclassifiedaslong at required by national security considerations. When it can 
be determined, a specific date or event for declassification shall be set by the original classification 
authority at the time the information is originally classified.51 

Specifically required termination dates militate against the possibility of particular 
information remaining under continued official secrecy or communications restrictions 
after actual conditions no longer warrant such protection. 

The number of persons given security clearance to examine scientific information 
maintained under official secrecy should be kept to a minimum. This consideration 
is premised on at least three expectations arising from ideas discussed earlier: the quantity 
of scientific research findings and knowledge placed under security classification will be 
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small, will contain little or no basic research information, and will be subject to automatic 
declassification procedures. Three practical thoughts underlie this proposition. Security 
clearance costs would be cut.52 Official secrets would be better protected because fewer 
individuals would have access to them, thereby reducing the possibilities of accidental 
disclosure or leaks. Some government scientists now somewhat restrained by security 
obligations consequently might more freely make valuable contributions to their profession 
and to society. With regard to this particular point. Dr. Berkner has commented: 

. . . the  maintenance  o f  s ecrecy  over  large  areas  o f  t echn ica l  in format ion  condi t ion  the  sc i ent i s t  to  mis s  
the conception of militarily valuable ideas. Although responsible men resist such conditioning, the 
resulting frustrations inevitably reduce his creative effectiveness.53 

His remark seems to suggest that scientists, granted relief from the closed environment 
produced by security requirements and official secrecy, might apply their talents more 
effectively to a variety of national problems, including the country's defense situation. 

An underlying principle of any policy permitting the government to apply national 
security restrictions to the communication of scientific research findings or knowledge 
should be to maintain the security of scientific progress. It is through such progress 
that the United States strengthens its economy, knowledge as a people, and educational 
and defense capabilities. Unfettered communication is a vital feature of scientific prog
ress—all findings ideally should be publicly and generally available, and open to criticism, 
verification, improvement, and, if necessary, rejection. The consequences of limitations 
were well appreciated by the Defense Science Board Task Force on University Respon
siveness to National Security Requirements and by Acting Under Secretary of Defense 
George Millburn when they both indicated that, if the Department of Defense "attempts 
to regulate the flow of scientific information in the scientific community, it could jeop
ardize the strength and vitality of the very community it is seeking to revitalize for the 
sake of national defense."54 

Similarly, momentary changes in our relationships with other countries may prompt 
some officials to seek increased protection of certain scientific information for reasons 
of national security. A Department of Defense study committee warned against such 
actions many years ago when it recommended avoiding "changing the scope of classified 
information to reflect temporary changes in emphasis in our foreign policy."55 

Scientific discovery, however, does not occur in a vacuum, unaffected by a society's 
values and needs. Once publicized, a scientific finding is available for anyone to use; it 
can be utilized in diverse ways, with consequences that may be good or bad, or commonly 
a complicated mixture of both. When particular scientific research findings or knowledge 
clearly convey a military advantage or contribute to new or improved implements of war, 
then the pathway is open to government protection of that information or restriction of 
its communication for reasons of national security. However, in preparing the balance 
sheet for such policy, the considerations discussed here should be included. 

Widespread government application of national security restrictions to the communi
cation of scientific research findings or knowledge are incompatible with the public 
policy function of a democracy. Discussing this consideration in terms reminiscent of 
Lasswell's words, Dr. Berkner wrote that "sound policy results from the careful ex
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amination of facts by people of a nation in light of their diverse training and interests. 
Continuing, he stated: 

Secrecy prevents the discussion necessary to suchexamination, and compartmentalization prevents proper

evaluation even bytrained scientists. The pressandother public media are the sources of the background

intelligence that most influences our policy-makers and military leaders. No adequate substitute can be

found in internal intelligence because information unevaluated by public debate lacks the convincing

quality that results from public review.56


There is another principle which is relevant to this consideration. The citizenry of a 
democracy must have access to information in order that they may perform their civic 
duties. Over a century and a half ago, James Madison stated the point in the following 
eloquent and memorable terms: 

A popular Government without popular information, or the means of acquiring it, is but a Prologue

to a Force or a Tragedy; or perhaps both. Knowledge will forever govern ignorance: And a people who

mean to be their own Governors must arm themselves with the power which knowledge gives.57


At the outset of the American strugglefor nationhood,the Declaration of Independence, 
consistent with Eighteenth Century suspicion of the state, reflected the Enlightenment 
assumption that neither society nor government is organic or natural to human existence. 
In the view of the English philosopher John Locke, whose ideas were quite familiar to 
the Founding Fathers, individuals contract with each other to conduct social intercourse, 
and subsequently establish a governing institution to protect pro-societal or "natural" 
rights as well as to facilitate social affairs. Implied in this arrangement is the right to 
withdraw fromthe contract when government does not fulfill its responsibilities. 

In this regard, the Declaration, after postulating that governments derive "their just 
powers from the consent of the governed," recognizes that the state can become destruc
tive of the rights of the citizenry. But, because there is popular "consent" to, but not 
"submission" to, the government exercising certain powers, such consent or support can 
be withdrawn when the state assumes non-delegated responsibilities, abuses its authority, 
or corrupts itself in the exercise of power. In order to judge the propriety of government 
intentions or actions, the citizenry must have information about the activities and oper
ations of the state. In brief, the people must be watchful of their government in order to 
preserve popular rule. 

Later, with the ratification of the Constitution, this concept of an informed citizenry 
receivedfurther expression in First Amendment guarantees of freedom to discuss public 
business, a privilege previously reserved for members of the legislature; freedom of the 
press, to inform the people and assist them in maintaining their watchful vigil over the 
state; and freedom "to petition the Government for aredress of grievances," which could 
include presentations against state secrecy or sacking official information. 

There is no obligation in the Constitution compelling the American populace to trust 
its government. Departments and agencies should be willing to disclose information 
responsibly, not only to enhance public knowledge of their activities and policy pro
nouncements, but also to cultivate a degree of trust or to dispel distrust. 

Widespread government application of national security restrictions to the communi
cation of scientific research findings and knowledge keeps the public ignorant of the 
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adjustments it must make in the face of technological change. Noting that "(f)ailure 
to make adjustments to an evolving environment has in the past led to the extinction of 
a species," Dr. Berkner has warned that "the desire to make such adjustment can emerge 
in the human species only from a sound understanding of the alternatives as they become 
clear from public debate, or from the ultimate disaster into which society blunders."58 

Similarly, the report of the Defense Science Board Task Force on Secrecy commented 
that "classification of technical information impedes its flow within our own system, 
and, may easily do far more harm than good by stifling critical discussion and review or 
by engendering frustration." The report noted the incidence of "many cases in which 
the declassification of technical information within our system probably had a beneficial 
effect and its classification has had a deleterious o n e . . . . "  5  9 

The strength and safety of the United States, in both the domestic and international 
contexts, depends, in no small part, on the ability of its citizenry to adjust to technological 
change. Continuous vigilance must be exercised to prevent governmental secrecy in the 
interest of national security from being used so frequently or becoming so pervasive that 
it conceals technological changes so that an unsuspecting public necessarily must adjust 
to them in desperation, if it can do so at all. 

Widespread government application of national security restrictions to information 
about national capabilities in science and technology may land an enemy to underes
timate our power and encourage irresponsible adventures leading to war. This con
sideration seemingly assumes that government officials do not leak secret technological 
information of military or national security significance. Of course, some do. The motives 
for these anonymous, informal, and unauthorized disclosures are many and serious cold 
war one-upmanship figures among them. The process is one of targeted communication: 

selected secret technological d a t  a is passed to a trusted journalist who publicizes it in a 
conspicuous exclusive story which is readily obtained by foreign intelligence services. 

The same objective—making the strength of the United States better known to its 
international foes—might be realized in a more legitimate manner by reducing, as deemed 
appropriate, the amount of technological information under national security control. 
Some decrease in information security administrative costs probably would result. The 
credibility of government secrecy or restriction for the technological information re
maining under national security protection seemingly would be increased. And additional 
benefits might derive from scientists evaluations, interpretations, clarifications, and ap
plications of such heretofore safeguarded technological information. 

OVERVIEW 
Almost two centures ago, James Madison made the following observation to his friend, 
Thomas Jefferson: "Perhaps it is a universal truth that the loss of liberty at home is to 
be charged to provisions against danger, real or pretended, from abroad.. . ."6 0 Today, 
the military capabilities of the Soviet Union and its Warsaw Pact allies constitute a real 
threat to the continued existence of the United States. But the national security of the 
United States cannot be understood in terms of the military capabilities of the Communist 
bloc alone. Fraught with risk and ultimate dangers, national security policies must be 
broadly conceived and formulated in such a way that conflicting views are taken into 
account and subjected to the discipline of debate and exposure to available knowledge. 



12 

643


GOVERNMENT INFORMATION QUARTERLY Vol. 1/No. 1/1984 

The preservation of cherished liberty in the United States owes much to this policymaking 
process. Moreover, our tradition of liberty certainly has contributed in no small part to 
the tremendous accomplishments of scientists in this country, accomplishments that are 
themselves not without national security significance. Thus, any attempt by government 
to restrict scientific enterprise must be thoroughly examined and subjected to the rigors 
and demands of that cautious and considered policymaking procedure that has served us 
so well in the past. A balance sheet on our present and prospective position regarding 
any new national security policy must be prepared, debated, and assessed with great care. 
And a warning from the past must once again be pondered:"... without scientific progress 
no amount of achievement in other directions can insure our health, prosperity, and 
security as a nation in the modern world."61 
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Reagan putting new curbs on information


After getting information, writers

told material had been reclassified
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When scientists' work is US-sponsored


"We have an

uncanny ability

to advertise

what we're

doing. But many

scientists are

simply not

willing to listen.

What we need

back from the

scientific

community is

some real

cooperation

...Some journals

make us out to

be evil

McCarthyites.

Instead, what

the scientists 'Not one of the examples I've
should be doing heard— or heard about —
is suggesting relates to the transfer of
creative 
solutions, technology through the open

helping us get scientific literature. All the

the job done.' examples are due to theft,


espionage or unintentional
Stephen D. Bryen re-export...' 

Dr. Paul E. Gray 

'Perhaps most
disquieting... is
that these and 
other 
governmental
actions to 
control scientific 
communication 
have been 
largely
disjointed,
unpredictable
and vague...' 

Frank Press. 

ONE CASE OF PAPERS BEING WITHDRAWN 



B
u

s
in

e
s
s
 E

x
tr

a
• 

So
m

e 
vi

ew
s 

of
 th

e 
ec

on
om

ic



cl
im

at
e 

un
de

r 
D

uk
ak

is
.


• 
A

 g
am

bl
e 

fo
r 

A
pp

le
.

64
 p

ag
es

V
ol

. 2
25

. N
o.

 2
4©

, 1
98

4,
 G

lo
b

e 
N

ew
sp

ap
er

 C
o.

 Th
e B

os
to

n 
Gl

ob
e


T
U

E
S

D
A

Y
. 

JA
N

U
A

R
Y

 2
4
, 

19
64

 

In
fo

rm
at

io
n,

 p
le

as
e


R
ea

ga
n 

di
re

ct
iv

es
 a

re
 c

om
in

g 
un

de
r 

sc
ru

tin
y 

T
he

 w
ea

th
er

T
on

ig
ht

: O
cc

as
io

na
l r

ai
n.

 3
0-

35
 

T
om

or
ro

w
: P

ar
tly

 s
un

ny
, 4

0-
45

D
et

ai
ls

, P
ag

e 
43

25
 c

en
ts

T
el

ep
h

on
e 

92
9-

20
00

 

650




651


Reagan's revised information act under scrutiny


'FOIA has occasionally disrupted
vital law enforcement activities 
and has been misused by
businesses. . .' ' . . . if important information

Sen. Orrin Hatch (R-Utah) remains beyond our grasp — we 
will soon lose the means to 
effectively criticize government." 

Sen. Patrick Leahy (D-Vt.) 

'The 
signal to
FOI 
officers is 
clear: 
Avoid 
com
pliance
with FOI 
requests
whenever 
possible.' 

Eric 
Giltzenstein. 

attorney with
FOI 

Clearinghouse 
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The Reagan Administration

Order on


Security Classification:

A Critical Assessment


RICHARD C. EHLKE AND 
HAROLD C. RELYEA 

President Reagan's executive order pre
scribing new security classification policy 
and practice is the latest in a series of such 
directives which first appeared in 1940. 
During the past thirty years, succeeding 
presidential classification orders have nar
rowed the bases and discretion for assigning 
official secrecy to agency records. How 
even, E. O. 12356, issued in April, Clearly 
reverses this trend by expanding the condi
tions for classification," requiring the appli
cation of official secrecy whenever possible, 
and maintaining records under security pro
tection in perpetuity. This assessment of 
the new executive order reviews the evolu
tion of classification policy, critically exam
ines the Reagan directive, and explores its 
implications for the Freedom of Informa
tion Act. 

Classification evolves 
During the early years of the Federal 

Government, the practice of assigning offi
cial records a secret status was not directly 
sanctioned by law. Although statutes estab
lishing the Departments of State and War, 
among others, contained provisions man
dating the issuance of housekeeping regula
tions concerning the custody, use, and pre
servation of their papers, more explicit 
authority for protecting sensitive foreign 
affairs documents and communiques was 
not confered for over a half a century.2 In 
1857, the President was empowered "to 
prescribe such regulations, and make and 
issue such orders and instructions, not in
consistent with the Constitution or any law 
of the United States, in relation to the 
duties of all diplomatic and consular of
fices, the transmission of their business,... 
the safekeeping of the archives, the public 
property in the hands of all such officers 
[and] the communication of informa
tion. . . from time to time, as he may think 
conducive to the public interest."' 
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Armed forces security-secrecy instruc
tions seemingly did not appear until 1869. 
Initially limited to prohibiting the unau
thorized photographing or sketching of 
facts or coastal defenses, these orders 
passed through a series of metamorphoses 
and, by the time the United States entered 
World War I, evolved into a fully devel
oped information classification system with 
special graduated document protection 
markings, need-to-know access restrictions, 
and personnel security clearances. With the 
return to "normalcy," armed forces regula
tions governing the creation and safeguard
ing or official secrets were continued and 
soon assumed a pervasive character. By 
1936, Army classification instructions 
seemed to embrace not only sensitive mili
tary matters, but also foreign policy ma
terial and what might be properly described 
as "political" data. The "Secret" designa
tion referred to information "of a 

that its disclosure might endanger 
the national security, or cause serious injury 
to the interests or prestige of the Nation, an 
individual, or any government activity, or 
be of great advantage to a foreign nation." 
Similarly, "Confidential" could be applied 
to material "of such a nature that its dis
closure, although not endangering the na
tional security, might be prejudicial to the 
interests or prestige of the Nation, an in
dividual, or any government activity, or be 
of advantage to a foreign nation." More
over, the term "Restricted" might be used 
in instances where information "is for offi
cial use only or of such a nature that its dis
closure should be limited for reasons of ad
ministrative privacy, or should be denied 
the general public." 

By the time of the initial years of the New 
Deal, armed forces security classification 
requirements and controls had permeated 
not only many civilian sectors of the De
partments of War and Navy, but also some 
other government entities to which protect
ed records had been transmuted. Although 
the creation of official secrets largely was 
limited to the national defense community, 
this authority could be exercised with broad 
discretion to embrace matters well beyond 
traditional military considerations. In addi
tion. Army and Navy security classification 
regulations during World War I and into 
the late 1930s often made general reference 
to criminal law to give them force, even 
though the cited statutory authority seems 
to have been of more limited or narrow 
applicability than was implied by the armed 
forces instructions.' 

Presidential orders 
For reasons not entirely clear today, 

security classification policy and practice 
became a matter of direct presidential speci
fication in 1940. This development prob
ably was promoted somewhat by desires to 
clarify the authority of civilian personnel in 
the national defense community to create 
official secrets, to establish a broader basis 
for protecting military information in view 

of growing global hostilities, and to better 
manage a discretionary power seemingly of 
increasing importance to the entire Execu
tive Branch. 

Relying upon a 1938 statute concerning 
the security of armed forces installations 
and equipment and "information relative 
thereto." Franklin Roosevelt issued the 
first presidential security classification dir
ective in March, 1940. E.O. 8381 autho
rized the use of control labels on "all offi
cial military or naval books, pamphlets, 
documents, reports, maps, charts, plans, 
designs, models, drawings, photographs, 
contracts or specifications which are now 
marked under the authority of the Secretary 
of War or Secretary of the Navy as 'secret,' 
'confidential,' or 'restricted,' and all such 
articles or equipment which may hereafter 
be so marked with the approval or at the 
direction of the President." The order 
made no reference to penalties or to sanc
tions under the espionage laws in the event 
its provisions were violated. For the most 
part, E.O. 8381 paralleled armed forces reg
ulations for marking and handling secret 
records, gave civilian employees of the War 
and Navy departments authority to classify 
information, and was confined largely to 
traditional national defense—rather than 
"national security"—matters. However, 
the legislative history of the 1938 statute, 
upon which the President relied to issue his 
order, provided no indication that Congress 
anticipated or expected that such a security 
classification arrangement would be 
created.' 

During World War II, various preroga
tives were exercised to protect sensitive in
formation. In addition to the President's 
order and prevailing armed forces direc
tives, the Office of War Information, in 
September, 1942, issued a government-wide 
regulation on creating and administering 
classified materials. Among other ad hoc 
arrangements, personnel cleared to work 
for the Manhattan Project, in committing 
themselves not to disclose protected infor
mation-improperly, were "required to read 
and sign either the Espionage Act or a spe
cial secrecy argeement."' 

Congress did not directly authorize any 
of these secrecy innovations during the war 
years. However, immediately following the 
end of the world hostilities, security policy 
for particular types of information was leg
islated. The Atomic Energy Act of 1946 
provided protection for contain "Restricted 
Data" concerning "the manufacture or 
utilization of atomic weapons, the produc
tion of fissionable material, or the use of 
fissionable material in the production of 
power.'" This authority was renewed in 
1954 and has been extended by subsequent 
enactments.' The National Security Art of 
1947 specified that the Director of Central 
Intelligence "shall be responsible for pro
tecting intelligence sources and methods 
from unauthorized disclosure."' Later 
statutes supplemented this requirement." 
And with the adoption of the Internal Se

curity Act of 1950. Congress reiterated its 
commitment to the criminal punishment of 
any Federal official or employee who com
municates classified information without 
authorization." 

During this same period, security classifi
cation policy was being reconsidered at the 
White House. In February. 1950, President 
Truman issued E.O. 10104. Superseding 
E.O. 8381, but relying upon the same 1938 
statute cited for the earlier directive, this 
new order added a fourth "Top Secret" 
classification designation, making Ameri
can information security categories consis
tent with those used by our allies. However, 
at the time E.O. 10104 was promulgated, 
plans were underway for a complete over
haul of the classification program. The 
result was a dramatic change in policy. 

E.O. 10290 of September. 1951, intro
duced three sweeping innovations in securi
ty classification policy. First, the order indi
cated the Chief Executive was relying upon 
"the authority vested in me by the Consti
tution and statutes, and as President of the 
United States," rather than a specific statu
tory provision, in issuing the directive. 
Politically, such reliance upon implied con
stitutional powers strengthened the Presi
dent's discretion to make official secrecy 
policy: it intertwined his responsibility as 
Commander-in-Chief with the obligation to 
"take care that the laws be faithfully exe
cuted." 

Second, information was now classified 
in the interest of "national security." an 
imprecise and nebulous policy term also 
conveying considerable latitude for the 
creation of official secrets. By contrast, pre
vious security classification executive orders 
had been confined to traditional military 
and naval or national defense matters. 

Third, as a reflection of the more expan
sive view of information protection, the 
order extended classification authority to 
nonmilitary entities, to be exercised, pre
sumably but not explicitly limited to, those 
having some role in "national security" 
policy. 

The broad discretion to create official 
secrets granted by E.O. 10290 engendered 
widespread criticism from the public and 
the press. In response, President Eisen
hower, shortly after his election to office, 
instructed Attorney General Brownell to 
review the order with a view of revising or 
rescinding it. The subsequent recommenda
tion was for a new directive which was 
issued in November, 1953, as E.O. 10501. It 
withdrew classification authority from 28 
entities, limited this discretion in 17 other 
units to the agency head, returned to the 
standard of applying secrecy in the interest 
of "national defense," eliminated the "Re
stricted" area and explicitly defined the re
maining three classification categories to 
prevent their indiscriminate use, provided 
for reviews of protected records for pur
poses of downgrading or declassification, 
and clarified procedures for handling 
classified information to alert Federal em-
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ployees to the dangers of its unauthorized 
disclosure. 

Nevertheless, E.O. 10501 also appeared 
to exhibit some deficiencies. Although a 
prestigious national study commission indi
cated the tripartite classification categories 
were overly broad and suggested, for 
reasons of efficiency and economy, that the 
"Confidential" area be abolished, this 
recommendation was ignored." In 1962, 
the House Committee on Government 
Operations strongly urged "that the 
Defense Department establish administra
tive penalties for misuse of the security 
system" and reiterated an earlier proposal 
addressing "the lack of an effective proce
dure for appeals against abuse of the infor
mation classification system."" A few 
years later, another report by this oversight 
panel lamented the President's reliance 
upon implied constitutional and statutory 
powers to issue E.O. 10501 and noted that 
its past recommendations regarding an ef
fective appeals procedure against classifica
tion abuses and administrative penalties for 
overclassification of information had not 
been accepted." However, during the 
decade following the issuance of E.O. 
10501. several clarifying memorandums 
and amending executive orders were prom
ulgated to correct other deficiencies in the 
directive." 

Security classification policy and proce
dure next same under presidential review and 
restatement in 1971. A special interagency 
committee developed a draft revision of 
E.O. 10501 during the year and circulated it 
to selected departments and agencies for 
comment during January of 1972. After ad
justments were made as a result of this pro
cess, the directive waspromulgatedin March 
as E.O. 11652. 

The new order withdrew classification 
authority from a number of agencies, the 
most significant reduction occurring in the 
"Top Secret" category from which 31 en
tities were eliminated. Although the Presi
dent issued E.O. 11652 "by virtue of the 
authority vested is me by the Constitution 
and statutes of the United States." the pre
amble included references, as well, to the 
Freedom of Information Act and the Fed
eral criminal code. The order sought to 
clarify and tighten the basic standard for 
classification, but in doing so, it reintro
duced the overly broad "national security" 
referent. Whereas the minimal basis for 
classifying information under E.O. 10501 
was that disclosure "could be prejudicial to 
the defense interests of the nation," under 
E.O. 11652 it was that disclosure "could 
reasonably be expected to cause damage to 
the national security." Moreover, a Na
tional Security Council directive issued in 
May, 1972. implementing the new order in
dicated that "any substantial doubt" about 
the appropriateness of a classification de
signation should be resolved in favor of 
"the less restrictive treatment," which 
could mean no secrecy at all in some situa
tions." 
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The new order created general. automatic 
declassification schedules of six, eight, and 
ten years for the three categories of pro
tected records, but provided that official 
secrecy could be retained for selected docu
ments. However, the mandatory declassifi
cation review procedure established by 
E.O. 11652 obligated agencies, at the re
quest of the public, to examine identified 
records classified for ten or more years to 
determine if they were any longer in need of 
protection or might be released. The new 
order also provided in general terms for ad
ministrative reprimands in the event of 
"(r)epeated abuse of the classification pro
cess," including the unnecessary classifica
tion or overclassification of information. 

Criticism of E.O. 11652 was expressed 
within Congress regarding both the manner 
in which the order was developed and its 
content. A report by the House Committee 
on Government Operations noted that 
"The appropriate committees of the Con
gress having extensive experience and exper
tise in the oversight of the security classifi
cation system were not given the opportun
ity by the executive branch to comment on 
the design of the new Executive order."" 

Scrutinizing the content of E.O. 11652, 
the Committee's report indicated that the 
new directive, among other shortcomings, 
improperly implied that the first exemption 
of the Freedom of Information Act should 
be mandatorily applied; confused the appli
cable authority for punishing "an alleged 
'wrongful disclosure' of classified informa
tion or material described in Executive 
Order 11652;" failed to distinguish between 
important policy terms such as "national 
defense" and "national security" and 
made no attempt to meaningfully define 
them; restricted public access to lists of in
dividuals having classification authority 
and permitted departments and agencies 
"to hide the identity of classifiers of spe
cific documents;" legitimized and broad
ened authority "for the use of special cate
gories of 'classification' governing access 
and distribution of classified information 
and material beyond the three specified cat
egories;" and created "a 'special privilege' 
for former Presidential appointees for ac
cess to certain papers that could serve as the 
basis for their private profit through the 
sale of articles, backs, memoirs to publish
ing houses."" The Committee concluded 
its report on security classification policy 
and practice by strongly recommending 
"that legislation providing for a statutory 
security classification system...be con
sidered and enacted by the Congress."" 

Subsequently, reports from two ether con
gressional panels have echoed this view." 

By the autumn of 1977, the Carter Ad
ministration had developed an initial draft 
of a new executive order on security classifi
cation policy and procedure. Comments on 
the preliminary version of the directive were 
invited from both Congress and interested 
private organizations. In July, 1978, it was 
promulgated as E.O. 12065. 

Although the President continued to rely 
upon implied constitutional and statutory 
powers to issue the new order, the peamble 
was devoid of any reference to the Freedom 
of Information Act. but did indicate that 
the general purpose of the directive was "to 
balance the public's interest in access to 
Government information with the need to 
protect certain national security informa
tion from disclosure." In serving this objec
tive, E.O. 12065 narrowed the minimal 
basis for creating official secrets. Whereas 
the basic standard for classifying informa
tion under E.O. 10652 was that disclosure 
"could reasonably be expected to cause 
damage to the national security," under the 
new order it was that disclosure "could 
reasonably be expected to cause identifiable 
damage to the national security." The "sub
stantial doubt" criterion for classifying 
records, which had appeared in the otrec
tive implementing E.O. 11652, was up
graded to the text of E.O. 12065 and pro
vided that "If there is reasonable doubt 
which designation is appropriate, or 
whether the information should be classi
fied at all, the test restrictive designation 
should be used, or the information should 
not be classified." Moreover, the order also 
introduced an important new balancing 
test, stating: "In some cases, however, the 
need to protect such information may be 
outweighed by the public interest in dis
closure of the information, and in these 
cases the information should be declassi
fied." When such questions arose, a high 
level official, specified in the order, would 
"determine whether the public interest in 
disclosure outweighs the damage to na
tional security that might reasonably be ex
pected from disclosure." 

Other innovations in E.O. 12065 de
signed to restrain the application and im
pact of security classification included the 
permissive creation of official secrets, ex
pressed in terms of an understanding that 
information "may not be considered for 
classification unless it concerns" certain 
sensitive areas specified in the order; a re
quirement that records "indicate clearly 
which portions are classified, with the ap
plicable classification designation, and 
which portions are not classified;" a stipu
lation that "(b)asic scientific research infor
mation not clearly related to the national 
security may not be classified;" an avowal 
that a "product of non-governmental 
research and development that does not in
corporate or reveal classified information 
to which the producer or developer was 
given prior access may not be classi
fied.. .until and unless the government ac
quires a proprietary Interest in the 
product;" a prohibition stating that classifi
cation "may not be restored to documents 
already declassified and released to the 
public;" an operative undemanding that 
"(d)eclassification of classified information 
shall be given emphasis comparable to that 
accorded classification:" and a policy of 
systematic review of permanently valuable 
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classified records of the government when 
they become 20 yean old to determine 
whether they should be declassified or con
tinued as official secrets. E.O. 12065 also 
withdrew classification authority from 
some agencies, the most significant reduc
tions occuring in the "Secret" and "Confi
dential" categories where the number of en
tities was decreased by approximately 50 
percent. 

Although informal consultations with 
congressional overseers identified and 
resolved disputes over some aspects of the 
draft order, these efforts did not overcome 
all criticism of it from this quarter. An 
analysis by the staff of the House Subcom
mittee on Government information and In
dividual Rights indicated dissatisfaction 
with the directive's oversight and control 
mechanisms, characterizing them as 
"notably deficient in detecting and correct
ing abuses of the system."" Commenting 
on the new entity created within the General 
Services Administration to monitor compli
ance with the requirements of E.O. 12065, 
the Subcommittee staff analysis offered the 
following assessment: "Given GSA's lack 
of political or economic leverage over most 
agencies with classification authority, plac
ing the Oversight Office within GSA d o  n 
not teem to portend particularly vigorous 
enforcement of the order."" 

Other weaknesses in the directive identi
fied by the Subcommittee staff analysis in
cluded " n  o general declassification 
schedule" and "no requirement that the 
classifier mark the document he is classify
ing to show' which of the criteria be is rely
ing upon."" Concern also was expressed 
about the possible abuse of procedures for 
extending classification beyond the basic 
six-year terminus or waiving periodic de
classification reviews of permanently 
valuable records.** 

E.O. 12065 became effective in 
December, 1978, and it remained operative 
policy, without amendment, for toe next 
three and one half years. 

Policy reversal 

Six months after the Reagan Administra
tion assumed office. White House Coun
selor Edwin Meese acknowledged in a na
tional press interview that "there is way too 
much classification." According to the 
President's friend and advisor. "You really 
should only classify something if its revela
tion would actually harm the national 
security."" A few weeks after these com
ments were published, an initial preliminary 
version of a replacement for E.O. 12065 
was circulated among selected department 
and agency officials by the Deputy General 
Counsel of the C.I.A. It is doubtful that the 
policy disposition and procedures expressed 
in that draft order would have restrained 
the excessive security classification about 
watch Mr. Meese had complained. 

During the autumn and winter of 1981 
and into the first months of the new year, 

the process of refining the draft security 
classification order continued within the 
Executive Branch. On February 4, the ten
tative text of the directive was node avail
able for the first lime to selected congres
sional committees with an indication that 
the deadline for receiving comments about 
it was approximately two weeks away. In 
response, a February 10 letter signed by 
eight chairmen of committees or subcom
mittees of the House of Representatives 
protested the brief comment period, re
quested that the imposed deadline be ex
tended, and declared that "No change 
should be made in the Executive Order 
without allowing for thorough review." 

The Administration agreed to extend the 
comment deadline by a few weeks, but 
declined to send witnesses to mid-March 
hearings on the draft order scheduled by the 
House Subcommittee on Government In
formation and Individual Rights. As a con
sequence of this development, the chairman 
and two other members of the panel took 
the unusual step of sending a letter directly 
to the President asking that a spokesman be 
sent to testify on the draft order, Two Ad
ministration representatives, neither of 
whom held policymaking positions, subse
quently appeared before the Subcommittee 
in early May. but by that time the directive 
had been signed by the President." 

The comments and criticisms in
dependently expressed during February and 
March by various members of Congress. 
congressional committees, and private 
organizations regarding the draft executive 
order were not without effect. J u  t before 
the President signed the directive, several 
changes in its text were acknowledged and 
credited to reviewers outside of the Ex
ecutive Branch. A list of officials having 
original classification authority and im
plementing instructions for E.O. 12356 
subsequently were published and the order 
became effective on August 1, 1982." 

During the pan thirty years, succeeding 
presidential classification directives have 
narrowed the bases and discretion for 
assigning official, secrecy to Executive 
Branch documents and materials. E.O. 
12356 appears to reverse this trend in three 
general ways: the protection of information 
is emphasized disproportionately over the 
public accessibility of government records; 
some previously valued limitations on class
ification criteria and discretion are elimin
ated; and other new broad conditions for 
classification are established. Indeed there 
is considerable concern that the policy 
changes made by the executive order will 
prompt more frequent resort to classifica
tion and, consequently, will increase the 
quantity of official secrets. Such a develop
ment has evident implications not only for 
the public availability of information and 
government security costs, but also for the 
integrity of the classification program. 
Justice Stewart warned or these perils over a 
decade ago in his concurring opinion in the 
Pentagon Papers case: 

For when everything is classified, 
then nothing is classified, and the 
system becomes one to be disre
garded by the cynical or the care
less, and to be manipulated by 
those interm on self-protection or 
self-promotion. I should sup
pose, in short, that the hallmark 
of a truly effective internal secur
ity system would be the maxi
mum possible disclosure, recog
nizing that secrecy can best be 
preserved only when credibility is 
truly maintained.** 

Although its preamble professes that "it 
is essential that the public be informed con
cerning the activities of its Government," 
E.O. 12356 appears to give greater priority 
to the safeguarding of information against 
unauthorized disclosure than to maintain
ing an equilibrium between the govern
ment's need to protect materials and the 
public interest in the disclosure of records. 
In this regard, the new order implies that 
official secrecy should be applied in a man
datory manner. Indicating that information 
"shall be considered for classification" if it 
concerns certain specified broad topical 
categories, the order states that information 
within one or more of these categories 
"shall be classified" if "its unauthorized 
disclosure, either by itself or in the context 
of other information, reasonably could be 
expected to cause damage to the national 
security." 

The "substantial doubt" standard of 
E.O. 12065 concerning the possible protec
tion of information is significantly 
modified. Now. when there is "reasonable 
doubt" about the need for official secrecy, 
the router is to be resolved by having the 
material at issue "safeguarded as if it we 
classified." Similarly, a question about the 
appropriate degree of protection is to be de
cided by having the record under considera
tion "safeguarded at the higher level of 
classification." Although such actions must 
be affirmed by an original classification 
authority, the operative presumption is for 
maximum classification, a reversal of the 
relevant policy positions of both E.O. 
11652 and E.O. 12065. 

Administration witnessess appearing 
before the House Subcommittee on Gov
ernment Information in early May indi
cated that the balancing test of E .0  . 12065 
is an unstated but inherent aspect of classi
fication policy under E.O. 12336. The draft 
version of the directive implementing the 
new executive order had stated: "The exer
cise of classification and declassification 
authority inherently includes the considera
tion of the public interest served by protec
tion or disclosure." This provision, how
ever, does not appear in the promulgated 
version of the directive. 

E.O. 12356 omits and discontinues vari
ous limitations and restraints on classifica
tion criteria and discretion which had 
evolved from previous executive orders. It 
eliminates the "identifiable" qualifier from 
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Us basic standard for classifying informa
tion, thereby returning to the minimal con
dition established in 1972 by E.O. 11652, 
that disclosure "reasonably could be ex
pected to cause damage to the national 
security." In his May testimony before the 
House Subcommittee on Government In
formation, the Director of the Information 
Security Oversight Office indicated that 
classifiers will be expected to have some 
particular damage in mind when they apply 
official secrecy to a record, hut it would ap
pear that this may be a much more abstract 
or theoretical harm than the "identifiable" 
damage required by E.O. 12065. 

Unlike its two immediate predecessors. 
E.O. 12356 establishes no basic classifica
tion time period(s) leading to automatic de
classification of selective continuation of 
protection for a limited quantity of ma
terials. The primary policy premise of the 
new order regarding the duration of official 
secrecy is that records "shall be classified as 
long as required by national security con
siderations." It then adds the following dis
cretionary allowance: "When it can be 
determined, a specific date or event for de
classification shall be set by original classifi
cation authority at the time the information 
is originally classified." 

Other limitations and restraints on classi
fication abandoned by E.O. 12356 include a 
prohibition on clarifying a product of non
governmental research and development 
that dots not incorporate or reveal classi
fied information to which the producer or 
developer was given prior access until and 
unless the government acquires a proprie
tary interest in the product; a specification 
that the declassification of official secrets 
be given emphasis comparable to that ac
corded classification; and a requirement 
that all special access programs be reviewed 
regularly and, with the exception of those 
required by treaty or international agree
ment, be terminated automatically every 
five yean unless renewed in accordance 
with prescribed procedures. In addition, 
although E.O. 12065 required that all classi
fied agency documents and papers 20 or 
more yean old be systematically reviewed 
with a view to declassification, E.O. 12356 
makes such efforts discretionary or op
tional and limits them to permanently valu

able records not yet accessioned into the 
National Archives. 

Among the new conditions introduced by 
E.O. 12356 broadening the applicability of 
official secrecy are three new classification 
categories pertaining to information con
cerning "the vulnerabilities or capabilities 
of systems, installations, projects, or plans 
relating to the national security," "cryptol
ogy," and "a confidential source." Be
came the first two of these areas are not 
defined in the order, they may be inter
preted broadly to embrace any functional 
unit or organization of physical or intellec
tual property no matter how vaguely "relat
ing to toe national security" and all cryptol
ogy. The third category is defined to in-

February 1983/ Volume 30 No. 2 

actual both actual and potential confidential 
sources. 

Although E.O. 12065 specifically prohib
ited the restoration of official secrecy to 
records already declassified and released to 
the public, E.O. 12356 reverses this policy, 
allowing the reclassification of "informa
tion previously declassifies and disclosed if 
it is determined in writing that (1) the infor
mation requires protection in the interest of 
national security; and (2) the information 
may reasonably be recovered." However, 
two recent attempts by the government to 
retrieve and reclassify publicly released 
agency records suggest that such actions 
may not be very satisfying due to the 
adverse publicity they apt-ear to produce 
and the seeming necessity of relying upon 
voluntary compliance to obtain the 
materials at issue." Like E.O. 12065, E.O. 
12356 also permits the classification or re
classification of information after an agen
cy has received a request for it under the 
F.O.I. Act; the Privacy Act, or the manda
tory review provisions of the order. 

With E.O. 12356, both a greater quantity 
and variety of information seems destined 
for security protection. Resort to classifica
tion is encouraged; condition and criteria 
for applying classification are broadened; 
and discretion for imposing classification is 
increased. Indeed, the new order seems to 
be rather unmindful of the need for effec
tive declassification arrangements. Bulging 
and growing files of official secrets arc ex
pensive to maintain. As the quantity and 
variety of classified records increases, new 
storage equipment must be obtained, secure 
facilities must be expanded, more personnel 
must be cleared to keep protected materials 
in good order, and many others mutt be 
cleared and approved to use these docu
ments. And apart from these property and 
managerial costs to government, the classi
fication policy and practices of E.O. 12356 
also will exact a toll on public access to Ex
ecutive Branch records. 

F.O.I. Act impact 
The Freedom of Information Act accepts 

the standards and procedures of the prevail
ing security classification executive order 
for excepting official secrets from manda
tory public disclosure. The first exemption 
of the Act (5 U.S.C. 552(b)(1)) permits an 
agency to withhold information per ta in in  g 
to matters that are "(A) specifically 
authorized under criteria established by an 
Executive order to be kept secret in the in
terest of national defense or foreign policy 
and (B) are in fact properly classified pursu
ant to such Executive order." In this man
ner. Congress has indicated a willingness to 
defer to the President to determine the con
ditions by which a certain kind of sensitive 
information shall be assigned a protected 
status exempting it from disclosure under 
the F.O.I. Act. Therefore, a change in the 
prevailing executive order on security classi
fication effectively results in a modification 
of the first exemption of the F.O.I. Act. 

The link between the security classifica
tion executive order and the first excerption 
of the F.O.I. Act has been a feature of the 
law since its enactment in 1966. For the 
seven years of its operation, the Act ex
empted from mandatory disclosure matters 
that were "specifically required by Execu
tive order to be kept secret in the interest of 
national defense or foreign policy." The 
Supreme Court broadly interpreted this 
provision as a per se exemption for records 
bearing a classification' stamp and held that 
courts were not to look behind a protective 
marking to determine the propriety of class
ification in exemption one cases" Congress 
reacted by including in its package of 1974 
amendments to the Act a revised exemption 
one. the provision presently in the Act. The 
intent was to require courts, as part of their 
responsibility to review agency actions 
under the F.O.I. Act, to satisfy themselves 
that classification decisions were arrived at 
correctly, both procedurally and in con
formity with the substantive criteria of the 
operative executive order. Although the 
judicial acceptance of classification deci
sions encouraged by Mink was rejected. 
Congress, mindful of the sensitivity of the 
information involved,' admonished courts 
to give "substantial weight" to agency 
representations regarding the classification 
of information and the harms likely to 
result from its disclosure." 

With rare exception, classified records 
have not been made public as a result of 
F.O.I. Act litigation." Courts seldom 
second-guess the classification decisions of 
agency officials. If agency affidavits art 
sufficiently detailed in describing how par
ticular information falls within class
ification categories, such declarations 
usually are adequate for purposes of de 
novo judicial review of the agency's action. 
Thus, judgment on the basis of agency affi
davits is warranted "if the affidavits 
describe the documents and the justifica
tions for nondisclosure with reasonably spe
cific detail, demonstrate that the informa
tion withheld logically falls within the 
claimed exemption, and are not contro
verted by either contrary evidence in the 
record nor by evidence of agency bad 
faith."" 

In camera review of documents by the 
court is available in exemption one cases, as 
wed as in all F.O.I. Act cases. However, it 
is employed less frequently in litigation in
volving classified records." If agency affi
davits prove deficient, the agency may be 
given the opportunity to submit more 
detailed affidavits in camera or to make an 
oral in camera presentation." The nature of 
national security information and intelli
gence operations also may prompt an agen
cy to neither confirm nor deny the existence 
or records responsive to an F.O.I. Act re
quest. This tactic also has been sanctioned 
by the courts." 

In addition to the extraordinary pro
cedures permitted in national security casts, 
courts also have been deferential in review
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ing agency, compliance with the criteria of 
exemption one, namely, whether or not 
the information was classified in accord
•net with the procedures of the prevailing 
executive order and whether or not it fills 
within the substantive classification cate
gories claimed by the agency. Courts thus 
have excused procedural errors when the 
classifiability of information otherwise has 
been demonstrated." The inherently specu
lative nature of predicting harm to the na
tional security upon disclosure of particular 
information also has been recognized by the 
courts, which have noted that to demand 
more than a plausible demonstration that 
the predicted danger is a reasonable expec
tation would be "overstepping by a large 
measure the proper role of a court in na
tional security F.O.I.A. case."" 

E.O. 12356 is not likely to change the*: 
bask standards of judicial review in exemp
tion our cases. Courts will still give "sub
stantial weight" to agency affidavits, which 
in most litigation will prove sufficient to 
enable court review of agency claims. How
ever, to the extent that the new executive 
order results in more classification, less de
classification, and the longer duration of 
classification, less information naturally 
will be accessible under the F.O.I. Act. In 
this regard, the order's expansion of the 
categories of classifiable information, its 
mandate that information falling within the 
categories be classified, the availability of 
classification, and the elimination of auto
matic declassification undoubtedly will 
make official secrecy a greater barrier to the 
public accessibility of government records 
through the F.O.I. Act. More information 
thus will be subject to the first exemption of 
the statute and effectively immune from 
starching judicial scrutiny of agency deci
sions not to disclose it. 

Some elements of E.O. 12356. in addi
tion to resulting in a greater quantity of 
classified information, also hold the poten
tial to restrict even further the nature and 
scope of judicial review of F.O.I. Act cases 
involving exemption one. Two changes 
from the previous executive order have 
caused particular concern in this regard and 
have prompted a legislative proposal to 
counteract them. 

As noted earlier. E.O. 12356 eliminates 
the balancing test contained in E.O. 12065 
and also deletes the modifies "identifiable" 
from its basic standard for classifying infor
mation. With respect to the first of these 
differences, most courts have viewed an 
agency's application of the balancing tests 
to be within its discretion and reviewable, if 
at all, under an abuse of discretion or arbi
trary or capricious standard." Some cases, 
however, have indicated that greater 
judicial scrutiny of an agency's balancing 
decisions is appropriate." No definitive 
criteria nave emerged. so it is difficult to 
assess the impact that elimination of the 
balancing test from the new order will have 
in terms of court review of exemption one 
claims. 

The effect of the deletion of the modifier 
"identifiable" from the basic classification 
standard of E.O. 12356 also is uncertain. 
No court has focused on the presence of the 
qualifier as adding significantly to the 
burden on an agency to demonstrate classi
fiability of materials. In one case, the court 
noted the absence of the modifier in E.O. 
11652 and its appearance in S. O.12065, but 
concluded that the difference was not sub
stantial.' The obligation on an agency to 
make its case for exemption involves a pro
cess of identification and justification 
which would seem to make the presence of 
the modifier somewhat redundant. "Thus, as 
with the elimination of the balancing lest, 
the deletion of "identifiable" from the 
basic classification standard is likely to have 
little practical effect on F.O.I. Act litiga
tion." 

The new order also expands the types of 
information which, if disclosed, presump
tively will cause damage to the national 
security. It stipulates that "Unauthorized 
disclosure of foreign government informa
tion, the identity of a confidential foreign 
source, or intelligence sources or methods is 
presumed to cause damage to the national 
security." The prior executive order pro
vided that only the disclosure of foreign 
government information or the identity of a 
confidential foreign source would be pre
sumptively harmful. The U.S. Court of Ap
peals for the District of Columbia, in the 
only opinion elaborating on the implica
tions of the presumption in E.O. 12065, 
described it as a "powerful one," involving 
information which was unique among all 
categories of information subject to classifi
cation. The court went on to hold that the 
plaintiff had not supplied sufficient evi
dence of non-damage to overcome the pre
sumption and specifically declined to rule 
"when, if ever, a F.O.I.A. requester can 
overcome the presumption that disclosure 
of [confidential foreign government informa
tion) will damage our national security."" 

Thus, an F.O.I. Act requester has the 
burden of rebutting the presumption of 
damage for certain types of foreign infor
mation under E.O. 12065. The expansion 
of the presumption to embrace "intelli
gence sources or methods," both foreign 
and non-foreign, will place that burden on 
more requesters as more information will be 
subject to the presumption. The court's 
leaving open the question of the ability of a 
requester to ever overcome the presumption 
may portend a significant shift in the 
burden of proof and scope of judicial 
review in such cases. The expansion of the 
category of presumptively harmful infor
mation in E.O. 12356 obviously would 
broaden the impact of that development. 

In summary, probably the greatest effect 
E.O. 12356 will have on the F.O.I. Act will 
be to increase the amount of information 
subject to classification and to extend the 
duration of secrecy permitted under the 
order. The withholding of national security 
information is subject to different, more 

deferential judicial review under the Act 
To the extern that F.O.I. Act requesters »re 
confronted with more assertions of exemp
tion one as a result of the provisions of the 
new order, less information it likely to be 
released. Other changes in classification 
policy made by E.O. 12356, such as the 
elimination of the balancing test and the 
"identifiable" qualifier, although in
dicative of the desire to tighten classifica
tion standards and practices, will likely 
have less of a practical effect on the F.O.I. 
Act than the overall expanded universe of 
classified information likely to flow from 
the new order. 

OVERVIEW 
During the past thirty years, three Presi

dents have issued security classification ex
ecutive orders successively narrowing the 
bases and discretion for assigning official 
secrecy to Executive Branch information 
and materials, E.O. 12356 clearly reverses 
this trend by expanding the categories of 
classifiable information, mandating that in
formation falling within these categories be 
classified, making reclassification authority 
available, admonishing classifiers to err on 
the side of classification, and eliminating 
automatic declassification arrangements. 

The general results of these policy 
changes are likely to be more classification, 
less declassification, and the longer dura
tion of official secrecy. The consequences 
of these developments, in turn, seemingly 
will be much greater administrative expense 
to the government, less public access to 
agency records under the F.O.I. Act, and 
questionable control of private data and in
fringement on intellectual freedom. Ulti
mately, the integrity of the classification 
program itself may hang in the balance. 
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THE CURRENT DEBATE 

At the 1984 Annual Meeting of the American Associ
ation for the Advancement of Science (AAAS), the Coun
cil of the AAAS passed the following resolution relating 
to scientific freedom and national security: 

WHEREAS progress in science and technology is 
greatly enhanced by open communication; and 

WHEREAS such progress promotes both the na
tional security, however defined, and the general wel
fare; and 

WHEREAS public availability of unclassified sci
entific and technical information is a necessity for dem
ocratic decision-making in a wide range of important 
public policy issues, 

BE IT RESOLVED that the American Association 
for the Advancement of Science strongly reaffirms its 
opposition to continuing governmental efforts to re
strict the communication or publication of unclassified 
research. 

This statement of principle reaffirms a commitment made 
by the AAAS Council in a resolution passed during the 
AAAS Annual Meeting in January 1982. This earlier res
olution stated that "Whereas freedom and national se
curity are best preserved by adherence to the principles 
of openness that are a fundamental tenet of both American 
society and the scientific process,. . . the AAAS opposes 
governmental restrictions on the dissemination, exchange, 
or availability of unclassified knowledge." 

Both the 1982 resolution and the 1984 resolution were 
prompted by efforts that have been part of a drive by the 
Reagan Administration to prevent the export of U.S. tech
nology to Soviet bloc countries. Restrictive efforts have 
included inhibiting communication of unclassified scien
tific research in university classrooms and research labo
ratories, in professional society meetings, and in scientific 
literature. Prepublication review and modification of un
classified technical papers, limitation of access by foreign 
students to university research projects and results, cen
sorship of technical papers presented at professional so
ciety meetings, and restricting attendance at otherwise un
classified meetings to U.S. citizens have been among the 
means used by Administration officials to erect barriers 
against U.S. technology movement overseas. 

The debate about restrictions on scientific communi
cation has been closely monitored by the Committee on 
Scientific Freedom and Responsibility (CSFR) of the 

AAAS. The Committee is chartered by the AAAS to 
monitor the policies and actions of the government of the 
United States, the governments of other nations, and pri
vate organizations, that circumscribe or restrict the free
dom of scientists or restrict the ability of scientists to ex
ercise their professional responsibilities as scientists. This 
is the second bulletin on scientific freedom and national 
security issues prepared by CSFR. The first bulletin was 
published in September 1982. The purpose of these bul
letins is to keep interested persons informed about the 
evolution of new information control policies by reporting 
selected government and private activities which relate to 
this issue. 

Much of the current activity within the Federal govern
ment relating to restrictions on scientific communication 
is concerned with two control mechanisms: export control 
laws and regulations, and research contract constraints. 
The principal regulatory instruments for controlling the 
flow of sensitive technical data across U.S. borders are 
the Export Administration Act, and the attendant Export 
Administration Regulations. The Export Administration 
Act came up for renewal during 1983, and has been ex
tended under Executive Order 12470 pending Congres
sional revisions. Bills were passed in both Houses early in 
the second session of the 98th Congress. The Senate ver
sion contains more restrictive provisions than the House 
version. It is uncertain whether a conference version of 
the Export Administration Act of 1984 will be developed 
and passed before the end of the current session. One key 
issue is the wording of paragraph (12) of the revisions. 
The House version states national policy as follows: 

It is the policy of the United States to sustain vig
orous scientific enterprise. To do so requires protect
ing the ability of scientists and other scholars to freely 
communicate their researchfindings by means of pub
lication, teaching, conferences, and other forms of 
scholarly exchange. 

The Senate version would substitute the words "involves 
sustaining" for "requires protecting," and insert the term 
"non-sensitive" before the words "research findings." There 
is a substantial difference in meaning between the two 
versions of the paragraph. Because "non-sensitive" is am
biguous, it could become the source of serious misuse, 
misunderstanding and controversy. 

In the area of contract controls, a Steering Committee 
on Technology Transfer established within the Depart
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ment of Defense has made recommendations with regard 
to sensitive research undertaken in academic settings. "Non
sensitive" basic and exploratory research papers produced 
by DoD contractors can be submitted simultaneously to 
the contract officer and a publisher, with DoD having no 
right to require changes or to restrict publication. Ac
cording to the recommendations, "sensitive" basic re
search papers should be submitted to the contract officer 
60 days prior to submittal to a publisher, with the re
searcher retaining the option of whether or not to publish. 
"Sensitive" exploratory research papers should be sub
mitted to the contract officer 90 days prior to submittal to 
a publisher, with DoD retaining the right either to require 

changes before allowing publication or to block publica
tion outright. A draft national policy on the transfer of 
scientific and technical information (see article below) makes 
the future of these recommendations unclear. 

CSFR will continue to monitor these and other policy 
initiatives, and use these bulletins to report on the current 
debate. Future issues of this bulletin will provide a forum 
for presenting various perspectives in the national security/ 
scientific communication debate. We welcome your com
ments. 

Stephen Gould, Editor 
Scientific Freedom and National Security 

TO CLASSIFY OR NOT TO CLASSIFY—THAT MAY BE THE QUESTION FOR

ACADEMIC RESEARCH


A directive establishing national policy for controlling 
the flow of scientific and technological information pro
duced by colleges, universities and laboratories under con
tract to U.S. government agencies has appeared in draft 
form. Dr. Edith Martin, Deputy Under Secretary of De
fense for Research and Engineering, made the draft avail
able to the staff of the Committee on Science and Tech
nology of the U.S. House of Representatives at a hearing 
on scientific communication and national security held 24 
May 1984. According to the current version of the draft: 

It is the policy of this administration that the mecha
nism for control of fundamental research in science 
and engineering at colleges, universities and labora
tories under contract to U.S. government agencies is 
classification. Consistency of this policy with applica
ble U.S. statutes must be maintained. Each- Federal 
government agency is responsible for: a) determining 
whether classification is appropriate prior to the award 
of a research grant or contract and, if so, controlling 
the research results through standard classification 
procedures; b) periodically reviewingall research grants 
or contracts for potential classification. No restrictions 
may be placed upon the conduct or reporting of fun
damental research that has not received national se
curity classification. 

The policy reportedly is the product of a 9 May 1984 
meeting between Dr. George A. Keyworth, II, Director 
of the Office of Science and Technology Policy of the 
Executive Office of the President; William H. Taft, IV, 
Deputy Secretary of Defense; Fred C. Ikle, Under Sec
retary of Defense for Policy; Richard N. Perle, Assistant 
Secretary for International Security Policy; and Dr. Rich
ard DeLauer, Under Secretary for Research and Engi
neering. The statement is being circulated among relevant 
Federal agencies, and may be subject to review by the 
National Security Council. 

A background statement released as part of the draft 
notes that intelligence studies indicate a small but signif
icant target of the Eastern Bloc intelligence gathering ef
fort is science and engineering research performed at 

universities and Federal laboratories. However, the policy 
recognizes that the "strength of American science requires 
a research environment conducive to creativity, an envi
ronment in which the free exchange of ideas is a vital 
component." 

Several important questions about the implications of 
the policy statement require clarification if the draft be
comes final. One is the operational definition of the am
biguous term "fundamental research." Under Secretary 
DeLauer reportedly favors defining "fundamental re
search" to include all 6.1-research and 6.2-exploratory de
velopment work carried out at universities. Others in the 
DoD are said to be seeking a narrower definition. 

The first sentence of the statement initially released to 
Congressional staff omitted the qualification "under con
tract to U.S. government agencies." Inclusion of this qual
ification in a subsequent draft leaves open the possibility 
that export control laws would still be applied to scientific 
and technological information produced by universities and 
laboratories with other types of sponsorship. The provision 
for "periodically reviewing all research grants or contracts 
for potential classification" could prove troublesome. This 
clause may allow classification of research results just prior 
to publication and dissemination. 

Guidelines for classification that became effective in Au
gust 1982 reversed a trend towards making less informa
tion subject to the classification system. Executive Order 
12356, issued by President Reagan, modifies a system es
tablished by predecessor orders dating back to November 
1953. Information owned by the Federal Government, or 
under its control or produced by or for it, is to be consid
ered for classification if it concerns scientific, technolog
ical, or economic matters relating to the national security, 
cryptography, or other matters that officials with original 
classification authority determine should be protected. 

Although the main framework of E.O. 12356 is similar 
to the classification guidelines issued by President Carter 
(Executive Order 12065), the changes tend to make more 
information subject to the classification system. The 
threshold criterion for any classification under E.O. 12065 
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was whether disclosure could be expected to cause "iden

tifiable damage" to national security. E.O. 12356 merely

requires "damage." E.O. 12065 specified that if there was

reasonable doubt as to the classification designation, or as

to whether the information should be classified at all, the

less restrictive designation should be used. E.O. 12356

deletes this provision, providing only that data as to which

there is doubt shall be safeguarded at the higher level

pending a determination within 30 days of the appropriate

classification category. Unlike E.O. 12065, E.O. 12356

makes classification mandatory if disclosure of the infor

mation, either by itself or in the context of other infor

mation, meets the threshold for classification. While E.O.

12065 included certain time limits for classification, E.O.

12356 provides that information shall remain classified as

long as required by national security.


After analyzing these and other provisions of E.O. 12356, 
the Committee on Government Operations of the U.S. 
House of Representatives concluded: "Given the past abuses 
of classification authority and the consistent pattern of 
overclassification by the executive branch, the Committee 
is not optimistic that classifiers will apply the new classi
fication authority with restraint." Thus, while the draft 
policy on the transfer of scientific and technical informa
tion may be more clear-cut than alternatives such as ap
plication of export control laws, observers are not con
vinced that the policy represents a relaxation of efforts by 
the Reagan Administration to restrict communication of 
research fields that are currently unclassified. 

FYI 

• According to James J. Harford, Executive Director 
of the American Institute of Aeronautics and Astronautics 
(AIAA), the absence of a clear-cut Department of De
fense policy on restrictions of technical information is lit
erally causing chaos among the professional engineering 
and scientific societies. Harford cites the experience of the 
AIAA, IEEE, the Society of Optical Instrumentation En
gineers, the American Chemical Society, the American 
Vacuum Society, and the American Physical Society where 
sharp drop-offs in papers submitted for meetings and pub
lications have occurred because authors are intimidated 
by DoD contracting monitors. Harford has initiated a new 
policy requiring AIAA Board approval of decisions to 
close AIAA meetings. 

• A version of the Export Administration Act Amend
ments passed by the United States Senate (S.979) would 
require universities and colleges to report to the Secretary 
of Defense agreements with any agency of certain coun
tries that result in the communication of unpublished tech
nical data identified by the Secretary as involving a mili
tarily critical technology. This could be interpreted to require 
that any transmission of unpublished data by faculty, through 
seminars, visits, colloquia and normal scientific discourse, 
that might involve certain technologies would first have to 
be approved by the Secretary of Defense. 
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• On 30 March 1984 the Department of Commerce pub
lished amendments to the Commodity Control List in the 
Federal Register as an interim rule with request for com
ments. "Certain types of technical data are added to a list 
of data requiring a validated license for export to all des
tinations except Canada. These data include, among others, 
technology specific to the production of 'superalloys,' and 
inert gas and vacuum atomizing technology." Section 379.4 
is amended by revising the phrase—"No technical data 
relating to the following commodities"—in paragraph (d) 
to read—"No technical data relating to the following com
modities or processes." 

• The Governing Board of the National Academy of 
Sciences has approved formation of a new 20-member panel 
to do a follow-on study to the Corson Report. The pro
posed 18-month study will focus on the impact of national 
security controls on international technology transfer, par
ticularly as they effect U.S. industry. Funding for the study 
is being sought from government agencies, professional 
societies, trade associations, and foundations. 

• An editorial by William H. Gregory in Aviation Week 
& Space Technology (14 May 1984) reports that Europeans 
are considering a NOAMER policy for technical meetings 
held in Western Europe. According to Gregory, "Citizens 
of these countries have been personally affronted by the 
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THE VIEW FROM OSTP 

The following is an excerpt from an interview of George 
A. Keyworth, II. Director of the Office of Science and 
Technology Policy, Executive Office of the President. The 
interview, conducted by Daniel S. Greenberg, was pub
lished in Science & Government Report ( 1 June 1984) and 
is re-printed with permission. 

GREENBERG. The Defense Department . . . man
aged to create a lot of friction with universities on the issue 
of security and secrecy. 

KEYWORTH. I don't think very many actions have 
been taken that have constrained the universities. Very 
little has actually happened. 

GREENBERG. With (Richard) DeLauer (Under Sec
retary of Defense for Research and Engineering) on the 
way out, it would seem that the constraints are likely to 
increase. 

KEYWORTH. I think that constraints on the university 
research environment through technology-transter con
cerns of the government will be very, very few and will 
not in any way change the present academic environment. 

GREENBERG. Do you think that the presidents of 
Stanford. MIT, and Caltech were overreacting when they 
wrote you and DeLauer about rules that might prohibit 
publication of some Defense-supported research? 

KEYWORTH. They were overreacting in the sense that 
what they were afraid of was not a position that this 
Administration was likely to take. Their overall concern 
was a valid one. I sympathize with their concerns and I 
have all along. But the immediate fear they had at the 
time of the most stringent possible conceivable restraints 
being put on universities was unfounded and there weren't 
actions that had been taken. Their basic concern was jus
tifiable. But I think the debate on tech transfer is a thing 
of the past. Why don't I just leave it there? 

arrogance of the U.S. epitomized by the abbreviation NO
FORN"—restricting attendence at unclassified meetings 
in this country to U.S. citizens. 

• David Packard Chairman of the Board of Hewlett-
Packard Company, made the following remarks in a speech 
before the IEEE Centennial Celebration on May 14, 1984: 
"I cannot resist the temptation to comment at this point 
on the grossly misguided current proposal by our Defense 
Department to censor the publication of the results of basic 
research funded by the Department at U.S. universities. 
They are also proposing to restrict technology transfer 
between the United States divisions and foreign divisions 
of international companies. I am quite certain that these 
proposals, if carried out, will do considerable damage to 
the advancement of all technology in the United States 
including technology useful for military purposes. It will 
not seriously hamper the Soviets in their progress in tech
nology for military equipment unless an impregnable bar
rier can be placed around the Soviet Union and this, of 

GREENBERG. It seems to be more active than ever. 
And you're saying it's been laid to rest? Stake through the 
heart? 

KEYWORTH. I'm not sure that it has one heart, but 
I don't think there are going to be any constraints through 
technology transfer on the university environment that we 
don't have now. 

GREENBERG. No more "US Citizens Only" signs at 
meetings that were previously open? 

KEYWORTH. It's happened twice that I know of in 
three-and-a-half years. I won't say that it won't happen 
twice in the next three-and-a-half years. I don't think there 
has been any real impact on the academic environment to 
date, and I don't think there's going to be any in the future. 
Make a big deal out of it, if you want, but there have been 
two meetings. Photo-Optics and the Vacuum Society, where 
an arrest was made (of a visiting Eastern German re
searcher on espionage charges unrelated to the meeting) 
and when daylight came, no one criticized it. What there 
is is paranoia. No action has been taken that has been 
unsupportable. and what there has been is sheer paranoia 
over what might happen. Nothing has happened, and noth
ing is going to happen. 

GREENBERG. Science attaches from friendly coun
tries say their scientists are being denied admission to 
meetings here that used to be open. 

KEYWORTH. We've probably had tens of thousands 
of meetings in this country in the last year, and I defy you 
to find five examples. I strongly suspect if you go back ten 
years, you'll find a comparable number. It's paranoia, it's 
ghosts. 

GREENBERG. You're saying these are very rare events 
whose importance has been greatly exaggerated. 

KEYWORTH. Exactly. I think that some of the debate 
that has occurred in government and that has fostered this 
paranoia will be resolved. 

course, is impossible. To put the matter in plain English, 
the current effort of the Defense Department to censor 
basic research in the United States is simply stupid." 

• Retired Admiral Bobby R. Inman. who warned the 
scientific community in 1982 of an impending crackdown 
on technical communication to halt "the hemorrhage of 
U.S. technology," is briefly quoted in a Business Week 
article (4 June 1984) as a voice of moderation. The article 
asserts that Richard N. Perle. Assistant Defense Secretary 
for international security policy, has become "the de facto 
czar of technology transfer in the U.S." in the absence of 
a national policy. According to Inman. Perle "is driving 
Defense, and he is taking a Fortress America approach 
that will not work." The article also quotes Dale R Cor-
son, president emeritus of Cornell University: "There are 
two things I'd like to see—a coherent (technology trans
fer) policy for the nation and a coherent policy that I 
believe in. I don't think we are likely to get either." 

• At the AAAS Annual Meeting held in May, John 
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THE VIEW FROM DOD


The following is a discussion of the Department of De
fense Steering Committee on National Security and Tech
nology Transfer that appeared in "A Report to the 98th 
Congress: The Technology Transfer Control Program," 
dated February 1984. 

This Committee has been working for almost a year on 
the effect of potential technology controls on U.S. science 
and industry. Chaired by the Deputy Under Secretary of 
Defense for Research and Advanced Technology, it is 
chartered to address four areas: academia, symposia, pub
lications and emerging technologies. In these areas,it re
viewed and recommended changes to current procedures, 
developed processes to simplify and systematize controls, 
and identified ways to increase the awareness of technol
ogy export problems to those concerned. 

The Committee has developed a system for reviewing 
basic research papers which appears to be acceptable to 
both DoD and the university community. This system would 
not infringe on the right of university researchers to pub
lish the results of their work. However, the Defense De
partment maintains the right to comment on proposed 
publications that result from DoD sponsored research. 
This ensures that the researcher is aware of any technology 
export concerns his publications may generate. 

An instruction has been drafted on the sensitive issue 
of participation and attendence by DoD employees and 
contractors at unclassified scientific and technical meetings 
and conferences. The thrust of the guidance is that the 
Department of Defense will control participation by DoD 
employees and contractors according to the type of con
ference, but will not attempt to control the organization 
of the conference. 

To simplify and aid the sharing of sensitive technical 
information within the Defense community, the Steering 
Committee devised a system for making technical docu
ments. This system, now being implemented, shows the 

Birkner of the Defense Intelligence Agency predicted that 
"dual use" biotechnology (items with both peaceful and 
military applications) would sooner or later have to be 
brought under export control regulations. Charges that the 
Soviet Union is already exploiting biotechnology for bi
ological warfare have emerged in recent weeks from of
ficial DoD sources, the Central Intelligence Agency, and 
a series of articles in the Wall Street Journal.Birkner asked 
scientists in industry and universities to help DoD learn 
"how our technology may be turned against us" so that a 
"prudent" list of militarily critical technologies can be 
compiled for biotechnology. 

• The AAAS Committee on Scientific Freedom and 
Responsibility (CSFR) is sponsoring a Project on Secrecy 
and Openness in Scientific and technical Communication 
which is well under way with three seminars already com
pleted and six more projected for the fall. The project, 
under the guidance of Rosemary Chalk, CSFR Program 
Head, reviews a number of increased conflicts within the 

extent to which documents may be distributed without 
additional approvals and authorizations. 

Section 1217 of P.L. 98-94 gives the Secretary of De
fense authority to withhold from public disclosure certain 
technical data. The purpose of the legislation is to protect 
sensitive, unclassified information previously vulnerable 
to public disclosure under the Freedom of Information 
Act and thus world-wide availability. The legislation ap
plies to unclassified technical data with military or space 
application that is under DoD control and which may not 
be exported without U.S. Government approval. DoD 
Directive 5400.xx. drafted within the framework of the 
Steering Committee, will establish policy, procedures, and 
assign responsibilities for DoD implementation of this new 
authority. Disclosure of controlled technical data will be 
made to certified contractors or individuals who have agreed 
in writing to protect the information from public disclo
sure. The technical data will be available for bidding on 
future DoD contracts and foreign contracts for mainte
nance of U.S. orginated systems. In implementing this 
authority, the Department will avoid stifling scientific re
search and will endeavor to assure that the authority is 
not used in a manner contrary to the intent of the Con
gress. 

Other activities of the Steering Committee included de
veloping alternative systems for monitoring emerging tech
nologies for their military significance, exploring and pro
moting ways of increasing awareness of technology export 
control concerns, and developing methods for improving 
technical guidance in areas of technology that most de
serve protection. In all of its activities, the Steering Com
mittee has maintained open dialogs with industry, aca
demia and professional societies to ensure that the concerns 
of all were heard. One of these activities, the DoD/Uni
versity Forum, has proven so successful in this regard that 
it has been chartered as an official advisory body to DoD. 

scientific community over the dissemination of scientific 
and technical information. The seminars focus upon tra
ditional concepts of scientific information as a public good, 
freely available to those who want access to it, as well as 
the many justifications used to limit access to new and 
important data, such as: economic conditions, national 
security interests and patent protections. 

The project consists of a series of seminars and back
ground papers. The papers are summarized at each ses
sion, followed by a prepared critique and general discus
sion. Topics thus far discussed have been: "Openness and 
Secrecy in Science: Their Origins and Limitations," "Na
tional Security Controls on Technological Knowledge: A 
Constitutional Perspective," and "Research as Intellectual 
Property: Influences within the University." Selected pa
pers will be incorporated into a special issue of the quar
terly journal Science. Technology and Human Values. For 
further information on the project, contact Sally Painter. 
CSFR. at the AAAS address. 
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EXCERPTS FROM THE MAY 24 HEARING ON SCIENTIFIC COMMUNICATIONS

AND NATIONAL SECURITY


On 24 May 1984 the Subcommittee on Science. Re
search and Technology and the Subcommittee on Inves
tigations and Oversight of the House Committee on Sci
ence and Technology held a joint hearing on scientific 
communications and national security issues. The follow
ing excerpts are taken from the written testimony sub
mitted for the hearing record: 

Dale R. Corson, President Emeritus, Cornell University 
My (National Academy of Sciences) panel specified cri

teria for the identification of such "gray" areas . . . where 
we believed that research results should be neither clas
sified nor totally available to everyone in the world. These 
criteria were the following: 

1.	 The technology is developing rapidly, and the time 
from basic science to application is short: 

2.	 The technology has identifiable direct military ap
plications; or is dual-use (i.e. it has both civilian and 
military use) and involves process or production-re
lated techniques; 

3.	 Transfer of the technology would give the U.S.S.R. 
a significant near-term military advantage; and 

4.	 The United States is the only source of information 
about the technology, or other friendly nations that 
could also be the source, have control systems as 
secure as ours. 

We believed that the research fields meeting these cri
teria are few, in fact very few, in number . . Why not 
classify gray area research projects and guarantee security? 
The answer is three-fold: 

1.	 To do so would seriously impede the progress of 
research in fields so classified; development activity 
can progress under classified conditions but basic re
search is inevitably slowed it the free exchange of 
information and ideas, which are so important to the 
nourishment of original thought, is impossible; 

2.	 The major research universities are likely to abandon 
research fields where such classification is imposed, 
both because classification would impede progress 
and because classification is inconsistent with the ac
ademic environment; the case has not been made to 
the universities that there is a clear and present dan
ger which demands classification of research on their 
campuses; and 

3.	 Recognizing that more than half the nation's basic 
research is done in universities, and given the above 
circumstances, university research projects cannot be 
classified without serious damage. 

(Editor's note: A Business Week article of 4 June 1984 
reports that some Pentagon research officials who have been 
trying to convince universities to accept DoD sponsorship 
in critical research areas are unhappy with more restrictive 
policies. One veteran science administrator is quoted as 
stating "I think the problem will continue togetworse; there 
is no way you can attract universities back into defense 
research with this kind of boiling controversy.") 

Paul E. Gray. President, Massachusetts Institute of 
Technology 

Any efforts to control technology transfer will have some 
impact on the research enterprise. . . . The quality and 
integrity of research are anchored in its nature as a dis
persed, interdependent, and cumulative enterprise. Re
search is dispersed in that work at the frontier, in most 
fields, is carried on simultaneously in several different lo
cations. It is interdependent in that different investigators 
or groups of investigators rely on work done elsewhere to 
validate and extend their own work. The closer work is 
lo the frontier of knowledge and the more swiftly a field 
is developing, the more researchers depend on open and 
rapid communication with colleagues working on similar 
problems elsewhere. This dependence leads to the devel
opment of informal networks of communication that rely 
on working papers, on preprints, and especially on per
sonal communication. In a rapidly developing field, these 
informal mechanisms of communication assume the prin
cipal burden of communication among colleagues. 

Research is cumulative in the sense that many small 
steps taken by individuals working in different places under 
different auspices contribute to new knowledge. Indeed, 
I would suggest that the leadership of the United States 
in fields as diverse as commercial cryptography and re
combinent DNA has come about precisely because of the 
open, interdependent nature of research in American 
universities. In such endeavors, limitations on the com
munication of results obviously impede progress. I might 
also say that such secrecy is exceedingly difficult to achieve 
simply because so much of the communication that occurs 
is informal in character. 

Thomas Ehrlich, Provost, University of Pennsylvania 
(U)nder the regulations implementing the Export 

Administration Act, universities are required to complete 
an extensive form concerning any Soviet scholar who seeks 
to come temporarily to the United States. One of the great 
strengths of the University of Pennsylvania is in biomedical 
electronics, and recently a Soviet scientist named Dr. Si
makov applied to work in America on biomedical micro-
sensors and processing systems. He listed University of 
Pennsylvania as his first choice. My colleagues in Penn's 
Center for Chemical Electronics think they could learn 
substantially from Dr. Simakov—at least as much, and 
probably more, than he could learn from us. Perhaps most 
important, working together in the realm of sensors, major 
developments may well occur. The area is recognized by 
the National Science Foundation as vital. 

In order for Dr. Simakov to come, my colleagues would 
have to affirm that there would not he dissemination to 
him of information "directly and significantly related to 
design, production, and utilization in industrial proc
esses." As a result, although Dr. Simakov could contribute 
greatly to work of enormous importance in this country, 
in all likelihood he will not be able to come. Ironically, I 
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understand we do not now have a clear picture of Soviet 
research efforts in the field of sensors. It would obviously 
he useful to have a window into that field at a major 
research institute within the Soviet Union. I am told that 
any potential transfer out of the United States would he 
small compared to the gain to the United States. 

Roland W. Schmitt, Senior Vice President for Research 
and Development, Central Electric Company 

(S)ome of the changes now being proposed for tech
nology export control would critically damage the Amer
ican system that has heretofore led the world in the gen
eration and application of new technology for both defense 
and civilian uses. Some of these proposals would halt the 
flow of technology to the Soviets by strongly impeding our 
own technical efforts, and ultimately crippling our own 
defense. 

I'm referring specifically to the broad interpretation of 
the Export Administration Act of 1979 that has been pro
posed in informal draft regulations of the Department of 
Defense and Commerce. This interpretation would greatly 
restrict the amount of technical data that could be given 
to nationals of friendly countries—to students, employ
ees, consultants, colleagues and customers of Americans. 
I remind you that it is release of technical data to citizens 
of friendly nations that is the key issue. Release of any 
unpublished data to nationals of the Eastern Bloc already 
requires government approval under existing regulations. 

I'm also referring to attempts by the Department of 
Defense to exert new controls over access to unclassified 
research. For example, as a condition of supporting some 
unclassified research on millimeter wave transistors at Cor
nell University— research with defense implications, but 
that is a long way from practical application — the DoD 
specified that no foreign nationals work on the project; 
that nothing be published without DoD approval; and that 
no information be transferred to any foreign national. Al
though compromises were reached on the first two of these 
points, inability to agree on the third caused the procure
ment to be cancelled. 

This new approach threatens to cause severe disruptions 
in our R and D capabilities. It would deny to our univer
sities and our industries the capabilities of highly skilled 
foreign born scientists and engineers. It would isolate the 
U.S. from world science, alienate the science and engi
neering communities of our allies, and so provide the So
viets with both psychological and technological advan
tages. And it would enmesh our technological community 
in so much restriction and regulation that the productivity 
of defense research and development is sharply reduced. 

Edith W. Martin, Deputy Under Secretary of Defense for 
Research and Engineering 

To remedy the declining lead in military technologies, 
we can increase out efforts to advance technology, or we 
can attempt to slow down the flow of militarily useful 
technologies to our potential adversaries, or we can do 
befit. It seems to me that doing befit is necessary in in
crease our technology lead Our goal in finding ways to 

protect our technology has been to seek a balance which 
limits adversary access to our military technologies as much 
as possible while maintaining the ability of our nation to 
perform the research that gave us the technological lead 
in the first place. The litmus test of reasonableness in 
achieving that balance is the impact on U.S. technical 
superiority. 

Until recently, the conduct of research in the universities 
had not caused significant concern with respect to the han
dling of Defense information. Most research, even that 
which has been funded by DoD, is unclassified. Most of 
the classified research performed by universities is con
ducted in "off-campus" institutions which, although affil
iated with a university, are nonetheless separate enough 
so that strict security procedures can be employed. 

More recently the situation has been complicated by 
other trends and changes: (1) The 1976 Bucy Report. "An 
Analysis of Export Control of U.S. Technology—A DoD 
Perspective." moved the focus of export controls from 
goods to the technology used to produce those goods. (2) 
it seems that some American universities are becoming 
more and more involved in applied and manufacturing 
technologies, e.g., microelectronics, and (3) it is becoming 
more and more difficult to distinguish between military 
and commercial technologies (e.g., computers, advanced 
materials, etc.) 

The importance of universities as major performers in 
defense research and development is growing. About half 
of all defense basic research funds (budget category 6.1) 
are spent in universities, over $400M in FY 1984. DoD 
relies upon and fosters university basic research and en
courages dissemination of research results throughout the 
world scientific community in order to maximize the ben
efits of our investment. . . . Only a small portion of the 
unclassified work at universities is applied R&D that should 
be reviewed for military concerns. . . . We must fulfill 
DoD's mission by keeping our own technological capa
bility well above that of our adversaries. We cannot afford 
to gratuitously build up an enemy's military or manufac
turing technology base which might one day be used to 
damage or destroy our nation. 

James S. Kane. Deputy Director of Energy Research, 
Department of Energy 

DOE's current system of formal classification of tech
nical information has worked well without imposing an 
onerous burden on the research enterprise Section148 of 
the Atomic Energy Act and the Nuclear Nonproliferation 
Act of 1978 have created carefully defined areas of un
classified, sensitive information that is controlled because 
of nuclear proliferation concerns, terrorists concerns, or 
obvious direct military applications. Attempts to create 
additional broad classes of "sensitive" information outside 
the formal system, particularly in the engineering or basic 
physical and biological sciences are inadvisable. DOE be
lieves such attempts would more likely impede the prog
ress that has given us technological superiority in the past, 
and it would place an enormous administrative burden on 
both researchers and then government sponsors. 
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ACADEME


Federal Restrictions on Research

Academic Freedom and National Security 

The report which follows, prepared by a subcommittee of the 
Association's Committee A on Academic Freedom and Tenure, 
was approved for publication by Committee A at its meeting 
in June, 1982. It takes issue with attempted restrictions by the 
federal government on the open communication of nonclassi
fied information for purposes of national security as a threat to 
academic freedom. Committee A, concerned that the federal 
government's Executive Order 12356 serves to encourage the 
classification of information as secret, has asked its subcommit
tee to prepare an additional report on the ramifications for 
academic freedom of classification by government agencies. 
Comments are welcome, and should be addressed to the Asso
ciation's Washington Office. 

P
reservation of academic freedom has been a 
central concern of the American Association of 
University Professors throughout the organiza
tion's history. In recent years the federal govern

ment, in the cause of national security, has taken a series 
of actions which, in sum, represent a threat to academic 

freedom. Even more womsome is the trend toward 
increasing restrictions on research, foreshadowing not 
merely a threat to, but a significant infringement of, 
academic freedom. This report summarizes the experience 
of the last several years and questions the argument that 
the needs of national security require restrictions of 
academic freedom. 

Actions of theFederal Government 

Principally through classification and export control 
laws, but also by means of visa regulations, the 
federal government can restrain the flow of scientific 
and technological information which it considers 
would harm national security if made public. 

Such restrictions have usually been applied to 
research carried out by governmental agencies and 
to the activities of private contractors who accept the 
government's secrecy requirements. However, dur
ing the past five years, national security concerns 
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have led the government to restrain the open com
munication of unclassified scientific information de
veloped by researchers outside government. The 
Department of Commerce required that the American 
Vacuum Society withdraw invitations to East Euro
pean scientists scheduled to attend an international 
conference on magnetic bubble memory devices. The 
Department of State notified organizers of a laser 
technology conference that eight Soviet scientists 
invited to a meeting in San Diego would be dented 
visas and that a Soviet postdoctoral researcher at the 
University of Texas, co-author of a paper submitted 
to the conference, could not travel to San Diego. The 
Department of State also asked the University of 
Minnesota to restrict access to unclassified informa
tion by a visiting scholar from the People's Republic 
of China in residence at the University. The University 
declined to cooperate. A request by the State De
partment through the National Academy of Sciences 
that a Soviet expert in robotics be similarly restrained 
when visiting Stanford University was also rebuffed. 
The State Department subsequently prevented the 
Soviet scientist from entering the country. 

Statements by government officials have height
ened concerns that government agencies are moving 
to restrict the free exchange of nonclassified scientific 
ideas. Admiral B. R. Inman, until recently Deputy 
Director of the Central Intelligence Agency, told a 
meeting of the American Association for the Ad
vancement of Science that "publication of certain 
technical information could affect the national security 
in a harmful way," and cited information about crop 
projections and manufacturing processes as exam
ples. The Deputy Secretary of Defense was more 
forceful: "Since the military posture of this nation 
relies so heavily on its technical leadership, the 
Defense Department views with alarm blatant and 
persistent attempts to siphon away our militarily 
related critical technologies." Even government voices 
which have sought to reassure the academic com
munity have been edged with qualification. The 
Defense Department Science Board Task Force on 
University Responsiveness to National Security Re
quirements, in a report dated January, 1982, observed 
that the Department of Defense is "assiduously re
jecting any control guidelines that would restrain the 
development and dissemination of the fruits of basic 
research." However, in its findings, the Science Board 
stated that "sensitive, nonclassified information should 
be subject to limitations on its distribution" taking 
into consideration the "special requirements for basic 

research." 
Other initiatives, while not directly aimed at the 

academic community, underscore apprehensions that 
the government is seeking to impede the flow of 
nonclassified information. Notable among these de
velopments is Executive Order 12356 (April 13, 1982), 
which expands the authority of government officials 
to classify information on broadened national security 
grounds. The executive order removes a previous 
requirement that decisions to classify information 
must be balanced against the public's right to know. 

and provides that "if there is reasonable doubt about 
the need to classify . .  . the information shall be 
considered classified." 

In sum, the government, concerned that the open 
circulation of scientific ideas benefits our adversaries, 
principally the Soviet Union, to the disadvantage of 
the nation's security interests, has placed restrictions 
on foreign scientists and students invited to attend 
scientific meetings in this country, has tried to isolate 
visiting scholars and students at American universi
ties from certain fields of research, and has suggested 
a broadened conception of threats to national security 
that appears to encompass research and teaching in 
our colleges and universities. The government has 
also adopted an executive order which makes it easier 
to classify information as secret. 

Responses to These Actions 

The academic community and others have reacted to 
these developments in a number of ways. In February, 
1981, the Public Cryptography Study Group, con
vened by the American Council on Education with 
Us membership drawn from the academic community 
and the National Security Agency, recommended a 
voluntary system of prior review of cryptology man
uscripts, this in response to an assertion by the 
National Security Agency that some published infor
mation concerning cryptology could harm national 
security. The Mathematics and Computer Science 
Advisory Subcommittees of the National Science 
Foundation objected to the Study Group's/recom
mendations as "unnecessary, unprecedented, and 
likely to cause damage to the ability and willingness 
of American research scientists to stay at the forefront 
of research in public sector uses of cryptography." 
The American Council on Education, the National 
Association of State Universities and Land-Grant 
Colleges, and the Association of American Univer
sities have established with the Defense Department 
a University Forum to discuss mutual concerns, among 
them export control policies. The Forum is co-chaired 
by the president of Stanford University and the under
secretary of defense for research, and its other mem
bers are presidents of major research universities. 
The National Academy of Sciences has assembled a 
Panel on Scientific Communication and National Se
curity, chaired by Dale Corson, to examine the rela
tionship between university research and national 
security. The panel is expected to report by March,
1983. The Committee on Scientific Freedom and 
Responsibility of the American Association for the 
Advancement of Science, chaired by Leonard M. 
Rieser, is "exploring potential conflicts between na
tional security interests and the traditions promoting 
the free exchange of unclassifiedresearch information 
within the scientific and engineering communities." 

Academic Freedom and National Security 

Academic freedom is the right to inquire, to teach, 
to speak, and to publish professionally. Some suggest 
that academic freedom is claimed as a special privilege 
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by self-interested professors, perhaps seeking, in 
Admiral Inman's words, to "immunize themselves 
from social responsibility." Academic freedom cer
tainly benefits professors, but its primary purpose is 
to advance the general welfare. Learning, intellectual 
development, and progress—material, scientific, and 
technological—require freedom of thought, expres
sion, and communication within colleges and uni
versities, and the freedom to carry the results of 
inquiry beyond academic institutions. Academic free
dom can scarcely fulfill its role in contributing to the 
general welfare, including national security, if those 
professionals engaged in research are prevented from 
learning the results of investigations carried out by 
colleagues in this country and abroad. 

In our view, the public's interest in academic 
freedom may be compromised only when the open 
communication of nonclassified information poses 
great risks of substantial harm so immediate that 
there is no way to guard against them except by 
restricting such communication. 

As we understand it, the government's position is 
as follows. The Soviet Union's military capabilities, 
quantitatively and qualitatively, have expanded at an 
alarming pace. We may have contributed to this 
expansion through the unfettered flow of scientific 
knowledge across national borders. Military power is 
highly dependent upon science and sophisticated 
technology, and high technology, whatever its source, 
can have military significance. Until recently, most 
research on technology related to the military was 
carried out by the government, by industry, and by 
a handful of research laboratories affiliated with 
universities but administratively, and often physi
cally, separate from them (for example, the Livermore 
Laboratory at the University of California). The sources 
of scientific ideas potentially useful to our adversaries 
have grown with the military's reliance upon scientific 
information, additionally complicated by rapid strides 
in commercial technologies (for example, computers) 
which have national security applications. The pres
ent system for controlling the dissemination of mili
tarily related information is suitable for dealing with 
the export of technical information aimed at pre
venting immediate military use of American technol
ogy by the Soviet Union. The pressing problem relates 
to unclassified scientific information developed by 
academic researchers: can ways be found to restrain 
the dissemination of only that research the disclosure 
of which could harm national security? 

The government's position, as just described, war
rants close attention. The margin of effectiveness 
provided to a nation's military power through tech
nology may be crucial. However, the government 
does not claim, to the best of our knowledge, that 
the danger presented by the unhampered flow of 
unclassified information is the likelihood of sudden 
and disastrous gains by the Soviet Union. Rather it 
contends that scientific information may help the 
Soviet Union improve industries which in turn pro
vide support for the development of weapons. On 
the basis of these conjectures the casefor restraining 
academic freedom is not convincing. Were we to 

accept the kmg-term considerations which the gov
ernment seems to advance as appropriate reasons for 
limiting the exercise of academic freedom, claims on 
behalf of national security no matter how broad or 
indefinite could be used to justify any manner of 
restraints on academic freedom at anytime. The likely 
result would be permanent damage to society's in
terest in academic freedom. 

Moreover, if we keep in mind the large volume of 
scientific information and advanced technology ob
tained by the Soviet Union from West Germany, 
France, Sweden, Japan, and other countries, it is 
unclear how restraining the flow of unclassified in
formation can achieve its objective of retarding, let 
alone preventing, Soviet military advances. Such 
restraints would more likely hinder our own progress 
in military-related technology than they would ham
per the progress of potential enemies. We note also 
that by the government's own estimates, Soviet tech
nology has profited far more from the importation 
(both legal and illegal) of hardware from the West 
than from ideas appearing in the open literature. 

An academic researcher who makes a discovery 
which it is believed could harm the nation's security 
if obtained by an adversary undoubtedly has a moral 
obligation to society to inform the government of 
what has been discovered prior to publication. The 
record of college and university researchers as a group 
does not justify the suspicion that they will not act 
responsibly in this regard. Attempts to codify such 
moral obligations, whether through legislation, ad
ministrative regulation, or other means, are not likely 
to succeed in their primary purpose and are likely to 
do considerable damage, both to our traditions of 
openness and to the effectiveness of our scientific 
and engineering efforts. 

We are mindful of the risks that may accompany 
the exercise of academic freedom. But there is the 
major hazard of discouraging imagination, thought, 
and inquiry. It is from vigorous intellectual combat 
that new ideas emerge. The trial and error of searching 
for truth, of challenging settled habits of thinking 
and proposing fresh hypotheses which themselves 
maycall forth ideas that displace them, is the crucially 
distinctive quality of the university as a community 
of scholars. Restraints or pressures by outside au
thorities inhibit the free and spirited exchanges which 
underlie advances in scholarship and discoveries 
through research. The path to safety lies in the 
opportunity to discuss ideas freely. The need is for 
more academic freedom, not less. 

ROBERT A. ROSENBAUM (Mathematics) 
Wesleyan University, Chair 

MORTON J. TENZER (Political Science) 
University of Connecticut 

STEPHEN H. UNGER (Computer Science) 
Columbia University 

WILLIAM VAN ALSTYNK (Law). 
Duke University 

JONATHAN KNIGHT, Staff 
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SPECIAL REPORT 

Information control I 

Technology transfer at issue:

the academic viewpoint


Educators believe efforts to limit transfer of knowledge at the university 
level are likely to weaken the U.S. lead in innovation 

Confronted by increasing commercial competition from Western 
Europe and Japan in high-technology markets, as well as by 
heightened tensions in relations with the Soviet Union, the 
United Sates has taken a new and vigorous interest in controlling 
the flow of technology outside its borders. There is growing con
cern in the Federal government that the "leaking" of technical 
material and idea; to other nations impairs national security both 
by diminishing the ability of the U.S. to compete commercially 
and by reducing the country's edge in armaments. Yet specific ef
forts that have been initiated to control technology transfer in the 
university setting are themselves likely to weaken the U.S. posi
tion and thus do not serve national interest. 

Among these efforts have been controls on cryptography, 
voluntary up until now, and on technical information and scien
tific exchanges. Such curbs have been imposed through the Inter
national Traffic in Arms Regulations (ITAR) and the Export Ad
ministration Regulations (EAR), and the Department of Defense 
has proposed restrictions on research carried out under the Very 
High Speed Integrated Circuits (VHSIC program. 

Some say that universities simply must learn to live with new 
constraints if they wish to do research in "sensitive" areas. The 

likely response from many faculties would be a decision not to 
undertake such research. If this occurs, both the university and 
the nation will suffer, and there will soon be fewer ideas and 
developments worth protecting. If the list of sensitive areas is as 
broadly drawn as Admiral Bobby Inman, deputy director of the 
Central Intelligence Agency, has suggested, the U.S. will be 
severely damaged. 

An alternative approach would be to draw a much narrower 
list of areas to be protected and to classify all research in those 
areas, regardless of where it is performed. This would have the 
advantage of presenting universities with a clear choice. Some 
appraisal of the potential cost—in terms of wasted effort and lost 
effectiveness—could be made, and these costs could be com
pared with those associated with leakage of the research. But 
there should be much public discussion before any restrictive 
regulations are recommended. 

Restrictions came with World War II 
The idea that university research should be restricted by the 

Government did not take hold seriously until World War II. For 
more than a century research has been a feature of U.S. universi
ty life. Before the second World War, there was little Federal in

volvement; the small amount of sponsored research in the 
universities was supported largely by industry and was usually 
narrow in scope and applications-oriented. But the war involved 
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many scientists and engineers in the application of technology to 
military purposes. 

These researchers, drawn mostly from university faculties and 
often placed in university laboratories organized for specific 
military purposes, were deeply engaged in developing microwave 
radar, high-frequency communications systems, automatic fire-. 
control systems, navigational aids, and jet-aircraft design, to say 
nothing of nuclear weapons. Their projects were, of course, 
classified. Secrecy was accepted for the short term as essential to 
winning the war, and it produced little conflict within the univer
sities at that time—because of the urgency of the war effort and, 
most significantly, because the paucity of students during those 
years resulted in a virtual suspension of their educational efforts. 
Universities, in short, stopped functioning as universities. 

During the years immediately following the war, the Govern
ment and the universities developed arrangements that made 
possible continued Federal support of basic research in university 
settings. Most of those developments had their roots in a report 
prepared in 1945 by Vannevar Bush, who during the war was 
science advisor to Presidents Franklin D. Roosevelt and Harry S. 
Truman. Dr. Bush's report, Science, the Endless Frontier, 
recommended the creation of the National Science Foundation, 
which Congress established in 1950. During those immediate 
postwar years other Federal agencies, including particularly ele
ments of the DOD, established their own patterns of support for 
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basic research in universities. Several considerations led to this 
postwar partnership: 
• The wartime experience had shown that universities had much 
to contribute to basic and applied research and that university 
faculties were an enormously valuable national resource. 
• Basic research was becoming Tar more complex and costly. In
dustry viewed it as a high-risk venture, since its benefits were 
returned primarily to the common account. It was clear that the 
Federal government would have to become its principal patron. 
• The Government had an interest—and the nation a high stake— 
in the education, through the postdoctorate level, of more scien
tists and engineers, and the academic environment of the 
research universities was uniquely equipped to develop these 
human resources. 

Research thrives in openness 
As this new partnership developed, the curtain of secrecy that 

had surrounded Government-sponsored university research dur
ing the war was lifted. Research in universities was usually per
formed without limitations on access or the dissemination of 
results. This shift to openness, which had long characterized 
university-based research, was undertaken quite deliberately, and 
the reasons for it are fundamental to any understanding of the 
consequences of present restrictive efforts. 

The quality and integrity of research are anchored in its nature 
as a dispersed, interdependent, and cumulative enterprise. 
Research is dispersed, in that work at the frontier in most fields is 
carried on simultaneously in several locations. It is interdepen
dent in that different investigators or groups of investigators rely 
on work done elsewhere to validate and extend their own work. 
The closer work is to the frontier of knowledge and the more 
swiftly a field is developing, the more researchers depend on 
open and rapid communication with colleagues working on 
similar problems elsewhere. This dependence leads to the 
development of informal networks of communication that rely 
on working papers, preprints, and especially personal com
munications. In a rapidly developing field, these informal 
mechanisms assume the principal burden of active communica
tion among colleagues. The refereed journals of science become 
the publications of record, but they are not the primary means 
for communicating innovation. 

Research is cumulative in the sense that many small steps, 
taken by individuals working in many different places and under 
diverse auspices, contribute to new knowledge. Indeed, the 
leadership of the U.S. in such diverse fields as cryptography and 
recombinant DNA, for example, has come about precisely 
because of the open, interdependent nature of research in 
American universities. In such endeavors limitations on the com
munication of results obviously impede progress. Such secrecy is 
also exceedingly difficult to achieve. 

The crucial dependence of research on openness and com
munication among co-workers was recently expressed most co
gently by Sissela Bok, lecturer on medical ethics at the Harvard 
Medical School and the Harvard-Massachusetts Institute of 
Technology Division of Health Sciences and Technology: 

"The felt need to take a stand against secrecy also springs from 
concern for what is most central to the scientific enterprise itself: 
from a recogntion of the damage that secrecy can do to thinking, 
to creativity, and thus to every form of scientific inquiry. Because 
secrecy limits feedback and restricts the flow of knowledge, it 
hampers the scientists' capacity to correct estimates according to 
new information, to see connections, to take unexpected leaps of 
thought. And secrecy is expensive in that it fosters needless 
duplication of efforts, postpones the discovery of errors, and 

leaves the mediocre without criticism and peer review. Secrecy 
therefore can cut into the quality of research and slow scientific 
momentum." (See Science. Technology, and Human Values, 
Vol. 7, no. 38, Winter 1982, p. 33.) 

Scientific research is, increasingly, an international undertak
ing. Talent and creative energy are widely distributed and do not 
respect political and national boundaries. Thus world-class 
research in many fields is done in Western Europe, in Japan, and 
in the Soviet Union, as well as in North America and many other 
places. Furthermore the faculties and research staffs in most 
U.S. universities are composed in part of scholars from many 
other countries. Some are here more or less permanently; others 
are visitors for a few weeks or a few years. Academic and other 
institutions achieve prominence in research by focusing in a 
single-minded, insistent, passionate way on attracting and retain
ing the most creative individuals. This inevitably leads t  o a 
cosmopolitan community at all of our great research universities. 

These universities are unique in their intimate coupling of 
education and research. Thus faculty members engage regularly 
in conventional teaching and also in research, which itself em
bodies many of the essential elements of teaching in a less formal 
setting. Both undergraduate and graduate students do research, 
contributing the enthusiasm and intellectual energy of youth and 
the special advantage of not knowing that "it cannot be done 
that way." Curricula are revised and kept current by the steady 
infusion of ideas developed in the research laboratories. 

The complete enterprise is much more than the sum of the 
parts—education and research—and the resulting synergism is a 
major factor in the outstanding achievements of academic 
science in the United States. Any effort to decouple education 
and research will diminish both activities and weaken our na
tional position. 

Restricting classified research 
These characteristics of scientific and technical research in

fluenced the postwar decision to reestablish research in univer
sities in open settings. Universities and the Federal government 
developed an understanding that basic scientific research not 
directly related to the national security would be undertaken in 
an unrestricted environment. As part of this understanding, 
universities have undertaken classified research only after careful 
and detailed consultations with the Government on both the 
need for the research and its scope. When such research is under
taken, it is usually carried out at sites separated from the universi
ty campus and isolated from the normal academic environment 
and process. 

Further, after the-fact classification of research results has 
been rare. This: pattern was developed not to indulge dour 
academics, but out of a shared understanding of the quality and 
the effectiveness of research conducted in an open environment. 

An underlying premise of this shared understanding was that, 
except for classified research, the traditional academic freedoms 
of inquiry, teaching, and publication would not be abridged. A 
university or its research faculty may agree by contract, of 
course, to a system of prior review, but unless such an agreement 
is in force, there remains a constitutionally protected right o  f 
publication. And the progress of science, as noted, has charly 
been advanced by this understanding and this basic First Amend
ment protection. 

Concern in academic spreads 
My own growing concern abouttheapplication of contract to 

research in academic settings has its roots in a controverty 
regarding the national security implicationsofresearchin cryp
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tography—research connected to several interesting problems in 
abstract mathematics. Many scholars working in the general area 
of computer science see the need for secure, convenient cryp
tographic systems to protect the growing volume of personal, 
business, and other information stored in and processed by com
puters, often operating in large-scale networks. However, the 
civilian and domestic interest in developing secure and conveni
ent cryptographic systems may come into conflict with the inter
ests of Federal agencies in protecting the security of U.S. 
Government communications and in extracting useful intel
ligence from other communications. 

This tension led the American Council on Education, with the 
encouragement of the National Security Agency, to form the 
Public Cryptography Study Croup. This committee recommend
ed, late in 1980, that researchers voluntarily submit papers on 
cryptography to the agency for review prior to publication. It is 
not clear what actions will be taken by the NSA, or requested of 
the researcher, if a submitted paper is deemed to contain sensitive 
material. It appears that some persons doing research in cryp
tography are following this recommendation; others, including 
several at MIT, have not agreed to a process of automatic prior 
review, even though, since 1977, they have been sending the NSA 
prepublication copies of all cryptographic papers at the time they 
are sent to close colleagues for technical comment [for informa
tion gathered on the program by Spectrum, see "Cryptography: 
voluntary control seems to work," below]. 

Now the concerns have spread beyond cryptography to em

brace regulations related to export control. These latter regula
tions deal with unclassified material and have been in place for 
some time; however, efforts to apply them to work done in 
universities have become apparent only recently. Thus the pres
ent state of affairs is in flux and somewhat confused. 

In December 1980 the director of the DOD's VHSIC program 
informed scientists working for the program in universities that 
devices and technical data developed by contractors under the 
program would be subject to the International Traffic in Arms 
Regulations, administered by the State Department in consulta
tion with the DOD, and the Export Administration Regulations, 
administered by the Department of Commerce. The memoran
dum from the VHSIC director that attempted to define the 
category of controlled technical data stated in part: 

"Controlled technical data does not include information nor
mally considered to be basic science, such as information related 
to materials properties, physical and chemical reactions, fun
damental physical limitations, stress analysis, statistical in
ference, device physics, and other such products of basic 
research.... The distinction that is being made is between basic 
research and process, or utilization, technology. The former are 
not subject to controls, while the latter are." 

The memorandum went on to say: 
"In the case of basic research supported by the VHSIC pro

gram, although such research and its results are not generally 
controlled [emphasis added), it is the preference of the Program 
Office that only U.S. citizens and immigrant aliens who have 
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declared their intention of becoming citizens participate. Where 
this preference cannot be accommodated, the contractor should 
be directed 10 the Program Office for resolution." 

The memorandum made a set of distinctions between basic 
and applied research that were, at best, not particularly helpful in 
a field where the most fundamental and important research at 
present may be that relating to design methodology and the use 
of artificial intelligence in the creation of new design tools—work 
that might fail the test as "basic science." 

It also proposed restrictions—applicable even to basic research— 
that disregard both the international character of U.S. univer
sities and the difficulties such institutions would have in confin
ing participation in and access to research to U.S. citizens and 
immigrant aliens. 

Five university presidents give warning 
Early in 1981 the presidents of five universities heavily involved 

in such work—the California Institute of Technology, Stanford 
University, Cornell University, the University of California 
system, and the Massachusetts Institute of Technology—wrote to 
the secretaries of commerce, defense, and state to express con
cern and request clarification concerning this and similar 
attempts to apply the arms and export regulations to university-
based research. The letter said in part: 

"The new construction of these regulations appears to con
template Government restrictions of research publications and of 
discourse among scholars, as well as discrimination based on na
tionality in the employment of faculty and the admission of 
students and visiting scholars. In the broad scientific and techni
cal areas defined in the regulations, faculty could not conduct 
classroom lectures when foreign visitors were present, engage in 
the exchange of information with foreign visitors, present papers 
or participate in discussions at symposia and conferences where 
foreign nationals were present, employ foreign nationals to work 
in their laboratories or publish research findings in the open 
literature. Nor could universities, in effect, admit foreign na
tionals to graduate studies in these areas. Such restrictions would 
conflict with the fundamental precepts that define the role and 

nature of this nation's universities.... 
"Restricting the free flow of information among scientists and 

engineers would alter fundamentally the system that produced 
the scientific and technological lead that the Government is now 
trying to protect, and leave us with nothing to protect in the very 
near future. The way to protect that lead is to make sure that the 
country's best talent is encouraged to work in the relevant areas, 
not to try to build a wall around past discoveries." 

For nearly a year now there has been a review of these issues 
and concerns under the auspices of the Department of Defense. 
The conclusions of that review are not yet apparent. 

Earlier this year in Washington during the annual meeting of 
the American Association for the Advancement of Science, a 
panel discussion on this general subject was held, entitled "Strik
ing a Balance: Scientific Freedom and National Security." Ad
miral Inmar., the CIA's deputy director, was a participant. In his 
paper, "National Security and Technical Information," he re
ferred to the tension that results from the "overlap between 
technical information and national security" and he urged that 
researchers join with Government to find a suitable balance that 
would "simultaneously protect the nation and protect the in
dividual rights of scientists—both as academicians and citizens.'' 
Admiral Inman concluded that restrictions imposed" in the in
terest of national security are necessary. 

"Scientists do not immunize themselves from social respon
sibility simply because they are engaged in a scientific pursuit," 

Gray—Technology transfer at issue the academic viewpoint 

(May not participate in or learn
about advanced applied research.) 

he said. "Society has recognized over time that certain kinds of 
scientific inquiry can endanger society as a whole and has applied 
either directly, or through scientific/ethical constraints, restric
tion on the kind and amount of research that can be done in 
those areas." 

Admiral Inman suggested that the system of voluntary prior 
review developed by the Public Cryptography Study Group 
might be workable. In the discussion that followed the prepared 
statements, the admiral was reported in the press to have 
predicted a "tidal wave" of public outrage and laws "restricting 
scientists if scientists do not agree voluntarily to review of their 
work by intelligence agencies." He proposed requiring such 
review in the fields of "computer hardware and software, other 
electrons gear and techniques, lasers, crop production and 
manufacturing procedures." 

Reagan proposes tighter restriction 
In the weeks following Admiral Inman's remarks, similar con

cerns about the consequences of "leaks" of technology were ex
pressed by the secretary of defense, Caspar Weinberger, and the 
deputy secretary of defense, Frank Carlucci. Recently President 
Reagan issued an order superseding the former Executive Order 
12065 concerning security classification. The changes are many, 
but the following are most significant for universities: 
• Information shall be "safeguarded as if it were classified" if 
there is a "reasonable doubt" about the need to classify. Though 
this standard may be workable for Government officials, it most 
surely is not for university researchers. The "reasonable doubt" 
standard puts those engaged in university research in a perilous 
quandary, and the new rule represents a reversal of earlier policy 
in doubtful situations. 
• The prior exception for the results of non-Government 
research and development is eliminated. This suggests that the 
revised Executive Order purports to reach the results of non-
Government research if the classifying authority determines that 
the product incorporates classified information—whether or not 
the researcher had access to any classified information. 

Earlier drafts of the Executive Order also threatened to 
eliminate the prior exception for "basic scientific research not 
clearly related to the national security." 
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It may be, of course, that the conjunction of these statements 
and actions, both real and threatened, reflects more coincidence 
than coordination. However, it is not difficult to understand why 
many involved in research and education in universities are deep
ly concerned that in the name of national security the stage has 
been set for the imposition of controls on the flow of information 
within universities—controls that would seriously affect the 
climate and operation of these institutions and the great benefits 
issuing from them to the nation. 

A balanced assessment is needed 
The unintended transfer of technology to other nations is said 

to be a serious problem for U.S. national security. University 
scientists can form no independent judgment of the magnitude of 
this threat, of course, because the data essential to an informed 
judgment are, perforce, classified. Further, it is said that univer
sities contribute to this unintended transfer of technology 
through their international communities of students, faculty, and 
research staff; through the publication of results in the open 
literature; and through the intrinsic openness of university com
munities. 

Even if this were so, which is far from clear, any potential 
disadvantage must be measured against the very great advantage 
to scientific progress, and to the nation, of open and unrestricted 
research. There is also a question of how significant the "leaks" 
from universities are compared with those connected with the 
licensed export of dual-use technologies, from the theft or 
unlicensed sale of restricted technologies, from the operations of 
multinational companies, from disclosure to friendly nations, 
and so on. 

We urgently need a balanced and reasoned assessment of this 
issue in light of that question, so that legitimate efforts to restrict 
the transfer of technology from the universities will be based on 
proper analysis of the problem, a full understanding of how pro
gress in science evolves, and an appreciation of the possible 
unintended consequences of constraints. 

For example, prepublication reviews of sensitive information 
will not, by themselves, work very well because of the informal 
communication networks among researchers. Effective control 
of the dissemination of results would have to be exercised at a 
much earlier stage in the research process. It would mean that 
researchers and visitors would have to pass some son of reliabili

(Requires license for publication.) 

ty test or be excluded from a project. And it would mean the 
abandonment of the informal communications network that is 
central to progress and quality in research. 

Such conditions may be met in the setting of a Government 
laboratory or a corporate research facility, but they are entirely 
foreign to universities, where research and education are inex
tricably entwined, where talent and creativity are sought and 
developed without regard to national origin, where few doors are 
locked, and where activities are not sequestered. 

The suggestion that universities already have working ar
rangements with corporations that apply this kind of constraint 
to privately sponsored research is simply wrong. Though many 
universities are prepared to accept support from both corpora
tions and Government when such support involves brief delays 
of publication to permit protection of intellectual property 
rights, few universities, I believe, would be prepared to under
take research that is proprietary to a sponsor and that cannot be 
freely described and reported. 

It is to be hoped that the costs and benefits of all possible con
straints will be most carefully weighed in the national debate now 
arising over this complex issue. Further, the larger progress of 
U.S. science and technology and their indissoluble international 
aspects should be weighed carefully in this debate against short-
term policy objectives in this debate. 

It is encouraging in this regard that there has recently been 
established a new joint committee by the Department of Defense 
and the Association of American Universities to conduct such a 
review. A similar study is also being undertaken by the National 
Academy of Sciences. It is quite possible that these and other 
studies could, within a reasonable amount of time, formulate 
specific recommendations to serve both the cause of national 
security and the larger progress of science and technology in the 
broad national interest. 

To probe further 

For further information on academic responses to perceived 
national security needs for secrecy, see "Secrecy and Openness in 
Science: Ethical Considerations," by Sissela Bok (Science. 
Technology and Human Values, Vol. 7, no. 38, Winter 1982). An 
overview of institutional concerns may be found in the report of 
the Defense Science Board Task Force on University Respon
siveness to National Security Requirements, released March 5, 
1982, by the Office of the Under Secretary of Defense for 
Research and Engineering, Washington, D.C. 20301. The report 
also examines what increases in support may be necessary to 
fulfill the nation's need for scientists and engineers. 

Also of interest regarding information controls is a speech by 
Representative George E. Brown (D-Calif.) in the Congressional 
Record for Feb. 25, 1982, p. H 511. 

About the author 
Paul E. Gray is president of the Massachusetts Institute of 
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that, professor of electrical engineering. Dr. Gray's primary in
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spent his entire professional life at MIT. He received a B.S. in 
1954. an M.S. in 1955, and a D.Sc in 1960 and began teaching at 
MIT in 1957. 
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SPECIAL REPORT 

Information control II 

Technology transfer at issue:

the industry viewpoint


Economics makes industry a cautious ally in academia's fight against 
U.S. government attempts to stem the free flow of ideas 

The deputy director of the Central Intelligence Agency told 
scientists and engineers at a meeting of the American Association 
for the Advancement of Science on Jan. 7, 1982, that they must 
control the exportation of technical information voluntarily or 
face legislative action that will "slam shut" the door through 
which United States expertise is reaching military and economic 
adversaries. "In terms of harm to the national interest," the CIA 
official said, "it makes little difference whether the data is copied 
from technical journals in a library or given away... to an agent 
of a foreign power." 

A month later Senator Henry Jackson (D-Wash.) called on the 
Senate floor for increased controls on technical information and 
scientific exchanges. 

As the U.S. continues to slip in the world marketplace and 
U.S. companies find themselves losing to foreign competitors 
even at home, controls or threats of controls on information 
have increased. While most companies would not argue with the 
general goal of curbing information on exclusive industrial pro
cesses and designs—most have no invention of releasing that in 
the first place—some industry executives take exception to the 
way the Government is enforcing its controls. 

When the Control Data Corp. of Minneapolis, Minn., tried to 
sell a Cyber 172 computer to the Soviet Union, for example, it 
followed the rules to the letter and ended up in frustration. Most 
companies that export products or information report some 
trouble with export regulations. Even Texas Instruments Inc., 
Dallas, whose president, J. Fred Bucy, has been influential in at
tempts to tighten controls on technical information, admits the 
regulations impose an administrative burden. "But we don't find 
that a major constraint," James Dukowitz, manager of govern
ment relations at TI, hastened to add. "We believe in controlling 
the flow of technology to adversary nations." 

In the case of Control Data, the constraint has tried the com
pany's patience. Control Data got an export license for its Cyber 
172 in December 1979. The computer was flown to Frankfurt, 
West Germany, and from there it was to be trucked to Moscow. 
But by the time it was loaded onto a truck, the United States had 
declared an embargo on trade with the Soviet Union because of 
the latter's invasion of Afghanistan. 

"We asked the Department of Commerce what to do about 
our export license," related Robert Schmidt, vice chairman of 
Control Data. "They told us to send it back. So we left the com
puter in Frankfurt. All through 1980 and 1981 it sat in a 
warehouse." 

When the Reagan administration took office, Control Data 
reapplied for permission to export the machine, but got no 
answer. "We asked them again in November '81, and we still 
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haven't heard anything," Mr. Schmidt said. "The machine is 
still in the warehouse, but we've told the Soviets we won't be able 
to get permission to ship it. We've decided to sell it to the West." 

Mr. Schmidt is particularly concerned because the company's 
queries have gone unanswered. "There doesn't seem to be 
anybody at DOD or State who understands what this is doing to 
industry and the U.S. economy," he said. 

A new Executive Order does little to alleviate the fears of Mr. 
Schmidt and others in industry who are wary of controls. The 
order removes restrictions on classification of privately funded 
applied research and states that, if there is doubt whether 
material should be classified, it must be treated as classified until 
doubts are resolved. 

The order would also eliminate balancing of public need to 
knew against the Government's desire for secrecy, and it would 
end all limits on the length of time that material could remain 
secret without a review for declassification. Are such sweeping 
powers necessary? To get some insight into the Government's 
view, one must go back to the "Bucy Report" of 1976. 

The case for controls 
Government fears over the export of technical information 

were made public in the "Bucy Report," a study by the Defense 
Science Board. The panel doing the study, headed by TI's presi
dent Bucy, concluded that the U.S. was losing its technological 
and economic lead over adversaries by giving them the expertise 
critical to the production of advanced devices. The report recom
mended stricter control of the flow of information. 

In late 1979, Eugene E. Yore, U.S. Army deputy for science 
and technology to the assistant secretary for research, develop
ment, and acquisition, said: "At present we are technologically 
inferior to the USSR in almost every major fielded system." 

"Much of the leakage of the last decade came because detente 
brought liberalization of controls on trade with the Communist 
countries," says Vincent F. DeCain, acting director of the Office 
of Export Administration in the Commerce Department. "The 
result of that liberalization is that we must now shoulder an enor
mous defense budget to regain our position." 

In addition to spending for innovation and additional hard
ware, Mr. DeCain said, the United States must also assume con
trol of its technological base. This will require a closer took at the 
export of not only design and manufacturing processes, but also 
"keystone equipment"—devices that perform some critical step 
in manufacture and thus have technical information built into 
them. "Any product or any technology that provides the Soviets 
with greater ability in production or design will be given greater 
scrutiny," he says. 

Control of technical information in the U.S. is currently exer
cised through two major bodies of regulations: the Export Ad
ministration Regulations (BAR), administered by the Commerce 
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Department, and the International Traffic in Arms Regulations 
(ITAR), administered by the State Department. 

The Departments of State, Commerce, and Defense consult 
each other on sensitive license applications under either set of 
regulations, but while the Commerce Department has expediting 
procedures for licensing, the State Department does not. And the 
Slate Department is considered more likely simply to follow the 
recommendations of the Department of Defense on licensing 
decisions. The DOD uses its Military Critical Technologies List, a 
classified document, as a reference for making recommendations 
to either the Commerce or State Departments. 

Other Western nations have controls on technology transfer 
but tend to enforce them differently. The Coordinating Commit
tee on Export Controls (CoCom), which consists of countries in 
the North Atlantic Treaty Organization minus Iceland and plus 
Japan, has a list of products that cannot be sold to the East 
without approval. But the expertise behind the products is not 
always so well controlled, and the United States controls some 

(Equipment embodies critical 
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items that other CoCom members do not, thereby damaging the 
position of U.S. companies in the world market. 

Counterproductive effect feared 
"Our concern is that we may be removing U.S. presence 

without removing U.S. trade," said Joyce Lekas, vice president 
for communications at the American Electronics Association. 

Harry Sello, chairman of the association's International Com
mittee, agrees. "Unilateral rules are the big danger," he says. "If 
U.S. firms, for example, were kept from exporting CMOS 
technology, which the Japanese and the French have, then they'd 
get all the business, and the technology would still fall into the 
wrong hands. Furthermore, those who export get monger, so the 
U.S. will fall behind in both present and future ousiness. You lose 
immediate business, market share, and your technological lead." 

One news report connected the recent purchase by Hewlett-
Packard Co., Palo Alto, Calif., of 64-K random-access-memory 
technology from Hitachi Denshi Ltd., Tokyo, with a loss of U.S. 
preeminence in semiconductor manufacturing, but HP's 
manager of international trade relations, Tom Christiansen, con
tends that the company bought the technology to extend its in
house production facilities, and not for lack of a U.S. supplier. 

Under the current regulations, a similar sale of technology by a 
U.S. firm to a foreign company might face difficulties. Ac
cording to a source at TI who asked not to be named, export con
trols pose a significant problem for companies with foreign sub
sidiaries, since information cannot flow freely between different 
parts of the same company. 

The problems caused by information controls are exacerbated 
by the complexity of those in place. Over 100 Munitions Control 
Newsletters have been published, for example, to amend the 
ITAR since it was published in 1971. Although many in industry 
have complained about the content of the regulations, one elec
tronics manufacturing source claims that her company's sole 
problem with the regulation is trying to keep track of the pieces 
of paper it is printed on. 

How effective are current regulations? That is a question 
Government officials would rather not get into. One DOD of
ficial acknowledges that keeping technology confined to the U.S. 
for a Song time is probably impossible. "The purpose is to make 
it difficult for the Soviets," he said. "If they can save a ruble by 
begging, borrowing, or stealing the technology, that's one more 
ruble they can spend on their own research." 

How fast U.S. technology reaches the Soviet Union and is put 
into practice is difficult to determine. And if determined, it is not 
always revealed, partly because to do so would uncover sensitive 
intelligence sources and partly because it would embarrass the 
agencies responsible for controlling technology transfer. 

Many industry officials are not much more willing to discus 
the effectiveness of export regulations—or, for that matter, any 
specifics about export control. "We've got to work with the 
Government," said a manager at one large electronics company. 
Speaking privately, officials have a number of things to say about 
the effectiveness and the effects of export controls. 

"It's a tremendous bind," said the same manager about con
trols on information in the arms regulations. "Even if you just 
publish a block diagram, your lawyers say that it's information." 

The Government now proposes to tighten technical informa
tion controls, to the situation seems unlikely to improve. 

The 'dual standard' 
University programs are another concern to just about every

body involved: the Government, the universities, and industry. 
"There is a feeling that a significant amount of technology 
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escaped us by 'innocent' transfers between scientists and 
engineers," said Mr. DeCain at the Commerce Department. He 
added that such transfers are "not so innocent on the part of the 
Soviets," but rather are part of "sophisticated acquisition 
schemes by the Eastern bloc" intended to circumvent U.S. con
trols on the sate of technology. 

He acknowledged that controlling those transfers is a knotty 
problem. Reorganize that this is an open society, and the 
Government of have carte blanche to control ideas." On 
the other hand, he noted, national security concerns "are de
signed to protect the same people who may have allowed the 
technology to escape.'' 

Some industry executives feel that academics have been in a 
privileged position for a long time and that that privilege may 
come to an end. Arthur Stern, president of Magnavox Advanced 
Products and Systems, said: "Frankly, I resent the blindness of 
academia, which goes by rules made in the 19th century." Mr. 
Christiansen at Hewlett-Packard said: "There has been a dual 
standard. Universities have had relatively little Government con
trol of information, while companies have had a great deal." 

Mr. Christiansen is worried about possible changes in Govern
ment policy. If the Government moves to tighten information 
controls in universities, he said, "it would constrict the free flow 
of information between companies and universities: we'd be 
shooting ourselves in the foot." 

One such policy change that Mr. Christiansen fears would be 
the adoption of the Military Critical Technologies List as the 
basis for export controls. "The DOD would like to move items 
on (he Commerce Department list to the U.S. munitions list," he 
said. "Then the POD would be calling the shots." 

As matters now stand, political and foreign-policy questions 
can sometimes override those of technology transfer. One 
notorious example is the essentially U.S.-built Kama River truck 
factory in the Soviet Union, whose equipment was shipped over 

DOD objections. Trucks from that factory were used in the 
Soviet invasion of Afghanistan. 

One possible solution to the problems that export controls 
raise for the U.S. economy is to restrict only the very limited ex
pertise required to produce certain critical defense products and 
systems. Other technologies and all end products, barring actual 
arms, would then be exported fairly freely. According to Larry 
Sumney, director of the DOD's Very High Speed Integrated Cir
cuits (VHS1C) program, what need to be controlled are the step-
by-step recipes for producing critical products, such as radiation-
hardened chips; the software to produce highly complex chip ar
chitectures for signal processing; and keystone equipment used in 
IC manufacturing. This "critical technologies" approach is now 
embodied in the DOD's Military Critical Technologies list. 

The problem of military secrecy 
The list is a classified document containing descriptions of all 

technologies that defense experts consider essential to modern 
military systems, from microcircuit design and fabrication to 
specialized chemical processing and advanced machining. The 
confidential nature of the list is a problem, since it makes public 
debate impossible, but to release it would be to give the Soviet 
Union a "shopping list" of items to target for clandestine ac
quisition, says one Defense Department source. 

He adds that Government's failure to explain adequately the 
rationale for classifying the list has been a prime cause of many 
complaints from industry. "There's a big problem of who trusts 
whom," he concedes. "Each side really should give the other 
credit for having integrity and smarts, but there's been no ap
preciation of divergent views." 

The current state of the Military Critical Technologies list 
points up the lack of communication between industry and 
Government, said Jean Caffiaux, vice president, Government 
division, of the Electronic Industries Association. Industry com
mented extensively on a draft of the list last year, he noted, "but 
those comments were not reflected in the final report." 

There has been a good deal of comment on the new list 
already. "The list of militarily critical technologies is so all-
encompassing we wouldn't be able to ship anything," according 
to Control Data's Mr. Schmidt. There are 700 technologies on 
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the current list, he said, but when his company examined it for 
criticality, it found only 125 controllable technologies, of which 
50 were already proprietary. The problem, claimed Mr. Sello of 
the American Electronics Association, is defining "criticality." 
Electronics can be likened to a tree with two branches: military 
and commercial, he said, asking, "Do you cut off the trunk?" 

Questions about critical technologies 
In general, however, industry is in favor of the critical 

technologies approach to controls. When the approach was first 

suggested in the Bucy Report, the electronics and aerospace in
dustries set up expert groups in various fields, such as computer 
networks, IR devices, and high-energy lasers. "It cost industry 
about $2 million, all told," according to Mr. Caffiaux. Then, he 
noted, there was a change of national administrations, and the 
Institute for Defense Analysis received a contract to put together 
a new list "with varying degrees of industry involvement." 

One cause for concern, he says, is that "the quid pro quo isn't 
quid-ing." Control of keystone equipment and technical infor
mation is being tightened, but there has been no corresponding 
relaxation of controls on end-product exports. Industry is being 
squeezed from both directions. 

"We don't expect a one-to-one exchange," Mr. Caffiaux 
observes, "but so far there's been no relaxation at all." 

Emerging technologies, tike VLSI design and near-micrometer 
fabrication processes, pose new problems for industry. Should a 
manufacturer enter the field and risk losing markets because the 
process may end up on the Military Critical Technologies List? 

"If you don't know what's going to be on the list," said Mr. 
Sello, "then you have to hold back everything. In many new 
areas, neither industry nor Government has any firm ideas of 
what should be controlled." 

Mr. Sumney of the Defense Department suggests that the ac
tual controlled technologies in any particular area are quite nar
row. In the military's VHSIC program, for example, the areas 
that will be controlled will be only those with clear-cut military 
significance, he says, explaining: "We're looking at step-by-step 
recipes for certain products or processes, such as radiation-
hardened ICs or signal-processing circuits." 

When asked whether control over very large-scale-integrated 
architectural software would cover areas in which other coun
tries, such as Japan, are already proficient, Mr. Sumney replied: 
"They do data processing, not signal processing; they're two 
very different things." Only in such specialized areas as 
computed tomography (CT) scanners, seismic monitors, or 
voice-recognition devices, he said, does industry engage in 
massive signal processing; and everywhere there is a gap between 
VHSIC circuits and commercial ones. 

The MC68000, a top-line commercial processor, for example, 
barely meets any VHSIC specifications—it has a clock rate one 
half the 25-megahertz VHSIC requirement. On the other hand, a 
speech-synthesizer chip for the talking doll from Fisher-Price, 
East Aurora, N. Y. [Spectrum, January 1981, p. 81] was made by 
Precision Monolithics Inc., Santa Clara, Calif., to take the same 
kind of abuse that is required of the military circuits that are the 
company's primary product. 

Some doors still open 
Even if the Military Critical Technologies List succeeds in 

defining critical technologies to the satisfaction of all concerned, 
however, some transfer of sensitive Western technology to the 
East is bound to take place. There will still be the problem of 
clandestine transfer, both by diversion of devices and by reverse 
engineering of legitimately purchased equipment. More crucially, 
the list applies only to the United States. 

Thus far, there has been very little discussion with any of the 
other CoCom countries about the list and the possibility of ap
plying it uniformly. "The degree of CoCom cooperation is going 
to be critical," said Mr. Caffiaux, although he held no very high 
hopes that such cooperation will be forthcoming. Others ex
pressed a similar view. 

"They sign in blood that it won't go [to the USSR]," said 
Roger Borovoy, general counsel of Intel Corp., Santa Clara, 
Calif., of technology importers in Western Europe. "But I 
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wouldn't be surprised if the USSR had one of everything," he 
added. He questions, however, whether the Soviets can always 
benefit significantly from this. "They can get access to any kind 
of equipment, but they can't load up a whole fabrication line 
with it," Mr. Borovoy says. 

The Rand Corp., Santa Monica,. Calif., issued a report last 
year with similar conclusions: "The most important question 
about technology transfer in the long run is whether the receiving 
side is able to absorb the technology it imports...and to build 
upon it to generate further technological advances." The report 
goes on to state that "in certain high-priority areas, notably 
military, where Soviet technological skills are already high, the 
Soviets' ability to learn from foreign technology is high. 

"But in the lagging areas, where most Soviet imports of 
foreign technology are concentrated, the Soviets' record in ab
sorbing and learning from it is poor," the Rand report says, con
cluding: "The most effective barriers against technology transfer 
are those erected by the Soviets against themselves." 

Strong doubts in academia 
Meanwhile there are strong doubts in the academic community 

that militarily critical information can be separated from the 
total body of engineering and scientific knowledge. "There is no 
such easy separation in any engineering curriculum intended to 
be relevant to our national industrial needs and problems," the 
presidents of the Massachusetts Institute of Technology, the 
California Institute of Technology, Stanford University, Cornell 
University, and the University of California system said in a joint 
letter to the secretaries of commerce, state, and defense last year, 
attacking statements made in regard to the VHSIC program. 

Although a number of options are being explored in the 
VHSIC program to let a researcher know beforehand of any 
possible restrictions on the dissemination of results, some in the 
DOD suggest that the only way to ensure that critical informa
tion does not leak is to remove from the universities any research 
that might lead to specific process or design expertise. One draft 
memo stated: "While industry needs graduates with hands-on 
experience, it need not necessarily be with the very latest equip

ment, nor done in the most elaborate labs." 
Needless to say, antagonism has built up between universities 

and the Government over the issue of information control. Peter 
Denning, president of the Association for Computing 
Machinery, voiced his opposition to information controls at the 
1982 meeting of the American Association for the Advancement 
of Science by saying. "If you want to win the Indy 500, you build 
the fastest car; you don't throw nails on the track." 

Although the controversy over controls has at times become 
quite heated, there are some who think there is not much for 
academia to worry about. D. Allan Bromley, chairman of the 
American Association for the Advancement of Science, thinks 
most of the disagreement between Government and universities 
is due to misunderstanding and that any actual differences come 
"only in limited gray areas." 

Bohdan Densyk, deputy assistant secretary of commerce for 
the export administration, also thinks a good deal of the furor 
over information controls "is due to a misconception of what 
we're trying to do." He said, "There's actually precious little to 
be controlled." 

What the Government is trying to do, explained Mr. Densyk, 
is not to "unfairly apply the regulations to just one segment of 
society," industry, while letting academia operate without any 
regulations at all. "We're informing many people that the 
regulations that are in place apply to them," he said. When 
universities do research with a proprietary technology compo
nent to it, they should need an export license to release it. "Our 
regulations define an exporter as anyone who transmits certain 
types of data to Communist countries," he noted. 

In basic science, however, Mr. Densyk is strongly against any 
system of controls. Since it is impossible to tell in advance what 
the results or applications of basic research will be, putting con
trols on its operation would be foolish, he believes. 

To probe further

Reviews of the basic issues involved in technology transfer and


export controls are contained in Technology and East-West

Trade, from the Office of Technology Assessment (1979) and An

analysis of export control on U.S. technology—a DOD perspec

tive (the "Bucy Report"), from the Defense Science Board

(1976). Both papers are available from the U.S. Government

Printing Office, Washington) D.C. 20402. A quick overview of

some of the problems of export controls on products is contained

in "Technology: dichotomous tool," by Thomas G. Lombardo

[Spectrum, May 1951, p. 51].


Restrictions on academic exchanges and publications have

been reported extensively in Science (June 27, Aug. 29,and Sept.

12, 1980; June 12, 1981; and Jan. 8 and Feb. 5, 1982) and

elsewhere in the popular press. Admiral Inman, deputy director

of the Central Intelligence Agency, has taken issue with reports

of his views published in Science and elsewhere, but the reports

nonetheless give good coverage of the controversy.


The subcommittee on Government information and in

dividual rights of the House Committee on Government Opera

tions held hearings March 10 on the new Executive Order for

classification, and the subcommittees on oversight and investiga

tions and on science, research, and technology of the House

Committee on Science and Technology held hearings March 29

on the general problem of information controls. The text of the

new Executive Order on classification is available from the White

House publications office; the former order, E.O. 12065, is

available from the government printing office.


A report on the Spectrum roundtable on informat ioncontrols

and industry will appear in a future issue.


73 



681


The Communications Revolution


in Politics


APS 

Proceedings of 
The Academy of 
Political Science 

Volume 34 
Number 4 

ISSN 0065-0684 

Edited by Gerald Benjamin 

New York, 1982 



682 

The Invasion of Privacy 

CHRISTOPHER H. PYLE 

The police state that George Orwell warned against in his novel 
1984 arose from three developments indigenous to the twentieth century — the 
bureaucratic state, the communications revolution, and nuclear war. Orwell 
wrote of the country of Oceania in 1984:"There was . .  . no way of knowing 
whether you were being watched at any given moment. . .  . It was conceivable 
that they watched everybody all the time. . . . You had to live — did live, from 
habit that became instinct — in the assumption that every sound you made was 
overheard, and . . . every movement scrutinized."1 Nuclear war and its danger, 
Orwell feared, would cause militarized states to arm internal security bureau
cracies with the technology of surveillance to produce a totalitarian society in 
which individuals were rendered wholly malleable by the loss of all privacy. 

Of the three developments Orwell feared most, the first two have proceeded 
rapidly and independently since 1948. The third has yet to occur, but its 
likelihood has also increased insidiously, like a dark cloud that expands each 
time another nation joins the nuclear club. Because the danger of nuclear war 
and its attendant social controls grows silently, most citizens of democratic 
societies seem able to ignore it. Meanwhile, right-wing ideologues who seek to 
revive domestic surveillance are content to believe that if such a holocaust 
comes. Big Brother could be safely unleashed for the duration of the crisis. 

During the 1970s, when fear of nuclear war with the Communist superpowers 
dissipated for a while, a series of exposes drastically reduced domestic intelli
gence in the United States. Continuing this trend, however, has not been easy, 
and today the suppression of domestic surveillance depends largely on a small 
band of beleaguered liberals who occupy strategic positions in the House of 
Representatives. Meanwhile, it is sobering to note that George Bush, a former 
head of the Central Intelligence Agency (CIA), stands but a heartbeat away 
from the presidency. 

Equally sobering is the extent to which the United States government has ac

1 George Orwell, 1984 (New York: Harcourt, Brace & Co., 1949). 
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quired the technology of surveillance that Orwell could only imagine. Televi
sion sets do not spy on citizens as they did in 1984 (although two-way cable 
systems could be used for this purpose), but other equipment more than fulfills 
Orwell's expectations. Today, drug smugglers are flushed from the Florida Ever
glades by helicopter chase teams using infrared sensors that penetrate the thick
est foliage to detect people by their body heat. As Orwell anticipated, television 
cameras patrol buildings and street corners, voice analyzers automate the tedi
ous work of eavesdroppers, computers create Big Brother memories that never 
forget, and new systems of telecommunications give diverse investigative agen
cies the capacity to cooperate as never before. Government agencies and private 
corporations continue to frighten their employees with lie detector tests, while 
the National Security Agency (NSA), the largest and most secret spy agency in 
the United States, conducts massive searches of electronic communications 
without prior permission from the courts.2 

As Orwell predicted, ministries of state security have found the new technol
ogy for invading privacy irresistible; indeed, they have pioneered its develop
ment. For example, much of the early research into hallucinogenic drugs was 
conducted by the army and the CIA, sometimes with tragic results for unsus
pecting human subjects. Computers; which most Americans associate with the 
socially conscious International Business Machines Corporation, are equally the 
brainchild of the military intelligence services, which have used their wizardry 
to breach the privacy of foreign and domestic communications. Today no agen
cy works harder than the NSA to obstruct the dissemination of new mathemati
cal concepts that would permit the development of effective countermeasures to 
this science of privacy invasion. 

Contrary to Orwell's vision, ministries of state security have not been the only, 
nor always the worst, privacy invaders. Equally intrusive have been televison 
newspeople who descend on tragedy like jackals, ask ghoulish questions, then 
transmit film of the grieving victims back to blow-dried newscasters who con
vey it with all of the sighs and clucks of village gossips. However, unlike 
Orwell's ministers of Truth, today's television jackals concentrate their inva
sions of privacy most intensely on public officials, an ironic situation that 
Orwell may not have anticipated but that he surely would have appreciated. 

If Orwell did not anticipate the extent to which the communications revolu
tion would strip officials of their privacy, he did foresee their efforts to use 
television to befuddle people's minds with "newspeak," "doublethink," and other 
forms of misleading language. Like Orwell's ministers of Truth, United States 
government spokesmen insist that the armed forces are really part of a "defense" 
department, that the agency of clandestine warfare is really an "intelligence" 
agency, and that government lawyers are really part of a "justice" department, 

2 U.S., Department of Justice, "Report on Inquiry Into CIA Related Electronic Surveillance Ac
tivities, xeroxed, 1976. 
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As if this were not enough, officials use the same sort of secrecy ploys used in 
1984 to deprive the people of accurate information and to distort history. 

Orwell understood that the primary purpose of all official efforts to debase 
language and undermine the reliability of information is to strip citizens of the 
capacity and confidence to make moral judgments about the government's use 
of power. His novel demonstrated in a chilling way that nothing invades pri
vacy more than the manipulation of communications in order to destroy the abil
ity of individuals to know truth and thereby defend themselves against 
psychological manipulation. But citizens are not the only victims of this manip
ulation. Politicians also suffer as they come to believe their own propaganda 
and lose the ability to distinguish between images and reality. Richard Nixon 
was one such politician, who in the end was destroyed by his blind faith in the 
power of media manipulation, secrecy, and deception. 

In Orwell's world, the communications revolution strengthened the centraliz
ing forces of an authoritarian state. For a while in the early 1970s, it looked as it 
the United States might suffer a similar fate, as more became known about the 
use of surveillance technology by J. Edgar Hoover's "Thought Police," Richard 
Nixon's plumbers, the NSA's eavesdroppers, and the army's political data bank
ers. But countervailing technologies were also at work. Chief among these was 
the Xerox machine, which during the 1970s made it easier to copy and leak 
secret information. The Nixon administration's effort to control the Pentagon 
Papers, the army's surveillance of civilian politics, and the FBI's programs of dir
ty tricks against political dissidents were all exposed through the use or Xerox 
machines. During the 1970s, the army's data banks were destroyed, NSA's 
watchlists of dissidents were discontinued, the CIA's spying on domestic politics 
was ended, the FBI's roundup lists were destroyed, the Watergate plumbers were 
sent to prison, Hoover's "Thought Police" were disbanded, and most police in
telligence units were abolished. The defeat of these Orwellian activities, a major 
victory for political freedom, will not soon be forgotten. 

However, the defeat of these activities was only a momentary advance in a 
much longer war against the forces that Orwell feared. The outcome of this war 
remains in doubt; there have been as many defeats for privacy as there have 
been victories. Nowhere is this more evident than in the body of law that defines 
the right of Americans to the privacy of their communications and the control 
over the government's collection and use of information about their personal 
lives. 

Communications Privacy 

The past three decades have not been kind to the privacy of electronic commu
nications. When Orwell's countdown began, the Supreme Court was unwilling 
to hold that warrantless electronic searches violated the Fourth Amendment 
unless the eavesdroppers physically invaded their targets' property. The Court 
persisted in following the doublethink of Chief Justice William Howard Talk 
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who had declared in 1928 that electronic communications were not tangible 
enough to be seizable, unless, of course, they were seized on a person's property, 
in which case they were magically transformed and made subject to the Fourth 
Amendment. 

During the 1960s, the Supreme Court finally came to realize how absurd it 
had been to tie the privacy protected by the Fourth Amendment to the technical 
laws of trespass. In Katz v. United States the Court even declared that the 
Fourth Amendment protects "persons, not places," thereby establishing a new 
portable personal right of privacy. What the amendment really protects, the 
Court seemed to say, arc the reasonable expectations of privacy that people 
should have in certain circumstances. 

But this new standard was not without its confusions. Insofar as it liberated 
the Fourth Amendment from heavy reliance on concepts of ownership and con
trol, the standard constituted a positive gain for individual privacy. However, 
to the extent that it required proof of the subject's actual expectations, it was re
gressive, leaving the way open for the government to declare its intent to snoop 
and thereby eliminate all reasonable expectations of privacy. The Supreme 
Court, now dominated by Nixon appointees, has come to accept this regressive 
approach. 

When Orwell's warning was first published, section 605 of the federal Com
munications Act of 1934 clearly forbade the government to "intercept and 
divulge" the contents of wire communications. Unwilling to accept this restraint 
or to work to change section 605 by legislation, successive attorneys general 
simply debased the statute's language. What the law really meant to say, they 
declared, was that the government could conduct all the nontrespassory 
wiretaps it desired so long as it did not divulge the contents in court or elsewhere 
outside the executive branch. In other words, so long as information obtained 
from eavesdropping was shared only within the government, no harm to pri
vacy would be done. 

By this sophistry, the "Justice" Department sought to reduce the Fourth 
Amendment from a principled guarantee of privacy to a technical, largely 
pointless, rule of criminal procedure. To these Orwellian "realists," the Bill of 
Rights was not a body of high moral values but an amoral prediction of what 
some politically shrewd judge might decide in some future case. Embracing what 
Oliver Wendell Holmes called the "bad man's theory of the law," they followed 
the tendency of all lawyers to subordinate their morality to that of their clients. 
Thus the law of privacy was reduced to what the surveillance agencies could not 
reasonably expect to get away with. 

In 1968, Congress made another attempt to govern wiretapping and bugging, 
Title III of the Omnibus Crime Control and Safe Streets Act of that year was 
based on two assumptions: first, that all wiretaps are searches within the mean
ing of the Fourth Amendment, as the Supreme Court had ruled in Katz v. 
United States; and second, that the Fourth Amendment does not flatly prohibit 
all general searches of places, even though that was what the Framers had 
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sought to accomplish. Searches of all telephonic and household communica
tions are constitutional, Congress assumed, so long as they are governed by a 
reasonable set of authorizations. 

Nineteenth-century absolutism about the "sacred privacies of life" was thus re
placed with twentieth-century relativism, and the Fourth Amendment reduced 
to a mere counsel of moderation. Under Title III, criminal investigators are re
quired to obtain a full-fledged judicial warrant before installing a wiretap. After 
the device is installed, the statute seems to say, investigators are supposed to 
minimize their intrusion by recording only those messages clearly associated 
with the purpose of their tap. However, even this requirement has been 
eviscerated by a 1978 Supreme Court interpretation. If the lawmakers had been 
serious about minimizing the effects of these general searches, they would have 
forbidden the investigators to use any information about other criminal activ
ities that they happen to overhear unexpectedly. But the law's draftsmen did not 
forbid them. Today unsuspected persons who discuss criminal activities on a 
tapped telephone are as vulnerable to prosecution as the suspect himself. The 
government can breach their privacy without first establishing probable cause 
to believe that they are guilty of some criminal activity and that evidence of 
their crime will be found on the telephone line to be tapped. 

In 1984, claims of national security justified all breaches of privacy, for 
Oceania was in a perpetual state of war with other superpowers. In cold war 
America, claims of national security have had a similar impact. During the 
drafting of Title III, national security conservatives quarreled vehemently with 
civil libertarians over whether the president could constitutionally ignore the 
statute and authorize the installation of warrantless wiretaps to collect national 
security intelligence. The conservatives said that the president could, because 
Article II of the Constitution, or the "concomitants of nationality," gave him an 
inherent power to ignore restrictive legislation and even the Bill of Rights in 
order to protect whatever he might deem to be the nation's security. Civil liber
tarians denied that Article II gave him any such power or that the so-called con
comitants of nationality belonged to the president. Accordingly, they refused to 
accept a provision in the bill that would have acknowledged the concept of in
herent executive powers or of a national security exception to the Fourth 
Amendment. After lengthy debate, Congress finally avoided the issue by ex
pressly disclaiming any legislative intent to resolve the constitutional dispute. 

Johnson administration lawyers agreed to the disclaimer. However, when 
Richard Nixon assumed the presidency, his attorneys insisted that the provision 
actually constituted positive recognition by Congress that FBI agents could, as 
the president's lieutenants, ignore the warrant requirements of the Fourth 
Amendment and Title III whenever they believed that the communications to be 
invaded might somehow be related to national security. Not surprisingly, the 
bureau's definition of "national security" was Orwellian in scope. 

In 1972, the Supreme Court rejected the Nixon administration's interpretation 
of the disclaimer. In United States v. U.S. District Court, the justices ruled that 
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there was no inherent power or national security exception to the Fourth 
Amendment or to Title III for wiretaps directed against domestic political ac
tivists who are not agents of a foreign power. In so ruling, the Court separated 
the Fourth Amendment into its two clauses and suggested that while the reason
ableness requirement or the first clause had to govern all electronic searches, the 
warrant requirement of the second clause might be weakened to facilitate 
foreign intelligence wiretaps. As in Orwell's Animal Farm, all have equal rights 
under the law, but some are more equal than others. 

Two federal courts of appeal subsequently decided that prior judicial war
rants for wiretaps directed at alleged foreign agents were not required at all. In 
the case of H. Rap Brown, a black power advocate, the court even ruled that no 
prior judicial review of any kind was required by the Fourth Amendment when 
the purpose was to gather "foreign intelligence." The court declared that the 
Fourth Amendment's standard of reasonableness could be satisfied in such cases 
by judicial review at a trial, conveniently ignoring the fact that the purpose of 
nearly all national security wiretaps is not to collect evidence for a criminal trial 
but to gather economic and political information and to obtain the means to 
blackmail people into becoming spies for the United States. The Brown decision 
thus gave the clandestine services of the United States a constitutional license to 
wiretap at will within the Fifth Circuit, regardless of the consequences to per
sonal privacy. 

When the new intelligence committees of the House and Senate undertook to 
draft the Foreign Intelligence Surveillance Act of 1978, they took notice of these 
judicial opinions and created a new system of weakened, pro-forma judicial 
warrants, to be administered by a specially designated national security court. 
The procedure prescribed by this statute is essentially a travesty of the principle 
of checks and balances. As a gesture to the probable cause requirement of the 
Fourth Amendment, the court is directed to decide whether there are grounds to 
believe that the target of the electronic surveillance is an agent of a foreign 
power. However, once the court has made this finding, it must accept on faith 
the executive's certification that the surveillance is rationally and substantially 
related to the needs of national security. On no account is the court authorized 
to consider the reasonableness of the proposed search on the basis of the totality 
of the circumstances— the kind of judgment it presumably would make when 
assessing an ordinary warrant request. 

When this statute was enacted, some of its proponents asserted that it would 
undermine the appeal of broad executive claims to inherent constitutional au
thority to ignore both the legislation of Congress and the Fourth Amendment in 
order to protect the nation's security. Perhaps it will, if such a case ever reaches 
the Court. Meanwhile, Presidents Ford and Carter refused to renounce the Nix
on claim, and President Reagan has affirmed it. 

The National Security Agency has also continued its massive interceptions of 
international telephonic communications to and from the United States. It has 
done so without any judicial authorization at all— not even a pseudowarrant 
like that authorized by the 1978 act. NSA ignores all federal wiretap legislation 
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largely on the theory, which it prudently keeps secret, that legitimate expecta
tions of privacy evaporate as soon as the telephone company decides to bounce 
conversations off a microwave tower or satellite.3 

In 1973, according to the Senate Select Committee on Intelligence, chaired by 
Senator Frank Church, the NSA had discontinued all of its "watch lists" of 
United States citizens whose international communications NSA agents had 
been instructed to intercept. However, there is a document that the Justice 
Department apparently did not share with the Church committee and that the 
Reagan administration would now like to recall and reclassify that indicates that 
the committee was misinformed. Watchlists or their equivalent may still exist, 
not only to spy on the commercial activities of selected corporations but also to 
investigate suspected drug smugglers, gunrunners, and terrorists.4 Since each of 
these activities involves criminal activity and none is directly related to the ac
tivities of foreign intelligence, military, or diplomatic personnel, it would ap
pear that the NSA is still engaged in the wholesale violation of Fourth Amend
ment rights. 

Thus, despite Orwell's warnings and the exposes of the 1970s, all three 
branches of the federal government still strive to erode the Fourth Amendment's 
defenses against electronic spying. The extent of this erosion is most 
dramatically illustrated by positions taken on the authority of federal agents to 
conduct burglaries in order to install listening devices for national security pur
poses. According to the Nixon, Ford, and Reagan administrations, these intru
sions may be authorized by the president on his authority alone. The Church 
committee insisted that a warrant be obtained first but did not object in princi
ple to court-ordered burglaries. Presumably, this means that if one of the 
government's burglars is surprised and killed by a homeowner, the homeowner 
would be guilty of murder. Conversely, if the burglar killed the homeowner in 
the course of a struggle, the killing would not be a crime, becaues the entry had 
been authorized by a judge. Such is the Orwellian logic of the "Justice" Depart
ment and the legislators who are supposed to oversee it. 

Informational Privacy 

When Orwell wrote 1984, intruders still seemed to pose the greatest threat to 
privacy because privacy was still viewed largely in physical t erms . Orwell 
helped change this view. Big Brother was not only an eavesdropper, a Peeping 
Tom, and a government spy but also a keeper of records, a mind reader, and a 
brainwasher. The secret to Big Brother's enormous power was not only physical 
surveillance; his power was also based on informational control. He knew, or 
led people to think that he knew, as much about their personal lives as they did 
themselves. As a result, people lacked the capacity or courage to control Big 
Brother by limiting what he could know about them. 

3 Ibid., pp. 130-42.

4 Ibid., pp. 126, 173.
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Orwell understood the importance of informational privacy to individual 
freedom, but since he was primarily concerned with police states, he had less to 
say about well-meaning officials in liberal democracies who could also destroy 
privacy with the data they collected to administer social service programs. The 
idea of informational privacy, in the sense of people having some control over 
what others know about them, was implicit in the Fourth Amendment's 
guarantee against unreasonable searches and seizures. Informational privacy 
was also implicit in the famous 1890 Harvard Law Review article by Samuel 
Warren and Louis Brandeis that launched the tort of privacy against newspaper 
reporters who publish private information about the lives of private persons. 
The concept of informational privacy did not win widespread support, 
however, until the rise of internal security and social service bureaucracies in 
the post-World War II era, and the development of the new technology of com
puters and telecommunications. 

In the wake of World War II, Orwell was alarmed by the extent to which 
returning veterans seemed to accept the impersonal, data-hungry bureaucracies 
of modern socialistic states. By the late 1950s, however, public trust in large 
organizations had declined substantially, and Americans began to question 
whether it was wise to entrust so much personal information to unaccountable 
administrators. This concern was expressed in three stages. The first period of 
protest occurred in the 1940s and 1950s when civil libertarians questioned the 
informational practices of the internal security bureaucracies. Unfortunately, 
knowledge of these files was effectively limited and potential critics were often 
intimidated. 

The second stage occurred in the mid-1960s, when executive-branch officials 
proposed a computerized national data bank combining personal information 
about citizens from the records of some twenty social service agencies, including 
the Departments of Labor, Commerce, Agriculture, and Health, Education, and 
Welfare. None of the reports recommending this vast records system paid more 
than perfunctory attention to the concept of informational privacy, and con
gressional opposition killed the plan outright. Opposition to the national data 
bank proposal was supplemented by the appearance of an influential body of 
literature developing the idea of informational privacy.5 This literature was 
reflected in congressional investigations of the era. In 1970, Congress passed its 
first informational privacy law— the Fair Credit Reporting Act. Although riddled 
with loopholes, the act gave individuals the right to know the substance of 
information about them in the files of the giant credit-reporting companies. The 
act ensured that individuals would be notified when adverse decisions were 
made on the basis of credit reports, provided for the correction of erroneous in
formation, and required the deletion of outdated facts. 

5 The most influential works were probably Alan F. Westin, Privacy and Freedom (New York: 
Atheneum, 1967); Arthur R. Miller, The Assault on Privacy (Ann Arbor: University of Michigan 
Press, 1971); and U.S., Department of Health, Education, and Welfare, Records, Computers, and 
the Rights of Citizens, Report of the Secretary's Advisory Committee on Automated Personal Data 
Systems (Cambridge: MIT Press, 1973). 
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The third stage of concern was directed against the informational practices of 
the internal security bureaucracy. In 1971 the Senate Subcommittee on Con
stitutional Rights, led by Senator Sam J. Ervin, Jr., dismantled the army's program 
of domestic spying. Ervin built bipartisan support for his investigation and neu
tralized some of his potential cold war critics by linking the army expose to a 
more far-reaching inquiry into federal data banks, computers, and the Bill of 
Rights. Even so, Ervin's political acumen was insufficient to convert Senator 
James Eastland, the right-wing chairman of the parent Judiciary Committee, 
and the bill to end army surveillance never reached the Senate floor. 

However, the Senate hearings on army surveillance did make it politically 
easier for Ervin and other members of Congress to investigate the Nixon ad
ministration's misuse of confidential tax information and the political 
surveillance and records systems of other federal agencies, including the FBI, the 
CIA, and the NSA. The most successful of these investigations was conducted 
by the Church committee. As a direct result of that investigation, the FBI was 
forced to discontinue most of its domestic intelligence program, including its 
roundup lists of dissidents. Hoover's "Thought Police" were retired out of the 
bureau or reassigned to more legitimate areas of investigation. 

In 1974, Senator Ervin's Subcommittee on Constitutional Rights launched the 
first major effort to regulate criminal justice data banks. That effort also failed 
to produce legislation, but the subcommittee did persuade Congress to pass the 
Privacy Act of 1974. The act was a product of the Watergate controversy and 
the consequent need of politicians of both parties to reaffirm their allegiance to 
the concept of privacy before the fall elections. Two alternatives were available 
to the legislators. They could attempt a comprehensive statute purporting to 
regulate all (or most) data banks of personal information, or they could draft 
narrower, more detailed legislation in such issue areas as banking, insurance, 
and arrest records. Prudence, respectful of complexity, recommended the issue-
by-issue approach, while politics, driven by urgency, insisted on an omnibus 
statute. Thus, while work on a criminal justice data-bank bill was bogged down 
in a morass of technical detail, advocates of the privacy legislation took the high 
road, bypassed all nongovernmental and state data banks, avoided most in
vestigative and intelligence files, and came up with an omnibus law that most 
members could endorse. 

The result was less a privacy bill (in the sense of a law declaring what should 
be private or confidential) than a code of fair information practices grounded in 
theories of due process of law. Still, the Privacy Act established eight important 
principles that may someday take on constitutional significance. First, the act 
forbids the government to maintain any secret data banks of personal informa
tion about individuals. Second, it grants individuals the right to see and copy in
formation about themselves, except when the information is expressly exempted 
from disclosure, as in the case of investigative and national security files. Third, 
it gives individuals the right to correct and amend their files. Fourth, it prohibits 
agencies from collecting any personal information that is not relevant and 
necessary to the accomplishment of a lawful purpose. Thus the revival of 
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domestic intelligence files is arguably forbidden. Fifth, the law directs agencies 
to limit the extent to which information collected for one purpose can be shared 
with other agencies and used for other purposes. Sixth, it restricts the power of 
agencies to disclose confidential information to outsiders without the subject's 
consent. Seventh, it charges agencies with an affirmative duty to see that per
sonal information that they keep on individuals remains necessary, lawful, ac
curate, and up-to-date. Finally, the act makes it possible for individuals to hold 
agencies accountable for their handling of personal information, if necessary by 
suing them for damages or by initiating criminal prosecutions for egregious 
misconduct. 

Unfortunately, the Supreme Court has been far less sensitive than Congress to 
the dangers posed by the new technology for handling personal information. In
deed, President Nixon's appointees have been downright Orwellian. For exam
ple, in 1972, they refused to allow the innocent subjects of the army's com
puterized political data banks to challenge the constitutionality of that 
surveillance. The chilling effect on political activists caused by the existence of 
the files was not enough. Justice Burger ruled, to give the plaintiffs standing to 
sue. They had to prove that the surveillance had caused them more tangible in
juries, like the loss of jobs, mortgages, or reputation. Of course, they could not 
prove such injuries unless they could learn what the army had done with the 
files, but the Nixon appointees refused to allow the plaintiffs to examine the 
records. Burger's ruling was a classic Catch-22 decision — "doublethink" at its 
best — and it effectively immunized the internal security data banks from con
stitutional challenge in court. 

The most Orwellian of recent Supreme Court opinions have flatly refused to 
recognize a constitutional right of informational privacy. According to the Nix
on justices, persons assume the risk, when they entrust their checks to a bank, 
that its officers will make copies of those checks available to government in
vestigators on demand, even without telling them. Similarly, the justices have 
ruled that while persons have a legitimate right to expect that the government 
will not listen to their telephone calls without first obtaining a warrant, they do 
not have a right to expect that the the government will get a warrant before in
stalling "pen registers," which record the numbers dialed. 

There are numerous indications that the courts are waiting for Congress to ex
ercise leadership in the development of informational rights of privacy. 
However, Congress has not made much progress in recent years. In 1978, the 
legislature did succeed in forbidding schools that received federal funds to 
release a student's files without the student's consent (or the consent of a parent 
when the student is not yet eighteen years old), and also gave students the right 
to see and submit corrections to their files. Congress also passed a Right to 
Financial Privacy Act in 1978; but federal investigative agencies defeated provi
sions that would have required them to obtain warrants before searching bank 
records. Other records systems, including insurance files, medical records, and 
personal records in the possession of private corporations, have escaped federal 
privacy legislation altogether. 
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Perhaps the greatest failure to expand informational privacy has occurred in 
the realm of arrest records, where automation has grown dramatically in the 
past decade. The problem posed by these files is best stated by William R. 
Coons, a former convict who served time at New York's Attica Correctional 
Facility: "Once you have a 'jacket' — a dossier with all the past details of your 
life, all the detrimental ones they can put together, that is — you are a criminal. 
The jacket does not disappear; it grows fat and follows you around wherever 
you go. Some day this sentence you are serving will chronologically run out, 
but society does not forgive, it keeps tabs. . . . "6 In 1971, when these words 
were written, most criminal history records were still in file folders, and most 
communications among police departments were by telephone or mail. Today, 
many states and the federal government keep track of criminal suspects by com
puters and exchange these records by teletype machines. 

The new technology has made law enforcement among thousands of govern
mental units more efficient, but it has also created a new source of systematic in
justice — the "records prison." Criminals are not the only persons with criminal 
records. A quarter of all Americans have been arrested at one time or another 
for nontraffic offenses. About half of all males and 12 percent of all females 
will be accused of a nontraffic offense sometime in their lives. For black men liv
ing in cities, there is a 90 percent chance of being arrested at some time. And 
persons who have been arrested once face increased odds of being arrested 
again, particularly as police departments install computer terminals in squad 
cars. 

Today, the criminal history, or "rap sheet," of the accused is central to every 
stage of the criminal justice process except the trial, and 90 percent of all cases 
are concluded without a trial. Contrary to popular impressions, traditional con
cepts of due process — such as the presumption of innocence, the right to con
front witnesses, and the right to open proceedings— no longer characterize the 
criminal justice process. The system today is largely administrative, as in 
Orwell's Oceania. The most important decisions are made outside of court, pur
suant to a presumption of guilt, without an adversary hearing and often without 
representation of counsel. Decisions involving prearrest investigations, postar
rest investigations, plea-bargaining, sentencing, and corrections all are heavily 
influenced by the contents of the individual's file. The rules governing these files 
thus determine, to a considerable extent, the integrity of the criminal justice 
system and the fate of the accused. 

The "records prison" created by criminal histories is not confined to the 
criminal justice system. Arrest and conviction records are also used extensively 
in employment, licensing, and even public-housing decisions, often with a 
disproportionate impact on black Americans. One study in the early 1970s 
found that 75 percent of the employment agencies in the New York City area 
would not accept applicants with arrest records. Convictions are an even 
stronger barrier to employment. State laws deny former convicts licenses to be 

6 William R.Coons, "An Attica Graduate TellsHis Story," New York Times MagazineOctober 
10, 1971 p. 20. 
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lawyers, teachers, masseurs, fortune tellers, junk dealers, dry cleaners, barbers, 
plumbers, and taxi drivers. 

But the unforgiving nature of the criminal records system is only part of the 
problem. The other part involves the inaccuracy of the records themselves. A 
recent inventory of state criminal history files found one state in which 70 per
cent of the files were inaccurate, incomplete, or misleading. Thus the "records 
prisons" into which many Americans are being cast are not even of their own 
making. 

Congress, after failing in 1975 to draft a statute that would regulate all state 
and federal criminal histories systems, consigned the matter to its Office of 
Technology Assessment (OTA) for further study. The more OTA learned about 
the patterns of crime and the movement of criminals, the less need there ap
peared to be for a centralized system of criminal history records. Despite the 
great mobility of American society, most violent crime remains highly localized. 
Thus, there is less apparent need for the kind of national system that could pro
duce Orwellian results. However, while the need for more accurate, com
plete, relevant, and timely records remains at all levels, the political system 
most capable of legislating reforms is still stymied by jurisdictional wrangles, 
budgetary constraints, and the antiprivacy demands of companies and profes
sions that are determined to use criminal history files to exclude former suspects 
and convicts from employment. 

Conclusion 

It is tempting, after reviewing the weak state of informational privacy today, to 
blame the communications revolution for the present situation. However, the 
temptation should be resisted. Technology can create new opportunities for 
privacy invasion, manipulation, and control, but it does not by itself create the 
structure of power that commits those abuses. The worst abuses associated with 
privacy invasions in recent years — the FBI's secret programs of covert action 
against political dissidents — were committed by agents who used information 
stored in file cabinets. 

The most massive invasions of communications privacy— the NSA's com
puterized eavesdropping on telephonic communications — are clearly a product 
of technological developments. However, the technology that the NSA uses 
against privacy could be easily turned against the eavesdroppers if the public 
knowledge and political will were there. Technology can also improve the quali
ty of arrest records. Computers can be programmed to block the distribution of 
incomplete records and to purge outdated information systematically. The 
political challenge, as Orwell would surely agree, is to wrest these sytems from 
the exclusive control of professionals and technocrats, and to restrain these pro
fessionals and technocrats to think in larger, more humane terms. 
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Appeals Court Upholds CIA Censorship of Article
POST OCT 5, 1983 

By Al Kamen 
Washington Post Staff Writer 

A panel of the U.S., Court of Ap
peals for the District of Columbia 
Circuit, yesterday upheld the CIA's 
censorship system because it "pro
tects critical national interests," the 
court said. 

Circuit Judge Patricia M. Wald, 
writing for a unanimous three-judge 
panel, said the CIA acted properly in 
censoring portions of a 1981 article 
written by former CIA officer Ralph 
W. McGehee. 

McGehee, who left the agency in 
1977, wrote an article for The Na
tion magazine on the agency and El 
Salvador. It appeared in April, 1981, 
after the CIA censored portions and 
deleted them. 

The agency contended that the 
censored portions, involving coun
tries where the CIA had bases and 
details of a CIA operation in Indo
nesia, would disclose intelligence 
methods and identify sources. 

In its ruling, the panel said the 
CIA's system of classifying docu
ments as top secret, secret and con
fidential was constitutional "when 
balanced against the First Amend
ment interests in public disclosure of 
former agents' writings. 

Wald said that courts should "sat
isfy themselves from the record, [in 
secret hearings] or otherwise, that 
the CIA in fact had good reason" to 
censor the information. 

But in this case, Wald wrote, the 
agency properly classified and cen
sored the information. 

The court also ruled in two cases, 

involving the Environmental Protec
tion Agency. In one, a three-judge 
panel unanimously rejected claims 
from auto makers that EPA abused 
its discretion under the Clean Air 
Act in approving tests to check ve
hicle exhaust emissions. 

Circuit Judge George E. MacKin
non, writing for the panel, rejected 
claims by the manufacturers that the 
tests were unreliable. Manufacturers 
must guarantee that properly tuned 
cars and light trucks will pass emis
sions tests for five years or 50,000 
miles or pay for whatever needs to 
be done to bring them into compli
ance. 

The emissions tests are now used 
in 16 states, including Virginia and 
the District of Columbia, Maryland 
and several other states plan to 

begin using the tests within the next 
year, according to EPA officials. 

In the second case—a consolida
tion of a dozen suits involving the 
Clean Water Act—several corpora
tions appealed U.S. District Court 

Judge Thomas A. Flannery's deci
sion last year involving a settlement 

between the EPA and the Natural 
Resources Defense Counci l . 

The companies argued that the 
agreement, which required the EPA 
to issue standards and limits on the 
amount of 65 chemicals various com
panies could discharge, improperly 

infringed on the EPA administra
tor's discretion in making decisions 
on how to implement the Clean 
Water Act. 

A three-judge panel, in a 2-to-1 
decision, upheld Flannery's ruling. 
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AAAS Committee on Scientific Freedom and Responsibility 

BULLETIN

September, 1982 

Issue I 

National Security and Scientific Freedom 

During the AAAS Annual Meeting in January 1982, Ad
miral Bobby Inman (former Deputy Director of the Central 
Intelligence Agency) stated that "There is an overlap bet
ween technical information and national security which 
inevitably produces tension. This tension results from the 
scientist's desire for unconstrained research and 
publication on the one hand, and the federal government's 
need to protect certain information from potential foreign 
adversaries who might use that information against this 
nation. Both are powerful forces, thus it should not be a 
surprise that finding a workable and just balance between 
them is quite difficult. But finding this balance is essential, 
for we must simultaneously protect the nation and protect 
the individual rights of scientists both as academicians and 
citizens." 

Admiral Inman then proposed that certain kinds of un
classified scientific and technical information should be 
protected from publication and exchange within the scien
tific community, because of the adverse impacts on national 
security resulting from such open communication. 

Admiral Inman's remarks brought to the public limelight 
a Federal Government proposal to expend controls over 
unclassified research that had been developing at the 
Departments of Defense and Commerce and in the in
telligence community for some time. These proposals for 
stronger controls in the publication of unclassified in
formation have triggered a storm of protest within the 
universities and scientific and engineering groups. Industrial 
officials have also expressed concern about the extent to 
which these controls would affect their own activities. On 
the same day that Admiral Inman presented his remarks, the 
AAAS Council unanimously adopted a resolution stating 
that "Whereas freedom and national security are best 
preserved by adherence to the principles of openness that 
are a fundamental tenet of both American society and the 
scientific process. . .  . the AAAS opposes governmental 
retirictions on the dissemination, exchange or availability 
of unclassified knowledge." 

Since January, arguments in favor of and opposed to 
stronger controls on sensitive but unclassified scientific and 
technical information have appeared in diverse arenas, in
cluding the popular media, the scientific press, trade jour
nals, congressional hearings interagency meetings, and 
professional society conferences. However, apart from the 
new Executive Order on the classification authority of the 

President no new regulations or legislation have been enac
ted to implement stronger controls on unclassified in
formation. The "interim" policy on technology transfer 
adopted by the Defense Department in 1977 also has not 
been changed. 

The debate about restrictions on scientific com
munication has been closely watched by the Committee on 
Scientific Freedom and Responsibility of the American 
Association for the Advancement of Science. The Com
mittee is chartered by the AAAS to monitor the policies and 
actions of the government of the United States, the govern
ments of other nations, and private organizations, that cir
cumscribe or restrict the freedom of scientists or restrict the 
ability of scientists to exercise their professional respon
sibilities as scientists. 

During its April 1982 meeting, the Committee members 
expressed concern that the development of "the workable 
and just balance" sought by Admiral Inman was seriously 
hampered by the absence of a public forum to explore the 
issues and assumptions proposed by those who favored 
stronger national security controls or those who opposed 
further restrictions on the open communication processes in 
science and technology. No single group represents all the 
participants or activities associated with the debate over this 
issue. As a result, those who are concerned about the 
problem, but who are unable to keep in touch with new 
developments, are often unable to identify where or when 
important decisions related to this issue will be made. 

The Committee suggested that in order to keep interested 
persons informed about the evolution of new information 
control policies, it would be useful to publish an occasional 
report summarizing the selected government and private 
sector activities which relate to this issue. 

This is the genesis of The CSFR Bulletin. It will serve as a 
forum for discussion of new policy developments in the 
national security/scientific freedom arena, and on occasion 
Committee members and others will review selected reports 
for the general reader. It will highlight upcoming meetings 
and deadlines, and will suggest references for further in
formation. 

This initial issue of The CSFR Bulletin will be mailed to 
about 100 persons who have previously expressed interest 
in this topic. We welcome your comments on the reports 
described here, and we offer these pages as an opportunity 
for expressing your personal views in future issues. • 
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A Defense Science Board Report 

Are the Proposed Controls Worth the Price? 
In January 1982, the Department of Defense (DOD) 

published a report on the relationship of the university 
community to the DOD. The report was written by a Task 
Force of the Defense Science Board under the chairmanship 
of Dr. Ivan Bennett. Prepared at the request of the House 
Committee on the Armed Services, it is a comprehensive 
study encompassing university attitudes, contracting 
procedures, finances, manpower, foreign nationals and the 
control of exports of sensitive research results especially to 
the Soviet Union. 

The principal recommendations of the Task Force call 
for increased funding of academic research, equipment, 
facilities, fellowships and educational support and for sim
plification of contracting procedures. The Task Force also 
called for the Secretary of Defense to encourage other 
agencies to strengthen language and area support programs. 
Finally, it proposes a system of controlling the release of 
unclassified research results which are determined to be 
sensitive to an item on the Military Critical Technologies 
List. This is the subject of the remainder of this report. 

The Task Force's analysis, in abbreviated form, is that in 
the last several years problems have arisen in the conduct of 
university research with respect to the handling of sensitive 
unclassified defense information because of three factors. 

First, the nature of military technology is changing. 
Whereas research on military specific technology was once 
somewhat contained in industry and government 
laboratories and a few universities, all high technology 
today, with few exceptions, has military impact. The dual 

use of technology for military and commercial purposes is 
becoming the standard. 

Second, the interests of university researchers is changing 
and applied science is receiving more attention. Recent 
developments in genetic engineering are referred to as an 
example of this trend toward applied rather than basic 
research. 

Third, the table of contents of the Military Critical 
Technologies List (MCTL), which first appeared in the 
Federal Register in October 1981, lists the technologies 
DOD believes should be subject to export control. While 
details of the MCTL remain classified, they are believed to 
be more general than either the International Trade in 
Arms Regulations (ITAR) or the Export Administration 
Regulations (EAR) concepts in terms of technology know 
how and are more oriented to manufacturing processes. 

The Task Force acknowledges that there has been little 
guidance to the academic community on what technologies 
are sensitive and why they should be guarded. The fact that 
the MCTL is classified limits its value as a source of 
guidance. The report recognizes that vigorous efforts to 
control research could damage the very research activity it 
is seeking to revitalize. Yet, not to make some effort could 
result in loss of militarily critical technology. 

DOD Guidelines Proposed 

The solution proposed is that DOD guidelines be part of 
DOD contracts for unclassified university research. Since 
university research that is militarily critical is for the most 
part DOD funded, these guidelines would be prepared by 

Calendar

The National Academy of Sciences Panel on Scien

tific Communication and National Security (chaired 
by Dr. Dale Corson of Cornell University) plans to 
publish an interim report in late September 1982. 
The report will include an assessment of the extent to 
which unrestricted academic research is a source of 
harm to U.S. national security, and preliminary 
recommendations from the panel. The House Science 
and Technology Committee, and possibly others, plan 
to hold hearings on the NAS report when it has been 
released (For further information contact the NAS 
Panel's Executive Director Larry McCray, phone 
202/ 334-2243.) 

The Office of the Defense UnderSecretary for 
ReserachandEngineering is reviewing a third edition 
of the Militarily Critical Technologies List (MCWL) 
which will serve as a guide to "sensitive" technologies 
for the new export control and munitions control 
regulations. A classified version of the MCTL will be 
prepared in the fall; an unclassified version is under 
consideration, (Contact Col. George Williams, phone 
202/ 694-3667.) 

Bohdan Denysyk, Deputy Assistant Secretary of 
Export Administration in the Commerce Department, 
has announced that revised regulations affecting the 
export of sensitive technologies under the Export 
Control Act will be published for comment in the fall 
of 1982. His office is currently preparing preliminary 
drafts of the proposed regulations for inter-agency 
comment. Comments from academic groups on the 
preliminary drafts are being solicited by Commerce 
through the National Science Foundation (Contact 
Dan Hoydysh at Commerce, phone 202/ 466-5030.) 

The Department of Defense/UniversityForum (co
chaired by Richard Dr. Lauer, Defense Un
derSecretary for Research and Engineering and 
Donald Kennedy, President of Stanford University) 
will hold its second meeting on 26 October 1982. 
The Forum established three working groups during 
its first meeting in the spring. These will address ex
port controls, engineering and science eduation, and 
foreign language and area studies. (For further in
formation contact Jack Crowley atthe Associationof 
American Universities, phone 202/ 466-5030.) 
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peer review and cannot become the base for further ad
vancing such knowledge. 

Restrictions on Foreign Students 
With respect to foreign nationals, DOD contracts or

dinarily exclude students from communist countries from 
having access to DOD funded projects and seek to exclude 
foreign students from participating in advanced research 
considered highly sensitive or specifically related to the 
development of militarily critical technologies. The Task 
Force suggests additional flexibility when the possibility of 
developing ITAR controlled data has been established. In 
such cases, principal investigators could be asked to assign 
only citizens or immigrant aliens to program elements 
likely to produce such data and to limit access to the 
remainder of the program to foreign nationals who have 
declared that they do not intend to expatriate their acquired 
knowledge. 

Peer review mechanisms are referred to in the report in 
the form of ad hoc committees established by discipline or 
within the framework of scientific societies, as of possible 
use in controlling non-federally financed research. 

That,inessence,is the Defense Science Board proposal. 
It proceeds from the premise that knowledge and 
technology transfer from the U.S. universities to the Soviet 
Union have been used to advance Soviet weaponry and 
other military technology resulting in unacceptable adverse 
impacts on U.S. national security. Proceeding from that 
premise the report makes a case for imposing controls over 
university research. 

Freedom of Communication will Suffer 

Controls, however, exact a price. In this case, the price 
would be impairment of the freedom of communication 
which has been an integral part of the atmosphere in which 
American science has flourished. Knowledge which does 
not enter the scientific market place is denied the benefit of 

What will be the qualifications and qualities of the of
ficials who will administer the controls and make the 
decisions? Will they be government officials who un
derstand the nature of academic research and are them
selves experienced researchers or officials whose, per
spective reflects their responsibilities for dealing with the 
tensions of United States relations with the Soviet Union? 

Even if a reasonable and workable program could be in
stalled at DOD, would it be possible to maintain common 
standards when the program is extended to the rest of the 
government and to industry? For that matter, can the 
Department of the Army, Navy and Air Force be brought to 
adhere to common DOD standards? 

University Self-administration 
Perhaps the most serious of all the potential con

sequences of installing the proposed DOD system is not that 
the bureaucracies would administer it with a heavy and in
sensitive hand, but that the universities would begin to self-
administer the program. They might well begin to an
ticipate the government's wishes and avoid actions which 
they think might give rise to conflict or argument. It is one 
thing to subject an invitation to a foreign researcher to 
government review. It is quire another not to issue the in
vitation at all for fear the review would raise problems or 
be negative. Without intent or design, academic freedom in 
scientific research might undergo significant change in form 
and content. 

Many other specific and general questions are raised by 
the proposals of the Defense Science Board. At this time 
one set of guidelines has been developed and another is near 
completion. However, neither has been put into force. 
Before the end of the year there are plans to issue interim 
guidelines which will apply to the entire MCTL technology 
base. Therefore, specific guidelines will be issued as they 
are ready; it is likely that the DOD procedures will be in 
place before the questions they raise are adequately ad
dressed by the universities. The least that can be said is that 
the DOD proposals deserve more earlier attention than they 
appear to have been receiving. 

Herman Pollack, George Washington University 
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Clearly, any field closed to

foreign nationals would progress more slowly,


a result hardly likely to strengthen

national security.


has recently attempted to extend its control to include 
a much broader class of knowledge generated by non
governmental investigators whose projects are not 
directly slated to national security. The underlying 
concept is that certain ideas may be declared secret 
regardless of their origin, and that publication of 
those ideas may be declared unlawful. 

An important area in which government-imposed 
security is expanding is cryptography, the use of 
codes to render messages or data unintelligible to 
unauthorized parties. Until recently, codes were the 
domain of the military, intelligence services, the dip
lomatic corps, and puzzle enthusiasts. But the advent 
of nationwide digital communications, electronic 
funds transfer, and computer storage banks filled 
with data about individuals and businesses—as well as 
a growing concern about privacy in general—has 
expanded interest in cryptography. Major technologi
cal advances are now being made by researchers out
side the group that long monopolized the field. 

Suggestions from NSA 

In 1977, the Institute of Electrical and Electronics 
Engineers (IEEE) scheduled a symposium at which 
several important papers in cryptography were to be 
presented. The research established a basis for devel
oping powerful new encryption schemes using funda
mental concepts of computer science. Examples of 
such schemes were included in the papers, which 
dealt not only with methods for concealing the con
tents of messages but also with solutions to the prob
lem of authenticating authorship of received mes
sages. 

However, prior to the symposium a letter arrived 
at IEEE headquarters warning that the presentations 
might subject the authors and the IEEE to prosecu
tion under the Arms Export Control Act of 1976. The 
letter was signed by an IEEE member, Joseph Meyer, 
who gave only his home address—but it soon emerged 
that Meyer was employed by the National Security 
Agency (NSA), whose functions are to intercept and 
decipher the communications of foreign governments 
and to safeguard the secret communications of the 
U.S. government. After due deliberation, the IEEE 
nervously went ahead with the symposium, although 
the papers of some graduate students were presented 
by their faculty advisors to ensure legal backing from 
their universities. No action was taken by the govern
ment. (It should be noted that Vice-Admiral B.R. 
Inman, then director of NSA, denies that NSA 

32 Technology Review 

attempted to suppress scholarly work in cryptogra
phy, citing a Senate committee finding that Meyer's 
letter to the IEEE was a personal initiative.) 

Two other cases occurred that year. In October, 
the University of Wisconsin at Milwaukee filed a pat
ent application (through an affiliated foundation) for 
an encryption device invented by George Davida, 
associate professor of electrical engineering and com
puter science. Six months later Davida received a let
ter from the U.S. Patent and Trademark Office 
informing him that if the principles of his invention 
were disclosed to anyone other than federal agents, he 
would be subject to a $10,000 fine and two years in 
prison. The Invention and Secrecy Act of 1951 had 
been invoked—at the behest of NSA, it was later 
revealed. The Patent Office did not indicate how long 
the invention had to be kept secret, did not justify the 
secrecy order, and did not cite an appeals procedure. 

About the same time, three engineers in Seattle— 
Carl Nicolai, William Raike, and David Miller—had 
filed for a patent on an inexpensive voice scrambler 
they planned to market, and they received a similar 
secrecy order. A furor arose around both cases as 
protests were filed and widely reported. In June 1978 
the secrecy order involving Davida was rescinded, and 
the order on the scrambler was lifted the following 
October. 

Yet another related sequence of events began in 
1975, when NSA officials "suggested" to the Nation
al Science Foundation (NSF) that NSA had the sole 
authority to fund research in cryptography. NSF 
could find no legal basis to support such a proposal 
and rejected it. The matter was raised more formally 
in 1977, at which time NSF agreed to include NSA 
people among the reviewers of cryptography research 
proposals but did not surrender the right to fund such 
research at its own discretion. 

The next step came in August 1980, when Leonard 
Adleman, a well-known researcher in cryptography at 
M.I.T. and the University of Southern California, 
was notified that NSF would not renew his research 
grant in full because certain parts of his proposal 
impinged on national security. Shortly thereafter, 
NSA said that it wanted to fund the research. Adle
man rejected this suggestion and another storm of 
controversy ensued. Ultimately, an NSF internal 
review restored Adleman's entire grant. 

The government's argument is that open research 
and publication in cryptography jeopardizes national 
security by making available to foreign governments 
encryption techniques that NSA would have difficul-
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Foreign students who

return to their own countries constitute a significant


pool of goodwill toward the

United States.


ty breaking, calling to the attention of foreign govern
ments the vulnerability of their current encryption 
methods, and revealing knowledge that might endan
ger the inviolability of codes used by the U.S. govern
ment. Although not openly admitted, a fourth motiva
tion can be inferred—that private development of 
unbreakable codes would make it more difficult for 
the government to carry out surveillance of American 
citizens. 

These points have been challenged on the grounds 
that the knowledge and abilities of people producing 
new ideas in cryptography are not an American 
monopoly. Also, the security of modern encryption 
systems does not depend on concealing the methodol
ogy but merely on keeping confidential "keys" neces
sary for decoding. 

Another important argument flows from the U.S. 
dependence on electronic communications. In partic
ular, financial transactions increasingly occur as digi
tal messages. New types of fraud are based on the 
manipulation of data in computer storage banks or the 
interception and transformation of coded informa
tion, raising the possibility of major disruption by 
foreign agents and national economic chaos. 

One defense against both small-scale and large-
scale "data sabotage" would be the development and 
widespread deployment in the business community of 
powerful encryption and verification systems. Thus, 
national security could actually be impaired by exces
sive secrecy in cryptography research. This technolo
gy is far more important to the United States than to 
the Soviet Union, which lags far behind in the pro
cessing and transmission of digital data. 

Campus Restrictions 

Another manifestation of growing governmental se
crecy is the effort to make American technology less 
accessible to foreign nationals. This includes federal 
demands that certain scientists from Communist 
countries be excluded from international conferences 
held in the United States, and proposals to exclude 
foreign students at American universities from re
search in key areas. 

For example, early in 1981 the State Department 
informed Cornell University that a Hungarian engi
neer must limit his study of electronics to the class
room—no private seminars or discussions would be 
permitted, nor could he receive prepublication copies 
of research papers. Under these conditions, the visit 
was canceled. Another incident occurred at M.I.T. 

when the State Department expressed concern that a 
Chinese physicist participating in an official exchange 
program might be exposed to information covered by 
export control regulations. And at Stanford Universi
ty, the research program of several visiting Chinese 
scholars working in computer science was questioned. 
A letter from the State Department suggested that 
the program "emphasize academic as opposed to 
applied research." There should be "no access to the 
design, construction, or maintenance data relevant to 
individual items of computer hardware," the letter 
added. "There should be no access to design of micro
electronics . . . This office should be advised prior to 
any visits to any industrial or research facilities." 

Such restrictions jeopardize academic freedom, 
since perhaps a third of all engineering and science 
graduate students at leading American universities 
are not U.S. citizens, and many faculty members are 
in the same category. (So are growing numbers of 
engineers and scientists in industry.) Their contribu
tions can be gauged simply by leafing through scien
tific journals. Clearly, any field closed to foreign 
nationals would progress more slowly, a result hardly 
likely to strengthen the technological base of Ameri
ca's national security. Also, foreign students who 
return to their own countries constitute a significant 
pool of goodwill toward the United States. 

The Legislative Threat 

In 1981 a bill was reintroduced in the House of Rep
resentatives that would alter the Arms Export Con
trol Act. The bill—H.R. 109—would significantly 
strengthen controls on the export of information 
about items on the "U.S. Munitions List" established 
by that act. The list covers a broad spectrum of tech
nology, including cryptography, computers, and com
munications equipment. And significantly, H.R. 109 
proscribes publication: "Notwithstanding any other 
provision of law, information specified in such regula
tions, or materials revealing such information, shall 
not be published or disclosed unless the secretary of 
defense, in consultation with the secretary of state 
and the secretary of energy, determines that with
holding thereof is contrary to the national interest." 

According to Representative George E. Brown, a 
member of the House Committee on Science and 
Technology. "This literally gives the secretary of 
defense unlimited powers to control, restrict, or for
bid communications of any kind, technical or other
(Continued on page 35) 
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U.S. Export Controls and 
Soviet Technology 
by ThaneGustafson 

A LARMED by the rapidly 
growing military strength 

of the Soviet Union, we won
der uncomfortably whether 
we have inadvertently contrib
uted by exporting scientific 
knowledge and advanced tech
nology. A decade ago, confi
der military strength 
and the superiority of our ci
vilian technology, and hopeful 
about the possibilities of coop
eration with the Soviet Union, 
we began dismantling the vir
tual trade embargo main
tained against Eastern Europe 
for nearly 20 years and set 
about expanding trade and 
contacts. We are far from that 
optimism now. And export 
controls are being reconsid
ered as part of a general re
thinking of the premises of 
American policy toward the 

Soviet bloc. 
The major weakness of the 

present system of controls, in 
the view of its critics, is that it 
allows important technology 
to slip through to our military 
competitors by paying too 
much attention to the export 
of products, and not enough to 
the control of broader tech
nologies and management 
skills. Consequently, the most 
recent U.S. legislation—the 
Export Administration Act of 
1979—mandates the develop
ment of a review procedure 
that will control classes of 
"critical technologies" rather 
than individual products. And 
the focus is on "active" mech
anisms of transfer such as 
training agreements, long-
term technical exchanges, ex
tended workshops, and other 
apprenticeship arrangements. 

Technology Roll-Call 

However, there is serious 
question whether the critical-
technologies approach will im
prove the export-control sys
tem. On the contrary, if we 
are not careful it could make 
the system more complex, 
cumbersome, and controver

34 Technology Review 

sial. The initial "Military 
Critical Technologies List," 
issued in October 1980 by the 
Department of Defense, illus
trates the danger: it contains a 
virtual roll-call of leading con
temporary technologies. If 
this collection had automati
cally become the basis for the 
official Commodities Control 
List (as some urged during 
the debate over the 1979 Ex
port Administration Act), the 
entire Department of Com
merce would not have been 
large enough to administer the 
export-control program. For
tunately, the initial list had 
advisory status only and will 
certainly undergo refinement 
before becoming policy. 

What exactly are we trying 
to prevent the Soviets from 
doing? In what ways does im
ported Western technology 
enable the Soviets to do the 
things we fear? Can export 
controls stop them or slow 
them down? These questions 
are central to any export-con
trol policy, but there has been 
considerable confusion among 
American policymakers about 
all of them. 

What is most critical about 
technology transfer is whether 
the receiving side is able to 
absorb the technology, diffuse 
it beyond one or two showcase 
locations, and build upon it to 
generate further technological 
advances of its own. Only then 
does technology transfer have 
its most lasting consequences. 

In certain sectors (notably 
military) where Soviet tech
nological skills are already 
high, the Sovie ts ' ability to 
learn from foreign technology 
is also high. Here, then, is a 
clear case for export controls. 
Something like the present 
system of case-by-case evalua
tion, aimed at preventing im
mediate military use of Amer
ican technology by the So
viets, must and undoubtedly 
will continue. 

But more pressing is what 
to do about the possibility that 

the U.S. is giving away indi
rect military advantages 
through subtle channels that 
may call for more subtle de
fenses. The danger is not so 
much the possibility of sudden 
and disastrous giveaways, but 
rather that high-technology 
trade may help the Soviets 
gradually upgrade the tradi
tionally neglected "civilian" 
industries that will provide 
broad, infrastructural support 
for new weapons systems. 

In these lagging industrial 
areas in which most Soviet 
imports of foreign technology 
are concentrated, the Soviets' 
record in absorbing and learn
ing from it is poor. The rea
sons—similar to the ones that 
caused those areas to lag in the 
first place—lie deep in the 
political and economic struc
ture of the country, and nu
merous reform measures in 
Soviet technology policy over 
the last decade have not al
tered them. Neither have 
high-technology imports visi
bly improved the Soviets' abil
ity to innovate; in some in
stances the opposite has hap
pened. 

Industrial managers in the 
Soviet Union are not re
warded for innovating; in fact, 
they may be penalized. Bo
nuses result from meeting 

very tight production targets, 
and failure to meet those tar
gets will jeopardize their ca
reers. So the incentives lead 
managers to gear production 
toward established, "safe" 
technologies. Official efforts 
to mandate innovation by 
building targets into produc
tion plans have resulted in 
ruses such as "paper" innova
tion—inflated figures that 
look good on yearly reports 
but that do not reflect real 
gains in productivity. 

Other problems in the ci
vilian sector include a lack of 
experienced entrepreneurs 
who can "sell" the results of 
research to industry, a scarcity 
of new materials and supplies, 
and difficulty in obtaining 
"nonstandard" equipment 
from separate ministries. In
novation is further retarded 
by administrative and physical 
barriers—research and design 
institutes, pilot plants, and 
factories are seldom under the 
same roof and may even be in 
different administrative juris
dictions with conflicting out
looks and priorities. The flow 
of ideas, labor, and supplies 
across these institutional gaps 
is impeded by the fairly primi
tive state of copying and com
munciations technology and 
other bureaucratic hurdles. 
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The effects of internal So
viet obstacles, in fact, dwarf 
those of the most stringent 
embargo the Western powers 
might devise. Consequently, 
to long as Soviet policies for 
technological innovation re
main as ineffective as they are 
now, the claimed benefits of 
any expansion of U.S. export 
controls should be examined 
very carefully. Export con
trols can have important if 
marginal political benefits, 
but they also have serious 
costs, and the task is to arrive 
at a balance. 

Exports: A World View 

Keep in mind that the U.S. is 
a small player in the total vol
ume of Western high-technol
ogy exports to the Soviet 
Union. Our exports in 1979 
amounted to $183 million 
($270 million to Eastern Eu
rope at a whole), about one-
tenth the level of Soviet im
ports of advanced machinery 
and equipment from West 
Germany, France, and Japan 
combined. The chances of 
gaining much support from 
other countries for an ex
panded system of export con
trols are small and growing 
smaller, for among the nations 
conducting high-technology 
trade with the Soviet Union 
are not only NATO allies 
(whose reluctance to apply 
stiffer export controls is long-
standing), but also countries 
such as Austria, Sweden, and 
Switzerland, which are un
likely to cooperate at all. 
Thus, we should not imagine 
that expansion of export con
trols would be free of serious 
political costs; indeed, such a 
move might be unenforceable 
at any acceptable cost. 

History teaches that the 
control of technology transfer 
is at best a rear-guard action, 
achievable (and then only 
briefly) at the cost of regula
tions and secrecy that carry 
harmful side-effects. Balanc-

February/March 1982 

ing the political costs and ben
efits of export controls re
quires weighing their claimed 
effects against their costs in 
straining relations with allies 
and impeding the competitive
ness of our exports. 

Our first concern should be 
to remain good innovators 
ourselves. The case for export 
controls is strongest in areas in 
which the Soviet Union stands 
to make near-term military 
gains and in which the United 
States has a clear lead over 
other Western countries. As 
one moves outside this zone, 
toward technologies that af
ford the Soviets longer-term 
industrial gains and that are 
not areas of clear American 
superiority over the rest of the 
West, the benefits of export 
controls become more diffuse 
and uncertain, while the costs 
of trying to enforce them be
come greater. Thus, any wid
ening of export controls out
side the first range into the 
second should be undertaken 
only with the greatest care. 

One issue I have not ad
dressed is the use of embar
goes or other selective con
trols on East-West trade as 
political levers to influence 
Soviet behavior in the interna
tional arena, or as symbolic 
statements of American posi
tions. I do not necessarily 
quarrel with such uses of ex
port controls; that is a ques
tion for the political process. 
But it is important to know 
whether export controls are 
effective in their stated aim 
(namely, to preserve military 
lead-times and national secur
ity), to clarify what those aims 
imply in operational terms, 
and to know the costs. • 

Thane Gustafson, who re
ceived his Ph.D. in political 
science from Harvard, is a 
researcher in the Rand Cor
poration's Social Sciences 
Dept. and author of Reform 
in Soviet Politics (Cambridge 
University Press, 1981). 

(Continued from page 33) 
wise! This is so because the Munitions List is written 
in fairly broad language, and because of the custom
ary leeway in the words 'in consultation with' and 
'national interest.'" 

Indeed, the proposed bill would restrict the publi
cation of a substantial portion of American research 
results, since prior approval would be required in 
areas such as lasers, computer circuitry technology, 
computational complexity (possibly related to crypto
graphy), and high-energy particle beams. An extraor
dinary aspect of H.R. 109 is that it places the burden 
of proof on those who wish to publish, rather than 
requiring the government to make a case against pub
lication. And scientists must show not only that publi
cation would not be damaging but also that failure to 
publish would be "contrary to the national interest.'' 

H.R. 109 has been referred to the Subcommittee 
on International Security and Scientific Afffairs of 
the House Foreign Affairs Committee. Comments 
have been requested from the Departments of De
fense, State, Energy, and Commerce, but no hearings 
have yet been scheduled. 

The council of the Association for Computing 
Machinery approved a strongly worded resolution 
condemning H.R. 109 and its underlying philosophy. 
This resolution was recently endorsed by the IEEE 
Computer Society. Although such an extreme law as 
H.R. 109 may be unlikely to pass, the fact that it was 
introduced in two successive sessions of Congress 
makes this a serious matter. That the bill's sponsor is 
Charles E. Bennett, ranking Democrat on the Armed 
Services Committee, adds further weight. 

Does Secrecy Promote Security? 

U.S. military strength has long rested on the coun
try's powerful industrial structure and American 
technological prowess. However, U.S. scientific su
premacy has recently come into question in a number 
of important fields, both commercial and military. 
For example, Japan and West Germany have sur
passed American firms in certain aspects of micro
electronics. More worrisome, the Soviet Union 
—once nearly a decade behind in electronics—has 
closed the gap to perhaps five years. Meanwhile, the 
performance of American industry in the area of mil
itary hardware has flagged. Failures to meet cost esti
mates and delivery dates, as well as operational unre
liability, are evident in America's latest efforts to 
develop new tanks, military aircraft, and command-
and-control systems. 
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Advocates of increased secrecy contend that our 
relative position will be further eroded if we continue 
to give away the results of our research and develop
ment efforts. At the very least, they argue, we should 
delay for a few years the dissemination of information 
directly applicable to production processes. 

While the case for restricting the outflow of tech
nical and scientific information is relatively straight
forward, counterarguments are rather involved and 
diverse. The first directly challenges the argument 
that national security is enhanced by increased secre
cy. Virtually all methods for inhibiting the interna
tional flow of scientific and technical information 
require restrictions on its domestic circulation. For 
example, there is no practical way of keeping an arti
cle published in an American journal from reaching 
potential rivals overseas. Ideas to be kept from cross
ing the ocean must also be kept out of general-circula
tion publications, and hence would not be accessible 
to most Americans. 

Such a restrictive policy would result in the dupli
cation of scientific research and interfere with the 
interactive process vital to advances in science and 
engineering. Our large technological lead was built 
without significant information barriers, and no 
increase in the outflow of technical know-how 
appears to account for the recent reduction of that 
lead. 

Requiring clearance before a paper can be pre
sented at a meeting or published can only discourage 
people from working in fields covered by such regula
tions. This is particularly true at universities, where 
publication is important and researchers are free to 
choose the problems they tackle. 

Expanded secrecy and free enterprise also conflict, 
as evidenced by the government's move to suppress 
commercialization of the voice scrambler developed 
by the Seattle inventors. And broadening constraints 
on the transfer of technical information by foreign 
nationals has obvious negative implications for inter
national trade. 

Openness has always been a leading attribute of 
American society; we take for granted the lack of 
censorship on what may be said or printed, even 
though these traditions have sometimes been violated. 
New barriers to scientific communication—especially 
prior restraint on publication and speech—not only 
raise questions about First Amendment rights but 
detract from the example of openness that America 
sets for the world. Such barriers would also damage 
(Continued on page 38) 
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Of Bubbles,

Bombs, and Batteries:

Secrecy Snafus


MAGNETIC bubble de- such restrictive regulations 
vices are computer are not intended to interfere 

memory elements now begin- with the exchange of basic 
ning to find use in commercial scientific information, but 
equipment. They offer a good only to block the outflow of 
combination of speed and "information that will enable 
price—but are not considered somebody to build some-
unusually important scientifi- thing." 
cally, and there seems little That same month a much 
reason to view bubble memory larger meeting in San Diego 
as having great military signif- caused problems. Sponsored 
icance. by, the Optical Society of 

In February 1980, the America and the Institute for 
American Vacuum Society Electrical and Electronics En
(AVS) held a small interna- gineers, its title was "Confer
tional meeting on bubble ence on Lasers and Electro
memory in Santa Barbara. Optical Systems and the Topi-
Five working days before the cal Meeting on Inertial Con-
meeting, the Commerce De- finement Fusion." Here the 
partment informed AVS that State Department intervened, 
the conference was covered by notifying the organizers that 
export regulations and that eight Russians would be de
"oral exchanges of informa- nied visas, including one 
tion in the U.S. with foreign member of the program sub-
nationals constitute export of committee. A Russian post-
technical date." Such export doctoral researcher at the 
would require a license when University of Texas, coauthor 
the destination was Eastern of a paper to be presented, was 
Europe. Failure to comply also denied permission to at-
would subject conference or- tend. (No restrictions were 
ganizers to large fines and im- placed on the more than 300 
prisonment for up to 10 years. scientists from other nations.) 
Foreign attendees would be 
required to provide written as- The State Department ex

surance that data would not be plained that much equipment 
passed on to Eastern Europe. was to be exhibited at the 

meeting, and that prohibiting 
The State Department Russian participation was a 

quickly became involved and, reaction to the Soviet invasion 
at its suggestion. AVS res- of Afghanistan. However, in
cinded its invitations to Poles, ertial-confinement fusion is 
Hungarians, and Russians, probably the area in which the 
The Commerce and State De- U.S. has benefited most from 
partments conflicted as to its longstanding scientific co
whether three Chinese scien- operation with the Soviet 
tists who arrived during the Union. 
controversy should be ex
cluded. Secrecy and the Atom 

After the approximately 30 
foreign participants signed In 1976, L.I. Rudakov, a 
agreements not to "re-export" prominent Soviet physicist, 
what they learned to any of 18 toured the U.S. to lecture on 
nations (including China), the his work in electron-beam fu-
meeting began. And on open- sion. This research has impor
ing day, the Commerce De- tant application in controlled 
partment finally agreed to al- thermonuclear fusion for en-
low the Chinese to attend, ergy production but also indi
provided they signed the rectly relates to hydrogen 
agreement with China deleted bombs. After each lecture, fa-
from the list. A government cility officials were notified by 
official later explained that the Energy Research and De-
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velopment Administration 
(now Department of Energy) 
that the subject was classified 
and the ideas presented should 
not be disseminated. Since the 
reasons for classifying materi
al are themselves secret, there 
has been no explanation of 
why the U.S. government 
would want to classify work 
that the Soviets themselves 
are willing to report. 

Perhaps an even more sig
nificant incident occurred in 
1979, involving not a scien
tist's work but a journalist's 
article written for a monthly 
political magazine based in 
Madison, Wis. The Progres-
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sive was ready to publish 
Howard Morland's article 
" T h  e H-Bomb Secret: How 
We Got It, Why We're Tell
ing It." When DOE officials 
read a preliminary copy of the 
manuscript in early March, 
the agency declared that it 
contained "restricted data" 
and asked the magazine to 
revise it. The editor refused 
and DOE obtained a tempora
ry restraining order from a 
U.S. district court in Wiscon
sin. Several weeks later, fol
lowing a closed-court hearing, 
the same judge issued a pre
liminary injunction against 
publication. This was appealed 

to a circuit court, and hearings 
were held that September. 

The article provoking this 
commotion was based on ma
terial that Morland assembled 
from the open literature, in
cluding declassified govern
ment documents; the govern
ment never claimed that any 
of this information had been 
obtained illegally. The basis 
for the injunction was that the 
information was presented in a 
manner that would help other 
nations construct hydrogen 
bombs. This was the first time 
in American history that prior 
restraint was exercised against 
a publication on grounds of 
national security—with the 
sole exception of the 1971 
Pentagon Papers, and the Su
preme Court dissolved that 
order within a few days. 

The Progressive case 
ended abruptly prior to com
pletion of the appeal process 
when a Madison newspaper 
published a similar article. 
The Justice Department an
nounced that this rendered the 
case moot. 

An interesting sidelight 
was the way the government 
used its power to classify or 
declassify information to ham
per The Progressive in its le
gal battle and to manipulate 
what information was released 
to the media. For example, 
security restrictions made it 
difficult for the magazine to 
gather evidence supporting its 
contention that the article 
would not significantly in
crease the knowledge of any
one already capable of using 
the information. And when 
the magazine did obtain sup
porting affidavits from ex
perts with access to secret in
formation, their statements 
were promptly classified. 

When several Argonne Na
tional Laboratory scientists 
wrote to Senator John Glenn 
about the misuse of DOE's 
security classification proce
dures, their letter was classi
fied. On the other hand, testi

mony supporting the govern
ment's case was made public, 
even though it violated securi
ty regulations by commenting 
on the accuracy of the Mor-
land article. Subsequently, 
Livermore Laboratory physi
cist Hugh DeWitt, who pro
vided an affidavit supporting 
the magazine, was accused by 
DOE of violating security pro
cedures. DeWitt fought back 
with support from his con
gressman, several scientific 
societies, and his union. All 
charges were eventually 
dropped. 

Cloaked Creativity 

Secrecy orders on inven
tions—which block the grant
ing of patents and prohibit the 
inventor from disclosing the 
invention to anyone else—are 
issued by the commissioner of 
patents and trademarks. In fis
cal 1979, about 5 percent of 
the over 100,000 patent appli
cations were routed by the 
Patent Office for review by 
defense agencies. This re
sulted in 243 secrecy orders, 
about 40 of which pertained to 
nonclassified work. In addi
tion, about 3,300 existing or
ders were renewed. 

Most secrecy orders cover 
inventions developed by gov
ernment agencies or contrac
tors working on military-re
lated matters and protect de
vices obviously connected 
with national security, such as 
missile-control apparatus. But 
military agencies have also re
quested secrecy in other cases. 
For example, in 1980 Rohm 
and Hass tried to patent an 
improved electrochemical bat
tery, but a secrecy order was 
issued at the behest of the 
U.S. Army. The research had 
been carried out for commer
cial purposes with company 
funds, but activity stopped for 
about six months until govern
ment officials were persuaded 
to rescind the order.— 
S.H.U. • 
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Virtually all methods for

inhibiting the international flow of scientific and technical


information require restrictions on its

domestic circulation.


one of the few strands of international cooperation— 
that which links scientists and engineers across 
national boundaries. 

Rules and Regulations 

The International Traffic in Arms Regulations 
(ITAR) were developed as part of the Mutual Securi
ty Act of 1954, largely superceded by the Arms 
Export Control Act of 1976. Administered by the 
State Department, ITAR regulates the export of mil
itary hardware. "Technical data" are defined to 
include unclassified information useful in "the de
sign, production, manufacture, repair, overhaul, pro
cessing, engineering, development, operation, mainte
nance or reconstruction of . .  . implements of war on 
the U.S. Munitions List," or "any technology that 
advances the state-of-the-art or establishes a new art 
in any area of significant military applicability." The 
U.S. Munitions List is over seven pages long, includ
ing all the obvious items such as automatic weapons, 
torpedos, and missile guidance systems. It also 
includes electronic equipment for space flight, aerial 
cameras, energy conversion devices designed or modi
fied for military equipment, speech scramblers, "pri
vacy devices," computers, and communications 
equipment designed for military use. 

This broad definition leads to problems. For exam
ple, a new development in metallurgy could easily be 
considered applicable to the development of military 
armor plate. A conference presentation detailing a 
new technique for improving signal detection in the 
presence of noise would be covered as relevant to the 
design of military radar systems. And since ITAR 
puts the burden for obtaining government approval 
"on the person or company seeking publication," one 
could reasonably say that a substantial portion of the 
engineering and scientific community has long been 
violating the law and is subject to criminal penalties: 
up to two years in prison and a $25,000 fine for each 
violation. Defense Department official Larry Sumney 
recently said that "the ITAR, if enforced to the letter, 
would cover virtually everything done in the United 
States. But people understand they are written very 
generally." He added that they will not be capricious
ly enforced, and no prosecutions have yet occurred for 
the publication of scientific or technical articles. 

A 1978 Justice Department memorandum to pres
idential science advisor Frank Press (signed by Assis
tant Attorney General John M. Harmon) concluded 
that "the existing provisions of ITAR are unconstitu
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tional insofar as they establish a prior restraint in 
disclosure of cryptographic ideas and information 
developed by scientists and mathematicians in the pri
vate sector." It also indicated uncertainty as to the 
adequacy of the legislative authority for the technical 
data provisions of ITAR. 

In December 1980, the government proposed a 
revision of ITAR that narrows somewhat the defini
tion of technical data (the part about advancing the 
state-of-the-art was deleted) and weakens, perhaps 
effectively eliminating, the requirement on obtaining 
clearance prior to domestic publication. However, the 
revision does not appear to ease restraints on presen
tations at technical meetings or other contacts with 
foreign nationals. 

Still More Regulations 

The Department of Commerce, under authority of 
the Export Administration Act of 1979, administers 
the Export Administration Regulations (EAR), 
which include a section on technical data. The EAR 
definition of technical data, a bit narrower than the 
ITAR definition, applies only to "design, manufac
ture, utilization, or reconstruction." But it also is 
broader in that it applies to all "articles and materi
als" rather than just weapons-related items. Those 
items on the Commodity Control List may not be 
exported to certain nations without first obtaining 
special export licenses. 

However, a general license exempts data "generally 
available to the public in any form." This includes 
items that can be purchased at nominal cost, informa
tion available in public libraries, or knowledge 
released at open conferences. The regulations are 
designed to control the outflow of manufacturing 
details without unduly impeding commerce. 

A group of government agencies, led by the 
Department of Defense, is now compiling a "Military 
Critical Technologies List" (MCTL), as mandated by 
the 1979 Export Administration Act. The goal is to 
identify the technological elements essential to an 
advanced military capability, and MCTL will be used 
to revise the Commodity Control List. The kind of 
basic scientific knowledge developed in universities 
will be excluded, but there is a considerable grey area 
between what night be considered industrial know
how and what is advanced engineering research. This 
is particulary true in microelectronics, where there is 
great overlap between research at universities and in 
industry. 
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Such barriers would also

damage one of the few strands of international cooperation:


that which links scientists and engineers across

national boundaries.


Since 1917 the government has been legally able to 
order that inventions be kept secret on grounds of 
national security. This restriction originally applied 
only during wartime. Later legislation removed this 
restriction but required that such orders be reviewed 
annually unless the president has declared a national 
emergency, in which case the orders remain in effect 
until six months after the emergency ends. (The 
emergency proclaimed by President Truman in De
cember 1950, during the Korean War, lasted for 28 
years.) 

Secrecy orders are issued by the commissioner of 
patents and trademarks when the head of a defense 
agency issues an opinion that disclosure "would be 
detrimental to the national security." No such order 
has ever been subjected to judicial review, nor has 
there ever been a judicial test on First Amendment 
grounds. 

Secrecy orders may be issued even if the Patent 
Office does not consider the invention patentable or if 
the patent application is withdrawn. Inventors may 
appeal to the secretary of commerce after petitions to 
the sponsoring defense agency have been denied. The 
inventors are entitled to seek compensation for dam
ages, but this right has rarely been exercised success
fully. Only 29 claims were filed between 1945 and 
1980 (about one per thousand orders): 9 have been 
settled, 10 denied, and the rest are still pending. Liti
gation is generally quite lengthy: in 1977, General 
Electricfinally won a suit concerning a World War II 
radar invention. 

Special secrecy rules apply to atomic energy and 
are administered by the Department of Energy 
(DOE). Authorization stems from the Atomic Ener
gy Act (the latest version was passed in 1954), 
intended to protect American security in the nuclear 
area, inhibit the international proliferation of nuclear 
weapons, and promote the use of atomic energy for 
peaceful purposes. Clearly, a delicate balance must be 
achieved. 

For example, many areas of knowledge are applica
ble to both weaponry and nonmilitary purposes. Tech
nology for producing fissionable materials could be 
used in operating nuclear reactors or building atomic 
bombs, and DOE can declare secret any information 
it considers "relevant to national security matters." 
Of course, the growth of the nuclear energy industry 
worldwide has greatly enhanced the amount of openly 
available information. 

Another secrecy-related problem pertains to the 
source of knowledge. Any person making an invention 
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or discovery in the field of atomic energy must file a 
report with DOE within six months, unless a patent 
application has beenfiled. The DOE may rule that the 
invention contains restricted data, thus acquiring con
trol over its dissemination. If a patent application is 
filed, the Patent Office must notify DOE. which may 
then request a secrecy order. 

Secrecy Solutions 

An outgrowth of the cryptography controversy was 
the formation in 1980 of the "Public Cryptography 
Study Group" (PCSG), assembled by the American 
Council on Education and funded by NSF. The nine-
member group included mathematicians and comput
er scientists nominated by various professional socie
ties, some university administrators, and the general 
counsel of NSA. The group's going was to satisfy 
NSA's concerns about the publication of cryptogra
phy research without unduly hampering such re
search or impairing First Amendment rights. 

The PCSG first considered a mandatory system, 
backed by NSA, that would require all papers dealing 
with cryptography (as defined by NSA) to be submit
ted to NSA for prepublication censorship. The bur
den of proof would be on the government, judicial 
review would be provided by a special court acting 
under "suitable security precautions," and compensa
tion would be provided for economic losses resulting 
from the constraints. 

This proposal was rejected, partly because the 
group felt it had not been able to assess the need for 
secrecy. (NSA said it could not present its case fully 
unless the group applied for security clearance, which 
it did not do.) Another reason was the negative 
impact the NSA proposal might have on cryptogra
phy, harming individual and commercial privacy as 
well as foreign trade. The PCSG was also unable to 
define what should be kept secret with sufficient pre
cision to satisfy what it regarded as constitutional 
requirements. Finally, the group felt that a compulso
ry system would not be as practical as a voluntary 
system, which would more likely gain cooperation 
from researchers. 

The PCSG eventually recommended that a system 
be established, on a trial basis, in which NSA would 
invite authors to submit cryptography manuscripts 
for prior review. NSA would determine the areas to 
be covered in consultation with appropriate technical 
societies, excludingfields such as "general mathemat
(Continued on page 84) 
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ics, engineering, computer science or sta
tistics, and basic theoretical research." 
Manuscripts would be returned promptly 
to the authors with explanations "to the 
extent feasible of proposed changes, dele
tions, or delays in publication, if any." A 
disagreeing author could request a review 
by a standing advisory committee, with two 
members appointed by the NSA director 
and three by the president's science advi
sor. The entire process would be voluntary, 
with neither authors nor publishers re
quired to participate or comply with any 
proposed restrictions. 

This proposal was accepted by all mem
bers of the PCSG except George Davida 
(nominee of the IEEE Computer Society), 
who wrote a minority report arguing 
against any restraints. Among his many 
objections is the difficulty of distinguishing 
between basic research and knowledge di
rectly applicable to actual systems. As an 
example, he points out that one new 
encryption scheme, already used in a safe
guard system at a nuclear power facility, 
depends on the difficulty of factoring very 
large numbers. However, progress has been 
made recently toward developing efficient 
factoring methods. Should this field, one of 
the oldest in mathematics, now be regarded 
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as failing within the regulated category? 
Davida also expressed concern that a 

voluntary system could be a first step 
toward a compulsory system, and that the 
PCSG report could be used to validate 
NSA's argument about the necessity for 
controlling cryptography research. He con
cluded that control would serve no useful 
purpose, and that "NSA can perform is 
mission the old-fashioned way: stay ahead 
of the others." 

The only other cryptography researches 
on the PCSG—Martin Hellman, an elec
trical engineer at Stanford and a leader in 
the field—supported the proposal. Al
though sympathizing with Davida's con
cerns, Hellman said he felt that NSA had 
been acting more reasonably of late, and he 
wished to encourage this trend by respond
ing positively. He had even begun sending 
prepublication copies of his papers to NSA 
(without promising to abide by requests 
not to publish). The thrust of his argument 
is that the system would test the validity of 
NSA's position by presenting its argu
ments to the advisory committee. And he 
worried that if what he regards as NSA's 
more reasonable attitude is not rewarded, 
the agency will revert to its earlier posi
tion. 

The IEEE has recently taken the posi
tion that its publication procedures place 
the burden of securing appropriate indus

trial and governmental clearances on the 
authors, hence it is unlikely to involve used 
directly in the voluntary review system pro
posed by the PCSG. The Association for 
Computing Machinery will probably adopt 
a similar stance. 

Enough Is Enough 

Although there may be disagreement over-
how much secrecy is justified, there is little 
evidence for the view that the government 
has not been sufficiently secretive. On the 
contrary, there are all too many indications 
that secrecy, particularly in the name of 
national security, has been abused by gov
ernment officials. 

The futility of trying to suppress scien
tific knowledge is illustrated by an occur
rence in the early 1940s. Prior to the Man
hattan project. American scientists agreed 
not to publish research on nuclear fission to 
avoid revealing anything that would en
courage other nations to develop atomic 
bombs. Observing this sudden publication 
halt. G.N. Flyorov, a young Soviet physi
cist, deduced that the United States must 
have embarked on a secret nuclear project 
and urged his government to proceed im
mediately in the same direction. 

Apart from damaging our technological 
competence, prior censorship, even in a few 
specialized fields, would set dangerous 
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precedents. Freedom of speech and free
dom of the press are too precious to be 
jeopardized by what can only be described 
as loss of nerve. 

Censorship should not be encouraged in 
any way. Even such an apparently innocu
ous voluntary system as the PCSG proposal 
is dangerous, establishing censorship ma
chinery and accustoming people to its very 
existence. This makes the next step easier: 
compulsory review. The threat of expand
ing government secrecy in technology mer
its the serious attention of scientists and 
engineers—both as professionals and as cit
izens—and should be strongly resisted. 
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tists who will move this society into a 
"golden age" of advancement. 
Ken McGhee 
Washington, D.C. 

Samut Florman asserts that we have the 
freedom to run technology rather than be 
run by it. Yet he concludes by saying, "For 
all our apprehensions, we have no choice 
but to press ahead . . . We simply cannot 
stop while there are masses to feed and dis
eases to conquer, seas to explore and heav
ens to survey." If we cannot stop, then we 
have no freedom. Perhaps Mr. Florman is 
only being rhetorical; being tragic often 
means being blind. 
David Lukens 
Evanston, III. 

It is astounding that Samuel Florman fails 
to examine the public institutions that gen
erate new technologies and thereby shape 
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their character. Lotty speculations by 
Shakespeare, Hegel, and George Steiner 
offer little insight into why people fear 
technology. There are structural and insti
tutional reasons why Ford Pintos are dan
gerous in rear-end crashes and why job 
automation can make work less enjoyable 
and even oppressive. Coaxing the scaredy 
cats who worry about "out-of-control" 
technology out of their "immaturity" will 
take more than platitudes. 
David Bollier 
Washington, D.C. 

Mr. Florman responds: 
Dismay over public institutions is an ap
propriate companion to fear of technolo
gy. In blaming amorphous evil forces. Mr. 
Bollier avoids confronting real problems 
to which there are no easy answers. People 
want cars that are cheap, snappy-looking, 
and fuel-efficient: they want to enjoy the 
wondrous benefits of electronic technolo
gies and use the splendid products that 
flow from automated factories. But people 
must face up to the consequences (not all 
pleasant) of their desires. Refusal to do so 
is not political sophistication it is, indeed, 
immaturity. 

Not Needs but Desires 

John Mattill states in his "Engineering the 
Ivory Tower" (October, page 2) that "by 
definition engineering is science applied to 
the needs of humanity." This is the conven
tional definition of engineering, but not the 
definition of engineering as it really is. 

Engineering is not limited to applied 
sciences; it includes the great body of infor
mation obtained by testing and experience. 
A good definition of engineering is "the 
use of forces and materials of nature to 
satisfy the desires of humanity." Young 
engineers who believe that science is the 
sole source of their knowledge are in for a 
rude awakening. Certainly the fraction of 
engineering knowledge common to science 
is steadily increasing, but it is still much 
less than 100 percent. 
William M. Brobeck 
Berkeley, Calif. 

Cottage Computer Industry 

After reading Alvin Toffler's The Third 
Wave. I was very interested in Robert 
Cowen's comments in "Cottage Comput
ing: Glorifying the Trivial" (November/ 
December, page 6). Mr. Toffler points out 
the schism between home life and business 
life in industrial civilizations. Other com
mentators have noted that the determined 
exclusion of children and adolescents from 
business life has alienated one generation 
from the next. I take exception to Mr. 
Cowen's view. The microcomputer is a via
ble alternative to the large-scale disruption 
of family life caused by centralized pro
cessing facilities. 
John T. Wilson 
Somerville, Mass. 

Why is it foolish to use a computer to do

things we already do with less expense and

effort? I'm not a computer nut, but I

appreciate its application in my home and

business. My Apple provides me with cash-

flow information, investment analysis,

budgets, and other business tasks in about

one-fifth the time it takes my company

computer to perform these functions. I

don't know much about programming but

I'm learning, and what is more important,

my children are learning too.

Thomas N. Hearn

Minneapolis, Minn.


Solution to the CO2 Problem


L.B. Lave's "A More Feasible Social Re
sponse" (November/December, page 22) 
seems unduly pessimistic about govern
ment initiative in dealing with atmospheric 
CO2 buildup. A proper strategy would be 
to eschew price controls, allow fossil fuel to 
be priced by the market, and prevent exter
nalization of costs by users through rigor
ous environmental-protection regulations 
such as smog control. Penalties on fossil-
fuel use will make alternative energy 
sources economically attractive sooner. 
Kenneth Turner 
Sacramento, Calif. 
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Scientific Freedom: Where Does


Congress Stand?


Robert L. Park


American Physical Society


Office of Public Affairs


Washington D.C.


and


University of Maryland


College Park, Maryland


In the course of Pedicles' Funeral Oration, Thucydides


remarks that " . .  . there is a great difference between us and


our opponents in our attitude toward military security. Our city


is open to the world, we have no periodical deportations in order


to prevent people observing or finding out secrets which might be


of military advantage to the enemy. This is because we rely, not


on secret weapons, but on our own real courage and loyalty."


Athens, of course, eventually lost the Peloponnesian war.


Few people in today's world would argue with the necessity


for governments to guard closely certain information. It is,


however, an uncomfortable necessity for a democracy. Official


secrecy is more vulnerable to abuse than perhaps any other


instrument of government. Behind its cloak erroneous information


goes unchallenged, the foolishness of government officials remains


concealed from the public, and information is selectively leaked


for political advantage. In seeking the correct balance between


security and openness, therefore, the consistent trend for more


than three decades has been to relax the use of classification.


In early April of 1982, this trend was reversed. The Reagan


Administration issued Executive Older 12356 on Security


Classification Policy and Procedures, which significantly expanded
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the categories of classifiable information and made it possible


for the first time to reclassify information that had been


previously declassified. The directive prohibited the


classification of basic scientific research not "clearly related


to the national security," but implicit in that prohibition is the


assumption that some basic scientific information is related to


national security and should be classified.


The futility of attempting permanently to lock up scientific


and technical information is, nevertheless, generally acknowleged


by those with the responsibility for guarding our security. Our


opponents have scientists and engineers of their own and they will


in time develop the same information that we have, without


violating our security. As an alternative, therefore, much of the


emphasis in recent years has been on attempts to restrict the flow


of information to our adversaries by means that fall short of


actual classification. The object is simply to slow down the


acquisition of our technology by our opponents.


The issue is not a simple one. We are all concerned when


developments paid for by the American taxpayer are acquired at


little cost by out opponents. In recent years the Soviets have


acquired our technology at a rate that some regard as alarming.


To stem this flow (it has been called a "hemorrhage"), the


government has taken or is contemplating measures that could prove


harmful to the very system that has given us our lead in


technology. Any attempt to restrict the flow of information to


our adversaries must inevitably impede out own progress.


The National Academy of Sciences constituted the Panel on 
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Scientific Communications and National Security, under the


chairmanship of Dale R. Corson, to address this complex and


critical issue. Their thoughtful report, Scientific Communication


and National Security, issued in September 1982, was generally


applauded by people on all sides of the issue.1 The principal


recommendation of the report was that national security is best


served by a policy that stresses scientific and technical


accomplishment rather than curbs on the free flow of information.


The report did acknowledge, however, that a narrow gray area might


exist that does not warrant outright classification but would


justify some restraints on dissemination. The criteria for


identifying technologies in this gray area were carefully spelled


out. The Panel recommended that no restriction of any kind


limiting access or communication should be applied to any area of


university research, be it basic or applied, unless it involved a


technology meeting all the following criteria:


o	 The technology is developing rapidly, and the time from


basic science to application is short;


o	 The technology has identifiable direct military


applications; or it is dual-use and involves process or


production-related techniques;


o	 Transfer of the technology would give the U.S.S.R. a


significant near-term military benefit; and


o	 The U.S. is the only source of information about the


technology, or other friendly nations that could also be


the source have control systems as secure as outs.


To a scientist it may have seemed that the matter was
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settled. A problem had been identified, a capable group of


investigators had examined it, and a solution had been proposed


that everyone seemed to agree was correct. What then has happened


in the period since the report of the Corson panel was issued?


This is the subject of a very thorough and careful account by


Mitchel B. Wallerstein in a recent issue of Science.2 His report


is much too extensive to summarize here. It may, however, be


worthwhile to list some of the conclusions:


o	 The government has not acted in a manner compatible with


the major Corson report principles.


o	 There is a lack of effective government-wide coordination


in this area.


o	 There has been little progress toward an improved


understanding of the technology leakage problem and the


effects of control measures.


o	 Continuing incidents of government interference in


international scientific conferences are a source of


acrimony.


o	 The open communication of unclassified scientific


information is a small part of the overall problem of


unwanted technology transfer.


This is a troubling assessment. Science and government,


which for more than four decades have formed a highly successful


partnership, view each other with increasing suspicion and


impatience. Where should we look for a resolution to these


problems? It will be the purpose of this article to review


current legislative actions as they relate to the issue of
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scientific communication and national security.


The Export Administration Act


The Export Administration Act of 1979, which is administered


by the Commerce Department through the Export Administration


Regulations, is the principal statutory authority for the control


of scientific communication. The Act was officially scheduled to


expire on September 30, 1983. The President signed a bill


extending its provisions for fourteen days, but when at the end of


that period Congress still had not acted to pass new export


administration legislation, the President invoked his Emergency


Powers to extend the effect of the Act indefinitely. As a measure


of the strong feelings held by some members of the Administration


on this issue, Under Secretary of Commerce Lionel Olmer issued a


stern warning against taking advantage of a hiatus of a single


weekend between the expiration of the Act and the issuance of the


President's emergency executive order.


Finally this spring legislation was reported out of committee


in both Houses of Congress. The two bills, H.R. 3231 and S.979,


were quite similiar and both contained language protecting


scientific communication that had been recommended by the


Association of American Universities.


It is the policy of the United States to sustain


vigorous scientific enterprise. To do so requires


protecting the ability of scientists and other


scholars freely to communicate their research find


ings by means of publication, teaching, conferences,
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and other forms of scholarly exchange.


However, a Floor Amendment to the Senate version introduced by


Senator Jesse Helms (R-NC), changed the provision to read:


It is the policy of the United States to sustain


vigorous scientific enterprise. To do so involves


sustaining the ability of scientists and other


scholars freely to communicate their non-sensitive


research findings by means of publication, teaching,


conferences, and other forms of scholarly exchange.


You will note that the words "involves sustaining" have been


substitued for "requires protecting." And more significantly, the


word "non-sensitive" has been inserted before "research." Whereas


it may be argued that "involves sustaining" is less firm than


"requires protecting," the real damage of the Helms Amendment is


the insertion of the word "non-sensitive." "Sensitive research"


is the term that the Department of Defense has adopted to describe


the gray area of the Corson report. The gray area as conceived by


the Corson panel was to be very narrow (perhaps no more than five


technologies). Unfortunately the DoD has shown a tendency to


expand the gray area to encompass its Militarily Critical


Technical List (MCTL). The DoD's proposed restraints on the


dissemination of sensitive information go well beyond what was


envisioned by the Corson panel. Indeed it can be argued that


"sensitive" represents a new level of classification, but a level


with fewer restraints on its imposition than the conventional


levels of classification. It is quite conceivable that the


language in the Senate version could, in fact, encourage the
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increased application of export control restrictions on open


scientific communication.


A Joint Conference Committee of Congress has been named to


resolve these and other differences that emerged in the final form


of the two bills. It is too early to predict what the outcome of


that Conference will be, but from the standpoint of the academic


and industrial research communities, it would be better to delete


the entire paragraph from the declaration of policy than to use


the Senate version.


A very distinct possibility, of course, is that the two


houses of Congress will be unable to resolve their differences.


In that event, it is probable that Congress will extend the


provisions of the Export Control Act of 1979, since they are not


likely to leave it under the control of the President's Emergency


Powers.


The Freedom of Information Act


There is, of course, a whole zoo of legislative acts,


government regulations, and administrative directives that have at


least the potential to restrict the flow of scientific


information. One of the most disturbing is an amendment to the


Defense Authorization Act of 1984 that authorizes the Secretary of


Defense to withhold unclassified technical information in the


possession of the Department of Defense from the provisions of the


Freedom of Information Act if it would be subject to export


control. Moreover, a report by the DoD Subcommittee on


Publications to the Steering Committee on National Security and
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Technology Transfer, dated November 9, 1983, recommends that the


Department of Defense serve as a repository for other agencies


wishing to shield documents from the P.O.I.A. This would appear


to go well beyond the intent of Congress. The Freedom of


Information Act was, of course, intended to make all unclassified


government documents available to the public, with a few careful


exceptions involving such things as sensitive personnel records.


In a recent editorial in Physics Today, Robert Marshak, past


President of The American Physical Society, wrote "Americans have


never been comfortable with secrecy. It is too apparent that


oppressive governments have the most to conceal. We have prided


ourselves on the openness of cur society and when even our


constitutional safeguards seemed inadequate to insure that


openness, we invented the Freedom of Information Act, a totally


unprecedented testament to the self-confidence of a nation."3 It


would be unfortunate if this act of openness in government were to


be circumscribed by amendments aimed at export control.


National Security Decision Directive 84


All of this has taken place in a general atmosphere of


increased secrecy in government. Government actions which are not


aimed solely at scientific communication could nevertheless have a


significant effect on the health of science. Perhaps the most


notorious example of such an action is National Security Decision


Directive 84 on safeguarding national security information. The


Directive authorized three kinds of actions to prevent
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unauthorized leaks of security information:


o	 All government employees and contractors with access


to Sensitive Conpartments Information would be required to


sign a contract agreeing to prepublication review of their


writings for life. This would involve some 128,000


government employees.


o	 The massive use of polygraph examinations was


authorized to locate the source of leaks and to


to identify those government employees who might


be expected to leak information. As many as one half


million government employees would be subject to polygraph


examination.


o	 Contacts between those who have access to highly


classified information and the media were to be


restricted, although the mechanism for this was never


spelled out.


While the reliance on the polygraph seems strange in the


light of recent studies attacking its validity,4 the most serious


consequence of the Directive from the perspective of the science


community is the disincentive for scientists to serve in


government. Most of our leading scientists and engineers have at


some point in their careers served the government in positions


that required access to highly classified information. It is not


clear how many would undertake such service if the consequence


involved censorship of their writings for life.


Following hearings before the Senate Government Affairs


Committee, Senators Charles Mathias (R-MD) and Thomas Eagleton
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(D-MO) introduced an amendment in the Senate to the State


Department Authorization Bill barring the lifetime censorship


provisions of the prior review contract, except for CIA and NSA


employees. The amendment carried easily.


In the House, hearings were held by the Committee on


Government Operations Subcommittee on Legislation on the National


Security chaired by Jack Brooks (D-1X). Brooks later introduced


the Federal Polygraph Limitation and Anti-censorship Act of 1984.


Faced with this mounting criticism from Congress, the White House


suspended implementation of NSDD 84 but stopped short of actually


withdrawing it.


The record of Congress on issues of freedom of scientific


communication is murky. What is clear is that the science


community has failed to convince to Congress or the Administration


of the essential role of free communication in scientific or


technical progress. The exchange of results and ideas is such a


natural part of scientific research that few scientists are able


to trace the origins of their inspirations. The task is now to


explain that somewhat wild process to non-scientists.
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Commentary on the NAS Report 

The National Academy of Sciences' report Sci
entific Communication and National Security 
presents an attractive but incomplete solution to 
a political problem that contains irreconcilable 
social choices. It also provides an interesting ex
ample of how a "technical fix" can be used in 
the interactions of science and politics. The report 
emerged from a process in which a select group 
of scientists and policy-makers translated polit
ically divisive issues into a set of cost-benefit 
questions based on unstated assumptions. Those 
questions were then substituted for the policy 
conflict itself and, in the process, changed the 
terms of the debate. 

The report emerged from the discussions of a 
nineteen-member panel chaired by Dale Corson, 
President emeritus of Cornell University. Ap
pointed by the National Academy of Sciences 
[NAS] in May 1982, the panel met several times 
during Summer 1982 with governmental officials 
and with representatives from various scientific 
and educational groups. Initially commissioned 
as a one-year study, the final report was prepared 
and published about six months after the panel 
was formed. 

The panel was charged by the NAS 

. . . to examine the various aspects of the appli
cation of controls to scientific communication 
and to suggest how to balance competing national 
objectives so as to best serve the general welfare. 

Rosemary Chalk is an Exxon Research Fellow for 
1982-83 in the Program in Science. Technology, and 
Society, Massachusetts Institute of Technology, and is 
on leave as Program Head of the Committee on Sci
entific Freedom and Responsibility. American Asso
ciation for the Advancement of Science. Washington, 
DC 20005. 

Rosemary Chalk 

The original goals therefore were to identify the 
various social interests at stake in the scientific 
communication/national security debate ("to bal
ance competing national objectives"), to formulate 
a set of objectives which would promote the na
tional interest in this debate ("best serve the gen
eral welfare"), and to suggest ways in which al
ternative forms of information controls would 
promote or weaken the common good. 

Political debate on these issues has centered on 
competing views over how U.S. national security 
interests should be fostered and protected: One 
school of thought—represented primarily by those 
associated with scientific and educational inter
ests—argues that openness is an essential feature 
of our national strength, and that openness should 
be protected even though the United States might 
"lose control" over state-of-the-art information 
in selected scientific or technical fields. Those 
who share this concern believe that openness in 
science is both an end in itself—part of traditional 
American respect for freedom of speech—and a 
means to enhancing greater scientific productivity 
and creativity, economic growth, and education. 
These factors in turn not only contribute to the 
advancement of military strength but also inde
pendently foster a broader foundation for national 
security. Those who advocate controls—primarily 
persons with ties to the defense and/or intelligence 
communities—argue that without military 
strength there is no national security and that 
increased attention should be given to maintaining 
U.S. control over advanced technology. To foster 
military superiority, therefore, the Federal gov
ernment should restrict (and certainly should not 
aid) the transfer (or "leakage") of advanced tech
nologies or information about those technologies 
to adversary nations. From the perspective of the 
advocates of control, even though state-of-the-art 

1983 by the Massachusetts Institute of Technology and the President and Fellows of Harvard College, Published by John Wiley & Sons, Inc. 
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information may at times result from university 
research, such information should be restricted, 
whatever its source. 

It is possible to imagine two approaches that 
could resolve these differing views. One approach, 
based on the issue of openness, could carefully 
review how openness either fosters or weakens 
national security. Asking how much openness is 
desirable would explore how much risk a nation 
should assume to maintain its open character in 
the face of possible losses to its military strength. 
Such a review would involve both a critical as
sessment of how concepts of national security 
are defined, and an examination of how competing 
interests between openness and military strength 
relate to this concept. 

A second approach could be derived from the 
concerns of those who advocate the need for 
stronger controls. Rather than looking at openness 
as a central issue, the focus instead would be on 
protecting military interests, and would include 
analysis of threats resulting from unwanted tech
nology transfer. Concerns about openness, or other 
cultural values, then become "satellite issues" 
ringing this central question. 

From my perspective, the assignment given to 
the NAS panel was to seek a balance between 
these competing approaches. What the panel ac
tually did, however, was to accept the latter model 
as the sole framework for their study, as is clear 
from their own re-statement of their charge: 

In order to determine how and where controls 
might further the national welfare, it is necessary 
to balance many factors, including the military 
advantage from controls, their impact on the abil
ity of the research process to serve military, com
mercial and basic cultural goals, and their effects 
on the education, of students in science and tech
nology. [pp. 11-12] 

The central feature of the NAS study was therefore, 
the issue of "controls" rather than openness. The 
panel did not attempt to develop a model based 
on the issue of openness. Instead it sought to 
derive a formula that would be responsive to the 
terms of the problem as presented by the defense 
and intelligence agencies, and yet would impose 
minimal damage or costs upon their own research 
and education interests: 

[The panel sought] to develop solutions that will 
provide maximum benefits, both in terms of 
maintaining the health of the U.S. scientific en
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terprise and safeguarding national security, while 
incurring minimum national costs. [p. 16] 

Such an approach translated the national policy 
debate between openness and military controls 
into a problem of minimizing the impact of mil
itary objectives on other national interests. The 
translated problem was then substituted for the 
policy debate itself. 

From the outset, the panel looked at the question 
of technology transfer only in a military context. 
Once the members were convinced that some 
undesirable transfer of technical goods and in
formation had occurred, they explored how the 
controls sought by the Department of Defense 
could be developed without seriously damaging 
the research and education functions of the uni
versity. In the process, the panel accepted a set 
of unstated premises about the military's right to 
dictate how national security interests should be 
protected in times of national conflict: 

All parties have an interest in . .  . research . .  . 
and in educating... scientists and engineers. These 
objectives must fit, however, within a system 
that enables the government to classify work under 
its sponsorship . .  . and that enables the university 
to select only work compatible with its principal 
mission. [pp. 4-5, emphasis added] 

"Fitting" research and education activities into 
a national security context, without also addressing 
such activities in a context based on openness, 
created a major source of bias within the panel 
discussions. As a result, the panel did not fully 
explore the benefits of openness, except as a "cul
tural factor" that might be harmed by military 
controls. A notable exception to this approach is 
the following paragraph, which clearly identified 
some of the benefits: 

The Panel believes that the costs of even a small 
advance toward government censorship in Amer
ican society are high. The First Amendment's 
guarantee of free speech and a free press help 
account for the resiliency of the nation. If political 
authority is to be exercised effectively, there must-
be trust in government on the part of those af
fected—a trust that is promoted by openness and 
eroded by secrecy. Openness also makes possible 
the flow of information that is indispensable to 
the well-informed electorate essential for a healthy 
democracy. Openness also strengthens U.S. in
stitutions by allowing comparison with the per
formance of others and nurturing adaptation to 
changed circumstances, [p. 50] 
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The panel thus succinctly identified four major 
benefits that result from national policies en
couraging openness: national resiliency, effective 
political authority, a responsive democracy, and 
adaptation to changing circumstances. It noted 
that the costs of reducing these benefits are high. 
The report emphasized, however, that costs to 
military strength resulting from a policy of open
ness are also high. 

Are these costs comparable? If so, what criteria 
should be used to determine which costs are ac
ceptable? Are both costs restorable over the same 
time frame, or is one set of interests more vul
nerable than the other? Unfortunately, the NAS 
panel made no effort to grapple with these ques
tions. Instead, it chose an approach that arbitrarily 
placed priority on reducing damage to U.S. military 
interests. As a result of this bias, the report seems 
more concerned about the scientist who slips into 
areas of military concern than about military in
terests that may spill over into the working en
vironment of the scientist. For example, the report 
noted that "scientists working at the research 
frontier are closer to military applications than 
they may have intended to be" and that some 
"scientists may . .  . extend their research into ap
plications of technology with military relevance." 
In many cases this may well be the situation, but 
the report nowhere acknowledged the possibility 
that the reverse may also be true—that is, that 
military concerns may be reaching beyond the 
technical products of scientific work into the pro
cesses of science itself: from the what to the how. 
Instead, the reader is left with the image of the 
unsuspecting scientist, poor fellow, who stumbles 
into areas of military application and, as a result, 
needs guidance. 

Having translated the national security/scientific 
communication debate into a problem of unde
sirable technology transfer, the NAS panel then 
proceeded to develop a set of specific recommen
dations. First, it reviewed the extent and nature 
of technology transfer from the United States to 
the Society Union, drawing on briefings primarily 
from classified sources within the Department of 
Defense and the intelligence agencies: When pre
sented with evidence of technology "leakage," 
the panel concluded that "there had been transfer 
of U.S. technology of direct military relevance to 
the Soviet Union from a variety of sources." They 
did not seek to assess how such transfer may 
benefit other interests, but accepted such transfer 
as a serious threat in itself. 

Chalk: Commentary on NAS Report 23 

The Panel then asked whether this transfer in

volves a significant amount of research from uni

versity sources or the open scientific literature,

and concluded:


... there is a strong consensus that scientific 
communication, including that involving the 
university community appears to have been a 
very small part of this transfer up to the present 
time. Open communication on [sic] basic research 
results . .  . has, however, contributed to the sci
entific knowledge base of the Soviet Union as 
well as to that of other nations. 

Finally, the Panel asked whether any areas of 
university research should be restricted because 
of their benefit to the Soviet Union. They con
cluded that "limited restrictions short of classi
fication are appropriate" for some "narrow gray 
areas," and then outlined four criteria that officials 
should consider in deciding when to impose gov
ernment controls: 

The Panel recommends that no restriction of any 
kind limiting access or communication should 
be applied to any area of university research; be 
it basic or applied, unless it involves a technology 
meeting all the following criteria. 

•	 The technology is developing rapidly, and the

time from basic science to application is short;


•	 The technology has identifiable direct military

applications; or it is dual-use and involves pro

cess or production-related techniques;


•	 Transfer of the technology would give the 
U.S.S.R. a significant near-term military benefit; 
and 

•	 The U.S. is the only source of information about

the technology, or other friendly nations that

could also be the source have control systems

as secure as ours. [p. 5]


The panel's narrow interpretation of its task is 
evident in the sole emphasis on military interests. 
I believe that the list would have been strengthened 
if the panel had added a fifth consideration re
quiring the military benefits of restricting sensitive 
information to be balanced against the costs of 
depriving non-military groups (e.g., the general 
public) of the data This Consideration would urge 
an assessment of the non-military value of the 
information deemed to be sensitive to national 
security concerns, and would require a true bal
ancing of national security interests: that is, 
weighing a perceived military edge against factors 
that directly contribute to national vitality and 
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strength. For example, new information about the 
medical treatment of tropical diseases could con
ceivably fall within the criteria outlined by the 
panel. Would these criteria apply to a new de
velopment in genetic engineering which could 
have some application to bacterial or chemical 
warfare? Restricting such information in times of 
military conflict is at times considered to be ap
propriate. To do so in times of peace, however, 
requires stronger justification than the simple ac
knowledgment that the information may con
tribute to the military strength of an adversary 
nation. 

The press commentaries that appeared in the wake 
of the NAS study were disappointingly superficial. 
Both major newspapers and scientific news mag
azines emphasized the extent to which the NAS 
report agreed or did not agree with the govern
ment's assessment of the need for controls. The 
New York Times (1 October 1982) reported that 
"there has been 'substantial and serious' leakage 
of American technology to the Soviet Union." 
but that "open scientific communications and ex
changes, particularly the activities of universities, 
played 'a very small part' in the leakage." Science 
magazine (15 October 1982) echoed this theme, 
emphasizing that the NAS report validated the 
belief that universities were only a small part of 
the larger problem of unwanted technology trans
fer. The Science article reported that the NAS 
"failed to find evidence that leaks of technical 
information from universities or other research 
centers have damaged the national security." 
Neither article addressed the issue of how concerns 
about undesirable technology transfer had obscured 
the importance of questions related to the value 
of openness in science and in American society. 

When the panel translated its charge of iden
tifying and balancing competing national interests 
into a task of determining how the information 
controls sought by government officials could be 
imposed with minimal damage to university and 
research interests, the creation of a "gray zone" 
of restricted data was inevitable. Technology 
transfer, rather than the development of competing 
views over what actions best promote national 
security, emerged as the critical problem. As of 
the writing of this commentary, there has been 
no public assessment of the costs to national 
strength when the values of openness and public 
communication traditionally associated with 
American scientific work are compromised as a 
result of new strategic policies that place heavy 
reliance upon technical innovation as a primary 
measure of military superiority. 

Given the short time-frame of the study, the 
temperature of the debate, and the fact that the 
Department of Defense was the major client for 
the NAS report, it may have been unrealistic to 
expect that the panel would seek to conduct an 
open-ended review of the competing interests at 
issue in this debate. We could have expected, 
however, that such studies not be framed as broad-
based efforts to foster the common good when 
the participants accept at the outset a one-sided 
approach to the problem at hand without inde
pendent critique of the terms of the definition of 
the problem to be addressed. As a result, it is 
necessary to maintain a healthy skepticism toward 
efforts that present short-term fixes to problems 
rooted in historical conflicts. Choices between 
the strengths of an open society and the strengths 
of military efficiency are difficult ones to make, 
because they are based on competing political and 
social perceptions of what combination of interests 
best promote the common welfare. Developing 
criteria to assist in the resolution of these choices 
is a task that still remains. 
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Academic Freedom and the 
Classified Information System 

Robert A. Rosenbaum, Morton J. Tenzer, Stephen H. Unger 

William Van Alstyne, Jonathan Knight 

A recent report (I) on the network of 
statutes and regulations which have been 
invoked by government officials to re
strain unclassified research and travel 
and publication by academic researchers 
concluded that these restrictions abridge 
academic freedom significantly beyond 
the needs of national security. It was 
also argued that the nation's security is 
ill-served by the restrictions in that barri
ers to learning from others, as well as the 
suppression of innovative work whenev

cer in the Air Force who told him, a 
week before the symposium, that his 
papers had not been cleared and there
fore should not be presented. The pro
fessor, while vigorously protesting, with
drew the papers. 

Certain research conducted in univer
sities may have immediate and direct 
national security implications. Some of 
that work is undertaken pursuant to De
partment of Defense contracts. Universi
ties generally recognize that such ar-

Summary. Executive Order 12356, signed by President Reagan on 2 April 1982, 
prescribes a system for classifying information on the basis of national security 
concerns. The order gives unprecedented authority to government officials to intrude 
at will in controlling academic research that depends on federal support. As such, it 
poses a serious threat to academic freedom and hence to scientific advances and the 
national security. 

er its originality might be useful even to 
the industrial or technological progress 
of other nations, are necessarily discour
aging to the maintenance of research 
leadership within the United States. 

A recent event tends to justify such 
criticism. A university professor submit
ted two papers for presentation, and 
subsequent publication, to the 26th An
nual Technical Symposium of the Socie
ty for Photo-Optical Instrumentation En
gineers meeting in San Diego in August 
1982. The professor's research, support
ed by a grant from the Air Force, was not 
classified, in accordance with the univer
sity's stated policy "to undertake only 
those research projects in which the pur
pose, scope, methods, and results can be 
fully and freely discussed." As he had 
done routinely in the past, the professor 
also sent the papers to the program offi
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rangements may compromise their com
mitment to academic freedom, and they 
vary in their policies respecting the wis
dom and acceptability of such arrange
ments. The American Association of 
University Professors (AAUP) has 
thought it inappropriate to condemn fac
ulties and universities for making such 
arrangements per se, but it has regularly 
expressed concern that inconsistency 
with respect to academic freedom is a 
genuine danger that all academic institu
tions should weigh carefully in the re
search and restrictions they accept. 

The implication of the earlier report (I) 
was to favor a limited classification sys
tem, to the extent that it might minimize 
uncertainty and provide a less random 
threat to academic freedom. Ideally, a 
clear and circumspect classification sys
tem should state what research and pub

lication must necessarily be treated in 
confidence according to needs of nation
al security that are plain and compelling. 
It should enable universities and their 
faculties to make informed decisions 
about their research. Very different, and 
strongly objectionable, is a classification 
system that sweeps within it virtually 
anything that might conceivably be use
ful industrially, technically, or militarily 
to at least someone and that is adminis
tered by officials who feel compelled to 
classify as secret any information about 
which they have doubts. 

Here we review briefly the recent 
changes introduced into the classifica
tion system by Executive Order 12356, 
issued by President Reagan on 2 April 
1982. A recent report of the National 
Academy of Sciences Panel on Scientific 
Communication and National Security 
(2) concluded that a national policy of 
security through openness is much pref
erable to a policy of security by secrecy. 
We agree. We believe the enlargement of 
the classification system as stated in 
Executive Order 12356 is seriously mis
taken. It poses an unwarranted threat to 
academic freedom and hence to scien
tific progress and the national security. 

Summary of Recent Changes 

Executive Order 12356 is the most 
recent presidential executive order pre
scribing a system for classifying and de
classifying information on the basis of 
national security concerns. President 
Franklin Roosevelt issued the first such 
order in 1940. Succeeding executive or
ders were signed by Presidents Truman, 
Eisenhower, Nixon, and Carter. In their 
details, these earlier executive orders 
differed on such matters as what infor
mation was to be classified, for what 
period of time, and according to what 
standards. Their similarities, however, 
are more noteworthy than their differ
ences. They sought to preserve the pub
lic's interest in the free circulation of 
knowledge by limiting classification au
thority, by defining precisely the pur
poses and limits of classification, and by 
providing procedures for declassifica
tion. 

By contrast, Executive Order 12356 
significantly broadens the authority of 
government agencies to classify informa
tion as secret. It removes a previous 
requirement for classification that dam
age to the national security be identifi
able. It resolves doubts about the need to 
classify in favor of classification. It per
mits indefinite classification. It provides 
for reclassification of declassified and 
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publicly released information it expands 
the categories of information subject to 
classification to include nonclassified re
search developed by scientific investiga
tors outside the government. 

Main Provisions 

The preamble to Executive Order 
12356 states that the "interests of the 
United States and its citizens require 
that certain information concerning the 
national defense and foreign relations be 
protected against unauthorized disclo
sure." To prevent "unauthorized disclo
sure." the order establishes three levels 
of classification: top secret, secret, and 
confidential. The standards for top se
cret and secret are the same as in previ
ous executive orders. However. Execu
tive Order 12356 omits the earlier quali
fying word "identifiable" in describing 
the damage to the national security that 
can justify classification at the lowest, or 
confidential, level. The text reads: "con
fidential shall be applied to information. 
the unauthorized disclosure of which 
reasonably could be expected to cause 
damage to the national security." At a 
congressional hearing, a Deputy Assist
ant Attorney General explained the dele
tion of the requirement of identifiability 
as follows: 

Every new qualifier or adjective, such as 
"identifiable," added to the requirement of 

showing "damage" or any other requisite 
element of proper classification, raises new 
uncertainties or areas of ambiguity that may 
lead to litigation . . [T]he requirement of 
"identifiable" damage may be construed to 
suggest that disclosure must cause some spe
cific or precise damage, a requirement that 
the government might not reasonably be able 
to meet in some cases. . . . Provisions of such 
orders should be simple general less com
plex and require no more precision than the 
subject matter reasonably allows. The re
quirement of "identifiable" damage fails on 
all these counts. 

In the event that a government official 
is uncertain about the security risk of 
some information, the doubt will be re
solved in favor of classification pending 
a final determination within 30 days. In 
addition, if there is doubt about the level 
of classification, the information will be 
classified at a higher level, also pending a 
final decision within 30 days. Once the 
information is classified, it can remain so 
at the discretion of government officials 
"as long as required by national security 
considerations. There is no provision in 

Executive Order 12336 for justifying the 
need for classification beyond a stated 
period of time. (President Nixon's exec
utive order called for automatic declassi
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fication after 30 years, unless it was 
determined that continued classification 
was still necessary and a time for eventu
al declassification was set; President 
Carter's executive order established a 6
year declassification period.) The latest 
order makes no comment on whether 
declassifying information is generally de
sirable. 

If information is declassified. it may be 
reclassified under Executive Order 
12356 following the requirements for 
classification. Information that has been 
properly declassified and is in the public 
domain apparently may remain "under 
the control" of the government (the un
der defines information as "any informa
tion or materials . . . that is owned by, 
produced by or for, or is under the 
control of the United States Govern
ment") and thus can be reclaimed by the 
government. 

The executive order provides for limi
tations on classification. It states that 
"basic scientific research information 
not clearly related to the national securi
ty may not be classified." Early drafts of 
the order had not included this provi
sion, it first appeared in the executive 
order issued by President Carter. It was 
retained mainly as a result of protests 
from the scientific community. Howev
er, it is not clear what this provision 
actually safeguards. 

Sanctions for violations of the execu
tive order may be imposed on the gov
ernment's "contractors, licensees, and 
grantees." 

Comments 

National security obviously requires 
some classification of information as se
cret. It is also obvious that freedom to 
engage in academic research and to pub
lish the results is essential to advance 
knowledge and to sustain our democratic 
society. 

The possibility for friction between 
classification and academic freedom is 
always there. The friction can be re
duced if classification is invoked before 
research has begun and is cautiously 
applied for a limited period of time and 
only to matters of direct military signifi
cance. Classification defeats its own pur
pose, however, if it imperils the freedoms 
it is meant to protect. In our judgment. 
Executive Order 12356 does exactly that. 
It gives unprecedented authority to gov
ernment officials, to intrude at will in con
trolling academic research that depends 
on federal support. It allows classification 
to be imposed at whatever stage a re

search project has reached and to be 
maintained for as long as government offi
cials deem prudent. Academic research 
not born classified may, under this order, 
die classified. 

The provision in the executive order 
that "basic scientific research informa
tion not clearly related to the national 
security may not be classified" carries 
the suggestion that it may be classified if 
it is determined by the government to be 
"clearly related to the national securi
ty." This standard for classification is 
looser still than "could be expected to 
cause damage to the national security." 
We may be reading too much into this 
provision: we hope that it will be inter
preted as an exemption and nothing 
more. Unfortunately, even with its most 
favorable gloss it is a weak safeguard for 
scientific inquiry. The government offi
cial who cannot fix a clear relationship 
between scientific research and national 
security but nonetheless has doubts 
could still classify government funded or 
contracted research consistent with oth
er provisions in the executive order. 

In the pursuit of knowledge, academic 
researchers should not have to look 
backward either in hope of favor or in 
fear of disfavor. In an era of reduced 
federal support for research except in the 
area of national security, and with in
vestments in research programs and fa
cilities significantly reliant on previously 
allocated federal funds, academic re
searchers are under great pressure to 
submit to classification no matter how 
restrictive or apparently arbitrary the 
demand. The adverse effects on academ
ic freedom and thus on the advancement 
of knowledge and on the national securi
ty can be grave. 

The executive order can inhibit aca
demic researchers from making long-
term intellectual investments in research 
projects that are potentially classifiable 
It can serve to foster unnecessary dupli
cation of research efforts. It is likely to 
inhibit the sharing of research methods 
and results with professional colleagues, 
because something that a government 
official can call harmful to the national 
security might unwittingly be revealed. 
Classification, or the worry that it might 
be imposed, could result in the isolation 
of academic researchers, cut off from the 
free exchange of ideas and exposure to 
constructive criticism. Those concerned 
in government with the uses of new 
knowledge are not likely to obtain the 
benefit of the widest possible evaluation 
of their plans and projects. All of these 
consequences of the executive order are 
likely to be felt outside as well as within 
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the field of research in which classifica
tion is imposed. 

The government has not put forward 
any compelling reasons for instituting a 
system of classification that is so at odds 
with previous systems. The govern
ment's own reports, including reports 
issued by the Department of Defense, 
seriously question the cost, effective
ness, and need for more classification. 
They draw particular attention to the 
dangers of overclassification. 

Executive Order 12356 requires dras
tic revision in order to be tolerable to a 

community of scholars committed to free 
inquiry. The application of the order to 
nonclassified information, which is al
ready subject to potential restraints un
der existing laws and regulations, is at 
best superfluous. The heavy emphasis 
on classification is misplaced: the provi
sion for reclassification should be re
moved and the standards for classifica
tion rewritten so that they do not sweep 
unnecessarily broadly and thereby sig
nificantly threaten academic freedom. 

If the government's executive order or 
its successor continues to deny due rec-

Japanese Industrial Development and 
Policies for Science and Technology 

In this article I describe Japan's indus
trial development and Japanese policies 
for science and technology. In the proc
ess of industrialization and moderniza
tion, Japan imported many new technol
ogies in a wide variety of fields and at the 
same time made great efforts to improve 

Toshio Shishido 

which lasted from the mid-1800's until 
the end of the 19th century, the metal, 
chemical, and machine industries be
came increasingly dependent on imports 
(Fig. 1). The technological development' 
of these industries, and of the light indus
tries that produced such important ex-

Summary. Two important factors that contributed to Japan's economic success 
were government investment in industrial development and the early recognition that 
a good educational system is a prerequisite to technological progress. Government 
policies promoted the importation of technologies from Europe and North America 
and encouraged the education of students abroad. This facilitated the rapid develop
ment of Japanese industry and the adaptation of foreign technologies to local 
conditions. Marry of the methods used to develop industry in Japan could be used to 
advantage in developing countries today. 

these technologies and adapt them to 
local conditions. The success of these 
efforts depended on many factors, the 
most important of which were the educa
tion of the general population and gov
ernment initiative and support. 

The development of industry in Japan 
over the last 100 years can be divided 
into four stages. During the first stage, 

Theauthorwasformerly vice president of Nikko 
Research Center. Tokyo. Japan, and is now vice 
president of the International University of Japan,
Minato-ku. Tokyo 106. This article is adapted from a
paper prepared for the International Development 
Council of Japan. 
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port items as textiles, was therefore lim
ited until the beginning of the second 
stage in about 1900. The third stage of 
development began after World War II, 
when Japan had to undergo a rapid de
velopment process to catch up with the 
advanced technology of the West. By the 
early 1970's the level of technology in 
Japan had surpassed that in Europe and 
reached about the same level as in the 
United States. Now, in the fourth stage 
of development. Japan's attention is 
turning from imitative to creative tech
nology. 

ognition to the need of the independent 
research scholar for academic freedom, 
the cost will be borne not only by the 
researchers who are affected but by the 
nation as a whole. 

References and Notes 

Stage 1. Policies for Promoting 

Industries 

The Meiji government (1868 to 1912)
recognized that increased production 
and the promotion of industries were 
essential for establishing a solid econom
ic foundation for the construction of a 
modem state. The immediate target of its 
policies was the curtailment of imports 
and the promotion of exports, with great
er emphasis on the former. With the 
opening of the country to foreign trade, 
foreign products poured into the domes
tic market, putting pressure on the do
mestic cotton-yarn industry as well as 
other industries, and causing a chronic 
deficit in the international balance of 
payments. 

To counter this trend, the introduction 
of modern industry was urgently called 
for. However, there was little private 
capital available, so that nothing short of 
direct investment by the government 
could accomplish the desired objectives. 
Since the government aimed at encour
aging the private sector to follow its 
example, it made direct investments cov
ering the operations of its own factories, 
the construction of railways, the exploi
tation of mines, and the management o f 
experimental stations. 

The Ministry of Engineering, created 
in 1870, was charged with the responsi
bility for encouraging the development 
of many industries and running the 
mines, railways, and communications. 
During the ensuing 15 years it operated 
the government-owned factories and 
mines, many of them expropriated from 
the former Tokugawa Shogunate and the 
feudal lords. Tomioka Spinning, for in
stance, was established in 1872 by the 
government: it was equipped with 
French-made spinning machines and was 
operated by French techniques. 

In this manner, the Meiji in government 
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EXECUTIVE SUMMARY


Introduction


In March 1982, the Chairman of the AAAS Committee on Scientific Freedom

and Responsibility (Leonard Rieser, Provost, Dartmouth College) wrote to

100 leading American scientists and engineers on the topic of science and

secrecy. The purpose of Dr. Rieser's letter was to gather responses from

a selected sample of scientists in universities and industry, and from

scientists who served as government advisers, to the following questions:


•	 Is there a basic conflict between the principle of open

scientific communication and national security?


•	 Is the current system for classifying or restricting access to

scientific and technical information on national security grounds

too restrictive, generally satisfactory, or too permissive?


•	 How should scientists and engineers respond to government efforts

to restrict or classify the communication of research information

on the basis of national security interests?


The individual responses to these questions included replies from presidents

or top corporate officials of IBM, Westinghouse, General Electric, General

Motors, and Lockheed; from the presidents of Harvard University, University

of Washington, University of Pennsylvania, Stanford University and UCLA;

from seven American Nobel Laureates; from the presidents of engineering and

scientific societies affiliated with AAAS and from the chairpersons of

several AAAS sections.


The responses provide a broad range of opinion in reply to Dr. Rieser's

questions. No attempt has been made to categorize the replies. Instead,

the contents of the letters are being used to inform interested persona of

the nature and scope of concerns of an important group of American intellec

tual and business leadership. It is hoped that these views will stimulate

further thought and discussion of the complex issues involved.


This summary provides a brief overview of the opinions and concerns expressed

in the letters received by the AAAS Committee on Scientific Freedom and Re

sponsibility. It is intended to stimulate further discussion of the important

issues to be addressed in developing government controls over scientific com

munication on the basis of national security concerns. A more detailed report

describing highlights from each letter is available from the Committee officer.


Is There A Basic Conflict?


Replies to the first question posed in Dr. Rieser's letter were focused

primarily upon the principles involved in the current debate about national

security controls on sensitive scientific or technical information. Several

respondents indicated that there was an inherent conflict between the princi

ples supporting unrestricted communication in science and the concerns for

secrecy in the interest of national security.
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Most of the replies noted that open scientific communication and national

security concerns complemented each other in that both supported scientific

progress as a basic objective. However, the respondents noted that there

may be conflicts over the best means to achieve this objective. A few

selected statements illustrate this range of opinion:


The conflict between the requirements of national security

and the free exchange of information among members of the

science and engineering communities is perennial and unavoid

able. (President William P. Gerberding, University of Washington)


There is, in my opinion, no "basic" conflict between the principle

of open scientific communication and national security. To sacrifice

the former in pursuit of the latter would be counterproductive,

serving neither the security nor the scientific interests of this

nation. This is not to say that in a particular instance the two

values might not collide, but such instances are overshadowed by the

tradition of general compatibility. (President C. Peter Magrath,

University of Minnesota)


I believe there is a basic conflict between the principle of open

scientific communication and our national security. Both are extremely

important, and we must be very careful that as we attempt to resolve

conflicts we do not excessively compromise either. (Thomas G. Pownall,

President, Martin Marietta Corporation)


A general conclusion that can be drawn from a review of the letters is that

the respondents hold both concerns--open scientific communication and national

security -- as twin objectives, although they differ substantially in defining

the best means of achieving these goals and the priority which they would

assign to each objective.


"Vagueness" of the Controls


The second question posed in Dr. Rieser's letter asked the respondents to

comment on the current system for classifying or restricting access to scien

tific and technical information. An area of strong concern which surfaced

in the replies focuses on the issue of "vagueness" of the current and proposed

restrictions, as well as the "unevenness" of their application. Some examples:


Although there is undoubtedly a conflict between open communication

and national security in certain specialized areas, I do not believe

that this can be generalized to conclude that there is a basic conflict

between the principle of open scientific communication and our national

security. One of the major difficulties identified during the present

debate is the vagueness associated with prescribing the areas to be

regulated. Without a clear focus on the problem being addressed, there

is a tendency to regulate this area much too broadly. (Vice-Chancellor

Albert A. Barber, UCLA)
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(My faculty is) concerned with what is seen as a growing tendency

on the part of Government to haphazardly interfere with currently

satisfactory policies concerning the free and open exchange of

unclassified scientific information. Most agreed that if changes

are perceived to be necessary, clear regulations should be adopted

which explicitly outline the limitations to be imposed. (President

Sheldon Hackney, University of Pennsylvania)


My associates and I feel that the greatest problem that exists with

our policy is its uneven application. This uneven application not

only permits truly important compromise of important technology but

it also inordinately frustrates those investigators who in good con

science conform to the rules. In my view, it is important that we

find a way to make our present system enforceable. (President R. A.

Fuhrman, Lockheed Missiles & Space Company, Inc.)


The Current System is About Right, But ...


The respondents differed in their attitudes towards the current system of

classifying and restricting access to sensitive information. (Ed. note:

the "current" system was that in place in March 1982, prior to the new

Executive Order on classification). Several persons thought that the current

controls were about right, while others saw them as too lax or too rigid:


The current system (of classification) is restricted to work

performed directly by and for the DOD or DOE.... My experience

suggests that the current system is administered in a generally

satisfactory fashion. It is ponderous, expensive and inconvenient.

(Vice President George F. Mechlin, Westinghouse Electric Corporation)


The current system as it has been administered in the last several

years is probably about right -- that is not too restrictive or

too permissive. Generally government classifications are not abused

and are used to a minimum. Our experiences in applying for export

control licenses through the Department of Commerce have generally

been good and have not imposed undue restrictions or delays. (Executive

Vice President, William C. Hictinger, RCA)


A few replies indicated that the authors saw the current system as being too

permissive:


I believe we have become too permissive in allowing research infor

mation to be freely communicated which compromises our national security.

We should establish a policy which assures that research information of

significant importance to national security is appropriately restricted.

(President Thomas G. Pownall, Martin Marietta Corporation)
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Several other scientists saw the current system as too rigid, and

indicated that classification controls are more often used to cover

up waste and inefficiency than to protect information which, if disclosed,

could damage national security interests:


It is a demonstrable fact that security classification and

secrecy impedes scientific and technical progress very ef

fectively, as can be clearly seen when comparing the Russian

scientific achievement with our own, or, in more local exper

ience, in comparing the performance of "open" laboratories

like Bell Labs with other industrial organizations or DOD lab

oratories Secrecy tends to cloak inefficiency, ignorance,


and corruption more often than it hides genuine technical

secrets. (P.W. Anderson, Nobel Laureate, Bell Laboratories)


What Information Should/Should Not be Controlled


The authors were encouraged to give examples of information which they

believed should or should not be controlled on the basis of national secur

ity concerns. Their examples follow:


The most difficult aspect of public policy regarding this "dual

use" technical know-how relates to the international interchange

of information within the academic sector. IBM's experience in

long range fundamental research strongly supports the conclusion

that openness and freedom from excessive government regulation

are essential requirements for reasonably paced progress and for

effective diffusion to applications. (Vice President and Chief

Scientist Lewis Branscomb, IBM)


The difficulty with regulations is that they are not self-

adaptive, and require doing the impossible: defining the essence

of the importance of undefined knowledge and unmade inventions.

The essence of creative activity is that the most important thing

is the least expected, and by definition, that which is not en

compassed in the prior knowledge or art, and thus not in the prior

regulation. (Vice President Robert Frosch, General Motors and

President of the American Association of Engineering Societies)


(The very nature of "basic research" is such that the probability

of any given piece of information having value to an enemy is

very low. Further, the time it takes to apply such information

is very long -- often more than a decade -- which makes it very

nearly impossible to safeguard. Between these two factors I

think it doesn't make sense to classify or restrict basic research

information. Executive Vice President William Hittinger, RCA)
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In principle, a schedule of automatic declassification by stages

is quite effective. In reality, the system falters at times, as

in the case of the shuttle Columbia. Access to research done on

Dinosaur, a similar shuttle project of the 1960s, would have pre

cluded some reworking of old problems. The information, despite

urging from those working on the project, was not declassified in

time to be of any use. (President William Gerberding, University

of Washington)


One simply cannot justify restricting information which might -

however remotely -- play a role in the further protection, main

tenance or restoration of human health regardless of political,

geographical, economic or any other boundaries. (Associate Vice

Chancellor Karl J. Hittelman, University of California, San

Francisco)


The current system of classification and restricted access to

scientific information has not entered into my own sphere of inves

tigations and research. I am concerned, however, that a rigid

paranoic approach to classification could conceivably assign a

restricted, non-accessible classification to many types of data I

deal with, such as energy resources reserve calculations as well as

production capabilities. (Director Arthur A. Socolow, Pennsylvania

Bureau of Topographic and Geologic Survey and Chair AAAS Section on

Geology and Geography)


It is quite possible that discoveries made in an open environment

might have sufficient military impact that these discoveries should

be classified and their open dissemination restricted.... Examples

of cases where unclassified research might develop items of a clas

sified nature are: 1) Discovery in routine chemical investigations

of new toxic agents which might be used against us; 2) uncovering

of new chemical reactions which might be used in high energy laser

reactions; 3) development of semiconductor processes which make

ICBM sensing substantially more easy; or 4) accidental coming across

techniques for high-strength metals which could substantially change

tank armor capabilities. (President R.A. Fuhrman, Lockheed Missiles

and Space Company, Inc.)


Are Regulations the Answer?


Two areas of concern emerged in the responses to the third question posed in

Dr. Rieser's letter. When asked how scientists and engineers should respond

to government restrictions on sensitive technical information, some authors

indicated that the individuals who generate the information themselves should

serve as the keystone in developing controls over the dissemination of the

information. Others indicated that more formal regulations should guide

individuals in deciding how to disseminate sensitive information:
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It behooves scientists to take the initiative in assuming

responsibilities, as individuals. Awareness of the problem

and discreet actions to protect information vital to national

security can be more effective than rules and regulations by

government agencies. In instances where their scientific re

search leads to results with potential for military applications,

scientists should exercise appropriate restraint in the dissemi

nation of their findings. Only in this way can we hope to avert

onerous measures on the part of government that would be harmful

not only to science but to the national interest as well. (Paul

Flory, Nobel Laureate, Stanford University)


Scientists and engineers should be concerned about achieving an

effective balance between open communication and national security

to protect our national interest and principles, and I believe they

are so motivated. However, I cannot accept the view that individ

ual scientists and engineers are best equipped to be the sole judge

if their work is critical to national security. (Vice President

A. Thomas Young, Martin Marietta Aerospace)


A second area of concern emerged in these responses as well: how to maintain

progress in American research and development activities. A few examples

follow:


There is much talk about the "hemorrhaging of technology" to other

nations as a result of the traditional policy of openness. What's

needed is a counter-balancing analysis with suitable documentation

of the crucial importance to the health of the American scientific

and technological enterprise of our policy of openness in informa

tion exchange. All my interactions with industrial research leaders,

as well as my own experience lead me to conclude that this openness

is indeed, one of our great advantages. The harmful effects of its

loss or restriction would have to be weighed before any form of

official review of the research is ever adopted as being in our

national interest, (Sidney Drell, Deputy Director, Stanford

Linear Accelerator Center)


My real concern is that the U.S. R&D establishment continue to

operate so as to produce the results that maintain technology lead

ership. Two requirements of this are a reasonable degree of free

and open communication among U.S. scientists and engineers and ready

access to foreign generated technology. I do fear that the currently

proposed, dramatic broadening in the International Traffic in Arms

Regulations to include large fields of technology so broadly defined

as to include most of the nonmilitary work in laboratories such as

ours will seriously inhibit the conduct of R&D. Some proposals

would require State Department review for almost everything we do


prior to publication, presentations where foreigners might be present
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and many interactions with U.S. universities with foreign

professors or students in attendance. Clearly, such a broad-gauge

censorship would be counterproductive and highly detrimental; a

Compromise must be found that will protect the really vital military

interests without imposing such deleterious controls. (Vice President


Roland W. Schmitt, General Electric)


An approach to the problem which attempts a legalistic and regulatory

definition of classified and unclassified subjects, and is essentially

procedural in its approach, is going to fail. It will fail not only

because it is divisive, but because it will set up forces in the re

search system which will be destructive.... The essence of the social

situation that I would like to see constructed, in analogy to the ones

that have succeeded in the past, is one in which the research community

interested in a subject area and the government community interested

in its development and use consider themselves all to be parts of the

same community of interest; interested in the research for its own

sake, and interested in its development for national purposes. (Vice

President Robert Frosch, General Motors)


Long-Term Consequences


A few respondents offered some general comments regarding possible consequences

resulting from more restrictive controls on scientific and technical information,

particularly if such restrictions are applied to academic research work:


Unless scientists take seriously the problems pertaining to the

subject of your letter, the current system for classifying and

restricting access to scientific and technical information is

likely to be extended further into areas that are peripheral to

national security. Consequences of moves in this direction should

be evident to everyone engaged in scientific research. Some of the

current research in universities would be driven from university

laboratories to the "underground" of external institutes and facil

ities. This is clearly a prospect that not only would be abhorrent

to faculty, but one that would be detrimental to the advancement of

important branches of science and technology as well. (Paul Flory,


Nobel Laureate, Stanford University


If universities were to withdraw from restricted work, federal

agencies could attempt to carry on the research in their own facil

ities. But this policy would force the government to run the risk

of severely retarding progress by proceeding without the help of a

large proportion of the leading scientists in the fields involved....

Even if universities could be persuaded to continue the research

under government restrictions, the costs could easily outweigh

any benefits to national security. Many able scientists might turn

to other fields rather than submit to the controls. (President

Derek Bok, Harvard University)
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Conclusions


The above comments reflect a wide range of concerns among a sample of

representatives of the American scientific and engineering leadership.

Although there is presently no unanimity or consensus around a single

position, the various perspectives presented in the letters are still in

a very early state of formulation. The balancing of interests which sup

port national security objectives with concerns about the importance of

maintaining open scientific communication procedures remains an ill-

structured problem.


However, the responses do indicate that the individuals who replied to

this poll believe that the questions posed are important ones. The re

sponses also indicate that the academic and corporate officials contacted

through this poll feel strongly about the need to foster more dialogue

with the officials who are developing our government's national security

policies. There was general support for more structured interaction among

the governmental, industrial and academic sectors in order to narrow the

points of agreement and disagreement in this controversy.


The goal of the AAAS Committee in initiating this project was to stimulate

and provoke a broader public discussion of the competing interests at issue

in the development of policies which seek to limit the communication of

sensitive scientific and technical information. The Committee urges that

professional and government groups seek additional ways to broaden the op

portunities for scientists, engineers, and policy-makers to educate

themselves on the important issues involved in this controversy. The Com

mittee also urges these groups to make their concerns publicly known in

the policy-making process and to sponsor public discussions of the key issues

in order to stimulate new ideas and possible remedies to the problems posed

in these letters.
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Introduction


This paper was prepared at the request of the Panel on Scientific 
Communication and National Security which is under the sponsorship of the 
National Academy of Sciences. The authors were charged with presenting 
an assessment of the impact that more rigorous controls on the free flow 
of information in the academic community would have on the nation's 
universities and on the national research effort. 

In the preparation of this analysis advice and comment was solicited from 
a number of sources. A draft was distributed to the members of the Committee 
on Export Controls of the DOD-University Forum and was discussed with them. 
Copies were also sent to a number of universities and a cross section of 
Cornell faculty for review. Subsequent drafts were revised in the light of 
the comments received. To ascertain current policies, information was solicited 
from twelve major research universities. The responses received were reasonably 
uniform and in agreement with the basic positions presented in this document. 
Even so, the views expressed in this document are those of the authors alone. 

Our analysis covers two rather different but related topics: controls on 
the dissemination and publication of the results of research produced by 
U.S. scientists and engineers; and restriction on their interaction with 
foreign nationals, including foreign students in U.S. universities. 

It is not our intention to weigh the disadvantages of controls on research 
results against the problem of flow of scientific and technical information 
to foreign countries. With incomplete access to the full significance of 
this flow and its effect on national security, we confine our discussion to 
the adverse effect of increased control of research and communications on 
the university's teaching and research functions, and the resulting negative 
impact on the nation's programs in these areas. It will be the responsibility 
of the Panel which can more fully evaluate the adverse effect of openness in 
university teaching and research on national security, the fraction of the 
actual technology flow attributable to university programs, and the potential 
effectiveness of controls to weigh these conflicting factors in their 
recommendations. 
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The extent of the impact of the new restrictions on university research and

teaching programs which are described in this report will depend on the

breadth of coverage of scientific fields and how the regulations are inter

preted. Depending on this outcome, the analysis can be applied either to

specific areas of research or more broadly across, universities.


Policy Changes Bearing on Publication and Scientific Exchange


Constraints on the publication and dissemination (written or oral) of work

with evident military significance have existed for years. However, these

concerns have recently been extended and reinterpreted on a new assumption 

that the tradition of open communication in science and technology increasingly

conflicts with national security needs. This assumption is explicitly expressed

in several recent documents. In September 1980, the Department of Defense

issued a brochure stating that scientific exchanges and communication practices

were enhancing Soviet military power and that open scientific literature was

adverse to military security interests. The brochure questioned the wisdom of

various scientific and technological exchange programs, arguing that they were

often not really reciprocal. Other recent government documents emphasize the

need to "protect our scientific communities" against Soviet acquisition of

science and technology. These concerns are reflected in a number of actual or

proposed policy changes. Those bearing on university teaching and research

are as follows:


Under the Invention Secrecy Act, patentable discoveries can be placed under

"secrecy orders" if disclosure is deemed detrimental to national security.

This has mainly been enforced in the case of inventions developed by people

working in defense agencies or under defense contracts, but it has recently

been more broadly applied.


The government can control and restrict the export of technical information

under the International Traffic in Arms Regulations (ITAR) deriving from the

Arms Export Control Act of 1976. Administered by the Department of State,

these regulations cover the export of technical data, defined to include

unclassified information useful in the design of "any technology which advances

the state-of-the-art or establishes a new art in any area of significant

military applicability." Under this law the government can require that

scientific papers be approved by a cognizant agency prior to publication.
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In addition, the Export Administration Act regulates export of goods and

services not controlled by ITAR. This is administered by the Department, of

Commerce, but the Defense Department plays and active role. In principle,

the Act covers conferences, lectures and meetings and requires the Secretary

of Commerce to examine the export of all technical data including the 1.5

million scientific and technical articles that appear annually in the open

literature and which are available for foreign perusal.


Several incidents in 1980 clearly reflect the trend towards increasingly

comprehensive interpretation of these secrecy laws through restrictions on

scientific exchange. The Department of Energy issued an order requiring

government clearance of any communication between DOE contractors and Soviet

scientists. The Commerce Department forced the American Vacuum Society to

withdraw its invitation to Soviet bloc scientists to attend a conference on

magnetic bubble memory devices, asserting that oral exchanges of information

with foreign nationals fall under Export Administration Regulations and that

sponsors would have to obtain an export license before admitting communist-

bloc scientists. Then, the State Department refused to issue visas to eight

Soviet scientists who had planned to attend a conference on laser and electro

optical systems.


State Department officials have also contacted is universities requesting that

certain departments planning to accept foreign students submit detailed

information on what they would be learning, who they would be working with,

and where they planned to travel. The intention is to follow the movements

of individual foreign students and through the host university control their

access to information.


Another critical new development, from the point of view of our current

concerns, is the extension of the Export Administration Regulations to cover

ideas as we'll as hardware; "Information of any kind that can be used or

adapted for use..." "Oral exchanges of information" are included as a form

of export. The most comprehensive legislative proposal has been to extend

the provisions of the Arms Export Control Act. This Act currently requires


a license from the State Department in order to export "critical technology."

The proposed extension of the Act introduced to the House of Representatives

in 1982, redefines the class of transactions subject to licensing requirement

to include unclassified data and ideas that might pertain to military tech


nology. It requires that scientists who want to publish research or even
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to exchange notes and drafts in certain areas, or to speak overseas on

any subject relating to a technology listed in the United States Munitions

List, obtain a prior license from the Secretary of Defense in consultation

with the Secretary of State and the Secretary of Energy. The scope of restricted

subjects could include all research related to computers, laser and cryptography,

but the list and its limits are far from clear. In 1981, the DOD extended the

list of restricted subjects on its "Militarily Critical Technologies List" to

include 620 technologies. The list itself is published but the interpretive

details that would provide guidance to universities is classified.


Finally, Executive Order 12356 has greatly increased government powers to

classify research even in areas not clearly related to national security.

All government grantees are personally responsible to comply with classifi

cation constraints if they have any reason to believe their work has security

implications. The Executive Order drops the crucial requirement previously

established: that classificaton requires evidence of "identificable damage,

and that decisions imposing secrecy must be balanced against the public's

right to know." To cover contingencies, the Order mandates that: "If there

is reasonable doubt about the need to classify information...the Information

shall be considered classified."


Issues in the Current Debate


Recent initiatives, threatening to impose sharply increased controls on

academic research and education, have generated a debate of substantial pro

portions as evidenced by an outpouring of papers, speeches, letters to the

editor and editorials. The Department of Defense maintains that the present

openness of university research harms the security of the nation and therefore

requires the imposition of some form of control over the flow of information.

On the other hand, the university community maintains that a) controls on the

dissemination of ideas and developments in research would have a detrimental

effect on the research enterprise in the United States and unless clearly and

directly related to important military applications would not be in

the national interest: b) because of the coupling of research and advanced

training activities in U.S. universities, such controls will also impede our

capacity to train new scientists, attract high quality people to do research

in these areas, and thus to maintain the very strengths we are trying to

perserve. Both sides in the debate support their position in the genuine
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belief that the interest of the nation is better served by the course of

action they espouse.


The University community maintains that the generally open nature of

American universities is one of the primary reasons for the strength of

U.S. science and technology compared to other nations. The overwhelming

practice among university scientists is one of free discussion and prompt

publication. The university community believes that this characteristic

openness, encouraging cross fertilization, enhancement of ideas, criticism

of conclusions, and verification of findings is an important aspect of a

strong national research capability and an essential factor in the education

of future scientists. If research carrying restrictive covenants were to

become a major component of university research efforts, it would be impossible

to carry out the universities' educational mission and difficult to attract

faculty and students to these areas. Given the position of universities in

the overall national research effort, this would be detrimental to the national

interest.


The Openness of University Research


The practices of universities emphasize open communication on campus. Therefore,

the policies of most universities exclude classified research on campus and

allow limited delays in publication but reject censorship of publications by

sponsors. Although individual faculty members or groups of faculty might

occasionally be willing to accept certain restrictions, such acceptance would

be excluded by general university polciies. These policies are applied even

handedly to all sponsors, governmental and non-governmental.


The notion that university based research is an open activity does not mean

that all the research ideas in the mind of a faculty member must be freely

shared with anyone. Situations can exist where some faculty members decline

to discuss ongoing research results with others. For example, if an exciting

new area has been discovered, a researcher may delay full dissemination of

initial information in order to refine the results or even to capitalize on

advance knowledge for subsequent research options or patent protection. In

these cases, however, students would have full access to all developments




755


- 6 


including the capacity to incorporate materials into theses that will become


public documents. Researchers tolerate such delays in the release of infor


mation on the assumption that the individual deserves some limited advantage


from a successful discovery. However, prolonged secrecy would expose an


individual to sanctions from colleagues. Academics present or publish their


research as quickly as possible, consistent with retaining some advantage in


future research efforts.


Despite the above comments, it must be acknowledged that the declining time


lag between basic research and its commercial application may set in motion


a set of incentives for faculty researchers that encourage proprietary rather


than open behavior in their research activities. The thrust toward commerciali


zation, e.g., biotechnology, led some researchers to treat new research results


and materials as proprietary so that they, or companies in which they have an


equity position, can capitalize on possible financial developments. While such


situations occur, they are currently rare and hardly condoned. Proprietary


behavior in science is simply felt to be unacceptable. University administrators,


concerned with conflicts of interest, are developing policies to address these


problems.


Despite aberations, the tradition and practice of university researchers


remains one of open and free communication and prompt publication.


Controls on Research and the Dissemination of Information


Problems of Implementation


Implementing the proposed constraint on communication of technical infor


mation presents enormous problems when compared to the export of tangible


devices. The restrictions, both proposed and in force, are cumbersome and


vague. The inclusiveness of the provision of the Executive Order on classifi


cation are themselves classified. Similarly, the definition of "strategic


information" in the Arms Export Control regulations provides few guidelines


for implementation. When applied to the export of concepts or ideas, such


ill-defined regulations are unenforceable except in an arbitrary and capricious


manner. Restrictions on foreign nationals are vague. They call for "minimal


involvement" in research - a limit that is pragmatically difficult to define.


Restrictions suggest exceptions for basic research; again posing practical


problems of implementation in the context of contemporary research.
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The vagueness of regulations leaves the burden of proof on the individual

researchers who want to lecture or publish, or otherwise disseminate their

work. Researchers themselves must decide if their work is subject to export

laws. Under the Arms Export Control Act, they must show that dissemination

would not damage national security and, conversely, that withholding informa

tion would be contrary to the national interest. And they must exercise this

responsibility without adequate information. This vagueness is characteristic

of the proposed control mechanisms.


The following sections attempt to analyze these control mechanisms - their

effects, and the problems of implementation in the university context.


Control by Classification


The most stringent level of research control is formal federal classification.

While most secure, the utility of classification must be weighed against its

negative impact on overall national objectives.


The policies of most major universities prohibit classified research on campus

and, in the present situation, few universities would be willing to change this

policy. Hence, classification would exclude involvement of universities in

areas of research which were classified. Not only would the expertise of many

of the most talented university faculty members in important research areas

be lost, but also the education of new scientists and engineers with advanced

research training would be curtailed. If the areas of classified research

are significantly broadened, these losses of talented students and faculty

would be counterproductive to national goals.


Some universities accept classified research in off-campus facilities. As

a rule however, regular faculty members are only peripherally involved in

such facilities, usually in a consulting mode and students may have even less

interaction. In these arrangemets, the primary role of the university is the

management of the facility, and the research staff is little different than

those found in an industrial or government laboratory. Since these laboratories

can engage faculty consultants, in most cases there appears to be little difference

between an off-campus classified research facility and an industrial or govern

ment laboratory. Control over publication within these facilities is common

as are restrictions on visits by foreign nationals. But these restrictions

would not be relevant to normal university research and teaching.
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Control by Restricting Publication


Current university policies generally preclude the acceptance of research

contracts which do not give the principal investigator final authority over

publication. The right of the researcher to decide what material is to be

published is consistent with the traditions of an open academic community

and society and results in a more effective research effort.


One of the factors that attracts scientists to university faculties is the

opportunity to select their research areas, interact freely with other scholars,

and to publish their findings. Restricting this opportunity would exacerbate

the present difficulty in recruiting - at university pay scales - new faculty

members, particularly in certain areas (e.g., engineering). Junior faculty

depend on a tested publication record for promotion and graduate students

require the promulgation of their research findings as part of the requirements

for their degrees. In the evaluation of students and postdoctorals for faculty

and other positions, published research accomplishments play an essential role.

Considering the importance attached to publication, the vulnerability of only

a small percentage of manuscripts submitted for clearance would discourage

many academic scientists and students from participation in research covered

by such arrangments.


While university policies prohibit contracts requiring a sponsor's approval of

publications, they often permit contractors to review manuscripts prior to

publication. Such provisions are designed to allow industrial sponsors a

prior review to protect intellectual property rights and patent possibilities.

These procedures are applicable to all sponsors including federal agencies

If such a system were adopted as a control mechanism for some areas of research,

it is important that time limits be established for such reviews to avoid

extended publication delays.


The contractual right to review manuscripts may be different in the case of

federal sponsors than for other sponsors. In effect, with a federal agency,

the author would be seeking an advisory legal opinion as to the publishability

of the material. If the agency decided that publication would be illegal,

barring compromise, the only recourse an author would have would be the

courts.
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Another possible arrangement for the control of publications involves a

voluntary submission of articles for review prior to publication. This

procedure, adopted by some cryptologists, may not be easily adaptable across

a broader area of science and technology. First, most cryptology research is

directly related to national security whereas research in other areas is less

directly related. Secondly, in cryptology a single agency with significant

expertise, indeed a small group within the agency, is responsible for the

review. If applied more broadly, reviews would be undertaken by different

offices varying greatly in expertise and capacity leading to inconsistent and

uninformed reviews. Finally, in cryptology the volume of work and the number

of researchers is small. These conditions are not present in most other areas.

Thus, problems are foreseen in the administration of any procedure involving

reviews whether they be voluntary or contractual.


The control of the dissemination of information at the point of publication

is an inefficient method of retaining confidentiality. Publication is the

final step in a continuing process of information transfer. Discussions occur

among students and faculty across research groups. Departmental seminars are

usually the first formal step in the dissemination of research results. Infor

mation is also transferred from researchers in one institution to colleagues

working in the same area in other universities. In the latter stages of the

research, presentations are made at national meetings. Thus, by the time the

material is published, the results are already known to a broad spectrum of

individuals. Unless foreign citizens are excluded from the universities and

from national meetings, some transfer of research results to foreign countries

is inevitable even without publication. To decide at the time of publication

that the information is too sensitive to be in the public domain, overlooks

the fact that the most significant aspects of the research may have already

been promulgated orally or by distribution of pre-publication information.


Control by Distinguishing between Applied and Basic Research


Various attempts have been put forward to differentiate basic from applied

research as a criterion for the exportation of technical information. The

distinction between basic and applied research 1s a difficult one. Attempts

to neatly distinguish the two areas has a long history but seem to be

increasingly difficult. The issue has arisen again in the current context

in an effort to focus control in the applied research area. The attempts to
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make this distintion do not imply that applied research is necessarily

sensitive or that it should not be done in universities.


At the two extremes of these general research classifications such distinctions

are possible. For example, the recipe for building a nuclear device can be

distinguished from the discovery of endogenous morphine-like substances

(endorphins) in the brain of man; the first clearly applied research with

probable reason for security control classification; the second basic research

with no reason for control.


However, if the consideration moves to mission-oriented research and, in

particular, if the mission-oriented research has dual (or multiple) end-use,

then the problem of such distinctions becomes blurred. For example, laser

ranging studies of the moon provide a direct test of the equivalence principle

in Einstein's theory of relativity, but they also generate more accurate infor

mation on certain geodetic parameters that affect the precision of Air Force

weapon systems.(1) Do we classify the laser ranging data and the laser range

finder and thereby "protect" the data useful to the Air Force weapons system,

and exclude the test of the theory of relativity?


The present controversy on export control of technical information has focused

on the use of technology of semiconductor microelectronics (and the ubiquitous

computer) in both military and consumer electronics. The control of information

in this field is the antithesis of the openness responsible for the rapid growth

and economic vitality of the semiconductor microelectronics market and could

hamper the competiveness of American industry in this sector.


The hardware and software engineering data that go into the production of

specific weapons systems can be controlled, but the specific concern that most

universities now face with respect to their microelectronics research is the

control of generic research and engineering topics, for example, electron beam

lithography, reactive ion etching, and molecular beam epitaxy. Excessive

restriction of the applied research and development in subset disciplines of

the microelectronics industry would close down most university microelectronics

centers in the United States. This is not a desirable result either for


(1) This example was taken from a list of current basic research projects in

"Basic Research in the Mission Orientated Agencies" Report of the National

Science Board, National Science Foundation 1978. Page XVII.
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government or for universities, nor is it consistent with the government's

desire to have universities participate in the VHSIC program.


Most engineering schools in the United States carry out research and in

struction in this gray area of mission-oriented, dual-use research with

varying mixes of identifiable basic and applied research. The reported per

centage of each varies according to the nature of the evaluation. In two

separate recent NSF publications, the Federal Government alternately reported

$3.5 billion(1) and $2.75 billion(2) in basic research support in 1977.

The discrepancy of $800 million, over 20%, arose in large part from the

different definitions of basic research which are difficult to reconcile

unambiguously.


If clear-cut categorization is required, the distinction between basic and

applied is not a workable guideline for the export control of technical infor

mation and data. The unavoidable difficulties of such a classification arises

from the fact that research is a continum of investigative endeavors ranging

from efforts to produce new fundamental knowledge to producing new manufacturing

"recipes"(3) for new products. University research and development spans this

entire range.


An example from microelectronics might be helpful. The sequence of specific

procedures that lead to the manufacture of integrated circuits, often called

"recipes" is the type of information that most United States semiconductor

companies hold as "company private or secret" and should be under export control.

Often these recipes have more than 150 specific steps for the completion of a

particular type of semiconductor integrated circuit.


Progress in integrated circuit manufacture most often occurs by small evolutionary

changes in the process recipe, but sometimes by revolutionary changes that

replace major steps in the processing; for example, ion implantation relpace

ment of thermal dopant diffusion and electron beam lithography replacement

of photolithography for mask fabrication.


(1) National Patterns of R&D Resources, Funds, and Manpower in the United States,

1953-1977, NSF 77-310, p. 4 as referenced in (1) on p. 10


(2) Federal Funds for Research, Development and Other Scientific Activities,

Vol. XXVI, NSF 77-317, p. 49, as referenced in (1) on p. 10


(3) The term "recipe" has been used previously in the revisions to the EAR

and in the Report of the DOD Science Board Task Force on VHSIC
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Research on generic topics related to semiconductor processing, such as

ion implantation, electron beam lithography and reactive ion etching, pro

duces new knowledge that can be applied to new or modified recipes, but in

itself does not constitute technical data or information that is susceptible

to export controls. This is because each generic topic is only one small input

to a very large sequence of process steps, each of which has to be specially

adapted by extensive engineering development before it becomes part of the

manufacturing "recipe." Furthermore, most technologically advanced countries

are carrying out such research and it is being reported in the open technical

journal literature.


Controls on publication or dissemination of information on ion range versus

energy (ion implantation) plasma chemistry (reactive ion etching) and radiation

chemistry of polymers (electron beam lithography) would remove universities

from their leadership role in this research. Furthermore, because industry

has found university research to be useful, as evidenced by the recent creation

of the Semiconductor Research Cooperative to support university research,

export controls on generic topics of semiconductor science and technology would

slow and might terminate our country's leadership position in semiconductor

microelectronics.


Restriction or control of university research in discreet parts of subsets of

the "recipe" technology should be carefully distinguished from the use of

advanced recipes to fabricate state of the art integrated circuits. Most

universities do not have state of the art manufacturing facilities or recipes

and therefore do not constitute a channel for high technology leakage to

adversary nations.


Control by Restricting Collegial Communication with Foreign Nationals


One method of partially controlling the transfer of scientific information

outside of the U.S. is to restrict the access of foreign nationals, both in the

U.S. and abroad, to communication and the publication of research results.


The imposition of additional restrictions on foreign nationals must be weighed

against the potential loss of the contributions of foreign science and scientists

to the U.S. effort, and the practicality of developing an efficient system to

control access.




762 

- 13	 

One factor which must be considered is the international character of 
science. International cooperation and collaboration in basic research is 
widespread in the research community. Scientific and technical journals 
are distributed worldwide. International meetings are frequent. Scholars, 
including those in science and engineering, are peripatetic as witness the 
travel plans of the annual list of U.S. recipients of Guggenheim fellowships, 
or the facts that three quarters of the world's scientific literature is 
published in journals of countries other than the author's own, and 16% of 
all science and technology articles are co-authored by individuals from 
organizations in different countries.(1) 

Another contribution of foreign science to the overall national and international 
scientific effort is indicated in the world's scientific literature. In 1979, 
the U.S. proportion of the world's scientific articles was 21% in chemistry, 
30% in physics, and 41% in engineering and technology.(2) 

The mobility of scientists on an international scale has benefited the U.S. 
The contribution of foreign scientists to the American effort can be illustrated 
by the award of Nobel Prizes. Since 1950, of the prizes in physics awarded to 
Americans, 33% of the recipients were foreign born. The percentages for 
chemistry and medicine are 17% and 38% respectively. Two-thirds of these 
scientists received their advanced education in other countries. 

The essential point is that there is a true international community of 
scientists. It exists because of the considerable mutual benefits in inter
national information exchange and collaboration. Any effort to exclude U.S. 
scientists and engineers from this international collaboration would meet with 
widespread resentment. It is doubtful i f i t could succeed. It i s even more 
doubtful whether success would be to the net benefit of the U.S. Developments 
by foreign scientists and scholars have been, and will continue to be, of 
great importance to U.S. programs. As an example, details on the USSR-developed 
Tokomak machine for studying nuclear fusion were first presented in the U.S. 
at a physics seminar at Cornell University, and since then Tokomak has become 
the focus of the major U.S. effort in this field. 

(1)	 Science Indicators 1980, National Science Board 1981. The author's country 
is determined by the author's organization and the journal's country is 
defined as the country where i t is published. 

(2)	 Science Indicators 1980, National Science Board 1981. p. 17, 47 
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Control by Restricting Access of Foreign Students and Postdoctorals


One of the more obvious contributions to U.S. science by foreign nationals

is their role as students and postdoctorals in university research. About

half of the doctorates in engineering are foreign nationals.(1) as are 70%


of the postdoctorals(2) and their role is increasing. In the period 1976

to 1979, the number of U.S. full-time graduate students in science and

engineering declined slightly while the number of foreign nationals increased

29%.(3) The contribution of these young scientists to the university research

mission is noted by the statement, "In these two fields (chemistry and engineering)

many departments would find it difficult, if not impossible, to maintain research

productivity without participation of foreign postdoctorals."(2)


After completion of their studies in the U.S. some of these young scientists

return to their own countries and, in many cases, play an important ambassadorial

role. Others remain in this country and increase our technological competiveness.

Unfortunately, information has not been found on the percentage of foreign

Scientists remaining in the U.S. labor force or on university faculties.

However, some indication of the extent to which these foreign scientists flow

into the U.S. effort can be deduced from the following information: for

doctorates in engineering 28%, and in physical sciences 29% have immigrant

status; for those engineers with definite plans, 53% plan on employment in the

U.S., and 15% plan further study (the equivalent figures for the physical

sciences are 47% and 19% respectively;(4) for postdoctorals in engineering,

33% have immigrant status;(5) for all engineering postdoctorals, 30% plan to

take positions on university faculties in the U.S., and 30% plan to work for

U.S. industry.(2) From this information it appears that a substantial number

of foreign students and postdoctorals take up residence in this country


(1) Summary Report 1980. Doctorate Recipients from United States Universities,

national Research Council 1981


(2) A Report of the Committee on he Study of Postdoctorals in Science and

Engineering in the United States. National Research Council 1981


(3) Foreign Participation in U.S. Science and Engineering Higher Education and

Labor Markets. NSF 1981


(4) Foreign Participation 1n U.S. Science and Engineering Higher Education and

Labor Markets. NSF 1981, p. 45


(5) A Report of the Committee on the Status of of Postdoctorals in Science and

Engineering in the United States. National Research Council 1981, pgs. 384,395
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Despite the importance of foreign students, implementing security

restrictions by excluding foreign students from discussions or by con

trolling access to university seminars would result in the withdrawal of

most universities from those areas of science which would be affected. Nor

would universities be willing to accept a monitoring and control function

over foreign visitors.


Regulations which would exclude foreign students from certain research

projects within an academic department raises insurmountable problems.

There is considerable interaction among university research groups and

they are frequently housed in the same laboratory space. In any healthy

academic department there is constant intellectual exchange and wide dis

cussion of research results among its students and faculty. This is a

highly desirable educational process and it is unlikely that such informa

tion exchange could be curtailed except by formal classification. Thus,

it would ordinarily not be possible to pursue a research project which is

subject to controls on the transfer of information to foreign nationals

in a department having foreign students.


There seems to be no viable solution to the problem. The use of visa

controls as a means of selective by excluding students is not feasible

because most entering students have little information about their future

thesis topics. To eliminate the problem by the total exclusion of foreign

students is hardly acceptable considering their importance to the research

effort.


Finally, to refuse all research projects which are covered by ITAR and EAR

is hardly a desirable solution. The actual impact of such a decision on

university research would depend on the breadth of coverage of the regula

tions and how they are implemented.
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Conclusions and Recommendations


There is undoubtedly a significant transfer of American science and

technology to the Soviet military operation. The more advanced countries

routinely transfer their technology to other nations through normal inter

national trade. In addition, illegal transactions and clandestine operations

provide information to bolster the military and commercial potency of other

nations. Inevitably, those countries which produce the highest quality

research contribute more research knowledge to other countries than they

receive in return. And for those nations that are both preeminent in science

and technology and place a high value on democratic traditions, the problem

of technology export can be severe. While efforts should be made to reduce

that flow of science and technology that directly affects our national

security, it should be recognized that the amount of critical information

transferred directly from universities is relatively limited. According to

Admiral B. R. Inman, Deputy Director of Central Intelligence, "only a small

percentage comes from direct technical exchanges conducted by scientists and

students." (1)


Whatever level of increased restrictions on university programs is deemed

necessary for national security, the methods used to control the transfer of

identified technologies should be consistent with the actual demonstrated

magnitude of the problem. They also should recognize that such action could

serve to undermine the contributions that universities have made in maintaining

bur current scientific and technological preeminence. It is in this spirit

that we make the following recommendations:


1 - The experience of World War II demonstrated that universities were

willing to set aside their traditional openness and to virtually

abandon their educational effort in the face of clear and present

danger to the security of the nation. In the current situation,

a case has not been made to the broad academic community which would

convince them of the necessity for controls.


(1)	 Testimony, May 11, 1982. Senate Governmental Affairs Committee

Permanent Subcommittee on Investigations
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Therefore, it is recommended that the proposed controls over university

research and the arguments for imposing them be disseminated to the

academic community.


2 - Most faculty members are totally confused as to their responsibilities

under the export control regulations. It is not known if the regulations

are limited to a few narrow areas, or apply broadly across university

research. Hence, they do not know if their research is covered by the

regulations and what they should do if it is. It is imperative that

existing regulations be clarified. We believe that such clarification

will illustrate the limits on implementation.


It is recommended that a group such as the Export Controls Committee

of the DOD-University forum, after consultation with appropriate

federal agencies, disseminate information on the export controls regula

tions and develop guidelines for faculty members concerning problems

that may arise.


3 - America is fortunate in having a close and cooperative relationship

between its government and its academic community. This has served

the nation well. To perserve this productive relationship,


It is recommended that careful consideration be given to the actual

procedures adopted. Rules and procedures should be no more onerous

than fully justified and, to enhance their effectiveness, they should

reflect an understanding of the importance of free communication to

university programs, and thus to the entire national research effort

as well as our capacity to train advanced scientists and engineers.

Whatever controls are placed on academic researchers, it is important

that they be reasonable and understandable so as to be persuasive to

the academic community.


4 - Some of the uncertainty and confusion surrounding export controls

could be reduced if conditions were incorporated in requests for pro

posals and research contracts. This would allow universities and

individual faculty members to choose whether to accept the contractual

conditions or forego the research support. In establishing contractual
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conditions, it should be realized that most universities are un

willing to accept classified projects on campus. Nor are they willing

to accept arrangements that involve limitations on discussions with

students or require controlled access to seminars. Many universities

also reject contracts which require approval of publication. However,

arrangements which require a prior review of manuscripts are often

acceptable.


Given the present confusion in the implementation of export controls,


It is recommended that when controls are deemed to be necessary

that they be clearly specified by the federal agencies in the terms

of all such individual contracts for university research.


It is realized that such a procedure would not exempt individuals

from the control regulations. However, a mechanism of prior evaluation

would go far in decreasing uncertainties.


The impact of export controls on university research depends on just

how broad and inclusive the areas to be covered will be. Scientific

research in universities is at the frontier of existing knowledge and

conceivably a great deal of it could utlimately have military application.

If widely implemented across broad areas of science, the regulations

could have a serious effect on federally sponsored research programs

by making it virtually impossible for universities to accept the support.

Given the importance of university research to the scientific and

technological leadership of the nation and the difficulty in distin

guishing between applied and basic research.


It is recommended that when controls must be imposed that they be

limited to clearly defined areas of significant danger to national

security. The recommended guidelines for controls should be based

solely on whether the information deals with specific procedures

or recipes to produce an article of military importance to national

security.
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6 - Senior foreign visitors make a substantial contribution to university

research efforts through the exchange of knowledge.


It is recommended that restrictions on foreign visitors be kept to

a minimum. Visa restrictions by the Department of State should be

imposed judiciously with sensitivity to the free functioning of our

academic institutions and only in subject areas where it can be shown

that significant harm will occur if they are not imposed. It should

not be expected that universities would exert a control and sur

veillance role over foreign visitors.


7 - Foreign graduate students in the U.S. present a special problem since

their specific research is unknown when they arrive. Given that it is

impossible to control the movement of students and discussions among

them in an open campus environment,


It is recommended that the control lists be reviewed and restraint

be exercised in applying the ITAR and EAR to university research.

Interpretation should take into consideration the value of foreign

students to the research effort of the nation and the open communica

tion that is so vital in an academic setting.
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Scientific Freedom, National 
Security, and the First Amendment 

It is now apparent that the American 
scientific community is approaching a 
critical point in its relations with the 
federal government. Until recently, the 
conduct of most scientific work in this 
country proceeded on a well-rounded 
assumption that it would remain free 
from official intrusion or state regulation 
(1). Since 1979, however, the federal 

State Department to license the export of 
all military articles listed in the Interna
tional Traffic in Arms Regulations (10). 
As defined by those regulations, the rele
vant articles consist not only of war-
making devices such as aircraft and ex
plosives but also of "any information" 
used in the production of military arms 
(10. sect. 125.01). Equally important the 
regulations broadly construe the term 
"export" to include the noncommercial 
transmission of information in domestic 
settings such as scientific symposiums 
(10. sect. 125.03: 11). 

The other statute is the Export Admin
istration Act of 1979 (12), which differs 
from the arms regulations in two re
spects. First, it authorizes the Com
merce Department to license the export 
of "dual use" technologies that are sub
ject to both military and civilian applica
tions. Second, it deals principally with 
the export of technologies to "controlled 
countries" such as the Soviet Union. 
Poland, and East Germany. Like the 
arms regulations, however, the Export 
Administration Act restricts the domes
tic release of any information used in the 
production of commodities having a mili
tary value (13) Furthermore—and again 
like the arms regulations—the Export 
Administration Act imposes stiff crimi
nal penalties on those who willfully vio
late its licensing requirements (12. sect. 
2410). 

In these statutes Congress has provid
ed considerable authority for govern
mental restraints on the export of "mil
itarily useful" technologies. This fact 
alone, however, will not end the legal 
inquiry in cases where the government 
has invoked the statutes to restrict the 
open, domestic communication of ap
plied scientific knowledge. On the con
trary, in such a case, a major issue will 
arise concerning the validity of the legis
lation under the free-speech clause of the 
First Amendment. 

To resolve this type of issue, the Su
preme Court has consistently relied on a 
well-defined analytical framework de
signed to determine whether the state's 
interest in regulation is sufficiently im-

The author is a Visiting Scholar in Law and Science 
at Yale Law School. New Haven, Connecticut 
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view is the belief that the American 
military must depend on the technologi
cal superiority of its weapons systems to 
offset the quantitative superiority of the 
Soviet Union (6. 7). The critics charge 
that restraints on scientific expression 
are both ineffectual as a means of curb
ing the transfer of technology and incon
sistent with the requirements of scien-

Summary The Supreme Court may soon be asked to decide an important issue of 
First Amendment law arising from the governments efforts to restrict the dissemina
tion of "militarily critical" technological Knowledge. To resolve the issue, the Court will 
first determine whether technological knowledge qualifies for a full measure of 
protection under the tree-speech clause of the First Amendment. The Court will then 
address the government's stated justification for restricting the contested information. 
This inquiry will evaluate both the gravity of the asserted danger to national security 
and the likelihood of its occurrence 

government has frequently acted in the 
name of national security to impose re
straints on important aspects of the sci
entific endeavor. Most notably, in an 
effort to curb the export of "militarily 
useful" technologies, the Administration 
has applied the existing set of export 
controls to domestic scientific sympo
siums, university research programs, 
and even the presentation of scientific 
papers (2. pp. 97-107: 3-5). 

This effort to restrict the dissemination 
of applied scientific knowledge has 
sparked heated debate. The government 
maintains that the normal avenues of 
scientific communication often contrib
ute to a "technology leakage" that en
hances the military capabilities of the 
Soviet Union (3. 7). underlies this 

tific progress (2. pp. 42-45: 4. 8). In this 
view, America's technological suprema
cy is in large part to policies that 
promote the free circulation of scientific 
and technological information. 

The debate has thus far addressed the 
government's effort to control the export 
of applied scientific knowledge as a 
broad question of public policy . It seems 
likely, however, that the major issues in 
the controversy will soon be tested un
der narrower, legal principles in a court 
of law. If so, the government will almost 
certainly rely on one of two congressio
nal statutes as authority for its restraints 
on the transmission of technological 
knowledge. 

One of the statutes is the Arms Export 
Control Act (9). which empowers the 
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portant to justify an abridgment of First 
Amendment freedoms. In the rest of this 
article, I will examine the ways in which 
the Court's mode of analysis can accom
modate the difficult First Amendment 
issues arising from the imposition of re
straints on the open, domestic communi
cation of technological knowledge (14). 

First Amendment Fundamentals 

Like other guarantees in the Bill of 
Rights, the free-speech clause of the 
First Amendment stakes out a zone of 
individual freedom by identifying a spe
cific activity to be protected against un
warranted governmental intrusion. The 
enforcement of such guarantees is left to 
the Supreme Court, the branch of gov
ernment removed from public account
ability and vested with the power to 
invalidate official acts that encroach on 
the protected freedoms. This power of 
judicial review, however, carries the risk 
that the Court will frustrate the demo
cratic process by freely substituting its 
own preferences for the enacted will of 
the public's elected representatives. Ac
cordingly, under prevailing constitution
al theory, the Court's power is properly 
exercised only when its decisions are 
rigorously based on principles derived 
from the text of the Constitution (15, 16). 

These larger considerations have often 
guided the Court in deciding cases aris
ing under the free-speech clause of the 
First Amendment. Rejecting the notion 
that all speech is absolutely immune 
from official regulation, the Court has 
determined the degree of protection to 
be accorded to various categories of 
expression by looking to the major val
ues that underlie the free-speech guaran
tee. These values, according to the 
Court, can be summarized in three prop
ositions. First, the right of free speech 
advances the citizen's interest in self-
fulfillment by enabling him to realize his 
full potential through the free expression 
of opinions, beliefs, and ideas. Second, 
the guarantee of free speech serves an 
important social function by promoting 
the widest possible circulation of socially 
useful information. Finally, the right of 
free speech is essential to a democratic 
form of government, for it ensures that 
all information bearing on various policy 
issues is fully disseminated to the public 
(17, 18). 

Though the Court has not yet adjudi
cated the issue, it seems clear that scien
tific communications contribute to each 
of these interests and this warrant as 
much protection as political tracts, liter
ary works, or any other variety of 
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speech. Indeed, a system of free scien
tific expression not only enables scien
tists to draw on the work of colleagues 
but also tests the validity of hypotheses 
against current data and opposing views. 
In these ways, it promotes the discovery 
of scientific truth and fosters the intellec
tual advances that contribute to the col
lective wisdom (2. pp. 42-45; 19, 20). 

In the case of purely technical data, 
however, more difficult questions arise. 
For example, does technical information 
having only military uses warrant the 
same degree of constitutional protection 
as political speech or basic scientific 
knowledge? In all likelihood the Court 
will answer in the negative, for it has 
previously held that analogous "lesser" 
forms of expression do not stand on the 
same constitutional footing as more tra
ditional varieties of speech. For exam
ple, the Court has held that commercial 
advertising occupies a "subordinate po

sition in the scale of First Amendment 
values" and thus warrants only a "limit
ed measure" of constitutional protection 

(21:22. pp 651-656). 
Most forms of technological knowl

edge, however, are subject to a wide 
range of uses, some of which have mili
tary value but most of which contribute 
directly to the material welfare of the 
community. This point is clearly illus
trated by many of the "militarily criti
cal" technologies that have been cited 
by the Department of Defense—for ex
ample, laser technology, semiconduc
tors, computer hardware, and infrared 
technology (23). Given the obvious so
cial value of such technological achieve
ments, the Supreme Court will probably 
hold that the broad category of techno
logical knowledge warrants a full mea
sure of constitutional protection, while 
noting an exception for information that 
is subject only to military applications 
(19). 

Once this larger question is decided, 
the Court will not assess the social value 
of the technical data at issue in a given 
challenge to a governmental restraint. 
Rather, it will simply note that the infor
mation in question falls within the cate
gory of fully protected speech and will 
then turn its attention to the govern
ment's countervailing interest in regula
tion. At this point, a crucial issue will 
arise: given the strong constitutional pre
sumption in favor of free speech, just 
what burden of proof must the state 
carry to justify its imposition of re
straints on the information? Or, to put it 
in legalistic terms, what standard of re
view will the Court apply to the govern
ment's stated justification for the chal
lenged restrictions? 

Determining the Standard of Review 

To determine the relevant standard of 
review, the Court will focus on two 
broad questions. First, does the govern
ment have a possessory interest in the 
underlying information? If so, the Court 
will apply a mere "reasonableness" 
standard to any governmental restraints 
imposed on government employees in an 
effort to preserve the secrecy of the data. 
Thus, for example, in Stepp v. United 
States, a recent case involving a book 
published by a former CIA agent, the 
Court broadly upheld the state's power 
to impose "reasonable restrictions" on 
the dissemination of governmental infor
mation obtained by government employ
ees (24). In addition, the Court pointedly 
noted that this general principle applies 
"even in the absence of an express 
agreement" between the government 
and the employee (25. p. 503) 

In like manner, the Court will proba
bly sustain any reasonable restraints im
posed on the dissemination of informa
tion resulting from the government-fund
ed research of private parties. Indeed, in 
such a case, the government's restraints 
will likely be upheld on either of two 
grounds: (i) the state, by financing the 
underlying research, acquires a property 
interest in the resulting information or 
(ii) the researcher, by accepting the p u b 
lic financing, agrees to restrictions that 
might otherwise be constitutionally im
permissible (19, 26). 

On the other hand, if the state at
tempts to regulate the dissemination of 
nongovernmental information by private 
parties, the Court will apply a far more 
demanding standard of review. in such a 
case, the weight of the state's burden 
will be determined by a second line of 
judicial inquiry focusing on the precise 
way in which the government has re
stricted the free-speech right. 

On this issue, there are two major 
possibilities: either the state has imposed 
a "subsequent punishment"—usually in 
the form of criminal penalties—on indi
viduals who have already published the 
restricted information, or it has blocked 
the dissemination of the data by issuing a 
"prior restraint." In the case of a subse
quent punishment, the Court will uphold 
the action only if the state can demon
strate a "compelling" interest in regula
tion (22. p. 602: 27)—a burden of proof 
that stands as the modern analog of the 
well-known "clear and present danger" 
test formulated by Oliver Wendell 
Holmes (28). In the case of a prior re
straint, the Court will apply an even 
more demanding standard of review, 
since the government is seeking to block 
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the timely dissemination of information 
and ideas. Indeed, on the evidence of the 
so-called Pentagon Papers decision 
(New York Times v. United States) the 
Court will uphold the restraint only if the 
government can show that a "grave" 
and "irreperable" harm will almost sure
ly result from publication of the data in 
question (29). 

Clearly, under either standard of re
view the state is faced with an exceed
ingly difficult task. Nevertheless, the 
Court has indicated that in some "excep
tional" cases, principally in the area of 
national security, the government's in
terest in regulation may be sufficient to 
warrant a direct infringement on fully 
protected speech (29). The remaining 
question, therefore, is: Just how will the 
Court assess the importance of the 
state's concerns to determine whether 
they are adequate to justify an abridg
ment of First Amendment freedoms? 

Weighing the State's 

Interest in Regulation 

The Court has held that the strength of 
the government's interest in regulation is 
determined in large part by two indepen
dent factors: the nature of the harm that 
the state is seeking to avert and the 
likelihood of its occurrence (30. p. 843). 
In particular, the crucial inquiry centers 
on whether the "gravity of the evil", 
discounted by its improbability, justifies 
such invasion of the free speech right as 
is necessary to avoid the danger" (31). 
With this approach, the seriousness of 
the threatened danger will affect to some 
extent the showing required of the gov
ernment on the "likelihood of occur
rence." 

The Court has long recognized that 
"no governmental interest is more com
pelling than the security of the Nation" 
and that this interest sometimes requires 
the state to protect the secrecy of certain 
kinds of information (24). On the facts of 
a given case, however, the state could 
not rely on the mere assertion of a na
tional security threat, for the Court will 
make-its own inquiry into the nature and 
magnitude of the harm said to result from 

publication of the data at issue (30). p. 
843. 

The state's argument on this score will 
undoubtedly stress the unique nature of 
technical knowledge and in particular 
the unique way in which this variety of 
speech can harm the public. Under clas
sic First Amendment theory, most forms 
of human communication contribute to 
the larger social exchange of opinions 
beliefs, and ideas and do not threaten in 
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any way the material welfare of the soci
ety. Indeed, on this theory, the speech of 
an individual generally cannot cause any 
harm to the community except by influ
encing others to adopt an erroneous or 
misguided position. The theory further 
holds that the government has no genu
ine interest in suppressing a "danger
ous" idea, since the alleged error or 
fallacy can be exposed through an addi
tional exchange of views (22. pp. 605
606: 32). 

These general considerations, howev
er, do not always apply to technological 
knowledge, which often gives rise to 
dangers of a more immediate and tangi
ble kind. In particular, technical know
how, although rarely contributing to the 
general exposition of ideas, often confers 
the power to alter the material conditions 
of life in important new ways, some of 
which may prove harmful (19, 20, 33). 
For example, in the case of new technol
ogies having military applications, the 
underlying know-how can provide a hos
tile nation with the capability of commit
ting harmful acts it would not otherwise 
be able to commit. 

This point was clearly underscored by 
the decision of a federal district judge in 
United States v. The Progressive (34). In 
that case, the government asked the 
judge to enjoin a magazine from publish
ing an article outlining the design of a 
hydrogen bomb. In granting the injunc
tion, the judge stressed that the case 
differed in important ways from the Pen
tagon Papers case, which dealt with a 
classified history of the Vietnam War 
(29). Most notably, according to the 
judge, the case before him concerned 
"information dealing with the most de
structive weapon in the history of man
kind, information of sufficient destruc
tive potential to nullify the right to free 
speech and to endanger the right to life 
itself" (34). Thus convinced that publica
tion "could pave the way for thermonu
clear annihilation of us all," the judge 
found that the government had met its 
heavy burden of justifying a prior re
straint (34, 35). 

In the case of nonnuclear technolo
gies, the government has also invoked 
the name of national security to limit the 
dissemination of technical information 
having possible military applications. 
For example, at a recent international 
symposium on optical engineering, the 
Department of Defense blocked the pre
sentation of a large number of unclassi
fied papers on topics ranging from micro
electronics to infrared technology (2. pp. 
106-107: 30). In so doing, the depart
ment underscored its concern that ad
vanced work in "critical" technologies 

could aid a foreign adversary in the de
velopment of more effective weapons 
systems (36). The National Security 
Agency has recently monitored the ef
forts of research cryptographers to de
velop undecipherable computer commu
nication codes (2. pp. 120-125). Accord
ing to agency officials, the free publica
tion of this work could threaten the 
inviolability of codes used by the Ameri
can military or provide a hostile power 
with an impenetrable communication 
system (2. p. 123: 7). 

In the light of these examples, it is 
useful to rank the various types of na
tional security information according to 
the nature and magnitude of the dangers 
posed by the resulting capability. This 
effort applies, however, only to those 
cases in which the government has first 
demonstrated two important points: (i) 
that the information at issue is indeed 
subject to the asserted dangerous use 
and (ii) that the information is not cur
rently available to the receiving nation 
from another source (19). 

Assuming these facts can be estab
lished, the most serious danger would 
arise from technical capabilities that 
could alter in major ways the current 
balance of international military power. 
This category would include technolo
gies that directly conferred on the Soviet-
Union a new offensive capability or an 
effective countermeasure to American 
weapons systems. It would also include 
technologies that exposed the United 
States to new threats by providing a 
smaller adversary with a destructive 
power that it had not possessed before. 

These are examples of "sudden and 
disastrous giveaways" (37). There are 
other capabilities that, if acquired by a 
hostile nation, could result in a number 
of lesser harms to the nation's security. 
Most significant is the wide range of 
militarily useful technologies that could 
enable a foreign adversary to add incre
mentally to its current military strength 
by (i) directly improving the perform
ance of its weapons systems, (ii) enhanc
ing its communications network. or (iii) 
increasing its knowledge of American 
military capabilities (38). Examples of 
such technologies are electrooptical sen
sors, solid rocket propulsion systems, 
satellite technology, navigation and guid
ance subsystems, microprocessors, and 
microelectronics (2. pp. 18-20: pp. 5
15). 

A less immediate harm would result 
from technologies that enabled a foreign 
adversary to improve its military re
search and development. The most sig

nificant are technologies associated with 
the use of the computer for correlating 
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experimental data with theoretical mod
els (39). Other well-defined technical 
methodologies are used to "guarantee 
reliability, explore the limits of design, 
and reveal new phenomena that can af
fect the next generation of weapons" 
(39). 

A slightly different harm to national 
security would result from technologies 
that enabled a foreign power to upgrade 
its manufacturing capability in industries 
of military importance. For example, mi
croelectronics and computer technolo
gies are important in the development of 
in-flight guidance systems (6. p. 13). 
while precision ball bearings are impor
tant in the production of missiles and 
other military hardware (6. p. 7). 

Finally, it is possible that the export of 
some technical capabilities could under
mine foreign policy goals that are closely 
linked to the nation's security. The ex
port of some types of technical knowl
edge, for instance, might undermine a 
trade embargo designed to influence the 
international behavior of the Soviet 
Union. 

Turning to the question of the likeli
hood of occurrence, the Court will ad
dress he probability that a third party 
will use the information at issue to devel
op the new capability. This line of inqui
ry will consider both the complexity of 
the technology and the skills of the re
ceiving nation. The need for the inquiry 
arises in part from the fact that the 
impersonal transmission of technical 
knowledge is rarely an effective method 
of transferring technology (38: 40 p.29). 
As a general rule, the normal channels of 
intellectual communication convey only 
the broad outlines of technical design 
and theory (40. pp. 67-73). What is usu
ally not published or codified is the body 
of associated know-how that constitutes 
the art of the technology (40. p. 73). 
typically including methods of operation, 
organization, and manufacturing proce
dures. This is particularly true of emerg
ing technologies with few previous appli
cations (40. pp. 73-74). 

Accordingly, the Court's inquiry into 
the likelihood of occurrence will focus 
on the ability of the receiving nation to 
absorb the knowledge at issue and put it 
to use. For example, if the receiving 
nation has a high level of technical ex
pertise in the relevant area, the govern
ment could show with virtual certainty 
that that nation will put the information 
to an immediate military use. If the re
ceiving nation lacks any of the needed 
skills or resources, the state could show 
only a possibility that the knowledge will 
be put to a significant use in the foresee
able future. 
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Together with the gravity of the threat
ened harm to national security, the 
Court's finding on the likelihood of oc
currence will generally determine wheth
er the state's interest in regulation is 
sufficient to warrant the restriction of 
First Amendment rights. Assume, for 
instance, that the government can show 
that the Soviets have sufficient skills 
to acquire a new military capability by 
exploiting an American breakthrough 
in directed energy weaponry. On these 
facts, the Court will no doubt agree that 
the government's concerns are suffi
ciently compelling to warrant an abridg
ment of First Amendment freedoms. 

This will probably hold true, moreover, 
even if the government concedes that the 
Soviets will eventually acquire the capa
bility anyway, since the maintenance of 
a military lead time can be highly advan
tageous (41). On the other hand, if the 
threatened harm to the nation's security 
is less serious. the state's case will be 
correspondingly weakened, and all the 
more so if the receiving nation is shown 
to lack the requisite skills or resources to 
absorb the technology. 

Less Restrictive Alternatives 

The crux of conventional First 
Amendment analysis lies in the Court's 
effort to determine whether the restrict
ed information gives rise to a substantial 
danger and thus warrants governmental 
regulation. However, if this issue is re
solved in the state's favor, the Court will 
pursue a further line of inquiry focusing 
on the government's regulatory tech
nique. In particular, the Court will deter 
mine whether the restraints on speech 
imposed by the state are more extensive 
than necessary to serve its underlying 
concerns (42). Accordingly, even if the 
government can demonstrate a compel
ling " interest in regulation, the Court 
will invalidate the challenged restraints if 
it finds that a "less restrictive alterna
tive" could serve the asserted interest 
equally well. 

A useful illustration of this principle is 
offered by Central Hudson v. Public 
Service Commission of New York (43) 
In that case, the Public Service Commis
sion of the state of New York issued an 
order prohibiting all public utilities from 
promoting the use of electricity. The 
commission reasoned that such a ban 
would decrease the demand for electri
city and thus further the state's interest in 
the conservation of energy resources. 
The Supreme Court agreed that this in
terest was sufficient to warrant some 
restriction of commercial speech but 

found that the state's blanket prohibition 
was more extensive than necessary to 
further that interest. The Court noted, 
for example, that the commission's or
der prevented utilities from promoting 
electrical services that would reduce 
energy consumption by diverting de
mand from less efficient sources. On this 
ground, therefore, the Court found that 
the commission's order was unconstitu
tional. 

This type of inquiry might well be
come relevant if recent proposals to alter 
the export control statutes are passed 
into law. For example, under one such 
proposal (44), the Arms Export Control 
Act would be amended to cover commu
nications of any kind—technical or oth
erwise—dealing with any of a broad 
range of restricted technologies (4). This 
type of regulation, however, would 
clearly be more extensive than necessary 
to safeguard the nation's security, since 
many communications dealing with the 
restricted technologies have no military 
value. Consequently, any regulatory 
scheme based on this proposal would be 
subject to a stern First Amendment chal
lenge on the grounds that there are less 
restrictive alternatives. 

Conclusion 

What is most striking about the 
Court's method of First Amendment ad
judication is that it takes into account 
virtually all the commonsense percep
tions that have informed the general poli
cy debate on the government's effort to 
control the export of scientific and tech
nical knowledge. Indeed, if the Court 
applies its standard analysis to this issue, 
it will not only give due weight to the 
value of scientific freedom but will also 
examine critically the nature and magni
tude of the threatened harm to national 
security. In addition, it will address a 
variety of other considerations, such as 
the technical skills of the receiving na
tion and the reasonableness of the regu
latory technique. By incorporating each 
of these factors into a method of adjudi
cation that formally allocates the burden 
of proof, the Court's approach provides 
a well-defined analytical framework for 
accommodating the claims of scientific 
freedom with the legitimate interests of 
national security. 
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SCIENTIFIC AND TECHNOLOGICAL

EXPRESSION: A PROBLEM IN FIRST


AMENDMENT THEORY†


James R. Ferguson * 

Introduction 

"What is involved here is information dealing with the most 
destructive weapon in the history of mankind, information of suffi
cient destructive potential to nullify the right to free speech, and to 
endanger the right to life itself"1 With these words the district court in 
United States v. The Progressive, Inc.2 explained its decision to enjoin 
the publication of a magazine article on the design of the hydrogen 
bomb. The order, the first prior restraint issued by a court in the name 
of national security, was later mooted when another newspaper 
published the relevant information.3 But despite its uncertain prece
dential value, the case has broad significance, for it raised for the first 

†Research for this paper was supported by the University of Chicago Law 
School. The author would like to thank Robert W. Bennett, James A. McKenna, and 
Victor G. Rosenblum for reading an earlier draft of this Article. 

*Member, Illinois Bar. 
1 United States v. The Progressive, Inc., 467 F. Supp. 990, 995 (W.D. Wis.), 

appeal dismissed, 610 F.2d 819 (7th Cir. 1979). 
2 Id. For useful discussions of the Progressive case, see Cheh, The Progressive 

Case and the Atomic Energy Act: Waking to the Dangers of Government Informa
tion Controls, 48 GEO. WASH. L. REV. 163 (1980); Tribe & Remes, Some Reflections 
on the Progressive Case: Publish and Perish? BULL. ATOMIC SCIENTISTS, March 
1980, at 20; Note, United States v. Progressive, Inc.: The Faustian Bargain and the 
First Amendment, 75 Nw. U. L. REV. 538 (1980). 

3 The district court issued the preliminary injunction on March 9, 1979, and it 
remained in effect for six months. N.Y. Times, Sept. 18, 1979, at 1, col. 6. Six days 
after the Seventh Circuit heard oral argument in the case on September 10, 1979, the 
Madison Press Connection published an article containing the same basic informa
tion. Id. Immediately thereafter, the government moved to dismiss the appeal and to 
lift the injunction against THE PROGRESSIVE. Id. 
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time4 a number of constitutional issues that soon will demand an 
authoritative resolution. 

To begin with, the Progressive litigation clearly illustrated the 
government's broad statutory authority to regulate scientific and tech
nological expression.5 More importantly, however, the case also 

4 There is, however, an earlier case that is worthy of note. In United States v. 
Edler Industries, Inc., 579 E 2d 516 (9th Cir. 1978), the defendants challenged on 
constitutional grounds their conviction for exporting without a license technical data 
dealing with rocket and missile components. The Ninth Circuit found that the first 
amendment claim was "colorable" because the licensing requirement interfered only 
with the "conduct of assisting foreign enterprises to obtain military equipment and 
related technical expertise." Id. at 520-21. 

5 As the district court noted, the Atomic Energy Act, 42 U.S.C. §§ 2014-2296 
(1976), if read literally, empowers the government to control the dissemination of vir
tually all information dealing with either nuclear weapons or nuclear energy, infor
mation that is deemed to be "restricted data" even if it is conceived or legally gath
ered by private citizens. 467 F. Supp. at 994. The Act, which provides criminal 
penalties, 42 U.S.C. § 2274 (1976), states: 

The term "Restricted Data" means all data concerning (1) design, man
ufacture, or utilization of atomic weapons; (2) the production of special 
nuclear material; or (3) the use of special nuclear material in the produc
tion of energy, but shall not include data declassified or removed from 
the Restricted Data category pursuant to section 2162 of this title. 

Id. § 2014(y). See also Cheh, supra note 2, at 176-93. 
In a similar vein, other statutes confer on the government a regulatory authority 

over certain forms of intellectual property. For example, the Invention Secrecy Act, 
35 U.S.C. §§ 181-88 (1976 & Supp. III 1979), authorizes the heads of federal agencies 
to impose a "secrecy order" on patent applications if the agency determines that dis
closure "would be detrimental to the national security." Id. § 181. 

In addition, the State and Commerce Departments are statutorily empowered to 
control the export of certain technological information. Under the Arms Export 
Control Act, 22 U.S.C. § 2778 (1976), the State Department's Office of Munitions 
Control regulates the export of technical data that "can be used, or be adapted for 
use" in the production of restricted arms, or "establishes a new art in an area of 
significant military applicability...." 22 C.F.R. § 125.01 (1980) (footnotes omitted). 

Under the 1979 amendments to the Export Administration Act, 50 U.S.C. App. 
§§ 2401-20 (Supp. III 1979), the Commerce Department issues licenses for the export 
of technical information that is subject to both military and civilian applications. The 
Department's regulations define "technical data" to include a "model, prototype, 
blueprint, or an operating manual...." 15 C.F.R. § 379.1 (1981) (footnotes omitted). 

For a critical study of the Atomic Energy Act, the Invention Secrecy Act, and 
the current efforts of the government to monitor the publication of cryptography 
research, see COMMITTEE ON GOVERNMENT OPERATIONS, THE GOVERNMENT'S CLAS
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revealed the ways in which this kind of information can differ from 
other varieties of speech, and thus pose novel problems for first 
amendment analysis.6 This point was underscored when the govern
ment argued that scientific and technological data often do not war
rant the same degree of first amendment protection as other types of 
expression.7 The claim rested in large part on the intuitive notion that a 
technical weapons blueprint should not stand on an equal constitu
tional plane with a political tract, a work of literature, or a declaration 
of personal belief. But the argument also drew a measure of support 
from recent Supreme Court decisions that adopt a hierarchical view of 
the first amendment, a view that assigns different levels of constitu
tional protection to different categories of speech.8 For example, the 
Court has held that commercial information warrants only a "limited 
measure of protection" because it differs in important ways from 
other types of expression.9 

The issues raised in the Progressive litigation suggest that the time 
has come for a comprehensive assessment of the constitutional status 
of scientific and technological information.10 The purpose of this Arti
cle is to fit the broad category of scientific speech within the current 
framework of established first amendment law.11 The Article will ini-

SIFICATION OF PRIVATE IDEAS, H.R. REP. NO. 96-1540, 96th Cong., 2d Sess. (1980) 
[hereinafter cited as HOUSE REPORT]. 

6 467 F. Supp. at 993-971. 
7 Tribe & Remes, supra note 2, at 23. 
8 See, e.g., Friedman v. Rogers, 440 U.S. 1, 10 (1979); FCC v. Pacifica Founda

tion, 438 U.S. 726, 746-47 (1978); Ohralik v. Ohio State Bar Ass'n, 436 U.S. 447, 
455-59 (1978); Young v. American Mini Theatres, Inc., 427 U.S. 50, 70-71 (1976). See 
also Farber, Content Regulation and the First Amendment: A Revisionist View, 68 
GEO. L.J. 727 (1980). 

9 Ohralik v. Ohio State Bar Ass'n, 436 U.S. 447, 456 (1978). See generally Jack
son & Jeffries, Commercial Speech: Economic Due Process and the First Amend
ment, 65 VA. L. REV. 1 (1979); Farber, Commercial Speech and First Amendment 
Theory, 74 Nw. U. L. REV. 372 (1979). 

10For a brief earlier treatment of the subject, see Ferguson, Scientific Inquiry 
and the First Amendment, 64 CORNELL L. REV. 639, 644-48 (1979). 

11 Unless otherwise indicated, this Article will refer to both scientific and techno
logical information as "scientific speech." This is not to suggest, however, that the 
historic distinction between science and technology is without foundation. According 
to that view, science seeks to increase the understanding of natural behavior, while 
technology seeks to increase the efficiency of human activity through machines and 
other artifacts. Thus, "basic research" is differentiated from "applied research" and 
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tially explore the unique nature of scientific knowledge as a form of 
human expression that carries far-reaching implications not only for 
the realm of ideas but also for the material world: The Article will then 
rely upon the guidelines established by the Supreme Court in the com
mercial speech cases to determine the constitutional status of scientific 
expression. After establishing that scientific expression warrants full 
constitutional protection, the Article will apply standard first amend
ment doctrine to a number of constitutional problems involving state-
imposed restrictions on scientific speech. 

I. The Problem Posed 

Traditional views of the modern scientific endeavor often 
describe a logical continuum of knowledge that is bounded on one end 
by the concepts of basic science and on the other end by the data of 
technological development.12 Granting the validity of this conception, 
the question arises: why should this body of knowledge be viewed any 
differently from most other forms of human expression? The answer 
lies in a single attribute of scientific knowledge: its capacity to confer 
powers that can alter the material conditions of life.13 This feature of 

"technological development" on the grounds that the investigator's sole aim is to 
increase scientific knowledge without regard to its social utility. 

In the twentieth century, however, science and technology have become increas
ingly merged in a "science-based technology" that uses "pure and applied science to 
build artifacts, construct techniques and organize activities." G. KNELLER, SCIENCE 

AS A HUMAN ENDEAVOR 266 (1978). Indeed, one can now identify a logical conti
nuum that links basic scientific research to applied research, and ultimately to tech
nological application. D. GREENBERG, THE POLITICS OF PURE SCIENCE 8-9 (1967). 
This continuum, however, cannot be sharply divided into neat categories, nor is it 
always possible to classify a given body of information as "scientific" or "technologi
cal" Advances in applied research sometimes open up new fields in basic science, 
while discoveries in basic research sometimes have immediate practical applications. 
G. KNELLER, supra, at 268; Teller, The Role of Applied Science, in BASIC RESEARCH 

AND NATIONAL GOALS 257, 258-60 (Nat'l Acad. Sci. ed. 1965). 
12 See note 11 supra. See also Grobstein, The Recombinant-DNA Debate, 237 

SCIENTIFIC AM., July 1977, at 22, 32. 
13

 H. JONAS, Technology and Responsibility: Reflections on the New Tasks of 
Ethics, in PHILOSOPHICAL ESSAYS 3-20 (1974); Ferguson, supra note 10, at 644-48. 

It is, of course, true that advances in economic theory and other disciplines of 
human learning sometimes have applications that affect the conditions of everyday 
life. What is particularly distinctive about scientific advances, however, is that they 
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scientific information carries a far-reaching significance for first 
amendment analysis, a significance that becomes clear when the major 
assumptions of prevailing first amendment theory are briefly exam
ined. 

According to established views, the right of free speech is worthy 
of constitutional protection in part because it promotes a number of 
important values, such as autonomy, rational decisionmaking, and 
informed self-government.14 This fact alone, however, does not fully 
distinguish speech from various other kinds of social, political, and 
economic activity.15 What is equally important, therefore, is the dis
tinctive way in which speech normally contributes to such values. Spe
cifically, unlike other forms of human behavior, the act of individual 
expression generally depends for its effect on the agreement of oth
ers.16 Thus in the paradigmatic case of "pure speech" the speaker com
municates a message in order to persuade others to adopt a particular 
position or point of view. The listeners, however, are free to accept or 
reject the speaker's ideas after independently assessing their merit. As a 
consequence, speech is traditionally viewed as a noncoercive activity 
that does not interfere with the rights or physical welfare of the pub
lic.17 

often make possible capabilities of such a "qualitatively novel nature" as to broaden 
significantly the potential range of human action. H. JONAS, supra, at 2. 

14 T. EMERSON, THE SYSTEM OF FREEDOM OF EXPRESSION 6, 7 (1970). 
15 See Blasi, The Checking Value in First Amendment Theory, 1977 AM. BAR 

FOUNDATION RESEARCH J. 521, 545; Bork, Neutral Principles and Some First 
Amendment Problems, 47 INDIANA L.J. 1, 20-35 (1971). See also notes 50, 70, & 82 
infra. 

16 Baker, Scope of the First Amendment Freedom of Speech, 25 U.C.L.A. 
L. REV. 964, 997-1000 (1978). 

There are also a number of factors that are frequently considered in determining 
whether a particular, act of expression is constitutionally protected. These factors 
include the veracity of the message, see Central Hudson Gas & Electric Corp. v. Pub
lic Serv. Comm'n, 447 U.S. 557, 563-64 (1980), and its context. Indeed, John Hart 
Ely has argued that "context—the threat the particular expressive event poses" will 
sometimes be dispositive of the constitutional inquiry. J. ELY, DEMOCRACY AND DIS

TRUST 110 (1980). See also L. TRIBE, AMERICAN CONSTITUTIONAL LAW § 12-2 (1978); 
Ely, Flag Desecration: A Case Study in the Roles of Categorization and Balancing in 
First Amendment Analysis, 88 HARV. L. REV. 1482 1508 (1975). 

17 Baker, supra note 16, at 999. As a general matter, "speech harms occur only to 
the extent people 'mentally' adopt perceptions or attitudes." Id. at 998. There are, 
however, certain forms of pure speech that directly produce a tangible harm to oth
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Lying at the heart of this theory is a sharp distinction between the 
realm of ideas and the material world of action, a distinction based on 
the intuitive perception that ideas are not harmful in any physical 
sense.18 This is a key distinction in first amendment analysis, for it 
effectively divides the entire range of human behavior into two broad 
categories, protected "expression" and unprotected "conduct."19 

Under this view, the first amendment generally prohibits official 
restraints on the communication of ideas, but does not in any way pre
vent the state from restricting the acts of an individual that may cause 
physical harm to others.20 

ers. Such harms generally result either from the content of the speech or from the 
manner in which the message is conveyed. See J. ELY, supra note 16, at 111-16; L. 
TRIBE, supra note 16, § 12-2. Examples of speech with immediately harmful content 
include obscenity, fighting words, and libel. Traditionally, the Court has treated such 
speech as simply outside the scope of first amendment protection. E.g., Gertz v. 
Welch, 418 U.S. 323 (1974) (defamation of private individuals); Paris Adult Theater I 
v. Staton, 413 U.S. 49 (1973) (obscenity); Chaplinsky v. New Hampshire, 315 U.S. 
568 (1942) (fighting words). But see New York Times Co. v. Sullivan, 376 U.S. 254 
(1964) (defamation of public figures protected unless malicious falsehood). Harms 
caused by the manner in which a message is conveyed may be prevented by narrowly 
drawn time, place, and manner regulations. E.g., Grayned v. City of Rockford, 408 
U.S. 104, 116 (1972); Cox v. New Hampshire, 312 U.S. 569 (1941). 

" Baker, supra note 16, at 997-98. Actions, of course, can also express ideas. 
and therefore can also depend for their effect on the consent of others. E.g., Spence 
v. Washington, 418 U.S. 405 (1974). See Ferguson, supra note 10, at 649-50. More
over, as Professor Tribe has noted, "Expression and conduct, message and medium, 
are . .  . inextricably tied together in all communicative behavior; expressive behavier 
is 100% action and 100% expression.'" L. TRIBE, supra note 16, § 12-7. See also Ely, 
supra note 16, at 1496 ("Burning a draft card to express one's opposition to the draft 
is an undifferentiated whole, 100% action and 100% expression.. . ."); Henkin, The 
Supreme Court, 1967 Term—Foreword: On Drawing Lines, 82 HARV. L. REV. 63, 
79 (1968) ("A constitutional distinction between speech and nonspeech has no con
tent. . . . Speech is conduct, and actions speak") (emphasis in the original). 

19T. EMERSON, supra note 14, at 8. See also Haig v. Agee, 101 S. Ct. 2766, 2783 
(1981);Zemel v. Rusk, 381 U.S. 1, 16-17 (1965). But see notes 17-18 supra. Professor 
Baker has modified the distinction to accommodate expressive conduct. Noting that 
the "essential distinction is solely that 'action' involves coercive or physically interfer
ing conduct," he has argued that the category of protected speech should include 
"noncoercive, nonviolent, and expressive nonverbal conduct." Baker, supra note 16, 
at 1011, 1040. 

20 T. EMERSON, supra note 14, at 8. 
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In the case of scientific knowledge, however, the usually sharp 
distinction between the realm of ideas and the physical world of action 
does not always hold true. By revealing the explanation for the behav
ior of natural phenomena, scientific advances often confer the power 
to alter the conditions of everyday life in new and fundamental ways.21 

This capacity for technological development is, of course, a source of 
great benefits to modern society. But it is also a source of potential 
hazards, for it occasionally introduces new forms of "conduct" that 
pose dangers to the public.22 Thus, in contrast to most other varieties 
of speech which affect only the mind of the listener, scientific informa
tion can provide nations and individuals with the capability of com
miting harmful acts that they would not otherwise be able to com
mit.23 

Yet even this key qualitative difference does not fully explain the 
difficulties that scientific speech can pose for conventional first 
amendment analysis. What is equally important is the magnitude of 
the powers that are sometimes conferred by scientific achievements, 
powers of such a nature and scale as to pose unprecedented dangers.24 

This fact was first demonstrated when advances in nuclear physics 
bestowed on humanity the capacity for global annihilation. So fateful 
was the acquisition of this capability that it stands even today as the 
leading symbol of the hazards of twentieth century science. But the 
same theme is also evident in other areas in which scientists are 
acquiring the ability to modify the most fundamental physical and bio
logical processes. 

To begin with, humanity's intervention in nature has proceeded at 
such a rate, and to such an extent, that the environment is no longer 
immune to human activity.25 This development was not fully recog

21 Ferguson, supra note 10, at 641-42; Jonas, Freedom of Scientific Inquiry and 
the Public Interest, HASTINGS CENTER REP., Aug. 1976, at 15-16. 

22 H. JONAS, supra note 13, at 8-19. 
24 Thomas Scanlon has made essentially the same point by emphasizing "the dis

tinction between expression which moves others to act by pointing out what they take 
to be good reasons for action and expression which gives rise to action by others in 
other ways, e.g., by providing them with the means to do what they wanted to do 
anyway." Scanlon, A Theory of Freedom of Expression, 1 PHII., & PUB. AFF. 204, 
212 (1972). 

24 H. JONAS, supra note 13, at. 8-19. 
25 Id. at 9-10. 
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nized until it began to show itself in the damage that had already been 
done: the pollution of the air by industrial emissions, the degradation 
of the land by toxic chemicals, and the destruction of life forms by 
pesticides and defoliants. These incidents of lasting injury to the bio
sphere have demonstrated that the permanence of nature can no 
longer be taken for granted. On the contrary, the environment is so 
vulnerable to current forms of human intervention that nature has 
become a human responsibility, a matter committed in trust to the care 
of the present generation for the benefit of future humanity.26 

Nor is the environment the only area of human intervention, for 
modern science is also acquiring the ability to modify the basic terms 
of the human condition. Most significant in this regard are two fields 
of current investigation that promise to provide tools for reshaping 
both human nature and biological destiny. First, neurobiologists are 
exploring ways to modify mood, behavior, and personality through 
the alteration of neurochemical processes and other techniques of neu
rological intervention.27 Second, molecular biologists are utilizing the 
recently acquired recombinant DNA technology to develop modes of 
modifying both the genetic constitution of individuals and the gene 
pool of the entire species.28 

These emerging biological technologies carry a variety of poten
tially grave implications for the societies that choose them. In the first 
place, there is no guarantee that such fundamental powers can be 
managed without committing a grievous biological blunder. It seems 
doubtful, after all, that a reliable body of knowledge will be available 
to chart the course of future evolution or guide the modification of 
human nature.29 In addition, the widespread application of such tech
nologies may lead to unwanted social, political, or economic changes, 
For example, according to some critics, a major life-extension technol

26 Id. 
27 See generally J. DELGADO, PHYSICAL CONTROL OF THE MIND (1969). 
28 See generally C. GROBSTEIN, A DOUBLE IMAGE OF THE DOUBLE HELIX (1979); 

Grobstein.supra note 12. 
29 N. JONAS, supra note 13, at 17. The ability to manage intelligently the powers 

conferred by new technologies has been an underlying issue of the recombinant DNA 
debate. In large measure, the question has arisen because recombinant technology 
can breach the genetic barrier between species and thus confer novel properties on life 
forms. See C. GROBSTEIN, supra note 28, at 85; Grobstein, supra note 12, at 
25-29. 
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ogy could produce a serious social dislocation by aging the general 
population, and shifting economic and political power to those who 
are over sixty-five years of age.30 

Finally, the acquisition of biological capabilities that promise to 
alter what were once considered the fixed terms of human nature will 
undoubtedly raise a variety of ethical problems. One concern, for 
example, is that the new technologies will displace inherited notions of 
the "human person as a unique and intrinsically valuable entity, con
scious of its own being and responsible for its own choices."" Profes
sor Tribe writes: 

[A]s one's most intimate nature as a person—one's genetic 
basis and neurological identity—becomes increasingly sub
ject to deliberate external manipulation and even prior 
determination, one's ability to conceive of oneself as a free 
and rational being entitled to resist various societal claims 
may gradually weaken and might finally disappear alto
gether.32 

Thus, Professor Tribe and others suggest that the emerging biological 
technologies portend the "final transformation of man into an 
object—a thing to be 'engineered' according to technical specifications 
along with many other products of human ingenuity."33 

In sum, the twentieth century has witnessed a major change in the 
nature and magnitude of the powers conferred by scientific knowl
edge, and so too a major change in the magnitude of the dangers 
posed by the misuse of that knowledge. Given this reality, it is not sur
prising that some observers are now calling for restraints on scientific 

30 See. e.g., Morison, Misgivings about Life-Extending Technology, DAEDALUS, 

Spring 1978, at 211; Sinsheimer, Inquiring into Inquiry: Two Opposing Views, 
HASTINGS CENTER REP. , Aug. 1976, at 18; Sinsheimer, The Presumptions of Science, 
DAEDALUS, Spring 1978, at 23. 

31 Tribe, Technology Assessment and the Fourth Discontinuity: The Limits of 
instrumental Rationality, 46 S. CAL. L. REV. 617, 648 (1973). For critical studies of 
the effects of modern technology on the nature of human values, see L. MUMFORD, 

THE PENTAGON OF POWER (1970), and J. ELLUL, THE TECHNOLOGICAL SOCIETY 

(1964). 
32 Tribe, supra note 31, at 648. 
33 Id. at 649. 



784


528 Harvard Civil Rights-Civil Liberties Law Review [Vol. 16 

and technological information as a prudent means of preventing the 
acquisition of particular capabilities.34 This argument is frequently 
advanced by the government as part of an effort to curb the prolifera
tion of nuclear arms and other weapons technologies that pose obvi
ous hazards to national security.35 But the same argument is also made 
in response to emerging biological technologies that may produce dis
tant hazards which are not yet fully recognized.36 In both cases, the 
essential point is the same: once the relevant knowledge is freely dis
seminated and developed, the surest safeguard against the dangers 
resulting from its misapplication is lost forever. 

If such arguments are translated into constitutional terms, they 
effectively frame an important first amendment issue that has not yet 
been fully addressed. Does scientific information stand on an equal 
footing with more traditional varieties of pure speech, or does it occa
sionally warrant a different constitutional approach? The question is 
especially important in view of the Supreme Court's recent treatment 
of another class of expression that can cause harms in the physical 
world, commerical advertising. 

In Virginia Pharmacy Board v. Virginia Consumer Council,37 the 
Court broke with precedent38 and held that commercial information 
falls within the scope of the first amendment's protections.39. At the 
same time, however, the Court recognized that commercial advertising 
differs from other types of expression in several important ways, not 
the least of which is its susceptibility to fraudulent, deceptive, or mis
leading uses.40 For this reason, the Court has held, in cases following 

34 See notes 35-36 infra. 
35 United States v. The Progressive, Inc., 467 F. Supp. 990, 995 (W.D. Wis.), 

appeal dismissed, 610F.2d 819 (7th Cir. 1979). See also note 5 supra and statutes cited 
therein (statutes designed to restrain publication of technical data having military 
applications). 

36See generally H. JONAS, supra note 13; Jonas, supra note 21; Sinsheimer, 
Inquiring into Inquiry, supra note 30; Sinsheimer, The Presumptions of Science, 
supra note 30. 

37425 U.S. 748 (1976). 
38 See note 43 infra. 
39 425 U.S. at 770. 
40 Id. at 771 n. 24. See also Friedman v. Rogers, 440 U.S. 1, 12-13 (1979) (trade 

names may be deceptive); Ohralik v. Ohio State Bar Ass'n, 436 U.S. 447, 456 (1978) 
(citing examples of how commercial speech can be harmful). 
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Virginia Pharmacy,41 that accurate commercial information warrants 
only a "limited measure" of constitutional protection against govern
mental efforts to regulate its use.42 

By illustrating the Court's approach to a well-defined category of 
expression, the commercial speech cases offer a useful frame of refer
ence in determining the constitutional status of scientific expression. 
The cases are especially relevant since business advertising and scien
tific information are both occasionally subject to uses that can cause a 
material harm to others. Accordingly, it is useful to begin the inquiry 
by examining more closely the analytical guidelines established by the 
Court in determining the constitutional status of commercial speech. 

II. The Commerical Speech Cases 

At one time, the Supreme Court viewed commercial advertising 
as simply another form of economic activity that was properly subject 
to regulation by majoritarian legislatures.43 However, in the Virginia 
Pharmacy opinion, the Court departed from its earlier decisions, and 
held that commercial information is sufficiently akin to other varieties 
of expression to warrant some degree of constitutional protection.44 In 
reaching this conclusion, the Court stressed that commercial speech 
promotes the three major interests that lie at the core of the first 
amendment: an individual interest in self-expression; a social interest 
in the free flow of information and ideas; and a political interest in 
enlightened public decisionmaking.45 

The Court began its inquiry with the recognition that both the 
advertiser and the consumer have a substantial individual interest in 

41 E.g., Metromedia, Inc. v. City of San Diego, 101 S.Ct. 2882 (1981); Central 
Hudson Gas & Electric Corp. v. Public Serv. Comm'n, 447 U.S. 557 (1980); Fried
man v. Rogers. 440 U.S. 1 (1979); Ohralik v. Ohio State Bar Ass'n., 436 U.S. 447 
(1978). 

42 Central Hudson Gas & Electric Corp. v. Public Serv. Comm'n, 447 U.S. 557 
(1980). The Court has formulated a four-part test for determining whether or not 
commercial speech is protected by the first amendment. See text accompanying note 
67 infra. 

43 See, e.g., Beard v. City of Alexandria, 341 U.S. 622 (1951); Valentine v. 
Chrestensen, 316 U.S. 52 (1942). 

44 425 U.S. at 771 n. 24.

Id. at 761-65.
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the communication of commercial data. The advertiser seeks to con
vey price and product information to the widest possible range of 
potential customers, and the consumer seeks to learn of the availability 
of goods at reasonable prices.46 The Court then noted that commercial 
speech also has an important social value because the efficient alloca
tion of resources depends on "intelligent and well informed" private 
economic decisions.47 Finally, in response to Alexander Meiklejohn's 
theory,48 the Court carried its analysis a step further, declaring that if 
commercial information 

is indispensable to the proper allocation of resources in a 
free enterprise system, it is also indispensable to the forma
tion of intelligent opinions as to how that system ought to 
be regulated or altered. Therefore, even if the First Amend
ment were thought to be primarily an instrument to 
enlighten public decision-making in a democracy, we could 
not say that the free flow of information does not serve that 
goal.49 

Based on this line of analysis, the Court found that commercial speech 
has an important first amendment value and is thus entitled to some 
constitutional protection.50 

Since the Virginia Pharmacy decision, however, the Court has 
consistently held that commercial information warrants only a "lim
ited measure of protection."51 This standard is based in part on the 
"subordinate position" that commercial speech holds in the "scale of 
First Amendment values,"52 and in part on certain "commonsense dif
ferences" between commercial information and other forms of expres
sion.53 In particular, the Court has found that all forms of commercial 

46 !d. at 762-64.

47 Id. at 765.

48

 Id. at 765 n. 19. See generally A. MEIKLEJOHN, FREE SPEECH AND ITS RELA

TION TO SELF-GOVERNMENT (1948). 
49 425 U.S. at 765 (footnotes omitted).

50ld. at 770.

51 Ohralik v. Ohio State Bar Ass'n, 436 U.S. 447, 456 (1978).

52 Id. 
53 Id. at 455-56; Virginia Pharmacy Bd. v. Virginia Consumer Councils 425 U.S. 

748, 771 n.24 (1976). It is not clear from the Court's opinions if these two factors are 
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speech are "more objective, hence more verifiable than other varieties 
of speech;"54 that they are "less likely than other forms of expression 
to be inhibited by properregulation;"55 and that they occur "in an area 
traditionally subject to government regulation."56 

What underlies the last point is the Court's recognition that com
mercial information is "linked inextricably to commercial activity" 
and is therefore more susceptible than most other types of expression 
to uses that can cause an economic harm to the public.57 Accordingly, 
the Court has upheld a number of state restrictions on forms of com
mercial speech that are not inherently misleading, but nevertheless give 
rise to risks of fraud or deception. For example, in Ohralik v. Ohio 
State Bar58 the Court rejected the first amendment challenge of an 
attorney who had been disciplined by the state bar association for per
sonally soliciting potential tort plaintiffs. In so doing, the Court 
emphasized the considerable risks of harm that are posed by such 
forms of client solicitation: 

The detrimental aspects of face-to-face selling even of ordi
nary consumer products have been recognized and 
addressed by the Federal Trade Commission, and it hardly 
need be said that the potential for overreaching is signifi
cantly greater when a lawyer, a professional trained in the 
art of persuasion, personally solicits an unsophisticated, 
injured, or distressed lay person. Such an individual may 
place his or her trust in a lawyer, regardless of the latter's 
qualifications or the individual's actual need for legal repre
sentation, simply in response to persuasion under circum
stances conducive to uninformed acquiescence.59 

distinct, and if so, whether they are of equal significance in the determination of the 
proper standard of review. 

54 Friedman v. Rogers, 440 U.S. 1, 10 (1979). 
55 Id. 
56 Ohralik v. Ohio State Bar Ass'n. 436 U.S. 447, 456 (1978). See also Jackson & 

Jeffries, supra note 9, at 38-39. 
57 Friedman v. Rogers, 440 U.S. 1, 10 n.9 (1979). 
58 436 U.S. 447(1978). 
59 Id. at 464-65 (citations omitted). 
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The Court thus found an adequate justification for the disciplinary 
action in the state's reasonable belief that "in-person solicitation by 
lawyers more often than not will be injurious to the person solicited."60 

Similarly, in Friedman v. Roger61 the Court cited the risk of 
material harm in rejecting a first amendment challenge to a Texas stat
ute that prohibited the practice of optometry under a trade name. The 
Court noted that, unlike other types of commercial speech, a trade 
name does not have an intrinsic meaning; rather, "it acquires meaning 
over a period of time by associations formed in the minds of the public 
between the name and some standard of price or quality."62 Such "ill
defined associations," the Court continued, give rise to a "significant 
possibility that trade names will be used to mislead the public."63 For 
example, an unscrupulous practitioner could "assume a new trade 
name if negligence or misconduct casts a shadow over the old one."64 

Accordingly, the Court found a "substantial and well-demonstrated" 
state interest in protecting the public from the deceptive use of trade 
names, and upheld the statute as a permissible regulation in 
furtherance of that interest.65 

Thus, while the Court has been willing to extend a measure of 
constitutional protection to business advertising, it has not ignored the 
important differences that separate commercial speech from other 
types of expression. On the contrary, the Court has recognized that all 
forms of commercial information share certain characteristics such as 
objectivity, hardiness, and the potential for deceptive use.66 In the light 
of these differences, the Court has applied to restrictions on business 
advertising an intermediate standard of review that extends only a 
"limited measure of protection" to commercial speech.67 Under that 
standard a specific body of commercial data is deemed to be constitu
tionally protected only if it "concerns lawful activity" and "is not mis

60 Id. at 466. 
61 440 U.S. 1 (1979). 
62 Id. at 12. 
63 Id. at 12-13. 
64 Id. at 13 
65 Id. at 15. 

66 See id. at 10. 
67 Central Hudson Gas v. Public Serv. Comm'n, 447 U.S. 557, 566 (1980) See 

Metromedia, Inc. v. City of San Diego, 101 S. Ct. 2882, 2892-95 (1981) (plurality 
opinion). 
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leading."68 Furthermore, even if these requirements are met, the gov
ernment can still regulate the information if the asserted state interest 
is "substantial" and if the regulatory means are "not more extensive 
than is necessary to serve that interest."69 

III. The First Amendment Value

of Scientific and Technological Speech


If the guidelines established by the Court in the commercial 
speech cases are followed, an inquiry into the constitutional status of 
scientific and technological information must begin by determining 
the first amendment value of scientific speech. In particular, the 
inquiry must address the ways in which scientific expression promotes 
three core values of the first amendment: the individual interest in self-
expression, the social interest in the free flow of information and 
ideas, and the political interest in informed self-government. 

A. The Individual Interest in Free Scientific Expression 

A familiar justification for the free speech guarantee is that 
"some speech activities should be immune from government regula
tion as a matter of individual right rather than social policy. . . ."70 

According to this theory, the right of free speech is a basic attribute of 
liberty because individual expression often serves as a mode of per
sonal fulfillment.71 The theory thus rests on the widely accepted notion 
that the individual can best realize his or her character and potential 
through the uniquely human ability to communicate opinions, beliefs, 
and ideas.72 

Such a conception of the value of free expression clearly applies 
to scientific communications because they represent the final product 
in a creative intellectual process. The scientist-in-training must undergo 

68 447 U.S. at 566. 
69 Id. 
70 See Blasi, supra note 15, at 544 (Footnote omitted). See also R. DWORKIN, 

TAKING RIGHTS SERIOUSLY 190-91 (1978); T EMERSON, supra note 14, at 6; Emerson; 
Toward a General Theory of the First Amendment, 12 YALE L.J. 877, 879 (1963). 

71 T. EMERSON, supra note 14, at 6; Emerson, supra note 70, at 879. 
72  T. EMERSON, supra note 14, at 6. 
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years of intensive study to master the body of acquired knowledge in 
his or her chosen field of specialization. When this groundwork is laid 
the scientist is in a position to identify a problem that warrants investi
gation, for example, a natural occurrence or phenomenon that is not 
adequately explained by current theory.73 Once a problem is defined, 
the scientific endeavor proceeds in two episodes of thought: the imagi
native and the critical.74 In the imaginative phase, the scientist forms a 
hypothesis to explain the phenomenon under investigation. The 
hypothesis is often conceived in a "private moment of illumination,"75 

a flash of intuition that calls into play the creative qualities of the 
mind.76 In the critical phase, the scientist also engages in creative activ
ity by designing an experimental procedure to test the validity of the 
hypothesis.77 Additionally, to ensure the integrity of the experimental 
results, the scientist makes use of specific craft skills, such as the 
proper use of laboratory equipment, the correct reading of instru
ments, and the accurate appraisal of data.78 

73 Alternatively, the researcher might simply gather facts or engage in other 
activities that do not entail the formation of hypotheses. G. KNELLER, supra note 11, 
at 99. 

74 P. MEDAWAR, INDUCTION AND INTUITION IN SCIENTIFIC THOUGHT 46 (1969). 
75 J. ZIMAN, PUBLIC KNOWLEDGE: AN ESSAY CONCERNING THE SOCIAL DIMEN

SION OF SCIENCE 35-36 (1968). 
76 Because intuition plays such an important role in the formation of 

hypotheses, the process has been described as "non-logical." P. MEDAWAR, supra 
note 74, at 56. Nevertheless, it seems clear that certain rational principles or strategies 
guide scientists in forming and pursuing hypotheses. The two most common forms 
of scientific reasoning are retroduction and hypothetico-deduction. In the former, the 
scientist encounters an anomaly, and then reasons to a general principle or explana
tion that will account for the anomaly. In the latter, the scientist begins with a hypoth
esis and then deduces general statements or specific predictions from it. G. KNELLER, 

supra note 11, at 113. 
77 If hypothesis formation is a nonlogical process, see note 76 supra, experimen

tation "lies within and makes use of logic, for it is an empirical testing of the logical 
consequences of our beliefs." P. MEDAWAR, supra note 74, at 46. 

78 The "craft" aspects of scientific research are discussed in J. RAVETZ, SCIEN

TIFIC KNOWLEDGE AND ITS SOCIAL PROBLEMS 95-101 (1971). As Ravetz notes, 

the work of scientific inquiry requires knowledge which is learned only 
through precept and experience in a multitude of particular cases, and 
which therefore is not "scientific" in character. The assessment of data 
and of information, and the manipulation of tools, are all subject to 
pitfalls; and it is only the craft knowledge of the investigator which 
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The personal satisfaction arising from such creative intellectual 
work accounts for much of the scientist's interest in a system of free 
scientific expression.79 But scientists also have strong professional 
interests in freely disseminating the results of their scientific work.80 As 
Robert K. Merton has shown, institutional science is built on a 
"reward mechanism" in which professional advancement accrues to 
those who make "genuinely original contributions to the common 
stock of knowledge."81 As a consequence, the scientist's professional 
standing is largely dependent on peer recognition of his or her original
ity in specific research endeavors. It is for this reason that bitter dis
putes over the "priority of discovery" have arisen so frequently in the 
history of modern science.82 And it is for this reason that scientists are 
so interested in publishing their work before it is anticipated by oth

83 ers.
The practitioner of science thus has a number of personal and 

professional interests in freely communicating scientific information 

enables him to avoid some and sense the presence of those which 
remain. 

Id. at 101. 
79 While the above discussion has dealt largely with basic research, it seems clear 

that applied research and other forms of technological development are equally crea
tive, and thus also serve as a source of personal satisfaction. Indeed, some observers 
have held that the technological impulse is "closely akin to that of art." Tribe, supra 
note 31, at 641. See Smith, Art, Technology and Science, 11 TECH. AND CULTURE 493 
(1970). 

80 The scientist's professional interest in free scientific speech might be viewed as 
roughly akin to an economic interest. In this regard, the Supreme Court has held that 
the "economic nature" of the individual's interest in free expression does not preclude 
first amendment protection. See Virginia Pharmacy Bd. v. Virginia Consumer Coun
cil, 425 U.S. 748, 761 (1976). 

81 R. MERTON, THE SOCIOLOGY OF SCIENCE 293 (1973). Merton explains that 
this "functional emphasis" on originality results from the normative structure of sci
ence "which defines originality as a supreme value and thereby makes recognition of 
one's originality a major concern." Id. at 294. 

82 Indeed, as Merton notes, "almost all of those firmly placed in the pantheon 
of science—Newton, Descartes, Leibniz, Pascal or Huygens, Lister, Faraday, Laplace 
or Davy—were caught up in passionate efforts to achieve priority and to have it pub
licly registered." Id. at 334-35. 

83 The competitive aspects of modern science are discussed in W. HAGSTROM, 

THE SCIENTIFIC COMMUNITY 69-100 (1965). See generally J. WATSON, THE DOUBLE 

HELIX (1968). 
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and ideas. When these interests are recognized, it becomes clear that 
scientific speech is fully consistent with traditional views of self-expres
sion as a mode of personal fulfillment and an attribute of liberty. 

B. The Social Value of Free Scientific Expression 

In recent decisions the Supreme Court has increasingly invoked 
the so-called "consequentialist" theory of the free speech right.84 

According to this theory, the free flow of information and ideas plays 
an important role in promoting a wide range of desired social 
Thus, for example, in Virginia Pharmacy the Court stressed that the 
availability of accurate commercial data is crucial to the efficient allo
cation of resources in a free market system.85 

Scientific knowledge clearly has an incalculable social value. 
After all, scientific advances not only contribute to the collective wis
dom of the culture, but also make possible practical applications that 
improve the quality of modern life. The real question, then, is whether 
a system of free scientific expression, as opposed to an official policy 
of selective suppression,86 promotes the discovery of scientific truth.87 

84 E.g., Virginia Pharmacy Bd. v. Virginia Consumer Council, 425 U.S. 748, 
765 (1976). One corollary of the "social function" theory of the free speech guarantee 
is the public's first amendment right to receive information and ideas. See, e.g., Pro
cunier v. Martinez, 416 U.S. 396, 408-09 (1974); Kleindienst v. Mandel, 408 U.S. 
753, 762-63 (1972). For a discussion of the relative merits of the "consequentialist" 
and "libertarian" interpretations of the first amendment, see L. TRIBE, supra note 
16, §12-1. 

85425 U.S. 748,765(1976). 
86 One historic example of the selective suppression of scientific information is 

the so-called "Lysenko affair" in which the Soviet Union attempted to accelerate its 
agricultural program by adopting Lysenko's genetic theories to the exclusion of com
peting alternatives. See generally Z. MEDVEDEV, THE RISE AND FALL OF T. D. 
LYSENKO (1969). 

87 As a general matter, the following discussion applies to information and ideas 
that are the immediate products of basic scientific research. In the case of technologi
cal data, the obvious social value of the information arises from the useful capabili
ties it confers. See text accompanying notes 125-34 infra. Additionally, technological 
advances often facilitate the acquisition of basic scientific knowledge, as to clearly 
illustrated by the recently-acquired recombinant DNA technology. See note 130 infra. 
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In other words, does the well-known "free market of ideas" theory 
have any validity in the domain of science?88 

To answer this question, it is necessary to examine briefly the 
method of scientific inquiry.89 As noted earlier, the work of science 
begins with the formulation of a hypothesis to explain some imper
fectly understood natural phenomenon. The scientist next reasons 
deductively to determine what consequences would follow logically if 
the hypothesis were true, and then tests these "predictions" against 
experimental observation of the actual events in nature. If the predic
tions are accurate, the hypothesis is confirmed and the scientist 
publishes the research for critical evaluation by scientific peers. If the 
predictions are inaccurate, the scientist either revises the hypothesis 
until accurate predictions result or discards the hypothesis altogether.90 

Normally, a hypothesis fits within a larger conceptual framework 
that is shared by scientists in the research field, what Thomas S. Kuhn 
has termed a "paradigm."91 As a conceptual model of nature, the par

88 The "free market of ideas" theory holds that "the best test of truth is the 
power of the thought to get itself accepted in the competition of the market." Abrams 
v. United States, 250 U.S. 616, 630 (1919) (Holmes, J., dissenting). In recent years, 
however, several scholars have questioned the notion that political or philosophical 
truth will always prevail over falsehood in a free and open encounter. See, e.g., L. 
TRIBE, supra note 16, § 12-1; Blasi, supra note 15, at 549-50; DuVal, Free Communi
cation of Ideas and the Quest for Truth, 41 GEO. WASH. L. REV. 161, 188-94 (1972). 

89 For general discussions of the method of scientific inquiry, see G. KNELLER, 

supra note 11, at 105-19; P. MEDAWAR, supra note 74, at 35-59; Ziman, supra note 
75, at 30-62. 

90 P. B. Medawar thus writes that scientific reasoning "is a constant interplay or 
interaction between hypotheses and the logical expectations they give rise to: there is a 
restless to-and-fro motion of thought, the formulation and rectification of 
hypotheses, until we arrive at a hypothesis which, to the best of our prevailing knowl
edge, will satisfactorily meet the case." P. MEDAWAR, supra note 74, at 48. 

91 T. KUHN, THE STRUCTURE OF SCIENTIFIC REVOLUTIONS 10 (1970). As an alter
native to Kuhn's "paradigm," Imre Lakatos has described the theoretical assump
tions underlying a specific research tradition as a "research program." Lakatos. Falsi
fication and the Methodology of Scientific Research Programmes, in CRITICISM AND 

THE GROWTH OF KNOWLEDGE 155, 179 (I. Lakatos & A. Musgrave eds. 1970). Kuhn 
himself has suggested that the notion of a "disciplinary matrix" might be a more 
useful concept than "paradigm." T. KUHN, supra, at 182. 

As a general matter, the scientific theory that underlies a specific "paradigm" or 
"research program" identifies observed regularities in nature (which are described in 
"laws" or empirical generalizations), and postulates a mechanism that accounts for 
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adigm guides the research endeavor by identifying significant prob
lems and promising avenues of inquiry.92 Thus, for example, Darwin
ian theory has governed fields of modern biology, just as relativity the
ory has governed areas of twentieth century physics. On occasion, 
however, a line of investigation will yield a significant body of data 
that cannot be reconciled with the accepted model.93 The appearance 
of marks the beginning of a crisis period in which 

alternative paradigms and debate their respective 
meets.94 This period of theoretical uncertainty continues until one 
conceptual model captures the field by explaining in persuasive ways 
the facts that undermined the earlier paradigm.95 

Lying at the heart of the scientific method, then, is a process of 
rigorous testing96 in which statements, ideas, and theories are 
published for critical evaluation and thereby exposed to the "hazard of 
refutation."97 On one level, a hypothesis is accepted by scientists only if 
it squares with the results of independent investigation and measure
ment.98 On another level, a theory or paradigm is accepted by scien
tists only if it explains the behavior of nature in more plausible ways 
than competing alternatives. Karl Popper writes: 

such regularities. For example, Newtonian physics explains the inverse relationship 
between the volume and pressure of a gas at constant temperature in terms of the 
kinetic energy of colliding gas molecules. For a useful discussion of scientific theories 
as models of mechanisms in nature, see R. HARRÉ, PRINCIPLES OF SCIENTIFIC THINK

ING 33-60 (1970).
92 T. KUHN, supra note 91, at 35-51. As Kuhn explains it, the paradigm operates 

as a "vehicle for scientific theory," providing a "map whose details are elucidated by 
mature scientific research." Id. at 109. Such a "map" is essential, in Kuhn's view, 
because "nature is too complex and varied to be explored at random. . . ." Id. at 109. 

93 T. KUHN, supra note 91, at 52-76. 
94Id. 
95 Id. at 77-91. It should be emphasized that an established theory or paradigm 

will not be abandoned by a given scientific field until a more inclusive theory 
becomes available. Id. at 77; Lakatos, supra note 91, at 146-59. j 

96 John M. Ziman describes a good experiment as a "powerful piece of rhetoric, 
(for) it has the ability to persuade the most obdurate and skeptical mind to accept a 
new idea" J. ZIMAN, supra note 75, at 36. 

97 K. POPPER, THE LOGIC OF SCIENTIFIC DISCOVERY 280 (1968). It is in this sense 
that the publication of a scientific paper is a "formal invitation to criticism" H. JUD
SON, THE SEARCH FOR SOLUTIONS 11 (1980). 

98 K. POPPER, supra note 97, at 108. 
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We choose the theory which best holds its own in competi
tion with other theories; the one which, by natural selec
tion, proves itself the fittest to survive. This will be the one 
which not only has hitherto stood up to the severest tests, 
but the one which is also testable in the most rigorous way.99 

Clearly, then, a system of free scientific expression is essential to 
the operation of the scientific method. The process adopts as its cen
tral principle the notion that scientific knowledge is determined by a 
freely accepted consensus of professional opinion.100 To this extent, 
therefore, the method assumes the existence of an autonomous scien
tific community that serves as the sole judge of scientific merit and the 

99 Id. The above discussion represents a broad outline of what might be 
described as a consensus view of the way in which science progresses. There is, how
ever, a vastliterature on the nature of scientific progress, and a number of conflicting 
schools of thought. 

The oldest theory, and the one that is the most consistent with popular concep
tions of the scientific endeavor, is "logical empiricism." According to this "positivist" 
interpretation, scientists formulate theories using inductive logic. Predictions are then 
deduced from the theory and experimentally tested to confirm or refute the theory. In 
this manner, according to the positivists, science progresses logically and inexorably 
closer to the truth. See Wade, Thomas S. Kuhn: Revolutionary Theorist of Science, 
197 SCIENCE 143 (1977). 

Karl Popper provided the first major challenge to logical empiricism. Following 
Hume's critique of inductive logic, Popper argued that the accumulation of evidence 
can never conclusively prove a scientific theory, because the theory can still be refuted 
by the next piece of evidence. Popper also held, however, that a theory can be empiri
cally falsified. He therefore claimed that the chief aim of the scientific endeavor is to 
formulate theories that are falsifiable and to attempt to refute them through experi
mental testing. K. POPPER, supra note 97, at 40-41, 108, 280. 

Thomas S. Kuhn has argued that many important advances are achieved during 
periods of "normal science" in which scientists, working in a common intellectual 
tradition, develop the implications of the theoretical paradigm that governs the field. 
In Kuhn's view, a fundamental change in theory occurs only rarely; and when it does 
occur, nonrational factors play a key role in the "conversion" of scientists to the new 
paradigm. Kuhn, supra note 91, at 23-42. 

For a helpful discussion of Kuhn, Popper, and the positivists, see F. SUPPE, THE 

STRUCTURE OF SCIENTIFIC THEORIES 135-51, 167-70 (1977). For a notable recent 
effort to strike a middle ground between Popper and Kuhn, see Lakatos, supra note 
91. 

100 J. ZIMAN, supra note 75, at 9; Polanyi, The Republic of Science, in CRITERIA 

FOR SCIENTIFIC DEVELOPMENT 1-20 (E. Shils ed. 1968). 
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final arbiter of scientific disputes.101 Furthermore, because it relies so 
heavily on critical evaluation as a means of exposing error, the scien
tific method seeks to test theories and propositions against the widest 
possible range of independent investigations.102 Accordingly, the dis
senting opinions of critically thinking scientists "are not merely toler
ated; they are warmly welcomed and, if successful, richly 
rewarded."103 

There is, moreover, another way in which a system of free scien
tific expression promotes the discovery of scientific truth: it provides 
an ever increasing fund of "public knowledge" that enables scientists 
to benefit from the work of colleagues.104 This is particularly signifi
cant in view of the corporate and collective nature of the scientific 
enterprise.105 Unlike art and other forms of human creativity, scientific 
achievements do not exist as separable entities, but are "parts of a sin
gle edifice that is collectively assembled by scientists."106 Accordingly, 
as John M. Ziman has noted, 

[A] scientist does not merely rely upon his apparatus, his 
eyes and his own logical powers; to an enormous extent he 
relies upon other people, through their published work, 
through the results of their experiments, through the tech
niques that they have initiated and tested, through the the
ories that they have originated and developed. The 'bibliog

101 Thomas S. Kuhn writes: 

The very existence of science depends upon vesting the power to choose 
between paradigms in the members of a special kind of community. Just 
how special that community must be if science is to survive and grow may 
be indicated by the very tenuousness of humanity's hold on the scientific 
enterprise. . . . [O]nly the civilizations that descend from Hellenic Greece 
have possessed more than the most rudimentary science. The bulk of scien
tific knowledge is a product of Europe in the last four centuries. No other 
place and time has supported the very special communities from which sci
entific productivity comes. 

T. KUHN, supra note 91, at 167-68. 
102J. ZIMAN. RELIABLE KNOWLEDGE 7, 59 (1978). 
103 Id. at 131. 
104

 This point is fully developed in J. ZIMAN, supra note 75. 
105

 Weisskopf, Art and Science, 48 AM. SCHOLAR 473, 480 (1979). 
106

 Id. at 477; J. ZIMAN, supra note 75, at 58-59. 



797


1981] Scientific & Technological Expression 541 

raphy' of a scientific paper is a clear and explicit 
recognition of this dependence.107 

Thus, a widely hailed achievement, or a seemingly insignificant piece 
of evidence, can inspire others to pursue new lines of investigation 
yielding yet additional knowledge. In this manner, the publication of 
scientific papers achieves a "corporate, collective power that is far 
greater than any one individual can exert."108 

Thus, for all of the reasons cited above, a system of free scientific 
expression promotes the discovery of scientific truth and consequently 
serves a vital social interest. 

C. The Political Interest in Free Scientific Expression 

In his classic work, Free Speech and Its Relation to Self-Govern
ment,109 Alexander Meiklejohn set forth a theory of the first amend
ment that has since become the single most influential interpretation 
of the free speech guarantee.110 Meikiejohn's theory took as its major 
premise the claim that the first amendment must be considered as an 
integral part of the democratic system established by the Constitu
tion.111 Once this is granted, he argued, it becomes clear that the "prin
ciple of the freedom of speech springs from the necessities of the pro
gram of self-government."112 Indeed, Meiklejohn claimed that the sole 
purpose of the first amendment is to promote enlightened public deci
sionmaking by insuring that "everything worth saying shall be said?"113 

107 J. ZIMAN, supra note 75, at 58-59. 
108

 Ziman, Information, Communication, Knowledge, 224 NATURE 318-24 
(1969). 

109 A. MEIKLEJOHN, supra note 48. 
1110 For examples of Meikiejohn's influence on first amendment scholarship, see 

Bork, supra note 15, at 1; Kalven, The New York Times Case: A Note on "The Cen
tral Meaning of the First Amendment," 1964 Sup. CT. REV. 191; Polsby, Buckley v. 
Valeo: The Special Nature of Political Speech, 1976 SUP. CT. REV. 1. For examples 
of Meikiejohn's influence on the Supreme Court, see New York Times Co. v. Sul
livan, 376 U.S. 254, 269-70 (1964), and cases cited therein. 

111Meiklejohn, The First Amendment Is an Absolute, 1961 SUP. CT. REV. 245, 
356. 

112 A. MEIKLEJOHN, supra note 48, at 27.

113


 Id. at 26. 
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He therefore insisted that the free speech guarantee affords an abso
lute protection not only to "public discussions of public issues," but 
also to forms of expression that contribute to the electorate's "capacity 
for sane and objective judgment," for example, literature, philosophy, 
the arts, and the sciences.114 

Meiklejohn's emphasis on the role of the first amendment in pro
moting intelligent self-government has found its way into the Supreme 
Court's own interpretation of the free speech guarantee. The Court 
has agreed that a "major purpose of the First Amendment [is] to pro
tect the free discussion of governmental affairs,"115 and it has 
endorsed the "principle that debate on public issues should be uninhib
ited, robust, and wide-open."116 Furthermore, the Court has recog
nized that public debate must be informed as well as unrestricted.117 

Accordingly; the Court has gone beyond Meiklejohn's emphasis on 
discourse and argumentation to hold that the first amendment also 
protects the "stock of information from which [citizens] may draw" in 
forming opinions on matters of public importance.118 

The Court's emphasis on the "informational purpose of the First 
Amendment"119 suggests the ways in which scientific expression fits 
within a conception of the free speech guarantee as an instrument of 
enlightened public decisionmaking.120 To begin with, as Meiklejohn 
argued, scientific advances contribute to the nation's capacity for self-
government by enhancing the electorate's "knowledge, intelligence 
[and] sensitivity to human values."121 More importantly, however, sci

114 Meiklejohn, supra note 111, at 256-57. 
115 Mills v. Alabama, 384 U.S. 214, 218 (1966). See also First Nat'l Bank v. Bel

lotti, 435 U.S. 765 (1978) (special nature of political speech); Buckley v. Valeo, 424 
U.S.	 1 (1976) (per curiam) (same). 

116 New York Times Co. v. Sullivan, 376 U.S. 254, 270 (1964). 
117 See First Nat'l Bank v. Bellotti, 435 U.S. 765, 782-83 (1978); Kleindienst v. 

Mandel, 408 U.S. 754, 762 (1972). See also Saxbe v. Washington Post Co., 417 U.S. 
843, 862-63 (1974) (Powell, J., dissenting) ("public debate must not only be unfet
tered; it must also be informed"). 

118First Nat'l Bank v. Bellotti, 435 U.S. 765, 783 (1978). 
119 Id. at 782 n. 18 (1978). 
120 It should be noted that one advocate of this interpretation of the free speech 

guarantee would exclude from the first amendment's protections all forms of expres
sion that are not explicitly political. Bork, supra note 15, at 20-35. 

121 Meiklejohn, supra note 111, at 256. 
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entific information has a direct and vital bearing on a wide range of 
public policy issues. To cite only a few examples, scientific and techno
logical information is essential to the formation of intelligent opinions 
on the risks and benefits of nuclear power he merits of a strategic 
arms limitation agreement; the proposed regulation of recombinant 
DNA research; the feasibility of a solar energy program; the alleged 
need for new weapons systems; and the health hazards of herbicides, 
pesticides, and industrial wastes. Indeed, scientific knowledge is cru
cial to such an array of specific policy issues that many analysts feel it 
should play a larger role in the general process of policy formation. 
For example, with the mounting evidence of biological influences on 
human social behavior, some observers have called for a biologically 
informed perspective on public policy, a perspective that draws on bio
logical ideas in much the same way that current perspectives draw on 
economic theory.122 In these ways and many others, then, the free flow 
of scientific information and ideas is essential to the decisionmaking 
process in a democratic state. 

It is thus clear that a system of free scientific expression promotes 
each of the three major interests that the Court has identified as first 
amendment concerns. On this basis, it seems clear that the first 
amendment value of scientific speech is at least equal to that of any 
other category of expression. This, however, cannot end the inquiry in 
determining the constitutional status of scientific speech, for there 
remains another, and perhaps more difficult question: precisely what 
significance should be given to the capacity of scientific knowledge to 
confer powers that are subject to misuse in the physical world? 

IV. A Search for an Appropriate Standard 

A. Scientific Speech 

As noted earlier, in the commercial speech cases the Supreme 
Court identified a number of "commonsense differences" between 
commercial speech and other types of information. Specifically, the 
Court cited the hardiness and objectivity of commercial data, and 

122 See. e.g.. Tiger, Live People in the Machine Age, N.Y. Times, May 14, 1978, 
§ E, a 20, col. I. See also Albin, Biopolitics: Odd Hybrid or a Synthesis? N.Y. 
Times, Aug. 23, 1981, § E, at 7, col. 3. 
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stressed the risks of harm that are posed by misleading advertising. 
These differences, together with the diminished first amendment value 
of commercial information, led the Court to apply an intermediate 
standard of review to restrictions on business advertising.123 

The initial question arising from the Court's approach to com
mercial speech is whether the broad category of scientific expression 
can be similarly distinguished from other varieties of speech for pur
poses of first amendment analysis. The answer is clearly that this cate
gory affords no meaningful basis for a different standard of judicial 
review. It is true that some types of scientific information can be used 
in ways that pose dangers to the material welfare of others. But this 
characteristic is not shared by all forms of scientific speech in the same 
way that commercial data share the characteristics of objectivity, har
diness, and the potential for deceptive use. On the contrary, a consid
erable body of scientific data and ideas contributes to the general 
understanding of natural phenomenae and has no practical signifi
cance at all. Accordingly, there is no basis for applying a lower stand
ard of review to the broad category of scientific speech, particularly in 
view of its substantial first amendment value. 

B. Technological Speech 

While the broad category of scientific speech does not warrant a 
lower standard of review, it might be argued that technological forms 
of scientific information share a distinctive characteristic that justifies 
a different constitutional treatment. It could thus be said that a limited 
measure of protection should be given to any body of information 
having applications that are subject to misuse in the physical world. 
Such an approach would be appropriate for technological information 
that is only subject to military applications, for example—technical 
data on thermonuclear weapons design, such as that involved in the 
Progressive case.124 As a general matter, however, technological infor

123 See text accompanying notes 54-69 supra.
124 This conclusion is supported by the familiar notion that the "greater power 

normally includes the lesser." Jackson & Jeffries, supra note 9, at 34-35. Specifically, 
it seems clear that any data that can only be used in a military context has no substan
tive value apart from its military applications. It seems equally dear that Congress 
has the authority to outlaw or control the use of specific military technologies by 
private citizens. Accordingly, if Congress were to exercise this power in a particular 
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mation can be used in beneficial as well as harmful ways, and this off-
noted fact complicates any effort to justify a lower standard of review. 

To take one example, consider the current controversy sparked by 
recent advances in cryptography research. In the past few years, com
puter scientists and mathematicians have worked on the development 
of undecipherable computer communication codes.125 This reseach has 
attracted the attention of the National Security Agency, apparently 
because the codes could "greatly inhibit the NSA's intelligence gather
ing functions" by providing other nations with impenetrable commu
nication systems.126 At the same time, however, it is clear that the cryp
tography advances fulfill an important social need for the secure 
encryption of computer information. Indeed, with the increasing use 
of computers as a means of storing sensitive personal, financial, and 
corporate data, the protection of computer information has become a 
matter of some urgency.127 The unbreakable codes thus promise to 
have a wide range of uses for banks, corporations, and government 
agencies.128 

case, the dissemination of the underlying information could serve no valid purpose, 
since its only possible use would be prohibited by law. 

In some circumstances, it might be argued that the mere publication of the scien
tific data is itself a political message. For example, Tribe and Remes have suggested 
that the technical data at issue in the Progressive case should be viewed as "political 
speech" which warrants the highest level of first amendment protection. Tribe & 
Remes, supra note 2, at 22-24. Specifically, they argue that the information acquired 
by the magazine provided an effective comment on the futility of the government's 
efforts to maintain the "nuclear secret." Id. at 20. 

This argument is unpersuasive, however, because the claimed political message 
arises not from the technical data, but from he fact of its acquisition. Indeed, the 
same point could have been made with equal force by an affidavit from the Secretary 
of Energy which confirmed that the information in the magazine's possession was 
indeed an accurate design of a thermonuclear weapon. It seems clear, therefore, that 
the data itself had no political significance, and could not be viewed as political 
speech. 

125 See generally Kahn, Cryptology Goes Public, 58 FOREIGN AFF. 142 (1979). 
See also HOUSE REPORT, supra note 5, at 63-120; Kolata, New Codes Coming into 
Use, 208 SCIENCE 694 (1980); Browne, Cryptography is Too Good for Anyone's 
Comfort, N.Y. Times, June 4, 1978, § E, at 7, col. 3. 

126
 HOUSE REPORT, supra note 5, at 62-63. See Kolata, Prior Restraints on 

Cryptography Considered, 208 SCIENCE 1442 (1980); N.Y. Times, Oct. 19, 1977, § A, 
at 26, col. I. 

127 Kolata, supra note 125, at 694. 
128Seeid.; Browne, supra note 125. 
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The same point is illustrated by the recently acquired recombinant 
DNA technology. By enabling scientists to piece together genetic mate
rial in novel combinations, this technology poses potential hazards of 
considerable magnitude. For example, some critics have argued that 
recombinant techniques could provide a terrorist group with the 
means of cheaply creating an effective weaponry in the form of new 
epidemic pathogens.129 Others have suggested that the recombination 
of genetic material from different species in self-replicating organisms 
could lead to a biological crisis by breaching the evolutionary barrier 
against the interbreeding of species.130 

At the same time, however, research with recombinant DNA 
promises to yield an astonishing array of social benefits. It is now 
clear, for instance, that the new technology will soon be used to 
produce a wide range of vital substances including "improved vac
cines, scarce hormones, specially designed drugs, enzymes and per
haps even food."131 Indeed, scientists have already achieved some 
notable triumphs in the use of recombinant techniques to create bacte
ria that synthesize human hormones such as insulin and somatotro
pin.132 Beyond these immediate benefits, recombinant technology may 
also herald an era of "true gene therapy," for, according to many scien
tists, it will eventually enable physicians to correct genetic mutations 
that are responsible for a broad range of human diseases.133 Finally— 
and perhaps most importantly—recombinant DNA provides the scien
tific community with an invaluable research tool that will contribute 
greatly to a deeper understanding of genetic processes, and thus facili
tate yet additional advances in medicine, chemistry, and agriculture.134 

It seems clear, then, that the social value of technological expres
sion is so substantial that this category of speech cannot be viewed as 

129 See Grobstein, supra note 12, at 31. 
130

 See, e.g., Sinsheimer, Recombinant DNA—On Our Own, BIOSIENCE, Oct. 
26, 1976, at 599; Sinsheimer, Troubled Dawn for Genetic Engineering, NEW SCIEN

TIST, Oct. 16, 1975, at 148 passim. See generally C. GROBSTEIN, supra note 28, at 
48-50. 

131
 N.Y. Times, May 22, 1979, § C, at 2, col. 4. See C. GROBSTEIN, supra note 

28, at 54-58. 
132 See N.Y. Times, May 22, 1979, § C, at 2, col. 4; id., Sept. 11, 1979,& C. at 1,


col. 4.

133

 See id., May 22, 1979, § C, at 2, col. 4; C. GROBSTEIN, supra note 28, at 
61-62.


144 C. GROBSTEIN, supra note 28, at 33-65.
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warranting less protection than other forms of expression.135 If this is 
granted, it follows that restraints on scientific and technological 
expression should generally be viewed from a standard first amend
ment perspective.136 In particular, the constitutional inquiry should 
rely on settled principles of first amendment law to determine if the 
state's interest in regulating the information at issue is sufficient to jus
tify a restraint on fully protected speech.137 Such an approach would 
not ignore the unique dangers occasionally posed by scientific and 
technological information; rather, it would address them on a case-by
case basis in weighing the particular state interest in regulation. 

V. Restrictions on Scientific Speech: A Constitutional Analysis 

A. General Principles 

The Supreme Court has consistently held that a statute imposing 
criminal sanctions or other restrictions on the fully protected "speech 
of a private person" will be upheld only if the government can show a 
"compelling" rather than "substantial" interest in regulation.138 

According to the Court, the strength of the regulatory interest will 
hinge in large measure on two factors, the gravity of the substantive 
"evil" that the state is seeking to avert, and the likelihood of its occur

135 Stated differently, given the incalculable social and political value of applied 
scientific knowledge, it cannot be said that technological expression has the same 
diminished first amendment value as commercial speech. As noted earlier, the 
Supreme Court has based its treatment of commercial speech in part on the "subordi
nate position" that business advertising occupies in the "scale of First Amendment 
values." See notes 53-55 supra, and cases cited therein. 

136 The one major exception to this general principle is technological data that is 
subject only to military applications. See text accompanying notes 124-132 supra. 

137 The following discussion does not deal with the transmission of scientific or 
technological data to a foreign nation as part of an espionage plot, an activity that is 
plainly not protected by the first amendment. See, e.g., United States v. Rosenberg, 
195 F.2d 583, 591 (2d Cir. 1952). For a general discussion of the espionage statutes, 18 
U.S.C. §§ 792-99 (1976), see Edgar & Schmidt, The Espionage Statutes and the Pub
lication of Defense Information, 73 COLUM. L. REV. 929 (1973). 

138See, e.g., Consolidated Edison Co. v. Public Serv. Comm'n, 447 U.S. 530, 
534 (1980); First Nat'l Bank v. Bellotti, 435 U.S. 765, 786 (1978); Buckley v. Valeo, 
424 U.S. 1, 25 (1976) (per curiam). 
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rence.139 Under this formulation, the government's burden in showing 
the "likelihood of occurrence" will decrease as the gravity of the 
potential danger increases. If this combination of factors provides a 
"compelling" interest in regulation, the state must then show that it 
does not have a "less restrictive alternative" to the restraints on speech 
imposed by the regulatory scheme at issue.140 Additionally, the state 
may be required to show that its regulation, particularly if it imposes 
criminal penalties, is neither impermissibly vague141 nor overly 
broad.142 

The state would carry an even heavier burden if it sought a prior 
restraint on publication. The Court has held that the "presumption 
against prior restraints is heavier—and the degree of protection is 
broader—than that against limits on expression imposed by criminal 
penalties"143 Thus, in New York Times Co. v. United States,144 the 
Court found that the government's interest in preventing the publica
tion of the Pentagon Papers, a classified history of the Vietnam War, 
was inadequate to justify a prior restraint. The Court's three-para
graph per curiam opinion offered no guidance as to what showing the 
state must make in order to overcome the heavy presumption against 

139Thus, in Landmark Communications, Inc. v. Virginia, 435 U.S. 829, 843 
(1978), the Court declared that it will "make its own inquiry into the imminence and 
magnitude of the danger said to flow from the particular utterance and then . . . 
balance the character of the evil, as well as its likelihood, against the need for free and 
unfettered expression." Id. See Bridges v. California, 314 U.S. 252, 271 (1941). 

140 A useful discussion of the "less restrictive alternative" doctrine is furnished 
by Ely, supra note 16. See also Note, Less Drastic Means and the First Amendment, 
78 YALE L.J. 464 (1969). 

141The Court has required that legislation imposing criminal penalties in the 
first amendment area display "[p]recision of regulation [that] must be the touchstone 
in an area so closely touching on our most precious freedoms." Buckley v. Valeo, 424 
U.S. 1, 41 (1976) (per curiam), quoting NAACP v. Button, 371 U.S. 415, 438 (1963). 

142 See Dombrowski v. Pfister, 380 U.S. 479, 490-92. See generally Note, The 
First Amendment Overbreadth Doctrine, 83 HARV. L. REV. 844 (1970). The over
breadth doctrine is not applicable to commercial speech cases. See Bates v. State Bar 
Ass'n, 433 U.S. 350, 379-81 (1977).

143 Southeastern Promotions Ltd. v. Conrad, 420 U.S. 546, 558-59 (1974). Else
where, the Court has declared that a prior restraint bears a "heavy presumption" 
against its constitutional validity. Organization for a Better Austin v. Keefe 402 U.S. 
415, 419 (1971). Accord, New York Times Co. v. United States, 403 U.S. 713, 714 
(1971) (per curiam).

144 403 U.S. 713 (1971) (per curiam). 
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prior restraints.145 However, in oft-cited passages from two concurring 
opinions, Justices Brennan, Stewart, and White stated that they would 
uphold a prior restraint only if the government could show that a 
grave and irreparable harm would "surely" or "inevitably" result from 
publication.146 

Recently, however, a majority of the Court altered this formula
tion in a subtle but significant way. In Nebraska Press Association v. 
Stuart,147 the Court considered a constitutional challenge to a judicial 
order that prohibited the pre-trial publication of information implicat
ing an accused murderer. Writing for the Court, Chief Justice Burger 
found that the threatened harm to the accused's right to a fair trial was 
too "speculative" to justify a prior restraint.148 In defining the appro
priate inquiry, however, the Court quoted with approval Judge 
Learned Hand's test: whether the "gravity of the 'evil,' discounted by 
its improbability, justified such invasion of free speech as is necessary 
to avoid the danger."149 It would thus seem that even in justifying a 
prior restraint, the government's burden in showing the "likelihood of 
occurrence" will be lessened if the threatened harm is sufficiently 

150 grave.

145
 Id. 

146 To be more specific, Justice Stewart, joined by Justice White, required a 
showing that "disclosure . . . will surely result in direct, immediate and irreparable 
damage to our Nation or its people." Id. at 730 (Stewart, J., concurring). Justice 
Brennan required a showing that "publication [will] inevitably, directly and immedi
ately cause the occurrence of an event kindred to imperiling the safety of a transport 
already at sea." Id. at 726-27 (Brennan, J., concurring). See Cox, The Supreme 
Court, 1979 Term—Foreword: Freedom of Expression in the Burger Court, 94 
HARV. L. REV. 1, 6-7 (1980). 

147 427 U.S. 539 (1976). For a critical discussion, see Schmidt, Nebraska Press 
Association: An Expansion of Freedom and Contraction of Theory, 29 STAN. L. 
REV. 431 (1977). 

148 427 U.S. at 563-69. 
149 Id. at 562, quoting United States v. Dennis, 183 F.2d 201, 212 (2d Cir. 1950). 
150 Such an approach has a considerable appeal to common sense, as Tribe and 

Remes have noted in their discussion of the Progressive case: 

Ordinarily, the government may justify a prior restraint only by showing 
that grave and irreparable harm will surely follow publication. Only on this 
kind of showing may a court enjoin publication on pain of contempt, a far 
more total restraint on liberty than the mere threat of punishment after the 
fact. No such degree of certainty can defensibly be required, however, when 
the threatened harm is not some nebulous and intangible injury to the 
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The above principles would guide the Court in assessing the con
stitutionality of governmental restraints on the speech of private citi
zens. A very different problem would arise, however, if the state 
imposed restrictions on the dissemination of its own information by its 
own employees.151 In Snepp v. United States,152 for example, a former 
agent of the Central Intelligence Agency challenged an employment 
contract in which he had agreed to refrain from publishing any "mate
rial relating to the Agency . . . without specific prior approval by the 
Agency."153 In a brief per curiam opinion, the Court rejected the claim, 
and broadly affirmed the state's power to "protect substantial govern
ment interests by imposing reasonable restrictions on employee activi
ties that in other contexts might be protected by the First Amend
ment."154 The opinion further declared that this principle would apply 
"even in the absence of an express agreement" between the govern
ment and the employee.155 Accordingly, in the light of this holding, the 
government's power to protect the secrecy of information through 
restraints on employee communications is bounded only by consider
ations of "reasonableness." 

By the same token, the state would be accorded considerable lati
tude in imposing restraints on private parties as a condition on the 
receipt of public funds for the conduct of research. Indeed, in such a 
case, the government's restrictions on speech could usually be upheld 
on either of two grounds: the government, by financing the underlying 
research, acquires a property interest in the resulting information; or 

nation's international reputation, as in the Pentagon Papers case, but rather 
the more focused and tangible harm of universal nuclear disaster. The Pro
gressive's contention that no prior prior restraint should issue "regardless of 
the gravity of the injury that might [otherwise] result, unless the govern
ment could prove that the threatened harm is virtually certain to occur, 
would truly render the Constitution a global suicide pact. 

Tribe & Remes, supra note 2, at 24 (emphasis in original). See also Ferguson, supra 
note 10, at 661 n.83. 

151 See, e.g., Snepp v. United States, 447 U.S. 507 (1980) (per curiam); Cole v. 
Richardson, 405 U.S. 676 (1972). 

152 444 U.S. 507 (1980) (per curiam). 
153 Id. at 508. 
154 Id. at 509 n.3. 
155 Id. 
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the researcher, by accepting the public financing, acccepts restrictions 
that might otherwise violate the first amendment.156 

A very different situation would be presented, however, if the 
state imposed sanctions on a publisher who had received confidential 
government information from another party. In Landmark Commu
nications, Inc. v. Virginia,157 a unanimous Court reversed the convic
tion of a newspaper publisher who had reported the status of a confi
dential proceeding before a judicial disciplinary board. In so doing, 
the Court reaffirmed a principle that has surfaced repeatedly in its 
recent interpretations of the first amendment: the publication of legiti
mate news would be impermissibly "chilled" if a newspaper were 
obliged to decide at its peril whether any of the information that has 
come into its possession is defamatory, confidential, or illegally trans
mitted.158 Accordingly, a publisher in receipt of secret material from a 
government employee stands on at least an equal constitutional foot
ing with the individual who seeks to disseminate privately generated 
information. 

B. A Framework for Analysis 

Having established these general principles, it is now possible to 
undertake a more detailed consideration of the constitutionality of 
state-imposed restrictions on scientific speech. There are two general 
types of concerns that could prompt the state to impose restrictions on 
scientific communication: the underlying information may conflict 
with prevailing values or it may be subject to dangerous or unwanted 
uses. 

156 Cf. Buckley v. Valeo, 424 U.S. 1, 51-59, 95 (1976) (per curiam) ("acceptance 
of public financing entails voluntary acceptance of an expenditure ceiling" otherwise 
unconstitutional). 

157 435 U.S. 829 (1978). 
158 See, e.g., Smith v. Daily Mail Publishing Co., 443 U.S. 97 (1979); Nebraska 

Press Ass'n v. Stuart, 427 U.S. 539 (1976); Cox Broadcasting Corp. v. Cohn, 420 
U.S. 469 (1975); New York Times Co. v. United States, 403 U.S. 713 (1971) (per 
curiam); New York Times Co. v. Sullivan, 376 U.S. 254 (1964). See also Cox, supra 
note 146, at 12. 

An exception to the above principle might well be made for instances in which 
the publisher has knowingly and actively induced a government employee's breach of 
confidence. See Cox, supra note 146, at 11-12. 
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The first rationale strikes a familiar historical chord, for it calls to 
mind the two most celebrated attempts to impose restrictions on the 
scientific endeavor: the trial and conviction of Galileo by the Inquisi
tion in Rome, and the Soviet Union's adoption of Lysenko's flawed 
genetic theories to the exclusion of all alternatives. Along with a West
ern liberal tradition that affirms the value of intellectual freedom, 
these ill-fated efforts have done much to discredit the notion that ideas 
can be inherently harmful. But even today, there are times when scien
tific theories encounter social resistance because they conflict with 
accepted views or received tradition. For example, the emerging disci
pline of human behavioral genetics (so-called "sociobiology") has been 
criticized in recent years on the grounds that it threatens to undermine 
the social commitment to democratic and egalitarian values.159 

Suppose, then, that the state enacted a statute imposing criminal 
sanctions on the dissemination of a specific body of scientific data or 
ideas that conflicted with majoritarian values. To save the statute from 
a constitutional challenge, the state would have to show that it had a 
"compelling" interest in selecting the underlying message or idea for 
unfavorable treatment. The Supreme Court, however, has not been 
receptive to regulatory interests that are based on the public's distaste 
for particular messages or views. Indeed, in what is perhaps the closest 
precedent, cases dealing with so-called "offensive speech," the Court 
has declared that the first amendment "strictly limits" the power of 
government to "shield the public from some kinds of speech on the 
ground that they are more offensive than others."160 Thus, in Cohen v. 
California161 the Court rejected the notion that the "States, acting as 
guardians of public morality, may properly remove [an] offensive 
word from the public vocabulary."162 This holding was based on a key 
principle of first amendment theory, and one that is especially applica
ble to scientific speech: the "government has no power to restrict 
expression because of its message, its ideas, its subject matter or its 

159 See, e.g., Wilson, The Attempt to Suppress Human Behavioral Genetics, 
J. GEN. EDUC., Winter 1978, at 277. 

160 Erznoznik v. City of Jacksonville, 422 U S. 205, 209 (1975). See Eaton v. 
City of Tulsa, 415 U.S. 697 (1974); Brown v. Oklahoma, 408 U.S. 914 (1972);Good
ing v. Wilson, 405 U.S. 518 (1972). 

161403 U.S. 15 (1971). 
162 Id. at 22-23. 



 553 

809


1981] Scientific & Technological Expression

content."163 Accordingly, unless the Court were to abandon this well-
settled principle, it would hold unconstitutional any regulatory mea
sure based on the first rationale. 

The government's position would be stronger, however, if it 
sought to impose restrictions on a specific body of scientific speech 
that is subject to dangerous or unwanted uses. There are three basic 
types of technological data that present such hazards: data with appli
cations that are ethically objectionable; data with applications that 
threaten to produce a social dislocation; and data with applications 
that implicate national security interests.164 

In the case of the first two types of information, the state could 
usually achieve its ends by regulating the ways in which the informa
tion is used. For example, the ethical concerns arising from the pros
pect of human cloning could be effectively answered by a statute 
defining specific applications of the technological data as a criminal 
offense. By the same token, the state could often avert a disruptive or 
unwanted social change by restricting the use of any technological 
information that threatened to produce such a change.165 In these 
cases, therefore, the government would have a "less restrictive alterna
tive" to restraints on scientific speech. 

Such an alternative would not be available, however, in the case 
of "national security" data.166 By definition, the perceived danger in 
such a setting is posed by hostile nations or terrorist groups who would 

163 Police Dep't of Chicago v. Mosley, 408 U.S. 92, 95 (1972). See also Consoli
dated Edison Co. v. Public Serv. Comm'n, 447 U.S. 530 (1980); Carey v. Brown, 447 
U.S. 455 (1980). See generally J. ELY, supra note 16, at 111-16; L. TRIBE, supra note 
16, § 12-2; Karst, Equality as a Central Principle of the First Amendment, 43 U. 
CHI. L. REV. 20 (1975). 

164See text accompanying notes 21 -36 supra. 
165 It should be noted, however, that the government might face insurmountable 

difficulties in attempting to regulate the use of a much-sought-after technology in a 
free society. This would probably hold true, for example, in the case of a life-extend
ing technology. If the government could not achieve its ends through the regulation of 
use, the constitutionality of criminal restrictions on the dissemination of the data 
would turn on the gravity of the "evil"—that is, the nature and magnitude of the 
threatened social dislocation—and the likelihood of its occurrence. See text accom
panying notes 138-40 supra. 

166 The following discussion does not pertain to data subject only to military 
use, which may merely be afforded limited protection. See text accompanying note 
124 supra. 



810


554 Harvard Civil Rights-Civil Liberties Law Review [Vol. 16 

not be deterred by, or even subject to, criminal prosecution. Predict
ably, therefore, in dealing with the threatened dissemination of infor
mation having national security overtones, the government would 
attempt to obtain a prior restraint on publication. 

To do so successfully, the state would first be required to show 
that the information is indeed subject to the claimed dangerous use 
and that the basic data is not already in the public domain.167 If such a 
showing could be made, the state would then be required to demon
strate that the threatened harm is sufficiently weighty to justify a prior 
restraint. As a general matter, the Supreme Court has acknowledged 
that "no governmental interest is more compelling than the security of 
the Nation"168 and that this interest sometimes entails protecting the 
secrecy of certain kinds of information.169 However, on the facts of a 
given case, the Court would necessarily look to the gravity of the spe
cific "evil" that the state is seeking to avert and the likelihood of its 
occurrence. 

Turning first to the "likelihood of occurrence," the crucial 
inquiry would address the probability that publication of the informa
tion at issue will result in the asserted harm. More specifically, the 
analysis would consider the likelihood that the information will be 
used by a third party to develop the relevant capability as a direct 

167 In this regard, the report of the House Committee on Government Opera
tions on the government's classification of private ideas is instructive: 

Whether or not a piece of information has entered the public domain has 
been a matter for case-by-case adjudication—the subject apparently not 
lending itself to the imposition of general rules when potentially dangerous 
national security information is at issue. The few cases specifically on point 
suggest that while official publication will likely place the information in 
the public domain, anything short of that will not unless public knowledge 
is so pervasive as to render classification meaningless. And public aware 
ness of parts of the whole will not necessarily be interpreted as public 
knowledge of an assemblage of those parts. The issue is perhaps more con
ducive to judicial resolution when the data involved has undergone an 
orderly classification process. Under the atomic energy statutes however, as 
illustrated in Progressive, the "born classified" concept allows that step to 
be omitted and leaves only the subject matter itself for review. 

HOUSE REPORT, supra note 5, at 159.

168 Haig v. Agee, 101 S. Ct. 2766, 2782 (1981).

169 See id. 



811


1981] Scientific & Technological Expression 555 

result of publication.170 This issue is especially important because the 
transfer of technical data, with no subsequent interaction between 
those disseminating the information and those receiving it, is a rela
tively ineffective method of transferring technology.171 

In coming to terms with the issue, two lines of inquiry would be 
particularly relevant. First, does the effective use of the information 
require a large industrial capability or sophisticated technological 
resources? If not, the government could show a high "likelihood of 
occurrence" simply because the data would be subject to use by an 
unlimited number of third parties, including terrorist groups and per
haps even individuals. Second, is the information Known to be in the 
possession of nations that pose a potential military threat to the United 
States? If not, and if the data confers a strategic advantage on the 
United States, the government could show that the information would 
almost certainly be used by rival nations to develop an equivalent 
capability or effective countermeasure.172 

By way of contrast, assume that the use of the data required some 
degree of technological sophistication and that the class of potential 
users was therefore limited. Assume further that the nations posing a 
recognized military threat to the United States were known to possess 
the capability or its functional equivalent. In such a case,173 the coun
tries that did not have the data, but did possess the requisite technolog
ical resources, might well be restrained from using the information by 
political, economic, or diplomatic considerations. It is conceivable, of 

170 The text is referring here to the utilization of the data to develop the relevant 
capability, and not to the subsequent utilization of the capability against the . It 
seems clear that a harm to the national security would follow from the mere acquisi
tion of new military capabilities by hostile nations or groups. 

171 EXPORT ADMINISTRATION, U.S. DEP'T OF COMMERCE, 116TH REPORT ON 
U.S. EXPORT CONTROLS, App. D. at 128 (April-September 1977). 

172 This discussion assumes, of course, that a strategic advantage would promote 
the national security of the United States. 

173 This was essentially the factual situation presented in United States v. The 
Progressive, Inc., 467 F. Supp. 990, 994 (W.D. Wis.), appeal dismissed, 610 F.2d 819 
(7th Cir. 1979). As the district court noted, "[A] sine qua non to thermonuclear capa
bility is a large, sophisticated industrial capability coupled with a coterie of imagina
tive, resourceful scientists and technicians." Id. at 993. Furthermore, at the time of 
the decision, five nations were known to possess the hydrogen bomb, namely France, 
England, China, the Soviet Union, and the United States. 
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course, that one such nation would use the data, either immediately or 
at some later date. It is also conceivable that other countries or groups 
would subsequently acquire the needed technological resources and 
put the information to use. But these possibilities would necessarily be 
speculative. Accordingly, in a case such as this, the government could 
establish nothing more than a "reasonable possibility" that the publi
cation of the data would result in the asserted harm. 

Turning to the "gravity of the danger," the relevant inquiry would 
address both the nature and the magnitude of the harm that would 
result if the information at issue were indeed used by a third party. By 
relying on these two factors, the various forms of technological data 
implicating national security interests can be ranked in a hierarchy 
based on the danger posed by third party acquisition of the particular 
capability. 

The most serious danger would arise from information that could 
be used to acquire a destructive capability exposing large populations 
to a threat of death or physical harm. This category would include 
technological data that either directly confers a vast destructive power 
or enables such a power to be used. For example, on the latter point, 
some observers have cited the imminent development of "portable" 
nuclear weapons that could fit in a suitcase or small trunk and thus 
render unnecessary a sophisticated delivery system.174 In a similar vein, 
critics of the current research on "isotope separation" have claimed 
that this technology could provide a source of nuclear weapons fuel to 
third parties who would otherwise be precluded from deploying such 
weapons by a lack of scarce plutonium.175 

A slightly different danger would arise from information with 
uses that could alter the military balance between the United States 
and the Soviet Union, two nations that already possess enormous 
destructive powers. While the potential harm in this case is perhaps 
less easily grasped than that in the first category, it is nevertheless sub
stantial. Suppose, for instance, that a major advance in particle beam 
technology conferred a strategic advantage on the United States.176 

174Etheredge, The Old Imagery of War Is Outdated, N.Y. Times, May 27, 1981, 
§ A, at 27, col. 3. 

175See, e.g., Sinsheimer, The Presumptions of Science, supra note 30, at 23. 
176 Although some analysts have questioned the feasibility of particle beam 

weapons, see, e.g., Parmentola & Tsipis, Particle Beam Technology,SCIENTIFICAM., 
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Such an advantage would make the prospect of a Soviet strike more 
remote and could also be translated into a foreign policy that more 
effectively secured national interests threatened by Soviet actions. 
Consequently, if the relevant information fell into Soviet hands, the 
gains to the security of the nation could be wholly lost, and the ability 
to safeguard national interests correspondingly impaired. 

Beyond these possibilities, there are other forms of technological 
data that might pose lesser dangers to national security in either of two 
ways: by providing the technology to develop or upgrade the military 
equipment of a potential adversary, or by providing insights, into the 
military capabilities of the United States that could facilitate the devel
opment of countermeasures.177 In addition, the transfer of some types 
of technological information could have foreign policy implications 
that bear on national security concerns. As the Supreme Court has 
recognized, the "[p]rotection of the foreign policy of the United States 
is a governmental interest of great importance, since foreign policy 
and national security considerations cannot neatly be compartmenta
lized."178 Accordingly, the government might seek to prevent the trans
fer of information that could enhance another country's capabilities in 
a manner inconsistent with the United States' foreign policy goals, for 
example, by improving the ability of one nation to threaten a neigh
boring country that is aligned with the United States.179 

If the government could show in a given case something more 
than a "reasonable possibility" of occurrence, the relative position of 
the threatened danger on this kind of hierarchy would determine the 
outcome of the first amendment challenge to the prior restraint. In 
fact, if the state could show that occurrence was likely, its actions 
would probably be upheld as long as the information was genuinely 
"important to national security."180 On the other hand, if there was 
only a "reasonable possibility" of occurrence, the restraint on publica-

April 1979, at 54, there is mounting evidence that both the United States and the 
Soviet Union are pursuing the development of such capabilities. See N. Y. Times, Feb. 
10, 1980, at 1.col. 4. 

177 EXPORT ADMINISTRATION, U.S. DEP'T OF COMMERCE, supra note 171, at 
130. 

178 Haig v. Agee, 101 S. Ct. 2766, 2782 (1981). 
179

 HOUSE REPORT, supra note 5, at 101. 
180 Snepp v. United States, 447 U.S. 507, 509 n.3 (1980) (per curiam). 
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tion would not be sustained unless the threatened danger was suffi
ciently grave to rank near the top of the hierarchy. 

VI. On The Futility of Policing Ideas 

This Article has proceeded on the assumption that the govern
ment could preserve a scientific or technological "secret" if it were 
constitutionally permitted to do so. There is, however, good reason to 
doubt that such a secret could be maintained for an extended period of 
time. Even if restraints were imposed on the domestic publication of a 
particular body of information, scientists in other countries would 
remain free to pursue the same avenue of investigation that produced 
the information. This is a particularly important point because, as 
noted earlier, scientific advances usually build upon a foundation of 
knowledge that is shared by all professionals in the relevant field."181 

Thus, a major scientific or technological advance would usually be 
duplicated by other advanced nations within a period of years, if not 

182 sooner
It is quite possible, of course, that the maintenance of such a 

"lead time" could be highly significant when national security interests 
are at stake.183 But the preservation of a scientific secret for even a 
short period of time would be very difficult.184 Indeed, given the net

181See text accompanying notes 104-05 supra. 
182See Cheh, supra note 2, at 204 n.268.


183
 Note, Developments in the Law—The National Security Interest and Civil 
Liberties. 85 HARV. L. REV. 1130, 1190 (1972). This point was clearly demonstrated 
during World War II, when Allied scientists worked to complete the development of a 
nuclear weapon before Nazl Germany achieved the same end. See C. SNOW, THE 
PHYSICISTS 104-05 (1981). 

184 The government's task would be considerably lessened, of course, if the 
information were in its exclusive possession. A House subcommittee that recently 

investigated the disclosure of information on the so-called Stealth aircraft concluded 
that the "Pentagon must totally disabuse itself of the philosophy ... that in a 
democracy there is nothing the Department can do to prevent security leaks, or track 
them down when they occur." HOUSE COMM. ON ARMED SERVICES, LEAKSOF CLASSI

FIED NATIONAL DEFENSE INFORMATION—STEALTH AIRCRAFT, H.R. DOC. NO. 30, 

96th Cong., 2d Sess. 9 (1981). The subcommittee recommended legislation that 
would require that "any publication of [national security] information by the media 
be accompanied by the name of the source of such information." Id. 
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work of informal communications that exists within the scientific 
community,185 the state would have to monitor virtually every domes
tic publication to ensure that the information would not be disclosed 
publicly. This point was clearly illustrated by the outcome of the Pro
gressive litigation. After the district court enjoined the magazine from 
publishing the hydrogen bomb data, the government was forced to 
apply for a second injunction when a California newspaper acquired 
the sameinformation.186 This effort also proved futile, however, for 
yet another newspaper published the basic data before the government 
was able to institute any actions against the publisher.187 

One possible solution to such an exercise in futility is illustrated 
by an agreement that the National Security Agency has reached with 
computer scientists doing cryptographic research.188 Under the agree
ment, the research scientists consented to submit the results of their 
work to the NSA for prepublication review in order to reduce the pos
sibility that a foreign government might gain a military advantage 
from a newly developed code.189 By relying on the voluntary coopera
tion of scientists, such an arrangement clearly charges the scientific 
establishment with the social responsibilities of a public trustee or fidu
ciary. But the imposition of such obligations may be entirely appropri
ate, given the far-reaching implications that the scientific endeavor 
now carries for the public. 

If the scientific community were to accept the duties of a public 
trustee—and there is evidence suggesting that it has already done 
so190—a system of self-regulation could be explored routinely as a first 
step in resolving conflicts between the government's regulatory inter

185Although the most important form of scientific communication is the publi
cation of papers in professional journals, scientists also rely heavily on informal 
exchanges with colleagues who work in the same research tradition. G. KNELLER, 

supra note 11, at 195-98. 
186 See Cheh, supra note 2. at 166 n.15; N.Y. Times, Sept. 18. 1979, § A, at 1. 

col. 6. 
187 N.Y. Times, Sept. 18, 1979, § A, at 1. col. 6. 
188

 Id., Feb. 15, 1981, § E. at 20, col. 2. 
189

 Id. 
190 Perhaps most notably, at the Asilomar Conference in February 1975 an inter 

national conclave of molecular biologists declared a moratorium on recombinant 
DNA research until the potential risks could be more fully assessed. C. GROBSTEIN. 
Supra note 28, at 2, 23-35. 
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ests and scientific freedom. Such an approach would commit the ini
tial assessment of the government's concerns to the informed but criti
cal judgment of the affected researchers. If the scientists are persuaded 
by the government's claims, the resulting self-regulation would provide 
the surest guarantee against public disclosure. 

On the other hand, if the two sides are unable to reach an agree
ment, the conflict will be resolved in the courts. Importantly, however, 
an adjudication of the issue will not require a sharp break from tradi
tional first amendment doctrine. On the contrary, the application of 
standard first amendment principles will generally provide a satisfac
tory basis for deciding the novel constitutional issues that will arise 
from governmental attempts to regulate certain forms of scientific and 
technological information. And this conclusion is perhaps the highest 
tribute to the enduring ability of those principles to accommodate the 
claims of free speech with the legitimate interests of the public welfare. 
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What price security? 
A National Academy panel evaluates trade-offs between dangers 
to national security that arise from technology transfers and threats to the openness 
of scientific communication that are caused by too much secrecy. 

Dale Corson 

There isan overlap between technolo- Inman's speech has since sparked communication is not at new issue. 
gical information and national security widespreaddiscussions aimed at delin- Recently, however, concerns about na
which inevitably produces tension. eating the differing needs of these two tional security at well as concerns 
This tension results from the scientist's forces and suggesting ways to balance about the free flow of information 
desire for unconstrainedresearch and them. In fact, the tension about which among scientists have increased. Why? 
publication on the one hand, and the Inman spoke, and the dilemma it poses, 
Federal government's need to protect were the focus for a study recently Recent events increase concerns 
certain information from potential for- completed under my chairmanship, en- Although administrative concern 
eign adversaries who might use that titled "Scientific Communication and over the technology-transfer problem 
information against this nation. Both National Security" (PHYSICS TODAY, No- increased during the last Administra
are powerful forces. Thus, it should not vember, page 69). The study, conducted tion, it has escalated sharply in the 
be a surprise that finding a workable under the auspices of the National current one. Thisnewsenseofalarm 
and just balance between them is quite Academies of Science and Engineering, has emerged, to some degree at least, 
difficult." So said admiral Bobby R. considered the interests of both nation

then Deputy Director of the al security and scientific communica-
Central Intelligence Agency, in a tion; attention focused on the control 
speech at the 7 January 1932 meeting mechanisms now being used to 
of the American Association for the the flow of information and on the 
Advancement of Science. application of these controlsthe com

mittee also recommended specificim-
Dale Corson, a physicist and former president provements to the system. 
of Cornel University, led the National Aca- The underlying conflict betweenthe 
demy Panel. drive for security and the drive to open 

PHYSICS TODAY / FEBRUARY 1983 
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ogies as state-of-the-art microelectron 
ics, lasers and so forth. 
• A steadily increasing share of these 
technologies has both military and 
nonmilitary applications; there is sub
stantial difficulty in controlling leaks 
in non-military systems. 
• Recent American foreign policy has 
multiplied the number of routes for 
leakage. Significant expansion of 
East/West trade in the 1970s, for exam
ple, has resulted in a variety of agree
ments that further encourage the 
transfer of technology. 

further to the alarm is a 
that the Soviet Union is making a 
concerted effort to acquire scientific 
and technical information. This view 
was expressed strongly by Lawrence J. 
Brady. Assistant Secretary of Com
merce, in a speech before the intelli
gence community last March. He said: 

Operating out of embassies, con
sulates, and so-called 'business del
egations,' KGB operatives have 
blanketed the developed capitalist 
countries with a network that op
erates like a gigantic vacuum 
cleaner, sucking up formelss, pa
tents, blueprints and know-how 
with frightening precision. We 
believe these operations rank high
er in priorityeven than the collec
tion of military intelligen
ce... This networkseeks to exploit 
the "soft underbelly"—the individ
uals who, out of idealism or 
fall victim to intelligence schemes; 

our traditions of an open press and 
unrestricted access to knowledge; 
andfinally, the desire of academia 
to jealously preserve its preroga
tives as a community of scholars 
unencumbered by government re
gulation. Certainly, these free
doms provide the underpinning of 
the American way of life. It is 
time, however, to ask what price 
we must pay if we are unable to 
protect our secrets? 
The question of what price the Ad

ministration is willing to pay to keep 
information out of the hands of adver
saries, particularly the Soviet Union, is 
perhaps the central concern of the 
scientific community. And now this 
concern has been heightened, primar
ily because of recent events and what 
they imply regarding further restric
tions on scientific communication. 

Notable among these events have 
been efforts to elicit the cooperation of 
universities is restricting the move
ments of visiting Soviet scientists. In 
addition, there have been repeated 
instances in which the Pentagon or the 
Department of State has sought to 
prevent scheduled papers from being 
presented at scientific conferences. 
One such incident that recently re
ceived wide publicity took place at the 
Society of Photo-optical Instrumenta
tion Engineers' conference in San 
Diego in August: The Pentagon had 
nearly 150 papers withdrawn several 
days before the meeting. It now ap
pears that many of these papers will, 
after all, receive clearance and be 
included in the published proceedings 
from thismeeting. Similar incidents in 
which scheduled papers have been 
withdrawn from scientific meetings 
have takenplace before and apparently 
will continue to take place, as the 
Optical Society of America discovered 
in November when several papers were 
withdrawn from its meeting in Tucson. 
These events stem, in part, from a 
confusion over how to apply the Fed
eral regulations to the scientific and 
academic community. 

Panel studies key issues 
Our panel of 19 people included a 

former Under Secretary of Defense, 
aformer UnderSecretaryof Energy, a 
former Director of the National Science 
Foundation, a former Presidential 
ScienceAdvisor,four former members 
of the President's Science Advisory 
Committee, five members or former 
members of the National Science 
Board,six current or former university 
presidents one former Director of the 
National SecurityAgency, four execu

tives of high-technology industry, sev
eral present orformer members of the 
Defense Science Board and two 
lawyers. 

Our charge included four tasks: 
• Anexaminationofnational-security 
issues and scientific communication 
interests within the context of certain 
fields of science and technology 
• A review of the control used in 
restricting scientific communication as 
well as identification of the issues 
arising from the use of the controls 
• A rigorous evaluation of the critical 
issues concerning the application of 
controls, and 
• The development of ways to make 
the system operate more effectively. 
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nature of the technology-leakage prob
lem was. We realized early on that we 
would have to operate on a classified 
basis; consequently we arranged for 
security clearance for all panel 
members at the secret level. In addi
tion, six of our members, who held 
security clearance at the highest level, 

arranged for intelligence briefings and 
discussions at the very highest security 
levels and reported back to the full 
panel at the secret level. They also 
produced a Secret report which is on 
file in the National Academy of Sci
ences. In addition, they produced an 
unclassified report, which is included 
in our panelreportas an appendix, and 
which gives a clear picture of the 
technology-leakage problem. 

The panel is unanimous in its conclu
sions and recommendations. 

Major suggestions and conclusions 
The evidence from all sources sug

gests that indeed there is a substantial 
and serious technology-transfer prob
lem. There is a continuing flow of 
products, processes and ideas from the 
US and its allies to the Soviet Union, 
through both overt and covert means. 
Although much of this unwanted trans
fer has mattered little to US security, 
either because the US did not enjoy a 
monopoly on a particular technology or 
because the technology in question had 
little or no military significance, a 
substantial portion of the transfer has 
been damaging to national security 
(See the table for some evidence pre
sented by the Central Intelligence 
Agency). These damaging transfers 
have taken place through the legal as 
well as illegal sale of products, through 
transfers via third countries and 
through a highly organized espionage 
operation. 

Although a good deal of information 
has been transfered through open 
scientific communication, the panel 
concludes that, in comparison with 
other channels of technology transfer, 
open scientific communication involv
ing the research community does not 
threaten our near-term military posi
tion. Given both this conclusion and 
our concern for finding an approach 
that will maintain the vitality of our 
universities and their rules in educa
tion and research, white at the same 
time protecting the security of our 
advanced technology, how should we 
proceed? 

The panel believes that scientific 
research and technological develop
ment are best nurtured in an environ
ment where such efforts are dispersed 
but interdependent. Openners and a 
free flow of informationare essential 
aspects of such an environment. The 
technological leadership that the US 
enjoys is based in no small part on a 
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turn dependson effective communica
tion among scientists, and between 
scientists and engineers; the short-
term security achieved by restricting 
the flow of information is purchased at 
a price. 

After weighing the alternatives, the 
panel concludes that the best way to 
ensure long-term national security lies 
in a strategy of "security by accom
plishment," and that an essential in
gredient of technological accomplish
ment is open and free scientific 
communication. Such a policy involves 
risk, because new scientific findings 
will inevitably be conveyed to US 
adversaries. Nonetheless, the panel 
believes the risk is acceptable because 
American industrial and military insti
tutions are ableto develop new techno
logy swiftly enough to give the US a 
continuing advantage over its military 
adversaries. 

Against this general background, the 
panel comes to three specific conclu
sions: 
• The vast majority of university re
search programs, whether basic or 
applied, should be subject to no limita
tionsonaccess or communications. 
• When specific information has di
rect military relevance and must per
force be kept secret, it should be 
classified strictly and guarded careful-

classified research projects, or to estab
lish off-campus classified facilities, is a 
matter to be decided by individual 
universities. 
• There are a few gray areas of re
search that are sensitive from a securi
ty standpoint, but where classification 
is not appropriate. These areas are at 
the ill-defined boundary between appli
cations and basic research and are 
characteristic of fields where the time 
from discovery to application is short. 
(At present, a portion of the field of 
microelectronics is the most visible of 
these technologies.) 

While it isimpossibleto specify these 
gray areas with precision, there are 
some broad criteria that help to define 
the few areas in question. The panel 
recommends thatno restrictions of any 
kind that limit access or communica
tion should be applied to any area of 
university research, basic or applied, 
unless it involves technology meeting 
all of the following four criteria: 
• The technology is developing rapidly 
and the time from basic science to 
application is short; and 
• The technology has identifiable di
rect military applications, or is dual-
use, and involves process or produc
tion-related techniques; and 
• Transfer of the technology would 
give the USSR a significant near-term 
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military advantage; and 
• Either the US is the only source of 
information about the technology, or 
other friendly nations that could also 
be the source have control systems at 
least as secure as ours. 

The panel recommends that in the 
limited number of instances in which 
all of the above criteria are met, but 
where classification is unwarranted, 
the values of open science can be 
preserved and the needs of government 
can be met by written agreements or 
contracts no more restrictive than the 
following: 
• Prohibition of direct participation in 
government-supported research pro
jects by nationals of designated foreign 
countries but with no attempt to limit 
physical access to university apace or 
facilities or to limit enrollment in any 
classroom course or study. The danger 
to national security lies in the immer
sion of a suspect visitor in a research 
program over an extended period, not 
in casual observation of equipment or 
research data. 
• Submission of stipulated manu
scripts simultaneously to the publisher 
and to the Federal agency contract 
officer, with the contract officer having 
60 days to seek modifications in the 
manuscript if he so wishes.

The review period is not intended to 
give the government the power to order
changes. The right and freedom to 
publish remain with the university as
they do with all unclassified research. 
The government nonetheless is a pow
erful negotiator in these discussions, it 
has the ultimate power to classify the
research or to cancel the contract. 

Knottier problems 
The panel recognized thedifficulty of 

limiting theaccess offoreign visitors on 
campuses to sensitive information, par
ticularly when universities typically
have people who are not working on
federally-funded projects but who have
free access to the laboratories and all 
that goes on within the university. 

Let me simplify the problem by 
suggesting what might happen in a 
specific case. Visitors come to univer
sities with restictions on their visas. 
Such restrictions may include travel
restrictions, restrictions on what they 
can work on, and currently there 
might also be restrictions on what 
they can see. The contract officer
occasionally checks up on the visitor
and he also asks the university to 
report on what these particular visi
tors are up to. Certainly, according to
our recommendations, the university
would be alerted to the problem and
notifiedwhat the visitors should not be 
supported with prefect fund over an 
extended period of time. 

In the case of the similar research 
laboratory next door, performing non

government-funded research, we sug
gested that it would not be inappro
priate for the university to respond 
affirmatively to requests from govern
ment agencies for information about 
possible attempts by the visitorsto gain 
support to work with the nongovern
ment-funded project over an extended 
period. We reasoned that if the re
searchers did obtain that type of sup
port, in doing so they would be presu
mably violating the terms of their 
visas. Thus we think it's appropriate 
for the university to respond affirmati
vely if asked, when those visa restric
tions are being violated. Such requests, 
however, should not require, surveil
lance or monitoring of foreign nation
als by the universities. 

It is important for the welfare of the 
country that universities' educational 
and research programs remain vital. 
The procedures recommended by the 
panel for dealing with the gray areas of 
research are intended to protect uni
versity interests, and at the same time 
to be responsive to the government's 
requirements. 

The panel believes that the provi
sions of Export Administration Regula
tions and International Traffic in Arms 
Regulations should not be invoked to 
deal with these gray areas in govern
ment-funded university research. 
Rather, the appropriate procedure 
should be incorporated in research 
contracts or other written agreements 
in those rare cases where some mea
sure of control is required. Further
more, the panel believes that universi
ties and industrial research 
laboratories should be treated in exact
ly the same way insofar as EAR and 
ITAR are concerned. 

Writing the contract ahead of time 
poses two problems. The first is that 
one never knows what is going to 
happen; perhaps something will come 
up that was not anticipated in the 
contract. The second is that Federal 
contracting officers may act overzea
lously in protecting themselves by writ
ing in restrictions that are unneces
sary. Both are real concerns. To 
address the first problem—not know
ing what's going to come up—we'd like 
to have the rules clearly understood 
ahead oftime, insofar as theycan be, no 
that everybody knows what the rules 
are and can play by the same rules. 
When cases come up where it is neces
s a r  y to elaborate, we believe that con
structive discussion can take place and 
problems can usually be resolved if 
there exists an atmosphere of good 
communication. 

As an example of such a resolution, I
can cite the situation thatbegansever
al years ago in the field of cryptogra
phy. There were several instances, one 
in particular occurred in about 1978. A
young researcher at the University of 

Wisconsin in Milwaukee applied for a 
patent on a cryptographic invention he 
had made. He didn't bear from the 
Patent Office for a long time. Even
tually be received a post card as the 
only response to the application—a 
post card saying that his research 
program had been classified Secret and 
that he was not to talk to anybody 
about it. This action was authorized 
under the Invention Secrecy Act. 

Admiral Inman played a major role 
in resolving that issue and reducing a 
tense situation to one that is now 
handled on a voluntary basis. The 
American Council on Education also 
played a lead role by convening a study 
group on the cryptography problem, in 
which the mathematicians participat
ed. I also participated in the very first 
discussion of that problem at the 
AmericanCouncil on Education, where 
I first met Inman. As a result of these 
discussions, people working in cryptog
raphy now submit their papers to the 
National Security Agency for com
ment; simultaneously they submit 
their papers to the publisher. Some 60 
papers have been submitted under this 
voluntary arrangement. I think 
changes or suggested changes have 
been proposed by NSA in a couple of 
cases, but I have not heard of any great 
dissatisfaction. I also believe that 
there are some people working in the 
field who have declined to cooperate 
and are going ahead on their own. We
spoke both with the National Security
people and with people from universi
ties with researchers in the field, and 
all of them expressed satisfaction with
the current system. This is an example
of what can happen when people get
together and talk about the problem. 

The panel believes, however, that 
one cannot extend this particular sys
tem to other research. Cryptography is 
a very narrow field in which everybody
working in it known everybody else
working in it, and the focus of the
research is limited and generally well-
defined. This is not true for most other 
fields of research. 

The second problem—the overzeal
ous contractofficerwriting in unneces
sary restrictions-is to deal 
with. I suspect that this problem in
part of what happened at theSan Diego
SPIF Conference in August. In that
instance, however, it wasn't the con
tract officer who was overzealous, but 
rather it was somebody in the Penta
gon; I don't know how to protect
against Pentagon intervention. 

The Defense Department supports a
significant amount of first-rate basis
research, their so-called 6.1 research. 
Traditionally, research supported by
6.1 funding in unclassified unrestrict
ed, and free for publication. I suspect 
that not there is a move to restrict 6.1 
supported research in various ways. 



821


and thereare many contract officers
who are writing individual contracts
for this research. Consider, for exam
ple, a situation in which somebody in
the 6.1 office in the Defense Advanced 
Research Project Agency decides to
support a certain program but he
personally doesn't write the contract.
Somebody at Wright-Patterson Air De
velopment Center writes the contract. 
The person who writes the contract to
not to get in any trouble, so he 
writes restrictions in. I don't know how 

to deal with thatproblem,except by
starting at the highest level, setting 
major policy issues and establishing
educational programs for contract offi
cers. I am glad that the Office of
Science and Technology Policy is now
interested in this kind of problem.

Although these are major problems,
and we recognize them, the panel felt
that ifwecould write the agreements
should of time, so that everybody knew
the rules, we would have gained some
thing. 

The panel has studied the control 
system now in effect, and the report has 
some substantial discussion of the sys
tem and its problems. The panel's
suggestions apply equally to industrial
and university research. The current
system is undergoing rapid change.
Because the perceived nature of the
technology leak problem has shifted 
only recently, government control me
chanisms themselves are still being 

adjusted to meet the new perceptions. 

In a fundamental government 
is still in the early stages of the 
learning process as it reorients existing 
laws, policies and programs—designedfor other purposes—to achieve a new 
objective, the dimensions of which are 
not yet fully determined. The adjust
ment is particularly difficult because
the current effort to understand and 
central unwanted technology transfer
is unavoidably fractionated within the 

munication between the research com
munity and the Federal agencies. The 
panel also identified areas where the 
research community might help the 
government access the nature of the 
technology-transfer problem more reli
ably. 

Inassessing the current policies and 
procedures, we heard the word "confu
sion" from just about everybody we 
spoke to about boththeITAR and EAR. 

Let me give you an example of the 
complexity of the system. In the Ex
port Administration Act of 1979, an act 
which has been revised regularly and is 
the underlying legislation for EAR, it 
was specified that the Commodity Con
trol List should be based on something 
called the Militarily Critical Technol
ogies List The Commodity Control 
List to the basis for licensing exports 
and the Militarily Critical Technol
ogies List to now undergoing its second 

Federal establishment. Four intelli- revision. The third version of this list 
gence agencies—the FBI the CIA, the is going to be issued some time in the 
Defense Intelligence Agency and the immediate future. The second version 
National Security Agency—share the was a 700-page book, all of which is 
job of gathering intelligence on the classified Secret. If one wants to take 
nature, extent and significance of un- this to its logical and, it means that the 
wanted transfers. people who are going to be subject to 
Major regulatory authority is also heavy fines through the implementa
split among three separate affect the tion of these regulations will not be 
Department of Commerce's EAR ad- able know what it is that the violation 
ministrators, the Department of State's is based on. The regulations are ad-
ITAR administrators, and the Depart- ministered somewhat more intelligent
ment of State's Vice Processing Office. ly than this sounds, but nonetheless 
These offices depend heavily on outside individual parts of the Commodity 
units in the defense and intelligence Control List areclassified individually. 
communities for advice as they reach For example, some are Confidential,
their judgments. some are Secret and some are Unclassi-

Similarly diffuse is the government's fied. Regardless of classification, all 
authority for classifying information are subjectto export restrictionsdeter-
and for monitoring results from the mined by EAR. Among the unclassi
research and development that it fied technologies are such things as
funds. Regulatory enforcement shows high-vacuum technology, or manufac
similar diversity and includes yet an- turing techniques for the mass produc
other agency, the Department of Trea- tion of ultra-high frequency genera
sury's Customs Service. The panel tors, and techniques for making certain
discovered, not surprisingly, that few kinds of magnets which industrial peo
people inside or outside the govern- ple are making every day of the week. 
ment truly understand the govern- The list has been developed by dedi
ment's technology-transfer control ef- cated people who have taken a military
fort. system apart piece by piece to see what

The panelbelieves that there is much went into it; those people have taken
room for improvement in targeting the their work seriously and they've done
government's efforts to prevent un- an excellent job of ending what under-
wanted technology transfer. Priorities lies every military system that exists. 
must be not and communicated. The Due to the comprehensiveness of this
panel believes that the government list and its classification, however, 
should concentrate on the most feasible there seems to be no way to start from
forms of control and should avoid that list and arrive at a straight-
regulations that impose compliance forward and clear definition of what it 
burdens without significantly affecting is that the regulations are going to
leakage. The government should con- apply to.Thus one of our recommenda
centrate its resources more systemati- tions is to streamline the NCTL. Our 
cally on those technologies that are of general suggestion was to build high
greatest relevance to near-term Soviet walls around narrow areas that are 
military strength. clearly defined, with priorities estab-

Finally, the panel addressed prob- lished in words that everybody can

lems of inadequate staffing in agencies understand. I don't have any great

that deal with control measures, as hope, however, that tomorrow's mail

well as problem of inadequate com- will bring such a list to my desk. • 
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D RIFTING OF THE EAST-
ern shore of the United 
States, an innocent-looking 
buoy bobbed up and down 

with the waves until a U.S. naval ves
sel fished it out of the water. Examined 
closely, the buoy gave up its guilty 

secret: It was a Soviet antisubmarine 
device dropped near American waters 
to monitor ocean temperature and 
currents. Most disturbing of all was 
the discovery that the 
electronics in the buoy used tiny inte

grated circuits based on American de
signs—evidently stolen and then 
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copied by the Soviets. "That's a scary 
achievement," commented one de
fense official. And indeed no less than 
Defense Secretary Caspar Weinberger 
has this case as evidence of the 
Soviets "massive, systematic effort to 
get advanced technology from the 
West . .  . to support the Soviet mili
tary buildup." 

But was it such a "scary achieve
ment?" The integrated circuits found 
in the buoy were at least three years 
out of date—and three years in the 
fast-paced semiconductor industry is 
time enough for an entirely new gen
eration of devices to appear. Nonethe
less, the Reagan administration has 
exploited this episode and others like it 
to support a wide-ranging crackdown 

on the free flow of scientific informa
tion. The crackdown is coming on 
three fronts: stringent newcontrols on 
the Freedom of Information: Act, a 
new executive order authorizing 
sweeping government censorship, and 
now a major thrust to stymie the dis
semination of scientific knowledge. 

The Reagan administration entered 
its second year with the makings of a 
return to the scientific McCarthyism 
of the Oppenheimer inquisition. 
Several major pronouncements by 
high-ranking administration of
ficials—amounting to a naked power-
grab by the government to shackle the 
scientific community in the name of 
national security—have led to protests 
by academics concerted about the im
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minent loss of their First Amendment 
protections of freedom of speech. At 
stake inthisgrowing controversy is the 
ability of scientists to inquire and pub
lish free from the witherin, scrutiny of 
government censors. 

The spearhead of this assault on sci
entific freedom was a speech by 

Admiral Bobby Ray Inman, currently 
deputy director of the CIA, in 
Washington, D.C., on January 7. 
Addressing a symposium at the 
annual meeting of the American Asso
ciation for the Advancement of Sci
ence (AAAS), Inman asserted that the 
free exchange of ideas among scien-

Our Unofficial Secrets Act


L 
ONG BEFORE THE 
Reagan administration 
made its highly publi
cized threats to drop a 
wall of secrecy around 

the scientific community, another 
branch of scholars was already 
feeling the weight of government 
censorship: historians of American 
foreign relations. For three years 
they have protested—mostly in 
vain—as State Department bureau
crats have found new rationales to 
prevent the disclosure of old, but nor 
forgotten, diplomatic records. 

The controversy, which so far has 
attracted little public attention, con
cerns the right of historians and in
terested citizens to the timely review 
of documents that tell the story of our 
government's recent diplomacy. At 
issue is the integrity of the State De
partment's invaluable documentary 
series, Foreign Relations of the United 
States, and the prolonged refusal of 
the department to release files from 
the early 1950s—files pertaining to 
the Korean War, the development of 
national security policy, covert op
erations abroad, and even the origins 
of American involvement in Viet
nam. A series of restrictive policies 
beginning with the Carter adminis
tration and carried forward under 
Reagan threatens to keep the veil over 
these events. "The public's right to 
know thirty years after the fact what 
its government has done or did not do 
in a specific area of the world is cru
cial to the functioning of a healthy 
democratic system," says one mem
ber of the State Department's histor

ical office, which compiles the Foreign 
Relations series. "And that, I thought, 

by Jonathan Marshall 
was the purpose of the Foreign Rela
tions volumes when I got to the office. 
I have since realized that there are 
those in our office and outside who do 
not believe that is the mandate with 
which we've been charged and have 
no intention of carrying it out." 

Some might argue that the public 
has a right to know what its govern
ment is up to long before thirty years 
go by. But the State Department 
guards its records so jealously that its 
declassification program lags behind 
even that of the notoriously secretive 
British, who follow a strict thirty-year 
rule. The problem began, ironically, 
with the Carter executive order on de
classification, which promised great
er public access to materials of state. 
"The public is entitled to know as 
much as possible about the govern
ment's activities," President Carte-
declared on signing the order in June 
1978. "The new order will increase 
openness in government by limiting 
classification and accelerating de
classification. With a few exceptions, 
the documents... will be declassified 
after no more than twenty years." 

Fine words, but as historians soon 
learned, empty ones. The effect of the 
order was to impose vast new 
bureaucratic obstacles to the release 
of documents. Previously, State had 
simply turned over masses of records 
to the National Archives for opening 
en bloc as soon as the annual Foreign 
Relations volumes were released. Now 
every sheet of paper had to be read 
and reviewed under restrictive guide
lines prepared by the State Depart
ment's new Classification-Declas
sification Center CDC), established to 
implement the order. No bureaucrat 
was going to risk letting anything 
sensitive through the strainer without 
higher review, to the process quickly 
ground to a slow crawl. "One of the 

tists was aiding the Soviet military 
buildup, and called for a system of 
voluntary controls—including pre
publication review of technical pa
pers—to restrict the flow of informa
tion in such fields as "computer hard
ware and software, other electronic 
gear and techniques, lasers, pro-

great ironies in all this is that the best 
set of directives for releasing clas
sified information was written by 
[Nixon aides] Ehrlichman and 
Haldeman in 1972," commented 
Walter LaFeber, a prominent diplo
matic historian at Cornell Universi
ty. "The Carter administration was 
retrogressive, yet it promised open 
government." 

The problem went beyond the ex
ecutive order, of course. With the re
lease ofForeignRelations volumes from 

the late 1940s, American embassies 
abroad began complaining that some 
of the documentary revelations were 
causing political difficulties, particu
larly as evidence came to light of U.S. 
political manipulations. Italian 
citizens, for example, were shocked 
to learn that the United States 
had considered staging a military 
coup in the event that the Communist 
Party won a peaceful victory in the 
1948 elections. TheCDC, sensitive to 
these concerns, called in for further 
review volumes of the 1950 Foreign 
Relations series that had already been 
cleared and prepared for printing. As 
historians waited in vain for the 
volumes to appear, the censors went 
to work. "We heard that 20 to 25 per
cent of the 1952-54 materials were 
being removed," said LaFeber. "CDC 
said less than one percent, but then 
we asked about the Iranian coup of 
1953. In some of the important sec-
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jections, and manufacturing proce
dures." He warned that those who 
opposed such restrictions were "about 
to have that way of thinking washed 
away by the tidal wave" of public 
opinion, and went on to say that "the 
tides are moving, and moving fast, to
ward legislated solutions that in fact 

tions, that 1 percent could be 30 to 40 
percent of the material we desire. It 
just castrates the Foreign Relations 
series." Lloyd Gardner, professor of 
history at Rutgers and a leader in the 
fight for more openness, charges that 
the CDC is "lying with statistics" 
when it minimizes the impact of the 
deletions, since it is likely that the 
most revealing documents are those 
being censored. Inside sources at the 
State Department's historical office 
say that up to 17 percent of the docu
ments included in theForeignRelations 
series have been withheld, and that 
the largest deletions have come from 
materials on Western Europe, Korea 
and China, and the Middle East. The 
1951 volumes on those areas have 
been delayed until next year. 

Meanwhile, scholars will have a 
much longer wait for access through 
the National Archives to the general 
bulk of records from the 1950-54 
period. Budget cuts at the Archives 
have reduced the declassification staff 
to one-third of its former size, and 
with document review made vastly 
more arduous by the demands of the 
CDC guidelines. Archives has so far 
refused to accept records from that 
period. Edwin Thompson, head of 
records declassification at Archives, 
now predicts only that the "larger 
part" of the 1950-54 records will be
come available by 1986 "if all comes 
through as we can best hope." 

Even when the materials do be
come available, the most significant 
documents may well be mining. In
telligence-related records, in particu
lar, are being withheld, which will 
color historical accounts of electoral 
and paramilitary intervention by the 
United States in Western Europe, the 
Soviet Union and the Balkan States, 
Guatemala, Iran, and the Far East. 
"After 1950 the intelligence aspect is 
more pervasive," says Neal Peterson, 
acting deputy historian at State, 
"and things get stickier and stickier." 
Adds Edward Becker, a private re
searcher with long experience at the 
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are likely to be much more restrictive" 
than the voluntary controls he pro
posed. The "tidal wave" of public 
opinion may o n  , have been a figment 
of his imagination, but Inman's threat 
was chilling nonetheless. (Admiral 
Inman is no stranger to efforts to cen
sor the work of scientists. As director 

Archives, "You are going to get a 
very incomplete picture of what was 
going on, since the CIA was in
creasingly given charge of the imple
mentation of U.S. foreign policy in 
that period." 

The other major problem arises 
from an exemption in the Carter ex
ecutive order for "foreign-originated 
information." Some State Depart
ment officials have interpreted the 
phrase to mean any information 
given in confidence by foreign of
ficials. "Pushed to its limit [the ex
emption] might mean nothing would 
be released at all," admits Petersen. 
In practice, the exemption has been 
invoked to avoid embarrassing 
friends of the United States. "A sub
cabinet type in Italy in the 1950s 
might today be a defense minister," 
explains Petersen. "If he was rabidly 
pro-American that might hurt him 
now with the opposition." Pressed to 
come up with concrete examples of 
damage done by the release of mate
rials through the Foreign Relations 
series, however, CDC officials could 
come up with only one case—an Ice
landic politician who complained be
cause of an adverse reference to him 
in the documents. 

Meanwhile, the future looks bleak, 
with Reagan proposing in a new ex
ecutive order to drastically broaden 
the scope of classification and elimi
nate mandatory review. "Everyone 
says things will tighten up under 
Reagan," says Petersen. "The atmos
phere now is even worse," agrees 
Lloyd Gardner. "Under Carter, at 
least, a pretense was being made that 
there was to be openness in govern
ment. Supposedly his new guidelines 
were going to increase access. This 
didn't happen, of course. While Car
ter's executive order on paper prom
ised openness," the bureaucracy 
thwarted its intent. "Now under 
Reagan the government at the top 
and the lower levels of the bureaucra
cy both are in accord on the need for 
more secrecy." 

of the National Security Agency 
[NSA], he actively sought to control 
independent work in cryptography, 
going so far as to classify two privately 
developed inventions, one a voice 
scrambler, the other a cipher device. 
Both were declassified a few months 
later.) 

The second prong of the assault was 
a letter by Deputy Secretary of De
fense Frank C. Carlucci in the Janu
ary 8 issue ofScience, the weekly jour
nal of the AAAS. "It is quite apparent," 
Carlucci argued, "that the Soviet? ex
ploit scientific exchanges as well as a 
variety of other means in a highly 
orchestrated, centrally directed effort 
aimed at gathering the technical in
formation required to enhance their 
military posture." He cited three 
Soviet scientists who had obtained in
formation he regarded as militarily 
sensitive while they were in the United 
States during the late 1970s: S. A. 
Gubin, who worked on concussion 
bombs; K. H. Rozhdestvensky, who 
did research on aerodynamics; and 
T. K. Bachman, whose work was 
thought by some to have military ap
plications for aircraft cockpit displays. 
Carlucci went on to note that in the 
Senior Scholar Exchange program 
"practically all the Soviet nominees 
propose to study in fields having mili
tary application . .  . while the United 
States nominates scholars specializing 
in the arts, literature, and history." 

THE SIGNIFICANCE OF 
these repressive fulmina
tions was brought into focus 
the following week by the 

announcement that Stanford Uni
versity would not accept the restric
tions that the State Department, 
through the National Academy of Sci
ences, sought to place on the visit of 
Soviet roboticist Nikolai V. Umnov to 
the university's campus. Stanford 
Vice-Provost Gerald Lieberman, not
ing that the university no longer en
gages in classified research, stated: 
"There may be some technological 
leakage. But the solution will do more 
harm than good: The reason we are 
ahead in high technology is because of 
openness. If we can't "exchange in
formation, research will be harmed in
a very counterproductive way." 

The university's refusal was the re
sult of prodding by Bernard Roth, pro
fessor of mechanical engineering, who 
was to be Umnov's host at Stanford. 
Roth was incensed by the severity of 
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the proposed restrictions on Umnov; 
he regarded them as significantly 
stricter than the controls previously 
imposed on other visiting Soviet scien
tists. Stanford has a number of foreign 
scholars currently in residence under 
much less onerous terms, and Roth 
found these new limits on what 
Umnov could see and do to have a 
certain "Alice in Wonderland" air 
about them. 

The State Department retaliated 
against Stanford by blocking Umnov's 
visit altogether and then, only a week 
later, by denying permission for Soviet 
diploma Yuri Kaprolov to visit the 
Stanford campus to participate in a 
forum on disarmament. The resulting 
public furor proved embarrassing to 
the government, however, and in early 
February the State Department finally 
relented on the Umnov visit. Umnov 
will now be allowed access to unclas
sified research funded by the Defense 
Department. Stanford is not alone in 
having to stand up to the government; 
the number of cases where controls 
have been rejected is large and grow
ing. In 1981 the Massachusetts Insti
tute of Technology refused to cooper
ate with attempts to limit the activities 
of a visiting Chinese physicist. And 
this January MIT rejected proposed 
restrictions on visiting Soviet chemist 
Mikhail Gololobov. The Stale Depart
ment ordered MIT to prevent Gololo
bov from seeing any work done in 
nutrition research. Since he was slated 
to visit the Department of Nutrition 
and Food Science, which does nothing 
but nutrition research. MIT officials 
were understandably dismayed. Simi
lar protests of government meddling 
are under way at the University of 
Minnesota, the University of Wiscon
sin, and Ohio State University. 

Should the administration seek to 
impose mandatory restrictions on the 
dissemination of scientific and tech
nical information, it certainly has am
ple legal basis for so doing: 

• The Invention Society Act of 
1951 permits the Defense Department 
and the Patent Office to classify as 
secret any invention that they deter
mine to be "detrimental to national 
security" should it be published. 
Approximately 300 patents are so 
classified each year, primarily military 
devices developed by government re
searchers. 

• The Atomic Energy Act of 1954 
enables the Department of Energy to 
classify as "restricted data" any data 
or concepts pertaining to nuclear 

weapons. As George Washington Uni- ministering them. But the Reagan ad
versity law professor Mary Cheh ministration seems determined to ex-
noted at the AAAS symposium, the ploit the broadness of the language to 
prosecution in the nuclear-secrets case the fullest. Representative George E. 
against the Progressive "sought and Brown, Jr., a Democrat from River-
obtained judicial support for the gov- side. California, circulated a "Dear 
ernment's long-held view that the in- Colleague" letter to House members 
formation control provisions may be warning of the dangers of the adminis
applied to any information falling tration's initiatives. But the degree of 
within the definition of Restricted support Reagan enjoys in the Con-
Data regardless of where the informa- gress is cause for some pessimism. 
tion originated." Previously, however, Representative Charles E. Bennett of 
the government had the in- Jacksonville, Florida, has introduced a 
formation control provisions only to resolution(H.R. 109) that would further 
Restricted Data generated by govern- extend the scope and restrictions con
ment employees or under government tained in these last two laws, 
support or sponsorship." although congressional action 

• The Arms Export Control Act of is awaiting guidance from 
1976 allows the State Department to the executive branch. 
prevent the dissemination of "any un
classified information" pertaining to 
items included in the International 
Traffic in Arms Regulations (ITAR) 
list of munitions subject to export con
trols, as well as "any technology which 
advances the state of the art or estab-

The White House

has drafted an executive

order that would reverse


decades of increased

government openness.


lishes a new art in an area of signifi- E VEN IF CONGRESS DOES 
cant military applicability in the Unit- not back Reagan, he can still 
ed States." impose mandatory informa

• The Export Administration Act tion controls by executive 
of 1979 requires the Commerce De- order. The White House is studying a 
partment to issue export permits for draft of just such an order, which 
almost every item of commerce not on would reverse three decades of in-
the ITAR list. The law prohibits the creasing governmental openness, by 
dissemination to foreigners, by any changing the "balance of interests" 
means, of "technical data," defined as test for deciding what information 
"information of any kind that can be should be restricted. Heretofore, 
used, or adapted for use, in the design, national security concerns had to be 
production, manufacture, utilization, balanced against other interests. 
or reconstruction of articles or mate- Under the drafted order, any informa
rials" unless an export license has tion that has any national security 
been issued. implications would be restricted, re-

The broad language of these laws, gardless of how minor these im
which cover virtually every activity in plications, or how compelling the 
American life, was enacted with need for public disclosure. The order 
congressional understanding that the would do away with the current pro-
executive would be circumspect in ad- hibition against classifying "basic sci-
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entific research information not clear
ly related to national security." It 
would permit classification of non
governmental research prepared with
out access to classified information. It 
would eliminate any mandatory re
view of document classification. And, 
contrary to previous standards, it 
would impose on government 
bureaucrats the rule: When in doubt, 
classify. 

Any attempt to further limit the free 
flow of scientific information will cer
tainly f a c ea number of obstacles. Cur
rent laws that would be the basis for 
mandatory legal controls are written 
in such vague and general language 
that they are probably vulnerable to 
successful challenge on constitutional 
grounds. Moreover, the government 
really lacks the organizational where
withal to enforce such controls. 
However, scientists have put them
selves out on a limb by accepting so 
much government financing. In fact, 
big government and big science are so 
intertwined that the imposition of 
mandatory controls would foster an 
adversary relationship that neither is 
anxious to see, Ira Michael Heyman, 
who worked with the NSA to develop 
review procedures for publication of 
research on cryptography, argued that 
"In the cryptography circumstance, I 
was willing to assume that the loss 
could be large and the amount that 
you are restricting people was very 
small. In the broader case, it seems to 
me it's just the opposite. Once you 
start to extend that principle... any
thing that's written in the sciences... 
is going to be swept into this system. 
It's much, much too broad." 

The imposition of mandatory in
formation controls also raises the spec
ter of a "scientific samizdat," with sci
entists furtively passing on the results 
of their research to circumvent gov
ernment controls. The widespread use 
of computer terminal networks would 
facilitate this process. But the impact 
on scientific progress would be devas
tating. According to William D. 
Carey, executive officer of the AAAS: 
"Our own military power will be di
minished, not enhanced, if the well
heads of scientific communication are 
sealed and new knowledge confined in 
silos of secrecy and prior restaint." If 
the Soviet Union lags behind the Unit
ed States in most fields of science, it is 
not for lack of brainpower, funds, or 
official support—but for lack of open
ness. "It is no accident that the United 
States has the widest technological 
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lead in those areas where government 
regulation has been the least,'' says 
Peter J. Denning, president of the 
Association for Computing Machin
ery. 

These difficulties explain in part 
Admiral Inman's predilection for 
"voluntary" self-censorship. But to be 
effective, the volunteers must be per
suaded of the need for controls. Carey 
of the AAAS says, "I have exceedingly 
great trouble accepting the proposi
tion of making substantial concessions 
in the absence of a clear and present 
danger." 

It is doubtful whether the few iso
lated examples of technological leak
age to the Soviets add up to the men
ace the national security managers 
have conjured up. With the Pentagon 
Papers and the Progressive's publica
tion of H-bomb schematics, the gov
ernment's predictions of calamity 
have not been borne out by events. 
Advocates of censorship, learning 
from these mistakes, no longer cite 
specific damage from specific leaks of 
information but merely assert as an 
differentiated menace to some vaguely 
delineated conception of national 
security. Needless to say, this formula
tion leaves many members of the sci
entific community unconvinced. 

For one thing, America is not the 
only place the Soviets can gain access 
to advanced technologies. European 
scientific work is certainly on a par 
with that of the United States. And the 
Japanese lead the world in areas such 
as robotics and electronics. 

A more basic question is whether 
secrecy can work at all. When the 
United States began developing the 
atomic bomb in the early 1940s, 
American scientists agreed to with
hold their research on nuclear fission 
from publication. Soviet physicists 
were able to deduce from this suspi
cious silence that the United States 
was working on a bomb, and con
vinced their own country to do the 
same. 

Professor Roth at Stanford thinks 
that the current control program is 
"administered by lawyers who don't 
understand technology" and "don't 
understand what they are doing." 
According to Mary Chch, "some gov
ernment administrators and policy-
makers believe that knowledge should 
be boarded and traded like any other 
commodity." She notes that the true 
barrier to technology transfer is not 
acquisition of information, but "ac
quiring the cadre of skilled scientists 

needed to reduce the information to 
application [and] building the sophis
ticated and expensive facilities needed 
for production." 

American scientists have also ex
pressed concern over the potential loss 
of technical information from Soviet 
scientists. Umnov is a leading worker 
in the field of robotics, and in past 
years his contributions facilitated 
great advances in American robotics. 
American fusion research was greatly 
aided by information provided by 
Soviet scientists on their Tokamak 
reactor design. Planetary astronomers 
are worried that the Soviets might not 
share data and photographs from 
Venus acquired by their new Venera 
spacecraft. 

I NVOKING NATIONAL SECU-
rity as a pretext for censorship no 
longer satisfies most Americans. 
As Admiral Inman himself admit

ted, this suspicion "items from a basic 
attitude that the government and its 
public servants cannot be trusted. I do 
not think it is harmful to recognize 
that the federal government—particu
larly its intelligence agencies—have in 
fact made mistakes in the past on oc
casion, and suspicion of the federal 
government in this regard is under
standable." With some of the admi
ral's former employees going to work 
free-lance in Libya, carrying top-
secret technology with them, perhaps | 

he should clean his own house first. 
National security consists of more 

than just military hardware. It derives 
from who we are as a people, and what 
we stand for as a nation. Much of 
America's greatness rests on our fun
damental commitment to freedom, 
particularly freedom of speech. 
Admiral Inman's initiative strikes at 
the heart of that freedom. The basis of 
his proposal is "that which is not per
mitted, is forbidden." It is this totali
tarian thought control that we find to 
abhorrent in Soviet society. 

We must not miss sight of the larger 
issue. The threat of scientific cen
sorship ispart of a concerted attack on 
the First Amendment. The Intelli
gence Identities Protection Act and 
the assault on the Freedom of In
formation Act are part and parcel of 
an effort to destroy the cornerstone of 
American democracy. We must re
member the words of physicist Niels 
Bohr: "The best weapon of a dicta
torship is secrecy; the best weapon of a 
democracy is the weapon of open
ness." 
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Introduction


The freedom of scholars to express ideas and exchange them


with colleagues is essential to the operation of universities in


the United States and to maintaining the high quality of academic


research. Academic freedom is rooted in the First Amendment to


the Constitution, the same provision that protects the right of


people to speak freely and the freedom of the media to report


events as they see them.


Recent actions and proposals by some agencies of the federal


government threaten to erode the American tradition of academic


freedom. These proposals and actions fall into two broad


categories -- those restricting dissemination of ideas and those


restricting the access of foreign scholars to U.S. classrooms and


laboratories.


In most instances, the justification given for these re


strictions is the need to protect national security, an area in


which technology plays an increasingly important role.


Responding to mounting government concern that technological


information with potential military applications may be reaching


the Soviet Union and other adversaries through industry and the


scientific community, the National Academy of Sciences (NAS)


issued a report in September, 1982 on Scientific Communication


and National Security. The study was conducted by an NAS panel


chaired by former Cornell University President Dale Corson. The


authors expressed the hope that their recommendations would make


it possible to "establish within the Government an appropriate
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group to develop mechanisms and guidelines in the cooperative


spirit that the report itself display[ed]."1


Universities, which conduct most of the basic scientific


research in the United States, were a primary focus of the NAS


study. The report found "a substantial transfer" of U.S. tech


nology to the Soviet Union, but concluded that "very little" of


the problem resulted from open scientific communication.2 More


over, the report took note of the close connections between the


American tradition of open communication, scientific and technol


ogical innovation, and national security. Despite this conclu


sion, NAS staff members reported this year that government pol


icymakers are moving to implement new secrecy regulations before


a government-wide consensus is reached.3 The staff also stated


that where regulations already exist, policymakers are aggres


sively stretching their authority beyond its previous limits.


These secrecy regulations often go far afield of any reason


able definition of national security. Indeed, the requirements


of prepublication review now reach several federal departments


and agencies and areas of sponsored research which have no rela


tionship to national security matters. Nor is the regulatory


 National Academy of Sciences, "Scientific Communication and


M. Wallerstein and L. McCray, "Update of the Corson Report",


National Security".
dent Frank Press.
Report. 

 Quoted from cover letter by NAS presi
 This study is also known as the Corson 

2 Id. at 1. 

3

January 26, 1984, at 12.
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scheme limited to research that is federally funded. Instead, it


is being extended to broad categories of research and information


-- such as cryptography and nuclear energy -- that are deemed to


be so sensitive and important that the federal government must


intervene whether or not it is paying for the research.


The movements afoot in Washington to restrict publication


and dissemination of scientific research findings are matters of


deep concern among members of the academic community. Similar


concerns also arise over government restrictions on the activi


ties of foreign scholars.


These concerns are addressed in the pages that follow.
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I. Prepublication Review and Contract Restraints


Political philosophers have long maintained that the rights


of free speech and of a free press are essential to the proper


functioning of democracy. The importance of open communication


in our society has been so compelling that courts have held that


only an overwhelming danger "so imminent that it may befall


before there is opportunity for full discussion" provides suf


ficient grounds for restraining free speech. If the danger or


evil is not imminent, then the remedy is "more speech, not en


forced silence."4


Until very recently, any proposed prior restraint on


publication has come under a "heavy presumption against its


constitutional validity."5 This presumption was so dominant that


only narrowly focused government claims of national security


during wartime could be balanced against it. For. example, the


Supreme Court held in Near v. Minnesota that publishing "the


sailing dates of transports or the number and location of troops"


would be the only kind of publishing activity the government


could rightfully prevent in such circumstances.6


4
 Whitney v. California, 274 U.S. 357, 377 (1927) (Brandeis,

J. concurring).


5
  United States of America v. The Progressive, Inc., 467 F.

Supp. 990,992 (1979), quoting New York Times v. United

States, 403 U.S. 713 (1971).


6
 283 U.S. 697,716 (1931).
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As technology has come to play an increasingly important


role in warfare and notional defense, the traditional analysis of


prior restraint issues has come into question. Many analysts


have argued that U.S. security no longer depends on having "the


largest military" or "the best-trained soldiers" but increasing


ly, rather, on a "technological lead over our military adver


saries."7 This has led to a change in the focus of controls over


exports "from goods to the technology used to produce those


goods."8 One technique for achieving this new objective is pre


publication review.


In the past, only the CIA has used prepublication review,


pursuant to contractual arrangements with its employees which im


plement its statutory mandate to "protec[t] intelligence sources


and methods from unauthorized disclosure."9 CIA employees in


volved in covert intelligence operations have routinely had their


speeches and writings reviewed for content that discloses


classified information without authorization. The constitu


tionality of this specialized CIA practice was upheld in 1972 by


a United States court of appeals in United States v. Marchetti.10


7
  Testimony of Frank Press, President of the National Academy

of Sciences before the U.S. House of Representatives sub

committee on Courts, Civil Liberties and Justice, November

3, 1983 at 4 and 5.


8
  "Scientific Freedom and National Security", AAAS Bulletin,

June 1984 at 7, summarizing the conclusions of the Bucy

Report, "An Analysis of Export Control of U.S. Technology -

A DoD Prospective" (1976).


9
 50 U.S.C. Sec. 403 (d)(3).


10
 466 F. 2d 1309 (4th Cir.), cert. denied, 409 U.S. 1063

(1972).
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That decision did not, however, address whether prepublication


review could be required for all material, including unclassified


information.


The Supreme Court addressed this issue in 1980, in Snepp v.


United States,11 a case involving a former CIA agent who publish


ed a book criticizing practices of the United States during the


Vietnam War.12 All parties to the litigation agreed "that


Snepp's book divulged no classified intelligence."13 Neverthe


less, the Court held that Snepp had violated his agreement with


the CIA by not giving "an opportunity to determine whether the


material he proposed to publish would compromise classified in


formation or sources." The Court awarded damages to the govern


ment in the form of a "constructive trust", into which Snepp was


required to "disgorge the benefits of his faithlessness."14


The application of this decision has far-reaching con


sequences for academic research and publication. Two recent


developments illustrate the point: 1) National Security Decision


Directive 84, a Presidential order requiring all government em


ployees (and contractors ) with authorized access to certain


11
 444 U.S. 507 (1980), (per curiam).


12
  Snepp, Decent Interval.


1 3
 444 U.S. at 510.


14
  Id., at 515 (i.e. all book profits). Also, the Court found

that Snepp had done "irreparable harm" to the Government

because "the Government has a compelling interest in pro

tecting both the secrecy of information important to our

national security and the appearance of confidentiality..."

at 509 and note 3. (Emphasis added.)
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categories of classified information to sign lifetime prepubli


cation review agreements as a condition of such access; and 2)


the trend toward including prepublication review clauses in


government-sponsored, university-based basic research contracts.
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A. National Security Decision Directive 84


On March 11, 1983, the White House announced a security pro


gram designed to prevent unlawful disclosure of classified infor


mation by government employees. Since the date of its release,


National Security Decision Directive 84 (NSDD 84) has generated a


storm of controversy.15 Two of its provisions are particularly


onerous. The first requires more than 120,000 government em


ployees to sign nondisclosure agreements containing prepublica


tion review clauses as a condition of access to certain cate


gories of classified materials.16 The second permits government


agencies to order polygraph examinations of agency personnel


"when appropriate, in the course of investigations of unauthor


ized disclosures of classified information."17 It also requires


each agency to promulgate regulations to "govern contacts between


media representatives and agency personnel, so as to reduce the


opportunity for negligent or deliberate disclosures..."18


15
  "Reagan v. Madison", N.Y.Times, March 17, 1983; "The Who,

What and Why of Reagan's Prepublication Review", N.Y. Times,

March 27, 1983; "Men of Zeal", N.Y. Times, March 31. See

also text of NSDD 84, Attachment A.


16

 In a letter dated July 19, 1983, Deputy Assistant Attorney

General Richard K. Willard noted that "the prepublication

review provisions of the proposed [nondisclosure] agreement

are similar to the agreement found by the Supreme Court to

be enforceable in Snepp v. United States, supra. See also

Alfred A. Knopf, Inc. v. Colby, 509 F. 2d. 1362 (4th cir.).

cert. denied, 421 U.S. 992 (1975); United States v.

Marchetti, supra; Agee v. CIA, 500 F. Supp. 506 (D.D.C.

1980)." (See letter attached at 3.)


1 7
 NSDD 84 at 2.


18 Id., at 1.
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In a recent Congressional hearing, Thomas Ehrlich, Provost


of the University of Pennsylvania, described NSDD 84 as "vir


tually alone among important issues in recent times" in receiving


a "completely uniform and completely negative...reaction of those


in academia."19 Speaking for his own institution as well as for


the Association of American Universities, the American Council on


Education, and the National Association of State Universities and


Land Grant Colleges, Ehrlich declared that he could not "over


state the dangers I see in the approach it adopts."20 If fully


implemented as issued, NSDD 84 would have "disastrous effects on


the quality of our government in terms of those who enter and


leave public service from academic life", Ehrlich stressed.21 It


would, he said, cast a "deep freeze over any inducement for aca


demics to serve in government by denying them the primary benefit


of using government experience and information in scholarly


publications and classroom lectures."22 Government would be


deprived of academia's much needed expertise and insight. More


important, the Directive would thwart criticism of government,


since those "in the best position to provide that criticism" -


academics who have served in government and returned -- would be


19
  Testimony of Thomas Ehrlich before the Committee on

Governmental Affairs, United States Senate, February 23,

1984 at 1-2.


20
 Id., at 2.


21
 Id., at 4.


22
 Id., at 5.
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enjoined from discussing matters on which they had worked.23 In


view of academia's traditional role of providing a forum for


criticism and debate, the restrictions in NSDD 84 would signifi


cantly reduce the scope of academic freedom.


Full implementation and enforcement of NSDD 84 is currently


being held in abeyance as a result of a Senate resolution re


questing further consideration by the Reagan Administration. The


resolution expires at the end of 1984. While no government em


ployees are currently required to take polygraph exams under NSDD


84, "120,000 employees have signed lifetime censorship agreements


through Form 4193."24


B. Government Sponsored Research


Most major universities receive funding for basic scientific


and social research from the federal government. The funding is


generally bestowed through contracts and grants between federal


agencies and individual institutions. The terms of a contract or


grant are subject to the statutory mandate and regulations of the


funding agency.


In recent years, a growing number of federal agencies have


inserted prepublication review clauses in university contracts,


even those involving only unclassified material. For example,


2 3 I d . , at 6. 
2 4 See "Hear No Evi l , Speak No E v i l , Publish No Evi l" , N.Y. 

Times, August 16, 1984. 

i 
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publication restrictions have been proposed for unclassified


research to be performed under contract with the Department of


the Air Force ("Measurement of Lifetime of the Vibrational Levels


of the B State of  N 2 " ) , 'the National Institutes of Health ("In


ternational Comparison of Health Science Policies"), the National


Institute of Education ("Education and Technology Center"), the


Department of Housing and Urban Development ("Study on Changing


Economic Conditions of the Cities"), the Environmental Protection


Agency ("Conference on EPA's Future Agenda"), the Health Re


sources and Sciences Administration ("Workshop for Staff of Ger


iatric Education Centers"), and the Food and Drug Administration


("Development of a Screening Test for Photocarcinogenesis on a


Molecular Level").25


Although prepublication review arose from national security


concerns about the illicit transfer of technology to unfriendly


governments, some of the most restrictive proposed contract


clauses are contained in non-technological, social-research con


tracts. Apparently, federal agencies believe they can in this


way insure that the research they fund is consistent with their


view of their mission. The following is a clause from a proposed


contract offered by the Department of Housing and Urban Develop


ment for university research on the use of housing vouchers:


Approval or disapproval (in part or in total) of the

final report shall be accomplished by the GTR within thirty

(30) days after receipt. Disapproved reports shall be

resubmitted for review following correction of the cited


 Examples of the publication restrictions proposed by these

and other federal agencies are set forth as Attachments B-F,


25
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deficiency unless otherwise directed by the contracting

officer.26


Consider another clause from a contract offered by the


National Institute of Education:


The contractor shall not disclose any confidential

information obtained in the performance of this contract.

Any presentation of any statistical or analytical material

or reports based on information obtained from studies

covered by this contract will be subject to review by the

Government's Project officer before publication or dissemi

nation for accuracy of factual data and interpretation.27


[Emphasis added.]


In addition, two other contract provisions referred to


commonly as "Technical Direction" and "Changes" clauses, are used


to alter the outcome of a given project. This is done either by


direct participation in the project by a government official


(technical direction) or by changing without notice the content


and/or scope of the research contract without the researcher's


agreement (changes clause).28


Harvard's Office of Sponsored Research (OSR) reports success


in negotiating changes in all three types of restrictive clauses.


These negotiated changes enable the University to accept such,


contracts and perform them successfully. However, the Environ


mental Protection Agency in one instance has flatly refused to


26 Housing and Urban Development: Housing Voucher Demonstra

tion Project.


27

National Institute of Education: Education and Technology

Center Contract.


28 Pertinent clauses exemplifying such contracts are set forth

in the attachments.
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negotiate, offering a research contract only on a take-it-or


leave-it basis. But what is more important, OSR reports in


creasing resistance to negotiate deviations from standard agency


provisions in all agencies. The University has accordingly


refused some contracts.


In sum, the federal goverment is increasingly asserting an


authority to require prepublication review of intellectual work


by government employees, research universities and private


citizens. As a result, the imposition of censorship has grown


substantially beyond the boundaries of the traditional wartime


national security exception to the ban on prior restraints that


has long been a fundamental element of First Amendment doc


trine.29


29

The government's direct and indirect interference with


the presentation of research papers at scientific

conferences is apparently accomplished through claims of

contract and export control authority (Society of

Photo-Optical Instrumentation Engineers [1982], 150 papers

withdrawn; International Conference on Permafrost [1983], 6

papers withdrawn). For information on additional incidents

of prepublication review and contract secrecy see Waller-


stein, supra, at 10-11. The overall environment in which

restrictive information policies are developing has also

caused an increasing amount of self-censorship among

scientists. The Washington Post recently reported that

"[a] growing number of scientific and engineering societies

are banning foreigners from their meetings for fear of

violating federal rules against exporting strategically

important technical information." Washington Post, December

15, 1984. See generally pp. 19-28, infra.
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II. Increased Classification


President Reagan established the current system of security


classification in 1982 by Executive Order 12356.30 To grasp the


import of this new system, one must first understand the security


systems used by previous administrations.


Although the security classification systems used during the


Truman, Eisenhower, Nixon, Ford and Carter administrations dif


fered in their details, each contributed to a gradual trend


toward government recognition of "the public's interest in the


free circulation of knowledge by limiting classification author


ity, by defining precisely the purposes and limits of classifi


cation, and by providing procedures for declassification."31


The classification system designed by the Carter Administra


tion32 was the culmination of this trend. It required government


officials "to balance the public's interest in access to govern


ment information with the need to protect certain national secur


ity information from disclosure."33 It stipulated that even if


3 0
 E.O. 12356, 47 F.R. 14874 (April 2, 1982).


3 1
 Rosenbaum, Tenzer, Unger, Van Alstyne and Knight, "Academic

Freedom and the Classified Information System", Science Vol.

219, January 21, 1983 at 257.


3 2
 E.O. 12065, 43 F.R. 28949 (June 28, 1978).


3 3
 E.O. 12065, Preamble.
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information met one of the seven classification categories34, it


was not to be classified unless "its unauthorized disclosure


reasonably could be expected to cause at least identifiable dam


age to the national security."35 [Emphasis added.] It provided


for automatic declassification routinely after six years? only


officials with "Top Secret" Security clearance classify a docu


ment for more than "twenty years".36 Finally, it established a


presumption such that "[i]f there is a reasonable doubt which


designation is appropriate, or whether the information should be


classified at all, the less restrictive designation should be


used, or the information should not be classified."37 [Emphasis


added.]


Executive Order 12356 reverses this trend toward openness by


significantly altering or eliminating each of the earlier sys


tems' major features. The new order eliminates the balancing


test: no longer must classifiers weigh the public's need to know


against the need for classification. In addition, the threshold


34
  The categories were: "a) military plans, weapons or opera

tions; b) foreign government information; c) intelligence

activities, sources or methods; d) foreign relations or

foreign activities of the U.S.; e) scientific, technological

or economic matters relating to national security; f) pro

grams for safeguarding nuclear materials or facilities; or

g) other categories of information which require protection

against unauthorized disclosure."


3 5
 E.O. 12065 Sec. 1-302.


36
 Id., Sec. 1; 1-4 Duration of Classification. Also, there is

one exception to this rule: foreign-government information

may be classified up to thirty years.


37 Id., Sec. 1; 1-1 Classification Designation, 1-101.
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standard for classification has been reduced. Heretofore, the 

classifier had to show "identifiable damage" to the national 

security.38 The new executive order leaves much more room for


discretion: It demands only that the classifier have a reason


able expectation of damage to the nation's security.39 The new


order also eliminates automatic declassification, requiring that


information remain classified "as long as required by national


security consideration."40 Finally, the presumption in favor of


openness is reversed. Now, "[i]f there isa reasonable doubt


about the need to classify information, it shall be safeguarded


as if it were classified...and [i]f there is a reasonable doubt


about the appropriate level of classification it shall be safe


guarded at the higher level of classification...".41


Secondary features of the security classification system


have also undergone extensive review in Executive Order 12356.


In the areas of basic scientific research and reclassification,


changes have taken place. Under both the new and the old exec


utive orders, basic scientific research information unrelated to


3 8
 E.O. 12065, Sec. 1-302.


39
  E.O. 12356, Preamble: "Information may not be classified

under this Order unless its disclosure reasonably could be

expected to cause damage to the national security."


4 0
 Id., Sec. 1.4(a), Duration of Classification.


41
 Id., Sec. l.l(c).
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national security is exempt from classification.42 However, the


initial drafts of the new order did not include the basic re


search exemption.43 In addition, the previous order expressly


limited the government's interest in non-governmental sponsored


basic research44 -- a matter that the new order leaves to admini


strative discretion.


Under President Carter's Order, "[c]lassification may not be


restored to documents already declassified and released to the


public...".45 But under the new order, declassified information


may be reclassified if "the information requires protection in


the interests of national security; and [if] the inform in may


be reasonably recovered."46 Acting under this clause, the Reagan


Administration unsuccessfully attempted in 1982 to recover docu


ments previously released to a private researcher about electron


ic surveillance carried out by the CIA and NSA against anti-war


activists in the 1970's. The documents had been provided to


42
 Both Orders state: "Basic scientific research information

not clearly related to the national security may not be

classified." E.O. 12065, Sec. 1-602; E.O. 12356, Sec.

1.6(b).


43	 "Academic Freedom and the Classified Information System",

Supra, note 31, at 258.


44 E.O. 12065, Sec. 1-603: "A product of non-government re

search and development that does not incorporate or reveal

classified information to which the producer or developer

was given prior access may not be classified under this

Order until and unless the government acquires a proprietary

interest in the product."


45
  E.O. 12065, Sec. 1-607.


46
  E.O. 12356, Sec. 1.6(c).
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author James Bamford, under a Freedom of Information request made


47
in 1979. Executive order 12356 provides that "information may


be classified or reclassified after an agency has received a re


quest for it under the Freedom of Information Act or the Privacy


Act...".48 In contrast, the earlier order provided that "no


document originated on or after the effective date of this Order


may be classified after an agency has received a request for the


49

document under the Freedom of Information Act..."


Given the bent toward secrecy exhibited by the many changes


in the security classification system, scholars now fear that


"[a]cademic research not born classified may, under this order,


die classified."50 The new order gives unprecedented authority


to government officials to intrude upon academic research by


imposing classification restrictions on areas of research after


projects have been undertaken in those areas. The new order


appears to allow classification to be imposed at any stage of a


research project and to be maintained for as long as government


officials deem prudent. Thus, the Order could inhibit academic


researchers from making long-term intellectual investments in


non-classified projects with features that make them likely.


47
 "The Rise of Government Controls on Information, Debate and

Association", Free Speech, (1984) an ACLU Public Policy

Report, at 11. Bamford refused to return the information.

No other action was taken.


48
 E.O. 12356, Sec. 1.6(d).


4 9
 E.O. 12065, Sec. 1-606.


50
  "Academic Freedom and the Classified Information System",

Supra, note 31, at 258.
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subjects for classification at a later date.51


III.	 Export Controls


A.	 Regulatory Scheme


In the area of export regulation, both military and civil


ian, statutory controls have been imposed over scientific com


munication related to basic research.52 These controls affect


basic research through their definition of the terms "tech


nological data" and "export". Information subject to export


Controls need not be classified, so long as it falls within the


definition of "technological data" and is to be "exported".


The Export Administration Regulations (EAR), promulgated


under the Export Administration Act of 1979, define "technologi


cal data" as "information of any kind that can be used, or adap


ted for use in the design, production, manufacture, utilization,


or reconstruction of articles or materials. The data may take a


tangible form, such as a model, prototype, blueprint, or an


operating manual; or they may take an intangible form such as


51
  Testimony of Dr. F. Karl Willenbrock, Chairman of the IEEE

Technology Transfer Committee, before the House Judiciary

Committee, Subcommittee on Courts, Civil Liberties and the

Administration of Justice, Nov. 3, 1983, at 12.


52 
Military Exports are regulated by The Arms Export Control 
Act, 22 U.S.C.A. Sec. 2751 et . seq.; Oct. 22, 1968 and The 
International Traffic in Arms Regulations, 22 CFR Sec. 
121-130, Mar. 29, 1977. Civilian Exports are regulated by 
The Export Administration Act, 50 App., Sec. 2401-2420, Pub. 
Law 96-72, Sept. 29, 1979 and The Export Administration 
Regulations, 15 CFR Sec. 368-399. 
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technical service."53 Under the Arms Export Control Act of 1963,


the International Traffic in Arms Regulations (ITAR) contain an


even more expansive definition of technological data, including


anything that "advances the state of the art."54


Both sets of regulations target areas of data through the


use of lists. EAR creates the Commodity Control List.55 ITAR


creates the U.S. Munitions List.56 The technological data re


lated to any product that appears on either list are subject to


export control. ITAR provides that information is "exported"


whenever it is communicated overseas by "oral, visual or documen


tary means...", including "visits abroad by American citizens."57


Under EAR, export means "(i) an actual shipment or transmission


of technical data out of the United States; or (ii) any release


of technical data in the United States with the knowledge or in


tent that the data will be shipped or transmitted from the United


States...". Data may be released for export through "(i) visual


inspection by foreign nationals...; [or] (ii) oral exchanges of


information in the United States or abroad of personal knowledge


or technical experience acquired in the United States."58


5 3
 EAR 15 CFR Sec. 379.1(a).


54
  ITAR 22 CFR Sec. 125.01(b): "any technology which advances

the state of the art or establishes a new art in an area of

significant military applicability in the United States...".


55 EAR Part 399, Commodity Control List and Related Matters.


5 6
 ITAR 22 CFR Sec. 121.01.


5 7
 ITAR 22 CFR Sec. 125.03.


5 8
 EAR 15 CFR Sec. 379.1(b) (1) ( 2) .
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B. Application to Universities


Historically, university researchers have been covered by


exemptions (or general licenses) available under each set of


regulations. ITAR specifically exempts information "in published


form" or "sold at newsstands."59 EAR gives such data a general


license and also specifically allows "correspondence, attendance


at or participation in meetings" and "instruction in academic


laboratories" to be included under a general license.60 However,


these activities are allowable only so long as they do not relate


"directly and significantly to design, production, or utilization


in industrial processes."61 Until recently, routine academic


activity has not been interpreted as being controllable under


this clause.


In 1981, the Department of State sent a form letter to many


universities inquiring into the study programs of certain Chinese


foreign-exchange students.62 The authorities cited for this


action were the Arms Export Control Act and the Export Admini


stration Act.63 In refusing to provide the information request


ed, Harvard University General Counsel Daniel Steiner character—


5 9
 ITAR 22 CFR Sec. 125.11(a)(1). A widely cited federal court

of appeals decision, United states vs. Edler Industries,

Inc., 579 F.2d516 (9th cir. 1978), has interpreted ITAR to

have no applicability to unclassified research activity at

universities.


60
 EAR 15 CFR Sec. 379.3.

61
 EAR 15 CFR Sec. 379.3(2).

62
 See Corson Report at 172-181; response by the University of


Minnesota.

63
 Id., at 178.
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ized the inquiry as "an interference into matters at the very


heart of the academic enterprise." Other universities took


similar actions.64


The universities were not overreacting. Much of the re


quested information would have required close surveillance of


student activities. The government wanted information on


"professional trips" taken by students, "specific experiments"


conducted on campus, and even information concerning "instruments


or specialized equipment (e.g., lazer measuring devices, auto


mated analytical equipment, computers, etc.) that may be used


during the course of the study program."65 The State Department


made a similar inquiry about a Polish scholar at Harvard in


1982.66


The debilitating effects on academic freedom of the new


export regulations are dramatically illustrated by a course on


Metal Matrix Composites, offered recently at UCLA, that was


advertised in the course catalogue as restricted to "U.S. Citi


zens Only."67 The restriction was required because the course


material involved unclassified technical data appearing on the


Munitions Control List (ITAR) and thus subject to export control.


64
 "University Refuses State Department Request", Harvard

Crimson, Dec. 2, 1981. See also Corson Report at 180-181.

In the widely publicized Umnov case, for example, Stanford

University and the National Academy of Sciences objected to

State Department restrictions on university research

activities by foreign scholars.


65
 See copy of questionnaire.

66


 In this instance, no form letter was involved. The infor

mation appeared to have been gathered in person and/or by

telephone.


67
 Wallerstein at 9.




851


-23


C. Atomic Energy Research


The government also asserts broad authority to control


scientific communication in the area of atomic energy research.


The Atomic Energy Act regulates the "development, utilization and


control of atomic energy for military and all other purposes."68


In addition, a 1981 amendment to the Act authorizes the Secretary


of Energy, with respect to atomic energy defense programs, to


"prescribe such regulations...as may be necessary to prohibit the


unauthorized dissemination of unclassified information."69 [Em


phasis added.] Although the Act also authorizes the creation of


"a program for the dissemination of unclassified scientific and


technical information...so as to encourage scientific and indus


trial progress"70 [emphasis added], creation of such a program


has been constrained by a Department of Energy regulation pro


posed in April 1983. The proposed regulation, "Identification


and Protection of Unclassified Controlled Nuclear Information


(UCNI)" 7 1  , would require that all UCNI be treated as "pro


prietary business information" within the regulated organiia


tion.72 Such organizations would have to take "reasonable and


prudent" steps to protect UCNI from unauthorized disclosure. In


6 8
 The Atomic Energy Act of 1954, 42 U.S.C.A., Sec. 2012(a).


69
  Id., Sec. 2168(a)1. The A.E.C. was abolished and its powers

transferred to D.O.E. in 1977.


7 0
 Id., Sec. 2013(b).


71
 UCNI, 10 CFR Part 1017, F.R. 13990 et. seq., April 1, 1983.


72
 Id., 10 CFR Sec. 1017.4(a).
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addition, government contractors would have to assure that poten


tial users have a "need to know", are U.S. citizens, or meet one


of six other criteria.73


In commenting on the proposed regulations, Stanford Univer


sity, joined by Harvard, suggested a redrafting of the rules


because of the major difficulty that they would cause for


research universities. The proposed rules would require a


university to make "known and unclassified information secret."74


The Stanford comments pointed out that the proposed regulations


would be so inclusive as to apply to materials used in "all those


basic and advanced courses in fields of physics, electrical


engineering, materials science and the like, that teach the basic


information discovered and classified before the early 1950's and


since declassified."75 Most important, the commentators argued


that restrictions requiring use of business standards in pro


tecting proprietary material would interfere with basic research


because of university policy that "such data be specifically


identified in advance so that [it] can be certain its acceptance


is consistent with...research guidelines."76 Moreover, the


regulations made no statement concerning new research-generated


7 3
 Id., 10 CFR, Sec. 1017.4(b): 1) Federal employee; 2)

contractor; 3) Member of Congress; 4) Governor of a state;

5) state or local law enforcement officer; 6) possessor of a

D.O.E. Access Permit.


74
  Comments of Stanford University, from the office of Gerald

J. Lieberman, Vice Provost and Dean for Graduate Studies and

Research, April 29, 1983, at 2.


7 5
 Id., at 2.


7 6
 Id., at 2.
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UCNI. Stanford and Harvard asserted that this ambiguity would


conflict with their fundamental policy that "all new information


developed in the course of research be publishable."77


On August 3, 1984 a new draft of the UCNI regulations was


issued for public comment.78 As a matter of principle, Harvard


and other research universities continue to oppose federal


restrictions on the dissemination of unclassified information.


However, the new draft does contain improvements over its


predecessor. Specifically, Harvard's comments on the new draft


noted a "narrowed and better defined scope of application" of the


proposed regulations. Also, the new draft contains an exemption


for basic scientific information. Nevertheless, University


commentators were careful to note the need for defining basic


research so as to protect academic freedom. Specifically the


Harvard comment suggested that basic research, exempt from all


regulation, should be defined as: "information resulting from


research directed toward increasing knowledge or understanding of


the subject under study rather than any practical application of


that knowledge."79


7 7 Id . , at 2. 
78 UCNI, Proposed Rule; Notice of Public Hearing, 10 CFR Part 

1017.49 F.R. 31236 (August 3, 1984). 
79 Comments of Harvard Univers i ty , from the office of John 

Shattuck, Vice President for Government, Community and 
Public Affairs. (August 31, 1984) at 1. 
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D. Current Policy Developments


The debate over federal restrictions on the free flow of


information and ideas has recently intensified in the area of


export control regulations.


In October 1983, the House of Representatives adopted an


amendment to a bill extending the Export Administration Act which


provided that:


It is the policy of the United States to sustain vigor

ous scientific enterprise. To do so requires protecting the

ability of scientists and other scholars to freely communi

cate their research findings by means of publication, teach

ing, conferences, and other forms of scholarly exchange.80


However, the Senate version of the extension bill substitut


ed the words "involves sustaining" for "requires protecting".


More important, the Senate version inserted the word "non-sensi


tive" before the words "research findings".81 This key change


substantially alters the meaning and intent of the entire para


graph. The Senate version would create the very restriction on


scholarly exchange that the House version was intended to avoid.


The Export Administration bill died at the end of the 98th


Congress in October 1984 because no agreement could be reached in


a House-Senate Conference Committee over a wide variety of issues


in the bill. The new Congress is expected to take up the issue


again in 1985.


8 0
 H.R. 3231.


8 1
 Congressional Record, S 51722 (February 27, 1984).
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Another recent development involves the Military Critical


Technologies List (MCTL), which has been revised and expanded.


This list is similar to the Commodity Control List and the U.S.


Munitions list in that it designates sensitive applied tech


nologies that the Defense Department desires to control. The


list itself is classified, but a directive describing it states


that the list now "covers all newly created technical documents


generated by [DoD]-funded research, development, test and


evaluation programs."82


The MCTL is controversial for two reasons. First, it is


statutorily incorporated into the Commodity Control List (CCL)


Using the MCTL as a base, the Pentagon can propose changes in the


CCL.83 Second, the MCTL is reportedly over 700 pages long, and


has been described by one DoD official as "really a list of


modern technology"84 and as a document that "could further


complicate the use of these regulations as a means of trying to


control scientific and technical communications." The MCTL


designates as "sensitive" technologies that the DoD desires to


restrict.


In the area of contract controls, the "sensitive" designa


tion arises in part from a "gray-area" identified by DoD offi


82
  Quoted in The Boston Globe, Nov. 4, 1984, at 9.


83	 See 50 App. U.S.C.A., Sec. 2404(a) 1,2,3,5.


84	 "Administration Grapples With Export Controls", Science, 
Vol. 220, June 1983, at 1023. 

85	 Testimony of George H. Dummer, Director, Office of Sponsored 
Programs, Massachusetts Institute of Technology, before the 
House Subcommittee on Science and Technology. 
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cials "where controls on unclassified scientific information are


warranted..."86


The "gray area" approach, however, appears to have en


countered opposition within the Defense Department itself. In


testimony in May 1984 before the Subcommittee on Science, Re


search and Technology, Edith Martin, then Deputy Undersecretary


of Defense for Research and Engineering, stated that DoD had


decided "not to pursue the gray area concept because the option


had proved to be more complicated than it had seemed."87 She


told the subcommittee that "[i]t is the policy of this


administration that the mechanism for control of fundamental


research in science and engineering universities and federal


laboratories is classification..."88 This statement was repeated


on October 1, 1984 in a memorandum signed by then Under Secretary


of Defense for Research and Engineering Richard DeLauer, stating


that "no controls other than classification may be imposed on


fundamental research and its results when performed under a


federally supported contract."89 The DeLauer memorandum was


attached as a cover to a draft national policy on scientific and


technical information. Whether the position articulated in the


DeLauer memorandum will be formally adopted by the Reagan


Administration must await the Administration's final action on


the draft national policy itself.


86

 Wallerstein, at 18,19. Also non-sensitive/sensitive re

search would be distinguished by four criteria laid out in

the Corson Report at 65.


87
  "DoD Springs Surprise on Secrecy Rules", Science, June 8,

1984, at 1081.


88  Id., at 1081. 
89

 Memorandum Concerning Publication of the Results of DoD
Sponsored Fundamental Research, Reference DoD Directive 
2040.2, October 1, 1984, at 1. 
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IV. Restrictions on Foreign Scholars


Under the Immigration and Nationality Act (Known as "the


McCarran Act"), foreign nationals can be denied entry into the


United States because of their political and ideological be


liefs.90 The restrictive provisions apply to "aliens who...en


gage in activities which woulVi be prejudicial to the public in


terest"; to "aliens who are members of the Communist Party" or


"who advocate the economic, international and government doc


trines of world communism": and to "aliens who write or publish


or cause to be written...printed matter...advocating or teach


ing... the economic, international and governmental doctrines of


world communism."91


The leading Supreme Court decision interpreting the McCarran


Act involved a Belgian journalist and Marxist theoretician,


Ernest Mandel.92 Although not a member of the Communist Party,


Mandel described himself as "a revolutionary Marxist".93 Despite


this description on all his visa applications, Mandel had been


admitted to the United States temporarily in 1962 and again in


1968 before his first entry denial.94 In 1969, he was invited to


90

Immigration and Nationality Act, 8 U.S.C., Sec. 1101 et.seq.

(1952).


91
 Id., Sec. 1182 (4),(5),(6),(9),(11),(12),(27),(28),(C),(D),


(G).

92
 Kleindienst v. Mandel, 408 U.S. 753 (1972).


9 3 Id., at 756.

94


Id . ,  at 756. At those times, he was admitted under the 
waiver  provision in Sec.  (d)3(a) .  



858


-30


speak at Stanford and he again applied for a six-day temporary.


visa.95 The visa was denied on the grounds that his "1968 activ


ities while in the United States went far beyond the stated


purposes of his trip...represent[ing] a flagrant abuse of the


opportunities afforded him to express his views in this country."


Mandel and six U.S. citizens, all university professors, sued the


United States.96 The professors claimed that their First Amend


ment rights to hear and communicate with Mandel were being


violated. A closely divided Court rejected the First Amendment


claim.


The Mandel decision paved the way for a variety of entry


denials or deportation proceedings against foreign born tenured


professors at American universities. Three recent examples:


Dennis Brutus, a poet, writer and critic of apartheid,

banned in South Africa for petitioning the South African

Olympic Committee to allow black South Africans to compete

on the national team. By attending a meeting of the South

African Olympic Committee he violated the ban by being "with

more than two people at a time." He was sentenced and serv

ed 18 months in prison. He came to the United States in

1970 to accept the teaching position at Northwestern Univer

sity. His visa expired in 1980. He was required to obtain

a permanent visa from outside the U.S. but because he had

let his British passport expire this was not possible. He

requested asylum. At his asylum hearing in 1983, immigra

tion Department lawyers used classified documents to make

their case denying Brutus' attorneys access. Indirectly it


95 Id., at 757. He was also invited to Princeton, Amherat,

Columbia, and Vassar after his scheduled visit became known.

He then applied for a longer stay.


96 Id., at 759. The State Department conceded, however, that

Mandel may not have been adequately informed of visa re

strictions in 1968. See Id., at 773, note 4.
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was learned that he was considered deportable under Sec.

212(a)(28) because of membership in the South African

"Colored Peoples Congress". He was ordered deported but on

appeal won asylum in late 1983.97


Cosmo Pieterse, who came to Ohio State University in 1970

and was tenured in 1976. In 1979 he went to London to meet

with his publisher and when attempting to return in 1981 was

denied re-entry. This denial was based on classified infor

mation. It is believed that he has been denied entry for

being a Communist even though his university colleagues deny

this. He is still in London".98


Angel Rama, a native of Uruguay, who made many trips to the

U.S. before 1966. He was admitted on a regular visa until

1969 when he was apparently classified as a subversive and

allowed to enter only on a waiver basis. In 1980 he earned

tenure at the University of Maryland and applied for perma

nent residence status. The Immigration Department denied

this request stating that the denial was based on "classi

fied information...which [could] not be discussed...or made

available..." Rama believed his denial was based on a

series of articles he had written in the magazine Marcha, in

which he reported on attempts by the CIA to infiltrate Latin

American intelligence, organizations. He was killed in a

plane" crash" in Madrid before his case was resolved.99


In addition to these university professors, a wide variety


of foreign speakers invited to address university audiences in


the United States have been denied entry from time to time in


recent years under the "prejudicial to the public interest" pro


97
 See "The Denial of Visas Under Sections 212(a)(27) and (28),

The Ideological Exclusionary Clauses of the Immigration and

Nationality Act", prepared for Representative Barney Frank

(D-MA) by Emily McIntire, 1983 (unpublished manuscript) at

3-5.


98
 Id., at 7-9.

99
 Id., at 10-12.
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vision of the McCarran Act. Among these are Nobel prize-winning


authors Gabriel Garcia Marquez and Czeslaw Milosz, as well as


author Carlos Fuentes, playwright Dario Fo, actress Franca Rame,


NATO Deputy Supreme Commander Nino Pasti and Hortensia Allende,


widow of former Chilean President Salvador Allende.100


Conclusion


The free flow of ideas among scholars and their colleagues


is essential to the fabric of academic life. The foregoing dis


cussion shows the extent to which federal authority is now being


asserted to restrict and disrupt that flow.


1 0 0
 Id., at 17.
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A LEGAL AND TECHNICAL ASSESSMENT OF THE


EFFECT OF COMPUTERS ON PRIVACY


JOHN T. SOMA* AND RICHARD A. WEHMHOEFER** 

INTRODUCTION 

Alexander Solzhenitsyn observed that "as every man goes through life 
he fills in a number of forms for the record, each containing a number of 
questions. . . . There are thus hundreds of little threads radiating from 
every man."1 Computer technology collects, combines, and analyzes these 
threads in an efficient and timely manner.2 An increasing amount of infor
mation is being collected by government and private industry. This infor
mation includes data collected from census and tax files, medical and credit 
reports, arrest and criminal records, and magazine subscription files. When 
accumulated in centralized data files, this information has the potential of 
being used as an instrument of control or, at the very least, may be used to 
trace and regulate an individual's movements and activities.3 Many com
mentators are concerned that the computer's insatiable appetite for informa
tion, image of infallibility, and eternal memory may cause it to become the 
heart of a surveillance system that will make society a transparent world in 
which our homes, finances, and associations will be bared to a wide range of 
observers.4 

The use of collected data, however, is indispensable in our modern soci
ety. Personal information in both individual and aggregated contexts is in

* J.D., Ph.D., Associate Professor of Law, University of Denver, College of Law B.A., 
Augustana College; J.D., M.A., Ph.D., University of Illinois, Urbana. Dr. Soma is currently 
completing a book on Computer Technology and the Law for Shepard's/McGraw-Mill. 

** J.D., Ph.D., associated with Akolt, Dick & Akolt, Denver, Colorado. B.A., MA. , 
Ph.D., University of Colorado, Boulder; M.P.A., Graduate School of Public Affairs, University 
of Colorado, Denver; J.D , University of Denver, College of Law, Dr. Wehmhoefer is currently 
writing a book on Practical Statistics for lawyers. 

1. Linowes, Must Personal Privacy Die in the Computer Age?, 65 A B A . J. 1180 (1979). A 
fundamental issue of privacy is the amount of freedom each in Jividual possesses. Freedom is of 
course directly related to the number of people in a defined space. Herbert wrote that beyond a 
critical point, 

within a finite space, freedom diminishes as numbers increase. This is as true of 
humans in the finite space of a planetary ecosystem as it is of gas molecules in a sealed 
flask. The human question is not how many can possibly survive within the system. 
but what kind of existence is possible for those who do survive. 

K. HERBERT, DUNE 493 (1965). 
2. See generally A. MILLER, T H E ASSAULT ON PRIVACY (1971); A. WESTIN, PRIVACY AND 

FREEDOM 158-68 (1967); Bazelon, Probing Privacy, 12 GON2. L REV. 587 (1977). 
3. See A. MILI.ER, supra note 2, at 38-46. This fear resulted in considerable opposition to 

both the government's proposed National Data Center in 1967 and President Reagan's proposal 
in 1981 to create a centralized data file in the Department of Health and Human Services in 
order to track welfare recipients. 

4. See, eg., V. FERRISS, TECHNOLOGICAL MAN 227 (1969); Miller,TheNational Data Center 
and Personal Privacy, T H  E ATLANTIC, NOV. 1967, at 53; Osborn v. United States, 383 U.S. 323, 
353 (1966) (Douglas, J  . dissenting); Lopez v. United States, 373 U.S. 427, 450 (1963) (Brennan, 
J., dissenting). 

449 
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creasingly needed to understand and formulate policies to solve social, 
economic, and political problems. Prior to the development of the com
puter, vast data collection and interpretation were not possible.5 Some con
temporary prophets have predicted that the advent of these new information 
transfer technologies will prove to be as significant as the invention of mova
ble type.6 

An inherent problem in the development of computers is its effect on 
individual privacy. This article will examine that effect from historical, con
temporary, and futuristic perspectives. It will also evaluate contemporary 
constitutional, judicial, and statutory responses to the protection of individ
ual privacy in the United States and internationally. 

The simplest definition of privacy was stated by Justice Brandeis in his 
dissent in Olmstead v. United States.7 He said that privacy is "the right to be 
left alone."8 Other more comprehensive definitions of privacy include Pro
fessor Westin's statement that privacy is "the claim of individuals, groups, or 
institutions to determine for themselves when, how, and to what extent infor
mation about them is communicated to others,."9 Professor Emerson noted 
that "[t]he right of privacy, in short, establishes an area excluded from the 
collective life, not governed by the rules of collective living."10 In this arti
cle, privacy will be defined as the unitary concept of separation of self from 
society.11 

I. COMPUTER TECHNOLOGY DEVELOPMENT AS RELATED TO PRIVACY 

After World War II, the United States witnessed a tremendous expan
sion of commercial and governmental activities, which resulted in a substan
tial increase in the volume of transactions requiring the maintenance of 
records on individuals. The number of bank checks written doubled and the 

5. Ruggles, Symposium: Computers, Data banks, and IndividualPrivacy:On the Needs and Values 
of Data Banks, 53 MINN. L REV 211, 233 (1968). 

6 A. CLARKE, PROFILES OF THE FUTURE 265-79 (1962); H. KAHN & A WIENER. T H E 

YEAR 2000, at 88-98 (1967); M MCLUHAN, THE GUTENBERG. GALAXY 11 -279 (1962); A WES
TIN, supra note 2, at 163-68. 
7 An example of the scientific community's views of the impact of the computer on our 

society is the following excerpt from a speech by Dr. Glenn T. Seaborg, Chairman of the United 
Stales Atomic Energy Commission, reprinted in Computer Privacy: Hearings Before the Subcomm.on 
Administrative Practice and Procedure, Senate Comm. on the Judiciary, 90th Cong . 1st Sess. 248 (1967): 

Springing from our Scientific Revolution of recent decades is what is bring called our 
"Cybernetic Revolution " This revolution which, comparatively speaking, is only in 
in infancy today amplifies (and will to a large extern replace) man's nervous system. 
Actually, this is an understatement because computers amplify the collective intelli
gence of men--the intelligence of society-- and while the effect of the sum of man's 
physical energies may be calculated, a totally different and compounded effect results 
from combining facts and ideas . . . Add this effect to the productive capacity of 
'he machine driven by an almost limitless energy source like the unclear of the atom 
and the resulting systemcan perform feats almost staggering to the imagination. That 
is why I refer to cybernation as a quantum jump in our growth 
7. 277 U.S. 438 (1928) 
8. Id: at 479 (Brandeis, J . dissenting) 
9. A. WESTIN, supra note 2, at 7. 
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number of income tax returns quadrupled.12 Automated data processing 
blossomed into a separate industry, serving the demands of business and in
dustry for fast, accurate, and efficient data handling.13 

During the late !960's, business and social planners began to use the 
concept of systems analysis, which involves the mathematical simulation of a 
complex activity or task. Systems analysis was applied to problems concern
ing health care delivery, income transfer payments, air pollution, urban 
transportation, and higher education. The introduction of the disciplined 
methods of computer-assisted management gave business and social planners 
new tools for evaluating the performance of programs and institutions deal
ing with social problems. This auditing process included tracking transac
tions between organizations and their clients, measuring performance 
against goals, providing information for planning, and assessing workload 
and productivity. 

Many of these functions necessarily involved the collection and storage 
of data on individuals. For example, administrative data were needed for 
management of individual transactions and statistical data were needed for 
planning and assessing program performance. Intelligence data were needed 
for judging individual character and qualifications for employment, credit, 
welfare assistance, and other aid. Health data were needed to provide ade
quate health care and medical assistance. The demand generated by all 
these uses of personal data, and the corresponding record-keeping systems to 
store and process this information, challenged conventional legal and social 
controls to protect individual privacy. 

Computer technology can be expected to continue to improve the ca
pacity, speed, and complexity of storing and analyzing data concerning indi
viduals. The federal government continues to sponsor the development of 
advanced computer systems for the military and space programs. Strong, 
world-wide economic pressures exist for automating various operations in 
the public and private sectors. Public opinion is becoming increasingly re
ceptive to the provision of better data and faster information processing. 
There has been a tremendous infusion of venture capital into computer de
velopment to the extent that this has been described as the "last frontier of 
entrepreneural capitalism."14 

Given this pattern of rapid innovation and technological development, 
policymakers have legitimate concerns that computer technology can se
verely impinge on individual privacy. As early as 1972, Professor Westin 
found that computer technology existed that could maintain an on-line file 
containing the equivalent of twenty singlet-spaced pages of typed informa

12. DEPARTMENT OF HEALTH, EDUCATION, AND WELFARE, RECORDS, COMPUTERS, AND 
THE RIGHTS OF CITIZENS 7-10 (1973). 

13. See generally B. GILCHRIST & R. WESER, THE STATE OF THE COMPUTER INDUSTRY IN 
THE UNITED STATES 54 (1973); M. HOLOIEN, COMPUTERS AND THEIR SOCIETAL IMPACT 43
44 (1977). E. TOMESKI & H. LAZARUS, PEOPLE-ORIENTED COMPUTER SYSTEMS: T H E C O M  
PUTER IN CRISIS 130-32 (1975). 

14 Michael Shields, a catalogue marketer for Apple Computers said that "living [in the 
Silicon Valley of northern California] is like riding in the nose cone of the space shuttle. We are 
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tion about the personal history and selected activities of every man, woman, 
and child in the-United States.15 It would have been possible to retrieve this 
information on any given individual within thirty seconds.16 

Although Americans enjoy the convenience and speed of information 
processing, a recent Harris poll found that nearly two-thirds of those inter
viewed were concerned about threats to their privacy; one-third said that the 
United States is or would soon be similar to the fictional "Oceania" in 
George Orwell's novel-198417—a nation that kept every activity of its citi
zens under constant surveillance.18 

A. Major Areas of Computer Technology That Will Affect Privacy 

I. Input 

Direct-entry input devices and optical scanning methods represent tech
niques by which data, either numeric or alphabetic, can be entered directly 
into machine-readable form. Some forecasters believe voice input devices 
will become widespread by the late 1980's.19 

2. Storage 

Larger memory storage capacities are being developed to place great 
volumes of personal data into direct-access storage for on-line access. These 
new techniques include laser beam technology allowing data to be stored at 
the molecular level.20 

3. Configuration Arrangements 

More flexible options are available for arranging the configuration of 
computer systems. Included in this array are minicomputers and personal 
microcomputers which can be used for self-contained record-keeping and 
data processing applications. There are also improved capacities for linking 
terminals into on-line systems, thereby giving greater flexibility to organiza
tions and government. Some organizations have become more decentralized 
in their record-keeping activities while others have elected to use large, mul
titerminal centralized systems.21 

4. Data-base Management Software 

Considerable improvement is expected in data-base management 

15.	 A WESTIN & M. BAKER, DATABANKS IN A FREE SOCIETY 337-400 (1972) 
16. Id. at 321-30 While there may nut exist a single giant databank to hold all this infor

•nation, it is possible to link separate computer systems within a separate organization or be
tween organizations Given the linkage technology already available, and if problems of 
common personal identifiers, compatible record formats, and appropriate software instructions 
for the desired use could be worked out, there would never be a need for one central processing 
unit to operate this data system. 

17 G. ORWELL, 1984 (1949) 

18. Report on Privacy Who is Hatching You U. S. News & WORLD Rep., July 12, 1982, at 34
37. 

19. To Each His Own Computer, Newsweek, Feb. 22, 1982, at 50. 
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software. The movement toward management information systems allowing 
separate data files to be unified and processed will continue. Some experts 
believe the continued upgrading of those systems will depend largely on an 
improved understanding of business, social, and political processes, and ma
jor administrative reforms within these organizations.22 

5. Availability of Computers 

The development of low-cost personal computers and relatively inex
pensive terminal links into commercial time-sharing services has greatly in
creased the availability of computers to individuals and small organizations. 
In 1980, over $1.8 billion was spent worldwide on personal computers.23 Al
most 2.8 million computers were sold in 1981 at an average cost of approxi
mately $2,000 each.24 Predictions for 1985 are that over 50 million personal 
computers will be sold worldwide.25 As computers become more readily 
available to individuals, more personal data will be accessible in machine 
readable form. 

6. Communication Systems 

Less expensive and more specialized communications systems for data 
transmission have been developed.26 Microwave systems, satellites, cable tel
evision, and laser communications have been, or will be, developed for regu
lar use.27 

7. Output Devices 

More flexible and less expensive computer output technology has been 
developed. Computers will more frequently be used as "support" for micro
film and microfiche systems. Consequently, the sorting and preparing of 
hard-copy media through computer-output-to-microfilm devices will con
tinue to grow.28 Hardware costs will continue to decline, however, the cost 
of increasingly complex software systems will rise.29 

These technological advances make the computer essential for coping 
with the "information explosion."30 It has been estimated that by 1987, six 
to seven times the present volume of new information will be produced, how
ever, the ability of computers to automate the information may approach 

22. Interview with Timothy Skinner, Staff Attorney, Lowery Air Force Base, Denver, 
Colo., (Dec. 22, 1982) (federal legal information through electronics). 

23. TIME, Jan. 3, 1983, at 14. 
24. Striking it Rich, supra note 14, at 41. 
25. To Eachhits Own Computer, NEWSWEEK, Feb. 22, 1982, at 50 
26. The break up of AT&T on January 8, 1982 will lead to the continued development of 

telecommunications systems capable of providing efficient and effective methods for data trans-
incision. See, e.g., ATLANTIC, May 1979, at 68. 

27. G. BROCK, THE TELECOMMUNICATIONS INDUSTRY 254-86 (1981). 
28. NATIONAL ACADEMY OF SCIENCES, LIBRARIES AND INFORMATION TECHNOLOGY: A


NATIONAL SYSTEM CHALLENGE 73 (1972).

29. The Tail that Wags the Deg., NEWSWEEK, Feb. 22, 1982, at 55. 
30. See e. g., N.Y. Times, Sept. 9, 1979, § 3, at 1. 
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one hundred times the current capacity.31 

B. Major Issues Resulting from Computer Development 

Computer development and the projected use of computer technology 
carry many implications for society. Four issues which have been raised con
cerning this impact are automation, power, individuality, and privacy.32 

1. Automation 

Just as the Industrial Revolution enhanced man's physical strength 
with machines, computational technology has begun to supplement some 
aspects of human thought processes. Computers are doing work that some 
people consider to be burdensome, tedious, and boring.33 As a result, pro
ductivity and production costs have been optimized.34 Some observers be
lieve that computers create more jobs than they displace, white others 
theorize that computers will eventually destroy many more jobs than are 
created.35 

2. Power 

It is said that "information is power." Computers create the potential 
for a few individuals to accumulate large amounts of data that can be read
ily accessed. Sophisticated computers create a power gap between those per
sons technically trained to interpret and use this information and those who 
do not have such skills. Computers can also dictate our actions. Systems 
failures, for example, can result in confusion and catastrophe. Recent system 
failures such as the blackouts in New York City, the accident at Three Mile 
Island, and air traffic control problems in Southern California have created 
chaotic situations.36 

3. Individuality 

In the United States, the right to pursue happiness has historically been 
highly valued. Computers have significantly altered this emphasis on indi
viduality. At times, our very essence is reduced to numbers on a terminal 
screen. Computers store aggregations of data such as fiscal and credit trans
actions, medical records, consumer habits, and communications. With ac
cess to so much accumulated data, however, social planners might easily 
begin to envision a society with goals that can be dealt with in mass, rather 
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than in terms of the individual.37 

4. Privacy 

Some observers have argued against the trend to link data banks and 
access information on individuals because such trends could serve as the be
ginning of "individual data images."38 In particular, Professor Westin has 
argued that existing computational technology capable of integrating several 
data banks into networks would allow personal data provided by an individ
ual for one purpose to be used at a later time for unrelated purposes.39 The 
likelihood that an individual would realize, much less approve of, such uses 
is remote. 

There appears to be little legal or social movement at this point to place 
additional protections on privacy. Professor Westin has observed that pri
vacy is a quality-of-life issue that is usually considered less important than 
economic and foreign policy concerns.40 

II. THE THREAT TO PRIVACY 

The threats posed to the individual from computer technology have 
been described by one commentator as: illicit access to personal informa
tion; unexpected consequences of making information freely available by 
mechanical means; use of information for purposes other than those for 
which it was collected; actions based on inaccurate or outdated information; 
placement of the individual at a disadvantage as compared to organizations 
with ready access to large amounts of computerized information; and the 
undue credence given to information merely because it is stored in a com
puter.41 Other threats include the "secrecy" of personal information; unau
thorized or illicit collection methods and omissions; the visibility of the data 
collection and analysis process; and the regulation of computers.42 

Another commentator has observed that the major effect of the com
puter on privacy is the removal of the individual from the decision of 
whether personal information may be released.43 This loss of control can 
take two forms: loss of access controf-and loss of accuracy control.44 When 
an individual is the sole source of information, he has at least some control 
over whajt information is disseminated to others. The advent of the com
puter databank added a new source of personal information over which the 
individual has no access control. Related to this development is the individ
ual's diminished control over the accuracy and reliability of the personal 
information that is released through computer databanks. 

37. A. VAN TASSEL, THIS COMPETE COMPUTER 153 (1976). 
38. Kochn,Privacy,OurProblemforTomorrow, J. or Sys MGMT., 8-10 (July 1973), 
39. See A. WESTIN,SUPRE note 2, at 111-67, 317-54. 
40. Id. at 14-20. 
41. Barron,People,NotComputers,in PRIVACY 320(J. Young ed. 1 9 7 8 )  . 
42. ORGANIZATION FOR ECONOMIC COOPERATION AND DEVELOPMENT, POLICY ISSUES 

IN DATA PROTECTION AND PRIVACY 148 (1976).
43.Beaney. TheRight toPrivacy andAmerican Law, 31 Law &Contemp.Pross 253(1985) 
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A. Key Forces Threatening Privacy 

As computer technology improves, the ways in which privacy may be 
invaded increase. There are four forces in America that compel the need for 
legal protections of privacy.45 

1. Eavesdropping 

There are increasingly more sophisticated devices available for eaves
dropping. Professor Westin documented both governmental and private sec
tor actions geared to secretly penetrate private places and intercept private 
conversations.46 The assumption that persons can carry on a conversation in 
a home or room in private, is apparently no longer justified. 

2. Sophisticated Databases 

When records were kept on paper and requests for information had to 
be manually processed in writing, central files combining credit information, 
employment histories, and arrest records were unknown. The past as well as 
the present could be hidden or forgotten unless someone had the time and 
resources necessary to conduct an exhaustive search. Today, government 
and business maintain extensive records in computer databanks. Manage
ment information systems allow computers to be linked together to provide a 
comprehensive picture of a person's finances, employment, education, and 
reputation. Such systems are not immune from being tapped and having 
information stolen, nor does anything exist to prevent those with legal access 
from checking the records of selected individuals.47 

3. Growing Need for Information 

As the ability to process information becomes greater, the public's per
ception of the need for additional data expands. Professor Miller attributes 
the explosion of information-keeping not only to advances in computer tech
nology, but also to the federal government's entry into the areas of taxation 
and social welfare.48 Many governmental agencies are beginning to ask 
complex, probing, and sensitive questions. Some of these questions have re
quired the disclosure of a person's associations, medical history, and attitudes 
toward various institutions and people.49 Similar trends are apparent in so
cial science and private market analysis research where lie detector tests and 
personality examinations have been used to gather data relating to such pri
vate domains as a person's sexual preferences, religious beliefs, and other 
personal habits.50 

45 See Bazelon, supra note 2, at 597-600 (1977). 
46. SEE A. WESTIN, supra note 2, at 158-68.

47 See e. g., U.S. NEWS & WORLD REP.,supra note 18, at 34-37.

48. See generally A. WESTIN supra note 2, at 158-68. 
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4. Increased Regulation 

As the population grows and resources diminish, individual economic 
freedom will probably give way to increased governmental intervention. 
While this larger role for government may be condemned in principle, de
mands for economic security, education, adequate health care, and im
proved criminal justice systems require increased governmental involvement. 
The danger is that, while providing some benefits, the government will exert 
unnecessary controls that diminish individual autonomy and privacy.51 

Bazelon argues that the law must increasingly intervene to guard 
against the erosion of privacy through administrative regulations, statutes, 
and the common law.52 Whenever law affecting privacy is made by the 
courts, legislature, or executive branch, policymakers should engage in simi
lar sorts of analysis to mediate among the inevitable competing interests.53 

This, according to Bazelon, is probably the only way to protect privacy in 
the future.54 

B. Types of Personal Information 

The use of computers to store personal information is exemplified by 
three hypothetical composite cases in which a loan, a life insurance policy, and 
a credit card are rejected. Although these cases are hypothetical, they typify 
the extent to which information can be used and abused once the data is 
stored in a computer. 

John Smith, a forty-year-old engineer and honorably-discharged vet
eran, was denied a Veterans Administration (VA) guarantee on a home 
mortgage. He asked to review his file at the savings and loan association 
where he applied for the loan. The accepted banking practice in the United 
States is to permit the applicant to review only the file, not the credit report 
or the home appraisal.55 Smith's review of the file revealed that he was 
convicted of a felony in 1965. The bank official told him that the credit 
report contained other adverse information and gave him the name of the 
credit reporting agency that supplied this information. 

Smith and his attorney called the credit reporting agency. Under the 
Fair Credit Reporting Act,56 Smith has the right to review his entire file, 
except for the medical information.57 Credit reporting agencies generally 
base credit reports on contacts with their customers who have requested re
ports on individuals over the past years. They also contact references sup

51. Some social commentators criticize Westin's notions of privacy and individualism as 
antagonistic to the general welfare. Set J. Benn, Privacy, Freedom, andRespectforPersons, PRIVACY 
NOMOS X I I I 18-23(1971) 

52. Bazelon, supra note 2, at 600.

53 A Westin, supra note 2, at 370-77.

54. Id. 
55.. Bantu generally consider credit reports and appraisals to be their own information


When a potential customer completes a credit application, he contents to the bank's consulation

of practically any person or institution about his credit, character, and general reputation. See,


56. 3d 561 (1980). 
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plied by the credit applicant. These references arc usually friends, 
merchants, and banks who have a record of the applicant's purchasing hab
its. Information from these sources, as well as from such court records as 
divorce decrees, garnishments, or bankruptcy documents, are then supplied 
to a requesting party such as the savings and loan association. 

To Smith's surprise, his file contained a notation that he had been iden
tified as a person known to have attacked or ridiculed a major doctrine of 
the Christian faith and the American way of life. As required by the Fair 
Credit Reporting Act, the credit reporting agency reinvestigated this nota
tion after Smith protested.58 It concluded that the notation, based solely on 
the fact that Smith's father had been investigated in the 1950's by the House 
Subcommittee on Un-American Activities, was not applicable to him. The 
agency, therefore, deleted the notation from his file and notified the savings 
and loan association. 

The alleged felony conviction was, in fact, a conviction for civil disobe
dience when Smith was involved in a sit-in as a civil rights worker in the 
South. The bank obtained this information from Smith's veteran's files. 
The veteran's files also contained the name and address of his ex-wife. With 
this information and the credit reporting agency's file,59 the bank conducted 
its own investigation. It contacted the FBI,60 whose files also showed the 
conviction. 

Smith has two remedies: he may seek expungement of his criminal rec
ord or sue the VA under the Privacy Act.61 Expungement is generally avail
able only when there is either an acquittal or dismissal of the charges and a 
showing of "significant abuse of authority" by the law enforcement offi
cials.62 Expungements have also been ordered in cases where the sole pur
pose of an arrest was to harass civil rights workers.63 A suit to obtain 
expungement, however, is uncertain and time consuming. A better option is 
to seek a remedy under the Privacy Act.64 If the VA refuses to amend his 
military record, Smith may seek compulsion of such action through the 
courts.65 The VA can argue that it is exempt from the requirements of the 
Privacy Act because its disclosure to the bank was a "routine use" of such 
records.66 Smith undoubtedly signed a waiver as part of his application for 
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the mortgage guarantee, permitting the bank and the VA to investigate his 
record and use any information they received. Any information disclosed 
under the Privacy Act must be "timely"67 and Smith's seventeen-year-old 
conviction does not meet this requirement. 

Smith's available remedies do not necessarily provide certainty of out
come and the process required to pursue these remedies is extremely time-
consuming. As a practical matter, the house Smith sought to purchase 
would probably be sold to another bidder. His best non-legal remedy may 
be to seek a conventional loan from another bank using a different credit 
reporting agency. 

Mary Brown, a thirty-year-old television reporter in perfect health and 
with an excellent financial reputation, was informed that she would not be 
issued an insurance policy. The insurance company notified Brown that it 
had received adverse information about her that she could inspect. At the 
insurance company's office Brown was shown her file with the exception of 
her medical and credit reports.68 She was, however, given the names of the 
credit reporting agency and the doctors the company had contacted for this 
information. The insurance company told Brown that it had received an 
adverse report from the Medical Information Bureau (MIB),69 and that this 
report had been used to supplement the credit and medical reports. 

The MIB, which is subject to the requirements of the Fair Credit Re
porting Act,70 was required to show Brown her file, excluding medical infor
mation. The file contained a report from a neighbor who stated that Brown 
entertained people of questionable character at all hours and that she used 
drugs.71 Brown disputed the report and the insurance company reinvesti
gated. It found that the neighbor was nearly senile and disliked Brown be
cause her dog occasionally wandered into the neighbor's yard. The 
insurance company deleted the report. 

The file of the credit reporting agency contained no adverse comments. 
The doctor's report, however, indicated that Brown had disclosed to her col

67. Id. § 552a(e)(6). The Fair Credit Reporting Act does not permit disclosures of convic
tions over seven years old. 

68. Although this is an accepted industry practice, routine medical information, such as a 
blood pressure reading, may be disclosed to the individual. Id. § 552a(f)(4). 

69. See Stern, Medical Information Bureau: The Life Insurer's Databank, 4 RUTGERS L.J. OF 
COMPUTERS AND THE L. 1, 1-19(1974). The MIB is an association of 700 life insurance compa
nies whose members underwrite 90% of the life insurance policies in the United States and 
Canada. Members may obtain information on the records of over 11,000,000 people contained 
in the MIB's computer files. Whenever an applicant is declined life insurance, the life insurance 
company reports this information to the MIB. This list is not checked for accuracy and the 
person is placed on a list of "impairments." The traits of an "impairment" include nervousness, 
sexual deviation, and unhealthy appearance. The purpose of the MIB is to prevent an appli
cant who is a poor risk and who is refused insurance by one company from applying to subse
quent companies or from withholding certain information. While the MIB will not divulge 
such medical information directly to an applicant, it will provide information to the applicant's 
personal physician, who may then inform the applicant. Under the MIB rules, such medical 
information is to be used only to supplement the life insurance company investigation. Id. 
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lege physician that her mother had been treated by a psychiatrist.72 The 
college was precluded from releasing this information under the Family Ed
ucational Rights and Privacy Act (Act)73 without Brown's consent. This 
Act, however, does not provide a private remedy; it merely permits the Sec
retary of Education to terminate federal funds to the institution.74 Brown 
does have a remedy against the credit reporting agency for continuing to 
carry the doctor's report. The agency is precluded from disclosing the infor
mation because it is more than seven years old.75 If the agency refuses to 
both delete the information and inform the insurance company of this ac
tion, the agency may be liable for actual and punitive damages.76 If the 
agency changes its report, Brown should be issued her policy. 

Richard White, a forty-year-old small businessman who owns his own 
hardware store, was denied a credit card. The credit card company showed 
White his file, with the exception of his credit report, and gave him the name 
of the credit reporting agency. The file at the credit reporting agency re
vealed that shortly after graduating from college twenty years ago, While 
was adjudicated as bankrupt and received welfare for a year. 

Under the terms of the Fair Credit Reporting Act, bankruptcies that 
occurred over ten years prior to a report may not be disclosed.77 The agency 
is required to delete the information and inform the credit card company or 
be subject to actual and punitive damages.78 Other types of adverse informa
tion may be subject to a seven-year limitation on disclosure.79 The agency 
may not, therefore, report that White received public assistance.80 

The more interesting question is how the credit reporting agency ob
tained this information since these records are subject to strict requirements 
of confidentiality.81 It is possible that White's social security number was 
obtained when he received public assistance82 or when he applied for the 

72. This is another actual case reported to the Privacy Commission in 1978 A voting 
woman was refused employment as a public school teacher because she had reportedly told her 
school doctor her mother had once seen a psychiatrist See Diamond, How to Protect Your Privacy, 
MCCALL'S, Feb. 1980, at 51 

73. 20 U.S.C. § I232g(b)(i) (1976). 
74. See, e.g. , Girardier v. Webster College, 563 F.2d 1267, 1276 (8th Cir. 1977) (a former 

student could not use the Family Educational Rights and Privacy Act to force a college to 
release his transcript after he had defaulted on his National Defense Student Loan and was 
discharged in bankruptcy). 

75. 15 U.S.C. § 1681c(a)(6) (1976). '•• 
76. Id. § 1681n. 
77. Id. § 1681c(a)(1) The credit report is used in connection with a transaction of life, 

insurance policy involving an amount in excess of $49,999 or employment at salary of $20,000 
or more There are no time restrictions placed on reporting bankruptcies 

78. Id. § 1681c 
79. Id § 1681c(2)(6). 
80. Id. U.S.C. § 1681c(a)(6) 
81. 42 U.S.C. § 602(a)(9) (Supp. IV 1980). In Colorado, information on individuals, who 

applied for public assistance since 1972 is in computer tiles Printouts of these files contain a 
note that the recipient is responsible for the confidentiality of the files See to Colorado Drpatt; 
ment of Social Services Manual, §§ 6.210-6.220 (effective June 1, 1983) 

82. Chambers v. Klein, 419 F. Supp. 569 (1). N.I. 1976) aff'd 
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credit card. A computer search for information based on White's social se
curity number might reveal such information. In any case, the agency must 
delete this information from its files and notify the credit card company, 
which then has the discretion to issue a card based upon this changed 
information.83 

These three cases suggest the pervasive impact that computer storage 
and retrieval of personal information can have on an individual's life. The 
burden of correcting inaccurate information or deleting dated material rests 
most often with the individual rather than the agency. This is because in 
many computerized databanks the cost to delete data is significantly higher 
than the cost to store it perpetually.84 The real threat to privacy, therefore, 
may not be the fact that computers can collect and store facts about individ
uals, but rather that inaccurate or dated information can be repeatedly used 
to evaluate the character, reputation, employabiiity, or credit-worthiness of 
an individual. That person may never know what information was used in 
the evaluation or from where the information was derived. 

III. LEGAL PROTECTION OF PRIVACY IN THE UNITED STATES 

A. The Judicial Response 

Although the word "privacy" does not appear in the text of the Consti
tution, in the mid-1900's the Court found that such a right could be implied 
from its various amendments. In NAACP v. Alabama ,85 the Court found a 
"vital relationship between the freedom to associate and privacy in one's 
associations,"86 ruling that the "right of the [NAACP] members to pursue 
their lawful private interests . . . privately" was protected by the first and 
fourteenth amendments.87 

tion. Davis,ATechnologist'sViewof Privacy and Security in Automated Information Systems, 4 RUTGERS 
L.J. OF COMPUTERS AND THE L. 264, 273 (1975). 

83. Credit card companies arc a major source of information on millions of individuals. 
To obtain a credit card, the applicant must provide a significant amount of financial, credit, 
and personal information. When he uses his card, information concerning items purchased, 
travel movements, and financial status are posted to his account. By 1976, Master Card had 
40.6 million cardholders. N. PENNEY & D.I. BAKER, T H E LAW OF ELECTRONIC FUND TRANS
FER SYSTEMS § 1.01[3] (1980). Credit card companies such at American Express, VISA, and 
Master Card contain specific instructions on their applications that the information requested, 
and information from later transactions, will be used and exchanged by other companies. This 
information is then sold to generate further profits for the credit card companies. One startling 
example of how information can be used occurred when a laboratory which tested women for 
pregnancy, sold its list of pregnant women to a diaper service. The diaper service mailed adver
tisements to the names on the list. One husband learned of his wife's pregnancy from the cheer
ful greeting and congratulations on the cover of the advertisement. See, Comment, The Privacy 
Sideof the Credit Card, 23 AM. U.L. REV. 183, 187 (1973). In Denver, Colorado, banks teem to be 
concerned about protecting the confidentiality of their customers' files. Mow banks keep only a 
customer's balance; available credit line, and the past few months' transactions on computer 
files. The rest of the customer's information is stored by month, not by name, on microfiche, 
which is stored under tight security in the bank's vault. Interview with Jack D. Molloy, Law 
Department of Colorado National Bankshares, Inc., in Denver, Colo (Dec. 14, 1982). 

84. Interview with James R. Young, Advisory Engineering Manager of Storage Technol
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In holding that a constitutional right of privacy exists, Griswoldv. Con
necticut88 struck down a state statute that made it a crime to prescribe or use 
contraceptive devices.89 Justice Douglas found a right of privacy emanating 
from the penumbras of the first, third, fourth, fifth, and ninth 
amendments.90 

The Court, however, has been reluctant to hold that a similar right to 
privacy exists for individuals in commercial settings. In 1976, the Court in 
Unitid States v. Miller91 held that a bank depositer has no "reasonable expec
tation of privacy" as to copies of checks, financial statements, and other doc
uments that the bank depositer had supplied to the bank.92 The Court 
reasoned that because such accords were merely business records, rather than 
private papers, and because the depositor voluntarily revealed personal af
fairs to the bank by surrendering these records, he took the risk that this 
information might be conveyed to others.93 

In 1972, the Court in Laird v. Talum94 avoided the issue of whether the 
existence of a broad system of domestic surveillance by the United States 
Army "chilled" the first amendment rights of those who were the targets of 
such surveillance.95 Information concerning the activities of the plaintiffs in 
this class action had been stored in a computer at Fort Holabird, Mary
land.96 This information was freely disseminated to numerous military and 
civilian intelligence officials throughout the country.97 The Court's holding 
was limited to a finding that the mere existence of broad governmental in
vestigative and data-gathering activities was insufficient to constitute a justi
ciable claim.98 Writing for the majority, Chief Justice Burger added that 
the ruling intimated "no view with respect to the propriety or desirablity, 
from a policy standpoint, of the challenged activities . . . ."99 The dissent 
pointed out that danger exists as long as computer files are kept on the mem
bership, ideology, and policies of any political activist group in the United 
States.100 

The latest Court decision dealing directly with this question of privacy 
occurred in 1977. In Whalen v. Roe,101 the Court held that as long as the 
security of the computer is adequate and the information stored therein is 
only passed to appropriate officials, sensitive information may be stored and 

88. 381 U.S. 479 (1965). 
89. Id. at 485. 
90. ld. at 484. See also Roe v. Wade, 410 U.S. 113 (1973) (right of privacy includes the 

right to have an abortion); Katz v. United States, 389 U.S. 347 (1967) (overruling Olmstead v. 
United States, 277 U.S. 438 (1928)). Katz held that wiretaps without a warrant or the permis
sion of at least one of the communicating parties was an illegal search, because the wiretap 
constituted an invasion of a reasonable expectation of privacy. 389 U.S. at 350-53. 

91. 425 U.S. 435 (1976). 
92. Id. at 442. See also California Bankers Ass'n v. Shultz, 416 U.S. 21 (1974). 
93. 425 U.S. at 440-43. 
94. 408 U.S. 1 (1972). 
95. Id at 3. 
96. Id at 6. 
97. Id. 
98. Id. at 10. 
99. Id. at 15 
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retrieved without an invasion of a person's right to privacy.102 Justice Ste
vens, writing for the majority, stated that the right to collect personal infor
mation "is typically accompanied" by a duty to avoid disclosure, and that 
the proper concern and duty were shown in this case.103 Justice Brennan, 
concurred, recognizing that databanks increase the opportunity for abuse of 
privacy and that future developments in computer technology may necessi
tate a judicial curb on that technology.104 

Although a number of privacy and computer-related cases have arisen 
since Whalen, none have gone beyond the court of appeals level.105 Conse
quently, the Court has yet to take up the issues foreseen by Justice Brennan. 

B. The Legislative Response: Federal Statutory Developments 

As a result of growing public concern about perceived abuses of privacy 
through computerized databanks and in response to the Supreme Court's 
reluctance to find constitutional violations of privacy in areas such as per
sonal credit information, Congress enacted several statutes creating remedies 
for dealing with privacy violations. 

1. Fair Credit Reporting Act of 1970 

The first major legislation concerning credit data was the Fair Credit 
Reporting Act (Act).106 The main provisions of the Act are intended to pro
tect individuals from inaccurate reports and to prevent invasions of pri
vacy.107 The applicability of the Act is limited to reports for credit, 
employment, insurance, and related benefits.108 To guard against inaccura
cies, the Act gives the individual the right to access and to challenge data 
that a credit reporting agency may have in its data files. The statute also 
mandates procedural requirements for imposing civil penalties on credit re
porting agencies if they fail to correct inaccurate information.109 The Act 
allows the individual access to both the data and its source. If an individual 
is either completely or partially denied credit based on the credit report, the 
Act requires the creditor to disclose both the reason for the rejection and the 

102. Id. at 601-02. 
103. Id at 605. Information in the databank included the names and addresses of everyone 

in New York who had acquired narcotic drugs such as opium and cocaine with a doctor's 
prescription. Id. at 591-93. The computer's security system included a locked wire fence, an 
alarm system, and off-line reading of the data files and tapes such that no computer terminal 
outside the computer could read or record the information. Id. at 594. The plaintiffs argued 
that the availability of their names and addresses from the databank created a concern that 
people in need of such drugs would refuse to seek medical assistance for fear of being discovered 
and stigmatized as drug addicts. Id. This argument was rejected. Id at 603-04. 

104. Id. at 607 (Brennan, J., concurring). 
105. See, e.g., United States v. Westinghouse Elec. Corp., 638 F.2d 570 (3d Cir. 1980); Ash v. 

United States, 608 F.2d 178 (5th Cir. 1979),cert.denied, 445 U.S. 965 (1980); Doe v. Webster, 
606 F.2d 1226 (D.C. Cir. 1979); United States v. Choate. 576 F.2d 165 (9thCir.),cert.denied, 439 
U.S. 953 (1978); United Slates v. Roberto Benlizer, 459 F. Supp. 614 (D.D.C. 1978). 

106. 15 U.S.C. §§ 1681-16811 (1976). 
107. Id. § 1681a. 
108 See FOR ECONOMIC COOPERATION AND DEVELOPMENT, supra note 42, 
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name and address of the credit reporting agency.110 

The Act requires that an individual be notified within six months that a 
credit report has been requested. The scope and nature of the request and 
the name of the creditor requesting the information must also be di
vulged.111 Perhaps the most important provision in the Act gives an individ
ual the right to challenge the accuracy of information contained in the credit 
reporting databank files.112 As long as the challenge is neither frivolous nor 
irrelevant, the agency must reinvestigate and delete information found to be 
unverifiable. If the dispute is not resolved, the individual may file an ac
count of the supposed inaccuracy with the credit reporting agency. This 
account must be included in all subsequent reports that the agency passes on 
to requesting creditors. 

The Act also requires that reasonable procedures be followed by agen
cies in assuring the accuracy and proper use of credit information."113 If an 
agency is negligent in this area, an individual who is harmed may recover 
actual damages, costs, and attorney's fees.114 If the agency's action is willful, 
punitive damages may be awarded.115 Criminal penalties, including fines 
up to $5,000 and/or imprisonment up to one year, may be rendered for the 
willful misappropriation or unauthorized disclosure of credit information.116 

Federal courts have jurisdiction over violations without regard to the 
amount in controversy."117 To guard against invasion of an individual's pri
vacy, the Act restricts the purposes for which credit reporting agencies may 
provide information. Proper uses include determining eligibility for addi
tional credit and disclosure pursuant to a court order.l18 Limitations are 
imposed on the length of time certain derogatory information may be re
tained by the credit reporting agency. For example, bankruptcy information 
can be retained only fourteen years."119 Arrest records, indictments, and con
victions can be retained for only seven years.120 

The Act has certain weaknesses. It lacks a formal procedure to ensure 
that an individual be given due process and it provides a haphazard ap
proach to deal with disputes about the accuracy of information in an indi
vidual's file.121 For example, objections and accounts by an individual in 
unresolved disputes concerning the accuracy of credit information are not 
reported retroactively to prior recipient-creditors of the individual's file. 
Further, the Act only mandates that a credit reporting agency provide the 
individual with an oral report of the contents of the credit files. The agency 

110. Id. § 1681m. 
111. Id. § 168lg. 
112. Id. § I681i. 
113. Id. § 1681e. 
114. Id. § 168lo. 
115. Id. § 1681n.

116 Id. §§ I68lq-r

117 Id. § l68lp.

118. Id. § 1681b. 
119. Id. § 1681c. 
120. Id. 
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need not provide the individual direct access or a written copy of the file.122 

Finally, civil action remedies are difficult to obtain because the burden of 
proof is on the plaintiff-individual and it is often difficult to show actual 
monetary damages.123 

2. Privacy Act of 1974 

The Privacy Act (Act)124 supplemented the Freedom of Information 
Act125 and was the second major piece of legislation dealing with privacy. 
The Act prohibits federal government offices from disclosing personal infor
mation about an individual without his written consent, unless it falls within 
one of eleven exceptions.126 Restrictions on disclosures include not only 
hard copy, but also display and telephone transmissions.127 The Act re
quires federal agencies to reveal their data-collection activities on individu
als, to make their justifications for the collection and use of such data public, 
and to give individuals a right of access to the collected information.128 

The right of access permits the individual to inspect the information in 
the presence of a companion. He may request that corrections be made and, 
if the request is denied, may file a statement of disagreement.129 The agency 
holding the information has ten days to respond to this statement. If the 
agency refuses to amend the information, the individual has thirty days in 
which to request a review of that refusal. If the review supports the agency's 
decision, the individual has the right to judicial review.130 If the agency 
agrees to amend the file, it must notify those to whom the record has been 
disclosed.131 An agency is not required to maintain records of the entities to 
which disclosures have been made. 

In regulating the release of information, the federal agency is required 
to disclose the name of the agency or authority requesting the information, 
to determine whether the request is voluntary or mandatory, and to deter
mine the intended uses of the information.132 The agency must publish an 
annual notice of each record system it maintains. This notice must include: 
the name of the system, its location, categories of data files maintained, rou
tine uses and users, storage policies, retrieval, access control, retention and 
disposal of data, procedures to notify individuals as to the existence of and 

122. ORGANIZATION FOR ECONOMIC COOPERATION AND DEVELOPMENT, supra note 42, at 
174. 

123. Id. at 177. 
124. 5 U.S.C. § 552 (1976 & Supp. IV I980). 
125. See infia notes 140-44 and accompanying text. 
126. The exceptions under 5 U.S.C. § 552a(b) (1976) are: 1) to officers and employers of the 

agency in the performance of their duties; 2) when required by statute; 3) for routine use; (4) to 
the Census Bureau; 5) for statistical research; 6) to the National Archives; 7) for a civil or crimi
nal law proceeding; 8) to protect an individual's health or safety, 9) to Congress, 10) to the 
Comptroller General; and 11) pursuant to court order. 

127 Id.

128 Id.

129. Id. 
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requests for their files, and inspection and challenge procedures.133 

Individuals who believe that their rights have been violated and who 
have been denied relief from the offending agency may sue in federal court 
for injunctive relief and civil damages.134 Damages for willful violations of 
the Act are limited to $1000 plus attorney's fees. Criminal misdemeanor 
charges and fines of up to $5000 can be imposed on agency employees for 
willful disclosure.135 

3. Family Educational Rights and Privacy Act 

The Family Educational Rights and Privacy Act of 1974 (Act)136 per
mits federal funds to be terminated to any institution of higher education 
that denies parents the right to inspect the educational records of their chil
dren.137 The Act does not apply to confidential letters of recommendation; 
to financial statements concerning the parents of college students; or to a 
situation where a student has waived his or her rights in these matters.138 

The Act provides that funds will be denied to an institution that releases 
such records to persons other than: school officials "with a need to know," 
state or federal education officials, research organizations, or persons with a 
lawful subpoena.139 Private remedies are not available to students or their 
parents. 

4. Freedom of Information Act 

The Freedom of Information Act (Act)140 was intended to compel fed
eral agencies to divulge various records, procedures, and statements of policy 
to those requesting such information. The Act requires each agency to pub
lish in the Federal Register141 a description of the place and manner in 
which the public may obtain such information.142 Agencies are nut required 
to disclose information which would: constitute a "clearly unwarranted in
vasion of personal privacy;" jeopardize national defense; impinge upon inter
nal personnel rules; reveal confidential financial information, trade secrets, 
personnel or medical files, geological information, or agency memoranda; or 
reveal investigatory records that can be obtained only by a valid sub
poena.143 Persons who are refused inspection of federal records may sue to 
enjoin the agency from withholding the information and recover costs and 
attorney's fees.144 

133. Id 
134. Id 
135. Id at 13. 
136. 20 U.S.C. § I232g (l976). 
137. Id §1232g(f). 
138. Id § l232g(a)(1)(B) (waivers may not be required for admission or receipt of financial 

aid) 
139. 20 U.S.C. § 1232g(b) (1976 & Supp. IV 1980). See also Girardier v. Webster College, 

S63 F.2d 1267, 1276-77 (8th Cir. 1977). 
140. 5 U.S.C. § 552 (1976 & Supp. IV 1980). 
141. Id. 
142. Id. 
143. Id. See also id § 552(a) and ROSE V. Dep't of the Air Force, 425 U.S. 352 (1976). 
144. 5 U.S.C. § 552(a) (1976 & Supp. IV 1980). See also Mervin v. Bonfanti, 410 F. Supp. 

1205 (D.D.C. 1976) 
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5. Tax Reform Act of 1976 

The Internal Revenue Service is exempted from statutes that deny ac
cess to an individual's personal records held by third parties. The Tax Re
form Act of 1976,145 however, requires that a taxpayer be notified when 
records of his transactions are subpoened from a bank, credit reporting 
agency, or other party.146 

6. Right to Financial Privacy Act of 1978 

The Right to Financial Privacy Act147 was intended to restrict the fed
eral government's access to financial records. In apparent response to United 
States v. Miller,148 Congress imposed a duty of confidentiality on financial 
institutions.149 Financial institutions often serve as creditors and their 
records are likely to contain credit reporting agency reports. 

The federal government may be permitted access to such records by 
securing the written consent of the individual. Other methods include ob
taining: a subpoena, a court order, or a search warrant.150 Whenever the 
federal government seeks access to financial records, the individual must be 
notified.151 Governmental access may be challenged in every instance ex
cept those in which a search warrant was obtained. A civil remedy against 
the government or the financial institution is available.152 A fine of $100 per 
violation, actual damages, court costs, and attorney's fees may be awarded. 
Punitive damages are available, if the violation was willful.153 

7. Fair Credit Billing Act 

The Fair Credit Billing Act (Act)154 enhances the protection that an 
individual has from inaccuracies in credit data. Detailed provisions exist for 
correcting billing errors.155 The Act establishes a procedure for an obligor to 
identify his or her account, register the alleged error, and state the reasons 
for believing that an error exists.156 The creditor has thirty days in which to 
respond.157 Upon receiving notice from the obligor that an error might ex
ist, the creditor may not issue an adverse report concerning the obligor's 
credit.158 

145. Tax Reform Act of 1976, Pub. L. No. 94455, 90 Stat. 1525 (codified in scattered sec
tions of 26 U.S.C.). 

146. 26 U.S.C. § 7609(a) (1976 & Supp. IV 1980). 
147. 12 U.S.C. §§ 3401-3422 (1976 & Supp. IV 1980). 
148. 425 U.S. 435 (1976). See supra note 91 and accompanying text. 
149. H.R. Rep. No. 1383, 95th Cong., 2d Sess. 7, reprinted 1978 U.S. CODE CONG. & AD.


NEWS 9273, 9305-06.

150. 12 U.S.C. §§ 3406-3409 (1976 & Supp. IV 1980). 
151. Id. § 3405. 
152. Id. § 3417. 
153. Id. 
154. 15 U.S.C. §1666(1976). 
155. Id. § I666(a). 
156. Id. 
157. Id. 
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8. Federal Reports Act 

Section 3508 of the Federal Reports Act159 restricts the exchange of in
formation between federal agencies and imposes penalties for unauthorized 
disclosures.160 When the agency seeks to acquire confidential information 
on an individual, its justification defense is limited by the Act.161 

C. State Legislation 

Supreme Court policy has generally been to allow individual states to 
define privacy rights. In Katz v. United States,162 the Court held that: 
"[P]rotection of a person's general right to privacy—his right to be let alone 
by other people—is, like the protection of his property and of his very life, 
left largely to the law of the individual States."163 

At the state level, legal protection afforded privacy remains limited, in
consistent, and fragmented. Only ten states have provisions in their consti
tutions, which expressly protect privacy.164 Seven of these states confer more 
limited recognition on the privacy right by closely associating it with the 
prohibition against unreasonable searches and seizures.165 Florida, for ex
ample, extends protection "against the unreasonable interception of private 
communications by any means."166 The Illinois, Hawaii, Louisiana, and 
South Carolina privacy provisions are broader, protecting against "invasions 
of privacy."167 Washington and Arizona have narrower privacy provisions, 
which serve as the functional equivalent of the prohibition against illegal 
searches and seizures.168 

Privacy in the state context is also protected through judicial interpreta
tion. Some state courts have imported a limited constitutional right of pri
vacy into general provisions of their respective state constitutions.169 Some 
of these states later inserted an express privacy provision into the appropriate 
section of their constitutions through legislation.170 While the notion of pri
vacy is a relatively new area for the United States Supreme Court, it is even 
newer to the states. With the exceptions of Arizona and Washington, the 
right of privacy has been included in state constitutions only since 1968. 

159. 44 U.S.C. § 3501 (1976 & Supp. IV 1980). 
160. Id. § 3508(b). 
161. Stt United States v. Davey, 426 F.2d 842 (2d Cir. 1970). 
162. 389 U.S. 347 (1967). 
163. Id. at 350-51 (emphasis in original). 
164. ALA. CONST, art. I, § 22; ARIZ. CONST, art. II, § 8; CAL. CONST, art § 12; FLA. CONST. 

art. I, § 12; HAWAII CONST, art. I, § 5; ILL. CONST, art. I, §§ 6, 12; LA. CONST, art. I, § 5; 
MONT. CONST, art. II, § 10; S.C. CONST. art. I, § 10; WASH. CONST. art. I, § 7. For an excellent 
discussion of state legislation in the privacy area and a full text of each state's statutes, see Cope, 
Toward a Right of Privacy as a Matter of Constitutional Law, 5 Fla. St. U. L. Rev. 631 (1977). 

165. Id. at 636. 
166. FLA. CONST. art. I, § 12. See Cope, supra note 164, at 637. 
167.Seee Cope, supra note 164, at 637. 
168. Id.. 
169. See Breese v. Smith, 501 P.2d 159 (Ala. 1972) (right to be let alone concerning hair 

length), Melvin v. Reid, 297 P. 91 (Cal. Dist. Ct. App. 1931) (invasion of privacy tort); Cason v. 
Baskin, 20 So. 2d 243 (Fla. 1944) (invasion or privacy tort). 

170. Alaska, California, and Florida adopted privacy provisions subsequent to the dates of 
the court decisions discussedsupra note 169. 
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State constitutional privacy provisions add another degree of protection 
against such devices as computer databanks. 

The experience of the states suggests that the most effective means of 
protecting privacy is the adoption of a "package" of privacy measures in 
state constitutions. One commentator argues that three elements are essen
tial in such a package. The first is the inclusion of a provision relating to the 
interception of communication. This provision is normally within the sec
tion on searches and seizures. The second is a freestanding right of privacy, 
following the models of Alaska, California, and Montana, that protects 
against governmental intrusions. Finally, appropriate language should be 
included to assure that the courts and legislatures have a mandate to fashion 
remedies against intrusions by the private sector.171 A state's adoption of 
such a package would help protect an individual's privacy right across the 
spectrum of possible invasion, including those involving computer 
databanks. Most states, unfortunately, have not been very active in the pri
vacy area. Colorado, for instance, has acted particularly slowly. Other than 
various restrictions on the dissemination of information concerning people 
who apply for welfare assistance, little Colorado privacy law exists.172 

IV. TRANSNATIONAL ASPECTS OF PRIVACY 

A. Transborder Data Flows 

The development of complex computer systems, with greatly enhanced 
data processing capabilities enabling vast quantities of data to be transmit
ted within seconds across national frontiers, has made it necessary to con
sider international privacy protection of personal data. Privacy protection 
laws have been, or will shortly be, introduced in approximately half of the 
Organization for Economic Cooperation and Development (OECD) coun
tries to prevent violations of certain fundamental human rights.173 The pri
vacy rights having considerable bearing on international law include: 
unlawful storage of personal data, storage of inaccurate data, and abuse or 
unauthorized disclosure of such data.174 

While certain countries have enacted legislation aimed at protecting in
dividual privacy, there is a danger that disparities in national legislation 
might hamper the international flow of appropriate and necessary personal 
data. Such data flows have increased significantly in recent years and are 
bound to grow with the continued widespread use of computer and telecom

171. Cope, supra note 164, at 730-43. 
172. See COLO. REV. STAT. § 26-1-114 (1982). 
173. The OECDhas 24 members: Australia, Austria, Belgium, Canada, Denmark, Finland, 

France,West Germany, Greece, Iceland, Ireland, Italy, Japan, Luxembourg, the Netherlands,
New Zealand, Norway, Portugal, Spain, Sweden, Switzerland, Turkey, the United Kingdom,
and the United States. Members who have introduced privacy protection laws are: Austria,
Canada, Denmark, France, West Germany, Luxembourg, Norway, Sweden, and the United 
States. Belgium, Iceland, Netherlands, Spain, Switzerland, and United Kingdom have pre
pared drift bills. OECD, GUIDELINES ONTHEPROTECTIONOFPRIVACY AND TRANSBORDER 
FLOWSOFPERSONAL DATA (1981). 

174. Id. at 5. 
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munication technology.175 Overly restrictive or disparate legal constraints 
could lead to serious disruptions in sectors of the international economy such 
as banking and insurance.176 

A recent report by the United States House of Representatives Commit
tee on Governmental Operations outlines the issues in the international reg
ulation of transborder data flows.177 The difficulty of the problems involved 
can be observed from that report which noted, inter alia, the following kinds 
of situations: 1) a diversified consumer products company rented a house 
which straddled the border of two European countries to maintain the op
tion of having computer tapes in the venue most expedient to management 
purposes;178 2) a German multinational corporation established a central 
personnel information system in Sweden for administration and planning. 
This system contained information concerning the family, nationality, and 
skills of its employees. Company officials were not permitted to export this 
information;179 3) a United States company complained that its wholly-
owned subsidiary in Germany is required by German banking law to process 
totally within that country. Thus, the computer hardware, software, and 
operations must be located in Germany, thereby, excluding the economies of 
on-line processing from its Chicago data center.180 

These problems are due, in part, to individual nations passing disparate 
privacy protection laws to control what many argue is an inherently interna
tional commodity—information.181 According to Professor Nanda: "[Inter
national] law has been rather slow in responding to the 'information 
revolution'—the development and application of technology in electronics 
and information processing, and application of technology in electronics, re
sulting in sophisticated computers, cable and two-way television, direct 
broadcast satellites, and the like."182 Nanda argues, however, that a rush to 
pass laws limiting transborder data could upset the "balance between the 
needs and interests of society for free flow of information and of the individ
ual for adequate safeguards of personal data and protection of privacy."183 

Present legal norms primarily apply to issues that can be fixed to a de
finable geographic locus, where responsibility can be attached and jurisdic
tion can be established. Data transmission and storage do not follow formal 
geographic boundaries. Traditional legal approaches have, therefore, 
proven unsatisfactory to governments attempting to maintain control over 
personal computer databanks. A related problem is where responsibility lies 

175. For a detailed ducussion concerning transnational data flow regulation, see Patrick, 
Privacy RestrictionsonTransnational DataFlows: A ComparisonoftheCouncilof Europe Draft Convention 
and OECDGuidelines,21 JURIMETRICS J. 405 (1981). 

176. Id. 
177. HOUSE COMM. ON GOVERNMENT OPERATIONS, INTERNATIONAL INFORMATION


FLOW: FORCING A NEW FRAMEWORK, H.R. REP. NO. 1535, 96th Cong., 2d Sess. (I980).

178. Id. at 24. 
179. Id. at 18. 
180. Id. at 17. 
181. Patrick, supra note 175, at 406. 
182. Nanda,TheCommunication Revolutionand theFree FlowofInformationin aTransnationalSet

ting, 30 AM. J. COMP. L. 411 (1982). 
183. Id. at 412. 
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with respect to internal data networks and commercial timesharing services 
that operate across national borders. Four possible parties to whom respon
sibility may be attached in a fairly simple data communication transaction 
are: the originator of the data message, the telecommunications carrier, the 
data processor, and the recipient of the data. 

Two major legal issues surround transnational data flows. The first 
concerns the instruments that governments must develop in order to know 
what computerized data exists. The second involves the legal framework 
that can be developed to assure that agreements among various public and 
private parties can be enforced to enable the continuous, uninterrupted flow 
of data vital to economic prosperity and national security. 

Data flowing across borders is affected by two jurisdictions. As the in
ternal laws of countries differ, the legal assessment of the data and its uses 
may also differ. The thrust of legislative efforts has been to regulate personal 
information. Some law exists for regulating telecommunications and eco
nomic information, however, regulation of transborder data flows is almost 
nonexistent. 

A fairly common area to consider with respect to potential regulation is 
data throughflow. This involves transportation of information across a 
country without the data being used in that country. For instance, in trans
mitting data from Germany to the United States, data might be transmitted 
telephonically to London and then by satellite or undersea cable to the 
United States. England is a passive way-station in the data flow between 
Germany and the United States. Some data processing, however, may occur 
in London. One example is the creation of a temporary file for more effi
cient transmission. The data are not used in England and typically do not 
include information on English subjects. Consequently, there will rarely be 
any English privacy problems associated with this data throughflow. There 
may be little reason to restrict such throughflow with national legislation. In 
contrast, if Sweden were the throughflow country, Swedish law places re
strictions on the creation of a machine-readable file.l84 Although the file is 
temporary, Swedish legislation governs.l85 The file could not be established 
without prior issuance of a license by the Swedish government.186 

A second area to consider in developing sound regulations is the use of 
foreign service bureaus where processing of data for use in one country takes 
place outside that country. The privacy issue is not involved with the nature 
of the data processed, but rather with the effect of the relevant national pri
vacy legislation that governs where the data are processed. 

A third area is the nature and extent of data collected in one country to 
be marketed in another country. Examples include information relating to 
subscriptions to foreign periodicals and foreign credit reporting for credit 
cards and other forms of credit. As the economies of different countries be
come more interrelated, the sharing of personal information by credit report
ing agencies becomes increasingly significant. Many countries, particularly 

184. Data Act of Sweden, 5 COMPUTER L. SERV. app. 9-5.2a, No. 2 (July 1, 1979). 
185. Id. § 2. 
186. Id. 
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those in Scandinavia, have severely restricted the use of data among credit 
reporting agencies in foreign countries.187 

A fourth area to consider is the growth of multinational corporations. 
When companies expand across national borders, a need for personal data to 
be transmitted across those boundaries arises. Companies engaged in inter
national trade communicate commercial and personnel information between 
countries. Employees tend to be more concerned about privacy issues than 
suppliers or clients because of the nature of data stored in personnel files. 
Two approaches have been taken to restrict access to personnel data. Swe
den requires a license to create and export personnel information.188 Nor
way but incorporated data agreements and restrictions on access to 
personnel data into contracts between employees and management for local 
and multinational corporations.189 

Outside the personal data context, transnational data regulations con
strain the movement of data across national borders. These constraints con
flict with the administrative and technological programs of most 
multinational organizations. 

A traditional tenet of national sovereignty has been the ability of a 
country to manage its economic and social activities. Telecommunications 
and computer technology have the potential of reducing the ability of a 
country to manage its internal activities. For example, Canada is concerned 
about the drain of computerized data to the United States, and its inability 
to control this drain effectively. According to the Canadian Minister of Sci
ence and Technology: "Transnational data flow has created the potential of 
growing dependence, rather than interdependence, and with it the dangers 
of loss of legitimate access to vital information and the danger that industrial 
and social development will be governed by decisions of interest groups re
siding in another country."190 Similar concerns have been voiced in France, 
where the economic data bases used to develop monthly and quarterly fore
casts of European economic trends are designed in the United States and 
disseminated in Europe via networks owned by American firms. 

Many nations are attempting to protect their computer industries and 
job bases through privacy legislation aimed at gaining an economic advan
tage over other nations in the areas of computers and data processing. 
Stricter privacy legislation encourages the storage of information in com
puters within that country. Information processing is a field in which 
thousands of jobs could be lost to foreign nations. Developing viable na
tional information industries with the necessary technical infrastructure 
must be considered by these nations in developing legislation. 

Telecommunications falls within this area because each nation's laws 
and policies will affect the services telecommunications carriers offer. The 

187. Id. § 11. 
188. Id. 
189. Norwegian Personal Data Registers Act, 5 COMPUTER L. SERV. app 9-5 2a, No. 5, § 1 

(May 18, 1977). 
190. Address by J. Hugh Faulkner, Canadian Minister of Science and Technology, before 

the United Nations (Aug. 1977). 
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telecommunication rates and tariffs levied by governments will affect trans-
border data flows. Finally, the way in which telecommunication carriers 
view their role in new fields, such as electronic funds transfer, electronic 
mail, interactive home communications, and international data traffic moni
toring, will also have a major affect on transborder data flows. 

One reason for processing data in a specific country may be to obtain 
special protection for personal information. Personal data files could easily 
be placed outside the jurisdiction of the country in which the persons are 
located. Consequently, national authorities would need multi-party govern
mental agreements to obtain disclosure of a particular personal data file. 
Another reason for placing a data file under the jurisdiction of a foreign 
country having stricter privacy legislation is to encourage people to store 
privileged personal information. Consequently, the high privacy standards 
of a country will be associated with the high standards of the data company. 

The most obvious reason for moving personal data files and processing 
to a foreign country is that more lenient privacy legislation may exist in that 
country. Such countries arc known as "data havens" and represent a sub
stantial problem with respect to transborder data flows. It is feared that 
national privacy legislation will be ineffective due to transborder 
"datadrains." This fear is well-placed, primarily because of the practical 
difficulties in attempting to control foreign data drains. For example, it is 
difficult to determine the legality of the use of merged data in files in a for
eign country whose privacy laws allow such mergers but where the use takes 
place in a country whose laws do not allow for such mergers. This problem 
is a major threat to the establishment of effective international privacy 
legislation. 

B. Selected Examples of Foreign Privacy Legislation 

1. Canada 

Protection of privacy has been incorporated into the Canadian Human 
Rights Act (Act).191 The Act requires annual publication of a catalogue 
identifying each federal information bank, the type of records contained, 
and their derivative uses.192 Exceptions to this requirement concern infor
mation on international relations, national security, federal-provincial rela
tions, and law enforcement.193 The act grants an individual the right to 
inspect records containing information about himself and to correct inaccu
rate information.194 A member of the Canadian Human Rights Commis
sion is designated a Privacy Commissioner in charge of receiving and 
investigating complaints arising under the Act.195 

British Columbia enacted a Privacy Act in 1968, creating a tort action 
for willful invasion of privacy.196 Proof of damages is not required.197 No 

191. Act of July 14. 1977, ch 33, 1976-77 Can. Stat 887. 
192. Id. § 51(1) 
193. Id. §§53,54. 
194. Id. §§ 2(b), 52. 
195. Id. § 58. 
196. 5 B.C. REV STAT. ch 336 (1979) See also TASK FORCE,supra note 121, at 137. 
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other nation has enacted a privacy tort. The Privacy Act in the United 
States provides only a civil cause of action for damages.198 

Quebec enacted a Consumer Protection Act (Act)199 in 1972. Sections 
forty-three and forty-six allow individuals to examine credit reports and reg
ister comments. The Act, however, has no provisions to ensure the accuracy 
of credit reports since it lacks specific requirements and procedures for cor
recting false information. 

Saskatchewan enacted the Credit Reporting Agencies Act,200 which is 
penal in nature and regulates credit reporting agencies through licensing. 
The licensed agencies are governed by rules requiring: release of informa
tion, the recording of only certain data, disclosure to the individual, registra
tion of disagreements, and informing recipients that certain facts have been 
disputed.201 

2. Sweden 

The major privacy legislation in Sweden is the Data Act of 1973 
(Act).202 The Act prohibits computer databanks from holding personal in
formation without the permission and supervision of the Swedish Data In
spection Board.203 The Board's regulations extend to: the type of data that 
may be collected, the design and technical equipment of the data systems, 
notice and access to the public, disclosure of information, storage of data, 
and security.204 Penal sanctions for negligent or willful violations of the Act 
include fines and imprisonment of up to one year.205 A two-year sentence 
may be imposed for unauthorized access or alteration of data, referred to as 
"data trespass."206 Civil liability for damages may result from inaccurate 
information.207 

3. West Germany 

West Germany's Data Protection Act208 subjects databanks to criminal 
sanctions for privacy violations.209 In 1976, the Federal Data Protection 
Law (FDPL) was enacted which regulates the type of information that may 
be stored, processed, and transmitted.210 The FDPL bars use of certain con
fidential data.211 Data processing is protected when an individual consents 

197. Id. 
198. 42 U.S.C. § 2000a-6 (1976); O.E.C.D., POLICY ISSUES IN DATA PROTECTION AND PRI

VACY 13 (1974). 
199. Ch. 74, 1971 Que. Stat. 
200. Ch. 23, 1972 Sask. Stat. 
201. Id. 
202. COMPUTER L. SERV.,supra note 184. 
203. Id. 
204. Id. § 6. 
205. Id. § 20. 
206. Id. 
207. Id. § 23. 
208. Data Protection Act, 5COMPUTER L. SERV. app. 9-5.2a (Oct. 7, 1970). 
209. Id. at 6. 
210. Id. at 5 COMPUTER L. Serv. app. 9-5.2a, No. 3 (Jan. 1, 1978). 
211. Id.§ 1. 
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or legal authorization exists concerning the data's use.212 Once a data file is 
created, the individual must, upon request, be provided with information on 
stored data concerning him.213 Individual access is denied under the FDPL 
where it would prejudice the function of the data base.214 Time limitations 
for the retention of data bases are not specified, but are determined by 
need.215 The German law lacks a provision for notification of disputes be
tween individuals and databanks. Individuals may, however, report their 
differences to the Data Protection Officer.216 

4. France 

The French Data Processing, Files, and Liberties Law of 1978 (Law)217 

created a supervisory Commission to enforce and regulate implementation of 
the Law. An unusual provision is that databanks must disclose to the public 
their authorization, purpose, access rights, categories of information, and re
cipient organizations.218 An individual's right of access is subject to a pre
liminary inquiry by the Commission, which determines the relevance and 
necessity of the disclosure.219 If the Commission decides in favor of the indi
vidual, the databank must release a copy of the file.220 No provision exists, 
however, for resolving disputes between individuals and databanks. 

5. Norway, Denmark, and Austria 

The Norwegian Personal Data Registers Act221 mandates the legal pre
sumption of obsoleteness of any unfavorable personal credit information 
more than five years old.222 The Austrian Privacy Act of 1978223 requires 
databank users to correct or delete inaccurate or incomplete information on 
individuals.224 The burden of proving the accuracy of the information lies 
with the user, not the individual or databank.225 The Danish Private Regis
ter Act226 requires that when a credit bureau discovers inaccurate informa
tion on an individual the bureau must: make the necessary corrections, 
notify the individual, and send corrected reports to those who have re
quested credit information within the past six months.227 

The previous discussion illustrates that a number of nations have begun 
to realize the importance of protecting confidential, personal information. 

213.Id § 3. 
213. Id § 13. 
214. Id. 
215. Id § 14. 
216. Id § 21. 
217. France: Law No. 78-17, 5 COMPUTER L. SERV. app. 9-5.2a, No. 4 (Jan. 6, 1978). 
218. Id. art. 22. 
219. Id. art. 21. 
220. Id. 
221. COMPUTER L. SERV.,supra note 189. 
222. Id § 15. 
223. 5 COMPUTER L. SERV. app. 9-5.2a, No. 8 (Oct. 18, 1978). 
224. Id. § 11 (1). 
225. Id. 
226. 5 COMPUTER L. SERV. app. 9-5 2a. No. 6 (June 8, 1978). 
227. Id.§ 14. 
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Their privacy laws suggest some basic principles that could be incorporated 
into privacy legislation in the United States. 

V. POTENTIAL DEVELOPMENTS TO PROTECT PRIVACY 

A. Industry Self-Discipline 

Self-discipline by the computerized credit industry is one inexpensive 
control. By developing a professional code of ethics, credit reporting agen
cies could police themselves. The Code of Ethics for the Association of 
Credit Bureaus of Canada serves as a tool for self-discipline in the Canadian 
credit reporting industry.228 Disadvantages of the system are that no specific 
person or entity may be held accountable for breaches of the code and that 
no specific penalties or authority exist to ensure compliance. Enforcement of 
the code is based on "moral suasion."229 

B. Ombudsman 

An ombudsman does not have regulatory or legislative powers, how
ever, he can recommend regulations and legislation. The ombudsman could 
report to Congress periodically and publicize adverse effects of data collec
tion and invasions of privacy.230 Suggested functions of the ombudsman 
include: considering specific injuries from misuse of information; advising 
and commenting on potential databank development; researching data clas
sification; adjudicating complaints; establishing professional standards; ex
amining types of information stored and used; licensing databanks; requiring 
periodic reports on systems procedures by operators of databanks; and ap
proving the interchange or collation of information between systems. The 
simplicity and low cost of the ombudsman approach makes it particularly 
attractive. The ombudsman could immediately respond to an individual's 
privacy concerns. One problem, however, is that the ombudsman does not 
review systemic problems. Instead, he concentrates on individual databanks 
and individual complaints. Also, there can be no investigation until a com
plaint has been made. Difficulties may also arise when the ombudsman 
lacks the technical expertise to analyze a problem.231 The concept of the 
ombudsman has never been widely understood or accepted in the United 
States. Implementing such a system, therefore, could prove difficult.232 

C. Single Identification Number 

A single identification number (SIN) for all records and information on 
an individual could reduce the social harm caused by identification errors. 
A SIN system compiles and retrieves information quickly and cost-effec
tively. It would promote centralization of data which could facilitate imple

228. See TASK FORCE, supra note 121, at 164. 
229. Id. 
230. Id. at 162. See also R. FREED, COMPUTERS AND LAW: A REFERENCE WORK 42 (1976). 
231. See TASK FORCE, supra note 121, 162. 
232. See R. FREED, supra note 230,at 42. 
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mentation of other technical controls. Germany employs a SIN system.233 

Under that system, if a person changes his residence only one agency is noti
fied; other agencies are notified automatically. Sweden, Norway, Finland, 
and Denmark also have SIN systems.234 Sweden uses a ten digit number, 
which refers to an individual's birthdate, geographic location, and check 
number.235 Although there have been proposals for SIN systems in the 
United States and Canada; neither country has adopted one. A proposal in 
the United States to utilize social security numbers as the basis of a SIN 
system was abandoned in 1970.236 

Opponents argue that SIN systems can be abused and result in the loss 
of anonymity.237 Other risks associated with personal data, particularly 
computerized credit information, may not be eliminated by a SIN system. 
By reducing the identification factors to a single number, the possibilities for 
mismatching information on an individual may be increased. Errors made 
with respect to the assignment of the SIN could result in the information on 
an individual being lost or destroyed. 

D. Centralized Databanks 

Centralized databanks serve a function similar to the SIN system. Cen
tralization standarizes all records into one central intelligence system. Like 
the SIN, the centralized databank concept is attacked because of the poten
tial for too much power and control. In an investigation by the House Spe
cial Subcommittee on Invasions of Privacy in 1966, the concern for misuse 
and control became paramount.238 Public discussions indicated the need for 
a system of safeguards through federal legislation which would include cod
ing procedures, codes of conduct, and a system for data verifications. Cen
tralized databanks might perpetuate facts without methods or provisions for 
updating the information. Another privacy consideration is the high 
probability of error that exists when data are collected from several sources. 

E. Open Access 

Open access provides a means of holding the databank and its person
nel accountable.239 In Canada, an individual who disagrees with the infor
mation may insert statements into the file.240 Legal problems arise when 
someone other than the individual inspects the record, as in the case of mi
nors or incompetents.241 If access is extended to include sources and uses of 
the information, an undue burden might be placed on the custodian of the 

233. TASK FORCE,supra note 121, at 86. 
234. Id. at 87. 
235. Id. 
236. Id. 
237. Id. at 85. 
238.Hearings BeforetheSpecial Subcomm.onInvasionsofPrivacyof theHouse Comm.onGovernmental 

Operations,89th Cong., 2d Sess. (1966). 
239. ORGANIZATION FOR ECONOMIC COOPERATION AND DEVELOPMENT, supra note 42, at 

59. 
240. TASK FORCE, supra note 121, at 155. 
241. ORGANISATION FOR ECONOMIC COOPERATION AND DEVELOPMENT, supra note 42, at 

150. 
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data thereby increasing the difficulty of obtaining confidential informa
tion.242 Costs in providing access present another problem. In 1972, the 
Younger Committee estimated that mailing a complete printout on every 
individual in the United States could cost around $2 million plus postage.243 

Reports including a full explanation of the codes could cost twice as 
much.244 The Fair Credit Reporting Act of 1970 allows databanks to charge 
an individual requesting access.245 It is ironic that such a request and the 
subsequent visit to the databank allows the databank to gather more infor
mation on the individual.246 

F. Systems Controls 

Given the massive yet inexpensive storage capacities, it may be more 
costly to delete or update data than to retain it. Limitations can be placed 
on the kind of data that may be collected.247 Guidelines concerning updat
ing and deleting data can be implemented.248 Nevertheless, problems still 
arise concerning the accuracy of data. Factual mistakes should clearly be 
corrected. The issue, however, is complicated when accuracy is a question of 
context. For example, an accurate account of unpaid debts may present a 
biased view without an explanation for nonpayment. If a question of con
text arises, the individual should be permitted to file a personal accounting. 
This approach is used in Canada.249 

Data must be protected while in storage. Unauthorized persons who 
gain access to the databank could pirate or alter the information. One 
method of protecting confidentiality is to keep logs of those who access the 
files. Passwords, authentication, and authorization provide additional safe
guards. Controls restricting access to the machinery itself may be incorpo
rated into the software program. Physical processing restrictions which 
revoke certain features of the computer system also protect stored data. 

Data output or dissemination must be protected. Exchanges of infor
mation between databanks could be restricted to persons having a demon
strable "need to know" or a common connection with the primary purpose 
for which the data was collected.250 Other controls include: individual ap
proval for data exchanges, approval when the data are used for unintended 
purposes, and regularly providing lists of exchanges to the individual.251 

G. Computer Security 

Security is the technical means by which confidentiality is ensured.252 

242. Id. 
243. TASK FORCE, supra note 121, at 155. 
244. Id. 
245. 15 U.S.C § 1681 (1976). 
246. TASKFORCESupra note 121, at 156. 
247. Id at 150. 
248. Id. at 151. 
249. Id.

250 Id. at 153.

251. Id. 
252. Id. 



892


1983] COMPUTERS AND PRIVACY 479 

Passwords, limited access, audit logs, physical security, limitations on data 
links, and automatic labeling of sensitive files are examples of computer se
curity.253 The costs of protecting privacy within a computerized system are 
primarily in the area of computer security. The expenses include: analysis, 
design and implementation of the protective system, tests and validations, 
operation and maintenance, salaries of security personnel, and computer 
time and maintenance costs.254 Hardware security costs include key-cards, 
closed circuit television, and shielded transmission cables.255 Password and 
audit procedures are added cost factors. 

One commentator suggests that safeguards may cost more in "manage
ment attention and psychic energy than in dollars."256 These costs should 
be regarded as insurance against privacy invasions. Provisions exist that 
charge security costs to the subjects of the data rather than to consumers of 
the information. Access mechanism expenses, for example, are imposed on 
the individual under the New York Fair Credit Reporting Act.257 

H. Cryptology 

Cryptology encompasses signal security and signal intelligence. Signal 
security involves keeping secret messages between computers such as tele
grams, telephone conversations, and electronic messages. Messages may be 
put into secret form by code or cipher. Elements of the message can be 
scrambled or replaced by other elements. The receiver, knowing the key to 
the encryption, reverses the process to read the original message. 

Signal intelligence involves extracting information from transmissions. 
These methods include intercepting messages which are in plain language, 
electronic impulses, and radio or radar transmissions. Cryptanalysis breaks 
the codes or ciphers. Cryptology makes it difficult to intercept messages 
passing over lines or by radio signal between users and computer databanks. 
As with general databank security measures, cryptology can restrict access to 
those having a right to the information. Costs may rise with the use of 
cryptology, however, further insurance against privacy intrusions would be 
provided. 

VI. FUTURE LEGAL TRENDS TO PROTECT PRIVACY 

A. The United States 

Additional legal steps may be taken to ease the tension between the 
need for rapid availability of data and the desire to protect privacy rights. 

253. ORGANIZATION FOR ECONOMIC COOPERATION AND DEVELOPMENT, supra note 42 , at 
244; T A S K F O R C E , supra note 121, at 103. 

254. ORGANIZATION FOR ECONOMIC COOPERATION AND DEVELOPMENT, supra note 42, at 
248. 

255. Id.at 249.

256 R. FREED, supra note 230, at 45.

257. N.Y. GEN. BUS. LAW § 380e(e)(2) (McKinney Supp. 1981). 
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1. Constitutional Amendment and/or Federal Statutes 

One commentator argues that a constitutional amendment and federal 
statutes are needed: to balance the interests between the need for data and 
privacy protections; to restrict access of outsiders to confidential information; 
and to provide stricter sanctions and penalties for improper dissemination of 
personal data.258 This commentator concludes that federal sanctions and 
protections must be implemented because only a nationwide system will ef
fectively protect privacy rights.259 

Reliance on state privacy protection systems "will be only as strong as 
the weakest state law."260 In implementing legislation, the following aspects 
should be considered: 1) limiting the type of data maintained, 2) controlling 
the collection and recording of data, 3) informing an individual of the exist
ence of a file concerning him and disclosing names of persons who have seen 
the records, 4) automatically expunging obsolete data, 5) permitting access 
to records oniy on a "need to know" basis, 6) categorizing files as personal or 
statistical, 7) easing the obstacles to discovery and proof, 8) limiting access to 
on-site retrieval, and 9) restricting the exchange of personal information be
tween government agencies.261 

Those believing that a general right of privacy could be established by 
constitutional amendment or federal statute, in effect, propose that courts be 
the primary mechanism to enforce privacy rights. An injured party, how
ever, would still need to bring an action. Courts will not initiate actions 
against databanks allegedly violating statutes. In today's political climate, it 
is unlikely that a constitutional amendment to protect privacy could success
fully be enacted. 

2. Federal Control Agency 

A federal agency could be established to supervise and control govern
mental acquisition, storage, and release of computerized information.262 A 
"Data Processing and Management Office" could act as a watchdog over 
federal utilization of computerized data and impose sanctions for violations 
of privacy standards. If this agency were given authority to register and 
license data systems, conformance with privacy safeguards could then be a 
condition precedent to obtaining a license.263 

3. State Control Agency 

A state control agency could use licensing and registration to monitor 
credit reporting agencies. Granting a state agency broad powers could, how
ever, endanger privacy by giving the state access to confidential data. The 

258. Halls, RaidingtheDatabanks: A Developing for Technologists and Lowyers, 5 J. OF 
CONTEMP.	 L. 245. 264-65 (1978). 
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agency could be given power to intercede in the event of a violation, but not 
the power to correct the situation.364 The advantages of the flexibility of 
such an agency might be outweighed by its potential heavy-handed effect.265 

Many of the concerns about a state privacy protection system may also be 
applicable to a federally-mandated privacy protection system. 

4. Code of Fair Information Practices 

A model Code of Fair Information Practices was developed in 1976 by 
the Ombudsmen Committee on Privacy of the Association for Computing 
Machinery.266 The code does not distinguish between public and private 
sectors. The guidelines apply equally, although it may be more difficult to 
control the private sector. A privacy protection code would be a sound foun
dation upon which states could develop a system for personal privacy, maxi
mizing the utility of the computerization of information while minimizing 
abuses.267 

B. Transnational Trends 

Governments recognize that information is a powerful resource with 
political, economic, social, and cultural dimensions. They are, therefore, 

264. ORGANIZATIONFOR ECONOMIC COOPERATION AND DEVELOPMENT,supra note 42, at 
92. 

265. TASK FORCE, supra note 121, at 160. 
266. OMBUDSMEN COMM. ON PRIVACY, ASS'N FOR COMPUTING MACHINERY, PRIVACY, SE

CURITY, AND THE INFORMATION INDUSTRY 72-79 (1976). 
267.	 The code contains the {allowing recommendations: 

1. There should be no information system containing personally identifiable data 
whose existence it unknown to the data subject; 
2. Personally identifiable data should not be collected unless the information system 
is safeguarded by a level of security commensurate with the sensitivity of the 
information; 
3. There must be a reasonable methodfor the individual to find out what informa
tion is stored on or her and how that information is used; 
4. There should be no disclosure of any personal information to any organization or 
individual until the data subject has given permission for the disclosure in writing. 
Such permission may be revoked by the individual at any time, and if it is not re
voked, the permission shall expire automatically at the end of one year, 
5. Personally identifiable information collected for one purpose shall not be used for 
any other purpose without the knowledge and consent of the data subject; 
6. In the event of a demand made by means of a compulsory legal proceeding, a ; 
reasonable attempt should be made to contact the data subject and to advise him or 
her of the demand prior to such information being given to the authorities; 
7. There most be areasonable methodfar an individual to contest the accuracy and 
completeness, pertinenceandnecessityofthedata; to have data corrected, amended, 
or expunged if it is inaccurate or dated; and to assure that when there is a disagree
ment about a correction or expungement, the individual's claim is noted and included 
in subsequent disclosures; 
8. Any organization creating, maintaining, using, or disseminating confidential in
formation must assure its reliability for intended use and take precautions to prevent 
misuse of such confidential information;
9. Before creating a databank containing confidential information, a study should be

completed to demonstrate the necessity for the information system as well as the rele

vancy of the collected data to its intended use. The concept of "useful life" should also 
be addressed; and
10. An individual should have the right to have the personal information removed 
from any file if the organization maintaining it cannot thaw any legal, useful specific, 

and productive purpose for maintaining it. 
Id. 



895


482 DENVER LAW JOURNAL [Vol. 60:3 

motivated to consider implementing control mechanisms to promote na
tional interests in the area of privacy. Public and private collectors, users, 
processors, and transmitters of this information realize that such mechanisms 
can result in constraints and costs attaching to transnational data flows and 
can see to participate in these governmental decisions. 

The OECD and Council of Europe have taken major initiatives toward 
establishing an international legal regime concerning transborder data 
flows.268 Recommendations from both organizations recognize the need to 
balance privacy protection and the free flow of information. In the opinion 
of one commentator, the most significant of the OECD principles is the Indi
vidual Participation Principle which: 

recognizes the right of an individual to obtain confirmation regard
ing the existence of data pertaining to the individual; to have such 
data communicated to him or her within a reasonable time in a 
reasonable manner and intelligible form at a charge, if any, which 
is not excessive; to be given reasons for the denial of such request 
and the opportunity to challenge such denial; and to challenge 
data relating to the individual and have it erased, rectified, com
pleted or amended if the challenge is successful.269 

In 1980, the Council of Europe adopted the Convention for the Protec
tion of Individuals with Regard to Automatic Processing of Personal 
Data.270 It was opened for signature at Strasbourg, Germany on January 28, 
1981271 and seeks to protect individual privacy while allowing for the free 
flow of data across frontiers. Unlike the nonbinding recommendations of the 
OECD Guidelines, legally enforceable rights are established in countries 
that become parties to the Convention.272 

Third World nations are attempting to develop high technology com
puter industries and will eventually face transnational data flow issues.273 

They will probably ask multinational corporations for assistance and access 
to databanks containing information on economic forecasting, marketing, 
and statistical research. These countries will play a more active role in deci
sions concerning international communications policies and data flows. 

CONCLUSION 

An international convention ensuring that privacy protections are 
maintained is necessary. Increasing interdependence among nations com
pels the development of binding agreements to govern information flows 
while ensuring protection of personal privacy. Without such protection, con
tinued development and sharing of computer and telecommunication" tech
nology may not occur at a pace beneficial to all parties involved. Without 

268. Nanda, supra note 182, at 422-24. 
269. Id. at 423. 
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international protections he abuses in areas of illegal data storage, inaccu
rate data transmissions, and unauthorized data disclosures could continue at 
an alarming rate. 
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The high-tech threat

to your privacy 
If you think computers know a lot about you now, 
just wait. Prospects for the years ahead make the need 
for privacy safeguards increasingly urgent. 

WELCOME TO the world of the Ameri
can consumer, circa 1990: 
• That deck of credit cards you used 
to carry around in your wallet is a 
nuisance of the past, replaced by a 
single "smart" card. In its computer-
chip memory resides easily retriev
able data about your bank balance, 
your credit rating, even the status of 
your health insurance. Thus equipped, 
you have instant access to all manner 
of goods and services with little or 
no hassle. 
• Thinks to computer-assisted hook

ups with local stores and banks, your 
television set now serves as an in-
home buying and banking tool. If you 
want to use it the old-fashioned way, 
your choice of what to watch at any 
given time is almost endless because 
a central computerized "library" lets 
you call up any of hundreds of pro
grams ranging from religious services 
to adult movies. And, if you're so 
inclined, you can take advantage of 
frequent opportunities to register your 
opinions on political and social issues 
by pushing the prescribed burtons in 

response to questions on the screen. 
• Computerized correspondence has 
largely done away with paper-and
pencil letter writing. Instead, you use 
an electronic mail system to flash 
your messages practically anywhere 
in the world in an instant. You get 
your answer via your home computer 
or TV screen. 

Futuristic? Hardly. The technology 
that makes all this possible already 
exists; it seems only a matter of time 
before such scenes are common. 

It's a prospect that has a lot of 
people worried. In all likelihood the 
data on a smart card will be recorded 
and stored in a computer file so that 
a verification will be available for 
legal purposes. Each time you use 
your TV set to make a purchase or 

A wealth of data about viewers' reactions to two-way cable TV programs winds up m tins Warner Amex 
control room in Pittsburgh. A strict privacy code prohibits disclosure of such data by the company. 
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choose a program or register an 
opinion, a record will be made of it. 
Each time you send or receive an 
electronic letter, a record will be 
made of where it went and where it 
came from. 

Records such as these can reveal a 
lot about your private affairs that you 
probably wouldn't want very many 
people to know. This is why many 
privacy experts, contemplating the 
potential misuse of the wealth of 
information being compiled on in
dividuals, consider computers a more 
serious threat to privacy than any 
other technological development of 
the 20th century. However, they stress 
that if proper safeguards are in
cluded, protection and confidentiality 
are possible with computers. 

The question boils down to this: 
What guarantees do private citizens 
have that these records won't be used 
against them by the businesses or 
government agencies that have access 
to them? 

The threats to privacy 
There are some federal and state laws 
already on the books to protect pri
vacy, and some two-way television 
and computer companies have de
veloped privacy codes of their own. 
But the collection and computerizing 
of personal information about you is 
proceeding at such a rapid rate that 
technological developments are ren
dering past protections obsolete. 

Arthur Bushkin, who worked on 
privacy issues in the Carter adminis
tration and is now a Washington con
sultant, sees three major threats. 
• Eavesdropping. Wiretapping and 
interception of private radio com
munications is generally prohibited 
by federal and state laws. Law en
forcement agents, for example, usu
ally cannot engage in wiretapping 
without a court order. But eaves
dropping on radio communications 
has become easier with the devel
opment of sophisticated scanners. 
• Privacy of records. This is Bush-
kin's principal area of concern. "The 
catalyst here is the computer and its 
magnificent ability to store and dis
seminate information," he says. Busi
nesses, banks, governments and other 
institutions have been putting to
gether fairly extensive records on all 
of us for a long time, but once records 
are fed into computers, it is possible 

"We may soon be leaving 
a computerized trail not only 
of financial transactions 
but also of our movements 
and habits." 

not only to compile more informa
tion faster but also to provide almost 
instant access to it by people un
known to us and for reasons never 
stated to us. 
• Surveillance. "Computers," notes 
Bushkin, "can follow you around." 
We may soon be leaving a comput
erized trail not only of our financial 
transactions but also of our move
ments and habits. Credit-card trans
actions already leave a trail, and the 
smart card may reveal even more 
about you. 

"During the next two decades," 
Bushkin predicts, "we will become a 
wired nation. We will have the in
herent capability to build up a much 
broader profile of people's habits and 
track the location of behavior. This 
will force us to examine some very 
fundamental questions about the kind 
of society we are." 

Computer systems offer great po
tential for law enforcement, Bushkin 
believes. It will probably be possible 
to program them to find someone 
who is on the FBI's ten-most-wanted 
list "On the other hand," he asks, 
"do we want to use these systems to 
search for people with more than 
three outstanding parking tickets?" 

Robert Ellis Smith, publisher of 
Privacy Journal, a monthly newslet
ter, fears that two-way television will 
create the major privacy problems of 
the future. Two-way television is a 
form of pay TV, he notes. The com
panies providing the programs and 
services must know when and how 
the systems are being used so that 
they can bill their customers. The by-
product of the billings is a comput
erized record of household habits. 

Two-way TV can also provide bur
glar and fire alarm services. But to 
activate some systems, you must tell 
the company providing the services 
that you are leaving your home, thus 
creating a record of your comings 
and goings. 

Smith, author of Privacy: How to 
Protect What's Left of it (Doubleday), 

is also concerned about the ability of 
two-way TV and smart cards to mon
itor consumers' behavior without their 
knowledge. 

He cites a recent experiment in 
Pittsfield, Mass., where consumers— 
voluntarily, in this case—agreed to 
have their purchases recorded to see 
how they were responding to tele
vision advertising. The bar codes found 
on virtually all packaged goods make 
it easy to track purchases. In the 
Pittsfield experiment, purchases were 
measured through the use of con
sumer identity cards as well as the 
bar codes. Such experiments, Smith 
fears, could be duplicated by exam
ining the records of smart card and 
TV purchases without consumers' 
knowledge. 

Sizing u p the safeguards 
Warner Amex Cable Communica
tions, which operates the two-way 
interactive cable television service 
QUBE in cities in Ohio and several 
other states, is sensitive to the privacy 
issue. The company's 11-point Code 
of Privacy states that Warner Amex 
"shall maintain adequate safeguards 
to ensure the physical security and 
confidentiality of any subscriber in
formation." The code also provides 
that information about individual 
subscriber viewing or responses "will 
be kept strictly confidential unless 
publication is an inherent part of the 
service (e.g., announcing a game show 
prizewinner)" and that Warner Amex 
"will refuse requests to make any 
individual subscriber information 
available to government agencies in 
the absence of legal compulsion. . . . 
If requests for such information are 
made, Warner Amex will promptly 
notify the subscriber prior to re
sponding if permitted to do so by 
law." 

Warner Amex's code has been tested 
at least once, and the company has 
stuck by its pledge. When a movie 
theater operator in Columbus, Ohio, 
was accused of showing a porno
graphic film, he protested that the 
film had already been on the QUBE 
cable system in Columbus and asked 
the company for the names of the 
people who watched it. A judge ruled 
that Warner Amex need not provide 
individual names, but the company 
was ordered to make public the per
centage of its subscribers that or-

Changing Times 
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dered the movie and presumably saw 
it as well. 

On a broader scale, only three 
states—California, Illinois and Wis
consin—now have laws seeking to 
insure privacy for subscribers to ca
ble systems and two-way TV. The 
provisions are similar to the Warner 
Amex code. In addition, the California 
law prohibits a cable system operator 
from using "any electronic device to 
record, transmit, or observe any events 
or listen to, record, or monitor any 
conversations which take place inside 
a subscriber's residence, workplace, 
or place of business, without obtain
ing the express written consent of 
the subscriber." 

This section, which is similar to 
one in the Illinois law, is designed 
to protect people from abuse of sys
tems that, in effect, listen in to homes 
in order to provide fire and security 
protection. One such system links a 
TV set to a computer monitor capable 
of electronically sweeping a house
hold every seven seconds. 

So far, the interest in privacy-pro
tection laws on a national scale is 
practically nil in Washington. A report 
on privacy dangers was issued by a 
special presidential commission six 
years ago. Its recommendations have 
not been enacted by federal agencies 
or Congress. Congressional hearings 
will be held this spring on safeguards 
for the use of tax information. 

Little more than a decade ago, in 
fact, proposals were made for a cen
tralized federal computer list that 
would combine all the information 
the government had about an indi
vidual, from social security records 
to military service and even arrest 
records. The proposals, which were 
backed and pushed largely by law-
enforcement agencies, never got se
rious consideration. 

Today there is no longer any talk 
about centralizing information be
cause computer techniques have ad
vanced so quickly that one master 
file is unnecessary. The same purpose 
can be served by computer matching 
programs. Two or more tapes con
taining different kinds of information 
can be run through a computer and 
compared to discover which names 
or information appear on both lists. 

Such matching of tapes is being 
performed to find people suspected 
of being welfare cheats and govern-
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ment workers who have failed to pay 
their federal student loans, and to 
identify youths who have not regis
tered with the Selective Service Sys
tem. In the last case, the social se
curity numbers of youths who reach 
registration age are checked against 
selective service and armed forces 
lists. If a name on the social security 
list is not on the selective service or 
armed forces lists, the government 
scores a "hit" and provides the Se
lective Service System with the name 
and address of that person. 

What's legal? 
Information gathered about all of us 
by the government is supposed to be 
used only for the purpose for which 
it is obtained. But the interpretation 
of laws and regulations differs, and 
new laws can be passed. The Privacy 
Act of 1974, which spells out the rules 
for government agencies, restricts the 
use and disclosure of information. 
However, the selective service match
ing program was specifically author
ized by Congress, and federal guide
lines have been revised to facilitate 
computer checking for welfare cheats 
and delinquent student loans and to 
leave more discretion to individual 
federal agencies. 

Henry Geller, former head of the 
National Telecommunications and In
formation Administration, a federal 
agency within the Department of 
Commerce, contends that for sensi
tive information there must be "an 
expectation of confidentiality" of in
formation obtained from individuals 
by the government or anyone else. 
The U.S. Postal Service and the Inter
nal Revenue Service have generally 
good records of protecting the pri
vacy of the mails and sensitive tax 
information, says Geller, who is now 
a Duke University professor. 

People worried about computer-
assisted invasions of privacy insist that 
they do not want to thwart the com
puter industry. Rather, they say they 
seek a balance between technological 
advancement and citizens' well-estab
lished right of privacy. 

"What makes America unique." says 
Geller, "is its treatment of the indi
vidual, and that must include a guar
antee of the right of privacy. It is a 
part of the quality of life. Privacy and 
the dignity of the individual go to
gether." 
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Your medical records.

How private are they?


By Alec Dubro 

There was a time when medical re
cords consisted of a few hastily scrib
bled notes stuck in a dog-eared file 
folder and shoved into the bottom 
drawer of the family physician's desk. 
If not exactly superfluous, they were 
almost incidental to the practice of 
medicine. All the really important in
formation about a patient—often be
ginning with his birth— was filed away 
in the physician's memory. 

All that has changed drastically in 
the past 50 years. As medicine has be
come more sophisticated and special

ized, and as the population has become 
ever more mobile, the need for com
plete medical records has increased sig
nificantly. Today, an individual's re
cords can run to hundreds of pages and 
are likely to be found in several physi
cians offices and hospitals as well as in 
electronic data banks. Until this year, 
however, the patient himself did not 
have an automatic right to see his own 
medical records. If he wished to obtain 
them, he generally had to hire an attor
ney and have the records subpoenaed. 

When Assembly Bill 610 became ef
fective on January 1, a five-year legis
lative battle to open medical records to 
the consumer came to an end. The bill, 
sponsored by former Assemblyman 
Howard Berman (since elected to Con
gress), allows an individual to obtain 
his records without using the services 
of an attorney. The new law says, 
"(E)very person having ultimate re
sponsibility for decisions respecting his 
or her own health care also possesses a 
concomitant right of access to com
plete information respecting his or her 
condition and care provided." Health 
& S C §25250. 

Four previous attempts to pass legis
lation granting consumers access to 
their medical records had been de
feated, almost entirely as a result of 
concerted efforts by the California 
Medical Association and the Califor
nia Hospital Association. The CMA 

Few documents contain more 
intimate detail than 

medical records 
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argued that open records would inhibit 
the physician's freedom to speculate 
about a patient's condition without fear 
of legal retribution, and would thereby 
diminish the quality of medical care. 

Barbara Holstead of the Institute for 
the Study of Medical Ethics, a group or
ganized to lobby for open records, said of 
the CMA's successful opposition to an 
earlier bill, "They've fought the bill for 
two reasons: One. they've always done 
things their way, and two, they want to 
preserve the present paternalistic system 
of medicine." 

But paternalistic medicine had had lit
tle popular support in recent years. A 
1979 Harris poll ("Dimensions of Pri
vacy") showed that 91 percent of Ameri
cans, including 64 percent of physicians, 
supported the idea of open medical re
cords. Nevertheless, the CMA opposed 
AB 610 until the organization was suc
cessful in adding an amendment allowing 
physicians the option of providing sum 
maries of a record, rather than the entire 
document. 

Before passage of AB 610, the State 
Board of Medical Quality Assurance re
ceived 300 to 500 complaints annually 
about denial of access to medical records, 
principally by private physicians. "Since 
few consumers are even aware of the 
BMQA," says its executive director, Ro
bert Roland, "I assume that these com
plaints were just the tip of the iceberg." 

Other complaints found their way to 
the Department of Consumer Affairs in 
Sacramento. Consumer Liaison Officer 
Candis Cohen says she found three 
groups of people who wanted their medi
cal records. "The first group were chang
ing doctors. The second were people who 
simply wanted to take more responsibil
ity for their own health care. And the 
third group were women involved in DES 
cases." Many women who look diethyl
stilbestrol during pregnancy say they 
have had difficulty obtaining their medi
cal records, as have their daughters, who 
want to see their mothers' records be
cause DES has been linked to increased 
risk of uterine cancer in women whose 
mothers took the drug. DESmothers and 
daughters have also complained of slip
shod or non-existent record keeping, un
cooperative physicians and instances of 
"missing" files. 

Like some physicians, a number of 
hospital administrators have consistently 
opposed the idea of open records. The 
Chicago-based American Hospital Asso
ciation currently stales that medical re-

Alec Dubro is a free-lance writer and edi
tor living in Berkeley. 

colds "are regarded as the property of 
the hospital." 

An administrator for one of Califor
nia's largest health care organizations, 
who asked nottobe identified, says that 
he feels there is no good reason to allow 
patients access, to their records. Aside 
from these with a legal claim against the 
hospital — who could get their records 
through an attorney —he says the only 
people who would want to see their re
cords would be "paranoids, criminally 
minded people trying to finagle a disabil
ity claim, and curiosity seekers." Of the 
Berman bill, this administrator says, "It 
will be an annoyance or nuisance at best. 
It creates a huge editing task, and if sum
maries are done by a physician, the rea
sonable cost will be from $50 to $100 an 
hour." 

On the other hand, William Petrick, 
general counsel for the Permanente Med
ical Group, California's largest physician 
group practice, says," We have always at
tempted to satisfy patients who wished to 
see their records. We have suggested they 
make appointments with their physicians 
to discuss their records, and we will con
tinue to do so after the Berman bill takes 
effect. There are some unclear passages 
in the new law, but we will abide by its 
intent. We have, in fact, prepared request 
forms and established fees for those who 
do want to review their records or have 
them copied." 

The CMA argued that 
open records would 

diminish the quality of 
health care. 

Some lawyers also question the wis
dom of showing a patient his medical re
cord. Oakland attorney Steven Kazan, 
who frequently represents plaintiffs in as
bestosis cases, says, "There could be 
good reasons for patients wanting to see 
records, specifically if they are receiving 
bad health cars. But I'm not sure that un
limited access to records is productive. 
What one has the right to, and what is 
best, are not necessarily the same thing." 

Kaiser- Fremont pediatrician Bennett 
Coplan feels otherwise. "If a patient asks 
to see his chart," says Coplan, "it is de
structive to the doctor-patient relationship 
to deny access. There is a danger of misin
terpretation by the patient, of course, but 
that's why I'll guide the patient through 
the chart. As for the supposedly chilling 
effect open records have on a doctor's 
candid observations, a lot of those things 
doctors are now afraid to write shouldn't 
be written anyway. There are ways to de
scribe conditions so that colleagues can 

understand without resorting to value-
laden conclusions." 

Roland agrees. " Health care ought not 
to be run for the bureaucrats, but for the 
consumers," he says. "People have a 
right to examine their records; the reason 
why doesn't matter. It should be a neces
sary and acceptable cost for the doctors 
and the hospitals." 

Perhaps the most solid evidence in sup
port of open records was revealed in 
hearings conducted in the mid-1970s by 
the Privacy Protection Study Commit
tee, According to the committee's 1977 
report, "Not one witness was able to 
identify an instance where access to re
cords had had an untoward effect on a 
patient's medical condition." 

If access to medical records has been 
the consumer's most immediate concern, 
the issue of access by third parties has 
raised the hackles of civil libertarians as 
well as consumers. A number of commit
tees of the American Civil Liberties 
Union have devoted themselves to shor
ing up laws which limit access by those 
other than the health care provider and 
consumer, but the law, alone, does not 
ensure the privacy of medical records. 

San Francisco attorney Wes W. Wag-
non has handled a number of DES cases 
for the San Francisco firm of Hersh & 
Hersh. He notes that although the law 
limits what medical records can be sub
poenaed in 3 medical case (the Confiden
tiality of Medical Information Act, CC 
§56 et seq), the health care practitioner 
usually complies with a subpoena, regard
less of its validity. 

"We had a case recently," he says, 
" where opposing counsel subpoenaed 
psychiatric records which we deemed to 
be wholly irrelevant to the case. By the 
time we found out and made the motion 
to quash, the subpoena service had the 
records, and they were viewed by coun
sel. Ultimately we did obtain the return 
of the records, but the burden was on us 
to prevent private records from being 
made public." 

The majority of records in third-party 
hands are not those subpoenaed in legal 
proceedings, however, but those in pos
session of insurance carriers. Since at 
least three-quarters of all medical bills are 
paid for by either public or private insur
ance, a lot of medical records leave doc
tors' offices. 

In the past, abuse of medical record 
privacy by insurance companies was not 
uncommon. Insurance carriers readily 
exchanged information on persons seek
ing to purchase new insurance. More
over, the records themselves were fre
quently out of date. Beyond the reach of 
the consumer, the records in insurance 
companies' data bases were not updated 
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as were records in doctors' offices. "It is 
entirely possible," says attorney Monica 
Schrade Weil, of the Southern California 
ACLU Medical Rights Committee, "that 
a condition - medical or psychological — 
could be cured, yet once recorded (could) 
remain in a data bank forever." 

Two years ago, the Legislature passed a 
law based on the National Association of 
Insurance Commissioners model bill, 
which guarantees the consumer a modi
cum of privacy and the ability to check 
his insurance records and correct mis
takes (Ins C §§791.01-.26). 

"The bill provides the same protection 
to the consumer as does the (federal) Fair 
Credit Reporting Act in other areas," 
says one insurance company's in-house 
counsel. "Basically, our problem has 
been one of balance—how to protect the 
privacy of our clients, and how to satisfy 
our need to check on what we are paying 
for. This law also enumerates carefully 
under what circumstances the carrier can 
disclose information to other agencies. 
The insurance companies here have be
come more sophisticated about disclo
sure; they've been feeling the pressure of 

media stories and punitive damage judg
ments." 

A great deal of medical insurance is 
carried by public agencies, where there is 
an even greater risk of record disclosure. 
State and local governments frequently 
maintain comprehensive files on abor
tions, for instance, ostensibly for public 
health reasons. Such files have been 
known to wind up in the hands of anti
abortion groups. 

Frequently, it is simply the fear that 
medical records may fall into the wrong 
hands that proves detrimental to health 
care. Under the state's Short-Doyle law 
(Welf & I C §§5600 et seq), anyone seek
ing psychotherapeutic counseling may 
use community clinics, which are regula
ted by county health departments. In Los 
Angeles County, computerization of 
medical records has resulted in the inclu
sion of intake information on Short-
Doyle patients, many of whom are 
labeled "mentally disabled" for record-
keeping purposes. Patients so cat
egorized have complained that this termi
nology goes into county files and is ulti
mately available to numerous data 
workers. 

Fears of breach of privacy are not un
founded. Missouri Senator Thomas 
Eagleton's vice-presidential aspirations 
were dashed in 1972 when his psychiatric 
records were leaked to the press, even 
though they were protected by law. 

Where protective legislation is con
cerned, the health care consumer in Cali
fornia has been gaining ground. Recent 
laws not only give patients access to their 
records but also seek to protect those re
cords from unscrupulous insurance in
vestigators and overzealous law enforce
ment personnel. None of these protec
tions, however, alters the fact that the 
number of medical record data bases 
continues to increase. And the records 
they contain include a great deal of very 
personal information. As the executive 
director of the American Medical Record 
Association told the federal Privacy Pro
tection Study Committee, "A complete 
medical record may contain more inti
mate details about an individual than 
could be found in any single document." 
It is no wonder, then, that medical re
cords will be the focus of continuing con
cern for both consumers and attor
neys. 
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Privacy and Videotex Systems

Two-way services bring with them the potential for abuse 

by Richard M. Neustadt and M. Anne Swanson 

Midway through George Orwell's ter of course. For instance, if the lists. 
1984, the hero meets an old man and system operator provides informa- The action of a theater owner in 
asks him how "Big Brother" got tion and charges his customers on a Columbus, Ohio—where Warner-
starred. Things began to go wrong, 
the old man answered, when some
one invented two-way television 

Advances in telecommunications 
promise to bring all sorts of conve
niences to our doorsteps. We'll be 
shopping, banking, and working 
from home. We'll have computer-
controlled electronic mail, burglar 
and fire alarms, and medical alerts, 
among other things. But along with 
this array of new services and prod
ucts comes a potential for abuse. 

The possible threat to privacy that 
home video and computing services 
pose is beginning to worry some peo
ple. The growth of nationwide 
videotex systems, whether they 
operate over cable TV or telephone 
lines, presents two major causes for 
concern. First, companies that sell 
electronic information or provide 
transactional services such as home 
banking and shopping will be able to 
compile dossiers on their subscribers. 
This information could be misused. 
Second, the proliferation of electronic 
transfer of information raises new 
questions about wiretapping. 

Data Collection and Disclosure 
The current debate focuses on the 

collection and possible misuse of sub
scriber records. Most companies that 
provide videotex services generate 
files on subscriber behavior as a mat-

per-page basis, then his computer 
must keep a record of every video 
page subscribers request. If the sys
tem is used for transactions such as 
shopping or banking at home, the 
retailer or financial institution must 
keep a record, and the cable or tele
phone system operator may want to 
keep its own record as protection 
against claims of error. 

Most companies that 
provide videotex 

services generate files 
on subscriber behavior 
as a matter of course. 

Of course, similar records have 
always been collected by banks, 
hospitals, insurance companies, and 
other institutions. But with videotex 
systems, more records are being col
lected in one place. Moreover, com
puter files are easier to obtain than 
original documents. 

The concern about collection of 
records leads to another issue: the 
possible disclosure of private infor
mation on consumer behavior. Sys
tem operators may want to sell this 
data to retailers, pollsters, direct 
mailers, or credit investigators. Such 
information it commercially valu
able, as indicated by the similar ac
tive market in magazine subscription 

Amex runs its interactive Qube ser
vice—is an example of data disclo
sure. The owner of the theater sub
poenaed lists of people who had 
watched "adult" movies on cable TV 
in order to defend himself against 
obscenity charges for screening those 
movies in his theater. 

Protecting Privacy 
Without a law or service contract 

to the contrary, company records 
belong to the company that collects 
them, not to the subscriber. The 
United States. Supreme Court 
established this principle in 1976 
when it held that a consumer had no 
constitutionally protected interest in 
his bank records that would enable 
him to challenge their release to 
government officials. 

In the last two years, however, a 
movement has taken wing to legislate 
protections for those records. Califor
nia, Illinois, and Wisconsin have 
passed privacy laws, six other states 
are seriously considering such 
measures, and the U.S. Congress may 
well pass a privacy law no  t year. 
While most of these bills are aimed at 
cable TV, the Illinois law and several 
of the proposed bills also cover two-
way services provided over telephone 
lines. In addition, most cable TV 
franchises issued in recent year in
clude privacy rules. 



The central aim of this legislation is 
to require the system operator to ob
tain the subscriber's consent before 
collecting information. In most cases, 
collection without consent is allowed 
only for purposes of billing, pro
viding a service like at home shop
ping, or protecting against 
unauthorized reception or other ser
vices. 

The measures vary on specifics. 
The Wisconsin law goes so far as to 
require cable operators to offer sub
scribers a free on-off switch control
ling the interactive service. Some of 
the pending bills require system 
operators to acquire liability in
surance to cover any suits based on 
violation of their privacy provisions. 

Many people in the videotex field

feel that all this legislation is unneces

sary. They argue that there has been

no evidence of abuse and that system

operators are hardly likely to offend

their customers by invading their

privacy. These companies make a

strong argument that we should wait

to set rules until we know more about


the market and the technology. 
Legislation is beginning to look in

evitable, however. And when it does 
pass, the biggest problem for the 
videotex industry will be the motley 
of state and local rules and the often 
ambiguous wording of laws. The dif
ferences from law to law would, for 
example, require the operator of a 
system serving several states to main
tain separate databases and pro
cedures for each state—a costly prop

osition.


Some companies providing interac
tive services see self-regulation as the 
best way to allay subscriber concerns 
and avoid a patchwork of conflicting 
rules. Two large cable firms— 
Warner-Amex and Cox—have issued 
codes of behavior regarding privacy. 
The National Cable Television 
Association and the Videotex In
dustry Association have formed 
groups to draft industry-wide guide
lines. Meanwhile, there is increasing 
support for a uniform standard, set 
by Congress, to preempt state and 
local rules. 
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Interception 
In the case of interactive systems, 

several kinds of interception are 
possible. An eavesdropper—or a law-
enforcement agent—could put a 
physical tap on a telephone line or 
dial into a central computer that 
transmits messages and keeps 
records. A cable subscriber could use 
special equipment to listen on his 
cable and pick up signals addressed to 
or transmitted by other subscribers. 

Federal law provides criminal sanc
tions against unauthorized intercep
tion of wire communications and 
regulates legal wiretapping by law-
enforcement authorities. The law 
allows government agencies to 
wiretap, but only with a court 
order—which the courts are to grant 
sparingly—or, if national security is 
at issue, pursuant to an order from 
the Attorney General. 

Unfortunately, the drafters of this 
law—who worked on it almost 15 
years ago—did not anticipate ad
vances in technology, and the law 
now has two large loopholes. First, 

the law covers only aural intercep
tion," so it does not seem to apply to 
eavesdropping on data and text trans
missions, such as electronic mail. Sec
ond, the law defines "wire communi
cations" as transmission provided by 
common carriers such as the tele
phone company—probably omitting 
most cable services. 

Legislation pending in Congress ad
dresses both problems. Senate Bill to 
forbids any private person or govern
ment body from intercepting any 
broadband communication unless 
authorized to do so by the system 
operator, program originator, or 
federal law. (The provision does not 
specify whether law-enforcement in
vestigators would use a regular search 
warrant or would have to meet the 
wiretapping law's strict standard to 
get court permission for nonaural in
terception.) This same proposal 
defines cable transmission as "wire 
communications" so as to include 
them within the law's scope. 

It is too early to tell whether the 
privacy legislation pending in Con
gress will become law. If it does, it 
would preempt similar state regula
tion and would provide a unified 
substitute for the hodgepodge of dif
ferent state and local rules. Although 
the federal proposal is currently part 
of a bill that focuses on cable systems, 
it is drafted broadly enough so that its 
provisions could be interpreted to in
clude telephone-based services as 
well. 

In the meantime, industry attempts 
at self-regulation on the privacy issue 
will increase. Most system operators 
an anxious not to scare their sub
scribers—it's hard enough to sell a 
new product without introducing fear 
into the equation. As a result, the 
Orwellian scenario may remain more 
fiction than fact. 
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PROBING THE CAPITOL'S DRUG STORE


The Freedom of Information and Privacy Acts do not apply to the legislative branch,

but some members of Congress may find their privacy diminished because of a court

decision involving an anomaly on Capitol Hill.


There is in the Capitol an attending physician to tend to the aches and pains of

members and staff. This is a Congressional office, but the physician's office

gets its pharmaceutical drugs from the National Naval Medical Center, part of the

executive branch. The current Congressional physician is a Navy admiral.


A persistent journalist named Irwin Arieff has requested under the Freedom of Infor

mation Act the list of prescription drugs that have been supplied by the Navy to

members of Congress and Supreme Court justices over a six-year period. Arieff agreed

that the Navy could delete any information that would possibly reveal particular indi

viduals for whom a drug had been prescribed. The Navy refused his request, saying

that even from cumulative information it would be possible to figure out what drugs

were prescribed for particular individuals or at least for particular ailments.


The Court of Appeals for the District of Columbia, in a unanimous decision this

summer, ruled that this "mere possibility" could net prevent the disclosure of the

information Arieff is seeking. The court agreed with the journalist that the public

has an interest in knowing the quantities of medicine dispensed without charge to Sen

ators, Representatives, and others, as well as whether members are receiving drugs

found to be uneffective by the Food and Drug Administration. Judge Antonin Scalia, a

former University of Chicago law professor and Assistant Attorney General who is an ex

pert in the freedom of Information Act, found "justifiable concern" that some members

of Congress will be victims of unfair speculation, but said he had no choice but to

order the release of information unless there was an actual, not possible, invasion

of privacy. Arieff v. Department of the Navy, 82-1536 (D.C. Cir. July 22, 1983).


The Department of Justice Civil Division routinely planned to ask the Court of

Appeals for a rehearing, but this month asked the court for a 30-day extension

in submitting its petition for rehearing "because a number of members of Congress

have expressed concern" about the matter. In fact, according to the attorney handling

the appeal, the concern came from the counsel for the Senate, a staff member.


Michael Davidson, the counsel, told PRIVACY JOURNAL that there had been no special

concern raised since the court decision but that when the litigation began, the

Secretary of the Senate and the Clerk of the House, both staffers, stated their

concern to the Navy and asked the Navy to protect the interests of Congressional

staff and members.
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ISSN 0145-7659




906


N
ow

 f
or

 y
ou

r 
pr

ot
ec

ti
on

A 
Co

m
pu

ter
ize

d 
Pr

esc
rip

tio
n S

ys
tem

 at
 G

ian
t P

ha
rm

ac
ies

G
ia

n
t'

s 
no

w
 c

om
pu

te
ri

ze
d 

pr
es

cr
ip

ti
on

 s
ys

te
m

 h
as

 
• 

T
h

e 
sy

st
em

 w
ar

ns
 o

f 
ha

rm
fu

l 
co

m
b

in
at

io
n

s 
of

 d
ru

gs
.

"P
le

as
e t

ak
e 

a

m

an
y 

be
ne

fi
ts

 f
or

 y
ou

 a
nd

 y
ou

r 
fa

m
ily

.
(F

re
qu

en
tl

y,
 p

at
ie

nt
s 

w
ill

 s
ee

 m
or

e 
th

an
 o

n
e 

do
ct

or
m

om
en

t 
to

 f
ill



• 

O
nc

e 
yo

u 
pr

ov
id

e 
th

e 
in

fo
rm

at
io

n,
 G

ia
nt

 P
ha

rm
ac

is
ts

an
d 

ne
it

he
r 

do
ct

or
 m

ay
 b

e 
aw

ar
e 

of
 w

ha
t 

th
e 

ot
h

er
 i

s	
ou

t 
a 

re
gi

st
ra

ti
on

ha
ve

 y
ou

r 
m

ed
ic

al
 a

nd
 d

ru
g 

hi
st

or
y 

at
 t

he
ir

 f
in

ge
rt

ip
s.

	
pr

es
cr

ib
in

g.
)

fo
rm

 a
nd

 t
ak

e
ad

va
nt

ag
e 

of
 t

h
is

• 
T

he
 s

ys
te

m
 w

ar
ns

 o
f 

ha
rm

fu
l 

ef
fe

ct
s 

a 
pr

es
cr

ib
ed

• 
T

he
 s

ys
te

m
 c

an
 p

ro
vi

de
 y

ou
 w

it
h 

a 
co

m
p

le
te

 r
ec

or
d

ad
de

d 
sa

fe
gu

ar
d

m
ed

ic
at

io
n 

w
ill

 h
av

e 
d

u
e 

to
 a

ll
er

gi
es

 o
r 

a 
m

ed
ic

al
fo

r 
in

su
ra

nc
e 

an
d 

ta
x 

p
u

rp
os

es
.

co
nd

it
io

n.
	

..
. 

at
 n

o 
ex

tr
a

co
st

 t
o 

yo
u.

" 

A
va

ila
bl

e 
at

 a
ll 

W
as

hi
ng

to
n 

A
re

a 
Ph

ar
m

ac
ie

s 



907 

[From the New York Times, Nov. 20, 1983] 

BIG BROTHER AND BLOCK MODELING 

(By Scott A. Boorman and Paul R. Levitt) 

As 1984 approaches, a quiet revolution in computers and information gathering
may be bringing us closer than we realize to George Orwell's controlled state of Oce
ania. The public seems preoccupied with teen-age computer "hackers" accessing sen
sitive computer systems. But our more enduring fears should focus on a technology
that corporations, nonprofit organizations and governments are using with increas
ing frequency to harness seemingly innocuous data from the personnel or communi
cations departments and adapt it in new and unexpected ways such as targeting in
dividuals for promotion or dismissal. 

One name for this new computer game is block modeling—a programming tech
nique that evaluates how employees fit within an organization on the basis of their
relations with other employees. Recent impetus has come from such diverse inde
pendent quarters as Bell Laboratories, the American Broadcasting Companies, the
Wharton School, and even the institute for Social Management in Bulgaria. 

Each of these organizations has recently spent time and money to develop ad
vanced computer methods capable of "X-raying" a complex population—several
hundred middle managers, for example—to detect structural patterns of interaction
and communication. And though these technologies certainly have significant be
nevolent uses, their premise is a recognizable extension of the "guilt by association"
idea, and can therefore be abused. 

Most crucially, these methods have the capacity to capitalize on the unguarded 
moments of ordinary people; to probe organizations for factional alignments in a 
low-visibility and therefore insidious way; to play to human biases—particularly 
among managers—to name names; and to give sometimes facile technological ra
tionales for settling complex personnel problems. 

Block-modeling does not require particularly sensitive information like tax re
turns medical histories. Rather, it exploits the unexpected, even uncanny synergy of
large masses of "relational" data buried in organizational files. Examples of rele
vant data: Whom you talk with in your company; whose phone calls you do not
return; whom you eat lunch with; whom you have worked with; who owes you
favors; to whom do you send carbon copies of memos and letters; even whom you go
bowling with. There is every expectation that far more such data bases will be rou
tinely collected in the near future as minicomputer advances merger ever more 
widely with office information technology. 

Only rarely will any relation between two people be very informative in isolation.
But as many relations connecting many pairs of people accumulate, block modeling
provides ways to distill frequently very striking and revealing patterns. Moreover, 
by throwing light on interlocking activities of specific people, block modeling goes a
step beyond even the most refined kinds of geo-demographic data analysis such as
extrapolating people's characteristics by Postal Zip Code of residence. 

The output of a block-model analysis is simple to state—even deceptively so since 
a large amount of advanced mathematics and computing is involved. The block 
model of the social structure chops the social group up into "blocs." As Justice Wil
liam O. Douglas once observed, a person is defined by the checks he writes. Blocs in
block-modeling generalize this principle. They are discrete sets of people occupying
similar positions in the relationship networks, and who are thus likely to behave 
similarly in ways important to the organization, and be candidates for receiving 
similar "treatment." Blocs can be, but don't have to be, tightly-knit groups or fac
tions. Two people may never have heard of each other, yet can end up in the same
bloc because of common patterns of relationship with third parties.

In the mid-1970's, we were part of a research team at Harvard that published the
first papers on block-modeling's social applications. The response was revealing.
Places like mental institutions and rehabilitation centers in Lithuania were quick to
request reprints. Perhaps they saw block-modeling as a means to ferret out dissi
dents. Later, members of the group received inquiries from the Swiss as well as 
West Germans whose questions (and travel reports sent back home) were especially
exhaustive. 

Interest then seemed to wane until two or three years ago, when a wave of, if
often unobtrusive interest started coming from American business sources.

Possible uses of blockmodeling, beyond deciding promotions and dismissals, could
include the following:

Identifying sources of grassroots opposition in hostile corporate takeover situa
tions or bankruptcy reorganizations. 
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Indicating where to put the "good stuff"—raises, promotions, funding, new em
ployees and perks. 

Obtaining early warning of trouble spots portending possible "blowups", in orga
nizations, for example when internal tensions get out of hand, producing a wave of 
firings or resignations. 

In fact, one of the earliest application of this class of methods was set in a Roman 
Catholic monastery which in the late 1960's was on the brink of organizational col
lapse. The block model successfully identified three factions—loyalists, "Young 
Turks," and outcasts—whose membership foreshadowed the way the organization 
would unravel. In an application to a more complex organization in difficulties, the 
block model not only correctly identified the outcast group, whose members would 
be dismissed, but also detected a submerged case of personnel misassignment in a 
different corner of the organization. 

With proper safeguards, use of such methods can be sound, ethical and construc
tive. Obviously, internal audit departments should at times be permitted to scruti
nize employees closely. But strides in the new "guilt-by-association" technologies are 
easily outstripping the vastly slower evolution of protective legal and administrative 
responses. 

The typical employee whose position is likely to be most vulnerable to a block-
model analysis is the middle manager, who has a family, a mortgage and a career 
locked into the XYZ Corporation. If the model locates him in a favorably regarded 
bloc, innocence by association prevails and all is well. But if he associated with 
known noncooperators, or, worse still, is assigned to a bloc judged likely to split off 
and found a rival company, he then can be passed over in the next promotion. 

Inevitably, these new technologies create an unusually sensitive and complex web 
of management, privacy, information access, social control, and legal liability prob
lems. In the end, the true 1984 threat lies not so much in the computer methods 
themselves, but in our society's slowness to react. 

[From the New York Times, Nov. 27, 1983] 

BLOCK MODELS AND SELF-DEFENSE 

(By Scott A. Boorman and Paul R. Levitt) 

Suppose you're an official of the Indianapolis chapter of a prominent national 
conservation group. Your organization's activities, along with those of 70 other di
verse concerns, are being studied by a new computer programming technique called 
block modeling. This sophisticated technology studies your cash transactions, com
munications patterns and other recorded financial and social interactions. Unex
pectedly, the computer says that your organization's financial and social profile is 
like that of the Ku Klux Klan; the John Birch Society; another environmental 
group; an emergency assistance association, and the American Legion. 

You're all in the same "bloc," the computer says, the study is publicly available 
and the guilt-by-association consequences are all too obvious. 

This example is real—part of a study recently reported in a scholarly book whose 
findings are impeccably qualified. If graphically illustrates possible problems cre
ated by block modeling—a powerful new information technology for classifying indi
viduals and organizations based on large amounts of seemingly mundane data on 
transactions and relationships. 

While the craft of block modeling is inaccessible to all but a few information 
"elite," its powers have not been lost on highly placed individuals in foreign and 
domestic corporations, as well as nonprofit organizations and government agencies. 
Those who use block models exploit them as an efficient way to sort the good from 
the bad from the indifferent—whether people, programs, divisions or rival groups. 

Applications of block modeling and sister technologies already number in the 
hundreds. Blocks modeling is coming of age and possible applications include man
agement (separating fast-track from slow-track employees), banking (studying elec
tronic funds transfers and other cash flow patterns), professional sports (figuring out 
the pro draft), law enforcement (investigating conspiracies) among others. 

But despite the versatility and broad appeal, genuine problems can arise. Comput
er-generated classifications have a strong mystique. And it can be hard indeed to 
right a computer classification whose hallmark is naming names through a comput
er analysis of ordinary activities. 

The classification problems truly come to the fore in the national political arena. 
For example, a study of Washington special interest groups has been using a kin
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dred method to probe similiarities among more than 70 organizations on the basis of
shared "issue interests" in health-related areas like Medicare and abortion. The re
sulting computer diagram lumps the Environmental Defense Fund with the Ameri
can College of Cardiology and Merck & Company in a location far removed from 
major labor organizations like the United Auto Workers and the A.F.L.-C.I.O. One
need not be a lobbyist or P.A.C. specialist to sense some of the political electricity of
this placement, or possible action implications. 

But what defense does an organization or employee have against the possible
misuse of block modeling or sister methods. One should not look to Congress to pass
a law. Waiting for legislation is like waiting for Godot. One should also not expect
easy recourse through the traditional civil lawsuit. In fact, the law has yet to define
limits to the block modeling enterprise and little legal fault can currently be found
with most of the means of gathering the needed information for its use. 

Still, protective rules need to be fashioned, even if they must sometimes fit in the
nooks and crannies of legal categories—a new clause in a union contract for exam
ple. In most situtations, an employee should at least be notified if he is the subject
of something like a block model analysis by his employer. If you are an unsuspect
ing victim, there is no way to defend yourself. Then, focusing on rules for employee
protection, a range of unique problems must be dealt with. 

For example, the thrust of early computer-oriented privacy legislation from the 
70's was giving people the right to examine information in their own "files." The 
privacy gains were genuine, but from a standpoint of block modeling, they are lar
gerly irrevelent. That is because block modeling classifies people on the basis of 
where they fit in a far larger web of relationships. 

Therefore, one has to be concerned with many more "files" than just one's own—
some belonging to people one has no direct connections with. One is thus vulnerable
to all the problems of these third parties, including inaccuracies in their files. But if
the third parties' privacy rights are to be respected, much of this relevant informa
tion must remain inviolate. 

Thus, individuals being classified through a block model or similar method need
to be given a carefully calibrated set of rights to information in order to interpret 
their assigned positions and repond accordingly. 

This information should at least include some basic knowledge about the data 
base, including the scope of the population being modeled as well as what specific 
types of data have been, or will be, included. 

Such data gives a crucial basis for understanding one's recourse. For example, if
the block model put you in an unfavorable category, and used such data as whom
you bowled with or went to parties with, this use of non-job related information 
could be attacked as gratuitous. 

One might contemplate giving an employee access to the full data base stripped of
personal identifying information except his own location in it. However, the wide 
availability of precisely such tools as block modeling makes recovery of identities
from even such apparently "stripped" files a real privacy risk. 

Still, one may disclose the structural role of the different blocs without dipping
down to a level of individual identities. This last type of information, combined with
a specific right to know your individual bloc location, can be enough to give a re
spectable road map for defense against the worst implications of guilt by associa
tion. Very importantly, effective ways also need to be developed to permit members
of the same block to get together to mount a common defense. In contract to abuses
like "redlining" or race, sex, or age discrimination, the new technologies frequently
pick out less than obvious groups whose members may easily fail to recognize they
are being targeted in common. 

Currently, technical progress in block modeling is making it possible to conduct
an aggressive defense by showing that in some cases there is an equally good block
model leading to very different classifications. In other words, there's more than one 
way to structure the given data—so that one block model might, for example, stress
conflicting factions while a second identifies options for negotiation or cooperation. 

Thus, responsible users of block modeling methods should also be prepared to dis
close major alternative ways of organizing the data. 

In the meantime, possibly the most important 1984 New Year's resolution is to 
remember that each time you pick up the telephone or send electronic mail in your
office, you may be adding to somebody's computer data base—and computers never
forget. 
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Reliance on documentary identification such as computer records, identification 
cards, and official papers is an essential feature of life in today's advanced industrial 
societies. This paper examines the history and use of six of the most common 
personal documents in the United States. Social Security cards, driver's licenses, 
credit cards, birth certificates, passports, and bank books. The increasing use and 
importance of such documents reflects the growth of new relationships between 
individuals and large, centralized organizations. These new relationships entail mass 
surveillance and social control, and result in increasing demands by organizations 
for personal data. We look at the strengths and weaknesses of these surveillance 
systems and the prospects of still greater social control in the future. 

A distinctive feature of advanced industrial societies is the importance of personal documenta
tion in relations between individuals and organizations. By personal documentation we mean two 
things: (1) the identification cards, certifications, licenses, and other organizationally generated 
tokens of identity held by private individuals; and (2) the data on persons developed by organiza
tions and stored in computers or tiles for use in dealing with these people. These two forms of 
personal documentation usually work together: issuance or use of the first requires creation of, 
or recourse to, the second. Together, the two structure ongoing exchanges of information between 
persons and organizations which, we argue, bear importantly on the interests of both parties. 
Many social scientists have studied these exchanges and expressed concern about their effects 
upon individual privacy and autonomy (Rule, 1974; Rule et al., 1980; Shils, 1975; Westin, 1967 
Westin and Baker, 1972; Wheeler, 1969). 

Social scientists are not the only ones to note the growing impact of personal documentation. 
It is practically impossible for an adult to live in the United States without frequent recourse to 
such things. One finding of our research underscores this fact: in 1976 and 1977 we surveyed 192 
randomly selected households in Brookhaven Town, New York, and found an average of 28.8 
different kinds of personal documents per household. The documents most often reported were 
Social Security cards, insurance policies, driver's licenses, birth certificates, personal checks, 
insurance payment records, marriage licenses, insurance identification cards, bank statements, tax 
returns, and savings passbooks. Social Security cards, the most widely held of these, were 
reported in 98 percent of the households; savings passbooks, the least widely held, were reported 
in 87 percent. When documents such as these are lost or accidently destroyed, the resulting in

* The authors thank the National Science Foundation, Division of Math and Computer Science, for a re
search grant (MCS 7700119), scores of conscientious interviewees for patiently providing data, and many 
Stony Brook colleagues and others for their comments. Correspondence to: Rule, Department of Sociology, 
State University of New York, Stony Brook, NY 11794. 
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convenience dramatizes the importance of the documentary link between the individual and the 
relevant organizations. 

This paper presents a study of six of the most widely held personal documents in the United 
States: birth certificates, driver's licenses, Social Security cards, passports, bank books, and bank-
issued credit cards. Each of these documents marks some kind of ongoing relationship between 
the individual holding them and the organization relying on them. Normally these relations entail 
complex claims and responsibilities between the two parties — claims and responsibilities specified 
and governed at least partly by information from the written or computerized records. Many 
aspects of these relations involve what we call mass surveillance and social control (Rule et al., 
1980). 

By surveillance we mean any systematic attention to a person's life aimed at exerting influence 
over it. By social control we mean efforts to define and bring about "correct" actions or statutes. 
Surveillance and social control are ubiquitous social processes, but our concern here lies with 
their mass forms— that is, surveillance and control by organizations over large, otherwise anony
mous publics. Such relations need not be malevolent or disadvantageous to the latter. A preven
tive health care system entails surveillance and control just as much as a system of political repres
sion. Mass surveillance and social control, moreover, are often just two aspects of much more 
multifarious relationships between individuals and organizations — as indeed is the case in the six 
personal documents we studied. 

There are two kinds of social control processes involved in these six personal documents. First, 
they enable organizations to exclude "inappropriate" individuals from roles or privileges to which 
they are not considered entitled. Second, they enable organizations to take coercive action against 
those whose behavior they consider threatening. Examples range from simply depriving minor 
violaters of their documentation— as in revocation of driver's licenses — 10 arrest or imprisonment 
for tax fraud or other illegalities brought to light through bank records. 

Personal documentation thus serves organizations by providing grounds for certainty in deal
ing with large numbers of otherwise anonymous individuals. It enables organizations to know 
what resources and actions they should apply to which individuals. Which motorists are entitled 
to renewed licenses, and which are wanted for serious motoring offenses by the police? Which 
credit card holders are entitled to the most generous credit privileges, and which are liable to 
arrest for fraudulent credit card use? Which passport applicants are entitled to the document as 
native-born citizens, and which applicants are illegal aliens seeking to travel back and forth to 
their country of origin? Recourse to personal documentation represents an effort to generate 
certainty about people in settings like these, where such certainty would otherwise be a problem 
for organizations. 

Generating certainty about people is a problem for organizations where the interests of in
dividuals and organizations are apt to conflict. Passports help representatives of the state distin
guish between those entitled to enter their country without hindrance and others. Credit cards 
facilitate purchases by authorized consumers only, and control the amount of' credit available to 
them. Whatever their other purposes, most forms of personal documentation exist at least partly 
to help organizations discriminate in their treatments of individuals. Most people, most of the 
time, may not be tempted to circumvent such discriminations — but those who are must be dealt 
with. 

This study explores the origins, workings, and future of mass surveillance through personal 
documentation. How have these six documentary systems and others like them evolved? What 
are their strengths and weaknesses as sources of certainty for organizations dealing with the 
public? And what are the prospects for further growth and development in these respects? 

We spent several years trying to find answers to these questions. From 1977 to 1980 we con
ducted interviews and observed encounters between the public and those who issue documents 
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at more than 34 different bureaucratic sites in the United States. These included such diverse 
settings as a small bank in New York State; a large bank headquarters in San Francisco; offices 
engaged in passport issuance in the Washington, D.C. vicinity; offices of the Department of 
Health, Education and Welfare in Maryland; and local, county, and state birth certification 
offices in New York. In many cases, these interviews and observations entailed repeated visits to 
the same site; a minority of the interviews were by telephone. Most interviews were with middle-
level officials responsible for managing the issuance or use of personal documentation in one 
specific location; some were with higher-level officials more concerned with broad policy than 
with day-to-day operations. In addition, we analyzed a variety of published and unpublished 
reports on the organizations depicted in this paper. 

First we chart the origins of these documentary systems and the broad patterns of their his
torical development. Then we look at the strengths and weaknesses of these systems as instru
ments of surveillance and social control. Finally, we show how the continuing perfection of tech
nology and organization promise growing efficiency for organizational interests over the years to 
come. 

HISTORICAL DEVELOPMENT AND SPONSORSHIP 
Mass use of personal documentation is a relatively recent historical development in the United 

States. Of the six documents we studied, three — Social Security cards, driver's licenses, and credit 
cards — did not exist at the beginning of the 20th century. The other three — birth certificates, 
passports, and bank books — were restricted to much smaller subsets of the population than they 
are today. The growth in coverage and importance of these personal documents mirrors the 
growing role of direct relations between centralized organizations and private individuals. 

Birth Certificates 

Birth registration and certification have been carried out by government agencies in North 
America since well before the American Revolution. One of the earliest laws requiring registration 
of births with government agencies (as distinct from recording in parish registers) dates from 
Virginia in 1632 (U.S. Department of Health, Education and Welfare, 1954:3). But we estimate 
that the majority of births in the United States remained unrecorded with any government agency 
until at least the end of the 19th century. In 1903, the U.S. Congress passed a joint resolution 
requesting states to develop a uniform system of registering births (1954:8). Since then, federal 
authorities have been urging the states to increase the coverage and rigor of their registration and 
certification procedures. Individual states were declared part of a birth "registration area" when 
they had registered an estimated 90 percent of births within their boundaries (1954:8). The first 
states to meet this criterion— generally older, more urban ones such as Massachusetts and New 

York — did so in1915; the last — Nevada, New Mexico, South Dakota, and Texas — did so between 
1928 and 1933 (1954:13). 

By 1950, census officials estimated that 97.9 percent of all births in the United States were being 
registered (U.S. Department of Health, Education and Welfare, 1954:12). Today, documentary 
requirements make it difficult for anyone born in the United States to do without a birth cer
tificate; it is often essential for access to schooling, insurance, and pension coverage — as well as 
in applying for a variety of other personal documents. Issuing birth certificates remains a state 
responsibility; in 1976, there were at least 7,000 offices across the United States authorized to 
issue certificates or copies (U.S. Department of Justice, 1976:17). States vary enormously in the 
degree of centralization and rigor they apply in issuing birth certificates, according to state and 
federal officials we interviewed. Some states issue only through a single central office, while New 
York State, at the other extreme, maintains some 1,500 issuing locations. According to a 
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knowledgeable federal official,1 the federal government continues to promote greater centraliza
tion and co-ordination within and among the states in birth certification— particularly in matters 
relating to the use of the documents for surveillance and social control. This source estimated 
that federal requirements, such as those for documentary substantiation of applications for 
Social Security cards, account directly or indirectly for about half the demand for birth certifi
cates in the United States. By 1976, there were at least 10 million such requests per year (U.S. 
Department of Justice, 1976:17). 

Driver's Licenses 

Licensing drivers has always been a state responsibility, and as with birth certificates there has 
been considerable variety in practices from state to state. According to an official of the American 
Association of Motor Vehicle Administrators,2 Massachusetts was the first state to license drivers, 
in 1907, and South Dakota the last, in 1957. Initially, licenses seem to have been strictly a way 
of generating revenue, but gradually they became a means of surveillance and control. 

In 1950, there were an estimated 62 million driver's licenses in force throughout the United 
States. By 1978, that figure had risen to 140.8 million, and some 50.6 million new and renewed 
licenses were issued that year (American Association of Motor Vehicle Administrators, 1979:D
L-1). Quite beyond its role in surveillance over driving, the driver's license has become essential 
identification in a variety of other settings, such as check cashing and car rentals. So pervasive 
is the need for driver's licenses that by 1977 at least 40 states issued "non-driver's licenses" for 
those who did not drive, bus who needed the documentation for other purposes (Tritsch and 
Kumbar, 1977:H-19). 

Passports 

Passports were first issued in North America before the Revolutionary War. It was not until 
1856 that the U.S. federal government claimed exclusive rights to issue passports; until then these 
documents could also be issued by state and even local officials (U.S. Department of State 
Passport Office, 1976:31). From 1801 to 1809, the State Department issued 587 passports, while 
from 1898 to 1905 they issued 108,404 (1976:220). Actthe end of 1978 there were some 13.9 million 
valid, domestically issued U.S. passports (as distinct from those issued by U.S. officials abroad) 
and some 3.2 million new passports were issued that year.3 

The growth in passport use is attributable both to the rise in international travel and to the 
development of the modern state. During the 19th century, few countries required the use of pass
ports except in wartime. The United States did not require U.S. nationals to use passports for 
travel in peacetime until 1952, and it is estimated that most U.S. travellers did not carry passports 
in peacetime until the late 1940s (1976:4). 

Social Security Cards 

Social Security was founded through legislation passed in 1935 (Booth, 1973:7), and 45 million 
accounts were opened by the end of the first year the system was in operation (Westin and Baker, 
1972:33). Because of the advantages associated with participation in Social Security, the number 
of accounts rose quickly to approximate the number of employed persons. By mid-1983, accord

1. Loren Chancellor, Registration Methods Branch Chief, Department of Health, education and Welfare, 
Rockville, Maryland, May 11, 1977: personal interview. 
2. Arthur Tritsch, Director, Driver Services, American Association of Motor Vehicle Administrators, Wash
ington, D.C., May 23, 1983: telephone interview. 
3. Norbert J. Krieg, Deputy Assistant Secretary for Passport Services, November 14, 1979: personal com
munication. 
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ing to a Social Security official, there were 205 million active accounts, each with a Social Securi
ty number and card corresponding to it. Some 5.5 million new accounts are being added each 
year.4 Because nearly every economically active adult in the United States has a Social Security 
number, the number is ideal for other surveillance and management purposes. Since 1961, the 
Internal Revenue Service (IRS) has adopted the use of Social Security numbers for ordering in
come tax records and for identifying taxpayers.5 

Credit Cards 

The earliest credit cards in the United States, available for relatively narrow ranges of products 
and services, appear to have been issued in the early decades of the 20th century (Rule, 1974:225). 
Some general-purpose cards catering to affluent users (e.g., Diner's Club, Carte Blanche) were 
issued in the decade or so after the Second World War. But it was not until banks began issuing 
credit cards to middle and even lower-middle income groups that the majority of the adult popu
lation gained access to this form of documentary relationship. Today VISA and MasterCard 
account for virtually all of the bank-issued credit cards in use in the United States. In 1978, there 
were some 52 million MasterCards and 54 million VISA cards in use, and these two systems issued 
some eight and 10 million new cards respectively that year (American Bankers Association, 1979). 

In 1979, responsibility for issuing and managing VISA and MasterCard accounts was dispersed 
among 10,600 and 11,000 banks respectively throughout the United States (American Bankers 
Association, 1979). These thousands of companies observe a variety of policies, but all maintain 
careful surveillance and control over issuance and use of their cards. All exchange information 
and other services with other surveillance and control organizations, as we discuss below. Partly 
because of the sophistication of surveillance and control achieved by the managers of VISA and 
MasterCard, the cards have become required for use in other transactions such as cashing checks 
and renting cars. 

Bank Books 

According to officials of the American bankers Association, only a small minority of U.S. 
families had bank accounts at the beginning of the 20th century. By 1977, however, 77 percent 
of U.S. families had checking accounts, and 81 percent had savings accounts — including accounts 
both in banks and savings and loan institutions (Curtin and Neubig, 1979:22). 

THE PURSUIT OF CERTAINTY: SELF-IDENTIFICATION 
Organizations use systems of personal documentation to cope with people who attempt to cir

cumvent organizational purposes by concealing or distorting information about themselves. The 
importance of this task warrants the considerable expense and effort of building and maintaining 
the bureaucratic systems which stand behind these personal documents. But how well do these 
bureaucratic activities serve the surveillance goals for which they are intended? One of the first 
things to strike us as we began this study was the wealth of apparent opportunities for circumvent
ing the surveillance purposes of the six systems we looked at: in fact, it is easy to obtain these 
six personal documents under false pretenses. We make this observation not to appeal for tighter 
controls, but to note a sociological puzzle: personal documents which are widely regarded as 
authoritative, and which figure in important bureaucratic surveillance processes, often do not 
seem to warrant the credence placed in them. 

4. Nicky Bonacci, Press Office, Social Security Administration, Woodlawn, Maryland, July 8, 1983: tele

phone interview.

5. Income tax was first collected in peacetime in 1913. By the eve of the Second World War, according to 
an IRS official, only about 8 million U.S. citizens paid federal income tax, a small minority of the adult 
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These weaknesses seem particularly marked where organizations must rely on applicants' own 
accounts, and upon documents presented by applicants, in deciding whether to issue documen
tary identification. For example, birth certificates are widely perceived as a basic and trustworthy 
form of identification and are used to generate other personal documents. Yet officials in organi
zations relying on birth certificates for surveillance acknowledge that these documents can be 
easily obtained fraudently. People who wish to conceal their true identitites may check obituaries 
or other death records of persons about their own age, then request a birth certificate in the name 
of the deceased person (U.S. Department of Justice, 1976:19). The widely varying rigor among 
offices issuing birth certificates makes this practice quite easy. A few states seek to restrict dis
semination of certificates by requiring a signed statement establishing a "legitimate need" for the 
document. But others officially grant anyone the right to obtain a certified copy of any birth 
certificate which can be identified (1976:18). Since certificates and official copies of certificates 
issued in the United States provide no way of identifying the person presenting the document with 
the person whose birth is recorded there, consumers of birth certificates normally have only the 
individual's own account to establish this link. 

Nevertheless, self-identification via the birth certificate plays a key role in generating other 
personal documents. Issuance of driver's licenses, for example, depends overwhelmingly on self-
identification by the applicant. Indeed, as recently as 1977 several states required no personal 
document to substantiate information on driver's license applications. Where supporting docu
mentation is required, the birth certificate is by far the document most often used (Tritsch and 
Kumbar, 1977:D-1). Other documents acceptable in applying for a driver's license, such as baptis
mal certificates or the Social Security card, are also readily available under false pretenses. For 
female applicants, the family name given on the birth certificate or other documents dating from 
before marriage need not agree with the name in which the license is sought. Our observations 
of driver's license issuance in New York State convinced us that the face-to-face transactions 
between applicants and staff were much too superficial to enable the latter to verify the authen
ticity of substantiating documents. We doubt that greater scrutiny is the rule elsewhere (U.S. 
Department of Justice, 1976:F-15). 

Social Security cards are also issued almost entirely on the basis of self-identification. Prior 
to 1974, applicants were not required to produce supporting documentation (U.S. Department of 
Justice, 1976:24). Among documents currently used for this purpose are birth certificates, library 
cards, and voter registration cards, all readily obtainable under false pretenses (U.S. Department 
of Health and Human Services, 1982). One official whose work involved issuing Social Security 
cards reported that she was instructed to issue cards on presentation of the officially required 
documentation, even it applicants' accounts of their background and circumstances were blatant
ly implausible.6 

Passports are issued with only slightly more rigor than Social Security cards. Passport applica
tions must be submitted in person, and passport officials are supposed to question applicants 
about details put forward there. This first stage of the application process is aimed at establishing 
the applicant's identity; one of the documents most widely used for this purpose is the driver's 
license (U.S. Department of Justice, 1976:21). Passport officials are supposed to question appli

cants about statements on their applications and about the accompanying identification; the ex
changes we observed appeared more perfunctory than probing, lasting about 10 to 15 minutes. 
The application is then forwarded to a central location, where officials scrutinize further sup
porting documents to determine the applicant's citizenship. The document most often used for 
this purpose, according to passport officials, is the birth certificate. 

Reliance on self-identification in the issuing of personal documentation leads to a kind of 

6. Social Security official, San Francisco, August 10, 1979. 
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chain-reaction process, in which acquisition of a birth certificate affords access to a succession 
of further documents. Each item of documentary identification strengthens the case for access 
to further items. Not only the birth certificate, but also other documents even more easily 
available under false pretenses — such as voter's registration cards — serve as "breeder documents," 
each etching the holder's documentary identity more deeply in a document-oriented world. 

A SUPERIOR SOURCE OF CERTAINTY: DIRECT CHECKING 
The dilemma facing organizations is clear. Surveillance systems are developed to enable 

organizations to distinguish between those worthy of friendly treatment and others. Yet self-
identification leaves the responsibility of transmitting vital data in the hands of the very people 
who may be tempted to seek a "better deal" of some kind by circumventing the purpose of the 
system. 

But superior techniques of surveillance are increasingly available. Organizations can use direct 
channels to move personal data from points of origin to where they are needed for decision-
making without requiring the interested individuals to act as intermediaries. Reliance on such 
direct checking both helps reduce the costs of dealing with individual documents on a one-by-one 
basis and, more importantly, obviates the weaknesses inherent in direct checking. 

Direct checking is essential in screening VISA and MasterCard applications. Supporting 
documents are rarely required here, and crucial information provided on application forms is 
nearly always checked against data from independent, outside sources— usually credit bureaus. 
These are profit-making firms which specialize in compiling and selling data on consumers' 
credit-worthiness. They either confirm or supply information on applicants' current indebtedness, 
past payment of credit accounts, and history of litigation, liens, bankruptcies, and the like. Where 
data from credit bureaus are lacking, credit card firms may rely on other forms of direct checking, 
such as telephone contacts with applicants' employers of banks to determine their salary and 
financial status. Exchange of such information among these organizations is a routine part of 
their clerical practice. 

Direct checking also plays a key role in surveillance over the ongoing use of credit cards. VISA 
and MasterCard maintain elaborate systems to monitor use of their cards, both by intended users 
and by criminals. One way they do this is by continually analyzing records of purchases made 
with cards, to detect overspending and fraud. Another is by requiring that certain large charges 
be first cleared by telephone with the bank which issues the card (Rule, 1974:240). The latter form 
of direct checking sometimes leads to the arrest of fraudulent users before they leave the store. 
BankAmericard (predecessor of VISA) reported making 450 such arrests in California alone in 
1970 (Rule, 1974:246). 

Direct checking is also used in processing driver's license applications. Many states rely on their 
own data files compiled by state police and courts. Other states check license applications against 
the National Driver Register, a computerized central listing of persons whose licenses have been 
revoked or suspended throughout the United States. The latter practice was used in 26 states in 
1977 (Tritsch and Kumbar, 1977:B-1). During 1978, the National Driver Register reported 180,000 
"hits," or probable identifications of ineligible persons seeking new licenses; most of these no 
doubt resulted in denials of new licenses. In addition to the National Driver Register, the National 
Law Enforcement Telecommunications Network INLETS) acts as a central switchboard for direct 
checking on drivers by law enforcement agencies throughout the United States; for example, it 
can determine whether an out-of-state driver's license is valid where issued (U.S. Congress, Office 
of Technology Assessment, 1982:40). In March 1983 alone, according to an NLETS official,7 this 
system handled about half a million such interstate inquiries. 

7. Tim Sweeney, National Law Enforcement Telecommunications Network, Phoenix, Arizona, May11, 1983: 
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Direct checking is an option in issuing other forms of documentary identification as well. Re
quests for duplicate Social Security cardsare checked with data on the card-holder held in central 
files before the duplicate is issued. Similarly, passport authorities can sometimes directly check 
documents submitted with passport applications. But such checks are unlikely unless the 
documents appear inauthentic; applicants bent on fraud may simply submit authentic documents 
referring to someone else. 

Direct checking in surveillance over the use of passports, however, is well developed. The 
Treasury Department has developed a comprehensive computerized data base against which it 
checks the names of many incoming travellers as they cross the U.S. border. The goal is to extend 
these checks, which apply both to U.S. nationals and foreigners, to all such travellers, though 
present rates of coverage are uneven among the many border points. The data base includes the 
names of persons whose movements are of interest to a wide variety of local, state, and federal 
officials. Part of the data base consists of the FBI's computerized listing of wanted and missing 
persons from throughout the United States. During 1978, some 49.7 million persons and vehicles 
were checked against this listing as they entered the United States; 21,760 "hits" were made in this 
way, and 2,070 persons were arrested as a result.8 In some instances government agencies are 
unable or unwilling to authorize arrest, but nevertheless have the system retain a record of the 
person's movements. 

Finally, direct checking is sometimes involved in issuing savings passbooks and check books. 
Banks try to confirm the identities of those seeking to open accounts when they doubt the ap
plicant's background. If they suspect an account is being sought for fraudulent purposes such 
as writing bad checks, bank officials may contact the applicant's employer or personal and busi
ness references. Banks appear responsive, in these matters, both to their own interests in avoiding 
fraud and those of local businesses and law-enforcement agencies. 

Symbiosis in surveillance: the elaboration of direct checking 

The six personal documentation systems also act as sources of personal data for direct checking 
by other organizations. These flows of data across organizational lines are taking on increasing 
importance on the national organization of mass surveillance in the United States. The fact that 
more and more routine bureaucratic paper work is being done electronically means that organiza
tions have more personal data to offer one another. Such symbiotic relations among organiza
tions warrant close attention. 

Ironically, birth certification is perhaps the least developed of these six systems in this respect. 
Certificates and certified copies are readily available, but the means of disseminating them are 
relatively primitive. Organizations seeking birth certificate information must normally depend on 
the person whose birth is certified, because of the difficulty of identifying the source of the cer
tificate and obtaining it independently. New social structures and technologies which would trans
mit birth certificate data directly from its source to organizational consumers — as readily, say, 
as credit reports— would surely be a boon to the organizations concerned. 

By contrast, data from driver's license files are provided freely to outside interests. Police forces 
and other law enforcement agencies share data via the NLETS. The next most frequent users of 
driver's license data are undoubtedly insurance companies, who seek the data for screening and 
processing insurance applications. In 1976, all but two states made at least some data from a 
driver's record available to insurance companies. Nineteen states routinely granted access to the 
entire record, and many states realized significant revenues ranging from eight cents to four dol
lars per inquiry (Tritsch and Kumbar, 1977:H-11). The volume of data so provided can be great. 
The state of Illinois in 1982 answered some 2.5 million requests for data from driver's license files. 

8. Jay Corcoran, Director, Information Services Staff, Department of the Treasury, U.S. Customs Service,

March 3, 1981: personal communication.




918


About 179,000 of these were from law-enforcement officials; the overwhelming balance no doubt 
came from insurance companies (State of Illinois, 1983). 

Information from Social Security files, including both income data and the account-holder's 
whereabouts, is intensely attractive to many outside interests. When the Social Security system 
was founded in 1935, elaborate assurances were offered that data would remain confidential 
(Rubinstein, 1975). But confidentiality has been eroded over the years, especially since the 1970s. 
Social Security files are now open to state welfare departments and food stamp programs (to con
trol access to benefits), the FBI and the Secret Service, the Immigration and Naturalization 
Service (to control employment of undocumented aliens), and others (U.S. Department of 
Health, Education and Welfare, 1977:52239). One of the more controversial users of Social 
Security information is the Parent Locater Service. This agency, established by Congress in 1975, 
uses such data for action against parents who desert spouses with dependent children (U.S. 
Privacy Protection Study Commission, 1977b:16). In creating the service, Congress also granted 
it access to personal data held by other federal agencies, including the Internal Revenue Service. 

Data generated by credit card companies are provided routinely to a variety of organizations. 
Probably the biggest data consumers are credit bureaus, who normally demand an exchange of 
data: organizations which purchase the credit bureaus' reports must then provide data from their 
own files. Such data are increasingly provided in large quantity by direct computer links. In addi
tion, many credit card issuers provide the addresses of card holders to merchants who have ac
cepted the card as identification for a check which subsequently bounced. This is apparently why 
credit cards are so often preferred as identification in check cashing: the merchant may have no 
other way of contacting the writer of the check. Credit card issuers help merchants in this way 
because of their shared desire to control bad checks written by card-holders. Credit card firms, 
like most other large-scale creditors, also provide information from their files to law-enforcement 
agencies, including the Internal Revenue Service, the FBI, and other local, state, and federal 
bodies. Data of interest here include the amounts of the card-holder's indebtedness and the nature 
of expenditures, as well as the individual's whereabouts at particular times (U.S. Privacy Protec

t ion Study Commission, 1977a:53). 
Finally, data generated through use of checking and savings accounts are regularly provided 

to credit bureaus, prospective creditors, and a variety of law enforcement agencies. The effects 
of such provision, in terms of social control, range from extension or withdrawal of credit to pro
secution for tax evasion and other felonies. A few banks and savings institutions resist such dis
closure, but these seem to be a distinct minority (Linowes, 1979:11). Demands from law-enforce
ment agencies for data are often backed by subpoena, leaving court action the only available 
avenue for resistance. 

Besides responding to inquiries from such outside bodies, savings institutions are required to 
report yearly to the federal government all interest paid to depositors. Such institutions also must 
report foreign currency transactions in excess of $10,000 (U.S. Privacy Protection Study Commis
sion, 1977a:104). And, in compliance with still other federal regulations, virtually all personal 
checks paid by United States banks are microfilmed; the records are retained for five years to be 
available for scrutiny by federal officials (U.S. Privacy Protection Study Commission, 1977a:105). 

THE FUTURE OF MASS SURVEILLANCE 
The dramatic proliferation of personal documentation since the beginning of the 20th century 

means much more than growing possession of certificates, cards, and computer records. It reflects 
the growth of an important new category of relationships between ordinary people and large, cen
tralized organizations. These new relationships entail increasing demands on personal privacy, as 
organizations consume more and more personal data and use these data to shape their treatment 
of persons with whom they deal. As we have shown, these demands are growing apace with the 
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further refinement of technological and organizational resources. Where, we must ask, are these 
trends leading? What sort of social world is emerging from the changes detailed here? 

To answer such questions, one must consider the limitations of organizational maw surveil
lance as much as its strengths. These limitations are by no means trivial. Organizations cannot 
achieve mass surveillance goals without data, and such data are by no means available simply for 
the asking. Indeed, we have shown how even the most seemingly powerful organizations often 
must accept significant limitations on their ability to master important data on the people with 
whom they deal. 

A key example is the widespread reliance on self-identification, including personal documenta
tion presented by those being identified. It is widely acknowledged by officials of surveillance 
organizations that such practices as permitting people to provide their own birth certificates lead 
to significant evasion of social control. Yet the organization of information flow in the United 
States does not yet offer an alternative to these practices at acceptable cost. 

Similarly, some organizations do not even exploit relevant data already contained in files acces
sible to them. This is true of some state driver's licensing systems, which issue licenses on the 
strength of data provided by the applicants, without checking their own records of the applicants' 
driving histories (Tritsch and Kumbar, 1977:2-1). Here, we conclude, organizations are respond
ing both to the costs of clerical time in searching for potentially relevant data, and to costs in 
terms of public complaints over delays in issuing documents. A number of officials reported that 
the latter were an especially important consideration for their organizations. This appears par
ticularly true for the four government documents: birth certificates, passports, driver's licenses, 
and Social Security cards. The public are apt to insist on quick access to these as a matter of right 
(U.S. Department of Justice, 1976:F-15). 

Still, the effect of such weaknesses in surveillance may be a good deal less than it would appear. 
Organizations do not advertise the laxity of their surveillance procedures. They are much more 
likely to require applicants to read and sign statements such as the following, from the application 
for Social Security cards: 

WARNING: Deliberately furnishing (or causing to be furnished) false information on this application is 
a crime punishable by fine or imprisonment, or both (U.S. Department of Health and Human Services, 
Social Security Administration 1982). 

In fact, fraudulent applications for Social Security cards are rarely prosecuted unless they are 
compounded with other, more serious infractions. There were 117 prosecutions and 62 convic
tions in the years 1980 to 1982 inclusive, according to a Social Security official.9 

The effectiveness of mass surveillance and social control depends most directly on the public's 
perceptions of what systems can and cannot know about them. Most U.S. citizens are apparently 
aware that large organizations are capable of sophisticated data linkages. They realize that in
come not listed on tax returns is likely to be reported directly to the Internal Revenue Service by 
the paying organization, or that creditors have ways of finding out about debts not acknowledged 
on credit applications. But relatively few people, we suspect, can distinguish between the risk that 
a credit applicant's recent bankruptcy will be reported to a prospective creditor and the risk that 
the Passport Office will spot an application for a passport in the name of someone who already 
has one. The first risk is relatively great, since credit bureaus systematically collect and report 
such data, while the second is relatively low, since the Passport Office ordinarily does not check 
new applications against records of outstanding passports. 

The overall picture that emerges from these observations is one of dialectical tension between 

9. Robert Sedlak, Inspector General's Office, Department of Health and Human Services, Baltimore, May 
13, 1983: telephone interview. 
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the efforts of organizations to maximize the scope and effectiveness of mass surveillance, and 
the efforts of certain subsets of the public to evade organizational intent in these respects. Organi
zational reliance on bluff and intimidation is part of one side of this dialectic; yet such feints 
would mean little without the other weighty organizational efforts considered here — particularly 
the development and exploitation of new sources of data. Countervailing against such forces are 
individuals' efforts to escape the effects of bad credit records, poor driving histories, ineligibility 
to enter the United States, and the like. 

We do not portray this opposition in simplistic terms, as nothing other than efforts by oppres
sive institutional interests to manipulate innocent individuals. In fact, there is considerable grass-
roots support and even demand for increased mass surveillance — for example, to keep undocu
mented aliens cut of the labor force, to keep dangerous drivers off the roads, or to keep poor 
credit risks from spoiling the credit markets enjoyed by others. But whatever the mixture of elite 
initiatives and popular demand fueling the growth of mass surveillance, there can be no doubt 
that organizational powers in this respect are in the ascent, and opportunities for individual 
evasion of mass surveillance increasingly restricted. 

The key consideration mediating the interests of mass surveillance and those of evasion are the 
significant costs of the former. While the per-case costs of operating large data systems is ordi
narily small, the starting-up costs of creating such systems is great. Thus, even relatively powerful 
and well-financed organizations such as those considered in this paper cannot extend their sway 
as rapidly as they might. Paying the armies of clerical staff who must assemble and process per
sonal data is one significant source of these costs; procuring and operating computing systems 
and other data-management technologies are another. Yet the conspicuous trend in mass surveil
lance is toward a cumulative decline in such costs. 

Consider the growing reliance of organizations on direct checking, as distinct from self-iden
tification. At the beginning of the 20th century there were few organizations which could be 
counted on to generate authoritative personal information on a mass basis. Even birth certifica
tion probably covered no more than half of those being born. And without sources of "breeder 
documents," the bases for generating further documents were weak. 

As sources of authoritative personal data available for direct checking grow, however, the costs 
of mass surveillance drop. Indeed, viewing the broad sweep of historical change, we conclude that 
mass surveillance through personal documentation feeds on itself. The more important events in 
life email production or consumption of personal documentation, the more feasible it is to insti
tute effective surveillance through direct checking based on such data. Imaginative adminis
trators of surveillance organizations are constantly seeking new uses for personal data in these 
ways. 

This, then, is the special appeal of direct checking, from the standpoint of surveillance in
terests. When accomplished through computer links, it is relatively inexpensive on a per-case 
basis, extremely quick, and unobtrusive from the standpoint of the individuals involved. These 
same qualities both excite the enthusiasm of bureaucratic planners and politicians and spur the 
anxiety of privacy advocates and civil libertarians. In the last few years, the former have been 
putting their concerns aggressively into practice, while the latter have mostly been on the deter
sive. One of the best publicized instances of new forms of mass surveillance through low-cost 
direct checking have been the programs of "computer matching" sponsored by federal agencies. 
Here computerized lists of, say, welfare recipients are checked against other computerized data 
such as payrolls in order to detect fraud. Originally sponsored by Joseph Califano during his 
tenure as President Jimmy Carter's Secretary of Health, Education and Welfare, these efforts 
have been pursued with increased vigor under the administration of President Ronald Reagan, 
Proponents of these techniques have lauded them as essential to government efficiency and cost-
cutting opponents have characterized them as violations of due process, privacy, and civil liber
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ties. Both positions were voiced in the 1982 hearings of the Subcommittee on Oversight of 
Government Management of the Senate Government Affairs Committee (U.S. Congress: Senate, 
1983). 

The perfection of direct checking within and among organizations is the wave of the future 
in mass surveillance. By substituting direct checking for self-identification, organizations can 
transcend the limitations which have beset mass surveillance in the past, and which continue to 
limit the effectiveness of a number of the processes described above. Instead of relying on indi
viduals to provide information and documents themselves, organizations will increasingly seek 
personal data directly from other organizations. Such exchanges will increasingly take the form 
of computers talking to computers. And as data management in all kinds of organizations be
comes computerized, the machines will have more and more to talk about. Such exchanges will 
transcend limitations on mass surveillance and control in the interests of enhanced efficiency. 

But inefficiency may protect important values. Whatever one thinks of the goals of specific sur
veillance procedures, few really want to see the ability of organizations to keep track of people 
grow without limit. At best, such developments would foster a more intrusive, less private world. 
At worst, they would lower institutional defenses against threats of totalitarianism. Thus, we 
favor limitations on direct checking in many settings, especially where personal data provided for 
one purpose are re-used for another purpose unfriendly to the individual (Rule et al., 1980:153). 
We hope this study helps to show what is at stake in these developments, and what price is paid 
for making personal documentation and mass surveillance more efficient. 
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[From the New York Times, Dec. 8, 1983] 

PRIVACY THREATS WORRY AMERICANS 

MANY IN SURVEY BELIEVE DATA ON TAXES AND TELEPHONES ARE NOT KEPT SECRET 

(By Adam Clymer) 

WASHINGTON, Dec. 7.—Americans are increasingly concerned about threats to pri
vacy, and about a third of the public believes the Internal Revenue Service, the Fed
eral Bureau of Investigation and telephone companies "probably share" information 
on individuals with others, according to a poll conducted by Louis Harris and Asso
ciates. 

Results of the Sept. 1-11 survey of 1,256 people, paid for by Southern New Eng
land Telephone Compnay, were released today as the Smithsonian Institution 
opened a four-day symposium on "The Road after 1984: High Technology and 
Human Freedom." 

Participants will examine various aspects of society in light of George Orwell's 
novel "1984," which foresaw an almost all-powerful government.

The telephone poll found the percentage of Americans who said they were "very
concerned" about threats to personal privacy increased from 31 percent in 1978 to 
48 percent in 1983. It found four Americans in five believed it would be easy for
someone to assemble a master file on their lives that would violate their privacy. 

SHARING OF INFORMATION 

The poll found that 84 percent of the public thought it would be a serious viola
tion of privacy if the revenue service did not keep tax returns confidential, and 82
percent thought it would be serious if the F.B.I. did not keep its data secret. 

When asked what they thought actually happened to such data, 36 percent of the
respondents said they thought the revenue service shared information and 38 per
cent said they believed the F.B.I. did. Thirty-three percent said they thought phone
companies shared data, although 25 percent said phone companies did not have any
information that mattered. 

Those agencies were trusted more than several other institutions presented. Fifty
percent of the public throught public opinion research concerns shared data, and 51
percent said the Census Bureau, banks and government welfare agencies did so. 
Fifty-seven percent said they believed insurance companies shared their informa
tion, 65 percent said this of loan companies and 75 percent said credit bureaus 
shared information with others. 

Along with the telephone sample of the 1,256 people, the pollsters also inter
viewed 100 leaders in each of four categories; members of Congress and their aides,
corporate executives, science editors and school superintendents. In general, those
groups were less fearful of major invasions of privacy than the public was. 

LEADERS' OPINIONS DIFFERED 

For example, 86 percent in the sample of the public thought it was possible that
"a government in Washington will use confidential information to intimidate indi
viduals or groups it feels are its enemies," and 70 percent said that was "likely." 

All four leadership groups also said such a development was possible, by about the
same percentages as the public. But just 24 percent of the congressional group, 37
percent of the executives, 56 percent of the editors and 39 percent of the school su
perintendents said it was "likely."

Mr. Harris, chairman and founder of the polling concern, commenting on the 
findings at a news conference, said he believed "the leadership is far less alerted to
the dangers than the people are."

"Those at the throttle of our political leadership just haven't given it much 
thought," he said. 

[From the New York Times, Dec.25, 1983] 

IRS STARTS HUNT FOR TAX EVADERS, USING MAIL-ORDER CONCERNS' LIST 

(By David Burnham) 

WASHINGTON, Dec. 24—The Internal Revenue Service has obtained a computer
ized mail-order list of the estimated incomes of two million American households 
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and has begun to test whether it can help track down people who fail to pay their 
taxes. 

The service is conducting the test despite the refusal of the three major compa
nies that develop such information to provide the Government with a list and over
the objections of their trade organization, the Direct Marketing Association. 

Alexander Hoffman, who is the chairman of the board of the association and a 
group vice president at Doubleday & Company, said the sale of the list to the I.R.S
violated a provision in the group's code of ethics that lists should be rented only for 
marketing and could "upset an important segment of the economy." 

The revenue service said a brokerage firm that provides marketing lists, the Dun-
hill Company of Washington, D.C., had put together the names the agency sought
The association said the company was not one of its members. Officials at the com
pany did not return several telephone calls, but the revenue service spokesman sale
the names had been put together from several small concerns. 

BROOKLYN INCLUDED IN TEST 

In the test, a commercially prepared list of two million households in Brooklyn,
Wisconsin, Indiana, and Nevada will be matched against an I.R.S. list of people 
living in those areas who filed income tax returns for the tax year 1982. 

All those whose names appear on the first list, but not the second, will be notified
that they are subject to a revenue service inquiry about their tax liability. The no
tices will start going out next spring. An executive of one of the companies objected
to the test on the ground that many people who have not done anything wrong get
the notices. 

If the test identifies individuals who file no taxes at all, the service will then try
to determine whether the same technique can be used to track those who underpay
their taxes. According to an I.R.S. plan the decision whether to use the technique
nationwide will not be made until 1985 or later. 

A spokesman for the revenue agency said the commercial list is obtained for its
test match, after a five-month search, contained the names and addresses of two 
million households, their estimated incomes, the birthday of the head of each house
hold and the number of people living in each. 

In the last few years, the tax agency has become concerned about a slow increase
in the number of Americans who fail to pay their taxes. Because of this concern, the
agency has sought to develop new techniques for identifying tax evaders.

A recent I.R.S. report on income tax compliance, for example, estimated that reve
nue losses caused by people compile national mailing lists, the Donnelly Marketing
Service of Stanford, Conn. the R.L. Polk Company of Detroit and Metromail of Lin
coln, Neb., decided this fall not to sell their information to the tax agency. In sepa
rate interviews officials of the three companies called the project "absolutely ridicu
lous" and "inappropriate" and indicated it would hurt their business. 

The revenue service said a brokerage firm provides marketing lists, the Dunhill 
Company of Washington, D.C., had put together the names the agency sought. Offi
cials at the company did not return several telephone calls, but the revenue service
spokesman said the names has been put together from several small concerns. 

Mr. Hoffman, the current head of the 2,600-member Direct Marketing Associa
tion, said in a telephone interview that he understood that the tax agency had a 
legitimate concern and that he and his organization hesitated about making "a big 
public pronouncement" that might affect the Government's ability to handle a real 
problem.

"But there are some questions we feel the I.R.S. should consider," he said. "What 
effect will the I.R.S. use of mailing lists have on the public's perception about this
kind of communication? What I am worried about is that if the I.R.S. is able to un
dertake this effort on a national basis, it may make the public afraid to have their
name on any mailing list, afraid to buy anything buy mail, afraid to fill out cou
pons. By conservative estimates, direct marketing now accounts for sales totaling 
$140 billion a year." 

DIFFERENCE IS NOTED 

Mr. Hoffman said there was a very real difference between the commercial use of 
a mailing list and the use being explored by the tax agency. "Strangely enough, a
mailing list is essentially anonymous," he said. "A company rents a computer tape,
prepares one set of labels and makes a mailing. That's it. If you want to have your
name removed from a particular list or all lists, our organization operates the Mail 
Preference Service at 6 East 43d Street in New York where this can be accom
plished. 
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"But if the I.R.S. starts with a commercial mailing list, then adds Census data,
then cross references it with other data," Mr. Hoffman continued, "then they are 
taking something that is essentially anonymous in the commercial world and turn
ing it into individually identifiable information, using it in a way the individual 
never imagined." 

Noting that the company that was said to have sold the list to the tax agency was
not a member of the association, Mr. Hoffman said the sale violated one of the pro
visions of the group's ethical guidelines, that lists should be rented only "to persons
who are going to use them for marketing purposes." 

The guideline of the trade organization parallells one of the important principles
set out in the Federal Privacy Act. The principle is that information collected by an
agency for one purpose should not be used for another purpose without informing 
the individual who provided the information. 

CONCERN AMONG POLLSTERS 

The Council of American Survey Research Organizations, representing more than
105 public opinion firms, is also concerned about the tax agency's project.

John Rupp, a lawyer for the council in Washington, said, "We think it would be
unethical for the I.R.S. or any other entity to use information obtained from individ
uals under a promise of confidentiality or to use information in a way that is incon
sistent with the purpose for which it initially was collected." 

Mr. Rupp added that the council would support the Federal project as long as it
was completely based on information in public files. But he added; "In a democracy 
as complex and varied as ours, that polling plays a pivotal role. We worry that 
survey or marketing research may not long survive if the trust of the American 
people is undermined." 

Because the original sources of the computerized names provided to the revenue
service are unknown, it is not possible to determine how the data were collated. 

The method used by the Donnelly Marketing Service, however, involves placing in 
computer the names and addresses taken from every telephone book as it is pub
lished. The computer is then instructed to assign each household to the correct 
census tract. From the information published by the Census Bureau, conclusions 
can be made about each household, including median income, average family size 
and probable race. 

In those states where the information is available on a computerized list, Donnel
ly then matches data from the Department of Motor Vehicles on the model and 
year of automobiles owned by the individuals at each address. If the auto is an ex
pensive one, the estimated income is adjusted upward; if it is a cheap model, the
income is reduced. 

Reginald C. Troncone, the executive vice president of Metromail, recently ex
pressed his concern about the I.R.S. project in a letter to Representative Doug Bar-
nard Jr., the Georgia Democrat who is chairman of the House Government Oper
ations Subcommittee on Commerce, Consumer and Monetary Affairs. 

"Our company is caught in the middle," he said. "There isn't any way the I.R.S.
can conduct the proposed program and come up with a list of only those individuals
who have not filed tax returns. There will be literally millions of legitimate filers 
who will be contacted by the I.R.S. to provide proof of filing a return." 
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LEGAL REPORT 

Computer Communications Vulnerable

As Privacy Laws Lag Behind Technology


No federal law clearly makes it a crime to intercept computer transmissions or to 
break into a computer system to look around or destroy information. 

BY RONALD BROWNSTEIN 

When Citicorp vice president Rich
ard W. Coughenour wants to send 

a memorandum to one of the bank's em
ployees, he turns to a compact device on 
the corner of his desk that looks like a 
cross between a computer and a tele
phone. The machine, called a Display-
phone, has the typewriter-like keyboard 
and video display screen of a computer 
and the touch sensitive key pad of a fancy-
telephone. 

Coughenour hits a touch pad labeled 
EZmail and the machine dials the num
ber to connect him with Citicorp's inter
nal electronic mail system, the electronic 
tones softly tolling as the Displayphone 
runs through the digits. When the num
ber is dialed. Coughenour hits a touch 
pad labeled connect and the screen lights 
up with commands. First it asks him to 
enter his mailbox number. Then it asks 
for his password. 

To send a memo, Coughenour hits a 
touch pad labeled compose and pulls out 
the small keyboard from under the pad. 
He types out the message and hits the 
touch pad labeled send. 

From his office at the tip of Wall 
Street, the message skitters across the 
bank's private fiber optic cables to 
Citicorp's Park Ave. office. From there, 
if it is traveling to a Citicorp office out
side New York City, the message rides a 
microwave relay to a private earth station 
in New Jersey where it is transmitted 
22,300 miles up to a satellite on which 
Citicorp owns space. From the satellite, 
the message returns to another Citicorp 
earth station and then along public or 
leased phone lines to the recipient's com
puter. All in a matter of seconds. 

Although the message is easy to send, 
it is also easy to steal. With a large 
enough antenna, it is not difficult to inter
cept microwave transmissions. 
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Is anybody listening in? "I don't doubt 
it," said Coughenour. a former Air Force 
intelligence officer who runs Citicorp's 
mail services. "The Russians have a big 
mission at the United Nations and all that 
equipment on the roof; that's not all there 
to get Home Box Office. I don't wonder if 
(some of our competitors) are pointing 
some stuff at us too." 

The information may be vulnerable in 
a legal sense as well. While the laws 
governing wiretapping clearly protect 
spoken communications—essentially, or
dinary telephone calls—many experts are 
concerned that no law makes it a crime to 
eavesdrop on communications between 
two computers, even though the informa
tion that passes between them is often 
highly sensitive. 

The fuzziness of the laws protecting 
computer-to-computer communications 
is only one area where new computer or 
communications technologies, or merely 
new and aggressive applications of exist
ing technologies, have exposed gray spots 
in the nation's laws governing privacy. 
"Our laws have not kept pace with the 
technology," said attorney Ronald L. 
Plesser, former general counsel of the 
Privacy Protection Study Commission, 
which studied the nation's privacy laws 
for Congress in the mid-1970s. "The tech
nology has been expanding so quickly 
that the laws written for one level of 
technology quickly become obsolete." 

Generally, the privacy implications of 
these technological changes have not re
ceived much political, legal or social at
tention. "We're not even giving it serious, 
practical consideration," said University 
of Illinois political economy professor Da
vid F. Linowes, who chaired the privacy 
commission. 

But with the arrival of George Orwell's 
nightmare year of 1984, these blind spots 
in the law and the general issue of privacy 
are beginning to receive increased scru

tiny, New York Times reporter David 
Burnham has reignited a debate on the 
potential threat to privacy posed by the 
use of computers with a controversial new 
book, The Rise of the Computer State, 
Robert W. Kastenmeier, D-Wis., who 
chairs the House Judiciary Subcommit
tee on Courts, Civil Liberties and the 
Administration of Justice, has begun a 
wide-ranging series of hearings on the 
state of civil liberties, including the im
pact of new technology on privacy. Sev
eral other committees are examining the 
laws safeguarding computer information. 
Universities and other organizations 
across the country, such as the Smithso
nian Institution, are holding conferences 
on Orwell, technology and 1984. And the 
American Civil Liberties Union is plan
ning a major conference on privacy. 

Many of these forums will be used to 
criticize the Reagan Administration's 
policies on release of government in
formation, classification of government 
documents and law enforcement. But 
most of these groups are also examining a 
different issue: where has new technology 
outflanked the privacy laws? 

ELECTRONIC MAIL 
A new technology almost entirely 

unaddressed by existing law is electronic 
mail. For years, communications experts 
have considered electronic mail—gener
ally denned as the electronic transfer of 
written information—to be a tool of tre
mendous potential. Electronic mail al
lows an executive such as Coughenour to 
send messages instantly to employees 
around the world, far faster than by any 
courier service. 

But the potential of electronic mail has 
largely been unrealized. Private elec
tronic mail services did only about $40 
million worth of business in 1983, and the 
few companies with their own internal 
systems, of which Citicorp is considered a 



leader, sent about an equivalent number 
of messages, estimates Kenneth G. 
Bossomworth, president of International 
Resource Development Inc., an elec
tronic mail consulting firm. Growth has 
been slow because the electronic mail 
systems have generally required both the 
sender and recipient of a communication 
not only to have computers but also to 
subscribe to the same system. 

Industry observers expect that elec
tronic mail will take off with MCI Com
munications Corp.'s entry into the busi
ness. In September, MCI launched an 
electronic mail service that allows anyone 
with a computer terminal, or even an 
electronic typewriter, to send a message 
to anyone else in the United States. If the 
recipient does not have a terminal, the 
message is printed nearby and delivered 
either by courier or the U.S. Postal Ser
vice. 

MCI is predicting rapid growth for the 
system: from 80,000 users today to 
200,000 by 1985. And industry experts 
are inclined to agree. "The MCI entry 
will transform the industry's revenue pic
ture," said Bossomworth. 

With the proliferation of computer ter
minals in the home and the office, elec
tronic mail could eventually siphon off a 
significant chunk of both mail and tele
phone business. In 1982, the congres
sional Office of Technology Assessment 
calculated that ultimately at least two-
thirds of the Postal Service's annual vol
ume of 110 billion pieces "could be han
dled electronically." By 1990, the office 
estimated, more than 23 billion messages 
could be sent through electronic mail or 
electronic funds transfer systems. The 
report predicted that conventional mail 
volume is likely to peak in the next de
cade and then decline. 

Though the economic prospects for 
electronic mail may be starting to clear 
up, the laws covering it remain cloudy in 
two basic areas: unauthorized entry into 
such systems and requests by law en
forcement officials for access to the 
records of people's communications held 
by electronic mail networks, such as 
MCI. The legal uncertainty underscores 
the major privacy concern of electronic 
mail's potential customers, who are wor
ried about competitors reading their in
ternal communications. "The fear 
(among possible users) is that somebody 
will get access to the system's central 
computer and get access to their mes
sages," said computer consultant Walter 
E. Ulrich, who chairs the new Electronic 
Mail Association's committee on privacy. 

Prosecutors have complained that 
while existing laws can be used against 
criminals who use computers to commit 
fraud, no law clearly makes it a crime to 
break into a computer system to look 
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In a matter of seconds, Citicorp vice president Richard W. Coughenour sends 
messages on his Displayphone from his office on Wall Street to bank employees 
around the world. Although the message is easy to send, it is also easy to steal. 

around or destroy information. Some le
gal barriers are in place. About 20 states 
have laws addressing unauthorized com
puter break-ins, and some experts note 
that if someone sought unauthorized en
try into a computer system by misrepre
senting himself as an authorized user he 
could be prosecuted under the federal 
wire fraud law. 

But the electronic mail industry, 
among other computer users, would like 
clearer protection. The wire fraud law 
"was not designed for the problem of 
trespassing against someone's intellectual 
or electronic property," sl id Jack 
Greenberg, general counsel of GTE 
Telenet Communications Corp. Telenet 
runs a private electronic mail system used 
by 130 companies that was broken into 
repeatedly last summer, most notably by 
a group of Milwaukee teenagers using 
home computers. 

Rep. Bill Nelson, D-Fla., and Sen. Paul 
S. Trible Jr., R-Va., have introduced 
identical bills (HR 1092, S 1733) that 
would make it a federal crime to "take 
something of value" from a computer or 
lo damage the information in it. Nelson's 
bill has also been incorporated into legis
lation pending before the Judiciary Sub
committee on Crime that addresses 
credit card fraud. Both the Nelson and 
Trible bills, though, still would not make 
it a crime to enter a computer system and 
look at the data in it. An aide to Nelson 
said the bill's sponsors did not believe 
that should be a federal crime. 

While Congress slowly considers these 
proposed legal barriers to computer 
break-ins, electronic mail companies 
have been beeting up their technical de
fenses. In October, the Defense Depart
ment split the 15-year-old ARPAnet, an 

electronic mail network run by the Ad
vanced Research Projects Agency, into 
separate systems for military and unclas
sified civilian research to further limit 
access to military secrets. Unlike other 
systems, the new MCI mail will not allow 
users to pick their own passwords—which 
arc often no more sophisticated than the 
name of the user's spouse. Instead the 
new system assigns passwords that are 
randomly generated. 

The electronic mail operators have also 
installed systems to prevent would be in
truders from programming their own 
computers to repeatedly try possible pass
words until one clicks. Usually, the sys
tems disconnect a user after three unsuc
cessful attempts at the proper password. 
After three such disconnections, the MCI 
system is programmed to notify the firm's 
security department. 

Citicorp's system has similar security 
protections. But no system is immune to 
penetration, said Coughenour, who noted 
that break-in attempts occur "all the 
time." The ultimate defense, he said, can 
only be to keep sensitive information out 
of the electronic mail system. "Users of 
the system understand it and know what 
to put on it," he said. Anyone breaking 
into Citicorp's electronic mail, he said, 
would find information of "only mini
mal" business value. 

Even less clear than the law on break
ing into an electronic mail system are the 
legal standards for access by law enforce
ment officials. For investigators, elec
tronic mail records could be an extremely 
valuable source of information. "Elec
tronic mail is tremendously attractive to 
people who are engaged in investiga
tions," said attorney Plesser. "I think law 
enforcement officials are going to be-
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come more and more interested in elec
tronic mail records." 

Certainly electronic mail networks will 
contain a wealth of data about the com
munications of their users. Telenet holds 
in its computers for anywhere from one 
day to two weeks copies of messages sent 
through the system. MCI plans to hold 
copies of the messages for six months, in 
case questions arise about billing or cus
tomers accidentally erase their messages. 

Just the fact that MCI's computer ca
pacity will enable it to hold the messages 
it transmits for six months makes "some 
customers nervous," said Marilyn M. 
Mouly, vice president for marketing of 
MCI Digital Information Services Corp., 
the subsidiary that runs MCI's electronic 
mail system. "When you mail a letter 
with the Post Office, they don't Xerox it. 
Generally people see us as carrying mes
sages, not keeping a copy." 

There are clear rules on when ordinary 
mail sent through the Postal Service can 
be opened. Most correspondence can be 
opened only after a search warrant is 
obtained. When law enforcement offi
cials want the Postal Service to tell them 
from whom a specific individual is receiv
ing mail, they request a mail cover from 
the chief postal inspector. Under regula
tion, the inspector is supposed to approve 
requests only for the investigation of a 
felony, the location of a fugitive or a 
national security investigation. In 1983, 
the Postal Service approved 6.892 mail 
covers, up 56 per cent from a decade ago. 
Postal Service officials say these same 
rules would apply to mail sent through 
the Postal Service's electronic mail sys
tem, known as E-COM. 

But the rules for access to privately 
transmitted electronic mail have not been 
established. "There is little, if any, legal 
protection for message information in the 
hands of private organizations," said 
Rand Corp. computer security expert 
Willis H. Ware in recent congressional 
testimony. In an interview. Ware said he 
was aware of no law that would prevent a 
private firm from releasing electronic 
mail records to police agencies—or any
one else—merely upon their request. 

Both Telenet and MCI said they would 
not release the information to law en
forcement officials on request alone and 
would require a search warrant or a sub
poena. But those are voluntary decisions 
subject to change, and some in the indus
try would like to see clear legal standards. 
"It certainly is a gray area of what kind of 
protection a company has from federal 
government intrusion," said computer 
consultant Ulrich. 

Similarly, there are no laws governing 
requests by police officials for the records 
of the traditional courier services, such as 
Federal Express. Federal Express attor
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Ronald L. Plesser, former general 
counsel of the Privacy Protection Study 
Commission: "Our laws have not kept 
pace with the [new computer or 
communications] technology." 

ney Elizabeth McKanna said the firm 
generally would require a subpoena be
fore releasing records, but in some cases, 
such as the investigation of a bank rob
bery, might not. "It certainly is not illegal 
for us to provide them with information," 
she said. 

ELECTRONIC BLINDSPOT? 

Also in dispute among experts in the 
field is whether any law protects an elec
tronic mail transmission or any other 
communication between two computers, 
from unauthorized interception while it is 
in transit. 

Two laws govern the interception of 
telecommunications. Title III of the 1968 
Omnibus Crime Control and Safe Streets 
Act bans the private interception of wire 

or spoken communications and estab
lishes a process for approval of wiretaps 
by law enforcement officials. To wiretap 
a suspect, a federal law enforcement offi
cial must obtain the approval of the At
torney General and then a federal judge 
after demonstrating that there is "proba
ble cause" that the suspect has commit
ted or is about to commit one of a list of 
specified crimes. Approval is granted 
only for 30 days or less, and the law 
allows the judge to require reports on the 
investigation. These standards are much 
tougher than the rules governing search 
warrants or other investigative tools. The 
second law, the 1934 Communications 
Act, makes it illegal "to intercept any 
radio communication and divulge or pub
lish" the contents. 

The problem for computer communi
cations arises from the definition of inter
cept in the crime control law. Though it 
bans unauthorized interception, the law 
defines that as "aural acquisition of the 
contents of any wire or oral communica
tion"—that is, the interception of a voice 
communication that could be understood 
by the human ear, as a wiretapper listen
ing to an ordinary phone call would do. 
But computers utilize non-aural commu
nications that transmit data through a 
series of digitized bits that cannot be 
understood by the human ear. For that 
reason, they are not covered by the law. 

No one is accusing the Justice Depart
ment or FBI of abusing this provision of 
the law. Deputy assistant attorney gen
eral for the Criminal Division John C. 
Keeney said in an interview that he has 
not seen any requests to intercept com
puter transmissions. But computer users 
and civil libertarians are concerned that 
the potential for abuse remains unless 
computer transmissions are given the 
same legal protections as telephone con
versations. 

G. Robert Blakey, a law professor at 
the University of Notre Dame, who was 
the principal author of Title III and sev
eral other major crime bills when he was 
an aide on the Senate Judiciary Commit
tee, said that the exclusion of computer 
communications was not an oversight. 
"Did we intend to exclude machine-based 
data? Yes we did," he said in an inter
view, Congress was worried about wire
taps, whose use had been severely limited 
by two Supreme Court decisions in the 
mid-1960s, not about computer privacy. 
Blakey said, "Congress wasn't prepared 
to step into computer privacy, and that's 
the reason we put that word ['aural'] in 
there," he said, " 'Aural' is a neat little 
word. It simply confines the bill to the 
consensus that was there" in Congress at 
the time. 

The Justice Department agrees that 
computers are not covered and that fed
eral officials would not have to go 
through the extended Title III process to 
intercept communications between two 
computers. In a 1978 case, U.S. v. Seid
litz, the U.S. Court of Appeals for the 4th 
Circuit also ruled that non-aural commu
nications were not protected by Title III. 

That much seems clear. What is un
clear is whether law enforcement officials 
have to go through any legal process 
before intercepting computer transmis
sions. 

One answer comes from the courts' 
rulings on pen registers, devices that 
record the numbers dialed on a phone, 
but not the contents of the conversations 
themselves. In the mid-1970s, American 
Telephone & Telegraph Co. (AT&T) as
serted that the FBI had to receive a Title 
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III authorization before the company 
would install pen registers. The FBI ar
gued that an ordinary search warrant was 
sufficient. In December 1977, a sharply 
divided Supreme Court ruled, 5-4, that 
because the pen register was intercepting 
non-aural communications (the tones that 
indicate the number dialed) and legisla
tive history made clear Congress in
tended to exclude pen registers, the FBI 
did not need a Title III warrant. In two 
subsequent cases, the Supreme Court 
and a federal appeals court have held that 
law enforcement officials did not even 
need a search warrant to install a pen 
register. Nonetheless, H. W. William 
Caming, AT&T's senior counsel on pri
vacy issues, said the firm will not cooper
ate with pen register requests without a 
warrant. 

But the signals captured by pen regis
ters may be different from other com
puter transmissions. Because the caller 
knows that records of the numbers he 
dials will routinely be held by the phone 
company for billing purposes, he does not 
have the same expectation of privacy for 
that information as he does for the con
tents of his conversation. 

In a transmission of information be
tween two computers, though, the parties 
would have a reasonable expectation of 
privacy, several experts said. Legally that 
expectation puts the communication un
der the 4th Amendment's protection 
against unreasonable search and seizure, 
these experts argue. "In a computer-to
computer transmission, there is a reason
able expectation of privacy, and any in
terception would be violative of a person's 
civil rights if done by law enforcement 
officials without a search warrant," said 
Caming. 

Moreover, a Senate expert on surveil
lance maintained that the 1978 Foreign 
Intelligence Surveillance Act, which cov
ers national security wiretaps on foreign 
agents, limits the ability of federal law 
enforcement officials to tap non-aural 
communications. One section of the for
eign intelligence law prohibits any federal 
wiretapping not specifically authorized 
by statute, he argued; and Title III, be
cause it does not mention non-aural inter
ception, does not specifically authorize it. 
The foreign intelligence law provides a 
defense against that ban if law enforce
ment officials have obtained a court order 
or search warrant. Other experts, such as 
Caming, dispute that interpretation of 
the foreign intelligence law and maintain 
that it has no bearing on domestic wire
taps. 

Justice Department official Keeney 
said that "if you are going to make any 
sort of invasion or intrusion, get a court 
order." It would be his "guess," he said, 
that law enforcement officials seeking to 

Marilyn M. Mouly of the subsidiary that runs MCI's electronic mail system says 
the fact that MCI's computer capacity will enable it to hold messages it transmits 
for six months makes "some customers nervous." 

intercept computer transmissions would 
not necessarily need a search warrant— 
which requires probable cause—but a 
court order, for which they would have to 
meet a lesser standard of proof. 

But Keeney said he could not make a 
blanket statement that all interceptions 
of computer transmissions would require 
even a court order. "I'm not ready to go 
that far, no," he said. "You're dealing 
with a question of expectation of privacy. 
In some of these areas, there is no expec
tation of privacy. If you're putting some
thing in the airwaves that almost anyone 
can pick out, there is no expectation of 
privacy." 

PRIVATE WIRETAPPING 
The same kind of uncertainties arise 

over the laws prohibiting the private in
terception of computer transmissions. 
Again, it is clear that Title III's ban on 
private wiretapping does not protect com
puter communications, since they are 
non-aural. But does any other law apply? 

Many experts are concerned that there 
are no clear federal laws prohibiting the 
private interception of computer trans
missions. Other laws could be stretched 
to cover that situation, said AT&T's 
Caming: someone intercepting computer 
transmissions might be prosecuted under 
the federal wire fraud laws, or under 
computer protection statutes in the states 
that have them, and could even face civil 
liability for the theft of trade secrets. 
"But," he said, "that is not as strong a 
deterrent as a specific federal law." 

An attorney for a private data trans
mission company said that the 1934 
Communications Act, which bars the un
authorized interception of radio commu

nications, could protect some of these 
messages. Before 1968; this law had es
tablished the rules for interception of 
both wire and radio communications, but 
Congress removed wire communications 
from its scope with the passage of the 
crime control act. 

Computer messages, though, like other 
telecommunications, often go through 
several steps to completion: along local 
phone wires, through microwave relays 
and off satellites. The attorney argued 
that the 1934 act's ban on intercepting 
radio communications would make it ille
gal to intercept computer communica
tions during the microwave or satellite, 
though not the wire, portions of their 
journey. 

At least two appellate court decisions 
cast doubt on that interpretation. In a 
1973 case, the U.S. Court of Appeals for 
the 9th Circuit ruled that when any part 
of a communication is carried by tele
phone wires, the entire communication is 
covered not by the Communications Act 
but by Title III. In a 1975 case, the U.S. 
Court of Appeals for the 5th Circuit 
rejected the argument that long-distance 
calls carried over microwave relays were 
covered by the Communications Act. 

AT&T's view, said Caming. is that 
both the microwave and satellite portions 
of a telephone communication fall under 
Title III's definition of a wire communi
cation. 

Blakey, though, argues that it is errone
ous to assume that courts would come to 
these same conclusions about the cover
age of the Communications Act if faced 
with a private interception of computer 
transmissions. In defining wire and radio 
communications, the courts have gener-
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ally been looking for ways to allow evi
dence obtained by law enforcement offi
cials to be used over the objections of 
defendants who maintain that it was ille
gally collected. It is not likely. Blakey 
maintained, that the courts would allow 

it costs more to send an encrypted mes
sage. Citicorp uses a simple encryption 
for its electronic mail and a much more 
sophisticated system for its electronic 
funds transfers, whose security is of far 
greater concern to the bank. Those trans-

Computer users and civil libertarians are concerned there is 
potential for abuse unless compute transmissions are given the 

same legal protections as telephone conversations. 

private wiretappers to use those defini
tions to slip through a blind spot in the 
law and escape punishment. Wiretappers 
would face liability under either the wire 
fraud statute or the Communications 
Act, he said. 

Nonetheless, Blakey, like many other 
experts in this area, said he would "ap
plaud any effort by Congress to take a 
look at the specific protections" available 
for computer communications. Several 
legislators already are, Kastenmeier's 
staff has been looking at the issue, and 
Sen. Walter D. Huddleston, D-Ky., a 
member of the Select Committee on 
Intelligence, has indicated he would sup
port legislation to protect non-aural com
munications. 

Whatever the state of the law, catching 
private wiretappers is not easy. No one 
has a good estimate of the amount of 
private wiretapping that is going on, said 
computer security expert Ware. 

Although it is technically easy to inter
cept microwave transmissions, most 
would be wiretappers are deterred from 
seeking to tap the phone company's net
work that way because of the high cost of 
sifting through the mass of messages 
flowing through the microwave links to 
find the ones they want. (That is not a 
problem if the wiretapper is looking for 
the messages of a single company, such as 
Citicorp, that are carried along a private 
network.) Usually private wiretappers 
seek to intercept messages by breaking 
into local phone lines near the subject, 
say security experts. 

The Carter Administration, which was 
concerned about the Soviet Union's inter
cepting microwave transmissions with 
equipment in its offices in New York, San 
Francisco and Washington, undertook a 
series of steps to increase the security of 
government communications and pushed 
private companies to protect their com
munications through encryption, or en
coding of the information. Only about 
100 companies, mainly financial institu
tions worried about embezzlers sending 
phony messages to transfer funds, 
encrypt their data communications, said 
a government official. 

Firms have resisted encryption because 
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fers cost twice as much to send as the 
electronic mail messages. 

To some extent, new telecommunica
tions technology itself will offer greater 
protection against interception. More 
messages are being sent through packet 
switching technology, which breaks up a 
communication into separate pieces and 
routes each piece along whatever space is 
free on many different communications 
paths. The result is that a single message 
may travel on several different paths, and 
the bits of information following each 
other on any single path may be unre
lated. 

AT&T is changing its current system 
under which a phone conversation follows 
on the same communications path as the 
tones that indicate which phone number 
has been dialed. That system allows wire
tappers to program their computers to 
look for a specific phone number and 
then begin recording. Under the new sys
tem, which is already in place in half of 
the interstate network, the tones will 
travel along a different path from the 
communication itself. Neither of these 
offer insurmountable problems to the 
most sophisticated wiretappers—-such as 
the Soviet Union—but they do make the 
job harder, communications experts say. 

COMPUTER MATCHING 
Another area where privacy laws are 

fuzzy is the use of computer matching, a 
technique used by government investiga
tors to rind fraud. Matching takes many 
forms, but generally it entails the com
puter comparison of two lists to find 
anomolies that would indicate fraud. 

In Massachusetts, for example, state 
welfare officials have compared recipient 
roles for welfare, medicaid, food stamps 
and other benefit programs against ac
count records in the state's banks to find 
beneficiaries with more than the legal 
limit in assets. The Health and Human 
Services Department (HHS) has 
matched welfare rolls against lists of fed
eral employees and compared the em
ployee lists with the list of those who have 
defaulted on student loans. The depart
ment's Project Spectre compares medic
aid and medicare death files to social 

security payment records to uncover pay
ments to people who have died. 

In one case, during the final months of 
the Carter Administration, a regional 
HHS office in Sacramento analyzed its 
enforcement records to compile a portrait 
of what it called a "welfare queen" and 
then ran that profile against a list of 
county welfare recipients. Those who met 
the characteristics were singled out for 
further investigation, though because of 
staff limits, the office actually investi
gated only a few of those identified. 

Over all, an HHS official estimated, 
the federal government has undertaken 
2,000-3,000 matches, many of which are 
repeated regularly. 

Supporters say that matching is a cost-
effective and efficient way to uncover 
possible fraud in federal programs with
out creating an undue invasion of privacy. 
"Of course we have to match," said for
mer privacy commission chairman 
Linowes, "You have a need for law en
forcement, for proper administration in 
government. You just can't say one thing 
is completely wrong in most cases." 

Critics say that even if each individual 
use can be justified, the cumulative uses 
of computer matching can constitute a 
serious invasion of privacy. Public opposi
tion quickly grounded plans discussed by 
the Johnson Administration to create a 
national data bank that would have cen
tralized all the data held on individuals 
by the government. Matching, said John 
H. Shattuck, national legislative director 
of the American Civil Liberties Union 
(ACLU), accomplishes the same end 
"through the back door." 

Some critics say that matching under
mines 4th Amendment protections, since 
the records of all individuals in a program 
are searched, not only those for whom 
program administrators have reason to 
suspect of a crime. Others, such as Sen. 
William S. Cohen, R-Maine, worry that 
in the rush to find waste and fraud, the 
privacy implications of the growing use of 
matching are being overlooked. 

"As you look at each case, you can 
make a reasonable case for an exemption 
from our privacy law." Cohen said in an 
interview. "I'm trying to say we need to 
stand back and take a broader view. 

There is another pressure [besides 
looking for fraud], more constitutional, 
more indigenous to our society, which is 
not being felt at this time: the need to 
protect privacy in our technological soci
ety." 

The Massachusetts case demonstrates 
both the advantages and hazards of 
matching. In one instance, the state ter
minated the medicaid benefits of an el
derly woman in a nursing home because 
she possessed assets over the limit. But it 
was later revealed that her major holding 



931


was a funeral bond, which is permitted 
under the rules. Since then, the state has 
made procedural changes in the match 
program that have alleviated many of the 
concerns of advocates for benefit recipi
ents. And the state estimates it has saved 
at least $5 million by finding 2,000 bene
fit recipients with assets over the legal 
limit. 

The law governing the use of federal 
records is the 1974 Privacy Act. The act 
generally prohibits the dissemination of 
government records outside of the agency 
that collected them. But because of a 
concession made to get the bill through, 
the law allows agencies to exchange 
records for "routine use." That is defined 
as a purpose "compatible" with the one 
for which the records were originally col
lected. 

The routine use exemption has become 
the legal basis for matching. Matching 
critics say that the intent of the privacy 
law was to prevent records from being 
passed between government agencies on a 
regular basis. "I don't think there was 
anything more clearly thought about than 
that," said James H. Davidson, a former 
Senate aide who helped draft the law. 
"That is what the Privacy Act is about. " 
When the Carter Administration pro
posed its first match of federal employees 
against welfare rolls, the Civil Service 
Commission initially resisted on the 
ground that such use of employment 
records would violate the act. 

But eventually, the commission backed 
down. And Shattuck said that whatever 
the intent of the Privacy Act's drafters, 
the language of the statute makes it virtu
ally impossible to challenge a match in 
court, "I think any match that uses in
formation that is not clearly in the public 
domain is a violation of the Privacy Act," 
he said. "Unfortunately, the act is written 
in such a way as to make that extremely 
difficult to prove in a court of law." 

Christopher C. DeMuth, administrator 
of the Office of Management and Bud
get's (OMB) office of information and 
regulatory affairs, which is charged with 
ensuring federal compliance with the Pri
vacy Act, agreed that the law does not 
offer clear guidance on what matches 
might be inappropriate. Congress, he 
said, "had to settle for a formulation that 
is sometimes attacked as too nebulous." 
But he said the fears about matching 
have proven unfounded. "The fears that 
these matches would be used as fishing 
expeditions have not come to pass," he 
said in an interview. "The matches have 
been quite narrow and related to highly 
plausible concerns about fraud and 
abuse." 

With budget cuts forcing welfare pro
gram administrators to trim benefit rolls, 
few legislators have expressed much con-

Sen. William S. Cohen says there is a 
"need to protect privacy in our 
technological society." 

cern about the privacy implications of 
matching. The House Government Oper
ations Committee' recently criticized 
OMB for not monitoring agency compli
ance with the Privacy Act. Cohen held 
hearings in December 1982 on matching 
and is planning hearings on matches con
ducted by the Internal Revenue Service, 
including the use of mailing lists pur
chased from private firms to look for tax 
evaders and the growing use of IRS data 
for nontax purposes such as aiding in the 
collection of student loans. Recently, the 
National Senior Citizens Law Center 
won a case in the U.S. District Court for 
the District of Columbia stopping a pro
posed Social Security Administration 
program that would have required recipi
ents of supplemental security income 
benefits to disclose their tax returns. 

But over all, said Cohen, there is "not a 
whole lot of interest" in the subject 
among his colleagues. "The potential for 
abuse is there," he said, "although it does 
not seem imminent to most individuals." 

That assessment does not surprise Rob
ert Ellis Smith, who has been watching 
these issues for almost a decade as pub
lisher of the Privacy Journal. "I think 
legislation often gets enacted by anec
dote," he said. "And the anecdotes are 
often more compelling on the side of 
access." 

CONTROLLING RECORDS 
For records held by the federal govern

ment, the Privacy Act establishes mini
mum standards that allow individuals to 

see and correct their own records. But for 
the vast majority of records held by pri
vate firms, there are no laws. Congress 
has passed legislation placing some limits 
on the use of records held by banks, credit 
bureaus and educational institutions. 
And last year, as part of cable television 
legislation, the Senate voted to limit the 
use of information about subscribers 
without their consent. Similar provisions 
are contained in the House version of the 
bill, which has passed the House Energy 
and Commerce Subcommittee on Tele
communications, Consumer Protection 
and Finance. In full committee, it is likely 
that efforts will be made to revise those 
standards to reflect objections from the 
cable industry and advertisers who sell 
products on cable. 

But generally, Congress has paid little 
attention to the central thrust of the pri
vacy commission's study in the mid
1970s. The commission argued that basic 
principles were needed to govern data 
collection and use of information about 
individuals held by institutions and to 
ensure that individuals could see and cor
rect information about themselves. Since 
that report, only the legislation governing 
bank records, which is considered weak 
by many privacy experts, was enacted. 
Another major proposal dealing with 
medical records failed. 

Like the issues of electronic mail and 
protection of computer transmissions, the 
use of privately held records has not yet 
attracted sustained political attention. 
"Our concepts involving information pri
vacy haven't even begun to be ad
dressed," said former privacy commis
sion chairman Linowes. "We don't have a 
public policy on information protection 
and privacy." 

Such a policy would not require limit
ing the advance of computer and commu
nications technology. Linowes and other 
experts argue, but would establish princi
ples of law. "The technology makes it 
easier both to collect and disseminate 
personal information without the person's 
knowledge," said Richard M. Neustadt, 
who worked on privacy issues as an asso
ciate director of the domestic policy staff 
in the Carter Administration and is now 
the senior vice president of Private Satel
lite Network Inc. "But that's nothing 
new. We've had personal records existing 
in file cabinets for a long, long time. All 
the computer does is put more records in 
and make it easier to get at. 

"What we're seeing is old problems 
made more complicated, more real. But 
they are solvable. I think you can have 
your cake and eat it too, if we write some 
good rules about this stuff. Unfortu
nately, there doesn't seem to by much 
interest in doing that in Washington 
now." • 
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[From the New York Times, Mar. 13, 1984] 

IRS SEEKS LINKS TO COUNTY COMPUTERS IN TEXAS TO FIND DEBTORS 

(By David Burnham) 

WASHINGTON, March 12.—An Internal Revenue Service office in Texas is seeking
to establish electronic links with the computers of 80 counties that will provide it
instant access to local records concerning property taxes, voter registration and 
automobile ownership.

The I.R.S., which already has established such a link with one major county in
Texas, said it would use the information to track down individuals who had failed to 
pay their taxes.

Spokesman for the revenue agency in Dallas and Washington said the Texas 
project had not yet been attempted in other sections of the country, and there are
no plans for expansion at this time.

The project raises the question of whether the impact of information changes
when it can be instantaneously assembled, according to critics of the plan. Although
the information that will be transmitted to the service by computer terminals has
long been publicly available, the project has generated opposition from conservative 
Texas politicians and a spokesman for the American Civil Liberties Union.

The criticism voiced by several members of the commission that governs Tarrant
County, the area around Fort Worth, was so sharp that two weeks ago the I.R.S.
withdrew its proposal to establish a direct link with that county's computers. 

OFFICIALS FEAR EFFECTS 

"This was just another extension of the drive by the Federal Government to 
gradually increase its power over local government," said B.D. Griffin, a Tarrant 
County commissioner. 

Secretary of State John Fainter raised another objection, saying, "The specter of
the I.R.S. having direct access to voter registration records may intimidate those 
persons considering registering to vote." 

But Glenn Cagle, the director of the revenue service district that covers 143 coun
ties of northern Texas, defended his plan as a way of reducing the costs of gaining
information the Government could obtain anyway and said he was surprised by the
opposition. 

"I am not going to speculate on the motives of the critics," he said. "But the fact
is this is an election year." 

An I.R.S. spokesman in Washington, Scott Waffle, said he too was surprised by
the adverse reaction. "All that is happening down there is an effort to improve the
Government's efficiency by lessening the cost of obtaining information that always 
has been available to anyone who asks for it," he said. 

Mr. Waffle added that the project was not the result of a national directive to the
I.R.S.'s 63 districts and that as far as he knew was not currently being pursued in
other regions. 

The district that is moving to develop direct computer links has its headquarters
in Dallas. In 1982, the individuals and businesses within its borders filed 4,858,821 of 
the 171 million tax returns the agency received. 

Last summer, Mr. Cagle wrote each of the counties requesting information about 
the extent to which their records were computerized and whether they would be in
terested in the project to give the I.R.S. direct access to them. 

Marlene Gaysek, an agency public affairs official in Dallas, said the district was 
negotiating with 80 of the counties and expects to complete arrangements with 20 of
them soon. 

According to the contract that has been signed with Dallas County, which has
1,644,000 residents, the revenue service will have a county terminal in its Dallas 
office that will allow its 2,000 employees to make nearly instantaneous checks about 
the property owned and the property taxes paid by every person in the county; the 
name and address of all persons with a registered vehicle; the make, year and 
weight of that vehicle, and the name and address of every registered voter. 

Although the I.R.S. requested access to all the data in the voter registration files, 
the Dallas County commissioners ruled the agency could not obtain the dates of 
birth, Social Security numbers or telephone numbers of individuals.

Miss Gaysek said the computer links would save the agency about $200,000 a year 
because lower-paid clerks, rather than field agents, would be able to gather informa
tion, and travel costs would be avoided. 
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She said the district office would not use its computer access to compile complete 
new lists of all individuals living in an area that then would be matched against 
computerized lists of taxpayers. 

"There has been a real misunderstanding," she said. "We're not taking wholesale 
lists for computer matching purposes, we are using our direct access to track indi
vidual taxpayers. We need this detailed information when we file a tax lien against 
someone on check to make sure a taxpayer's financial statement is correct." 

PRIVACY ISSUE RAISED 

James C. Harrington, an attorney in the state office of the A.C.L.U. in Austin, 
said that even though the information the I.R.S. would receive by computer was 
public, the use of county data conflicted with one of Congress' chief goals in protec
ing Federal records; a guarantee in the Privacy Act that the information an individ
ual provides the Government for one purpose will not be used for another without 
the individual's permission. 

"We generally oppose this kind of cross computerization because despite what any 
agency says, history tells us that the information the I.R.S. is collecting will be com
piled into a giant centralized data base," he said. "History also teaches that we have 
to develop appropriate legal restraints on all Government agencies." 

Tony Bonilla, the chairman of the National Hispanic Leadership Conference, said: 
"The bottom line is that this project is not necessary. The I.R.S. already has enough 
information about every taxpayer." 

(From the New York Times, Apr. 8, 1984] 

U.S. AGENCIES TO GET DIRECT LINK TO CREDIT RECORDS 

(By David Burnham) 

WASHINGTON, April 7.—Federal agencies will be able to obtain direct 24-hour-a
day computer access to Americans' credit records under contracts now being negoti
ated by the General Services Administration. 

The Government has almost completed arrangements for establishing direct elec
tronic links, between about 100 Federal agencies and seven major credit reporting 
companies that keep records on more than 100 million individuals and companies. 

The Government already has the legal right to obtain credit information before it 
grants loans. Once the links are in place, agency personnel could examine, almost 
instantaneously, the current status of bank loans, liens, divorce records, and depart
ment store, oil company and credit card accounts. 

DETAILS OF FEDERAL LOANS 

In addition, Federal agencies will give the private credit reporting companies de
tails about loans made to individuals or companies by such agencies as the Depart
ment of Education or the Small Business Administration. 

Authorization for the new links was contained in legislation approved by Congress 
in 1982, and the sharing of information between the public and private sectors will 
be carried out under many of the guidelines established in the Fair Credit Report
ing Act of 1968. 

Robert Ellis Smith, the publisher of The Privacy Times, said Thursday at a House 
hearing that arrangements for the links were almost complete. 

MOST SHOCKING ASPECT 

Mr. Smith, testifying before the House Judiciary Subcommittee on civil liberties, 
said "the most shocking aspect" of the exchange was that the credit reporting busi
ness "has a poor reputation for maintaining the accuracy of its information." 

He said one of the major credit reporting companies, TRWs Inc., estimated that a 
third of the million people who each year demand to see their records "challenge 
the information they see in their files.' 

An official in the Office of Management and Budget, John F. Donahue, confirmed 
that the contracts establishing the new communication networks were nearly com
plete. He said the system was an important new weapon in the Government's arse
nal against waste and fraud in Federal programs. 

Mr. Donahue said that under new guidelines published by his agency last 
summer, all agencies that grant loans to individuals or companies, or that sign con
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tracts with corporations, are required to make credit checks in which a wide range 
of personal information will be made available to the Government. 

Law-enforcement agencies have more limited access to the detailed credit records. 
According to Marvin Kaplan, a spokesman for the Association of Credit Bureaus, 
such agencies as the Federal Bureau of Investigation can obtain only names, ad
dresses, former addresses and places of employment, unless they get a court order. 

Five of the credit reporting companies collect computerized information about the 
credit of individual Americans and two collect similar data on companies. The infor
mation, generally maintained in large computers and updated monthly, is sold to 
merchants, banks and other lenders. 

REVENUE SERVICES TEST PROTESTED 

While the credit information has been used by Government agencies in the past, 
the combination of the new budget office regulations and the development of the 
computerize links are expected to make such checks far more extensive. 

Also at the Thursday hearing, Alexander C. Hoffman of the Direct Marketing As
sociation testified against a test by the Internal Revenue Service to determine 
whether national mailing lists can be used to identify individuals who have not paid 
their taxes. 

[From the Christian Science Monitor, Apr. 17, 1984] 

WHO'S SNOOPING AND HOW? U.S. AND U.S.S.R. "PEER INTO MIST" 

(By Peter Grier) 

WASHINGTON.—Pretending to be a Soviet eavesdropper, I peer into the purple 
mists of nothern Virginia, searching for the Pentagon. 

I am standing on the roof of an apartment on upper Wisconsin Avenue, one of the 
highest spots in Washington. Next door, the spindly legged frame of the new Soviet 
embassy is just emerging from morning shadows. 

From this vantage point, two things about the half-finished embassy quickly 
become apparent: 1. The Soviets will have a great view. 2. Their antennas will pick 
up more than HBO and "This Week with David Brinkley." 

To the south, next to the gray ribbon of I-395, the Pentagon is clearly visible. To 
the east is American Telephone & Telegraph's (AT&T) Arlington switching station, 
which sends an electronic beam of phone calls shooting right over the Soviet site. A 
few blocks north are the towers of the Naval Security Station and Western Union's 
Tenleytown microwave relay.

The prospect of foreign aerials in the midst of this electronic interchange illus
trates a dilemma of modern telecommunications. Whiz-bang technology makes the 
United States system the best in the world, say telecommunications experts—but 
that same technology makes it relatively easy to intercept messages. 

The U.S.S.R. from trawlers, trucks, and rooftops, has been listening in on our 
phone calls for years, say U.S. officials with access to intelligence information. 

The National Security Agency, the U.S. government's secretive electronic intelli
gence arm, scans an unknown amount of US messages headed overseas, according to 
court records and civil liberties advocates. 

Furthermore, it may be perfectly legal for anyone to eavesdrop on computer com
munications. Experts worry that wiretap law may cover only human speech, leaving 
the "beedle-de-beep" of computer talk unprotected. 

In general, it is the demise of the wire which has made these activities possible. 
Once, phone calls traveled only paths of copper; today many are shot across country 
by microwave. Microwave beams can be a third of a mile across, and to catch them, 
all an eavesdropper must do is hoist small dish antennas in their path. If the beam 
is an AT&T trunk line, sophisticated computer analysis is then required to unravel 
it. 

Overseas messages bounced off satellites are even easier to grab. With a good 
dish, satellite traffic can be stolen from anywhere in the U.S. from ships offshore, 
"even from Cuba," wryly notes a former White House communications official. 

Wireless phones are vulnerable, too. If you have a cheap model, neighbors may be 
able to hear parts of your conversation on AM radio. Last December, police in 
Woonsocket, R.I., used this eavedrop technique to share a 19-member drug ring. 

All this doesn't mean there are lots of little guys out there listening to your calls. 
For the most part, only nations indulge in extensive electronic eavesdropping. 
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The Soviet Union is the most notorious example. Their buildings—from the old 
Embassy on 16th Street here, to the United Nations Mission on 67th Street in New
York, to the West Coast consulate on top of a San Francisco hill—are topped with
forests of antennas. From these rooftops and elsewhere, the U.S.S.R. has been listen
ing in on U.S. phone calls for at least a decade, say government and academic 
sources. 

They are probably after more than military secrets. "Department of Defense [com
munications] will be encrypted," says an official who worked on the issue for the 
Carter administration. "The problem is that sensitive private-sector information is 
vulnerable." 

Conversations pulled from the sky have likely helped the Soviets in grain-contract
negotiations, for instance, says this source. Their Glen Cove, N.Y., weekend lodge is
well-positioned to listen in on Long Island's defense industries. The San Francisco 
consulate is thought to hide equipment trained in Silicon Valley. 

Defensive measures have been taken since the eavesdropping was first discovered.
U.S. government communications have been rerouted underground; important de
fense contractors have been outfitted with government scramblers. AT&T now 
beams most microwaves in a way that is much more difficult to unravel, says Willis
Ware, a Rand Corporation communications expert. 

But the U.S.S.R., at the same time, has been updating its interception gadgets. 
Overall, "the situation is more or less the same," claims a congressional aide with 
access to intelligence information. 

Other nations probably have electronic eavesdropping equipment in the U.S. 
though not on the same scale as the Russians. The U.S. itself, however, has high-
tech ears that put the Soviets to shame. 

The National Security Agency (NSA), the US electronic intelligence arm, has six
times the number of employees of the Central Intelligence Agency (CIA), according
to congressional estimates, and has giant antennas from suburban Washington to 
Pine Gap, Australia. 

Most of these ears are trained on other nations, straining to pick up chatter be
tween Soviet pilots or data from Chinese missiles. But some are turned inward to 
monitor U.S. phone calls and telegrams headed for other nations. 

NSA dishes in Sugar Grove, W.Va., can eavesdrop on a nearby COMSAT post that
handles half of all U.S. international satellite communications, says James Bamford
in his book "Puzzle Palace." NSA installations in Maine, Washington State, and 
California have similar purposes, he claims. 

The NSA sweeps up vast numbers of messages headed overseas from the U.S., ac
cording to records from a 1982 court case on use of the agency's intelligence. High-
speed computers then rifle through this raw data at leisure. When they stumble 
across a keyword ("Khomeini," perhaps) that means the message might be useful, it
is printed out for further study. Other communications are discarded. 

A U.S. appeals court judge, in the context of the '82 suit, did not find this activity
illegal. But some congressional aides and civil libertarians feel the NSA impinges on
citizens' constitutional rights, as the agency's methods inadvertently filter millions 
of innocent messages. 

"The intrusion is no less serious because it's so quick, or because no trace is left,
or because no human is involved," says David Watters, an electrical engineer and 
former consultant to the CIA. 

The NSA's power has been abused in the past: Between 1945 and 1975, under 
"Operation Shamrock," the agency was given copies of almost all telegrams sent 
overseas. During the Vietnam war era, the NSA listened to conversations of Jane
Fonda, Dr. Benjamin Spock, and others on a "watch list" of 1,650 protesters.

Today, "the NSA does not target the communications of U.S. citizens," a former 
NSA director, Vice-Adm. Bobby Inman, said in an interview.

"The provisions are also in place to suppress any potential for saving a 'watchlist'
of knowledge that's incidentally acquired," he added: "There is not, in fact, a danger
of Big Brother turning to listen to the communications of its citizens."

There may be a danger in the U.S. however, of unwanted ears listening in on the
communications of computers. The 1968 Crime Control Act, which governs non-na
tional-security wiretaps, prohibits "aural acquisition" of telecommunications. In 
other words, it's illegal to intercept a communication you can hear and understand.

But as anybody who's ever listened to computer "speech" knows, you can hear 
it—but you can't understand it.

Ron Plesser, counsel to the 1977 Privacy Protection Commission, says that means 
that it may be perfectly legal to eavesdrop on computers. "It's a real issue," he says,
"although I don't think it's that hard to fix." 
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This glitch is a good example of how quick-footed innovation often outflanks ef
forts to control and protect it. 

"These technological advances happen so quickly that the normal process our gov
ernment and society uses for adjusting to change doesn't have time to take effect," 
says Arthur Bushkin, a former Commerce Department information policy official. 

[From the Christian Science Monitor, Apr. 18, 1984] 

WIRETAPS: IS THERE ENOUGH SUPERVISION? 

(By Peter Grier) 

HAUPPAUGE, NY.—"Keep out" is penciled on the battered door. We knock before
entering, to make sure no one's inside. 

The room looks like a junior high school teachers' lounge. It is windowless, with
aged chairs, a Cyclops eye of a clock, and a carpet that was once orange. Along one
wall stretches a counter that would be perfect for eating lunch—if you moved all
the tape recorders. 

"I wouldn't let you in if they were listening," says Ray Perini, chief of the Suffolk
County narcotics bureau. 

This, in fact, is a wiretapping lounge. From here, Suffolk County detectives with
headphones and Superscope recorders listen in on suspects' phone calls. It's amaz
ing, they claim, how loose-lipped criminals can be. 

"They say stuff like, 'You talk, my phone is tapped,' " says Mr. Perini. 
After declining steadily through the late '80s, the use of wiretaps in law enforce

ment is again on the rise. In 1982 (the last full year for which data is available)
court-approved taps were up 22 percent, to 578. Preliminary figures show the num
bers continued to climb during last year. 

Yet wiretaps and bugs are powerful, potentially dangerous tools. The average tap
hears 58 people, both guilty and innocent. "Videotapping" with tiny cameras can 
leave no place to hide. 

Are investigators with headphones trampling on constitutional rights? 
"Wiretap law is a disaster," claims John Shattuck, national legal director of the

American Civil Liberties Union (ACLU). 
Over 50 years ago, United States Supreme Court Justice Oliver Wendell Holmes

called police wiretapping a "dirty business." Even today, 23 states forbid their police
departments from using taps and bugs. 

But to officials who use it often, electronic eavesdropping is an invaluable weapon
in the war against crime. 

Take the Federal Bureau of Investigation. Most of the jump in eavesdropping has
been caused by the FBI, in its pursuit of drug rings. Fighting the new wave of such
criminal enterprises, says FBI chief William Webster, requires greater use of "sensi
tive" techniques. 

"I feel very comfortable using wiretaps, if guidelines are carefuly supervised," Mr.
Webster said in a recent interview. "They have been enormously effective. There's 
still a kind of carelessness where telephones are concerned." 

In Suffolk County, on the eastern half of Long Island, there are apparently a lot 
of careless criminals. 

Suffolk prosecutors installed more wiretaps in 1982—30 of them—than any other
US county. According to federal records, about one-third of the 595 conversations 
these taps intercepted were "incriminating."

"You know that scene in the movie 'Annie Hall,' where Woody Allen sneezes and
blows $2,000 worth of cocaine all over the floor?" says Dave Freundlich, Suffolk as
sistant district attorney. "I heard that really happened once."

Often, says Mr. Freundlich, suspects know they are being tapped, and try to dis
guise the nature of their conversations. But their codes are sometimes less than 
cryptic.

"One guy will say 'Bring me a tire. A whole tire,' " says Freundlich, "and then
the other will ask, 'Do you want the big tire, or the little one?' "

Long Island's ragged shoreline is a haven for drug smugglers, and narcotics sus
pects account for most of Suffolk's wiretaps.

Without electronic help, claim county prosecutors, their arests would reach no 
higher than street dealers. With taps, they say, they are getting the top dealers in
the county—such as Ronald DeConza, convicted in '82 of distributing cocaine. 
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Assistant district attorney Freundlich insists that Suffolk detectives strictly follow
federal wiretap laws. But he admits that the taps are "a big drain on our re
sources." 

Indeed, wiretaps are as expensive as a Mercedes sedan. The average cost of a tap
(including both equipment and manpower) was $34,000 in '82, according to the ad
ministrative office of the United States Courts. 

And that, say critics, is a lot to spend for something they consider both a danger
ous intrusion on privacy and unnecessary.

"They should yank them all," grumbles Herman Schwartz, a law professor at the
American University:—

Wiretaps are powerful vacuums that suck in the words of both criminals and in
nocent phone users. Between 1977 and 1982, federal taps overheard some 260,000
people—the vast majority of them innocent of any wrongdoing. Officials must turn
off their equipment if a chat is not suspicious. But even a few seconds of eavesdrop
ping, say civil liberties advocates, constitutes an invasion of privacy. 

"They are inherently intrusive. It's analagous to searching all the apartments in
a building, on the grounds that one may have something in it," says the ACLU's 
Mr. Shattuck. 

Wiretaps are also sometimes unconstitutional "fishing expeditions," say civil lib
erties advocates. Official reason, "Let's put a wire on this nasty guy and get him for
something," critics say.

On a less theoretical level, eavesdropping critics argue that the technique is 
simply ineffective—that prosecutors, after they cast their electronics net, haul in 
only a few small criminals. 

Over the last five years, wiretaps have led to the conviction of an average 900
criminals annually. The majority of these are small-time gamblers and street deal
ers, says Herman Schwartz of American University. 

"If I was a Mafia figure, I would make darn sure never to say anything incrimi
nating over the phone," Shattuck adds.

And judges probably don't watch over wiretaps as closely as they should.
The courts are charged with making sure officers follow that wiretap standards 

set in the Omnibus Crime Act of 1968. 
But "the truth is, on the state level, oversight is difficult to achieve," admits a 

law-enforcement official who asked not to be named. "How would you like to leaf 
through hundreds of conversations?"

The technique of wiretapping itself has changed little in the years since the Om
nibus Act was passed. "Wiremen" still find the phone box near a suspect's home or
apartment, take a short wire with clips on each end, and connect the tapped line
with one running back to the prosecutor's office.

Detective then spend eight-hour shifts in bored seclusion, waiting for the tapped 
phone to ring. 

But technology, since 1968, has not been standing still. Officials now use some 
gadgets the law did not foresee, such as electronic "pen registers," which record 
numbers dialed, not conversations, allowing police to discover a suspect's contacts.

"Videotapping," in which small cameras watch suspects, is a still-small, but par
ticularly Orwellian new development not covered by the Jaw, says one congressional
aide. 

If your phone is tapped, you can keep your mouth shut. But if there's a camera in
your ceiling, there's nothing you can do, short of hiding under the table. A federal
district judge, in 1980, called videotapping "extraordinarily intrusive," although he 
did not throw out camera-obtained evidence. 

The use of bugs and phone taps raises difficult questions about both the need for
security and rights to privacy.

It is a subject fraught with tensions.
"Electronic surveillance is the only way to get the big guys," sums up Michael

Goldsmith, counsel to the New York organized-crime task force, "but its use needs
periodic review." 

[From the-Christian Science Monitor. Apr. 19, 1984] 

AUTOMATIC TELLERS, ELECTRONIC MAIL RAISE PRIVACY CONCERNS 

(By Peter Crier) 

ANNAPOLIS, MD—I am 50 miles and one state away from home, and in desperate 
need of money for lunch. 
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After all, this antique Chesapeake Bay town is famous for seafood, as well as sail
ing. Packs of Naval Academy cadets pass in front of me, enjoying crab cakes, oys
ters, and steamed clams. Their white hats look like dinner plates worn at a rakish
angle. 

So I slip my bank card into an automatic teller on West Street (laid out in 1696).
Instantly, my request for $20 is beamed to Baltimore, where a bank computer real
izes I'm an outsider. It throws my query to Dayton, Ohio. A computer "switch" in 
Dayton checks with my Washington-area bank, then tells Baltimore it's all right to
give me money. 

In 10 seconds, thanks to an electronic banking network, I have cash for a crab
sandwich—and a computer in Dayton knows I have skipped out of the office on a
sunny, early spring afternoon. 

Today, magic webs of computers are rapidly easing many of life's little tasks: get
ting cash, shopping, sending messages. But at the same time, these webs are hauling
in vast amounts of personal data on Americans. 

We must keep a careful eye on the rise of automatic banking, electronic mail, and
other systems, say experts, if our privacy is to remain protected. 

"As a byproduct of the evolution of technology, we are developing a network of
surveillance capability," says Arthur Bushkin, who was in charge of President 
Carter's privacy initiativies, "although it's not out of any malicious intent." 

The institutions that run computerized transaction networks all pledge to fiercely
guard their customer's data. Yet gray areas in the law, say congressional aides and
communications lawyers, may make these actions legal. 

Your boss, spouse, or a credit agency could track your movements with the use of
electronic banking records. No federal law bars banks from divulging this informa
tion to third parties. 

If you use electronic mail, law-enforcement officers might be able to read your
messages without a warrant. Search warrants are needed to open letters carried by
the United States Postal Service. 

Subscribers to two-way cable television may find that opinions they register are 
sold to, say, political parties, with their names attached. Currently, the only laws 
protecting two-way cable data are state statutes in Illinois, Wisconsin, California, 
and Connecticut. 

Back at the dawn of the information age, when computers took up the floor space
of a hockey rink, civil libertarians feared the coming of the Big Box—a giant com
puter compiling data on everyone in the U.S. 

Instead, during the last 20 years little computers have learned to chatter back 
and forth, over communications links of unbelievable sophistication.

This gift of speech has made possible computer networks that today handle such
tasks as reserving plane seats and approving checks. Decentralized, fast, hungry for
data, these webs are far more than mere automated clerks, say those who follow 
privacy issues. 

"More information is being maintained on individuals. It's being more centralized.
It is more accessible and available," says Ron Plesser, a Washington, D.C., lawyer
who was counsel to the 1977 federal privacy commission.

Today, the computers that know the most about us are probably those that handle
financial tasks: electronic tellers, credit-card checking machines, and check author
izers. Besides knowledge of how much money we have in the bank, these systems
know where we are depositing our paycheck, or paying $150 for clothes—at the very 
moment we're conducting the transaction. 

And money computers will be even more knowledgeable in the years ahead, as
networks grow and combine to provide more services. Soon, for instance, American
Express cardholders will be able to charge calls on specially equipped AT&T phones; 
eventually "debit" cards are expected to link banks and retailers by automatically
siphoning cash from our accounts as we make purchases. 

"The computer can develop a data base on your preferences: He likes to shop at
this store, etc.," says Art Bushkin, now a telecommunications consultant. "It has 
time data. You can program it to behave preemptively: 'The next time Bushkin ap
pears within the computer's scope, print out a message for the FBI [Federal Bureau 
of Investigation].'"

Bank officials react indignantly when asked whether they might show this data to
outsiders. Most financial institutions have explicit policies on protecting the privacy
of their depositors.

But it is only the institutions' good will that guards these secrets, say privacy ex
perts. The laws protecting financial records are very limited, they claim. If the fed
eral government asks to see your bank files, the 1978 Right to Financial Privacy Act 
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requires that you be notified. If a private party asks for them, it's perfectly legal for 
the bank to hand over the data without saying a word. 

And if you think such things never happen, remember that Bob Woodward and 
Carl Bernstein, in pursuit of the Watergate story for the Washington Post, found 
California lawyer Donald Segretti's credit card records to be a rich source of infor
mation. 

A Congressional Office of Technology Assessment study concludes that the need 
"for more comprehensive electronic funds transfer privacy protection . . . are still 
largely unmet." 

If anything, there may be even less legal protection for message transmission sys
tems such as electronic mail. 

The electronic-mail business, long more promise than performance, is now shift
ing into second gear. Private firms did about $40 million worth of business last year, 
and in September MCI Communications launched its ambitious MCI Mail service. 

Yet these ethereal messages, which flit from computer screen to computer screen, 
are more vulnerable than old-fashioned letters in several respects. 

For one thing, some clever users of home computers have managed to break into 
the networks. Last summer, a gang of Milwaukee teens repeatedly romped through 
GTE Corporation's Telenet system. 
. No law explicitly makes this illegal. "It's a very large gray area," says Walter 
Ulrich, a computer consultant and head of the Electronic Mail Association's privacy 
committee. 

For another thing, both law officers and private third parties might be able to 
read your messages without your knowledge. MCI, GTE, and other electronic-mail 
companies all say they will staunchly defend their subscribers' privacy. No law, 
however, prevents them from voluntarily surrendering your mail. 

"Chilling, isn't it?" says Mr. Ulrich. 
But it is still another type of computerized network that may have the greatest 

potential for invading our privacy: two-way cable TV.
Such systems promise to bring a world of services into our family rooms, via color 

TV. Futurists have long predicted that we will eventually be able to bank, shop, and 
express our opinion over interactive cable channels.

If so, we will be entrusting cable companies with huge chunks of data about our
selves: buying and viewing habits, perhaps even political and social opinions.

"This sensitive personal information is a valuable commodity which cable compa
nies can sell to . .  . interested buyer in order to finance their corporate growth," 
charges John Shattuck, national legal director of the American Civil Liberties 
Union. 

No federal statute covers the issue. Four states, however, have passed laws pro
hibiting cable firms from disseminating individualized data. Two more—New York
and Maryland—are considering similar laws.

The industry is sensitive to the problem. Warner-Amex Cable, which operates the 
QUBE interactive system in seven cities, subscribes to privacy code that was the 
model for several of the state statutes. 

Of course, all these systems—two-way cable, electronic mail, and electronic bank
ing—promise great benefits. Privacy experts say they simply want to see laws pro
hibiting misuse of the networks. 

And "we should leave things flexible enough for the people who will want to con
tinue the old ways," such as paying cash for gas, adds Robert Smith, editor of Priva
cy Journal.

Washington seems only mildly interested in the impact of computer systems on 
privacy. The House judiciary subcommittee on civil liberties, headed by Rep. Robert 
Kastenmeier (D) of Wisconsin is holding a series of hearings on the issue. The Com
merce Department's National Telecommunications and Information Administration
ho longer works extensively on privacy. 

"Do we as a society accept this evolution [of technology] and its implications pas
sively?" asks communications consultant Bushkin. "Or do we discuss it and decide 
whether we like the way it is?" 

[From the Christian Science Monitor, Apr. 20,1984] 

COMPUTERS NOW PRODUCE CIPHER AS TOUGH AS 6-INCH ARMOR 

(By Peter Grier)


RESTON, VA—"DZX&N8S," says the secret message. "W@0yKlc:$" Sdfth"."
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Lapsing into a daydream, I wonder what it could possibly mean: Does McTavish
know about the letters of credit, and the carpet dealer in Rabat? If so, then Diane is 
in danger. Why did the Land Rover have to break down? Cairo will be furious. . . 

Larry Conner of Analytics Communications, breaking my reverie, points to the
computer screen in front of us. 

"This word here is my last name, actually," he says.
We are in a sunny conference room, not a cheap North African hotel. I am being

shown Sherlock, a black box that scrambles computer data into dense cipher. It is to
paper-and-pencil code what a nuclear submarine is to a dinghy. 

"The only known attack is to guess the key," says Thomas Mitchell, and Analyt
ics marketing manager. "There are 72 quadrillion possible keys." 

Cryptography—the scence of secret communication—is entering a new age.
Gone are the romantic cipher machines of World War II, with their mysterious

mechanisms; in their place are powerful microchips. And soon spies and diplomats
may not be ciphering's main practitioners. As computer data becomes more valua
ble, cryptography is moving into the private sector. 

"With electronic technology, you can have a much higher degree of security than
with ordinary paper files in cabinets," claimed the late Ithiel de Sola Pool, a com
munications expert at the Massachusetts Institute of Technology. 

Take the Sherlock Information Security System. For $1,995, it drapes secrecy over
information transmitted from one computer to another. Messages are unraveled 
with the aid of a "key," a 56-digit number, all 0s and 1s, which reverses Sherlock's 
scrambling equations. 

Other ciphering equipment on the open market range from the Encryptor, an 
accessor for home computers that costs a few hundred dollars, to the IBM 3848. For
$58,670, the 3848 will encrypt just about anything. 

"Say you've got one of our largest computers," says IBM spokesman Steve Car
penter, "and you wanted everything in it to be in ciphered. The 3848 could do it." 

Of course, machines that make communications secret, as if by magic, have long
fascinated ingenious inventors. 

In the mid-1400s, the Italian architect Leon Alberti perfected a cipher disk that
was state-of-the-art technology for 400 years. Thomas Jefferson invented a "cypher
wheel" which looked like a rolling pin and served the United States government for
a century and a half. 

By World War II, governments were encrypting with machines that resembled a
cross between a typewriter and a music box. The machines, with such exotic names
as "Purple" and "Enigma," used rotating electrified disks to scramble messages. 

But with the rise of the digital computer, ENIGMA and its brothers were sudden
ly obsolete. Changing plain words into ciphertext is, at heart, a mathematical proc
ess; and computers do math so fast they produce cipher as tough as six-inch armor. 

Computer technology, in fact has reached the point where encryption equations
now fit on a single microchip. The Data Encrytion Standard (DES), a ciphering algo
rithm developed by the United States government is available on chips made by
Intel, Motorola, Texas Instruments, and many other makers. 

These chips are the core of most private-sector encryption equipment. They do not
produce impenetrable cipher, but just how much work it would take to uncover' 
there secrets is a matter of some dispute.

A special state-of-the-art computer could crack open a DES-protected message in;
three days, according to a 1977 Stanford University study. The system's defenders 
claim such a computer is in fact wildly impractical, and that a more normal com
puter would need about 3,000 years to unravel a DES transmission. 

In any case, DES provides enough protection for anyone short of a government,
says Miles Smid. a mathematician with the US National Bureau of Standards.

"They make use of both substitution and transposition [scrambling] encryption,"
Mr Smid says. 

"By using both types, you get a very strong cipher."
So far, commerical encryption is not exactly a hot trend. Analysts estimate that

US sales of cipher devices hover between $200-$300 million a year.
But as computer networks proliferate and more companies become aware of the

value of their electronically-stored data, demand is likely to see a healthy upswing,
say communications experts.

"Everyone agrees that the market for cryptography will grow in the next 10 
years. What is not clear is how much and how fast," a study by the Harvard Center 
for Information Policy concludes.

Banks will perhaps be the best customers for the "cryptosystems." Their comput
ers, after all, are electronic vaults that literally store money. 



941


Already, most financial institutions have encryption in their automatic teller ma
chines, to protect customers' access numbers. Electronic funds-transfer (EFT) sys
tems, which shuttle some $500 billion between banks every day, aren't so well cov
ered, since they're much more expensive to encrypt. 

Howard Crumb, an assistant vice-president at the New York Federal Reserve, 
says only "parts" of banks' daily EFT transactions are in cipher. 

"But I hear more and more talk about it, he says. "I see it coming on strong in 
late 1984. The catalyst was publicity about the 'hackers' who were breaking into 
computer systems last summer." 

In the future, cryptology could also play a crucial role in protecting "information
products' such as teletext and Home Box Office. The products would be broadcast in
scrambled form; consumers would then purchase a key allowing them access to the 
date. 

Many pay-TV channels already use such a system, points out Victor Walling of
SRI International, a think tank in Menlo Park, Calif. 

"The problem with a lot of these information products is that if you don't have a
key to lock it up, you can't maintain rights to it," Mr. Walling says. 

On the whole, however, Walling says there may not be a big private demand for
cryptology, at least in the short-run. 

"Somebody will have to do a D. B. Cooper with data, before people will really pay
attention," he says, referring to the legendary hijacker who parachuted from a 
Boeing 727 with $200,000. 

Meanwhile, science marches on. University researchers are hard at work on a 
new type of cipher that may make it even easier for businesses to transmit secret 
messages: "public key cryptology," or PKC. 

Development at Standford and MIT, PKC uses two instead of one. The first
can transform plain words into cipher, but can't dec resulting message. The 
second, secret key is needed to unlock and read the mission. Thus a subcon
tractor of a large oil company, by looking up the company's public key, could send it
secret messages—but couldn't read the ciphered transmissions of a fellow subcon
tractor. 

In addition, PKC allows users to add a unique digital "signature" to their trans
missions. Eventually, business executives may legally be able to sign contracts by
computer, say cryptologists, and exchange certified electronic mail. 

Ronald Rivest of MIT, a PKC pioneer, says a computer chip featuring the new 
cipher will be ready by this fall. It will work more slowly than current encrypting 
chips, he admits. It thus may be most useful for such smaller applications as pro
tecting information on certain credit cards. 

Early versions of PKC have proved vulnerable to cryptologic attack. In 1982, a 
young Israeli mathematician, Adi Shamir, cracked a Stanford PKC system with rel
ative ease. 

But the PKC co-authored by Dr. Rivest, which uses more complicated calculations,
has so far remained inviolate. 

[From the Christian Science Monitor, Apr. 23, 1984] 

SEARCHING FOR PRIVACY IN A HIGH-TECH WORLD: ATTITUDES, NOT TECHNOLOGY, ARE

KEY


(By Peter Grier) 

CAMBRIDGE, MA.—Congress in 1876 was in an uproar. 
The results of that year's presidential election were the subject of bitter dispute.

Republican Rutherford B. Hayes and Democrat Samuel Tilden had finished in a vir
tual dead heat, with cries of fraud on both sides. 

So legislators, to help settle the matter, decided to snoop on United States citizens
via the latest in high technology—the telegraph. They simply ordered Western 
Union to turn over 30,000 telegrams from important political figures. 

The press was aghast at this invasion of privacy. Western Union's president re
fused to comply. Congress arrested him and read the telegrams anyway.

No conclusive proof of fraud was found. But the incident shows that "high tech"
surveillance is not just a phenomenon of the 20th century. Throughout US history,
experts say, the protection of privacy has depended on a mix of factors: technology,
politics, and corporate attitudes. 
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" 'Eternal vigilance is the price of liberty.' Some cliches gain currency and stay 
around, because they reflect basic truths,' says Anthony Oettinger, head of Har
vard's Center for Information Policy.

Speaking with the steady rhythm of a UPI ticker, Dr. Oettinger leans forward to
make his point. Outside, students scuttle across the Harvard Law School lawn.

The leader of a group whose sole purpose is studying the information revolution, 
Oettinger has "the whole wired world in his hand," according to Harvard magazine.
He analyzes some 80 businesses—from cable television to newsstands—for their 
impact on the flow of data in the US.

Microchip logic, tiny video eyes, and other new-tech gadgets could complicate ef
forts to shield privacy, he says. But he warns against focusing on the technology 
itself without scrutinizing society. 

"There's no doubt some things are done more efficently with computers than with
goose-quill pens. But I grew up in Europe in the '30s and '40s and saw many friends
and relatives carted off by Germans using three-by-five cards," he says. "It doesn't
require a computer."

Oettinger is obviously irritated by suggestions that surveillance technology, once
born, creates a momentum of its own and will be used for nefarious purposes.

"That's like saying, 'Technology made me do it,'" he says, hands waving. "It's an
absurd abdication of responsibility. There is no substitute for a free people, an elec
torate, whatever, remaining responsible and in charge. I mean, you've got to watch
the [offenders], whoever they are." 

This does not mean that evil forces lurk just out of sight, re wrap the US in
webs of surveillance the moment we let down our guard. Compared with both the
fictional Oceania of George Orwell's "1984" and to many of today's totalitarian 
states, privacy in the US is well protected. 

It does mean, Oettinger and other experts say, that we must watch for a step-by
step erosion of privacy by government agencies, corporations, and other institutions.

The benefits of new high-tech activities—from the use of computers to detect wel
fare fraud, to banking with electronic tellers, to on-line criminal information sys
tems—should be weighed against possible intrusive effects.

It's a balancing act," says Oettinger. "The balance is between privacy, an impor
tant value, and a lot of other things that we might want."

The US, since its founding, has officially prized privacy. The Fourth Amendments
to the Constitution, for instance, guarantees the "right of the people to be secure in
their persons, houses, papers, and effects against unreasonable searches and sei
zures. . . . " 

But at the same time, US society professes administration for those who have 
nothing to hide, for men and women whose lives are an open book.

"There is a stress on privacy in the US, and at the same time there is a stress on 
openness. That helps create a tension, I think, between concealment and revela
tion," says Sissela Bok, author of the book "Secrets."

Mrs. Bok, a Swedish-born philosopher, is the wife of Harvard president. Derek 
Bok. Her father, economist Gunnar Myrdal, and her mother, peace activist Alva 
Myrdal, have both won Nobel Prizes.

Her elegant home is near Brattle Street in Cambridge. Outside the library,
evening and a late-season snow are falling as she discusses privacy, technology, and 
secrets. 

"With computers, we are in a whole new universe with respect to [protection of
privacy]," she says. "In this universe we probably will have to recognize that there 
are a number of things that can't be exactly private."

The complexity of modern life, in other words, means that data we might prefer
to keep private, such as bank balances and health records, won't be under our con
trol. 

And control, she says, is what privacy is all about—control over access to informa
tion we define as our personal domain. We thus good our sense of identity.

"We recoil from those who would tap our telephone, read our letters, bug our 
rooms," Mrs. Bok writes. "No matter how little we have to hide, no matter how be
nevolent their intentions, we take such intrusions to be demeaning."

When our privacy is invaded, someone or something shows power over us. "If we 
had no privacy at all, not even the capacity to protect it with secrets, we would be 
utterly vulnerable," she says.

But privacy for people is not the issue that most concerns Mrs. Bok. Instead, she 
expresses concern about government secrecy.

The Reagan administration, she feels, has tried hard to slam shut doors to much 
information. It has become more difficult to pry loose documents through the Free
dom of Information Act, she says; Presidential Directive 84, withdrawn after being 
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blocked by Congress, would have required many officials to sign lifetime secrecy 
agreements.

"I feel very strongly that there has been a tremendous move towards greater offi
cial secrecy in many areas," she says.

Mrs. Bok says the US already has far too much secrets. She cites studies saying
that many things labeled "top secret" are innocuous.

The light in the library is fading. Yes, Mrs. Bok concludes, there are technologies
whose intrusive potential bears watching. Yet much information is still our own.

"Sometimes people, I think, assume in this country that there is little that is pri
vate anymore, little that is secret," she says. "There I just think they are wrong, 
actually." 

[From the Washington Post. Apr. 25, 1984] 

GOVERNMENT TO SHARE DEADBEAT LIST WITH PRIVATE CREDIT-RATING BUREAUS 

(By Pete Earley) 

The Office of Management and Budget is putting the finishing touches on a debt
collection system that will let federal agencies, for the first time, turn over to pri
vate credit bureaus the names of individuals and companies that owe the govern
ment money. 

OMB officials aren't sure how many Americans have unpaid debts to federal 
agencies, but they believe that many of the deadbeats will be eager to pay once they
learn that their credit rating could be affected. 

At stake is an estimated $18 billion in outstanding debts, 80 percent of it in 
unpaid loans owed to the Small Business Administration and the Departments of 
Agriculture, Education and Housing and Urban Development. Individuals who re
ceived overpayments from various federal entitlement and assistance programs owe
an additional $3 billion. 

The OMB project also will give about 100 federal agencies direct computer access
to credit bureau records, where financial information about more than 100 million 
individuals and companies is stored.

According to Joseph R. Wright, deputy OMB director, agencies will use the infor
mation to identify individuals and companies that have poor credit histories and to
track persons who borrow from more than one agency. In the past, some borrowers
have obtained new federal loans at the same time they were in default on a loan 
granted by a different agency.

Although the government has had access to credit records for several years, the
new system will let agencies tap the records almost instantly, 24 hours a day, the
OMB said. 
T h  e credit program is the culmination of three years of effort by the Reagan ad

ministration, which first had to persuade Congress to amend federal privacy laws to
let the government and the private sector share financial information.

OMB expects the General Services Administration to finish negotiating contracts
with seven national credit-reporting firms within a few months so that the informa
tion exchange can begin in October. Five of the credit firms collect computerized 
information about individuals. The other two collect credit data about companies.

When Wright first mentioned the project several months ago at a news briefing,
he described it as a major example of how the administration will improve the gov
ernment's debt collection process by using techniques that have been used success
fully by private industry for years.

But OMB officials recently have been reluctant to discuss the project, saying any
publicity would be premature.

"This is just not something that we want to talk about right now," an OMB 
Spokesman explained last week.

This low-key approach is an abrupt shift for OMB, which has used such gimmicks
as a five-foot-long check and trash bags filled with hundreds of federal reports to
dramatize its campaign against federal fraud, waste and abuse.

Sources in the agency said the shift occurred, in part, because some administra
tion officials are worried that the project might be "misunderstood" and many 
Americans "might become unduly worried" at the idea of federal agencies gaining
access to large amounts of sensitive financial data.

Most credit bureau records include information about a person's income and the
current status of bank loans, liens and credit card accounts. Some also include infor
mation about divorce records 
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Marvin B. Kaplan, a spokesman for the Associated Credit Bureaus Inc., a trade 
association, said the federal Fair Credit Reporting Act of 1968 prevents such infor
mation from being misused. 

That law would prohibit the government from reviewing an individual's credit 
record unless that person was under consideration for a federal loan, contract or 
job, Kaplan said. Law enforcement agencies can examine credit records for other 
reasons, but they must obtain a court warrant to review anything from the files 
other than names, addresses, former addresses and places of employment, Kaplan 
said. 

In addition, anyone denied credit because of a credit bureau report also has a 
right to review the record and challenge it, Kaplan said. 
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REPORTS AND ARTICLE 

COMPUTER MATCHING IS A SERIOUS 
THREAT TO INDIVIDUAL RIGHTS 

JOHN SHATTUCK 

More and more frequently, government agencies have 
been employing a new investigative technique the 
matching of unrelated computerized filed of individuals 
to identify suspected law violators. This technique— 
computer matching—provides a revolutionary method of 
conducting investigations of fraud, abuse, and waste of 
government funds. It permits the government to screen 
the records of whole categories of people, such as fed
eral employees, to determine who among them also 
falls into separate, supposedly incompatible categories, 
such as welfare recipients. 

Computer matching raises profound issues concern
ing individual privacy, due process of law, and the pre
sumption of innocence. It also poses serious questions 
about cost effectiveness and the internal management 
of government programs. 

COMPUTER MATCHING VERSUS 

INDIVIDUAL RIGHTS 
To understand the impact of computer matching on
individual rights, it is first necessary to grasp the differ
ence between a computer-matching investigation and a 
traditional law enforcement investigation. 

A traditional investigation is triggered by some evi
dence that a person is engaged in wrongdoing. This is 
true far cases of tax evasion, welfare fraud, bank rob
bery, or traffic speeding. The limited resources of law 
enforcement usually make it impracticable to conduct 
dragnet investigations. More importantly, our constitu
tional system bars the government from investigating 
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persons it does not suspect of wrongdoing. 
A computer match is not bound by these limitations. 

It is directed not at an individual, but at an entire 
category of persons. A computer match is initiated not 
because any person is suspected of misconduct, but be
cause his or her category is of interest to the govern
ment. What makes computer matching fundamentally 
different from a traditional investigation is that its very 
purpose is to generate the evidence of wrongdoing re
quired before an investigation can begin. That evidence 
is produced by "matching" two sets of personal records 
compiled for unrelated purposes. 

There are four ways in which a computer match dif
fers from a conventional law enforcement investigation 
in its impact on individual rights: 

(1) FourthAmendment 
The Fourth Amendment protects against unreasonable 
searches and seizures, the most blatant of which have 
been "fishing expeditions" directed against large num
bers of people. From the "writs of assistance;' used in 
the eighteenth century by royal revenue agents, to 
door-to-door searches for violations of the British tariff 
laws in the American Colonies, to the municipal code 
inspections of the twentieth century to enforce health 
and safety standards, the principle that generalized 
fishing expeditions violate the right to be free from 
unreasonable searches has held firm in American law. 

That principle is violated by computer matching. The 
technique of matching unrelated computer tapes is de
signed as a general search. It is not based on any preex-
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isting evidence to direct suspicion of wrongdoing to any 
particular person. Although systematic searches of per
sonal records are not as intrusive as door-to-door 
searches, the result to the same: a massive dragnet into 
the private affairs of many people. 

(2) Presumption of Innocence 
People in our society a  n not forced to bear a continu
ous burden of demonstrating to the government that 
they are innocent of wrongdoing. Although citizens are 
obliged to obey the law—and violate it at their peril— 
presumption of innocence is intended to protect people 
against having to prove that they are free from guilt 
whenever the government investigates them. 

Computer matching can turn the presumption of in
nocence into a presumption of guilt. For instance, Mas
sachusetts welfare recipients have been summarily re
movedfrom welfarerolls as the result of a computer 
match. These people fought for reinstatement based on 
information the state neglected to consider after their 
names appeared as "hits" in the match. 

Another example of this "presumption of guilt" oc
curred three years ago in Florida. The state's attorney 
for a three-county area around Jacksonville obtained 
case files for all food stamp recipients in the area. He 
than launched fraud investigations against those receiv
ing allotments of more than $125 a month. A federal 
court of appeals invalidated the file search and an-
joined the investigation on the pound that the targeted 
food stamp recipients were put in the position of having 
to prove the allotment they had received was not based 
on fraud. Construing the Food Stamp Act. the Court 
held that "it did not allow the [state food stamp] agency 
to turn over files... for criminal investigation without 
regard to whether a particular household has engaged in 
questionable behavior." 

Once a computer match has taken, place, any person 
whose name appears as a "raw hit" is presumed to be 
guilty. In part, this is because the technology of com
puter matching it so compelling and in part because its 
purpose—the detection of fraud and waste—is so com
mendable. The went abuses of computer matching, 
such as summary termination of welfare benefits, have 
occurred when authorities have casually transformed 
this 'presumption" into a conclusive proof of guilt. 

(3) Privacy Act 
The most important principle governing collection and 
use of personal information by the government is that 

the individual has a right to control information about 
himself and to prevent its use without his consent for 
purposes wholly unrelated to those for which it was 
collected. This principle is imperfectly embodied in the 
Privacy Act of 1974. 

The Privacy Act restricts disclosure by federal agen
cies of personally identifiable information—unless the 
subject consents. Then a n two major exceptions. The 
first involves a "routine use," defined as "the use of (a) 
record for a purpose which is compatible with the pur
pose for which it was collected." The second involves a 
"law enforcement" disclosure, which enables an agency 
to be responsive to a request by another agency for 
information relevant to the investigation of a specific 
violation of law. 

When computer matching was in its infancy, the Pri
vacy Act wee correctly perceived by several federal 
agencies to be a major stumbling block. The Civil Ser
vice Commission initially balked in 1977 at the plans of 
Health, Education and Welfare (HEW) Secretary Joseph 
Califano to institute a match of federal employee rec
ords and state welfare rolls, on the ground that the use 
of employee records for such a purpose would violate 
the Privacy Act. The Commission's General Counsel, 
Carl F. Goodman, stated that the proposed match could 
not be considered a "routine use* of employee records, 
since the Commission's "information on employees was 
not collected with a view toward detecting welfare 
abuses." Similarly, it could not be considered a "law 
enforcement" use, continued Goodman, since "at the 
'matching' stage there is no indication whatsoever that 
a violation or potential violation of law has occurred." 

This reasonable interpretation of the Privacy Act 
soon gave way to a succession of strained readings. 
Since enforcement of the Privacy Act is left entirely to 
the agencies it regulates, it is hardly surprising that the 
agencies have bent the Act to their own purposes. They 
have now miraculously established that computer 
matching is a "routine use" of personal records. All that 
is required, they say. is to publish each new computer 
matching "routine use" in theFederal Register. 

The Privacy Act has now been so thoroughly circum
vented by executive action that it can no longer be 
seen as an effective safeguard. Nevertheless, the princi
ple underlying the Act—that individuals should be able 
to exercise control over information about themselves 
that they provide to the government—is a bedrock 
principle of individual privacy. That principle is at war 
with the practice of computer matching. 

A traditional investigation is triggered by some evidence that a person has 
engaged in wrongdoing. What makes computer matching fundamentally different 
is that its very purpose is to generate the evidence of wrongdoing required before 
an investigation can begin. 
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Under the Privacy Act of 1974, the individual has a right to control information 
about himself and to prevent its use without his consent for purposes wholly 
unrelated to those for which it was collected. That principle is at war with the 
practice of computer matching. 

(4) Due Process of Law 
Once a computer match has taken place, it will result 
in a series of hits. All those identified are in jeopardy of 
being found guilty of wrongdoing To the extent that 
they art not given notice of their situation and an ade
quate opportunity to center the results of the match, 
they are denied due process of law. 

This is precisely what has happened in several 
matching programs. For example, the results of Secre
tary Califano's Operation Match were kept secret from 
federal employees whose records were matched with 
welfare rolls, because the Justice Department viewed 
the investigation "as a law enforcement program de
signed to detect suspected violations of various criminal 
statutes." The Justice Department ordered the Civil Ser
vice Commission not to notify any of the federal em
ployees whose names showed up as hits, since "[t]he 
premature discussion of s specific criminal matter with 
a tentative defendant is in our view inimical to the 
building of a solid prosecutorial case." In Massachu
setts, welfare authorities have terminated benefits of 
persons showing up as hits without even conducting an 
internal investigation. 

This approach makes a mockery of due process. Due 
process is the right to confront one's accuser and intro
duce evidence to show that the accuser is wrong. When 
the accuser is a computer tape, the possibility of error 
is substantial. Keeping the subject of a raw hit in the 
dark increases the likelihood of an error's going unde
tected. 

SOME COMMENTS ON THE OFFICE OF 
MANAGEMENT AND BUDGET'S (DME's) 
GUIDELINES 
Since 1979 computer matching at the federal level has 
been regulated by guidelines issued by the OMB. These 
guidelines, which were considerably looser in May 
1982, are intended to "help agencies relate the proce
dural requirements of the Privacy Act to the opera
tional requirements of computerized matching." Al
though Kusserow cites the guidelines u evidence of the 
federal government's concern about privacy protection, 
in fact, they constitute an effort to paper over the pro
found conflict between (1) the Privacy Act principle 
that personal records are to be used by federal agencies 
only for purposes compatible with those for which they 
were compiled and (2) the computer matching practice 
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of joining personal records compiled for wholly unre
lated purposes. 

OMB's matching guidelines have rendered meaning
less the central principle of the Privacy Act. In 1980, for 
instance, the Office of Personnel Management (OPM) 
published a notice in theFederalRegister concerning its 
proposed use of personnel records for a matching pro
gram to help the Veterans' Administration (VA) verify 
the credentials of its hospital employees. The notice 
dutifully stated that the proposed match of OPM and 
VA records was a "routine use," which it explained as 
follows: 

"An integral part of the reason that these records are

maintained is to protect the legitimate interests of the govern

ment and, therefore, such a disclosure is compatible with

the purposes for maintaining these records."


Under that broad justification any disclosure or 
matching of personal records would be permissible, 
since all federal records are purportedly maintained for 
the "legitimate interests of the government." 

The guidelines, on which Kusserow so heavily relies, 
contain no requirements or limitations on the conduct 
of computer matching in these critical areas: 

(1)	 The nature of the record systems to be matched— 
Then are no personal records, no matter how sen
sitive (e.g., medical files, security clearance rec
ords, intelligence records), that are beyond the 
reach of computer matching for any investigative 
purpose. 

(2)	 The procedures to be followed in determining the 
validity of hits—No particular procedures are re
quired to insure that the subjects of hits are af
forded due process of law. 

(3) The standards and procedures to be followed for 
securing OMB approval of a proposed match— 
Since the first guidelines were promulgated in 
1979. OMB has not disapproved a single computer 
match. 

(4) The projected costs and benefits of a proposed 
match—The 1982 guidelines have deleted all ref
erence to cost-benefit analyses or reports or com
puter matches. It is entirely at an agency's discre
tion whether to undertake a proposed match or to 
report the costs and benefits of the match. 

It is impossible not to conclude that computer match
ing at the federal level is s huge unregulated business. 
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the only clear effect of which to datehas been the 
undermining of individual privacy. 

SOME EXAMPLES OF COMPUTER MATCHING 
In the seven years since the technique was first used, 
over 200 computer matches have been carried out. At 
the federal level there have been matchesfora wide 
variety of investigative purposes, using a breed range 
of personal record systems of varying degrees of 
sensitivity. 

These include matches of federal employee records 
maintained by the Civil Service Commission with files 
of persons receiving federal Aid to Families with De
pendent Children, to investigate "fraud": federal per
sonnel records maintained by OPM with the files of VA 
hospital employees, to check "accreditation"; federal 
personnel records of Agriculture Department employ
ees in Illinois with Illinois state files on licensed real 
estate brokers, to "ascertain potential conflicts of inter
est"; Internal Revenue Service (IRS) records of taxpayer 
addresses with lists of individuals born in 1963 supplied 
by the Selective Service System, to locate suspected 
violators of the draft registration law: and Labor Depart
ment files of persons entitled to receive Black Lung 
benefits with Health and Human Services (HHS) rec
ords of Medicare billings, to investigate double-billing 
medical fraud. 

These matches are only a handful of the total con
ducted. Even with these, very little hard data are avail
able, thanks to the extraordinarily weak oversight and 
reporting requirements of the OMB guidelines and to 
the lack of attention to this subject by Congress. 

CONCLUSION 
Computer matching is an attractive investigative tech
nique. It appears to permit law enforcement officials to 
instantaneously root out all instances of a particular 
kind of wrongdoing in a particular segment of the popu
lation. It constitutes a general surveillance system that 
supposedly can detect and deter misconduct wherever 
it is used. It appeals to the view that "if you haven't 
done anything wrong, you don't have anything to 
worry about." 

But there are heavy costs associated with computer 
matching, both in terms of individual rights and in 
terms of law enforcement expenditure. It is not at all 
clear that the benefits of the technique outweigh the 
costs. 

The comparison of unrelated record systems is 
fraught with difficulty. Data on the computer tapes may 
be inaccurate or inaccurately recorded. It may present 
an incomplete picture. It is unlikely to be sufficient to 
"answer" difficult questions, such as whether a person 
is entitled to receive welfare or is engaged in a conflict 
of interest. 

On the other hand, computer matching erodes indi
vidual rights; the Fourth Amendment right to be free 
from unreasonable search, the right to the presumption 

of innocence, the right to due process of law, and the 
right to limit the government's use of personal informa
tion to the purposes for which it was collected. 

Moreover, the rapid and unchecked growth of com
puter matching leads inexorably to the creation of a de 
facto National Data System in which personal data are 
widely and routinely shared at all levels of government 
and in the private sector. 

RECOMMENDATIONS 
As a general framework for safeguarding individual 
rights, I propose the following: 

(1)	 The Privacy Act should be amended to clarify that 
computer matches are not ipso facto "routine uses" 
of personal record systems. 

(2)	 No further federal computer matches should 
be permitted without express congressional 
authorization. 

(3)	 Congress should not authorize computer matches 
of sensitive personal records systems (the confiden
tiality of which is otherwise protected by statute) 
such as taxpayer records maintained by the IRS. 
census records maintained by the Census Bureau, 
or bank words maintained by federally insured 
banking institutions. 

(4)	 No computer match should be authorized unless 
and until an analysis has been made of its pro
tected costs and projected savings in the recoup
ment of funds owed to the government. The match 
should not be authorized unless the public benefit 
will far outweigh the cost—and unless individual 
rights will be protected. The results and full costs 
of anymethod should be published. 

(5)	 Procedural due process protections for the persons 
whose records are to be matched should be speci
fied by statute, including the right to counsel, the 
right to a full hearing, and the right to confiden
tiality of the results of a match. 

The thrust of my comments has been to raise some 
basic questions about computer matching. I recommend 
a moratorium on all further matching so Congress and 
the public can study the results of all computer-match
ing programs conducted to date and assess the long-
term consequences. 

In closing, 1 second the view of Justice William O. 
Douglas, when he said."I am not ready to agree that 
America is so possessed with evil that we must level all 
constitutional barriers to give our civil authorities the 
tools to catch criminals." 
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ion, 600 Pennsylvania Avenue, S.E., Suite 301, Washington, D.C. 20003. 
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[From the New York Times, Oct. 31, 1984] 

IRS REJECTED IN HUNT FOR ESTIMATED INCOME LISTS 

(By David Burnham) 

WASHINGTON, Oct. 30.—The three companies that compile computerized lists of 
the estimated incomes of most American households have refused to give the Inter
nal Revenue Service access to their lists so it can test use the information to track 
down tax evaders. 

The companies, in separate interviews, said such Government use of their lists 
would be improper and would not work. An executive of one of the companies called 
the project "absolutely ridiculous." 

Their refusal appears to represent a significant setback to the $700,000 I.R.S. plan 
to find cut if the commercially prepared marketing lists can help the Government 
reduce the increasing number of Americans who pay no taxes. At the least, the re
fusals will delay the project a few months. 

The three companies are the Donnelley Marketing Service of Stamford, Conn., the 
R.L. Polk Company of Detroit and Metromail of Lincoln, Neb. 

COMBINE PUBLIC DATA 

Each uses somewhat different computerized techniques to prepare its list. But in 
general, all are based on combining information from such publicly available 
sources as the Census Bureau, telephone directories and motor vehicle registrations 
in a way that allows the companies to identify virtually all households and many 
roughly accurate guesses about their incomes, family size and other characteristics. 

Although the Internal Revenue Service refused to discuss the status of its project, 
a detailed I.R.S. description of it indicates that the service planned to initiate the 
test in six cities on Feb. 15. The computerized records of taxpayers in Brooklyn, 
Cheyenne, Wyo., Cleveland, Indianapolis, Milwaukee and Reno were to be matched 
against a computerized list showing the estimated income of all those living there. 

The agency's description estimated that the list could cost up to $100,000. But be
cause of the lack of cooperation by the companies, the project is already at least two 
months behind schedule. 

"I have just about given up trying to get a list for the I.R.S.," said Brandt Turner, 
an official with Dunhill of Washington, a company that specializes in locating mail
ing lists for Government agencies. "The possibility of success is rather low now." 

CONGRESSIONAL PANELS WORRIED 

In additional to the companies' objections, concerns about the implications of the 
experiment have been expressed by a Senate committee and two House subcommit
tees. 

Recently, Representative Glenn English, chairman of the Government Operations 
Subcommittee on Government Information, Justice and Agriculture and Represent
ative Doug Barnard Jr., chairman of the Subcommittee on Commerce, Consumer 
and Monetary Affairs, wrote the revenue service asking that they be kept fully in
formed about the experiment. Both Congressmen are Democrats, Mr. English from 
Oklahoma and Mr. Barnard from Georgia. 

"There is clearly a need to explore reasonable, cost-effective methods of increasing 
the collection of tax revenues due the government," they told Roscoe L. Egger Jr., 
the Commissioner of Internal Revenue. 

"At the same time, however," the Congressmen continued, "Federal agency plans 
to increase the compilation and computerization of personal information raise legiti
mate concerns about loss of privacy. It is not always easy to balance the competing 
interests of privacy and efficiency. This is a gray area, and it is important to pro
ceed with caution, deliberation and knowledge." 

Meanwhile, the Oversight Subcommittee of the Senate Government Affairs Com
mittee, whose chairman is Senator William Cohen, Republican of Maine, has begun 
a separate inquiry. It is an extension of a series of hearings into the Government's 
increasing use of computers to match various official and industry files. 

PROJECT CALLED ILL CONCEIVED 

The Donnelley Marketing Service, a division of Standard and Poor's, is one of the 
principal developers of the lists, which have been used by direct-mail advertisers to 
reach special markets. 
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"It is inappropriate for the I.R.S. to use the kind of lists we produce to indentify 
errant taxpayers," said Richard Vincent, director of marketing for Donnelley Mar
keting. "This I.R.S. experiment is ill conceived because such lists are not accurate
on an individual basis, but only in the aggregate. We will have nothing to do with
this project." 

Explaining the uses of the lists for advertisers, Mr. Vincent said: "If a company
wants to send a mailer to all American families with incomes over $40,000, we rent 
it a list for a one-time use. Depending somewhat on the group the company wants to
target, we guarantee that 75 or 80 percent of these receiving the material will have
the correct characteristics." 

He acknowledged that providing the revenue service with a list "would have been
detrimental to our business." 

"If we had responded, it probably would have inhibited some of those organiza
tions that provide us with information used in the preparation of the lists from co
operating with us in the future," he said. 

DATA UNRELIABLE FOR INDIVIDUALS 

Reg Troncone, the executive vice president of Metromail, said the experiment was
"absolutely ridiculous." 

"We're not interested in providing the Government with information that is 
highly unreliable on an individual basis and that might be used in an improper 
way," he said. 

Jack Casey, a spokesman for the third company, R. L. Polk, made the same point:
"Polk believes the information it collects is useful for marketing purposes, but not 
for what the I.R.S. is considering here. We're not going to sell to the Government." 

Mr. Turner of Dunhill, who has a contract to obtain a list for the revenue service, 
questions the motivation of the companies in refusing to make their lists available.
"I happen to know that until The New York Times carried an article about! the 
I.R.S. experiment several weeks ago, at least one of the big three was actively inter
ested in a deal," he said. "This is not so much a matter of principle, it is a question
they don't like this kind of publicity." 

In the perspectus on the project, the Federal agency said it was already using
third-party reports such as wage statements and truck registrations to develop leads
on what it calls nonfilers. 

"There are some sources of income, however, for which information returns are 
not required to be filed or for which information return filing compliance is poor,"
the agency said. "Thus, there are gaps in the service's ability to identify individual
nonfilers." 

"To help close the gap," it said it should test commerical lists containing "an esti
mate of household income, based on an analysis of personal consumption indices 
such as automobile ownership, real estate transactions and published census data." 

Under the original schedule, which the I.R.S. now will probably not meet, the 
Government planned to match the computerized lists of all taxpayers in the six test
districts against the commerically produced list of households. Evaluation of wheth
er the technique was effective was to be completed on May 31, 1985. 

Although the agency could prepare its own lists by using the same information 
sources as the companies, experts believe this is unlikely because it would be so ex
pensive. Private companies can afford to prepare the lists because the cost is shared
by the many marketing companies that rent them. 
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Privacy in the Computer Age 

The odds are good that some computer somewhere 
knows something about you that you would rather it 
didn't. The databases of the federal government contain 4 
billion separate records about American citizens — seven
teen items apiece. Recently, different government files 
have been electronically compared to uncover tell-tale 
discrepancies; personnel files of federal employees have 
been matched against state welfare rolls to flag welfare 
fraud; lists of eighteen-year-old male dependents 
generated from IRS records have been matched against 
Selective Service registrations to identify draft evaders. 
The FBI's National Crime Information Center is a massive 
computer network linking more than 57,000 federal, 
state, and local criminal justice agencies and offering in
stant access to information on stolen property, missing and 
wanted persons, and criminal histories. This last category 
is of particular interest to prospective employers, who 
were responsible for half of the over 200 million inquiries 
directed to the network last year. It's worth their while to 
bother checking; one in five Americans will be arrested at 
some time in their lives.' 

The federal government is joined in its computerized in
formation gathering by behemoths in the private sector. A 
giant computerized credit company like TRW makes 
available to thousands of merchants all over the country a 
tidy balance sheet on any of almost 90 million Americans 
in a matter of three or four seconds AT&T holds precise 
minute-by-minute records of the 500 million phone calls 
made daily from the nation's 130 million telephones, in
formation that has been used by government investigators 
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in a number of cases. Such information, notes David Burn-
ham, author ofTheRiseoftheComputer State, "can be extraor
dinarily revealing. . . . investigators can learn what 
numbers an individual has called, what time of day and 
day of week the calls were made, the length of each con
versation, and the number of times an incorrect number 
was dialed. Considered as a whole, such information can 
pinpoint the location of an individual at a particular mo
ment, indicate his daily patterns of work and sleep, and 
even suggest his state of mind." 

In many businesses, computers are used directly and 
overtly for worker surveillance. A recent nationwide 
survey of video display terminal operators showed that 35 
percent were monitored by computer. Computer monitor
ing has been used to keep a daily log of the room-tidying 
speed of maids at Washington's Ritz-Carlton Hotel, to 
clock the "average work time" of AT&T telephone 
operators, to see how fast the cashiers at the Giant Food 
Store process customers, and to tabulate the performance 
of United Parcel drivers to the hundredth of an hour 

Many charge that these cases amount to a flagrant and 
frightening invasion of privacy. They ask whether privacy 
in any recognizable form can survive the computer age. 
But just what kind of a threat to privacy is posed by the 
long memory and unblinking eye of the computer? What 
is privacy and why do we value it personally and as a 
society? How do we weigh the threatened value of 
privacy against the manifold marvels the computer pro
mises to unfold before us? 

What Is Privacy? 

Privacy has been defined in a number of ways. On one 
account, it is the measure ofcontrol a person has over access 

to information about herself, or to the most intimate 
aspects of her life. Privacy is a matter here, not of how 
much others know about the details of one's life, but of 
the extent to which the person herself decides what infor
mation they are to have. On another account, privacy is 
the state orcondition of limited access to a person. On this 
view, someone's privacy is diminished in some measure 
whenever others come to know more about her. 

Ferdinand Schoeman, a professor of philosophy at the 
University of South Carolina currently in residence at the 
Center for Philosophy and Public Policy, favors the se
cond account. He argues that "a person who chose to exer
cise his discretionary control over information about 
himself by divulging everything cannot be said to have 

lost control, although he surely cannot be said to have any 
privacy." And an individual can lose some control over ac
cess to personal information (if. for instance, a national 
security agency is authorized to monitor international 
phone conversations) without losing any privacy at all (if 
his conversations are not among those monitored). The 
right to privacy, according to Schoeman, has to do with the 
question of the individual's control: privacy itself concerns 
what the individual has control of. 

Thus either privacy itself or certainly the right to 
privacy is diminished when huge databases stock vast 
quantities of information about us (and particularly when 
computerized matching programs reveal to one agency, 
without our authorization, information disclosed to 
another). Access to personal information about us is 
increased, and our control over who has access to this 
information, and what kind of access, is decreased 

Why does this matter? Why is it important that access 
to information about our lives remain limited, or that we 
control such access? 

Why Privacy Matters 

One reason why we might value privacy is that it carves 
out a space within which we can do bad things without 
being found out. Those with criminal intentions have 
good reason to ward off too-close scrutiny of their affairs 
But this reason for valuing privacy will not carry much 
weight with the rest of us, who have nothing criminal to 
hide We would rather eliminate welfare fraud than shield 
the defrauder from a computerized matching program that 
would uncover his double identity. 
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Privacy also allows the convicted miscreant the hope 
that in time her past misdeeds will fade from public atten
tion and be forgotten. The FBI's master file of computer
ized histories ensures, on the contrary, that memory will 
be steadfast and long. Legal theorist and now federal judge 
Richard Posner argues that this is all to the good, that peo
ple should be thwarted in concealing disadvantageous in
formation about themselves. Such concealment, he thinks, 
amounts to fraud in "selling" oneself to prospective 
employers and friends. But Richard Wasserstrom, pro
fessor of philosophy at the University of California at 
Santa Cruz, suggests that "there are important gains that 
come from living in a society in which certain kinds of 
derogatory information about an individual are permitted 
to disappear from view after a certain amount of time. 
What is involved is the creation of a kind of social en
vironment that holds out to the members of the society 
the possibility of self-renewal and change . .  . of genuine 
individual redemption." 

Those who would have nothing to fear from the 
disclosure of complete and accurate information about 
themselves might, of course, have a good deal to fear from 
the disclosure of partial and false information. Unfor
tunately partial and false information are just what most 

'databases have an abundance of. Burnham reports the 
results of one study that found that only 45.9 percent of 
the records in the FBI's computerized criminal history file 
were "complete, accurate, and unambiguous." Anyone 
who has tangled with a computer over a simple billing 
error knows how difficult it can be to erase a faulty bit of 
information from the computer's elephantine memory. 
Furthermore, even accurate information can be subject to 
misinterpretation; Burnham also points to sociological ex
periments indicating that employers are reluctant to hire 
workers with arrest records, even where charges were 
later dropped, or where a court trial resulted in acquittal. 
Once arrested, one is presumed guilty even after being 
proved innocent! While privacy per se is not at issue in the 
disclosure of false information about ourselves, it at least 
reduces the sheer volume of personal information stored, 
thus minimizing the danger of error. 

By enhancing and fostering a clear sphere of the private, 
privacy helps to rein in the sphere of the public, to mark out it 

clear boundary that we prohibit the state from crossing. 

People differ in how approvingly they regard the cur
rent government, but no one has much trouble imagining 
some possible future government that would be far worse 
It seems wise, then, to curb the power of the state over its 
citizens, to make sure that the state doesn't come to know 
too much. By enhancing and fostering a clear sphere of the 
'private, privacy helps to rein in the sphere of the public, to 
mark out a clear boundary that we prohibit the state from 

'crossing. If is the crossing of this boundary that is feared 

when computerized databanks are likened to an Orwellian 
Big Brother. 

These concerns, however potent, still do not seem to 
capture all there is that matters to us about preserving our 
privacy from computerized intrusions. If these doubts 
could be met in other ways — by strictly enforcing a 
periodical review of stored records for completeness and 
accuracy, say, or erecting other barriers against official 
abuse — we would still feel that there was some deeper 
worry left untouched. Privacy is important not only for 
what it saves us from, but for what it has been argued to 
make possible: freedom and dignity, on the one hand, and 
intimate human relationships, on the other. 

Freedom and Dignity 

Privacy protects freedom: not only the freedom, as 
noted earlier, to misbehave, but the freedom to do 
anything that we would be inhibited in doing by the 
presence of external observation. Think how many actions 
we would feel less free to perform if there were someone 
— anyone — intently watching us every minute of the 
day, taking account of every movement we made, every 
syllable we uttered. Such relentless scrutiny would make 
one reluctant to do anything commonly perceived, for 
whatever reason, as foolish or embarrassing; it would cur
tail groping, experimentation, risk taking, trial and error. 
'Imagine trying to write a paper, a poem, a love letter, with 
every preliminary scribble inspected by an uninvited third 
party. We are less tree to act. to speak, to dream in public 
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than in private, and practices of privacy maintain the bar
rier between the two realms. 

Do current uses of computer technology undermine 
privacy in a way that poses a threat to freedom? The 
minute-by-minute computerized surveillance of workers 
that is increasingly relied upon as a management technique 
seems clearly to make workers less tree. When, as in some 
workplaces, every keystroke is tallied electronically, 
every momentary respite recorded — every nose-
blowing, every stretch, every bathroom break — the state 
of observation is too total, and too totalitarian. 

To a much lesser degree projected levels of centralized 
data collection and storage could also take a toll on 
freedom and spontaneity. With the routine storage of 
enormous quantities of information. Wasserstrom 
speculates, "every transaction in which one engages would 
. . . take on an additional significance. In such a society one 
would be both buying a tank of gas and leaving a part of a 
systematic record of where one was on that particular 
date. . . . An inevitable consequence of such a practice of 
data collection is that persons would think more carefully 
before they did things that would become part of the 
record. . . . we would go through life encumbered by a 
wariness and deliberateness that would make it less easy 
to live what we take to be the life of a free person." 

Privacy is critical as well to the affirmation of human 
dignity. Jeffrey Reiman, a philosopher at American 
University, suggests that the cluster of behaviors that 
makes up the social practice of privacy has as its purpose a 
resonant societal declaration of respect for the dignity of 
the individual: "Privacy is a social ritual by means of 
which an individual's moral title to his existence is con
ferred. Privacy is an essential part of the complex social 

practice by means of which the social group recognizes.... 
and communicates to the individual — that his existence is 
his own." 

The right to privacy, on Reiman's view. "is the right to 
the existence of a social practice which makes it possible 
for me to think of this existence as mine." The specific 
nature and form of this practice may differ from society to 
society and may change over time. This means that the 
growth of computerized databanks need not undermine 
privacy in our society if other practices in the complex 
privacy ritual receive compensatory emphasis or new 
practices develop. But there is a danger that the weaken
ing of one strand in the cluster will weaken others as well. 
Wasserstrom warns. "If it became routine to record and 
have readily accessible vast quantities of information 

about every individual, we might come to hold the belief 
that the detailed inspection of any individual's behavior is 
a perfectly appropriate societal undertaking. We might 
become insensitive to the legitimate claims of an in 
dividual to a sphere of life in which the individual is at pre
sent autonomous and around which he or she can erect 
whatever shield is wished." 

Privacy and Intimate Relationships 

In one sense, privacy builds fences around persons 
through which others are not permitted to peer and 
beyond which they may not trespass. The right to privacy 
has been categorized as the right to be let alone. Yet here, 
too. it has been argued that "good fences make good 
neighbors" — that privacy not only protects individual 
freedom and dignity but is itself a necessary precondition 
of our entering into a wide range of diverse human rela
tionships. 

According to University of Alabama philosopher James 
Rachels, "There is a close connection between our ability 
to control who has access to us and to information about 
us, and our ability to create and maintain different sorts of 
social relationships with different people." An essential 
part of what distinguishes one sort of relationship from 
another is "a conception of the kind and degree of 
knowledge concerning one another which it is appropriate 
for [the parties] to have." Thus we disclose different 
amounts of information about different aspects of our 
lives to our doctor, employer, neighbors, children, casual 
acquaintances, close friends, spouse. If we could not con
trol the level of disclosure and choose to be selective in 
our revelations, Rachels argues, we could not maintain an 
array of diverse personal and professional relationships. 

Indeed, Charles Fried insists that without privacy our 
most intimate relationships "are simply inconceivable. 
To be friends or lovers persons must be intimate to some 

degree with each other. But intimacy is the sharing of in
formation about one's actions, beliefs, or emotions which 
one does not share with all, and which one has the right 
not to share with anyone. By conferring this right, privacy 
creates the moral capita! which we spend in friendship and 
love.... Privacy grants the control over information 
which enables us to maintain degrees of intimacy." 

Is the possibility of genuine sharing within an intimate 
relationship precluded by the proliferation of centralized 
databanks in which the secrets that would be confided to 
the loved one are handily stored with billions of other tid

4 
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such an object, even though it is a humble object when 
seen out of context, without the idea of its character in 
mind is to deprive the object of its sacredness.... Such an 
abuse is regarded as an affront." 

None of this is to say that records of intimate informa
tion should not be committed to the computer. There are 
in many cases weighty societal reasons for collecting and 
storing the information that we do. But it is a good thing 
for us to remember periodically that the data we collect 
and analyze and scrutinize are at bottom a record of peo
ple's lives. W e have a charge to treat them carefully, and 
with respect. 

Conclusion 

It is common to assume that technological changes in
evitably pose a threat to privacy. But Schoeman notes that 
the industrial revolution brought in its wake a major in
crease in privacy, as the resultant urbanization led to 
heightened anonymity — "the privacy that results from 
the indifference of others" Generally, Schoeman suggests, 
"the degree to which privacy is threatened is a function of 
design rather than of mere consequence." The technology 
of the computer gives us new capabilities that would allow 
us to restrict the privacy of individuals in new ways, but it 
does not dictate how we will choose to use them. That 
choice depends on how important we, as a society, take 
privacy to be. 

bits of information on a magnetic tape? The answer would 
seem to depend in part on how many people in what 
capacity have access to the database. The Rachels-Fried 
view provides one argument for limiting access as far as 
possible — for not, for example, passing files about from 
one government agency to another. 

Reiman argues, however, that Fried and Rachels are 
wrong to think that intimacy is bound up with privacy in 
the way they propose. Their view, he feels, "suggests a 
market conception of personal intimacy. The value and 
substance of intimacy — like the value and substance of 
my income — lies not merely in what 1 have but essential
ly in what other do not have." Intimacy, on this view, is 
constituted by its unavailability to others — in economic 
terms, by its scarcity. Reiman suggests instead that "what 
constitutes intimacy is not merely the sharing of otherwise 
withheld information, but the context of caring which 
makes the sharing of personal information significant." He 
goes on to say. "It is of little importance who has access to 
personal information about me. What nutters is who cares 
about it and to whom I care to reveal it. Even if all those to 
whom I am indifferent and who return the compliment 
were to know the intimate details of my personal history, 
my capacity to enter into an intimate relationship would 
remain unhindered." Computers are no threat to intimacy 
on this view. What matters for intimacy is not how much 
some computer knows, but how much some human being 
cares. 

Computers don't care, of course, and likely the human 
beings who input intimate information into a database at 
so many keystrokes a minute don't care, either. This in 
itself can give rise to a feeling of violation — Schoeman 
observes that we feel defiled when information that mat

ters deeply to ourselves is handled without recognition of 
its specialness. He compares intimate information, infor
mation that is of the greatest importance to our conception 
of ourselves, to a holy object — "something that is ap
propriately revealed only in special circumstances. To use 
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Law 

The No Man's Land of High Tech 
Once the cameras had beta installed, 
agents say, they observed some of the de
fendants constructing time bombs. The 
four were arrested in June 1983 on sedi-

New devices aid police but threaten the right of privacy tious-conspiracy and weapons charges 

O n the morning of Nov. 2, 1983, Fran
cis Lynch, then chief of detectives of 

the Woonsocket, R.I., police department, 
got a strange call. "You may think I'm 
crazy," said an excited young woman, 
"but there is some guy dealing drugs, and I 
can hear it on my radio." Lynch was skep
tical, but he sent two detectives to the 
woman's house. 

It turned out that the transmissions 
that the woman had heard on her 
AM radio were coming from a nearby 
home whose occupant, Leo De-
Laurier, owned a cordless telephone. 
DeLaurier was apparently unaware 
that such devices are little more than 
short-range radio transmitters whose 
signals can sometimes be picked up 
by ordinary radio receivers. During 
the next month, the police say, they 
recorded more than 100 hours of in
criminating conversations by De
-Laurier about the sale of cocaine and 
marijuana. Then they arrested De-
Laurier, his wife and 22 other people 
on drug charges. DeLaurier objected 
to the use of the tapes, and his trial 
has been postponed pending the out
come of an appeal to the Rhode Is
land Supreme Court. DeLaurier ar
gues that the monitoring of his phone 
was an illegal invasion of his privacy 
since it was done by the police with
out a warrant. 

Legal experts point out that 
cordless phones are one of many 
new-age technological devices that 
fall into a legal no man's land, an 
ambiguous region inhabited by such 
consumer products as personal computers 
and the ubiquitous message beepers and 
by sophisticated police equipment like 
mini-video cameras. The lack of clear le
gal rules for police use of the equipment 
promises to keep the courts busy. Just last 
month two federal courts clashed on the 
issue when the U.S. Court of Appeals for 
the Seventh Circuit in Chicago overruled 
a federal district court and found that vid
eo surveillance of four suspected members 
of the Puerto Rican terrorist group FALN 
did not violate the Fourth Amendment's 
guarantee against "unreasonable searches 
and seizures." Says University of Chicago 
Law Professor Geoffrey Stone: "Technol
ogy—bugs, beepers That police attach to 
cars, parabolic microphones—all of this 
enables the Government to invade priva
cy in ways far more extreme than one 
could possibly have imagined when the 
Fourth Amendment was written." 

The Kansas Supreme Court was the 
first state high court to rule on the cord
less-phone issue, holding last March that 
those who use such phones arc broadcast

ing over the public air waves and have "no 
reasonable expectation of privacy," a 
finding that may surprise the 7 million or 
so owners of the popular instruments. But 
to rule otherwise, Rhode Island's attor
neys argued before that state's supreme 
court, could mean that the woman who in
advertently overheard DeLaurier's con
versations might be held criminally liable 
for violating the federal wiretapping law. 

DeLaurier's lawyer, however, asserted 
that this 1968 legislation, which forbids 
wiretapping without court authorization, 
does apply to cordless phones, since the 
statute defines a "wire communication" as 
any conversation that is carried "in whole 
or in part" by wire. Even cordless instru
ments must utilize regular phone lines at 
some point to transmit calls. 

VideoSurveillances is as knotty an issue 
as the new telephones. Abscaro. the De 
Lorean drug investigation and other well-
publicized "sting" operations have made it 
seem that police have broad authority to 
videotape criminal activity. In fact, cam
eras have usually been employed to record 
only those meetings where an undercover 
agent or informer with prior knowledge of 
the filming is also in the room. This was 
notthe situation in the ChicagoFALN case, 
in which the FBI had authorization for 
both audio and video surveillance from a 
federal judge. The agency resorted to the 
video surveillance of two "safe house" 
apartments after two of the four suspects 
successfully thwarted wiretaps and bugs. 

when the FBI learned that they allegedly 
planned to mark the July 4 holiday by 
blowing up military installations. 

US. District Judge George Leighton 
threw out the FBI's 130 hours of videotape 
evidence in 1984, saying that "no one, not 
even in the name of ferreting out crime, 
has the right to invade the privacy of a 
home" without proper legal authority. He 
ruled that the 1968 wiretap law provided 
no such authority because it says nothing 

about video surveillance. The Sev
enth Circuit panel, in an opinion 
written by Supreme Court Hopeful 
Richard Posner, held that the wire? 
tap law did not apply but found that 
video surveillance is permitted under 
the Constitution without specific leg
islative approval. Paraphrasing a 
famous dissent by Justice - Louis 
Brandeis, Posner wrote, "There is no 
right to be let alone while assembling 
bombs in safe houses." The accused 
FALN members plan to appeal the 
ruling to the U.S. Supreme Court 

Many legal observers are fright
ened by the prospect of widespread 
video surveillance. Raising the spec
ter of Nineteen Eighty-Fourand Big 
Brother, Herman Schwartz, a law 
professor at American University, 
denounces it as "very dangerous" to 
everyone's civil liberties. Harvard 
Law Professor Laurence Tribe cau
tions that technological innovations 
like video cameras may be render
ing the traditional protections of the 
Fourth Amendment "irrelevant." 
Columbia University Law Professor 
Richard Uviller, a former prosecu

tor, says of the new high-tech and 
"When there is no alternative, when the 
crime is terror, there is a strong have 
enforcement need for this." But he adds 
that "its uses should be reserved for only 
the most serious circumstances; kidnap
ing, murder, espionage and terrorism.'' 

To clarify the legal muddle, several 
federal statutes have been proposed, in-. 
cluding one by Wisconsin Congressman 
Robert Kastenmeier that would force po
lice to satisfy a series of strict require
ments in order to get a warrant for video 
prying. Though the Kastenmeier bill died 
in the last Congress, it will be re
introduced in this session. Judges, legisla
tors and civil libertarians agree that the 
privacy problems presented by techno
logical changes make necessary a new as
sessment of existing statutes and court 
rules. Warns John Shattuck, a former 
American Civil Liberties Union officials 
"In many ways, technology is now out
stripping the law." —Br Michael S. 
Reported by Carol Fletcher/Chicago and 
Timothy Loughean/New York 
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The Direct Mail/Marketing Asso
ciation's Personal Information 
Protection Guidelines are in
tended to provide individuals 

and organizations involved in direct mail 
and direct marketing with principles of 
conduct that are generally accepted. 
These Guidelines reflect DMMA's long-
standing regard for personal privacy and 
the responsibility of direct marketers to 
the consumer—a relationship that must 
be based on fair and just principles. 

These Guidelines are also a part of the 
DMMA's general philosophy that self-
regulatory measures are more desirable 
than governmental mandates whenever 
possible. Self-regulatory actions are more 
readily adaptable to changing techniques, 
economic and social conditions, and they 
encourage widespread use of sound and 
responsible business practices. 

Because it is believed that a concern for 
everyone's privacy with respect to truly 
personal information is a basis for good 
business practices within direct response 
marketing, observance of these Guide
lines by all concerned is recommended. 

The Direct Mail/Marketing Association 
recognizes the need for businesses to pro
tect the personal privacy of individuals 
and their need to provide safeguards for 
the proper handling of personal data con
tained in data files. DMMA strongly be
lieves that good business practices require 
respect for such expectations of the indi
vidual. 

Accordingly, DMMA recommends the 
following Guidelines for the handling of 
personal data in data files.— 



959


For purposes of these Guidelines, the fol
lowing definitions apply: 

Individual: A natural person identified in 
a file by name and address or other iden
tifier. 

Personal Data: Information which is 
linked to an individual on a file and which 
is not publicly available or observable. 

Direct Marketing Purposes: The pur
poses of direct marketing are to promote, 
sell and deliver goods and services to fos
ter such efforts through the sale rental, 
compilation or exchange of lists in accor
dance with the principles of these 
Guidelines; to delete and add individuals 
to lists; to provide all necessary customer 
services including the extension of credit 
where appropriate; to raise funds; to per
form market research and to encourage re
cipients to respond by taking direct action. 

Article 1. Personal data should be col
lected by fair and lawful means for a direct 
marketing purpose. 

Article 2. Direct marketers should limit 
the collection of personal data to only 
those data which are deemed pertinent 
and necessary for a direct marketing pur
pose and should only be used accord
ingly. 

Article 3. Personal data which are used for 
direct marketing purposes should be ac
curate, complete and should be kept up to 
date to the extent practicable by the direct 
marketer. Personal data should be re
tained no longer than is required for the 
purpose for which they are stored. 
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Article 4. An individual shall have the 
right to request whether personal data 
about him/her appear on a direct market
er's file and to receive a summary of the 
information within a reasonable time after 
the request is made. An individual has the 
right to challenge the accuracy of personal 
data relating to him/her. Personal data 
which are shown to be incorrect should be 
corrected. 

Article 5. Personal data should be trans
ferred between direct marketers only for 
direct marketing purposes. Every list 
owner who sells, exchanges or rents lists 
containing personal data should see to it 
that each individual on the list is informed 
of those practices (Self Disclosure), and 
should offer an option to have the indi
vidual's name deleted. The list owner 
should remove names from his/her lists 
when requested directly in a signed writ
ing by the individual, or by use of the 
DMMA Mail Preference Service name re
moval list. 

List brokers and compilers should take 
reasonable steps to have the list owner 
follow these list practices. 

Personal data should not be put at the 
disposal of any third party except as set 
forth in these Guidelines, or with the ex
press consent of the individual, unless re
quired by law. 

Article 6. All list owners, brokers and 
compilers should be protective of the in
dividual's right to privacy and sensitive to 
the information collected on lists and sub
sequently considered for transfer. 

Personal information supplied by indi
viduals such as, but not limited to, medi
cal, financial, insurance or court data 
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should not be included on lists that are 
rented or exchanged when there is a rea
sonable expectation by the individual that 
the information would be kept confiden
tial. 

Article 7. Each direct marketer should be 
responsible for the security of personal 
data. Strict measures should be taken to 
assure against unauthorized access, alter
ation or dissemination of personal data; 
Employees who have access to personal 
data should agree in advance to use those 
data only in an authorized manner. 

Article 8. Visitors to areas where personal 
data are processed and stored should be 
specifically authorized by express permis
sion of the direct marketer and should be 
accompanied by at least one authorized 
employee of the direct marketer. 

Article 9. If personal data are transferred 
from one direct market to another for a 
direct marketing purpose, measures 
should be taken by the transferor to ar
range strict security measures to assure 
that unauthorized access to the data is not 
likely during transfer procedures. It is the 
responsibility of the direct marketer to 
whom the list is transferred to arrange 
strict security measures to insure no un
authorized access to the list during its re
turn to the original owner. 

Article 10. The Committee on Ethical 
Business Practices of DMMA is charged 
with reviewing any complaints by indi
viduals of violation of these Guidelines 
and shall take appropriate action. 
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DMMA Ethics 
Department 
In its continuing efforts to improve the 
image of direct mail and direct marketing, 
DMMA sponsors several activities in its 
Ethics Department. 

Ethical Guidelines are maintained, up
dated periodically and distributed to the 
field. 

A Committee on Ethical Business Prac
tices monitors the mails and direct offer
ings to the consumer and investigates 
complaints brought to its attention. 

An Ethics Policy Committee initiates pro
grams and projects directed toward im
proved ethical activity in the direct mar
keting area. 

MOAL (Mail Order Action Line) handles 
consumer mail order complaints and MPS 
(Mail Preference Service) offers mail flow 
reduction or increased specialized mail to 
consumers. 

All Ethics activities are directed by a full 
time Director of Ethical Practices. 

For additional information contact: 

John M. Cavanaugh 
Director, Ethical Practices 

Direct Mail/Marketing Association, Inc.

6 East 43rd Street, New York, NY 10017


(212) 689-4977

•


Suite 905, 1730 K Street, N.W.

Washington, DC 20006


(202) 347-1222


Members of DMMA proudly display this 
symbol and slogan 

"Look for this symbol when you buy direct." 

1-82 10M 
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ADMINISTRATIVE SURVEILLANCE--A MEANS OF POLICE REPRESSION*


Lev Yudovich


After Brezhnev's assumption of power, responsibility for

stepping up internal repression was put in the hands of the USSR

Ministry for the Maintenance of Public Order created in July,

1966.1 The powers of this ministry were considerably

broadened, while the legal guarantees of an accused person were

reduced.2 The attack on civil rights, freedoms, and legal

guarantees was carried out under the slogan of intensifying the

struggle against "antisocial manifestations," in other words, all

manifestations of dissatisfaction with the Soviet regime. The

newly created ministry and its local organs were given the task

of carrying out administrative surveillance of persons freed from

places of confinement and exerting "the necessary influence" on

them. This amounted, in practice, to extending sentences by

purely extralegal (administrative) police methods.


The Brezhnev regime found it necessary to take this step

because the RSFSR Criminal Code that came into force on November

1, 1951, (and the criminal codes of other republics) had reduced

the maximum terms of deprivation of freedom from twenty or

twenty-five years3 to ten or, in the case of especially grave


* Translation of RS 228/83.


1. See Decree No. 594 of the Presidium of the USSR Supreme

Soviet of July 26, 1966 (Vedomosti Verkhovnogo Soveta SSSR,

No. 30, 1966).


2. For example, Decree No. 595 of the Presidium of the USSR

Supreme Soviet "On Increasing Criminal Liability for Hooliganism"

(Vedomosti Verkhovnogo Soveta SSSR, No. 30, 1966) replaced the

normal preliminary investigation with a speeded-up administrative

investigation.


3. Article 28 of the RSFSR Criminal Code of 1926 as amended

by decrees of the Presidium of the USSR Supreme Soviet of

June 4, 1947 (Vedomosti Verkhovnogo Soveta SSSR, No. 19, 1947).
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crimes and especially dangerous recidivists, fifteen years.4


The consequence of this reform was to reduce the population's

fear of the state. It turned out that, without draconian criminal

laws, the regime could not protect itself, so a new punitive

policy was embarked upon.


The creation of the new ministry was accompanied by the

publication of a decree of the Presidium of the USSR Supreme

Soviet "On Administrative Surveillance by Police Organs of

Persons Released from Places of Confinement" and "The Regulations

for Administrative Surveillance by Police Organs of Persons

Released from Places of Confinement."5 The regulations defined

the categories of people to be placed under surveillance:

especially dangerous recidivists; persons sentenced to depri

vation of freedom for grave crimes whose behavior while serving

their sentences in places of confinement did not meet with the

approval of the camp authorities; and persons sentenced to

deprivation of freedom for grave crimes who, having served their

sentences (or having been conditionally released), "continue to

lead an antisocial life." In other words, administrative

surveillance was imposed on the majority of convicted persons,

including all those convicted of political crimes.


The regulations revealed the nature of this administrative

surveillance: a ban on leaving home at certain times; a ban on

frequenting certain places in a given raion or city; a ban or

limitations on leaving a given raion or city; and a requirement

to report to the police between one and four times a month.


To carry out administrative surveillance, police powers were

sharply increased. Hot only was the police given the right to

impose administrative surveillance on the basis of material of

its own to which the person under surveillance was not privy, but

it could also extend the term of surveillance "until the

expunging or removal of the record of conviction."6 Bearing in

mind that it can take from three to eight years for the record of

a conviction to be expunged and that the record of conviction for

certain crimes is never expunged,7 it is easy to appreciate that


4. Article 24 of the RSFSR Criminal Code of 1960.


5. Decree No. 597 of the Presidium of the USSR Supreme Soviet

(Vedomosti Verkhovnogo Soveta SSSR, No. 30, 1966).


6. Ibid.


7. See Article 57 of the RSFSR. Criminal Code as amended by

the decree of the Presidium of the RSFSR Supreme Soviet of

September 14, 1969 (Vedomosti Verkhovnogo Soveta RSFSR, No. 47,

1969).
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the police gained the power to impose long terms of admini

strative surveillance, in some cases lasting to the end of a

person's life.


The police were obliged to keep a file on every person under

surveillance. In it were gathered and stored information on the

behavior of the person under surveillance received from the

administration at his place of work, from organizations at his

place of residence, and from individual citizens; information on

the moral education talks conducted with the person by a

policeman at his place of work in the presence of the admin

istration, representatives of public organizations, or relatives;

and information on the person's activities by day and night at

home. To collect this information, the police was authorized to

visit the person's residence at any time of day or night.


The idea of introducing administrative surveillance in the

Soviet state was borrowed from the arsenal of the Russian Tears.

Under the old Russian legislation, police surveillance consisted

of: restriction of the freedom to choose a place of residence, or

a ban on living in certain places, or a restriction on freedom of

movement for a period of between two and five years or even for

life. Surveillance was carried out both openly and

clandestinely. The purpose of police surveillance was openly

declared to be the prevention of crimes against the state. In

1895, police surveillance was extended to all "persons considered

harmful to the public order." Persons under surveillance could

not be in government or public service. They were forbidden to

teach, to keep printshops, or to sell books. The Ministry of

Internal Affaire could forbid them to receive private mail or

telegraphic communications.8 All of these restrictions have

been included in Soviet administrative surveillance.


Since the regulations for administrative surveillance came

into force in 1966, they have been amended three times, in 1970,

1981, and 1983.9 The latest of these amendments affected not

only the regulations themselves but also Article 49 of the

Principles of Corrective Labor Legislation, which had come into

force in 1969.10 The decree incorporating these amendments was

signed personally by Yurii Andropov. Like earlier amendments,

they were aimed at broadening both the range of persons liable to

administrative surveillance by the Ministry of Internal Affairs

and also the grounds for imposing it.


8. Entsiklopedichesky slovar', Brokgauz and Efron, Vol. 20,

pp. 432-34.


9. Vedomosti Verkhovnogo Soveta SSSR, No. 24, 1970,

Article 206; No. 10, 1981, Article 32; No. 39, 1983, Article 584.


10. Vedomosti Verkhovnogo Soveta SSSR, No. 29, 1969.
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Article 2 of the regulations of 1966 provided for

administrative surveillance of three groups: especially dangerous

recidivists; persons sentenced to deprivation of freedom for

grave crimes "whose behavior while serving their sentences in

places of confinement demonstrated a strong reluctance to embark

on the path of correction and take up a life of honest labor";

persons sentenced do deprivation of freedom for grave crimes who,

"after serving their sentences or being conditionally released,

systematically violate public order and the rules of Socialist

community living and, despite warnings from the police, continue

to lead an antisocial way of life."


In 1970, the range of persons to whom administrative

surveillance could be applied was extended to include "persons

sentenced more than twice to deprivation of freedom for any

premeditated crime." In 1983, it was again extended to include

persons released from places of confinement either conditionally

or conditionally with the obligation to work before completion of

their sentences who commit a further premeditated crime during

the unserved part of their sentence or during the period of

compulsory labor.


The regulations of 1966 established the following grounds

for imposing administrative surveillance: a) in respect of

especially dangerous recidivists: a legally valid court sentence;

b) in respect of persons sentenced to deprivation of freedom for

grave crimes: the conclusion of the administration of a camp (or

other corrective labor institution) and the supervisory

commission that it was necessary. In respect of persons released

without administrative surveillance being imposed, such

surveillance could be imposed on the basis of material available

to the police at a released person's place of residence.


In 1983, the administrations of corrective labor -

institutions--i.e. organs of the Ministry of Internal Affairs-

were given the right to impose administrative surveillance

without consulting the supervisory commission. Since October 1,

1983, the administration of a corrective labor institution has

simply had to "coordinate" its decision with the supervisory

commission. The most substantial change in the regulations is,

however, the addition to Article 16 of a rule stating that:


persons under surveillance who leave their

place of residence without permission to

evade administrative surveillance and persons

who, without valid reason, fail to appear at

their chosen place of residence at the

appointed time, in cases when administrative

surveillance has been imposed on release from

a place of confinement, are liable to criminal
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prosecution according to the procedure laid down

by the legislation of the Union republics.


The nature of this "new procedure" is revealed by Decree No.

1334 of the Presidium of the RSFSR Supreme Soviet, which supple

mented two articles of the RSFSR Criminal Code. Article 198-2

now allows persons under administrative surveillance to be

sentenced to between one and three years deprivation of freedom

for leaving their place of residence without permission to evade

administrative surveillance or for failure, without valid reason,

to appear at the chosen place of residence. The decree was

published on September 13, 1983, although the decree of the

Presidium of the USSR Supreme Soviet proposing amendments to the

legislation on administrative surveillance was only dated

September 22, 1983. Thus, Mikhail Yesnov, the chairman of the

Presidium of the RSFSR Supreme Soviet, acted even before the

measure had been officially sanctioned at the all-Union level.


All this demonstrates once again the way in which Andropov,

Yasnov, and their like flout the constitution by issuing decrees

as and when they will. The anticonstitutional nature of the

legislation on administrative surveillance with all its

amendments and of the institution of criminal liability for

violation of the rules of administrative surveillance is

particularly evident when reference is made to Article 49 of the

USSR Constitution of 1936 and Articles 121 and 122 of the USSR

Constitution of 1977, which state that only the Supreme Soviet is

empowered to enact new laws. The Presidium of the Supreme Soviet

may interpret laws or, when necessary, amend them, but it is not

entitled to enact new laws in the guise of amendments.
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Routinizing the 
Discovery of Secrets 

Computers as Informants 

GARY T. MARX 
NANCY REICHMAN 
Massachusetts Institute of Technology 

The king has note of all they intend

By interception which they dream not of.


—William Shakespeare, The Life of Henry V


•	 A computer cross-check resulted in the investigation of a California woman 
suspected of bilking the welfare department out of more than $4,000,000. 
Using a variety of aliases over a seven-year period she successfully filed 
fraudulent assistance claims for 38 nonexistent children. 

•	 The Commerce Department, concerned over illegal exports, has distributed a 
list of 12 "red flag" signals that may suggest an illegal transfer of goods. A 
24-hour-a-day telephone hotline has bees established. Persons working in high-
technology industries are encouraged toreport any suspicions. 

•	 The FBI and IBM jointly run a fake consultingfirm in the Silicon Valley in San 
Jose, California. The sting operation involves selling IBM trade secrets to 
Hitachi and Mitsubishi. 

These diverse examples are typical of recent efforts to solve a 
traditional problem faced by any enforcement agency: the need to locate 
infractions. 

Police in the United States traditionally have relied heavily on 
unsolicited information from citizens to direct their efforts (Black, 1980, 
Reiss, 1971.1 In a democratic society there is much to be said for this 
means of mobilization. It can offer a degree of citizen control over 
police discretion. This, along with other limitations on the autonomy 
of police to initiate investigations, is surely a necessary feature of 
liberty. 

The traditional citizen-reporting approach may work well where 
there are clear victims or observers who are aware that infractions 
have occurred and who are willing to report what they know. It is less 

AMERICAN BEHAVIORAL SCIENTIST. Vol 27 No. 4. March/ April 423-452 
• 1984 Sage Publications, Inc.
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effective when those with information are intimidated or otherwise 
not forthcoming. When witnesses are not even present, when there is 
no clear individual victim, when the offense is hidden or highly 
technical, or where a well-organized conspiracy is present the tradi
tional approach is irrelevant. 

Reliance on citizens for information can have two major draw
backs: (1) the ratio of offenses citizens choose to report, relative to 
those they actually know about, may be too low or may be systemati
cally biased in an undesirable direction; (2) there are many offenses of 
which citizens are unaware. These drawbacks have become more 
apparent inrecent decades. In response, an important area of criminal 
justice reform has sought to improve the ability of social control 
agents to discover offenses and offenders systematically. 

REFORMS INTENDED TO

IMPROVE THE DISCOVERY PROCESS


Systematizing or routinizing discovery has taken two broad 
forms. One form responds to the problem of underreporting. It seeks 
to structure the environment so that citizens will be more likely to 
come forward with information. Toll-free hotlines where citizens may 
anonymously call in tips, televised police appeals for information, 
neighborhood crime watches, and citizen patrols seek to make report
ing easier and more accessible and to increase the flow of information 
to police.2 Protections for those who report have also been 
enhanced.3 

The second form of enhancing information discovery involves 
police taking initiatives to discover infractions on their own, without 
being dependent on what citizens may choose to report. Undercover 
work is an example. Police increasingly have sought to discover 
crimes by becoming a party to them, whether as fellow conspirators, 
observers, or victims (Marx, 1982). Another form of police initiative 
we have chosen to call "systematic data searching." As illustrated by 
the discovery of the California woman who fraudulently received 
welfare aid for 38 non-existent children, systematic data searching 
involves gleaning data, usually in computerized form, for direct or 
indirect evidence of infractions. 

While it would be worthwhile to devote equivalent attention to 
each attempt at enhancing the discovery process, we have chosen, 
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instead, to use this limited space to explore systematic data searching 
in greater detail.4 We do this because of its relative newness, its rapid 
expansion, and its having received little research attention. While 
considerable attention has been devoted to the vast new crime oppor
tunities computers offer (Parker, 1976; Whiteside, 1978), less atten
tion has been given to the role of computers in discovering crimes. 

Systematic data searching involves more than just the application 
of computer technology to existing law enforcement process.5 It is in 
some ways a new tool. It permits the joining of heretofore independent 
pieces of information in order to expose offenses and offenders that 
would remain hidden unless such links could be drawn. Systematic data 
searches do not merely expedite existing discovery processes. They offer 
an entirely new means of exposing rule breaking. They offer a "Value
added" or inductive method that differs from traditional, deductive 
methods. Rather than drawing inferences from a "crime scene" that has 
natural, seemingly self-evident boundaries, systematic data searching 
permits investigators to construct criminal scenarios from disparate 
data and events. They may also permit a form of statistical surveillance. 

This article draws on 8 interviews with specialists in computer 
detection and over 100 interviews carried out in the course of our 
research on undercover tactics and insurance fraud investigations. 
Information from these interviews is not presented quantitatively, nor 
is it used to test hypotheses. Systematic research is premature until 
issues have been framed and questions raised. It is hoped that our 
discussion can contribute to the type of systematic research required 
to answer the questions to be suggested. 

A MORE DETAILED LOOK AT

SYSTEMATIC DATA SEARCHING


Systematic data searching has been facilitated by new computer 
developments. These developments have occurred concurrently with 
the increased prominence and attention given to what can be called 
"low-visibility" offenses. Much white-collar crime, such as price 
fixing, corruption, and trade violations, can be so characterized. The 
significant expansion of benefits provided by the modern welfare state 
has also generated new opportunities for fraud. The implications of 
thisfor exploitation have rarely been noted.6 
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Factors that inhibit the discovery of such offenses go far beyond 
the physical barriers and the right to privacy noted in the literature as 
factors that limit the discovery of offenses by routine patrols of public 
areas (Stinchcombe, 1963; Mawby, 1981). The impersonal and routine 
settings in which these offenses occur and the very large numbers of 
potential offenses/offenders means that control agents usually cannot 
rely on priorreputation as a means of suspicion, as they can with more 
traditional offenses. 

Many crimes by or against organizations are deceptively masked 
as legitimate organizational transactions. Applying for and receiving 
welfare benefits, for example, is legal unless the fact of employment is 
concealed. Similarly, filing a property insurance claim is legitimate 
unless there was no loss. Since the infractions occur in the context of 
many similar, legitimate transactions, they do not stand out im
mediately as instances of wrongdoing. Organization members and 
routine organizational process also may shield illegal action from 

7exposure.
In such cases the legitimate and routine appearance of the 

violations is in sharp contrast to predatory crimes (such as robbery, 
assault, or rape) or even victimless crimes (narcotics, prostitution) 
where the apparent act is illegal and traces of the activity (the injured 
victim, the smashed window) are instantly obvious if seen. No similar 
"on-site" clues alert social control agents that low-visibility offenses 
have occurred. There is no "smoking gun." 

Beyond their entrenchment in routine organizational process, 
low-visibility offenses often are difficult to discover because they 
occur over time and information about them is dispersed across 
institutional settings. The discovery of low-visibility violations that 
occur over time, or across agencies or cases, is enhanced by the pool
ing of information. Death records are a good example. Although they 
have major bearing on many federal entitlement programs, death 
records are maintained locally. Historically, there has been no sys
tematized way for federal agencies to obtain these records automati
cally to confirm program eligibility. In addition, technical advances 
such as automatic check writing and depositing may further mask 
discovery. The system grinds along on its own initial momentum, 
absent an order to decease. 

Systematic data searches appear well suited for the exposure of 
these types of low-visibility offenses. In their simplest form searches 
may be applied to a single body off data. Before computerization, 
records such as applications were checked for internal consistency. 
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errors, and missing information. But this was often done superficially, 
with little cross-checking and in an inconsistent and nonsystematic 
fashion. The individual clerk or auditor usually had vast discretion 
over whether or not, and what, to check. 

With computerization screening can become routinized, 
broadened, and deepened. Computers permit forms of investigation 
that previously were impractical. In contrast to traditional techniques 
that could assess static demographic data, computers permit analysis 
of more complex transactional data, such as number of visits to a 
doctor, phone calls to particular individuals, travel patterns, bank 
deposits, and the timing and interrelations of events (Burnham, 
1983). A much more textured or dimensional picture is possible. 

An internal computer data search may reveal discrepancies, con
tradictions, and irregularities that would be missed by a clerk review
ing the form. Equity may be increased as all forms are checked, not 
just those that happen to catch the fancy of an auditor. The IRS, for 
example, now is able to screen the over 90 million tax returns it 
receives for missing information and mathematical errors. Cross-
referencing distinct data bases (as with social security numbers and 
death records) may expand and qualitatively change the nature of the 
search. Data analysis may yield profiles of likely offenders. Patterns 
of offense may be discovered through aggregation not possible if one 
follows a Sherlock Holmes logic of deduction and looks at only a few 
cases. Indicators may be created that suggest that a violation is likely. 
The investigator may then follow or track these cases over time. 

Two increasingly prominent types of computerized data searching 
are matching and profiling. These certainly do not exhaust all forms 
of searching, but they are amongthe most important.8 While they may 
overlap or appear sequentially, they ere analytically distinct and offer 
one way of organizing the empirical material. 

MATCHING 

Matching involves the comparison of information from two or 
more distinct data sources. It may be used for cross-checking and 
verification or to discover inconsistencies and multiple listings 
suggesting violations. According to one estimate, approximately 500 
computer matching programs are being carried out routinely at the 
state and federal levels (U.S. Senate, 1982:20). 

Among the most dramatic examples of the violations matching may 
discover ate impersonation and false representation. For exam
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ple, a cross-check of social security rolls and medicare records resulted 
in the arrest of 29 people for cashing checks made out to dead friends 
andrelatives. One woman had been forging the name of a deceased 
friend for 14 years. Officials reported uncovering losses of over $30 
million (New York Times, May 20, 1983).9 In what a prosecutor 
called "the most concerted effort yet not simply torespond to com
plaints but to affirmatively go out and detect fraud," the U.S. Office 
of Education has used computer searches toflag suspicious applica
tions in federal student loan programs. The rate at which fraud has 
been uncovered as aresult has more than tripled (Boston Globe, June 
27, 1983). 

Third parties may exploit what once was a valid claim. For ex
ample, matching black lung program payments with social security 
records revealed that the program was continuing to provide compen
sation to 1200 individuals listed as deceased (U.S. Department of 
Health and Human Services, 1981: 24). 

A second type of violation commonly discovered is "double dip
ping." A person may be legitimately entitled to the benefit in ques
tion, but, through seeking the same benefit in different jurisdictions, 
or using different names, or (where payment legitimately terminates) 
reapplying after an extended period of time, he or she may fraudu
lently obtain additional benefits. For example, a match of the welfare 
rolls of 34 jurisdictions involving 5 million records turned up 3500 cases 
where persons appeared to be receiving public assistance in more than 
one state (U.S. Department of Health and Human Services, 1981:30). 
Some welfare systems will automatically cross-check birth records 
whenever a person claims to have twins, since false claims regarding 
twins are a well-known means of seeking increased benefits (New York 
Times, August 3, 1982). 

Computer matching may also be used to discover false claims that 
wouldrender an applicant ineligible for the benefit in question. For 
example, in Massachusetts computer matching has been used to find 
welfarerecipients with bank deposits in excess of the amount permit
ted. The welfare department supplied banks with the names and 
social security numbers of all welfare recipients. Matching these 
numbers with their customer information, the bank officials gave the 
state a list of welfarerecipients holding cash assets in their banks. The 
inquiry discovered over 1600 instances in which assets in excess of the 
$5000 limit appear to have been held (U.S. Senate, 1982: 240). 

Thefraudulent claim may involve an event rather than some 
aspect of a person's biography. A commonform of insurance fraud 
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involves purchasing the title certificate for a wrecked car sold as 
salvage. The car is insured and subsequently reported as stolen. Theft 
insurance would then be collected on a nonexistent car. However, 
with computer matching this has become more difficult to do. The 
National Auto Theft Bureau now maintains records of all vehicles sold 
as salvage and/or reported stolen.10 By marrying theft reports with 
salvage records, the computer matching program permits instantane
ous discovery of a type of fraud that previously lay hidden in two 
rarely connected bodies of data. 

Matching may be used to identify persons who fail to meet an 
obligation. For example, in an effort to discover income tax evasion, 
particularly by the self-employed, the IRS is testing a system that 
matches tax records to estimates of income based on the type of 
neighborhood an individual lives in and the type of car he or she 
drives. The data are to be purchased from private marketing firms that 
sell computerized lists to direct-mail companies. The IRS is also 
matching datafrom county recorders of deeds with tax returns, to find 
individuals who fail to pay capital gains taxes owed from the sale of 
real estate (New York Times, August 29, 1983). 

Matching can also be used in a preventive way, for example, 
linking the failure to meet an obligation with a new request. In rules 
announced by the Office of Management and Budget in 1983, federal 
agencies are now prohibited from making loans, procurements, con
tracts, or major grants until they have prescreened applicants through 
credit bureau inquiries to be sure that they are not delinquent in 
repaying prior government loans and other overdue obligations (New 
York Times, September 24, 1983). 

PROFILING 

Matching may be used to construct profiles of violations or 
violators. But the logic of profiling is more indirect than that of 
matching. It follows an inductive logic in seeking clues that will 
increase the probability of discovering infractions relative to random 
searches. 

Profiling permits investigators to correlate a number of distinct 
data items in order to assess how close a person or event comes to a 
predetermined characterization or model of infraction. The modal 
characteristics and behavior patterns of known violations or violators 
are determined relative to the characteristics of others presumed to be 
nonviolators.11 Indicators of possible violations are developed from 
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this comparison. Where the behavior is complex and evolves, a model 
may be developed of the interrelations among the relevant factors. 
But most common is a simple laundry list of "redflag" characteristics. 
As more and more of these occur the case in question becomes more 
suspect. A second, more in-depth, investigation is then carried out to 
determine if a case that has been flagged as suspicious actually in
volves the violation.12 

Profiling is indirect because the indicators used are not in them
selves indicative of illegality. However, their joint appearance is 
thought to be associated with an increased probability that a violation 
will occur or has occurred. Profiling may be singular or aggregative. 
The former consists of a model of distinct attributes. The latter 
consists of the reappearance of factors that, appearing only once, in 
and of themselves would not trigger suspicion. Their appearance 
across cases, such as a single person's being the owner of several 
inner-city buildings that burn down, would lead to further investiga
tion. 

Let us consider singular profiling first. It focuses on discrete 
characteristics or events. There is nothing illegal or exceptional about 
being a male, purchasing a one-way airline ticket, paying for it with 
cash, and obtaining the ticket at the last minute at the airport. But 
analysis suggests that when these factors occur together, the chances 
of a skyjacking attempt are increased. The same thing applies to a 
drug courier profile used to stop suspicious persons at airports. 

The IRS was an early user of profiles in efforts to identify tax 
violators. Persons claiming deductions beyond a certain percentage 
of their income and certain configurations of deductions are likely to 
trigger more detailed inquiry. One way to get on the IRS's "tax gap hit 
list" appears to be to purchase audit insurance (Wall Street Journal, 
June 29, 1983). The logic here is that people who purchase audit 
insurance are likely to have something to hide and are gambling that 
it's cheaper to purchase the insurance than to pay the tax. 

Profiles also can be used in a preventive way. The development of 
arson early warning detection systems in Seattle, Boston, New Ha
ven, and other cities illustrates this (National Legislative Conference 
on Arson, 1982). Computer-based arson prediction models are used to 
identify buildings thought to be atrisk of being burned. This opens up 
the possibility that preventive action will be taken. In another form of 
prevention, the profile may result in interdiction before the act can be 
fully carried out. Airline skyjacking profiles are one example, for 
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instance, refusing to issue tickets to passengers matching the profile 
may prevent the skyjacking (Time, July 26, 1976). Interrogations 
and searchesresulting from drug courier profiles are another example. 

Profiles developed for identifying welfare fraud can be used to 
prevent ineligible cases from entering the system. For example, in 
Sacramento County (California) a profile for identifying suspicous 
cases has been developed around the number and age of children, 
health care, and schoolrecords. This model is based on an assump
tion of at least occasional childhood illness and treatment. If a recipi
ent claims children and there are no schoolrecords and no medical 
claims for the children, further investigation results (U.S. Senate, 
1982). 

Profiles of auto theft and bodily injury fraud increasingly are used 
in insurance cases. Profiles are based on factors that often accompany 
fraud, such as losses occurring close to the inception date of a policy 
or claimants avoiding the U.S. mail in correspondenceregarding the 
claim. A series of questions, a checklist ofresponses, and associated 
point system have been developed that allow adjusters quantitatively 
to rate the degree to which a particular claim is consistent with ideal 
fraud types (Reichman, 1983). 

Aggregative profiling is based not on the distinctive characteristics 
of any one case, but on the frequency with which certain factors 
appear across cases. The profile emerges from the aggregation of 
similar incidents or configurations. There is an implicit threshold. 
Once this isreached,redflags appear. Aggregative profiling often is 
directed against systematic andrepetitive violations rather than the 
one-time violation. 

Such profiling has been used extensively in efforts tofind insur
ancefraud. For example, the State of Florida's Division of Insurance 
Fraud maintains an index of all bodily injury insurance claims. The 
index is used to ferret out violations that cut across seemingly unre
lated claims. Thus when the same doctor-lawyer combination reap
pears on a significant number of personal injury claims, investigators 
havereason to look further for a fake accidentring. This pooling of 
information may give the analystreason for suspicion that would not 
appear to an insurance company office paying a single claim. 

Similar logic underlies the Property Insurance Loss Registry 
(PILR), a not-for-profit discovery organization sponsored by the in
surance industry. Among other information, it records the location of 
fires, insurees, mortgagees, and contractors. A current fire prompts a 
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search through the PILR index for other similar fires involving the 
same persons or organizations. While the discovery of other fires is 
not directly discrediting, it suggests that further inquiry into the fire 
loss is appropriate. 

The Educational Testing Service uses a form of aggregative profil
ing to discover cheating. In 1982 the service sent out to takers of its 
scholastic aptitude tests about 2000 form letters alleging "copy
ing." The letters note that a statistical review "found close agreement 
of your answers with those on another answer sheet from the same 
test center. Such agreement is unusual and suggests that copying 
occurred." Students are told that in two weeks their scores will be 
canceled and colleges notified unless they provide "additional infor
mation" to prove they did not cheat. A major factor triggering the 
sending of such letters is the "K-index," which compares incorrect 
answers among test takers (New York Times, July 2, 1983). 

Profiling is also used in some parts of the private sector to identify 
drug users. For example, one drug consultant goes through com
puterized company personnel records looking for employees under 35 
who show higher-than-average rates of (1) absenteeism, (2) requests 
for early dismissal or time off, (3) lateness, (4) sick leave, (5) acci
dents, and (6) Worker's Compensation claims. An employee showing 
sufficient elements of this profile may be asked to undergo a blood or 
urine test to determine the presence of drugs (Newsweek, August 22, 
1983). 

USES OF THE RESULTS 

In the data analyst's language, the results of an initial computer 
search are referred to as "raw hits." Depending on search type, these 
include indications of direct infractions or a sufficient number of red 
flags alerting agents to possible violations. A name on both the wel
fare and city employment rolls, the repetition of an event or charac
teristic beyond some identifiable threshold (such as four consumer 
complaints against the same company), or a person or event that 
matches a profile associated with previous violations are illustrative. 
These raw hits include the total universe of hits. This universe in turn 
is made up of "solid hits," "misses," and "inconclusives." 

"Solid" or "true" hits are instances in which conclusive evidence 
of violation is found.13 But what happens when additional investiga
tion yields conclusions that negate the initial finding of a hit? In most 
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cases what appeared to be hits will simply be considered misses and it 
will be possible to explain away the initial suspicion. Misses appear as 
a result of errors, situational factors that lead to a different interpreta
tion of the facts, or, in the case of profiling, a necessary casualty of 
probabilistic reasoning.14 In other cases, while sufficient evidence of 
infraction is not available, neither is the conclusion of a miss. No 
evidence is found to cast doubt on the original reasons for suspicion, 
and evidence to strengthen it may even have been found. The term 
"inconclusive" is appropriate here. Where there is reason to think 
that a violation will eventually appear, one response is to monitor or 
track a case over time.15 

The goals of a data search may change with its repeated use. When 
a system is first applied to an existing data base, its goal is likely to be 
the discovery of current or past offenses. It may seek to "weed out" 
bad apples. It searches for illegitimate cases. For example, recipients 
of the black lung benefits are provided with payments for children up 
to the age of eighteen. When the U.S. Department of Health and 
Human Services screened its records, it found 3000 offspring whose 
ages exceeded the eligibility standard, though not all of these were 
continuing to receive payments (U.S. Department of Health and 
Human Services, 1981:25). The statistical technique of discriminant 
analysis is used by the Farmer's Home Administration to identify 
problem loans. Based on patterns identified in previous cases of 
default and foreclosure, the technique permits investigators to screen 
out current loans exhibiting those characteristics associated with a 
high probability of default (President's Council, 1983). 

Once a data base has been purged initially of such cases, however, 
the goal may shift to deterrence and prevention. In fact, preventing 
fraud and abuse before they occur is the new objective of the 
President's Council on Integrity and Efficiency (PCIE), established 
in March 1981 to promote and coordinate the activities of inspectors 
general, many of whom pioneered the use of computer matching. 
Program administrators hope that the publicity about data searching 
will deter potential offenders.16 Public relations efforts may seek to 
create the impression that the computer's awesome power is all 
knowing. This may build upon the mystique surrounding technology 
in general and computers in particular. Fear and trembling may be 
engendered among the naive, as they impute unrealistic powers to the 
computer. There is a parallel to the unwarranted power some per
sons impute to the lie detector. This is reminiscent of President 
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Nixon's immortalized words on the Watergate tapes, "Listen, I don't 
know anything about polygraphs, and I don't know how accurate 
they are, but I do know that they'll scare the hell out of people." 

Where such deterrence is not present, applying the search before 
people are officially entered on the rolls or, in the case of the black 
lung example above, assuming that they are removed at the appropri
ate time may anticipate violations and allow for preventive measures. 
In a private sector example, major credit card companies may soon be 
confirming the personal identity of credit card holders through signa
ture verification technology. A technique has been developed for 
analyzing the pressure and direction of a signature as it is being 
signed. This could then be compared to data stored from previous 
signatures (Wall Street Journal, June 9, 1983). 

SOME POLICY AND RESEARCH ISSUES 

I hope you do not assume yourselves infallibilitie of judgment when the most 
learned of the apostles confesseth that he knew but in parts and saw but 
darkly through a glass. 

— Sir Richard Saltonstall 

It is clear that data searching techniques such as matching and 
profiling can significantly enhance discovery. As we noted earlier, 
systematic data searching seems particularly well suited to ferreting 
out certain low-visibility offenses that involve organizational proces
sing. As with undercover sting operations, their dramatic results 
make for good media treatment. These techniques generally have 
been positively received. Their use is expanding rapidly. But, as with 
any means, they have a cost. The lunch is never free, whatever other 
attractions it may have. Two of the most important costs are the 
consequences of error and the implications for civil liberties. 

ERRORS 

Important factors in the assessment of data searching are the 
cause, frequency, and consequences of various types of error. At least 
five sources of error can be identified: (1) erroneously reported or 
incorrectly entered data, (2) time lags, (3) computer hardware and 
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software problems, (4) the acontextual nature of the decision pro
cess, and (5) the probabilistic nature of profiling. 

The extent of erroneously reported, or incorrectly entered, data 
will vary greatly across programs and data types. We know little about 
its frequency. A study of the social security numbers of over 2 million 
food stamp and AFDC recipients found 5100 instances in which 
nonissued numbers were in use. Approximately one-third of these 
cases were a result of data input errors — the numbers were trans
posed by the applicant or by program officials (U.S. Senate, 1982:5). 
In the first computer run of the Massachusetts bank records match, 
24% of the social security numbers used in the matches were incorrect 
(U.S. Senate, 1982: 224). A procedure adopted later, which coupled 
the first letter of the surname with the social security number, helped 
reduce errors based on incorrect matches to 7%. Although this is a 
significant reduction in the error rate, the ease and magnitude of such 
errors gives on pause. 

The process used to create the data base must be seen to reflect 
human judgment and not be seen as a perfect reflection of reality. It 
must be approached tentatively. Were the data gathered under coer
cion or periods of great stress? Are data collectors and processors 
aware of proper data collection procedures and motivated to follow 
them?17 Do program staff have incentives for falsifying data? If 
matters of judgment are involved, how high is reliability across 
judges? Even when the agency that initially gathers the data discovers 
an error, the ease of access to computerized information on the part of 
other agencies may limit its ability to control the flow of erroneous 
information. The automatic interfacing of computer systems may 
mean that the original processors of the data are unaware of the 
ultimate users and uses of such information. 

The time lag between events, the reporting of events, and input 
into computerized data banks and analysis offers another source of 
error. For example, in New York State a match of work records with a 
list of persons receiving assistance in the last quarter of 1978 revealed 
that 10% of welfare recipients were actually working. A second re
view disclosed that at least half these persons were on both lists 
legitimately. Some recipients had been on welfare during the begin
ning of the quarter and only subsequently found work. Because the 
data were not updated in a timely fashion, some innocent individuals 
were initially suspect (Boston Globe, July 23, 1979). 

Computer hardware problems may lead to data errors. Among
problems that can be caused by faulty hardware is the "doubling up of 
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records" so that the value of a variable is recorded twice. This can 
wreak havoc with quantitative eligibility requirements such as a 
minimum amount in the bank, age, or number of children. Such 
hardware problems are easy to correct technically once they are 
located. But this requires vigilance in looking for errors and the 
incentive to make corrections. In the interim, persons may experience 
loss of benefits or receive benefits to which they are not entitled. 

Another not uncommon technical problem lies with software er
rors. In using large data bases formatting errors can easily occur. If a 
command has been formatted incorrectly, the wrong variable will be 
pulled out for analysis. For example, when applicants provide income 
data for several years, a formatting error could abstract a previous 
year's income for current income.18 

The error sources considered thus far are largely technical. With 
sufficient experience, resources, cross-checks, updating, and incen
tives, they can probably be reduced to an acceptable minimum. But 
this may not be the case with errors that are related to substituting 
technical for human judgment and profiles based on samples for 
which the true parameters are unknown. The most serious questions 
raised by systematic data searching lie here. 

When a machine recommends a decision, the recommendation is 
only as good as the data and programs that have gone into it. One 
measure of goodness has been considered above—whether the data 
are erroneous in some technical sense. But a more subtle meaning 
involves completeness and sensitivity to unique parameters. When 
used as a decisive guide, rather than as an aid, systematic data 
searching is misused. The machine should not be a substitute for 
human discretion and judgment. 

Errors in interpretation may arise because of the acontextual 
nature of the data analysis. Only a fraction of reality's richness is 
abstracted out and put into machine-analyzable form. There is a bias 
toward general features characterizing many cases, rather than the 
atypical, idiosyncratic, or extenuating circumstance. 

As we move from the formal and general categories used to 
develop aggregate patterns basic to the actuarial method, to infer
ences about particular persons in specific situations, problems may 
appear. An example of this can be seen in the case of a nursing home 
resident who lost her Medicaid eligibility as a result of the Mas
sachusetts bank matching program described above. The data that 
resulted in her being dropped were technically correct as far as the 
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search program was concerned. Yet it was a wrong decision. The 
woman's bank account included a certificate of deposit held in trust 
for a local funeral director to be used for her funeral expenses. 
Although federal regulations exempt burial contracts from asset cal
culation, the trust, was included in the determination of her assets and 
she was excluded from the program (U.S. Senate, 1982: 106-107). 

In another case a Washington, D.C., welfare recipient obtained a 
job at the Department of Health, Education and Welfare. Although 
she properly notified the welfare department of her changed status, 
word never reached those responsible for mailing the checks. The 
checks kept coming despite her repeated attempts to inform the 
welfare department of her new status. She eventually cashed the 
checks to pay off doctor bills incurred as a result of her serious illness. 
Subsequently, she was indicted on a felony charge and her name 
(along with 15 others) was listed in local newspaper stories describing 
the results of HEW's computer matching of its own employee rec
ords. Many of the others indicted also had informed the welfare 
department that they were currently working. When the judge learned 
the details, a majority of the cases, including that of the woman 
described above, were dismissed or reduced to misdmeanors. Yet the 
damage to these people's reputations and six months of uncertainty 
before their cases came to trial cannot be undone.18 

A final source of error inheres in the very idea of profiling. It stems 
from statistical reasoning and group comparisons. With aggregative 
profiling some hits composed of repetitive events will appear as a 
result of chance. For example, sometimes persons showing roughly 
equivalent error patterns at a test will represent random factors rather 
than cheating. Some persons may simply have the bad luck to have a 
series of fires on properties they own without arson as the cause. 

The data base used for constructing a profile may be reasonably 
accurate as far as it goes, but may simply not be representative of the 
larger universe of events. Important data may never enter the system. 
Thus it is sometimes argued that our knowledge of criminals is dis
torted because it is based primarily on those who get caught and they 
may be less competent than those who manage to avoid apprehen
sion. 

When data gathering on controversial and confidential topics is 
separated from data analysis, users may not be in a position to know 
much about the representativeness of the data they are given. Prose
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cutors, for example, usually have no choice but to accept the selec
tively reported information police bring them on gambling (Reuter 
and Rubenstein, 1978). 

Even in the unlikely event that a profile was to be developed that 
described characteristics of all true violators, it would also likely 
characterize many nonviolators. In the case of skyjackings, for 
example, a majority of skyjackers may fit the profile, but so too do a 
large number of nonskyjackers. Given the extreme rarity of skyjack
ers perairline passenger there are no doubt many more misses than 
true hits. This also may be true for airport drug courier profiles that 
include such criteria as arriving from a city noted as a drug source, 
casual dress scanning the concourse, making a telephone call on 
arrival, and appearing nervous (U.S. v. Harrison, 1982). While the 
profile does turn up solid hits, it may also cause much embarrassment 
and inconvenience to those wrongly interrogated. Procedures for 
taking reparative action, to the extent that this is possible, are clearly 
appropriate. 

Whatever the source, errors will occur. In considering their costs 
it is useful to separate errors involving false accusations from those 
involving the failure to identify violations. The common distinction 
used in the analysis of statistical data between Type 1 and Type 2 
errors can be usefully applied here. Type 1 errors involve identifying 
an infraction when in fact none exists. Type 2 errors involve failing to 
recognize an infraction when one does exist. 

Type 1 errors involve false accusations. Like the dolphins who are 
inadvertently trapped in nets put out for tuna, innocent persons are 
caught in the net thrown out for offenders. Loss of benefits, defama
tion of character, alienation, and a more general delegitimation can 
result from such errors. In the case of false accusation, the state has a 
moral, and often a legal, obligation to provide a means of review. 
Although Type1 errors have an individualized impact, they may incur 
high societal costs as they challenge democratic ideals of fair process. 

Type 2 errors reflect an inefficient discovery mechanism (that is, 
not netting the universe of offenders). Their consequences vary ac
cording to whether one seeks to discover infractions that have already 
occurred or those that are planned. Not identifying a direct violation 
(for example, that a person is obtaining public assistance while work
ing) may be inefficient, but it does not produce a clear direct cost since 
the behavior would have remained hidden whether or not a weak 
search process were in place. On the other hand, as the case of arson 
or skyjacking suggests, when the goal is prevention, the failure to 
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recognize a set of behaviors or events as consistent with a profile of 
wrongdoing can have more serious consequences. 

Type 1 errors almost always become manifest because the investi
gation reveals a miss or a falsely accused person protests. But 
whether or not Type 2 errors are identified varies across offense 
types. Such errors are likely to be discovered only if a victim reports the 
offense or if it of necessity becomes public. For example, skyjack
ing offers a great contrast to drug smuggling. With a profile in place 
every skyjacking attempt represents a Type 2 error. But completed drug 
smuggling violations are far more difficult to identify. The extent 
of Type 2 errors involving the former can be checked continuously, 
but with drugs this is almost impossible. Where profiles can be checked 
they are subject to more frequent revision and, presumably, 
improvement. Where the size of Type 2 errors cannot be determined the 
profile remains a captive of its assumptions, which must remain 
(invalidated. The IRS, with the power to carry out in-depth investiga
tions of random sample of taxpayers, illustrates one method of assess
ing the extent of Type 2 errors that would not otherwise be visible. 

The assessment of errors also must consider the rate of error 
relative to the rate of true hits. If you increase the capacity to get true 
hits, do you proportionately increase the rate of errors or does the error 
rate grow exponentially? Or are there instances in which they might even 
be inversely linked? 

In his, novel Nineteen Eighty-Four. Orwell imagined a social 
control system that was both highly efficient and repressive. Perfect 
control over information was the key element (whether the ability to 
discover infraction or to manage beliefs). While not explicitly men
tioned, computer technology was implied. Our review certainly does 
not question the repressive potential of such technology. But the 
sources of error we have noted clearly call into question limits on the 
efficiency and accuracy of computer control technology and illus
trate the high cost of mistakes. 

CIVIL LIBERTIES 

Computer data searching involves the same civil liberties issues 
raised by the use of computer files in general.20 Visions of the central 
all-knowing computer and Kafkaesque nightmares lurk on the hori
zon. Important concerns are privacy, Fourth and Fifth Amendment 
protections, and due process of law. 
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Critics argue that these searches are more intrusive than other 
forms because those subject to them are likely to be unaware that any 
search is going on. They may have given direct or willing consent for 
neither the search for the disclosure of personal information to 
others. In cases in which consent has been given, this may be a result 
of duress and coercion rather than a real choice, since one may 
believe that one may have to forgo a badly needed benefit if one does 
not give consent.21 

Privacy may also be violated by the improper disclosure of data to 
third parties without the consent of the subject. Or the data may be 
improperly obtained by them. The sharing of data across agencies 
heightens the risk of unrestricted or improper access to confidential 
information. Even without such exchanges, the fact that security 
around these kinds of data sets is generally weak invites abuse.22 

The use of computerized records for purposes unrelated to their 
initial collection has also been questioned. At the federal level such 
use is prohibited normally by privacy legislation. However, the Pri
vacy Act of 1974 exempts computer matching programs when they are 
classified as "routine use" procedures, meaning when they are used 
for purposes compatible with the reasons for which the data were 
collected originally.23 Broad interpretations of "compatible purpose" 
have made it possible to include nearly any government-initiated 
venture. The "routine use" classification can thus be used to circum
vent protections against invasions of privacy the legislation was de
signed to present. 

The programs may be questioned on Fourth and Fifth Amend
ment grounds. Searches can be viewed as "fishing expeditions," 
absent any substantial evidence of wrongdoing by the person in 
question. As such, they may be seen to violate the Fourth Amend
ment's protection against unreasonable searches and seizures. When 
data voluntarily given for one purpose are used for another, a person's 
right to protection against self-incrimination may be violated. 

To the extent that one is not provided with proper notice that an 
individual is subject to a search, timely notice that one is a "hit," and 
an opportunity to contest the results of a search, due process ques
tions also emerge.24 

In contrast to conventional criminal accusations, data searching 
may transform the presumption of innocence into an assumption of 
guilt It can lead to imperious behavior as an agency cuts off benefits 
or cancels test scores without even a hearing. Accusations become 
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equivalent to convictions without a trial. The burden of proof may be 
on the target of the hit to show that the violation did not occur, rather 
than on the agency to show that it did. Officials may abdicate respon
sibility for their accusations to computer programs or models. In such 
cases suspects effectively relinquish their rights to face their accus
ers, at least directly.25 Even then, challenges may be possible only after 
punitive action has been taken on, and publicity generated with with 
respect to, the presumed guilt. 

Supporters, however, argue that a balance must be struck between 
the rights of the individual and the needs of the state, and do not view 
matching programs as undue intrusions. Properly conducted com
puter searches are seen to be less intrusive than other forms of search, 
such as rummaging through a person's bank records. Data searches 
abstract specific variables from records, with total disregard of other 
variables. In contrast, an individual searcher can scan entire records 
picking and choosing among items. Furthermore, consent for com
puter searches is often given, or implied when one voluntarily 
provides the data. Advocates claim that with proper guidelines and 
administration, problems are minimal.26 

Thus far most of the debate between opponents and supporters 
has reflected competing value positions. It also has been at a very 
general level and has not made distinctions between types of search or 
error. Disagreements are now based primarily on value positions, 
with neither side able to examine adequately the empirical premises 
that bear upon the arguments. Given the absence of adequate data on 
most of the issues in question, it could hardly be otherwise. We have 
only minimal data on the extent of falsely accused people and the ratio 
of hits to misses for various kinds of searches. Little is publicly known 
about the validity of different profiles. Data on the frequency of the 
concerns raised by civil libertarians (or the counterclaims regarding 
the effectiveness of guidelines offered by supporters) are also missing. 
Nor do we have studies showing whether the discovery benefits 
continue over time or become neutralized with regular use.27 

We do not have the detailed case studies of the actual operation of 
matching and profiling programs that are requisite for sound policy 
recommendations. There has been little discussion of how risks can 
best be minimized and errors corrected or of how competing values 
should be weighed. How do matching and profiling differ from each 
other with respect to the costs of error? What are the relative costs of 
Type 1 (false accusations) and Type 2 errors (failing to identify an 
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infraction)? Should there be a presumption against using such tech
niques, or certain forms of them just as there is with the use of 
weapons or Fourth Amendment searches, except under special cir
cumstances and when no other practical means are available? How 
does systematic data searching compare to other means of obtaining 
information on low-visibility offenses such as undercover tactics and 
efforts to increase citizen reporting?28 

As in so many other-areas of contemporary life, rapid technologi
cal development has outpaced the establishment of ethical and legal 
standards for their use. The important Federal Privacy Act of 1974 
does not address many of the issues raised by recent computer de
velopments. Less than one-fifth of the states have laws requiring 
written standards for the collection, maintenance, and dissemination 
of person information, though this number is growing. Of course, as 
time passes and problems are identified the quality of computer use in 
the areas considered above will no doubt improve. But this is likely to 
be offset by problems associated with the continuing expansion of 
computers to new untested areas. 

SOME THEORETICAL IMPLICATIONS 

The significance of systematic data searching goes beyond the 
public policy questions considered above. It also has implications for 
understanding society and the nature of social control. The use of 
computers as informants is but a small part of a broad social process of 
rationalization. 

The recent growth of matching and profiling is part of a more 
general process of rationalization that began in the nineteenth cen
tury. The same broad social forces affecting the economy touch 
criminal justice (Spitzer, 1979). In a rational effort to control the 
environment, policy has become more systematic and routinized. 
Social control has sought greater effectiveness, efficiency, certainty, 
and predictability. 

Rather than having to rely on what citizens happen to report or 
police accidentally discover, control agents are taking greater initia
tive. This may bring greater equity as police seek independence from 
the biases a citizen-basedreporting system may entail. With a skepti
cal and scientific ethos and a broad data base that can be inexpen
sively screened, it becomes prudent to consider everyone a possible 
suspect initially. Analysis rather than tradition becomes the basis for 
action. 
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Eliminating the traditional temporal distinction between locating 
an offense and searching for an offender may yield greater efficiency. 
Some systematic data searches collapse these processes as offense 
and offender are discovered simultaneously. 

Yet, just as Mark Twain observed that claims of his death were 
greatly exaggerated, so too many claims about the efficacy of a 
rationalized criminal justice system be overoptimistic. In the case of 
systematic data searching, for example, if it does not contain within it 
the seeds of its own destruction, it at least contains an ironic vulnera
bility to its own neutralization (Marx, 1981). In any setting of strategic 
conflict, efforts at systematization (unless kept secret) can be 
exploited by skilled adversaries.29 

The certainty such techniques seem to offer may be illusive. Their 
advantages may be temporary or may result in a skewed population of 
apprehended offenders. Routinizing discovery procedures usually 
involves focusing attention on a limited number of indicators. These 
may be invested with far more predictive power than they warrant. 
Focusing attention on specific indicators implicitly diverts attention 
from other indicators and can result in tunnel vision.30 The indicators 
chosen can easily come to be treated in aritualized way. Enforcement 
agents may be held accountable for following correct procedures, 
rather than for the results of following those procedures. Only su
perficial concern may be given to whether or not indicators are valid 
or have been obtained or presented properly. 

While deterring or discovering some offenders, routinization can 
offer an almost guaranteed means of unauthorized access to others, 
who gain knowledge of the system and take actions to neutralize it. 
Althetde (1975) has illustrated how security operations designed to 
restrict territorial access also can serve as a means for facilitating 
unofficial entry. The same holds for access to the benefits that sys
tematic data searching is designed to control. 

By learning what prompts a hit or a red flag, knowledgeable 
violators may take steps to avoid them. Some variables used in 
matching and profiling can be manipulated or avoided easily. For 
example, the well-publicized match of welfare and bank records in 
Massachusetts no doubt led some persons to hide money in banks 
outside the state, to entrust it to others, or to convert assets to a 
different form. 

A different type of neutralization lies in the use of false names and 
identification numbers. Basic to some contemporary matching is 
discovering the same name, identification number, address, and the 
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like on lists that should be mutually exclusive. This can be avoided 
through the use of false identification.31 The name, identification, or 
record presented may be valid but may simply not belong to the 
person presenting it. A record check may attest to the validity of 
the record, but it is unlikely to discover that it does not legitimately 
belong to the person presenting it. 

Publication of the characteristics used to profile arsonists or 
skyjackers may offer such persons a way to avoid detection. The 
likelihood of the discovery of an arson pattern through the Property 
Insurance Loss Registry described above is reduced if each property 
is in a different and unrelated name. In response to five skyjackings to 
Cuba in a two-month period, the Federal Aviation Administration is 
considering changing its behavior profile (New York Times, July 7, 
1983). 

Awareness of this neutralization potential raises questions about 
who is likely to get caught in a routinized discovery system. Clearly; 
not all potential offenders can acquire the knowledge, or have the skill, 
sufficient to neutralize the system. However, over time it seems likely 
that these systems will disproportionately net the marginal, amateur, 
occasional, or opportunistic violator, rather than those who are more 
systematic, repetitive, skilled, or professional in their rule breaking. The 
latter ironically may be granted a kind of license to steal, even while 
headlines hail the effectiveness of control agents using new techniques.32 

To be sure, where costly violation of the public trust or serious crimes 
are involved, any apprehension may be desirable. But the routinization 
of discovery does raise a type of equity issue rarely heard. The question 
is not the familiar one of how authorities use their discretion in deciding 
what laws to enforce or who to go after, but, given the means they use, 
what kinds of cases they are likely to discover.33 

Beyond questions of equity, efficiency, and the cyclic and dynamic 
nature of rule enforcement and violation, there is a broader question 
about the reach of social control. Observers such as Foucault (1977) 
view an irreversible continuing historical process of more intensive 
and extensive social control. The capacity of the modern state to 
gather information and to punish is seen to extend ever deeper into the 
social fabric. Control is based on "observation, surveillance, and 
inspection" rather than primarily on physical coercion. Conformity is 
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thought to emerge out of fear of a pervasive and omnipresent panoptic 
eye. The net has widened and the mesh thinned (Cohen. 1979). While 
computer matching and profiling may seem to be relatively pale and 
benign variants of this, variants they are. 

How far do we want those in authority to go in their power to 
discover infraction? In a time of strong citizen concern over crime 
and the increased prevalence of low-visibility offenses, there is a great 
deal to be said for enhancing this ability. The proportion of offenses 
discovered by police relative to those reported by citizens is increas
ing. 

Yet there is another side as well. A different version of the equity 
problem may appear when there is a gap between the knowledge of 
violation and the ability to sanction. While ignorance is not bliss, 
there is a certain wisdom to the inability of the three monkeys to see 
evil when action cannot be taken with respect to it. Powerful new 
discovery means may overload the system. Authorities may discover 
far more violations than they can prosecute or process. This over
abundance can lead to the misuse of discretion and demoralization. 
Charges of corruption and favoritism may appear and the system may 
be perceived as unfair. 

If this were all that was at stake, awareness of the potential 
problems and well-conceived policy for structuring choices might 
suffice. But there is a more onimous side. Paradoxically, both repres
sion and equal law enforcement may be inhibited when authorities 
lack information. As Selznick (1948: 84) observes: 

Do we need or want agencies of control so efficient and so impartial that 
every actual offense-has an equal chance of being known and processed?. . . 
I am concerned that we do not respond too eagerly and too well to the 
apparent need for more effective mechanisms of social control. In the 
administration of justice, if anywhere, we need to guard human values and 
forestall the creation of mindless machines for handling cases according to 
set routines. Here vigilance consists in careful study of actual operations so 
that we may know what will be lost or gained. 

Systematic data searching, along with the new citizen reporting pro
grams, undercover police practices, electronic surveillance, and 
other technical means, offers compelling and little understood arenas 
for such study. 
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NOTES 

1. We are defining "police" very broadly. By "police" we refer to those charged 
with the policing function, regardless of what the formal title is. All persons who 
enforce rules must confront issues around the discovery of their violation. 

2. Such programs do generate information. For example, a Baltimore call-in 
radio program, "Report a Pusher," led to 91 arrests on drug charges. During the 
4-hour program, police appealed to citizens for information on drug trafficking. Off 
the air, detectives took calls and recorded names, license numbers, and other infor
mation about persons callers suspected of being involved in narcotics transactions 
(New York Times, November 7, 1982). In Michigan, $1000 is offered for information 
leading to the arrest and conviction of arsonists. From the inception of this reward 
system in 1975 to 1981, 26 payments were made (Arson News, 1981). What is not 
usually considered is how much of the information provided would have been 
forthcoming even in the absence of such programs. 

3. Thus federal and in many places state legislation and judicial decisions have 
offered new protections for whistle-blowers. The Federal Witness Protection Pro
gram provides relocation and a new identity to informants (see Montanino, this 
issue). Legislation has also introduced negative sanctions for not reporting things 
such as child abuse and certain hazardous working or environmental conditions. 

4. The methods are not mutually exclusive. For example, a lead generated by a 
hotline or a computer search may lead to an undercover operation. Computers, of 
course, are part of a broader family of rapidly developing technological means, 
including electronic surveillance and forensic science, also used to enhance discovery. 

5. For example, it contrasts with a New York City program called "CATCH" 
(computer-assisted terminal criminal hunt) designed to streamline the identification 
of suspects. CATCH is a computerized "mug book" permitting quick retrieval of 
names of suspects who fit the description fed into the system. Computers have simply 
improved upon a traditional tactic (Computer world, April 7, 1980). 

In focusing on the discovery of offenses we are also referring to something 
beyond merely checking a second data base to find a person's address (such as the 
Selective Service's use of IRS data to locate people suspected of failing to register for 
the draft) or using that data base for sanctioning purposes, as with the state's 
garnishment of income tax refunds due to fathers who default on child support 
payments. 

6. In 1959 entitlement programs accounted for 15% of the federal budget; in 1970 
such expenditures had increased to one-third of the $62 billion budget; by 1981 they 
were $300 billion—almost half the budget. 

7. See Katz (1978), Vaughan (1980), and Altheide and Johnson (1980) for discus
sions of the way task differentiation and bureaucratic organization can shield de
viance and neutralize control. 

8. Matching across data bases, which is one of our concerns here, shares much 
with the more traditional and common searching of a single data base. At an abstract 
level the correlation of distinct information involves the same logic of inquiry. But 
the former raises questions of privacy and data compatibility (which may have 
implications for errors and misinterpretations) not found when a single data source 
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belonging to the agency in question is used. Profiling, the second technique we 
consider, may draw upon single or multiple data sources. 

While similar privacy issues are raised, matching is also distinct from simply 
looking at another agency's data for cases. For example, Skolnick and Woodworth 
(1967) have noted how police in Westville located cases of statutory rape from the 
files of other public agencies. In a British example, Mawby (1981)reports on police 
identifying drug users by monitoring hospital emergency room activities for drug 
overdoses. 

9. It is well to note that all accounts of the dramatic success of such programs 
have come from advocates who carried them out. Whether an external audit and a 
careful figuring of costs and benefits would yield equivalent support is another matter. 
For example, the New York Civil Liberties Union (1982) argues that the unreported 
costs of New York State's wage-reporting system, a match of public assistance, 
unemployment records, and reported earnings, may add up to three or four times 
those officially stated, while savings may be far less than assumed. 

10. This is a not-for-profit clearinghouse supported by insurance companies to 
provide information and assistance to the insurance industry and law enforcement. 

11. Of course the profile is only as good as this assumption. Some in this group are 
undiscovered violators, though designers of profiles usually assume that this consti
tutes a small proportion. 

12. Depending on whether the data offer direct or only indirect evidence of 
violation, matching may also trigger a more in-depth investigation. But the more 
in-depth investigation is always found with profiling. 

13. The discovery of infractions, of course, is only thefirst stage in the enforce
ment process. How the information is used, and whether it is even used at all. are 
distinct questions that we will not consider here. Among actions that mayresult from 
discovery are prosecution, restitution, denial of a claim or benefit, public relations, 
blackmail or bribery, and entering into some form of exchangerelationship with the 
violator, such as turning the person into an informer or witness. An overabundance 
of cases and disinterest, or bias on the part of the enforcement agent, may result in no 
action being taken. Or, in Silbey and Burner's (1982) term, the "reservoir of un
enforced law" may be directed toward enforcement ends far from those intended by 
drafters of the original legislation. 

14. Raw hits are less meaningful for profiling than for matching on average. Since 
profiles are based on statistical reasoning rather than the often binary and mutually 
exclusive categories (at least with respect to an agency's rules) of matching, far fewer 
solid hits are to be expected. 

Efforts to make insurance rates and benefits "gender blind" involve some equiva
lent issues. While perhaps rational and fair in the aggregate, for any given case the 
prediction on which they are based can be wrong and unfair. The size of the compara
tive standard deviations can permit some estimate of the frequency of this. 

Similar issues are raised by proposals to base sentencing on "career criminal 
profiles." A controversial Rand study (Greenwood, 1982), for example, proposed 
that courts use a profile of the career criminal in deciding the length of sentencing for 
convicted criminals. A person is presumed to be a highrisk for a career in crime if he 
or she shows at least four of seven variables (for example, in jail for more than half of the 
preceding two years, previous conviction for the same crime, arecord before the age 
of 16, or unemployed for more than half the preceding two years). 
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15. Interesting civil liberties and policy questions are raised about the intensive
ness and length of time of such monitoring. The monitoring of a targeted person 
because of an inconclusive search can be separated from the routine monitoring that 
may occur when computers are pan of the system being searched/ monitored, rather 
than merely an instrument of the search. Discovery may be built into the work 
process. For example, an economic forecaster was arrested after it was discovered 
that he illegally tapped into a Federal Reserve computer in an attempt to obtain 
secret information about money supply. The computer recognized the tapping. The 
man was identified through a trace on his phone line (New York Times, January 5, 
1983). 

Social security field offices use a specialized "intelligence terminal" that records 
the author of all computer entries. This is used to monitor the work performance of 
data entry clerks, and can also be used as an audit trail (Wall Street Journal, July 7, 
1982). 

The completed input of records and the time they take to process can be logged, as 
can things such as the number of keystrokes for a given worker. In Massachusetts 
Blue Cross/Blue Shield claims offices a computer keeps track of worker productivity. 
Wages are adjusted every two months to reflect the output of data clerks (Kuttner, 
1983). 

The monitoring of a targeted person is also separate from the use of "computer 
software time bombs" that may automatically go off when a particular data config
uration appears. For example, where personal biography intersects organizational 
rules in a predictable way, computers can be programmed torespond to changes in a 
person's status that affect eligibility fora benefit. Changes in age are a clear example. 

16. For example, former Inspector General of the Department of Agriculture 
Thomas McBride, who was instrumental in establishing federal matching programs, 
reports that the publicity generated about a food stamp matching programresulted in 
a number of persons asking to be dropped from the program (U.S. Senate, 1982:20). 
Whether all of these persons were ineligible or would have been discovered from the 
match is another question. 

17. Criminal records, for example, offer an area where data quality leaves much 
to be desired. Laudon's (forthcoming) analysis of the FBI's automated criminal 
history file found that 54% of the records disseminated had data quality problems. 

18. In a slightly different context, computer program errors may lead to errone
ous medical diagnoses. The General Accounting Office reported that improperly 
programmed medical instruments have led to wrong diagnoses and at least one death 
(New York Times. August 22, 1983). 

19. The failure to cut off a check once arecipient has reported a change in status 
represents a type of government-sponsored random integrity test of citizens (though 
this is not intended). This shows some parallel to indiscriminately applied under
cover temptations. In both cases, according to the letter of the law, persons may be 
guilty technically. Money after all was taken, even if it was thrust upon the "guilty" 
party. But it is not clear that any broad social purpose is served by offering very 
attractive temptations to persons who may be weak and vulnerable, absent indica
tions of prior wrongdoing on their part. 

Advances in banking technology may unintentionally make it morally and techni
cally easier for such fraud to occur. For example, Louise Van Vooren died in 1976. 
The government continued to send her social security checks directly to her bank for 
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automatic deposit until 1981. During that time her daughter drew on the money that 
was regularly deposited in her deceased mother's account. This seems to involve a 
lesser degree of moral turpitude than cases where the deceased's signature is forged 
directly on the social security check. As with the above welfare cases, should such 
unwitting government encouragement in a violation be treated the same way as more 
autonomous violations? 

20. See, for example, Westin and Baker (1972), Rule et al. (1980), and Perrolle 
(1983), for treatments of privacy and computers. 

21. For example, in 1983 a federal judge in the District of Columbia ruled that a 
form mailed to 4 million social security recipients "makes a mockery of the consent 
requirement." The crippled, blind, and disabled recipients of supplemental security 
income were led to believe that their assistance might be denied if they refused to 
authorize access to their otherwise confidential tax returns. 

22. For example, U.S. Department of Health and Human Services auditors 
found that the Social Security Administration's system for transferring large vol
umes of data between centralized computers and local offices could be improperly 
accessed rather easily. This was also the case for access to Social Security 
Administration terminals (U.S. Department of Health and Human Services, 1981: 
II). 

23. For a discussion of the politics of conferring "routine use" status, see 
Kircher(1981).

24. For example, Office of Management and Budget guidelines for federal 
matching programs require that information concerning "routine use" matches be 
published in the Federal Register in reasonable proximity to their implementation. 
Technically, those subject to data searching are given notice in this way. However 
such publication requirements may have little meaning, since those subject to data 
searching are unlikely to read the Federal Register. Furthermore, "the reasonable 
proximity" requirement does not assure publication before the search is im
plemented. For example, a match conducted on federal student loans in August 1962 
was not published in the Federal Register until December 1982 (U.S. Senate, 1982: 
182). 

25. What is often the fait accompli and incomprehensible and hidden nature of the 
process for determining guilt may show some parallel to the use of witches and trial 
by ordeal and other magical means for determining guilt. 

26. For example, see U.S. Senate (1982: 4-40). 
27. One difficulty in assessing impact is whether or not the rates of infraction stay 

the same. For example, 1981-1983 saw a significant increase in the use of systematic 
data searching and a concomitant rise in the discovery of fraud. But it is difficult to 
know how much of this is due to better discovery and how much to a worsened 
economy that may have resulted in increased rates of fraud. 

28. Undercover means, for example, are expensive, restricted in scope, intru
sive, and may "discover" crimes that would not have occurred were it not for the 
instigative activity of the investigation. Yet they can make discoveries not possible 
with other means. The investigator can exercise considerable initiative over the 
process. In contrast, efforts to increase citizen reporting are still relatively passive 
and dependent on whether or not. and with what, citizens choose to come forward. 
Undercover means are inexpensive and can cover a broad range of persons and 
treat. Anonymous means such as hotlines can encourage responsible as well as 
irresponsible accusations. Systematic data searching can be broad in scope and 
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relatively inexpensive, and can avoid problems such as generating crime or malici
ously inspired accusations, but, as noted, it has other costs. 

29. Of course, keeping it a secret may work against the goal of deterrence. An 
implicit choice may be made between minimizing neutralization and maximizing 
deterrence. One solution is to hint at the powerful means of discovery being used 
without being specific. But leaks and the experience of apprehended persons work 
against this. 

30. Lipsky (1980: 122), for example, finds that the routinization of bureaucratic 
functions reduces the chance to discover unique circumstances requiring flexible 
responses. The problem is compounded when a computer rather than a human agent 
is involved. Reliance on the computer (or any other machine) as a surrogate for 
human decision making may permit violations that deviate from the average to go 
undetected. 

31. For example, in using a social security number other than one's own the 
unsophisticated person may simply make up a number and run the risk of being 
detected because he or she has chosen a number that was never issued. But sophisti
cated offenders will simply take a genuine number belonging to someone else and use 
that. Their chance of being discovered via a match of claimed to real social security 
numbers is slight. On the frequency and ease with which false identification is used, 
see the Report of the Federal Advisory Committee (1976). 

32. This depends on the relative distribution of offender types. There is likely to 
be significant variation across offenses. 

33. Beyond pushing toward discovery of a particular type of offender within an 
offense category, the computer may subtly influence the type of offenses to which 
police devote their energies. For example, a former chief of the Kansas City Police 
Department believes that computerization has led to an undue focus on minor 
offenses (unregistered cars, parking scofflaws) that can be dealt with very efficiently 
at the expense of other more important and difficult to solve crime problems (cited in 
Goldman 1983). The effectiveness of the means becomes an important, and often 
barely recognized, factor in deciding what ends will be pursued. 
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U.S. Department of Justice 

Office of Legislative Affairs 

Office of the Assistant Attorney General Washington, D. C. 20530 

30 MAR 1984 

Honorable Robert W. Kastenmeier, Chairman

Subcommittee a Courts, Civil Liberties;


and the Administration of Justice

Committee on the Judiciary

House of Representatives

Washington, D.C. 20515


Dear Mr. Chairman:


You recently requested that the Department of Justice

provide you with information concerning the prosecution of

alleged Selective Service nonregistrants. The information

provided below is current to March 18, 1984.


First, you asked how many names the Selective Service

System referred to the Department of Justice and requested that

such information be broken down by year.


In 1981, the Selective Service made 183 referrals. In

1982, the Service made 292 referrals. In 1983, the Service made

three referrals of computer tapes containing information on

possible nonregistrants. The first tape contained information

concerning 5,151 possible nonregistrants; the second, information

concerning 76,529 possible nonregistrants; and the third, infor

mation concerning 118,346 possible nonregistrants.1/


Second, you asked how many of the referred names came from

a computer match performed by Selective Service.


The 1983 referrals overwhelmingly resulted from Selective

Service's matching of registration records with state departments

of motor vehicles records. However, such referrals also contain

a relatively small number of names of persons who reported them

selves as nonregistrants and of persons who were reported by

others.


1/ The information on the tapes cannot be added together to

determine the total number of nonregistrants since subsequent

tapes contain the identities of possible nonregistrants from

former tapes. Similarly, the final tape does not represent the

entire universe of referred possible nonreqistrants since it

excludes previously referred persons who registered, were deter

mined not to be within the registration class, or were previously

selected by the Department of Justice for investigation and possible

prosecution.
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Third, you asked how many nonregistrant matters were

referred to United States Attorneys and how many were

investigated by the Federal Bureau of Investigation.


We refer nonregistrant matters both to the appropriate

United States Attorneys and to Federal Bureau of Investigation

Headquarters. The Bureau counts as "investigated" every matter

referred, even if the field agent only contacts the United

States Attorney. Consequently, the number of nonregistrant

matters referred to United States Attorneys and the number

"investigated" by the FBI should be identical. Those numbers

follow.


YEAR 1981 1982 1983


REFERRALS 151 139 372


Fourth, you asked how many prosecutions have been

initiated/ how many convictions obtained, how many cases

appealed, and what the status is of the cases on appeal.


Sixteen alleged nonregistrants have been indicted. Eight

have been convicted (including one guilty plea). One indicted

nonregistrant was placed in the pretrial diversion program when

he registered. One court struck language from an indictment,

and another dismissed an indictment.


The Government appealed the dismissal and the striking of

language from the indictment. The Ninth Circuit Court of Appeals

reversed the dismissal. The defendant has petitioned the Supreme

Court for a writ of certiorari. The Government's appeal of the

striking of the language from the indictment is pending in the

Eighth Circuit Court of Appeals.


Four defendants have appealed their convictions. The

Ninth Circuit Court of Appeals affirmed one conviction, the

Sixth Circuit Court of Appeals remanded a case for a hearing on

defendant's claim that he was selectively prosecuted, 2/ and the

appeals to the Eighth and First Circuit Courts of Appeals are

still pending.


Fifth, you asked how much money has been expended by the

Department in enforcing the nonregistration prohibition and

asked that this figure be broken down according to expenditures

for record keeping, investigating, and prosecuting.


The only such records kept in a reasonably retrievable

manner are kept by the Federal Bureau of Investigation. The

Bureau informed us that for FY 1982 it expended S62,634 in salary


2/ The Government petitioned for rehearing and suggested that

the rehearing be en banc. The Sixth Circuit Court of Appeals

denied the petition. The Government is presently considering

whether to petition the Supreme Court for a writ of certiorari.
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for agents and support personnel for the purpose of investigat

ing nonregistrant matters; in FY 1983 it expended $73,509 in

salary for agents and support personnel; and in FY 1984 (through

February 1, 1984) it expended $40,495 in salary for agents only.


Of course, we hope the information set out above will be

responsive to your inquiry.


Sincerely,


Robert A. McConnell

Assistant Attorney General
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7.	 Letter from U.S. Department of Justice, Criminal Division, to Hon. Robert W. 

Kastenmeier, dated December 27, 1983, with attachments. 



1006 

APPENDIXES-3 

APPENDIX —I 

98TH CONGRESS 
2D SESSION H. R. 6343 

To amend title 18 of the United States Code with respect to the interception of 
certain communications, other forms of surveillance, and for other purposes. 

IN THE HOUSE OF REPRESENTATIVES 

OCTOBER 1, 1984


Mr. KASTENMEIER introduced the following bill; which was referred to the

Committee on the Judiciary


A BILL

To amend title 18 of the United States Code with respect to the 

interception of certain communications, other forms of sur

veillance, and for other purposes. 

1 Be it enacted by the Senate and House of Representa

2 tives of the United States of America in Congress assembled, 

3 That this Act may be cited as the "Electronic Surveillance 

4 Act of 1984". 

5 SEC. 2. (a) Section 2510(4) of title 18 of the United 

6 States Code is amended by striking out "aural". 

7 (b) Section 2510(11) of title 18 of the United States 

8 Code is amended by inserting ", and, in the case of an inter

9 ception pursuant to an order under this chapter, includes any 

10 person with respect to whom the applicant for such order had 
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1 reasonable cause to believe was involved in the activity being 

2 investigated through such interception" after "directed". 

3 SEC. 3. Section 2515 of title 18 of the United States 

4 Code is further amended by adding at the end "Whenever 

5 the interception of a communication otherwise in accordance 

6 with this chapter has failed to meet the minimization require

7 ment of section 2518(5) of this title, and such failure is part 

8 of a pattern of intentional illegality, the court may order that 

9 no part of the contents of any communication intercepted 

10 during the course of conduct demonstrating that pattern, and 

11 no evidence derived therefrom, may be received in any such 

12 trial, hearing, or other proceeding, and may also make appro

13 priate orders preventing the use or disclosure of any such 

14 contents.". 

15 SEC. 4. Section 2516(l)(c) of title 18 of the United 

16 States Code is amended by inserting "section 1512 (tamper

17 ing with a witness, victim, or an informant), section 1513 

18 (retaliating against a witness, victim, or an informant)," after 

19 "(obstruction of State or local law enforcement),". 

20 SEC. 5, Section 2517(5) of title 18 of the United States 

21 Code is amended— 

22 (1) by striking out "When" and inserting "To the 

23 extent" in lieu thereof; and 

24 (2) by inserting "solely" after "relating" 
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1 SEC. 6. (a) Section 2518(l)(b) of title 18 of the United 

2 States Code is amended by inserting immediately before the 

3 semicolon at the end the following: ", and (v) the specific 

4 investigative objectives and the specific targets, of the inter

5 ception to which the application pertains". 

6 (b) Section 2518(l)(c) of title 18 of the United States 

7 Code is amended— 

8 (1) by inserting "(including the use of informants, 

9 search warrants, interviewing witnesses, and obtaining 

10 documents through other legal means)" after "proce

11 dures"; and 

12 (2) by striking out "or why they" and inserting in 

13 lieu thereof "and establishing that any further use of 

14 such procedures would". 

15 (c) Section 2518(3) of title 18 of the United States Code 

16 is amended by inserting "(and outside that jurisdiction in the 

17 case of a motile interception device installed within such ju

18 risdiction)" after "within the territorial jurisdiction of the 

19 court in which the judge is sitting". 

20 (d) Section 2518(4) of title 18 of the United States Code 

21 is amended by adding at the end "A communication shall not 

22 be intercepted under an order under this chapter unless at 

23 least one of the parties to such communication is identified in 

24 such order, the court issuing such order found probable cause 

25 that virtually everyone using the designated facility or tele
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1. phone is doing so for the purpose which is the object of inves

2 tigation set forth in such order, or for the purpose of monitor

3 ing to become familiar with the voices of targets set forth in 

4 such order. The use or disclosure of information obtained by 

5 an interception which is authorized under this chapter and 

6 utilizes an automatic listening device shall be treated under 

7 this chapter in the same manner as the use and disclosure of 

8 information obtained by an interception not using such a 

9 device. An order authorizing the interception of a wire or 

10 oral communication under this chapter may, upon a showing 

11 by the applicant that there are no other less intrusive means 

12 of effecting the interception, authorize physical entry to in

13 stall an electronic, mechanical, or other device.". 

14 (e) Section 2518(5) of title 18 of the United States Code 

15 is amended by inserting "with the good faith intent to mini

16 mize and" before "in such a way as". 

17 (f) Subsection (6) of section 2518 of title 18 of the 

18 United States Code is amended to read as follows: 

19 "(6) An order authorizing interception pursuant to this 

20 chapter shall require that reports be made not less often than 

21 fortnightly to the judge who issued such order, showing what 

22 progress has been made toward achievement of the author

23 ized objective, the need, if any for continued interception, and 

24 whether any evidence has been discovered through such 

25 interception of offenses other than those with respect to 
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1 which such order was issued. The judge may suspend or ter

2 minate interception if any such report is deficient, evinces 

3 serious procedural irregularities, or indicates the legal basis 

4 of continued interception no longer exists.". 

5 (g) Section 2518(7) of title 18 of the United States Code 

6 is amended— 

7 (1) by inserting "conspiratorial activities of a life

8 threatening nature," before "conspiratorial activities" 

9 the first place it appears; 

10 (2) by inserting a comma after "security interest"; 

11 and 

12 (3) by inserting ", upon oral notice to a judge of 

13 competent jurisdiction," after "may". 

14 (h) Section 2518(8)(a) of title 18 of the United States 

15 Code is amended by striking out "Immediately upon" and 

16 inserting "Not later than 48 hours after" in lieu thereof. 

17 SEC. 7. (a) Chapter 119 of title 18 of the United States 

18 Code is amended by adding at the end the following: 

19 "§ 2521. Pen registers and tracers 

20 "(a) No person acting under the authority of the United 

21 States shall install or use any pen register or tracer except as 

22 provided in this section. 

23 "(b) For the purposes of this chapter, the installation 

24 and use of a pen register or a tracer shall be treated as 

25 though such installation or use were an installation or use of 
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1 an electronic, mechanical, or other device for the interception 

2 of a wire or oral communication, and a Federal law enforce

3 ment officer with responsibility for an ongoing criminal inves

4 tigation may engage in such installation or use to the extent 

5 that this chapter allows the installation or use of a device for 

6 such an interception. 

7 "(c) As used in this section— 

8 "(1) the term 'pen register' means a device which 

9 records or decodes electronic or other impulses which 

10 identify the numbers dialed or otherwise transmitted on 

11 the telephone line to which such device is attached; 

12 and 

13 "(2) the term 'tracer' means an electronic or me

14 chanical device which permits the tracking of a person 

15 or object without the consent or knowledge of such in

16 dividual or the individual controlling such object.". 

17 (b) The table of sections at the beginning of chapter 119 

18 of title 18 of the United States Code is amended by adding at 

19 the end the following new item: 

"2521. Pen registers and tracers". 

20 SEC. 8. (a) Chapter 205 of title 18 of the United States 

21 Code is amended by adding at the end the following: 

22 "§ 3117. Video surveillance 

23 "(a) No person acting under the authority of the United 

24 States shall engage in any video surveillance except as pro

25 vided in this section. 
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1 "(b) For the purposes of chapter 119 of this title, video 

2 surveillance shall be treated as though such surveillance were 

3 an interception of a wire or oral communication, and a Feder

4 al law enforcement officer with responsibility for an ongoing 

5 criminal investigation may engage in video surveillance to 

6 the extent that such chapter allows such an interception, 

7 except that— 

8 "(1) an application under that chapter with re

9 spect to video surveillance may be made only to a Fed

10 eral judge of competent jurisdiction; 

11 "(2) an order authorizing or approving such sur

12 veillance shall be for a period not greater than ten 

13 days, and each extension of such an order shall be for 

14 a period not greater than ten days; and 

15 "(3) for the purposes of the application of section 

16 2518(1)(c) of this title, other investigative procedures 

17 include an interception under chapter 119 of this title. 

18 "(c) As used in this section, the term 'video surveillance' 

19 means the recording of visual images of individuals by televi

20 sion, film, videotape, or other similar method, in a location 

2  not open to the general public and without the consent of that 

2  individual.". 

2  (b) The table of sections for chapter 205 of title 18 of 

2  the United States Code is amended by adding at the end the 

2  following new item: 

"3117. Video surveillance.". 
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1 SEC. 9. (a) Section 1806(e) of title 50 of the United 

2 States Code is amended by adding at the end "Any person 

3 may make a motion to exclude from any criminal proceeding 

4 any evidence obtained or derived from an electronic surveil

5 lance if the primary purpose of the portion of such surveil

6 lance from which such evidence was obtained or derived was 

7 to obtain information to be used in a criminal proceeding. For 

8 the purposes of the immediately preceding sentence a portion 

9 of electronic surveillance which occurs not more than 30 days 

10 before the return of a criminal indictment based on such sur

11 veillance shall be presumed to be for the primary purpose of 

12 obtaining information to be used in a criminal proceeding. 

13 (b) Section 1808(b) of title 50 of the United States Code 

14 is amended by striking out "On" and all that follows through 

15 "four years thereafter" and inserting in lieu thereof "On or 

16 before October 25 of each year". 

17 (c) Section 1807 of title 50 of the United States Code is 

18 amended— 

19 (1) by striking out "and" at the end of paragraph 

20 (a); 

2  (2) by striking out the period at the end of para

2 graph (b) and inserting "; and" in lieu thereof; and 

2  (3) by adding at the end the following: 

2  "(c) the number of individuals, within a range of 10, 

2  who have been the objects of electronic surveillance.". 
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1 (d) Section 1805(b)(2) of title 50 of the United States 

2 Code is amended— 

3 (1) by striking out "and" at the end of subpara

4 graph (C); 

5 (2) by striking out the period at the end of sub

6 paragraph (D) and inserting "; and" in lieu thereof; 

7 and 

8 (3) by adding at the end the following: 

9 "(E) that the applicant inform any United 

10 States person whose communication is intercepted 

11 by electronic surveillance of the fact of such sur

12 veillance not later than 180 days after the end of 

13 such surveillance, unless the United States estab

14 lishes to the satisfaction of the court by clear and 

15 convincing evidence that so to inform such person 

16 would jeopardize an ongoing intelligence operation 

17 or disclose the sources or methods of intelligence 

18 gathering.". 

19 SEC. 10. This Act and the amendments made by this 

20 Act shall take effect 30 days after the date of the enactment 

21 of this Act. 
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UNITED STATES of America, Appellee, 
v.


TRUONG DINH HUNG, Appellant.


UNITED STATES of America, Appellee, 

v. 

Ronald Louis	 HUMPHREY, Appellant. 

Nos. 78-5176, 78-5177. 

United States Court of Appeals,

Fourth Circuit.


Argued Dec. 6, 1979.

Decided July 17, 1980.


Defendants were convicted in the Unit
ed States District Court for the Eastern 
District of Virginia, Albert V. Bryan, Jr., J., 
of espionage, conspiracy to commit espio
nage and several espionage-related offenses 
for transmitting classified information to 
representatives of the Socialist Republic of 
Vietnam during the 1977 Paris negotiations 
between that country and the United 
States, and they appealed. The Court of 
Appeals, Winter, Circuit Judge, held that: 
(1) evidence obtained pursuant to reasona

ble warrantless searches and surveillances 
of defendants prior to time that investiga
tion became "primarily" criminal investiga
tion was admissible against defendants; 
however, evidence obtained through war
rantless surveillance subsequent to that 
time was properly excluded; (2) application 
of statute requiring agents of a foreign 
government to register did not violate Fifth 
Amendment; (3) appeals from espionage 
and espionage related convictions would be 
remarked for further proceedings to deter
mine whether documents produced by 
Government near end of trial contained 
Jencks Act material that should have been 
supplied to the defense; and (4) Jencks Act 
was not violated by destruction of confiden
tial CIA informant's written reports to her 
superior for reason that the reports, which 
had been destroyed according to routine 
CIA procedures before any criminal prose
cution was contemplated, were destroyed 
outside context of a criminal investigation. 

Affirmed remanded. 
Donald Russell, Circuit Judge, filed 

separate opinion in which he concurred in 
part and dissented in part and in which K. 
K. Hall, Circuit Judge, joined. 

1. Searches and Seizures 7(l) 
Under foreign intelligence exception to 

Fourth Amendment, government will be re
lieved of seeking warrant only in those situ
ations in which interests of the executive 
are paramount, when object of search or 
surveillance is a foreign power, its agent or 
collaborators and only when surveillance is 
conducted "primarily" for foreign intelli
gence reasons. U.S.C.A.Const. Amend. 4. 

2. Criminal Law 394.4(1) 
Evidence obtained pursuant to reasona

ble warrantless searches and surveillances 
of defendants, employees of United States 
information agency was furnished copies of 
classified documents to codefendant who 
then delivered them to representatives of 
Socialist Republic of Vietnam during 1977 
Paris negotiations between that country 
and the United States, prior to time that 
investigation became "primarily" criminal 
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that he was a source of the documents 
sometime during his conversation with 
Truong. As well, when the government 
eavesdrops on clandestine groups like this 
one, investigators often find it necessary to 
intercept all calls in order to record possible 
code language or oblique references to the 
illegal scheme. See United States v. Clerk-
ley, 556 F.2d 709 (4 Cir.1977), cert. denied 
sub nom. London v. United States, 436 U.S. 
930, 98 S.Ct. 2830, 56 L.Ed.2d 775 (1978) 
(approving blanket surveillance of numbers 
operation in order to determine the partici
pants). Thus, on the facts of this case the 
surveillance conducted by the government 
agents was reasonable.7 

C. Package Search 
[5] The FBI and the CIA searched one 

of the packages Truong sent to Paris by 
Krall without either the authorization of 
the Attorney General or a search warrant. 
Because the government agents did not re
ceive executive authorization, the foreign 
intelligence exception to the warrant re
quirement does not legitimate this search. 
Nevertheless, because Truong did not have 
a legitimate expectation of privacy in the 
package, see United States v. Rabinowitz, 
339 U.S. 56, 65 66, 70 S.Ct. 430, 435, 94 
L.Ed. 653 (1950), the district court did not 
err in permitting the contents of the pack
age to be admitted into evidence. 

The package of documents was contained 
within an unsealed manila envelope. Inside 
the envelop was a transparent bookbag, 
loosely tied with twine. Although the docu
ments were partially shielded from view by 
opaque pieces of paper, some parts of the 
documents could be seen through the book
bag. Thus, Truong had not made a diligent 
effort to conceal the documents from view. 

7.	 In addition to the surveillance of Truong, the 
government installed a secret video tape cam
era in Humphrey's office at the United States 
Information Agency. In his brief, Humphrey 
does not discuss this intrusion at length, per
haps because the evidence obtained from the 
video tape did not play an important role at 
trial. In any case, we affirm the ruling of the 
district court that the video taping was reason
able up to July 20, because the FBI took steps 
to minimize the intrusion and because the tap-

Moreover, Truong knew that this flimsily 
wrapped package would cross at least two 
national boundaries on its way to Paris. 
This risk of inspection when Krall left the 
United States and when she entered France 
militates against any expectation of privacy 
by Truong. See United States v. Ramsey, 
431 U.S. 606, 97 S.Ct. 1972, 52 L.Ed.2d 617 
(1977). Therefore, because the package was 
poorly wrapped and because it, was destined 
for foreign delivery, Truong could not have 
harbored a reasonable expectation that the 
contents of the package would remain un
disclosed; and consequently neither a 
search warrant nor executive authorization 
was necessary for this search.8 

III. 
The defendants were convicted of several 

violations of the espionage statutes and re
lated provisions. Truong and Humphrey 
raise a number of challenges to these con
victions. 

A. Espionage Statutes 
The jury found that the defendants had 

violated three espionage provisions, 18 
U.S.C. § 794(a), § 794(c), and § 793(6). Two 
principal objections are made by the de
fendants to their convictions under these 
statutes, and we will consider them in or
der: 

(1) National Defense 

[6] A common prerequisite for a convic
tion under each of the statutes is that the 
defendant transmit information "relating to 
the national defense." The defendants ar
gue that this phrase limits the reach of the 
statutes to military matters and assert that 
none of the materials transmitted by 

ing was necessary to determine how Humphrey 
handled government documents while at work."' 

8.	 A letter and another package were searched 
without a warrant hut with executive autho
rization. Because both of those searches took 
place before July 20. in accordance with our 
resolution of the issue of a foreign intelligence 
warrant exception, we conclude that neither Of 
these warrantless searches violated the Fourth 
Amendment. 
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[8] We are mindful of the strict stan
dard of review of jury verdicts on the issue 
of contributory negligence. However, with 
knowledge of the precise location and di
mensions of the defective pavement, Garr 
proceeded "not thinking" down the side
walk. We hold that under Pennsylvania 
law, Garr was contributorily negligent as a 
matter of law. The judgment of the dis
trict court will be reversed. 

UNITED STATES of America, Appellee, 
v. 

Bertram E. SEIDLITZ, Appellant. 

No. 76-2027. 

United States Court of Appeals,

Fourth Circuit.


Argued July 19, 1978.


Decided Dec 5, 1978.


Defendant was convicted in the United 
States District Court for the District of 
Maryland, Alexander Harvey, II, J., of two 
counts of fraud by wire, and he appealed. 
The Court of Appeals, Field, Senior Circuit 
Judge, held that: (1) use of telephone 
tracers and "spy" attachment to computer 
in order to trace the unauthorized user of 
information stored in computer system did 
not constitute invalid electronic surveillance 
so as to invalidate warrant to search de
fendant's premises, and (2) there was suffi
cient evidence from which jury could find 
that computer system was "property" and 
that defendant had fraudulent intent in 
using information in computer system with
out authorization. 

Affirmed. 

use he sidewalk rather than the customary 
route down the roadway: 

Q. WAS there anything that evening that 
prevented you from waiting for that car to 
pass and then step into the driveway and 
walk down the driveway? 

A. Other than the fact I just had other 
things on my mind. I had to get the gloves. 
I was getting close to the half hour. 

1.	 Criminal Law 394.4(1) 

A judicially fashioned rule of exclusion 
applies where surveillance does not comport 
with Fourth Amendment requirements. 
U.S.C.A.Const. Amend. 4. 

2.	 Telecommunications 494 

Communications Act of 1934 had no 
bearing on legality of activities involving 
interception of communications with com
puter system where such communications 
took place over commercial telephone cir
cuits. Communications Act of 1934, § 605, 
47 U.S.C.A. § 605. 

3.	 Telecommunications 494 

Telephone traces which did not inter
fere with or observe the contents of dia
logues but merely traced source of commu
nications did not constitute "interceptions" 
of communications proscribed by Title III 
of Omnibus Crime Control and Safe Streets 
Act of 1968. 18 U.S.C.A. § 2510(4). 

See publication Words and Phrase— 
for other judicial constructions and 
definitions. 

4. Telecommunications 494 

Use of "spy" attachment to computer 
in order to trace location of unauthorized 
user of information stored in computer sys
tem was not prohibited by Title III of Om
nibus Crime Control and Safe Streets Act 
of 1968. 18 U.S.C.A. § 2510(4). 

5.	 Criminal Law 394.4(1)

Searches and Seizures 7(1)


It is no part of policy underlying 
Fourth and Fourteenth Amendments to dis
courage citizens from aiding to the utmost 
in their ability in the apprehension of crimi
nals; Fourth Amendment and the exclu
sionary rule by which it is enforced come 
into play only where it appears from all of 

Q. Well, isn't it true that if you have a 
reason for extending beyond the half hour, 
like gloves, that you wouldn't be docked for 
that? 

A. You wouldn't be docked for anything. 
App. at 96a. 

4 0 - 2 0 9 0 - 8 5 - 3 3 
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the circumstances that in a particular case 
the challenged evidence was obtained as a 
result of a search conducted by government 
officers or by private persons acting as 
agents or instrumentalities of the govern
ment U.S.C.A.Const Amends. 4, 14. 

6. Criminal	 Law 394.4(1) 
Activities of telephone company in 

tracing calls, and activities of owners of 
computer system in using "spy" attachment 
in order to trace the unauthorized user of 
information stored in computer system, 
were not subject to scrutiny under the ex
clusionary rule of the Fourth Amendment. 
U.S.C.A.Const. Amend. 4. 

7. Telecommunications	 363 
In prosecution for fraud by wire, there 

was sufficient evidence from which jury 
could find that information stored in com
puter system was "property" and that de
fendant had fraudulent intent in retrieving 
information from computer system without 
authorization. 18 U.S.C.A. § 1343. 

8. Criminal Law 1028 
Absent plain or fundamental error, 

court need not consider on appeal legal 
points which were available to the appellant 
but not pressed for the district court's con
sideration. Fed.Rules Civ.Proc rules 12(f), 
52, 28 U.S.C.A. 

David M. Dorsen, Washington, D. C. 
(Sachs, Greenebaum & Tayler, Washington, 
D. C., Beverly Sherman Nash, Washington, 
D. C., Sachs & Greenebaum, Chevy Chase, 
Md., on brief), for appellant. 

1. The federal wire fraud statute, 18 U.S.C 
§ 1343, provides: 

Whoever, having devised or intending to 
devise any scheme or artifice to defraud, or 
for obtaining money or property by means of 
false or fraudulent pretenses, representa

tions,	 or promises, transmits or causes to be 
transmitted by means of wire, radio, or tele
vision communication in interstate or foreign 
commerce, any writings, signs, signals, pic
tures, or sounds for the purpose of executing 
such scheme or artifice, shall be fined not 
more than $1,000 or imprisoned not more 
than five years, or both. 

Robert A. Rohrbaugh, Asst. U. S. Atty., 
Baltimore, Md. (Russell T. Baker, Jr., U. S. 
Atty., Baltimore, Md., on brief), for appel
lee. 

Before WINTER, Circuit Judge, FIELD, 
Senior Circuit Judge, and HALL, Circuit 
Judge. 

FIELD, Senior Circuit Judge: 

Bertram Seidlitz appeals from his convic
tion on two counts of fraud by wire in 
violation of 18 U.S.C. § 1343.1 As grounds 
for reversal, he urges that the trial court 
erred in its denial of a pretrial motion to 
suppress evidence, and that the prosecution 
failed to establish certain material elements 
of the crime. Although advanced in a 
somewhat novel factual context, we find 
appellant's contentions to be without merit. 

On January 1, 1975, defendant Seidlitz 
assumed the position of Deputy Project Di
rector for Optimum Systems, Inc. (OSI), a 
computer service company which was under 
contract to install, maintain, and operate a 
computer facility at Rockville, Maryland, 
for use by the Federal Energy Administra
tion (FEA). Under the arrangement be
tween OSI and FEA, persons; working for 
FEA in various parts of the country could 
use key boards at communications terminals 
in their offices to send instructions over 
telephone circuits to the large computers in 
Rockville, and the computers' responses 
would be returned and reflected on a CRT 
(cathode ray tube) terminal which is a type
writer-like device with a keyboard and dis
play screen similar to a television screen 
upon which the information is displayed as 
it is sent and received.2 Mr. Seidlitz helped 

2.	 A remote user would dial on an ordinary 
telephone one of the several unpublished tele
phone numbers to which OSI subscribed and 
which were assigned to the computers. He 
would then connect the telephone to his termi
nal so that messages could be relayed between 
the terminal and the computers in the form of 
signals traveling over the telephone line. Be
cause any of a number of commercially availa
ble terminal units could accomplish such a link 
to the computers, the user, as a security pre
caution, had to enter on his terminal keyboard 
a special access code before he would be per
mitted full use of the system. The code con
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to prepare the software3 which was install
ed at the Rockville facility as part of the 
project, and he was also responsible for the 
security of the central computer system. 
During his tenure, he had full access to the 
computers and to a software system known 
as "WYLBUR" which resided within them.4 

In June, 1975, Seidlitz resigned this job and 
returned to work at his own computer firm 
in Alexandria, Virginia. 

William Coakley, a computer specialist 
employed by FEA, was assigned temporari
ly to the OSI facility. On December 30, 
1975, in an attempt to locate a friend who 
might be using, the OSI system, he had the 
computer display the initials of everyone 
who was then using the WYLBUR soft
ware. Among the initials displayed by the 
computer were those of his supervisor, who 
was standing nearby and who was not using 
the computer. Suspicious that an unau
thorized "intruder" might be using these 
initials in order to gain access to the sys
tem,5 Coakley asked Mr. Ewing, an OSI 
employee, if Ewing could determine what 
was happening. He also asked Mr. Wack, 
an OSI supervisor, if he (Wack) could deter
mine whether the mysterious user was at a 
remote terminal or at one of the terminals 
within the OSI complex which were directly 
wired to the computer and did not employ 
telephone circuits. Ewing instructed the 
computer to display for him the data it was 
about to transmit to the possible intruder, 
and it proved to be a portion of the "source 

tained, among other things, the user's personal 
initials, which were to be invalidated when he 
left OSI or FEA. This "access code" would be 
communicated to the central computers which, 
if they recognized the code as belonging to an 
authorized user, would proceed to perform the 
work the individual tent along. 

3.	 To be distinguished from "hardware", which 
is the tangible machinery of the computer, 
"softwear" refers to the logic and directions 
loaded into the machine that cause it to do 
certain things on command. 

4.	 The WYLBUR software system facilitated the 
computers' exchanges with FEA users at the 
remote terminals. It contained no classified 
FEA Information, but rather enabled the com
puters to perform tasks assigned to them by 
FEA personnel. An OSI manual described 
WYLBUR as "an online interactive text editor 

code" of the WYLBUR software system.6 

Using other data provided by the computer, 
Wack concluded that the connection was by 
telephone from outside the complex. At his 
request, the telephone company manually 
traced the call to the Alexandria office of 
the defendant.7 Wack was told that the 
trace was successful, but the telephone com
pany informed him that it could not divulge 
the results of the trace except in response 
to a legal subpoena. 

The following day, OSI activated a spe
cial feature of the WYLBUR system known 
as the "Milten Spy Function," which auto
matically recorded, after they had been re
ceived by the machinery at Rockville, any 
requests made of the computer by the in
truder. The "spy" also recorded, before 
they were sent out to the intruder over the 
telephone lines, the computer's responses to 
such requests. Mr. Wack again asked the 
telephone company to trace the line when it 
was suspected that the unauthorized person, 
employing the same initials, was using the 
computer to receive portions of the WYL
BUR source code. This manual trace on 
December 31 led once more to the defend
ant's office in Virginia, although OSI was 
not so informed. 

Advised by OSI of the events of Decem
ber 30 and 31, the FBI on January 3, 1976, 
secured, but did not then execute, a war
rant to search the defendant's Alexandria 
office.8 At the FBI's suggestion, the tele

designed to facilitate the creation of text and to 
provide a powerful and comfortable tool for 
changing, correcting, searching and displaying 
text." 

5. See n. 2. supra. 

6.	 A source code is a programming language, 
understandable to humans, in which a comput
er is given instructions. 

7.	 A manual trace is accomplished without lis
tening in on the line or breaking into the con
versation. It entails a physical tracing of the 
telephone circuitry backward through the vari
ous switching points from the equipment which 
receives the call. 

8.	 The affidavit in support of the application for 
the warrant related that the intrusions had 
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phone company conducted two additional 
manual traces when alerted to incoming 
calls by OSI, but in each instance the calls 
were terminated before the traces had pro
gressed beyond the telephone company's of
fice in Lanham, Maryland, which served 
10,000 subscribers. The phone company 
then installed "originating accounting iden
tification equipment" in the Lanham office, 
the function of which was to automatically 
and quickly ascertain, without intercepting 
the contents of any communication, the tel
ephone number of any of the 10,000 area 
telephones from which any subsequent calls 
to the OSI computers originated. Two such 
calls were made on the morning of January 
9, and the equipment attributed both of 
them to a phone at the defendant's Lanham 
residence. That afternoon, the FBI exe
cuted the warrant to search Seidlitz' Alex
andria office, seizing, among other items, a 
copy of the user's guide to the OSI system 
and some 40 rolls of computer paper upon 
which were printed the WYLBUR source 
code.9 A warrant was then issued to search 
the Seidlitz residence in Lanham,10 where 
officers found a portable communications 
terminal which contained a teleprinter for 
receiving written messages from the com
puter, as well as a notebook containing in
formation relating to access codes11 previ
ously assigned to authorized users of the 
OSI computers. 

The indictment handed down on Febru
ary 3, 1976, charged that the defendant had, 
on December 30 and 31, transmitted tele

been detected, that OSI had "furnished written 
release" to receive information regarding the 
telephone traces of December 30 and 31, and 
that the telephone company had disclosed to 
the FBI that the calls originated from the de
fendant's office. It also suited that, as a result 
of an investigation of former OSI employees 
and interviews with OSI personnel, the FBI, 
prior to the receipt of the trace information, 
had ascertained Seidlitz' business address and 
concluded that he was the chief suspect. 

9.	 The information on these printouts was iden
tified at trial as being identical to the informa
tion recorded by the "spy" program on Decem
ber 31. 

10.	 The affidavit in support of the application 
for this warrant in essence contained the same 
statements made in the application for the pri

phone calls in interstate commerce as part 
of a scheme to defraud OSI of property 
consisting of information from the comput
er system.12 A motion to suppress the evi
dence seized from the office and the resi
dence was considered at a hearing on April 
30,13 after which the district judge rendered 
an oral opinion rejecting the defendant's 
argument that the searches were invalida
ted by the use of illegal electronic surveil
lance to obtain the information contained in 
the affidavits supporting the warrants. 
Specifically, the district judge ruled that (1) 
as to the information obtained by use of the 
"spy", Section 605 of the Communications 
Act of 1934, 47 U.S.C. § 605, does not apply, 
and neither Title III of the Omnibus Crime 
Control and Safe Streets Act of 1968, 18 
U.S.C. §§ 2510, et seq., nor the Fourth 
Amendment were violated, since the infor
mation was obtained with the consent of a 
party to the defendant's telephonic commu
nications, and (2) with respect to the trac
ing of the telephone calls, neither Title III 
nor the Fourth Amendment are offended 
when, as in the "pen register" cases, the 
number of the telephone from which a call 
is placed is determined by a process which 
does not entail the interception of the con
tents of the communication. Over defense 
objection, much of the challenged evidence 
was admitted at trial, and the telephone 
traces, as well as the operation of the "Mil-
ten Spy", were described to the jury. In 
the face of this evidence, the defendant 
conceded that he had retrieved the informa

or warrant. See n. 8, supra. In addition, it 
related that the FBI had been informed that 
Seidlitz maintained a communications terminal 
at his home, that the search of the office had 
not uncovered the terminal, and that the tele
phone company's trace of the calls that morn
ing indicated that they were made from the 
defendant's residence. 

11. See n. 2, supra. 

12.	 A motion for acquittal on a third count of 
interstate transportation of stolen property was 
granted during the course of the trial. 

13.	 The evidence presented at the suppression 
hearing established all the facts which we have 
summarized above. 
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tion from the computers, but claimed to 
have acted only out of concern for the se
curity of the OSI system. In negation of 
fraudulent intent, Seidlitz testified that he 
acquired the data with the sole intention of 
presenting the printouts to OSI officials to 
prove to them that the steps taken to pre
vent unauthorized use of the computers 
were inadequate. Additionally, it was his 
position at trial that the WYLBUR soft
ware was not a trade secret or other prop
erty interest of OSI sufficient to qualify as 
"property" within the meaning of the wire 
fraud statute. On appeal he renews the 
"illegal surveillance" claims and also argues 
that the evidence before the jury was insuf
ficient to establish either his fraudulent in
tent or that WYLBUR constituted "proper
ty." 

[1] In considering the surveillance ques
tions, we assume that if, as the defendant 
contends, either the "spy" activities or the 
traces were conducted illegally, then the 
evidence seized at both the office and the 
residence should have been suppressed, 
since the affidavits upon which the war
rants were issued contained information at
tributable to the "spy" and the telephone 
traces which was essential to the finding of 
probable cause to search.14 Furthermore, if 
the statutory or constitutional standards 
upon which the defendant relies were trans
gressed, then the jury should not have been 
informed of the deployment of the "spy" 
and the traces of the telephone calls.15 

[2] It can safely be said, however, that 
even if, as the defendant argues, the Milten 
Spy or the telephone traces resulted in the 
"interception" of his communications with 
the computers, these communications were 
wire or telephone communications since in 

14.	 In ruling on the motion to suppress, the 
district court also made this assumption. 
"[T]he question is whether the information 
* * * was legally or illegally secured. If, of 
course, it was illegal, then the searches must 
fall * * *". Appendix, p. 133. 

15.	 Section 605 of the Communications Act has 
been interpreted to require the exclusion of 
evidence obtained in violation thereof. Nardone 
v. United States, 302 U.S. 379, 58 S.Ct. 275. 82 
L.Ed. 314 (1937), and an express exclusionary 
rule is contained in TitleIII of the Omnibus Act 

each instance the defendant was exchang
ing messages with the computers over com
mercial telephone circuits.16 For this rea
son the district court correctly concluded 
that Section 605 of the Communications Act 
of 1934, 47 U.S.C. § 605, could have no 
bearing whatever upon the legality of these 
activities. While at one time Section 605 
did contain standards for determining the 
legality of the interception of telephone 
conversations, the statute was amended by 
Section 803 of Pub.L. 90-351, 82 Stat 223, 
in 1968, for the express purpose of exclud
ing from its scope the interception of wire 
communications and of transferring the 
regulation of such activity to certain provi
sions of Title III of the Omnibus Crime 
Control and Safe Streets Act of 1968. See 
United States v. Clegg, 509 F.2d 605, 611
612 (5 Cir. 1975); United States v. Falcone, 
505 F.2d 478, 482 (3 Cir. 1974), cert denied 
420 U.S. 955, 95 S.Ct 1338, 43 L.Ed.2d 432 
(1975); S.Rep.No.1097, 90th Cong., 2d Sess. 
107 (1968), reprinted in [1968] U.S.Code 
Cong. & Admin.News, pp. 2112, 2196. To
day Section 605 pertains to the interception 
of only radio communications, and there is 
no indication that radio communications of 
any kind were involved in the apprehension 
and conviction of the defendant The ap
propriate inquiry, then, is whether any of 
the questioned activities amounted to the 
kind of interceptions of wire communica
tions condemned by Title III. 

[3] The language, the legislative histo
ry, and the Supreme Court's interpretation 
of the relevant provisions of Title III sup
port the district court's conclusion that the 
telephone traces in this case were not the 
sort of "interceptions" of communications 

at 18 U.S.C. § 2515. A judiciallyfashioned rule 
of exclusion applies where surveillance does 
not comport with Fourth Amendment require
ments, Katz v. United States, 389 U.S. 347, 88 
S.Ct. 507, 19 L.Ed.2d 576 (1967). 

16.	 The same can besaid of Mr. Ewing's inquiry 
of the computer on December 30 by which be 
ascertained, as did the Mitten Spy on the fol
lowing day, that the intruder was receiving part 
of the WYLBUR source code. 
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proscribed by the statute. "Intercept" is 
defined in 18 U.S.C. § 2510(4) to mean "the 
aural acquisition of the contents of any 
wire or oral communication through the use 
of any electronic, mechanical, or other de
uce" (emphasis added); '"contents' * * 
includes any information concerning the 
identity of the parties to [the] communica
tion or the existence, substance, purport, or 
meaning of [the] communication." 18 
U.S.C. § 2510(8). The evidence adduced at 
the suppression hearing conclusively shows 
that neither the manual traces conducted 
on December 30 and 31, nor the traces 
which were achieved by use of the special 
equipment later installed, entailed interfer
ence with or observation of the contents of 
the defendant's dialogues with the comput
ers. That Congress intended to exempt 
such procedures from the coverage of the 
statute is borne out by the Senate Report 
which accompanied the legislation, and ex
plained that 

"[t]he proposed legislation is not designed 
to prevent the tracing of phone calls * *. 
The proposed legislation is intended to 
protect the privacy of the communication 
itself and not the means of communica
tion." 

S.Rep.No.1097, supra, at 90; U.S.Code 
Cong. & Admin.News, supra, at 2178. See 
Michigan Bell Tel Co. v. United States, 565 
F.2d 385, 387-389 (6 Cir. 1977). Especially 
in view of United States v. New York Tele
phone Co., 434 U.S. 159, 98 S.Ct. 364, 54 
L.Ed.2d 376 (1977), which held that "pen 
registers" (which similarly "overhear" none 
of the substance of a telephone communica
tion, 434 U.S. at 161, n. 1, 98 S.Ct. at 364, n. 
1) do not run afoul of the statute, we per
ceive no reason to invalidate the telephone 
traces on statutory grounds. 

[4] We also concur in the disposition by 
the court below of the challenge under Title 

17.	 "The words 'aural acquisition' literally 
translated mean to come into possession 
through the sense of hearing (Webster's Third 
New International Dictionary. 1967 Ed.)." 
Smith v. Wunker. 356 F.Supp. 44. 46 (S.D.Ohio 
1972) 

III to the information obtained through the 
use of the Milten Spy. First, the statute 
proscribes only the "aural" acquisition of 
the contents of wire communications, 18 
U.S.C. § 2510(4), supra, and there is no 
evidence to suggest that the "spy" relied in 
any fashion upon sounds in retrieving infor
mation from the computers in written form. 
Cf. United States v. New York Telephone 
Co., supra, 434 U.S. at 166-167, 98 S.Ct 364. 
We find no merit in the defendant's sugges
tion that, in the absence of either a statuto
ry definition of the word "aural" or of 
legislative history to indicate that Congress 
even considered the relationship of Title III 
to computer systems, we should ignore the 
plain meaning of the term "aural"17 and 
should hold that, regardless of whether a 
device detects sound, its ability to interpret 
the substance of a transmission brings it 
within the restrictions of the statute. Can
ons of statutory construction require that 
we attribute to legislatively undefined 
words their commonly accepted meaning 
and that we give effect to what must be 
presumed to have been the purposeful in
clusion in the legislation of a qualifying 
term such as "aural" which restricts the 
statute's scope.18 Second, to the extent 
that the Milten Spy disclosed, before they 
were sent out over the telephone lines, the 
substance of the replies generated by the 
computer to the intruder's commands, the 
information was not a "wire communica
tion" at the time of its retrieval, and its 
disclosure thus did not violate the statute. 
Under Title III, a "wire communication" is 
a communication made "in whole or in 
part" through the facilities of a common 
carrier, 18 U.S.C. § 2510(1). and the portion 
of the WYLBUR source code requested by 
Seidlitz was obtained by the "spy" before it 
had travelled through such facilities. While 
arguably this reasoning might not apply to 

18.	 See Platt v. Union Pacific R.R. Co. 99 U.S. 
48, 58-59. 25 L.Ed. 424 (1878); State Water 
Control Board v. Train. 559 F.2d 921. 924 n. 20 
(4 Cir. 1977). These rules are applicable here 
because the legislative history indicates neither 
what Congress meant by "aural" nor why the 
word was written into the statute. 
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the spy's duplication, after they had been 
received by the computer, of any of the 
instructions Seidlitz sent by telephone, it 
unquestionably legitimizes under the stat
ute that portion of the retrievals which 
identified the outgoing information as the 
WYLBUR source code. Finally, Title III 
specifically authorizes the interception of a 
wire communication by a party to the com
munication or by a person acting with the 
consent of a party to the communication. 
18 U.S.C. § 2511(2)(c), (d). In our opinion 
OSI, which leased, housed, programmed, 
and maintained the computers and sub
scribed to the relevant telephone numbers, 
was for all intents and purposes a party to 
the communications initiated by the defend
ant, since in a very real sense the company 
used the computers solely as a medium for 
imparting to customers, via telephone lines, 
its own expertise. Insofar as OSI installed 
on its line a computer which was capable of 
recording the messages exchanged in the 
course of responding to a remote user's 
requests, we consider this case analogous to 
those which recognize that a party may, 
consistent with Title III, use a device to 
capture and record both sides of his tele
phone conversation with another party. 
See, e. g, United States v. Turk, 526 F.2d 
654 (5 Cir. 1976), cert denied, 429 U.S. 823, 
97 S.Ct 74, 50 L.Ed.2d 84 (1976); Smith v. 
Cincinnati Post & Times-Star, 475 F.2d 740 
(6 Cir. 1973); Smith v. Wunker, 356 F.Supp. 

19.	 The three reasons set forth in this paragraph 
also apply to Mr. Ewing's actions of December 
30. See n. 16. supra. 

20.	 Interceptions of two-party conversations 
were discussed in the context of the Fourth 
Amendment in the cases cited by the district 
court to support its conclusion. In each in
stance, government law enforcement officers 
had arranged and actively participated in the 
challenged surveillance. See United States v. 
White. 401 U.S. 745, 91 S.Ct. 1122, 28 L.Ed.2d 
493 (1971); United States v. Bernstein. 509 
F.2d 996 (4 Cir. 1975); United States v. Dowdy. 
479 F.2d 213 (4 Cir. 1973). White and Dowdy 
do support the view that the voluntary partici
pation in such surveillance by one of the par
ties to a telephone call will satisfy the Fourth 
Amendment, and as already indicated, we tend 
to agree that even if Seidlitz' data transmis
sions were made with a legitimate expectation 

44 (S.D.Ohio 1972). Cf. United States v. 
Bragan, 499 F.2d 1376 (4 Cir. 1974).19 

[5, 6] The last of the objections raised in 
the court below to the evidence secured by 
the Milten Spy and the telephone traces 
was that it was detected and obtained in 
contravention of the Fourth Amendment 
The district judge rejected this contention 
on the ground that even though the "spy" 
and the traces were utilized without prior 
judicial authorization, the evidence was 
obtained by searches to which the appropri
ate persons had consented. We need not 
review the soundness of that ruling or the 
implicit conclusion that the "spy" and the 
traces raised questions under the Fourth 
Amendment,20 since in our opinion the ac
tivities complained of were, at most, con
ducted by private persons—OSI and the 
telephone company—to which the constitu
tional prohibition against warrantless 
searches does not apply. "[I]t is no part of 
the policy underlying the Fourth and Four
teenth Amendments to discourage citizens 
from aiding to the utmost of their ability in 
the apprehension of criminals," and conse
quently the Fourth Amendment and the 
exclusionary rule by which it is enforced 
come into play only where it appears from 
all of the circumstances that in a particular 
case the challenged evidence was obtained 
as a result of a search conducted by govern
ment officers or by private persons acting 
as agents or instrumentalities of the 

of privacy (a question we do not decide and 
about which we have serious reservations), the 
fact that OSI voluntarily recorded them obvi
ates Fourth Amendment concerns as to the 
"spy". But we are not sure that a similar 
approach is valid with respect to the traces of 
the telephone numbers, and the parties have 
not briefed this aspect of the constitutional 
issue. Rather than decide either the "open" 
question of whether the Fourth Amendment 
applies to such traces, see United States v. 
New York Tel. Co., supra, 434 U.S. at 165. n. 7. 
98 S.Ct. 364, n. 7. or the more perplexing ques
tion of whether the recipient of a call can, 
under the Fourth Amendment, consent to a 
warrantless trace of the caller's telephone, we 
choose to rest our opinion as to the constitu
tionality of the "spy" and the traces on the 
ground set forth in the text. 
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government. Coolidge r. New Hampshire, 
403 U.S. 443, 487-490, 91 S.Ct. 2022, 29 
L.Ed.2d 564 (1971). See also Burdeau v. 
McDowell, 256 U.S. 465, 475-476, 41 S.Ct. 
574, 65 L.Ed. 1048 (1921); United States v. 
Mekjian, 505 F.2d 1320 (5 Cir. 1975); Unit
ed States v. Pryba, 163 U.S.App.D.C. 389, 
502 F.2d 391 (1974), cert denied, 419 U.S. 
1127, 95 S.Ct 815, 42 L.Ed.2d 828 (1975); 
Corngold v. United States, 367 F.2d 1 (9 Cir. 
1966) (en banc). Cf. United States v. Crab
tree, 545 F.2d 884 (4 Cir. 1976). Emphasiz
ing that FEA's Mr. Coakley, upon discover
ing the suspicious initials, asked OSI's Ew
ing "if there was some way that he could 
determine what this account was doing," 21 

and that he asked OSI's Wack "if he could 
determine where the call was coming 
from," 22 the defendant would have us find 
that the subsequent determination by OSI 
that the intruder was receiving the WYL
BUR source code, as well as the telephone 
company's identification of the originating 
phone numbers, were actions for which the 
government should be held accountable and 
to which the Fourth Amendment applies. 
In our opinion, however, these nonspecific, 
innocuous remarks by a civilian employee of 
the FEA were in stark contrast to the ac
tive involvement by a Secret Service agent 
which tainted the search in Lustig v. United 

21. Appendix, p. 41. 

22. Appendix, p. 42, 

23.	 Lustig presented the related question of 
whether, under the now defunct "silver platter" 
doctrine, a federal officer was so involved in an 
illegal search by city police as to require the 
suppression in a federal prosecution of the evi
dence uncovered by the search. The facts re
veal that a federal Secret Service agent, who 
was charged with enforcing the counterfeiting 
laws, joined the unlawful search of a hotel 
room by city police after it had already begun. 
While there, he sifted through the items uncov
ered by the local officers (who were aware of 
his interest in the case), selecting those articles 
which were later used as evidence in a federal 
counterfeiting prosecution of one of the occu
pants of the room. The Court found that the 
agent "had an active hand" in the search, and 
held that the trial court should have suppressed 
the evidence obtained by him. 

24. See the cases collected in Annot., 36 A.L. 
R. 36 553 (1971). 

States, 338 U.S. 74, 69 S.Ct. 1372, 93 L.Ed. 
1819 (1949), cited by the defendant,23 and 
they do not amount to the kind of conduct 
on the part of the government which has 
been held sufficient to deprive a citizen's 
search of its private character.24 Under the 
criteria uniformly considered by the courts 
in assessing the degree of federal involve
ment in an otherwise private search for 
purposes of the Fourth Amendment, the 
instant "searches" and their fruits are not 
subject to scrutiny under the exclusionary 
rule.25 

While we base our affirmance of the de
nial of the suppression motion upon our 
consideration of the statutory and constitu
tional arguments advanced by the appel
lant, and addressed by the court below, we 
think it appropriate to observe that we dis
cern a certain speciousness which infects all 
of the illegal surveillance contentions made 
by the defendant with respect to the evi
dence which was obtained through use of 
the Milten Spy. Unlike the typical tele
phone user who employs the telephone 
merely as a convenience to converse with 
other persons over distances, Seidlitz used 
the telephone to tamper with and manipu
late a machine which was owned by others, 
located on their premises, and obviously not 
intended for his use. Unlike the party to a 

25.	 The test most frequently employed is bor
rowed from the Lustig case, supra, 338 U.S. at 
79, 69 S.Ct. at 1374, which recognized that "the 
decisive factor * * * is the actuality of a 
share by a federal official in the total enterprise 
of securing and selecting evidence by other 
than sanctioned means." See also, United 
Suites v. Sherwin, 539 F.2d 1,7-8 (9Cir. 1976); 
United States v. Entringer. 532F.2d 634. 637 (8 
Cir. 1976). cert, denied, 429 U.S. 820. 97 S.Ct. 
67. 50 L.Ed.2d 81 (1976); United States v. 
Clegg. 509 F.2d 605. 609-611 (5 Cir. 1973); 
United States v. Cangiano, 464 F.2d 320, 324
323 (2 Cir. 1972), vacated and remanded on 
other grounds. 413 U.S. 913, 93 S.Ct. 3047, 37 
L.Ed.2d 1023 (1973), on remand, 491 F.2d 905 
(1973). cert, denied, 418 U.S. 934; 94 S.Ct 3223, 
41 L.Ed.2d 1171 (1973); United States v. John
son, 451 F.2d 1321, 1322 (4 Cir. 1971), cert. 
denied, 405 U.S. 1018, 92 S.Ct. 1298, 31 L.Ed 2d 
480 (1972). 
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personal telephone call who may have little 
reason to suspect that his words are being 
covertly recorded, Seidlitz, a computer ex
pert, undoubtedly was aware that by their 
very nature the computers would record the 
data he sent and received, and that OSI, 
also expert in the use of computers, could 
detect such exchanges if alerted to the pres
ence of an intruder. In this sense the use 
by the witnesses below of the term "intrud
er" to describe an unauthorized user of the 
computers is aptly applied to the defendant, 
since by telephonic signal he in fact intrud
ed or trespassed upon the physical property 
of OSI as effectively as if he had broken 
into the Rockville facility and instructed 
the computers from one of the terminals 
directly wired to the machines. Under 
these circumstances, having been "caught 
with his hand in the cookie jar", we serious
ly doubt that he is entitled to raise either 
statutory or constitutional objections to the 
evidence. 

[7] We have carefully reviewed the oth
er issues raised by the appellant and find 
them to be without merit Viewed in the 
light most favorable to the government, 
Glasser v. United States, 315 U.S. 60, 62 
S.Ct 457, 86 L.Ed. 680 (1942), there was 
sufficient evidence from which the jury 
could find that the WYLBUR system was 
"property" as defined in the instruction giv
en by the trial judge which is not contested 
on appeal. Even though software systems 
similar to OSI's WYLBUR were in use at 
non-OSI facilities, the evidence that OSI 
invested substantial sums to modify the sys
tem to suit its peculiar needs, that OSI 
enjoyed a multi-million dollar competitive 
advantage because of WYLBUR, and that 
OSI took steps to prevent persons other 
than clients and employees from using the 
system permitted a finding that the pil
fered data was the property of OSI and not, 
as the defendant contends, property in the 
public domain subject to appropriation by 
persons such as himself. In a similar vein, 
the defendant disputes the sufficiency of 
the evidence to establish fraudulent intent, 

but in essence his argument is only that he 
feels the jury should not have discredited 
his own explanation of the purpose for 
which he acquired the WYLBUR data. It 
is of no consequence that Seidlitz was not 
shown by the government to have used the 
data retrieved from the OSI computers in 
his own business or to have attempted to 
sell it to others, see United States v. Paint
er, 314 F.2d 939 (4 Cir. 1963), cert denied, 
374 U.S. 831, 83 S.Ct 1873, 10 L.Ed.2d 1054 
(1963); United States v. Bagdasian, 291 
F.2d 163 (4 Cir. 1961), cert. denied, 368 U.S. 
834, 82 S.Ct 60, 7 L.Ed.2d 36 (1961), and the 
circumstantial evidence in this case is ample 
to support a finding of the requisite intent 

[8] On appeal, the defendant raises oth
er objections relative to the searches of his 
office and residence, but these points were 
neither fairly raised in the motion to sup
press evidence nor urged upon the trial 
court at the suppression hearing. Absent 
plain or fundamental error, we need not 
consider on appeal legal points which were 
available to the appellant but not presented 
for the district court's consideration. Unit
ed States v. Braunig, 553 F.2d 777, 780 (2 
Cir. 1977), cert denied, 431 U.S. 959, 97 
S.Ct 2686, 53 L.Ed.2d 277 (1977); United 
States v. Rollins, 522 F.2d 160, 165-166 (2 
Cir. 1975), cert denied, 424 U.S. 918, 96 
S.Ct 1122, 47 L.Ed.2d 324 (1976); United 
States v. Anderson, 481F.2d 685, 694-695 (4 
Cir. 1973), aff'd, 417 U.S. 211, 94 S.Ct 2253, 
41 L.Ed.2d 20 (1974). See Rules 12(f) and 
52, Federal Rules of Criminal Procedure. 

AFFIRMED. 
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hearing. We conclude that the denial of 
its requests for discovery resulted in no 
actual prejudice to Rex. 

III. 

[6] Rex claims that the evidence 
does not support the Board's findings 
that it violated Section 8 (a ) ( l ) . We 
disagree. 

At the hearing, former employee Gar
rard testified that on January 27, while 
Plant Manager Ballard was present, Su
pervisor Greening asked him if anyone 
had approached him in the building 
about union activities, and that Ballard 
had then commented that employee 
Wade might approach him about the Un
ion. Garrard further stated that on 
January 28 Greening asked him if he 
had overheard any more names of ladies 
involved in union activities or where un
ion meetings were being held, and said 
that Rex would be faithful to employees 
who were faithful to Rex. Finally, Gar
rard testified that on January 31 Green
ing asked him if he would sign an affi
davit that Wade had approached him in 
the building about union activities. 
Employee Poole testified that on Janu
ary 27, Greening asked her what she had 
learned at the union meeting the night 
before, and what the union man had said 
about transfers of employees within the 
plant. Although Ballard and Greening 
contradicted the testimony of Garrard 
and Poole, the Administrative Law 
Judge credited the testimony of Garrard 
and Poole over that of Ballard and 
Greening where there were conflicts, 
and found that the interrogations were 
coercive. Such resolutions of the con
flicts in testimony were not unreasona
ble, and were accepted by the Board. 
Under these circumstances, it is not our 
function to overturn them. NLRB v. 
Varo. Inc., 5 Cir. 1970, 425 F.2d 293, 
297-298. Accepting as true the testimo
ny of Garrard and Poole, there was suf
ficient evidence to support the Board's 
findings. 

4.	 From the testimony of witnesses, and after 
his own view of the parking lots and motel, 
the Administrative Law Judge concluded that 

494 F.2d—38 

F.2d 593 (1974) 

On the issue of surveillance, the Gen
eral Counsel introduced evidence that on 
January 27 Supervisor Greening and her 
husband sat in their car for at least 
twenty minutes at a store parking lot 
across the highway from a motel room 
where the Union was holding a meeting. 
Several employees testified that while at 
the meeting they could discern the 
Greenings in their car. On January 28, 
Plant Manager Ballard parked his pick
up truck in a lot across from the motel 
and was observed sitting in the truck by 
employees attending a union meeting at 
the motel room.4 Although the Green
ings and Ballard testified that they were 
not engaged in surveillance, there was 
sufficient evidence to support a finding 
of surveillance. See NLRB v. Standard 
Forge & Axle Co., 5 Cir. 1969, 420 F.2d 
508 and cases cited therein. 

For the reasons stated, the Board's or
der is
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594 

1027


494 FEDERAL REPORTER, 2d SERIES 

transmit to foreign government infor
mation relating to national defense of 
United States. The Court of Appeals 
for the Third Circuit, 384 F.2d 554, af
firmed all except one conviction and cer
tiorari was granted. On motion to mod
ify order of remand on writs of certiora
ri the Supreme Court of the United 
States, 394 U.S. 165, 89 S.Ct. 961, 22 
L.Ed.2d 176, vacated judgment and re
manded case. The United States Dis
trict Court for the District of New Jer
sey, Anthony T. Augelli, J., 318 F.Supp. 
66, denied application for disclosure of 
communications and the defendant ap
pealed. The Court of Appeals, Adams, 
Circuit Judge, held, inter alia, that there 
was presidential power to engage in 
warrantless surveillance to gather for
eign intelligence information, that the 
overhearing of conversations by defend
ant during surveillance conducted and 
maintained solely for purpose of gather
ing foreign intelligence information did 
not violate defendant's Fourth Amend
ment rights and that the court did not 
abuse its discretion in refusing to order 
disclosure of records of such intercep
tions or to hold a hearing regarding 
them. 

Affirmed. 
Seitz, Chief Judge, filed a concur

ring and dissenting opinion in which 
Van Dusen, Circuit Judge, joined and Al
disert, Circuit Judge, joined in part, Al
disert, Circuit Judge, filed a concurring 
and dissenting opinion in which Van 
Dusen, Circuit Judge, joined, and Gib
bons, Circuit Judge, filed a dissenting in 
part opinion. 

1. Criminal Law 627.6(6) 
Necessity of Government's disclo

sure to defense of records of electronic 
surveillance, in cases not involving ille
gal surveillance, depends on likelihood 
that accurate determinations of particu
lar factual or legal issues in dispute are 
otherwise unobtainable. 

2. Criminal Law 627.6(6) 
Apart from ascertaining whether 

evidence derived from illegal surveil

lances tainted a conviction, it remains 
within trial judge's discretion to require 
or not to require disclosure of records of 
surveillances to facilitate resolution of 
questions surrounding electronic surveil
lance. 

3. Telecommunications 493 
Statute relating to prohibition 

against unauthorized interception of any 
communication and the divulging there
of prohibits divulgence of intercepted 
communications obtained by electronic 
surveillances that are deemed within the 
parameters of provision. Communica
tions Act of 1934, § 605, 47 U.S.C.A. § 
605. 

4. Telecommunications 494, 495 
Statute prohibiting persons from 

unauthorized interception and divulgence 
of communications extends to all of di
vulgences to any person of any surveil
lance within provision's ambit. U.S.C. 
A.Const. Amend. 4; Communications 
Act of 1934, § 605, 47 U.S.C.A. § 605. 

5. Telecommunications 495 
Where electronic surveillances were 

conducted and maintained solely for pur
pose of gathering foreign intelligence 
information by Government, Communi
cations Act generally prohibiting the un
authorized interception and divulgence 
of electronic communication does not 
render them, in and of themselves, ac
companied by subsequent disclosure, un
lawful. Communications Act of 1934, § 
605, 47 U.S.C.A. § 605; U.S.C.A.Const. 
art. 2, § 2. 

6. Searches and Seizures 7(1) 
President, through his subordinates, 

cannot ignore admonitions of Fourth 
Amendment when investigating criminal 
activity unrelated to foreign affairs. 
U.S.C.A.Const. Amend. 4. 

7. Searches and Seizures 7(1) 
Fourth Amendment is applicable 

where President is acting pursuant to 
foreign affairs duties even though ob
ject of surveillance is not a domestic 
political organization. U.S.C.A.Const. 
Amend. 4. 



595 

1028 

UNITED STATES v. BUTENKO 
Cite as 494 F.2d 593 (1974) 

& searches and Seizures 7(1) 
Under Fourth Amendment all 

searches and seizures, even if authorized 
by warrant, must be reasonable which at 
a minimum means that some form of 
probable cause for search and seizure 
must exist and even a reasonable search 
may be unlawful if official fails to se
cure a warrant and makes no showing 
that exigencies of situation make that 
course imperative. 

9. Telecommunications 496 
Since the electronic surveillance by 

Government was conducted and main
tained solely for purpose of gathering 
foreign intelligence information, prior 
judicial authorization of such surveil
lance was not required. Communica
tions Act of 1934, § 605, 47 U.S.C.A. § 
605; U.S.C.A.Const. Amend. 4. 

10. Searches and Seizures 7(1) 
Foundation of any determination of 

reasonableness, which is the crucial test 
of legality under the Fourth Amend
ment, is the probable cause standard. 
U.S.C.A.Const. Amend. 4. 

11. Searches and Seizures 7(1) 
Search based on probable cause does 

not comport with Fourth Amendment if 
its scope is unreasonably broad. U.S.C. 
A.Const. Amend. 4. 

12. Telecommunications 496 
Since primary purposes of searches 

by means of electronic surveillance un
dertaken to acquire foreign intelligence 
information is to secure such informa
tion, judge, when reviewing particular 
search, mast, above all, be assured that 
this was in fact its primary purpose and 
that the accumulation of evidence of 
criminal activity was incidental if the 
warrantless surveillance is to be upheld. 
U.S.C.A.Const. Amend. 4. 

13. Searches and Seizures 7(1) 
Since it was found that the second 

set of interceptions of conversations of 
defendant, found guilty of conspiring 
to transmit to foreign government infor
mation relating to national defense of 
the United States, were conducted solely 
for the purpose of gathering foreign in

telligence information, the warrantless 
receptions, of defendant's conversations 
were reasonable under Fourth Amend
ment and the Fourth Amendment rights 
of defendant were not violated. Com
munications Act of 1934, § 605, 47 U.S. 
C.A. § 605; U.S.C.A.Const. Amend. 4. 

14. Criminal Law 627.6(1) 
Since question confronting trial 

court as to second set of intercepted con
versations of defendant was the legality 
of the taps and not the existence of 
tainted evidence, it was within discre
tion of court to grant or deny defend
ant's request for a disclosure and the 
holding of a hearing and exercise of dis
cretion were to be guided by an evalua
tion of complexity of factors to be con
sidered by court and by likelihood that 
adversary presentation would substan
tially promote a more accurate decision. 
Communications Act of 1934, § 605, 47 
U.S.C.A. § 605; U.S.C.A.Const. Amend: 
4. 

15. Criminal Law 627.6(6) 
Where defendant, convicted of con

spiring to transmit to foreign govern
ment information relating to national 
defense of United States, did not chal
lenge finding of district court that with 
respect to the second set of intercepted 
conversations the surveillance was con
ducted and maintained solely for pur
pose of gathering foreign intelligence 
information, court's failure to order dis
closure of records and to hold hearing 
regarding them did not constitute an 
abuse of discretion. U.S.C.A.Const. 
Amend. 4; Communications Act of 1934, 
§ 605, 47 U.S.C.A. § 605. 

Jonathan L. Goldstein, John J. Barry, 
Edward J. Dauber, Asst. U. S. Attys., 
Newark. N. J., A. William Olson, Asst; 
Atty. Gen., Robert Keuch, Internal Secu
rity Div., Dept. of Justice, Washington, 
D. C, Herbert J. Stern, U. S. Atty., for 
appellee. : 

Edward Bennett Williams. Vincent J. 
Fuller, Robert L. Weinberg, Williams, 
Connolly & Califano, Washington, D. C, 
for appellant. 
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[1,2] The Supreme Court made 
clear in Taglianetti v. United States"10 

that the necessity of disclosure, in cases 
not	 involving illegal surveillance, de
pended upon the likelihood that accurate 
determinations of the particular factual 
or legal issues in dispute were otherwise 
unobtainable. "Nothing in [Alderman, 
Ivanov, and Butenko] . .  . re
quires an adversary proceeding and full 
disclosure for resolution of every issue 
raised by an electronic surveillance."11 

(Emphasis added) Apart from ascer
taining whether evidence derived from 
illegal surveillances tainted a conviction, 
it remains within the trial judge's dis
cretion to require or not to require dis
closure of records of surveillances to fa
cilitate resolution of questions surround
ing electronic surveillance.12 

Thus, if we are to require disclosure 
of the records of the second set of inter
ceptions, we must conclude either (1) 
that the electronic surveillances produc
ing such records were illegal or (2) that 
the trial judge abused his discretion in 
refusing disclosure. 

In dealing with the former considera

tions—assessing the legality of the gov

ernment's activities with regard to the

second group of surveillances, we must

first decide whether § 605 prohibits the

surveillances at issue. If we should

decide that the prohibitions of § 605 do

hot cover these surveillances, we must

then proceed to determine whether Iva

nov's Fourth Amendment rights have

been transgressed.13 Lastly, if we

should hold that this set of surveillances


10. 394 U.S. 316.80 S.Ct.199 8, 22 L.Ed.2d 302 
(1969) (per curiam). 

11. Id. at 317. 89 S.Ct. at 1100. 
12.	 Note. The Supreme Court. 1968 Term. 83 

Harv.L.Rev. 60. 175 (1969)). 

13.	 Ivanov contends that the Solicitor General 
conceded at oral argument before the Su
preme Court in Alderman that the second 
set of interceptions were unconstitutional, 
gee Giordano v. United States, 394 U.S. 310. 
313-314 n. 1, 89 S.Ct. 1163, 22 L.Ed.2d -207 
(Stewart, J., concurring). Assuming ar
guendo that Ivanov is correct in this regard, 
it appears that the Supreme Court refused 

were not illegal, we must, in accordance 
with the instructions of the Supreme 
Court, evaluate the trial judge's exercise 
of discretion in refusing disclosure. 

We shall address these three issues se
riatim. 

II.	 SECTION 605 OF THE COMMU
NICATIONS ACT OF 1934 DOES 
NOT PROHIBIT THE INTER
CEPTION AND DIVULGENCE 
OF THE CONTENTS OF ELEC
TRONIC SURVEILLANCE IN 
THE FOREIGN AFFAIRS FIELD 
MADE PURSUANT TO EXECU
TIVE ORDER. 

Section 605 of the Communications 
Act provides in relevant part that "no 
person not being authorized by the send
er shall intercept any communication 
and divulge or publish the existence, 
contents, substance, purport, effect, or 
meaning of such intercepted communica
tion to any person." 14 

This section prompted considerable 
discussion as electronic surveillance be
came a more sophisticated and widely 
used device for the investigation of 
criminal activity. Much of the clamor 
for reform centered around the scope 
given to the section by the Nardone 
cases.15 Petitioners in those cases 
were tried and convicted of smuggling 
alcohol. Over their objection, federal 
agents were permitted to testify to 
the substance of petitioners' telephone 
conversations that were wiretapped and 
overheard by the witnesses. In Nardone 
I, the Supreme Court held that, under § 

to accept any such concession and, instead, 
ordered the district court on remand to con
sider the question of the legality of these 
surveillances. Alderman v. United States, 
394 U.S. 165, 186. 89 S.Ct. 961. 22 L.Ed.2d 
176 (1969). See United States v. Butenko, 
31S F.Supp. 60. 69 (D.N.J. 1970). 

14. 47 U.S.C. § 605. 

15.	 Nardone v. United States. 302 U.S. 379, 
58 S.Ct. 273, 82 L.Ed. 314 (1937) (Nardone 
1] ; Nardone v. United States, 308 U.S. 338. 
60 S.Ct. 286, 84 L.Ed. 307 (1939) [Nardone 
11.] 



599 

1030 

UNITED STATES v. BUTENKO 
Cite as 494 F.2d 393 (1974) 

605. "'no person' comprehends federal 
agents and the bar on communication to 
any person' bars testimony to the con
tent of an intercepted message."16 On 
re-trial, the prosecution attempted to 
present evidence gathered as a result of 
the illegal taps instead of testimony as 

to the actual contents of the overheard 
conversations. The Court, in Nardone II, 

made clear that the "fruits" of the taps, 
as well as the intercepted materials 
themselves, were inadmissible. 

In response to the ostensible debilitat
ing threat to federal investigatory activ
ities presented by the interpretation 
placed on §605 by the Nardone cases, 
the Department of Justice adopted the 
position "that the mere interception of 
telephone communications is not prohib
ited by federal law."17 The government, 
therefore, continued to wiretap after the 
Nardone cases even though aware that 
those cases, at least when the surveil
lances were conducted during the course 
of an investigation of domestic criminal 
activity, precluded the introduction of 
the records or fruits thereof into evi
dence. Meanwhile, the Department of 
Justice pressed for legislation lifting the 
evidentiary limitations erected on the 
foundation of § 605 by the Nardone cas
es. It did so on the obvious ground that 
the ability to use electronic surveillance 
to secure evidence in criminal convic
tions would make surveillance a more ef
fective weapon against crime. The De
partment's efforts were finally success
ful with the enactment of the Omnibus 
Crime Control and Safe Streets Act of 
1968, which specifically authorizes any 

16 302 U.S. at 381, 58 S.Ct. at 276. 

17.	 Rogers. The Case for Wire Tapping. 63 
Yale L.J. 702, 793 (1954) : Brownell, Public 
Security and Wire Tapping. 39 Cornell L.Q. 
193, 197-98 (1954). 

18 18 U.S.C. §§ 2510-2520. 

19 During the period covered by the law re
view articles referred to in Judge Plusert's 
dissent, electronic surveillances in the field of 

foreign affairs were made without prior 
warrants. Indeed, in the instant case, the 
surveillances were made during the time the 

electronic surveillance with prior judi
cial authorization."18 To contend, as 
Judge Aldisert does, that these efforts 
by various Attorneys General, constitut
ed a concession that § 605 proscribed the 
introduction into evidence of material 
seized as a result of such surveillance 
does not seem realistic.19 The Attor
neys General were advocating new legis
lation narrowing the potential ambit of 
§ 605 and, in that context, suggesting 
that § 605 might be broad enough to 
reach situations like that presented in 
this case, no doubt represented sound 
strategy. In addition, the Supreme 
Court, in the Nardone cases, was dealing 
with the warrantless electronic surveill
ance of suspected domestic criminals dur
ing routine investigations by federal 
agents. In the present case, we are faced 
with the significantly different situation 
of warrantless electronic surveillance 
pursuant to presidential directive in the 
sensitive area of foreign intelligence in
formation gathering. It, therefore, 
would not seem appropriate to regard 
those cases as controlling here. Only 
one court of appeals has been faced with 
circumstances similar to those here and 
it dealt with the issue obliquely, if at 
all.20 The Executive Branch's continu
ing assertion of the power to wiretap 
per se and the conclusion that the use of 
intercepted material as evidence was 
prohibited by § 60521 and, thus, that the 
provision had an incidental effect not 
unlike a rule of evidence, does not, as 
Judge Aldisert urges, inexorably lead to 
the proposition that the statutory pro
scription against divulgence represented 
an evidentiary rule.22 The legislative 

late Robert Kennedy was the Attorney Gen
eral. 

20. See p. 605 infra. 

21.	 See, e.g., Sahlowsky v. United States, 101 
F.2d 183 (3d Cir. 1938). 

22.	 Cf. Developments in the Law—The Na
tional Security Interest and Civil Liberties, 
85 Harv. L. Rev. 1130, 1249 (1972). But see 
Sablowsky v. United States. 101 F.2d 183, 
189 (3 Cir. 1938) where Judge Biggs stated 
that "the Nardone Case holds clearly that 
Section 605 creates a rule of evidence." 

. . . " 
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history relating to § 605 is bereft of any 
suggestion that Congress intended to 
fashion a rule of evidence. On the con
trary, the language of the statute seems 
to reach any divulgence, by the way of 
introduction into evidence or otherwise, 
of information obtained by way of wire
taps that would compromise the privacy 
of those whose conversations are over
heard. Furthermore, the fact that the 
restrictions contained in § 605 have been 
enforced through the exclusion of evi
dence at a criminal trial should not ob
scure the broader aim of the statute— 
the discouragement of the interception 
of communications.23 

[3] Thus, in our view, and apparent
ly that of Judge Gibbons, who today dis
sents on other grounds, § 605 would 
appear to prohibit divulgence of inter
cepted communications obtained by elec
tronic surveillances that are deemed 
within the parameters of the provision. 
Moreover, restricting any divulgence to 
members of the Executive Branch, as 
Judge Aldisert suggests, does not neces

23.	 If for example, a civil suit were brought 
by a participant in the conversation, against 
persons who illegally overheard a conversa
tion, the purpose of the statute—to deter 
surveillance—would be furthered by some 
disclosure at least to the extent such disclo
sure is necessary to establish the claimed 
unlawful interception. Cf. Bivens v. Six Un
known Named Agents of FBI . 403 U.S. 388. 
91 S.Ct. 1999. 20 L.Ed.2d 619 (1971). 

24.	 It might be contended, if the "any person" 
language of the statute were construed liber
ally, that a divulgence solely within the Ex
ecutive Branch would not violate § 605. 
This construction of § 605 would seem to 
divide the permissible from the impermissi
ble channels of communication for intercept
ed material along lines not susceptible to ex
planation in terms of effective governmental 
response to potentially unlawful activity or 
in terms of the privacy interests implicated 
by the statute. Under this interpretation, 
for example, the Attorney General could 
openly transmit the contents of intercepted 
messages through the labyrinthine federal 
bureaucracy with the attendant risk of sub
stantial invasion of privacy unfettered by 
even the hortatory effects of § 605, while a 
discreet revelation of the same material to 
an officer of a state to aid the latter in ful

sarily mean that the surveillance and 
such divulgence does not run afoul of 
§ 605.24 The proscriptions of § 605 
are directed to surveillances general
ly, and the conjunction, "and," separat
ing "interception" and "divulgence," 
does not seem intended to invite sepa
rate analysis. There is absolutely no 
indication that Congress contemplated 
situations where interceptions were un
accompanied by divulgences. 

[4] However, the conclusion that § 
605 extends to all divulgences to any 
person of any surveillances within the 
provision's ambit does not exhaust our 
inquiry into the lawfulness of the wire
taps in the case at hand. We still must 
determine whether § 605 reaches the 
type of surveillances producing the 
records that the district judge has 
refused to order disclosed to Ivanov and 
his counsel. Specifically, the question 
left unanswered is whether § 605 is to 
be construed to restrict the President's 
authority to gather foreign intelligence 
information and use such information to 
assist in securing criminal convictions.25 

filling his law enforcement duties would be 
proscribed. 

25.	 With the passage of the Omnibus Crime 
Control and Safe Streets Act of 1968, it ap
pears that the only limitations on the Presi
dent's authority to engage in some forms of 
electronic surveillance are those set forth in 
the Constitution. Section 2511(3) provides 
as follows: 

Nothing contained in this chapter or in 
section 605 of the Communications Act of 
1934 (48 Stat. 1103; 47 U.S.C. 605) shall 
limit the constitutional power of the Pres
ident to take such measures as he deems 
necessary to protect the Nation against 
actual or potential attack or other hostile 
acts of a foreign power, to obtain foreign 
intelligence information deemed essential 
to the security of the United States, or to 
protect national security information 
against foreign intelligence activities. Nor 
shall anything contained in this chapter be 
deemed to limit the constitutional power 
of the President to take such measures as 
he deems necessary to protect the United 
States against the overthrow of the Gov
ernment by force or other unlawful means. 
or against any other clear and present 
danger to the structure or existence of 
the Government. The contents of any 
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haping mind that § 605 embod
ied a limitation on the power to engage 
surveillance generally, we begin our 
analysis of the remaining question un
the statute with the proposition thata 
the president is charged with the duties 

as Commander-in-Chief of the 
armed forces26 and to administer the 

foreign affairs,27 powers that 
receive fuller treatment in subse
portions of this opinion.28 To ful
fill these responsibilities, the President 

exercise an informed judgment. 
affecting the United States' 

ships with other sovereign states 
an more likely to advance our national 
on rests if the President is apprised of 

intentions, capabilities and possible 
responses of other countries. Certainly 

means of acquiring information of 
sort is through electronic surveil

lance. And electronic surveillance may 
be a competent tool for impeding 

flow of sensitive information from 
the United States to other nations. 

In enacting § 605, the Congress did 
address the statute's possible hear-
on the President's constitutional du

es as Commander-in-Chief and as ad
ministrator of the nation's foreign af
fairs. The Senate and House reports 
suggest that the purpose of the Com
munications Act was to create a commis
sion with regulatory power over all forms 
of electrical communications, whether by 
telephone, telegraph, cable or radio.29 

There appears to have been little or 
discussion at all in Congress re

garding § 605. Indeed, had Congress 
explored the question, it no doubt 

would have recognized, as Judge Gib
bons extensive discussion may well 

wire or oral communication intercepted by 
authority of the President in exercise 
of the foregoing powers may be received 
in evidence in any trial bearing or other 
proceeding only where such interception 
was reasonable and shall not be other
wise used or disclosed except as is neces
sary to implement that power. 

26 U.S. Const. Art. 11 & 2. 

27 United States v. Curtiss Wright Export 
299 U. S. 304, 319-322, 57 S.Ct. 216 
L. Ed. 255 (1936).

494 F.2d —38 1/2


indicate, that any action by it that argu
ably would hamper—since as we have 
previously concluded § 605 is intended to 
prohibit surveillances generally—the 
President's effective performance of his 
duties in the foreign affairs field would 
have raised constitutional questions. 
We do not intimate, at this time, any 
view whatsoever as to the proper resolu
tion of the possible clash of the constitu
tional powers of the President and Con
gress. Instead, we merely note that the 
absence of legislative consideration of 
the issue does suggest that Congress 
may not have intended § 605 to reach 
the situation presented in the present 
case. In the absence of any indication 
that the legislators considered the possi
ble effect of § 605 in the foreign affairs 
field, we should not lightly ascribe to 
Congress an intent that § 605 should 
reach electronic surveillance conducted 
by the President in furtherance of his 
foreign affairs responsibilities. This 
would seem to be far too important a 
subject to justify resort to unsupported 
assumptions. 

[5] The Attorney General has certi
fied, Ivanov does not deny, and the dis
trict court has found, that the surveil
lances at issue here "were conducted 
and maintained solely for the purpose 
of gathering foreign intelligence in
formation."30 Therefore, § 605 does 
not render them, in and of themselves, 

United States v. Coplon 31 hold that § 605 

accompanied by subsequent disclosure, 
unlawful. 

Although decisions subsequent to 

does not limit the President's powers 
to gather foreign intelligence infor
mation,32 we are aware that Coplon 

28. See pp. 611. 612. 615 infra. 

29.	 See Sen.Rep.No.781. 73d Cong., 2d Sess. 1 
(1934). H.R.No.1850. 73d Cong., 2d Sess. 3 
(1934). 

30. 31S F.Supp. 66. 70-73. 

31. 185 F.2d 629 (2d Cir. 1950). 

32.	 United States v. Clay. 430 F.2d 165 (5th 
Cir. 1970), rev'd on other grounds, 400 U.S. 
990. 91 S.Ct. 457. 27 L.Ed.2d 438 ,1973); 
United States v. Hoffman, 334 F.Supp. 504 
(D.D.C. 1971) ; United States v. Dellinger, 
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may be read to undercut the position 
urged here as well as in the other cases 
subsequent to Coplon. We do not, how
ever, despite our high regard for the 
late	 Judge Learned Hand, give to that 
case the conclusive reading suggested by 
Judge Gibbons. There, the court did not 
consider in any detail whether wiretaps 
for the purpose of gathering foreign in
telligence information fell within the 
ambit of § 605. A close reading of the 
briefs in Coplon indicates that the ques
tion was not raised. Instead, the court 
merely assumed that the surveillance 
and disclosure together were illegal un
der § 605.33 In the absence of any rea
soning undergirding this assumption, we 
do not consider it is entitled to any 
great precedential effect and decline to 
adopt it here. 

III.	 IVANOV'S FOURTH AMEND
MENT RIGHTS WERE NOT IN
FRINGED. 

Because of our conclusion that § 605 
of the Communications Act neither pro
hibits the President from gathering for
eign intelligence information nor limits 

Crim. No. 60 CR 180 (Mem.Op.N.D.III. Feb. 
2. 1970), rev'd on other grounds, 472 F.2d 340 
(7th Cir. 1972) ; United States v. Butenko, 
318 F.Supp. 66 (D.N.J.1970) (The present 
case in the district court); United States v. 
Brown, 317 F.Supp. 531 (1970), rev'd on 
other grounds. 456 F.2d 1112 (5th Cir. 
1972) ; United States v. Stone. 305 F.Supp. 
75 (D.D.C.1969). Compare United States v. 
Smith, 321 F.Supp. 424 (D.C.Cal.1971) (dis
tinguishing domestic situation): United 
States v. Sinclair, 321 F.Supp. 1074 (E.D. 
Mich.1971) (same) aff'd sub nom., United 
States v. United States District Court, 407 
U.S. 297, 92 S.Ct. 2125, 32 L.Ed.2d 752 
(1972). 

33. Id. 185 F.2d at 636. 
34. See pp. 598-599 supra. 

35.	 299 U.S. 304. 57 S.Ct. 216. SI L.Ed. 255 
(1936). The Court in Curtiss-Wright held 
that the Congress' delegation to the Presi
dent of the authority to prohibit the sale of 
weapons to certain countries engaged in hos
tilities with each other was not unconstitu
tional. 

86.	 "The broad statement that the federal 
government can exercise no powers except 

the use to which material so obtained 
may be put, it becomes necessary to de
termine whether the surveillances pro
ducing the second set of records invaded 
Ivanov's Fourth Amendment rights. If 
the surveillances did violate Ivanov's 
constitutional rights, then disclosure of 
the records and a suppression hearing 
may be required under the mandate of 
the Supreme Court.34 

1.	 The Applicability of the Fourth 
Amendment to Electronic Surveill
ances Conducted Pursuant to the 
President's Foreign Affairs Pow
ers. 

The expansive language of United 
States v. Curtiss-Wright Export Cor
poration 35 provides support for the 
contention that the President is autho
rized to act unencumbered by the Fourth 
Amendment requirements of prior judi
cial approval and probable cause when 
he is dealing with national security 
matters.36 The ramifications of Cur
tiss-Wright, however, remain somewhat 
enigmatic in this regard. To contend 
that customary Fourth Amendment anal
ysis is to be abandoned whenever the 

those specifically enumerated in the Consti
tution, and such implied powers as are nec
essary and proper to carry into effect the 
enumerated powers is categorically true only 
in respect of our internal affairs. 

"Not only, as we have shown, is the feder
al power over external affairs in origin and 
essential character different from that over 
internal affairs, but participation in the ex
ercise of the power is significantly limited. 
In this vast external realm, with its im
portant, complicated, delicate and manifold 
problems, the President alone has the power 
to speak or listen as a representative of the 
nation. 

"[H]e not Congress, has the better oppor
tunity of knowing the conditions which pre
vail in foreign countries, and especially is 
this true in time of war. He has his confi
dential sources of information. He has his 
agents in the form of diplomatic, consular 
and other officials. Secrecy in respect of 
information gathered by them may be highly 
necessary, and the premature disclosure of it 
productive of harmful results." Id. at 315
320. 57 S.Ct. at 219. 
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munications Act should not be so con
strued and, with respect to the constitu
tional question, maintains that there is 
Presidential power to engage in war
rantless surveillance to gather foreign 
intelligence information. 

Principled adjudication of this knotty 
matter cannot properly be achieved by a 
doctrinaire preference for one interest 
or the other. Both executive authority 
in the foreign affairs area and society's 
interest in privacy are of significance, 
and are equally worthy of judicial con
cern. 

Rarely, if ever, do the phrases of the 
Constitution themselves decide cases 
without at least some interpretative as
sistance from the judiciary. The Con
stitution speaks through the judges, but 
its phrases are seldom so cabined as to 
exclude all flexibility. Charged with the 
assignment to make a choice, a judge 
must be responsible for the choice he 
makes. 

The importance of the President's re
sponsibilities in the foreign affairs field 
requires the judicial branch to act with 
the utmost care when asked to place lim
itations on the President's powers in 
that area. As Commander-in-Chief, the 
President must guard the country from 
foreign aggression, sabotage, and espio
nage. Obligated to conduct this nation's 
foreign affairs, he must be aware of the 
posture of foreign nations toward the 
United States, the intelligence activities 
of foreign countries aimed at uncovering 
American secrets, and the policy posi
tions of foreign states on a broad range 
of international issues. 

To be sure, in the course of such wire
tapping conversations of alien officials 
and agents, and perhaps of American 
citizens, will be overheard and to that 
extent, their privacy infringed. But the 
Fourth Amendment proscribes only "un
reasonable" searches and seizures.57 

57.	 United Stales v. Slocum, 464 F.2d 1180 
1182 (3d Cir. 1972). 

58 Nearly 	85 years ago, Mr. Justice Field. 
speaking for the Supreme Court, observed: 
"To preserve its independent and give sc-

And balanced against this country's 
self-defense needs, we cannot say that 
the district court erred in concluding 
that the electronic surveillance here did 
not trench upon Ivanov's Fourth Amend
ment rights.58 

Accordingly, the judgment of the dis
trict court denying Ivanov's request for 
disclosure and an evidentiary hearing 
will be affirmed. 

SEITZ, Chief Judge (concurring and 
dissenting). 

I concur in affirming the district 
court's disposition of questions respect
ing the first, concededly illegal, set of 
surveillances. My views in this matter 
are well stated in Part II of Judge Aldi
sert's opinion. 

As to the second set of surveillances, 
the majority has found that these wire
taps and their use to procure evidence 
introduced against Ivanov, assuming 
such use was made of them, violated nei
ther § 605 of the Communications Act 
nor the Fourth Amendment. Finding 
the wiretaps legal, the majority has held 
that the district court properly refused 
to order disclosure to Ivanov of the logs 
summarizing these surveillances and 
that the court below also properly. 
refused to hold an evidentiary hearing 
on the issue of taint. Because I believe 
that these matters are settled by Su
preme Court decisions and that the ma
jority in effect is "overruling" Supreme 
Court decisions, sub silentio, I dissent 
from the majority's affirmance of dis
trict court action respecting the second 
set of surveillances. 

I.	 § 605 OF THE COMMUNICA
TIONS ACT : 

As I read the majority opinion, two 
conclusions support its decision that § 
605 of the Communications Act has not 
been violated here. First, in logical or

eurity against foreign aggression nod en
croachment, is the highest duty of every na 
tion, and to attain these ends nearly all oth
er considerations are to be subordinated." 
Chinese Exclusion Case, 130 U.S. 581, 806, 9 
S.Ct. 623, 630, 32 L.Ed. 1068 (1889) 
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der, because wiretapping is "one means 
of acquiring information" that may 
make the President's decisions regarding 
foreign affairs "more likely to advance 
our national interests," the majority 
presumes that Congress did not limit the 
President's ability to wiretap to obtain 
foreign intelligence information when it 
adopted § 605 without explicit discussion 
of this use of wiretaps. Second, the ma
jority declares that "[t]here is absolute
ly no indication that Congress contem
plated situations where interceptions 
were unaccompanied by divulgences" and 
reasons that since Congress presumably 
did not intend to limit the President's 
use of wiretaps to stay informed regard
ing foreign affairs, § 605 is not violated 
by use of wiretap-derived evidence to se
cure espionage convictions. These con
clusions, relied on for the majority's 
holding that § 605 has not been 
breached, do not follow from their prem
ises and contradict Supreme Court 
precedent as well as the terms of § 605. 

Initially, I think that insufficient at
tention has been paid to the section it
self. Section 605 of the Communica
tions Act, 47 U.S.C. § 605 (1970), con
tains four distinct prohibitions. The 
first prohibition is directed at employees 
of communications facilities and is not 
relevant here. Cf. Nardone v. United 
States, 302 U.S. 379, 381, 58 S.Ct. 275, 
82 L.Ed. 314 (1937). The prohibition 
contained in the third clause of § 605 
concerns unauthorized reception of com
munications; the second and fourth pro
hibitions concern interception. The Act 
does not define reception and intercep
tion, but, attributing to the drafters a 
desire that each statutory statement be 
meaningful and not merely repetitive, I 
would distinguish these terms by the 
point in time at which the unauthorized 

1.	 Section 605 is written as a single sentence 
composed of four separable sentences joined 
by semi-colons and a proviso, not relevant 
here, modifying the entire section. For ease 
of discussion. I have numbered the separable 
sentences, each constituting a self-contained 
prohibition of different actions, in the order 
set forth in the statute and also assigned 
numbers to the elements required for viola

494 F.2d—39 

participant acquires access to a com
munication; reception would occur fol
lowing transmission, while interception 
would occur during transmission to and 
preceding reception of the communica
tion by someone other than the inter
ceptor. The third clause of § 605, there 
fore, also is inapplicable here. 

§ 605: Clause 2, Element (1) 
If the government has violated § 605, 

then, it must be by virtue of the sec
tion's second or fourth prohibition. The 
second part of § 605 forbids (1) any 
person not authorized by the sender (2) 
to intercept and (3) divulge or publish 
the communication's contents, meaning 
or existence (4) to any person.1 This 
portion of § 605 was construed by the 
Supreme Court in Nardone v. United 
States, supra, which involved in-court 
testimony by federal agents as to the 
contents of communications intercepted 
by government wiretaps. The argument 
advanced by the government in Nardone 
bears a striking resemblance to the first 
argument accepted by the majority here. 
The government contended that the ex
ecutive branch was charged to take care 
that the laws of the United States be 
faithfully executed, that Congress at the 
time it passed the Communications Act 
was aware of the government's use of 
wiretap evidence to faithfully execute 
federal criminal laws, that Congress did 
not mention this use of wiretaps in con
sidering § 605 of the Communications 
Act, and that, therefore, Congress must 
be presumed to have excluded federal 
agents, acting in furtherance of their 
duty to enforce criminal laws, from 
those persons covered by § 605. Id. at 
381-383, 58 S.Ct. 275. 

The Court in Nardone observed that 
not only was there no discussion in 

tion of each prohibition. The second prohi
bition reads: 

. . . and no person not being au
thorized by the sender shall intercept any 
communication and divulge or publish the 
existence, contents, substance, purport, ef
fect, or meaning of such intercepted com
munication to any person 

47 U.S.C. § 603 (1870). 
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adoption of § 605 of the use federal 
agents made of wiretaps, but there was 
no record of any legislative discussion 
concerning adoption of § 605. The 
Court further noted that several bills de
signed explicitly to prohibit government 
wiretapping: had failed shortly before 
passage of the Communications Act. 
These circumstances, however, were in
sufficient to overcome "the fact that the 
plain words of § 605 forbid anyone, un
less authorized by the sender, to inter
cept a telephone message, and direct in 
equally clear language that 'no person' 
shall divulge or publish the message or 
its substance to 'any person.'" Id. at 
382, 58 S.Ct. at 276 [emphasis in origi
nal]. In explaining its refusal in the 
absence of legislative history to specu
late that Congress intended to exclude 
federal agents from the strictures of § 
605, the Court added: 

It is urged that a construction be 
given the section which would exclude 
federal agents since it is improb
able that Congress intended to ham
per and impede the activities of 
the government in the detection and 
punishment of crime. The answer is 
that . . . Congress may have 
thought it less important that some 
offenders go unwhipped of justice 
than that officers should resort to 
methods deemed inconsistent with 
ethical standards and destructive of 
personal liberty. 

Id. at 383, 58 S.Ct. at 276. 
I am unable to see any difference be

tween the argument rejected by the Su
preme Court in Nardone and that ac
cepted by the majority here. Both ar
gue that the plain all-inclusive language 
of the statute covering any person should 
be construed not to apply to federal of
ficers performing tasks assigned by the 
Constitution to the executive branch. 
Both rely on the absence of legislative 
history, and both would require explicit 
legislative consideration of a limitation 
on the executive's freedom of action be
fore a statute could be read to restrict 
it. The canons of statutory construction 
considered by the Supreme Court in 

Nardone, id. at 383, 58 S.Ct. 275, apply 
with equal force in both cases. 

There is of course a distinction be
tween this case and Nardone. The case 
before us, as cast by the majority, in
volves Presidential powers over foreign 
affairs, while Nardone concerned execu
tive authority over domestic matters. 
This distinction, however, makes no le
gal difference. The only constitutional 
provision cited by the majority as au
thority for the executive decision-mak
ing that "foreign intelligence informa
tion" supposedly aids is Article II, sec
tion 2's declaration that "[t]he Presi
dent shall be Commander in Chief of the 
Army and Navy of the United States, 
and of the Militia of the several States, 
when called into the actual Service of 
the United States . . . . " This 
provision certainly cannot be said to be 
any more important than Article II, sec
tion 3's charge that the President "take 
care that the Laws be faithfully exe
cuted," nor can wiretapping be deemed 
any more crucial to accomplishment of 
the President's duties as Commander-in-
Chief than to his faithful execution of 
the laws. 

The majority, however, apparently at
taches significance to the fact that the 
President has powers over foreign af
fairs that are not made express in the 
Constitution. The majority's principal 
authority as to this point is United 
States v. Curtiss-Wright Export Corp., 
299 U.S. 304, 57 S.Ct. 216, 81 L.Ed. 255 
(1936), decided one year before Nar
done. Curtiss-Wright stated that the 
federal government possessed certain 
powers over foreign affairs inherent in 
national sovereignty. Id. at 318, 57 S. 
Ct. 216. In upholding a statute permit
ting the President to make certain deci
sions bearing on foreign affairs against 
a charge of unconstitutional delegation 
of legislative power, the Court observed 
that power over foreign affairs was not 
legislative alone. Id. at 319-322, 57 S. 
Ct. 216. While rejecting" the statement 
in Curtis-Wright that certain foreign 
affairs powers inhere in national sover
eignty, constitutional considerations 
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aside, (see note 37 of the majority opin
ion), the majority here relies on Cur
tiss-Wright for the proposition that for
eign affairs powers may be implied in 
the Constitution even if federal powers 
over domestic affairs must be express. 
Yet, the majority never explains why 
this nebulous federal implied power, 
even assuming that it is addressed solely 
to the executive, is entitled to greater 
deference than an express power of the 
executive such as Nardone involved. 

Perhaps the majority has concluded 
that Congress could not limit the Presi
dent's power to wiretap in order to obtain 
foreign intelligence information.2 With
out explicitly stating this conclusion, the 
majority indicates that "any action by 
[Congress] that arguably would hamper 

the President's effective per
formance of his duties in the foreign af
fairs field would have raised constitu
tional questions." The majority does 
not cite any precedent supporting this 
statement, nor does it state what ques
tions would be raised. As I read Arti
cles I and II of the Constitution, the 
Congress as well as the President has 
powers in foreign affairs. Congress is 
empowered to regulate commerce with 
foreign nations, to define and punish 
crimes committed on the high seas and 
offenses against the law of nations, to 
declare war, to raise and support armies, 
provide and maintain a navy, to provide 
for calling forth the militia to repel in
vasions, and to make rules for governing 
the armed forces. The President's pow
ers in the foreign affairs area, inde
pendent of legislative delegations, are 
far more limited: he is Commander-in-
Chief of the armed forces and receives 
public ministers; he can make treaties, 
with the Senate's concurrence, and ap
point ambassadors, again with Senate 
approval. 

2.	 While the majority has added a disclaimer 
of this conclusion, the intimation that such a 
conclusion might fairly be reached is essen
tial to the majority's position. If Congress 
can limit executive actions useful to foreign 
affairs operations, there is no basis for dis-

The President is certainly no "Lone 
Ranger" in the foreign affairs field, 
possessed, as the majority intimates, of 
vast constitutional powers to be exer
cised independently of Congress. All of 
the federal government's powers, includ
ing foreign affairs powers, are subject 
to constitutional limitations. United 
States v. Curtiss-Wright Export Corp., 
supra, 299 U.S. at 320, 57 S.Ct. 216, and 
one such limitation on the President's 
power is the exercise of Congressional 
power. "When the President takes mea
sures incompatible with the expressed or 
implied will of Congress, his power is at 
its lowest ebb, for then he can rely only 
upon his own constitutional powers minus 
any constitutional powers of Congress 
over the matter. Courts can sustain ex
clusive Presidential control in such a 
case only by disabling the Congress 
from acting upon the subject. Presiden
tial claim to a power at once so conclu

and preclusive must be scrutinized 
caution, for what is at stake is the 

equilibrium established by our consti
tutional system." Youngstown Sheet & 
Tube Co. v. Sawyer, 343 U.S. 579, 637
638, 72 S.Ct. 863, 871, 96 L.Ed. 1153 
(1952) (Jackson, J., concurring) [foot
note omitted]. 

I cannot conceive of any power in the 
foreign affairs field that the President 
exercises exclusively and for which 
wiretapping is essential; I cannot per
ceive any legal basis for intimating that 
Congress could not constitutionally limit 
the President's power to wiretap to ob
tain "foreign intelligence information." 
Apparently, Judge Learned Hand was of 
the same view, as were the judges con
curring in his opinion in United States 
v. Coplon, 185 F.2d 629 (2d Cir. 1950). 
Coplon was, like this case, an espionage 
case involving the possible use of wire
tap fruits. As the majority notes, 

tinguishing Nardone from this case, Nar
done certainly does not reflect fear of read
ing § 605 to mean what it says because such 
a reading would raise constitutional ques
tions—yet the Court clearly allowed Con
gressional restriction of executive action. 
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Judge Hand engaged in no lengthy dis
cussion to distinguish foreign intelli
gence wiretaps from others. It is safe 
to assume that Judge Hand knew that 
"foreign intelligence" was probably 
sought in wiretapping that led to an es
pionage charge. One may also assume 
that the government did not argue that 
Congressional limitation of foreign af
fairs wiretapping was constitutionally 
different from limitation of other gov
ernment wiretapping—indeed, the gov
ernment has not raised the argument in 
this case. Instead of inquiring into the 
constitutionality of the law, which, if he 
had doubted the Act's constitutionality, 
he would have been required to do. Mar-
bury v. Madison, 5 U.S. (1 Cranch) 137, 
175-180, 2 L.Ed. 60 (1803), Judge Hand 
declared that the validity of the Coplon 
wiretap was covered by the ruling in 
Nardone. United States v. Coplon, su
pra, 185 F.2d at 636. 

Like Judge Hand, I can see no basis 
for distinguishing Coplon from Nardone, 
nor can I distinguish this case from 
those. Thus, perceiving no difference 
between this case and Nardone, I would 
find that the federal agents involved 
here fall within the category of persons 
described in the first element of § 605's 
second clause. 

§ 605: Clause 2, Elements (3) & (4) 

The government does not dispute that 
it falls within the second element of § 
605's second prohibition; federal agents 
did intercept communications involving 
Ivanov. The government contends, how
ever, that federal agents did not divulge 
the communication's contents to any oth
er person, the third and fourth elements 
required for violation of § 605, clause 
two. Of course the agents who made 
the interception divulged the "existence, 
contents, substance, purport, effect, or 
meaning" of the intercepted communica
tion to other agents. Perhaps, as Judge 
Aldisert implies, such divulgence does 

3.	 The fourth prohibition provides : 
. . . and no person having received 
such intercepted communication or having 

not violate § 605 because the federal of
ficers are really acting as agents of the 
executive in making the interception and 
the relevant "person" to be viewed as in
terceptor is, thus, the executive; divul
gence to other agents of the executive, 
who receive the information in such ca
pacity, hence would not violate the stat
ute because the "divulgees" would be 
part of the same "person" as the "divul
gors." Cf. 47 U.S.C. § 153(i) (1970) 
(defining "person" to include, as well as 
individuals, partnerships, associations, 
trusts and corporations). 

I do not think that question needs to 
be resolved here. Ivanov argues that 
the relevant divulgence occurred at trial 
when the government introduced evi
dence obtain"2 by use of the wiretaps. 
The Supreme court's first Nardone deci
sion held that the government could not 
introduce testimony on the content of 
wiretaps. The second Nardone decision, 
Nardone v. United States, 308 U.S. 338, 
60 S.Ct. 266. 84 L.Ed. 307 (1939), 
held that the fruits of the interception 
also could not be introduced. Id. at 
340-341, 60 S.Ct. 266. Assuming that 
the Court was again dealing with the 
second prohibition contained in § 605, I 
would read Nardone II as holding that 
the use of a wiretap's fruits in court con
stituted a divulgence prohibited by § 
605. 

§605: Clause 4 
While the precise ground for the Nar

done II decision is not clear to me, the 
illegality of any derivative evidentiary 
use of wiretaps is. This illegality be
comes more apparent on examination of 
the final prohibition contained in § 605. 
The section's last clause forbids (1) any 
person who has received or become aware 
of the existence, meaning or contents of 
a communication (2) intercepted without 
the sender's authorization (3) from di
vulging, publishing or using such infor
mation (4) for his own benefit or the 
benefit of another unauthorized person.3 

become acquainted with the contents, sub
stance, purport, effect, or meaning of the 
same or any part thereof. knowing that 
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This clause expressly prohibits the use 
of wiretap information. 

The only remarks Supreme Court jus
tices have made referring expressly to 
this clause are contained in the dissent to 
Goldstein v. United States, 316 U.S. 114. 
62 S.Ct. 1000, 86 L.Ed. 1312 (1942). 
The majority in Goldstein decided that 
defendants who were not parties to the 
communication lacked standing to object 
to introduction of wiretap fruits against 
them. Id. at 121-122, 62 S.Ct. 1000. In 
dissent, Justice Murphy, joined by Chief 
Justice Stone, who voted with the major
ities in Nardone I and II, and Justice 
Frankfurter, who authored Nardone II, 
disagreed with the Court on standing 
and thus reached the merits. The dis
senters found this fourth part of § 605 
to be "unequivocal and controlling." 
316 U.S. at 125-126, 62 S.Ct. 1000. "In 
enacting § 605, Congress sought to pro
tect society at large against the evils of 
wiretapping and kindred unauthorized 
intrusions into private intercourse con
ducted by means of the modern media of 
communication, telephone, telegraph, and 
radio. To that end the statute prohibits 
not only the interception and the divul
gence of private messages without the 
consent of the sender, but also the use 
of information so acquired by any per
son not entitled to it." Id. at 125, 62 
S.Ct. at 1006. I would, therefore, find 
that § 605 prohibits use of wiretap in
formation to obtain any evidence for 
trial. 

605:	 Hearing & Disclosure 
Since the derivative use of wiretaps 

alleged by Ivanov is made illegal by § 
605, the question of illegality becomes 
identical to the question of taint. The 

wiretap information must be disclosed to 
the defendant and a hearing must be 
held to resolve the issue of taint. Alder
man	 v. United States, 394 U.S. 165, 

-185, 89 S.Ct. 961, 22 L.Ed.2d 176 

such information was so obtained, shall di
vulge or publish the existence, contents, 
entrance. purport, effect or meaning of 
the same of any part thereof, or use the 
same or any information contained therein 

(1969): Nardone v. United States, 308 
U.S. 338, 341-342, 60 S.Ct. 266, 84 L.Ed. 
307 (1939); United States v. Coplon, 
supra, 185 F.2d at 636-640. 

Since the decision in Alderman, the 
Congress has purportedly changed the 
method for determining taint from gov
ernment wiretapping. The Organized 
Crime Control Act of 1970 provides, in 
relevant part, that taint from surveil
lances prior to the effective date of the 
Omnibus Crime Control and Safe Streets 
Act of 1968 shall be determined by dis
closure and hearing only if an in camera 
proceeding convinces the judge that the 
surveillances are arguably relevant, 18 
U.S.C. § 3504(a)(2) (1970), and that 
courts shall not consider claims that 
such surveillances have tainted the evi
dence of a crime occurring more than 
five years after the surveillance, 18 U. 
S.C. § 3504(a)(3) (1970). The bar to 
consideration of taint is inapplicable 
here since the relevant wiretaps oc
curred within two years of the acts 
sought to be proved,4 allegedly with 
wiretap fruits. The question is present
ed, however, whether the 1970 Act's pro
cedure for determining taint governs 
this case and, if so, whether it is consti
tutional. 

Congress specifically provided that the 
1970 Act applies, to all proceedings, 
whenever commenced, after its effective 
date. Organized Crime Control Act of 
1970. ch. 223, 84 Stat. 935, § 703. Con
gress also clearly intended to alter the 
procedure set forth in Alderman for de
termining taint from pre-1968 wiretaps. 
H.R. Rep. No. 91-1549. in 1970 U.S. 
Code Cong. & Admin. News, pp. 4007, 
4027. The precise question here, how
ever, is whether Congress intended to 
change the rule of Alderman for the cas
es actually before the Court and as to 
evidence introduced, and to which objec
tion was made, before passage of the 
1970 Act. 

for his own benefit or for the benefit of 
another not entitled thereto. 

47 U.S.C. §605 (1970). 
4.	 Letter of June 2, 1969 from Attorney Gen

eral Mitchell. 
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The statute's wording would support 
restricting use of its procedure for de
termining taint to cases in which pro
spective admission of evidence was the 
subject of controversy; it applies "upon 
a claim by a party aggrieved that evi
dence is inadmissible . . . . " 18 
U.S.C. § 3504(a)(1) (1970). Nothing I 
have found in the legislative history of 
the 1970 Act indicates that Congress in
tended the Act to apply to determina
tions, after its passage, on the propriety 
of the introduction of evidence before 
passage of the 1970 Act. While the 
statute as relevant here does not purport 
to change the propriety of admission of 
evidence, but rather changes only the 
method for determining admissibility, 
the Alderman Court recognized that the 
method of ascertaining taint may well 
determine whether evidence is admitted 
or excluded. See Alderman v. United 
States, supra, 394 U.S. at 183-185, 89 
S.Ct. 961. 

Not only do I find limitation of the 
1970 Act to questions of introduction of 
evidence after the Act's effective date 
plausible, but also I find such construc
tion necessary to avoid serious doubt as 
to the statute's constitutionality. I can
not dismiss United States v. Klein, 80 
U.S. (13 Wall.) 128, 20 L.Ed. 519 
(1872), as a case dealing solely with the 
Supreme Court's right to determine the 
effect of a presidential pardon. Klein 
involved three questions concerning the 
effect of Congressional enactments. 
The first question was the effect of an 
1867 statute on the President's pardon 
powers. Id. at 141-142. The second 
question was the effect of an 1870 stat
ute on the Supreme Court's jurisdiction. 
Id. at 143-148. The final question was 
the effect of the 1870 act's provisions 
prescribing the evidence that could be 
relied upon for certain findings and the 
result required on the basis of other 
findings. Id. The Court of Claims had, 
in 1869, rendered a decision in Klein's 
favor, giving effect to the President's 
grant of pardon and amnesty and using 
evidence proscribed by the 1870 act. 
The Supreme Court held that the 1867 

statute did not impair the President's 
pardon powers, and that the 1870 act 
neither divested the Supreme Court of 
jurisdiction acquired before the act's 
passage nor required the Court to re
verse the Court of Claims decision in ac
cordance with the statute's directive re
garding the admission and effect of evi
dence. Id. I believe that Klein is appo
site to and casts doubt upon the consti
tutionality of applying the 1970 Act to 
Ivanov. Because I feel that the intent 
of Congress that the 1970 Act apply 
here is not made clear by the statute's 
language or history and that the applica
tion of the statute to this case might not 
be constitutional, I would find that the 
1970 Act is inapplicable to this proceed
ing. 

II. SCOPE OF SUPREME COURT

MANDATE


In suggesting disposition on § 605 
grounds, I must comment on a point 
raised by the government for the first 
time in its petition for rehearing but 
not reached by the majority. When this 
case was before the Supreme Court, the 
Solicitor General revealed that conversa
tions involving Ivanov had been over
heard through wiretaps. The question 
of a possible § 605 violation was not 
raised at that time. The Supreme Court 
thus addressed the matter as if only a 
potential Fourth Amendment violation 
were involved. Consequently, in re
manding the case to the district court, 
the Supreme Court directed that "[t]he 
District Court should confine the evi
dence presented by both sides to that 
which is material to the question of the 
possible violation of a petitioner's 
Fourth Amendment rights, to the con
tent of conversations illegally overheard 
which violated those rights and to the 
relevance of such conversations to the 
petitioner's subsequent conviction." Al
derman v. United States, supra, 394 U.S. 
at 186, 89 S.Ct. at 973. After arguing 
before the district court the validity of 
government action under :§ 605, the 
government now urges that only Fourth 
Amendment questions could be reached 
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on remand consistent with the Supreme 
Court's mandate.5 

The Supreme Court has stated that 
"[w]hile a mandate is controlling as to 
matters within its compass, on the re
mand a lower court is free as to other 
issues." Sprague v. Ticonic National 
Bank, 307 U.S. 161, 168, 59 S.Ct. 777, 
781, 83 L.Ed. 1184 (1939). Such mat
ters are open unless their "disposition 

. by the mandate . . . was 
necessarily implied in the claim in the 
original suit, and [the party's failure to 
raise them constituted] an implied waiv
er." Id. Since the § 605 issue was not 
raised prior to the remand, it was not 
necessarily disposed of by the Supreme 
Court mandate; and since the possibili
ty of § 605 violation was not known to 
Ivanov at the time of his petition to the 
Court, his failure to raise the issue 
prior to remand cannot be deemed im
plied waiver. The obvious intent of the 
Supreme Court in framing its mandate 
was to limit proceedings on remand to 
issues connected with the government's 
wiretapping. The legality of govern
ment action under § 605 is certainly 
such an issue. 

Finding that the case should be dis
posed of on § 605 grounds, I would not 
reach the Fourth Amendment issues. 

Judge Van Dusen joins in this opin
ion. 

Judge Aldisert joins in this opinion 
except the discussion contained in the 
section headed "§ 605: Clause 2, Ele
ment (1)." 

5.	 It appears that the government not only 
argued the § 605 question before the district 
court without indicating that this matter 
might be beyond the scope of the Supreme 
Court's mandate, but further, the govern
ment apparently raised the matter of legali
ty under § 605. Even if this question were 
arguably beyond the scope of the Supreme 
Court's mandate, there is some question 
whether the government would be stopped 
from arguing this question here. 

1. The relevant subsections of 18 U.S.C. § 
794. "Gathering or delivering defense infor-

ALDISERT. Circuit Judge (concur
ring and dissenting.) 

I would reverse the final judgment of 
conviction and remand these proceedings 
to the district court for reconsideration. 
Assuming without conceding a constitu
tional prerogative of the Chief Execu
tive to intercept, I am persuaded that 
the strictures of § 605 of the Communi
cations Act of 1934, as interpreted by 
the Court in Nardone v. United States, 
302 U.S. 379, 58 S.Ct. 275. 82 L.Ed. 314 
(1937), prevents divulging or publishing 
the contents of the interception. My 
view coincides precisely with that taken 
by the Department of Justice under At
torneys General Tom C. Clark, J. How
ard McGrath, Herbert Brownell, Jr., 
William P. Rogers and Robert F. Kenne
dy. 

I. 
Before proceeding into a discussion of 

this issue in part III, infra, I am con
strained to set forth additional observa
tions to present in detail the equally im
portant issue upon which the panel of 
this court was not divided and upon 
which there appears to be unanimity in 
the full court: the district court's hold
ing that the first set of logs, designated 
as "4001-S*" and "4002-S*" did not 
taint the conviction. To put these issues 
in proper perspective I find it necessary 
to set forth the facts. 

Appellant Igor Ivanov, a Soviet na
tional, was charged with having con
spired with one John Butenko, an Ameri
can, to violate the federal espionage 
statute, 18 U.S.C. § 794(a) and (c)1 

mation to aid foreign government." read as 
follows: 

(a) Whoever, with intent or reason to 
believe that it is to be used to the injury 
of the United States or to the advantage 
of a foreign nation, communicates, deliv
ers, or transmits, or attempts to commu
nicate, deliver, or transmit, to any foreign 
government, or to any faction or party or 
military or naval force within a foreign 
country, whether recognized or unrecog
nized by the United States, or to any rep
resentative, officer, agent, employee, sub
ject or citizen thereof, either directly of 
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(Count I ) , from April to October in 
1963, and with having conspired to vio
late the statutory prohibition against 
acting as an agent of a foreign govern
ment without prior notification to the 
Secretary of State, 18 U.S.C. § 9512 

(Count I I ) . Following a jury verdict of 
guilty, appellant Ivanov was sentenced to 
twenty years' imprisonment on Count I 
and five years' imprisonment on Count 
II, the sentences to run concurrently. 
This court affirmed the judgment of 
'conviction against him on Count I and 
directed his acquittal on Count II. 
United States v. Butenko, 384 F.2d 554 
(3d Cir. 1967). Appellant then filed pe
titions for certiorari in the United 
States Supreme Court. While the cases 
were there pending, the Solicitor Gener
al revealed that the United States had 
engaged in certain electronic surveil
lances and that Butenko and Ivanov had 
been overheard. The Supreme Court or
dered a remand to the district court for 
"a hearing, findings, and conclusions 
(1) on the question of whether with re
spect to any petitioner there was elec
tronic surveillance which violated his 
Fourth Amendment rights, and (2) if 
there was such surveillance with respect 
to any petitioner, on the nature and rele

indirectly, any document, writing, code 
book, signal book, sketch, photograph, 
photographic negative, blueprint, plan, 
map, model, note, instrument, appliance, 
or information relating to the national de
fense, shall be punished by death or by 
imprisonment for any term of years or for 
life. 

(c) If two or more persons conspire to 
violate this section, and one or more of 
such persons do any act to effect the ob
ject of the conspiracy, each of the parties 
to such conspiracy shall be subject to the 
punishment provided for the offense which 
is the object of such conspiracy. 

2.	 Whoever, other than a diplomatic or consu
lar officer or attache, acts in the United 
States as an agent of a foreign government 
without prior notification to the Secretary 
of State, shall be fined not more than $5,000 
or imprisoned not more than ten years, or 
both. 

3.	 The Court also ordered : 
The District Court should confine the evi
dence presented by both sides to that 

vance to his conviction of any conversa
tions which may have been overheard 
through that surveillance,"3 Alderman 
v. United States, 394 U.S. 165, 186-187, 
89 S.Ct. 961, 973, 22 L.Ed.2d 176 
(1969). 

On remand, the government conceded 
that one set of interceptions was illegal 
but convinced the district court that 
these did not taint the conviction. The 
district court found a second set of in
terceptions to have been properly autho
rized by virtue of the President's pre
rogative to obtain foreign intelligence 
information, denied appellant's applica
tion for disclosure, denied an eviden
tiary hearing pertaining thereto, and en
tered a new judgment of conviction. 
United States v. Ivanov, 342 F.Supp. 928 
(D.N.J. 1972). This appeal followed. 

The precise nature of the espionage 
conspiracy was a scheme to transmit to 
the Union of Soviet Socialist Republics 
the plan of a command and control sys
tem of the Strategic Air Command 
(SAC). Given the name "465-L," the 
system was being produced by Interna
tional Electronic Company, a subsidiary 
of International Telephone and Tele
graph, and was an automatic electronic 
system which enabled the commander of 

which is material to the question of the 
possible violation of a petitioner's Fourth 
Amendment rights, to the content of con
versations illegally overheard by surveil
lance which violated those rights and to 
the relevance of such conversations to the 
petitioner's subsequent conviction. The 
District Court will make such findings of 
fact on those questions as may be appro
priate in light of the further evidence and 
of the entire existing record. If the Dis
trict Court decides on the basis of such 
findings (1) that there was electronic sur
veillance with respect to one or more peti
tioners but not any which violated the 
Fourth Amendment, or (2) that although 
there was a surveillance, in violation of 
one or more of the petitioner's Fourth 
Amendment rights, the conviction of such 
petitioner was not tainted by the use of 
evidence so obtained, it will enter new fi
nal judgments of conviction based on the 
existing record as supplemented by its 
further findings, thereby preserving to all-
affected parties the right to seek further 
appropriate appellate review. 
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alert and deploy his forces and 
him with an up to the minute 
ofthe total force. Additional de
cision on the nature of this project are 
summarized in our earlier opinion. 384 
at 557. We found that "there was 

evidence to buttress the con-
of Butenko, then employed as a 

administrator at the Internation
al Electronic Company, and that "suffi
cient evidence was offered by the gov
ernment to show [Ivanov's] intimate in
vestment with the conspiracy." 384 F. 

563. 
At trial the government proved that 

October 29, 1963, appellant was ob
served in Englewood, New Jersey, with 

other Soviet Nationals, Pavlov and 
in the vicinity of the Engle

and railroad station parking lot. An 
mobile "driven by Butenko, drove 

the railroad station lot, parked, 
off the headlights and turned on 

the parking lights and within a few min
ute the Soviet automobile, now driven 

with Lvanov in the right front 
came into the parking lot, signaled 
curtaining off headlights and turning 
parking lights. Here, there was a di

confrontation between Ivanov and 
and several minutes later, when 

defendants were arrested, the brief-
of Butenko was found in the Soviet 

automobile." 384 F.2d at 563-564. 

Two sets of logs reflecting electronic 
installances were introduced at the re

hearing and form the backdrop of 
appeal. The first set covered the 

periods from May 15, 1963, to June 11, 
1963, and from June 27, 1963, to August 
13, 1963, and were designated as "4001
S*" and "4002-S*" These logs were 
disclosed to appellant. The government 
conceded that these logs represented ille
gal surveillances but contended that 
their use did not taint the conviction. 
The district court agreed. A second set 
of logs was not shown to appellant or his 
counsel but was examined by the court 
in camera. The government represented 
that these logs reflected intercepted con
versations of Ivanov, duly obtained by 
the Department of Justice in the exer
cise of the President's right to obtain 
foreign intelligence information. These 
sealed documents, government exhibits 
A-1, A-2, and A-3, were accompanied 
by an affidavit of Attorney General 
John N. Mitchell setting forth the cir
cumstances of, and authority for, the 
surveillance. The court ruled that this 
second set of logs was lawfully obtained 
under the theory set forth by the Attor
ney General and refused Ivanov the op
portunity of examining them or an evi
dentiary hearing relating thereto. 

Ivanov mounted separate arguments 
relating to each set of logs. He con
tended that the first set of logs was in
complete and, therefore, the court erred 
in its ruling that the use of these illegal 
surveillances did not taint the convic
tion. Secondly, he argued that the use 
of the surveillance evidence from the 
second set of logs was illegal, contraven
ing Section 605 of the Communications 
Act of 1934,4 or, alternatively, that use 

the communication may be passed, or to 
the master of a ship under whom he is 
serving, or in response to a subpena (sic) 
issued by a court of competent jurisdic
tion, or on demand of other lawful author
ity : and no person not being authorized 
by the sender shall intercept any commu
nication and divulge or publish the exist
ence. contents. substance. purport. effect. 
or meaning of such intercepted communi
cation to any person: and no person not 
being entitled thereto shall receive or as
sist in receiving any interstate or foreign 
communication by wire or radio and use 
the same or any information therein con
tained for his own benefit or for the bene
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The official representatives of three 
Presidents—Presidents Truman, Eisen
hower, and Kennedy—introduced legisla
tion and actively beseeched Congress to 
amend this statute so that the govern
ment could utilize the fruits of intercep
tion in espionage cases and cases involv
ing national security. They uniformly 
represented that what the Act of 1934 
expressly forbade was the divulgence of 
the information received by interception, 
that the problem was not so much the 
act of interception, but the divulging in 
court of that which was learned from in
terception. 

Former Attorney General Herbert 
Brownell, Jr., observed that after pas
sage of the 1934 Act, "[t]he question 
soon arose as to whether mere intercep
tion by federal agents of messages was 
forbidden by Section 605. The Attorney 
General at that time took the view that 
what the law prohibited was both inter
ception and divulgence, and that mere 
report of the intercepted message to 
public officials by FBI or other federal 
agents did not constitute divulgence. 

None of the decisions [Nar-
done] rendered by the Supreme Court 
held that wire tapping by federal offi
cers in and of itself was illegal, absent 
divulgence." Brownell, "Public Security 
and Wire Tapping," 39 Cornell L.Q. 195, 
197, 198 (1954).11 

"[T]he President, both as Command
er-in-Chief and as the Nation's organ 
for foreign affairs, has available in
telligence services whose reports are 
not and ought not to be published to 
the world." Chicago & Southern Air 
Lines, Inc. v. Waterman S. S. Corp., 
supra, 333 U.S. 103, 111, 68 S.Ct. 
431, 436, 92 L.Ed. 568 (1948). The 
growing complexity and sophistication 
of modern society have led to the recog
nitition that sophisticated techniques are 
required for gathering intelligence in
formation where national security is in
volved. As early as 1876, the Supreme 
Court recognized the presidential power 

11.	 The debate on the Communications Act of 
1934 did not discuss § 605. Mr. Browhell 
reports: "Not one word is said about mak
ing evidence obtained by wire tapping inad

to conduct intelligence operations in or
der to protect the security of the nation 
Totten v. United States, 92 U.S. 105, 23 
L.Ed. 605 (1876). In 1940, President 
Roosevelt, in a confidential memoran
dum to Attorney General Robert H. 
Jackson recognized the necessity of 
wiretapping in matters "involving the 
defense of the Nation." President Tru
man expressly approved this practice as 
have all Attorneys General since 1940. 

When Secretary of State William P. 
Rogers was Deputy Attorney General he 
wrote a perceptive article which com
pletely supports my analysis that there 
is a basic distinction under § 605 be
tween the right to intercept and the 
right to use interceptions as evidence. 
Rogers, "The Case for Wire Tapping" 
63 Yale L.J. 792 (1954): "It has long 
been the position of the Department of 
Justice that mere interception of tele
phone communications is not prohibited 
by federal law." 63 Yale L.J. at 793. 
Mr. Rogers outlined the long struggle of 
Attorneys General to persuade Congress 
to enact legislation to permit the intro
duction into evidence of intercepted com
municipations in criminal prosecutions. 
"Attorney General J. Howard McCrath 
submitted wire tap legislation for intro
duction in the 82d Congress. In doing 
so, he repeated [a plea of former] At
torney General Clark and indicated that 
such legislation would 'enable the prose
cution of present, future, and past viola
tions of laws endangering our internal 
security, not barred by the statute of 
limitations, which would otherwise go 
unpunished to the detriment of the Na
tion.' " 63 Yale L.J. at 795. 

Mr. Rogers states that Attorney. Gen
eral McGrath reaffirmed the inability of 
his department to fulfill "its statutory 
duty of prosecuting," and that Attorney 
General Herbert Brownell complained to 
Congress that without wiretap legisla
tion "the hands of prosecuting officers 
are tied and their efforts to maintain 
the security of the Nation are thwart

missible in evidence or about prohibiting 
wire tapping" See 73 Cong. Rev. 413S. 
8822-8837, 8842-8854. 10304-10332 (1934). 
39 Cornell L.Q. at 197 n. 10. 



625 

1045


UNITED STATES v. BUTENKO 
Cite as 494 F.2d 593 (1974) 

e d . "  1 2  " Again, on November 17, 1953, 
Attorney General Brownell advised a 
congressional committee that the work of 
the Department of Justice has clearly 
shown the need for legislation which 
would permit the use of wire tap evi
dence in espionage cases. He advised 
that there are cases of espionage pres
ently in the Department of Justice but 
that since some of the important evi
dence was obtained by wire tapping, 
such cases could not be brought to trial 
so long as the law remains in the 
present state." 63 Yale L.J. at 796. 
(Emphasis supplied.) Significantly, the 
"law" explicitly referred to by Mr. Rog
ers and Attorney General Brownell was 
the instruction contained in the Nardone 
cases, as amplified by Weiss v. United 
States, 308 U.S. 321, 60 S.Ct. 269, 84 L. 
Ed. 298 (1939), applying the doctrine to 
intrastate as well as interstate communi
cations. 62 Yale L.J. 793 nn. 5, 6, and 7. 

The efforts of the various Attorneys 
General came to fruition with the pas
sage of Title III of the Omnibus Crime 
Control and Safe Streets Act of 1968, 
supra. Unlike § 605, the present wire
tap statute, 18 U.S.C. § 2511(3), note 6, 
supra, contains a provision providing for 
the evidentiary use of intercepted com
munications: "The contents of any wire 
or oral communication intercepted by 
authority of the President in the exer
cise of . . . [his constitutional] pow
ers may be received in evidence in any 
trial hearing. . . . "13 

Attorney General Robert F. Kennedy 
testifying before Congress on May 22, 
1962, in support of H.R. 10185, dramati
cally pin-pointed the deficiencies in § 
605: 

12.	 Letter of May 7, 1953, to the Speaker of 
the House of Representatives and the Vice 
President, transmitting a wiretap legislative 
proposal. 

13.	 I emphasize again that I do not meet the 
constitutional issue of the President's power 
under Tit le III of the Act of 1968 to wire 
tap without a court order t o g a h e  r foreign 
intelligence information, the question to 
served in United States v. United States 
District Court, supra. 

494 F.2d-4 

Why do I say the existing situation 
is unsatisfactory? 

The existing federal law on wiretap
ping is Section 605 of the Communica
tions Act of 1934, which provided n 
part: 

" . . . no person not being au
thorized by the sender shall inter
cept any communication and divulge 
or publish the existence, contends, 
substance, purport, effect, or mean
ing of such intercepted communica
tion to any person . . ." 

This law is unsatisfactory in two 
respects. It permits anyone to tap 
wires. Mere interception is not a 
crime; a crime is not committed until 
the intercepted information is di
vulged or published. (Another provi
sion makes it a crime to use such in
formation for one's own benefit.) 

Thus even if we find an intercept
ing device attached to a telephone line, 
and find out who is doing the inter
cepting, we still cannot prosecute. We 
have to find that the information was 
divulged or published or used improp
erly. This means that no one's priva
cy is adequately protected. Anyone 
can listen in to your telephone conver
sations, and mine, without violating 
the federal law. 

On the other hand, all divulgence is 
prohibited. This means that it is 
against the law for law enforcement 
officials to disclose in court any of the 
words then overhear from wiretapping 
or the substance, purport, or effect of 
those words—even though what they 
overhear is clear evidence of a vicious 
crime. 

Section 605 does not appear to inhibit the 
Chief Executive from fully conducting the 
necessary operations within the framework 
of the Executive Branch, other than the use 
of the evidence in prosecutions. Thus, in 
the case at bar, Gleb Pavlov, Yuri Romash

in, and Vladimir Olenev. who were named us 
co-conspirators but not defendants in the in
dictments, were accredited representatives of 
the Permanent Mission of the Union of Soviet 
Socialist Republics to the United Nations. 
They were declared personnal non grate and 
departed the United States. 
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The Supreme Court so held with re
spect to federal officers in the Nar
done case, decided in 1937. And it so 
held with respect to state officers in 
the Benanti case, decided in 1957. In
deed, the federal courts refuse to re
ceive in evidence, not only the sub
stance of the intercepted conversation, 
but any evidence obtained as a result 
of leads which that conversation gave. 
As a result, wiretapping cannot be 
used effectively by the federal govern
ment or the states to aid in law en
forcement, even for the most serious 
crimes. 

The strange paradox is that under 
this federal law a private individual is 
free to listen in to telephone conversa
tions for the most improper motives, 
but law enforcement officials cannot 
use wiretapping effectively to protect 
society from major crimes. 

Hearings on Nominations of William H. 
Rehnquist and Lewis F. Powell Before 
the Senate Committee on the Judiciary, 
92nd Cong., 1st Sess., at 145 (1971). 
(Emphasis supplied.) 

Attorney General Kennedy stated that 
the passage of the bill was needed for 
national security cases: 

Wiretapping is an important tool in 
protecting the national security. In 
1940, President Roosevelt authorized 
Attorney General Jackson to approve 
wiretapping in national security cases. 
Attorney General Clark, with Presi
dent Truman's concurrence, extended 
this authorization to kidnapping cases. 

As Congress has been advised each 
year by the Director of the Federal 
Bureau of Investigation, the practice 
has continued in a limited number of 
cases upon express permission from 
the Attorney General. But, as I have 
pointed out, the evidence received 
from these wiretaps or developed from 
leads resulting from these wiretaps 
cannot be used in court. It is an 
anomalous situation to receive infor
mation of a heinous crime and yet not 
be able to use that information in 
court. 

And, of course, this applies not only 
in cases of espionage and treason but 

in pressing the fight against organ
ized crime. 

* * * * * * 

H.R. 10185 would authorize wire
tapping and introduction of "wiretap 
evidence in court for the following 
federal offenses: 

Crimes affecting the national secu
rity: Espionage, sabotage, treason, se
dition, subversive activities and unau
thorized disclosure of atomic energy 
information; 

* * * * * * 

Ibid., at 146-147. (Emphasis supplied.) 
I am persuaded, therefore, that the 

district court erred in equating an as
sumed presidential power to intercept 
with the right to "divulge or publish" 
that which was intercepted. I would 
hold that assuming a constitutional pre
rogative of the Chief Executive to inter
cept, the doctrine of Nardone prevents, 
under strictures of § 605, divulging or 
publishing the contents of the intercep
tion. In this context any use of the in
tercepted material beyond the confines 
of the Executive Branch would have 
been contrary to the statutory prohibi
tion. I would remand these proceedings 
to the district court for reconsideration 
in accordance with the foregoing analy
sis. 

On the present state of the record I 
would agree with the government's con
tention that additional overhearings of 
Ivanov's conversations following his con
viction were not within the mandate for 
disclosure of "electronic surveillance 
which might have violated defendants 
Fourth Amendment rights and tainted 
their convictions."' 

Judge Van Dusen joins in this opin
ion. 

GIBBONS. Circuit Judge (dissenting 
in part). 

I concur in the court's determination 
that the district court did not err in 
concluding that the evidence used at Iva
nov's trial was not the tainted fruit of 
anything heard in the electronic surveil
lances the contents of which are pre
served in the first set of logs. I dissent 
from the majority's conclusion that the 
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the passage of the bill was needed for 
national security cases: 

Wiretapping is an important tool in 
protecting the national security. In 
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Ibid., at 146-147. (Emphasis supplied.) 
I am persuaded, therefore, that the 

district court erred in equating an as
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with the right to "divulge or publish" 
that which was intercepted. I would 
hold that assuming a constitutional pre
rogative of the Chief Executive to inter
cept, the doctrine of Nardone prevents, 
under strictures of § 605, divulging or 
publishing the contents of the intercep
tion. In this context any use of the in
tercepted material beyond the confines 
of the Executive Branch would have 
been contrary to the statutory prohibi
tion. I would remand these proceedings 
to the district court for reconsideration 
in accordance with the foregoing analy
sis. 

On the present state of the record I 
would agree with the government's con
tention that additional overhearings of 
Ivanov's conversations following his con
viction, were not within the mandate for 
disclosure of "electronic surveillance 
which might have violated defendants 
Fourth Amendment rights and tainted 
their convictions " 

Judge Van Dusen joins in this opin
ion. 

GIBBONS. Circuit Judge (dissenting 
in part). 

I concur in the court's determination 
that the district court did not err in 
concluding that the evidence used at Iva
nov's trial was not the tainted fruit of 
anything heard in the electronic surveil
lances the contents of which are pre
served in the first set of logs. I dissent 
from the majority's conclusion that the 
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tainted fruits of the electronic surveil
lances the contents of which are pre
served in the second set of logs were ad
missible at his trial because the inter
ceptions were lawful. While I agree 
with much that Judge Aldisert says in 
part III of his opinion with respect to 
47 U.S.C. § 605, I find it difficult to ac
cept the construction which separates 
the prohibition against interception 
from the prohibition against disclosure 
and which treats the latter as a mere 
rule of evidence. I agree with Judge 
Adams that if the statute applies to the 
executive functioning in the field of for
eign affairs intelligence by its plain lan
guage, it prohibits both interception and 
disclosure. His analysis suggests that 
if it prohibits the executive from inter
cepting foreign affairs intelligence, it 
may be beyond the power of Congress. 
Thus he adopts a construction making 
§ 605 inapplicable to the executive when 
functioning in the field of foreign af
fairs intelligence. That construction is 
as strained as Judge Aldisert's construc
tion. 

We . . . face the fact that the 
plain words of § 605 forbid anyone, 
unless authorized by the sender, to in
tercept a telephone message, and di
rect in equally clear language that "no 
person" shall divulge or publish the 
message or its substance to "any per
son." Nardone v. United States, 302 
U.S. 379, 382, 58 S.Ct. 275, 276, 82 L. 
Ed. 314 (1937). 

Judge Learned Hand had no difficulty 
in understanding the plain language of § 
605 when in United States v. Coplon, 

185	 F.2d 629 (2d Cir. 1950), cert, de
nied, 342 U.S. 920, 72 S.Ct. 362, 96 L. 
Ed. 688 (1952), he applied it to inter
ceptions for foreign affairs intelligence. 
Nor do I. As I read it, the statute by 
its plain language applied at the time of 
the interceptions here in issue to every
one including the President's agents 
gathering foreign affairs intelligence. 

1.	 Nardone v. United States, supra. expressly 
rejected any general governmental preroga

tive exemption to § 605 302 U.S. at 383, 
58 S.Ct. 275. Compare with 1 W. Black-
stone, Commentaries on the Laws of Eng-

Obviously Congress thought as much 
when it amended § 605 by the enactment 
of § 2511(3) of the Omnibus Crime 
Control and Safe Streets Act of 1968, 18 
U.S.C. § 2511(3). This reading requires 
that I confront the constitutional limita
tion on congressional power postulated 
by Judge Adams as a reason for his in
terpretation. He writes: 

We do not intimate, at this time, any 
view whatsoever as to the proper reso
lution of the possible clash of the con
stitutional powers of the President 
and Congress. Instead, we merely 
note that the absence of legislative 
consideration of the issue does sug
gest that Congress may not have in
tended § 605 to reach the situation 
presented in the present case. In the 
absence of any indication that the leg
islators considered the possible effect 
of § 605 in the foreign affairs field, 
we should not lightly ascribe to Con
gress an intent that § 605 should 
reach electronic surveillance conducted 
by the President in furtherance of his 
foreign affairs responsibilities. This 
would seem to be far too important a 
subject to justify resort to unsupport
ed assumptions. Majority Opinion at 
601. 

He suggests, in other words, that had it 
thought of the problem Congress would 
have recognized that there is an execu
tive prerogative in the field of foreign 
affairs intelligence which is constitu
tionally beyond its power.1 Thus, he 
reasons, we may write into § 605 an ex
ception which is not there. I have no 
doubt that it was well within the power 
of Congress to forbid, as it did. the 
agents of the executive from intercept
ing electronic communications for any 
purpose, including foreign affairs intel
ligence. The only limitation on that 
power that occurs to me is the veto pow
er of the President. 

Judge Adams' interpretation of § 605 
as exempting the executive's foreign af

land 261 (5th ed. 1773), which explains that 
"the king is not bound by any act of parlia
ment, unless he be named therein by special 
and particular words." 
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Dentist charged with sexual abuse of 
patients filed motion to controvert warrant 
to secretly place a camera in his dental 
office to videotape events of patient's visits, 
and to suppress film of tape used at trial. 
The Supreme Court, Robert M. Haft, J., 90 
Misc.2d 638, 395 N.Y.S.2d 587, denied mo
tion. Defendant was thereafter convicted 
in the Supreme Court, New York County, 
Cropper, J., on two counts of sexual abuse 
in the first degree, and he appealed. The 
Supreme Court, Appellate Division, Kupfer
man, J., 73 A.D.2d 136, 425 N.Y.S.2d 315, 
affirmed, and appeal was taken. The Court 
of Appeals, Gabrielli, J., held that: (1) evi
dence was sufficient to support finding that 
first victim lacked capacity to consent to 
original touching because of her generally 
weakened condition and to establish ele
ment of sexual gratification under statute 
providing that person is guilty of sexual 
abuse in the first degree when he subjects 
another person to sexual contact when the 
other person is incapable of consent by rea
son of being physically helpless; (2) war
rant permitting surveillance is authorized 
by provisions of article providing that per
sonal property is subject to seizure pursuant 
to search warrant if there is reasonable 
cause to believe that it constitutes evidence 
or tends to demonstrate that an offense was 
committed or that a particular person par
ticipated in the commission of an offense; 
and (3) where probable cause was clearly 
established by affidavit offered by district 
attorney in support of his application for 
warrant, warrant particularly described 
place to be searched and things to be seized, 
warrant explicitly provided that surveil
lance be conducted in such way as to mini

mize required activities not related to speci
fied crimes, and there were no less intrusive 
means for obtaining needed evidence, war
rant authorizing video electronic surveil
lance of dentist's office was valid. 

Affirmed. 

1. Assault and Battery<=> 92(5) 
Evidence established that first victim 

was incapable of consenting to touching and 
that touching was for sexual gratification 
to support defendant's conviction under 
statute providing that a person is guilty of 
sexual abuse in the first degree when he 
subjects another person to sexual contact 
when the other person is incapable of con
sent by reason of being physically helpless. 
Penal Law § 130.65, subd. 2. 

2.	 Assault and Battery <=>59 
Defendant's act of placing victim's 

hand against his genital area constituted 
crime of sexual abuse under statute provid
ing that a person is guilty of sexual abuse 
of first degree when he subjects another 
person to sexual contact when the other 
person is incapable of consent by reason of 
being physically helpless. Penal Law 
§ 130.65, subd. 2. 

3. Assault and Battery <=>92(5) 
Evidence was sufficient to prove that 

second victim was incapable of consenting 
by reason of being physically helpless under 
statute providing that a person is guilty of 
sexual abuse of first degree when he sub
jects another person to sexual contact when 
the other person is incapable of consent by 
reason of being physically helpless. Penal 
Law § 130.65, subd. 2. 

4.	 Assault and Battery <=>65 
Second victim's status as a police decoy 

did not result in implicit consent to physical 
touching on ground that she voluntarily 
placed herself in a position to incur such 
abuse for purposes of statute providing that 
a person is guilty of sexual abuse of first 
degree when he subjects another person to 
sexual contact when the other person is 
incapable of consent by reason of being 
physically helpless. Penal Law § 190.65, 
subd. 2. 
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5. Assault and Battery	 <=>92(5) 
Where visual material on tape did not 

disprove conclusion that an unlawful touch
ing occurred, even though camera angle 
precluded an unobstructed view of all of 
defendant's activities, and trier of fact was 
entitled to consider police inspector's testi
mony as direct evidence that described 
touching actually occurred, there was suffi
cient proof that an improper touching oc
curred for purposes of statute providing 
that a person is guilty of sexual abuse in 
first degree when he subjects another per
son to sexual contact when the other person 
is incapable of consent by reason of being 
physically helpless. Penal Law § 130.65, 
subd. 2. 

6. Assault and Battery	 <=>63 
Trier of fact had more than ample basis 

for rejecting contention of defendant, who 
was convicted under statute providing that 
a person is guilty of sexual abuse in the 
first degree when he subjects another per
son to sexual contact when the other person 
is incapable of consent by reason of being 
physically helpless, that touching of second 
victim was performed pursuant to a valid 
medical procedure. Penal Law § 130.65, 
subd. 2. 

7. Telecommunications <=>519 
Warrant authorizing video electronic 

surveillance was valid under provisions of 
article stating that personal property is sub
ject to seizure pursuant to a search warrant 
if there is reasonable cause to believe that 
it constitutes evidence or tends to demon
strate that an offense was committed or 
that a particular person participated in the 
commission of an offense. CPL 690.10, 
subd. 4. 

8. Telecommunications <=>491 
Even though federal wiretapping stat

ute preempts state law in area of electronic 
surveillance, statute did not prohibit video 
electronic surveillance of defendant's office, 
in that statute does not apply to field of 
video electronic surveillance. 18 U.S.C.A. 
§§ 2510-2520. 

9. Telecommunications <=>491 
Even though there is a high degree of 

intrusiveness inherent in video electronic 
surveillance, such activities are not per se 
unreasonable and need not be prohibited 
under all circumstances. U.S.C.A.Const. 
Amend. 4. 

10. Telecommunications <=>515 
Where there was probable cause to be

lieve that defendant was committing, had 
committed, or was about to commit crime 
of sexual abuse in the first degree, crime 
under investigation was specified type of 
activity sought to be captured, by camera 
and person expected to be seen performing 
activity was specified, surveillance was con
fined to observation of activities for which 
the warrant was issued, and there were no 
less intrusive means for obtaining the need
ed evidence, warrant authorizing video elec
tronic surveillance of dentist's office was 
valid. 

Jacob W. Heller and Eli Feit, New York 
City, for appellant. 

Robert M. Morgenthau, Dist Atty. (Rob
ert M. Pitler and David H. Steiner, New 
York City, of counsel), for respondent. 

OPINION OF THE COURT 

GABRIELLI, Judge. 

The present appeal arises out of nonjury 
trial of a dentist who stands convicted of 
sexually abusing two female patients while 
they were under the effects of sedation at 
defendant's office. A camera, which had 
been secreted in defendant's treatment 
room pursuant to a warrant, recorded one 
of the alleged incidents of sexual abuse. 
Several issues are raised on appeal, includ
ing the propriety of admitting into evidence 
a video tape of defendant's activities. In 
affirming defendant's conviction, we hold 
today that a warrant may issue to authorize 
the video taping of evidence to be admitted 
at a subsequent trial, provided certain pro
cedures are followed and certain safeguards 
are observed. 

10-209 0 - 85 - 34 
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The defendant, a dentist practicing in 
Manhattan, was convicted of two counts of 
sexual abuse in the first degree (Penal Law, 
§ 130.65, subd. 2) for allegedly subjecting 
two female patients to sexual contact while 
they were "incapable of consent by reason 
of being physically helpless". The indict
ment upon which defendant was tried con
tained three counts of sexual abuse predi
cated upon the complaints of three of de
fendant's patients: Susan Hyman, Randi 
Carson and Dorothy Beineix. Each of the 
complainants alleged that they were sub
jected to physical contact of a sexual nature 
as they were recovering from the effects of 
sedation administered by defendant. 

Susan Hyman first went to defendant's 
office to have a wisdom tooth extracted. 
After she expressed her fear that novocaine 
would not sufficiently deaden her pain, Dr. 
Teicher offered to use another method. 
Then, presumably to determine if she would 
suffer any adverse effects from the admin
istration of a general sedative, he per
formed several tests on his patient and 
thereafter injected a fluid into her arm 
causing her to lose consciousness. 

At trial Hyman testified that she awoke 
from her state of unconsciousness when she 
heard someone calling her name and felt 
something was touching her face. She 
opened her eyes and saw an exposed penis 
directly in front of her. Closing her eyes 
again, she reopened them to see a pair of 
trousers being zipped shut. Defendant 
then slapped her face, touched her blouse 
and lifted her from the dental chair. Hy
man was still groggy and could not control 
her arms and legs. Defendant told her to 
"ventilate" her arms and he then drew her 
close to him and kissed her. While the 
patient was still unable to stand, defendant, 
while supporting her body, moved his hands 
over her breasts and thighs. 

Several days following this encounter Ms. 
Hyman reported the incident to the police. 
The police equipped her with a hidden mi
crophone before, her next visit to the den
tist, but when she questioned defendant 
about his prior activities he refused to ad
mit that he had sexually assaulted her. He 

did, however, ask Ms. Hyman to join him at 
his hotel room. She refused his invitation, 
agreeing instead to meet with him at a 
nearby bar. On this next rendezvous Hy
man was once more equipped with a record
ing device, but once again defendant made 
no admission of illegal conduct. 

The police also received a complaint from 
Randi Carson, who had initially gone to 
defendant's office for an examination and, 
X rays and later returned for further treat
ment. As in Ms. Hyman's case, the defend
ant gave Ms. Carson a drug, which caused 
her to lose consciousness immediately. 
When she awakened she was assisted into a 
recovery room and, while she was resting 
there and still overcoming the effect of the 
drug which had been injected, defendant 
entered the room and closed the door be
hind him. No one else was present De
fendant at first tried to lift Carson to a 
standing position, but his efforts were un
successful. He then lifted her hand and 
placed it on his pants directly over his penis. 
Although she was still weak, Carson testi
fied she was able to pull her hand away. 
Carson also testified that defendant kissed 
her during this encounter and made a re
mark which she understood as a request to 
perform an act of oral sex. In addition, 
according to Carson, he repeatedly asked 
her to meet with him at his hotel room. 
Later, upon arriving home, Carson noticed 
that her underwear was wet and that there 
was a soreness on the left side of her vagina 
which she had not felt before her visit to 
the doctor. That evening Carson brought 
her complaints to the police. 

Carson later returned to defendant's of
fice wearing a hidden microphone supplied 
by the police, but no further acts of sexual 
abuse were recorded or observed by the 
patient. After this visit defendant tele
phoned Carson several times at her home to 
ask her if he could visit with her. Finally, 
Ms. Carson again returned to defendant's' 
office with a microphone. In response to 
her attempts to elicit admissions of sexual 
abuse from the dentist, however, defendant 
told her only that the drug he had injected 
had caused her to imagine the incident of 
which she later testified. 
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As a result of these complaints by Hyman 
and Carson and the unsuccessful efforts of 
the police to obtain additional incriminating 
evidence against the dentist, the District 
Attorney's office obtained a warrant autho
rizing the police to install a camera in de
fendant's office to monitor his treatment of 
patients who had consented to the taping. 
Pursuant to a prearranged plan, Police Of
ficer Dorothy Beineix then went to defend
ant's office and made an appointment to 
have a wisdom tooth extracted at a later 

date. On the morning of Officer Beineix' 
appointment, the police entered defendant's 
office and installed the camera in a ceiling 
ventilator in one of defendant's examining 
rooms. The camera, which was focused on 
the dentist's chair, was connected to a video 
recorder and was monitored by police offi
cers who were waiting in the basement of 
the building. 

Later that morning, Ms. Beineix returned 
to defendant's office to keep her appoint
ment. Defendant first checked her pulse 
and blood pressure and then lifted her 
blouse to examine her chest with his stethe
scope. During this preliminary examina
tion he instructed her that if she began to 
have difficulty breathing she should stand, 
lift her arms and breathe deeply. Follow
ing the examination, defendant adminis
tered a drug which caused Beineix to lose 
consciousness. While Beineix was uncon
scious defendant extracted her tooth and, at 
one point during this procedure, lifted her 
blouse and again examined her bare chest 
with his stethescope. During this entire 
period, defendant and Ms. Beineix were 
alone in the treatment room. As Ms. Bein
eix began to regain consciousness, defend
ant asked her to stand and put her arms 
around him. Since she had no control over 
her body at this time, Beineix told the doc
tor that she was unable to stand. Defend
ant then lifted her out of the dental chair 
and pulled her towards him. While sitting 
on a stool in front of the dental chair with 
Ms. Beineix between his legs, defendant 
lifted her blouse and began moving his 
hands across the upper part of her back and 
around toward her breasts. He then slid 
both hands down across her back and 

grabbed her buttocks. While massaging 
her buttocks in a circular motion he drew 
her body toward his. All of these actions 
were recorded on the video tape which was 
later admitted into evidence. 

At this point the officers who were moni
toring the video tape in the basement sig
naled other officers to arrest defendant. 
Detective Brech and Investigator Dadona 
were the first to enter the treatment room. 
Dadona testified at trial that when he first 
opened the door he observed that defend
ant's hands were on Ms. Beineix' sides, and 
that his thumbs were massaging the nipples 
of her breasts. 

At his subsequent trial defendant was 
convicted of two counts of sexual abuse in 
the first degree for the acts committed 
upon complainants Carson and Beineix. 
The count involving the complaint of Susan 
Hyman was dismissed, however, because 
the court found that defendant's guilt had 
not been established beyond a reasonable 
doubt. A divided Appellate Division af
firmed defendant's conviction on both 
counts, and leave to appeal to this court 
was thereafter granted. Defendant now 
attacks the judgment of conviction on sev
eral grounds. 

[1] Defendant first contests his convic
tion on the count concerning the Carson 
incident on the ground that the evidence at 
trial was insufficient, as a matter of law, to 
establish his guilt. The statute under 
which defendant was convicted provides 
that a person is guilty of sexual abuse in 
the first degree when he subjects another 
person to sexual contact "[w]hen the other 
person is incapable of consent by reason of 
being physically helpless" (Penal Law, 
§ 130.6S, subd. 2). Sexual contact is defined 
in the Penal Law as "any touching of the 
sexual or other intimate parts of a person 
not married to the actor for the purpose of 
gratifying the sexual desire of either party" 
(Penal Law, § 130.00, subd. 3). Defendant 
claims that the evidence at trial was insuf
ficient to establish that Ms. Carson was 
incapable of consenting to the touching and 
that there was no evidence to establish that 
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this touching was for sexual gratification. 
Neither of these claims is supported by the 
record. 

Carson was heavily sedated at the time 
the initial touching occurred and, as a con
sequence, she was in an extremely weak
ened condition. Thus, although she had 
enough control over her body to pull her 
hand away after defendant had placed it 
against his penis, the trier of fact was enti
tled to infer that she lacked capacity to 
consent to the original touching because of 
her generally weakened condition. Fur
thermore, we find defendant's contention 
that the touching was too fleeting to estab
lish the element of sexual gratification to 
be frivolous. The statute does not require 
that actual gratification occur, but only 
that the touching be for that purpose. De
fendant's act of placing his patient's hand 
against his covered penis was more than 

sufficient to permit a trier of fact to find 
that the purpose of this act was sexual 
gratification. 

[2] Defendant also argues that even if 
the element of sexual gratification and the 
victim's incapacity were established, his act 
of placing Carson's hand against his genital 
area could not possibly constitute the crime 
of sexual abuse, since the statute proscribes 
only the act of a defendant who touches the 
intimate parts of his victim and not the act 
of a person who places his victim's hand 
against his own intimate parts. As we have 
held, this argument must be rejected be
cause it requires an overly restrictive and 
improper reading of the statutory language 
(see People v. Ditto, 52 N.Y.2d 657, 439 
N.Y.S.2d 855, 422 N.E.2d 515). The com
mon-law policy that a penal provision 
should be strictly construed has been ex
pressly abolished by the Legislature; in
stead penal statutes are to be interpreted 
"according to the fair import of their terms 
to promote justice and effect the objects of 
the law" (Penal Law, § 5.00) and are not to 
be given hypertechnical or strained inter
pretations (People v. Ditta, supra, citing 
People v. Sansanese, 17 N.Y.2d 302, 306, 270 
N.Y.S.2d 607, 217 N.E.2d 660; People v. 
Wood, 8 N.Y.2d 48, 51, 201 N.Y.S.2d 328, 
167 N.E.2d 736). 

Addressing the other count upon which 
defendant was convicted, that involving the 
sexual abuse of Dorothy Beineix, defendant 
once more challenges the sufficiency of the 
evidence, and also asserts that, for various 
reasons, the introduction into evidence of a 
video tape of his actions relating to the 
Beineix incident was improper. For rea
sons which follow we also uphold defend
ant's conviction under this count of the 
indictment. 

The evidence upon which the People's 
case was built consisted primarily of the 
video tape of defendant's actions, the testi
mony of Inspector Dadona and Dorothy 
Beineix and, finally, the testimony of an 
expert witness who attempted to refute 
defendant's claim that his actions were 
medically necessary. The camera which re
corded defendant's activities was positioned 
in such a way as to give a view overlooking 
the dental chair and a portion of the room. 
The relevant portion of the video tape re
vealed that after defendant had completed 
the extraction of Beineix' tooth, he lifted , 
his patient from the dental chair and placed 
her between his legs. At this moment de
fendant was sitting atop a stool and sup
porting Beineix in a standing position. It 
could readily be inferred from a viewing of 
the tape that the patient had no control 
over her body at this point. Defendant 
then lifted Beineix' blouse and moved his 
hands across her back. Although, because 
of the camera angle, it cannot be deter
mined from the tape whether defendant 
actually placed his hands upon Ms. Beineix' 
breasts, the tape does reveal that he mas
saged her buttocks with both hands and 
pulled her toward his pelvic region. In 
addition to the video tape, the People also 
produced Inspector Dadona, who entered 
the treatment room at the signal of the 
officers monitoring the video tape and was 
therefore able to give eyewitness testimony 
of what transpired. He testified that when 
he first entered the office he observed de
fendant holding Beineix by her sides and 
massaging the nipples of her breasts with 
his thumbs. Although Beineix testified at 
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trial that she could not recall if defendant 
had massaged her breasts, she was able to 
recall that he moved his hands across her 
body and down to her buttocks, causing her 
to become very frightened. 

[3,4] Defendant first contends that 
there was no proof that Beineix was incapa
ble of consent by reason of being physically 
helpless. Noting that when he first told 
her to stand she responded that she was 
unable to do so, defendant argues that the 
crime of sexual abuse was not made out 
because there was no proof that Beineix 
could not communicate her unwillingness to 
submit to the subsequent touching. She 
did, however, testify that she had no control 
over her body, although she was mentally 
aware. As the People assert, simply be
cause Beineix was unable to respond to 
defendant's direct command to stand does 
not prove, as a matter of law, that she was 
able to protest every subtle movement of 
his hand across her flaccid body. The Peo
ple's medical expert testified at trial that 
when a patient is raised to a standing posi
tion, as in this case, there may be a decrease 
in the cerebral blood flow which could re
sult in dizziness or even unconsciousness. 
In addition, the doctor testified that this 
effect is merely compounded by the applica
tion of chest compression. The state of the 
victim's physical helplessness at any given 
moment is largely a question of fact which, 
in view of this and other testimony, we may 
not question upon this record. Further
more, we reject the notion that the victim's 
status as a police decoy resulted in implicit 
consent to the physical touching because, as 
defendant claims, she voluntarily placed 
herself in a position to incur this abuse. 
Her consent to acting as a police decoy is 
not equivalent to a consent to a touching of 
her intimate parts, which she was physically 
incapable of giving at the time of the illegal 
activity. 

[5] Defendant also asserts that there 
was insufficient proof that any improper 
touching occurred because the tape was in
conclusive on this point and, further, be
cause the testimony of Inspector Dadona 
was not worthy of belief. The visual mate

rial on the tape, however, did not serve to 
disprove, on the contrary was consistent 
with, the conclusion that an unlawful touch
ing occurred, even though the camera angle 
precluded an unobstructed view of all of 
defendant's activities. And, inasmuch as 
Inspector Dadonas testimony was not, as a 
matter of law, incredible, the trier of fact 
was entitled to consider his testimony as 
direct evidence that the described touching 
actually occurred. 

[6] Finally, defendant attacks the suffi
ciency of this evidence by asserting that the 
People have failed to prove, beyond a rea
sonable doubt, that the touching of Beineix 
was not performed pursuant to a valid 
medical procedure. Indeed, throughout the 
course of this litigation defendant's position 
has been that the actions which he took 
were part of a necessary medical treatment 
to bring Beineix out of a state of respirato
ry distress through the application of pres
sure on her ribcage. In support of these 
assertions defendant produced two experts 
at trial who indicated that the actions de
picted on the tape could be a form of resus
citory technique. Interestingly, they also 
indicated, however, that this technique was 
neither taught nor recommended, that it 
was unknown to them and, in fact, would 
probably be employed only by a minimally 
trained practitioner. Moreover, the People 
produced an expert within who testified in 
substance that the tape results that Beineix 
was not in need of respiratory assistance 

and that, even if she were, the method of 
resuscitation employed by defendant would 
in fact be detrimental to his patient rather 
than helpful. In light of this evidence the 
trier of fact had more than ample basis for 
rejecting defendant's contention that his ac
tions were dictated by any claimed medical 
necessity. 

Defendant's next assertions go not to the 
sufficiency of the evidence at trial, but to 
the propriety of permitting the video tape 
of his activities involving Ms. Beineix to be 
introduced into evidence. This matter 
presents questions of first impression be
fore this court. 
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Defendant's initial contention is that Su
preme Court had no power to issue a war
rant authorizing the type of surveillance 
which took place in this case. There is, of 
course, no doubt that the Supreme Court 
had the power to authorize the aural re
cording of the events in defendant's office. 
The authority of a court to permit aural 
electronic surveillance is derived from CPL 
article 700. This article deals with the use 
of eavesdropping warrants, and defines 
eavesdropping as wiretapping or mechani
cal overhearing of ,a conversation (CPL 
700.05, subd. 1). Defendant, however, ar
gues that article 700, by its express terms, 
may not be read as conferring on the courts 
the power to authorize video electronic sur
veillance. 

Initially, we note our agreement with de
fendant's contention that CPL article 700 
does not apply to video surveillance.1 This 
article applies only to eavesdropping, which 
is defined as wiretapping or mechanical 
overhearing of a conversation (CPL 700.05, 
subd. 1). The statutory language is direct
ed toward the aural acquisition of informa
tion, and does not mention the acquisition 
of visual images. 

[7] Nevertheless, we believe that the 
warrant which permitted video surveillance 
in this case was valid, since it was authoriz
ed by the provisions of CPL article 690. 
CPL 690.10 (subd. 4) provides that "[p]erson
al property is subject to seizure pursuant to 
a search warrant if there is reasonable 
cause to believe that it * * * [c]onstitutes 
evidence or tends to demonstrate that an 

1.	 The police obtained the aural portions of the 
video tape by planting a microphone in Beineix' 
purse, which she carried into the treatment 
room. In general, if one of the parties to an 
intercepted conversation consents to the re
cording or mechanical overhearing of that con
versation, the provisions of CPL article 700 do 
not apply (see CPL 700.05. subd. 1; Penal Law. 
§ 250.00; see, also, United States v. White, 401 
U.S. 747, 81 S.Ct. 1122, 28 L.Ed.2d 453). Al
though the fact that Beineix was unconscious 
during her dental treatment night have some 
bearing on an analysis under United States v. 
White, we have no need to consider the ques
tion since defendant does not separately con
test the aural portion of the tape, perhaps be
cause it contains little of an inculpatory nature. 

offense was committed or that a particular 
person participated in the commission of an 
offense". Defendant maintains that this 
statute authorizes only the seizure of tangi
ble property and does not permit the seizure 
of an intangible visual image secured by a 
video recording. We reject this interpreta
tion. 

In People v. Abruzzi, 52 A.D.2d 499, 385 
N.Y.S.2d 94. affd. on opn below 42 N.Y.2d 
813, 396 N.Y.S.2d 649, 364 N.E.2d 1342, cert. 
den. 434 U.S. 921, 98 S.Ct. 396, 54 L.Ed.2d 
278, the court reversed the conviction of a 
doctor who had been convicted for certain 
acts of sexual misconduct largely upon the 
testimony of a police officer who had ob
served defendant's actions while perched on 
a ladder outside the doctor's window. The 
Abruzzi court held that the defendant's mo
tion to suppress this evidence should have 
been granted because it was procured with
out the authorization of a warrant. Implic
it in this holding is the premise that a 
proper warrant may issue to permit the 
seizure that results from obtaining visual 
observations of a crime in progress in a 
private place. Similarly, in United States 
v. New York Tel. Co., 434 U.S. 159, 98 S.Ct. 
364, 54 L.Ed.2d 376, the Supreme Court had 
occasion to determine if rule 41 of the Fed
eral Rules of Criminal Procedure, which 
closely parallels the language of CPL 690.10 
(subd. 4), authorizes the issuance of a war
rant to seize intangible evidence. One of 
the issues in that case was whether a Fed
eral District Court could issue a warrant 
authorizing the use of a pen register.2 The 

Additionally, we note, without deciding, that if 
a consenting party carries a camera on her 
person, the seizure which occurs might not be 
subject to the warrant requirement (cf. United 
States v. White, supra). This issue is not be
fore us, however, because the camera used in 
this case was planted in defendant's office pur
suant to a court-authorized entry of the build
ing. 

2.	 The Supreme Court described a pen register 
as "a mechanical device that records the num
bers dialed on a telephone by monitoring the 
electrical impulses caused when the dial on the 
telephone it released. It does not overhear oral 
communications and does not indicate whether 
calls are actually completed" (United States v. 
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court determined that rule 41 is sufficiently 
broad to include seizures of intangible 

items such as dial impulses recorded by 
these devices, and also noted that in Katz v. 
United States, 389 U.S. 347, 88 S.Ct. 507, 19 
L.Ed.2d 576, the court had held that rule 41 
was sufficiently flexible to include the pow
er to authorize the seizure of conversations. 
We believe that the similarity in the word
ing of rule 41 and CPL article 690 is suffi
cient to permit analogy. Accordingly, we 
conclude that the court in the instant case 
was authorized under CPL article 690 to 
issue a warrant for the seizure of intangible 
visual images in defendant's office. 

[8] Defendant also contends that even if 
such a warrant is authorized under the 
CPL, the warrant in this case must never
theless fall because it did not comply with 
the provision of title III of the Federal 
Omnibus Crime Control and Safe Streets 
Act of 1968 (U.S. Code, tit. 18, §§ 2510
2520). This is based upon the assumptions 
that title III applies to the area of visual 
electronic surveillance and that this provi
sion pre-empts State law. Although we 
have previously held that title III does in
deed pre-empt State law in the area of 
electronic surveillance (People v. Shapiro, 
50 N.Y.2d 747, 431 N.Y.S.2d 422, 409 N.E.2d 
897), this fact is unavailing in the present 
case, since title III does not apply to the 
field of video electronic surveillance and 
indeed, does not prohibit the type of surveil
lance here employed.3 

Title III, also often referred to as the 
Federal wiretapping statute, prescribes the 

New York Tel. Co., 434 U.S. 159, 161, n. 1, 98 
S.Ct. 364, 366. n. 1, 54 L.Ed.2d 376, supra). 

3.	 Title III specifies that an eavesdropping war
rant may issue only for certain specified 
crimes, namely "murder, kidnapping, gambling, 
robbery, bribery, extortion, or dealing in nar
cotic drugs, marihuana or other dangerous 
drugs, or other crimes dangerous to life, limb, 
or property, and punishable by imprisonment 
for more than one year, designated in any ap
plicable State statute authorizing * * * inter
ception, or any conspiracy to commit any of 
the foregoing offenses." (U.S. Code, tit. 18. 
§ 2516, subd. [2]). In People v.Shapiro(supra) 
we held that allegations of prostitution and 
sexual abuse predicated upon the inability of 

procedure for securing judicial authority to 
intercept wire or oral communications in 
the investigation of specified serious of
fenses. Similar to the provision of CPL 
article 700, which was drafted to conform to 
the provisions of the Federal act (see Den
zer, Practice Commentary, McKinney's 
Cons Laws of NY, Book 11A, CPL art. 700, 
p. 243), title III deals only in the aural 
acquisition of the contents of any wire or 
oral communication. As the language and 
legislative history of that statute makes 
clear, it was never intended to address the 
use of video surveillance equipment (see 
Carr. Electronic Surveillance, § 3.08, p. 124; 
Senate Report No. 1097, 90th Cong, 2d Sess, 
U.S. Code Cong. & Admin. News, 1968, p. 
2112, 2178).4 

[9] Defendant makes one final argu
ment concerning the video tape evidence 
which deserves attention. He maintains 
that the use of visual surveillance is so 
intrusive that any act of this nature should 
be deemed unreasonable per se under the 
Fourth Amendment. While we agree with 
defendant's concern over the high degree of 
intrusiveness that is inherent in this form 
of surveillance, we cannot agree that such 
activities are per se unreasonable and must 
be prohibited under all circumstances. Cer
tainly the Orwellian overtones involved in 
this activity demand that close scrutiny be 
given to any application for a warrant per
mitting video electronic surveillance. 
Nevertheless, the Fourth Amendment does 
not mandate an absolute ban on video sur
veillance any more than it mandates a total 

the victim to consent by reason of age did not 
fall within this list of enumerated crimes. On 
the basis of our holding in Shapiro, defendant 
argues that the Federal act also precludes elec
tronic surveillance in cases involving only the 
crime of sexual abuse committed against a vic
tim who is incapable of consent by reason of 
physical helplessness. 

4.	 Specifically, the Senate report provides as 
follows: "Paragraph (4) defines 'intercept' to 
include the aural acquisition of the contents of 
any wire or oral communication by any elec
tronic, mechanical, or other device. Other 
forms of surveillance are not within the pro
posed legislation". 
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proscription on electronic eavesdropping. 
Indeed, there may be situations such as the 
present one where the intrusion resulting 
from such surveillance is warranted because 
of the State's high interest in gathering 
evidence of criminality and its inability to 
achieve this goal through less intrusive 
means. 

Although there are at present no signifi
cant statutory limitations in the field of 
video electronic surveillance, we are not 
completely without guidance in this area. 
In Berger v. New York, 388 U.S. 41, 87 
S.Ct 1873, 18 L.Ed.2d 1040 and Katz v. 
United States, 389 U.S. 347, 88 S.Ct. 507, 19 
L.Ed.2d 576, supra, both of which predated 
the advent of title III in the area of elec
tronic eavesdropping, the Supreme Court 
set forth the minimum constitutional stan
dards governing the use of aural electronic 
surveillance. Because of the substantial 
similarities between this form of surveil
lance and the video electronic surveillance 
which took place in this case, we believe 
that the standards announces in Berger and 
Katz are applicable with equal farce to the 
present situation. And, contrary to defend
ant's assertions, we believe that these con
stitutional standards were here satisfied. 

[10] The first requirement for a war
rant authorizing video electronic surveil
lance, as with any warrant, is that there be 
a showing of probable cause. In situations 
involving this form of search, there must be 
probable cause to believe that a particularly 
described person is committing, has commit
ted, or is about to commit a crime, probable 
cause to believe that the place where the 
activity is to be intercepted is being used or 
is about to be used in connection with the 
commission of the crime by that described 
person, and also probable cause to believe 
that a particular activity related to that 
crime will be observed through the use of 
video electron:-; surveillance (see Berger v. 
New York, supra; cf. CPL 700.15, subds. 2, 
3, 5). Such probable cause was clearly es
tablished by the affidavit offered by the 
District Attorney in support of his applica
tion for a warrant, which fully set forth the 
facts leading up to the Beineix incident 

The Constitution also requires particulari
zation in the warrant Specifically, the 
Fourth Amendment commands that the 
warrant must particularly describe "the 
place to be searched, and the * * * things 
to be seized". In the area of video electron
ic surveillance, as in the area of electronic 
eavesdropping, the particularization re
quirement includes specification of the 
crime under investigation, specification of 
the type of activity sought to be captured 
by the camera and also specification of the 
person expected to be seen performing the 
activity. The obvious purpose of this re
quirement is to limit the discretion of the 
officers in executing the search. Here, all 
of these requirements were satisfied. Al
though the warrant did not specify the par
ticular room in which the camera was to be 
placed, the affidavit, which was incorporat
ed in the warrant, did specify that the 
camera was to be placed in defendant's 
dental office and was to focus upon the 
dental chair in which consenting patients 
would be seated. While defendant appar
ently had two treatment rooms, we never
theless conclude that the limitation upon 
the place to be searched was sufficiently 
specific to obviate the danger of a general 
rummaging for evidence or a search of im
permissibly broad scope (see Coolidge v. 
New Hampshire, 403 U.S. 443, 91 S.Ct. 2022, 
29 L.Ed.2d 564). 

Minimization is also necessary for a war
rant authorizing video electronic surveil
lance. In Berger, the court expressed con
cern that conversations of persons coming 
into an area covered by an eavesdropping 
device might be unnecessarily and indis
criminately seized without regard to their 
connection with the crime under investiga
tion. This concern is equally compelling 
when visual surveillance is employed. The 
warrant in this case explicitly provided, 
however, that the surveillance be conducted 
in such a way as "to minimize the recording 
of activities not related to the [specified] 
crimes". Moreover, the incorporated affi
davit expressly limited the view of the cam
era to the dental chair in defendant's office 
and specified that the device would be 
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turned on only when consenting females 
were in the treatment room. These limita
tions were sufficient to ensure that the 
surveillance would be confined to the obser
vation of the activities for which the war
rant was issued. 

Finally, before a warrant authorizing un
consented video electronic surveillance may 
issue, it must be established that there are 
no less intrusive means for obtaining the 
needed evidence. Since electronic surveil
lance of any kind is necessarily surrepti
tious and constitutes an extensive invasion 
of the individual's privacy, it may only be 
permitted where normal investigative pro
cedures had been tried and had failed or are 
demonstrably unlikely to succeed. Defend
ant contends that such a showing could not 
be made in this case, but the facts do not 
bear out his contention. Before applying 
for the warrant the police had questioned 
defendant about one of the complaints of 
sexual abuse, had equipped two of the fe
male complainants with hidden recorders 
and transmitters in an attempt to elicit 
admissions from defendant, and had tapped 
the telephone of a complainant who had 
received repeated calls from defendant
Furthermore, the use of a police decoy 
without the protection of visual surveillance 
would not have produced the needed evi
dence in this case, since the decoy, of neces
sity, would have been heavily sedated and 
might not have been able to relate what 
transpired Under these circumstances it 
cannot be said, despite defendant's protes
tations to the contrary, that the police 
failed to make a sufficient showing of ne
cessity before obtaining the warrant. 

As we have stressed, the constitutional 
requirements outlined for eavesdropping in 
Berger v. New York, 388 U.S. 41, 87 S.Ct. 
1873, 18 L.Ed.2d 1040, supra, and Katz v. 
United States, 389 U.S. 347, 88 S.Ct. 507, 19 
L.Ed.2d 576, supra are equality applicable to 
the area of video electronic surveillance. 
While we have discussed several of these 
requirements in the instant case our opin
ion should not be construed as an inventory 
of each of the necessary elements for such a 
warrant The degree of intrusiveness in
herent in video electronic surveillance de

mands unswerving adherence to each of the 
limitations placed upon the use of this de
vice. Moreover, because the use of this 
investigative technique poses a threat to 
the privacy of citizens, legislative scrutiny 
of the field and the enactment of specific 
guidelines would appear to be in order. 

We have considered defendant's remain
ing contentions and conclude that they are 
without merit. 

Accordingly, the order of the Appellate 
Division, 73 A.D.2d 136, 425 N.Y.S.2d 315 
should be affirmed. 

COOKE, C. J., and JASEN, JONES, 
WACHTLER, FUCHSBERG and MEYER, 
JJ., concur. 

Order affirmed. 

422 N.E.2d 515


52 N.Y.2d 657


The PEOPLE of the State of New

York, Respondent,


v. 

John DITTA, Appellant 

Court of Appeals of New York. 

May 12, 1981. 

Defendant was convicted before the 
Supreme Court, Queens County, Eugene 
Sharpe, J., of sexual abuse in the first de
gree, unlawful imprisonment in the second 
degree, criminal possession of a weapon in 
the fourth degree, endangering the welfare 
of a child, and menacing, and he appealed. 
The Supreme Court, Appellate Division, 77 
A.D.2d 604, 429 N.Y.S.2d 979, affirmed. 
Permission to appeal was granted. The 
Court of Appeals, Cooke, C. J., held that one 
may be convicted of sexual abuse in the 
first degree where he compels another per
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they wish to accept as a debtor and own
er of the security, and to reappraise the 
desirability of the loan originally made 
from the standpoint of the then value 
and condition of the security covered and 
the interest rate obtainable in the current 
money market. The Kennedy's sale of 
the mortgaged premises gave Hudson the 
option to make such decisions and reap
praisals, and as a result it has elected to 
declare the mortgage due and payable. 
The acceleration clause was one which 
the parties to the- mortgage agreed to in 
a fair and legal contract, and does not 
constitute a forfeiture or a penalty (Graf 
v. Hope Building Corp., 254 N.Y. 1, 171 
N.E. 884; Albertina Realty Co. v. Rosbro 
Realty Corp., 258 N.Y. 472, 180 N.E. 176." 
(63 Misc.2d 863, 866, 313 N.Y.S.2d 804, 
808.) 

[1] Clearly, the circumstances in a given 
case might be such as to restrict or restrain 
the mortgagee's right to accelerate under a 
due-on-sale provision such as that found in 
this case. Since the issue of mortgage fore
closure falls within the Court's equity juris
diction, the court sitting in equity may 
refuse to enforce the clause when accelera
tion of the due date would effect an uncon
scionable or unfair result. See, e.g., Lough
ery v. Catalano, 117 Misc. 393, 191 N.Y.S. 
436; Scheible v. Leinen, 67 Misc.2d 457, 324 
N.Y.S.2d 197; Clark v. Lachenmeier (1970, 
Fla.App. 237 So.2d 583; Gibralter Finance 
Corp. v. Rouse (1933), 145 Or. 89, 25 P.2d 
559; Mutual Federal S. & L. Assn. v. Wisc. 
Wire Works (1973), 58 Wis.2d 99, 205 
N.W.2d 762, 69 A.L.R.3rd 702; Mutual Fed
eral S. & L. Assn. v. American Med. Serv
ices, Inc. (1974), 66 Wis.2d 210, 223 N.W.2d 
921, 

There are no facts set forth which require 
such a result in this case. The only allega
tion in the complaint bearing upon defend
ant's reasons or motives for refusing to 
consent to the sale is to the effect that 
defendant's Pennsylvania agent had a fa
vored customer who wished to purchase the 
property at a price lower than that offered 
by plaintiff's purchaser. This allegation 
naturally carries with it the implication 

that defendant was not dealing in good 
faith and resorted to the due-on-sale clause 
so as to unconscionably and inequitably in
terfere with plaintiff's right of free aliena
tion. However, plaintiff's allegations in 
this regard are conclusory and his papers on 
the motion fail to come forward with any 
supporting evidentiary detail. Plaintiff's 
assertion that defendant's Pennsylvania 
agent gave assurances that defendant 
would approve the sale if made to the fa
vored customer is of no particular signifi
cance as it appears that similar assurances 
were made with respect to the proposed 
sale to plaintiff's preferred purchaser. In 
any event, it is far from clear whether the 
Pennsylvania concern was acting herein as 
defendant's agent, as such, with authority 
to modify or terminate defendant's mort
gage agreements with plaintiff or rather as 
a mere means of communication between 
the parties. No proof has been submitted 
that the Pennsylvania entity was authoriz
ed in writing to act on defendant's behalf 
regarding a waiver of defendant's right to 
accelerate in case of sale (General Obliga
tions Law, § 5-1111). 

Although the "due-on" device is frequent
ly employed, the appellate courts in our 
state have not as yet considered its legal 
effect. Perhaps, as suggested by Professor 
Leon Wein (Due On Sale in New York, 49 
N.Y. State Bar Journal 203 [1977] at p. 242: 
" * * * the legislature might devise a 
set of standards to restructure commercial 
morality as it is associated with the exten
sion of mortgage credit". 

[2] Accordingly, the motion for summa
ry judgment is granted to the extent of 
directing judgment in favor of the defend
ant declaring: (1) that the clause in ques
tion is not void and unenforceable according 
to its terms; (2) that defendant's refusal to 
consent to the sale of the mortgaged prop
erty to a financially responsible purchaser 
does not constitute, in and of itself, an 
unconscionable or inequitable exercise of its 
option to accelerate the balance due pursu
ant to the due-on-sale clause, which option 
is accordingly entitled to judicial enforce
ment. The first and fourth causes of action 
are dismissed. 
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SO Misc.2d 638 
The PEOPLE of the State of New York 

V . 

Marvin TEICHER, Defendant. 

Supreme Court, New York County,

Part 106.


June 2, 1977.


Dentist who was charged with sexual 
abuse of patients filed a motion to contro
vert the warrant to secretly place a camera 
in his dental offices to videotape the events 
of patients' visits, and to suppress the film 
obtained from use at the trial. The Su
preme Court, Robert M. Haft, J., held that: 
(1) the installation of video surveillance 
equipment and monitoring of the dentist's 
activities constituted a "search and seizure" 
within scope of the Fourth Amendment; (2) 
a visual observation may fall within the 
scope of "property" subject to seizure if it 
constitutes evidence or tends to demon
strate that an offense was committed; (3) a 
seizure will be legal if it is derived pursuant 
to a proper warrant, issued by a neutral 
magistrate; (4) the New York statutes au
thorize issuance of a warrant to videotape 
evidence and, in any event, the Supreme 
Court, in exercise of its inherent powers 
had authority to issue such a warrant; (5) 
the issuing court had ample reason to be 
satisfied with the personal credibility of the 
named informants and reliability of their 
information so that it had probable cause 
for issuing the warrant, and (5) the applica
tion and resulting order stated with suffi
cient particularity the place where video
tape camera was to be installed, the area 
and conduct which were to be observed, and 
how long such observations were to contin
ue. 

Defendant's motion denied. 

1. Searches and Seizures 7(1) 
The installation of video surveillance 

equipment and monitoring dentist's alleged 
sexual abuse of patients in his office was a 
"search and seizure" within scope of the 
Fourth Amendment. U.S.C.A.Const. 
Amend. 4. 

See publication Words and Phrases
for other judicial constructions and 
definitions. 

2.	 Telecommunications 494 
Title III of the Omnibus Crime Control 

Act of 1968 and its progeny, the state wire
tapping statutes, did not encompass video
taping or any means of electronic visual 
surveillance. 18 U.S.C.A. §§ 2510-2520; 
CPL 690.05 et seq., 700.05 et seq. 

3.	 Searches and Seizures 3.4 
Warrants for videotaping must comply 

with the guidelines promulgated by the Su
preme Court of the United States, since 
videotaping captures conversations by 
means of electronic surveillance; compli
ance would be accomplished if statutory 
requirements of New York eavesdropping 
statute were met. CPL 700.05 et seq. 

4. Searches and Seizures 3.1 
Since videotaping encompasses two 

components, visual surveillance and aural 
surveillance, the statute which deals exclu
sively with aural communication cannot 
alone serve as predicate for issuing a court 
order to videotape, and hence search war
rant statute must be examined to deter
mine if the seizure of visual images is with
in the ambit of its search warrant provi
sions. CPL 690.05, subd. 2, 690.10, subd. 4, 
700.05 et seq. 

5. Searches and Seizures 7(10) 
A visual observation may fall within 

the scope of "property" subject to seizure if 
it constitutes evidence or tends to demon
strate that an offense was committed. 
CPL 690.10, subd. 4. 

See publication Words and Phrases
for other judicial constructions and 
definitions. 

6.	 Searches and Seizures 3.1 
The seizure that results from obtaining 

visual observation of a crime in progress in 
a private place will be legal if it is derived 
pursuant to a proper warrant issued by a 
neutral magistrate. CPL 690.05 et seq. 

7.	 Searches and Seizures 3.4 
The Supreme Court has inherent power 

to issue a videotape order to assist in crimi
nal investigation. 
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8. Criminal Law	 207(3) 
Searches and Seizures 3.4 

The New York Supreme Court's juris
diction and power are coextensive with au
thority exercised in 1776 by the Kings 
Bench and Court of Chancery in England, 
as well as the Supreme Court of the colony 
of New York, which powers include the 
right to assist in investigation of criminal 
activity by issuing search and arrest war
rants. Judiciary Law § 140-b. 

9. Searches and Seizures	 3.4 
CPL Articles 690 and 700, read togeth

er, authorize the issuance of a warrant to 
videotape evidence in assisting criminal in
vestigations and, in any event, the Supreme 
Court, in exercise of its inherent power, had 
authority to issue such a warrant so long as 
it conformed to the Fourth Amendment 
requirements of probable cause, particulari
ty, and limitation of scope. CPL 690.05 et 
seq., 700.05 et seq.; U.S.C.A. Const. Amend. 
4. 

10. Searches and Seizures 3.6(2) 
Where application for warrant to se

cretly place a camera in dentist's offices to 
videotape alleged sexual abuses of patients 
consisted of affidavit from detective, the 
county district attorney and assistant dis
trict attorney based on information supplied 
by patients whose accounts were somewhat 
corroborated, the issuing court had ample 
reason to be satisfied with both the person
al credibility of the named informants and 
the reliability of their information so that 
warrant was based on probable cause. CPL 
690.05 et seq., 700.05 et seq.; U.S.C.A.Const. 
Amend. 4. 

11.	 Searches and Seizures 3.7 
A search warrant must state with par

ticularity the persons or places authorized 
to be searched and the things to be seized so 
that an executing officer can reasonably 
identify them; to protect one's right of 
privacy from arbitrary governmental intru
sions, nothing should be left to discretion of 
the searcher in executing the warrant, but 
hypertechnical accuracy and completeness 
of description need not be attained; rather, 
the warrant must be viewed from the 

standpoint of common sense. U.S.C.A. 
Const. Amend. 4. 

12. Searches and Seizures 3.7 
The descriptions in search warrant and 

the accompanying affidavits should be suf
ficiently definite to enable the searcher to 
identify the persons, places, or things that 
the neutral magistrate has previously deter
mined should be searched or seized. U.S.C. 
A.Const. Amend. 4. 

13. Searches and Seizures 3.7 
Where warrant to secretly place a cam

era in dental offices provided that camera 
should remain in stationary position and to 
point only towards dental chair in which 
consenting females would be seated and 
that equipment would be turned on only 
when consenting females had appointments 
in order to visually capture dentist's activi
ties which were expected to be similar to 
that which had reportedly occurred in the 
past with three other patients, the instruc
tions for officers conducting the search ap
peared to be sufficiently particularized so 
that warrant could not be struck down on 
grounds of lack of particularity. CPL 690.
05 et seq., 700.05 et seq.; U.S.CA.Const. 
Amend. 4. 

14. Searches and Seizures 3.7 
Technical errors in a portion of descrip

tion of premises to be searched will not 
invalidate a warrant if the premises can be 
identified with reasonable effort and there 
is no reasonable probability that a search 
may be made of premises other than those 
intended to be searched under the warrant. 
U.S.C.A.Const. Amend. 4. 

15. Criminal Law 394.4(7) 
Dentist prosecuted, for sexual abuse of 

patients, was not entitled to suppression of 
film obtained from use of videotape on 
ground that the videotape camera installed 
pursuant to warrant was not placed in the 
first examining room on the left, as stated 
in affidavit, where order required visual 
surveillance equipment to be installed at a 
certain address on the first floor, where 
defendant had his offices, where he en
gaged in practice of dentistry, and where 
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his patients received treatment, and if the 
videotaping occurred in the "second" in
stead of "first" room, there was no dispute 
that the defendant did treat the undercover 
policewoman in the room in which the vi
deotaping occurred. CPL 690.05 et seq., 
700.05 et seq.; U.S.C.A.Const. Amend. 4. 

16. Criminal Law 3S4.4(6) 
Dentist, prosecuted for sexual abuse of 

patients, was not entitled to suppression of 
film obtained from videotape camera on 
ground that specific acts which the video
tape equipment intended to capture on film 
were not delineated with sufficient particu
larity in the warrant, where affidavit set 
forth in minute detail the acts allegedly 
perpetrated against first three complaining 
patients and sought evidence of similar acts 
that might be committed against undercov
er police agent or other patients cooperat
ing with the authorities; the prosecution 
was not required to attempt to read the 
mind of the defendant and state explicitly 
each and every act it believed he would 
commit. CPL 690.05 et seq., 700.05 et seq.; 
U.S.C.A.Const. Amend. 4. 

17.	 Searches and Seizures 3.6(1) 
A warrant to secretly place a camera in 

dentist's offices to videotape alleged sexual 
abuses of patients was not invalid for fail
ure to provide adequately for minimization, 
where affidavit indicated that monitoring 
would occur only when consenting females 
were patients, and it was apparent from the 
use of plural "consenting females" that dis
trict attorney was contemplating the use of 
more than one undercover or cooperative 
patient within the 30-day period and had 
not made any decision as to the number. 
CPL 690.05 et seq., 700.05 et seq.; U.S.C.A. 
Const Amend. 4. 

18. Criminal Law 394.6(2) 
Dentist, prosecuted for sexual abuse of 

patients, was not entitled to suppression of 
film obtained from use of videotape camera 
on ground that extraordinary use of video
tape was unwarranted because other inves
tigative tools were available to the govern

1.	 A survey of other jurisdictions reveals that 
many courts have considered the introduction 

ment in pursuit of its investigation, where 
use of consensual aural recording proved to 
be of minimal assistance, use of undercover 
agent alone could yield little in the way of 
additional evidence, particularly during pe
riod when agent was expected to be ren
dered unconscious or semiconscious, and 
principal reason for use of videotape was to 
obtain information during period when 
drugs had taken their full effect, since none 
of the earlier victims were able to relate 
what sexual activities had taken place be
fore their return to consciousness. CPL 
690.05 et seq., 700.05 et seq.; U.S.CA.Const. 
Amend. 4. 

Robert M. Morgenthau, Dist. Atty. of 
New York County, by Linda Fairstein, Asst. 
Dist. Atty., for the People. 

Rothblatt, Rothblatt, Seijas & Peskin, by 
Steven Peskin, New York City, for the de
fendant. 

ROBERT M. HAFT, Judge. 

Defendant, a practicing dentist in the 
Chelsea district in Manhattan, is charged 
with three counts of sexual abuse in the 
first degree, arising from his alleged sexual 
touching and fondling of three of his fe
male patients after he had injected certain 
drugs (sodium secobarbitol and valium) for 
the purpose of dental extractions. It is the 
People's contention that the drugs rendered 
the patients "physically helpless" and thus 
incapable of consenting to the sexual con
tact. 

The last of these patients was an under
cover policewoman and in conjunction with 
arranging her appointment with defendant 
for the extraction of a wisdom tooth, the 
People applied for and obtained a warrant 
from a Justice of the Supreme Court to 
secretly place a camera in defendant's den
tal offices to videotape the events of the 
visit. Defendant's motion to controvert 
this warrant and suppress the film obtained 
from use at the trial presents several novel 
issues of first impression.1 

of videotape evidence, but none have done so 
in the context of evidence acquired by court 
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Defendant contends that suppression is 
required. He claims that the installation of 
video surveillance equipment and the moni
toring and taping of his activities within his 
office was a search and seizure within the 
meaning of the Fourth Amendment, and 
that this search and seizure were unreason
able for the following reasons: 

1. There is no statutory authority in this 
State for the issuance of an order to video
tape. 

2. The order was improper because the 
, accompanying affidavits	 are based on un

supported hearsay and therefore fail to es
tablish probable cause. 

3. The order was invalid, in any event, 
because it did not conform to the minimal 
constitutional standards established for 
electronic eavesdropping by not specifying: 
(a) the precise location where the camera 
was to be installed, (b) the precise activities 
and area to be observed, (c) the manner in 
which minimization was to be accomplished 
and (d) a reasonable limitation during 
which surveillance was to continue. 

4. The order was improvidently granted 
since normal investigative procedures had 
not been exhausted before the radical tech
nique of videotaping was employed. 

The Fourth Amendment provides: 
"The right of the people to be secure in 

their persons, houses, papers, and effects, 

order of transactions in a person's private of
fice. (See e. g., State v. Hewett, 86 Wash.2d 
487, 545 P.2d 1201 [Sup.Ct.Wuh.1976], video
taping of a deposition; Hendricks v. Swenson, 
456 F.2d 503 [8th Cir. 1972] and State v. Lusk, 
452 S.W.2d 219 [Mo. 1970]. videotaping of con
fessions, People v. Heading, 39 Mich.App. 126, 
197 N.W.2d 325 [Ct. of App. Mich. 1972], video
taping of a lineup; Mikus v. United States. 433 
F.2d 719 [2d Cir. 1970], videotaping of a bank 
robbery; Avery v. State, 15 Md.App. 520, 292 
A.2d 728 [Ct. of Spec. App.Md.], app. dsmd. 
410 U.S. 977, 93 S.Ct. 1499, 36 L.Ed.2d 173 
[1972], videotaping in private home with con
sent of the owner of defendant engaging in 
assault). 
Other than the use of videotaping trials, e. g. 
"Note, Videotaped Trials, a Practical Evalua
tion and Legal Analysis." 26 Stanford L.Rev. 
619 (1974), few articles deal with videotaping 
as a method of obtaining evidence (see "Crimi
nal Prosecution Videotape Film." 60 A.L.R.3d 

against unreasonable searches and sei
zures, shall not be violated, and no war
rants shall issue, but upon probable cause, 
supported by oath or affirmation, and 
particularly describing the place to be 
searched, and the person or things to be 
seized." 

The Supreme Court in Katz v. United 
States, 389 U.S. 347, 353, 88 S.Ct. 507, 19 
L.Ed.2d 576 (1967), held that whether the 
police have conducted a search within the 
meaning of the Fourth Amendment does 
not depend upon a property right in the 
invaded place, but rather upon whether the 
area is one in which there is reasonable 
expectation of freedom from governmental 
intrusion. Traditionally, a doctor's office 
has been so regarded (Mancusi v. DeForte, 
392 U.S. 364, 88 S.Ct. 2120, 20 L.Ed.2d 1154 
[1968]; People v. Abruzzi, 52 A.D.2d 499, 
385 N.Y.S.2d 94 [2nd Dept. 1976], aff'd 42 
N.Y.2d 813, 396 N.Y.S.2d 649, 364 N.E.2d 
1342 (1977). 

Further, courts have employed the Katz 
expectation of privacy rationale to provide 
security from nonjudicially sanctioned visu
al surveillance of private places and actions 
(People v. Abruzzi, supra).2 

[1] There is no doubt that the installa
tion of video surveillance equipment and 
the monitoring of Dr. Teicher's activities in 
his office was, indeed, a search and seizure 
within the scope of the Fourth Amendment. 

333: Ward, "Judicial Administration—Techno
logical Advances—Use of Videotape in the 
Courtroom and the Stationhouse," 20 DePaul 
L.Rev. 924 (1971); Hodges. "Electronic Visual 
Surveillance and the Fourth Amendment: The 
Arrival of Big Brother?", 3 Hastings Const. L.Q. 
261 (1976)). 

2.	 See People v. Terrell, 53 Misc.2d 32, 277 N.Y. 
S.2d 926 [Sup.Ct., Bronx Co., 1967], aff'd 30 
A.D.2d 644,291 N.Y.S.2d 1002 [1st Dept. 1968]: 
People v. Diaz. 85 Misc.2d 41, 376 N.Y.S.2d 849 
[Cr.Ct.N.Y.Co.1975]; Jacobs v. Superior Ct. of 
Stanislaus County, 36 Cal.App.3d 489. III Cal. 
Rptr. 449 (Ct. of App., 5th Dist. 1973]; State v. 
Person. 34 Ohio Misc. 97, 298 N.E.2d 922 
(Mun.Ct. Toledo 1973]; State v. Di Bartolo, 276 
So.2d 291 [Sup.Ct.La.1973]; of. cases predating 
Katz, decided on the same basis, Californiav. 
Hurst. 325 F.2d 891 [9th Cir. 1963] and Brock 
v. United States. 223 F.2d 681 [5th Cir. 1955]. 
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The defendant argues that issuance of the 
instant warrant was entirely without statu
tory authority. It is his position that a 
warrant may issue subject only to a specific 
statute and that search and seizure by vi
deotape is not provided by either CPL Arti
cle 690 or Article 700 (the New York stat
utes dealing with the issuance of warrants). 

The order and underlying affidavits sub
mitted to the issuing court do not specifical
ly state that this warrant was issued pursu
ant to Article 690 or 700 or both. However, 
the application for the warrant clearly indi
cates an effort to comply with the stricter 
and more particularized formulations of 
CPL Article 700, the eavesdropping statute, 
as well as to show probable cause for its 
issuance pursuant to Article 690. 

CPL section 700.15 states as follows: 
"An eavesdropping warrant may issue 

only: 
'1. Upon an appropriate application 

made in conformity with this article; and 
'2. Upon probable cause to believe 

that a particularly described person is 
committing, has committed, or is about to 
commit a particular designated offense; 
and 

'3. Upon probable cause to believe 
that particular communications concern
ing such offense will be obtained through 
eavesdropping; and 

'4. Upon a showing that normal inves
tigative procedures have been tried and 
have failed, or reasonably appear to be 
unlikely to succeed if tried, or to be too 
dangerous to employ; and 

'5. Upon probable cause to believe 
that the facilities from which, or the 
place where the communications are to be 
intercepted, are being used, or are about 
to be used, in connection with the com
mission of such offense, or are leased to, 
listed in the name of, or commonly used 
by such persons.'" 
[2] The process of videotaping consists 

of the simultaneous use of a camera and 

3.	 Videotaping was invented by Ampex Corp. of 
Redwood City, California, in 19S6. It received 
widespread acceptance in the business commu
nity starting in 1963 with the advent of smaller 

microphone to convert light energy and 
sound waves into electronic impulses, which 
impulses are stored on magnetic tape that 
can be played back to recreate the audio 
and visual scene so recorded (Ward, "Judi
cial Administration—Technological Ad
vances—Use of Videotape in the Courtroom 
and Stationhouse," 20 DePaul L.Rev. 924 
(1971). Thus, videotaping does appear to be 
a device for "mechanically overhearing a 
conversation" as that term is defined in 
Penal Law, section 250.00(2) and used in 
Article 700 of the CPL. It does, however, 
add a new dimension of visual pickup to the 
normal means of eavesdropping, which fo
cuses solely on capturing aural evidence. 
The courts, the legislature, and commenta
tors agree that Title III of the Omnibus 
Crime Control Act of 1968, 18 U.S.C. 
§§ 2510-2520 and its progeny, the state 
wiretapping statutes, did not encompass vi
deotaping or any means of electronic visual 
surveillance (see Avery v. State, supra, 15 
Md.App. 520,292 A.2d 728 [Ct. of Spec.App. 
Md.], app. dsmd. 410 U.S. 977, 93 S.Ct. 1499, 
36 L.Ed.2d 173 [1972], Senate Report No. 
1097, 90 Cong.2d Sess. [1968] 1968 U.S. Code 
Congressional and Administrative Sews, p. 
2153 et seq.; Hodges, "Electronic Visual 
Surveillance and the Fourth Amendment: 
The New Arrival of Big Brother?", 3 Has
tings Const.L.Q. 261 [1976]). Our Legisla
ture in drafting section 700.15 seemed not 
to have considered ft. 

[3] When, in 1968, most eavesdropping 
statutes were redrafted to comport with the 
requirements set forth by the Supreme 
Court in Katz v. United States, supra and 
Berger v. Sew York, 388 U.S. 41, 87 S.Ct. 
1873,18 L.Ed.2d 1040 (1967) (Senate Report 
No. 1097 supra; Practice Commentary, 
McKinney's Cons. Laws of New York, CPL, 
Book 11A, p. 243), videotaping in industry, 
government and education was not wide
spread though it had been in use since 
1956.3 Certainly, warrants for videotaping 
must comply with the guidelines of Katz 

portable models of closed circuit systems. 
(See Ward. Comment Judicial Administra
tion—Technological Advances, supra.) 
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and Berger, since videotaping does capture 
conversations by means of electronic sur
veillance. Compliance would be accom
plished if the statutory requirements of Ar
ticle 700 are met. (See United States v. 
Cirillo, 499 F.2d 872 [2d Cir. 1974], uphold
ing the constitutionality of the CPL eaves
dropping provisions.) Consequently, al
though the warrant ordered here was not 
explicitly issued pursuant to CPL Article 
700, it must at least meet the standards 
imposed by that statute to pass muster. 

[4] Since videotaping encompasses two 
components—visual surveillance and aural 
surveillance—Article 700 of the CPL which 
deals exclusively with aura! communication 
cannot alone serve as predicate for issuing a 
court order to videotape. We must, there
fore, examine Article 690 to determine if 
the seizure of visual images is within the 
ambit of its search warrant provisions. 

Section 690.05(2) of the CPL, in pertinent 
part, provides: 

"A search warrant is a court order and 
process directing a police officer to con
duct a search of designated premises, 
. . . or of a designated person, for 
the purpose of seizing designated proper
ty or kinds of property . . .." 
[5] "Property" subject to seizure is 

defined in section 690.10(4) to include prop
erty which "constitutes evidence or tends to 
demonstrate that an offense was committed 

that a particular person participated in 
the commission of an offense." Thus, a 
visual observation may fall within the scope 
of property subject to be seized if it consti
tutes evidence or tends to demonstrate that 
an offense was committed. 

[6] Courts that have had occasion to 
consider the seizure that results from ob
taining visual observations of a crime in 
progress in a private place, all indicate that 
the seizure will be legal if it is derived 
pursuant to a proper warrant Issued by a 
neutral magistrate (People v. Abruzri, 52 
A.D.2d 499, 385 N.Y.S.2d 94 (2d Dept. 1976), 
affd., 42 N.Y.2d 813, 396 N.Y.S.2d 649, 364 
N.E.2d 1342, 1977) and other cases cited 
supra, page 503, 385 N.Y.S.2d page 97, n.2. 

In Abruzzi, the Appellate Division, Second 
Department, found that visual observations 
by police in the course of committing a 
trespass on a doctor's property without a 
warrant, after having received complaints 
of sexual misconduct from the doctor's pa
tients, was a search and seizure in violation 
of the Fourth Amendment. Implicit in this 
ruling, however, is the fact that a search 
warrant under CPL Article 690 could have 
issued to permit the police to make observa
tions from a private place. 

It thus appears that the issuance of a 
warrant to obtain Doth visual and aural 
surveillance must meet the tests of both 
Articles 690 and 700 of the CPL. However, 
neither article explicitly contemplates the 
means employed herein—namely video
tape—but both read together would seem to 
encompass this situation. Whether or not 
Articles 690 and 700 explicitly authorize 
videotaping, the People urge an alternate 
theory: the inherent power of the Supreme 
Court to assist in criminal investigations 
and to issue the necessary judicial process 
as authority for the promulgation of a war
rant to videotape. It is contended that the 
legislature in specifying the procedures for 
the issuance of search warrants and elec
tronic eavesdropping warrants had not 
sought to limit the court's inherent power 
and that nothing precludes the issuance of a 
court order for videotaping so long as the 
order conforms to the dictates of the 
Fourth Amendment. 

[7, 8] This court agrees that there is in
herent power to issue a videotape order. 
The Supreme Court in Katz and Berger, 
supra, permitted electronic eavesdropping 
pursuant to warrant under certain strict 
minimal standards. It did not mandate 
that eavesdropping could only be performed 
pursuant to statutory authority. Indeed, 
historically, trial courts throughout the 
country have exercised their inherent right 
to issue search warrants. In New York, 
this power dates back to pre-revolutionary 
days (Hamlin & Baker, Supreme Court of 
the Judicature of the Province of New 
York, 1691-1704, pp. 68-77). The New 
York Supreme Court's jurisdiction and pow
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er are coextensive with the authority exer
cised in 1776 by the Kings Bench and Court 
of Chancery in England, as well as the 
Supreme Court of the Colony of New York 
(Judiciary Law, § 140-b; Matter of Stein-
way, 159 N.Y. 250, 258, 53 N.E. 1103, 1105 
[1899]). These powers include the right to 
assist in investigation of criminal activity 
by issuing search and arrest warrants and 
those warrants were not issued pursuant to 
explicit statutory authority (see 1 M. Hale, 
The History of the Pleas of the Crown, 
577-78 [1st Amer. ed. 1847]; 2 M. Hale, id. 
113-14; 149-150). 

[9] Thus, this court holds that CPL Ar
ticles 690 and 700, read together, authorize 
the issuance of a warrant to videotape evi
dence and, in any event, the Supreme 
Court, in the exercise of its inherent pow
ers, had the authority to issue such a war
rant so long as it conformed to the Fourth 
Amendment requirements of probable 
cause, particularity, and limitation of scope. 
The defendant has additionally challenged 
the videotape warrant on each of those 
grounds which must now be severally con
sidered. 

The application for the warrant consists 
of affidavit from Detective Inge Macri of 
the Manifest Sex Crimes Squad of the 
New York City Police Department, New 
York County District Attorney Robert M. 
Morgenthau and Assistant District Attor
ney Leslie Snyder. The Macri affidavit 
outlines the facts underlying the application 
based upon the statements of three young 
female patients alleged to be victims of the 
defendant's sexual abuse.4 The other two 
affidavits refer, in turn, to the Macri affi
davit and opine that there are no other 
investigative procedures which were not 
tried which might prove successful. 

Defendant argues that a finding of prob
able cause may not be made solely on hear
say allegations unless there is substantial 
basis for crediting that evidence. He main
tains that if the court were to apply the 
established Aguilar-Spinelli analysis to Det. 

Macri's affidavit, it would have to contro
vert the warrant, because the reliability of 
the informants and their information were 
not established. 

In Aguilar v. Texas, 378 U.S. 108,84 S.Ct. 
1509, 12 L.Ed.2d 723 (1964), the Supreme 
Court established a two-pronged test to de
termine the reliability of hearsay allega
tions. The first prong, the veracity test, is 
directed at the trust worthiness of the per
son supplying the information and requires 
the affiant to set forth the reasons which 
led him to conclude that the informer was 
credible or that his information was relia
ble. The second prong, or basis of knowl
edge test, concerns the trustworthiness of 
the information and requires that the affi
ant state the facts and circumstances relied 
on by the informer in reaching his conclu
sions. In Spinelli v. United States, 393 U.S. 
410, 89 S.Ct. 584, 21 L.Ed.2d 637 (1969), the 
Supreme Court supplemented Aguilar by 
suggesting new methods of satisfying the 
two-pronged analysis. Thus, the Supreme 
Court found that as to the first prong—the 
veracity test—either personal credibility or 
informational reliability may be satisfied by 
independent verification of the hearsay. In 
United States v. Ventresca, 380 U.S. 102, 85 
S.Ct. 741, 13 L.Ed.2d 684 (1965), followed in 
Spinelli, the court held that the second 
prong might be satisfied absent a statement 
recounting the manner in which the infor
mation was gathered, by providing so de
tailed a description of the suspect's criminal 
activity as to constitute self-verification. 
The New York Court of Appeals has taken 
a parallel tack and permitted additional and 
similar means of meeting the Aguilar 
guidelines. (See People v. Hanlon, 36 
N.Y.2d 549, 557, 369 N.Y.S.2d 677, 330 

N.E.2d 631 [1975]). 

The reliability of the information fur
nished the affiant is usually established by 
a statement that the unnamed "informer" 
has in the past furnished information lead
ing to arrest and conviction of others. (See 
People v. Slaughter, 37 N.Y.2d 596, 376 

4. Two of these three patients testified before the Grand Jury, reaffirming their statements to 
Det. Macri. 
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N.Y.S.2d 114, 338 N.E.2d 622 [1975]; People 
v. Hendricks, 25 N.Y.2d 129, 303 'N.Y.S.2d 
33, 250 N.E.2d 323 [1969].) But such is not 
the case here. The three informants are 
named citizens who claimed to be victims of 
the crimes alleged against the defendant. 

In People v. Wheatman, 29 N.Y.2d 337, 
345, 327 N'.Y.S.2d 643, 647, 277 N.E.2d 662, 
665 (1971), cert. den. sub. nom. Marcus v. 
New York, 409 U.S. 1027, 93 S.Ct. 460, 34 
L.Ed.2d 321 the Court of Appeals indicated 
that a magistrate may rely on information 
where two or more informants tend to con
firn: the information each gave. In this 
case, each victim gave a very detailed 
account of defendant's abusive actions. De
fendant's pattern of conduct as to each 
victim was quite similar. Little variation 
can be found in the accounts. Thus, each 
victim's account tended to corroborate the 
others and served to negate the likelihood 
that the complainants were suffering from 
drug-induced delusions or hallucinations or 
that their information based on first-hand 
knowledge was unreliable. 

Moreover, courts have traditionally 
viewed named citizen-informants in a dif
ferent light from undisclosed informers, 
giving the former much greater credence. 
People v. Hicks. 38 N.Y.2d 90, 378 N.Y.S.2d 
660, 341 N.E.2d 227 (1975).5 In this case, 
the detailed version of any one of the vic
tim-informants would have provided suffi
cient probable cause for defendant's arrest.6 

The fact that they might be subject to 
criminal or civil action for false arrest or 
malicious prosecution would be an addition
al basis for assuming a lack of fabrication. 
(Adams v. Williams, 407 U.S. 143, 92 S.Ct. 
1921, 32 L.Ed.2d 612 [1972].) 

Furthermore, there was some corrobora
tion of their accounts. The defendant ad

5.	 Also see State v. Kurland. 130 N.J.Super. 110. 
325 A.2d 714 (Super.Ct.N.J.1974); People v. 
Hill, 12 Cal.3d 731. 117 Cal.Rptr. 393. 528 P.2d 
1 (Sup.Ct.Cal.1974); State v. Watkins, 228 
N.W.2d 635 (Sup.Ct.S.Dak. 1975); State v. 
O'Bryan. 96 Idaho 548, 531 P.2d 1193 (Sup.Ct. 
Ida. 1975); State v. Bluain, 315 So.2d 749 (Sup. 
Ct.La.1975); State v. Drake, 224 N.W.2d 476 
(Sup.Ct.lowa 1974); State v. Jones, 110 Ariz. 
546, 521 P.2d 978 (Sup.Ct.Ariz.1974); Guzew

mitted to Det. Macri administering drugs to 
the first patient although claiming one of 
the side effects of those drugs could be 
hallucinations (Macri Aff. Par. 11A). Fol
lowing the second patient's complaint, that 
complainant was asked to return to defend
ant's office wearing a Kel recording and 
transmitting device which, notwithstanding 
much interference and inaudibility, did rec
ord defendant's admission that he had 
kissed her and enjoyed it: "Yes, very much, 
very very much, very much." (Macri Aff., 
Par. 11B.) This same patient arranged a 
"date" at ,a bar with defendant at the re
quest of the District Attorney, which was 
recorded but the only significant statement 
by defendant was that the patient had 
thrown her arms around him and given him 
a "fat kiss" and that "it's not the first time 
it has happened." (Macri Aff., Par. 11C.) 
After the third patient's complaint, a tape 
device on her phone recorded defendant 
asking her for a date and expressing a 
desire to come to her apartment, as no one 
would know him there, and that he would 
bring his "bag of goodies" from the office 
on this "house call" (Macri Aff., Par. 11F). 

[10] For the reasons indicated, the issu
ing court had ample reason to be satisfied 
with both the personal credibility of the 
named informants and the reliability of 
their information. Thus, the warrant was, 
indeed, based on probable cause and defend
ant's arguments must fail. 

[11,12] Defendant further contends 
that the application and the resulting order 
do not state with sufficient particularity 
the place where the videotape camera was 
to be installed, what area and conduct were 
to be observed, and how long such observa
tions were to continue. A warrant must 
state with particularity the persons or 

icz v. Comm., 212 Va. 730, 187 S.E.2d 144 
(Sup.Ct.Va.1972). 

6.	 The People claim that fairness dictated that 
defendant, a professional man, with no prior 
criminal record, who had denied the allegations 
made against him, should not have been sum
marily arrested without the additional corrobo
ration which the videotape was intended to 
provide. 
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places authorized to be searched and the 
things to be seized so that an executing 
officer can reasonably identify them (Steele 
v. United States No. 1, 267 U.S. 498, 503, 45 
S.Ct. 414, 69 L.Ed. 757 [1925]; People v. 
Sieves, 36 N.Y.2d 396, 369 N.Y.S.2d 50, 330 
N.E.2d 26 [1975]). Thus, to protect one's 
right of privacy from arbitrary governmen
tal intrusions, nothing should be left to the 
discretion of the searcher in executing the 
warrant (Matron v. United States, 275 U.S. 
192, 196, 48 S.Ct. 74, 72 L.Ed. 231 [1927]; 
People v. Nieves, supra). This does not 
mean, however, that hypertechnical accura
cy and completeness of description must be 
attained; rather, the warrant must be 
viewed from the standpoint of common 
sense (United States v. Ventresca, supra, 
380 U.S. at 108, 85 S.Ct. 741; People v. 
Hendricks, supra, 25 N.Y.2d at 137, 303 
N.Y.S.2d at 39, 250 N.E.2d at 327). The 
descriptions in the warrant and the accom
panying affidavits should be sufficiently 
definite to enable the searcher to identify 
the persons, places, or things that the neu
tral magistrate has previously determined 
should be searched or seized (People v. 
Nieves, supra). 

[13] The warrant in this case provided 
for the installation of a videotape recorder 
in defendant's offices at 167 Eighth Avenue 
on the first floor. The affidavit provides 
that "(t)he camera will remain in a station
ary position and will point only towards the 
dental chair in which the consenting fe
males will be seated" and "(t)he equipment 
will be turned on only when the consenting 
females have appointments" with the de
fendant in order to visually capture defend
ant's activities which were expected to be 
similar to that which had reportedly oc
curred in the past with three other patients. 
The instructions for the officers conducting 
the search appear to be sufficiently particu
larized and so the warrant may not be 
struck down on the grounds of a lack of 
particularity. 

[14, 15] Defendant also maintains that 
the camera was not placed in the first ex
amining room on the left, as stated in the 
Macri affidavit, but in the second room and, 

therefore, the resulting search and seizure 
was invalid. It is clear that the order and 
affidavit required the visual surveillance 
equipment to be installed at 167 Eighth 
Avenue on the first floor, where defendant 
had his offices, where he engaged in the 
practice of dentistry, and where his patients 
received treatment This is precisely what 
was done. If, indeed, the videotaping oc
curred in the "second" instead of the "first" 
room, there is no dispute that the defendant 
did treat the undercover police woman in 
the room in which the videotaping occurred. 
The reference to the "first" examining 
room in the warrant is no more than a mere 
technical error. Technical errors in a por
tion of the description of the premises to be 
searched will not invalidate a warrant if the 
premises can be identified with reasonable 
effort and there is no reasonable probability 
that a search may be made of premises 
other than those intended to be searched 
under the warrant (People v. Sprague, 47 
A.D.2d 510, 367 N.Y.S.2d 598 [3d Dept. 
1975]; People v. Gatteges, 80 Misc.2d 266, 
362 N.Y.S.2d 1000 [Sup.Ct., Kings Co., 
1975];- People v. Mongno, 67 Misc.2d 815, 
325 N.Y.S.2d 62 [Sup.Ct., Queens Co., 
1971]). . 

[16] Defendant's argument that the spe
cific acts which the videotape equipment 
intended to capture on film are not deline
ated with sufficient particularity is spe
cious. The affidavit sets forth in minute 
detail the acts allegedly perpetrated against 
the first three complaining patients and 
seeks evidence of similar acts that may be 
committed against undercover police agents 
or other patients cooperating with the au
thorities. Such a description is sufficient 
The prosecution does not have to attempt to 
read the mind of the defendant and state 
explicitly each and every act it believes he 
will commit It is enough to couple the 
evidence sought—namely, defendant's ac
tions to be recorded—to the specific type of 
criminal behavior he it alleged to have com
mitted in the past 

[17] Defendant additionally urges that 
the warrant fails to provide adequately for 
minimization; in particular, he points to the 
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last paragraph of the order which states 
that "the order shall not automatically ter
minate when a photographic record of the 
activities described herein has first been 
obtained but in no event shall it exceed 30 
days . . . " Defendant claims that 
CPL 700.30(7) mandates that a warrant 
must terminate upon attainment of its ob
jective; otherwise it is overly broad and 
invalid. However, this warrant calls for 
minimization in the prior paragraph, and 
the affidavit indicates that monitoring 
would occur only when consenting females 
were patients. Furthermore, it is quite ap
parent from the use of the plural "consent
ing females" that the District Attorney was 
contemplating the use of more than one 
undercover or cooperative patient within 
the thirty-day period and had not made any 
decision as to the number. Thus, even if he 
were successful in obtaining evidence as to 
one patient, he desired the option of pursu
ing the matter on the ground that the de
fendant's conduct was a repeated ongoing 
crime. The continuing repetitious crime 
theory has been accepted in various gam
bling cases (see People v. Gnozzo, 31 N.Y.2d 
134, 335 N.Y.S.2d 257, 286 N.E.2d 706 
[1972]). This court finds that the warrant 
provided for adequate minimization and 
only limited intrusion. 

[18] Lastly, defendant argues that the 
extraordinary use of videotape was unwar
ranted because other investigative tools 
were available to the government in its 
pursuit of this investigation. This court 
disagrees. The use of consensual aural re
cording had proved to be of minimal assist
ance. The use of an undercover agent 
alone, suggested as an alternative by de
fendant, could yield little in the way of 
additional evidence, particularly during the 
period when the agent was expected to be 
rendered unconscious or semi-conscious. 
The principal reason for the use of the 
videotape was to obtain information during 
the period when the drugs had taken their 
full effect since none of the earlier victims 

7.	 Of course, since the defendant was actually 
arrested at the time of the videotaping of his 
encounter with the first undercover policewom

were able to relate what sexual activities 
had taken place before their return to con
sciousness. Such activity could take place 
in complete silence, and the expected high 
level of extraneous background noise in a 
dentist's office rendered an electronic 
eavesdropping device useless. Further, the 
personal safety and dignity of any female 
police agent would be jeopardized if a back
up team were not able to monitor the trans
action and put a stop to it before any sexual 
act was culminated. 

Accordingly, the defendant's motion to 
controvert the warrant and suppress the 
videotape is in all respects denied. 

90 Misc.2d 673 
Joan SHEEHAN, Plaintiff, 

v.


Michael SHEEHAN, Defendant


Supreme Court, Special Term,

Nassau County, Part V.


June 3, 1977.


Divorced wife, who obtained money 
judgment based on ex-husband's default in 
payment of alimony and child support, 
moved by order to show cause to compel 
bank, as trustee of funds deposited in profit 
sharing retirement plan, "Keogh Plan," to 
pay over to sheriff a sum sufficient to satis
fy the judgment with interest The Su
preme Court, Eli Wager, J., held that the 
funds were in a "self-settled trust," that is, 
funds voluntarily paid over by depositor for 
his own ultimate benefit, revocable at will, 
and were not insulated from wife as ex-hus
band's creditor. 

Plaintiffs motion granted. 

an, further visual surveillance within the 30 
day period became academic. 
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Roberts Flying Service, Inc., et al. 

F.C.C. 71R-220 
BEFORE THE 

FEDERAL COMMUNICATIONS COMMISSION 

WASHINGTON, D.C. 20554 

In Re Applications of 
ROBERTS FLYING SERVICE, INC., LAKELAND, Docket No. 18870 

FLA. File No. 86-A-RL
109 

LAKELAND FLYING SERVICE, INC., LAKELAND, Docket No. 18871 
FLA. File No. 65-A-L-99 

For Aeronautical Advisory Station to

Serve the Lakeland Municipal Airport,

Lakeland, Fla.


MEMORANDUM OPINION AND ORDER 

(Adopts July 11, 1971; Released July 15, 1971) 

BY THE REVIEW BOARD: 

1. This proceeding involves the mutually exclusive applications of 
Roberts Flying Service, Inc. (Roberts) for renewal of its license for 
aeronautical advisory Station KJA7 serving Lakeland Municipal Air
port, Lakeland, Florida, and of Lakeland Flying Service, Inc. (Lake
land) for authorization to construct such a station at the same loca
tion. The applications were designated for hearing by Commission 
Order, FCC 70-573, released June 9, 1970, 23 FCC 2d 592, on various 
issues, including inter alia. an issue to determine whether Roberts has 
operated its station in violation of the requirements of impartiality 
in supplying information as to the availability of ground services as 
set out by Section 87.257 of the Commission's Rules.1 At the hearing, 
the Examiner initially sustained an objection by Roberts to the ad
missibility under Section 605 of the Communications Act of evidence 
Lakeland attempted to introduce to fulfill its burden of proceeding 
under this issue and consisting of communications between Roberts 
and aircraft in the vicinity. However, at the close of oral argument 
on March 8, 1971, the Examiner ruled that Section 605 was not appli
cable and that the record would be reopened to receive the evidence 
proffered by Lakeland. This ruling was formalized by Order, FCC 
71M-364, released March 9, 1971. Roberts was given permission to 
appeal this ruling by the Examiner in an Order, FCC 71M-400, 
released March 15, 1971. 

2. Presently before the Review Board is an appeal from the Ex
aminer's Order reopening the record, filed May 6, 1971, by Roberts,2 

Roberts asserts that the Examiner's ruling appears to be based on 
three propositions: that communications over an aeronautical advisory 
(Unicom) station primarily involve safety, and, therefore, as a policy 

1 Roth Roberts and Lakeland are suppliers of aircraft fuel. 
2 Related pleadings before the Review Board a r e : (a) opposition, filed May 12, 1971, by 

the Safety and Special Radio Services Bureau : and (b) reply, filed May 24, 1971, by Roberts, 

30 F.C.C. 2d 
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matter, Section605 should not apply; that Section 605 is not applicable
because users of Unicom stations have no expectation of privacy; and
that the use by Roberts of a loudspeaker system in its hangar area
brings the communications here involved within the exception of Sec
tion 605 for radio communications broadcasts. In rebuttal, appellant 
first argues that most aeronautical advisory station communications 
do not relate to safety, and that, even if safety is involved, the safety
exemption in Section 605 is limited solely to ships in distress, even 
though air-ground radio communications existed when the Section was
enacted in 1934 and were fully developed in 1968 when it was amended
by Congress. Further, Roberts denies that an expectation of privacy is
relevant under Section 605, which, appellant contends, guards against
interception plus unauthorized disclosure, since lack of expectation of
privacy is inherent in radio transmissions. Appellant argues that if
the Examiner's ruling is upheld "the protection accorded by Section
605 to radio communications, which by their very nature may be heard
by anyone with a properly tuned receiver will be completely eroded."
Finally, Roberts maintains that the Examiner could not properly base 
his ruling on the broadcast of the transmissions through a loudspeaker
in Roberts hangar. The loudspeaker did not convert them into trans
missions which were broadcast generally because the hangar was not
public property and Lakeland's witnesses did not gain the material 
for their testimony through that means. 

3. In opposition, the Safety and Special Radio Services Bureau 
maintains that Section 605 does not apply because the frequencies 
used were allocated for aeronautical use and involved no element of 
privacy, citing Brown v. CAB, 324 F.2d 523 (1963). The Bureau argues
that the interests of safety dictate the same result, since the Unicom 
system "is primarily a safety system for the benefit of all aircraft 
owners," and to apply Section 605 here would result in stopping a 
person from using an intercepted communication for his own safety.
The Bureau also argues that Roberts' assumption that non-safety in
formation is primarily involved in this case is not clear in the present
posture of the case : that, even if it is assumed, arguendo, that Section 
605 applies, the communications come within the exception which 
states that the section "shall not apply to receiving, divulging, pub
lishing, or utilizing the contents of any radio communication which is
. . . transmitted by . . . others for the use of the general public . . .".
the general public here meaning the special class of all aviation users:
and that to bar the testimony of non-Commission persons in enforce
ment and renewal proceedings would greatly reduce the Commission's
ability to carry out its statutory mandate. 

4. Roberts' appeal will be granted. None of the arguments made or
cases cited by the Safety and Special Radio Services Bureau persuade
us that Section 605 of the Communications Act is inapplicable to the 
instant situation. The type of unauthorized interception of radio 
communications involved here clearly comes within the language of
that Section and, therefore, the evidence derived from such intercep
tion is inadmissible under the exclusionary rule established by judicial
construction. Nardone v. United States, 302 U.S. 379 (1937), It is 

30 F.C.C. 2d 
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equally clear that none of the specific statutory exceptions are appli
cable here, i.e., the communications were not, broadcast "for the use of 
the general public" and did not relate "to ships in distress.'' Nor does
the possibility that some of the testimony of Lakeland's witnesses is
based on safety communications render the proffered evidence admis
sible. What is involved here is not the hypothetical question of whether
a crime would be committed by a pilot who intercepted and used 
information for the purposes of safety, but whether wrongly inter
cepted communications are admissible in evidence to aid the inter
ceptor in making its case.3 The Bureau's argument that Section 605 
cannot apply here because there could be no expectation of privacy by
a user of an aeronautical advisory station must also be rejected. Sec
tion 605 prohibits unauthorized interception plus disclosure; it pro
tects, not an expectation of full privacy, but an expectation that the
user's message will not become generally public or be used to his detri
ment. See U.S. v. Sugden, 226 F.2d 281 (1955), affirmed, 351 U.S. 916 
(1955). 

5. While it has been judicially established that Commission person
nel may intercept radio communications in furtherance of the Com
mission's enforcement responsibilities, there is no support for the Bu
reau's position that the Commission can rely upon outside interceptors
of radio communications in enforcement and license renewal situations. 
Brown v. CAB, supra, which involved the recording by a control tower
and subsequent use for purposes of license revocation of pilot-to-pilot
conversations is distinguishable. That case does not establish an excep
tion to Section 605 since the tower was a party to the communications
from their inception when the petitioner initially called it for aid 
and was put in contact with the other pilot. Moreover, the Court 
stressed that the authorized aeronautical frequencies were assigned for
the very purpose of permitting communications between traffic control
personnel and pilots; that it was "standard procedure" to record com
munications with pilots; and that the conversations were permissible
as evidence in the type of proceeding involved in Brown. That the in
stant situation does not come within any of the exceptions to Section
605 is supported by U.S. v. Sugden, supra, in which the Court held that 
even the Commission could not pass on intercepted communications 
to another government agency. The Court stated that the rules ex
cluding evidence obtained in violation of Section 605 "are to be applied
to listening in . . . on non-public broadcasts by both private individuals
and all public officers save in connection with the Federal Communi
cations Commission's necessary policing for violation of the act." Cer
tainly, if the Commission's powers of interception and divulgence are
so strictly limited, the power to divulge radio communications cannot
be held to reside in non-Commission personnel, given the plain prohibi
tions of Section 605 and absent judicial construction or some indication
of Congressional intent to the contrary. Therefore, for the above rea
sons, the Examiner's riding will be set aside. 

3 In fact, Roberts is correct in arguing in its reply pleading that such a use of Intercepted 
communications would not be a crime within Section 605 for the lack of the requisite 
mean pert. 

30 F.C.C. 2d 
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6. Accordingly, IT IS ORDERED, That the Appeal from Hearing
Examiner's Order Reopening the Record,filed May 6, 1971, by Roberts 
Flying Service, Inc., IS GRANTED, that the ruling contained in the
Memorandum of Order Reopening Record, FCC 71M-364, released
March 9, 1971, IS REVERSED, and that said Memorandum of Order 
IS SET ASIDE. 

FEDERAL COMMUNICATIONS COMMISSION, 
BEN F. WAPLE, Secretary. 

30 F.C.C. 2d 
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101 Idaho 265 

STATE of Idaho, Plaintiff-Respondent, 

v. 
Donald L.	 JENNINGS, 
Defendant-Appellant. 

No. 12919. 

Supreme Court of Idaho. 

May 30, 1980. 

Defendant was convicted in the Dis
trict Court, Third Judicial District, Canyon 
County, Robert B. Dunlap, J., of two counts 
of delivering heroin, and he appealed. The 
Supreme Court, Bistline, J., held that the 
evidence consisting of videotape and sound 
recordings made by police of the two trans
actions did not violate defendant's constitu
tionally protectable expectation of privacy 
nor his right against self-incrimination, and 
was admissible. 

Affirmed. 

1. Searches and Seizures 7(1) 
Fourth Amendment protects those 

claiming a justifiable, reasonable, or legiti
mate expectation of privacy from govern
ment-initiated electronic surveillance. U.S. 
C.A.Const. Amend. 4. 

2. Searches and Seizures 7(10) 
Legitimate expectation of privacy 

means more than a subjective expectation 
of not being discovered. U.S.C.A.Const. 
Amend. 4. 

3. Searches and Seizures 7(1) 
Fourth Amendment does not protect a 

wrongdoer's misplaced belief that a person 
to whom he voluntarily confides his wrong
doing will not reveal it; nor does it protect 
defendant where police informant records 
conversation on electronic equipment he 
carries on his person, or where informant 
carries electronic equipment which simulta
neously transmits conversations either to 
recording equipment located elsewhere or 
to other agents monitoring transmitting 
frequency. U.S.CA.Const. Amend. 4. 

4. Criminal Law 393(1), 394.1(2) 
In prosecution for two counts of deliv

ering heroin, evidence consisting of video
tapes and sound recordings made by police 
of the two transactions, which took place in 
motel room rented and controlled by police 
in which concealed microphone and two-
way mirror were installed, did not violate 
defendant's constitutionally protectable ex
pectation of privacy nor his right against 
self-incrimination, and was admissible, 
U.S.C.A.Const. Amends. 4, 5. 

Mark L. Clark of Kibler, Hamilton & 
Clark, Nampa, for defendant-appellant. 

David H. Leroy, Atty. Gen., L. Mark Rid
doch, Deputy Atty. Gen., Boise, for plain
tiff-respondent. 

BISTLINE, Justice. 

Defendant-appellant Donald Jennings 
was convicted by a jury of two counts of 
delivering heroin. Before trial, the defend
ant moved to suppress videotapes and sound 
recordings made by the police of the two 
transactions. Defendant appeals from the 
judgment of conviction, challenging the or
der denying his motion to suppress. 

For approximately six months (February 
to July 1977), the City-County Narcotics 
Division of Canyon County operated a 
"storefront" undercover operation at the 
Darling Motel in Caldwell. The Narcotics 
Division rented two adjacent rooms at the 
motel. One room (room no. 8) was set up as 
a normal motel room, but with a concealed 
microphone in the door jamb and a two-way 
mirror in the wall by which officers in the 
adjacent room could observe, videotape and 
record the transactions in room no. 8. 

Mickey Parks, an undercover agent, used 
room no. 8 to conduct illegal activities, al
though he did not live there personally. 
The defendant and Parks both testified that 
the defendant had lived in room no. 8, but 
they disagreed as to when: defendant testi
fied that as far as he knew he had lived 
there in March when the alleged transac
tions occurred, but he wasn't sure; Parks 
testified that the defendant lived there in 
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May or June, but not in March. Lt. Gal-
land, one of the officers operating the vi
deotape equipment, testified that to his 
knowledge defendant was not living in 
room no. 8 in March, although he felt that 
the defendant was living in another room in 
the motel. 

Lt. Galland also testified that he had 
observed the defendant through the two-
way mirror between fifteen and twenty 
times. No search warrant was ever obtain
ed, although Officer Galland testified that 
he would have gotten a warrant if the 
prosecuting attorney had advised him that 
he needed one. 

On March 4 and 16, 1977, the officers in 
the adjoining room observed, videotaped 
and recorded the defendant allegedly deliv
ering heroin to Parks. The officers testi
fied to observing the transactions, and the 
tapes were shown to the jury. 

Defendant argues on appeal that admit
ting the videotapes and recordings into evi
dence violated both his Fourth and Fifth 
Amendment rights, and that they should 
have been suppressed. He does not argue 
on appeal that the testimony of Parks or 
the officers as to their observations of the 
transactions should also have been exclud
ed. 

[1] The Fourth Amendment protects 
those claiming a "justifiable," a "reasona
ble," or a "legitimate" expectation of priva
cy from government-initiated electronic 
surveillance. Smith v. Maryland, 442 U.S. 
735, 99 S.Ct. 2577, 2580, 61 L.Ed.2d 220 
(1979). See United States v. White, 401 
U.S. 745, 91 S.Ct. 1122, 28 L.Ed.2d 453 
(1971); Katz v. United States, 389 U.S. 347, 
88 S.Ct. 507, 19 L.Ed.2d 576 (1967). 

[2, 3] A legitimate expectation of priva
cy "means more than a subjective expecta
tion of not being discovered." Rakas v. 
Illinois, 439 U.S. 128, 99 S.Ct. 421, 430 n.12, 
58 L.Ed.2d 387 (1978). Thus the Fourth 
Amendment does not protect "a wrong
doer's misplaced belief that a person to 
whom he voluntarily confides his wrongdo
ing will not reveal it." Hoffa v. United 
States, 385 U.S. 293, 302, 87 S.Ct. 408, 413, 

17 L.Ed.2d 374 (1966). Nor does it protect 
the defendant where a police informant rec
ords the conversation on electronic equip
ment he carries on his person, Lopez v. 
United States, 373 U.S. 427, 83 S.Ct. 1381, 
10 L.Ed.2d 462 (1963), or where the infor
mant carries electronic equipment "which 
simultaneously transmits the conversations 
either to recording equipment located else
where or to other agents monitoring the 
transmitting frequency." United States v. 
White, 401 U.S. 745, 751, 91 S.Ct. 1122, 1126, 
28 L.Ed.2d 453 (1971). See also United 
States v. Caceres, 440 U.S. 741, 99 S.Ct. 
1465, 59 L.Ed.2d 733 (1979). As stated in 
Lopez v. United States, 373 U.S. 427, 439, 83 
S.Ct. 1381, 1388, 10 L.Ed.2d 462 (1963) 

"[t]he Government did not use an elec
tronic device to listen in on conversations 
it could not otherwise have heard. In
stead, the device was used only to obtain 
the most reliable evidence possible of a 
conversation in which the Government's 
own agent was a participant and which 
that agent was fully entitled to disclose. 

"Stripped to its essentials, petitioner's 
argument amounts to saying that he has 
a constitutional right to rely on possible 
flaws in the agent's memory, or to chal
lenge the agent's credibility without be
ing beset by corroborating evidence that 
is not susceptible of impeachment. For 
no other argument can justify excluding 
an accurate version of a conversation that 
the agent could testify to from memory." 

In United States v. White, 401 U.S. 745, 
91 S.Ct. 1122, 28 L.Ed.2d 453 (1971), the 
court was confronted with the issue of 
"whether the Fourth Amendment bars 
from evidence the testimony of governmen
tal agents who related certain conversations 
which had occurred between defendant 
White and a government informant, Har
vey Jackson, and which the agents over
heard by monitoring the frequency of a 
radio transmitter carried by Jackson and 
concealed on his person." Id. at 746-47, 91 
S.Ct. at 1123 (footnote omitted). Four of 
the conversations took place in Jackson's 
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home, two took place in his car, one in a 
restaurant and one in defendant's home. 
The Court in a plurality opinion upheld the 
admissibility of the testimony as follows: 

"Concededly a police agent who 
conceals his police connections may write 
down for official use his conversations 
with a defendant and testify concerning 
them, without a warrant authorizing his 
encounters with the defendant and with
out otherwise violating the latter's 
Fourth Amendment rights. Hoffa v. 
United States, 385 U.S. 293, at 300-303, 
[87 S.Ct. 408, at 412-414] 408, 17 L.Ed.2d 
374. For constitutional purposes, no dif
ferent result is required if the agent in
stead of immediately reporting and tran
scribing his conversations with defendant, 
either (1) simultaneously records them 
with electronic equipment which he is 
carrying on his person, Lopez v. United 
States, supra; (2) or carries radio equip
ment which simultaneously transmits the 
conversations either to recording equip
ment located elsewhere or to other agents 
monitoring the transmitting frequency. 
On Lee v. United States, supra [343 U.S. 
747, 72 S.Ct. 967, 96 L.Ed. 1270]. If the 
conduct and revelations of an agent oper
ating without electronic equipment do 
not invade the defendant's constitutional
ly justifiable expectations of privacy, nei
ther does a simultaneous recording of the 
same conversations made by the agent or 
by others from transmissions received 
from the agent to whom the defendant is 
talking and whose trustworthiness the 
defendant necessarily risks. 

"Our problem is not what the privacy 
expectations of particular defendants in 
particular situations may be or the extent 
to which they may in fact have relied on 
the discretion of their companions. Very 
probably, individual defendants neither 
know nor suspect that their colleagues 
have gone or will go to the police or are 
carrying recorders or transmitters. Oth
erwise, conversation would cease and our 
problem with these encounters would be 
nonexistent or far different from those 
now before us. Our problem, in terms of 
the principles announced in Katz, is what 

expectations of privacy are constitution
ally 'justifiable'—what expectations the 
Fourth Amendment will protect in the 
absence of a warrant. So far, the law 
permits the frustration of actual expecta
tions of privacy by permitting authorities 
to use the testimony of those associates 
who for one reason or another have de
termined to turn to the police, as well as 
by authorizing the use of informants in 
the manner exemplified by Hoffa and 
Lewis [Lewis v. United States, 385 U.S. 
206, 87 S.Ct. 424, 17 L.Ed.2d 312]. If the 
law gives no protection to the wrongdoer 
whose trusted accomplice is or becomes a 
police agent, neither should it protect him 
when that same agent has recorded or 
transmitted the conversations which are 
later offered in evidence to prove the 
State's case. See Lopez v. United States, 
373 U.S. 427, [83 S.Ct. 1381, 10 L.Ed.2d 
462] (1963). 

"Inescapably, one contemplating illegal 
activities must realize and risk that his 
companions may be reporting to the po
lice. If he sufficiently doubts their trust
worthiness, the association will very prob
ably end or never materialize. But if he 
has no doubts, or allays them, or risks 
what doubt he has, the risk is his. In 
terms of what his course will be, what he 
will or will not do or say, we are unper
suaded that he would distinguish between 
probable informers on the one hand and 
probable informers with transmitters on 
the other. Given the possibility or proba
bility that one of his colleagues is cooper
ating with the police, it is only specula
tion to assert that the defendant's utter

ances would be substantially different or 
his sense of security any less if he also 
thought it possible that the suspected col
league is wired for sound. At least there 
is no persuasive evidence that the differ
ence in this respect between the electroni
cally equipped and the unequipped agent 
is substantial enough to require discrete 
constitutional recognition, particularly 
under the Fourth Amendment which is 
ruled by fluid concepts of 'reasonable
ness.' 
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"Nor should we be too ready to erect 
constitutional barriers to relevant and 
probative evidence which is also accurate 
and reliable. An electronic recording will 
many times produce a more reliable ren
dition of what a defendant has said than 
will the unaided memory of a police 
agent." 401 U.S. at 751-53, 91 S.Ct. at 
1125-1126. 

[4] Although the United States Su
preme Court has not specifically dealt with 
the question before us, we find the reason
ing in White controlling. The only other 
case dealing with a similar videotaping is
sue which we find,1 Avery v. State, 15 Md. 
App. 520, 292 A.2d 728 (1972), cert. denied 
410 U.S. 977, 93 S.Ct. 1499, 36 L.Ed.2d 173 
(1973), also held White controlling. In that 
case, Miss Hall reported to the police that 
the defendant, a doctor, had sexually mo
lested her. With the agreement of Miss 
Hall and her neighbor, the police installed a 
close-circuit television camera in Miss Hall's 
apartment and a monitor in the adjoining 
apartment. When defendant again visited 
Miss Hall in her apartment, he injected her 
intravenously, causing her to lose conscious
ness, and he then began sexually molesting 
her. This time, however the whole incident 
was taped and observed by those watching 
the monitor. The court held that the tape 
was admissible: 

"[I]n the instant case we have an elec
tronic interception and video transmission 
of the conduct of the accused toward the 
victim while in the victim's house which 
was transmitted to the police with the 
full cooperation and consent of the victim 
as a party to that conduct. The situation 
here is comparable to one where the con
versations between a government agent 
and the accused are transmitted to police 
authority by a radio transmitter secreted 
on the person of the government agent 
(informer) with the cooperation and ap

1.	 Defendant cites People v. Teicher, 90 Misc.2d 
638, 399 N.Y.S.2d 587 (Sup. 1977), in support of 
his contention that a warrant is required. In 
that case the state obtained a warrant and 
installed videotape equipment in a dentist's of
fice, and subsequently taped the defendant-den
tist sexually molesting a patient. The court 
held that the videotape was admissible, and the 

proval of the agent. If the 
transmittal of the verbal conversation to 
the police through the cooperation of an 
informer does not constitute an unreason
able seizure in violation of a 'justifiable 
expectation of privacy' in White, we see 
no good or sufficient reason to conclude 
that a video transmittal of the accused's 
conduct brought about by the cooperation 
of Miss Hall should be interpreted as 
constituting an unreasonable seizure in 
violation of the appellant's 'justifiable ex
pectation of privacy' in the instant case," 
292 A.2d at 742-43. 

Defendant attempts to distinguish White 
on two grounds: (1) White dealt with elec
tronic monitoring of a conversation rather 
than videotaping, and (2) unlike in White, 
none of the electronic devices used here 
were on the person of the government 
agent. As to the first distinction, we can 
see no reason why a person's justifiable 
expectations of privacy would be greater 
where videotapes are made than where just 
sound recordings are made. It is not the 
nature of the recording that is at issue but 
whether the defendant has an expectation 
of privacy such that any recording would 
violate the Fourth Amendment. The de
fendant is relying on the discretion of the 
person to whom he is talking, and just as 
that person can testify as to statements 
made by the defendant, Lopez v. United 
States, 373 U.S. 427, 83 S.Ct. 1381, 10 
L.Ed.2d 462 (1963), so he can testify as to 
physical actions of the defendant. The vi
deotapes, just like the sound recordings, 
simply produce the most reliable evidence 
of the actual transaction, and there is no 
apparent reason why a sound recording 
should be admissible and a videotape inad
missible. 

The second distinction drawn by the de
fendant, although much more troublesome, 

defendant urges that this illustrates the neces
sity of obtaining a search warrant before in
stalling video equipment. That case is distin
guishable, however, because the court never 
discussed whether a warrant was required and 
because it involved entering the defendant's 
office in order to install the taping equipment. 
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is also not controlling. Although we are 
aware of the dangerous potential of an 
Orwellian state inherent in universal uncon
trolled electronic monitoring and videotap
ing by the State, see, e.g., Fried, Privacy, 
77 Yale L.J. 475 (1968); H. Schwartz, Taps, 
Bugs and Fooling the People (1977); Elec
tronic Visual Surveillance and the Fourth 
Amendment: The Arrival of Big Brother?, 
3 Hastings Const.L.Q. 261 (1976), we do not 
feel that the use of recordings by the police 
in their "storefront operations" where they 
control the rooms and where their agent is 
involved in the transaction poses such a 
threat. This is not a case of electronic 
snooping, where the police indiscriminately 
monitor motel rooms to discover what is 
happening in them. See, e.g., 3 Hastings 
Const.L.Q., supra. Nor is this a case where 
the police had to surreptitiously enter the 
abode of another in order to install the 
recording equipment. See, e.g., United 
States v. Ford, 553 F.2d 146 (D.C. Cir. 
1977); Judicial Acceptance of Video Tape 
as Evidence, 16 Am.Crim.L.Rev. 183, 192-93 
(1978). This is simply a case where the 
defendant entered a room controlled by the 
police and sold heroin to a police agent in 
that room.2 The defendant's expectation of 
privacy was that Parks would not tell the 
police of the transaction; just as that ex
pectation is not constitutionally protectable, 
so there is no constitutional prohibition 
against admission of the tape where Parks 
consented to the filming. 

Defendant also argues that his Fifth 
Amendment rights against self-incrimina
tion were violated. Defendant cites no au
thority to support his position; instead he 
simply argues that allowing the jury to 
watch and listen to the defendant on film 
for approximately one hour where defend
ant had not freely consented to the filming 
violated his Fifth Amendment rights. 

2.	 Defendant argues that his expectation of pri
vacy is greater here because he was living in 
the room no. 8 and paying rent to Mickey 
Parks. However, his testimony was very indef
inite as to whether or when he was living in 
room no. 8, while Parks testified that defendant 
was not living there at the times that the re
cordings were made, and Lt. Galland testified 

In United States v. Craig, 573 F.2d 455 
(7th Cir. 1977), cert. denied 439 U.S. 820, 99 
S.Ct. 82, 58 L.Ed.2d 110 (1978), the court 
held admissible a recording made of a phone 
conversation where one party had consent
ed to the recording. With regard to de
fendant's argument that his Fifth Amend
ment rights had been violated, the court 
held as follows: 

"Further, Walker's contention that his 
Fifth Amendment rights were violated 
since he should have been made aware of 
his rights prior to making any statement 
is of no avail. Advice of rights is re
quired in custodial situations where the 
inherent pressures to speak in the face of 
governmental authority are present. 
Beckwith v. United States, 425 U.S. 341, 
96 S.Ct. 1612, 48 L.Ed.2d 1; United 
States v. Gardner, 516 F.2d 334 (7th Cir. 
1975), cert. denied, 423 U.S. 861, 96 S.Ct. 
118, 46 L.Ed.2d 89 (1975). As Judge 
Bauer stated in United States v. Bastone, 
supra, 526 F.2d at 977: 

'A person is not entitled to warnings 
simply because an investigation has fo
cused upon him. The test is not focus 
alone, but rather, focus plus custodial 
interrogation. Escobedo v. Illinois, 378 
U.S. 478, 84 S.Ct. 1758, 12 L.Ed.2d 977 
(1964); Miranda v. Arizona, 384 U.S. 
436, 86 S.Ct. 1602, 16 L.Ed.2d 694 
(1966).' 
"While it is clear the investigation had 

focused upon defendant Walker, his re
corded conversations with Carpentier in
volved no confrontation with governmen
tal authority in the context of a custodial 
interrogation calling for Miranda warn
ings. Consequently, we must reject 
Walker's contention that the recordings 
violated his Fifth Amendment rights." 
573 F.2d at 474. 

that to his knowledge defendant was not living 
there at the time the tapes were made, but was 
living in another room in the motel. Since the 
police originally rented the room and apparent
ly had control over it, this argument fails to 
persuade us that the trial court erred indeny
ing the motion to suppress. 
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In People v. Feneion, 14 Ill.App.3d 622, 
303 N.E.2d 38 (1973), the court held that the 
waiver of Miranda rights is not a prerequi
site to the admission of a video recording of 
physical tests to determine intoxication. 
The court reasoned that where the evidence 
of the tests themselves is admissible, then 
the recording of those tests is admissible. 

The United States Supreme Court in Hof-
fa v. United States, 385 U.S. 293, 87 S.Ct. 
408, 17 L.Ed.2d 374 (1966), although not 
concerned with electronic surveillance, held 
that "a necessary element of compulsory 
self-incrimination is some kind of compul
sion." Id. at 304, 87 S.Ct. at 414. As noted 
in that case, "[i]n the present case no claim 
has been or could be made that the petition
er's incriminating statements were the 
product of any sort of coercion, legal or 
factual." Id. Defendant here acted volun
tarily, and the recordings of his acts, just 
like the eyewitness testimony to his acts, 
are admissible. 

Affirmed. 

DONALDSON, C. J., and SHEPARD, 
BAKES and McFADDEN, JJ., concur. 

101 Idaho 270 
Virgil George WINN, 
Plaintiff-Respondent, 

v. 

Alfreda E. WINN, Defendant-Appellant 

No. 12951. 

Supreme Court of Idaho. 

June 2, 1980. 

Wife appealed from an order of the 
District Court, Fourth Judicial District, Ada 
County, Jesse R. Walters, J., which reversed 
Magistrate's decision in a divorce action and 
ordered a trial de novo in the district court. 
The Supreme Court, Bakes, J., held that: 

(1) district judge was justified in ordering 
trial de novo of divorce action wherein 
house in which parties resided was deter
mined to be community property, where 
magistrate's memorandum opinion was con
clusory and failed to set forth rationale 
underlying his decision, notwithstanding 
fact that district court also conducted ap
pellate review and eventually concluded 
that magistrate's disposition was not sup
ported by substantial evidence and was not 
in conformity with applicable law, and (2) 
order for trial de novo precluded appeal of 
district court's decision. 

Appeal dismissed. 
McFadden, J., filed specially concurring 

opinion. 
Bistline, J., filed dissenting opinion. 

1. Justices of the Peace 147(1) 
Decisions by district court dismissing, 

affirming, or reversing or remanding ap
peal are appealable. Appellate Rules, Rule 
11(a)(1). 

2. Justices of the Peace 171(1) 
District court may conduct appellate 

review of magistrate's decision or district 
court may choose to wipe slate clean by 
ordering trial de novo and beginning case 
anew. Rules of Civil Procedure, Rule 83(b, 
u); I.C. § 1-2213(2). 

3. Justices of the Peace 171(1) 
District court, having undertaken task, 

of conducting appellate review of magis
trate's decision, is not as a result, precluded 
from conducting trial de novo. Rules of 
Civil Procedure, Rule 88(b, u). 

4. Justices of the Peace 164(4) 
When circumstances prevent decisive, 

complete, or meaningful appellate review of 
magistrate's decision, it may be advisable 
for district court to augment trial record or 
create new record in order completely to 
resolve the controversy; this occurs where 
trial court's findings of fact are confused or 
in conflict, or where findings on particular 
issue are lacking, and resort to record does 
not show clearly what findings are correct. 
Rules of Civil Procedure, Rule 83(b, u). 
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RICHMOND UNIFIED SCHOOL DISTRICT v. BERG 

CERTIORARI TO THE UNITED STATES COURT OF APPEALS FOR

THE N I N T H CIRCUIT


No. 75-1069. Argued October 5, 1977—Decided December 6, 1977 

528 F. 2d 1208, vacated and remanded. 

Arthur W. Walenta, Jr., argued the cause for petitioners. 
With him on the briefs was John B. Clausen. 

Mary C. Dunlap argued the cause and filed a brief for 
r e s p o n d e n t . *  

PER CURIAM. 

The judgment of the Court of Appeals, 528 P. 2d 1208, is 
vacated and the cause remanded for further consideration in 
light of General Electric Co. v. Gilbert, 429 U. S. 125 (1976), 
and Nashville Gas Co. v. Satty, ante, p. 136, and for con
sideration of possible mootness. 

* Jerry D. Anker, Robert E. Nagle, and David Rubin filed a brief for the 
National Education Assn. as amicus curiae urging affirmance. 
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UNITED STATES v. NEW YORK TELEPHONE CO. 

CERTIORARI TO THE UNITED STATES COURT OF APPEALS FOR THE 
SECOND CIRCUIT 

No. 76-835. Argued October 3, 1977—Decided December 7, 1977 

On the basis of an FBI affidavit stating that certain individuals were 
conducting an illegal gambling enterprise at a specified New York City 
address and that there was probable cause to believe that two telephones 
with different numbers were being used there to further the illegal 
activity, the District Court authorized the FBI to install and use pen 
registers with respect to the two telephones, and directed respondent 
telephone company to furnish the FBI "all information, facilities and 
technical assistance" necessary to employ the devices, which (without 
overhearing oral communications or indicating whether calls are com
pleted) record the numbers dialed. The FBI was ordered to compensate 
respondent at prevailing rates. Respondent, though providing certain 
information, refused to lease to the FBI lines that were needed for 
unobtrusive installation of the pen registers, and thereafter filed a 
motion in the District Court to vacate that portion of the pen register 
order directing respondent to furnish facilities and technical assistance 
to the FBI, on the ground that such a directive could be issued only, in 
connection with a wiretap order meeting the requirements of Title III of 
the Omnibus Crime Control and Safe Streets Act of 1968. The District 
Court ruled adversely to respondent, holding that pen registers are not 
governed by Title III; that the court had jurisdiction to authorize 
installation of the devices upon a showing of probable cause; and that 

it had authority to direct respondent to assist in the installation both 
under the court's inherent powers and under the Ail Write Act, which 
gives federal courts authority to issue "all writs necessary or appropriate 
in aid of their respective jurisdictions and agreeable to the usages and 
principles of law." Though agreeing with the District Court's Title III 
rationale, and concluding that district courts have power either inherently 
or as a logical derivative of Fed. Rule Crim. Proc. 41, to authorize pen 
register surveillance upon a probable-cause showing, the Court of 
Appeals, affirming in part and reversing in part, held that the District 
Court abused its discretion in ordering respondent to assist in installing 
and operating the pen registers, and expressed concern that such a 
requirement could establish an undesirable precedent for the authority 
of federal courts to impress unwilling aid on private third parties, Hold: 
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1. Title III, which is concerned only with orders "authorizing or 
approving the interception of a wire or oral communication," does not 
govern the authorization of the use of pen registers, which do not 
"intercept" because they do not acquire the "contents" of communica
tions as those terms are defined in the statute. Moreover, the legislative 
history of Title III shows that the definition of "intercept" was designed 
to exclude pen registers. Pp. 165-168. 

2. The District Court under Fed. Rule Crim. Proc. 41 had power to 
authorize the installation of the pen registers, that Rule being sufficiently 
flexible to include within its scope electronic intrusions authorized upon 
a finding of probable cause. Pp. 168-170. 

3. The order compelling respondent to provide assistance was clearly 
authorized by the All Writs Act and comported with the intent of 
Congress. Pp. 171-178. 

(a) The power conferred by the Act extends, under appropriate 
circumstances, to persons who (though not parties to the original action 
or engaged in wrongdoing) are in a position to frustrate the implemen
tation of a court order or the proper administration of justice. Here 
respondent, which is a highly regulated public utility with a duty to 
serve the public, was not so far removed as a third party from the 
underlying controversy that its assistance could not permissibly be com
pelled by the order of the court based on a probable-cause showing 
that respondent's facilities were being illegally used on a continuing 
basis. Moreover, respondent concededly uses the devices for its billing 
operations, detecting fraud, and preventing law violations. And, as the 
Court of Appeals recognized, provision of a leased line by respondent 
was essential to fulfillment of the purpose for which the pen register 
order had been issued. Pp. 171-175. 

(b) The District Court's order was consistent with a 1970 amend
ment to Title III providing that "[a]n order authorizing the intercep
tion of a wire or oral communication shall, upon request of the appli
cant, direct that a communication common carrier . . . furnish the 
applicant forthwith all information, facilities, and technical assistance 
necessary to accomplish the interception unobtrusively. . . ." Pp. 
176-177. 

538 F. 2d 956, reversed. 

WHITE, J., delivered the opinion of the Court, in which BURGER, C. J,, 
and BLACKMUN, POWELL, and REHNQUIST, JJ., joined; in Parts I, II, and 
III of which STEWART, J., joined; and in Part II of which BRENNAN, 
MARSHALL, and STEVENS, JJ., joined. STEWART, J., filed an opinion con
curring in part and dissenting in part, post, p. 178. STEVENS, J., filed an 

40-209 O - 85 - 35 
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opinion dissenting in part, in which BRENNAN and MARSHALL, JJ., joine 
and in Part II of which STEWART, J., joined, post, p. 178. 

Deputy Solicitor General Wallace argued the cause for the 
United States and was on the brief as Acting Solicitor Gen
eral. With him on the brief were Assistant Attorney Gener 
Civiletti, Deputy Solicitor General Randolph, Harriet 
Shapiro, Jerome M. Feit, and Marc Philip Richman. 

George E. Ashley argued the cause for respondent. Wit 
him on the brief was Frank R. Natoli. 

MR. JUSTICE WHITE delivered the opinion of the Court. 

This case presents the question of whether a United Stat 
District Court may properly direct a telephone company 
provide federal law enforcement officials the facilities an 
technical assistance necessary for the implementation of 
order authorizing the use of pen registers1 to investiga 
offenses which there was probable cause to believe were bein 
committed by means of the telephone. 

I 

On March 19, 1976, the United States District Court f 
the Southern District of New York issued an order authoriz
ing agents of the Federal Bureau of Investigation (FBI) 
install and use pen registers with respect to two telephone 
and directing the New York Telephone Co. (Company) 
furnish the FBI "all information, facilities and technic 
assistance" necessary to employ the pen registers unobtr 
sively. The FBI was ordered to compensate the Compan 
at prevailing rates for any assistance which it furnished. Ap 
6-7. The order was issued on the basis of an affidavit su 

1 A pen register is a mechanical device that records the numbers dialed 
a telephone by monitoring the electrical impulses caused when the dial 
the telephone is released. It does not overhear oral communications or 
does not indicate whether calls are actually completed. 
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mitted by an FBI agent which stated that certain individuals 
were conducting an illegal gambling enterprise at 220 East 
14th Street in New York City and that, on the basis of facts 
set forth therein, there was probable cause to believe that 
two telephones bearing different numbers were being used at 
that address in furtherance of the illegal activity. Id., at 
1-5. The District Court found that there was probable cause 
to conclude that an illegal gambling enterprise using the 
facilities of interstate commerce was being conducted at the 
East 14th Street address in violation of 18 U. S. C. §§ 371 and 
1952, and that the two telephones had been, were currently 
being, and would continue to be used in connection with 
those offenses. Its order authorized the FBI to operate the 
pen registers with respect to the two telephones until knowl
edge of the numbers dialed led to the identity of the associates 
and confederates of those believed to be conducting the illegal 
operation or for 20 days, "whichever is earlier." 

The Company declined to comply fully with the court 
order. It did inform the FBI of the location of the relevant 
"appearances," that is, the places where specific telephone 
lines emerge from the sealed telephone cable. In addition, 
the Company agreed to identify the relevant "pairs," or the 
specific pairs of wires that constituted the circuits of the two 
telephone lines. This information is required to install a 
pen register. The Company, however, refused to lease lines 
to the FBI which were needed to install the pen registers in 
an unobtrusive fashion. Such lines were required by the 
FBI in order to install the pen registers in inconspicuous 
locations away from the building containing the telephones. 
A "leased line" is an unused telephone line which makes an 
"appearance" in the same terminal box as the telephone line 
in connection with which it is desired to install a pen register. 
If the leased line is connected to the subject telephone line, 
the pen register can then be installed on the leased line at a 
remote location and be monitored from that point. The 
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Company, instead of providing the leased lines, which 
conceded that the court's order required it to do, advised 
FBI to string cables from the "subject apartment" to anot 
location where pen registers could be installed. The F 
determined after canvassing the neighborhood of the apa 
ment for four days that there was no location where it co 
string its wires and attach the pen registers with 
alerting the suspects2 in which event, of course, the gambli 
operation would cease to function. App. 15-22. 

On March 30, 1978, the Company moved in the Distr 
Court to vacate that portion of the pen register order directi 
it to furnish facilities and technical assistance to the FBI 
connection with the use of the pen registers on the grou 
that such a directive could be issued only in connection w 
a wiretap order conforming to the requirements of Title 
of the Omnibus Crime Control and Safe Streets Act of 19 
18 U. S. C. §§ 2510-2520 (1970 ed. and Supp. V). It c 
tended that neither Fed. Rule Crim. Proc. 41 nor the 
Writs Act, 28 U. S. C. § 1651 (a), provided any basis for su 
an order. App. 10-14. The District Court ruled that 
registers are not governed by the proscriptions of Title 
because they are not devices used to intercept oral commu 
cations. It concluded that it had jurisdiction to author 
the installation of the pen registers upon a showing of pr 
able cause and that both the All Writs Act and its inher 
powers provided authority for the order directing the Com
pany to assist in the installation of the pen registers. 

On April 9, 1976, after the District Court and the Co 
of Appeals denied the Company's motion to stay the 
register order pending appeal, the Company provided 
leased lines.3 

2 The gambling operation was known to employ countersurveilla 
techniques. App. 21. 

3 On the same date another United States District Court judge exten 
the original order of March 19 for an additional 20 days. Id., at 33. 
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The Court of Appeals affirmed in part and reversed in part, 
with one judge dissenting on the ground that the order below 
should have been affirmed in its entirety. Application of 
United States in re Pen Register Order, 538 F. 2d 956 (CA2 
1976). It agreed with the District Court that pen registers do 
not fall within the scope of Title III and are not otherwise 
prohibited or regulated by statute. The Court of Appeals 
also concluded that district courts have the power, either 
inherently or as a logical derivative of Fed. Crim. Proc. 41, 
to authorize pen register surveillance upon an adequate show
ing of probable cause. The majority held, however, that 
the District Court abused its discretion in ordering the Com
pany to assist in the installation and operation of the pen 
registers. It assumed, arguendo, that "a district court has 
inherent discretionary authority or discretionary power under 
the All Writs Act to compel technical assistance by the Tele
phone Company," but concluded that "in the absence of 
specific and properly limited Congressional action, it was an 
abuse of discretion for the District Court to order the Tele
phone Company to furnish technical assistance." 538 F. 2d, 
at 961.4 The majority expressed concern that "such an order 
could establish a most undesirable, if not dangerous and 
unwise, precedent for the authority of federal courts to impress 
unwilling aid on private third parties" and that "there is no 
assurance that the court will always be able to protect [third 
parties] from excessive or overzealous Government activity or 
compulsion." Id., at 962-963.5 

4 The Court of Appeals recognized that "without [the Company's] tech
nical aid, the order authorizing the use of a pen register will be worthless. 
Federal law enforcement agents simply cannot implement pen register 
surveillance without the Telephone Company's help. The assistance re
quested requires no extraordinary expenditure of time or effort by [the 
Company]; indeed, as we understand it, providing lease or private lines 
is a relatively simple, routine procedure." 538 F. 2d, at 961-962. 

5 Judge Mansfield dissented in part on the ground that the District Court 
possessed a discretionary power under the All Writs Act to direct the 
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We granted the United States' petition for certiorari ch 
lenging the Court of Appeals' invalidation of the Distr 
Court's order against respondent.6 429 U. S. 1072. 

II 

We first reject respondent's contention, which is renew 
here, that the District Court lacked authority to order 
Company to provide assistance because the use of pen re 
ters may be authorized only in conformity with the procedu 
set forth in Title III7 for securing judicial authority to int 

Company to render such assistance as was necessary to implement its v. 
order authorizing the use of pen registers and that a compelling case 
been established for the exercise of discretion in favor of the assista 
order. He argued that district court judges could be trusted to exer 
their powers under the All Writs Act only in cases of clear necessity 
to balance the burden imposed upon the party required to render assista 
against the necessity. 

6 Although the pen register surveillance had been completed by the t 
the Court of Appeals issued its decision on July 13, 1976, this fact does 
render the case moot, because the controversy here is one "capable 
repetition, yet evading review." Southern Pacific Terminal Co. v. I 
219 U. S. 498, 515 (1911); Roe v. Wade, 410 U. S. 113, 125 (1973). 
register orders issued pursuant to Fed. Rule Crim. Proc. 41 autho 
surveillance only for brief periods. Here, despite expedited action by 
Court of Appeals, the order, as extended, expired six days after 
argument. Moreover, even had the pen register order been stayed pen 
appeal, the mootness problem would have remained, because the show 
of probable cause upon which the order authorizing the installation of 
pen registers was based would almost certainly have become stale be 
review could, have been completed. It is also plain, given the Compa 
policy of refusing to render voluntary assistance in installing pen regis 
and the Government's determination to continue to utilize them, that 
Company will be subjected to similar orders in the future. See Weins 
v. Bradford, 423 U. S. 147, 149 (1975). 

7 The Court of Appeals held that pen register surveillance was subjec 
the requirements of the Fourth Amendment. This conclusion is not 
lenged by either party, and we find it unnecessary to consider the ma 
The Government concedes that its application for the pen register order 
not conform to the requirements of Title III. 
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cept wire communications.8 Both the language of the statute 
and its legislative history establish beyond any doubt that 
pen registers are not governed by Title III.9 

Title III is concerned only with orders "authorizing or 
approving the interception of a wire or oral communica
tion . . . ." 18 U. S. C. § 2518(1) (emphasis added).10 

Congress defined "intercept" to mean "the aural acquisition of 
the contents of any wire or oral communication through the 
use of any electronic, mechanical, or other device." 18 U. S. C. 

8 Although neither this issue nor that of the scope of Fed. Rule Crim. 
Proc. 41 is encompassed within the question posed in the petition for 
certiorari and the Company has not filed a cross-petition, we have discretion 
to consider them because the prevailing party may defend a judgment on 
any ground which the law and the record permit that would not expand the 
relief it has been granted. Langnes v. Green, 282 U. S. 531, 538-539 
(1931); Dandridge v. Williams, 397 U. S. 471, 475 n. 6 (1970). The only 
relief sought by the Company is that granted by the Court of Appeals: the 
reversal of the District Court's order directing it to assist in the installation 
and operation of the pen registers. The Title III and Rule 41 questions 
were considered by both the District Court and the Court of Appeals and 
fully argued here. 

9 Four Justices reached this conclusion in United States v. Giordano, 
416 U. S. 505, 553-554 (1974) (POWELL, J., joined by BURGER, C. J., and 
BLACKMUN and REHNQUIST, JJ., concurring in part and dissenting in 
part). The Court's opinion did not reach the issue since the evidence 
derived from a pen register was suppressed as being in turn derived from 
an illegal wire interception. Every Court of Appeals that has considered 
the matter has agreed that pen registers are not within the scope of 
Title III. See United States v. Illinois Bell Tel. Co., 531 F. 2d 809 (CA7 
1976); United States v. Southwestern Bell Tel. Co., 546 F. 2d 243 (CA8 
1976); Michigan Bell Tel. Co. v. United States, 565 F. 2d 385 (CA6 
1977); United States v. Falcone, 505 F. 2d 478 (CA3 1974), cert, denied, 
420 U. S. 955 (1975); Hodge v. Mountain States Tel. & Tel. Co., 555 F. 
2d 254 (CA9 1977); United States v. Clegg, 509 F. 2d 605, 610 n. 6 (CA5 
1975). 

10 Similarly, the sanctions of Title III are aimed only at one who 
"willfully intercepts, endeavors to intercept, or procures any other person 
to intercept or endeavor to intercept, any wire or oral communica
t i o n  . . . " 18 U. S.C.§ 2511(1)(a). 
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§ 2510 (4) (emphasis added). Pen registers do not "intercept" 
because they do not acquire the "contents" of communications, 
as that term is defined by 18 U. S. C. § 2510 (8).11 Indeed, a 
law enforcement official could not even determine from the use 
of a pen register whether a communication existed. These 
devices do not hear sound. They disclose only the telephone 
numbers that have been dialed—a means of establishing com
munication. Neither the purport of any communication 
between the caller and the recipient of the call, their identities, 
nor whether the call was even completed is disclosed by pen 
registers. Furthermore, pen registers do not accomplish the 
"aural acquisition" of anything. They decode outgoing tele
phone numbers by responding to changes in electrical voltage 
caused by the turning of the telephone dial (or the pressing of 
buttons on pushbutton telephones) and present the infor
mation in a form to be interpreted by sight rather than by 
hearing.12 

The legislative history confirms that there was no con
gressional intent to subject pen registers to the requirements 
of Title III. The Senate Report explained that the definition 
of "intercept" was designed to exclude pen registers: 

"Paragraph 4 [of § 2510] defines 'intercept' to include 
the aural acquisition of the contents of any wire or oral 
communication by any electronic, mechanical, or other 
device. Other forms of surveillance are not within the 
proposed legislation. . . . The proposed legislation is not 
designed to prevent the tracing of phone calls. The 
use of a 'pen register,' for example, would be permissible. 
But see United States v. Dote, 371 F. 2d 176 (7th 1966). 
The proposed legislation is intended to protect the 
privacy of the communication itself and not the means of 

11 "'Contents'. . . includes any information concerning the identity of 
the parties to [the] communication or the existence, substance, purport, or 
meaning of [the] communication." 

12 See 538 F. 2d, at 957. 
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communication." S. Rep. No. 1097, 90th Cong., 2d Sess., 
90 (1968).13 

It is clear that Congress did not view pen registers as sing 
a threat to privacy of the same dimension as the interception 
of oral communications and did not intend to impose Title III 
restrictions upon their use. 

III 

We also agree with the Court of Appeals that the District 
Court had power to authorize the installation of the pen reg
isters.14 It is undisputed that the order in this case was 
predicated upon proper finding of probable cause, and no 
claim is made that it was in any way inconsistent with the 

13 United States v. Dote, 371 F. 2d 176 (CA7 1966), held that § 605 of 
the Communications Act of 1934, 47 U. S. C. § 605, which prohibited the 
interception and divulgence of "any communication" by wire or radio, 
included pen registers within the scope of its ban. In § 803 of Title III, 
82 Stat. 223, Congress amended § 605 by restricting it to the interception 
of "any radio communication." Thus it is clear that pen registers are no 
longer within the scope of § 605. See Korman v. United States, 486 F. 2d 
926, 931-932 (CA7 1973). The reference to Dote in the Senate Report is 
indicative of Congress' intention not to place restrictions upon their use. 
We find no merit in the Company's suggestion that the reference to Dote 
is merely an oblique expression of Congress' desire that telephone com
panies be permitted to use pen registers in the ordinary course of business, 
as Dote allowed, so long as they are not used to assist law enforcement. 
Brief for Respondent 16. The sentences preceding the reference to Dote 
state unequivocally that pen registers are not within the scope of Title III. 
In addition, a separate provision of Title III, 18 U. S. C. § 2511 (2)(a)(i), 
specifically excludes all normal telephone company business, practices from 
the prohibitions of the Act. Congress clearly intended to disavow Dote 
to the extent that it prohibited the use of pen registers by law enforcement 
authorities. 

14 The Courts of Appeals that have considered the question have agreed 
that pen register orders are authorized by Fed. Rule d im . Proc. 41 o rby 
an inherent power closely akin to it to issue search warrants under 
circumstances conforming to the Fourth Amendment. See Michigan Bell 
Tel. Co., supra; Southwestern Bell Tel. Co., supra; Illinois Bell Tel, Co., 
supra. 



159

1090 

UNITED STATES v. NEW YORK TELEPHONE CO. 16 

 Opinion of the Court 

Fourth Amendment. Federal Rule Crim. Proc. 41 (b) author
izes the issuance of a warrant to: 

"search for and seize any (1) property that constitute 
evidence of the commission of a criminal offense; o 
(2) contraband, the fruits of crime, or things otherwis 
criminally possessed; or (3) property designed or intende 
for use or which is or has been used as the means of com
mitting a criminal offense." 

This authorization is broad enough to encompass a "search 
designed to ascertain the use which is being made of a tele 
phone suspected of being employed as a means of facilitating 
a criminal venture and the "seizure" of evidence which th 
"search" of the telephone produces. Although Rule 41 (h 
defines property "to include documents, books, papers an 
any other tangible objects," it does not restrict or purport t 
exhaustively enumerate all the items which may be seize 
pursuant to Rule 41.15 Indeed, we recognized in Katz v 
United States, 389 U. S. 347 (1967), which held that telephon 
conversations were protected by the Fourth Amendment, tha 
Rule 41 is not limited to tangible items but is sufficiently 
flexible to include within its scope electronic intrusions author
ized upon a finding of probable cause. 389 U. S., at 354-356 
and n. 16.16 See also Osborn v. United States, 385 U. S. 323 
329-331 (1966). 

15 Where the definition of a term in Rule 41 (h) was intended to be a 
inclusive, it is introduced by the phrase "to mean" rather than "to include. 
Cf. Helvering v. Morgan's, Inc., 293 U. S. 121, 125 n. 1 (1934). 

16 The question of whether the FBI, in its implementation of th 
District Court's pen register authorization, complied with all the require
ments of Rule 41 is not before us. In Katz, the Court stated that th 
notice requirement of Rule 41 (d) is not so inflexible as to require invariabl 
that notice be given the person "searched" prior to the commencement 
the search. 389 U. S., at 355-356, n. 16. Similarly, it is clear to us th 
the requirement of Rule 41 (c) that the warrant command that th 
search be conducted within 10 days of its issuance does not mean th 
the duration of a pen register surveillance may not exceed 10 days. Th 
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Our conclusion that Rule 41 authorizes the use of pen 
registers under appropriate circumstances is supported by 
Fed. Rule Crim. Proc. 57 (b), which provides: "If no proce
dure is specifically prescribed by rule, the court may proceed 
in any lawful manner not inconsistent with these rules or 
with any applicable statute."17 Although we need not and 
do not decide whether Rule 57 (b) by itself would authorize 
the issuance of pen register orders, it reinforces our conclusion 
that Rule 41 is sufficiently broad to include seizures of intangi
ble items such as dial impulses recorded by pen registers as 
well as tangible items. 

Finally, we could not hold that the District Court lacked 
any power to authorize the use of pen registers without defy
ing the congressional judgment that the use of pen registers 
"be permissible." S. Rep. No. 1097, supra, at 90. Indeed, it 
would be anomalous to permit the recording of conversations 
by means of electronic surveillance while prohibiting the far 
lesser intrusion accomplished by pen registers. Congress 
intended no such result. We are unwilling to impose it in the 
absence of some showing that the issuance of such orders 
would be inconsistent with Rule 41. Cf. Rule 57 (b), supra.18 

the District Court's order, which authorized surveillance for a 20-day 
period, did not conflict with Rule 41. 

17 See United States v. Baird, 414 F. 2d 700, 710 (CA2 1969), cert, 
denied, 396 U. S. 1005 (1970); Jackson v. United States, 122 U. S. App. 
D. C. 324, 326, 353 F. 2d 862, 864 (1965); United States v. Remolif, 227 F. 
Supp. 420, 423 (Nev. 1964); Link v. Wabash R. Co., 370 U. S. 626, 
633 n. 8 (1962) (applying the analogous provision of Fed. Rule Civ. 
Proc. 83). 

18 The dissent argues, post, at 182-184, that Rule 41 (b), as modified 
following Warden v. Hayden, 387 U. S. 294 (1967), to explicitly authorize 
searches for any property that constitutes evidence of a crime, falls short of 
authorizing warrants to "search" for and "seize" intangible evidence. The 
elimination of the restriction against seizing property that is "mere 
evidence," however, has no bearing whatsoever on the scope of the defini
tion of property set forth in Rule 41 (h) which, as the dissent acknowledges, 
remained unchanged. Moreover, the definition of property set forth in 
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IV 
The Court of Appeals held that even though the Dis 

Court had ample authority to issue the pen register war 
and even assuming the applicability of the All Writs 
the order compelling the Company to provide technical as 
ance constituted an abuse of discretion. Since the C 
of Appeals conceded that a compelling case existed for req 
ing the assistance of the Company and did not point to 
fact particular to this case which would warrant a finding 
abuse of discretion, we interpret its holding as gener 
barring district courts from ordering any party to assist 
the installation or operation of a pen register. It was app
ently concerned that sustaining the District Court's or 
would authorize courts to compel third parties to render ass 
ance without limitation regardless of the burden involved 
pose a severe threat to the autonomy of third parties who 
whatever reason prefer not to render such assistance. Conse
quently the Court of Appeals concluded that courts should 

Rule 41 (h) is introduced by the phrase, "[t]he term 'property' is used 
this rule to include" (emphasis added), which indicates that it was 
intended to be exhaustive. See supra, at 169. 

We are unable to comprehend the logic supporting the dissent's cont

tion, post, at 184-185, that the conclusion of Katz v. United States t

Rule 41 was not confined to tangible property did not survive the ena

ment of Title III and Title IX of the Omnibus Crime Control and S

Streets Act of 1968, because Congress failed to expand the definition

property contained in Rule 41 (h). There was obviously no need for a

such action in light of the Court's construction of the Rule in Kats. T

dissent's assertion that it "strains credulity" to conclude that' Congr

intended to permit the seizure of intangibles outside the scope of Title

without its safeguards disregards the congressional judgment that the use 
pen registers be permissible without Title III restrictions. Indeed, 
dissent concedes that pen registers are not governed by Title III. W 
"strains credulity" is the dissent's conclusion, directly contradicted by t 
legislative history of Title III, that Congress intended to permit the inter
ception of telephone conversations while prohibiting the use of pen regist 
to obtain much more limited information. 
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embark upon such a course without specific legislative author
ization. We agree that the power of federal courts to impose 
duties upon third parties is not without limits; unreasonable 
burdens may not be imposed. We conclude, however, that 
the order issued here against respondent was clearly author
ized by the All Writs Act and was consistent with the intent 
of Congress.19 

The All Writs Act provides: 

"The Supreme Court and all courts established by Act 
of Congress may issue all writs necessary or appropriate 
in aid of their respective jurisdictions and agreeable to 
the usages and principles of law." 28 U. S. C. § 1651 (a). 

The assistance of the Company was required here to imple
ment a pen register order which we have held the District 
Court was empowered to issue by Rule 41. This Court has 
repeatedly recognized the power of a federal court to issue 
such commands under the All Writs Act as may be necessary 
or appropriate to effectuate and prevent the frustration of 
orders it has previously issued in its exercise of jurisdiction 
otherwise obtained: "This statute has served since its inclu
sion, in substance, in the original Judiciary Act as a 'legisla
tively approved source of procedural instruments designed to 
achieve "the rational ends of law." '" Harris v. Nelson, 394 
U. S. 286, 299 (1969), quoting Price v. Johnston, 334 U. S. 
266, 282 (1948). Indeed, " [u]nless appropriately confined by 

19 The three other Courts of Appeals which have considered the question 
reached a different conclusion from the Second Circuit. The Sixth Circuit 
in Michigan Bell Tel. Co. v. United States, 565 F. 2d 385 (1977), and the 
Seventh Circuit in United States v. Illinois Bell Tel. Co., 531 F. 2d 809 
(1976), held that the Act did authorize the issuance of orders compel
ling a telephone company to assist in the use of surveillance devices not 
covered by Title III such as pen registers. The Eighth Circuit found such 
authority to be part of the inherent power of district courts and "con
comitant of the power to authorize pen register surveillance." United 
States v. Southwestern Bell Tel. Co., 546 F. 2d, at 246. 
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Congress, a federal court may avail itself of all auxiliary wr 
as aids in the performance of its duties, when the use of su 
historic aids is calculated in its sound judgment to achie 
the ends of justice entrusted to it." Adams v. United Sta 
ex rel. McCann, 317 U. S. 269, 273 (1942). 

The Court has consistently applied the Act flexibly in c 
formity with these principles. Although § 262 of the Judic 
Code, the predecessor to § 1651, did not expressly author 
courts, as does § 1651, to issue writs "appropriate" to t 
proper exercise of their jurisdiction but only "necessary" wri 
Adams held that these supplemental powers are not limit 
to those situations where it is "necessary" to issue the w 
or order "in the sense that the court could not otherw 
physically discharge its appellate duties." 317 U. S., at 2 
In Price v. Johnston, supra, § 262 supplied the authority for 
United States Court of Appeals to issue an order commandi 
that a prisoner be brought before the court for the purpose 
arguing his own appeal. Similarly, in order to avoid fr 
trating the "very purpose" of 28 U. S. C. § 2255, § 16 
furnished the District Court with authority to order that 
federal prisoner be produced in court for purposes of a heari 
United States v. Hayman, 342 U. S. 205, 220-222 (1952). T 
question in Harris v. Nelson, supra, was whether, despite t 
absence of specific statutory authority, the District Court co 
issue a discovery order in connection with a habeas corp 
proceeding pending before it. Eight Justices agreed that t 
district courts have power to require discovery when essent 
to render a habeas corpus proceeding effective. The Court h 
also held that despite the absence of express statutory author
ity to do so, the Federal Trade Commission may petition f 
and a Court of Appeals may issue, pursuant to § 1651, 
order preventing a merger pending hearings before the Com
mission to avoid impairing or frustrating the Court of Appea 
appellate jurisdiction. FTC v. Dean Foods Co., 384 U.S. 5 
(1966). 
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The power conferred by the Act extends, under appropriate 
circumstances, to persons who, though not parties to the orig
inal action or engaged in wrongdoing, are in a position to 
frustrate the implementation of a court order or the proper 
administration of justice, Mississippi Valley Barge Line Co. v. 
United States, 273 F. Supp. 1, 6 (ED Mo. 1967), summarily 
aff'd, 389 U. S. 579 (1968); Board of Education v. York, 429 
F. 2d 66 (CA10 1970), cert, denied, 401 U. S. 954 (1971), and 
encompasses even those who have not taken any affirmative 
action to hinder justice. United States v. McHie, 196 F. 586 
(ND Ill. 1912); Field v. United States, 193 F. 2d 92, 95-96 
(CA2), cert. denied, 342 U. S. 894 (1951).20 

Turning to the facts of this case, we do not think that the 
Company was a third party so far removed from the under
lying controversy that its assistance could not be permissibly 
compelled. A United States District Court found that there 
was probable cause to believe that the Company's facilities were 
being employed to facilitate a criminal enterprise on a continu
ing basis. For the Company, with this knowledge, to refuse to 
supply the meager assistance required by the FBI in its efforts 
to put an end to this venture threatened obstruction of an 
investigation which would determine whether the Company's 
facilities were being lawfully used. Moreover, it can hardly be 
contended that the Company, a highly regulated public utility 
with a duty to serve the public,22 had a substantial interest in 
not providing assistance. Certainly the use of pen registers 
is by no means offensive to it. The Company concedes that 
it regularly employs such devices without court order for the 
purposes of checking billing operations, detecting fraud, and 

20 See Labette County Comm'rs v. Moulton, 112 U. S. 217, 221 
(1884): "[I]t does not follow because the jurisdiction in mandamus [now 
included in § 1651] is ancillary merely that it cannot be exercised over 
persons not parties to the judgment sought to be enforced." 

21 See 47 U. S. C. § 201 (a) and N. Y. Pub. Serv. Law § 91 (McKinney 
1955 and Supp. 1977-1978). 
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preventing violations of law.22 It also agreed to supply the 
FBI with all the information required to install its own pen 
registers. Nor was the District Court's order in any way 
burdensome. The order provided that the Company be fully 
reimbursed at prevailing rates, and compliance with it required 
minimal effort on the part of the Company and no disruption 
to its operations. 

Finally, we note, as the Court of Appeals recognized, that 
without the Company's assistance there is no conceivable way 
in which the surveillance authorized by the District Court 
could have been successfully accomplished.23 The FBI, after 
an exhaustive search, was unable to find a location where it 
could install its own pen registers without tipping off the 
targets of the investigation. The provision of a leased line by 
the Company was essential to the fulfillment of the purpose— 
to learn the identities of those connected with the gambling 
operation—for which the pen register order had been issued.24 

22 Tr. of Oral Arg. 27-28, 40. 
23 The dissent's attempt to draw a distinction between orders in aid of a 

court's own duties and jurisdiction and orders designed to better enable a 
party to effectuate his rights and duties, post, at 189-190, is specious. 
Courts normally exercise their jurisdiction only in order to protect the 
legal rights of parties. In Price v. Johnston, 334 U. S. 266 (1948), for 
example, the production of the federal prisoner in court was required in 
order to enable him to effectively present his appeal which the court had 
jurisdiction to hear. Similarly, in Harris v. Nelson, 394 U. S. 286 (1969), 
discovery was ordered in connection with a habeas corpus proceeding for 
the purpose of enabling a prisoner adequately to protect his rights. Here, 
we have held that Fed. Rule Crim. Proc. 41 provided the District Court 
with power to authorize the FBI to install pen registers. The order issued 
by the District Court compelling the Company to provide technical assist
ance was required to prevent nullification of the court's warrant and the 
frustration of the Government's right under the warrant to conduct a pen 
register surveillance, just as the orders issued in Price and Harris were 
necessary to protect the rights of prisoners. 

24 We are unable to agree with the Company's assertion that "it is 
extraordinary to expect citizens to directly involve themselves in the law 
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The order compelling the Company to provide assistance 
was not only consistent with the Act but also with more recent 
congressional actions. As established in Part II, supra, Con
gress clearly intended to permit the use of pen registers by 
federal law enforcement officials. Without the assistance of 
the Company in circumstances such as those presented here, 
however, these devices simply cannot be effectively employed. 
Moreover, Congress provided in a 1970 amendment to Title 
III that "[a]n order authorizing the interception of a wire or 
oral communication shall, upon request of the applicant, direct 
that a communication common carrier . . . shall furnish the 
applicant forthwith all information, facilities, and technical 
assistance necessary to accomplish the interception unobtru
sively . . . ." 18 U. S. C. § 2518 (4). In light of this direct 

enforcement process." Tr. of Oral Arg. 41. The conviction that private 
citizens have a duty to provide assistance to law enforcement officials when 
it is required is by no means foreign to our traditions, as the Company 
apparently believes. See Babington v. Yellow Taxi Corp., 250 N. Y. 14, 
17, 164 N. E. 726, 727 (1928) (Cardozo, C. J.) ("Still, as in the days of 
Edward I, the citizenry may be called upon to enforce the justice of the 
state, not faintly and with lagging steps, but honestly and bravely and 
with whatever implements and facilities are convenient and at hand"). 
See also In re Quarles and Butler, 158 U. S. 532, 535 (1895) ("It is the 
duty . .  . of every citizen, to assist in prosecuting, and in securing the 
punishment of, any breach of the peace of the United States"); Hamil
ton v. Regents, 293 U. S. 245, 265 n. (1934) (Cardozo, J., concurring); 
Elrod v. Moss, 278 F. 123, 129 (CA4 1921). The concept that citizens 
have a duty to assist in enforcement of the laws is at least in part the 
predicate of Fed. Rule Crim. Proc. 17, which clearly contemplates power 
in the district courts to issue subpoenas and subpoenas duces tecum to 
nonparty witnesses and to hold noncomplying, nonparty witnesses in con
tempt. Cf. Roviaro v. United States, 353 U. S. 53, 59 (1957) ("The 
[informer's] privilege recognizes the obligation of citizens to communi
cate their knowledge of the commission of crimes to law-enforcement offi
cials and, by preserving their anonymity, encourages them to perform that 
obligation"). Of course we do not address the question of whether and 
to what extent such a general duty may be legally enforced in the diverse 
contexts in which it may arise. 
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command to federal courts to compel, upon request, any 
assistance necessary to accomplish an electronic interception, 
it would be remarkable if Congress thought it beyond the 
power of the federal courts to exercise, where required, a 
discretionary authority to order telephone companies to assist 
in the installation and operation of pen registers, which accom
plish a far lesser invasion of privacy.25 We are convinced that 

25 We reject the Court of Appeals' suggestion that the fact that Congress 
amended Title III to require that communication common carriers provide 
necessary assistance in connection with electronic surveillance within the 
scope of Title III reveals a congressional "doubt that the courts possessed 
inherent power to issue such orders" and therefore "it seems reasonable to 
conclude that similar authorization should be required in connection with 
pen register orders . . . ." 538 F 2d, at 962. The amendment was passed 
following the decision of the Ninth Circuit in Application of United 
States, 427 F. 2d 639 (1970), which held that absent specific statutory 
authority, a United States District Court was without power to compel a 
telephone company to assist in a wiretap conducted pursuant to Title III. 
The court refused, to infer such authority in light of Congress' silence in a 
statute which constituted a "comprehensive legislative treatment" of wire
tapping. Id., at 643. We think that Congress' prompt action in amend
ing the Act was not an acceptance of the Ninth Circuit's view but "more 
in the nature of an overruling of that opinion." United States v. Illinois 
Reil Tel. Co., 531 F. 2d, at 813. The meager legislative history of the 
amendment indicates that Congress was only providing an unequivocal 
statement of its intent under Title III. See 115 Cong. Rec. 37192 (1969) 
(remarks of Sen. McClellan). We decline to infer from a congressional 
grant of authority under these circumstances that such authority was 
previously lacking. See FTC v. Dean Foods Co., 384 U. S. 597, 608-612 
(1966); Wong Yang Sung v. McGrath, 339 U. S. 33, 47 (1950). 

Moreover, even if Congress' action were viewed as indicating acceptance 
of the Ninth Circuit's view that there was no authority for the issuance of 
orders compelling telephone companies to provide assistance in connection 
with wiretaps without an explicit statutory provision, it would not follow 
that explicit congressional authorization was also needed to order telephone 
companies to assist in the installation and operation of pen registers which, 
unlike wiretaps, are not regulated by a comprehensive statutory scheme. 
In any event, by amending Title III Congress has now required that at 
the Government's request telephone companies be directed to provide 
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to prohibit the order challenged here would frustrate the 
clear indication by Congress that the pen register is a per
missible law enforcement tool by enabling a public utility to 
thwart a judicial determination that its use is required to 
apprehend and prosecute successfully those employing the 
utility's facilities to conduct a criminal venture. The con
trary judgment of the Court of Appeals is accordingly 
reversed. 

So ordered. 

MR. JUSTICE STEWART, concurring in part and dissenting in 
part. 

I agree that the use of pen registers is not governed by the 
requirements of Title III and that the District Court had 
authority to issue the order authorizing installation of the pen 
register, and so join Parts I, II, and III of the Court's opinion. 
However. I agree with MR. JUSTICE STEVENS that the District 
Court lacked power to order the telephone company to assist 
the Government in installing the pen register, and thus join 
Part II of his dissenting opinion. 

MR. JUSTICE STEVENS, with whom MR. JUSTICE BRENNAN 
and MR. JUSTICE MARSHALL join, dissenting in part. 

Today's decision appears to present no radical departure 
from this Court's prior holdings. It builds upon previous 
intimations that a federal district court's power to issue a 
search warrant under Fed. Rule Crim. Proc. 41 is a flexible 
one, not strictly restrained by statutory authorization, and it 
applies the same flexible analysis to the All Writs Act, 28 
U. S. C. § 1651 (a). But for one who thinks of federal courts 
as courts of limited jurisdiction, the Court's decision is difficult 

assistance in connection with wire interceptions. It is plainly unlikely 
that Congress intended at the same time to leave federal courts without 
authority to require assistance in connection with pen registers. 
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to accept. The principle of limited federal jurisdiction is 
fundamental; never is it more important than when a federal 
court purports to authorize and implement the secret invasion 
of an individual's privacy. Yet that principle was entirely 
ignored on March 19 and April 2, 1976, when the District 
Court granted the Government's application for permission to 
engage in surveillance by means of a pen register, and ordered 
the respondent to cooperate in the covert operation. 

Congress has not given the federal district courts the power 
either to authorize the use of a pen register, or to require private 
parties to assist in carrying out such surveillance. Those de
fects cannot be remedied by a patchwork interpretation of Rule 
41 which regards the Rule as applicable as a grant of authority; 
but inapplicable insofar as it limits the exercise of such 
authority. Nor can they be corrected by reading the All 
Writs Act as though it gave federal judges the wide-ranging 
powers of an ombudsman. The Court's decision may be moti
vated by a belief that Congress would, if the question were 
presented to it, authorize both the pen register order and the 
order directed to the Telephone Company.1 But the history 
and consistent interpretation of the federal court's power to 
issue search warrants conclusively show that, in these areas, 
the Court's rush to achieve a logical result must await con
gressional deliberation. From the beginning of our Nation's 
history, we have sought to prevent the accretion of arbitrary 
police powers in the federal courts; that accretion is no less 
dangerous and unprecedented because the first step appears to 
be only minimally intrusive, 

I 
Beginning with the Act of July 31, 1789, 1 Stat. 29, 43, and 

concluding with the Omnibus Crime Control and Safe Streets 
Act of 1968, 82 Stat. 197, 219, 238, Congress has enacted a 

1 In fact, Congress amended Title III when presented with a similar 
question. See ante, at 177-178, n. 25. 
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series of over 35 different statutes granting federal judges the 
power to issue search warrants of one form or another. These 
statutes have one characteristic in common: they are specific 
in their grants of authority and in their inclusion of limitations 
on either the places to be searched, the objects of the search, 
or the requirements for the issuance of a warrant.2 This is 
not a random coincidence; it is a reflection of a concern deeply 
imbedded in our revolutionary history for the abuses that 
attend any broad delegation of power to issue search warrants. 
In the colonial period, the oppressive British practice of 
allowing courts to issue "general warrants" or "writs of assist
ance"3 was one of the major catalysts of the struggle for 
independence.4 After independence, one of the first state 
constitutions expressly provided that "no warrant ought to 
be issued but in cases, and with the formalities, prescribed by 
the laws."5 This same principle motivated the adoption of 

2 The statutes enacted prior to 1945 are catalogued in the Appendix to 
Mr. Justice Frankfurter's eloquent dissent in Davis v. United States, 328 
U. S. 582, 616-623. 

3 These writs authorized the indiscriminate search and seizure of unde
scribed persons or property based on mere suspicion. See N. Lasson, The 
History and Development of the Fourth Amendment to the United States 
Constitution 51-55 (1937). The writs of assistance were viewed as par
ticularly oppressive. They commanded "all officers and subjects of the 
Crown to assist in their execution," and they were not returnable after 
execution, but rather served as continuous authority during the lifetime of 
the reigning sovereign. Id., at 53-54. 

4 The importance of the colonial resistance to general writs and writs of 
assistance in our history has been emphasized in several Supreme Court 
cases, e. g., Frank v. Maryland, 359 U. S. 360, 363-365; Henry v. United 
States, 361 U. S. 98, 100-101; Stanford v. Texas, 379 U. S. 476, 481-485, 
and is set forth in detail in Lasson, supra, and Fraenkel, Concerning 
Searches and Seizures, 34 Harv. L. Rev. 361 (1921). 

5 Article XIV of the Massachusetts Constitution of 1780. The Fourth 
Amendment was patterned after this provision. See Harris v. United 
States, 331 U.S. 145, 158 (Frankfurter, J., dissenting). 
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the Fourth Amendment and the contemporaneous, specific 
legislation limiting judicial authority to issue search warrants.6 

It is unnecessary to develop this historical and legislative 
background at any great length, for even the rough contours 
make it abundantly clear that federal judges were not intended 
to have any roving commission to issue search warrants. 
Quite properly, therefore, the Court today avoids the error 
committed by the Courts of Appeals which have held that a 
district court has "inherent power" to authorize the installa
tion of a pen register on a private telephone line.7 Federal 
courts have no such inherent power.8 

6 It was not until 1917 that Congress granted the federal courts, as part 
of the Espionage Act, broad powers to issue search warrants. 40 Stat. 
217, 228 (allowing warrants for stolen property, property used in the 
commission of a felony, and property used to unlawfully aid a foreign 
government). These provisions of the Espionage Act formed the basis of 
Rule 41. See Notes of Advisory Committee on Rules, 18 U. S. C. App., 
p. 4512. It is clear that the Espionage Act did not delegate authority to 
issue all warrants compatible with the Fourth Amendment. After the 
Act, Congress continued to enact legislation authorizing search warrants 
for particular items, and the courts recognized that, if a warrant was not 
specifically authorized by the Act—or another congressional enactment— 
it was prohibited. See Colyer v. Skeffington, 265 F. 17, 45 (Mass. 1920), 
rev'd on other grounds, 277 F. 129 (CA1 1922). See also Warden v. 
Hayden, 387 U. S. 294, 308 n. 12. 

7 See United States v. Southwestern Bell Tel. Co.,, 546 F. 2d 243, 245 
(CAS 1976); United States v. Illinois Bell Tel. Co., 531 F. 2d 809 (CA7 
1976) (semble). 

8 I recognize that there are opinions involving warrantless electronic 
surveillance which assume that courts have some sort of nonstatutory 
power to issue search warrants. See United States v. Giordano, 416 U. S. 
505, 554 (POWELL, J., concurring); Katz v. United States, 389 U. S. 347; 
Osborn v. United States, 385 U. S. 323. That assumption was not, how
ever, necessary to the decisions in any of those cases, and Kats may rest 
on a reading of Fed. Rule Crim. Proc. 41, see discussion, infra, at 184-185. 
Admittedly, Osborn appears to rely in part on a nonstatutory order 
to permit a secret recording of a conversation with a lawyer who attempted 
to bribe a witness. But, as the Court subsequently made clear in United 
States v. White, 401 U. S. 745, prior judicial authorization was not a neces
sary clement of that case. Moreover, since the court in Osborn was 
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While the Court's decision eschews the notion of inherent 
power, its holding that Fed. Rule Crim. Proc. 41 authorizes the 
District Court's pen register order is equally at odds with the 
200-year history of search warrants in this country and ignores 
the plain meaning and legislative history of the very Rule on 
which it relies. Under the Court's reading of the Rule, the 
definition of the term "property" in the Rule places no limits 
on the objects of a proper search and seizure, but is merely 
illustrative. Ante, at 169. The Court treats Rule 41 as 
though it were a general authorization for district courts to 
issue any warrants not otherwise prohibited. Ante, at 170. 
This is a startling approach. On its face, the Rule grants no 
such open-ended authority. Instead, it follows in the steps of 
the dozens of enactments that preceded it: I t limits the nature 
of the property that may be seized and the circumstances under 
which a valid warrant may be obtained. The continuing 
force of these limitations is demonstrated by the congressional 
actions which compose the Omnibus Crime Control and Safe 
Streets Act of 1968. 

In Title III of that Act, Congress legislated comprehensively 
on the subject of wiretapping and electronic surveillance. 
Specifically, Congress granted federal judges the power to 
authorize electronic surveillance under certain carefully de
fined circumstances. As the Court demonstrates in Part II of 
its opinion (which I join), the installation of pen register 
devices is not encompassed within that authority. What the 
majority opinion fails to point out, however, is that in Title 
IX of that same Act, Congress enacted another, distinct provi
sion extending the power of federal judges to issue search 

concerned with the integrity of its own procedures, the argument that it 
possessed an inherent power to authorize a nonstatutory investigation had 
far greater strength than it has in the context of an ordinary criminal 
investigation. Cf. American Tobacco Co. v. Werckmeister, 146 F. 375 
(CA2 1906), aff'd, 207 U. S. 284 (use of All Writs Act to seize goods in 
the support of the court's jurisdiction). 
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warrants. That statute, which formed the basis of the 1972 
amendment to Rule 41, authorized the issuance of search war
rants for an additional class of property, namely, "property 
that constitutes evidence of a criminal offense in violation of 
the laws of the United States." 18 U. S. C. § 3103a. In order 
to understand this provision, it must be remembered that, prior 
to 1967, "mere evidence" could not be the subject of a consti
tutionally valid seizure. Gouled v. United States, 255 U. S. 
298. In Warden v. Hayden, 387 U. S. 294, this Court removed 
the constitutional objection to mere-evidence seizures. Title 
IX was considered necessary because, after Warden v. Hayden, 
there existed a category of property—mere evidence—which 
could be the subject of a valid seizure incident to an arrest, 
but which could not be seized pursuant to a warrant. The 
reason mere evidence could not be seized pursuant to a warrant 
was that, as Congress recognized, Rule 41 did not authorize 
warrants for evidence.9 Title IX was enacted to fill this gap 
in the law.10 

9 In the edition of his treatise written after the decision in Warden v. 
Hayden in 1967 and prior to the 1972 amendment to Rule 41, Professor 
Wright acutely observed: 

"Immediately after the Hayden decision there was an apparent anomaly, 
since the case held that evidence might be seized, but Rule 41 (b) did not 
authorize issuance of a search warrant for evidence. This would have 
meant that evidence might be seized where a search may permissibly be 
made without a warrant, but not in a search under warrant. This would 
have been wholly inconsistent with the strongly-held notion that, save in 
a few special classes of cases, a warrant should be a prerequisite to a search, 
and it would have encouraged police to search without a warrant. 
Congress, which can move more quickly than the rulemaking apparatus, 
responded by passage of a statute making it permissible to issue a search 
warrant for property that constitutes evidence of a criminal offense in 
violation of the laws of the United States.' This supplements, and may 
will soon swallow up, the other grounds for a search warrant set out in 
Rule 41 (b)." (Footnotes omitted.) 3 C. Wright, Federal Practice and 
Procedure § 664 (1969). ; 

10 See comments of Senator Allott, who introduced Title IX in the Senate, 
114 Cong. Rec. 14790 (1968). 
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Two conclusions follow ineluctably from the congressional 
enactment of Title IX. First, Rule 41 was never intended to 
be a general authorization to issue any warrant not otherwise 
prohibited by the Fourth Amendment. If it had been, Con
gress would not have perceived a need to enact Title IX, 
since constitutional law, as it stood in 1968, did not prohibit 
the issuance of warrants for evidence.11 

Second, the enactment of Title IX disproves the theory 
that the definition of "property" in Rule 41 (h) is only illus
trative. This suggestion was first put forward by the Court in 
Katz v. United States, 389 U. S. 347. The issue was not 
briefed in Katz, but the Court, in dicta, indicated that Rule 41 
was not confined to tangible property. Whatever the merits 
of that suggestion in 1967, it has absolutely no force at this 
time. In 1968 Congress comprehensively dealt with the issue 
of electronic searches in Title III. In the same Act, it provided 
authority for expanding the scope of property covered under 
Rule 41. But the definition of property in the Rule has never 
changed. Each item listed is tangible,12 and the final reference 
to "and any other tangible items" surely must now be read as 
describing the outer limits of the included category.13 It strains 

11 Indeed, under the Court's flexible interpretation of Rule 41, the entire 
series of statutes that belie the "inherent power" concept, was also an 
exercise in futility because the silence of Congress would not have pro
hibited any warrant that did not violate the Fourth Amendment. Many of 
these statutes remain in effect, e. g., 49 U. S. C. § 782 (seizure of certain 
contraband); 19 U. S. C. § 1595 (customs duties; searches and seizures); 
and Rule 41 (h) expressly provides that Rule 41 "does not modify any 
act, inconsistent with it, regulating search, seizure and the issuance and 
execution of search warrants . .  . ." 

12 Rule 41 (h) provides in part: 
"The term 'property' is used in this rule to include documents, books, 
papers and any other tangible objects." 

13 The Court acknowledges that the amendment to Rule 41 (b) 
eliminated a "restriction" against the seizure of mere evidence. Ante, at 
170-171, n. 18. What the Court refers to as a "restriction" was nothing 
more than silence—the absence of an express grant of authority. Since the 
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credulity to suggest that Congress, having carefully circum
scribed the use of electronic surveillance in Title III, would 
then, in Title IX, expand judicial authority to issue warrants 
for the electronic seizure of "intangibles" without the safe
guards of Title III.14 In fact, the safeguards contained in 
Rule 41 make it absurd to suppose that its draftsmen thought 
they were authorizing any form of electronic surveillance. 
The paragraphs relating to issuance of the warrant, Rule 
41 (c), the preparation of an inventory of property in the 
presence of the person whose property has been taken, Rule 
41 (d), and the motion for a return of property, Rule 41 (e), 
are almost meaningless if read as relating to electronic sur
veillance of any kind. 

To reach its result in this case, the Court has had to overlook 

Rule is just as silent on the subject of seizing intangibles as it was on the 
subject of seizing mere evidence, it is difficult to understand why the 
Court does not recognize the same "restriction" against such seizures. 

14 The Court argues that it "would be anomalous to permit the recording 
of conversations by means of electronic surveillance while prohibiting the 
far lesser intrusion accomplished by pen registers." Ante, at 170. But 
respondent does not claim that Congress has prohibited the use of pen 
registers. Admittedly there is now no statute either permitting or pro
hibiting the use of such devices. If that use is a "search" within the 
meaning of the Fourth Amendment—a question the Court does not decide— 
there is nothing anomalous about concluding that it is a forbidden activity 
until Congress has prescribed the safeguards that should accompany any 
warrant to engage in it. Even if an anomaly does exist, it should be cured 
by Congress rather than by a loose interpretation of "property" under 
Rule 41 which may tolerate sophisticated electronic surveillance techniques 
never considered by Congress and presenting far greater dangers of intru
sion than pen registers. See Michigan Bell Tel. Co. v. United States, 
565 F. 2d 385 (CA6 1977) (indicating the increasing sophistication of 
surveillance techniques similar to pen registers); cf. United States v. 
Pretzinger, 542 F. 2d 517 (CA9 1976) (use of electronic tracking devices). 
It is significant that Title III limits the types of criminal investigations for 
which electronic surveillance may be used; no such limit is expressed in 
Rule 41 or is implicit in the Court's reasoning today. 
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the Rule's specific language, its specific safeguards, and 
its legislative background. This is an extraordinary judicial 
effort in such a sensitive area, and I can only regard it as most 
unwise. It may be that a pen register is less intrusive than 
other forms of electronic surveillance. Congress evidently 
thought so. See S. Rep. No. 1097, 90th Cong., 2d Sess., 90 
(1968). But the Court should not try to leap from that 
assumption to the conclusion that the District Court's order 
here is covered by Rule 41. As I view this case, it is imma
terial whether or not the attachment of a pen register to a 
private telephone line is a violation of the Fourth Amendment. 
If, on the one hand, the individual's privacy interest is not 
constitutionally protected, judicial intervention is both unnec
essary and unauthorized. If, on the other hand, the constitu
tional protection is applicable, the focus of inquiry should not 
be whether Congress has prohibited the intrusion, but whether 
Congress has expressly authorized it, and no such authoriza
tion can be drawn from Rule 41. On either hypothesis, the 
order entered by the District Court on March 19, 1976, 
authorizing the installation of a pen register, was a nullity. 
It cannot, therefore, support the further order requiring the 
New York Telephone Company to aid in the installation of 
the device. 

II 

Even if I were to assume that the pen register order in this 
case was valid, I could not accept the Court's conclusion that 
the District Court had the power under the All Writs Act, 28 
U.S. C. § 1651 (a), to require the New York Telephone Com
pany to assist in its installation. This conclusion is unsup
ported by the history, the language, or previous judicial 
interpretations of the Act. 

The All Writs Act was originally enacted, in part, as § 14 of 
the Judiciary Act of 1789, 1 Stat. 81.15 The Act was, and 

15 The statute was also derived from § 13 of the Judiciary Act, which 
concerned writs of mandamus and prohibition, 1 Stat. 80, and a statute 
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is, necessary because federal courts are courts of limited juris
diction having only those powers expressly granted by Con
gress,16 and the statute provides these courts with the 
procedural tools—the various historic common-law writs— 
necessary for them to exercise their limited jurisdiction.17 The 
statute does not contain, and has never before been interpreted 
as containing, the open-ended grant of authority to federal 
courts that today's decision purports to uncover. Instead, in 
the language of the statute itself, there are two fundamental 
limitations on its scope. The purpose of any order authorized 
by the Act must be to aid the court in the exercise of its 
jurisdiction;18 and the means selected must be analogous to 
a common-law writ. The Court's opinion ignores both 
limitations. 

dealing with writs of ne exeat, 1 Stat. 334. The All Writs Act now reads: 
" (a) The Supreme Court and all courts established by Act of Congress 

may issue all writs necessary or appropriate in aid of their respective, 
jurisdictions and agreeable to the usages and principles of law." 

16 This proposition was so well settled by 1807 that Mr. Chief Justice 
Marshall needed no citation to support the following statement: 

"As preliminary to any investigation of the merits of this motion, this 
court deems it proper to declare that it disclaims all jurisdiction not given 
by the constitution, or by the laws of the United States. 

"Courts which originate in the common law possess a jurisdiction which 
must be regulated by their common law, until some statute shall change' 
their established principles; but courts which are created by written law, 
and whose jurisdiction is defined by written law, cannot transcend that 
jurisdiction. It is unnecessary to state the reasoning on which this opinion 
is founded, because it has been repeatedly given by this court; and with 
the decisions heretofore rendered on this point, no member of the bench 
has, even for an instant, been dissatisfied." Ex parte Bollman, 4 Cranch 
75, 93. 

17 See Horns v. Nelson, 394 U. S. 286, 299. 
18 This Court has frequently considered this requirement in the context 

of orders necessary or appropriate in the exercise of appellate jurisdic
tion. See J. Moore, B. Word, & J. Lucas, 9 Moore's Federal Practice 
¶¶ 110.27-11028 (1975). Here, we are faced with an order that must be 
necessary or appropriate in the exercise of a district court's original 
jurisdiction. 
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The Court starts from the premise that a district court may 
issue a writ under the Act "to effectuate and prevent the 
frustration of orders it has previously issued in its exercise of 
jurisdiction otherwise obtained." Ante, at 172. As stated, this 
premise is neither objectionable nor remarkable and conforms 
to the principle that the Act was intended to aid the court 
in the exercise of its jurisdiction. Clearly, if parties were free 
to ignore a court judgment or order, the court's ability to 
perform its duties would be undermined. And the court's 
power to issue an order requiring a party to carry out the 
terms of the original judgment is well settled. See Root v. 
Woolworth, 150 U. S. 401, 410-413. The courts have also 
recognized, however, that this power is subject to certain 
restraints. For instance, the relief granted by the writ may 
not be "of a different kind" or "on a different principle" from 
that accorded by the underlying order or judgment. See id., 
at 411-412.19 

19 These restraints are necessary concomitants of the undisputed fact 
that the All Writs Act does not provide federal courts with an independent 
grant of jurisdiction. McIntire v. Wood, 7 Cranch 504; Rosenbaum v. 
Bauer, 120 U. S. 450. The factors mentioned above may be relevant in 
determining whether the court has ancillary jurisdiction over the dispute. 
See Dugas v. American Surety Co., 300 U. S. 414; Labette County 
Commr's v. Moulton, 112 U. S. 217; Morrow v. District of Columbia, 
135 U. S. App. D. C. 160, 417 F. 2d 728 (1969). In this case, the 
District Court's order was entered against a third party—the Telephone 
Company. The Court never explains on what basis the District Court had 
jurisdiction to enter this order. Possibly, the District Court believed that 
it had ancillary jurisdiction over the controversy, or that the failure of 
the Company to aid the Government posed a federal question under 28 
U. S. C. § 1331. See Board of Education v. York, 429 F. 2d 66 (CA10 
1970), cert. denied, 401 U. S. 954. Since I believe that the District Court 
could not enter its order in any event since it was not in aid of its 
jurisdiction, I do not find it necessary to reach the question whether there 
was jurisdiction, apart from the All Writs Act, over the "dispute" between 
the Government and the Telephone Company. However, the Court's 
failure to indicate the basis of jurisdiction is inexplicable. 
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More significantly, the courts have consistently recognized 
and applied the limitation that whatever action the court takes 
must be in aid of its duties and its jurisdiction.20 The fact 
that a party may be better able to effectuate its rights or 
duties if a writ is issued never has been, and under the lan
guage of the statute cannot be, a sufficient basis for issuance 
of the writ. See Sampson v. Murray, 415 U. S. 61; Commer
cial Security Bank v. Walker Bank & Trust Co., 456 F. 2d 1352 
(CA10, 1972); J. Moore, B. Ward, & J. Lucas, 9 Moore's 
Federal Practice ¶ 110.29 (1975). 

Nowhere in the Court's decision or in the decisions of the 
lower courts is there the slightest indication of why a writ is 
necessary or appropriate in this case to aid the District 
Court's jurisdiction. According to the Court, the writ is 
necessary because the Company's refusal "threatened obstruc

20 The Court's failure to explain why the District Court's order was in. 
aid of its jurisdiction is particularly notable when compared to the 
rationale of the prior Court cases on which it relies. See, e. g., Harris v. 
Nelson, 394 U. S. 286, 299 ("the habeas corpus jurisdiction and the duty 
to exercise it being present, the courts may fashion appropriate modes of 
procedure . . .  . Where their duties require it, this is the inescapable 
obligation of the courts") (emphasis added); FTC v. Dean Foods Co., 
384 U. S. 597, 604 (injunction issued under All Writs Act upheld 
because it was necessary "to preserve the status quo while administrative 
proceedings are in progress and prevent impairment of the effective exercise 
of appellate jurisdiction") (emphasis added). 

The Court apparently concludes that there is no functional distinction 
between orders designed to enable a party to effectuate its rights and 
orders necessary to aid a court in the exercise of its jurisdiction. Ante, 
at 175 n. 23. The Court reaches this conclusion by pointing out that the 
orders in cases such as Harris v. Nelson, supra, protected a party's rights. 
This is, of course, true. Orders in aid of a court's jurisdiction will 
usually be beneficial to one of the parties before the court. The con
verse, however, is clearly not true. Not all orders that may enable a 
party to effectuate its rights aid the court in its exercise of jurisdiction. 
Compare Sampson v. Murray, 415 U. S. 61, with FTC v. Dew Foods Co., 
supra. 
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tion of an investigation . . . ." Ante, at 174. Concededly, 
citizen cooperation is always a desired element in any govern
ment investigation, and lack of cooperation may thwart such 
an investigation, even though it is legitimate and judicially 
sanctioned.21 But unless the Court is of the opinion that the 
District Court's interest in its jurisdiction was coextensive 
with the Government's interest in a successful investigation, 
there is simply no basis for concluding that the inability of 
the Government to achieve the purposes for which it obtained 
the pen register order in any way detracted from or threat
ened the District Court's jurisdiction. Plainly, the District 
Court's jurisdiction does not ride on the Government's 
shoulders until successful completion of an electronic 
surveillance. 

If the All Writs Act confers authority to order persons to 
aid the Government in the performance of its duties, and is 
no longer to be confined to orders which must be entered to 
enable the court to carry out its functions, it provides a sweep
ing grant of authority entirely without precedent in our 
Nation's history. Of course, there is precedent for such 
authority in the common law—the writ of assistance. The use 
of that writ by the judges appointed by King George III was 
one British practice that the Revolution was specifically 
intended to terminate. See n. 3, supra. I can understand 
why the Court today does not seek to support its holding by 
reference to that writ, but I cannot understand its disregard 
of the statutory requirement that the writ be "agreeable to 
the usages and principles of law." 

21 A citizen is not, however, free to forcibly prevent the execution of a 
search warrant. Title 18 U. S. C. § 2231 imposes criminal penalties on any 
person who "forcibly assaults, resists, opposes, prevents, impedes, intimi
dates, or interferes with any person authorized to serve or execute search 
warrants . . . ." This section was originally enacted as part of the 
Espionage Act of 1917, see n. 6, supra, and is the only statutory provision 
imposing any duty on the general citizenry to "assist" in the execution 
of a warrant. 
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III 

The order directed against the Company in this case is not 
particularly offensive. Indeed, the Company probably wel
comes its defeat since it will make a normal profit out of com
pliance with orders of this kind in the future. Nevertheless, 
the order is deeply troubling as a portent of the powers that 
future courts may find lurking in the arcane language of 
Rule 41 and the All Writs Act. 

I would affirm the judgment of the Court of Appeals. 
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114 (1952), has clearly held in an extradition 
situation that a fugitive from justice must 
challenge the constitutionality of his (or 
her) incarceration in the demanding state 
and not in the asylum state. The sparse 
law in this circuit has followed the Supreme 
Court mandate. United States ex rel. 
Hammershoy v. Director of Conn. Con. 
Ctr., 299 F.Supp. 1354, 1356 (D.Conn. 1969) 
(Timbers, Ch. J.). Hammershoy recognized 
the possibility of a contrary rule on a show
ing of "very unusual facts," id., presumably 
referring to the arguable intimation in 
Sweeney that such might be the result on a 
showing that relief is unavailable in the 
courts of the demanding state. 

There is, however, no basis on which to 
conclude that the courts of the State of 
North Carolina would be unable to afford 
petitioner her relief, notwithstanding a 
vague suggestion in the petition to the con
trary. Indeed, the fact that Ms. Little was 
acquitted on the murder charge in a North 
Carolina court would belie such a sugges
tion. Should there be any failure on the 
part of the North Carolina state courts to 
accept and apply the requirements of the 
Constitution of the United States, relief in 
the federal court sitting in the State of 
North Carolina is available. 

To me the law is clear. It requires that 
the petition for the writ of habeas corpus be 
dismissed. At the hearing, the attorney for 
the petitioner requested a stay pending ap
peal in the event of an adverse determina
tion. Since I believe that there is no proba
ble cause for an appeal, I will not issue 
either the required certificate of probable 
cause (28 U.S.C. § 2253) or a stay. 

SO ORDERED. 

 SUPPLEMENT 

Freddie Joe SIMMONS, Plaintiff, 

v. 

SOUTHWESTERN BELL TELEPHONE 
COMPANY, a	 corporation, Defendant. 

No. CIV-77-0487-T. 

United States District Court, 
W. D. Oklahoma. 

May 19, 1978. 

Former employee of telephone compa
ny sued company alleging that its actions in 
monitoring his private telephone conversa
tions were unlawful and unconstitutional. 
On defendant's motion for summary judg
ment, the District Court, Thompson, J. held 
that: (1) where telephone company main
tained a "testdesk" where trouble reports 
from customers were handled, and use of 
testdesk telephone by employees was moni
tored by supervisors for quality control and 
other purposes, and where employee knew 
that personal calls were not be made from 
the testdesk and that his telephone conver
sations from the desk could be and were 
monitored, he could not recover against tel
ephone company on ground that monitoring 
his private conversations on the testdesk 
telephone violated constitutional right of 
privacy; (2) company's monitoring activi
ties fell within exception from prohibition 
against intercepting wire communications 
contained in the Omnibus Crime Control 
and Safe Streets Act of 1968; (3) since 
company lawfully monitored plaintiffs 
phone calls, any disclosure thereof was not 
a violation of the Act, and (4) section of the 
Communications Act of 1934 prohibiting 
unauthorized publication or use of commu
nications exempts from its coverage those 
activities authorized by the 1968 Act. 

Motion granted. 

1. Constitutional Law 82(7) 
Whatever the source of constitutional 

right of privacy, the protection is only 
against government intrusion into a per
son's privacy, and it protects only a reason

40-209 O - 85 - 36
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expectation of privacy. U.S.C.A.Const. 
1, 4,5, 9, 14. 

8.5(2) 
Where telephone company maintained 

a "testdesk" where trouble reports from 
customers were handled, and use of test-
desk telephone by employees was monitored 
supervisors for quality control and other 
purposes, and where employee knew that 
personal calls were not to be made from the 
testdesk and that his telephone conversa
tions from the desk could be and were mo
nitored he could not recover against tele
phone company on ground that monitoring 

private Conversations on the testdesk 
telephone violated constitutional right of 

since the company was not an arm 
of the government nor responsible under 
the Fourth Amendment as a government 

and since, in any event, employee did 
have a reasonable expectation under 

circumstances that he could protect his 
personal conversations from intrusion. U.S. 

Const. Amends. 4, 9. 

Telecommunications 491 
Where telephone company maintained 

where trouble reports from cus
tomers were handled and use of board by 
employees was monitored by supervisors for 
purpose of service quality control checks 
and in plaintiff employee's case, for pur
pose of preventing his persistent use of 

phone for personal calls, against 
he had been warned several times, 

legitimate interest in maintain-
quality control and availability of lines 

its monitoring activities within ex-
from prohibition against intercep

of wire communications, contained in 
Omnibus Crime Control and Safe 

Act of 1968, 18 U.S.C.A. §§ 2511, 
(2)(a)(i), 2520. 

Telecommunications 491 
Where telephone company lawfully mo

nitored employee's telephone calls at "test
1 Deposition of plaintiff, pp. 25- 27 

 Affidavit of Dennis J. Fowler. Exhibit A. de
fendant's brief in support of the Motion for
Summary Judgment. 

desk," within meaning of the Omnibus 
Crime Control and Safe Streets Act of 1968, 
any disclosure of such conversations was 
not a violation of the Act since disclosive, 
to be unlawful thereunder, must be of in
formation which was unlawfully intercept
ed. 18 U.S.C.A. §§ 2511, 2511(2)(a)(i), 2520. 

5. Telecommunications 492 
Section of the Communications Act of 

1934 prohibiting unauthorized publication 
or use of communications exempts from its 
coverage those activities authorized by the 
Omnibus Crime Control and Safe Streets 
Act of 1968. 18 U.S.C.A. § 2510 et seq.; 
Communications Act of 1934, § 605, 47 U.S. 
C.A. §605. 

Lyle McPheeters, Oklahoma City, Okl., 
for plaintiff. 

Thomas J. Enis and Robert D. Allen, 
Oklahoma City, Okl., for defendant. 

MEMORANDUM OPINION 

THOMPSON, District Judge. 

Plaintiff herein was formerly employed 
by defendant at its test center in Oklahoma 
City. His job, at the time of the acts com
plained of herein, was that of "deskman" or 
"testboardman". As such, plaintiff was one 
of several employees at a "testdesk"—a 
large and complex panel where all trouble 
reports from customers were received, 
cleared, dispatched, and closed.1 The super
visors, or chief deskmen, monitored the use 
of testboard telephones for service quality 
checks, checking work in progress, assisting 
deskmen, and insuring minimum use of cus
tomer monitoring by deskmen.2 The desk-
men, and specifically plaintiff, knew that 
the testboard lines were monitored.3 It was 
the written policy of defendant, and under
stood by plaintiff, that personal calls made 
to or from the testboard were not allowed.4 

3. Deposition of plaintiff, pp. 94, 99. 

4. Deposition of plaintiff, Exhibit J. 2
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There were other telephones, not subject to 
service observing, available for personal 
calls.5 Plaintiff had been warned repeated
ly against his excessive use of the testboard 
phones for private calls.6 In this action 
plaintiff alleges that the actions of defend
ant in monitoring his private conversations 
on the testboard telephones were unlawful, 
unconstitutional, and caused him damages 
exceeding $6,000,000. 

Plaintiff brings this action on two sepa
rate theories of recovery—he alleges first a 
violation of his constitutional right to priva
cy, and secondly, a violation of 18 U.S.C. 
§§ 2510, et seq., entitling him to a private 
right of damages. He seeks actual and 
punitive damages as a result of the defend
ant's actions, including his allegedly wrong
ful termination from employment. Defend
ant has moved for summary judgment, 
which motion has been briefed by the par
ties and is ready for decision. Plaintiff has 
during the time for briefing this motion, 
applied for and obtained leave to amend his 
complaint. Defendant has asked that its 
Motion for Summary Judgment be directed 
to the amended complaint, as the cause of 
action is essentially the same. Thus the 
Court has read the briefs of the parties on 

the Motion for Summary Judgment as be

5.	 Affidavit of Dennis J. Fowler, supra, n. 2; 
deposition of plaintiff, p. 94. 

6. Deposition of plaintiff, pp. 97, 98. 

7.	 See, e. g., Katz v.U.S., 389 U.S. 347, 88 S.Ct. 
507, 19 L.Ed.2d 576 (1967); Griswold v. Con
necticut, 381 U.S. 479, 85 S.Ct. 1678, 14 
L.Ed.2d 510 (1965), Mapp v. Ohio, 367 U.S. 
643, 81 S.Ct. 1684, 6 L.Ed.2d 1081 (1961). 

8.	 Union Pacific R. Co. v. Botsford, 141 U.S. 
250, 11 S.Ct. 1000, 35 L.Ed. 734 (1891); Boyd v. 
U. S., 116 U.S. 616, 630, 6 S.Ct. 524, 29 L.Ed. 
746 (1886). 

9.	 Stanley v. Georgia, 394 U.S. 557, 564, 89 S.Ct 
1243 (1960); NAACP v. Alabama, 357 U.S. 449, 
462, 78 S.Ct. 1163, 2 L.Ed.2d 1488 (1958). 

10.	 Katz v. U. S., 389 U.S. 347, 88 S.Ct. 507, 19 
L.Ed.2d 576 (1967); Mapp v. Ohio, 367 U.S. 
643, 81 S.Ct. 1684, 6 L.Ed.2d 1081 (1961). 

11.	 Boyd v. U. S., 116 U.S. 616, 630, 6 S.Ct. 524, 
29 L.Ed. 746 (1886). 

ing directed to plaintiff's second amended 
complaint. 

Constitutional Right to Privacy 

[1,2] The constitutional protection of 
the right to privacy is a relatively new 
development in our law,7 but with historical 
precedent.8 The right to privacy has been 
found under the First9 Fourth,10 Fifth,11 

Ninth,12 and Fourteenth Amendments,13 

and the "penumbra of the Bill of Rights".14 

It is clear that, whatever the source of the 
right, the protection is only as against 
government intrusions into a person's priva
cy.15 The defendant herein is certainly not 
an arm of the government and is not "re
sponsible under the Fourth Amendment as 
[a] government bod[y]".16 

Moreover, as the law in this area continu
ally evolves and becomes more concrete, it 
is inevitable that the right protected is not 
absolute and unequivocal, but rather that 
the Constitution protects only a reasonable 
expectation of privacy.17 Plaintiff herein 
was well aware that his telephone conversa
tions could be monitored, and in fact were. 
It is not a "reasonable expectation" under 
these circumstances that plaintiff could pro
tect his personal conversations from intru
sion. 

12.	 Griswold v. Connecticut, 381 U.S. 479, 486, 
85 S.Ct. 1678, 14 L.Ed. 2d 510 (1965) (Goldberg. 
J., concurring). 

13.	 Id., at 499 and 502, 85 S.Ct. 1678 (Harlan, J., 
and White, J., separate concurring opinions). 

14.	 Id., at 479, 85 S.Ct. 1678 (opinion of Court 
per Douglas, J.). 

15.	 Griswold v. Connecticut, 381 U.S. 479, 483, 
85 S.Ct. 1678, 14 L.Ed.2d 510 (1965); Katz v. U. 
S. 389 U.S. 347, 350, 88 S.Ct. 507, 19 L.Ed.2d 
576 (1967); Boyd v. U. S., 116 U.S. 616, 630, 6 
S.Ct. 524, 29 L.Ed. 746; U. S. v. Clegg; 509 F.2d 
605 (5th Cir. 1975). 

16.	 U. S. v. Goldstein, 532 F.2d 1305, 1311 (9th 
Cir. 1976), cert. denied sub nom. Roberts v. U 
S., 429 U.S. 960, 97 S.Ct. 384, 50 L.Ed.2d 327. 

17.	 Katz v. U. S., 389 U.S. 347, 88 S.Ct. 507, 19 
L.Ed.2d 576 (1967); U. S. v. Pui Kan Lam, 483 
F.2d 1202 (2nd Cir. 1973), cert. denied 415 U.S. 
984, 94S. Ct. 1578, 39 L.Ed.2d 881. 
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The Court takes note of the case of Unit
ed States v. Perkins, 383 F.Supp. 922, 927 
(N.D.Ohio 1974), cited and relied on by 
plaintiff, where the Court stated: 

"The Fourth Amendment does not pro
tect unreasonable governmental searches 
only but against all unreasonable 
searches." [Emphasis in original] 

This case is inapposite for several reasons. 
First, the factual setting in Perkins was a 
criminal prosecution where defendant Per
kins urged the unconstitutionally of 18 
U.S.C. § 2511, as a governmental restriction 
of private action. It was in this context, i. 
e., in holding that Congress could legislate 
against private telephone interception, that 
the sentence quoted above was expressed. 
Certainly the Court in Perkins did not in
tend authorization of a constitutional right 
of action against a private, as opposed to a 
governmental, body by the quoted state
ment. Such a result would fly in the face 
of well-established precedent 18_ and would 
revolutionize long-held concepts of constitu
tional law.19 If such was the intent of 
Perkins,it is rejected here. But even ac
cepting that Perkins allows a right of relief 
against non-governmental invasions of pri
vacy, it is inapplicable here, as Perkins spe
cifically says the protection is not against 
"unreasonable governmental searches only 
but against all unreasonable searches". 
The Court defined "unreasonable searches" 
as those against a person who has an expec
tation of privacy which must be protected. 
Plaintiff herein had no such expectation. 
Nor can plaintiff find relief in the Ninth 
Amendment as an authorization of this suit. 
There is some authority that the Ninth 
Amendment is the constitutional basis for 
the protection of privacy, not found specifi
cally in other Amendments.20 Whatever 
the source of the right (which source seems 

to be an argument more of semantics than 
of substance), the right may be asserted, at 

18. See authorities cited at n. 15. 

19.	 Such a construction would elevate almost 
every lawsuit to a constitutional claim, e.g., a 
conversion becomes an unreasonable seizure, 
an assault becomes cruel and unusual punish
ment; false imprisonment becomes an abroga
tion of freedom to associate, and so on, ad 

least in a constitutional context, only 
against a governmental intrusion, and only 
where there exists a reasonable expectation 
of privacy, neither of which exist in the 
case at hand. 

It is the conclusion of the Court that 
plaintiff has failed to state a claim amount
ing to a violation of constitutionally pro
tected rights. 

18 U.S.C. § 2511 
[3] As part of the Omnibus Crime Con

trol and Safe Streets Act of 1968, Congress 
enacted a prohibition of wire interception 
and interception of oral communications, 18 
U.S.C. §§ 2510, et seq., and provided a 
private right of action for violations there
of. 18 U.S.C. § 2520. Plaintiff claims that 
defendant has violated section 2511, which 
reads in part: 

"(1) Except as otherwise specifically pro
vided in this chapter any person who— 

(a) wilfully intercepts, endeavors to in
tercept, or procures any other person to 
intercept or endeavor to intercept, any 
wire or oral communication; 
* * * * * * 

shall be fined not more than $10,000 or 
imprisoned not more than five years, or 
both." 

Defendant claims it falls within the excep
tion found at section 2511(2)(a)(i): 

"It shall not be unlawful under this chap
ter for an operator of a switchboard, or 
an officer, employee, or agent of any 
communication common carrier, whose 
facilities are used in the transmission of a 
wire communication, to intercept, dis
close, or use that communication in the 
normal course of his employment while 
engaged in any activity which is a neces
sary incident to the rendition of his ser
vice or to the protection of the rights or 

infinitum. Thus all these lawsuits become fed
eral claims and find themselves in federal, rath
er than state, court. 

20.	 Griswold v. Connecticut, 381 U.S. 479; 486, 
85 S.Ct. 1678, 14 L.Ed.2d 510 (1965) (Goldberg, 

J. concurring). 
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property of the carrier of such communi
cation . . ." 

This section has so far been tested only as it 
relates to the propriety of the telephone 
company's interception of private conversa
tions in order to prevent fraud against the 
telephone company.21 Thus, where the 
company reasonably suspects the use of a 
"blue box" to avoid long distance charges, it 
may lawfully monitor conversations to un
cover the fraud. Plaintiff argues that 
these cases stand for the proposition that 
defendant may intercept wire communica
tions only to protect itself from fraud 
against its property and economic interests. 
Such a construction ignores the language of 
section 2511(2)(a)(i)—" . . . while en
gaged in any activity which is a necessary 
incident to the rendition of his service or to 
the protection of the rights or property of 
the carrier . . ." (emphasis added). 
The fact that there are no cases construing 
the first of the lawful reasons for wire 
interception by a communications carrier 
does not mean that the statutory language 
is of no effect. The Court must give effect 
to each provision contained in a statute,22 

not just the portion that has been previous
ly ruled upon. 

Plaintiff does not appear to object, either 
now or during his employment, to defend
ant's monitoring of his business calls23—it 
is only his personal calls he feels should 
remain private. It is the assertion of de
fendant, and admitted by plaintiff,24 how
ever, that there was a telephone available 
for private calls, and that all employees of 
defendant were aware of its availability. 
Had plaintiff been monitored on that tele
phone, the Court would wholeheartedly 
agree that defendant had overstepped its 
limited privilege. However, the record re
flects that plaintiff was employed in a com
plex area involving defendant's quality con

trol. He and fellow employees_at the test

21.	 U. S. v. Goldstein, 532 F.2d 1305 (9th Cir. 
1976); U. S. v. Clegg, 509 F.2d 605 (5th Cir. 
1975); U. S. v. DeLeeuw, 368 F.Supp. 426 
(D.Wis. 1974). 

22.	 U. S. v. Powers, 307 U.S. 214, 59 S.Ct. 805, 
83 L.Ed. 1245 (1930). 

board were in a sensitive and responsible 
position requiring immediate attention and 
action and where availability of both incom
ing and outgoing lines was of paramount 
importance. Defendant's monitoring activi
ties must be considered reasonable, when 
the nature of plaintiff's employment is con
sidered with the fact that all employees at 
his station knew, and had acquiesced to, 
defendant's monitoring of their incoming 
and outgoing calls, while at the testboard, 
both for the purpose of service quality con
trol checks and, in plaintiffs case, for the 
purpose of preventing his persistent use of 
the testboard phones for personal calls, a 
practice against which plaintiff had been 
warned several times. As plaintiff knew 
his calls were monitored, he had no reasona
ble expectation that his calls would remain 
private; as the defendant had a legitimate 
interest in maintaining quality control, its 
monitoring activities fall within the exclu
sion of 18 U.S.C. § 2511(2)(a)(i). 

[4] Plaintiff argues that the actions of a 
certain employee of defendant in publicly 
repeating portions of plaintiffs private 
phone calls were undoubtedly beyond the 
limited scope of section 2511(2)(a)(i). For 
the purposes of the motion, the Court has 
accepted plaintiff's allegations of fact upon 
which his argument is based as true. Even 
so assuming, plaintiff states no claim. As 
the Court has found that defendant lawful
ly monitored plaintiff's phone calls within 
the meaning of section 2511(2)(a)(i), any 
disclosure of such conversations is not a 
violation of section 2511. Both section 2511 
and section 2520, which authorizes a civil 
damage suit, treat disclosure as a separate 
offense from interception. Disclosure, to 
be unlawful under section 2511, must be of 
information which was unlawfully inter
cepted: 

"Except as otherwise specifically provid
ed in this chapter any person who— 

* * * * * * 

23. Deposition of plaintiff, p. 63. 

24. Deposition of plaintiff, p. 94. 
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(c) willfully discloses, or endeavors to 
disclose, to any other person the con
tents of any wire or oral communica
tion, knowing or having reason to know 
that the information was obtained 
through the interception of a wire or 
oral communication in violation of this 
subsection . . ." [Emphasis add
ed] 

Section 2520 allows a private right to dam
ages for "[a]ny person whose wire or oral 
communication is intercepted, disclosed, or 
used in violation of this chapter " (emphasis 
added). Thus, having held above that the 
interception of plaintiff's telephone conver
sation was lawful, the Court cannot find a 
disclosure violation. Plaintiff's claim that 
defendant violated section 2511, entitling 
him to damages under section 2520, is 
therefore without merit. 

47 U.S.C. § 605 

[5] Plaintiff asserts that 47 U.S.C. 
§ 605, prohibiting unauthorized publication 
or use of communications, grants him a 
cause of action for damages for its viola
tion. The cases cited by plaintiff in support 
of this proposition predate the 1968 amend
ment to this section, which added the intro
ductory phrase, "except as authorized by 
chapter 119, Title 18 . . .". Chapter 
119 of Title 18 is sections 2510, et seq., 
discussed above. At least one court has 
held, since this amendment, that section 605 
does not grant a civil remedy for violations 
thereunder.25 In any event, section 605 
clearly exempts from its coverage those ac
tivities authorized by sections 2510, et seq. 
As the Court has found defendant's activi
ties lawful within the exception in section 
2511(2)(a)(i), section 605 has no application 
to this suit. 

Conclusion 

Plaintiff argues that there are questions 
of fact present in this lawsuit which require 
a jury determination. The Court can find 
none. It is the application of law to the 

admitted facts which results in a judgment 
for defendant. Although plaintiff, in his 
deposition, has alleged that defendant has 
monitored his home telephone to the 
present time, such allegations are not part 
of plaintiff's second amended complaint and 
thus are not relevant here. Plaintiff's alle
gations of wrongful discharge, plead only as 
an item of damage from defendant's moni
toring activities, are likewise irrelevant, 
once the monitoring is found lawful. It is 
the conclusion of the Court that there is no 
constitutional protection of non-governmen
tal invasions of privacy; that defendant's 
conduct is within both the letter and the 
spirit of the limited Congressional autho
rization of telephone interceptions found at 
18 U.S.C. § 2511(2)(a)(i); and that defend
ant's activity, lawful within section 2511, is 
lawful within 47 U.S.C. § 605. 

Finding no substantial question as to any 
material fact, the Court finds that defend
ant is entitled to judgment as a matter of 
law. Defendant's Motion for Summary 
Judgment is therefore granted. A judg
ment in accordance with the foregoing will 
be entered this date. 

James TURNER, Jr., Petitioner, 

v.


Warden Donald W. WYRICK,

Respondent.


No. 77-330C(3).


United States District Court,

E. D. Missouri, E. D.


May 22, 1978. 

Missouri prisoner filed a petition for a 
writ of habeas corpus. The District Court, 

25. Smith v. Cincinnati Post & Times-Star, 353 F.Supp. 1126 (S.D.Ohio 1972), aff'd 475 F.2d 
740 (6 Cir.). 
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as at trial, presumably he was able to 
testify from first-hand information. 

Were we to hold that grand jury min
utes must be turned over so that defense 
counsel could satisfy his mere suspicion 
that the indictment was based on insuf
ficient evidence, grand jury proceedings 
would effectively be open at the whim of 
the defense. This we are not disposed 
to do. 

Affirmed. 

UNITED STATES of America,

Plaintiff-Appellee,


v. 
John Merrill HALL, Defendant-Appellant. 

UNITED STATES of America,

Plaintiff-Appellee,


v.

William King NICHOLS, Defendant-


Appellant.


UNITED STATES of America,

Plaintiff-Appellee,


v.

James Kline DEVER, Defendant-


Appellant.

Nos. 72-1841, 72-1842, 72-1737.


United States Court of Appeals, 
Ninth Circuit. 
Oct. 19, 1973. 

Defendants were convicted, in the 
United States District Court for the 
District of Arizona, James A. Walsh. J., 
of possession of marijuana with intent 
to distribute in violation of statute and 
conspiracy to commit that offense, and 
they appealed. The Court of Appeals, 
Wallace, Circuit Judge, held that 1968 
amendment made it obvious that legisla
ture wanted law enforcement personnel 
to be governed exclusively by the Crime 

488 F.2d—13 

Control Act, and therefore the statute 
forbidding any person to intercept and 
divulge wire or radio communications 
offered no impediment to application of 
evidence-excluding rule applicable when 
non-FCC governmental agents or private 
individuals intercept nonpublic broadcast 
without consent. 

Reversed and remanded. 
Ferguson, District Judge, dissented 

in part, with an opinion. 

1. Searches and Seizures 1 
Use of electronic devices to over

hear conversation is "search" within 
Fourth Amendment. U.S.C.A.Const. 
Amend. 4. 

2. Criminal Law 394.2(2) 
That state officers had made 

searches and arrests and then turned 
case over to federal authorities for pros
ecution did not prevent raising of ques
tion as to validity of searches. 

3. Telecommunications 495 
A law enforcement officer is not a 

"person" within statute forbidding di
vulgence of restricted communications to 
any person, and it was therefore ques
tionable whether communications by 
housewife to Arizona Department of 
Public Safety of contents of conversa
tion overheard on radio violated statute. 
Communications Act of 1934, § 605 as 
amended 47 U.S.C.A. § 605. 

See publication Words and Phrases 
for other judicial constructions and 
definitions. 

4. Telecommunications 495 
1968 amendment made it obvious 

that legislature wanted law enforcement 
personnel to be governed exclusively by 
the Crime Control Act, and therefore the 
statute forbidding any person to inter
cept and divulge wire or radio communi
cations offered no impediment to appli
cation of evidence-excluding rule appli
cable when non-FCC governmental 
agents or private individuals intercept 
nonpublic broadcast without consent. 
Communications Act of 1934, § 605 as 
amended 47 U.S.C.A. § 605. 
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5. Telecommunications 493, 496 
Congress did not intend that every 

conversation aided in any part by any 
wire should be deemed a "wire communi
cation," but when part of communication 
is carried to or from a land-line tele
phone, entire conversation is a wire com
munication and search warrant is re
quired. 18 U.S.C.A. § 2510( 1, 2). 

See publication Words and Phrases 
for other judicial constructions and 
definitions. 

6. Constitutional Law	 70.1 (7) 
Telecommunications 493 

Logically, conversations intercepted 
by ordinary radio receiver and not by 
telephone tap should be afforded no 
more protection than those occurring be
tween two radio transceivers, but con
gressional definition required that clas
sification of conversation between mo
bile and land-line telephone be classified 
as a "wire communication," and court 
was not free to hold otherwise. 18 U.S. 
C.A. § 2510(1, 2). 

7. Criminal Law 394.6(5) 
Whether defendants had reasonable 

expectation that oral communications 
were not subject to interception was is
sue of fact to be determined on motion 
to suppress use of radio-telephone con
versations. 18 U.S.C.A. § 2511(2)(b); 
Communications Act of 1934, § 3(a, b) 
as amended 47 U.S.C.A. § 153(a, b). 

8. Searches and Seizures 7(1) 
Fourth Amendment offers protec

tion for unreasonable searches but shuns 
absurd results. U.S.C.A.Const. Amend. 
4. 

9. Searches and Seizures 7(l) 
Not every electronic surveillance is 

constitutionally proscribed, and whether 
suppression is required must turn upon 
facts of case. U.S.C.A.Const. Amend. 4. 

10. Searches and Seizures 7(10) 
If speaker has justifiable expecta

tion that his conversation is subject to 
interception, speaker has not justifiably 

• Honorable Warren J. Ferguson. United 
States District Judge, Central District of 
California, sitting by designation. 

relied on his privacy and Fourth Amend
ment is no impediment to interception, 
and whether there was justifiable reli
ance is factual question to be determined 
on motion to suppress use of radio-tele
phone conversations. 

11. Telecommunications 495 
Party may not protest interception 

of oral communication if he was not par
ticipant in specific conversation. U.S. 
C.A.Const. Amend. 4. 

John J. Flynn (argued), Thomas A. 
Thinnes, Richard L. Parrish of Flynn, 
Kimerer, Thinnes & Galbraith, Phoenix, 
Ariz., for appellant Dever. 

Benjamin Lazarow, (argued), Tucson, 
Ariz., for appellants Hall and Nichols. 

David S. Hoffman, Asst. U. S. Atty., 
(argued), William C. Smitherman, U. S. 
Atty., James M. Wilkes, Asst. U. S. 
Atty., Tucson, Ariz., for plaintiff-appel
lee. 

Before WRIGHT and WALLACE, 
Circuit Judges, and FERGUSON.* Dis
trict Judge. 

WALLACE, Circuit Judge: 

[1] Hall, Nichols and Dever were 
convicted of possession of marijuana 
with intent to distribute in violation of 
21 U.S.C. § 841 (a)(1) and conspiracy to 
commit that offense in violation of 21 
U.S.C. § 846. Appellants contend that 
the electronic surveillance of their ra
dio-telephone conversations which led to 
their arrests violated the Communica
tions Act of 1934 (particularly, 47 U.S. 
C § 605), Title III of the Omnibus 
Crime Control and Safe Streets Act of 
1968,1 and the Fourth Amendment 
Therefore, they assert that the use of 
the conversations should have been sup
pressed. The district court was unper
suaded.	 We reverse. 

Hall had radio-telephones installed in 
two automobiles. In early April, 1971, a 
Tucson housewife, who listens to her ra

1.	 Act of June 19, 1908, Pub.L.No. 90-351. 
802, 82 Stat. 212. 
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dio while doing housework, intercepted 
the appellants' conversations on her 
eight-band, 150-170 megacycle radio. 
The radio is not unique. The public 
may purchase similar sets on the open 
market and can listen to police and fire 
broadcasts, calls placed over the tele
phone companies' mobile telephone net
work; etc. After eavesdropping for less 
than a month, she reported what she 
considered to be suspicious conversations 
to the Arizona Department of Public 
Safety (DPS). 

She continued to monitor the conver
sations and made reports to the DPS un
til at least May 21 when the DPS began 
its surveillance. Assuming that the pe
riod from the end of April until the 21st 
of May is not attributed to the DPS, 
there was still a five-week span until the 
appellants' arrests July 2 during 
which the DPS conducted warrantless 
electronic surveillance of their conversa
tions which led to their arrests. 

[2] The arrests and convictions are 
inextricably bound to that warrant
less search and seizure of their con
versations.2 That the state officers 
made the searches and arrests and then 
turned the case over to federal authori
ties for prosecution does not prevent the 
question from being raised. Benanti v. 
United States, 355 U.S. 96, 100, 78 S.Ct. 
155, 2 L.Ed.2d 126 (1957). Therefore, 
affirmance of their convictions depends 
upon a determination of the validity of 
these searches. 

I. Section 605. 

[3,4] With certain exceptions not 
pertinent here, 47 U.S.C. § 605 forbids 
any person to intercept and divulge wire 

2.	 The use of electronic devices to overhear a 
conversation is a search under the Fourth 
Amendment. Berger v. New York, 388 U.S. 
41, 51, 87 S.Ct. 1873, 18 L.Ed.2d 1040 
(1967). 

3. Act of June 19, 1968, Pub.L. No. 90-351, § 
803. 82 Stat. 223. The amendment added 
the words "Except as authorized by chapter 
119, title 18," to the beginning of § 605. 
Chapter 119 governs the procedure by which 
law enforcement personnel may secure a 

or radio communications. In United 
States v. Sugden, 226 F.2d 281, 285 (9th 
Cir. 1955), aff'd per curiam, 351 U.S. 
916, 76 S.Ct. 709, 100 L.Ed. 1449 (1956), 
we held "that unless the Congress orders 
otherwise" the exclusionary rule applies 
when non-FCC governmental agents or 
private individuals intercept non-public 
broadcasts without consent in violation 
of § 605. The first question before us 
is whether Congress has ordered other
wise. 

Although only a few words were add
ed to § 605 by the Crime Control Act,3 

the legislative history of the Act clearly 
states that the amended section "is not 
intended merely to be a reenactment of 
section 605. The new provision is in
tended as a substitute." S.Rep.No.1097, 
90th Cong., 2d Sess., 1968 U.S.Code 
Cong. and Admin.News 2196. The leg
islative history also explicitly shows 
that Congress intended to exclude law 
enforcement officers from the purview 
of the new § 605. The Senate Judiciary 
Committee stated: 

The new section is designed to regu
late the conduct of communications 
personnel. It also provides that no 
person not authorized by the sender 
shall intercept any radio communica
tion and divulge or publish the exis
tence, contents, substance, purport, ef
fect, or meaning of such intercepted 
communication to any person. "Per
son" does not include a law enforce
ment officer acting in the normal 
course of his duties. But see United 
States v. Sugden (226 F.2d 281 (9th 
1955), affirmed per curiam, 76 S.Ct. 
709, 351 U.S. 916 [100 L.Ed. 1449] 
(1956)). 

warrant for electronic surveillance. The 
government argues that this amends the sec
tion in two ways. First, that it incorporates 
a requirement of expectation of privacy and 
second, that it changes the protection of the 
section from the means of conversation to the 
conversation itself. See Goldman v. United 
States, 316 U.S. 129, 133 62 S.Ct. 993, 86 L. 
Ed. 1322 (1942); Sugden, supra, 226 F.2d at 
284. We need not reach these questions be
cause we hold § 605 does not apply to the 
facts of this case. 
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Id. at 2197 (emphasis added to text). It 
is obvious that the legislature wanted 
law enforcement personnel to be gov
erned exclusively by Chapter 119 of Ti
tle 18. Therefore, because the critical 
communications were intercepted by the 
lawmen, § 605 offers no impediment. 
We need not reach the question of the 
involvement of the housewife.4 

II. Chapter 119 of Title 18. 

[5, 6] Whether the challenged inter
ception should be suppressed demands 
close scrutiny of the statutory require
ments concerning wire and oral commu
nications added by Title III of the 
Crime Control Act. See Chapter 119, 18 
U.S.C. § 2510 et seq. If the interception 
in question falls within the parameters 
of Chapter 119, the warrantless surveil
lance must be suppressed. 18 U.S.C. § 
2515. 

The threshold question is whether 
these radio-telephone conversations con
stitute an "oral communication" or a 
"wire communication." The answer is 
critical because the definition of oral 
communication includes the expectation 
of privacy language derived from Katz 
v. United States, 389 U.S. 347, 88 S.Ct. 
507, 19 L.Ed.2d 576 (1967). In order 
for an oral communication to be protect
ed by the Act, the speaker must have 
"an expectation that such communica
tion is not subject to interception under 
circumstances justifying such expecta
tion . . . ." 18 U.S.C. § 2510(2). 
A "wire communication" has no such re
striction in its definition. It is defined 
as "any communication made in whole or 
in part through the use of facilities for 
the transmission of communications by 
the aid of wire, cable, or other like con
nection between the point of origin and 
the point of reception . . . ." 18 
U.S.C. § 2510(1). 

4.	 We note that § 605 forbids divulgence of 
restricted communications to "any person." 
As a law enforcement officer is not a "per 
son" under § 605, it is questionable whether 
the communications by the housewife to the 
DPS would be in violation of this section. 

Obviously, there is a reason for the 
more restrictive definition of oral com
munications. When a person talks by 
telephone, he can reasonably assume pri
vacy. That assumption may often be in
valid for non-wire communications. 
Therefore, it is incumbent upon the par
ticipants in an oral communication to 
make a reasonable estimate of the priva
cy afforded them by their particular cir
cumstances. 

The definition of wire communication 
is not free from ambiguity. "[C]ommu
nication made in whole or in part 
. . . through the use of facilities 
. . . by the aid of wire . . . 
between the point of origin and the 
point of reception . . . ." could 
be interpreted in several ways. For ex
ample, it could be argued that if any 
wire is used to aid the communication, it 
must be deemed a wire communication. 
If this were followed to its conclusion, 
the use of a radio would be included in 
the definition because some wires are 
contained in the radio transmitter and 
receiver—thus the communication would 
be aided "in part" by the use of wire. 
However, such an interpretation would 
be inconsistent with the language of the 
immediately succeeding section which 
permits an agent of the FCC, in certain 
circumstances, "to intercept a wire com
munication, or oral communication 
transmitted by radio . . . ." 18 
U.S.C. § 2511 (2)(b).5 

Broadcasting communications into the 
air by radio waves is more analogous to 
carrying on an oral communication in a 
loud voice or with a megaphone than it 
is to the privacy afforded by a wire. As 
with any broadcast into the air, the invi
tation to listen is afforded to all those 
who can hear. In the instant case, the 
eavesdroppers merely tuned their radio 
receivers to the proper station. It is ob
vious that conversations initiated from a 

5.	 It would also be inconsistent with the mu
tually exclusive definitions of "wire" and 
"radio" communications found in the Com
munications Act of 1934, 47 U.S.C. § 
153(a) & (b). 
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radio-telephone more logically fall within 
the category of "oral communication." 

By reading the sections together, we 
can only conclude that the Congress did 
not mean that every conversation aided 
in any part by any wire would be a wire 
communication. As a radio broadcast 
must be deemed an oral conversation, we 
believe it would strain the legislative in
tent to hold that conversations emanat
ing from a radio telephone would not be 
treated similarly. 

However, that does not end our in
quiry. Although the record is not clear, 
it appears that some conversations were 
between two radio telephones while oth
ers were between a radio telephone and 
a regular land-line telephone. While the 
former are within the definition of oral 
communications, the use of a land-line 
telephone at one end of the conversation 
raises a serious question as to the de
fined category in which such a commu
nication belongs. While logic may dic
tate that the same rule should apply 
when a conversation crosses the airways 
but initiates or terminates on a land 
line, we are not free to reach that result 
if the legislative intent is to the con
trary. 

The legislative history states: 

Paragraph (1) defines "wire com
munication" to include all communica
tions carried by a common carrier, in 
whole or in part, through our Nation's 
communications network. The cover
age is intended to be comprehensive. 

6. See 18 U.S.C.§§ 2511, 2520. 
7.	 See. e.g., S. Rep. No.1097, 90th Cong., 2d 

Sess., 1968 U.S. Code Cong. and Admin. News 
2112: Hearings on Controlling Crime through 
More Effective Law Enforcement Before the 
Subcomm. on Criminal Laws and Procedure 
of the Senate Comm. on the Judiciary, 90th 
Cong., 1st Sess. (1967); Hearings on the 
Right of Privacy Act of 1967 Before the 
Subcomm. on Administrative Practice and 
procedure of the Senate Comm. on the Ju
diciary, 90th Cong., 1st Sess. (1967): Hear
ings on Criminal Laws and Procedure Before 
the Subcomm. on Criminal Laws and Pro

cedure of the Senate Comm. on the Judiciary, 
89th Cong., 2d Sess. (1966). 

G. Robert Blakey, now a staff member of 
the Senate Criminal Laws and Procedure 

S.Rep.No.1097, 90th Cong., 2d Sess., 
1968 U.S.Code Cong. and Admin. News 
2178. Based upon this indication of 
Congressional intent, we are forced to 
conclude that, when part of a communi
cation is carried to or from a land-line 
telephone, the entire conversation is a 
wire communication and a search war
rant is required. 

We realize that our classification of a 
conversation between a mobile and a 
land-line telephone as a wire communica
tion produces what appears to be an ab
surd result. These conversations were 
intercepted by an ordinary radio receiv
er and not by a phone tap. Logically 
they should be afforded no more protec
tion than those occurring between two 
radio transceivers. They should be oral 
communications. However, Congress's 
definition of a wire communication ne
cessitates this conclusion. 

This is especially ironic since Title III 
of the Crime Control Act contains strin
gent civil and criminal penalties for 
those who violate its provisions.6 In 
other words, any citizen who listens to a 
mobile telephone band does so at its own 
risk, and scores of mariners who listen 
to the ship-to-shore frequency, commonly 
used to call to a land-line telephone, com
mit criminal acts. 

However we have closely examined the 
legislative history of Title III and have 
found no indication of how Congress in
tended to treat a radio-telephone 
conversation.7 In the absence of such 

Subcommittee, is the acknowledged author of 
Title III and other related works on eaves
dropping. Schwartz, The Legitimation of 
Electronic Eavesdropping: The Politics of 
Law and Order, 67 Mich.L.Rev. 454, 456-57 
& n. 10 (1969). We also have studied his 
writings and have found no solution. See, 
e.g., American Bar Association Project on 
Minimum Standards for_ Criminal Justice: 
Standards Relating to Electronic Surveil
lance (Approved Draft 1971); President's 
Commission on Law Enforcement and the 
Administration of Justice, Task Force Re
port: Organized Crime 80, 91-113 (1967); 
Blakey & Hancock, A Proposed Electronic 
Surveillance Control Act, 43 Notre Dame 
Law, 657 (1968). 
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an indication, we must conclude that, if 
the conversation involves a land-line 
telephone, it is a wire communication. 

We have the option to use the "surely 
Congress did not intend" rubric and 
amend the statute. But usurpation of 
the legislative function by the courts is 
a basic violation of the separation of 
powers doctrine. We reject that alter
native. Any change must therefore be 
made by the Congress. 

[7] The trial court should now de
termine whether the arrests resulted 
from interceptions of oral or wire com
munications. If from wire communica
tions, the warrantless interception 
should be suppressed as to those with 
standing to object. If not from wire 
communications, the critical question 
then becomes whether appellants had a 
reasonable expectation that the commu
nications were not subject to intercep
tion. This too is an issue of fact to be 
determined by the trial court at the time 
of the motion to suppress. The district 
judge made a specific finding that Hall 
and Nichols knew they could be heard by 
other people and had no right of priva
cy. The record substantiates this find
ing and it is not clearly erroneous. 
United States v. Gunn, 428 F.2d 1057, 
1060 (5th Cir. 1970); 3 C. Wright, Fed
eral Practice and Procedure § 675, at 
130 (1969). The judge stated he could 
not, from the evidence, make such a 
finding as to Dever. 

Therefore, as to any conversations not 
involving a land-line telephone by Hall 
and Nichols, the interceptions were not 
"oral communications" as defined be
cause they lacked the requisite expecta
tion of privacy. Thus, no search war
rant was required by the statute. As to 
Dever, the result may be different. 

III. The Fourth Amendment. 

[8,9] But interceptions not within 
the statutory definition of oral or wire 
communications still must meet the test 
of the Fourth Amendment. Electronic 
surveillance has come under close scruti
ny by the courts and properly so. The 

ingenious mind of man can conjure up 
subtle methods of search through mod
ern electronics as reprehensible as kick
ing down a door. While the Fourth 
Amendment offers protection from 
searches when unreasonable, it shuns ab
surd results. Every electronic surveil
lance is not constitutionally proscribed 
and whether the interception is to be 
suppressed must turn upon the facts of 
each case. 

It would be absurd to hold that one is 
constitutionally protected from any un
toward results when he makes state
ments at a time when he has reason to 
know some third party is, or probably is, 
listening. We have, therefore, held that 
"for suppression of overheard speech the 
speaker must have 'justifiably relied' on 
his privacy." United States v. Fisch, 
474 F.2d 1071, 1076 (9th Cir. 1973) 
(footnote omitted); see Katz, supra, 389 
U.S. at 351-353, 88 S.Ct. at 511-512. In 
interpreting the justifiable reliance lan
guage of Katz, we have leaned heavily 
on Mr. Justice Harlan's analysis: 

As the concurring opinion of Mr. Jus
tice Harlan makes clear, the concept 
of justifiable reliance involves both 
subjective and objective aspects. 
There must, first of all, have been a 
reliance on, an actual and reasonable 
expectation of, privacy. But beyond 
the individual's expectations, the 
needs of society are involved. The in
dividual's subjective, self-centered ex
pectation of privacy is not enough. 
We live in an organized society and 
the individual's expectation of privacy 
must be justifiable, "one that society 
is prepared to recognize as 'reason
able.' " 

Fisch, supra, 474 F.2d at 1076-1077 
(footnote omitted). 

[10] Whether there was justifiable 
reliance is a factual question to be de
termined by the trial court. We discern 
no difference in substance between the 
test under the Fourth Amendment and 
that involved in the definition of oral 
communications under 18 U.S.C. § 
2510(2). Thus, if a speaker has a justi
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fiable expectation that his conversation 
is subject to interception and therefore 
it is not an "oral communication," then 
the speaker has not justifiably relied on 
his privacy and the Fourth Amendment 
is no impediment to interception. 

IV. Conclusion. 

[11] The record is unclear as to 
whether the critical conversations were 
oral or wire communications. The case 
must be remanded for findings on this 
issue consistent with our opinion. Fur
thermore after the district court deter
mines that question, if it finds that the 
communications were oral, then it must 
decide if the parties had a reasonable 
expectation of privacy. It has already 
determined that Hall and Nichols did 
not. Finally after these conclusions, the 
court must insure that the objecting 
party has standing to complain of the 
interception. See Jones v. United 
States, 362 U.S. 257, 261, 80 S.Ct. 725, 4 
L.Ed.2d 697 (1960). If the intercepted 
communications were oral, and if either 
Hall or Nichols were parties, then they 
cannot complain because they did not ex
pect privacy. In addition, a party may 
not protest if he was not a participant 
in a specific conversation. 

Reversed and remanded. 

FERGUSON, District Judge (dissent
ing in par t ) : 

I respectfully dissent from Part I of 
the court's decision. In my view, 47 U. 
S.C. § 605 requires a reversal of the con
victions. 

Section 605 provides in pertinent 
part: 

"Except as authorized by chapter 
119, Title 18, no person receiving 

. . . any interstate . . . 
communication by wire or radio shall 
divulge or publish the existence, con
tents, substance, purport, effect, or 
meaning thereof, except . . . [in 
certain situations not here applicable]. 
No person not being authorized by the 
sender shall intercept any radio com
munication and divulge or publish the 

existence, contents, substance, pur
port, effect, or meaning of such inter
cepted communication to any person. 

. . ." 
It is clear that prior to the 1968 

amendment, the word "person" in § 605 
encompassed law enforcement officials. 
Lee v. Florida, 392 U.S. 378, 88 S.Ct. 
2096, 20 L.Ed.2d 1166 (1968); Nardone 
v. United States, 302 U.S. 379, 58 S.Ct. 
275, 82 L.Ed. 314 (1937). In Lee, the 
Supreme Court squarely faced the issue: 

"In [Nardone], the Court was first 
called upon to decide whether § 605 
had indeed served to render evidence 
of intercepted communications inad
missible in a federal trial. In that 
case the Government urged that 'a 
construction be given the section 
which would exclude federal agents 
since it is improbable Congress in
tended to hamper and impede the ac
tivities of the government in the de
tection and punishment of crime.' 302 
U.S., at 383 [58 S.Ct. at 277]. In re
versing the judgment of conviction, 
the Court's answer to that argument 
was unequivocal: 

'[T]he plain words of § 605 forbid 
anyone, unless authorized by the 
sender, to intercept a telephone mes
sage, and direct in equally clear lan
guage that "no person" shall di
vulge or publish the message or its 
substance to "any person." To re
cite the contents of the message in 
testimony before a court is to di
vulge the message. The conclusion 
that the act forbids such testimony 
seems to us unshaken by the gov
ernment's arguments. 

* * * * * * 

'Congress may have thought it less 
important that some offenders 
should go unwhipped of justice than 
that officers should resort to meth
ods deemed inconsistent with ethical 
standards and destructive of person
al liberty. The same considerations 
may well have moved the Congress 
to adopt § 605 as evoked the guar
anty against practices and proce
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dures violative of privacy, embodied 
in the Fourth and Fifth Amend
ments of the Constitution.' 302 U.S., 
at 382, 383 [58 5.Ct. at 276]." 392 
U.S. at 382-383, 88 S.Ct. at 2099
2100. 

Section 605 as amended in 1968 like
wise provides that "no person" shall di
vulge any communication covered by the 
statute to "any person." The statutory 
language is clear and unambiguous. 
Nowhere in the statute is the word "per
son" restricted, limited, or modified. If 
the words of the statute are interpreted 
according to their plain meaning, § 605 
clearly applies to law enforcement offi
cers. 

The majority fastens on two sentences 
in the Senate report to the Omnibus 
Crime Control and Safe Streets Act of 
1968 to support its conclusion that § 605 
as amended does not apply to law en
forcement officials: 

"'Person' does not include a law en
forcement officer acting in the normal 
course of his duties. But see United 
States v. Sugden (226 F.2d 281 (9th 
Cir. 1955), affirmed per curiam, 76 
S.Ct. 709, 351 U.S. 916 [100 L.Ed. 
1449] (1956))." S.Rep.No.1097, 90th 
Cong., 2d Seas., 1968 U.S.Code Cong. 
& Admin.News, pp. 2112, 2197. 

The reference to the Sugden case was 
clearly intended to emphasize the word 
"normal" in the preceding sentence. In 
Sugden, short wave radio transmissions 
on a private farm were monitored by a 
Federal Communications Commission 
employee and were then used to prose
cute the broadcasters for immigration 
law violations. This court, by Judge 
Chambers, noted that the "theory of 
conduct" of the immigration officers 
"seems to have been, 'The Federal Com
munications Commission can legally lis
ten. So we shall use their ears for what 
we, the Immigration Service, cannot 
do.'" 226 F.2d at 285. The court held 
that the intercepted conversations were 
inadmissible as long as the radio station 
was legally on the air and the operators 
were legally authorized to operate it. 

The majority's conclusion in Part I 
that § 605 does not compel a reversal of 
the convictions in these cases turns on 
the statement in the Senate report that 
"'Person' does not include a law en
forcement officer acting in the normal 
course of his duties." I would hold that 
where, as here, the statutory language is 
clear, and unambiguous, and where Con
gress could easily have incorporated any 
intended restriction or limitation on the 
meaning of any word in the statute it
self, the words of the statute must be 
interpreted according to their plain 
meaning, and the statutory language 
must control. 

It is a well-established principle of 
law that "there is no need to refer to 
the legislative history where the statuto
ry language is clear." Ex parte Collett, 
337 U.S. 55, 61, 69 S.Ct. 944-947, 93 L. 
Ed. 1207 (1949). In Easson v. Commis
sioner of Internal Revenue, 294 F.2d 
653, 656 (9th Cir. 1961), this court held 
that "[w]hen a statute is unambiguous, 
the courts may not look elsewhere for 
the legislative intent." In United States 
v. Oregon, 366 U.S. 643, 648, 81 S.Ct 
1278, 1281, 6 L.Ed.2d 575 (1961), the 
Supreme Court stated, "Having con
cluded that the provisions of § 1 [of the 
statute in question] are clear and un
equivocal on their face, we find no need 
to resort to the legislative history of the 
Act." (Footnote omitted.) This princi
ple of statutory interpretation has been 
applied in many cases. See Ex parte 
Collett, supra, 337 U.S. at 58; 69 S.Ct. 
944; Arkansas Valley Industries, Inc. v. 
Freeman, 415 F.2d 713, 717 (8th Cir. 
1969); Sea-Land Service, Inc. v. Feder
al Maritime Commission, 404 F.2d 824, 
828 (D.C. Cir. 1968); Department Em
ployees' Local 1265 v. Brown, 284 F.2d 
619, 627 (9th Cir.), cert. denied, 366 U. 
S. 934, 81 S.Ct. 1659, 6 L.Ed.2d 846 
(1961). 

The principle that clear and unambig
uous statutory language must prevail 
over a conflicting statement in the legis
lative history holds true particularly 
where, as here, the same language was 
contained and authoritatively construed 
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in an earlier version of the statute. If 
Congress had intended to restrict or lim
it the meaning of the word "person" in 
the 1968 amendment, it could easily have 
done so in the statute itself. Indeed, 
Congress did explicitly distinguish be
tween "person" and "law enforcement 
officer" in another section of the Omni
bus Crime Control and Safe Streets Act. 
18 U.S.C. § 2510, enacted (with 47 U.S. 
C. § 605) in Title III of the Act, con
tains separate definitions for "person" 
and for "Investigative and law enforce
ment officer." These definitions apply 
to the provisions of chapter 119 of Title 
18, 18 U.S.C. §§ 2510-20. If Congress 
had intended law enforcement officers to 
be excluded from the word "person" in § 
605, it manifestly would have done so 
through clear statutory language, as it 
did in 18 U.S.C. § 2510. 

The majority also seeks support for 
its conclusion in Part I in the statement 
in the Senate report that the amended 
section "is not intended merely to be a 
reenactment of section 605. The new 
provision is intended as a substitute." 
1968 U.S. Code Cong. & Admin.News, at 
p. 2196. In my view, this statement was 
intended to emphasize that the scope of 
coverage of § 605 was narrowed by the 
1968 amendment, and that part of the 
area formerly regulated by § 605 was 
now to be regulated by chapter 119 of 
Title 18, 18 U.S.C. §§ 2510-20. Whereas 
formerly the provisions of § 605 applied 
to both wire and radio communications, 
the amendment restricted the scope of 
all provisions after the first sentence to 
radio communications. The amendment 

1.	 While People v. Trief involved intercep
tions of wire rather than oral communica
tions, its interpretation of § 605 prohibit 
the divulgence of conversations intercepted 
by police officers does not depend upon the 
distinction between oral and wire communi
cations. If § 605 applies to law enforcement 
officials, it covers interceptions of oral as 
well as wire communications. 

488 F.2d— 

inserted the word "radio" before "com
munication" in the second and fourth 
sentences, deleted the phrase "wire or" 
preceding "radio" in the third sentence, 
and added the introductory clause "Ex
cept as authorized by chapter 119, Title 
18," 47 U.S.C. § 605. In these respects, 
the amended section was a "substitute" 
for, and not merely a "reenactment of," 
§ 605. 

One court has held that § 605 as 
amended renders evidence of telephonic 
communications intercepted by police of
ficers inadmissible. In People v. Trief, 
65 Misc.2d 272, 317 N.Y.S.2d 525 
(1970), aff'd mem., 37 A.D.2d 553, 323 
N.Y.S.2d 659 (1971), the prosecution 
sought to introduce evidence obtained 
from telephone conversations intercepted 
by police officers. The prosecution con
ceded that prior to the 1968 amendment, 
the intercepted conversations would have 
been inadmissible, but contended that 
the amendment rendered them admissi
ble. The court squarely rejected this 
view, holding that under § 605 as 
amended, the intercepted conversations 
must be suppressed.1 Cf. Common
wealth v. Covielio, Mass., 291 N.E.2d 416 
(1973). 

The government concedes that the 
convictions of the defendants were possi
ble only because of the intercepted com
munications. I would hold that the di
vulgence of those communications to the 
officers of the Arizona Department of 
Public Safety and their divulgence by 
the officers at trial violated 47 U.S.C. § 
605, and I would reverse the convic
tions.2 

2.	 It is clear that no expectation-of-privacy 
requirement is contained in § 605. United 
States v. Sugden, supra, 228 F.2d at 284
285; United States v. Laughlin, 228 F.Supp. 
112 (D.D.C. 1964); United States v. Fuller, 
202 F.Supp. 356 (N.D.Cal. 1962). 
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under some circumstances failure of re
tained counsel to prosecute an appeal 
can be such as to deprive an accused of 
his constitutional rights to counsel. 
This was said to be especially true if re
tained counsel abandoned the appeal 
without accused's consent or without any 
warning so as to deprive him of his 
right of appeal. Woodall v. Neil, supra, 
at 93. Any such uncommunicated with
drawal of counsel from the case immedi
ately after trial constitutes a denial of 
the right to an appeal. 

[2] Here, the state district court 
held a plenary hearing on this petition 
and expressly found that employed coun
sel had failed, not only to prosecute any 
appeal from petitioner's conviction, but 
also to advise him that no appeal would 
be taken on his behalf. In view of 
Chapman, petitioner's complaint may 
be meritorious. However, that determi
nation should be left up to the state fo
rum. State courts should be given the 
first opportunity to pass upon and cor
rect errors of federal law in a state pris
oner's conviction. It must not be as
sumed that state courts will be derelict 
in their duty to give full effect to feder
al constitutional rights, when warranted. 

This tenet complements the doctrine 
of abstention, whereby full play is al
lowed the states in the administration of 
their criminal justice. To allow the 
state judicial the initial inquiry is a 
matter of accommodation between state 
and federal courts. This concept is 
grounded primarily upon respect which 
federal courts should and do have for 
state judicial processes. Younger v. 
Harris, 401 U.S. 37, 91 S.Ct. 746, 27 L. 
Ed.2d 669 (1970). It is not one defin
ing power but one which relates to the 
appropriate exercise of power. Fay v. 

Noia, 372 U.S. 391, 83 S.Ct. 822, 9 L. 
Ed.2d 837 (1967). Every consideration 
of comity and propriety demands that in 
cases of this character, recourse should 
first be had in the state courts. 

[3] Therefore, the proper action for 
this Court is to defer any decision at 
this time until the Court of Criminal 

Appeals, which is already cognizant of 
the litigation, has the occasion to review 
the issue. A practical appraisal of the 
state interest involved here plainly justi
fies the federal court's staying its hand, 
thereby giving finality to state judicial 
procedures. 

Now, therefore, it is ordered, ad
judged and decreed that petitioner has 
thirty (30) days from this date in which 
to present his petition to the Court of 
Criminal Appeals of Texas. Should be 
fail to do so, the petition will be dis
missed. 

Rufus Lee SMITH, Plaintiff,

v.


Howard R. WUNKER, Defendant.

No. 8081.


United States District Court,

S. D. Ohio, W. D.


April 13, 1972.


Civil action by one party to tele
phone conversation against other party 
for alleged wrongful recording and dis
closure of conversation without knowl
edge or consent of the plaintiff. On mo
tion to dismiss, the District Court, Por
ter, J., held that the recording of private 
telephone conversation by a party to it 
and its subsequent disclosure did not vi
olate statutes making it unlawful to in
tercept wire or oral communication. 

Motion granted and complaint dis
missed with prejudice. 

1. Statutes 184 
In construing statute, court would 

look to the act itself and legislative pur
pose behind it. 

2. Telecommunications 492 
Purpose of act pertaining to wire' 

interception and interception of oral 
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communications was to prohibit any un
authorized interception of wire or oral 
communications and use of the contents 
thereof in evidence in courts and admin
istrative proceedings and to safeguard 
the privacy of innocent persons from in
terception, where none of the parties 
consented to the interception. 18 U.S. 
C.A. §§ 2510(4), 2510 note, 2511 (2)(d). 

3. Telecommunications 494 
"Aural acquisition" within criminal 

statute which defines "intercept" for 
purposes of statutes prohibiting unau
thorized interception of wire or oral 
communications means to come into pos
session through the sense of hearing. 
18 U.S.C.A. §§ 2510(4), 2510 note, 
2511(2)(d). 

See publication Words and Phrases 
for other judicial constructions and 
definitions. 

4. Telecommunications 495 
The recording of private telephone 

conversation by a party to it and its 
subsequent disclosure did not violate 
statutes making it unlawful to intercept 
wire or oral communication. 18 U.S.C. 
A. §§ 2510(5), (5)(a), 2511(2)(d), 2515. 

5. Telecommunications 495 
One who is party to telephone con

versation may repeat it verbatim with
out the use of recording device and not 
violate statutes prohibiting wire inter
ception and interception of oral commu
nications. 18 U.S.C.A. §§ 2510(5), 
(5)(a), 2511(2)(d), 2515. 

6. Telecommunications 495 
One who was party to telephone 

conversation was not "eavesdropping" or 
"wiretapping" when he recorded such 
conversation. 18 U.S.C.A. §§ 2510(5), 
(5)(a), 2511(2)(d), 2515. 

See publication Words and Phrases 
for other judicial constructions and 
definitions. 

Harvey B. Woods, Cincinnati, Ohio, 
for plaintiff. 

Richard C. Curry, Cincinnati, Ohio, 
for defendant. 

OPINION AND ORDER 

PORTER, District Judge. 

In this case there is a motion to dis
miss submitted for decision. This re
quires a determination of whether a par
ty to a phone conversation may record it 
and disclose it without violating 18 U.S. 
C. § 2510 et seq. (wire interception and 
interception of oral communications). 

The defendant's motion to dismiss was 
filed pursuant to Rule 12(b) F.R.Civ.P. 
on the grounds that the complaint failed 
to state a cause of action. The motion 
is unopposed. Under Local Rule 14, fail
ure to file a memorandum contra may be 
cause for the Court to grant the motion 
as filed. Though the failure to file a 
memo by plaintiff's counsel is inexcusa
ble and reason enough for a censure, the 
motion is considered on its merits. 

"For purposes of the motion to dis
miss the complaint is construed in the 
light most favorable to plaintiff and 
its allegations are taken as true. The 
court's inquiry is directed to whether 
the allegations constitute a statement 
of a claim under Rule 8(a)." Wright 
& Miller, Federal Practice and Proce
dure, Vol. 5, p. 594. 

The pertinent allegations of the com
plaint are as follows: 

"Plaintiff states that in July of 1969, 
defendant recorded and disclosed an 
alleged telephone conversation between 
plaintiff and defendant without the 
knowledge or consent of the plaintiff. 
"Defendant disclosed said alleged con
versation to employees and agents of 
The Cincinnati Post & Times-Star, 
said alleged conversation or excerpts 
therefrom being printed in-said publi
cation. 
"That newspaper reports of said con
versation purport to be an attempt 
by the plaintiff to obtain money from 
defendant for intervening in and 'fix
ing' a matter pending in the Common 
Pleas Court. Hamilton County, Ohio." 
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In other paragraphs of the complaint 
there are allegations that there was a 
willful disclosure of the conversation to 
the general public through a newspaper 
and the interception, as well as the dis
closure, was willful. 

[1] We have not been cited to any 
case in point, nor have we found one. 
We therefore look to the Act itself and 
the legislative purpose behind it. 

[2] Such purpose was to prohibit 
any unauthorized interception of wire or 
oral communications and the use of the 
contents thereof in evidence in courts 
and administrative proceedings. (Pub. 
L. 90-351 § 801 (b), 18 U.S.C. § 2510 nt.) 
This part of the Act was also con
cerned with safeguarding the privacy of 
innocent persons from interaction, 
where none of the parties conserved to 
the interception. (Pub.L. 90-351 § 
801 (d), 18 U.S.C. § 2510 nt.) 

Since the complaint shows that the de
fendant was not acting under color of 
law the pertinent section of the Act is 
18 U.S.C. § 2511(2 )(d). That provides: 

"It shall not be unlawful under this 
chapter for a person not acting under 
color of law to intercept a wire or oral 
communication where such person is a 
party to the communication or where 
one of the parties to the communica
tion has given prior consent to such 
interception unless such communica
tion is intercepted for the purpose of 
committing any criminal or tortious 
act in violation of the Constitution or 
laws of the United States or of any 
State or for the purpose of commit
ting any other injurious act." 
Under this we must determine wheth

er there has been an "interception." 
That term is defined in the statute as 
follows: 

"(4) 'intercept' means the aural ac
quisition of the contents of any wire 
or oral communication through the 
use of any electronic, mechanical or 
other device." 18 U.S.C. § 2510(4), 
"Electronic, mechanical, or other de

vice" is defined in 18 U.S.C. § 2510(5) 
and means? 

" . . . any device or apparatus 
which can be used to intercept a wire 
or oral communication other than— 

"(a) any telephone . . . (i) 
furnished to the subscriber or user by 
a communications common carrier in 
the ordinary course of its business 
and being used by the subscriber or 
user in the ordinary course of its 
business; * *  * " 

[3] The words "aural acquisition" 
literally translated mean to come into 
possession through the sense of hearing 
(Webster's Third New International 
Dictionary, 1967 Ed.). 

[4] We conclude the recording of a 
private conversation by a party to it and 
its subsequent disclosure does not violate 
18 U.S.C. § 2511(2)(d) or any other sec
tion in the chapter beginning with § 
2510, 18 U.S.C., entitled "Wire Intercep
tion and Interception of Oral Communi
cations." 

[5] This is borne out by the con
gressional findings stated in § 801 of 
Public Law 90-351, 18 U.S.C. § 2510 nt. 
The findings show a concern with de
vices that "overhear" conversations and 
not devices that record conversations. 
The means of "aural acquisition" in this 
case is the telephone itself, and, of 
course, that is clearly exempted by 18 
U.S.C. § 2510(5)(a). We note that the 
defendant as a party to the conversation 
could have repeated it verbatim without 
the use of a recording device and that 
would not come within the purview of 18 
U.S.C. § 2515: 

As far as the legislative history is 
concerned, we find, at page 2154 U.S. 
Code, Cong. & Admin. News of 1968, the 
concern of Congress was with the inter
ception of private conversations by an 
unseen auditor and turning such inter
cepted conversation against the speaker 
to the auditor's advantage. 

It was there indicated, at page 2182, 
that 18 U.S.C. § 2511(2)(d), which 
grants an exemption to parties to the 
conversation, largely reflects existing 
law, citing Rathbun v. United States, 355 
U.S. 107, 78 S.Ct. 161, 2 L.Ed.2d 134 
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(1957) and Lopez v. United States, 373 
U.S. 427, 83 S.Ct. 1381, 10 L.Ed.2d 462 
(1963). In Rathbun the contents of a 
conversation overheard on a regularly 
used telephone extension, with the con
sent of one of the parties to the conver
sation, was found to be admissible in fed
eral court. The Court stated at 355 U.S. 
at page 110, 78 S.Ct. at page 163: 

"The clear inference is that one enti
tled to receive the communication may 
use it for his own behalf or have an
other use it for him. The communi
cation itself is not privileged, one par
ty may not force the other to secrecy 
merely by using a telephone." 
Lopez strikes us as very much like the 

instant case. There a Federal Revenue 
Agent used a pocket wire recorder to 
record a conversation that he had with 
the defendant. The Court permitted the 
recording to be introduced in evidence 
against the defendant, stating that the 
recording of a conversation by one privi
leged to hear it is not eavesdropping in 
any proper sense of the word. The 
Court said, 373 U.S. at page 440, 83 S. 
Ct. at page 1389: 

"Indeed, there has not even been any 
electronic eavesdropping on a private 
conversation which government agents 
could not have otherwise overheard." 

[6] By the same token, the defend
ant herein who was a party to the con
versation was not "eavesdropping" or 
"wiretapping" when he recorded such 
conversation. 

Finally, we note that the Administra
tion, speaking through its Attorney Gen
eral, criticized the proposed legislation 
because it exempted all consensual wire
tapping and eavesdropping. The state
ment of the Attorney General was as 
follows: 

"Thus, although the title contains 
blanket prohibitions on all 'third-par
ty' ('nonconsensual') interceptions— 
that is, interceptions without the con
sent of at least one of the parties to a 
conversation—by private persons, and 
places strict control on the use of such 
interceptions by law enforcement offi

cers, it is totally permissive with re
spect to surreptitious monitoring of a 
conversation by a party to the conver
sation, even though the monitoring 
may be for insidious purposes such as 
blackmail, stealing business secrets, or 
other criminal or tortious acts in vio
lation of Federal or State laws." 
The Attorney General included the 

recording of	 a conversation by a party 
to it as an act allowed under the Act. 

To recapitulate, we find the motion is 
well taken.	 It is obvious that the com
plaint cannot be amended to state a 
cause of action. It is therefore ordered 
that the complaint be dismissed with 
prejudice. 

Rudolph J. MAES and Leola Maes, on be

half of themselves and all other per

sons similarly situated, Plaintiffs,


v. 
MOTIVATION FOR TOMORROW, INC., 

a corporation, Webster Home Plan Inc., 
a corporation, etc.,	 Defendants.


No. 72968.


United States District Court,

N. D. California.

March 7, 1973.


Buyers brought action under Con
sumer Credit Protection Plan seeking 
damages from seller and its associate 
for alleged failure to comply with disclo
sure requirements under the Act for 
sales not under open end credit plans. 
On defendants' motions to dismiss or, in 
the alternative, for summary judgment, 
the District Court, Sweigert, J., held 
that complaint which attached agree
ment in question containing statement 
that "Additional Products or Services 
may be purchased by the buyer from 
time to time and added to the balance of 
this Open Account within credit limits 



1132 

No. 80-1391 

UNITED STATES COURT OF APPEALS

FOR THE SIXTH CIRCUIT


ABDEEN M. JABARA, 
Plaintiff-Appellee, 

ON APPEAL from the 
United States District 

v. Court for the Eastern 

WILLIAM H. WEBSTER, ET AL., 
Defendants-Appellants. 

District of Michigan, 
Southern Division. 

Decided and Filed October 21, 1982 

Before: MARTIN, Circuit Judge; PECK and BROWN,* Senior 
Circuit Judges. 

BAILEY BROWN, J. Appellee, Abdeen M. Jabara (Jabara), a 
Detroit lawyer of Arab extraction, has over the years been 
interested and active in Arab causes. The Federal Bureau 
of Investigation (FBI), as a result of his activities, began an 
investigation of him in 1967. This investigation was not con
tinuous and varied from time to time as to intensity and as 
to the technique used The technique used by the FBI in
cluded physical surveillance by agents and informants, includ
ing his speech-making activities, inspection of Jabara's bank 
records, warrantless electronic surveillance by the National; 
Security Agency (NSA), and interviews of third parties regard
ing Jabara. This information was maintained and disseminated 
by the FBI. 

* Circuit Judge Brown retired from regular active service under
the provisions of 28 U.S.C. § 371(b) on June 16, 1982, and became a 
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Jabara filed an action in district court in Detroit in October, 
1972, alleging several causes of action. The defendants include 
the Attorney General, the Directors of the FBI and NSA in 
their official capacities and certain known and unknown officers 
and employees of the FBI and the NSA. One cause of action 
alleged was that Jabara's fourth amendment rights were vio
lated as a result of NSA's interception of his "communications 
by means of warrantless electronic surveillance and/or dis
closed summaries of these interceptions to the Federal Bureau 
of Investigation."1 Another cause of action alleged was that 
the defendants violated a provision of the Privacy Act, 5 U.S.C. 
§ 552a(e)(7), by maintaining records with respect to Jabara's 
exercise of his first amendment rights. The district judge, 
on cross-motions for summary judgment, granted judgment 
and injunctive relief to Jabara as to both of these claims 
and defendants appealed.2 

I. 

A preliminary question presented on this appeal is whether 
this court can, as contended by defendants, properly consider 
in camera the classified appendix that defendants filed in 
the district court.3 Jabara's position is that this court should 
not consider the materials in the classified appendix at all 
unless the materials are made available to him or at least to 
his counsel subject to a protective order. The district court 
determined (75 F.R.D. 475, 487 (1977)) that these materials, 
because they are properly protected by the state secret priv
ilege, should be submitted in camera; this was done without 

1 Second amended complaint. (App. at 69). 
2 The history of this litigation, including citations to reported opin

ions dealing with resolution of discovery issues, is clearly and fully 
set out in the opinion of the district court resulting in the grant of 
summary judgment and injunctive relief. Jabara v. Kelley, 476 P. 
Supp. 561 (E.D. Mich. 1979). 

3 In camera treatment and theassertion of the state secret privilege 
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access by Jabara or his counsel. We conclude that the district 
court was correct in its ruling and, further, that this court 
likewise may properly receive in camera and so consider such 
materials in the classified appendix. United States v. Reynolds, 
345 U.S. 1 (1953); Kerr v. United States District Court for 
the Northern District of California, 420 U.S. 394 (1976); and 
Halkin v. Helms, 598 F.2d 1 (D.C. Cir. 1978). 

II.

To understand the fourth amendment issue raised by the 

NSA's interception of Jabara's communications and supplying 
these to the FBI, all without a warrant, it is necessary briefly 
to describe the factual background of this claim and then to 
outline the contentions of the parties. 

The NSA intelligence gathering operation is described 
sufficiently for present purposes in Halkin, 598 F.2d at 4. as 
follows (footnote omitted):4 

A brief description of NSA and its functions is appro
priate. NSA itself has no need for intelligence informa
tion; rather, it is a service organization which produces 
intelligence in response to the requirements of the Direc
tor of Central Intelligence. Intelligence Activities: Hear
ings Before the Select Comm. to Study Governmental 
Operations with Respect to Intelligence Activities of the 
U.S. Senate, 94th Cong., 1st Sess. Vol. V at 9 (1975) 
(Hearings). The mission of the NSA is to obtain intelli
gence from foreign electrical communications. Signals are 
acquired by many techniques. The process sweeps up 
enormous numbers of communications, not all of which 
can be reviewed by intelligence analysts. Using "watch
lists"—lists of words and phrases designed to identify com
munications of intelligence interest—NSA computers scan 
the mass of acquired communications to select those 
which may be of specific foreign intelligence interest. 

4See also: Note, Government Monitoring of International Elec
tronics Communications: National Security Agency Watch List Sur
veillance and the Fourth Amendment, 
(1978). 
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Only those likely to be of interest are printed out for 
further analysis, the remainder being discarded without 
reading or review. Intelligence analysts review each of 
the communications selected. The foreign intelligence 
derived from these signals is reported to the various 
agencies that have requested it (Hearings at 6). Only 
foreign communications are acquired, that is, communi
cations having at least one foreign terminal (Hearings 
at 9) . 

On November 1, 1971, the FBI, without a warrant, requested 
the NSA to supply it with the contents of Jabara's telegraphic 
communications sent overseas, and the NSA complied by fur
nishing the FBI with summaries of six of such communications. 

Defendants contend that the fourth amendment does not 
apply to and limit NSA's gathering of foreign intelligence. 
They also contend that, in any event, the facts surrounding the 
acquisition by the NSA of overseas telegraphic communications 
such as those sent by Jabara are subject to the state secret 
privilege.5 

Jabara, however, does not even contend on this appeal that 
the interception by the NSA violated his fourth amendment 
rights; we may therefore take as a given that the information 
was legally in the hands of the NSA. What Jabara does con
tend, and the district court agreed, is that his rights were vio
lated when the NSA turned over the information, without a 
warrant, to the FBI. Defendants, on the other hand, contend 
that, since the NSA had lawfully intercepted and had made a 
record of the content of Jabara's communications, the fourth 
amendment was not implicated when the FBI requested and 
obtained the summaries from the NSA. This is so, defendants 
contend, because there simply was no "search" or "seizure" 

5 This was so held in Halkin, supra; indeed in Halkin, it was held
that, pursuant to the state secret privilege, the government did not 
even have to divulge to plaintiffs whether the NBA had intercepted
their overseas communications. Here, as previously indicated, the
government has divulged in the open record this NSA did intersect 
and later turn over to the FBI Jabara's communications. 
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when this information was turned over to another agency of 
the government. 

Defendants still further contend that, even if there was a 
"search" or "seizure" when the FBI obtained the summaries 
from the NSA, a warrant was not required because there is a 
"foreign agent" exception to the warrant requirement and the 
foreign agent exception was applicable here since, at the time 
the FBI made the request for the summaries, it had reasonable 
cause to believe that Jabara was in fact a foreign agent 
Jabara, on the other hand, contends that there is no foreign 
agent exception to the warrant requirement and that, in any 
event, at the time the FBI made the request, it had no reason
able cause to believe that he was a foreign agent. 

In connection with defendants' contention that the FBI had 
reasonable cause to believe that Jabara was a foreign agent 
when it requested the summaries, there is a threshold pro
cedural issue. After the district court had made its decision 
that Jabara's fourth amendment rights were violated when the 
summaries were supplied to the FBI (476 F.Supp. 561 
(1979)), defendants moved for reconsideration and fifed ad
ditional open and in camera affidavits6 to support their con
tention that, at the time the FBI made the request for the 
summaries, it had reasonable cause to believe that Jabara was 
a foreign agent. The defendants argued, in support of their 
motion to reconsider, that they had been surprised by the 
court's decision that the FBI's acquisition of the summaries 
was a fourth amendment violation since they had thought that 
the controlling issue was the legality of the NSA's interception 
of the overseas telegraphic communications. Defendants fur
ther argued that, since the NSA's interception of the Overseas 

6 These affidavits were executed by Special Agent French of the 
FBI, who is in the Records Management Division in Washington. De
fendants contend that these affidavits, particularly the in camera one, 
demonstrate that on the day the FBI requested the summaries of 
Jabara's overseas communications from NSA, November 1, 1971, i t 
had received solid information from the Central Intelligence Agency 
that Jabara was, indeed,
organization. 
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telegraphic communications in performance of its foreign in
telligence function did not invade Jabara's fourth amendment 
rights whether or not Jabara was a foreign agent, they had no 
reason to emphasize the FBI's reasonable belief that he was. 
The district court, in its unreported memorandum denying the 
motion to reconsider (App. at 190), determined that the 
question whether there was cause to believe Jabara was a 
foreign agent had been an issue in the case and that it had 
theretofore determined (75 F.R.D. at 493) that, in the record 
then before it, there was no evidence that Jabara was con
nected with or was a foreign agent.7 The district court 
further determined that the additional affidavits executed by 
FBI agent French and filed in support of the motion to re
consider (as proof of a reasonable belief that Jabara was a 
foreign agent) contained no information that had not been 
available to defendants throughout the litigation. The district 
court denied the motion to reconsider because the foreign 
agent status of Jabara had been in issue and because the in
formation in the additional affidavits had been available to 
defendants prior to the grant of summary judgment. Defen
dants contend on appeal that the district court did not even 
consider, as they contend it should have, the additional in 
camera affidavit of Agent French in making its decision to 
deny the defendants' motion to reconsider the grant of sum
mary judgment, while Jabara contends that the district court 
did consider it. It appears to us that the district court only 
determined that the information contained in these French 
affidavits had been available all along and did not weigh and 
determine whether the in camera affidavit demonstrated that 
there was reasonable cause to believe that Jabara was a for
eign agent. Since, however, we determine herein that Jabara's 
fourth amendment rights were not violated when the sum

7 We agreed that, as the record stood at the time the district court 
granted summary judgment to Jabara, it did not support reasonable 
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maries of his overseas telegraphic message were furnished to 
the FBI irrespective of whether there was reasonable cause 
to believe that he was a foreign agent and whether there is 
a foreign agent exception to the warrant requirement, we need 
not consider the question whether the district court abused 
its discretion in not weighing the contents of the in camera 
French affidavit and whether the affidavit established such 
reasonable cause. 

The district court, in determining that Jabara's fourth 
amendment rights were violated when the FBI, without a 
warrant, obtained the summaries of his overseas telegraphic 
communications, distinguished the holding of the District of 
Columbia Circuit in Halkin v. Helms, 598 F.2d 1 (1978). 
There the court held (see note 5 herein at page 5) that applica
tion of the state secret privilege required dismissal of plaintiffs' 
claims based on alleged interception by the NSA of their over
seas communications because the fact of interception need 
not be and was not divulged. Here, on the other hand, de
fendants had divulged the interception and later transmittal 
to the FBI.8 Thus, the district court reasoned, the state secret 
privilege was no impediment to the adjudication of Jabara's 
fourth amendment claim. The district court went on to hold, 
citing Katz v. United States, 339 U.S. 347 (1967), that the 
fourth amendment was implicated since Jabara had a reason
able expectation of privacy with respect to his overseas tele
graphic communications. The district court further held that, 
since the record, classified or otherwise, did not reveal evi
dence that Jabara was a foreign agent or was acting in col
laboration with a foreign agent, even if there is a foreign agent 
exception to the warrant requirement, the exception could not 
be applied here. The district court therefore granted summary 
judgment and injunctive relief to Jabara. 476 F.Supp. at 577
579. 

As heretofore stated, Jabara does not contend on appeal that 
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the NSA's interception of his foreign telegraphic communica
tions violated fourth amendment rights, and therefore we 
may take as a given the proposition that the NSA lawfully 
received and was in possession of the communications. From 
this proposition defendants argue, we think correctly, that 
Jabara's fourth amendment rights were not violated when the 
summaries were turned over to the FBI because this was not a 
"search" or "seizure" within the meaning of the amendment. 
This is a clear implication of such decisions as United States 
v. Gargotto, 476 F.2d 1009 (6th Cir. 1973), cert. denied, 421 
U.S. 967 (1975). There an arson investigator gathered some 
papers from the floor of the burned building as evidence of 
the cause of the fire. These papers were later turned over to 
federal agents when they appeared to be gambling records. 
The court held that the papers were lawfully in the possession 
of the arson investigator under the "plain view" exception. It 
further held that the federal agents lawfully obtained posses
sion from the arson investigator, stating (476 F. 2d at 1014): 

Evidence legally obtained by one police agency may be 
made available to other such agencies without a warrant, 
even for a use different from that for which it was orig
inally taken.Guilfact v. United States, 387 F.2d 307 (8th 
Cir. 1967), cert, denied 390 U.S. 1044, 88 S.Ct. 1645, 
20 L.Ed.2d 307 (1968). 

The holding by our court in Gargotto was followed by our 
court in United States v. Lewis, 504 F.2d 92, 104 (6th Cir. 
1974), cert. denied, 421 U.S. 975 (1975). 

Jabara contends, however, that there was a "search" or 
"seizure" when the summaries were turned over by the NSA 
to the FBI under the holding in Walter v. United States, 447 
U.S. 649 (1980). There some pornographic 8-millimeter films, 
in boxes that were in sealed packages, were misdelivered after 
shipment, and the recipient opened the packages. On the 
boxes were descriptions and drawings that clearly indicated 
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but turned them over to an FBI agent FBI agents, then, 
without a warrant, viewed the films with a projector. The 
question before the Court was whether the films should have 
been suppressed because the showing of the films with a 
projector was an illegal search under the fourth amendment. 

In a five-to-four decision, the Court held that the showing 
of the film with a projector was a "search'' and therefore the 
showing violated the fourth amendment Justice Stevens au
thored the lead opinion for the majority, saying (447 U.S. at 
654): 

[N]otwithstanding that the nature of the contents of 
these films was indicated by descriptive material on their 
individual containers, we are nevertheless persuaded that 
the unauthorized exhibition of the films constituted an 
unreasonable invasion of their owner's constitutionally 
protected interest in privacy. It was a search; there was 
no warrant; the owner had not consented; and there were 
no exigent circumstances. 

It is perfectly obvious that the agents' reason for view
ing the films was to determine whether their owner was 
guilty of a federal offense. To be sure, the labels on the 
film boxes gave them probable cause to believe that the 
films were obscene and that their shipment in interstate 
commerce had offended the federal criminal code. But 
the labels were not sufficient to support a conviction and 
were not mentioned in the indictment. Further investi
gation—that is to say, a search of the contents of the films 
—was necessary in order to obtain the evidence which 
was to be used at trial. 

The fact that FBI agents were lawfully in possession 
of the boxes of film did not give them authority to search 
their contents. Ever since 1878 when Mr. Justice Field's 
opinion for the Court in Ex parte Jackson, 96 US 727, 24 
L Ed 877, established that sealed packages in the mail 
cannot be opened without a warrant, it has been settled 
that an officer's authority to possess a package is distinct 
from his authority, to examine its contracts. 
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(Citations and footnotes omitted). 
In the instant case, on the contrary, Jabara's very words, 

summaries of which were supplied to the FBI, had been law
fully intercepted by and were in the records of the NSA. NSA 
therefore already had in its records, after it intercepted, all 
that it supplied to the FBI. Jabara appears to argue, however, 
that the fact that the NSA acquired, stored and retrieved a 
large amount of information using sophisticated, high-tech
nology methods and equipment should lead to the conclusion 
that the NSA's acquisition of Jabara's telegraphic messages 
was not a search and that the only search occurred when, at 
the request of the FBI, the NSA retrieved Jabara's messages 
and delivered summaries to the FBI. There are two difficulties 
with this argument. First , the simple fact remains that the 
NSA lawfully acquired Jabara's messages, and these are all 
that it delivered to the FBI. Second, to the extent that Jabara 
relies on alleged facts surrounding the methods and technology 
of acquisition, storage and retrieval of information, such are, 
as was held by the district court, subject to the state secret 
privilege. It was recognition of the effect of the privilege 
that caused the district court to limit its consideration to the 
question whether the targeting of Jabara's communications by 
the FBI, in obtaining the summaries from the NSA, was a 
fourth amendment violation irrespective of the facts surround
ing the acquisition, storage and retrieval of the information by 
the NSA. 

Jabara, however would have us apply still another analysis 
in support of his contention that his fourth amendment rights 
were violated when the FBI, without a warrant, requested 
and received summaries of his overseas messages. In this con
nection he relies on such cases as United States v. Bailey, 628 
F.2d 938 (6th Cir. 1980). In Bailey, government undercover 
officers delivered a drum of a chemical, a precursor for the 
manufacture of a controlled substance, to defendant. The 
officers had installed a "beeper" inside the drum to aid in 
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laboratory. The signal from the beeper was used by the 
officers to ascertain the location of the dram. The question 
raised was whether the placing of the beeper in the drum 
before it was delivered to defendant and the subsequent 
tracing of the drum by receipt of the signal from the beeper 
implicated the fourth amendment. In reaching the conclusion 
that the fourth amendment was implicated, our court, relying 
on Katz v. United States, 389 U.S. 347 (1967), held that the 
question was whether defendant had a reasonable expectation 
of privacy with respect to the location of the drum. In this 
connection, our court stated (628 F. 2d at 940): 

We consider it irrelevant whether a particular govern
mental intrusion is classified as a "search" or as a "sei
zure." What matters is whether it violates an individual's 
legitimate expectation of privacy. Therefore, it is not 
necessary to speculate whether a beeper "searches" or 
"seizes" anything. 

Our court then quoted (628 F.2d at 941) from Justice Harlan's 
concurring opinion in Katz to the effect that, while a reason
able expectation of privacy is the test, this means that the 
person asserting the claim must have exhibited an actual 
(subjective) expectation of privacy and that the expectation 
must be one that society is prepared to accept as reasonable. 

Applying this analysis utilized by our court in Bailey, we 
agree that Jabara exhibited an actual (subjective) expectation 
of privacy when he sent the telegraphic messages overseas. 
But the question here is whether he had an expectation of 
privacy that society is prepared to recognize as reasonable 
after the messages had lawfully come into the possession of 
the NSA. For it was after the messages were intercepted and 
within the possession of the NSA and only when they were 
delivered to the FBI that Jabara contends that his fourth 
amendment rights were violated. We do not believe that an 
expectation that information lawfully in the possession of a 
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rant, to another government agency is an expectation that 
society is prepared to recognize as reasonable. In this con
nection, we believe that it is irrelevant that Jabara did not 
know that the NSA had intercepted his messages. To hold 
Otherwise would in many instances require, for fourth amend
ment purposes, a succession of warrants as information, law
fully acquired, is passed from one agency to another. 

We conclude, therefore, that Jabara's fourth amendment 
rights were not violated when the FBI obtained summaries 
of his overseas telegraphic communications from NSA and that 
the district court erred in granting summary judgment to 
Jabara and that, on the contrary, it should have granted sum
mary judgment to defendants as to this claim.* 

III. 

The district court also granted summary judgment to Jabara 
with respect to his claim that the FBI had violated a provision 
in the Privacy Act, 5 U.S.C. §552a(e)(7), which provides 
that an agency shall: 

(7) maintain no record describing how any individual 
exercises rights guaranteed by the First Amendment 
unless expressly authorized by statute or by the indi
vidual about whom the record is maintained or unless 
pertinent to and within the scope of an authorized law 
enforcement activity. 

(Emphasis added). 
In construing the emphasized words in this statute, the 

district court concluded (478 F.Supp. at 581): 

Given this definition, it is difficult to conclude that the 
self-contained exemption in § 552a(e)(7) relating to law 

9 In note 5. Halkin v. Helms, 598 F.2d at 4 (D.C. Cir. 1979), it is 
pointed out that, as a result of Exec. Order No. 12,036, 43 Fed. Reg.
2673 (1978, requests such as that made by the FBI here are screened 
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enforcement activity applies to any records which do not 
relate to specific past, present or future criminal acts. 

The district court then determined, based upon the record 
before it, that the FBI's investigation that involved Jabara's 
first amendment activities did not relate tospecific past, pres
ent or future criminal acts. 

It thereupon entered an order providing that (App. at 197 ): 

Defendants and their successors in office are enjoined 
from recording, maintaining, using or disseminating infor
mation about the Plaintiff's political beliefs, communica
tions, speeches, writings, associations or activities, both 
public or private, which do not relate to specific criminal 
acts. 

Defendants then submitted the motion to reconsider the 
grant of summary judgment to Jabara on the claimed violation 
of the Privacy Act, which motion was supported by legislative 
history with respect to this statutory provision and by the 
aforementioned French open and in camera affidavits with 
respect to defendants' contention that at least after November 
1, 1971, the FBI had reasonable cause to believe that Jabara 
was a cadre member of a Middle East terrorist organization. 
The district court denied the motion to reconsider, stating that 
the defendants were tardy, without excuse, in supplying the 
legislative history and that, again, the facts set out in the 
French affidavits were known to the defendants prior to the 
grant of summary judgment. 

Defendants contend that the legislative history demonstrates 
that the exemption in § 552a(e)(7) ("unless pertinent to and 
within the scope of an authorized law enforcement activity") 
allows investigation with respect to the exercise of first amend
ment rights if such investigation is relevant to an authorized 
criminal investigation or to an authorized intelligence or ad
ministrative one (Defts'. brief at 36). 
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to agreeing with defendants' construction of the exemption in 
the statute, stating: 

By its terms and legislative history the subsection does 
not bar the maintenance of records describing how a 
person exercises First Amendment rights if there is a 
direct nexus to an authorized criminal, civil or adminis
trative law enforcement activity. 

(Jabara's brief at 39-40). 

We agree with both Jabara and the defendants that the 
district court's construction of the exemption in the statute, 
limiting it to investigation of past, present or fuure criminal 
activity, is too narrow. Moreover, if there is any difference of 
substance between Jabara's formulation and defendants' form
ulation of the effect of the exemption, we believe that the 
defendants' is, in the light of the legislative history, the more 
reasonable one. 

It appears, then, that in granting summary judgment to 
Jabara on the Privacy Act claim, the district court applied too 
narrow a test in determining that the FBI's investigative con
duct did not come within the statutory exemption. For this 
reason, we believe that the summary judgment should be 
vacated and the case remanded to the district court for ap
plication of a correct legal standard. In doing so, the district 
court, of course, is free to reconsider its prior decision not to 
consider and weigh the effect of the French in camera affidavit. 

The judgments of the district court are therefore vacated 
and the case is remanded for further proceedings not incon
sistent with this opinion. 

4 0 - 2 0 9  0 - 8 5 - 3 7  
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No. 55,963


STATE OF KANSAS,


Plaintiff-Appellant,


v.


TIMOTHY PAY HOWARD,

and


ROSEMARIE HOWARD,


Defendants-Appellees.


SYLLABUS BY THE COURT


1.


The term "wire communication," as defined in Title III


of the Omnibus Crime Control and Safe Streets Act of 1968 (18 U.S.C.A.


§ 2510), is construed to apply only to that portion of a radio


telephone conversation which is actually transmitted by wire and


not broadcast in a manner available to the public.


2.


That portion of a cordless telephone conversation intercepted


by an ordinary FM radio does not fall into the category of a "wire


communication," but is to be considered as an "oral communication"


subject to the rules pertaining to the interception of oral com


munications prescribed in Title III of the Omnibus Crime Control


and Safe Streets Act of 1068.


3.


Owners of a cordless telephone located in a private residence


who had been fully advised by the owner's manual as to the nature


of the equipment, which involves the transmission and reception of


FM radio waves, had no reasonable expectation of privacy. Hence,
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police officials could lawfully monitor and tape-record conversations


of the owners heard over an ordinary FM radio, and such conversations


were admissible in evidence in a criminal action charging the owners


with narcotic drug violations.


4.


The utilization of a pen register does not violate the


provisions of Title III of the Omnibus Crime Control and Safe


Streets Act of 1968 (18 U.S.C.A. § 2510 et seq.).


Appeal from Reno district court; WILLIAM F. LYLE, JR.,


judge. Opinion filed March 24, 1984. Reversed and remanded.


David E. (Rick) Roberts, assistant county attorney, argued


the cause, and Robert T. Stephan, attorney general, and Timothy J.


Chambers, county attorney, were with him on the brief for the


appellant.


Herbert R. Hess, Jr., of Hess, Leslie & Drown, of Hutchinson,


argued the cause and was on the brief for the appellees.
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the informant with a tape recorder and a number of blank tapes,


requesting the informant to record any further conversations heard


over the radio and to record the time of the conversations. Law


enforcement officers then obtained court authorization to install


a pen register on defendant's telephone. A pen register is a


mechancial device which records only the numbers dialed on a telephone


by monitoring the electrical impulses caused by use of the telephone's


dial or push buttons, but which do not overhear oral communications


or indicate whether calls arc actually completed. The records


maintained by the informant as to the times of recorded conversations


corresponded with the records maintained by the pen register. All


calls recorded by the informant originated in the home of the defendant


The parties stipulated that the recordings made by the confidential


informant were not obtained with the consent of either defendant or


the consent of other parties to the conversations. The law enforcement


authorities did not obtain an order from a court authorizing them


to monitor or record the conversations originating from defendants'


residence.


The informant recorded conversations of defendants from


July 13, 1982, until August 21, 1932. Based primarily upon the


information received from the tape recordings, a search warrant was


obtained to search defendants' residence for the cordless telephone


in question as well as items of contraband. This search warrant


was also based in part upon recordings of the pen register mentioned


above and personal observations of the movements of the defendants.


Agent Bradley testified that he would not have attempted to obtain a


search warrant based solely upon the first tape recordings prepared


by the confidential informant which were obtained without the police


officers' knowledge or involvement. The search warrant was executed,


and the search disclosed a cordless telephone and certain narcotic


drugs which were seized by law enforcement personnel within the


defendants' residence.
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The opinion of the court was delivered by


PRAGER, J.:


This is a criminal action in which the defendants, Timothy


Ray Howard and Rosemarie Howard, were charged with possession of


cocaine (K.S.A. 65-4127a) and conspiracy to sell marijuana (K.S.A.


21-3302 and K.S.A. 1982 Supp. 65-4127b). The State has taken an inter


locutory appeal, pursuant to K.S.A. 22-3603, from an order of the


district court suppressing certain taped conversations and other


evidence obtained by the police authorities following a search of


the defendants' house in Hutchinson. The district court held that


the interception of defendants' cordless telephone conversations and


the tape recording thereof were in violation of Title III of the


omnibus Crime Control and Safe Streets Act of 1968 which may be


found at 18 U.S.C.A. § 2510 ct seq.


For purposes of this appeal, the facts are undisputed and


were found by the trial court to be as follows: A neighbor of


defendants, referred to in the record as a confidential informant,


was operating his AM/PM radio and, in the process of turning the


tuning dial, suddenly began to hear conversations over the radio.


He determined that the voices were those of the defendants who


were conversing with others through use of a cordless telephone.


The radio receiver in question was a standard make and model and


had not been modified in any manner to monitor or intercept defendants


conversations. The radio was located at all times within the physical


confines of the informant's residence without the knowledge of and


without direction from law enforcement officers. The informant tape


recorded one or more of these conversations. He then provided


information about the conversations to law enforcement officers who


directed the information to Floyd Bradley, a Kansas Bureau of


Investigation (KBI) agent. The conversations were of interest to


the KBI, because they involved narcotic drugs. Bradley provided
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same or similar frequency utilized by commercial FM radio stations.


A standard PM radio would be able to pick up the radio transmissions


from both the mobile and base units of the cordless telephone.


The FM signal transmitted from either the base or mobile


unit is nondirectional and will reach out in all directions


simultaneously. The FM signal transmitted will penetrate and


pass through almost any material, including a normal concrete or


wooden wall. The effective rated range of communication between a


mobile and base unit is approximately 50 feet, but this range varies


with the physical surroundings in which the particular cordless


telephone is situated. The range varies with the physical surround


ings, weather conditions, the sensitivity of the receiver, and the


power output of the transmitter. The manual states that, although


the cordless telephone is designed for a normal range of 50 feet, the


range can vary from anywhere between 30 feet to 100 feet depending


upon the particular surroundings.


The manual states that "walkie-talkies" can share the same


frequencies of the cordless telephone which can produce some inter


ference. If two cordless telephones were hooked to separate lines


and were physically close enough, calling one telephone would cause


the second telephone to ring and both telephones would be privy to


the same conversation. The only way to correct this situation would


be to return the cordless telephone to its place of manufacture


for frequency modifications. The cordless telephone in question is


required to pass Federal Communications Commission regulations which"


are limited to compliance with production specifications and not


transmission capabilities. One is not required to have a license to


operate either the base or the mobile unit because the power of each


unit is less than one watt. Hutchison testified that the hand-held


mobile unit contains a "confidential" button. When that button
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At the hearing on the motion to suppress, James Hutchison,


an employee of Carden's Radio Shack in Hutchinson, testified


as to the nature and operational dynamics of the cordless telephone.


The cordless telephone was manufactured by the Radio Shack Corporation


It works much like a CB radio. It consists of a base unit and a


mobile unit. The base unit is physically attached to two separate


wires, one of which is the land based telephone line and the second


of which is an AC power source. The mobile unit is a self-contained


unit with its own batteries which are recharged when the mobile unit


is physically rested upon the base unit. No cord or line or physical


connection of any kind exists between the mobile unit and the base


unit. The mobile unit is much like a conventional telephone and one


can both hear from and speak into the mobile unit. Communication


between the base unit and the mobile unit takes place through the


reception and transmission of FM radio signals by both the base and


mobile units.


At the hearing, defendants introduced into evidence the


owner's manual for the cordless telephone. Hutchison testified that


an average customer would be able to determine from the manual that


the device in question was a radio transmitter and receiver. He


based this conclusion upon the information contained in the manual.


The manual sets forth the transmitted frequencies and the received


frequencies of both the base unit and the portable handset. The manual.


differentiates between the telephone and radio aspects of the cordless


telephone by separating the telephone specifications from the radio


transmission and reception specifications. Reference is made to the


"antenna" of the mobile unit. The mobile and base unit communicate


with each other by means of FM radio signals. The FM signal utilized


by both the mobile and base units is the same as any other FM signal


and is not specialized in any way. The FM signal utilized is of the
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is depressed, a person holding the telephone could talk to others


in the immediate vicinity without having his voice broadcast over


the hand-held unit. This would also allow the operator of the


hand-held unit to hear incoming transmissions but not to broadcast


from the unit.


The trial court adopted the above facts with additional


findings that the conversations taped initially by the neighbor,


which were delivered to agent Bradley, would not have been sufficient


for the issuance of a search warrant in the case, and that all


recorded conversations of the defendants took place while the


defendants were in their private residence and talking on the cordless


telephone installed in that residence. The trial court, in suppressing


the evidence, held that Title III of the Omnibus Crime Control and


Safe Streets Act of 1968 controlled the result in this case and that


the provisions of the act were violated so as to require suppression


of the evidence. The parties to the appeal are in agreement that


Title III is controlling and that its provisions must be applied


in this case.


At the outset, it would be helpful to briefly summarize


the provisions of Title III which may be found at 18 U.S.C.A. § 2510


et seq. The Kansas statutes, K.S.A. 22-2514 et seq., covering eaves


dropping and wiretapping, have incorporated specifically and comply


with the provisions of Title III. 18 U.S.C.A. § 2510 is the definition


section and defines the key terms. It provides in part as follows:


"§ 2310. Definitions


"As used in this chapter -


"(1) 'wire communication' means any communication


made in whole or in part through the use of facilities for
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the transmission of communications by the aid of wire,


cable, or other like connection between the point of


origin and the point of reception furnished or operated by


any person engaged as a common carrier in providing or


operating such facilities for the transmission of interstate


or foreign communications;


"(2) 'oral communication' means any oral


communication uttered by a person exhibiting an expectation


that such communication is not subject to interception under


circumstances justifying such expectation;


"(4) 'intercept' means the aural acquisition of the


contents of any wire or oral communication through the


use of any electronic, mechanical, or other device.


"(5) 'electronic, mechanical, or other device'


means any device or apparatus which can be used to intercept


a wire or oral communication other than -


"(a) any telephone or telegraph instrument, equipment


or facility, or any component thereof, (i) furnished to


the subscriber or user by a communications common carrier


in the ordinary course of its business and being used by


the subscriber or user in the ordinary course of its business;


or (ii) being used by a communications common carrier in


the ordinary course of its business, or by an investigative


or law enforcement officer in the ordinary course of his


duties;


"(b) a hearing aid or similar device being used to


correct subnormal hearing to not better than normal;


. . . .


"(11) 'aggrieved person' means a person who was a


party to any intercepted wire or oral communication or a


person against whom the interception was directed."


Section 2511 prohibits the unlawful interception or disclosure
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has been made, the court then determines whether or not an improper


form of interception has taken place.


There are a number of cases which discuss the purpose of


Title III and the ends which Congress sought to achieve thereby.


In United States v. Carroll, 332 F.Supp. 1299 (D.C. Cir. 1971), it


is stated that Title III was intended to deal with increasing


threats to privacy resulting from the growing use of sophisticated


electronic devices and the inadequacy of the limited prohibitions


contained in the early communications act, 47 U.S.C. § 605. In


United States v. Cianfrani, 573 F.2d 835, 855 (3rd Cir. 1978),


it is stated that Title III has a twofold purpose: (1) to protect


the privacy of oral and wire communications, and (2) to provide


on a uniform basis the circumstances and conditions for the inter


ception of such communications. It has been said that the statute


is deemed to be the legislative enactment of the Fourth Amendment


exclusionary rule and its purpose is to deter the invasion of an


individual's privacy through the misconduct of officials by denying


the fruits of their transgressions. In Re Proceedings to Enforce


Grand Jury Subpoenas, 430 F.Supp. 1071 (E.D. Pa. 1977).


The provisions of Title III have been applied in cases


involving a wide variety of factual circumstances. The problem


presented in the case now before us is to apply Title III to a case


involving a cordless telephone. The courts which have dealt with


this specific problem have not been in agreement and have arrived at


contrary conclusions. In United States v. Hoffa, 436 F.2d 1243


(7th Cir. 1970), cert. denied 400 U.S. 1000 (1971), FBI agents


overheard calls made by defendant Hoffa placed from mobile telephone


units located in automobiles owned by the union. They were


monitored at the Detroit FBI office by means of ordinary commercial-


type FM radio receivers. The court held that defendant had no
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of wire or oral communications and provides a penalty of fine or


imprisonment for violation of the section. Section 2512 prohibits


the manufacture, distribution, possession, and advertising of


wire or oral communication intercepting devices. Section 2513


provides for the confiscation of wire or oral communication


intercepting devices. Section 2515 prohibits the use of evidence of


intercepted wire or oral communications in the following language:


"Whenever any wire or oral communication has been


intercepted, no part of the contents of such communication


and no evidence derived therefrom may be received in


evidence in any trial, hearing, or other proceeding in


or before any court, grand jury, department, officer, agency,


regulatory body, legislative committee, or other authority


of the United States, a State, or a political subdivision


thereof if the disclosure of that information would be in


violation of this chapter."


Sections 2516 through 2519 provide a procedure for the


obtaining of judicial authority for the interception of wire or


oral communications, for the disclosure and use of such


communications, and for the making of reports concerning such


communications. Section 2520 provides that any person whose wire


or oral communication is intercepted, disclosed, or used in violation


of this chapter shall have a civil cause of action and may recover


damages against any person who violates the provisions of the act.


It should also be noted that specific exceptions are set forth


throughout the definitional section, 18 U.S.C.A. § 2510, and through


out the balance of Title III which provide that certain types of


interceptions will not be deemed unlawful. In cases where the issue


of the application of Title III is involved, the standard procedure


is for the court to first proceed to examine the facts in light of


the definitions found at 18 U.S.C.A. § 2510. Once this examination
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expectation of privacy protected by the Fourth Amendment as to calls


which originated from the mobile telephone in the automobile where


the calls were exposed to everyone in that area who possessed an


FM radio receiver or another automobile telephone tuned in to the


same channel. The court cited Alderman v. United States, 394 U.S.


165, 22 L.Ed. 2d 176, 89 S.Ct. 961 (1969); and Katz v. United States,


389 U.S. 347, 19 L.Ed. 2d 576, 88 S.Ct. 507 (1967).


The issue arose again and was determined in a contrary


manner in United States v. Hall, 488 F.2d 193 (9th Cir. 1973). There


defendant Hall and others were charged with possession of marijuana


with intent to distribute. Hall had radio-telephones installed in


two automobiles. In early April 1971, a Tucson housewife, who


listened to her radio while doing housework, intercepted the appellant


conversations on her radio, which was not unique. After eavesdropping


for less than a month, she reported what she considered to be suspicion


conversations to the Arizona Department of Public Safety. She


continued to monitor the conversations and made reports to the


department until May 21, 1971, when the department began its surveil


lance. For five weeks thereafter, the Arizona Department of Public


Safety conducted warrantless electronic surveillance of the appellants


conversations which, led to their arrests. The court of Appeals held


that Title III was the controlling statute in the case. It stated


that if the interception in question fell within the parameters of


Title III, the warrantless surveillance must be suppressed. The


court stated that the threshold question was whether these radio


telephone conversations constituted an "oral communication" or a


"wire communication." The answer was critical because the definition


of oral communication includes the expectation of privacy language


derived from Katz v. united States. In order for an oral com
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munication to be protected by the Act, the speaker must have "an


expectation that such communication is not subject to interception


under circumstances justifying such expectation . . . ." 18 U.S.C.A.


§ 2510 (2).


The court noted that a "wire communication" has no such


restriction in its definition. It is defined in 18 U.S.C.A. § 2510(1)


as "any communication made in whole or in part through the use


of facilities for the transmission of communications by the aid of


wire, cable, or other like connection between the point of origin


and the point of reception." The reason for the differentiation


between a wire communication and an oral communication was stated


in the following language:


"Obviously, there is a reason for the more restrictive


definition of oral communications. When a person talks by


telephone, he can reasonably assume privacy. That


assumption may often be invalid for non-wire communications.


Therefore, it is incumbent upon the participants in an oral


communication to make a reasonable estimate of the privacy


afforded them by their particular circumstances.


"The definition of wire communication is not free


from ambiguity. '[C]ommunication made in whole or in part


. . . through the use of facilities . . . by the aid of


wire . . . between the point of origin and the point of


reception . . . ' could be interpreted in several ways.


For example it could be argued that if any wire is used


to aid the communication, it must be deemed a wire


communication. If this were followed to its conclusion,


the use of a radio would be included in the definition


because some wires are contained in the radio transmitter


and receiver--thus the communication would be aided 'in
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part' by the use of wire. However, such an interpretation


would be inconsistent with the language of the immediately


succeeding section which permits an agent of the FCC, in


certain circumstances, 'to intercept a wire communication,


or oral communication transmitted by radio . . . .'


18 U.S.C. § 2511(2)(b).


"Broadcasting communications into the air by radio


waves is more analogous to carrying on an oral communication


in a loud voice or with a megaphone than it is to the privacy


afforded by a wire. As with any broadcast into the air,


the invitation to listen is afforded to all those who can


hear. In the instant case, the eavesdroppers merely tuned


their radio receivers to the proper station. It is obvious


that conversations initiated from a radio-telephone more


logically fall within the category of 'oral communication.'


"By reading the sections together, we can only


conclude that the Congress did not mean that every conversation


aided in any part by any wire would be a wire communication.


As a radio broadcast must be deemed an oral conversation,


we believe it would strain the legislative intent to hold


that conversations emanating from a radio telephone would not


be treated similarly." pp. 196-97.


The court in Hall thus reasoned that conversations emanating from a


radio-telephone should logically be treated in the same way as an


oral communication.


The court then noted some of the conversations were between


two radio-telephones while others were between a radio telephone


and a regular land-line telephone. It stated that while the former


are within the definition of oral communications, the use of a land-


line telephone at one end of the conversation-raises a serious question
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as to the defined category in which such a communication belongs.


The court stated that while logic may dictate the same rule should


apply when a conversation crosses the airways but initiates or


terminates on a land line, it was not free to reach that result


if the legislative intent is to the contrary. In view of the


definition of "wire communication" in 18 U.S.C.A. § 2510(1),


which was an indication of Congressional intent, it was forced to


conclude that, "when part of a communication is carried to or from


a land-line telephone, the entire conversation is a wire communication


and a search warrant is required." p. 197.


The court then proceeded to criticize its final conclusion,


stating that it realized that its classification of a conversation


between a mobile and land-line telephone as a wire communication


produced what it considered to be an absurd result. It noted that


these conversations were intercepted by an ordinary radio receiver


and not by a phone tap. Logically, they should be afforded no more


protection than those occurring between two radio transceivers. They


should be oral communications. However, Congress's definition of


a wire communication necessitated the conclusion that the communi


cations were, wire communications. The court also observed that there


was nothing in the legislative history of Title III to indicate how


Congress intended to treat a radio-telephone conversation. It


concluded that, in the absence of such an indication, if a conversation


involves a land-line telephone, it is a wire communication. It


suggested that if any changes were to be made in the law, it


was up to Congress. The court held, however, that conversations


not involving a land-line telephone, were oral communications, not


"wire communications." Because such oral conversations lacked the


requisite expectation of privacy, prior authority to intercept was


not required by the statute as to those conversations.
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Several years after the decision in United States v. Hall,


the Supreme Court of Florida had before it a case involving a telephone


beeper communication. In Dorsey v. State, 402 So. 2d 1178 (Fla. 1981)


the defendant's arrest stemmed from an investigation by the St.


Petersburg police department into the operation of a narcotics


ring headed by one John Bailey. The investigation began with the


use of a paid informant, whose information prompted the police to


monitor, by means of a radio scanner, messages received by Bailey


and others on a "pocket pager" or "beeper" rented by Bailey. The


beeper was a type of pocket pager which a person carries on his person


and through which ho may receive messages. This is accomplished


when another person dials the telephone number of the company that


distributes the beepers. The calling party hears a tone and


thereafter has ten seconds in which to announce his message. This


message is then converted into radio waves and transmitted to the


party with the beeper and to any member of the public who has a


radio tuned to this frequency. The receiving party can only listen


to the message, since the beeper is a receiver and not a transmitter.


A "bearcat scanner," capable of receiving any programmed frequency,


was used by the police to intercept these beeper messages. The


defendants contended that a court order was necessary to legally


intercept these communications under the Florida statutes which


corresponded in relevant parts with those set forth in Title III.


Since a court order was not obtained, the defendants contended that


there was a wiretap and that all evidence acquired therefrom was


also illegal and must be suppressed.


The Florida court recognized, but rejected, the decision


in United States v. Hall. The court followed a well-settled rule


in Florida that statutes must be construed so as to avoid absurd


results. It then construed the Florida statute to avoid reaching a


result that would require police officials to obtain a warrant or a
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court order to listen to the open and available airwaves. The court


stated that the definition of "wire communications" must be inter


preted in a common sense and reasonable manner. It held that the


prohibition of interception of wire communications "made in whole or


in part through the use of facilities for the transmission or com


munications by the aid of wire" applied only to so much of the


communication as is actually transmitted by wire and not broad


cast in a manner available to the public. It noted that, just as


it would be absurd to include within the definition of "wire com


munication" a message broadcast over a public address system for every


one to hear, even though the communication is aided by certain wires,


it would be equally absurd and asinine to include within that


definition television or radio signals broadcast with no reasonable


expectation of privacy and openly available for anyone with the proper


receiving equipment to hear. The court emphasized the broadcast


nature of such messages, and that one who sends beeper messages


should know that such communications are open to any members of the


public who wish to take the simple step of listening to them. Such


signals thus lack any expectation of privacy. They are, by the very


nature of being broadcast, communications unprotected by any consti


tutional right or by the Florida wiretap statute and are thus


admissible into evidence.


When we turn to the factual circumstances in the present


case as set forth above, it is clear that there was an interception


of a communication. The crucial issue we must decide is whether


the communications intercepted were "wire communications" or "oral


communication," as defined in 18 U.S.C.A. §2510. If the intercepted


conversations were "wire communications," then the district court


was correct in suppressing the evidence, because no prior court


authorization was obtained. If the conversations intercepted were


"oral communications," we must determine whether the defendants


had a reasonable expectation of privacy under the circumstances.
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From our study of the cases and the legislative history


of Title III, we have concluded that the conversations in this case


which were intercepted between the mobile unit and the base unit


of the cordless telephone were not "wire communications" but fall into


the category of "oral communications." In our judgment, United


States v. Hall not only arrived at an absurd result but misconstrued


the Congressional intent. In construing a statute, the fundamental


rule of statutory construction, to which all others are subordinate,


is that the purpose and intent of the legislature governs when that


intent can be ascertained from the statute, even though words,


phrases or clauses at some place in the statute must be omitted or


inserted. Farm & City Ins. Co. v. American Standard Ins. Co., 220


Kan. 325, Syl. ¶13, 352 P.2d 1363 (1976). In determining legislative


intent, courts are not limited to a mere consideration of the language


used, but look to the historical background of the enactment, the


circumstances attending its passage, the purpose to be accomplished,


and the effect the statute may have under the various constructions


suggested. Brown v. Keill, 224 Kan. 195, Syl. ¶3, 580 P.2d 867 (1978)


In order to ascertain the legislative intent, courts are not permitted


to consider only an isolated part or parts of an act but are required


to consider and construe together all parts thereof in pari material


Another principle of statutory construction well recognized is that


a statute should never be given a construction that leads to uncertain


injustice, or confusion, if it is possible to construe it otherwise.


Coe v. Security National Ins. Co., 228 Kan. 624, 620 P.2d 1108 (1980).


Furthermore, courts are not bound to an examination of the statutory


language alone, but may properly inquire into the causes which impelled


the statute's adoption, the objectives sought to be attained, the


statute's historical background, and the effect the statute may have


under the various constructions suggested. State, ex rel., v. Kalb,


218 Kan. 459, 464, 543 P.2d 872 (1975).


The Supreme Court of the United states has held that a


statute should not be given a literal construction, if such construction
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is contrary to the legislative intent and leads to absurd conclusions


United States v. Bryan. 339 U.S. 323, 94 L.Ed. 884, 70 S.Ct. 724


(1950). The United States Supreme Court, like the courts of Kansas,


also follows the rule that penal statutes are to be construed


strictly. P. C. C. v. American Broadcasting Co., 347 U.S. 284, 256,


98 L.Ed. 699, 74 S.Ct. 593 (1954). It cannot be denied that 18 U.S.C.


§ 2511, which makes it a crime to intercept or disclose communi


cations in a manner prohibited by the act, is a penal statute. In


United States v. Hall, the court recognized this, noting that its


holding was ironic, since Title III involves stringent civil and


criminal penalties for those who violate its provisions. In other


words, the court observed, any citizen who listens to a mobile-telephone


band does so at his own risk, and scores of mariners who listen to


the ship-to-shore frequency, commonly used to call to a land-line


telephone, commit criminal acts.


It seems logical to us that cordless telephone conversations,


which may be heard by anyone listening on an ordinary radio receiver,


should not be included within the definition of a "wire communication"


under Title III. The Congressional purpose in enacting Title III"


has been discussed above. It was intended to incorporate the Fourth


Amendment safeguards in the interception of human communications.


United States v. Mainello, 345 F. Supp. 863 (E.D. N.Y. 1972). Title


III was designed for a dual purpose--to protect the individual's


right of privacy and to provide a uniform and systematic basis for


the interception of human communications by the police authorities.


The American Bar Association Standards Relating to Electronic


Surveillance § 1.1 declares:


"The objectives of standards relating to the use


of electronic surveillance techniques should be the maintenance


of privacy and the promotion of justice."
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In the general commentary of the Advisory Committee at pages 21-22 of


the Standards, it is stated that, privacy and justice must be


balanced in this area. The following language is used:


"Mr. Justice Frankfurter once observed of journeys


in the law that often 'where one comes out on a case depends


on where one goes in.' So it is in any examination of the


many troublesome questions associated with the use of


electronic surveillance techniques in the administration of


justice and various proposals for reform. All too often


discussions of those questions, however, have tended


to degenerate into arid debates between contending


ideologies. At one extreme, some seem to believe that the


social order depends almost exclusively on the penal law,


and requires the capture, conviction and punishment of as


many culprits as possible. Society's laws must be vindicated


by appropriate expiation or measured deterrence and, if


possible, the offender reformed. Privacy may be important,


but justice is always paramount. At the other extreme, some


seem to think that all criminal law is formalized vengeance,


that incarceration is a pointless cruelty without meaning


as expiation, deterring or reforming no one, embittering


its victims more than it protects society, and inflicting


less pain on the guilty than on innocent dependents.


Justice is of little importance, while privacy is always


paramount. Between these untenable extremes, there is, of


course, a middle way. 'The adjustment between the rights


of the individual and the rights of the community must depend


upon the needs and conditions which exist at any given moment


. . . .' A system of penal law must maintain, the Advisory


Committee believes, both privacy and justice. Neither value


can be dogmatically accorded priority. The problem is as


the late Judge learned Hand put it: there is 'no escape


in each situation from balancing the conflicting interests
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at stake with as detached a temper as we can achieve."


Standards Relating to Electronic Surveillance, pp. 21-22.


After approaching the problem in as detached a temper as


we can achieve, we have concluded that the term "wire communication,"


as defined in 18 U.S.C.A. §2510 (1), should be construed to apply


only to that portion of a radio-telephone communication which is


actually transmitted by the wire and not broadcast in a manner avail


able to the public. We hold that those portions of the cordless


telephone conversations intercepted by an ordinary FM radio in this


case did not fall into the category of a "wire communication," but


were in fact oral communications and that the rules pertaining to the


interception of oral communications prescribed in Title III are appli


cable.


In the case before us, it is undisputed that there was an


interception of an oral communication transmitted by radio. We


hold that these defendants, who as owners of the cordless telephone


had been fully advised by the owner's manual as to the nature of the


equipment, had no reasonable expectation of privacy under the cir


cumstances. We wish to emphasize, however, that this case does not


involve the rights of a person on the other end of the telephone land


line who was speaking over a standard telephone and who was without


knowledge that the defendants were the owners and users of a cordless


telephone. In reaching this conclusion, we have followed what we


believe to be the Congressional intent in the enactment of Title


III--to protect the individual's rights of privacy and also to


provide a uniform and systematic method for the interception of human


communications by police officials to protect the public from criminal


activities. On the basis of tins rationale, we hold that the trial


court erred in suppressing the intercepted cordless telephone


conversations and the evidence obtained pursuant to the search warrant.
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The State in this appeal also presents to the court a question


as to the admissibility of the recordings of the pen register which


was installed by law enforcement personnel after obtaining court


authorization for the installation. This issue was raised but


not ruled on by the district court. At the hearing, the only


evidence presented on this issue was that the pen register was


installed by court authority. Under the circumstances, there was


no factual basis to challenge the admissibility of the recordings


of the pen register. Furthermore, the law is clear that the


utilization of a pen register does not violate the provisions of


Title III. See United States v. New York Telephone Co., 434 U.S.


159, 54 L.Ed. 2d 376, 98 S.Ct. 364 (1977), where it was held that


Title III does not govern the authorization by a federal district


court for the installation and use of a pen register by federal law


enforcement officers.


For the reasons set forth above, the case is reversed and


remanded to the district court for trial or further proceedings.
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Malcolm in that the present home would be 
operated by a nonprofit, charitable corpora
tion. The operation of the home in Jayno 
Heights can be distinguished in that it was 
commercial in nature. 

Finally, the basis of affiliation in this 
ease cannot be distinguished from that in 
Malcolm which involved a substantially 
identical home for six or fewer developmen
tally disabled adults. Although a residen
tial foster parent was present in the home 
in Malcolm, and it is not clear from the 
facts of the case at bar whether one would 
be present in the instant home, we do not 
deem this distinction to be a significant one. 
The precept that a parent is the essence of 
a family does not seem to have been of any 
importance in either Bellarmine or Malcolm. 
In any event, 24-hour supervision is to be 
provided in the instant home. 

Thus, comparing the facts of this case to 
those in Bellarmine, Jayno Heights and 
Malcolm, we hold that they more closely 
resemble Bellarmine and Malcolm. The 
present deed restriction prescribes only the 
building of a single family dwelling in the 
subdivision, it does not limit its use. How
ever, be that as it may, the residents of 
defendants' home would constitute "a fami
ly" under the holdings of this Court in 
Bellarmine and Malcolm. 

The lower court order granting plaintiff's 
motion for summary judgment is vacated. 
This cause is reversed and remanded and 
the lower court is instructed to enter an 
order granting defendants' motion for sum
mary judgment. 

107 Mich.App. 78
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Defendants were charged with gross 
indecency between males. Some defend
ants' motions to suppress were granted by 
the Circuit Court, Kalamazoo County, Don
ald T. Anderson and Charles H. Mullen, JJ., 
while other defendants' motion to suppress 
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were denied by the Court, Robert L. Borsos 
and Patrick H. McCauley, JJ., and appeals 
were taken. The Court of Appeals held 
that: (1) affidavits for video surveillance of 
restroom in highway rest area where homo
sexual activity was suspected did not ade
quately set forth basis for the informant's 
conclusions or any basis for inferring the 
credibility of the informant, and (2) war
rant did not limit the search to precise and 
discriminate circumstances. 

Order accordingly. 

1. Searches and Seizures 7(10) 
Bathroom stalls in restroom at highway 

rest area were temporarily private places 
whose momentary occupants' expectations 
of privacy were reasonable, so that surveil
lance of the stalls was governed by Fourth 
Amendment requirements. U.S.C.A.Const. 
Amend. 4. 

2. Searches and Seizures 3.6(4) 
Affidavits which contained nothing 

concerning basis of informant's conclusions 
as to homosexual activity taking place in 
restroom in highway rest area and which 
contained nothing from which the credibili
ty of the informant or the accuracy of the 
information could be inferred were inade
quate to support issuance of search warrant 
authorizing surveillance in restrooms. 

3. Searches and Seizures 3.8(2) 
Search warrant for restrooms of high

way rest area at which homosexual activity 
was suspected did not limit the search to 
precise and discriminate circumstances 
where the warrant authorized surveillance 
of every occupant of the stalls during the 
relevant periods and the stalls were kept 
under constant surveillance through audio 
and video monitors. 

4. Criminal Law 394.4(11)

Video recordings of activities taking


place in restroom, polios surveillance notes

of activities observed through the monitor,

and testimony of officers as to activities 
observed through the monitor or upon entry' 

*R. C.Hotchkiss.30thJudicialCircuit Judge. 
silting onCourt of Appeals by assignment pur-

into the restroom after observations 
through the monitor were required to be 
suppressed where the monitoring was pur
suant to an invalid search warrant. 

Frank J. Kelley, Atty. Gen., Robert A. 
Derengoski, Sol. Gen., James J. Gregart, 
Pros. Atty., Michael K. Dzialowski, Asst. 
Pros. Atty., for the People. 

Richard R. Lamb, Kalamazoo, for defend
ant-appellant in No. 48128. 

Franklin W. Schmiege, Kalamazoo, for 
defendant-appellant in No. 50700. 

William R. Oudsema, Kalamazoo, for de
fendant-appellant in No. 50685. 

William R. Farley, Grand Rapids, for de
fendant-appellant in No. 49827. 

Steven L. Rayman, Kalamazoo, for de
fendant-appellant in No. 48011. 

Stephen W. Burness, Kalamazoo, for de
fendant-appellant in No. 47842. 

Before HOLBROOK, P. J., and V. J. 
BRENNAN and HOTCHKISS,* JJ. 

PER CURIAM. 

These consolidated cases arise out of po
lice electronic surveillance of a men's rest-
room at a highway rest area. The surveil
lance was conducted pursuant to a search 
warrant which contained the following au
thorizations: 

"A. Beginning at October 25, 1978 at 
10:00 PM the visual and audio communi
cations may be recorded as described 
herein. 

"B. Communications between un
known males which are expected to be in 
the nature of solicitations for sexual ac
tivity. Further, any and all sexual activi
ties performed between the males in the 
mens room of the next area, located at the 
rest area on US-131 south of 'D' Avenue 
in Alamo Township, Kalamazoo County. 

"C. Said conversation* may include 
the statements of other persons present 
at the same time and place. 

quant to Const. 1983. Art. 6, Sec. 23, as amend
ed 1986. 
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"D. Recording of these acts and con
versations will be accomplished by the use 
of video and audio equipment located in 
the mens room at the rest area previously 
described in Section B. 

"E. Said recordings shall terminate on 
November 1, 1978 at 11:59 P.M." 

As a result of the surveillance, some 40 
persons including these six defendants were 
arrested and charged with gross indecency 
between males, M.C.L. § 750.338; M.S.A. 
§ 28.570. Each defendant herein moved to 
suppress the evidence obtained through the 
surveillance. In Medema, the circuit judge 
suppressed the evidence after holding that 
defendant had a reasonable expectation of 
privacy in the place searched, that there 
was not probable cause to issue the war
rant, and that the warrant did not describe 
the things to be seized with sufficient par
ticularity. In Dezek, the circuit judge sup
pressed the evidence after holding that 
there was no statutory authority for a war
rant authorizing video surveillance and that 
defendant was not "forthwith" served with 
a copy of the warrant as required by M.C.L. 
§ 780.665; M.S.A. § 28.1259(5). In Thomp
son, the circuit judge declined to suppress 
the evidence after holding that defendant 
had no reasonable expectation of privacy in 
the place searched. In Petruska, Kelly, and 
Pletcher, the circuit judge held that defend
ants had a reasonable expectation of priva
cy in the place searched but declined to 
suppress the evidence after holding that the 
search was conducted pursuant to a valid 
warrant. The people appeal of right in 
Medema and Dezek, while defendants ap
peal by leave granted in Thompson, Petrus
ka, Kelly, and Pletcher. 

I 
The initial question we must address is 

whether defendants had a reasonable ex
portation of privacy in the place searched. 
tee Katz v. United States, 389 U.S. 347, 
351-352, 88 S.Ct. 507, 511; 19 L.Ed.2d 576 
(1967): 

"[T]he Fourth Amendment protects 
people, not places. What a person know
ingly express to the public, even in his 

own home or office, is not a subject of 
Fourth Amendment protection. * * * 
But what he seeks to preserve as private, 
even in an area accessible to the public, 
may be constitutionally protected." 

In concurrence Justice Harlan observed: 
"[T]here is a twofold requirement, first 

that a person have exhibited an actual 
(subjective) expectation of privacy and, 
second, that the expectation be one that 
society is prepared to recognize as 'rea
sonable.' 

"The critical fact in this case is that 
'[o]ne who occupies it, [a telephone booth] 
shuts the door behind him, and pays the 
toll that permits him to place a call is 
surely entitled to assume' that his conver
sation is not being intercepted. * * * 
The point is * * * that it is a temporarily 
private place whose momentary occu
pants' expectations of freedom from in
trusion are recognized as reasonable.'' 
Id., 361, 83 S.Ct. 516. 

Testimony revealed that the men's rest 
room subject to the search warrant was a 
large room with one door leading to the 
outside. Within the room were several uri
nals and wash basins and four toilet stalls. 
The stalls were constructed of solid parti
tions elevated from the floor approximately 
8-12 inches. The partition did not extend 
to the ceiling, but a five-foot eleven-inch 
man could not peer over its top. At the 
front of each stall was a door of the same 
height as the side partitions. The doors had 
been designed with latches, but the latching 
devices were broken or missing. Parsons 
using the stalls, including defendants, 
would usually use small rolls of toilet paper 
wedged into the door cracks to hold the 
doors closed. A hole had been created in 
the common side partition between two of 
the stalls. The hole was approximately six 
inches in diameter (as stipulated by the 
parties in three of the cases; the onlyte sti
mony concerning the size of the hole dis
closed that it was six inches in circumfer
ence.) It was located about waist high. It 
was alleged that the illegal acts were com
mitted by one participant placing penis 
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through the hole while standing in one stall 
and the occupant of the other stall perform
ing fellatio upon him. Surveillance of the 
two stalls was accomplished by installation 
of a needle-point video camera lens in the 
ceiling above the stalls. The lens was di
rectly connected to a video camera situated 
above the ceiling panels which was connect
ed by cables to a video tape recorder and a 
video monitor. The recorder and monitor 
were located in a room separate from the 
men's rest room. The audio surveillance 
was concentrated on the same two stalls but 
picked up most sound within the room. The 
video monitor provided continuous video 
and audio coverage of all activity within 
the two stalls. The sound was not recorded, 
but the video recorder was turned on by the 
officers when they observed through the 
monitor that sexual activity between males 
was about to occur in the stalls. 

[1] We hold that the bathroom stalls 
here, like the telephone booth in Katz, were 
temporarily private places whose momenta
ry occupants' expectations of privacy are 
recognized by society as reasonable. See 
Bielicki v. Superior Court of Los Angeles 
County, 57 Cal.2d 602, 21 Cal.Rptr. 552, 371 
P.2d 288 (1962); Britt v. Superior Court of 
Santa Clara County, 58 Cal.2d 469, 24 Cal. 
Rptr. 849, 874 P.2d 817 (1962); Brown v. 
State, 3 Md.App. 90, 288 A.2d 147 (1968); 
State v. Bryant, 287 Minn. 205, 177 N.W.2d 
800 (1970); Buchanan v. State, 471 S.W.2d 
401 (Tex.Crim.App., 1971); People v. 
Triggs, 8 Cal.3d 884, 106 Cal.Rptr. 408, 506 
P.2d 232, 234 (1973); and Kroehler v. Scott, 
897. F.Supp. 1114 (E.D.Pa., 1975). See also 
People v. Abate, 105 Mich.App. 274, 806 
N. W.2d 476 (1981), in which, under circum
stances analogous to those presented here, 
(the Court found a toilet stall in a public rest 
room at a roller skating rink to be a "pri
vate place" under M.C.L. § 750.589d; 
M.S.A. § 28.807(4). Compare also People v. 
Hunt, 77 Mich.App. 590, 259 N.W.2d 147 
(1977), in which the Court expressly distin
guished the instant situation white holding 
that defendant had no reasonable expecta
tion of privacy. In Hunt, defendant and his 

female companion had taken exclusive occu
pancy of a public rest room for over 30 

minutes, during which time moans were 
heard through the rest room door. 

Some jurisdictions, while unprepared to 
recognize a reasonable expectation of priva
cy where defendant's activities were viewed 
from a common area of a rest room, never
theless have indicated that such an expecta
tion of privacy exists under other circum
stances. See Buchanan, supra, and Moore 
v. Florida, 355 So.2d 1219 (Fla.App., 1978). 
In this case, reliance upon the visibility of 
defendant's activities from the common 
area of the rest room or through the hole to 
the adjacent stall is misplaced. In K a t z  , 
supra, the government argued that defend
ant placed the telephone calls which were 
recorded by the police from a glass tele
phone booth in which defendant was visible 
to the public. The Court rejected that ar
gument, noting that defendant sought to 
exclude intruding ears rather than intrud
ing eyes when he entered the booth. Thus 
Katz recognized that an expectation of pri
vacy may be partial and yet receive consti
tutional protection. A stall such as that at 
issue here obviously does not afford com
plete privacy, but an occupant of the stall 
would reasonably expect to enjoy such pri
vacy as the design of the stall afforded. 

II 

Since we hold that defendants had rea
sonable expectations of privacy in the place 
searched, and since no exigent circumstanc
es are proffered for our consideration, the 
admissibility of the evidence turns on 
whether the district judge erred in issuing a*. 
search warrant The judge issued the war
rant baaed on affidavits of three members 
of the Kalamazoo County Sheriffs Depart
ment. Relevant portions of those affidavits 
are reproduced below. One affidavit pro
vided: 

"(3) That the affiant was informed of 
men soliciting for immoral purposes and 
suspected homosexual activity at the 
US-131/'D' Avenue rest area, ALAMO 

Township, County of Kalamazoo, State of 
Michigan. 
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"(4) That on October 22, 1978, the affi
ant was informed of an investigation to 
locate, identify, and arrest persons solicit
ing for and involved in homosexual acts 
at the US-131/'D' Avenue rest area. 
That during the course of the investiga
tion, two men were apprehended in the 
act of committing gross indecency and 
subsequently charged. 

"(5) That on October 24, 1978, the affi
ant was part of a team of officers as
signed to investigate alleged homosexual 
activity to include soliciting for immoral 
purposes and homosexual acts at the rest 
area on US-131 at 'D' Avenue. That 
upon entering the mens room the affiant 
observed men loitering in stalls and the 
mens room proper. One of the men fit 
the description of a male subject loitering 
in the mens room on October 22, 1978. 
That an unidentified male asked the affi
ant to accompany him to his car. That 
the same men entered the restroom on 
numerous occasions, returning to their 
cars; not starting the motors. Further, 
the same subjects were seen walking in 
the parking lot and spending hours at the 
rest area. That while in the mens room, 
a male solicited the affiant for immoral 
purposes and was subsequently arrested 
and charged in a complaint and warrant 
for soliciting for immoral purposes, plead
ing guilty to the charge in the 8th Dis
trict Court on October 25, 1978." 

A second affidavit provided: 
"(2) That as a Shift Commander he 

was informed of criminal activity in the 
Comity. That be was further informed 
pan have been loitering in the mens 
room and parking areas at the 
US-131/'D' Avenue rest area, Alamo 
Township, Kalamazoo County. Further, 
there was information two men were 
seen leaving a stall located within the 

mens restroom at the rest area on Octo
ber 18, 1978. Further, has received infor
mation that man have been soliciting for 
and involved in homosexual acts. 

"(3) That on October 22, 1978, with the 
background information the affiant ini
tiated an investigation into alleged homo
sexual activity. At approximately 10:00 

date, the affiant entered the mens room 
at the US-131/'D' Avenue rest area mak
ing himself familiar with the interior of 
the mens room. The affiant observed a 
hole in the partition separating stalls # 1 
and # 2, approximately waist high. 

"(4) That while in the restroom, the 
affiant observed two stalls occupied and 
both occupant's feet facing forward. Af
ter pretending to leave the mens room, 
the affiant observed both sets of feet 
facing the hole in the partition and 
smacking, sucking type sounds coming 
from both booths. Upon investigating 
further he observed two males commit
ting a homosexual act. Both subjects 
were subsequently arrested and warrants 
were authorized for grose indecency be
tween males. Further, the affiant has 
observed several of the same men and 
vehicles at the rest area on October 22, 
1978 and October 24, 1978." 

The third affidavit provided: 
"(2) That as part of his regular duties 

he is briefed on criminal activities in the 
County. That as part of this briefing 
your affiant was informed there were 
men loitering in the mem room at the 
US—131/'D' Avenue rest area in Alamo 
Township, Kalamazoo County. Further, 
there was information that illegal sex 
acts were being performed between 
males to the restroom. 

"(3) That as part of your affiant's reg
ular duties, he has gone out to the 
US-131/'D' Avenue rest area to deter
mine whether there are any illegal activi
ties going on. Your affiant has observed 
numerous local residents loitering in the 
rest area. The residence of these persons 
were learned by obtaining drivers licenses 
from these persons. These persons were 
told not to loiter in or about the rest 
areas. 

"(4) These activities were witnessed by 
this officer in May, 1978, while I was 
assigned to the 11:00 PM to 7:00 AM 
shift. During the month of May, 1978, 
there were numerous times when the 
same individuals were asked to leave the 
rest area. 
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"(5) Further, your affiant states that 
the same type of activity as listed in 
paragraphs # 3 and # 4 were witnessed 
while on the 11:00 PM to 7:00 AM shift in 
August, 1978," 
[2] In Aguilar v. Texas, 378 U.S. 108, 84 

S.Ct. 1509, 12 L.Ed.2d 723 (1964), the court 
held that affidavits supporting a search 
warrant may be based on hearsay informa
tion and need not reflect the direct, person
al observations of the affiant but that the 
magistrate must be informed of some of the 
underlying circumstances on which the in
formant based his conclusions and some of 
the underlying circumstances from which 
the officer concluded that the informant, 
whose identity need not be disclosed, was 
credible or that his information was accu
rate. See also People v. Peterson, 63 Mich. 
App. 538, 284 N.W.2d 692 (1975); People v. 
Johnson, 68 Mich.App. 697, 243 N.W.2d 715 
(1976); and People v. Staffney, 70 Mich. 
App. 787, 246 N.W.24 364 (1976). Here, 
each affidavit contained statements from 
unidentified informants. The affidavits 
contained nothing concerning the basis of 
the informant's conclusions and nothing 
from which the credibility of the informant 
or the accuracy of the information could be 
inferred. 

[3] In addition to this defect in the un
derlying affidavits, we cannot say that the 
warrant limited the search to "precise and 
discriminate circumstances" as required by 
the Court for warrants authorizing elec
tronic surveillance in Berger v. New York, 
388 U.S. 41, 63, 87 S.Ct. 1878, 18 L.Ed.2d 
1040 (1967). Officers acting under the color 
of the warrant conducted a search which 
extended to every occupant of the stalls 
during the relevant period. The stalls were 
kept under constant surveillance through 
audio and video monitors. Yet the affida
vits did not indicate that every one who 
used the stalls was likely to engage in illicit 
activity. 

In people v. Nieves, 36 N.Y.2d 396, 369 
N.Y.S.2d 50, 330 N.E.2d 26 (1976), the court 
indicated that a warrant authorizing a 
search of "any person therein" was permis
sible only if the facts known to the magis

trate and the reasonable inferences to be 
drawn therefrom created a substantial 
probability that the authorized invasion of 
privacy would be justified by discovery of 
the items sought from all persons present 
when the warrant was executed. In State 
v. Sims, 75 N.J. 337, 382 A.2d 638 (1978), the 
court stated that "presence" is a descriptive 
fact which satisfies the intent behind the 
Fourth Amendment only if there is good 
reason to believe that anyone present at the 
anticipated scene would probably be a par
ticipant in the crime. Even where there is 
police observation of known lawbreakers 
operating from a given location, a warrant 
permitting a search of all individuals found 
in that location would be impermissible if 
that location was actually a public place. 
See also People v. Tenney, 25 Cal.App.3d 16, 
101 Cal.Rptr. 419 (1972), and Crossland v. 
State, 266 P.2d 649 (Okla.Crim.App., 1954). 
The warrant here could not authorize the 
search conducted by the officers. 

III 
[4] Evidence which is the product of an 

illegal search is inadmissible as "fruit of the 
poisonous tree" unless the connection be
tween the lawless conduct of the police and 
the discovery of the challenged evidence is 
so attenuated as to dissipate the taint. 
Nardone v. United States, 308 U.S. 338, 60 
S.Ct. 266, 84 L.Ed. 307 (1939); Wong Sun v. 
United States, 371 U.S. 471, 83 S.Ct. 407, 9 
L.Ed.2d 441 (1963); United States v. Concol
ini, 435 U.S. 268, 98 S.Ct 1064, 55 L.Ed.2d 
268 (1978). Applying this standard to the 
instant cases, we hold to be inadmissible 
video recordings of the activities in the rest 
room, poliee surveillance notes on activities 
observed through the monitor, and testimo
ny of the officers as to activities observed 
either through the monitor or upon entry 
into the rest room after observations 
through the monitor. Defendant Petruska 
also argues that his confession should be 
suppressed. See, for example, Wong San, 
supra, 371 U. S. 485-486, 83 S.Ct. 416. How
ever, the evidence in the record here is 
insufficient for us to determine whether the 
connection between the lawless conduct of 
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the police and defendant's confession was 
attenuated. We therefore decline to sup
press the confession without prejudice to 
defendant raising this issue on remand. 

In view of our resolution of the foregoing 
we need not address the other issues 

raised by appellants. The decisions of the 
circuit court in Medema and Dezek are af
firmed. The decisions of the circuit court 
in Thompson, Petruska, Kelly, and Pletcher 
are reversed, and the cases remanded for 
further proceedings consistent with this 
opinion. 

107 Mich. App. 72

Frank KURIAKUZ and Great Savings


Market, Plaintiffs Appellants,


v.


COMMUNITY NATIONAL BANK OF

PONTIAC, Defendant-Appellee.


Docket No. 53434.


Court of Appeals of Michigan.


June 4, 1981.


Released for Publication Aug. 5, 1981.


Action was brought to recover from 
bank for alleged breach of loan agreement. 
The Circuit Court, Oakland County, Robert 
L. Templin, J., dismissed complaint without 
prejudice, and plaintiff appealed. The 
Court of Appeals held that any right of 
action against bank vested in bankruptcy 
trustee, notwithstanding that right of ac
tion was not listed on asset schedule and 
such right did not revert to bankrupt after 
close of the bankruptcy estate, i. e., dis
charge. 

Affirmed. 

1.	 Bankruptcy 146 
When plaintiff petitioned for voluntary 

bankruptcy all of his assets, including right 

of action, vested in the trustee and such 
right of action remained vested in trustee 
during bankruptcy proceedings even though 
the asset was not listed on the schedule of 
assets required to be filed with bankruptcy 
court. Bankr.Act, §§ 70, 70(a), 11 U.S.C.A. 
§§ 110, 110(a). 

2.	 Bankruptcy 278 
Once the right of action vests in a 

trustee, the only way that a bankrupt may 
bring suit on that right of action, at least 
during pendency of bankruptcy proceed
ings, is by showing abandonment or by re
ceiving permission from the bankruptcy 
court. Bankr.Act, §§ 70, 70(a), 11 U.S.C.A. 
§§ 110, 110(a). 

3.	 Bankruptcy 150 
A bankrupt may never assert, during 

pendency of bankruptcy proceedings, that a 
trustee has abandoned an asset if that asset 
has not been listed on the assets schedule. 
Bankr.Act, §§ 70, 70(a), 11 U.S.C.A. §§ 110, 
110(a). 

4.	 Bankruptcy 146 
Right of action against bank which al

legedly reneged on promise to make certain 
loans after debtor had detrimentally 
changed his position in reliance thereon 
vested in bankruptcy trustee notwithstand
ing that such right of action was not listed 
on the asset schedule and the right of action 
did not revert to the bankrupt after close of 
the bankruptcy estate, i. e., discharge. 
Bankr.Act, §§ 70, 70(a), 11 U.S.C.A. §§ 110, 
110(a). 

5. Bankruptcy	 372 
Since action was dismissed without 

prejudice on finding that it should have 
been asserted by bankruptcy trustee, plain
tiff could petition bankruptcy court to re
open his estate and if estate was reopened 
the trustee would have option of pursuing 
the action or abandoning it or, alternative
ly, bankruptcy court could give plaintiff 
permission to bring the action himself. 
Bankr.Act, §§ 70, 70(a), 11 U.S.C.A. §§ 110, 

110(a). 



1174


KURIAKUZ v. COMMUNITY NAT. BANK OF PONTIAC Mich. 659 
Cite as, Mich.App., 308 N.W.2d 653 

Remo Del Greco, Detroit, for plaintiffs-
appellants. 

Kenneth R. Lango, Troy, for defendant-
appellee. 

Before BASHARA, P. J., and KAUF
MAN and BANKS,* JJ. 

PER CURIAM. 

Plaintiffs Frank Kuriakuz and Great 
Savings Market appeal from an August 11, 
1980, order entered in Oakland County Cir
cuit Court granting summary judgment, 
pursuant to GCR 1963, 117, in favor of 
defendant Community National Bank of 
Pontiac. This order dismissed plaintiffs' 
complaint without prejudice. 

Plaintiffs filed their complaint on Febru
ary 26, 1980. The complaint alleged that in 
1977 defendant entered into an oral agree
ment with plaintiff Frank Kuriakuz (who 
was co-owner of Great Savings Market) 
whereby defendant was to make certain 
loans to Kuriakuz so that he could remain 
in business. It also alleged that plaintiff 
Kuriakuz detrimentally changed his posi
tion in reliance on this oral agreement and 
that the loan was subsequently denied by 
defendant without notice or satisfactory ex
planation. 

Kuriakuz contends that he was forced 
into bankruptcy because of his detrimental 
reliance. As one of its affirmative defens
es, defendant alleged that plaintiff Kuria
kuz is an adjudicated bankrupt, and, there
fore, not the owner of the claim which 
forms the basis of this lawsuit. Defendant 
maintained that only the trustee in bank
ruptcy could assert this claim. 

Attached as an exhibit to defendant's mo
tion for summary judgment was plaintiff 
Kuriakuz's voluntary petition for bankrupt
cy, filed in November of 1978, and the 
schedules listing all of his assets. 

The sole issue raised on appeal is whether 
a bankrupt is barred from bringing suit on 
a right of action which accrued prior to his 
filing for bankruptcy where the bankrupt 

• J. L. Banks, 9th Judicial Circuit Judge, sitting 
on Court of Appeals by assignment pursuant to 

did not disclose the right of action on the 
asset schedules filed with the bankruptcy 
court. 

Section 70(a) of the old Bankruptcy Act, 
11 U.S.C. § 110(a), provided in pertinent 
part: 

"(a) The trustee of the estate of a 
bankrupt and his successor or successors, 
if any, upon his or their appointment and 
qualification, shall in turn be vested by 
operation of law with the title of the 
bankrupt as of the date of the filing of 
the petition initiating a proceeding under 
this title, except insofar as it in to proper
ty which is held to be exempt, to all of 
the following kinds of property wherever 
located * * * (6) rights of action arising 
upon contracts, or usury, or the unlawful 
taking or detention of or injury to his 
property * * *" 

[1] When plaintiff Kuriakuz filed his 
petition for voluntary bankruptcy, all of his 
assets, including the right of action which 
forms the basis of the instant suit, became 
vested in the trustee in bankruptcy by oper
ation of law. Section 70. This right of 
action remained vested in the trustee dur
ing pendency of the bankruptcy, proceed
ings; even though the asset was not listed 
on the schedule of assets plaintiff Kuriakuz 
was required to file with the bankruptcy 
court. See, e. g., Moore v. Slonim, 426 
F.Supp. 524, 527-628 (D.Conn.1977), aff'd 
562 F.2d 38 (CA 2, 1977); Scharmer v. Car
roliton Manufacturing Co., 525 F.2d 96 (CA 
6, 1975); In re Thomas 204 F.2d 788 (CA 7, 
1953). 

[2, 3] Once a right of action vests in a 
trustee, the only way that a bankrupt may 
bring suit on that right of action, at least 
during the pendency of the bankruptcy pro
ceedings, is by showing abandonment or by 
receiving permission from the bankruptcy 
court. See Taylor v. Swirnow, 80 F.R.D. 79, 
82 (D.Md. 1978); Riverside Memorial Mauso
leum, Inc. v. Umet Trust, 469 F.Supp. 662 

Const. 1963, Art. 6, Sec. 23, as amended 1982. 
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and Arbuckle's motion for judgment not
withstanding the verdict and for a new 
trial. Many of the issues raised in these 
motions have already been addressed by the 
Court, and to the extent they have not, they 
warrant little exposition. Suffice it to say 
that the Court finds all the post-trial mo
tions filed by Plaintiffs in this case to be 
without merit, and to the extent that the 
Court has not already made it clear, all 
these motions should be overruled. 

It is therefore ORDERED that INA's mo
tion to dismiss for want of jurisdiction, 
motion for judgment, or alternatively for 
judgment notwithstanding the verdict, mo
tion to reopen the evidence, and motion for 
new trial be and hereby are in all things 
denied. 

It is further ORDERED that Arbuckle's 
motion for judgment notwithstanding the 
verdict and motion for a new trial be and 
hereby are in all things denied. 

Judgment shall be entered in accordance 
with this opinion. 

In the Matter of An Application of the 
United States for an ORDER AUTHO
RIZING INTERCEPTION OF ORAL 
COMMUNICATIONS AND VIDEO
TAPE SURVEILLANCE. 

MDB No. 80-353. 

United States District Court, 
D. Massachusetts. 

Aug. 15, 1980.* 

Upon application by the United States 
for an order authorizing interception of oral 
communications and video surveillance, the 

•This memorandum was impounded by order of 
the court until May 8, 1981, when the court 
granted the government's motion to lift the 
impoundment order so that this memorandum. 

District Court, Keeton, J., held that applica
tion would be granted, where substantive 
safeguards at least as rigorous as those 
required by title providing for interception 
of oral communications had been observed 
and, moreover, application represented that 
agents implementing video surveillance 
would be directed that video surveillance 
component be turned on after it had been 
determined from the audio component that 
communications involving illegal activities 
or illegal activity itself, within scope of the 
proposed investigation, was taking place 
and that the video component remain on 
only as long as and under the same con
straints as were imposed on oral intercep
tion for the purpose of minimizing the in
trusion consistently with the requirements 
of such title. 

Ordered accordingly. 

1.	 Statutes 184 
When Congress has not directly ad

dressed and answered a question, courts in 
answering question by necessity, should 
nevertheless be guided by the aims, princi
ples and policies that manifestly underly 
enacted statutes. 

2.	 Telecommunications 496 
Court would grant application for video 

surveillance, where substantive safeguards 
at least as rigorous as those required by 
title providing for interception of oral com
munications had been observed and, more
over, application represented that agents 
implementing the video surveillance would 
be directed that the video surveillance com
ponent be turned on after it had been deter
mined from audio component that commu
nications involving illegal activities or ille
gal activity itself, within scope of the pro
posed investigation, was taking place and 
that the video component remain on only as 
long as and under the same constraints as 
were imposed on oral interception for the 
purpose of minimizing the intrusion consist-

as well as the application for the surveillance 
order and supporting materials, could be re
leased to the individuals indicted at a result of 
the government's investigation. 
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ently with the requirements of such title. 
18 U.S.C.A. § 2518. 

MEMORANDUM 

KEETON, District Judge. 
The United States has applied for an 

order authorizing interception of oral com
munications in accordance with Title III of 
the Omnibus Crime Control and Safe 
Streets Act of 1968, as amended, 18 U.S.C. 
§§ 2510 et seq., and for simultaneous video
tape surveillance. The application seeks 
authorization for surreptitious entry into a 
private dwelling and implantation of moni
toring devices within the dwelling, subject 
to the limitations of the proposed authoriza
tion. 

The proposed surveillance is extraordi
narily intrusive. The supporting affidavits, 
however, present compelling evidence of 
probable cause to believe that ongoing 
criminal activities, violations of Title 21 of 
the United States Code, are occurring with
in the dwelling, that each of the occupants 
of the dwelling participates in these crimi
nal activities, that investigative procedures 
thus far used have been without substantial 
success and that, unless video surveillance 
as well as oral interception is used, availa
ble alternative investigative procedures are 
unlikely to succeed in identifying particular 
participants in these activities and evidenc
ing the extent and nature of their participa
tion. These circumstances present an issue, 
unresolved in statutes and precedents, as to 
whether the court may properly authorize 
video surveillance as well as oral intercep
tion. 

Title III, providing in stated circumstanc
es for "interception" of "oral communica
tion," 18 U.S.C. § 2518, makes no explicit 
reference to video surveillance. The 
government argues that authority for video 
surveillance is derived from two sources, 
separately or in combination: (1) the 
Fourth Amendment to the U.S. Constitu
tion and Fed.R.Crim.P. 41 and 57(b) and (2) 
the court's inherent authority under the All 
Writs Act, 28 U.S.C. § 1651, in aid of its 
jurisdiction founded in Title III of the Om
nibus Crime Control and Safe Streets Act 

of 1968, as amended. In substance, if not 
explicitly, the government contends that it 
need not comply with the strict conditions 
that Title III imposes in relation to applica
tions for a court order authorizing oral in
terception. 

Title III, 18 U.S.C. § 2510 et seq., re
peatedly refers to "interception" of "oral 
communications" and nowhere explicitly ad
dresses video surveillance. Thus, a candid 
reading of the statute discloses that Con
gress did not consider and answer questions 
regarding video surveillance. This gap— 
this absence of any mandate in the statute 
as to video surveillance—apparently ex
tends to the legislative history at well; 
counsel for the Government has not called 
the court's attention to, nor has the court 
found, any reference in the legislative histo
ry to video surveillance. 

[1] Given that neither the statute nor 
the legislative history addresses issues re
garding video surveillance, the views that 
might be urged upon a court fall into three 
general categories: (1) the absence of any 
provisions in Title III regarding video sur
veillance implies that no strictures like 
those of Title III are to be imposed, and the 
court may authorize video surveillance as 
long as it is not forbidden by the Fourth 
Amendment, the Rules of Criminal Proce
dure, and precedents; (2) the absence of 
provisions in Title III for video surveillance 
implies that video surveillance is forbidden; 
(3) the absence of any provisions in Title III 
regarding video surveillance leaves all ques
tions about video surveillance unanswered 
by Title III, with the consequence that 
courts must of necessity fashion answers to 
all such questions in light of whatever guid
ance is available in the constitution, in laws, 
and in judicial decisions. The first and 
second of these three approaches give little 
if any weight to the concern that Congress 
manifested, in enacting Title III, that inves 
tigative methods be chosen with due regard 
both for investigating effectively and for 
safeguarding individual rights.Thethirdis 
the more appropriate approach to questions
that are unanswered both in the statute 
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and in the legislative history, when Con
gress has not directly addressed and an
swered a question, courts—including lower 
courts, until the Supreme Court has spo
ken—in answering, by necessity, should 
nevertheless be guided by the aims, princi
ples and policies that manifestly underlie 
enacted statutes. Cf. Universal Camera 
Corp. v. NLRB, 340 U.S. 474, 487, 71 S.Ct. 
456, 463, 464, 95 L.Ed. 456 (1951) (Frank
furter, J.) Mailhot v. Travelers Insurance 
Co., 375 Mass. 342, 377 N.E.2d 681, 684 

(1978). 
It seems clear that, when Title III of the 

Omnibus Crime Control and Safe Streets 
Act of 1968 was under consideration by 
Congress, "interception" of "oral communi
cations" was the most intrusive form of 
investigation under scrutiny. Video sur
veillance, then less well known and less 
used, has become increasingly significant 
during intervening years. Most observers 
would regard it, standing alone, as even 
more intrusive than interception of oral 
communications. Clearly, the combination 
of oral interception and video surveillance is 
more intrusive than oral interception alone. 
In these circumstances, judicial deference to 
aims, policies and principles manifestly un
derlying Title III's strictures in relation to 
interception of oral communications should 
lead to strictures no less severe in relation 
to video surveillance. 

[2] When the Government's pending ap
plication was first presented, the court ex
pressed concern that the authorization for 
this application from the Attorney Gener
al's designate, in compliance with Title III, 
referred only to "interception" of "oral 
communications" even though the applica
tion sought an order for video surveillance 
as well. The application is now supported 
by an authorization from a designate of the 
Attorney General to seek approval of video 
surveillance as well. The person so acting 
for the Attorney General, however, is not 
the same one who authorized the applica
tion for oral interception and is not shown 
to be one designated by the Attorney Gen
eral to authorize applications for oral inter
ception. In form, the authorizations would 

have made a stronger case for the order if a 
single authorization had been issued by a 
person duly designated by the Attorney 
General to approve Title III applications. 
The court concludes, however, that Title III 
is not formally applicable to video surveil
lance and that in the present case substan
tive safeguards at least as rigorous as those 
required by Title III, and perhaps more so, 
have been observed. Moreover, the applica
tion represents that the agents implement
ing the video surveillance will be directed 
that the video surveillance component be 
turned on after it has been determined 
from the audio component that communica
tions involving illegal activities or illegal 
activity itself, within the scope of the pro
posed investigation, is taking place and that 
the video component remain on only as long 
as and under the same constraints as are 
imposed on oral interception for the purpose 
of minimizing the intrusion consistently 
with the requirements of Title III. 

In these distinctive circumstances and 
with these special provisions for minimizing 
intrusion, the application will be allowed 
and the proposed order will be entered. 

Gerald David WHITTAKER, Petitioner, 

v. 

Charles "Buck" RAMSEY et

a l . , Respondents.


Civ. No. 4-80-32.


United States District Court,

E. D. Tennessee,


Winchester Division.


Sept 15, 1980.


County jail prisoner filed petition for 
writ of habeas corpus. The District Court, 
Neese, J., held that, even if petitioner 
waived his right to extradition hearing only 

4 0 - 2 0 9 O - 8 5 - 3 8 
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In the


United States Court of Appeals

For the Seventh Circuit 

No. 84-1077 

UNITED STATES OF AMERICA, 
Plaintiff- Appellant, 

v. 
ALEJANDRINA TORRES, et al., 

Defendants - Appellees. 

Appeal from the United States District Court 
for the Northern District of Illinois, Eastern Division. 

No. 83 CR 494—George N. Leighton, Judge. 

ARGUED JUNE 8, 1984—DECIDED DECEMBER 19, 1984 

Before CUMMINGS, Chief Judge, CUDAHY and POSNER, 
Circuit Judges. 

POSNER, Circuit Judge. This appeal by the United 
States raises two novel and important questions: whether 
the federal government may ever secretly televise the 
interior of a private building as part of a criminal in
vestigation and use the videotapes in a criminal trial, and 
if so whether the warrants under which television surveil
lance was conducted in this case complied with con
stitutional requirements. A federal grand jury indicted 
the four defendants, who are members of the FALN 
(Fuerzas Armadas de Liberacion Nacional Puertorri
quena), on charges of seditious conspiracy (18 U.S.C. 
§ 2384) and related weapons and explosives violations. On 
the eve of trial, the district judge ordered the suppression 
of videotapes that the FBI had made as part of its 
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surveillance of two FALN safe houses. 583 P. Supp. 86,99
105 (N.D. Ill. 1984). The government appeals this order 
under 18 U.S.C. § 3731. The videotapes had no sound 
track; but at the same time that the FBI was televising 
the interior of the safe houses it was recording the sounds 
on different equipment. The judge refused to order 
suppression of the sound tapes, and they are not in issue in 
this appeal. 

The FALN is a secret organization of Puerto Rican 
separatists that has been trying to win independence for 
Puerto Rico by tactics that include bombing buildings in 
New York, Chicago, and Washington. The bombs are 
assembled and stored, and members of the organization 
meet, in safe houses rented under false names. The 
bombings have killed several people, injured many others, 
and caused millions of dollars of property damage. See 583 
F. Supp. at 91; In re Special February 1975 Grand Jury, 565 
F.2d 407, 409-10 (7th Cir. 1977); United States v. Rosado, 
72S F.2d 89, 91-92 (2d Cir. 1984); In re Archuleta, 561 F.2d 
1059, 1060 (2d Cir. 1977); In re Cueto, 443 F. Supp. 857, 858 
(S.D.N.Y. 1978); Breasted, 3-Year Inquiry Threads To
gether Evidence on F.A.L.N. Terrorism, N.Y. Times, April 
17, 1977, at p. 1; Donner, The Age of Surveillance 459 
(1980) (the FALN "is notorious for its unique indiffer
ence to personal injury and possible death randomly in
flicted by bombs planted in public places"); Motley, US 
Strategy to Counter Domestic Political Terrorism 18, 76 
(1983). 

The background to the present case is the arrest in 
1980 in a Chicago suburb of several members of the FALN, 
one of whom agreed to help the FBI's investigation of the 
organization. He identified as members two of the people 
later charged in this case. FBI agents followed one, who 
unwittingly led the agents to an apartment in Chicago 
that was being used as an FALN safe house. The U.S. 
Attorney obtained from Chief Judge McGarr of the 
Northern District of Illinois an order authorizing the FBI 
to make surreptitious entries into the apartment to install 
electronic "bugs" and television cameras in every room. 
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The FBI wanted to see as well as hear because it had 
reason to believe that the people using the safe houses, 
concerned they might be bugged, would play the radio 
loudly when they were speaking to each other and also 
would speak in code, and that the actual assembly of 
bombs would be carried on in silence. The television 
surveillance of the first apartment paid off: the FBI 
televised two of the defendants assembling bombs. On the 
basis of these observations the FBI obtained a search 
warrant for the apartment and found dynamite, blasting 
caps, guns, and maps showing the location of prisons. 
Tailing the same two defendants led to the second safe 
house involved in this appeal. Again a warrant was 
obtained to conduct electronic, including television 
surveillance; and it was by televising meetings in this safe 
house that the other two defendants in this case were 
identified. 

The trial judge held that there was no statutory or 
other basis for Chief Judge McGarr's order authorizing 
television surveillance of the safe houses and that there
fore the fruits of the surveillance, including the video
tapes, would be inadmissible in the defendants' forth
coming trial. 583 F. Sups. at 105. The defendants and 
amici curiae advance the following additional grounds for 
this result: television surveillance in criminal in
vestigations (other than of foreign agents) is forbidden 
by federal statute; it is in any event so intrusive—so 
reminiscent of the "telescreens" by which "Big Brother" 
in George Orwell's 1984 maintained visual surveillance of 
the entire population of "Oceania," the miserable country 
depicted in that anti-utopian novel—that it can in no 
circumstances be authorized (least of all, one imagines, in 
the year 1984) without violating both the Fourth Amend
ment and the Fifth Amendment's due process clause; and 
even if all this is wrong, still the particular orders ("war
rants," as we shall call them) in this case did not satisfy 
the requirements of the Fourth Amendment's warrant 
clause. 
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The trial judge appears, however, to have overlooked 
United States v. New York Tel. Co., 434 U.S. 159, 168-70 
(1977), where the Supreme Court held that Rule 41 of the 
Federal Rules of Criminal Procedure, which authorizes the 
issuance of search warrants, embraces orders to install 
"pen registers" (devices that record the phone numbers 
that a telephone subscriber is dialing). See also Michigan 
Bell Tel. Co. v. United States, 565 F.2d 385, 388-89 (6th Cir. 
1977); United States v. Hall, 583 F. Supp. 717, 718-19 (E.D. 
Va. 1984). Although the language of Rule 41 is that of 
conventional searches (see especially subsection (b)), the 
Court in the New York Telephone case read the rule 
flexibly and concluded that it covers "electronic intru
sions" as well—including bugging. 434 U.S. at 169 (dic
tum). We cannot think of any basis on which the rule 
might be thought sufficiently flexible to authorize a pen 
register, bug, or wiretap, but not a camera. It is true that 
secretly televising people (or taking still or moving pic
tures of them) while they are in what they think is a 
private place is an even greater intrusion on privacy than 
secretly recording their conversations. But the fact that 
electronic eavesdropping is more intrusive than con
ventional searching did not prevent the Supreme Court in 
the New York Telephone case from reading Rule 41—very 
broadly in view of its language—to embrace electronic 
eavesdropping. The next step, to television surveillance, is 
smaller than the one the Court took. 

There is another basis, besides Rule 41, for the is
suance of warrants for television surveillance. Like the 
power to prescribe or regulate procedure, to punish for 
contempts of court, and to issue writs in aid of the court's 
jurisdiction, the power to issue a search warrant was 
historically, and is still today, an inherent (by which we 
mean simply a nonstatutory, or common law) power of a 
court of general jurisdiction. Indeed, it is an aspect of the 
court's power to regulate procedure. A search warrant is 
often used to obtain evidence for use in a criminal pro
ceeding, and is thus a form of (or at least an analogue to) 
pretrial discovery. Although Congress can limit the 
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procedural authority of the federal courts—if nothing 
else, Congress's power to create lower federal courts (Art. 
I, § 8, cl. 9) so implies—until it does so with respect to a 
particular subject the courts retain their traditional pow
ers. Rule 57(b) of the Federal Rules of Criminal Proce
dure virtually so states. And much of federal criminal 
procedure, especially in the early days of the federal 
courts, was judge-made. Orfield, Early Federal Criminal 
Procedure, 7 Wayne L. Rev. 503 (1961), gives a number of 
examples, though none involve search warrants. See id. at 
529. 

In England the inherent judicial power to issue war
rants (warrants to seize persons and things and therefore 
implicitly to search for them) goes back very far—perhaps 
to the twelfth century. See Baker, An Introduction to 
English Legal History 15 (2d ed. 1979); Crown Pleas of the 
Wiltshire Eyre, 1249, at 75, 92, 98, 100 (Meekings ed. 
1961). By the seventeenth century the power was firmly 
lodged in the justices of the peace. See Dalton, The 
Countrey Justice 1619, at 300-06 (1972 reprint ed. 
[1622]); Lasson, The History and Development of the 
Fourth Amendment to the United States Constitution 36 
n. 86 (1937). Hale's History of the Pleas of the Crown 
(1736) makes clear that the justices of the peace could 
issue search warrants, provided they were not general 
warrants. See passages quoted in Scarboro & White, 
Constitutional Criminal Procedure 21 (1977). As the 
justices of the peace were not even lawyers, it seems likely 
that the judges of the royal courts (from which many 
features of the federal courts were borrowed) had the 
same power, if little or no occasion to exercise it. A 
modern American parallel is Rule 41(a) of the Federal 
Rules of Criminal Procedure, which in terms authorizes 
only federal magistrates and state-court judges to issue 
search warrants (see 3 Wright, Federal Practice and 
Procedure: Criminal 2d, pp. 571-73 nn. 1-7 (1982)) but has 
been uniformly assumed (for example in the New York 
Telephone case) to empower federal district judges as well 
to issue search warrants. 
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Although Entick v. Carrington. 19 Howell's State 
Trials 1029 (C.P. 1765), has been cited for the proposition 
that statutory authority was required in England for the 
issuance of search warrants, see, e.g., United States v. 
Finazzo, 583 F.2d 837, 843 (6th Cir. 1978), summarily 
vacated on other grounds, 441 U.S. 929 (1979), the only 
issue in Entick was whether a nonjudicial officer (the 
secretary of state, described in the opinion as "the king's 
private secretary," 19 Howell's State Trials at 1046) had 
common law authority to issue a general warrant to 
investigate seditious libel. See id. at 1063-74. The court 
held he did not, but did not express doubt about the power 
of judicial officers to issue particularized warrants. Cf. 
Boyd v. United States, 116 U.S. 616, 629-30 (1886); Lasson, 
supra, at 47-49; cf. id. at 34-37, 51-78; Dickerson, Writs of 
Assistance as a Cause of the Revolution, in The Era of the 
Revolution 40, 75 (Morris ed. 1939). 

The power to issue a search warrant is a common law 
power in America as well as England, see Adams v. New 
York, 192 U.S. 585, 598 (1904); Boyd v. United States, 
supra, 116 U.S. at 623; United States v. Maresca, 266 Fed. 
713, 721 (S.D.N.Y. 1920) (Hough, J.), and in the federal 
system as well as in the states. While "the whole criminal 
jurisdiction of the courts of the United States [is] derived 
from Acts of Congress," Jones v. United States, 137 U.S. 
202, 211 (1890), this does not mean that every procedural 
incident of their jurisdiction is statutory. Until 1917 there 
was no general statutory authorization for the issuance of 
federal search warrants; yet it is hard to believe that 
before then no warrants were issued outside of the few 
specific areas (discussed in United States v. Jones, 230 Fed. 
262, 265-68 (N.D.N.Y. 1916)) in which Congress had 
explicitly authorized their issuance, usually by United 
States Commissioners. So we are not surprised to have 
found cases which assume as if it were an uncontroversial 
proposition that federal courts could issue such warrants 
before 1917. See Weeks v. United States, 232 U.S. 383 
(1914): In re Jackson, 96 U.S. 727, 733 (1878): Agnello v. 
United States, 290 Fed. 671, 677 (2d Cir. 1923); but cf. 
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United States v. Jones, supra, 230 Fed. at 268. We are only
surprised not to have found more such cases. 

In 1917 Congress enacted as part of the Espionage
Act its first and last general authorization to federal 
courts to issue search warrants. See 40 Stat. 228-230, 18 
U.S.C. §§ 611-633 (1940 ed.). Judging from the committee
reports, Congress seems not to have thought it was grant
ing the courts a new power as distinct from creating a
procedural framework for the exercise of an old one, cf.
H.R. Conf. Rep. No. 65, 65th Cong., 1st Sess. 20 (1917); 
H.R. Conf. Rep. No. 69, 65th Cong., 1st Sess. 20 (1917),
although the floor debates indicate that a number of 
Congressmen—and the Attorney General of the United
States—thought that without the new statute the federal 
courts would be helpless to authorize search warrants 
outside of the specific areas covered by previous statutes
authorizing search warrants. See 55 Cong. Rec. 1838-39, 
2065 (1917). 

When Congress overhauled the federal criminal code
in 1948, it repealed most of the search-warrant provisions
of the Espionage Act, see Notes of Advisory Committee on
Fed. R. Crim. Proc. 41, thereby leaving the matter of 
search warrants to be governed by rule of court. This 
broad delegation suggests that Congress views the is
suance of federal search warrants as standing on a plane
with other procedural powers that courts traditionally
have exercised without explicit legislative direction. Ad
ditional evidence of this is found in the electronic-
eavesdropping cases decided by the Supreme Court before
the enactment in 1968 of Title III (of which more shortly), 
which explicitly authorized warrants for electronic 
eavesdropping. Osborn v. United States, 385 U.S. 323, 328
31 (1966), upheld without mention of Rule 41 a federal
court order authorizing a police officer to carry a concealed
recording device, and Katz v. United States, 389 U.S. 347, 
354-58 (1967), stated that a federal warrant could author
ize bugging, and made only a passing reference to Rule
41(d) (execution and return). See id. at 355 n. 16. Other 
authorities for the inherent power of the federal courts to 
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issue search warrants include United States v. Williams, 
617 F.2d 1063, 1099 (5th Cir. 1980) (en bane) (concurring 
opinion), and United States v. Yuck Kee, 281 Fed. 228, 230
31 (D. Minn. 1922); see also United States v. Cafero, 473 
F.2d 489, 499 (3d Cir. 1973). 

We shall not pretend greater certainty than we feel 
that the federal courts can authorize new types of search 
without statutory authorization, though New York Tele
phone is powerful authority. The historical evidence we 
have marshaled is, as so commonly is the case, incomplete 
and enigmatic; and the floor debates on the 1917 search-
warrant provisions are contrary to our position, as is 
Congress's quick passage of a statute to permit searches 
for "mere evidence" after the Supreme Court held that 
the Fourth Amendment did not forbid such searches. See 
18 U.S.C. § 3103a; 3 Wright, supra, § 664, at pp. 607-08. 
But a conclusion that neither Rule 41 nor the inherent 
common law powers of the federal courts allow warrants 
for television surveillance would have a most curious 
implication that in combination with all else we have said 
persuades us to reject it. A search without a warrant 
certainly is permissible in an emergency, see, e.g., Welsh v. 
Wisconsin, 104 S. Ct. 2091, 2097 (1984); Warden v. Hayden, 
387 U.S. 294, 297-99 (1967); and a situation in which the 
FBI had strong reason to believe that an organization was 
operating a bomb factory but the FBI could not obtain a 
warrant to conduct the only type of search that would be 
effective in obtaining necessary evidence of this, because 
no court had been given authority to issue such a warrant, 
could fairly be described as an emergency. Therefore the 
government would have an argument that the fruits of 
such a search, though it had been conducted without a 
warrant, would be admissible in the criminal proceeding, 
provided the search was otherwise reasonable (an impor
tant qualification, as we shall see). A holding that federal 
courts have no power to issue warrants authorizing tele
vision surveillance might, therefore, simply validate the 
conducting of such surveillance without warrants. This 
would be a Pyrrhic victory for those who view the search 
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warrant as a protection of the values in the Fourth 
Amendment. 

The defendants argue, however, that Title III of the 
Omnibus Crime Control and Safe Streets Act of 1968, 18 
U.S.C. §§2510-2520, as amended by the Foreign In

telligence Surveillance Act of 1978, 50 U.S.C. §§ 1801 et 
seq., deprives the federal courts of the power they would 
otherwise have to issue a warrant for television surveil
lance. Title III authorizes federal judges to issue warrants 
(called "orders") for wiretapping and bugging, and es
tablishes elaborate requirements for such warrants. See 
18 U.S.C. §§ 2516, 2518. But it does not authorize warrants 
for television surveillance. People v. Teicher, 52 N.Y.2d 
638, 652, 422 N.E.2d 506, 513 (1981); Sponick v. City of 
Detroit Police Dep't, 49 Mich. App. 162, 198, 211 N.W.2d 
674, 690 (1973); Carr, The Law of Electronic Surveillance 
124 (1977). The statute regulates only the "interception 
of wire or oral communications." 18 U.S.C. §§2516(1), 
2518(1); see also 18 U.S.C. §§ 2511-2513, 2515, 2517, 2519. 
A man televised while silently making a bomb is not 
engaged in any form of communication, let alone "wire or 
oral communication." Any possible doubt on this score is 
dispelled by the statutory definition of "intercept" as "the 
aural acquisition of the contents of any wire or oral 
communication through the use of any electronic, me
chanical, or other device." 18 U.S.C. § 2510(4) (emphasis 
added). A visual observation is in no possible sense an 
"aural acquisition," or an acquisition, of any kind, of a 
"wire or oral communication." Nor would a camera meet 
the statutory definition of "electronic, mechanical, or 
other device." See 18 U.S.C. § 2510(5). The Senate com
mittee report, after repeating the statutory definition of 
"aural acquisition," remarks: "Other forms of surveillance 
are not within the proposed legislation." S. Rep. No. 1097, 
90th Cong., 2d Sess. 90 (1968). 

It does not follow, however, that because Title III does 
not authorize warrants for television surveillance, it for
bids them. The motto of the Prussian state—that every
thing which is not permitted is forbidden—is not a helpful 
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guide to statutory interpretation. Television surveillance 
(with no soundtrack) just is not within the statute's 
domain. The legislative history does not refer to it, 
probably because television cameras in 1968 were too bulky 
and noisy to be installed and operated surreptitiously. It 
would be illogical to infer from Congress's quite natural 
omission to deal with a nonproblem that it meant to tie 
the federal courts' hands when and if the problem arose. 

The defendants appeal to the spirit of Title III, which 
was, they say, the protection of privacy, and from which 
they infer that Congress meant to forbid any electronic 
investigative techniques that it did not authorize. But 
this description of the spirit of Title III is incomplete. 
Enacted in the wake of Katz v. United States, supra, which 
had held that electronic eavesdropping was subject to the 
Fourth Amendment, Title III established procedures to 
facilitate the use of wiretapping and bugging (subject to 
appropriate safeguards) in federal criminal investi
gations. Protecting privacy was a goal of the statute but 
not the only or even the paramount goal. The Senate 
report states that "Title III has as its dual purpose (1) 
protecting the privacy of wire and oral communications, 
and (2) delineating on a uniform basis the circumstances 
and conditions under which the interception of wire and 
oral communications may be authorized." S. Rep. No. 
1097, 90th Cong., 2d Sess. 66 (1968). The second formula
tion seems an allusion to the law-enforcement objectives 
of Title III, elsewhere in the report described as para
mount. "[T]he major purpose of title III is to combat 
organized crime"; and "intercepting the communications 
of organized criminals is the only effective method of 
learning about their activities." Id. at 70, 72. 

The Foreign Intelligence Surveillance Act establishes 
procedures for electronic surveillance of foreign agents. 
Reflecting changes in technology in the decade that had 
passed since the enactment of Title III, the Act defines 
electronic surveillance broadly enough to cover television, 
by including in the definition the use of "an electronic, 
mechanical, or other surveillance device . .  . for monitoring 
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to acquire information, other than from a wire or radio 
communication...." 50 U.S.C. §1801(f)(4); see S. Rep. 
No. 604, 95th Cong., 2d Sess., pt. 1, at 35 (1977). Although 
the procedures in the Act have no direct application to this
case—these defendants are not agents of a foreign power,
and the government does not argue that the Act author
ized television surveillance of them—the Act also amended 
Title III as follows: "procedures in [Title III] and the 
Foreign Intelligence Surveillance Act of 1978 shall be the
exclusive means by which electronic surveillance, as de
fined [in the Foreign Intelligence Surveillance Act], and
the interception of domestic wire and oral commu
nications may be conducted." 18 U.S.C. § 2511(2)(f). The 
defendants read this to mean that television surveillance, 
a form of electronic surveillance that does not involve the 
interception of wire or oral communications, may be 
conducted only in accordance with the Foreign In
telligence Surveillance Act; since that Act did not author
ize the surveillance in this case, section 2511(2)(f) forbids
it. 

All this section means to us, however, is that the 
Foreign Intelligence Surveillance Act is intended to be
exclusive in its domain and Title III in its. The powers
that the Act gives the government to keep tabs on agents
of foreign countries are not to be used for purely domestic
investigations, and conversely the limitations that Title
III places on wiretapping and bugging are not to be used 
to hobble the government's activities against foreign 
agents. To read the Foreign Intelligence Surveillance Act
as the defendants would have us do would give a statute
designed to regularize the government's broad powers to
deal with the special menace posed by agents of foreign 
powers the side effect of curtailing the government's 
powers in domestic law enforcement. This is not what 
Congress intended in making what the Senate report on
the bill that became the Foreign Intelligence Surveillance
Act described as a "technical and conforming" amend
ment to Title III. S. Rep. No. 604, supra, at 3. 
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It is true that the committee reports describe section 
2511(2)(f) as the "exclusive congressional statement on 
the question of the Executive's power to order electronic 
surveillance," id. at 63; see also S. Rep. No. 701, 95th Cong., 
2d Sess. 71-72 (1978); H.R. Conf. Rep. No. 1720, 95th 
Cong., 2d Sess. 35 (1978); and on this language can be 
built an argument that Congress intended in section 
2511(2)(f) to take away not only the power the courts 
would otherwise have under Rule 41 or common law 
principles to issue warrants for television surveillance 
outside the scope of the Foreign Intelligence Surveillance 
Act, but also the President's implicit power, deriving from 
Article II of the Constitution, to use television surveillance 
for the protection of national security, other than as 
permitted by that Act. But the background of the quoted 
language makes this a weak argument. The Foreign 
Intelligence Surveillance Act is about national security; 
and much concern was expressed in the debates about the 
constitutionality as well as the prudence of Congress's 
displacing by legislation the President's implicit authority 
under Article II to protect the nation's security against 
intrigues by foreign powers. See, e.g., 124 Cong. Rec. 
28137 (1978) (remarks of Representative Butler). The 
debate was resolved in favor of the proposed legislation. 
But the question whether to curtail executive power in 
domestic criminal investigations was not on the legislative 
agenda and so far as we can determine was not intended 
to he answered by the brief discussion in the committee 
reports of a "technical and conforming" amendment to 
Title III. 

The fact is that Congress has never addressed the 
issue of judicial authorization of television surveillance in 
federal criminal investigations. But of course that obser
vation cannot be the end of our analysis. It is too late in 
the day to argue that the Fourth Amendment regulates 
only the types of search that were technically feasible in 
the eighteenth century. The government therefore quite 
properly does not argue that television surveillance is 
outside the scope of the Fourth Amendment. We think it 
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also unarguable that television surveillance is exceedingly 
intrusive, especially in combination (as here) with audio 
surveillance, and inherently indiscriminate, and that it 
could be grossly abused—to eliminate personal privacy as 
understood in modern Western nations. 

The precise application of the Fourth Amendment to
television surveillance has, therefore, now to be consid
ered. The Fourth Amendment provides: "[1] The right of
the people to be secure in their persons, houses, papers,
and effects, against unreasonable searches and seizures,
shall not be violated, and [2] no Warrants shall issue, but
upon probable cause, supported by Oath or affirmation,
and particularly describing the place to be searched, and
the persons or things to be seized." The usual way in which
judges interpreting the Fourth Amendment take account
of the fact that searches vary in the degree to which they
invade personal privacy is by requiring a higher degree of
probable cause (to believe that the search will yield in
criminating evidence), and by being more insistent that a
warrant be obtained if at all feasible, the more intrusive 
the search is. See, e.g., Gooding v. United States, 416 U.S.
430, 464-65 (1974) (dissenting opinion); United States v. 
Karo, 104 S. Ct. 3296, 3304-05 (1984). But maybe in 
dealing with so intrusive a technique as television surveil
lance, other methods of control as well, such as banning
the technique outright from use in the home in connection
with minor crimes, will be required, in order to strike a
proper balance between public safety and personal pri
vacy. Cf. United States v. Preston, 468 F.2d 1007, 1010 (6th
Cir. 1972); Nueslein v. District of Columbia, 115 F.2d 690,
696 (D.C. Cir. 1940); Brinegar v. United States, 338 U.S. 
160, 183 (1949) (Jackson, J., dissenting); 1 LaFave & 
Israel, Criminal Procedure § 3.3, at p. 187 (1984). That 
question is not before us, but we mention it to make clear
that in declining to hold television surveillance uncon
stitutional per se we do not suggest that the Constitution
must be interpreted to allow it to be used as generally as
less intrusive techniques can be used. The first clause of 
the Fourth Amendment guarantees the right of the 
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American people to be free from unreasonable searches by 
federal (and by judicial interpretation of the Fourteenth 
Amendment, state) officers: and a search could be unrea
sonable, though conducted pursuant to an otherwise valid 
warrant, by intruding on personal privacy to an extent 
disproportionate to the likely benefits from obtaining 
fuller compliance with the law. "[T]here can be no ready 
test for determining reasonableness other than by balanc
ing the need to search against the invasion which the 
search entails." Camara v. Municipal Court, 387 U.S. 523, 
536-37(1967). 

But we do not think there can never be a case where 
secretly televising people in private places is reasonable. 
The facts of the present case argue against so absolute an 
approach. The FALN has the plans, the materials, and the 
know-how to kill in gross. A sophisticated as well as lethal 
practitioner of urban terrorism, it meets to plan its 
operations and assemble bombs in safe houses leased under 
false names. Alert to the possibility that its safe houses 
might be bugged by the FBI, it takes effective steps to 
defeat this form of electronic surveillance, making it 
highly resistant to conventional methods of law enforce
ment even as enhanced by modern techniques for over
hearing conversations. We do not think the Fourth 
Amendment prevents the government from coping with 
the menace of this organization by installing and oper
ating secret television cameras in the organization's safe 
houses. The benefits to the public safety are great, and the 
costs to personal privacy are modest. A safe house is not a 
home. No one lives in these apartments, amidst the bombs 
and other paraphernalia of terrorism. They are places 
dedicated exclusively to illicit business; and though the 
Fourth Amendment protects business premises as well as 
homes, e.g., Marshall v. Barlow's Inc., 436 U.S. 307, 311-12 
(1978), the invasion of privacy caused by secretly tele
vising the interior of business premises is less than that 
caused by secretly televising the interior of a home, while 
the social benefit of the invasion is greater when the 
organization under investigation runs a bomb factory 
than it would be if it ran a chop shop or a numbers parlor. 
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There is no right to be let alone while assembling bombs in 
safe houses. 

Having concluded that the district court could validly 
authorize television surveillance in this case, we come to 
the question whether the two warrants complied with the 
requirements of the Fourth Amendment's warrant clause. 
On this aspect of the case the defendants do not argue 
that the warrants were not issued on the basis of an oath 
and probable cause, but that they are not particular 
enough to satisfy the requirements of the Fourth Amend
ment. (They also make two highly technical objections to 
the warrants, which we shall take up last.) 

The government asked for the warrants in its appli
cations for Title III warrants—applications the govern
ment had to make because it wanted to record the sounds 
in the apartments at the same time that it was televising 
the interiors—and the warrants it got covered both meth
ods of surveillance. Title III imposes many restrictions on 
intercept warrants. Those related to the constitutional 
requirement of particularity are that the judge must 
certify that "normal investigative procedures have been 
tried and have failed or reasonably appear to be unlikely 
to succeed if tried or to be too dangerous," 18 U.S.C. 
§ 2518(3)(c), and that the warrant must contain "a 
particular description of the type of communication 
sought to be intercepted, and a statement of the particu
lar offense to which it relates," § 2518(4)(c), must not 
allow the period of interception to be "longer than is 
necessary to achieve the objective of the authorization, nor 
in any event longer than thirty days" (though renewals 
are possible), § 2518(5), and must require that the inter
ception "be conducted in such a way as to minimize the 
interception of communications not otherwise subject to 
interception under [Title III]," id. Each of these four 
requirements is a safeguard against electronic surveil
lance that picks up more information than is strictly 
necessary and so violates the Fourth Amendment's 
requirement of particular description. Cf. United States v. 
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Terry, 702 F.2d 299, 312 (2d Cir. 1983); Carr, supra, 
§ 5.07[1] at p. 256. 

After stating that there was probable cause to believe 
both that the individuals named in the warrant were 
using the specified premises (the safe house) in connection 
with specified federal crimes and that intercepts of oral 
and wire communications at this address would yield 
evidence concerning these crimes, after stating that nor
mal investigative methods had been tried and had failed, 
and after authorizing intercepts at the address, each of 
the original warrants in this case went on to authorize the 
FBI "to install [at the address] devices that will visually 
monitor and record the activity taking place in further
ance of the above-described [illegal] purposes." Each 
warrant then specified the number of surreptitious entries 
that the FBI was authorized to make to install, adjust, and 
remove both the audio and video equipment (a total of 34 
separate entries were authorized), required progress re
ports to be made to the court every five days, required that 
the electronic surveillance cease "upon the attainment of 
the authorized objective," and put a deadline of 30 days on 
both the audio and video surveillance. One of the war
rants was renewed a total of four times, so that it 
authorized a total of 150 days of surveillance, and the 
other was renewed twice; and in all, 130 hours of videotape 
were made. The renewal warrants were essentially iden
tical to the original ones, but were supported by even more 
compelling showings of probable cause, based on informa
tion yielded by the execution of the original warrants. 

In short, the warrants complied with all four of the 
requirements of Title III that implement the con
stitutional requirement of particularity. In fact, the only 
requirement of Title III that the government may not 
have complied with in its television surveillance was the 
requirement that the application be authorized by the 
Attorney General or an Assistant Attorney General spe
cially designated by him. See 18 U.S.C. § 2516(1). Ac
tually, the authorization was obtained; it just was not 
communicated to the district judge. We need not decide 
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whether this was a failure to comply with the statute, 
(nothing in the statute suggests it is); it is in any event 
not relevant to the Fourth Amendment's requirement of 
particularity. 

A warrant for video surveillance that complies with 
those provisions that Congress put into Title III in order 
to implement the Fourth Amendment ought to satisfy the 
Fourth Amendment's requirement of particularity as ap
plied to such surveillance. Title III was Congress's care
fully thought out, and constitutionally valid (see, e.g., 
United States v. Ramsey, 503 F.2d 524, 530-31 (7th Cir. 
1974); United States v. Tortorello, 480 F.2d 764, 772-75 (2d 
Cir. 1973)), effort to implement the requirements of the 
Fourth Amendment with regard to the necessarily uncon
ventional type of warrant that is used to authorize elec
tronic eavesdropping. In a conventional search the police 
go through a home or an office looking for contraband or 
evidence of a crime, and they either find what they are 
looking for or not, and then they leave. By rummaging 
through a person's possessions in search of what they came 
for they invade the person's privacy, and much of what 
they examine may be at once personal and irrelevant to 
the objective of the search, but the search/is usually brief. 
Electronic interception, being by nature a continuing 
rather than one-shot invasion, is even less discriminating 
than a physical search, because it picks up private conver
sations (most of which will usually have nothing to do with 
any illegal activity) over a long period of time. Whether 
because it is more indiscriminate, or because people regard 
their conversations as more private than their possessions, 
or for both reasons, electronic interception is thought to 
pose a greater potential threat to personal privacy than 
physical searches, and Congress therefore pitched the 
requirements for a valid intercept warrant higher than 
those for a conventional Rule 41 warrant: except for 
probable cause, the requirements in 18 U.S.C. § 2518 are 
not found in Rule 41. Television surveillance is identical in 
its indiscriminate character to wiretapping and bugging.
It is even more invasive of privacy, just as a strip search is 
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more invasive than a pat-down search, but it is not more 
indiscriminate: the microphone is as "dumb" as the tele
vision camera; both devices pick up anything within their 
electronic reach, however irrelevant to the investigation. 
If the government conducts television surveillance in 
conformity with the requirements of particularity that 
Title III imposes on electronic eavesdropping (not literal 
conformity, of course, since words such as "commu
nications" and "intercept" in Title III do not fit television 
surveillance), the government has also conformed to the 
requirement of particularity in the Fourth Amendment's 
warrant clause. 

Since the government did this here, we need not, 
strictly speaking, decide what would happen if it had not 
done so. But because television surveillance is potentially 
so menacing to personal privacy, we want to make clear 
our view that a warrant for television surveillance that 
did not satisfy the four provisions of Title III that imple
ment the Fourth Amendment's requirement of 
particularity would violate the Fourth Amendment. In
voking our common law power to interpret the Con
stitution in a novel context, we borrow the warrant 
procedure of Title III, a careful legislative attempt to solve 
a very similar problem, and hold that it provides the 
measure of the government's constitutional obligation of 
particular description in using television surveillance to 
investigate crime. We doubt that the government will 
resist this view, for there will be few if any cases where it 
does not try anyway to conform its application for a 
television-surveillance warrant to Title III. It wants the 
sounds as well as the sights, and it can get a warrant for 
the former only by complying with Title III; the sound-
track of a videotape, no less than a free-standing tape 
recording, is within the scope of Title III, as assumed in 
United States v. Haimowitz, 725 F.2d 1161, 1581 and n. 28 
(11th Cir. 1984). 

But we are unwilling to go further and hold that 
warrants for television surveillance are subject to Title III, 
as warrants for bugging and wiretapping are, so that if 
for example a television-surveillance warrant was de
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stroyed without an order by the issuing judge, the person
destroying it could be punished for contempt under 18
U.S.C. § 2518(8)(c), a provision of Title III that punishes
unauthorized destruction of intercept warrants. It is only
the requirements (listed earlier) of Title III that imple
ment the constitutional requirement of particularity in
the novel setting of electronic surveillance that we have
borrowed to give content to the Fourth Amendment as
applied to television surveillance. Of course it is anom
alous to have detailed statutory regulation of bugging and
wiretapping but not of television surveillance, in Title III,
and detailed statutory regulation of television surveillance
of foreign agents but not of domestic criminal suspects, in
the Foreign Intelligence Surveillance Act; and we would
think it a very good thing if Congress responded to the
issues discussed in this opinion by amending Title III to
bring television surveillance within its scope. But judges
are not authorized to amend statutes even to bring them
up to date. True, when statutes are ambiguous and judges
interpret them in light of altered conditions, the result is
very like amendment. "When a judge tries to find out
what the government would have intended which it did
not say, he puts into its mouth things which he thinks it
ought to have said, and that is very close to substituting
what he himself thinks right. Let him beware, however, 
or he will usurp the office of government, even though in a
small way he must do so in order to execute its real 
commands at all." L. Hand, How Far Is a Judge Free in 
Rendering a Decision?, in The Spirit of Liberty 103, 108
(Billiard 3d ed. 1960 [1935]). Judge Hand's warning 
about judicial usurpation is apt here. When Congress has
indicated the domain of a statute as clearly as it did when
it enacted Title III, we cannot apply the statute outside its
domain merely because we are confident that if Congress
had known then what we know now it would have used 
more general language. Congress said in language that 
could not be clearer that Title III is about the interception
of wire and oral communications and that interception 
means aural acquisition. There is no way in which these 
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words can be read to include silent television surveillance; 
and the legislative history quoted earlier indicates that 
the exclusion from the scope of the statute of other 
methods of surveillance besides those defined in the stat
ute was deliberate. Statutory language, to be stretchable, 
should be elastic. This statutory language is not. To read 
the words of this statute—intercept, aural, commu
nication—as if they encompased silent visual surveillance 
would be to say to Congress that there is no form of words 
that it can use to mark off the limits of a statute that will 
prevent aggressive, imaginative judges from dis
regarding those limits. And we naturally shrink from 
saying any such thing. 

If Title III and the Foreign Intelligence Surveillance 
Act were inconsistent, then we would have to make a 
choice, and in doing so we might unavoidably be ex
ercising something resembling a legislature's discretion. 
But there is no inconsistency. The two statutes govern 
nonoverlapping domains. And television surveillance for 
domestic criminal investigations is in neither statute's 
domain. No doubt this is, as we have said, anomalous; it 
may seem fairly to cry out for congressional attention; but 
it does not create ambiguity as to the legal duties under 
which the government labors in conducting television 
surveillance of domestic criminal suspects. The only legal 
duties are those imposed by the Fourth Amendment. And 
we therefore go as far as is proper for us to go when we 
use a part of Title III to give meaning to the Fourth 
Amendment's requirement of particularity as applied to 
television surveillance. Since the Fourth Amendment has 
long been held fully applicable to the states through the 
Fourteenth Amendment, state and local officers who 
might want to use television surveillance in criminal 
investigations will be under the same restraints as we 
impose on federal officers today. 

The defendants complain, finally, that the warrants in 
this case did not explain the basis of the judge's finding of 
probable cause and did not identify as safe houses the 
addresses at which the surveillance was to be conducted. 
This complaint misapprehends the purpose of a search 
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warrant, which is twofold: to show that a judicial officer 
authorized the search (cf. Johnson v. United States, 333 
U.S. 10, 13-14 (1948)), and to indicate to the government 
agents who will execute the warrant what the limits of the 
authorization are (cf. Marron v. United States, 275 U.S. 
192, 196 (1927)). A warrant is not a judicial opinion, and 
the basis for the warrant is not in the warrant itself; as 
Rule 41(c)(1) makes clear, it is in the application for the 
warrant. The application in this case set forth in full and 
convincing detail the reasons for thinking that the ad
dresses where the surveillance was to be conducted were 
FALN safe houses, that normal investigative methods 
would be unavailing, and that television surveillance was 
an appropriate supplement to electronic eavesdropping. 
The truth of the recitals in the applications is not con
troverted, and they provided an adequate factual basis for 
the warrants. 

The order of suppression is reversed and the case 
remanded for trial. 

REVERSED AND REMANDED. 

CUDAHY, Circuit Judge, concurring in the result I am 
in complete accord with the majority's conclusion that 
"[t]here is no right to be let alone while assembling bombs 
in safe houses." It is hard to imagine facts stronger than 
those before us to justify means of surveillance necessary 
to protect the public No society may be lightly presumed 
to have denied itself the means necessary to defend itself 
against this kind of assault. 

If there were no Title III of the Omnibus Crime 
Control and Safe Streets Act of 1968, Pub. L. 90-351, 82 
Stat. 197, 212, codified primarily as chapter 119 of 18 
U.S.C., and no Foreign Intelligence Surveillance Act of 
1978 ("FISA"), Pub. L. 95-511, 92 Stat. 1783, codified 
primarily as chapter 36 of 50 U.S.C., I would have no great 
difficulty in this case in following the majority down the 
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path of inherent powers (fortified by Rule 41 of the 
Federal Rules of Criminal Procedure). That route has 
considerable appeal where, as here, we are apparently 
responding to the threat of a war to be waged randomly 
against the populace. But given the existing statutory 
scheme, that route is, I think, neither necessary nor 
justifiable. 

I believe that, if Title III and FISA are construed 
together, it is possible and desirable to find in them not 
only the authority to conduct video surveillance in appro
priate circumstances but a procedure which brings au
thorization of, and responsibility for, such surveillance 
under centralized and high-level control. Considering the 
potential of video surveillance to lend dreadful substance 
to the Orwellian concerns noted by the majority, we should 
be extremely reluctant to permit this sort of activity free 
of the statutory safeguards provided by Congress for less 
intrusive police activities. And it is not as difficult, 
apparently, for me to find a basis for application of the 
safeguards of Title III and FISA as it is for the majority. 
In that connection, it is worth repeating that while 

[i]t is not the judge's job to keep a statute up to date 
in the sense of making it reflect contemporary val
ues[,] it is his job to imagine as best he can how the 
legislators who enacted the statute would have want
ed it applied to situations they did not foresee. 

Posner, Statutory Interpretation—in the Classroom and in 
the Courtroom, 50 U. CHI. L. REV. 800, 818 (1983). This 
court itself has recently recognized that 

[t]he judicial duty of statutory interpretation is not a 
duty merely to read; it is a duty to help the legislature 
achieve the aims that can reasonably be inferred from 
the statutory design, and it requires us to pay atten
tion to the spirit as well as the letter of the statute. 

United States v. Markgraf, 736 F.2d 1179, 1188 (7th Cir. 
1984)(Posner, J., dissenting from denial of rehearing en 
bane). If these injunctions require one to be—in the 
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words of the majority—"aggressive" and "imaginative," 
then so be it. 

In my view, a careful evaluation of Title III and FISA, 
and of the interplay between those two statutes, shows 
that the video surveillance in this case should be subject to 
the requirements of Title III. Neither party now advo
cates this position, but it appears to have been the govern
ment's position when it sought the court orders here and it 
was Judge McGarr's approach when he issued the orders.1 

The foundation of my position is that Title III must be 
construed together with FISA, and that it is clear that 
Congress intended the statutes to be read together, pro
viding a comprehensive and exclusive system of control. 
See S. REP. NO. 604, 95th Cong., 1st Sess. 3, 6, 15, reprinted 
in 1978 U.S. CODE CONG. & AD. NEWS 3904, 3904, 3907, 
3916-17 (Judiciary Comm.); see also S. REP. NO. 701, 95th 
Cong., 2d Sess. 71, reprinted in 1978 U.S. CODE CONG. & 
AD. NEWS 3973, 4040 (Intelligence Comm.). The two 
statutes are written to impose a comprehensive regulatory 
scheme on the use of electronic surveillance in the United 
States whenever there is a reasonable expectation of 
privacy. Title III was enacted to govern domestic surveil
lance activity, and as enacted in 1968 it expressly ex
empted from its provisions electronic surveillance for 
national security purposes. Section 802, Pub. L. 90-351, 82 
Stat. 197, 213, codified as 18 U.S.C. § 2511(3), repealed by 
$ 201(c) of FISA. In 1978, Congress responded to con
cerns about the abuse of that national security exemption 
by enacting FISA. S. REP. No. 604, 95th Cong., 1st Sess. 7, 
reprinted in 1978 U.S. CODE CONG. & AD. NEWS 3904, 3908. 
FISA repealed the exemption and declared that the exec
utive branch does not have inherent authority to under
take electronic surveillance even in national security and 
1 See Initial Buena Application at 6, Gov't App. at 101; Initial 
Lunt Application at 5, Gov't App. at 232; Transcript of Initial 
Buena Application-Order Proceedings before Judge McGarr, 
January 18, 1983, at 2-3, Gov't App. at 223-24. 
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counterintelligence cases. S. REF. NO. 604, 95th Cong., 1st 
Sess. 6, 64, reprinted in 1978 U.S. CODE CONG. & AD. NEWS 
3904, 3907, 3965, S. REP. NO. 701, 95th Cong., 2d Sess. 71, 
reprinted in 1978 U.S. CODE CONG. & AD. NEWS 3973, 4040. 
Instead, FISA created a new set of procedures and 
substantive requirements which would subject such 
surveillance to judicial control while still protecting na
tional security. Several provisions of FISA make it 
unmistakably clear that government (federal, state and 
local) may not use highly intrusive forms of electronic 
surveillance unless it does so in accordance with either 
Title III or FISA. E.g. 18 U.S.C. § 2511(2)(f) (codifying § 
201(b) of FISA); 50 U.S.C. § 1809 (codifying § 109 of 
FISA). Unless those statutes are complied with, law 
enforcement officers who engage in these forms of surveil
lance may very well be committing a federal crime. 50 
U.S.C. § 1809. 

The basic problem in the case before us stems from the 
fact that FISA explicitly addresses the problem of video 
surveillance, while Title III docs not. The majority errs in 
concluding that the government may engage in the video 
surveillance in this case without regard to any statutory 
regulation of such surveillance. In doing so, the majority 
ignores unequivocal provisions of FISA, and of Title III as 
amended by FISA, and disregards the clear purpose of 
both statutes to subject intrusive forms of electronic 
surveillance to strict statutory control. 

The key statutory provisions here are 18 U.S.C. 
§ 2511(2)(f), enacted as section 201(b) of FISA, and 50 
U.S.C. § 1809, enacted as section 109 of FISA. Section 
2511(2)(f) of title 18, U.S.C, provides in relevant part: 

[Procedures in this chapter and the Foreign In
telligence Surveillance Act of 1978 shall be the ex
clusive means by which electronic surveillance, as 
defined in section 101 of such Act, and the inter
ception of domestic wire and oral communications 
may be conducted. (emphasis supplied) 

This provision incorporates the FISA definition of "elec
tronic surveillance" found in 50 U.S.C. § 1801(f). 
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Subparagraph 4 of that subsection defines "electronic 
surveillance" as 

the installation or use of an electronic, mechani
cal, or other surveillance device in the United States 
for monitoring to acquire information, other than 
from a wire or radio communication, under circum
stances in which a person has a reasonable ex
pectation of privacy and a warrant would be required 
for law enforcement purposes. 

That language is obviously broad, and, read literally, 
certainly includes video surveillance. There is no doubt 
that the miniaturized cameras used in this case are "elec
tronic devices" used "to acquire information" under cir
cumstances in which the subjects had a reasonable ex
pectation of privacy. And when we turn to the relevant 
committee reports on FISA, we learn that Congress did in 
fact intend the quoted language to cover such video 
surveillance equipment. S. REP. NO. 604. 95th Cong., 1st 
Sess. 35, reprinted in 1978 U.S. CODE CONG. & AD. NEWS 
3904, 3936; S. REP. NO. 701, 95th Cong. 2d Sess. 37, 
reprinted in 1978 U.S. CODE CONG. & AD. NEWS 3973, 4006. 
The Senate Judiciary Committee Report on FISA explains 
that that subparagraph "could also include miniaturized 
television cameras and other sophisticated devices not 
aimed merely at communications." S. REP. NO. 604, 95th 
Cong., 1st Sess. 35, reprinted in 1978 U.S. CODE CONG. & 
AD. NEWS 3904, 3936. The next sentence of the report says 
"[t]his part of the definition is meant to be broadly 
inclusive, because the effect of including a particular 
means of surveillance is not to prohibit it but to subject it 
to judicial oversight." Id. The Senate Intelligence Com
mittee Report on the bill includes the same language. See 
S. REP. NO. 701, 95th Cong., 2d Sess. 37, reprinted in 1978 
U.S. CODE CONG. & AD. NEWS 3973, 4006. 

Thus, it is clear that video surveillance falls within the 
FISA definition of electronic surveillance. Therefore, 18 
U.S.C. § 2511(2)(f) may be paraphrased to say that the 
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"procedures in this chapter and the Foreign Intelligence 
Surveillance Act of 1978 shall be the exclusive means by 
which electronic surveillance—including video surveil
lance—may be conducted." In short, if the video surveil
lance employed in this case was not expressly authorized 
by either Title III or FISA, then it would be prohibited by 
law. Subsection 2511(2)(f) cannot be contorted into 
meaning that Title III governs one thing, FISA governs 
another, and anything not governed by one or the other is 
permitted, as the majority would have it. 

In addition, if the video surveillance here was not 
authorized by statute, then the officers who engaged in it 
may have committed a federal crime. Section 109(a) of 
FISA, 50 U.S.C. § 1809(a), provides in relevant part: "A 
person is guilty of an offense if he intentionally—(1) 
engages in electronic surveillance under color of law 
except as authorized by statute . . . ." Again, the FISA 
definition of "electronic surveillance" applies to this provi
sion, and as shown above, that definition includes video 
surveillance such as that used in the case before us.2 

Section 1809 thus requires the government to show statu
tory authorization for its use of video surveillance, and the 
only possible sources of that authority are Title III and 
FISA. 

But my reasons for disagreeing with the majority are 
not limited to the statutory language. By leaving an 
extraordinarily intrusive form of domestic electronic 
surveillance uncontrolled by statute, the majority acts 
contrary to the purposes of both statutes and produces a 
highly improbable result. 
2 Of course, subsection (b) of the section (50 U.S.C. § 1809(b)) 
provides a defense for officers with a search warrant or court 
order, so the officers in the matter before us presumably would 
not be in jeopardy. By finding that courts have the power to 
issue warrants for video surveillance, even though not author
ized by statute, the majority effectively eviscerates this crimi
nalizing provision. 
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This most improbable result may be described in the 
following way. Based on the definition of "electronic 
surveillance" in FISA, 50 U.S.C. § 1801(f)(4), any 
attempt to employ video surveillance in a foreign in
telligence case would be subject to FISA's restrictions. In 
these highly sensitive cases of perhaps extraordinary 
importance to the nation, video surveillance may be em
ployed only with the approval of officials at the highest 
levels of the federal government and of a special court 
established for this purpose in 50 U.S.C. § 1803. To be 
more precise, the application must be approved by the 
Attorney General or Deputy Attorney General of the 
United States, 50 U.S.C. § 1804(a); and the need for using 
such intrusive surveillance measures must be certified by 
the President's national security affairs adviser or a na
tional security official whose appointment is subject to 
Senate confirmation, 50 U.S.C. § 1804(a)(7). Only then 
may the government apply to the special court for a 
warrant. And FISA imposes numerous other require
ments designed to ensure that highly intrusive surveil
lance measures are used only when and to the extent 
necessary. See the remainder of § 1804(a). 

In sharp contrast to these extraordinary statutory 
requirements for the use of video surveillance in foreign 
intelligence cases, the majority would leave video surveil
lance in all domestic law enforcement cases subject only to 
a few ad hoc constraints. In this respect, the majority 
seeks to solve the policy problem of its anomalous position 
by adopting in dicta some of the requirements of Title III 
as matters of constitutional law.3 There is no persuasive 
3 The majority, however, imposes only four Title III require
ments (at least insofar as dicta impose requirements), and these 
are not some of the most efficacious provisions. The majority
does not require that only the Attorney General or a designated
Assistant Attorney General authorize federal applications, 
§ 2516(1), or that only the principal prosecuting attorney of a
state (or of a political subdivision of a state if so authorized by 

(Footnote continued on following page) 
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authority for this and, as a matter of judicial aggressive
ness, it seems to me more egregious than a mere act of 
statutory interpretation. In any event, the constitutional 
requirements, which the majority imposes here by way of 
dicta can be, I suppose, just as easily interpreted away in 
the next case. I think it preferable to follow the mandates 
of 18 U.S.C. § 2511(2)(f) and 50 U.S.C. § 1809 and leave 
the matter to Congress. 

Although there is no explicit mention of video surveil
lance techniques anywhere in Title III or in its legislative 
history, it is virtually inconceivable that the Congress 
which enacted Title III would have, if it had ever consid
ered the question directly, left video surveillance unregu
lated by statute. The relevant committee reports and 
comments of individual members of Congress reflect quite 
clearly the process of balancing individual privacy con
cerns and the fight against organized crime. S. REP. NO. 
1097, 90th Cong., 2d Sess. 67-69 (state of the law), 70-76 
(balance between privacy and control of organized crime), 
reprinted in 1968 U.S. CODE CONG. & AD. NEWS 2112, 2154
56, 2157-63. The Johnson Administration and numerous 
members of Congress supported a total prohibition on 
wiretapping and electronic bugging, believing that the 
techniques would add relatively little in fighting crime 
and that the threat to privacy, especially if the techniques 
were abused, was too great to tolerate. S. REP. NO. 1097, 
90th Cong., 2d Sess. 161-62, 172-73 (Johnson Adminis
tration supported ban on wiretaps and bugging), re
printed in 1968 U.S. CODE CONG. & AD. NEWS 2112, 2223

3 continued 

state law) may apply for a state order, § 2516(2). Thus, control 
over authorization is not centralized, and the power to apply for 
video surveillance orders is left in the hands of local law 
enforcement personnel. Nor does the majority impose the 
requirements of § 2516(1) & (2) which limit surveillance to the 
investigation of specified crimes. Further, the majority does not 
impose the strict statutory exclusionary rule of §§ 2515 and 
2518(10)(a). 
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24, 2233-34. The proponents of Title III argued that the 
statute struck a correct balance between law enforcement 
and privacy interests. S. REP. NO. 1097, 90th Cong., 2d 
Sess. 186-87 (individual views of Sen. Bayh), 214-18 
(individual views of Sen. Scott), 220 (individual views of 
Senator Eastland), 224-26 (minority statement), re
printed in 1968 U.S. CODE CONG. & AD. NEWS 2112, 2245
46, 2264-68, 2270, 2274-75. The only members of Congress 
who expressed opposition to Title III on the grounds that 
its provisions unduly restricted surveillance were several 
Senators who argued that the statute should not apply to 
state officials. S. REP. NO. 1097, 90th Cong., 2d Sess. 238-39 
(individual views of Sens. Dirksen, Hruska and 
Thurmond), reprinted in 1968 U.S. CODE CONG. & AD. 
NEWS 2112, 2288-89. 

Further, the committee reports reviewed the state of 
the law at the time and expressed deep dissatisfaction 
with the contemporary protection of individual privacy 
interests. S. REP. No. 1097, 90th Cong., 2d Sess. 67-69, 
162-64 (individual views of Sens. Long and Hart), 166-70 
(additional views of Sen. Hart), reprinted in 1968 U.S. 
CODE CONG. & AD. NEWS 2112, 2154-56, 2224-26, 2227-31. 
The reports discussed at some length the Supreme Court's 
then-recent decisions in Berger v. New York, 388 U.S. 41 
(1967), and Katz v. United States, 389 U.S. 347 (1967), and 
while they argued that Title III was constitutional, the 
reports also pointed out the inadequacies of then-
applicable constitutional law decisions in protecting pri
vacy. S. REP. NO. 1097, 90th Cong., 2d Sess. 66-76, 
reprinted in 1968 U.S. CODE CONG. & AD. NEWS 2112, 2153
63. But see id. at 166-70 (additional views of Sen. Hart), 
reprinted in 1968 U.S. CODE CONG. & AD. NEWS 2112, 2227
31. 

The clearest indications of this dissatisfaction are the 
statutory requirements which seem to go far beyond 
anything the Constitution demands. Those statutory 
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limitations and requirements include the following re
strictions: 

(1) bugging and wiretapping are permitted only 
when investigating specified crimes, 18 U.S.C. 
§ 2516(1) & (2); 

(2) authorization for bugging and wiretapping 
requests must be centralized in each jurisdiction so as 
to prevent local abuses and to make an identifiable 
person answerable for abuses, §§2516(1) & (2), 
2518(1)(a); 

(3) there is a statutory exclusionary rule for 
information obtained in violation of Title III, and 
that rule is broader than the constitutional ex
clusionary rule as it existed in 1968, let alone now, 
§§2515, 2518(10)(a); 

(4) bugging and wiretapping must, in many 
instances, be disclosed to the targets after the in
vestigation is concluded, § 2518(7) & (8)(d); 

(5) police officers engaging in warrantless 
wiretapping or bugging are subject to criminal penal
ties, § 2511(1); 

(6) targets of unlawful wiretapping and bug
ging have a private cause of action for damages, 
§ 2520; 

(7) the statutory requirements for minimizing 
obtrusiveness are much more specific than the Con
stitution requires, § 2518(1)(b) & (5); and 

(8) bugging and wiretapping are permitted only 
when the government can show that conventional, 
less intrusive investigation techniques have proven or 
are very likely to prove unsuccessful, § 2518(1)(c) & 
(3)(e). 

In 1968 Congress enacted Title III in part because 
audio surveillance was so intrusive that its use had to be 
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subjected to stringent statutory limitations. It is self-
evident that the continuous video surveillance in the case 
before us is more intrusive by a wide margin. The 
combination of video and audio surveillance here let the 
government detect every sound, every word and every 
gesture—everything except the targets' unexpressed 
thoughts. Difficult as it may be to place ourselves in the 
position of Congress and accurately divine what it would 
have done in considering this new situation, we can say 
with some confidence what Congress would not have done. 
It would not have left video surveillance unregulated by 
statute if it had permitted it at all. In light of the political 
give and take on Title III, the flow of the debate, the way 
Congress arranged its agenda, the central competing 
policy concerns of proponents and opponents, we can say 
with confidence that Congress, if it had explicitly consid
ered the prospect of video surveillance, would not have left 
it free of the constraints imposed on audio and wire 
surveillance. Yet the majority here does so, leaving the far 
more intrusive video techniques essentially subject only to 
a few ad hoc constitutional requirements which, by com
parison, are ropes of sand. 

The provisions and legislative history of the Foreign 
Intelligence Surveillance Act, enacted in 1978, lend addi
tional support to this conclusion. FISA includes within its 
definition of "electronic surveillance" the use of video 
devices such as those used in the present case. 50 U.S.C. 
§ 1801(f)(4); S. REP. NO. 604, 95th Cong., 1st Sess. 35, 
reprinted in 1978 U.S. CODE CONG. & AD. NEWS 3904, 3936; 
S. REP. NO. 701, 95th Cong., 2d Sess. 37, reprinted in 1978 
U.S. CODE CONC. & AD. NEWS 3973, 4006. 

FISA applies to investigations of special, and in some 
cases, extraordinary importance to the nation. See S. REP. 
NO. 604, 95th Cong., 1st Sess. 9, reprinted in 1978 U.S. 
CODE CONG. & AD. NEWS 3904, 3910. As was the case with 
Title III, the congressional debate was focused on achiev
ing a correct balance, in this instance between privacy 
interests and national security. See S. REP. NO. 604, 95th 
Cong., 1st Sess. 7-9, reprinted in 1978 U.S. CODE CONG & 
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AD. NEWS 3904, 3908-10; S. REP. NO. 701, 95th Cong., 2d 
Sess. 16, reprinted in 1978 U.S. CODE CONG. & AD. NEWS 
3973, 3985. In 1978 Congress was willing to authorize the 
use of these extremely intrusive video surveillance devices, 
but only subject to conditions which are, in some ways, 
even more strict than those contained in Title III. For 
example, only the Attorney General or Deputy Attorney 
General may apply for a court order under 50 U.S.C. 
§ 1804(a). The need for the surveillance and its relation to 
foreign intelligence must be certified by the President's 
adviser for national security affairs or by a national 
security official whose appointment is subject to Senate 
confirmation. § 1804(a)(7)4. The statute draws on Title 
III as its model on issues of necessity and minimization, 
and imposes those more stringent non-constitutional 
requirements. § 1805(b) & (d). The surveillance must be 
carried out subject to court order and supervision, S. REP. 
No. 604, 95th Cong., 1st Sess. 16, reprinted in 1978 U.S. 
CODE CONG. & AD. NEWS 3904, 3917-18, and the court is a 
special one selected by the Chief Justice of the United 
States, § 1803(a), to develop expertise in the subject 
mailer and to impose some controls on the executive 
branch in conducting this type of surveillance. S. REP. No. 
604, 95th Cong., 1st Sess. 16, reprinted in 1978 U.S. CODE 
CONG. & AD. NEWS 3904, 3917. The court operates in secret 
but it is still an Article III court with the authority to 
deny permission for surveillance. 

Congress was so concerned about potential abuses of 
these investigative techniques in foreign intelligence 
cases that it imposed these numerous requirements — 
checks and balances affecting officials at the highest levels 
of government. It imposed those requirements in cases of 
utmost importance and sensitivity to national security. I 
am unpersuaded by the suggestion that Congress could 
4 There are special limited provisions for warrantless surveil
lance under very narrow circumstances on orders of the Presi
dent and certification by the Attorney General. 50 U.S.C. 
§ 1802 (a). 

40-209 O - 85 - 39 



1210


No. 84-1077 33 

have subjected these techniques to such tight controls in 
those cases and still left open the use of the same tech
niques for every local police department in every minor 
investigation. The majority's interpretation would pre
sumably give the power to engage in this intrusive video 
surveillance to virtually any officer with a badge and to 
any official with a robe and gavel. In fact, the majority 
runs the risk of leaving open the use of video surveillance 
with such relatively loose controls in every case except 
those of greatest importance. According to the majority, 
Congress entrusted powers to a deputy sheriff and half
time magistrate on a local gambling investigation that it 
expressly denied the director of the Federal Bureau of 
Investigation and a special expert court in foreign in
telligence cases of the utmost sensitivity and importance. 
This result is irrational and contrary to Congressional 
intent. If statutory language must be bent, as the 
majority must bend the language of 18 U.S.C. 
§ 2511(2)(f) and 50 U.S.C. § 1809, we should at least bend 
it in the general direction of Congressional purpose and 
method. 

The defendants make a plausible argument, based on 
the statutory language, for a third interpretation of FISA 
and Title III, under which video surveillance is prohibited 
except in foreign intelligence cases.5 I cannot dismiss 
defendants' argument out of hand; indeed I have argued 
consistently with it that FISA and Title III are construct
ed to provide a comprehensive framework for the use of 
electronic surveillance in the United States in situations 
5 A similar argument, that the absence of provisions in Title 
III for video surveillance implies that such surveillance is for
bidden, has been rejected as giving too little weight to Congres
sional concerns. In re Application for Order Authorizing Inter
ceptions of Oral Communications and Videotape Surveillance, 513 
F. Supp. 421, 422 (D. Mass. 1980) (allowing video surveillance 
where substantive safeguards at least as rigorous as those 
required by Title III, if not more so, had been observed). The 
effect of FISA on Title III was not considered. 
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where the targets have a reasonable expectation of pri
vacy. Under that scheme the government's use of video 
surveillance in this case was illegal if it was not authorized 
either by FISA or by Title III. 

It is obvious that the government's video surveillance 
here was not authorized under FISA. The FALN is not a 
"foreign" target within the meaning of FISA and the 
government made no attempt to employ FISA procedures. 
Therefore, either Title III must apply or the video surveil
lance was unlawful. 

But the defendants argue that Title III cannot au
thorize video surveillance because that statute is limited to 
audio and wire surveillance, as appears in the language of 
18 U.S.C. §§ 2510 and 2511.6 This language, in particular 
the definition of "intercept" contained in 18 U.S.C. 
§ 2510(4), does indeed pose the principal obstacle to reach
ing my conclusion. That definition states: '"intercept' 
means the aural acquisition of the contents of any wire or 
oral communication through the use of any electronic, 
mechanical, or other device." On its face, this definition 
appears to restrict Title III to audio surveillance tech
niques, and courts have construed the definition as limited 
to devices which acquire information through the sense of 
hearing. E.g., United States v. New York Tel. Co., 434 U.S. 
159, 165-68 (1977) (pen registers); United States v. Cas
sity 546 F. Supp. 611, 621 (E.D. Mich. 1981) (beepers), 
rec'd in part, on other grounds, 720 F.2d 451 (6th Cir. 
1983), located 104 S. Ct. 3581 (1984)(mem.). Three courts 
have specifically held Title III not applicable to video 
surveillance. In re Application for Order Authorizing 
Interception of Oral Communications and Videotape 
Surveillance, 513 F. Supp. 421 (D.Mass. 1980); People v. 
Teacher, 52 N.Y.2d 638, 422 N.E.2d 506 (1981); Sponick v. 
City of Detroit Police Dept., 49 Mich. App. 162, 211 N.W.2d 
674 (1973). 
6 Both the majority and the government agree, though they 
draw a different conclusion than do the defendants. 
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There are, however, several reasons why we should not 
adhere blindly to those prior constructions. First, the 
prior court constructions have, with certain exceptions, 
involved efforts by defendants to extend Title III to 
relatively less intrusive surveillance devices such as pen 
registers, which record telephone numbers dialed by a 
monitored telephone. See New York Telephone, supra, and 
cases cited therein at 166 n.9; Cassity, supra. Courts have 
with good reason relied on both the language of the 
statute and the legislative history to resist extensions of 
Title III to these less intrusive surveillance methods. The 
definition of "intercept" in Title III is carefully worded, 
but its sharp focus on the "aural" acquisition of informa
tion was designed to avoid including less intrusive surveil
lance devices. S. REP. NO. 1097, 90th Cong., 2d Sess. 90, 
reprinted in 1968 U.S. CODE CONG. & AD. NEWS 2112, 2178. 
The use of the word "aural" had the effect of limiting Title 
III to those highly intrusive electronic surveillance mea
sures, such as wiretapping and bugging, which could 
disclose the contents of communications. Id. 

The question we face here, by contrast, is one which 
the definition of "intercept" was not framed to address. 
We are dealing with a far more intrusive surveillance 
technique, and one that surely has the effect of revealing 
the contents of communications together with a vast 
amount of other information about targets. Careful 
wording does not require us to reach irrational results 
when facing a question not contemplated by the drafters 
of the definition merely because other courts have reached 
those results in a different context. 

In addition, whatever the scope of Title III before 
1978, the enactment of FISA in 1978 provides a sound 
basis for extending Title III to encompass video surveil
lance.7 Because FISA was intended to mesh with Title III 
7 None of the courts which have said Title III is limited to 
information acquired through the sense of hearing has consid

(Footnote continued on following page) 
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in a comprehensive statutory system for regulating highly 
intrusive forms of electronic surveillance, it included a 
number of "conforming amendments" to prevent various 
statutory anomalies or conflicts which might otherwise 
have arisen.8 Some of those conforming amendments ex
pressly introduced the FISA definition of "electronic 
surveillance" (including its video dimension) into some 
sections of Title III. E.g.. FISA § 201(a), amending 18 
U.S.C. § 2511(2)(a)(ii) (authorizing a common carrier to 
assist an agent with a court order authorizing the inter
ception of wire or oral communications or electronic 
surveillance as defined in FISA). 

The inclusion of video surveillance in FISA's defini
tion of electronic surveillance is relatively obscure and 

7  Continued 

ered the complicated effects of the 1978 FISA statute, which 
quite clearly does cover video surveillance. E.g. United States v. 
New York Tel. Co., 434 U.S. 159, 165-68 (1977) (pen registers); 
United States v. Cassity, 546 F. Supp. 611, 621 (E.D. Mich. 1981) 
(beepers), rec'd in part, on other grounds, 720 F.2d 451 (6th Cir. 
1953), vacated 104 S. Ct. 3581 (1984)(mem.). Nor have the 
effects of FISA on Title III been considered by the three courts 
which have held Title III inapplicable to video surveillance. In re 
Application for Order Authorizing interception of Orul Commu
nications and Videotape Surveillance, 513 F. Supp. 421 (D. Mass. 
1980); People v. Teicher, 52 N.Y.2d 638, 422 N.E.2d 506 (1981); 
Sponick v. City of Detroit Police Dept., 49 Mich. App. 162, 211 
N. W. 2d 674 (1973). Several of the cases relied on by the 
majority, including New York Telephone and Sponick, were 
decided prior to the enactment of FISA. And in In re Appli
cation. Judge Keeton allowed video surveillance only after 
forcing the government to go through Title III application 
procedures and subjecting the surveillance to substantive 
safeguards at least as rigorous as those required by Title III. In 
to Application, 513 F. Supp. at 423. 
8 These undesirable effects included such possible results as 
holding federal agents criminally liable under 18 U.S.C. § 2511 
for acting in accordance with a court order under FISA. See 
FISA § 201 (b). 
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becomes explicit only in a few sentences buried in the
committee reports. Congress' attention was clearly else
where with regard to FISA. And it seems evident to me 
that the potential problems of either the majority position
or the defendants' position were simply not recognized in
the development of one complicated statute and its in
tegration with another complicated statute. Either re
sult—the exemption of video surveillance from any statu
tory regulation or the prohibition of video surveillance—is
extreme enough to persuade me that Congress, if it had
noticed the possibility, would at least have commented on
it somewhere. Instead, there is silence. 

In view of the language of both Title III and FISA,
the purposes of both statutes, the practical connections
between audio and video surveillance methods and the 
silence in the legislative history on the subject, it is most
sensible to view the statutory dilemma as the result of
inadvertence rather than design. FISA's "conforming 
amendments" simply did not mesh the gears of the 
statutes quite as smoothly as Congress had intended. 

There is a further difficulty with the defendants' 
argument. If Congress chose to prohibit video surveil
lance, it chose a remarkably roundabout and subtle way to
do it, and it never indicated clearly any intention to do so.
In fact, neither Title III nor FISA prohibits any specific 
surveillance method. Instead, both statutes are designed 
to control intrusive methods of electronic surveillance by
regulating their use. There is no indication in the lan
guage or legislative history of either statute that Con
gress meant to outlaw any form of surveillance, and I 
think it quite implausible that Congress—faced with a
situation such as confronts us—would have prohibited 
surveillance in almost any form. 

Although the defendants' argument is certainly not
frivolous, and, indeed, tracks the statutory language more
closely than the interpretations offered in this and the 
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majority opinions, we should, in order to avoid absurd 
results, construe Title III to apply to video surveillance for 
domestic law enforcement investigations where the tar
gets of the surveillance have a reasonable expectation of 
privacy, as in this case. 

As a practical matter, the procedural and substantive 
requirements of Title III are compatible with video 
surveillance in every respect, and video surveillance is 
likely to be used only in tandem with audio surveillance 
techniques already subject to Title III. The same appli
cation, the same authorization, the same showing of prob
able cause, the same showing of need for such intrusive 
measures would all apply equally to both video and audio 
surveillance methods. And, of course, that is essentially 
the course the government pursued here in its appli
cations, including a request for video surveillance as 
part—albeit as only one sentence—of routine Title III 
applications.9 Thus, the details of the Title III regulatory 
scheme appear to be compatible in every respect with 
video surveillance as a supplement to audio surveillance. 

Further, the application of Title III to video surveil
lance seems to me to be most closely in accord with 
Congress' intent in Title III and FISA. Congress was 
troubled by the potential for abuses of electronic surveil
lance, and was dissatisfied with the adequacy of the 
contemporary constitutional doctrine for the protection of 
privacy interests. The purpose of these two statutes was 
not to outlaw electronic surveillance but to subject it to 
rigorous controls. A key element of both Title III and 
FISA is that each centralizes authority and responsibility 
for the use of intrusive means of electronic surveillance. 
Congress was quite concerned in Title III to prevent the 
possibility of local or relatively low-level officials using or 
abusing their power by employing electronic surveillance 
for their own purposes, or where it was otherwise unwar
9 This course was also taken by the government, though after 
some prodding by Judge Keeton, in In re Application, supra. 



1216


No. 84-1077 39 

ranted. There is of course no guarantee that high level
officials will not also abuse their power, but Title III was
designed to make it easy to assign responsibility for
abuses and to provide for rational and consistent policies
in the use of these highly intrusive measures. All of these 
concerns apply with at least as much force to video as to 
audio surveillance and it makes the utmost sense to apply
those constraints to video surveillance as well. 

Of course, this is open to criticism as an aggressive
exercise in statutory construction, and if either of the
alternatives were more consistent with both statutes and 
their purposes and legislative histories, I would perhaps
retreat from my interpretation. However, each alterna
tive has technical and policy problems which are, in my
view, considerably more severe than my bending of the
Title III language. If my construction were to be chas
tised as "result oriented," I would assert that it seeks a 
result which is both sensible and consistent with both the 
statutes and the legislative histories read carefully and as
a whole. Applying Title III to video surveillance avoids the
majority's anomaly of subjecting the most dangerously
intrusive form of electronic surveillance to much less 
control10 than other forms. In addition, the majority's 
interpretation subjects video surveillance to much less 
control in the investigation of a local gambling parlor
than in foreign intelligence investigations. My construc
tion also avoids the improbable result of reading Title III
and FISA as prohibiting one particular form of electronic
surveillance when there are no indications anywhere that
Congress meant to prohibit any surveillance technique in
all situations. Instead, my approach subjects this highly
intrusive form of surveillance to at least as much con
straint as less intrusive forms are subject to, and it accords 
with the general congressional design of closely regu
lating—not prohibiting—these somewhat awesome forms
of surveillance. 

10 See n.3 supra. 
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We do not imply that there is an ipso 
facto exemption for those who transport 
undocumented aliens for employment or as 
an incident to employment. See United 
States v. Acosta de Evans, 531 F.2d 428 (9th 
Cir. 1976). 

[4] We merely state that where the 
transportation of such an alien occurs, there 
must be a direct or substantial relationship 
between that transportation and its fur
therance of the alien's presence in the Unit
ed States. Even though the qualification in 
the transportation section ("in furtherance 
of such violation of law") does not provide 
the automatic exclusion in the employment 
situation which the proviso in the harboring 
section does, it still requires, if it is to have 
any meaning at all, that a direct or substan
tial relationship exist. 

[5] While the parameters of § 1324(a)(2) 
are not precise, we must be guided by the 
nature of the statue as well as the legisla
tive intent for its enactment. As a penal 
statute, it must be strictly construed. 
McBoyle v. United States, 283 U.S. 25, 51 
S.Ct. 340, 75 L.Ed. 816 (1930); United 
States v. Fruit Growers Co., 279 U.S. 363, 
49 S.Ct. 374, 73 L.Ed. 739 (1928). 

This court in Gonzalez-Hernandez, supra, 
left open exactly what constitutes in fur
therance of the alien's violation of the law 
under § 1324(a)(2). 534 F.2d at 1354. 
There, defendant's relationship to the actu
al illegal entrance seemed much more direct 
and substantial as to time, place, distance 
and overall impact than does the case be
fore us. Thus, the result in Gonzalez-Her
nandez is consistent with the test set forth 
by this court herein. 

A broader interpretation of the transpor
tation section would render the qualifica
tion placed there by Congress a nullity. To 
do this would potentially have tragic conse
quences for many American citizens who 
come into daily contact with undocumented 
aliens and who, with no evil or criminal 
intent, intermingle with them socially or 
otherwise. It could only exacerbate the 
flight of these aliens and, without adding 
anything significant to solving the problem, 
create, in effect judicially, a new crime and 
a new class of criminals. All of our free

dom and dignity as people would be so 
reduced. 

Reversed. 

UNITED STATES of America,

Plaintiff-Appellee,


v.

Patrick Earl BOWLER,


Defendant-Appellant.


No. 76-2713.

United States Court of Appeals,


Ninth Circuit


Sept 30, 1977.


Defendant was convicted before the 
United States District Court for the District 
of Arizona, C. A. Muecke, J., of fraud by 
wire, and he appealed. The Court of Ap
peals, East, Senior District Judge, sitting by 
designation, held that: (1) telephone com
pany's use of a snifter in investigation of 
illegal use of blue box did not violate Title 
III of the Omnibus Crime Control and Safe 
Streets Act of 1968, since a snifter only 
records each telephone emission of a 2,600 
cycle tone, and is incapable of making an 
aural acquisition of communications; (2) 
where search warrant and supporting affi
davit described physical appearance of de
fendant's residence and listed street address 
as 3835 West Diana Avenue, but true street 
address was 3335 West Diana Avenue, and 
correct street address was specified in 
statement of probable cause attached to 
and incorporated into affidavit, magistrate 
properly corrected typographical error in 
search warrant and affidavit when FBI 
agent brought such error to magistrate's 
attention, and (3) evidence sustained find
ing that defendant not only understood his 
Miranda rights but exercised them intelli
gently, freely and voluntarily, and that 
statements made by defendant after admin
istration of Miranda warnings were not 
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tainted by statements improperly adduced 
before such warnings were given. 

Affirmed. 

1. Telecommunications 494 
Telephone company's use of a snifter in 

investigation of illegal use of blue box did 
not violate Title III of the Omnibus Crime 
Control and Safe Streets Act of 1968, since 
a snifter only records each telephone emis
sion of a 2,600 cycle tone, and is incapable 
of making an aural acquisition of communi
cations. 18 U.S.C.A. §§ 2510 et seq., 
2511(1)(c), (2)(a)(i), 2515. 

2.	 Searches and Seizures 3.5 
Where search warrant and supporting 

affidavit described physical appearance of 
defendant's residence and listed street ad
dress as 3835 West Diana Avenue, but true 
street address was 3335 West Diana Ave
nue, and correct street address was speci
fied in statement of probable cause at
tached to and incorporated into affidavit, 
magistrate properly corrected typographical 
error in search warrant and affidavit when 
FBI agent brought such error to magis
trate's attention. Fed.Rules Crim.Proc. 
rule 41(c), 18 U.S.C.A.; U.S.C.A.Const. 
Amend. 4. 

3. Searches and Seizures 3.5, 7(6) 
Neither Fourth Amendment nor Feder

al Rules of Criminal Procedure nor case law 
requires a person to be sworn or resworn 
before bringing a typographical error to 
attention of issuing magistrate prior to the 
execution of search warrant, where correct 
information is already properly before mag
istrate. Fed.Rules Crim.Proc. rule 41(c), 18 
U.S.C.A.; U.S.C.A.Const. Amend. 4. 

•Honorable	 William G. East, Senior United 
States District Judge for the District of Oregon, 
sitting by designation. 

1.	 The Bell Telephone System uses the 2,600 
hertz cycle ton to control its long distance 
network. No such tone should be emitted from 
a private telephone at any time. A blue box 
emits a 2,600 cycle tone and is used to circum
vent the toll call billing system of the phone 
company. 

4.	 Criminal Law 414 
Evidence in prosecution for fraud by 

wire sustained finding that defendant not 
only understood his Miranda rights, but ex
ercised them intelligently, freely and volun
tarily, and that statements made after ad
ministration of Miranda warnings were not 
tainted by statements improperly adduced 
before warnings were given. 

Michael E. Benchoff, Phoenix, Ariz., ar
gued for defendant-appellant 

Daniel R. Drake, Asst. U. S. Atty., Phoe
nix, Ariz., argued for plaintiff-appellee. 

Appeal from the United States District 
Court for the District of Arizona. 

Before BARNES and KILKENNY, Sen
ior Circuit Judges, and EAST,* Senior Dis
trict Judge. 

EAST, Senior District Judge: 
Patrick Bowler (Bowler) was indicted un

der six alleged counts of violating 18 U.SC. 
§ 1343, fraud by wire. The essence of the 
charges was that Bowler had used a "blue 
box"1 to defraud the Mountain Bell Tele
phone Company (Bell) of money due for 
interstate telephone calls placed by Bowler. 

After a hearing on Bowler's motion to 
suppress the use of certain evidence, the 
case was tried to the District Court without 
a jury which found him guilty on all 
counts.2 Bowler was placed on four years 
probation as to each count with the require
ment that he make restitution to Bell of 
$900.00. 

On appeal, Bowler raises three issues re
garding the admissibility of evidence. We 
affirm. 

Bowler first came to the attention of Bell 
during an investigation of Donald Ander
son, a fellow employee of Bowler's, for blue 
box toll fraud. An "Hekemian"3 attached 

2.	 The District Court ordered that admissions 
made by Bowler prior to the administration of 
the Miranda warnings be suppressed; in all 
other respect the motion was denied 

3.	 An Hekemian is a device which records the 
number dialed, the date and the time a call 
originates and terminates. Upon detection of a 
2.800 cycle tone, it also prints the information 
inred and starts a tape recorderwhichruns for 
less than two minutes. Thus, theHekemianin 
designed to generate"papertapes" which pre
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to Anderson's telephone showed that he had 
made several telephone calls to Bowler's 
number. David Burkhart, a security officer 
for Bell, placed a "snifter"4 on Bowler's 
telephone solely because the Anderson tapes 
revealed the calls to Bowler's home. Bell 
maintained a common practice of checking 
out "known associates" of blue box users. 
The snifter revealed that 2,600 cycle tones 
were being emitted by Bowler's telephone 
and accordingly an Hekemian was attached 
thereto. The evidence gathered by it indi
cated illegal toll call were being placed by 
Bowler. Burkhart then turned his informa
tion over to the Federal Bureau of Investi
gation. 

Based on the information supplied by 
Burkhart, Agent Gwin of the F.B.I, obtain
ed a warrant to search Bowler's home. Ex
ecution of the warrant led to the discovery 
of a blue box and statements were taken 
from Bowler before and after he received 
Miranda warnings. 

[1] Bowler first complains that no evi
dence was properly admitted against him 
because it was all derived from the use of 
the snifter which on the facts of this case 
constituted random monitoring in violation 
of Title III of the Omnibus Crime Control 
and Safe Streets Act of 1968, § 802, 18 
U.S.C. § 2511(2)(a)(i) (1970).5 However, this 
argument has no merit since the use of a 
snifter is not within the scope of Title III. 

The snifter does no more than record 
each telephone emission of a 2,600 cycle 
tone characteristic of the illegal use of a 
blue box. The use of such a devise is not 

vide a basis for restitution by supplying evi
dence that a toll call was made and indicating 
the parties involved. 

4.	 The sole function of a snifter is to "peg a 
register" each time it detects a 2,600 cycle 
tone. It records neither the number called nor 
the content of any communications made. 

5.	 Fourth Amendment standards are not in
volved in assessing the propriety of this action 
because Burkhart did not act in concert, under 
the direction or with the acquiescence of state 
or federal officials. 

restricted by § 2511(2)(a)(i) because "the 
right of privacy protected by the wire tap 
statutes goes to message content rather 
than the fact that a call was placed." Unit
ed States v. Goldstein, 532 F.2d 1305, 1312 
(9th Cir. 1976). This conclusion is further 
buttressed by a more recent decision of this 
Court. In Hodge v. Mountain States Tel. & 
Tel. Co., 555 F.2d 254 (9th Cir. 1977), this 
Court noted that Title III only prohibits 
disclosure and use of communications which 
are "intercepted" within the meaning of the 
Act and that the term "intercept" covers 
only "aural acquisitions" of communica
tions. Id. at 257. The Court then held 
"that the use of [a] pen register [does] not 
constitute a violation of Title III . . . 
[b]ecause a pen register is incapable of 
making an aural acquisition of any commu
nication . . .."Id. 

"A pen register records the numbers 
dialed from a particular telephone. It does 
not disclose the contents of any conversa
tion nor does it indicate whether any calls 
were completed." Id. at 266, Hufstedler, J. 
concurring. In contrast, the snifter does 
not even record the number dialed and the 
appellant justly concedes that a snifter is 
"less intrusive than even a pen-register 
. . . ." Since the use of the more intru
sive pen register is not governed by Title 
III, it follows that the use of the snifter is 
also outside the ambit of the Act.6 

Bowler's second argument is that the 
search warrant was defective in that an 
attempt to correct an error in the descrip
tion of the p remises to be searched was 
"legally insufficient" and that the uncor-

If, however, Bell violated the Act in obtaining 
the contents of any of Bowler's communica
tions, 18 U.S.C. § 2511(1)(c) would make dis
closure thereof unlawful and the introduction 
into evidence of the contents or any evidence 
derived therefrom would be prohibited by 18 
U.S.C. § 2515. 

6.	 Once Bell had the information supplied by the 
snifter, its action in attaching the Hekemian— 
which device is capable of making aural acqui
sitions of communications—clearly was not un
lawful random monitoring at provided in 18 
U.S.C. § 2511(2)(a)(i), Goldstein, 532 F.2d at 
1313. 
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rected description failed to satisfy the par
ticularity requirement of the Fourth 
Amendment. The search warrant and sup
porting affidavit described the physical ap
pearance of Bowler's residence and listed 
the street address as 3835 West Diana Ave
nue, Phoenix, Arizona. However, the true 
street address was 3335 West Diana Ave
nue. Prior to the execution of the warrant, 
Agent Gwin noticed the error and brought 
it to the attention of the issuing magistrate 
who promptly corrected the affidavit and 
the warrant. 

Bowler claims that the actions of Agent 
Gwin constituted "oral testimony" not 
sworn and made a part of the affidavit as 
required by Fed.R.Crim.P. 41(c) and United 
States v. Anderson, 453 P.2d 174 (9th Cir. 
1971). The flaw in Bowler's argument is 
that the accurate information was properly 
before the magistrate at the time the cor
rection was made. The correct street ad
dress was specified in a "Statement of 
Probable Cause" which was physically at
tached to and incorporated into the affida
vit. Thus, the correct address had been 
properly sworn to before the magistrate. 
United States v. Buschman, 386 F.Supp. 
822, 829 (E.D.Wis.1975), aff'd, 527 F.2d 1082 
(7th Cir. 1976). 

[2,3] The District Court found the mag
istrate had merely corrected a "clerical er
ror." It appears and we agree that the 
District Court rightly concluded that the 
correct address was specified in the "State
ment of Probable Cause" and that a typo
graphical error in the first part of the affi
davit was carried over to the search war
rant. Corrections of such errors are per
fectly proper. United States v. Kesch, 480 
F.2d 1274, 1284-85 (10th Cir. 1973); United 
States v. Pittman, 439 F.2d 906, 909 (5th 
Cir.), cert. denied, 404 U.S. 842, 92 S.Ct. 138, 
30 L.Ed .2d 77 (1971). Neither the Fourth 
Amendment nor Rule 41(c) nor Anderson 

7.	 Since we hold that the description of the 
premises to be searched was properly correct
ed, we need not discuss Bowler's further con-

nor common sense requires a person to be 
sworn or resworn before bringing a typo
graphical error to the attention of the issu
ing magistrate prior to the execution of the 
warrant where the correct information is 
already properly before him.7 

[4] Bowler's final contention is that the 
statements he made after the administra
tion of the Miranda warnings were not 
properly admitted because they were taint
ed by statements improperly adduced be
fore the warnings were given. The District 
Court found that Bowler not only under
stood his rights but exercised them intelli
gently, freely and voluntarily, answering 
some questions while refusing to answer, 
others. This finding, which was based upon 
evidence brought out at the hearing on the 
motion to suppress, involved a determina
tion of the credibility of conflicting testimo
ny and consideration of Bowler's age, edu
cation, mental condition and articulateness, 
as well as the particular setting in which 
the statements were given. We are not 
convinced that "the conditions that ren
dered the pre-warning admissions inadmis
sible carried over to invalidate [his] subse
quent confession." United States v. Toral, 
536 F.2d 893, 896 (9th Cir. 1976). 

The judgment of conviction and suspend
ed sentence of Bowler entered by the Dis
trict Court on July 19, 1976 is affirmed. 

AFFIRMED. 

tention that the description, uncorrected, was 
inadequate. 
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Can Privacy and Computer Coexist?


By DAVID BURNHAM 
Special The New York Times 

WASHINGTON, Nov. 4 — Should a 
Federal agency have the right to 
search an employee's personal ma
terial filed in a Government comput
er? 

It such a search comparable to 
searching desk drawers to see if they 
contain personal notes or papers? 

These were some of the questions 
that Larry Laytan, a 38-year-old civil
ian computer official with eight 
year's experience at the Army's 
Material Development and Readiness 
Command, decided needed examina
tion. 

So, a few weeks ago, Mr. Laytan sat 
at his computer terminal and tapped 
cut a message for the national elec
tronic mail system established by the 
Defense Department to help scien
tists all over the country communi
cate with each other about nonclassi
fied matters of common interest. 

Complaint About Investigation 
He informed all those with access 
to what is called the ARPA Net, for 
Advanced Research Projects Agen
cy, that his interest in these questions 
about such searches had been 
touched off by three instances where 
the Army's Criminal Investigation 
Division, sometimes in conjunction 
with the Federal Bureau of Investiga
tion, had made total inspections of 
our workplace computers without any 
type of court order or identification of 
what they are looking for other than 
wrongful use of Government prop
erty." 
The investigators, he added, had 
not limited their search to specific in
dividuals or files. 

The computer expert continued, 
saying that he knew of employees 
who had been by the inves
tigators for seemingly insignificant 
violations of Government policy. 

"They have read individuals their 

rights and otherwise retired to intimi
date them in two instances that I 
know of, once after finding a recipe in 
a message, and once, when a baby sit
ter's telephone number was found in a 
telephone number file," he said. 

"I just thought some problems 
were raised that should be considered 
by the Government, academic and in
dustry people who have access to 
ARPA Net," he explained Wednesday 
in an interview. 

Tip About Missing Computer 
An spokesman for the Army's 

Criminal Investigation, Division, 
Marilyn Love, refused to answer a 
List of specific questions raised by Mr. 
Laytan's statement. She said it was 
against Army policy to comment on 
"on-going investigations." She added 
that the cases referred to by Mr. 
Laytan were discovered at a result of 
a tip received by investigators in 
December1982 that Army employees 

Mr. Laytan said in his message that 
the Army's legal staff had advised his 
supervisors "that what is taking 
place is legal, by all precedents." He 
added, "They say that computer files 
do not have the same privacy protec
tion that telephone usage has." 

The message continued, "If in fact, 
the owner of a computer system has 
the right to search (in a witch hunt 
fashion) through all the files, with the 
threat of prosecution, than I too will 
refrain from using the system as I 
have in the past: as a note pad, tele
phone replacement, sounding board 
for ideas, etc." 

40-209 0 - 85 - 40 
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Computer Communications Vulnerable

As Privacy Laws Lag Behind Technology


No federal law clearly makes it a crime to intercept computer transmissions or to 
break into a computer system to look around or destroy information. 

BY RONALD BROWNSTEIN 

When Citicorp vice president Rich
ard W. Coughenour wants to send 

a memorandum to one of the bank's em
ployees, he turns to a compact device on 
the corner or his desk that looks like a 
cross between a computer and a tele
phone. The machine, called a Display-
phone, has the typewriter-like keyboard 
and video display screen of a computer 
and the touch sensitive key pad of a fancy 
telephone. 

Coughenour hits a touch pad labeled 
EZmail and the machine dials the num
ber to connect him with Citicorp's inter
nal electronic mail system, the electronic 
tones softly tolling as the Displayphone 
runs through the digits. When the num
ber is dialed. Coughenour hits a touch 
pad labeled connect and the screen lights 
up with commands. First it asks him to 
enter his mailbox number. Then it asks 
for his password. 

To send a memo, Coughenour hits a 
touch pad labeled compose and pulls out 
the small keyboard from under the pad. 
He types out the message and hits the 
touch pad labeled send. 

From his office at the tip of Wall 
Street, the message skitters across the 
bank's private fiber optic cables to 
Citicorp's Park Ave. office. From there, 
if it is traveling to a Citicorp office out
side New York City, the message rides a 
microwaverelay to a private earth station 
in New Jersey where it is transmitted 
22.300 miles up to a satellite on which 
Citicorp owns space. From the satellite, 
the message returns to another Citicorp 
earth station and then along public or 
leased phone lines to the recipient's com
puter. All in a matter of seconds. 

Although the message is easy to send, 
it is also easy to steal. With a large 
enough antenna, it is not difficult to inter
cept microwave transmissions. 
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Is anybody listening in? "I don't doubt 
it." said Coughenour, a former Air Force 
intelligence officer who runs Citicorp's 
mail services. "The Russians have a big 
mission at the United Nations and all that 
equipment on the roof; that's not all there 
to get Home Box Office. I don't wonder if 
(some of our competitors) are pointing 
some stuff at us too." 

The information may be vulnerable in 
a legal sense as well. While the laws 
governing wiretapping clearly protect 
spoken communications—essentially, or
dinary telephone calls—many experts are 
concerned that no law makes it a crime to 
eavesdrop on communications between 
two computers, even though the informa
tion that passes between them is often 
highly sensitive. 

The fuzziness of the laws protecting 
computer-to-computer communications 
is only one area where new computer or 
communications technologies, or merely 
new and aggressive applications of exist
ing technologies, have exposed gray spots 
in the nation's laws governing privacy. 
"Our laws have not kept pace with the 
technology," said attorney Ronald L. 
Plesser, former general counsel of the 
Privacy Protection Study Commission, 
which studied the nation's privacy laws 
for Congress in the mid-1970s. "The tech
nology has been expanding so quickly 
that the laws written for one level of 
technology quickly become obsolete." 

Generally, the privacy implications of 
these technological changes have not re
ceived much political, legal or social at
tention. "We're not even giving it serious, 
practical consideration," said University 
of Illinois political economy professor Da
vid F. Linowes, who chaired the privacy 
commission. 

But with the arrival of George Orwell's 
nightmare year of 1984. these blind spots 
in the law and the general issue of privacy 
are beginning to receive increased scru

tiny. New York Times reporter David 
Burnham has reignited a debate on the 
potential threat to privacy posed by the 
use of computers with a controversial new 
book. The Kite of the Computer State. 
Robert W. Kastenmeier, D-Wis., who 
chairs the House Judiciary Subcommit
tee on Courts, Civil Liberties and the 
Administration of Justice, has begun a 
wide-ranging series of hearings on the 
state of civil liberties, including the im
pact of new technology on privacy. Sev
eral other committees are examining the 
laws safeguarding computer information. 
Universities and other organizations 
across the country, such as the Smithso
nian Institution, are holding conferences 
on Orwell, technology and 1984. And the 
American Civil Liberties Union is plan
ning a major conference on privacy. 

Many of these forums will be used to 
criticize the Reagan Administration's 
policies on release of government in
formation, classification of government 
documents and law enforcement. But 
most of these groups are also examining a 
different issue: where has new technology 
outflanked the privacy laws? 

ELECTRONIC MAIL 
A new technology almost entirely 

unaddressed by existing law is electronic 
mail. For years, communications experts 
have considered electronic mail—gener
ally defined as the electronic transfer of 
written information—to be a tool of tre
mendous potential. Electronic mail al
lows an executive such as Coughenour to 
send messages instantly to employees 
around the world, far faster than by any 
courier service. 

But the potential ofelectronic mail has 
largely been unrealized. Private elec
tronic mail services did only about $40 
million worth of business in 1983, and the 
few companies with their own internal 
systems, of which Citicorp is considered a 



leader, sent about an equivalent number 
or messages, estimates Kenneth G. 
Bossomworth, president of International 
Resource Development Inc., an elec
tronic mail consulting firm. Growth has 
been slow because the electronic mail 
systems have generally required both the 
sender and recipient of a communication 
not only to have computers but also to 
subscribe to the same system. 

Industry observers expect that elec
tronic mail will take off with MCI Com
munications Corp.'s entry into the busi
ness. In September. MCI launched an 
electronic mail service that allows anyone 
with a computer terminal, or even an 
electronic typewriter, to send a message 
to anyone else in the United States. If the 
recipient does not have a terminal, the 
message is printed nearby and delivered 
either by courier or the U.S. Postal Ser
vice. 

MCI is predicting rapid growth for the 
system: from 80.000 users today to 
200.000 by 1985. And industry experts 
are inclined to agree. "The MCI entry 
will transform the industry's revenue pic
ture," said Bossomworth. 

With the proliferation of computer ter
minals in the home and the office, elec
tronic mail could eventually siphon off a 
significant chunk of both mail and tele
phone business. In 1982, the congres
sional Office of Technology Assessment 
calculated that ultimately at least two-
thirds of the Postal Service's annual vol
ume of 110 billion pieces "could be han
dled electronically." By 1990, the office 
estimated, more than 23 billion messages 
could be sent through electronic mail or 
electronic funds transfer systems. The 
report predicted that conventional mail 
volume is likely to peak in the next de
cade and then decline. 

Though the economic prospects for 
electronic mail may be starting to clear 
up, the laws covering it remain cloudy in 
two basic areas: unauthorized entry into 
such systems and requests by law en
forcement officials for access to the 
records of people's communications held 
by electronic mail networks, such as 
MCI. The legal uncertainty underscores 
the major privacy concern of electronic 
mail's potential customers, who are wor
ried about competitors reading their in
ternal communications "The fear 
[among possible users] is that somebody 
will get access to the system's central 
computer and get access to their mes
sages," said computer consultant Waller 
E. Ulrich, who chairs the new Electronic 
Mail Association's committee on privacy. 

Prosecutors have complained that 
while existing laws can be used against 
criminals who use computers to commit 
fraud, no taw clearly makes it a crime to 
break into a computer system to look 
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In a matter of seconds, Citicorp vice president RichardW.Coughenoursends 
messages on his Displayphone from his office on Wall Street to bank employees 
around the world. Although the message is easy to send, it is also easy to steal. 

around or destroy information. Some le
gal barriers are in place. About 20 states 
have laws addressing unauthorized com
puter break-ins, and some experts note 
that if someone sought unauthorized en
try into a computer system by misrepre
senting himself as an authorized user he 
could be prosecuted under the federal 
wire fraud law. 

But the electronic mail industry, 
among other computer users, would like 
clearer protection. The wire fraud law 
"was not designed for the problem of 
trespassing against someone's intellectual 
or electronic property." said Jack 
Greenberg, general counsel of GTE 
Telenet Communications Corp. Telenet 
runs a private electronic mail system used 
by 130 companies that was broken into 
repeatedly last summer, most notably by 
a group of Milwaukee teenagers using 
home computers. 

Rep. Bill Nelson. D-Fla., and Sen. Paul 
S. Trible Jr., R-Vt., have introduced 
identical bills (HR 1092, S 1733) that 
would make it a federal crime to "take 
something of value" from a computer or 
to damage the information in it. Nelson's 
bill has also been incorporated into legis
lation pending before the Judiciary Sub
committee on Crime that addresses 
credit card fraud. Both the Nelson and 
Trible bills, though, still would not make 
it a crime to enter a computer system and 
look at the data in it. An aide to Nelson 
said the bill's sponsors did not believe 
that should be a federal crime. 

While Congress slowly considers these 
proposed legal barriers to computer 
break-ins, electronic mail companies 
have been beefing up their technical de
fenses. In October, the Defense Depart
ment split the 15-year-old ARPAnet, an 

electronic mail network run by the Ad
vanced Research Projects Agency, into 
separate systems for military and unclas
sified civilian research to further limit 
access to military secrets. Unlike other 
systems, the new MCI mail will not allow 
users to pick their own passwords—which 
are often no more sophisticated than the 
name of the user's spouse. Instead the 
new system assigns passwords that are 
randomly generated. 

The electronic mail operators have also 
installed systems to prevent would-be in
truders from programming their own 
computers to repeatedly try possible pass
words until one clicks. Usually, the sys
tems disconnect a user after three unsuc
cessful attempts at the proper password. 
After three such disconnections, the MCI 
system is programmed to notify the firm's 
security department. 

Citicorp's system has similar security 
protections. But no system is immune to 
penetration, said Coughenour, who noted 
that break-in attempts occur "all the 
time." The ultimate defense, he said, can 
only be to keep sensitive information out 
of the electronic mail system. "Users of 
the system understand it and know what 
to put on it," he said. Anyone breaking 
into Citicorp's electronic mail, he said, 
would find information of "only mini
mal " business value. 

Even less clear than the law on break
ing into an electronic mail system are the 
legal standards for access by law enforce
ment officials, for investigators, elec
tronic mail records could be an extremely 
valuable source of information. "Elec
tronic mail is tremendously attractive to 
people who are engaged in investiga
tions." said attorney Plesser. "I think law 
enforcement officials are going to be-
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come more and more interested in elec
tronic mail records." 

Certainty electronic mail networks will 
contain a wealth of data about the com
munications of their users. Telenet holds 
in its computers for anywhere from one 
day to two weeks copies of messages sent 
through the system. MCI plans to hold 
copies of the messages for six months, in 
case questions arise about billing or cus
tomers accidentally erase their messages. 

Just the fact that MCI's computer ca
pacity will enable it to hold the messages 
it transmits for six months makes "some 
customers nervous," said Marilyn M. 
Mouly, vice president for marketing of 
MCI Digital Information Services Corp., 
the subsidiary that runs MCI's electronic 
mail system. "When you mail a letter 
with the Post Office, they don't Xerox it. 
Generally people see us as carrying mes
sages, not keeping a copy." 

There are clear rules on when ordinary 
mail sent through the Postal Service can 
be opened. Most correspondence can be 
opened only after a search warrant is 
obtained. When taw enforcement offi
cials want the Postal Service to tell them 
from whom a specific individual is receiv
ing mail, they request a mail cover from 
the chief postal inspector. Under regula
tion, the inspector is supposed to approve 
requests only for the investigation of a 
felony, the location of a fugitive or a 
national security investigation. In 1983, 
the Postal Service approved 6,892 mail 
covers, up 56 per cent from a decade ago. 
Postal Service officials say these same 
rules would apply to mail sent through 
the Postal Service's electronic mail sys
tem, known as E-COM. 

But the rules for access to privately 
transmitted electronic mail have not been 
established. "There is little, if any, legal 
protection for message information in the 
hands of private organizations," said 
Rand Corp. computer security expert 
Willis H. Ware in recent congressional 
testimony. In an interview, Ware said he 
was aware of no law that would prevent a 
private firm from releasing electronic 
mail records to police agencies—or any
one else—merely upon their request. 

Both Telenet and MCI said they would 
not release the information to law en
forcement officials on request alone and 
would require a search warrant or a sub
poena. But those are voluntary decisions 
subject to change, and some in the indus
try would like to see clear legal standards. 
"It certainly is a gray area of what kind of 
protection a company has from federal 
government intrusion," said computer 
consultant Ulrich. 

Similarly, there are no laws governing 
requests by police officials for the records 
of the traditional courier services, such as 
Federal Express. Federal Express attor
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Ronald L. Plesser, former general 
counsel of the Privacy Protection Study 
Commission: "Our laws have not kept 
pace with the [new computer or 
communications] technology." 

ney Elizabeth McKanna said the firm 
generally would require a subpoena be
fore releasing records, but in some cases. 
such as the investigation of a bank rob
bery, might not. "It certainly is not illegal 
for us to provide them with information," 
she said. 

ELECTRONIC BLINDSPOT? 

Also in dispute among experts in the 
field is whether any law protects an elec
tronic mail transmission or any other 
communication between two computers, 
from unauthorized interception while it is 
in transit. 

Two laws govern the interception of 
telecommunications. Title III of the 1968 
Omnibus Crime Control and Safe Streets 
Act bans the private interception of wire 
or spoken communications and estab
lishes a process for approval of wiretaps 
by law enforcement officials. To wiretap 
a suspect, a federal law enforcement offi
cial must obtain the approval of the At
torney General and then a federal judge 
after demonstrating that there is "proba
ble cause" that the suspect has commit
ted or is about to commit one of a list of 
specified crimes. Approval is granted 
only for 30 days or less, and the law 
allows the judge to require reports on the 
investigation. These standards are much 
tougher than the rules governing search 
warrants or other investigative tools. The 
second law, the 1934 Communications 
Act, makes it illegal "to intercept any 
radio communication and divulge or pub
lish" the contents. 

The problem for computer communi
cations arises from the definition of inter
cept in the crime control law. Though it 
bans unauthorized interception, the law 
defines that as "aural acquisition of the 
contents of any wire or oral communica
tion"—that is, the interception of a voice 
communication that could be understood 
by the human ear, as a wiretapper listen
ing to an ordinary phone call would do. 
But computers utilize non-aural commu
nications that transmit data through a 
series of digitized bits that cannot be 
understood by the human ear. For that 
reason, they are not covered by the law. 

No one is accusing the Justice Depart
ment or FBI of abusing this provision of 
the law. Deputy assistant attorney gen
eral for the Criminal Division John C. 
Keeney said in an interview that he has 
not seen any requests to intercept com
puter transmissions. But computer users 
and civil libertarians are concerned that 
the potential for abuse remains unless 
computer transmissions are given the 
same legal protections as telephone con
versations. 

G. Robert Blakey, a law professor at 
the University of Notre Dame, who was 
the principal author of Title III and sev
eral other major crime bills when he was 
an aide on the Senate Judiciary Commit
tee, said that the exclusion of computer 
communications was not an oversight. 
"Did we intend to exclude machine-based 
data? Yes we did," he said in an inter
view. Congress was worried about wire
taps, whose use had been severely limited 
by two Supreme Court decisions in the 
mid-1960s, not about computer privacy. 
Blakey said. "Congress wasn't prepared 
to step into computer privacy, and that's 
the reason we put that word ['aural'] in 
there," he said. "'Aural' is a neat little 
word. It simply confines the bill to the 
consensus that was there" in Congress at 
the time. 

The Justice Department agrees that 
computers are not covered and that fed
eral officials would not have to go 
through the extended Title III process to 
intercept communications between two 
computers. In a 1978 case, U.S. v. Seid
litz, the U.S. Court of Appeals for the 4th 
Circuit also ruled that non-aural commu
nications were not protected by Title III. 

That much seems clear. What is un
clear is whether law enforcement officials 
have to go through any legal process 
before intercepting computer transmis
sions. 

One answer comes from the courts' 
rulings on pen registers, devices that 
record the numbers dialed on & phone, 
but not the contents of the conversations 
themselves. In the mid- 1970s. American 
Telephone & Telegraph Co. (AT&T) as
serted that the FBI had to receive a Title 
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III authorization before the company 
would install pen registers. The FBI ar
gued that an ordinary search warrant was 
sufficient. In December 1977, a sharply 
divided Supreme Court ruled, 5-4, that 
because use the pen register was intercepting 
non-aural communications (the tones that 
indicate the number dialed) and legisla
tive history made clear Congress in
tended to exclude pen registers, the FBI 
did not need a Title III warrant. In two 
subsequent cases, the Supreme Court 
and a federal appeals court have held that 
law enforcement officials did not even 
need a search warrant to install a pen 
register Nonetheless. H. W. William 
Caming. AT&T's senior counsel on pri
vacy issues, said the firm will not cooper
ate with pen register requests without a 
warrant. 

But the signals captured by pen regis
ters may be different from other com
puter transmissions. Because the caller 
knows that records of the numbers he 
dials will routinely be held by the phone 
company for billing purposes, he does not 
have the same expectation of privacy for 
that information as he does for the con
tents of his conversation. 

In a transmission of information be
tween two computers, though, the parties 
would have a reasonable expectation of 
privacy, several experts said. Legally that 
expectation puts the communication un
der the 4th Amendment's protection 
against unreasonable search and seizure, 
these experts argue. "In a computer-to
computer transmission, there is a reason
able expectation of privacy, and any in
terception would be violative of a person's 
civil rights if done by law enforcement 
officials without a search warrant," said 
Caming. 

Moreover, a Senate expert on surveil
lance maintained that the 1978 Foreign 
Intelligence Surveillance Act. which cov
ers national security wiretaps on foreign 
agents, limits the ability of federal law 
enforcement officials to tap non-aural 
communications. One section of the for
eign intelligence law prohibits any federal 
wiretapping not specifically authorized 
by statute, he argued; and Title III, be
cause it docs not mention non-aural inter
ception, does not specifically authorize it. 
The foreign intelligence law provides a 
defense against that ban if law enforce
ment officials have obtained a court order 
or search warrant Other experts, such as 
Caming. dispute that interpretation of 
the foreign intelligence law and maintain 
that it has no bearing on domestic wire
taps. 

Justice Department official Keeney 
said that "if you are going to make any 
sort of invasion or intrusion, get a court 
order." It would be his "guess," he said. 
that law enforcement officials seeking to 

Marilyn M. Mouly of the subsidiary that runs MCI's electronic mail system says 
the fact that MCI's computer capacity will enable it to hold messages it transmits 
for six months makes "some customers nervous." 

intercept computer transmissions would 
not necessarily need a search warrant— 
which requires probable cause—but a 
court order, for which they would have to 
meet a lesser standard of proof. 

But Keeney said he could not make a 
blanket statement that all interceptions 
of computer transmissions would require 
even a court order. "I'm not ready to go 
that far, no," he said. "You're dealing 
with a question of expectation of privacy. 
In some of these areas, there is no expec
tation of privacy. If you're putting some
thing in the airwaves that almost anyone 
can pick out, there is no expectation of 
privacy." 

PRIVATE WIRETAPPING 

The same kind Of uncertainties arise 
over the laws prohibiting the private in
terception of computer transmissions. 
Again, it is clear that Title III's ban on 
private wiretapping does not protect com
puter communications, since they are 
non-aural. But does any other law apply? 

Many experts are concerned that there 
are no clear federal laws prohibiting the 
private interception of computer trans
missions. Other laws could be stretched 
to covet that situation, said AT&T's 
Caming someone intercepting computer 
transmissions might be prosecuted under 
the federal wire fraud laws, or under 
computer protection statutes in the states 
that have them, and could even face civil 
liability for the theft of trade secrets. 
"But," he said, "that is not as strong a 
deterrent as a specific federal law." 

An attorney for a private data trans
mission company said that the 1934 
Communications Act, which bars the un
authorized interception of radio commu

nications, could protect some of these 
messages. Before 1968, this law had es
tablished the rules for interception of 
both wire and radio communications, bat 
Congress removed wire communications 
from its scope with the passage of the 
crime control act. 

Computer messages, though, like other 
telecommunications, often go through 
several steps to completion: along local 
phone wires, through microwave relays 
and off satellites. The attorney argued 
that the 1934 act's ban on intercepting 
radio communications would make it ille
gal to intercept computer communica
tions during the microwave or satellite, 
though not the wire, portions of their 
journey. 

At least two appellate court decisions 
cast doubt on that interpretation. In a 
1973 case, the U.S. Court of Appeals for 
the 9th Circuit ruled that when any part 
of a communication is carried by tele
phone wires, the entire communication is 
covered not by the Communications Act 
but by Title III. In a 1975 case, the U.S. 
Court of Appeals for the 5th Circuit 
rejected the argument that long-distance 
calls carried over microwave relays were 
covered by the Communications Act. 

AT&T's view, said Caming, is that 
both the microwave and satellite portions 
of a telephone communication fall under 
Title III's definition of a wire communi
cation. 

Blakey, though, argues that it is errone
ous to assume that courts would come to 
these same conclusions about the cover
age of the Communications. Act if faced 
with a private interception of computer 
transmissions. In defining wire and radio 
communications, the courts have gener-
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ally been looking for ways to allow evi
dence obtained by law enforcement offi
cials to be used over the objections of 
defendants who maintain that it was ille
gally collected. It is not likely, Blakey 
maintained, that the courts would allow 

it costs more to send an encrypted mes
sage. Citicorp uses a simple encryption 
for its electronic mail and a much more 
sophisticated system for its electronic 
funds transfers, whose security is of far 
greater concern to the bank. Those trans-

Computer users and civil libertarians are concerned there is 
potential for abuse unless computer transmissions are given the 

same legal protections as telephone conversations. 

private wiretapped to use those defini
tions to slip through a blind spot in the 
lawand escape punishment. Wiretappers 
would face liability under either the wire 
fraud statute or the Communications 
Act, he said. 

Nonetheless, Blakey, like many other 
experts in this area, said he would "ap
plaud any effort by Congress to take a 
look at the specific protections" available 
for computer communications. Several 
legislators already are Kastenmeier's 
staff has been looking at the issue, and 
Sen. Walter D. Huddleston, D-Ky., a 
member of the Select Committee on 
Intelligence, has indicated he would sup
port legislation to protect non-aural com
munications. 

Whatever the state of the law, catching 
private wiretappers is not easy. No one 
has a good estimate of the amount of 
private wiretapping that is going on, said 
computer security expert Ware. 

Although it is technically easy 10 inter
cept microwave transmissions, most 
would-be wiretappers are deterred from 
seeking to tap the phone company's net
work that way because of the high cost of 
sifting through the mass of messages 
flowing through the microwave links to 
find the ones they want. (That is not a 
problem if the wiretapper is looking for 
the messages of a single company, such as 
Citicorp, that are carried along a private 
network.) Usually private wiretappers 
seek to intercept messages by breaking 
into local phone lines near the subject, 
say security experts. 

The Carter Administration, which was 
concerned about the Soviet Union's inter
cepting microwave transmissions with 
equipment in its offices in New York. San 
Francisco and Washington, undertook a 
series of steps to increase the security of 
government communications and pushed 
private companies to protect their com
munications through encryption, or en
coding of the information. Only about 
100 companies, mainly financial institu
tions worried about embezzlers sending 
phony messages to transfer funds, 
encrypt their data communications, said 
a government official. 

Firms have resisted encryption because 
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fers cost twice as much to send as the 
electronic mail messages. 

To some extent, new telecommunica
tions technology itself will offer greater 
protection against interception. More 
messages are being sent through packet 
switching technology, which breaks up a 
communication into separate pieces and 
routes each piece along whatever space is 
free on many different communications 
paths. The result is that a single message 
may travel on several different paths, and 
the bits of information following each 
other on any single path may be unre
lated. 

AT&T is changing its current system 
under which a phone conversation follows 
on the same communications path as the 
tones that indicate which phone number 
has been dialed. That system allows wire
tappers to program their computers to 
took for a specific phone number and 
then begin recording. Under the new sys
tem, which is already in place in half of 
the interstate network, the tones will 
travel along a different path from the 
communication itself. Neither of these 
offer insurmountable problems to the 
most sophisticated wiretappers—such as 
the Soviet Union—but they do make the 
job harder, communications experts say. 

COMPUTER MATCHING 
Another area where privacy laws are 

fuzzy is the use of computer matching, a 
technique used by government investiga
tors to find fraud. Matching takes many 
forms, but generally it entails the com
puter comparison of two lists to find 
anomolies that would indicate fraud. 

In Massachusetts, for example, state 
welfare officials have compared recipient 
roles for welfare, medicaid, food stamps 
and other benefit programs against ac
count records in the state's banks to find 
beneficiaries with more than the legal 
limit in assets. The Health and Human 
Services Department (HHS) has 
matched welfare rolls against lists of fed
eral employees and compared the em
ployee lists with the list of those who have 
defaulted on student loans. The depart
ment's Project Spectre compares medic
aid and medicare death files to social 

security payment records to uncover pay
ments to people who have died. 

In one case, during the final months of 
the Carter Administration, a regional 
HHS office in Sacramento analyzed its 
enforcement records to compile a portrait 
of what it called a "welfare queen" and 
then ran that profile against a list of 
county welfare recipients. Those who met 
the characteristics were singled out for 
further investigation, though because of 
staff limits, the office actually investi
gated only a few of those identified. 

Over all, an HHS official estimated, 
the federal government has undertaken 
2,000-3,000 matches, many of which are 
repeated regularly. 

Supporters say that matching is a cost-
effective and efficient way to uncover 
possible fraud in federal programs with
out creating an undue invasion of privacy. 
"Of course we have to match," said for
mer privacy commission chairman 
Linowes. "You have a need for taw en
forcement, for proper administration in 
government. You just can't say one thing 
is completely wrong in most cases." 

Critics say that even if each individual 
use can be justified, the cumulative uses 
of computer matching can constitute a 
serious invasion of privacy. Public opposi
tion quickly grounded plans discussed by 
the Johnson Administration to create a 
national data bank that would have cen
tralized all the data held on individuals 
by the government. Matching, said John 
H. Shattuck, national legislative director 
of the American Civil Liberties Union 
(ACLU), accomplishes the same end 
"through the back door." 

Some critics say that matching under
mines 4th Amendment protections, since 
the records of all individuals in a program 
are searched, not only those for whom 
program administrators have reason to 
suspect of a crime. Others, such as Sen. 
William S. Cohen, R-Maine, worry that 
in the rush to find waste and fraud, the 
privacy implications of the growing use of 
matching are being overlooked. 

"As you look at each case, you can 
make a reasonable case for an exemption 
from our privacy law," Cohen said in an 
interview. "I'm trying to say we need to 
stand back and take a broader view. 
. . . There is another pressure [besides 
looking for fraud], more constitutional, 
more indigenous to our society, which is 
not being felt at this time: the need to 
protect privacy in our technological soci
ety." 

The Massachusetts case demonstrates 
both the advantages and hazards of 
matching. In one instance, the state ter
minated the medicaid benefits of an el
derly woman in a nursing home because 
she possessed assets over the limit. But it 
was later revealed that her major holding 
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was a funeral bond, which is permitted 
under the rules. Since then, the state has 
made procedural changes in the match 
program that have alleviated many of the 
concerns of advocates for benefit recipi
ents. And the state estimates it has saved 
at least $5 million by finding 2,000 bene
fit recipients with assets over the legal 
limit. 

The law governing the use of federal 
records is the 1974 Privacy Act. The act 
generally prohibits the dissemination of 
government records outside of the agency 
that collected them. But because of a 
concession made to get the bill through, 
the law allows agencies to exchange 
records for "routine use." That is defined 
as a purpose "compatible" with the one 
for which the records were originally col
lected. 

The routine use exemption has become 
the legal basis for matching. Matching 
critics say that the intent of the privacy 
law was to prevent records from being 
passed between government agencies on a 
regular basis. "I don't think there was 
anything more clearly thought about than 
that," said James H. Davidson, a former 
Senate aide who helped draft the law. 
"That is what the Privacy Act is about." 
When the Carter Administration pro
posed its First match of federal employees 
against welfare rolls, the Civil Service 
Commission initially resisted on the 
ground that such use of employment 
records would violate the act. 

But eventually, the commission backed 
down. And Shattuck said that whatever 
the intent of the Privacy Act's drafters, 
the language of the statute makes it virtu
ally impossible to challenge a match in 
court. "I think any match that uses in
formation that is not clearly in the public 
domain is a violation of the Privacy Act." 
he said. "Unfortunately, the act is written 
in such a way as to make that extremely 
difficult to prove in a court of law." 

Christopher C. DeMuth, administrator 
of the Office of Management and Bud
get's (OMB) office of information and 
regulatory affairs, which is charged with 
ensuring federal compliance with the Pri
vacy Act, agreed that the law does not 
offer clear guidance on what matches 
might be inappropriate. Congress, he 
said, "had to settle for a formulation that 
is sometimes attacked as too nebulous." 
But he said the fears about matching 
have proven unfounded. "The fears that 
these matches would be used as fishing 
expeditions have not come to pass," he 
said in an interview. "The matches have 
been quite narrow and related to highly 
plausible concerns about fraud and 
abuse." 

With budget cuts forcing welfare pro
gram administrators so trim benefit rolls, 
few legislators have expressed much con-

Sen. William S. Cohen says there is a 
"needto protect privacy in our 
technological society." 

cern about the privacy implications of 
matching. The House Government Oper
ations Committee recently criticized 
OMB for not monitoring agency compli
ance with the Privacy Act. Cohen held 
hearings in December 1982 on matching 
and is planning hearings on matches con
ducted by the Internal Revenue Service, 
including the use of mailing lists pur
chased from private firms to look for tax 
evaders and the growing use of IRS data 
for nontax purposes such as aiding in the 
collection of student loans. Recently, the 
National Senior Citizens Law Center 
won a case in the U.S. District Court for 
the District of Columbia stopping a pro
posed Social Security Administration 
program that would have required recipi
ents of supplemental security income 
benefits to disclose their tax returns. 

But over all, said Cohen, there is "not a 
whole lot of interest" in the subject 
among his colleagues. "The potential for 
abuse is there." he said, "although it does 
not seem imminent to most individuals." 

That assessment does not surprise Rob
ert Ellis Smith, who has been watching 
these issues for almost a decade as pub
lisher of the Privacy Journal. "I think 
legislation often gets enacted by anec
dote." he said. "And the anecdotes are 
often more compelling on the side of 
access." 

CONTROLLING RECORDS 
For records held by the federal govern

ment, the Privacy Act establishes mini
mum standards that allow individuals to 

see and correct their own records. But for 
the vast majority of records held by pri
vate firms, they are no laws. Congress 
has passed legislation placing some limits 
on the use of records held by banks, credit 
bureaus and educational institutions. 
And last year, an part of cable television 
legislation, the Senate voted to limit the 
use of information about subscribers 
without their consent. Similar provisions 
are contained in the House version of the 
bill, which has passed the House Energy 
and Commerce Subcommittee on Tele
communications, Consumer Protection 
and Finance. In full committee, it is likely 
that efforts will be made to revise those 
standards to reflect objections from the 
cable industry and advertisers who sell 
products on cable. 

But generally, Congress has paid little 
attention to the central thrust of the pri
vacy commission's study in the mid
1970s. The commission argued that basic 
principles were needed to govern data 
collection and use of informatics about 
individuals held by institutions and to 
ensure that individuals could see and cor
rect information about themselves. Since 
that report, only the legislation governing 
bank records, which is considered weak 
by many privacy experts, was enacted. 
Another major proposal dealing with 
medical records failed. 

Like the issues of electronic mail and

protection of computer transmissions, the

use of privately held records has not yet

attracted sustained political attention.

"Our concepts involving information pri

vacy haven't even begun to be ad

dressed," said former privacy commis

sion chairman Linowes. "We don't have a

public policy on information protection

and privacy."


Such a policy would not require limit
ing the advance of computer and commu
nications technology, Linowes and other 
experts argue, but would establish princi
ples of law. "The technology makes it 
easier both to collect and disseminate 
personal information without the person's 
knowledge," said Richard M. Neustadt, 
who worked on privacy issues as an asso
ciate director of the domestic policy staff 
in the Carter Administration and is now 
the senior vice president of Private Satel
lite Network Inc. "But that's nothing 
new. We've had personal records existing 
in file cabinets for a long, long time. All 
the computer does is put more records in 
and make it easier to get at. 

"What we're seeing is old problems 
made more complicated, more real. But 
they are solvable. I think you can have 
your cake and eat it too, if we write some 
good rules about this stuff. Unfortu
nately, there doesn't seem to be much 
interest in doing that in Washington 
now." • 
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That's not a 
picture hook — 
it's a 'bug' 
By Peter Grier 
Staff writer of The Christian Science Monitor 

Washington 
One hundred eighty miles above the 

earth there soars an electronic eye so keen 
that eagles, by comparison, are blind as 
bets wearing sunglasses. 

This marvel is the U S KH-11 spy satel
lite, alias "Keyhole." The KH-11's cam
eras can pick out cars in the Pentagon 

parking lot — while the 
satellite is over, say, De-PART 1 troit. They can see mov
ing tanks in the dark, 

and an able to detect camouflage trees. 
"US satellites are the best in the 

world," says a former military intelli
gence officer, arms waving with excite
ment as he discusses the subject. "Easily 
the best in the world." 

They are also the cutting edge of a 
technology most Americans know little 
about: high-tech surveillance equipment. 
Over the last five years, microchips and 
miniaturization have led to tape machines 
that can record 40 conversations at once, 
tiny TV cameras that see in starlight, and 
"bugs" disguised as picture books. 

One firm even predicts that camera-
equipped computers will soon be able to 
recognize individual people. 

These devices, for the most part, are 
intended for good use: catching crooks, 
plant protection, international intelli
gence gathering. In many ways they make 

our lives more secure. 
Yet the very existence of these high-

tech eyes and ears compels our vigilance 
— just in case — say those who study pri
vacy subjects. 

"We have all the technology [Orwell] 
anticipated," notes Robert Smith, pub
lisher of Privacy Journal, "and more." 

In fact, an amazing array of surveil
lance devices are available off the rack, 
like ready-to-wear suits. Others can be 
easily assembled from parts sold at many 
radio and drug stores. 

• The Dictaphone "Veritrac," sold 
mainly to law-enforcement agencies, is a 
refrigerator-size tape recorder capable of 
monitoring 40 phone calls at once. At the 
other end of the scale, CCS Communica
tions of New York sells (in states where 
it's legal) a desktop humidor that contains 
a tiny, voice-activated recorder. 

"There are microcassettes [recorders] 
advertised in the Wall Street Journal that 
are vastly better than anything the gov
ernment had five years ago," claims an 
electrical engineer who has worked with 
intelligence agencies. "They fit right in 
your palm. They don't even stick out be
yond your fingers." 

• Video cameras the size of a deck of 
cards will be available this spring from 
RCA Corporation. In place of bulky im
age tubes, these tiny eyes use slices of 
photosensitive silicon. Cameras currently 
on the market can already "see" by star
light and transmit pictures by microwave. 

• Motion sensors that use infrared or 
ultrasonic waves, once limited to space 
shots and expensive weapons, have be
come standard items in the catalogs of 
such security firms as A D T and Racal. 
They are used in spots where normal cam
eras are useless: The National Park Ser
vice, for instance, has used infrared sen
sors in the recent past to count hikers in 
heavy forest foliage. 

• Advanced technology has rendered 
the "bug" planted by the Watergate bur
glars as obsolete as a phone made from tin 
cans and string. Mix together the micro
phone from a hearing aid, a pared-down 



'Veritrac' monitors 40 phonecallsat once 

watch battery, and a few odds and ends, 
and you can today produce an illegal lis
tening device the size of a picture hook. 

"They only work a few hours or days, 
but you can't even recognize them as 
bugs," says Harry Augenblick, head of 
Microlab/FXR, a company that makes 
bug detection devices. 
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Furthermore, surveillance gadgets to
day are often linked together in security 
systems, then turbocharged with add-on 
electronics. This extra power gives the 
systems a smattering of "intelligence." 
RCA's digital motion detector, for in
stance, enables cameras to distinguish be
tween a guard on routine rounds and 
someone entering a restricted area. 

Advances in computer technology will 
eventually make security systems even 
more discerning. 

"Now there are special computers be
ing designed that will be able to recognize 
people," says Harold Krall, an RCA vice-
president of the closed circuit video equip
ment division. "This whole industry is in 
tremendous ferment." 

Of course, equipment sold at the corner 
security store is crude and bulky com
pared with the high-tech eyes and ears 
used by the United States government. 
"Q," the disheveled gadgeteer who makes 
James Bond's espionage knicknacks, has 
little imagination compared with the sci
entists who work for the Pentagon. 

US intelligence agencies, for instance, 
have in the past trained pigeons to deposit 
bugs on windowsills, according to con
gressional documents. They have experi
mented with microwave lie detectors that 
measure stomach flutters from half a mile 
away. Eavesdropping lasers, which work 
by "listening" to windowpane vibrations, 
an reportedly standard Central intelli
gence Agency (CIA) fare. 

But the Mercedes of surveillance de
vices is undoubtedly the US spy satellite. 
The most advanced US skyborne eye, the 
KH-11, orbits the earth at an altitude of 
160 to 180 miles, snapping away with both 
enhanced-color and infrared cameras, ac
cording to intelligence and scientific 
sources. Photos are either beamed 
straight back to earth or dropped over
board in parachute capsules. 

Its multicamera capability allows the 
Keyhole to see in the dark and strip away 
camouflage. The satellite can focus on ob
jects as small as a Toyota — but it can't 
yet pick out lettering on crates, or tell Cu
ban advisers from Nicaraguans. 

"A lot of the stuff you hear [about the 
KH-11], reading license plates and things 

like that, is exaggerated," says one 
knowledgeable source. 

Other surreptitious US satellites in
clude the KH-9. which scuds along in a 
low orbit for clearer pictures, and the 
Rhyolite, which eavesdrops on radio 
transmissions from its parking spot 
22,000 miles above the Earth. 

The purpose of all this electronic gear 
is to spy on foreign nations, so the US can 
know better what's going on in the world. 
There is evidence, however, that these 
satellites have in the past turned and fo
cused on Americans. 

A CIA memo of May 8, 1973, written 
by then-Deputy Director Edward Proctor, 
implies that the US government spied on 
domestic demonstrations from space. The 
memo, obtained by the Center for Na
tional Security Studies and read by this 
reporter, says that the agency's satellite 
photo arm "has examined domestic cov
erage for special purposes such as natural 
catastrophes and civil disturbances." 

In addition, Dow Chemical in 1980 ac
cused the US of using satellite photos to 
monitor pollution from factories. 

This sort of evidence leads to the larger 
issue of control of surveillance technol
ogies. Should we worry about the advent 
of 40-track tape recorders and fist-size TV 
cameras? Once computers have been 
trained to recognize people, will they 
someday be programmed to search for us? 

The advent of computerized informa
tion networks — automatic teller systems, 
electronic mail — makes this question of 
control of technology more urgent. 

"Technology can create new opportu
nities for privacy invasion, manipulation, 
and control,'' concludes an Academy of 
Political Science privacy paper, "but it 
does not by itself create the structure of 
power that commits those abuses." 

Notes Anthony Oettinger, head of the 
Harvard Center for Information Policy 
Research: "The problem with the meta
phor of Big Brother is that it suggests 
some kind of outrageous dictatorial power 
[is out there]. Reality is muchmore subtle 
than that." 

First of six articles. Next: electronic 
eavesdropping. 
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Who's snooping and how?

US and USSR 'peer into mist


All this doesn't mean there are lots of little guys out 
there listening to your calls. For the most part, only na
tions indulge in extensive electronic eavesdropping. 

The Soviet Union is the most notorious example. 
Their buildings — from the old Embassy on 16th Street 
here, to the United Nations' Mission on 67th Street in 
New York, to the West Coast consulate on top of a San 

Wisconsin Avenue, one of the highest spots in Washing-Francisco Hill — are topped with forests of antennas. 

By Peter Grier 
Staff writer of The Christian Science Monitor 

Washington 
Pretending to be a Soviet eavesdropper, I peer into the 

purple mists of northern Virginia, searching for the 
Pentagon. 

I am standing on the roof of an apartment on upper 

ton. Next door, the spindly legged frame of the new So
viet embassy is just emerging fromrooming shadows. 

From this vantage point, two things about the half-fin
ished embassy quickly become apparent: 1. The Soviets 
will have a great view. 2. Their antennas will pick up 
more than HBO and "This Week with David Brinkley." 

To the south, nextto the greyribbon of I-395, the Pen
tagon is clearly visible. To the east is American Tele
phone & Telegraph's (AT&T) Arlington switching sta
tion, which sends an electronic beam of phone calls 
shooting right over the Soviet site. A few blocks north 
are thetowers of the Naval Security Station and Western 
Union's Tenleytown microwave relay. 

The prospect of foreign serials in the midst of this
electronic interchange illustrates a di
lemma of modern telecommunications. 
Whiz-beng technology makes the United 
States system the beet, in the world, say 
telecommunication experts — but that 
same technology makes it relatively easy 
so intercept messages. 

The USSR, from trawlers, trucks, and 
rooftops, has been listening in on our 
phone calls for years, say US officials with 

From these rooftops and elsewhere, the USSR has been 
listening in on US phone calls for at least a decade, any 
government and academic sources. 

They are probably after more than military secrets, 
"Department of Defense [communications] will be 
encrypted," says an official who worked on theissue for 
the Carter administration. "The problem is that sensitive 
private-sector information is vulnerable." 

Conversations pulled from the sky have likely helped 
the Soviets in grain-contract negotiations, for instance, 
says this source. Their Glen Cove, N.Y., weekend lodge 
is well-positionedto listen in on Long Island's defense in
dustries. The San Francisco consulate is thought to hide 
equipment trained on Silicon Valley. 

Defensive measures have been taken 
since the eavesdropping was first discov
ered. US government communications
have been rerouted underground; impor
tant defense contractors have been outfit
ted with government scramblers. AT&T 
now beams most microwaves in a way that
is much more difficult to unravel, says
Willis Ware, a Rand Corporation commu
nications expert. 

The National Security Agency, the US 
government's secretive electronic intelli
gence arm, scans an unknown amount of US messages 
headed overseas, according to court records and civil li
berties advocates. 

Furthermore, it may be perfectly legal for anyone to
eavesdrop on computer communications. Experts worry
that wiretap law may cover only human speech, leaving
the "beadle-de-beep" of computertalk unprotected. 

In general it is the demise of the wire which has made 
these activities possible. Once, phone calls traveled only
paths of copper; today many are shot across country by
microwave. Microwave beams can be a third of a mile 
across, and to catch them, all an eavesdropper must do is 
hoist small dish antennas in their path. If the beam is an 
AT&T tank line, sophisticated computer analysis is 
then required to unravel it. 

Overseas messages bounced off satellites are even 
easier to grab. With a good dish, satellite traffic can be 
stolen from anywhere in the US, from ships offshore, 
"even from Cuba," wryly notes aformerWhite House 
communications official. 

Wireless phones are vulnerable, too. If you have a 
cheap model, neighbors may be able to hear parts of your 
conversation on AM radio. Last December, police in 
Woonsocket, R.I., used this eavesdrop techniqueto share 
a 19-member drug ring. 

access to intelligence information. PART TWO But the USSR, at the same time, has 
been updating its interception gadgets.
Overall, "the situation is more or less the 

same," claims a congressional aide with access to intelli
gence information. 

Other nations probably have electronic eavesdropping
equipment in the US, though not on the same scale as the 
Russians. The US itself, however, has high-techears that 
put the Sovietsto shame. 

The National Security Agency (NSA), the US elec
tronic intelligence arm, has six times the number of em
ployees of the Central Intelligence Agency (CIA), accord
ing to congressional estimates, and has giant antennas
from suburban Washington to Pine Gap, Australia. 

Most of these ears are trained on other nations, strain
ing to pick up chatter between Soviet pilots or data from 
Chinese missiles. But some are turned inwardto monitor 
US phone calls and telegrams headed for other nations. 

NSA dishes in Sugar Grove, W.Va., can eavesdrop on
a nearby COMSAT post that handles half ofall US inter
national satellite communications, says James Hemford
in his book "Puzzle Palace." NSA installations in Maine, 
Washington State, and California have similar purposes, 
he claims. 

The NSA sweeps up vast numbers of messages 
headed overseas from the US, accordingtorecords from 
a 1982 court case on use of the agency's intelligence.
High-speed computers then rifle through this raw data at 
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leisure. When they stumble across a keyword 
("Khomeini," perhaps) that means the message might be 
useful, it is printed out for further study. Other commu
nications are discarded. 

A US appeals court judge, in the context of the '82 
suit, did notfind this activity illegal. But some congres
sional aides and civil libertariansfeel the NSA impinges 
oncitizens' constitutional rights, as the agency's meth
ods inadvertently filtermillions of innocent messages. 

Theintrusion isnolessserious because it's so quick, 
or because no trace is left, or because no human is in
volved," says David Watters, an electrical engineer and 
former consultant to the CIA. 

The NSA's power has been abused in the past: Be
tween 1945 and 1975, under "Operation Shamrock," the 
agency was given copies of almost all telegrams sent 
overseas. During the View am war era, the NSA listened 
to conversations of Jane , Dr. Benjamin Speck, 
andothers on a "watch list"of 1,850 protesters. 

Today, "the NSA does nottarget the communications 
of US citizens," a former NSA director, Vice-Adm. 
Bobby Inman, said in an interview. 

"The provisions are also in place to suppress any po
tential for saving a 'watchlist' of knowledge that's inci
dentally acquired," he added. "There is not, in fact a 

danger of Big Brother turning to listen to the communi
cations of its citizens." 

There may be a danger in the US, however, of 
unwanted ears listening in on thecommunications of 
computers. The 1968 Crime Control Act, which governs 
non-national-security wiretaps, prohibits "aural acquisi
tion" of telecommunications. In other words, it's illegal 
to intercept a communication you can hear and 
understand. 

But as anybody who's ever listened to computer 
"speech" knows, you can hear it — but you can't under
stand it. 

Ron Plesser, counsel to the 1977 Privacy Protection 
Commission, says that means that it may be perfectly 
legal to eavesdrop on computers. "It's a real issue," he 
says, "although I don't think it's that hard to fix." 
This glitch is a good example of how quick-footed in
novation often outflanks efforts to control and protect it. 

"These technological advances happen so quickly that 
the normal process our government and society uses for 
adjusting to change doesn't have one to take effect," 
says Arthur Bushkin, a former Commerce Departments 
information policy official 

Second of six articles. Next: domestic wiretappings 

Inman: little chance of intentional domestic spying

Washington

Bobby Ray Inman doesn't look like a spy. With his
prominent glasses and equally prominent grin, he could 
be a copier salesman or the owner of a string of conve
nience stores. 

But the Rhonesboro, Texas, native in fact is one of the 
premier United States intelligence officers of the post-
World War II era. Among other things, 
Mr. Inman, a retired vice-admiral, has 
been director of naval intelligence, vice-di
rector of the Defense Intelligence Agency, 
chief of the National Security Agency 
(NSA), and deputy director of the Central 
Intelligence Agency (CIA). 

"This country does need to have strong, 
healthy, viable intelligence organizations," 
insists Inman, now head of MCC Corpora
tion, amicroelectronicsresearch company. 

For the most part, the US public sup
ports this goal, he says — with the caveat 
that spy agencies never again "resort to 
domestic surveillance,'' as they did 
through the Vietnam war. 

The abuses of the past — CIA spying on antiwar
protesters, NSA perusal of US telegrams headed over
seas — weren't entirely the fault ofespionage agencies, 
says Inman. "These weren't things theintelligence agen
cies decided, 'Gee. wouldn't that be great to do?' They all
flow from decisions at senior levels of the executive 
branch the intelligence community to do them," 

says. 
Today there is little likelihood of an

other Operation Chaos (the illegal CIA do
mestic spying program) or Operation 
Shamrock, NSA's long-term scanning of 
US telegrams headed overseas, says 
Inman. But with theNSA's electronic ears 
sucking up information all over the world,
"the prospect of incidental, unintentional
acquisition ofinformationon US individ
uals is a reality,' he admits.
NSA procedures guard against abuse of 
this data, he says. When it is recognized
that a message contains the identify of a 
US citizen, that identify is suppressed. 

— P.G. 
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Wiretaps: is there enough supervision?

By Peter Grier 
Staff writer of The Christian Science Monitor 

Hauppauge, N.Y. 
"KEEP OUT" is penciled on the battered door. We 

knock before entering, to make sure no one's inside. 
The room looks like a junior high school teachers' 

lounge. It is windowless. with aged chairs, a Cyclops eye 
of a clock, and a carpet that was once orange. Along one 
wall stretches a counter that would be perfect for eating 
lunch if you moved all the tape recorders. 

"I wouldn't let you in if they went listening," says 
Ray Perini, chief of the Suffolk County narcotics bureau. 

This, in fact, is a wiretapping lounge. From here, Suf
folk County detectives with headphones and Superscope 
recorders listen in onsuspects' phone calls. It's amazing, 
they claim, how loose-lipped criminals can be. 

"They say stuff like, 'You talk, my phone is 
tapped,'" says Mr. Perini. 

After declining steadily through the late '70s, the use 
of wiretaps in law enforcement is again on the rise. In 
1982 (the last full year for which data is available) court-
approved taps were up 22 percent, to 578. Preliminary 
figures show the numbers continued to climb during last 
year.

Yet wiretaps and bugs are powerful, potentially dan
gerous tools. The average tap hears 58 people, both
guilty and innocent. "Videotapping" with tiny cameras
can leave no place to hide.

Are investigators with headphones trampling on con
stitutional rights? 

"Wiretap law is a disaster," 
claims John Shattuck,national le
gal director of the American Civil
Liberties Union (ACLU). 

Over 50 years ago, United 
States Supreme Court Justice Oli
ver Wendell Holmes called police
wiretapping a "dirty business."
Even today, 23 states forbid their
police departments from using 

PART THREE taps and bugs. 
But to officials who use it often, 

electronic eavesdropping is an invaluable weapon in the 
war against crime. 

Take the Federal Bureau of Investigation. Most of the 
tamp in eavesdropping has been caused by the FBI, in 
its pursuit of drug rings. Fighting the new wave of such 
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of distributing cocaine.
Assistant district attorney Freundlich insists that

Suffolk detectives strictly follow federal wiretap laws.
But be admits that the taps are "a big drain on our 
resources." 

Indeed, wiretaps are as expensive as a Mercedes se
dan.The average cost of a tap (including both equipment
and manpower) was $34,000 in '82, according to the ad
ministrative office of the United States Courts.' 

And that, say critics, is a lot to spend 
for something they consider both a danger
ous intrusion on privacy and unnecessary. 

"They should yank them all," grumbles 
Herman Schwartz, a law professor at the 
American University. 

Wiretap are powerful vacuums that 
suck in the words of both criminals and in
nocent phone users. Between 1977 and 
1982,federal taps overheard some 260,000 
people — the vast majority of them inno
cent of any wrongdoing. Officials must 
turn off their equipment if a chat is not 
suspicious. But even a few seconds of 
eavesdropping, say civil liberties advo
cates, constitutes an invasion of privacy. 

"They are inherently intrusive. It's 
analagous to searching all the apartments 
in a building, on the grounds that one may 
have something in it," says the ACLU's 
Mr. Shattuck. 

Wiretaps are also sometimes unconsti
tutional "fishingexpeditions,"say civil li
berties advocates. Officials reason, "Let's 
put a wire on this nasty guy and get him 
for something," critics say, 

On a less theoretical level, eavesdrop
ping critics argue that the technique is sim
ply ineffective — that prosecutors, after 

criminal enterprises, says FBI chief Wil
liam Webster,requires greater use of "sen
sitive techniques. 

"I feel very comfortable using wiretaps 
if guidelines are carefully supervised," Mr. 
Webster said in a recent interview. "They 
have been enormously effective. There's 
still a kind of carelessness where tele
phones are concerned." 

In Suffolk County, on the eastern half 
of Long Island, there are apparently a lot 
of careless criminals. 

Suffolk prosecutors installed more wire
taps in 1982 — 30 of them — than any 
other US county. According to federal 
records, about one-third of the595 conver
sations these taps intercepted were 
"incriminating." 

"You know that scene in the movie 'An
nie Hall,' where Woody Allen sneezes and 
blows $2,000 worth of cocaine all over the 
floor?" says Dave Freundlich, Suffolk as
sistant district attorney. "I heard that 
really happen once." 

Often, says Mr. Freundlich, suspects 
know they are being tapped, andtry to dis
guise the nature of their conversations. But 
their codes are sometimes less than 
cryptic. 

whole tire,' says Freundlich, "and then the
other will ask, 'Do you want the big tire, or the little 
one?'" 

Long Island's ragged shoreline is a haven for drug 
smugglers, and narcotics suspects account for most of 
Suffolk's wiretaps. 

Without electronic help, claim county prosecutors, 
their arrests would reach no higher than street dealers. 
With taps, they say, they are getting the top dealers in 
little county — such as Ronald DeConza convicted in 82 

"One guy will say 'Brings me a tire. A More taps on phone lines they cast their electronics net, haul in only 
afew small criminals. 

Over the last five years, wiretaps have led to the con
viction of an average 900 criminals annually. The major
ity of these are small-time gamblers and street dealers, 
says Herman Schwartz of American University. 

"If I was a Mafia figure, I would make dam sure 
never to say anything incriminating over the phone," 
Shattuck adds. 

And judges probably don't watch over wiretaps as 
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Automatic tellers, electronic mail

raise privacy concerns 
By Peter Grier

Staff writer of The Christian Science Monitor


PART FOUR
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of Investigational.'" 
Bank officials react 

indignantly when asked 
whether they might show 
this data to outsiders. Most 
financial institutions have 
explicit policies on protect
ing the privacy of their 
depositors. 

But it is only the institu
tions' good will that guards 
these secrets, say privacy 
experts. The laws protect
ing financial records are 

very limited, they claim. If the federal government asks 
to see your bank files, the 1978 Right to Financial Pri
vacy Act requires that you be notified. If a private party 
asks for them, it's perfectly legal for the bank to hand 
over the data without saving a word. 

And if you think such things never happen, remember 
that Bob Woodward and Carl Bernstein, in pursuit of the 
Watergate story for the Washington Post, found Califor
nia lawyer Donald Segretti's credit card records to be a 
rich source of information. 

A Congressional Office of Technology Assessment 
study concludes that the need "for more comprehensive 
electronic funds transfer privacy protection . .  . are still 
largely unmet." 

If anything, there may be even less legal protection for 
message transmission systems such as electronic mail. 

The electronic-mail business, long more promise than 
performance, is just now shifting into second gear. Pri
vate firms did about $40 million worth of business last 
year, and in September MCI Communications launched 
its ambitious MCI Mail service. 

Yet these ethereal messages, which flit from computer 
screen to computer screen, are more vulnerable than old-
fashioned letters in several respects. 

For one thing, some clever users of home computers 
have managed to break into the networks. Last summer, 
a gang of Milwaukee teens repeatedly romped through 
GTE Corporation's Telenet system. 

No law explicitly makes this illegal. "It's a very large 
gray area," says Walter Ulrich, a computer consultant 
and head of the Electronic Mail Association's privacy 
committee. 

For another thing, both law officers and private third 
parties might be able to read your messages without your 
knowledge. MCI, GTE, and other electronic-mail com
panies all say they will staunchly defend their subscrib
ers' privacy. No law, however, prevents them from vol
untarily surrendering your mail. 

"Chilling, isn't it?" says Mr. Ulrich. 
But it is still another type of computerized network 

that may have the greatest potential for invading our pri
vacy: two-way cable TV. 

Such systems promise to bring a world of services into 
our family rooms, via color TV. Futurists have long pre
dicted that we will eventually be able to back, shop, and 
express our opinion over interactive cable channels. 

If so, we will be entrusting cable companies with huge 
chunks of data about ourselves: buying and viewing hab
its, perhaps even political and social opinions. 
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"This sensitive personal information is a valuable 
commodity which cablecompanies can sell to . . . inter
ested buyers in order to finance their corporate growth," 
charges John Shattuck, national legal director of the 
American Civil liberties Union. 

No federal statute covers the issue. Four states, how
ever, have passed laws prohibiting cablefirms from dis
seminating individualized data. Two more — New York 
and Maryland — are considering similar laws. 

The industry is sensitive to the problem. Warner-
Amex Cable, which operates the QUBE interactive sys
tem in seven cities, subscribes to a privacy code that was 
the model for several of the state statutes. 

Of course, all these systems — two-way cable, elec
tronic mail, and electronic banking — promise great 
benefits. Privacy experts say they simply want to see 
laws prohibiting misuse of the networks. 

And "we should leave things flexible enough for the 
people who will want to continue the old ways," such as 
paying cash for gas, adds Robert Smith, editor of Pri
vacy Journal. 

Washington seems only mildly interested in the im
pact of computer systems on privacy. The House judi
ciary subcommittee on civil liberties, headed by Rep. 
Robert Kastenmeier (D) of Wisconsin is holding a series 
of hearings on the issue. The Commerce Department's 
National Telecommunications and Information Adminis
tration no longer-works extensively on privacy. 

"Do we as a society accept this evolution [of technol
ogy] and its implications passively?" asks communica
tions consultant Bushkin. "Or do we discuss it and de
cide whether we like the way it is?" 

Fourthina series. Next: Encrypting computer data. 
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Computers now produce cipher as tough 
as 6-inch armor 

By Peter Grier from one computer to another.Messagesare unraveled

Staff writer of The Christian Sciences Monitor withthe aid of a "key," a 56-digit number, all 0s and 1s,


which reverses Sherlock's scrambling equations.

Other ciphering equipment on the open market range


from the Encryptor, an accessory for home computers

Lapsing into a daydream, I wonder whatitcould pos- that costs a few hundred dollars, to the IBM 3848. For


sibly mean: Does McTavish know about the letters of $58,670, the 3848 will encrypt just about anything.

credit, and the carpet dealer in Rabat? If so, then Diana "Say you've got one of ourlargestcomputers,"says

is in danger. Why did the Land Rover have to break, IBM spokesman Steve Carpenter, "and you wanted ev

down? Cairo will be furious ... erything in it to he in ciphered. The 3848 could do it."


Larry Conner of Analytics Communications, break- Of course, machines that make communications se

ing my reverie, points tothecomputer screen in front of cret, as if by magic, have long fascinated ingenious in-

as. vestors.


"This word here is my last name, actu

ally," hesays.


PART FIVE 
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"They make use of both substitution and trans- "Somebody will haveto doa D. B. Cooper with position [scrambling] encryption." Mr. Smid says. data, before people will really pay attention." he "By using both types, you get a very strong 
cipher."	 says, referring to the legendary hijacker who 

parachutedfromaBoeing 727 with $200,000. So far,commercial encryption is not exactly a Meanwhile, science marches on. University re-hot trend. Analysts estimate that US sales of ci- searchers are hard at work ona new type of cipher pher devices hover between $200-$300 million a that may make it even easier for businesses to year. transmit secret messages: "public key But as computer networks proliferate and more cryptology." or PKC. companies become aware of the value of their 
electronically-stored data, demand is likely to see Developed at Stanford and MIT. PKCuses two 

keys instead of one. Thefirst can transform plain a healthy upswing,say communications experts. words into cipher, but can't decrypt the resulting 
"Everyone agrees that the marketfor cryptog- message. The second, secret key is needed to 

raphy will grow in the next 10 years. What is not unlock and read the transmission. Thus a subcon
clear is how much and how fast," a study by the	 tractor of a large oil company, by looking up the 
Harvard Center for Information Policy concludes. company's public key, could send it secret mes-

Banks will perhaps be the beat customers for sages — but couldn't read the ciphered transmis
the "cryptosystems." Their computers, after all, sions of a fellow subcontractor.

are electronic vaults that literally store money. In addition, PKC allows users to add a unique
Already, most financial institutions have digital "signature" to their transmissions. Even-encryption in their automatic teller machines, to 
protest customers' access numbers. Electronic	 tually, business executives may legally be able to 

sign contracts by computer, say cryptologists, and funds-transfer (EFT) systems, which shuttle some exchange certified electronic mail. $600 billion between banks every day. aren't so 
well covered, since they're much more expensive Ronald Rivest of MIT, a PKC pioneer, says a 
to encrypt. computer chip featuring the new cipher will be 

ready by this fall. It will work more slowly themHoward Crumb, an assistant vice-president at current encrypting chips, he admits. It thus may the New York FederalReserve, says only "parts" 
of banks'daily EFTtransactionsare in cipher.	 be most useful for such smaller applications as 

protecting information on certain credit cards.
"But I hear more and more talk about it," he Earlyversions of PKChave proved vulnerable 

says. "I see it coming on strong in late 1984. The to cryptologic attack. In 1962. a young Israeli 
catalyst was publicity about the 'backers' who mathematician, Adi Shamir, cracked a Stanford 
were breaking into computer systems last PKC system with relative case.
summer." But the PKC co-authored by Dr. Rivest, which

In the future, cryptology could also play a uses more complicated calculations, has so far re-
crucial role in protecting "information products"	 mained inviolate. 
such as teletext and Home Box Office. The pro
ducts would be broadcast in scrambled form; con
sumers would then purchase a key allowing them 
accessto the data. 

Many pay-TV channels already use such a sys
tem. points out Victor Walling of SRI Interna
tional, a think tank in Menlo Park, Calif. 

"The problem with a lot of these information 
products is that if you don't have a key to lock it 
up, you can'tmaintain rights to it," Mr. Walling 
says. 

ON the whole, however, Walking says there may 
not be a big private demand for cryptology, at 
least in the short run. 
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Searching for privacy in a high-tech world:


Congress in 1876 was in an uproar. 
The results of that year's presidential 

election the subject of bitter dispute. 
Republican Rutherford B. Hayes and 
Democrat Samuel Tilden hadfinished in a 
virtual dead beat, with cries of fraud on 
both sides. 

Solegislators, to help settle the matter, 
decided to snoop on United States citizens 
via the latest in high technology — the 
telegraph. They simply ordered Western 
Union to turn over 30,000 telegrams from 
important political figures. 

The press was aghast at this invasion 
of privacy. Western Union's president re
fused to comply. Congress arrested him 

attitudes, not technology, are key 
and read the telegrams make his point. Outside, stu
anyway. dents scuttle across the Har-

No conclusive proof of vard Law School lawn. 
fraud was found. But the inci- The leader of a group whose 
dent shows that "high tech" sole purpose is studying the 
surveillance is not just a phe- information revolution. 
nomenon of the 20th century. Oettinger has "the whole 
Throughout US history, ex- wired world in his hand," ac
perts say, the protection of pri- cording to Harvard magazine 
vacy has depended on a mix of He analyzes some 80 
factors: technology, politics, PART SIX businesses — from cable tele
andcorporate attitudes. vision to newsstands — for 

" 'Eternal vigilance is the price of li- their impact on the flow of d a t  a in the US. 
berty.' Some cliches gain currency and Microchip logic, tiny video eyes, and 
stay around, because they reflect basic other new-tech gadgets could complicate 
truths." says Anthony Oettinger, head of efforts to shield privacy, he says. But he 
Harvard's Center for Information Policy. warns against focusing on the technology 

Speaking with the steady rhythm of a itself without scrutinizing society. 
UPI ticker, Dr.Oettinger leansforward to 
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PRIVACY from page 1 
lurk just out of sight, ready to wrap the US in webs of 
surveillance the moment we let down our guard. Com
pared with both the fictional Oceania of George Orwell's 

"1984" and to many of today's totalitarian states, pri
vacy in the US is well protected. . 

It does mean. Oettinger and other experts say, that we 
must watch for a step-by-step erosion of privacy by gov
ernment agencies, corporations, and other institutions. 

The benefits of new high-tech activities — from the 
use of computers to detect welfare fraud, to banking with 
electronic tellers, to on-line 
criminal information sys
tems — should be weighed 
against possible intrusive 
effects. 

"It's a balancing act,"

says Oettinger. "The bal

ance is between privacy, an

important value, and a lot

of other things that we

might want."


The US. since its

founding, has officially

prized privacy. The Fourth

Amendment to the Consti

tution, for instance, guar

antees the "right of the

people to be secure in their

persons, houses, papers,

and effects against unrea

sonable searches and

seizures...."


But at the same time,

US society professes admi

ration for those who have

nothing to hide, for men

and women whose lives are

an open book.


"Then is a stress on pri
vacy in the US, and at the 
same time there is a stress 
on openness. That helps 
create a tension. I think. 
between concealment and revelation," says Sissela Bok, 
author of the book "Secrets." 

Mrs. Bok. a Swedish-born philosopher, is the wife of 
Harvard president Derek Bok. Her father, economist 
Gunner Myrdal, and her mother, peace activist Alva 
Myrdal, have both won Nobel Prizes. 

Her elegant home is near Brattle Street in Cambridge. 
Outside the library, evening and a late-season snow are 
falling as she discusses privacy, technology, and secrets. 

"With computers, we are in a whole new universe with 
respect to [protection of privacy]." she says. "In this uni

verse we probably will have torecognize that there are a 
number of things that can't be exactly private." 

The complexity of modem life, in other words, means 
that data we might prefer to keep private such as bank 
balances and health records, won't be under our control. 

And control, she says, is what privacy is all about — 
control over access to information we define as our per
sonal domain. We thus guard our sense of identity. 

"We recoil from those who would tap our telephones, 
read our letters, bug our rooms." Mrs. Bok writes. "No 
matter how little we have to hide, no matter how 
benevolent their intentions, we take such intrusions to be 
demeaning." 

When our privacy is in
vaded, someone or some
thing shows power over us. 
"If we had no privacy at 
all, not even the capacity to 
protect it with secrets, we 
would be utterly vulner
able." she says. 

But privacy for people is 
not the issue that most con
cerns Mrs. Bok. Instead, 
she expresses concern 
about government secrecy. 

The Reagan administra
tion, she feels, has tried 
hard to slam shut doors to 
much information. It has 
become more difficult to 
pry loose documents 
through the Freedom of In
formation Act, she says; 
Presidential Directive 84, 
withdrawn after being 
blocked by Congress, 
would have required many 
officials to sign lifetime se
crecy agreements. 

"I feel very strongly 
that there has been a tre
mendous move towards 
greater official secrecy in 
many areas," she says. 

Mrs. Bok says the US 
already has far too many secrets. She cites studies say
ing that many things labeled "top secret" are innocuous. 

The light in the library is fading. Yes. Mrs. Bok con
cludes, there are technologies whose intrusive potential 
bears watching. Yet much information is still our own. 

"Sometimes people, I think, assume in this country 
that there is little that is private anymore, little that is 
secret," she says. "There I just think they are wrong, 
actually." 
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Reagan Orders Action on Eavesdropping

By DAVID BURNHAM 

Special to The New York Times 
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Law 

The No Man's Land of High Tech 
Once the cameras had been installed, 
agents say, they observed some of the de
fendants constructing time bombs. The 
four were arrested in June 1983 on sedi-

New devices aid police but threaten the right of privacy tious-conspiracy and weapons charges 

On the morning of Nov. 2, 1983, Fran
cis Lynch, then chief of detectives of 

the Woonsocket, R.I., police department, 
got a strange call. "You may think I'm 
crazy," said an excited young woman, 
"but there is some guy dealing drugs, and I 
can hear it on my radio." Lynch was skep
tical, but he sent two detectives to the 
woman's house. 

It turned out that the transmissions 
that the woman had heard on her 
AM radio were comingfrom a nearby 
home whose occupant, Leo De-
Laurier, owned a cordless telephone. 
DeLaurier was apparently unaware 
that such devices are little more than 
short-range radio transmitters whose 
signals can sometimes be picked up 
by ordinary radio receivers. During 
the next month, the police say, they 
recorded more than 100 hours of in
criminating conversations by De-
Laurier about the sale of cocaine and 
marijuana. Then they arrested De-
Laurier, his wife and 22 other people 
on drug charges. DeLaurier objected 
to the use of the tapes, and his trial 
has been postponed pending the out
come of an appeal to the Rhode Is
land Supreme Court. DeLaurier ar
gues that the monitoring of his phone 
was an illegal invasion of his privacy 
since it was done by the police with
out a warrant. 

Legal experts point out that 
cordless phones are one of many 
new-age technological devices that 
fall into a legal no man's land, an 
ambiguous region inhabited by such 
consumer products as personal computers 
and the ubiquitous message beepers and 
by sophisticated police equipment like 
mini-video cameras. The lack of clear le
gal rules for police use of the equipment 
promises to keep the courts busy. Just last 
month two federal courts clashed on the 
issue when the U.S. Court of Appeals for 
the Seventh Circuit in Chicago overruled 
a federal district court and found that vid
eo surveillance of four suspected members 
of the Puerto Rican terrorist group FALN 
did not violate the Fourth Amendment's 
guarantee against "unreasonable searches 
and seizures." Says University of Chicago 
Law Professor Geoffrey Stone: "Technol
ogy—bugs, beepers that police attach to 
cars, parabolic microphones—all of this 
enables the Government to invade priva
cy in ways Car more extreme than one 
could possibly have imagined when the 
Fourth Amendment was written." 

The Kansas Supreme Court was the 
first state high court to rule on the cord
less-phone issue, holding last March that 
those who use such phones are broadcast

ing over the public air waves and have "no 
reasonable expectation of privacy," a 
finding that may surprise the 7 million or 
so owners of the popular instruments. But 
to rule otherwise, Rhode Island's attor
neys argued before that state's supreme 
court, could mean that the woman who in
advertently overheard DeLaurier's con
versations might be held criminally liable 
for violating the federal wiretapping law. 

DeLaurier's lawyer, however, asserted 
that this 1968 legislation, which forbids 
wiretapping without court authorization, 
does apply to cordless phones, since the 
statute defines a "wire communication" as 
any conversation that is carried "in whole 
or in part" by wire. Even cordless instru
ments must utilize regular phone lines at 
some point to transmit calls. 

Video surveillance is as knotty an issue 
as the new telephones. Abscam, the De 
Lorean drug investigation and other well-
publicized "sting" operations have made it 
seem that police have broad authority to 
videotape criminal activity. In fact, cam
eras have usually been employed to record 
only those meetings where an undercover 
agent or informer with prior knowledge of 
the filming is also in the room. This was 
not the situation in the Chicago FALN case, 
in which the FBI had authorization for 
both audio and video surveillance from a 
federal judge. The agency resorted to the 
video surveillance of two "safe house" 
apartments after two of the four suspects 
successfully thwarted wiretaps and bugs. 

when the FBI learned that they allegedly 
planned to mark the July 4 holiday by 
blowing up military installations. 

US. District Judge George Leighton 
threw out the FBI's130 hours of videotape 
evidence in 1984, saying that "no one, not 
even in the name of ferreting out crime, 
has the right to invade the privacy of a 
home" without proper legal authority. He 
ruled that the 1968 wiretap law provided 
no such authority because it says nothing 

about video surveillance. The Sev
enth Circuit panel, in an opinion 
written by Supreme Court Hopeful 
Richard Posner, held that the wire
tap law did not apply butfound that 
video surveillance is permitted under 
the Constitution without specific leg
islative approval. Paraphrasing a 
famous dissent by Justice Louis 
Brandeis, Posner wrote, "There is no 
right to be let alone while assembling 
bombs is safe houses." The accused 
FALN members plan to appeal the 
ruling to the U.S. Supreme Court. 

Many legal observers are fright
ened by the prospect of widespread 
video surveillance. Raising the spec
ter of Nineteen Eighty-Four and Big 
Brother, Herman Schwartz, a law 
professor at American University, 
denounces it as "very dangerous'' to 
everyone's civil liberties. Harvard 
Law Professor Laurence Tribe cau
tions that technological innovations 
like video cameras may be render
ing the traditional protections of the 
Fourth Amendment "irrelevant" 
Columbia University Law Professor 
Richard Uviller, a former prosecu

tor, says of the new high-tech snooping. 
"When there is no alternative, when the 
crime is terror, there is a strong law-
enforcement need for this." But he adds 
that "its uses should be reserved for only 
the most serious circumstances: kidnap
ing, murder, espionage and terrorism." 

To clarify the legal muddle, several 
federal statutes have been proposed, in
cluding one by Wisconsin Congressman 
Robert Kastenmeier that wouldforce po
lice to satisfy a series of strict require
ments in order to get a warrant for video 
prying. Though the Kastenmeier bill died 
in the last Congress, it will be re
introduced in this session. Judges, legisla
tors and civil libertarians agree that the 
privacy problems presented by techno
logical changes make necessary a new as
sessment of existing statutes and court 
rules. Warns John Shattuck, a former 
American Civil Liberties Union Official 
"In many ways, technology is now out
stripping the law." — By Michael 
Reported by Caral Fletcher/Chicago and 
Timothy Laughman/New York 

TIME JANUARY 14, 58 
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US. Department of Justice 

Criminal Division 

Washington, D. C. 20330Office of the Assistant Attorney General 

Honorable Robert M. Kastenmeier

Chairman

Subcommittee on Courts, Civil 
Liberties and the Administration 
of Justice 

Committee on the Judiciary

House of Representatives

Washington, D.C. 20515


Dear Mr. Chairman:


The Attorney General has asked me to respond to your letter

of December 1, 1983, regarding wiretapping


Our records for Title III wiretaps commence with January

1969; thus, we have no figures for 1968. The following items

represent statistics for the period of January 1969 to

September 1983 that are responsive to your individual requests:


(1) Total number of wiretap applications approved - 2,710


(2) (a) Initial applications - 2,018

Extensions 692


(b) Requests by Department of Justice agencies 
FBI

DEA

DEA predecessors


DDALE

BNDD


INS


(c) Types of violations


 - 2,128

 325


0 
- 135

- 0


 1,048

- 708

- 150

- 24

- 13


Gambling

Narcotics

Loansharking

Counterfeiting

Kidnapping

Obstruction of

Bribery


 Justice- 19

- 26
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Theft - 20

Racketeer Influenced and

Corrupt Organization - 465

Interstate Transportation of

Stolen Property - 84


D.C. Code - 34

Explosives - 36

Extortion - 34

Murder - 4

Bank Robbery - 13

Riot - 2

Bankruptcy - 3

Soliciting Pension Fund 11

Espionage - 3

Public Corruption - 13


it should be noted that frequently More than one offense is

cited in a wiretap application. For reporting purposes we

maintain statistics only on the lead or main offense in each

request. The list in item (2)(c) above reflects that practice.


If your should require further assistance, please contact me.


Sincerely,


Stephen S. Trott

Assistant Attorney General

Criminal Division


By:

James Knapp


Deputy Assistant Attorney General

Criminal Division
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