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External Recipients - Decrypting Secure Messages 
The following describes how recipients who are outside the organization receive and decrypt secure email 
messages. 

1. Receiving a Secure Message 
When you receive a secure message, it appears in your mailbox as a message similar the figure below. 

 
Figure 1. 

Select the Click here link to launch a browser and read the message. 

 

IMPORTANT! 
The first time you receive a secure message, you are prompted to register 
with Proofpoint Encryption.  If you have already registered with Proofpoint 
Encryption, skip Step 2. 

2. Registration 
Registration is a one-time process.  To register, fill in the fields in the Registration window and 
then select Continue (in the lower right corner).  Once registered, you will only be prompted to 
enter your password when retrieving subsequent secure messages. 

 
Figure 2. 
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After successfully registering, a Registration Complete message appears. 

 
Figure 3. 

3. Reading a Secure Message 
Once you are registered, selecting the Click here link in a Secure Message announcement (refer to Figure 
1 above), opens the Login window.  Enter your password in the field provided and then select the 
Continue button. 

 
Figure 4. 

Once logged in, the decrypted secure message opens in a new browser window. 

 
Figure 5. 
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4. Options 
Once the message is opened, you can Reply to it and/or you can Forward it.  In addition, you can 
download and save any attachment associated with the message.  To save an attachment, select the 
attachment (by clicking on it).  When the Do you want to open or save… message appears, select the 
dropdown arrow beside the Save option and then select Save (or Save As). 

 
Figure 6. 

5. Logging Out 
Once finished, select the Logout option at the top of the message.  When the following message appears, 
close the browser window. 

 
Figure 7. 
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