U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attorney General Washington, D.C. 20530

The Honorable Kamala Harris
President

United States Senate
Washington, DC 20510

Dear Madam President:

On July 17, 2020, this office submitted a report in accordance with sections 107 and 502
of the Foreign Intelligence Surveillance Act of 1978 (the Act), as amended, 50 U.S.C. § 1801 et
seq., and section 118 of USA PATRIOT Improvement and Reauthorization Act of 20035, as
amended. The report is attached. The report provided information regarding, among other things,
certain requests made by the Federal Bureau of Investigation (FBI) pursuant to national security
letter (NSL) authorities in calendar year 2019. This office recently discovered a typographical
error in the report. The report stated the FBI had reported it made 19,601 NSL requests for
information concerning only subscriber information for United States persons and non-United
States persons. The correct number should have been 19,061. This letter serves as a correction to
the July 17, 2020 report.

We apologize for the error. Please do not hesitate to contact this office if we may provide
additional assistance regarding this or any other matter.

Sincerely,

Slade Bond
Deputy Assistant Attorney General



U.S. Department of Justice

Office of Legislative Affairs
Office of the Assistant dttorney General ) | Washington, D.C. 2053 0 ‘
 The Honotable Mlchael R Pence |
* President . o ' I '
‘United States Senate - JUL 17 2020

: _Washington, DC 20510

Dear Mr. President;

This report is submltted in accordance with sections 107 and 502 of the Forelgn :
Intelligence Surveillance Act of 1978 (the “Act”), as amended, 50 U. S.C. § 1801 ef seq., and -
section 118 of USA PATRIOT Improvement and Reauthorization: Act of 2005, as amended
This report provides infoimation regarding; (1) all final, filed applications made by the
Government during calendar year 2019 for authority to conduct electronic surveillance and/or
physical search for foreign intelligence purposes under the Act; (2) all final, filed applications.

" made by the Government during calendar year 2019 for access to certain business records

(including the production of tangible things) for foreign intelligence purposes; and-(3) certain’

. requests made by the Federal Bureau of Investlgatron (FBD) pursuant to Nanonal Secunty Letter

authonttes

f .

In addrtion to reportmg statlstics based on the niumber of final, filed apphcatlons this

report also iricludes statistics published by the Director of the Administrative Office of the -

United States Courts (AOUSC). The AOUSC reports the number of proposed applications rather

. than the nuthber of final, filed apphcatrons Rule 9(2) of the Foreign Intelligence Sutveillance
- Court Rules of Procedure requires the Government to submit proposed applications at least seven

days befote the Government: ‘seeks to have a matter entertained by the Foreign Intelligence
Surveillance Court (FISC or Court). Modifications or mthdrawals of applications may occur
between the filing of a proposed application and the filing of a final apphcatlon for a variety of-
reasons, including the Government modlfymg a proposed application in response to questions or
concerns raised by the Court. The statistics prepared by the AOUSC, which use the number of
proposed applications rather than final, filed applications as their baseline, reflect this robust
interaction between the Govemment and the Court, and thus are included herein to provide

.~ important addrtlonal context The AOUSC Ditector’s full report is available on the AOUSC
' Webs1te




The Honorable Mrchael R. Pence
Page Two

Appllcatlons Made to the Foreign Intelligence Surveillance Court During Calendar Year
2019 (section 107 of the Act, 50 U. S C. §1807) - :

o During calendar year 2019, the Government .ﬁled 848 ﬁnal appllcatlons to the FISC for :

: authortty to conduct electrohic surveillance and/or physical searches for foreign mtelhgence

purposes.. The 848 applications include applications made solely for electronic surveillance,

. applications made solely for physical search, and combined applications requesting aﬁthonty for -
. electronic surveillance and physical search. Of the 848 applications filed requesting authority to

conduct electronic surveillance and/or physreal search, the FISC demed one ﬁnal filed

- application requestmg physrcal search only.

of the 848 ﬁnal filed appllcatlons 832 apphcat:tons included requests for authonty to |
conduct electronic surveillance. None of the applications requesting authority to conduct

electronie surveillance were withdrawn by the Goverriment. The FISC did not deny any of these '
. fixial, filed applications in whole or in part.” The FISC made modifications to the proposed orders.

in 59 final, filed applications requestmg authority to conduct electronic surveillance. Thus, the

* FISC approved collection activity in a total of 832 of the apphcauons that included requests for
'authorlty to conduct electromc su.rvelllanoe

The AOUSC applying the methodology outlined above, has reported that the FISC
recéived 863 proposed applications it 2019 for authority to conduct electronic surveﬂlanee

‘and/or physical searches for foreign intelligence purposes. The AOUSC reported that 586
: proposed orders were gtanted as filed, 224 proposed orders were granted as modified, 37 R
. proposed applications were granted in part and denied in part, and 16 proposed apphcauons were

denied in full.. As noted above, the AQUSC statistics include modifications made to proposed .

" orders between the filing of the proposed application and the final application, as well as

proposed applications withdrawn by the Government in full or in part after being advised that the
Court would not grant the proposed apphcatlon as 1mt1ally subm1tted by the Government

Dunng calendar year 2019, the total number of persons targeted for orders for electronic

 surveillancé.was between 500 and 999.- The aggregate nuinber of Umted States persons targeted :
- for orders for electromc surveillance was between zero and 499, .

: Appllcatlons for Access to Certam Busmess Records (Includmg the Productron of. Tanglble

'I‘hmgs) Made Durmg Calendar Year 2019 (section 502 of the Act, 50°U.S. C § 1862(0)(1))

Durmg calendar year 2019, the Govemment filed. 61 final appheatlons to the FISC for

© access to certain-business records (including the production of tangible things) for foreign .

intelligence purposes. The FISC did not deny, in whole or in part, any such final, filed.

s application by the Government dirring calendar year 2019.. The FISC modified the proposed
' orders submitted with four final applications for access to busmess reeords .

The AOUSC applymg the methodology outlmed above, has réported that the FISC
ICOGlVBd 63 proposed apphcatlons for access to certain business reeords (mcludmg the ‘
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-production of tangible things) for foreign intelligence purposes. In these matters, the AOUSC

reported that 39 proposed orders were granted as filed, 21 proposed orders were granted as

" modified, one proposed order was granted in part and demed in part, and two pr0posed
: apphca’aons ‘were demed in full ,

All ﬁnal ﬁled appheatmns identified a “sPeclﬁc selection term” as defined in 50 U. S.C. §

- 1861(Kk). Section 1862(c)(1)(C) requires the government fo report the total number of

applications in which the specific selection term does not specifically identify an individual,

© . account, or personal device. Thirty-one final, filed applications did not specifically identify an -

ihdividual, account, or personal device as the specific selection term.! The FISC modified the
proposed order in one. of these applications for access to business records. Separately, the FISC .
did not direct- additional, particularized minimization procedures beyond those adopted pursuant

“to seet:lon 1861(g) to the proposed orders in apphcatlons made by the’ Govemment

Requests Made for Certam Information Pnrsuant to Natmnal Secunty Letter Authormes
During Calendar Year 2019 (USA PATRIOT Improvement and Reauthonzahon Act of 2005, .

: Pub L. No 109- 177 (2006))

Pursuant to Section 118 of the USA PATRIOT Improvement and Reauthonzauon Act,
Pub. L. 109-177 (2006), as amended, the Department of Fustice provides Congress with annual
reports regarding requests made By the FBI pursuant to the National Security Letter (NSL)

. authorities provided in12 U.S.C. § 3414, 15 U.S. C § 1681u 15U0.S. C § 1681v, 18 US.C. §
12709, andSOUSC § 436.

‘The FBI reports it made 8,557 NSL requesl:s2 (excluding requests for subscnber
information only) in-2019 for information concerning United States persons. These sought
information pertalmng fo 3, 643 d1fferent United, States persons.? 3.

s t Notably, the definition of "specnSic selection term™ for obtammg an order for the production of tangible thmgs is “a, ’

term that specifically identifies a person, account, address, or personal device, or any other specific 1denuﬁer,” 50
U.5.C. § 1861(k), whereas the definition of “spetific selection term” for the reporting requirement encompasses a-
smaller group of terms, to include only “an individual, account, or personal device,” 50 U.8.C.'§ 1862(c)1)(C).

Thus, the reporting requirement does not mandate inclusion iri this statistic of certain requests that otherwise meet -

. the deﬁnrﬂon of specific selection term in.50 U.S.C. § 1861(1{) For example the reporting requr.rement does not -
S mandate inclusion of requests in which the specxﬁc selection term was an “address 2

2 Tn the course of compxlmg its NSL statistics, the FBI relles on the information avau[able in its systems at the time
of compilation. On oceasion, the number of NSL requests provided in this report as an annual tally may not be the

same as the sum of the pumbers reported in the Department’s two semiannual repérts, Generally, the differences are
- the result 6f NISL requests withdrawn (e.g. nat served on a provider) after the semiannual numbers were tallied.

Although the final apnual numbers may differ from the semiannual numbers, each is an aecm-ate representahon of

- . the fotal number of NSL requests at the txme the NSLs were eounted

3 In the course of compiling its NSL stanstlcs the FBI may’ over-repozt the number of Umted States persons about o

~whorn it obtained information using NSLs For example NSLs.that are issued conceming the same U.S. person and-
that ihciude différent spellmgs of the U.S, person s name would be counted as separate Us. persons, aud NSLs -~
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The FBI reports it made 35,848 NSL requests (excluding requests for subscriber
information only) in 2019 for information concerning non-United States persons. These sought
mfonnatlon pertammg to 11 383 different non-United States persons

The FBI reports it made 19,601 NSL requests6 subscriber mformauon for Umted States

" persons and non—Umted States persons. These sought mformatlon pertammg t0.4,490 persons

_ We hope that this mfonnatlon is helpful Please do not hes1tate to contact this ofﬁce if
we may provide additional ass1stance regardlng this or any other matter

Ass1stant Attorney General

* issued under two different types of NSL- authontles concemmg the same U. S Jperson would be counted as two U.S. .
- persons. ) . .

S the coutse of compllmg its NSL statistics, the FBI relies on the mformatlon avaﬂable in its systems at the time

of compilation. On occasion, the mimber. of NSL requests provided in this report as an annual tally may not be the

_same as the sum of the fumbers reported in'the Department’s two semiannual reports. ‘Generally, the differences are
~ the result of NSL requests withdrawn (e.g. not served on & provider) after the semiannual numbers were tallied,
* Although the final ainual numbers may differ from the semjanmual numbers, each is an accurate represenmt:on of

the total number of NSL. requesfs at the time the NSLs were counted

_ 5 Tnthe course of compﬂmg itg NSL statistics, the FBI may over-report the number of non-Umted States persons
~ about whom it obtained information using'NSLs. For example, NSLs that are issued concerning the same-non-U. S,

‘person and thet include different spellings.of the ron<U.S. person's name would be counted as separate non-U.S.
persons, and NSLs 1ssued under two different types of NSL authormes concemmg the same non-U.S. person-would

" be countedas two non—U S. persons. -

o GIn the course of complhng its NSL statistics, the FBI relles on the mformanon avaﬂable inits systems at the time of
. compﬂahon On occasion, the number of NSL requests provided in this report as an annual tally may not be the

same as the sum of the numbers reported in the Department’s two semiannual reports. Generally, the differences are

: the result of NSL requests withdrawn (e.g. not served on a provider) after the semianniial numbers were tallied.
* Alfhough the final snnual nurmbers may differ from the semiannual numbers, each is an accurate representatlon of
. the total number of NSL requiests at the time- the NSLs were counted . )

" 7 Because Congress has recogmzed that the FBI typxeally knows little about the user of a. faclhty when reques’cs for

only subscribér ifnformation are made, Section 118(c)(2)(B) does not require the number of requests for NSLs .
seekmg only subscriber information to be broken down t6 identify the number of requests related to United States -
persons and non-United States persons. See Section 118(c)(2)(B), USA Patriot Act Improvemeut and '

" Reauthiorization Act of2005 ‘Pub. L. Ne. 109-177, 120 Stat. 217 (2006), as amended.’




U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attorney General Washington, D.C. 20530

The Honorable Michael Johnson
Speaker

U.S. House of Representatives
Washington, DC 20515

Dear Mr. Speaker:

On July 17, 2020, this office submitted a report in accordance with sections 107 and 502
of the Foreign Intelligence Surveillance Act of 1978 (the Act), as amended, 50 U.S.C. § 1801 et
seq., and section 118 of USA PATRIOT Improvement and Reauthorization Act of 2005, as
amended. The report is attached. The report provided information regarding, among other things,
certain requests made by the Federal Bureau of Investigation (FBI) pursuant to national security
letter (NSL) authorities in calendar year 2019. This office recently discovered a typographical
error in the report. The report stated the FBI had reported it made 19,601 NSL requests for
information concerning only subscriber information for United States persons and non-United
States persons. The correct number should have been 19,061. This letter serves as a correction to
the July 17, 2020 report.

We apologize for the error. Please do not hesitate to contact this office if we may provide

additional assistance regarding this or any other matter.

Sincerely,

S-S\

Slade Bond
Deputy Assistant Attorney General



U.S. Department of Justice

Office of Legislative Affairs
Office of t?_te Assistant A‘ttofney General Washington, D.C. 20530
- .The Honorable Nancy Pelosi
" Speaker of the House- | _ -
" U.S. House of Representatives . -~ - JUL 17 2020

Wash.ingtor_n,,.DC 120515
. Dea.r Madam Speaker

- This report is submitted in accordance with seetlons 107 and 502 of the- Forexgn -
Intelligence Surveillance Act of 1978 (the “Act™), as amended, 50 U.S.C. § 1801 et seq., and
section 118 of USA PATRIOT Improvement and Reauthorization Act of 2005, as amended.

This report provides information regarding: (1) all final, filed applications made by the '
Government during calendar year 2019 for autherity to conduct. electronic surveillance and/or
physical search for foreign intelligence purposes under the Act; (2) all final, filed applications
made by thé Government during calendar year 2019 for access to certain business records

‘(including the production of tangible things) for foreign intelligence purposes; and (3) certain

 requests made by the Federal Bureau of Invesngat:lon (FBD) pursuant to Natlonal Secunty Letter
authontles : . . '

In addition to reporting statistics based on the number of final, ﬁled applications tlus
report dlso includes statistics published by the Director of the Administrative Office of the
- United States Courts (AOUSC). The AOUSC reports the number of proposed applications rather
than the number of final, filed apphcahons Rulé 9(a) of the Foreign Intelligence Surveillance .
Court Rules of Procedure requires the Government to submit proposed applications at least seven
days before the Government seeks to.have a matter entertained by the Foreign Intelligence -
. Survéillance Court (FISC or Court). Modifications or withdrawals of applications may occur
. between the filing of a proposed application and the filing of a final application for a variety of .
reasons, including the Government modifying a proposed application in response to questions-or
.- concerns raised by the Court, The statistics prepared by the AOUSC, which use the number of :
proposed applications rather than final, filed applications as their baseline, reflect this robuist °
interaction between the Government and the Court, and thus are included herem to provide
important additional context The AOUSC Dtrector s full report is avallable on the AOUSC
web31te , : _
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Applications Made to the Foreign Intelligence Surveillance Court During Calendar Year -
2019 (section. 107 of the Act, 50 U S. C § 1807)

Durmg calendar year2019, the Govemment ﬁled 848 final apphcatlons to the FISC for '
authority to conduct electronic surveillance and/or physical searches for foreign intelligence -
purposes. The 848 applications include applications made solely for electronic surveillance,

“applications made solely for physical search, and combined applications requesting authority for
. electronic surveillance and physical search. Of the 848 applications filed requesting authority to
- conduct elecironic surveillance and/or physical search, the FISC demed one ﬁnal filed
apphcanon requestmg physical search only. : :

_ Of the 848 ﬁnal filed apphcatlons 832 apphcatrons mcluded requests for authonty to

- conduct electronic surveillance. - None of the applications requesting authority to conduct
electronic surveillance ‘were withdrawn by the Government. The FISC did not deny any of these
final, filed applications in whole or in part. The FISC made modifications to the proposed orders

" in 59 final, filed applications requestmg authority to conduct electronic surveillance, Thus, the

FISC approved collection activity in a total of 832 of the apphcauons that included requests for
authonty to conduct electromc surveillance. : :

, The AOUSC, applying the methodology outlined above has reported that the FISC -

received 863 proposed applications in 2019 for authority to conduct electronic surveillance
and/or physical searches for foreign intelligence purposes. The AOUSC: reported that 586
proposed ordets were granted as filed, 224 proposed orders were granted as modified, 37
proposed applications were granted in part and denied in part, and 16 proposed apphcatlons were
- denied in full. As noted above, the AQUSC statistics include modifications made to proposed °
orders between the filing of the proposed apphcatlon and the final application, as well as
proposed applications withdrawn by the Government in full or in part after being advised that the
Court would not grant the proposed application as initially submitted by the Government

Durmg calendar year 2019 the total number of persons targeted for orders for electromc
- surveillance was between 500 and 999, The aggregate number of United States persons targeted

" . for orders for electromc surverllance was between zero and 499

' Apphcatlons for Access to Certain Busmess Records (Includmg the Productlon of Tang1ble |
_ Thmgs) Made Durmg Calendar Year 2019 (sectron 502 of the Act; 50 U.S. C.§ 1862(0)(1 »

_ During calendar year 2019 the Govemment ﬁled 61 final apphcatlons to the FISC for
access to certain business records (including the producnon of tangible things) for foreign .
. intelligence purposes. - The FISC did-not deny, in whole or-in part, any such final, filed
- application by the Governmerit during calendar year 2019. The FISC modified the proposed
- orders submltted wﬂh four- ﬁnal apphcat{ons for access to busmess records.” -

The AOUSC applymg the methodolo gy outlined aboVe has reported that the FISC
-réceived 63 proposed apphcatlons for-access to certain business records (mcludmg the
B producnon of- tangible thmgs) for forelgn mtelhgence purposes. . :
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In these matters, the AQUSC reported that 39 proposed orders were granted as filed, 21 proposed
orders were granted as modified, one proposed order was granted in part and demed in part, and

- '_two proposed applications were denied in full

All ﬁnal filed appheat:lons 1dent1ﬁed -a “specific selection term as deﬁned in 50 U.s. C §
1861(k). Section 1862(c)(1)(C) requires the government to report the total number of '
applications in which the specific selection term does not specifically identify an individual,
account, or personal device. Thirty-one final, filed applications did not specifically identify an
individual, account, or personal device as the specific selection term.! The FISC modified the
proposed order in one of these applications for access to business records. ' Separately, the FISC
did not direct additional, particularized minimization procedures beyond those adopted pursuant -
to section 1861(g) to the proposed orders in apphcanons made by the Government :

Requests Made for Certam Informatlon Pursuant to Natmnal Securlty Letter Authorltres

" During Calendar Year 2019 (USA PATRIOT Improvement arid Reauthorization Act 0f 2005,

Pub. L. No. 109177 (2006))

Pursuant to Section 118 of the USA PATRIOT Improvement and Reauthorization Act,
Pub. L. 109-177 (2006), as amended, the Department of Justice provides Congress with annual .
reports regarding requests made by the FBI pursuant to the National Security Letter (NSL) -

- authorities provided-in 12 U.S,C. § 3414, 15USC. §1681u, 15US.C. §1681v, 18 US.C. §

2709 and- SOU S.C. § 436.

The FBI reports it made 8,557 NSL requestsz (excludmg requests for subscnber :
information only) in 2019 for information concerning United States persons These sought o

mformatlon pertammg to 3 643 different Umted States persons. 3

- }Notably, the definition.of “Speolﬁc selection tenn” for obtammg an order for the productron of tangl"ble things is “a
term that specifically identifies a person, account, address, or:personal device, or any other specific identifier,” 50
'U.8.C. § 1861(k), whereas the definition of “specific selection term” for the reporting requirement encompasses a

smaller group of terms, to include only “an individual,- -account, or personal device,” 50 U.S.C. § 1862(c)(1)(E).

_ Thus, the reporting requirement does.not imandate inclusion in this statistic of certain requests that otherwise meet

the definition of specific selection term in 50 U.S.C. § 1861(k). For example, the. reporting requuement does not

~ mendate mclusmn of requests in which the specific selectlon term was an “address.”

e In the-course of compllmg its NSL statistics, the FBI relies on the information avaﬂabie in 1ts systems at the time -

of compilation. On occasion, the number of NSL requests provided in this report as an annual tally may not be the.

* same as the sum of the numbers reported in the Department’s twq semiannual reports. Generally, the differences are

the result of NSL requests. withdrawn (¢.g. riot served on a provider) after the semiannyal numbers were tallied.

: Although the final anmual numbers may differ from thé semiannual numbers; each i Is an accurate represenj:atlon of
- the total number of NSL requests at the time the N'SLs were eounted. .

Al 'Ehe course of Bomplhng its NSL. statrstlcs, the FBI may over-report the number of United States persons ebout
** whom it obtained information using NSL5. For example NSLs that are issued concerning the satiie U.S. petsonand

that include different spellings of the U.S.-person's name would be counted as separate U.S. persons, and NSLs

o issued under two different types of NSL authorities concemmg the same U S.person would be coimted as two us.
. persons - . : '
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The FBI reports it made 35,848 NSL J:equests4 (excluding requests for subscriber A
information only) in 2019 for information concerning non-United States persons. These sought
mformatlon pertaining to 11,383 dlfferent non~Umted States persons 5.

The FBI reports it made 19,601 NSL requests6 subseriber mformation for United States
persons and non—United States persons. These s'ought informatidn pertaim'ng to 4,490 persu:ms.7

We hope that thls information is helpful. Please do not hesnate to contact th15 oﬂiee 1f
we may prov1de additional ass1stance regardmg this or any other matter.

Assxstant Attomey General

4 In the course of compﬂmg iis NSL statlsucs thie FBI relies on the information avaﬂablo i ifs systems at the time'

of compilation. On. occasion, the number of NSL Tequests provided in this report as an annual tally may not be the
same as thie sum of the numbers reported in'the Department’s two semiannual reports. Generally, the dlfferences are
the result of NSL requests withdrawn (e.g. not served on aprov;der) after the semiannual numbers were tallied.

. Although the final annual numbers may differ from the $emiannual numbers, each i isan accurate representatton of
- the total number of NSL request:s at the time the NSLs were counted, :

5 ]'.n the course of compllmg its NSL statistics, the FBI may over-report the number of non-United States persoﬁs
about whom it obtained information using NSLs. For exarple; NSLs that are issued concerning the same non-U.S. '

. person and that include different spellings of the non-U.S: person's name would be counted as separate nori-U.S.

persons, and NSLs issued under two different types.of NSL a11thor1t1es concemmg the same non-U.S. person would .

‘be counted as two non-U.S, persons.

6 Inthe course of compﬂmg its NSL Statlstlcs, the FBI: relles on the mfo;mahon available in its systems at the time of

_ compilation. On oceasion, the number of NSL requests provided in this report as an annua] tally may not be the

same as the sum of the numbers reported in the Departinent’s two semiannual reports. . Generally, the differences are

" theresult of NSL requests withdrawn (e.g. not served on a provider) after thé semisnnual numbers weré tallied.

Although the final annual numbers may differ from the semiannual numbers each is an accurate representation of
the total numaber of NSL requests at the time the NSLs were counted: g S

7 Because Congress has recognized that the FBI typlcally knows little about the user of a facility when requests for
“only subscriber information are made, Section 118(c)2)(B) does not require the number of reguests for NSLs '

seeking only subscriber information to be broken down to identify the number of requests related to United States
persons and hon-United States persons. Seé Section 118(c)(2)(B),. USA Patriot Act Improvement and

: Reauthorization Act of 2005, Pub. L. No. 109-177, 120 StaL 217 (2006) as amended




U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attorney General Washington, D.C. 20530

The Honorable Charles E. Schumer
Majority Leader

United States Senate

Washington, DC 20510

The Honorable Mitch McConnell
Minority Leader

United States Senate
Washington, DC 20510

Dear Mr. Leader and Senator McConnell:

On July 17, 2020, this office submitted a report in accordance with sections 107 and 502
of the Foreign Intelligence Surveillance Act of 1978 (the Act), as amended, 50 U.S.C. § 1801 et
seq., and section 118 of USA PATRIOT Improvement and Reauthorization Act of 2005, as
amended. The report is attached. The report provided information regarding, among other things,
certain requests made by the Federal Bureau of Investigation (FBI) pursuant to national security
letter (NSL) authorities in calendar year 2019. This office recently discovered a typographical
error in the report. The report stated the FBI had reported it made 19,601 NSL requests for
information concerning only subscriber information for United States persons and non-United
States persons. The correct number should have been 19,061. This letter serves as a correction to
the July 17, 2020 report.

We apologize for the error. Please do not hesitate to contact this office if we may provide
additional assistance regarding this or any other matter.

Sincerely,

Slade Bond
Deputy Assistant Attorney General



U.S. Department of Justice

Office of Legislative Affairs -

Office of the Assisiant Aftorney General — Waskingion, D.C. 20530

" The Honotable Mltch McCon.neIl
" ‘Majority Leader

United States Senate ‘ o PR
Washington, DC 20510 e oL i 7.202@

s The Honorable Charles E. Schumer
'Mmonty Leader -

United States Senate -

| Washmgton, DC 20510

Dear Mr Leader and Senaior Schumer

This report is subnntted in accordance with sectionis 107 and 502 of the Forelgn

Intelhgence Surveillance Act of 1978 (the “Act”), as amended, 50 U.S.C. § 1801 et seq., and

section 118 of USA PATRIOT Improvement and Reauthorization Act of 2005, as amended.
This report provides information régarding: (1) all final, filed applications made by the

g Governinent diring calendar year 2019 for authority to conduet electronic surveillance and/or
- physmal search for foreign intelligence purposes under the Act; (2)all final, filed- apphcatlons .
:made by the Government during calendar year.2019 for access to. certain business records

(including the produiction of tangible things) for foreign infelligence purposes; and (3) certain

authorities,

. requests made by the-Federal Bureau of Investigation (FBI) pursuant to Natlonal Secunty Letter

In addition to reporbng statistics based on the number of ﬁnal filed apphcanons this
report also includes statistics published by the Dlrector of the Administrative Office of the
United States Courts (AOUSC). The AOUSC reports the namber of proposed applications rather -

* than the number of final, filed apphcatlons Rule 9(a) of the Foreign Intelligence Surveillance

Coirrt Rules of Procedure requires the Government to submit proposed applications at least seven
days before the. Government seeks to have a matter entertained by the Foreign Intelligence

* Surveillance Court (FISC or Court). Modifications or withdrawals of applications may occur

between the filing of a proposed application and the filing of a final application for a variety of -

. réasons, including the Government modifying a proposed application in response to questions or
;. coricerns raised by the Court. The statistics prepared by the AOUSC, which use the nuniber of -
- proposed applmauons rather than final, filed applications as thexr baseline, reflect this robust
- interaction between the Government and the Court, and thus are included herein to provide

importatit addltlonal context. The AOUSC Dlrector s full rsport is avallable on the AOUSC

' -websﬂ;c
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Applxcatmns Made to the Foreign Intelhgence Survelllance Court Durmg Calendar Year

2019 (section 107 of the Act, 50 U.S. C § 1807)

During’ calendar year 2019, the Govemment filed 848 ﬁnal apphcatlons to the FISC for

o authority to conduct electronic survéillance and/or physical searches for foreign intelligence
. purposes. The 848 applications include applications made solely for electronic surveillance,

applications made solely for physical search, and combined applications requesting authority for

. electronic surveillance and physical search. Of the 848 applications filed requesting authority to

conduct electronic surveillarice and/or physical search, the FISC demed one ﬁnal filed.
apphcatlon requestmg physical search only. : :

- Of the 848 final, filed appllcanons, 832 applications included requests for authonty to’
conduct electronic survelllance None-ofthe apphcatmns requesting authiority to oonduot

" . electronic surveillance were withdrawn by the Government. The FISC did not deny any of these
- final, filed applications in whole or in part: The FISC made modifications to the proposed orders

in 59 final, filed applications requestmg authority to conduct electronic surveillance. Thus, the .

-FISC approved collection activity in a fotal of 832 of the apphcatlons that included requests for

authonty fo conduot electronic surveﬂlanoe

- The AOUSC applymg the methodology out]med above, has reported that the FISC

 received 863 proposed applications in 2019 for authority to conduct electronic surveillance

and/ot physical searches for foreign mtelhgence purposes. The AOUSC reported that 586
proposed orders were granted as filed, 224 proposed orders were granted as. modified, 37 -

proposed applications were granted in part and denied in part; and 16 proposed applications were
denied in full," As noted above, the AQUSC statistics include modificationis miade to proposed

- orders between the filing of the proposed application and the final application, as well as .

proposed applications withdrawn by the Governinent in full or in part after being advised that the

Court would not grant the proposed apphcatlon as initially submltted by the Govemment

" Duting.calendar year 201 9 the total number of persons targeted for orders for electromc -

‘ _. surveillance was between 500 and 999. The aggregate number of United: States persons targeted
“for orders for electronic survexllance was 1oetween ZELO and 499 . .

,' Apphcatlons for Access to Certam Busmess Records (Includmg the Productlon of Tangible -
' Thmgs) Made Durmg Calendar Year 2019 (sect:ton 502 of the Act, 50.U.8. C § 1862(0)(1))

During calendar year 201 9, the Government filed 61 ﬁnal apphcatlons to the FISC for

" deeess to certaln business récords (including the productlon of tangible ‘things) for foreign
- intelligence purposes. - The FISC did not deny, in whole or in-part, any such final, filed . ‘
~ application by the Government durmg calendar year 2019. The FISC modified the proposed -
" orders sub:mtted with four final applications for acoess to busmess records. .’
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The AOUSC, applying the methodology outlined above, has reported that the FISC -
received 63 proposed applications for access fo.certain business records (including the
production of tangible things) for foreign intelligence purposes. In these matteps, the AOUSC
reported that 39 proposed orders were granted as filed, 21 proposed orders were granted as
modified, one proposed order was granted in part and denied in part, and two proposed
apphcatlons were denied in full

- All ﬁnal filed apphca’aons identified a spe01ﬁo selection term ' as defined in 50 U.S.C. § .
1861(k). Section 1862(c)(1)(C) requires the government to report the total number of
applications in which the specific selection term does not specifically identify. an individual,
account, or personal device. Thirty-one final, filed applications did not specifically identify an
individual, account, or personal device as the specific selection term.! The FISC modified the = -
proposed order in onie of these applications for access fo business records. Separately, the FISC

* did not direct additional, particularized minimization procedures beyond those adopted pursuant
. to section 1861(g) to the p,roposed orders in appllcatlons made by the Government '

Requests Made for Certam Informatlon Pursuant to National Securlty Letter Authorities
During Calendar Year 2019 (USA PATRIOT Improvement and Reauthorization Act of 2005,

'qub L: No 109 177 (2006))

 Pursuant to Section 118 of the USA PATRIOT Improvement and Reauthonzanon Act,
Pub. L. 109-177 (2006), as amended, the Department of Justice provides Congress with annual
reports regarding requests made by the FBI pursuant to the National Security Letter NSL).
authorities provided in 12 U.S.C. § 3414, 15 U S. C.§ 1681w, 15.U.8. C § 1681v, 18 U.S.C. §
2709 andSOUSC §436.

~ *Notably, the deﬁmtlon of “speclﬁc Selection term” for obtaming an order for the productlon of tangible thmgs is“a

term thet specifically identifies a person, account, address, or pérsonal device, or any other specific identiffer,” 50 -
U.S.C. § 1861(k), whereas the definition. of “specific selection term” for the reporting requirement encompasses a

. smaller: group of terms,-to include only “an individual, acgount, or personal device,” 50 U.S.C. § 1862(c)(1)(C).

Thus, the reporting requirement does not mandate inclusion in this statistic of certain requests that otherwise meet

. the definition of specific selection term in 50 U.S.C. § 186 l(k) For example, the reporting requlrement does not
T mandate mclusmn of requests m whlch the specific selection term was an’ “address . .
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The FBI reports it made 8,557 NSL requests2 (excluding requests for subscnber
'. mformauon only) in 2019 for information concerning United States persons.
" These sought information pertainirig to 3,643 different United States persons.®

o The FBI reports it made 35,848 NSL requests"’ (excinding requests for subscriber -
‘information only) in 2019 for information concerning non-United States persons. These sought
mformauon pertaining to 11,383 different non-United States persons.’ :

- The FBI reports. it made 19,601 NSL requests subscriber information for United States
persons and non-United States persons. These sought mformatton perta.tmng to 4 490 persons,’

- 2 In the course of oompr]mg its NSL statlstles, the FBIL rehes on the mfonnatlon avallable in its systems at the time
of compilation. On occasion, the number of NSL requests provided in this report as an annual tally may not be the. .
same as the sum of the numbers reported in the Department’s two semiasinual reports. Generally, the differences are
" the result of NSL requests withdrawn (e.g. not served on 4 provider) after the semiannual numbers were tallied.

Although the final annual numbers ay differ from the semiannual numbers, esch is an accurate representation of
the total number of NSL requests at the time the. NSLs were counted .

. In thie course of compﬂmg its NSL statistics, thé FBY may over-report the number of United States persons about

" whom it obtained information using NSLs. For example, NSLs that are issued concerning the same U,S. person and :
that include different spellings of the. U.S. person's name would be counted as separate U.S. persons, and NSLs
issued under two deferenttypes of NSL- authontles cormernmg the same U.S. person would be counted astwo U. S

_ persons .

. 4 In the course of compllmg its NSL statistics, the FBI relies on the information available i inits systems at the tlme
cof comptlatlon On occasion, the mumber of NSL, requests provided in this report as-ani annual tally may.not be the

same as the sum of the miimbers reported in the Department’s two semiannual reports. Generally, the differences are - - '

. - the resilt of NSL requests withdrawn (e.g. not served on a provider) after the semiannual numbers were tallied.
- Although thé final annual numbers may differ from the semiannual numbers, each is an accurate representatlon of
. the total number of NSL requests at the time the NSLs were counted.

S Inthe course of compiling its NSL statistics, the FBI may over-report the number of non-United . States persons
about whom it obtained information using NSLs. For example, NSLs that are issued copcerning the same non-U.S.
person and that include differerit spellings.of the non-U.S. person’'s pame would be counted as separate non-U.S. -
persons,-and NSLs issued under two different types of NSL authorities concemmg the same non-U. S person. would -

-. be counted as two non-U. S persons

o8 Iu the course of compllmg its NSL stanstres the EBI rehes on the mformauonavallab]e inits systems at the time of

* compilation. On occasion, the number of NSL requests provided in this report as an annmal tally xaay not be the’

* same as the sum of the numbers reported in the: Department’s two semiannual reports. Generally, the differences are:
the result of NSL requests withdrawn (e.g. not served-on a provider) after the semiannual umbers were tallied,
Although the final annual numbers may differ from the semiapnual numbers, eachiis an accurate representation of
thetotal number of NSL requests at the tlme the NSLs were counted. )

7 Becanse Congress has recogmzed that the FBI typmally Imows htﬂe about the user of fac:hty when requests for
‘only subscriber information are made, Section 118(c}(2)(B) does not require the number.of requests for NSLs =
| .seeking only subscriber information to'be broken down to identify the number of requests related to. United States
.. persons and non-United States persons. See-Section 118(0)(2)(13), USA Patriot Act Improvement and
Rea.uthorlzatlon Act'0f 2005; Pub L. No 109-177, 120 Stat. 217 (2006), as amended, .
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We hope that this information is helpful. Please do not hesitate to contact this ofﬁce it

- we may prowde additional assistance regardmg this or any other mater.-

Step en E. Boyd
Ssistant Attorney General




U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attorney General Washington, D.C. 20530

The Honorable Steve Scalise
Majority Leader

U.S. House of Representatives
Washington, DC 20515

The Honorable Hakeem Jeffries
Minority Leader

U.S. House of Representatives
Washington, DC 20515

Dear Mr. Leader and Congressman Jeffries:

On July 17, 2020, this office submitted a report in accordance with sections 107 and 502
of the Foreign Intelligence Surveillance Act of 1978 (the Act), as amended, 50 U.S.C. § 1801 er
seq., and section 118 of USA PATRIOT Improvement and Reauthorization Act of 2005, as
amended. The report is attached. The report provided information regarding, among other things,
certain requests made by the Federal Bureau of Investigation (FBI) pursuant to national security
letter (NSL) authorities in calendar year 2019. This office recently discovered a typographical
error in the report. The report stated the FBI had reported it made 19,601 NSL requests for
information concerning only subscriber information for United States persons and non-United
States persons. The correct number should have been 19,061. This letter serves as a correction to
the July 17, 2020 report.

We apologize for the error. Please do not hesitate to contact this office if we may provide

additional assistance regarding this or any other matter.

Sincerely,

SN

Slade Bond
Deputy Assistant Attorney General



U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Atto:-m_zy General - . ) Wa;s'hz'ngtdﬁ, D.C. 20530

- The Honorable Steny Hoycr
: Majonty Leader -

" United States Senate - | i o A B
* Washington, DC 20510 . . S 17 a8

, -‘ The Honorable Kevm McCarﬂly ,
~ Minority Leader ' .

United States- Senate,

© ‘Washington, DC 2051 0

o Dear Mr Leader and Congressman McCarthy

. This report is-submitted in- accordance w1th sections 107 and 502 of the Forexgn
Intelhgence Surveillance Act of 1978 (the “Act™), as amended, 50 U.8.C. § 1801 et seq., and
section 118 of USA PATRIOT Iimprovement and Reauthotization Act of 2005, as amended.

‘This report provides information regardmg (1) all final, filed apphcahons made by the

Government during calendar year 2019 for authotity to conduct electronic surveillance and/or

- physical search. for foreign intelligence puirposes under the Act; (2) all final, filed applications

made by the Government during calendar year 2019 for access to cettain business records

. . (including the production of tangible things) for foreign intelligence purposes; and (3) certain . :
- requests made by thc Federal Bureau of Invesugatron (FBI). pursuant 10 National Security Letter -
au'i:hontles : .

Tn addmon to reportmg stafistics. based on the number of ﬁnal ﬁled apphcatlons this . -

:A»report also includes statistics published by the Director of the Admiinistrative Office of the -
- United States Courts (AQUSC).. The: AQUSC reporis the number of proposed apphcatlons rather
. than the number of final, filed appllcatlons Rule 9(a) of the Foreign Intelligence Surveillance .

Coutt Rules of Procedure requires-the Government to submit proposed applications at least sever

- .. days before the Goverhment seeks to have a matter entertained by the Foreign Intelligence
© Surveillance Court (FISC or.Court). Modifications or withdrawals of applications may occur .
between the filing of a proposed application and the filing of a final application for a variety.of - .
reasons; including the Government modifying a proposed application in response to questionsor - . .
. coficerns raised by the Court. The statistics prepared by the-AQUSC, which use the number of -
-proposed applications rather than final, filed applications as their baseline, reflect this robust .
- interaction between the Government and the. Court and fhus are mcluded herein to prov1de o
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_ ' important additional context. The AOUSC Director’s full report is avarlable on the AQUSC
- “website. . : _ :

Appllcatrons Made to the Forelgn Intellrgence Surve;]]ance Court Durlng Calendar Year
2019 (sectlon 107 of the Act, 50 U.S.C. § 1807) . i

During calendar year 20 19, the Government ﬁled 848 final applications to the FISC for -
authority to conduct electronic surveillance and/or physical searches for foreign: intelligence

- purposes. The 848 applications include applications made solely for electronic surveillance,

applications made solely for physical search, and combined applications requesting authority for

~ electronic surveillance and physical search. Of the 848 applications filed fequesting authority to
conduct electronic surveillance and/or physical search, the FISC denjed one ﬁnal ﬁIed o

apphcatlon requestmg physical search only.

- Of the 848 final, filed applications; 832 apphcatrons included requests for authorrty to.

" conduct electronic surveillance. None of the applications requestmg authority to-conduct

electronic surveillance were withdrawn: by the. Government. The FISC did not deny any of these
final, filed applications in whole or:in part. The FISC.made modxficauons to the proposed orders

.in 59 final, filed applications requestmg authority to conduct electronic surveillance. Thus, the.
* FISC approved collection activity in a total of 832 of the apphcatlons that included requests for
" anthority to conduct eleefromc surveﬂ]anee

" The AOUSC applying the methodolo gy outhned -above, has reported that the FISC

- received 863 proposed applications in 2019 for authonty to conduct electronic surveillance -

and/or physical searches for foreign intelligence purposes. The AOUSC teported that 586 -
proposed orders were granted as filed, 224 proposed orders were granted as modified, 37 ‘
proposed applications were. grarited in part and denied in part; and 16 proposed apphcai:rons were '

- denied in full. As noted above, the AOUSC statistics include modifications made to proposed |

orders between the filing of the proposed application and the final application, as well as

‘proposed apphcatrons withdrawn by the Government in full or in part after being advised that the’

Court would not grant the proposed apphcatlon as mltxa]ly submrtted by the Governrnent

Durrng calendar year 2019, the total number of persons targeted for orders for electrome

-surveillance was between 500 and 999. The aggtegate number of United States persons targeted

for orders for eleetromc surveillance was between ZET0 and 499

Apphcatlons for Access to Certam Business Records (Includmg the Productron of Tanglble
Thlngs) Made Durmg Calendar Year 2019 (sectron 502 of the Act 50 U.s. C § 1862(0)(1))

Dunng calendar year 2019, the Govemment filed 61 final apphcahons to the FISC for . |

. ‘atoess to certain business records (moludmg the produeuon of tangible things) for foreign *

intelligence purposes. The FISC did not deny, in whole or ii1 part, any such final, filed " .
apphcanon by the Government durmg calendar year 2019. The FISC mod1ﬁed the proposed
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orders submitted wﬂh four final applications for access to busmess reoords

The AOUSC applymg the methodology outhned above, bas reported that the FISC
received 63 proposed applications for access to certain business records (including the -
production of tangible things) for foreign intelligence purposes. In these matters, the AOUSC

_reported that 39 proposed orders were granted as filed, 21 proposed orders were granted as

modified, one proposed order was granted in part and denied in part, and two proposed

apphcattons were denied in fu]l

All final, filed applications identified a “specific select:ton term” as defined in 50 U.S.C. §
1861(k). Section 1862(c)(1)(C) requires.the government to report the total number of
apphoattons in which the specific selection term does not spec1ﬁcally 1dent1fy an individual,

- account, or personal device. ‘Thirty-one final, filed applications did not specifically 1dent1fy an

individual, account, or personal device as the speclﬁe selection term.! The FISC modified the
proposed order in one of these applications for access to business records. Separately, the FISC

_ did not direct additional, particularized minimization procedures beyond those adopted pursuant .

to sect:lon 1861(g) to the proposed orders in apphcanons made by the Govemment

Requests Made for Certam Informatlon Pursuant to National Secunty Letter Authontles
During Calendar Year 2019 (USA PATRIOT Improvement and Reauthonzatton Act of 2005

Pub. L. No. 109-177 (2006)

Pursuant to Seotlon 118 of the USA. PATRIOT Improvement and Reauthonzauon Act,.

Pub. L. 109-177 (2006), as amended, the Department of Justice provides Congress with annual

reports regardmg requests made by the FBI pursuant to the National Security Letter (N SL)
authorities provided in 12 U.S.C. § 3414; 15U.8, C § 1681y, 15 U.S.C. § 1681v 18 U S C. §
2709, and 50 U.8.C. § 436

1 Notably, the definition of “speolﬁc selectlon term” for obtaJmng an order for the productton of tang:ble thmgs is “a _
. - term that specifically identifies a person, account, address, or personal device, or any other specific 1dent1ﬁer ” 50
-, US.C. §1861(k), whereas the definition of “spécific selection term” for the reporting requirement enoompasses a

smaller group of terms, to include only “an individual, account, or personal device,” 50 U:S.C. § 1862(c)(1)(G).
Thus, the reporting requirement does not mandate inclusion in this statistic'of certain’ requests that otherwise meet

~ the definition of specific selection term in 50 U.S.C. §1861(k). For example, the reporting reqmrement does not’
‘mandate molusmn of requests in- w}uch the speelﬁc selection term was an “address.” . .
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- TheFBI reports it made 8,557 NSL requests? (excluding requests for subscriber
information only} in 2019 for information concerning United States persons. These sought

K mformatlon perta.mmg to 3,643 different Umted States persons.? .

The FBI. reports it made 35, 848 NSL requests4 (excludmg requests for subscriber

-Informatron only) in 2019 for information concerning noh-United States persons. . These sought
' mformanon pertalmng to0 11,383 dlfferent non-United States persons.’ 3 .

The FBI reports it made 19 601 NSL requests6 subscnber information for Umted States

- . persons and non-United States persons These sought information pertalmng to 4 490 persons 7

2In the course of comprimg jts NSL statlstxcs the FBI rehes on the information available in xts systems at the time
of compilation..-On occasion, the number of NSL requests provided in this report as an annual tafly may-not be the .
same as the sum of the numbers reported in the Department’s two-semiannual reports. ‘Generally, the differences are
the result of NSL requests withdrawn (e.g. hot served on a provider) after the semiannual numbers were tallied.

+ Although the final annual numbets may differ from the semiannual numbers, each is an accurate representation of
the total number of NSL requests at the time the NSLs were colmted .

5In the course of compiling its NSL statistics, the FBI may over-report the nummber of United States persons about

‘whom it obtained information using NSLs. For example, NSLs that are issued concerning the same U.S. personand’

that include different spellings of the U.S. person's name would be counted as separate U.S. persons, and NSLs

. "issued under two different: types of NSL authorities concerning the same U.S. person would be ooun’ced as.two U.S.
_ persons :

“In the course of complhng its NSL statistics, the FBI relies on the information avallabIe in its systems at the t:lme
of compilation.- On oceasion, the number of NSL requests provided in fhis report as an anniial tally may not be the
sate as the sum of the numbeérs reported in the Department’s two semiannual reports. Generally, the differences are
the'result of NSL requests withdrawn (e g. not served on a provider) after the semiannual numbers were tallied. -
Alfhough the final annual numbers may differ from the semianmal numbers; each is an acemate representatron of
the total nu.mber of NSL requests at the time the NSLs were counted .

58 In the course of compﬂmg its NSL statlstlcs f.he FBI may over—report the number of non-Umted States persons
. - about whom it obtained information using NSLs. For example, NSLs that aré issued concerning the same non-U.S.
person and that include different spéHings of the non-U.S. person's name would be counted as separate non-U. S.
. persons, and NSLs issued under two different types of NSL authontres concernmg -the same non-U. S person would:

be counted s two non-J. 8. persons '

‘ §In the course of: ‘compiling its NSL statistics, the FBI relies on the mfonnatlen avallable in its systems at the tnne of

compilation. On occasion, the number of NSL requests provided in this report as an annual tally may not be the

same as the sum of the'numbers reported.in the Department’s two semignnual réports. Generally, the. differences are.

the result of NSL requests withdrawn (e.g, not served on a provider) aftér the semiannual numbers were tallied,

' Although the-final annual numbers may differ from the semiannual num_bers each is'an aemlra.te representatlon of '

the total :number of NSL requests at the time the. NSLs were counted

7 Because Congress has recognized that the FRI typically knows little about the user of a facxlrty when requests for -
“only subscriber information are made, Section 118(c)(2)(B) does not require the number of requests: for NSLs .

seking only subscriber information to be broken down to identify the number ofrequests related to United. States

* persons and non-United States persons. See Section 118(c)2)(B), USA Patriot Act Improvement and’

Reauﬂlonzatxon Act 0f 2005, Pub. L. No. 109 177, 120 Stat. 217 (2006) as.amended.




The Honorable Steny Hoyer
The Honorable Kevin McCarthy
Page Five

We hope that this information is helpful ‘Please do not hesitate to contact thlS ofﬁce if

. We may prowde addmonal assistance regardmg this or any other matter

Stephen E. Boyd. .
Asszstant Atl:omey General




U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attorney General Washington, D.C. 20530

The Honorable Lindsey Graham Acting Chairman Marco Rubio
Chairman Chairman

Committee on the Judiciary Select Committee on Intelligence
United States Senate United States Senate
Washington, D.C. 20510 Washington, D.C. 20510

The Honorable Jerrold Nadler The Honorable Adam Schiff
Chairman Chairman

Committee on the Judiciary Permanent Select Committee on Intelligence
U.S. House of Representatives U.S. House of Representatives
Washington, D.C. 20515 Washington, D.C. 20515

JUL 17 2020

Dear Messrs. Chairmen:

This report is submitted in accordance with sections 107 and 502 of the Foreign
Intelligence Surveillance Act of 1978 (the “Act”), as amended, 50 U.S.C. § 1801 et seq., and
section 118 of USA PATRIOT Improvement and Reauthorization Act of 2005, as amended.
This report provides information regarding: (1) all final, filed applications made by the
Government during calendar year 2019 for authority to conduct electronic surveillance and/or
physical search for foreign intelligence purposes under the Act; (2) all final, filed applications
made by the Government during calendar year 2019 for access to certain business records
(including the production of tangible things) for foreign intelligence purposes; and (3) certain
requests made by the Federal Bureau of Investigation (FBI) pursuant to national security letter
authorities.

In addition to reporting statistics based on the number of final, filed applications this
report also includes statistics published by the Director of the Administrative Office of the
United States Courts (AOUSC). The AOUSC reports the number of proposed applications rather
than the number of final, filed applications. Rule 9(a) of the Foreign Intelligence Surveillance
Court Rules of Procedure requires the Government to submit proposed applications at least seven
days before the Government seeks to have a matter entertained by the Foreign Intelligence
Surveillance Court (hereinafter “FISC™). Modifications or withdrawals of applications may
occur between the filing of a proposed application and the filing of a final application for a
variety of reasons, including the Government modifying a proposed application in response to
questions or concerns raised by the Court. The statistics prepared by the AOUSC, which use the
number of proposed applications rather than final, filed applications as their baseline, reflect this
robust interaction between the Government and the Court, and thus are included herein to
provide important additional context. The AOUSC Director’s full report is available on the
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AOUSC website.

Applications Made to the Foreign Intelligence Surveillance Court During Calendar Year
2019 (section 107 of the Act, 50 U.S.C. § 1807)

During calendar year 2019, the Government filed 848 final applications to the FISC for
authority to conduct electronic surveillance and/or physical searches for foreign intelligence
purposes. The 848 applications include applications made solely for electronic surveillance,
applications made solely for physical search, and combined applications requesting authority for
electronic surveillance and physical search. Of the 848 applications filed requesting authority to
conduct electronic surveillance and/or physical search, the FISC denied one final, filed
application requesting physical search only.

Of the 848 final, filed applications, 832 applications included requests for authority to
conduct electronic surveillance. None of the applications requesting authority to conduct
electronic surveillance were withdrawn by the Government. The FISC did not deny any of these
final, filed applications in whole, or in part. The FISC made modifications to the proposed
orders in 59 final, filed applications requesting authority to conduct electronic surveillance.
Thus, the FISC approved collection activity in a total of 832 of the applications that included
requests for authority to conduct electronic surveillance.

The AOUSC, applying the methodology outlined above, has reported that the FISC
received 863 proposed applications in 2019 for authority to conduct electronic surveillance
and/or physical searches for foreign intelligence purposes. The AOUSC reported that 586
proposed orders were granted as filed, 224 proposed orders were granted as modified, 37
proposed applications were granted in part and denied in part, and 16 proposed applications were
denied in full. As noted above, the AOUSC statistics include modifications made to proposed
orders between the filing of the proposed application and the final application, as well as
proposed applications withdrawn by the Government in full or in part after being advised that the
Court would not grant the proposed application as initially submitted by the Government.

During calendar year 2019, the total number of persons targeted for orders for electronic
surveillance was between 500 and 999. The aggregate number of United States persons targeted
for orders for electronic surveillance was between zero and 499.

Applications for Access to Certain Business Records (Including the Production of Tangible
Things) Made During Calendar Year 2019 (section 502 of the Act, 50 U.S.C. § 1862(c)(1))

During calendar year 2019, the Government filed 61 final applications to the FISC for
access to certain business records (including the production of tangible things) for foreign
intelligence purposes. The FISC did not deny, in whole or in part, any such final, filed
application by the Government during calendar year 2019. The FISC modified the proposed
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orders submitted with four final applications for access to business records.

The AOUSC, applying the methodology outlined above, has reported that the FISC
received 63 proposed applications for access to certain business records (including the
production of tangible things) for foreign intelligence purposes. In these matters, the AOUSC
reported that 39 proposed orders were granted as filed, 21 proposed orders were granted as
modified, one proposed order was granted in part and denied in part, and two proposed
applications were denied in full.

All final, filed applications identified a “specific selection term” as defmed in 50 U.S.C. §
1861(k). Section 1862(c)(1)(C) requires the government to report the total number of
applications in which the specific selection term does not specifically identify an individual,
account, or personal device. Thirty-one final, filed applications did not specifically identify an
individual, account, or personal device as the specific selection term.! The FISC modified the
proposed orders in one of these applications for access to business records. Separately, the FISC
did not direct additional, particularized minimization procedures beyond those adopted pursuant
to section 1861(g) to the proposed orders in applications made by the Government.

Requests Made for Certain Information Pursuant to National Security Letter Authorities
During Calendar Year 2019 (USA PATRIOT Improvement and Reauthorization Act of 2005,
Pub. L. No. 109-177 (2006))

Pursuant to Section 118 of the USA PATRIOT Improvement and Reauthorization Act,
Pub. L. 109-177 (2006), as amended, the Department of Justice provides Congress with annual
reports regarding requests made by the FBI pursuant to the National Security Letter (NSL)
authorities provided in 12 U.S.C. § 3414, 15 U.S.C. § 1681u, 15 U.S.C. § 1681v, 18 U.S.C. §
2709, and 50 U.S.C. § 436.

The FBI reports it made 8,557 NSL requests® (excluding requests for subscriber

1 Notably, the definition of “specific selection term” for obtaining an order for the production of tangible things is “a
term that specifically identifies a person, account, address, or personal device, or any other specific identifier,” 50
U.S.C. § 1861(k), whereas the definition of “specific selection term” for the reporting requirement encompasses a
smaller group of terms, to include only “an individual, account, or personal device,” 50 U.8.C. § 1862(c)(1)(C).
Thus, the reporting requirement does not mandate inclusion in this statistic of certain requests that otherwise meet
the definition of specific selection term in 50 U.S.C. § 1861(k). For example, the reporting requirement does
not mandate inclusion of requests in which the specific selection term was an “address.”

2 In the course of compiling its NSL statistics, the FBI relies on the information available in its systems at the time
of compilation. On occasion, the number of NSL requests provided in this report as an annual tally may not be the
same as the sum of the numbers reported in the Department’s two semiannual reports. Generally, the differences are
the result of NSL requests withdrawn (e.g. not served on a provider) after the semiannual numbers were tallied.
Although the final annual numbers may differ from the semiannual numbers, each is an accurate representation of
the total number of NSL requests at the time the NSLs were counted.
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information only) in 2019 for information concerning United States persons. These sought
information pertaining to 3,643 different United States persons.’

The FBI reports it made 35,848 NSL requests* (excluding requests for subscriber
information only) in 2019 for information concerning non-United States persons. These sought
information pertaining to 11,383 different non-United States persons.’

The FBI reports it made 19,061 NSL requests® in 2019 for information concerning only
subscriber information for United States persons and non-United States persons. These sought
information pertaining to 4,490 persons.’

3 In the course of compiling its NSL statistics, the FBI may over-report the number of United States persons about
whom it obtained information using NSLs. For example, NSLs that are issued concerning the same U.S. person and
that include different spellings of the U.S. person's name would be counted as separate U.S. persons, and NSLs
issued under two different types of NSL authorities concerning the same U.S. person would be counted as two U.S.
persons.

# In the course of compiling its NSL statistics, the FBI relies on the information available in its systems at the time
of compilation. On occasion, the number of NSL requests provided in this report as an annual tally may not be the
same as the sum of the numbers reported in the Department’s two semiannual reports. Generally, the ditferences are
the result of NSL requests withdrawn (e.g, not served on a provider) after the semiannual numbers were tallied.
Although the final annual numbers may differ from the semiannual numbers, each is an accurate representation of
the total number of NSL requests at the time the NSLs were counted.

3 In the course of compiling its NSL statistics, the FBI may over-report the number of non-United States persons
about whom it obtained information using NSLs. For example, NSLs that are issued concerning the same non-U.S.
person and that include different spellings of the non-U.S. person's name would be counted as separate non-U.S.
persons, and NSLs issued under two different types of NSL authorities concerning the same non-U.S. person would
be counted as two non-U.S. persons.

¢In the course of compiling its NSL statistics, the FBI relies on the information available in its systems at the time of
compilation. On occasion, the number of NSL requests provided in this report as an annual tally may not be the
same as the sum of the numbers reported in the Department’s two semiannual reports. Generally, the differences are
the result of NSL requests withdrawn (e.g. not served on a provider) after the semiannual numbers were tallied.
Although the final annual numbers may differ from the semiannual numbers, each is an accurate representation of
the total number of NSL requests at the time the NSLs were counted.

7 Because Congress has recognized that the FBI typically knows little about the user of a facility when requests for
only subscriber information are made, Section 118(c)(2)(B) does not require the number of requests for NSLs
seeking only subscriber information to be broken down to identify the number of requests related to United States
persons and non-United States persons. See Section 118(c)(2)(B), USA Patriot Act Improvement and
Reauthorization Act of 2003, Pub. L. No. 109-177, 120 Stat. 217 (2006), as amended.
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We hope that this information is helpful. Please do not hesitate to contact this office if
we may provide additional assistance regarding this or any other matter.

"S"iiié;é"ié@,

Stephen E. Boyd
Assistant Attorney General

cc: The Honorable Dianne Feinstein
Ranking Member
Senate Committee on the Judiciary

The Honorable Mark Warner
Vice Chairman
Senate Select Committee on Intelligence

The Honorable Jim Jordan
Ranking Member
House Committee on the Judiciary

The Honorable Devin Nunes
Ranking Member
House Permanent Select Committee on Intelligence



U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attorney General - Washington, D.C. 20530

The Honorable James C. Duff

Director

Administrative Office of the United States Courts
Washington, DC 20544

Dear Mr. Duif:

Pursuant to section 107 of the Foreign Intelligence Surveillance Act of 1978 (the
“Act’™), as amended, 50 U.S.C. § 1801 ef seq., this report provides information regarding
applications made by the Government during calendar year 2019 for authority to conduct
electronic surveillance and physical search for foreign intelligence purposes.’

As you are aware, it has been the Government’s historical practice to report
statistics based on the number of final, filed applications to the Foreign Intelligence
Surveillance Court (hereinafter “FISC”). Whereas, the statistics published in your report
are based on the number of proposed applications and orders. More specifically, Rule
9(a) of the Foreign Intelligence Surveillance Court Rules of Procedure requires the
Government to submit proposed applications at least seven days before the Government
seeks to have a matter entertained by the FISC. Modifications or withdrawals of
applications may occur between the filing of a proposed application and the filing of a
final application for a variety of reasons, including the Government modifying a
proposed application in response to questions or concerns raised by the Court. Because
the methodology utilized in your report reflects this robust interaction between the
Government and the Court, we have repeated that information herein to provide
important additional context.

During calendar year 2019, the Government filed 848 final applications to the
FISC for authority to conduct electronic surveillance and/or physical searches for foreign
intelligence purposes. The 848 applications include applications made solely for
electronic surveillance, applications made solely for physical search, and combined
applications requesting authority for electronic surveillance and physical search. Of the
848 applications filed requesting authority to conduct electronic surveillance and/or
physical search, the FISC denied one final, filed application requesting physical search
only.
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Of the 848 final, filed applications, 832 applications included requests for
authority to conduct electronic surveillance. None of the applications requesting
authority to conduct electronic surveillance were withdrawn by the Government. The
FISC did not deny any of these final, filed applications in whole, or in part. The FISC
made modifications to the proposed orders in 59 final, filed applications requesting
authority to conduct electronic surveillance. Thus, the FISC approved collection activity
in a total of 832 of the applications that included requests for authority to conduct
electronic surveillance.

Your office, applying the methodology outlined above, reported that the FISC
received 863 proposed applications in 2019 for authority to conduct electronic
surveillance and/or physical searches for foreign intelligence purposes. In these matters,
you reported that 586 proposed orders were granted as filed, 224 proposed orders were
granted as modified, 37 proposed applications were granted in part and denied in part,
and 16 proposed applications were denied in full. As noted above, those statistics include
modifications made to applications between the filing of the proposed application and the
final application, as well as proposed applications withdrawn by the Government in full
or in part after being advised that the Court would not grant the proposed application as
initially submitted by the Government.

During calendar year 2019, the total number of persons targeted for orders for
~ electronic surveillance was between 500 and 999. The aggregate number of United
States persons targeted for orders for electronic surveillance was between zero and 499.

We hope this information is helpful. Please do not hesitate to contact this office if
we may provide additional assistance regarding this or any other matter.

Méinceféﬁf)

h E. Boyd
Assistant Attorney General
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