
sscode 

Phone not found. phone found and with DOJ OIG, but according to AMZ on 

9/19/18 conversation, the phone was restored to factorv settings. Per email
T66438 N/A 

f rom OOJ OIG co nta ctl■■■I on 10/ 17/ 18, tfle phone was restored to 
factory settings when they received it. 

N/A 9/6/2017 No substantive texts, notes or reminders 

N/A 9/6/ 2017 No substantive texts. notes or reminders 

N/A N/A Reassigned prior to review 

N/A N/A Reassigned prior to review 

Y57007 N/A No substantive texts, notes or reminders 

N/A N/A No substantive texts, notes or reminders 

N/A N/A No substantive texts, notes or reminders 

N/A N/A No substantive texts, notes or reminders 

Y57025 3/8/ 2018 Entered password too many times and wiped his phone 

Y57018 3/15/ 2018 Wiped his phone after receiving it 3/19/18 

No notes, ~eminders, ta~ks, apDS te~ m_essages,or voicemails - 2 non-record 

T66488 4/ 2/ 2018 photos which were emailed to 1tt1mately phone was clear and had no 

record data. 

No notes, reminders, apps, tasks - 2 non-record text messages, which were 

Y57109 4/2/2018 screens.honed and saved, 2 potential record voicemails - viewed and 

determined non-record 4/10/ 18 

Y57014 4/5/2018 LFW emailed said phone • is a brick" will need to reinitiate. 

LFW emailed and said JLQ's phone wiped itself without intervention from him . 

T66451 4/24/ 2018 JLQ emailed confirming he did not use text and had no work related or other 

photos on the device prior to it being wiped. 

No text messages, voicemails, reminders, notes, apps with data, or photos -

Y57089 5/3/2018 upon out processing ERB mentioned he had personal text messages and photos 

which he deleted off of the device prior to our discussion 

N/A N/A Reassigned prior to review 

N/A N/A Reassigned prior to review 

Employee tried to incorrect enterpassword too many times, and the phone was 
N/A N/A 

wiped of all data 

Y57081 N/A No substantive texts, notes or reminders 

N/A 1/22/ 2018 No substantive texts, notes or reminders 

N/A 1/22/ 2018 No substantive texts notes or reminders 

N/A 1/22/2018 No substantive texts, notes or reminders 

Employee tried to incorrect enter password too many times, and the phone was 

wiped of a ll data - reset on 1/ 17/18 

During Out Processing Conversation on 1/24/ 18, dicated he had deleted 

some data from the phone - phone provided to DOJ I.G. 1/25/ 18 
3 non-record text messages, took screenshots and emailed to myself, no notes, 

Y57079 2/6/ 2018 
photos, reminders, or other apps 

Y57101 2/6/ 2018 2 non-record text messages, took screenshots and emailed to myself, no notes, 

1 photo of the OOJ iPhone background, no reminders, no other apps 

1 non record text message of the DOJ iPhone background, whKh I emailed to 

Y57018 2/12/2018 mysetf, 1 photo of the iPhone background, no reminders/ tasks, no notes, no 

other apps, no voicemails 

Reviewed t he phone prior to it being assigned to ut cannot find record of 

Y57002 1/26/ 2018 whose number this was before. The phone was clear and did not have any 

record data. 

No notes, reminders, tasks, or new appl ications downloaded. 2 non-record text 

Y57009 3/5/2018 messages, screenshon ed and emailed tolla"om Kf C, 3 non-record photos 
that were emailed as well 

JCON iPhone Property Number 

Y57115 1/25/ 2018 

N/A N/A 

N/A 

N/A 

Results 
Screen.shots from 12/19 and 12/29 and text of screenshot 12/29 were captured 

in Sentinel case as record, therefore these are non-record items; other texts 

i ncluded non substantive images for phone background (non-record}, no 

content in notesor reminders 

N/A N/A 

Y57004 2/6/ 2018 

Y75008 2/12/ 2018 

Y57130 3/8/ 2018 

Y57123 5/3/2018 

Y57084 5/4/ 2018 

Y57021 5/8/2018 

No substantive texts, notes or reminders 

1/24/18 - Phone was in airplane mode, no 

rovided data unable to be recovered so had to be wi ed 

Reassigned prior to review 

1 non-record text message string with our Security Officer- o coordinate, 
emailed to myself, no notes, no reminders, two phot os: 1 OOJ iPhone 

background and 1 of the About Settings for invento (12/5/ 17), no other apps 

During out processing conversation on 1/31/1 dicated she had to wipe 

herphone because forgot the password, Her phone had to be wiped to be reset 

becaus.e the passcode provided was inaccurate and the phone was left in 

airplane mode - email from (2/12/ 18) 

3 sets ofnon-record text messages, 1 set of potential record text messages with 
an interviewee, photos of text conversations from another device which may be 

records, 1 note emailed to - olitaire app downloaded, no other apps, no 
reminders, tasks or voicemails - Working on determining appropriate fil ing for 

potential record content 

messages, two non-record photos, all captured via sending 

o r~minders. voicemails, or apps with additional data 

password to phone and the phone reset itself 

phone was wiped due to a forgotten passcode to 

All non-rec 

an email to 
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YS7041 

YS701S 

YS7086 

YS7014 

YS7110 

YS7007 

YS7010 

YS7106 

YS7077 

YS7130 

YS7101 

YS7113 

YS7114 

YS7102 

YS7109 

YS7129 

YS7018 

YS7003 

YS7008 

YS7084 

YS702S 

YS7034 

YS7031 

YS7110 

Per conversation wit hone was wiped due to a forgotten passcode on 
S/8/ 2018 

the evening of S/7/ 18 
Per conversation with - phone was wiped due to a forgotten passcode, 

S/16/ 2018 

- Greg's phone was wiped due to a forgotten
S/30/ 2018 

5/31/ 2018 No text messages, reminders/ tasks, or photos - two notes that were synced to 
M krosoft Exchange, 1 non-pertinent voicemail no apps, files either 

Only non-record text messages - emailed t ne personal t ext message 

e xchange with husband (SAM reviewed and agreed, so the text was removed 
S/31/ 2018 

from the devke), no voicemails .. one note - emailed to- o apps, files. 
tasks/ reminders 

Notified via email 6/ 1/ 18 - Wiped phone due to attempting the incorrect 
password t o many times, believed had less t han 10text messages, and S photos 

o f non-investigat ive or informattonal significance 
6/ 1/ 2018 

A~ request - had a significant number of record photos/ text messages to 
6/ 13/2018 

put to the file - sent them from OJM 's phone to,■■■■■ JCON account 
for upload to Sentinel following proper recordkeeping 

7/ 12/ 2018 
Per email from 1phone was wiped and had to be reconfigured. 

No text messages, no voicemails, no notes, no reminders,. no addit ional apps 

with data, one non-record photo of laptop barcode used for inv entory - sent 

1 personal text deleted (apple verification ID code}, no record photos onty OOJ 

background image, no not es, voicemails, other apps, tasks/ reminders 

2 personal texts (access PIN reminders, non~SCO} removed, no photos. notes, 
8/ 22/2018 

files, reminders/ tasks, or voicemails 

Per JCON IT, had to be wiped due to incorrect password and JCON was unable to 
8/ 22/ 2018 unlock because the airwatch app had been deleted 

Initial review - no notes. photos, reminders/ tasks, voicemail s,. apps, 1 non­

record photo for OOJ background image, 9 personal text messages removed, 

r emaining texts need to be captured - determining best solution due to volume -

8/ 29/ 18 imaged device using Cellbrite w it - assistance - items moved t o 

Records folder on JCON G drive using a thumb drive from the laptop with the 

Cellbrite software, for future determination of appropriate fi ling 

5 personal messages - PNS confirmed before emoved from device. 1 non-
record message to be filed, several potential record photos - will be reviewed 

8/ 21/2018 

with TL, emailed for recordkeeping, no notes, no reminders, no files, no apps, no 

voicemails. Email response from - garding potential record photos, these 

photos were placed in Sentinel as 1A attachments.. 

7 personal messages - PNS confirmed before moved from device. 1 non-
record message to be filed, removed personal photos of children - PNS 

c onfirmed before- eleted, several photos of potential record content to be 

9/19/ 20 18 

9/19/ 2018 
d iscussed with TL, no re~nders/tasks, no notes, no files, no voice mails, no 

apps. Email response fro 0/ 11/ 2018 noting the potential records on 
phone were memorialized in the Sentinel case file. 

Phone was wiped prior to review because phone was in airplane mode and the 

passcode was not provided - therefore the phone had t o be restored to factory 

settings without review 

7 personal message nfirmed bef ore PNS removed from devke, 2 non-

record messages to be filed, no reminders/ tasks, no notes,. no fi les, no 

9/19/ 2018 

9/19/ 20 18 
voicemails, no apps and 12 personal photos removed from the device 

c onfirmed before PNS deleted. 

4 personal message nfirmed before PNS removed from devke, no 
9/19/ 2018 

r eminders/tasks, no notes, no files. no voicemails, no apps and no photos. 

Phone had an irrepairable cracked screen - JCON IT badced up all data on the 
9/26/ 2018 

device and transferred to the new device T66488. The same Apple ID is being 

use and the old device was w iped of all data 

AAW accidental ly w iped cell phone - data lost 9/27/ 2018 

2 personal texts deleted with 7 non-record te.xts to be filed. 2 personal photos 

10/ 10/2018 deleted with 3 non record photos to be filed. No fun:her data on phone. 

10/ 10/2018 No Data on Phone. 

10/ 10/2018 11 voice mails-10 predate SCO and the rema· s personal. All deleted. 

1 picture of a draft e-maiL PNS emailed it to be included in the email 
YS707S 

10/ 17/2018 c apture. No otherrecords. 
10/ 24/2018 REW forgot their password so phone was wiped upon reset by DOJIT. 

11/ 27/2018 
Phone was accidently wiped prior to records review. BizOps email attached to 

11/ 27/2018 o utproce ssing form. 
4 non record msgs, 1 non record note, and 3 non record phot os sent to 

YS7029 e mail for record keeping. No VMs, Reminders. Vmemos or other records 

11/ 28/2018 located. 

Phone was accidently wiped prior to records review. BizOps email attached to 

o utproce ssing form. 

2 non record Vmails and 3 non-record msgs forwarded t - mail for 

11/ 29/2018 recordkeeping. No other records. 

002016-000050 



Per email from CLM, phone was wiped on 11/29/2018 by accident after input of 

passcode to many times. 
One personal note, S personal texts, 6 personal photos (property tags, OOJ 

emblem, error message and a password; au deleted. Nine photos and two pdf 

12/26/2018 files forwarded to LMM email. No other records found. 

One IM, 1 photo, and S pdf docs forwarded tc- mail. No other records 
12/21/2018 found. 

Three non record IM 's and 2 non record photos deleted. Three photos 

12/21/2018 forwarded to . mail. 
Two non record photos and two non record IM's deleted. No other records 

12/21/2018 found. 

12/21/2018 Two non record photos and one non record IM deleted. No other records found. 
ELB cracked t he screen. JCON IT backed up t he phone and issued ELB Y57114 

using the YS7126 Apple ID. No possible loss of records. 

12/12/2018 Per email from CLM, phone was wiped on 12/12/2018 by accident. 
1/3/2019 Per email from CLM, phone was wiped on 01/02/2019 by accident. 

1/7/2019 Per email from lfW, phone was accidentty wiped via password input on 1/7/19. 

Reviewed phone with - ho verified no unique records remain on t he 
phone. Eight fi les and four SKYPE conversations were moved to fi le. No other 

1/ 17/2019 r ecords remain on the phone. 
1/31/2019 Per email from- hone reset itself. 

Reviewed phone with- ho verified no unique records were on the phone. 
2/1/2019 Review showed no records on phone. 

Reviewed phone with - ho verified no unique records were on t he phone. 

2/1/2019 Review showed no records on phone. 
Reviewed phone wit ~ ho verified only personal records were on the 

phone. Review showed 7 photos, 1 video and 3 texts, all personal, records on 

2/6/2019 phone. 

Reviewed phone wit llllvho verified 186 photos found on the phone were 
moved to file. Ten texts were non record, 1 mis-direaed to t he phones previous 

2/8/2019 user from an unknown number and 9 coordination non record texts. 

Reviewed phone with - ho verified 2 photos found on the phone were 
2/14/2019 moved to file. One text was memorialized in the appropriate case f il e. 

4/2/2019 Reviewed with I No records. 
3/1/2019 Reviewed with o records. 

3/1/2019 Reviewed with even Screenshots forwarded to fi le. No other records. 
3/1/2019 Review witl'llalo records. 
3/1/2019 Reviewed with- No records. 

3/1/2019 Reviewed wit -Four texts moved to case file. All voice mails memorialized. 

3/13/2019 found photos, notes and texts which were sent to~ ON email. 
15 photos(l DOJ logo, 3 personal, 11 ref copies}, 4 ref copy fi les, 26 texts either 

3/13/2019 ref copies or personal. 
3/20/2019 Personal photos and texts only. 

3/22/2019 Reviewd with SACM. Personal notes and texts only. 
Reviewed wit - ! 01 photos and 2 videos. Records forwarded to file or 
email. 8 draft notes forwarded to email Two voicemails put to file. Only 

3/27/2019 coordination and personal texts. Only ref copy files. 
3/27/2019 Personal recs only. 
3/28/2019 Reviewed with AAW. Ref copy, personal and coordination only. 
3/29/2019 Reviewed with BAM. 415 photos already in file . 

3/29/2019 Reviewed with GOA. 1 record text forward to email. All other personal. 
3/29/2019 Reviewed wit • o records. 

4/2/2019 Reviewed wit No records. 
4/4/2019 Reviewed wit o records. 

Reviewed with MRO. 22 Photos and 2 videos personal, plus one OOJ logo. 

4/4/2019 Record notes fo. ed to email. Ref copy f iles. 
4/4/2019 Reviewed with No records. 
4/4/2019 Personal photos only. 
4/4/2019 No records. 
4/4/2019 No records. 
4/4/2019 Personal only. 
4/4/2019 Reviewed with EBP. 215 personal photos only. 

4/10/2019 l photo forwarded to email. 

4/11/2019 Reviewed with ASJZ. Moved text, voicemail, notes and photo records to f ife. 

4/11/2019 Reviewed withIPhotos on G:SC. No other records. 
4/12/2019 Reviewed with 1 photo forwarded to file. No other records. 
4/12/2019 Reviewed with Personal records only. 

4/12/2019 Reviewed with o records. 
Reviewed with Two personal and coordination texts only. No other 

4/12/2019 records. 

6/11/2019 Reviewed with LRA. Three notes forwarded to LRA email. No other records. 

4/26/2019 Worlc related photos and texts forward to file . 
4/26/2019 One note fwd to . mail. 
6/5/2019 No records. 
6/5/2019 No records. 
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(b) (6), (b) (7)(C)

CWK T66447 5/30/2019 Photos fwd to 
Y57011 6/3/2019 One file fwd to email. 

EES Y57078 5/23/2019 Reviewed with EES. No records. 
Zebley, Aaron AMZ Z57089 5/30/2019 Reviewed with AMZ. No records. 

Y57092 4/26/2019 No records. 
ELB Y57114 4/26/2019 No records. 

(b) (6), (b) (

(b) (6), (b) (7

(b) (6), (b) (7

Archey, David W DWA Y57085 5/9/2019 JCON IT wiped phone after resetting the password prior to records review. 
T66488 4/26/2019 All records moved to file per 
Y57036 5/10/2019 Reviewed with No records. 

Aloi, Elizabeth LIZA Y57077 4/16/2019 Reviewed with LIZA. No records. 

(b) (6), (b) (7)(C)

(b) (6), (b) (7)(C)

Jed, Adam C 

(b) (6), (b) (7)

ACJ Y75012 
(b) (6), (b) (7)(C)

6/3/2019 Reviewed with ACJ.

(b) (6), (b  

 One photo forwarded to ACJ email. 

(b) (6), (b  

REW Y57019 6/3/2019 Reviewed w/REW. No records. 
Goldstein, Andres ADG Y57006 6/3/2019 Reviewed w/ADG. No records. 
Quarles, James L JLQ T66451 6/3/2019 No records. 

(b) (6), (b) (7)(C)
Mueller, Robert S. RSMSC T66450 6/3/2019 No records. 
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