JCON Acct |JCON iPhone Property Number Cell Phone Number |Date Reviewed |Results
Screenshots from 12,/19 and 12/29 and text of screenshot 1229 were captured
V57115 1/25/2018 in Sentinel case as rec?rd,_ therefore these are non-record items; other texts
included non substantive images for phone background {non-record), no
CONTEnt in NOTEs or reminders
Phone not found, phone found and with DO OIG, but according to AMZ on
Page, lisa T66438 NJA 9/19/18 conversation, the phone was restored to factory settings. Per email
from DOJ 0IG comac_ on 10/17/18, the phone was restored to
factory settings when they received it
N/A 9/6/2017 No substantive texts, notes or reminders
N/A 9/6/2017 No substantive texts, notes or reminders
/A N/A Reassigned prior to review
/A N/A Reassigned prior to review
Y57007 N/A Mo substantive texts, notes or reminders
N/A N/A No substantive texts, notes or reminders
NfA N/A No substantive texts, notes or reminders
N/A N/A No substantive texts, notes or reminders
NfA N/A No substantive texts, notes or reminders
N/A 1/24/2018 Per email fmr!'f_1f24,|’18—Phonewas in airplar\e mode, no
|passcode provided, data unable to be recovered, so had to be wiped
MN/A
H/A N/A R igned prior to review
NfA N/A R igned prior 1o review
MfA N/A Reassigned prior to review
N/A N/A Employee tried to incorrect enter password too many times, and the phone was
wiped of all data
¥57081 N/A Mo substantive texts, notes or reminders
N/A 1/22/2018 |No substantive texts, notes or reminders
N/A 1/22/2018 | No substantive texts, notes or reminders
HN/A 1/22/2018 No substantive texts, notes or reminders
Employee tried to incorrect enter password too many times, and the phone was
wiped of all data - reset on 1/17/18
Dwuring Out Processing Conversation on 1}24}13,-1dicaned he had deleted
some data from the phone - phone provided to DOJ 1L.G. 1/25/18
3 non-record text messages, took screenshots and emailed to myself, no notes,
¥57079 2/6f2018 :
Lphotos, I d or other apps
¥57101 2/6/2018 2 non-record text messages, took screenshots and emailed to myself, no notes,
1 photo of the DOJ iPhone background, no reminders, no other apps
1 non-record text message string with our Security Ofﬁcer.n coordinate,
Ea 2/6/2018 emailed to myself, no notes, no reminders, two photos: 1 DO iPhone
background and 1 of the About Settings for inventory (12/5/17), no other apps
During out processing conversation on 1/31/1 ild icated she had to wipe
Y75008 2/12/2018 her phone because forgot t.he passws)rd, Her phone had to be wiped m.be reset
because the passcode provided was inaccurate and the phone was left in
airplane mode - email from 12/12/18)
1 non record text message of the DOJ iPhone background, which | emailed to
Y57018 2/12/2018 myself, 1 photo of the iPhone background, no reminders/ tasks, no notes, no
other apps, no voicernails
Reviewed the phone prior to it being assigned to'ut cannot find record of
N/A NfA ¥57002 1/26/2018 |whose number this was before. The phone was clear and did not have any
record data.
Mo notes, reminders, tasks, or new applications downloaded. 2 non-record text
Clinesmith, Kevin KEC Y57009 3/s/2018 messages, screenshotted and emailed h-'om KEC, 3 non-record photos
that were emailed as well
3 sets of non-record text messages, 1 set of potential record text messages with
an interviewee, photos of text conversations from another device which may be
¥57130 3/8f2018 records, 1 note emailed to olitaire app downloaded, no other apps, no
reminders, tasks or voicemails - Working on determining appropriate filing for
meentiaf record content
Weismann, Andrew AAW ¥57025 3f8f2018 Entered password too many times and wiped his phone
¥57018 3/15/2018 |Wiped his phone after receiving it 3/19/18
Mo notes, reminders, tasks, apps, text messages,or voicemails - 2 non-record
Tea488 4f2f2018 photos which were emailed toj Itimately phone was clear and had no
record data.
Mo notes, reminders, apps, tasks - 2 non-record text messages, which were
Y57109 4f2f2018 screenshotted and saved, 2 potential record voicemails 'viewed and
determined non-record 4/10/18
V57014 4/5/2018  |LFW emailed saidliphone "is a brick” will need to reinitiate.
LFW emailed and said JLQ's phone wiped itself without intervention from him.
Quaries, James na T66451 4/24/2018 JLQ emailed confirming he did not use text and had no work related or other
Lphotos on the device prior to it being wiped.
No text messages, voicemails, reminders, notes, apps with data, or photos -
Y57089 5/3f2018 upon out processing ERB mentioned he had personal text messages and photos
which he deleted off of the device prior to our discussion
¥57123 5/3/2018 All non-rec messages, two non-record photos, all captured via sending
an email to| o reminders, voicemails, or apps with additional data
Y57084 5/4f2018 Per email from greot password to phone and the phone reset itself
Per conversation with . phone was wiped due to a forgotten passcode to
¥57021 5/8f2018
the phone last Saturday
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Per conversation wit ->hu-ne was wiped due to a forgotten passcode on
the evening of 5/7/18

Per conversation w'nh- - phone was wiped due to a forgotten passcode,
not clear on the exact date

Per conversation w'nh- - Greg's phone was wiped due to a forgotten
|passcode, not clear on the exact date

¥57041 5/8/2018

¥57015 5/16/2018

Andre, Greg Y57086 5/30/2018

¥57014 5/31/2018 Mo text messages, reminders/tasks, or photos - two notes that were synced to
Microsoft Exchange, 1 non-pertinent voicemail no apps, files either

Only non-record text messages - emailed t ne personal text message
exchange with husband (BAM reviewed and agreed, so the text was removed
from the device), no voicemails, one note - emailed to| o apps, files,
tasks/reminders

Notified via email 6/1/18 - Wiped phone due to attempting the incorrect
6f1f2018 password to many times, believed had less than 10 text messages, and 5 photos
of non-investigative or informational significance

¥57110 5(31/2018

Y57007

A request - had a significant number of record photos/text messages to
put to the file - sent them from OJM's phone tc_ ICON account
for upload to Sentinel following proper recordkeeping

¥Y57010 6/13/2018

¥57106 7/12/2018

Per email from W ‘phone was wiped and had to be reconfigured.
Mo text messages, no voicemails, no notes, no reminders, no additional apps
7/18/2018 with data, one non-record photo of laptop barcode used for inventory - sent
through email and stored in folder on ICON

7/19/2018 eview.

1 personal text deleted (apple verification ID code), no record photos only DOJ
background image, no notes, voicemails, other apps, tasks/reminders

2 personal texts (access PIN reminders, non-5C0) removed, no photos, notes,
files, reminders/tasks, or voicemails

Per ICON IT, had to be wiped due to incorrect password and JCON was unable to
|unlock because the airwatch app had been deleted

Richardson, Brian Y57077

¥57130

Alpino, Heather ¥57101 8/21/2018

Dickey, Ryan Y57113 8/22/2018

¥57114 8/22/2018

Initial review - no notes, photos, reminders/tasks, voicemails, apps, 1 non-
record photo for DOJ background image, 9 personal text messages removed,
8/21/2018 remaining texts need to be captured - determining best solution due to volume -
B/29/18 imaged device using Cellbrite wit -gassismnce - items moved to
Records folder on JCON G drive using a thumb drive from the laptop with the
Cellbrite software, for future determination of appropriate filing
5 personal messages - PNS confirmed befure-hem oved from device, 1 non-
record message to be filed, several potential record photos - will be reviewed
9/19/2018 with TL, emailed for recordkeeping, no notes, no reminders, no files, no apps, no
woicemails. Email response from ‘gard'mg potential record photos, these
u}hotos were placed in Sentinel as 1A attachments.
7 personal messages - PNS confirmed before| moved from device, 1 non-
record message to be filed, removed personal photos of children - PNS
confirmed before| l}ele:ted, several photos of potential record content to be
discussed with TL, no reminde rs.ll'tasks, no notes, no files, no voicemails, no

¥57102

¥57109

¥57129 9/19/2018

apps. Email response from| 0/11/2018 noting the potential records on
phone were memorialized in the Sentinel case file.

Phone was wiped prior to review because phone was in airplane mode and the
9/19/2018 passcode was not provided - therefore the phone had to be restored to factory
settings without review

7 personal message -:mﬁrrned before PN5 removed from device, 2 non-
record messages to be filed, no reminders/tasks, no notes, no files, no
woicemails, no apps and 12 personal photos removed from the device -
confirmed before PNS deleted.

4 personal message nfirmed before PNS removed from device, no
reminders/tasks, no notes, no files, no voicemails, no apps and no photos.

¥57018

Y57003

Y57084

9/19/2018

9/19/2018

Phone had an irrepairable cracked screen - JICON IT backed up all data on the
device and transferred to the new device T66488. The same Apple ID is being
use and the old device was wiped of all data
9/27/2018 AAW accidentally wiped cell phone - data lost

9/26/2018

Weismann, Andrew Y57025

Y57034 2 personal texts deleted with 7 non-record texts to be filed. 2 personal photos
10/10/2018 |deleted with 3 non record photos to be filed. No further data on phone.

104102018 |No Data on Phone.

|Stueve, Joshua Y57031

Asonye, Uzo Y57110

10/10/2018 |11 voice mails-10 predate SCO and the remai 5 personal_ All deleted.

1 picture of a draft e-mail. PNS emailed it to‘: be included in the email
10/17/2018 capture. No other records.
10/24/2018 REW forgot their password so phone was wiped upon reset by DOJIT.
Phone was accidently wiped prior to records review. BizOps email attached to
114272018 Joutprocessing form.
Phone was accidently wiped prior to records review. BizOps email attached to

11/27/2018| outprocessing form. -
4 non record msgs, 1 non record note, and 3 non record photos sent to)

email for record keeping. Noe VMs, Reminders, Vmemos or other records
11/28/2018 located.

2 non record Ymails and 3 non-record msgs forwarded © -m ail for
11/25/2018 recordkeeping. No other records.

¥Y57075

Y57035

y57111

¥57029
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Per email from CLM, phone was wiped on 11/29/2018 by accident after input of
passcode to many times.
One personal note, 5 personal texts, 6 personal photos (property tags, DOJ
emblem, error message and a password; all deleted. Nine photos and two pdf
12/26/2018 files forwarded to LMM email. No other records found.
One IM, 1 photo, and 5 pdf docs forwarded rt-mail. No other records
12/21/2018 found.
Three non record IM's and 2 non record photos deleted. Three photos
forwarded to mail.
Two non record photos and two non record IM's deleted. No other records
124/21/2018 found.

Atkinson, L. Rush

12/21/2018

12/21/2018 Two non record photos and one non record IM deleted. No other records found.
ELB cracked the screen. JCON IT backed up the phone and issued ELB Y57114
wsing the Y57126 Apple ID. No possible loss of records.

12/12/2018 Per email from CLM, phone was wiped on 12/12/2018 by accident.

1/3/2019 Per email from CLM, phone was wiped on 01/02/2019 by accident.

1/7/2018 Per email from LFW, phone was accidently wiped via password input on 1/7/19.
Reviewed phone with Who verified no unique records remain on the
phone. Eight files and four SKYPE conversations were moved to file. No other

1/17/2019 records remain on the phone.
1/31/2019 Per email frum-hone reset itself.
Reviewed phone wim‘ho verified no unigue records were on the phone.

2/1/2019 Review showed no records on phone.

Reviewed phone with ho verified no unique records were on the phone.

2/1/2019 Review showed no records on phone.

Reviewed phone wit ‘vhc verified only personal records were on the
phone. Review showed 7 photos, 1 video and 3 texts, all personal, records on

2/6/2019 phone.

Reviewed phone wit -Mho verified 186 photos found on the phone were
moved to file. Ten texts were non record, 1 mis-directed to the phones previous
2/8/2019 wser from an unknown number and 9 coerdination non record texts.

Reviewed phone with '«ho verified 2 photos found on the phone were
2/14/2019 moved to file. One text was memorialized in the appropriate case file.

4/2/2019 Reviewed with Mo records.
3/1/2019 Reviewed with o records.
3/1/2019 Reviewed with even Screenshots forwarded to file. No other records.

3/1/2019 Review withjJiilNo records.
3/1/2019 Reviewed with - No records.

3/1/2019 Reviewed wit -Four texts moved to case file. All voice mails memorialized.
3413/2019 Found photos, notes and texts which were sent to-_ON email.
15 photos(1 DOJ logo, 3 personal, 11 ref copies), 4 ref copy files, 26 texts either
3/13/2019 ref copies or personal.
3/20/2019 Personal photos and texts only.
Meisler, Scott 3/22/2019 Reviewd with SACM. Personal notes and texts only.
Reviewed wit -101 photos and 2 videos. Records forwarded to file or
email. 8 draft notes forwarded to email. Two voicemails put to file. Only
3§27/2019 coordination and personal texts. Only ref copy files.
3/27/2019 Personal recs only.

Y57025 3/28/2019 Reviewed with AAW. Ref copy, personal and coordination only.

T66448 3/29/2019 Reviewed with BAM. 415 photos already in file.
Andres, Greg Y57086 3/29/2019 Reviewed with GDA. 1 record text forward to email. All other personal.

¥Y57079 3/29/2019 Reviewed wit o records.

¥57100 4/2{2019 Reviewed wit No records.

¥Y57007 4/4/2019 Reviewed wit o records.

Reviewed with MRD. 22 Photos and 2 videos personal, plus one DOJ logo.
Dreeben, Michael Y57026 4/4/2019 Record notes fo jed to email. Ref copy files.
4/4/2019 Reviewed with WNO records.

4/4/2019 Personal photos only.

4/4/2019 No records.

Special Counsel Press ¥57005 4/4/2019 No records.

Carr, Peter ¥57050 4f4/2019 Personal only.

Prelogar, Elizabeth Y57027 4/4/2019 Reviewed with EBP. 215 personal photos only.
Van Grack, Brandon T66437 4410/2019 1 photo forwarded to email.

Zelinsky, Aaron Y57022 44112019 Reviewed with ASIZ Moved text, voicemail, notes and photo records to file.
4/11/2019 Reviewed with Photos on G:5C. No other records.
4/12/2019 Reviewed with 1 photo forwarded to file. No other records.

4412/2019 Reviewed with Personal records only.
4/12/2019 Reviewed with o records.

Reviewed with Two persenal and coordination texts only. No other
4412/2019 records.

Atkinson, L. Rush 6/11/2019 Reviewed with LRA. Three notes forwarded to LRA email. No other records.
4/26/2019 Work related photos and texts forward to file.

4/26/2019 One note fwd to .mail.

Rhee, Jeannie § 6/5/2019 No records.

6/5/2019 No records.
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Jed, Adam C AC)

(D) (©) (D) ()(C) I
Goldstein, Andres ADG
Quarles, James L L
Mueller, Robert S. RSMSC

CWK

EES

Zebley, Aaron AMZ
¥

ELB

Archey, David W DWA

Aloi, Elizabeth LIZA

Y75012
Y57019
Y57006
T66451
166450
T66447
Y57011
Y57078
757089
Y57092
Y57114
Y57085

) 66488

Y57036
Y57077

6/3/2019
6/3/2019
6/3/2019
6/3/2019
6/3/2019
5/30/2019
6/3/2019
5/23/2019
5/30/2019
4/26/2019
4/26/2019

Reviewed with ACJ. One photo forwarded to ACJ email.

Reviewed w/REW. No records.
Reviewed w/ADG. No records.
No records.

No records.

Photos fwd tc-(

One file fwd to email.

Reviewed with EES. No records.
Reviewed with AMZ. No records.
No records.

No records.

5/9/2019 JCON IT wiped phone after resettin’g the password prior to records review.
4/26/2019 All records moﬁhﬁle per -’

5/10/2019
4/16/2019

Reviewed with No records.
Reviewed with LIZA. No records.
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