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Attached: 
2022-02-10_D_TPs_for_call_with_NSA_Sullivan_on_S._3600+sm.docx, Update on Cyber Incident Reporting 

From: Klapper, Matthew B. (OAG) 
Subject: FW: Thank you Tonya re: Peters/Portman points you made today! 
To: Heinzelman, Kate (OAG); Goodlander, Margaret V. (OAG) 
Sent: February 11, 2022 11:49 AM (UTC-05:00) 

(b) (5) , DOJ-FBI redlines to S. 3600 (11 Feb 22).docx, 

Legislation_8 Feb 21 .docx 

Want to get him these by noon so he can review over lunch. Can you take a quick look? 

From: 
Sent: Fr

(b)(6), (b)(7)(C), (b)(7)(E) per FBI
iday, February 11, 2022 11:31 AM 

(b) (6)
(b) (6)

To: Klapper, Matthew B. (OAG) 
Cc: Hyun, Peter (OLA) Tyson, Jill Courtney (OCA) (FBI) 
Subject: FW: Thank you Tonya re: Peters/Portman points you made today! 

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

Matt, still fiddling with TPs but here you go. If we get an updated set, I’ll forward along 

From: 
Sent: Fr

(b)(6), (b)(7)(C), (b)(7)(E) per FBI
iday, February 11, 2022 11:14 AM 

To: Vorndran, Bryan A. (CyD) (FBI) Choi,
Eun Young (ODAG) (JMD) ; Ugoretz, Tonya L. (CyD) (FBI) ; 

; Tyson, Jill Courtney (OCA) (FBI) 

Cc: Stawasz, Michael (CRM) 
Singdahlsen, Jeffrey (CRM) 

(OLA) (JMD) 
Goldfoot, Josh (CRM)

Hardee, Christopher 
(NSD) (JMD) O'Neil, 

Subject: RE: Thank you Tonya re: Peters/Portman points you made today! 

(OLA) (JMD) Downing, Richard (CRM) ;
(OLA) (JMD) <

; Dunham, Christopher G. (OCA) (FBI) 
;

; Silver, James (CRM) 
; Bailey, Leonard (CRM) 

; 

; Hyun, Peter (OLA) (JMD) 
; 

Wiegmann, Brad (NSD) (JMD) 
Erica (CRM) ; 

; 

(b) (6)

(b) (6)
(b) (6)

(b) (6)

(b) (6) (b) (6)

(b)(6) per NSD

(b)(6) per NSD

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b) (6)

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM
(b)(6), (b)(7)(C) per CRM (b)(6), (b)(7)(C) per CRM
(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI
(b) (6)

(b) (6)

(b) (6)

All, 

DAD Ugoretz received intel from a reliabl 
so we have made changes to the redlines 

Thanks, 

e source advising that , 
. These edits are attached. (b) (5)

(b) (5)

(b)(6), (b)(7)(c)  

From: 
Sent: Friday, February 11, 2022 10:53 AM 
To: Vorndran, Bryan A. (CyD) (FBI) ; Choi, Eun Young (ODAG) (JMD) 
< ; Ugoretz, Tonya L. (CyD) (FBI) ; 

(OLA) (JMD) 
>; Downing, Richard (CRM) ; 

; (OLA) (JMD) >; Tyson, Jill Courtney (OCA)

(b) (6)

(b) (6)
(b) (6)

(b)(6) per NSD

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b) (6)

(b) (6)

 Document ID: 0.7.12479.11266 1049-002155



Subject: RE: Thank you Tonya re: Peters/Portman points you made today! 

All-in advance of the Director's call with S. Mayorkas, we told his office we wou ld share the proposed red line of the 

bill. I th ink it would also be useful to share the one-pager we sent to NSC; and, (b)(5) 

Please let me know if anyone objects to sharing those with DHS, and if not, can whoever has the latest (EYC?) please 
send to me? Wou ld like to send these to the Secretary's office and Rob Silvers asap buy no later than noon. 

Thanks-

From: Vorndran, Bryan A. (CyD) (FBI) (b)(6), (b)(7)(C), (b)(7)(E) per FBI 

Sent: Thursday, February 10, 2022 3:51 PM 
To: Choi, Eun Young (ODAG) (JMD) 

Subject: Re: Thank you Tonya re: Peters/Portman points you made today! 

From: Choi, Eun Young (ODAG) (b )(6) 
Sent: Thursday, February 10, 2022 3:40:19 PM 

1049-002156 Document ID: 0.7.12479.11266 
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To: Ugoretz, Tonya L. (CyD) (FBI) ; 

; 

Tyson, Jill Courtney (OCA) (FBI) ; 

Cc: Stawasz, Michael (CRM) 
Singdahlsen, Jeffrey (CRM) 

Goldfoot, Josh (CRM)
Hardee, Christopher (NSD) (JMD) Wiegmann, Brad (NSD) (JMD) 

Subject: [EXTERNAL EMAIL] - RE: Thank you Tonya re: Peters/Portman points you made today! 

Vorndran, Bryan A. (CyD) (FBI) ; ;
(OLA) (JMD) < Downing, Richard (CRM)

(OLA) (JMD) 
Dunham, Christopher G. (OCA) (FBI) 

;
Silver, James (CRM) 

; Bailey, Leonard (CRM) 
; 

;
(OLA) (JMD) Hyun, Peter (OLA) (JMD) ; 

; 

O'Neil, Erica (CRM) ; 
; 

(b) (6)
(b) (6)

(b) (6) (b) (6)

(b) (6)
(b) (6)

(b)(6) per NSD

(b)(6) per NSD

(b)(6), (b)(7)(c), (b)(7)(e) per FBI
(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM
(b)(6), (b)(7)(C) per CRM (b)(6), (b)(7)(C) per CRM
(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b) (6)

(b) (6)

(b) (6)

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

+ James Silver, for awareness (and to see if you can attend tomorrow’s WIDCOPS). Looking forward to tomorrow. 

From: Tonya Ugoretz 
Sent: Thursday, February 10, 2022 3:35 PM 

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

Cc: Stawasz, Michael (CRM) >; 
Singdahlsen, Jeffrey (CRM) 

Goldfoot, Josh (CRM) Hardee, 
Christopher (NSD) O'Neil, 

Subject: RE: Thank you Tonya re: Peters/Portman points you made today! 

To: Vorndran, Bryan A. (CyD) (FBI) ; 
; (OLA) ; Downing, Richard 

(CRM) ; Choi, Eun Young (ODAG) 
; (OLA) ; Tyson, Jill Courtney (OCA) 

(FBI) ; Dunham, Christopher G. (OCA) (FBI) ; 

; Bailey, Leonard (CRM) 
; 

(OLA) < ; Hyun, Peter (OLA) 
; 

Wiegmann, Brad (NSD) 
Erica (CRM) ; ; 

; 
; 

(b) (6)
(b) (6)

(b) (6)

(b) (6) (b) (6)

(b) (6) (b) (6)

(b)(6) per NSD

(b)(6) per NSD

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM (b)(6), (b)(7)(C) per CRM
(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C    

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b) (6)

(b) (6)

(b) (6)

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

Thanks . That was a frustrating exchange with Nicole. I’m no expert in this area but 
. 

(b)(6) per NS (b) (5)

From: 
Sent: Thursday, February 10, 2022 3:11 PM 
To: Vorndran, Bryan A. (CyD) (FBI) ;

(OLA) (JMD) ; Downing, Richard (CRM) ; Choi,
Eun Young (ODAG) (JMD) ;

(OLA) (JMD) ; Tyson, Jill Courtney (OCA) (FBI) ;
Dunham, Christopher G. (OCA) (FBI) ; 

(b) (6)
(b) (6)

(b) (6)

(b)(6) per NSD

(b)(6), (b)(7)(C) per CRM
(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b) (6)

(b) (6)

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

Document ID: 0.7.12479.11266 1049-002157
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• 

• 

• 

• 

Cc: Ugoretz, Tonya L. (CyD) (FBI) ; Stawasz, Michael (CRM) ; Bailey, 
Leonard (CRM) ; Singdahlsen, Jeffrey (CRM) ; 

; 
; (OLA) (JMD) ; Hyun, Peter (OLA) 

(JMD) ; Goldfoot, Josh (CRM) ;
Hardee, Christopher (NSD) (JMD) Wiegmann, Brad 

(NSD) (JMD) O'Neil, Erica (CRM) ; 
; 

; ; 

(b) (6)
(b) (6)

(b) (6)
(b) (6)

(b)(6) per NSD

(b)(6), (b)(7)(C) per CRM
(b)(6), (b)(7)(C) per CRM (b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C)    

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b) (6)

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

Subject: [EXTERNAL EMAIL] - Thank you Tonya re: Peters/Portman points you made today! 

We might be able to scale down this email list if we head into a busy Cyber Leg Senate Floor Debate next week, but for 
max awareness I wanted to update you all as follows: 

Unfortunately

Thankfully Tonya followed-up to ask 

(b) (5)
(b) (5)

(b) (5)

Nicole T. at NSC leg 

For background, the CRG is not a cyber leg meeting, but Nicole usually briefs for about a minute at the end of the 
meeting on things cyber SMEs need to be aware of. 

I’ll defer to OLA and OCA on the best way to follow-up with offices like Sen. Schumer’s to see what changes we 
might be able to make based on the timing of all this. 

I’m sure we’ll discuss more at the 11am WIDCOPs cyber call tomorrow for those able to / scheduled to attend. 
Eun Young just told me she should be able to make it. 

Thanks all 

From: Bryan Vorndran 
Sent: Thursday, February 10, 2022 12:51 PM 
To: ; (OLA) < 

Downing, Richard (CRM) ; Choi,
Eun Young (ODAG)

(OLA) ; Tyson, Jill Courtney (OCA) (FBI) ; Dunham, 
Christopher G. (OCA) (FBI) ; 

Cc: Ugoretz, Tonya L. (CyD) (FBI) ; Stawasz, Michael (CRM) ; Bailey, 
Leonard (CRM) ; Singdahlsen, Jeffrey (CRM) ; 

; 

(OLA) < >; Hyun, Peter (OLA) 
>; Goldfoot, Josh (CRM) ;

Hardee, Christopher (NSD) Wiegmann, Brad (NSD) 
O'Neil, Erica (CRM) ; 

; 
; 

(b) (6)

(b) (6)

(b) (6)
(b) (6)

(b) (6)

(b) (6)
(b) (6)

(b)(6) per NSD

(b)(6) per NSD

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM
(b)(6), (b)(7)(C) per CRM (b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E)  

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C)    

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b) (6)

(b) (6)

(b) (6)

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

Document ID: 0.7.12479.11266 1049-002158
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________________ 
B a Vo dra

(b) (5)
(b)(6), (b)(7)(C), (b)(7)(E) per FBI

Subject: RE: redlines on the Peters/Portman bill 

Thank you, 
(b)(6), (b)(7)(C) per FBI

Jill – 

What do you need from CYD/me? 

Bryan 

Bryan Vorndran 
Assistant Director 
Cyber Division 

[Desk]
[Cell] 

(b)(6); (b)(7)(E) per FBI

(b)(6); (b)(7)(E) per FBI

From: 
Sent: Thursday, February 10, 2022 11:58 AM 

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

, Eun Young (ODAG)
(JMD) (OLA)
(JMD) ; Tyson, Jill Courtney 

Cc: Ugoretz, Tonya L. (CyD) (FBI) ; Bailey, 

Subject: redlines on the Peters/Portman bill 

To: (OLA) (JMD) ;
Downing, Richard (CRM) ; Choi 

; 
>; Vorndran, Bryan A. (CyD) (FBI)

(OCA) (FBI) ; Dunham, Christopher G. (OCA) (FBI) ; 

; Stawasz, Michael (CRM)
Leonard (CRM) ; Singdahlsen, Jeffrey (CRM) ; 

; 

(OLA) (JMD) >; Hyun, Peter (OLA)
(JMD) Goldfoot, Josh (CRM) ;

Hardee, Christopher (NSD) (JMD) Wiegmann, Brad 
(NSD) (JMD) O'Neil, Erica (CRM) ; 

; 

(b) (6)

(b) (6)
(b) (6)

(b) (6)
(b) (6)

(b) (6)
(b) (6)

(b)(6) per NSD

(b)(6) per NSD

(b) (5)

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM
(b)(6), (b)(7)(C) per CRM (b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C)    

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b) (6)

(b) (6)

(b) (6)

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

+ AD Tyson, AD Vorndran, and teams [consolidating two threads, for transparency] 

All: 

I’m pleased to provide the (b) (5) redlines for S. 3600 on behalf of the DOJ/FBI Leg Drafting Working Group. 
Great effort by CRM, NSD, OGC, and CyD. We leave the clearance process to OLA and OCA. 

Regards, 

(b)(6), (b)(7)(C) per FBI

From: (OLA) > 
Sent: Thursday, February 10, 2022 10:40 AM

(b) (6)(b) (6)
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To: Downing, Richard (CRM) 

>; Goldfoot, Josh (CRM)
Hardee, Christopher 

(NSD) (JMD) O'Neil,
Erica (CRM) ;
Subject: [EXTERNAL EMAIL] - RE: 1-pager to send NSC on Peters/Portman bill 

; Choi, Eun Young (ODAG) (JMD) < >; 
(OLA) (JMD) 

Cc: Ugoretz, Tonya L. (CyD) (FBI) ; Stawasz, Michael (CRM) ;
; Bailey, Leonard (CRM) ; Singdahlsen, Jeffrey 

(CRM) ; 
; 

; (OLA) (JMD) 
Hyun, Peter (OLA) (JMD) 

; 
Wiegmann, Brad (NSD) (JMD) 

(b) (6)
(b) (6)

(b) (6) (b) (6)

(b) (6) (b) (6)

(b)(6) per NSD

(b)(6) per NSD

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM
(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C    

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b) (6)

(b) (6)

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

Great. Thanks, 
(b)(6) per NSD

. Will send one pager to NSC 
(b) (6)

leg now and will keep all posted. Will 
await the additional documents. Thank you, 

From: 
Sent: Thursday, February 10, 2022 10:23 AM 

(b)(6) per NSD

To: (OLA) < >; Downing, Richard (CRM) 

< >; Goldfoot, Josh (CRM)
Hardee, Christopher (NSD) 

O'Neil, Erica (CRM) 
;

Subject: 1-pager to send NSC on Peters/Portman bill 

; Choi, Eun Young (ODAG) < >; 
(OLA) < > 

Cc: Ugoretz, Tonya L. (CyD) (FBI) ; Stawasz, Michael (CRM) ;
Bailey, Leonard (CRM) ; Singdahlsen, Jeffrey 

(CRM) ; 
; 

; (OLA) 
; Hyun, Peter (OLA) 

; 
Wiegmann, Brad (NSD) 

(b) (6)
(b) (6)

(b) (6)

(b) (6) (b) (6)

(b) (6) (b) (6)
(b)(6) per NSD

(b)(6), (b)(7)(c    

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM
(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b) (6)

(b) (6)

(b) (6)

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

Hi (b) (6) ,
Attached is (b)(6), (b)(7)(c) per 1-pager that you can send to NSC Leg now that EYC has cleared. I don’t believe there have been any 
changes s

(b) (5)
ince he sent Tues night. I was referring to edits I made to the Redline document that is forthcoming, along 

with 

Sounds like there is consensus to let NSC know our (b)(5) and Redlines advocating for changes are forthcoming. 
Hopefully they will put those on the fast track and be appreciative we are doing this analysis for them. 

National Cyber Director Chris Inglis’s office is where we got the heads up on all this. 

(b)(5) per NSD

From: (OLA) 
Sent: Thursday, February 10, 2022 10:10 AM 
To: Downing, Richard (CRM) ;
Choi, Eun Young (ODAG) >; 

(OLA) > 
Cc: Ugoretz, Tonya L. (CyD) (FBI) Stawasz, Michael (CRM) >; 

Bailey, Leonard (CRM) Singdahlsen, Jeffrey

(b) (6)

(b) (6)
(b) (6)

(b)(6) per NSD (b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM
(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C)    

(b) (6)

(b) (6)

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

 Document ID: 0.7.12479.11266 1049-002160



dee, Christopher (NSD) 
'Neil, Erica (CRM) 

- - Per your attached email, you indicated that you had additional comments. Is the 
document that is attached your email the same one that- forwarded or different? I 
want to ensure that we are sending the correct version to the Hill that ODAG has cleared. 
Second, re the timing, I understood yesterday that in a call with you, FBI, and ONCD, you 
learned that Schumer may put the bill on the floor on Tuesday . 

. We also have heard back from Schumer's office, who confirmed that 
it will be Tuesday. Thanks,tmA 

From: (b)(6) per NSD 
Sent: Thursday, February 10, 2022 10:03 AM 
To: Downing, Richard (CRM) 
(b)(6) LA) 
(b)(6) (OLA) 
Cc: Ugoretz, Tonya L. (CyD) (F 

(OLA) 
ldfoot, Josh (CRM) 

Hardee, Christopher (NSD) 
O'Neil, Erica (CRM) 

OK with me Richard because that will at least alert the NSC we've done a ton of work on this, (b )(5) per NSD 
. We can send the other 2 docs (described below) to Congress if they are also cleared by NSC. 

The cyber leg working group is final izing 2 other docs that will be helpful: (b) (5) and (2) specific Redline 
changes to the bill with comments. 

Btw, here is my take on why Sen. Schumer is allocating Floor t ime, wh ich I learned about yesterday, and sent to­
and others in OLA, FYI : 

• (b)(5) per NSD 

• 

1049-002161 Document ID: 0.7.12479.11266 
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____________________________________________________________ 

Director Chris Inglis can help . (b)(5) per NSD
So yes, we need the NSC to clear these materials quickly for us and have an engagement plan. Perhaps National Cyber 

My 2 cents.
(b)(6) per NSThanks all, 

From: Downing, Richard (CRM) 
Sent: Thursday, February 10, 2022 9:57 AM 

(b)(6), (b)(7)(C) per CRM

To: Choi, Eun Young (ODAG) >; (OLA) 

; Goldfoot, Josh (CRM)
Hardee, Christopher (NSD) 

O'Neil, Erica (CRM) 
;

Subject: RE: EXPEDITE: New Peters/Portman bill dropped 

;
(OLA) 

Cc: Ugoretz, Tonya L. (CyD) (FBI) ; Stawasz, Michael (CRM) ;
Bailey, Leonard (CRM) ; Singdahlsen, Jeffrey 

(CRM) ; 
; 

(OLA) 
; Hyun, Peter (OLA) 

; 
Wiegmann, Brad (NSD) 

(b) (6)
(b) (6)

(b) (6) (b) (6)

(b) (6) (b) (6)

(b)(6) per NSD

(b)(6) per NSD

(b)(6), (b)(7)(C) per CRM
(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C    

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

FWIW: (b)(5) per CRM, FBI

Richard 

RICHARD W. DOWNING | Criminal Division | (b)(6), (b)(7)(C) per CRM

From: Choi, Eun Young (ODAG) 
Sent: Thursday, February 10, 2022 9:53 AM 

(b) (6)

Downing, Richard (CRM) 

egmann, Brad (NSD) 

Subject: RE: EXPEDITE: New Peters/Portman bill dropped 

To: (OLA) 
(OLA) 

Cc: Ugoretz, Tonya L. (CyD) (FBI) ; Stawasz, Michael (CRM) ;
Bailey, Leonard (CRM) ; Singdahlsen, Jeffrey 

(CRM) ; 
; 

; (OLA) 
>; Hyun, Peter (OLA) <

Goldfoot, Josh (CRM) ;
Hardee, Christopher (NSD) Wi 

O'Neil, Erica (CRM) ; 

(b) (6)

(b) (6)(b) (6)

(b) (6)

(b) (6)
(b) (6)

(b)(6) per NSD

(b)(6) per NSD

(b)(6), (b)(7)(C) per CRM
(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM (b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C    

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b) (6)
(b) (6)

(b) (6)

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C) per FBI – were you working on a separate document? Otherwise I clear. 

From: (OLA) < 
Sent: Thursday, February 10, 2022 9:52 AM

(b) (6)(b) (6)

 Document ID: 0.7.12479.11266 1049-002162



1

T 
y 

C 
s 

; Hyun, Peter (OLA) 
oldfoot, Josh (CRM ) 

Hardee, Christopher (NSD) 
O'Neil, Erica (CRM ) 

Subject: EXPEDITE: New Peters/Portman bill dropped 
Importance: High 

Following up on this. We have learned that the bill is going to the floor on Tuesday. Our 
window is very short. Does ODAG clear the one-pager to provide to NSC Leg? Can I get a 
status check on the other documents that FBI is working on? From below, it appears that 

From: (b)(6), (b)(7)(C}, (b)(7)(E) per FBI 

Sent: Wednesday, February 9, 2022 4:50 PM 
T (b) (6) (OLA) 
C : ; C oi, Eun Young (ODAG) 
s 

; Hyun, Peter (OLA) 
oldfoot, Josh (CRM) 
Hardee, Christopher (NSD) 

O'Neil, Erica (CRM) 

Subject: RE: New Peters/Portman bill dropped 

We haven't made any changes to the one-pager. 

We' re still working on the redlines and - . Those two documents wil l speak to what we want changed. 

Thanks,-
From: (b)(6) per NSD 
Sent: Wednesday, February 9, 2022 4:31 PM 
To: (OLA) (J MD) (b)(6) 

)(o), (b )(7)(C), (b)(7)(E ) per FBI ~~'-!II 
1 

( b){6)Cc: Ugoretz, Tonya L. (CyD) (FBI) ' 
(b)(6), (b)(7)(C), (b)(7)(E) per FBI . (b)(6), (b)(?)(C) per CRM ,. ,,611•1,1,,c, 1• 111 1E, ,., , a, 

: . • •• . • • (b)(6), (b)(7)(C) per CRM : • . 
(b)(6), (b)(7)(C), (b)(7)(E ) per FBI(b)(6), (b)(7)(C) per CRM (b)(6), (b)(7)(C), (b)(7)(E) per FBI 

1049-002163Document ID: 0.7.12479.11266 



h(CR 
stoph 
'Neil, Erica (CR 

Subject: [EXTERNAL EMAi L] - Re: New Peters/Portman bill dropped 

Thanks-. 
For NSD awareness - I just gave- some input on the FBI Redline document and it looks good to me. 

As a reminder, all of our feedback to Congress would be 

Thanks 

On Feb 9, 2022, at 4:17 PM, (b) (6) (OLA) (b) (6) wrote: 

Good afternoon: 

I heard back from NSC Leg re Chairman Peters/RM Portman's cyber bill from yesterday (that includes 
cyber incident reporting (Cl RA)). NSC Leg ind icated 

NSC Leg said that they hope to have a plan and steps forward for the 
full interagency tomorrow. 

- sent the attached yesterday. Does ODAG clear sending the attached to NSC Leg as the TPs for our 
engagement with the Hill - or did anyone have any comments/revisions to the attached? (There may be a 
later version floating). FBI also is working on a redline to the Cl RA with comments. Given the possible 
crunch timeline, I would like to send the attached (once cleared) to NSC Leg to start reviewing and clear, 
and then, once the red line is done and cleared by ODAG, send that. 

Thank you, 

-
From: (b) (6) (OLA) 
Sent: Tuesday, February 8, 2022 9:07 PM 
To: 

1049-002164Document ID: 0.7.12479.11266 



--

(b) (6) LA) ·(b)(6) ; Hyun, Peter (OLA) 
(b) (6) 
Subject: RE: New Peters/Portman bill dropped 

Good evening: 

I was out of the office this afternoon and just seeing these emails. I checked in 
again with NSC Leg this morning about the cyber incident reporting bill, including if 
they had any updates, if it still was expected to be part of the Omnibus, and if it 
would be forwarded through clearance for comment, as noted previously. They 
did not have updates for me this morning. That is kind of 

. The press 
release link about the comprehensive cyber bill, that includes the cyber incident 
reporting bill. is attached: https://www.hsgac.senate.gov/media/majority­
media/peters-and-portman-introduce-landmark-legislative-package-to­
strengthen-pu bl ic-a nd-private-sector-cybersecu rity-

I am hoping to , and will keep you 
posted. I also will discuss with /Peter about immediate engagement with 
the Hill re DOJ's comments. 

Thank you, 

mm___ 

From:(b )(6) per NSD 
Sent: Tuesday, February 8, 2022 5:31 PM 
To: Ugoretz, Tonya L. (CyD) (FBI) ' : ; Choi, Eun Young (ODAG) 

Stawasz, M ichael (CRM) 
(OLA) 

Subject: RE: New Peters/Portman bill dropped 

Thanks for the quick write-up • . As we discussed, you flagged some of the main concerns I have as 
well from my read so far. 

EYC / - -for awareness - and a potential 1-pager - the 3 main core concerns we have b~~~ w~rried 
about for about 6-8 months now remain, as I tried to group them/ summarize below using­
analysis. 

1049-002165Document ID: 0.7.12479.11266 
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-
(b)(5) per NSD ? 

/ OCA – is this new Peters bill a trial balloon or do you know if Senate or House leadership plans(b) (6)
to put it into the funding bill(s) that will come up soon? 

Thanks all 

(b)(5) 

Document ID: 0.7.12479.11266 1049-002166



 
    

      
     

    
   

     
  

 

    
 

 
 

      
      

     
   

 
    

 
  

      
       

 
                       

                
 

-

From: Tonya Ugoretz 
Sent: Tuesday, February 8, 2022 4:55 PM 
To: Choi, Eun Young (ODAG) ;

Stawasz, Michael (CRM) ;
(OLA) 

Bailey, Leonard (CRM) ; Singdahlsen, Jeffrey 
(CRM) ; 

; 

Subject: RE: New Peters/Portman bill dropped 

(b) (6)

(b) (6)

(b)(5) 

(b)(6) per NSD
(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM
(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(   

(b)(6), (b)(7)(C), (b)(7)(E) per FBI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b) (6)

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

+ (b)(6), (b)(7)(   

From: Choi, Eun Young (ODAG) 
Sent: Tuesday, February 8, 2022 4:48 PM 

(b) (6)

To: Stawasz, Michael (CRM) ; 

Bailey, 

Cc: Ugoretz, Tonya L. (CyD) (FBI) 
Subject: [EXTERNAL EMAIL] - RE: New Peters/Portman bill dropped 

(OLA) (JMD) 
>; 

Leonard (CRM) ; Singdahlsen, Jeffrey (CRM) 
; 

(b) (6) (b)(6) per NSD

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM
(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E)  

(b) (6)

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

Wow. OK, any chance we could turn this into a one pager ASAP? I’ll push it up the chain here, and maybe 
get it into the book today if we can or tomorrow. Thanks. 
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From: 
Sent: Tuesday, February 8, 2022 4:44 PM 
To: Stawasz, Michael (CRM) ; 

; (OLA) 
Bailey, Leonard (CRM) ; Singdahlsen, Jeffrey 

(CRM) ; 

Choi, Eun Young (ODAG) ; 

Cc: Ugoretz, Tonya L. (CyD) (FBI) 
Subject: RE: New Peters/Portman bill dropped 

(b) (6)

(b) (6)

(b)(6) per NSD
(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM
(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(   

(b)(6), (b)(7)(C), (b)(7)(E) per FBI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b) (6)

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

+DAD Ugoretz 

After a quick review of the new incident reporting text (pgs. 127-184 of the PDF), here are some notes 
about changes to the bill that are most relevant to us. In short, 

I think we need 

(b) (5)

(b) (5)

My notes below go in the order of the text in the bill. Highlighted point headers are the most concerning 
flags. 

(b) (5)

Document ID: 0.7.12479.11266 1049-002168
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(b) (5)

From: 
Sent: Tuesday, February 8, 2022 1:41 PM

(b)(6), (b)(7)(C) per FBI

To: Stawasz, Michael (CRM) ;
(OLA) (JMD) ;

Bailey, Leonard (CRM) ; 
(b) (6) (b)(6) per NSD

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b) (6)

Document ID: 0.7.12479.11266 1049-002170
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-________________________________ 

Singdahlsen, Jeffrey (CRM) ; 
; 

; Choi, Eun Young (ODAG) (JMD) < ; (b) (6)

(b)(6), (b)(7)(C) per CRM (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI

Subject: RE: New Peters/Portman bill dropped 

Will provide an update this afternoon about the major changes in the incident reporting leg text that are 
relevant to our interests. (b) (5)

From: Stawasz, Michael (CRM) 
Sent: Tuesday, February 8, 2022 1:04 PM 

(b)(6), (b)(7)(C) per CRM

To: ; (OLA) (JMD) 
Bailey, 

Leonard (CRM) ; Singdahlsen, Jeffrey (CRM) 

Young (ODAG) (JMD) ; 

Subject: [EXTERNAL EMAIL] - RE: New Peters/Portman bill dropped 

>; 

; 
; Choi, Eun 

(b) (6)

(b) (6)

(b)(6) per NSD
(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b) (6)

. 
(b)(5) per CRM

From: 
Sent: Tuesday, February 8, 2022 12:58 PM 
To: (OLA) ;

Bailey, Leonard (CRM) ; Singdahlsen, Jeffrey 
(CRM) ; 

Choi, Eun Young (ODAG) ; Stawasz, Michael (CRM) 

Subject: New Peters/Portman bill dropped 

(b) (6)

(b) (6)

(b)(6) per NSD
(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C) per CRM

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(   

(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b) (6)

https://www.hsgac.senate.gov/imo/media/doc/Peters_Strengthening%20American%20Cybersecurity%2 
0Act%20Text.pdf 

! 
(b)(5) per FBI

(b)(6), (b)(7)(c   

(b)(6), (b)(7)(C) per FBI

Federal Bureau of Investigation 
Cyber Division 
Washington, DC 
(b)(6), (b)(7)(C), (b)(7)(E) per FBI

Document ID: 0.7.12479.11266 1049-002171
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Contact the FBI Cyber Policy Team at: 
(b)(7)(E) per FBI
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From: 
Subject: 
To: 

in1r•=~i aR\ou onya re: Peters/Portman points you made today! 
Klapper, Matthew B. (OAG); Hyun, Peter (OLA) 

Cc: Tyson, Jill Courtney (OCA) (FBI};~ (OlA); Heinzelman, Kate (OAG); Goodlander, 
Margaret V. (OAG); Choi, Eun Yo~ 

Sent: February 11 , 2022 1 :07 PM (UTC-05:00) 
Attached: 2022-02-10_D_TPs_for_call_with_NSA_Sullivan_on_S._3600_updated v3.docx 

Sorry for the repeated emails, but in light of time being short- an updated set up TPs with more input from CYD and 
OCA. And adding EYC as I understand the DAG will also join. Thanks-

From: (b)(6), (b)(7)(C) per FBI 
Sent: Friday, February 11, 2022 12:10 PM 
To: Klapper, Matthew B. (OAG) >; Hyun, Peter (OLA) (JMD) (b) (6) 
Cc: Tyson, Jill Courtney (OCA) (F (OLA) (JMD) 

; Goodlander, 
MargaretV. (OAG) (JMD) 

Subject: RE: Thank you Tonya re: Peters/Portman points you made today! 

Just making sure these updated points made it through to Kate/Maggie 

From: Klapper, Matthew B. (OAG) ,(b) (6) 
Sent: Friday, February 11, 2022 11:50 AM 
To: Hyun, Peter (OLA) (JMD) 
Cc: Tyson, Jill Courtney (OCA) (FBI) (b)(6) (b)(7)(C) (b)(7)(E) per FBI 

D) Heinzelman, Kate (OAG) (JMD) 
; Goodlander, Margaret V. (OAG) (JMD) ·(b)(6) 

Subject: [EXTERNAL EMAIL] - RE: Thank you Tonya re: Peters/Portman points you made today! 

And Maggie. 

-], Maggie and Kate will review. Going t o put in front of the AG in about 15 min so he can review over lunch. 

From: Hyun, Peter (OLA) (b) (6) 
Sent: Friday, February 11, 2022 11:49 AM 

·(b)(6) > 
(b)(6), (b)(7)(C). (b)(7)(E) per FBI (b )(6), (b )(7)(C), (b )(7)(E) per FBI on, Jill Courtney (OCA) (FBI) 

(b) (6) rm:m](b) (6) ; Heinzelman, Kate (OAG) 
·(b)(6) 
Subject: RE: Thank you Tonya re: Peters/Portman points you made today! 

+ Kate too. Thanks, Peter 

Peter S. Hyun 
Acting Assistant Attorney General 
U.S. Depart ment of Justice . . .

airs 

From: Hyun, Peter (OLA) 
Sent: Friday, February 11, 2022 11:48 AM 
To: Klapper, Matthew B. (OAG) 

(b)(6), (b)(7)(C). (b)(7)(E) per FBI Cc: 

1049-002392Document ID: 0.7.12479.11269 



(b)(6) (OLA) (b)(6) 
Subject: FW: Thank you Tonya re: Peters/Portman points you made today! 

+tG>Jd who is the Dep. AAG on point for this for us. Thanks, Peter 

Peter S. Hyun 
Acting Assistant Attorney General 
U.S. Department of Justice 
Office of Lecislative Affairs 

From: (b)(6), (b)(7)(C), (b)(7)(E) per FBI 
Sent: Friday, February 11, 2022 11:31 AM 
To: Klapper, Matthew B. (OAG) 

(b)(6) (b)(7)(C) (b )(7 )(E ) per FBI Cc: Hyun, Peter (OLA) ; Tyson, Jill Courtney (OCA) (FBI) 
Subject: FW: Thank you Tonya re: Peters/Portman points you made today! 
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