From: Klapper, Matthew B. (OAG)

Subject: FW: Thank you Tonya re: Peters/Portman points you made today!
To: Heinzelman, Kate (OAG); Goodlander, Margaret V. (OAG)
Sent: February 11, 2022 11:49 AM (UTC-05:00)

Attached: _ DOJ-FBI redlines to S. 3600 (11 Feb 22).docx,
2022-02-10_D_TPs_for_call_with_NSA_Sullivan_on_S. 3600+sm.docx, Update on Cyber Incident Reporting

Legislation_8 Feb 21 .docx

Want to get him these by noon so he can review over lunch. Can you take a quick look?

) (6), (b)(7)(C), (b)(7)(E) per FBI

Sent: Friday, February 11, 2022 11:31 AM

To: Klapper, Matthew B. (OAG) [(K(9)]
Cc: Hyun, Peter (OLA) (NG Tyson, Jill Courtney (OCA) (FBI)

Subject: FW: Thank you Tonya re: Peters/Portman points you made today!

Matt, still fiddling with TPs but here you go. If we get an updated set, I’ll forward along

FEH(D)(6), (b)(7)(C), (b)(7)(E) per FBI

Sent: Friday, February 11, 2022 11:14 AM
i:1(b)(6), (b)(7)(C), (b)(7)(E) per FBI Vorndran, Bryan A. (CyD) (FBI \IQEOQIGIONOIQIOERER Choi,

Eun Young (ODAG) (JMD) (6)
(b)(6) (b)(7)(C), (b)(7)(E) per FBI I(b) Q)
) (6) (0LA) UMD) (X (0)(6), (b)(7)(C) per CRME

; , Goldfoot, Josh (CRM)
(b)(6), (b)(7)(C) per CRMR(b)(6) per NSD Hardee, Christopher
SSIIE (b) (6) Wiegmann, Brad (NsD) UMD) (R
I (5)(6), (0)(7)(C) per CRME(b)(6), (b)(7)(C), (b)(7)(E) per FBI

A(b)(6), (b)(7)(C), (b)(7)(E) per FBI

Subject: RE: Thank you Tonya re: Peters/Portman points you made today!

All,

DAD Ugoretz received intel from a reliable source advising that ,
so we have made changes to the redlines . These edits are attached.

Thanks,

R (b)(6), (b)(7)(C), (b)(7)(E) per FBI

Sent: Friday, February 11, 2022 10:53 AM

To: Vorndran, Bryan A. (CyD) (FBI) ; Choi, Eun Young (ODAG) (JMD)
5(b) (6) ; Ugoretz, Tonya L. (CyD) (FBI) D). BXNE. CXNE Per FER(K) (6) per NSD
I(0)(6), (b)(7)(C), (b)(7)(E) per FBI (b) (6) (OLA) (JMD)
SO eREal () (6), (b)(7)(C) per CRMP®®): ®)C), b)(7)(E) per FBI
(oLa) MDY(YX@®) >; Tyson, Jill Courtney (OCA)
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(D)(6), (D)(/ )(C), (b)(7)(E) per FBI

(b)(G;(( )(7)(C) per CRMp

)
| : ; (b)(6), (b)(7)(C), (b)(7)(E) per FBI
)(6), (b)(7)(C), (b)(7)(E) per FBI I(b)(6), (B)(7)(C), (b)(7)(E) per FBI

)(6), (b)(7)(C), (b)(7)(E) per FBI (b) ©) (OLA) (JMD)
(b) (6) Hyun, Peter (OLA) (JMD)[{s}X(8)) Goldfoot, Josh (CRM)
b)(6), (b)(7)(C) per CRM}(b)(6) per NSD Hardee, Christopher

(NSD) (JMD)[{)X(S)} Wiegmann, Brad (NSD) (JMD)[{)X{(S)] )
FEEL(ERY)](0)(6), (B)(7)(C) per CRMJ(b)(6), (b)(7)(C), (b)(7)(E) per FBI e OHC. OXIXE per Bt

(b)(6), (b)(7)(C), (b)(7)(E) per FBI X6 (ITHC), X)) por

Subject: RE: Thank you Tonya re: Peters/Portman points you made today!

All—in advance of the Director’s call with S. Mayorkas, we told his office we would share the proposed redline of the

bill. | think it would also be useful to share the one-pager we sent to NSC; and, [{SJXE))

Please let me know if anyone objects to sharing those with DHS, and if not, can whoever has the latest (EYC?) please
send to me? Would like to send these to the Secretary’s office and Rob Silvers asap buy no later than noon.

Thanks-

From: Vorndran, Bryan A. (CyD) (FBI)

Sent: Thursday, February 10, 2022 3:51 PM
To: Choi, Eun Young (ODAG) (JMD)[{9)X(5)) Ugoretz, Tonya L. (CyD) (FBI) RARRSESERIIC IS
)(6) per NSD (b)(6), (b)(7)(C), (b)(7)(E) per FBI §(b) (6)
(OLA) (JMD) {{)K(S); >; Downing, Richard (CRM) [{I(M()ITAI(OI NI &1\
(b)(8), (b)(7)(C), (b)(7)(E) per FBI |(b) (6) (oLA) (JMD) [(XEH

16 ©X7XC). OXTE) per Foig ' ' ,
(b)(6), (b)(7)(C), (b)(7)(E) per FBI

 Silver, James (CRM)[{(A (’b)(7)(C) per CRM
Cc: Stawasz, Michael (CRM) (b)(6), (b)(7)(C) per CRVEEIEATTIREIEII(D)(6), (b)(7)(C) per CRME
(6), (b)(7)(C), (b)(7)(E) per FBI

4(b)
[(b)(6), (b)(7)(C), (b)(7)(E) per FBI
I(b)(6), (b)(7)( ), (b)(7)(E) per FBI I(b) (6)
; Hyun, Peter (OLA) (JMD) [(JR(S)

Wiegmann, Brad (NSD) (JMD)
O] (P)(6), (b)(7)(C) per CRMR(b)(6), (b)(7)(C), (b)(7)(E) per FBI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI J(b)6), B)7)C), (b)7)(E) per FBI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI

Subject: Re: Thank you Tonya re: Peters/Portman points you made today!

(b)(5) per FBI

—

From: Choi, Eun Young (ODAG) ({JX(&)]
Sent: Thursday, February 10, 2022 3:40:19 PM
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To: Ugoretz, Tonya L. (CyD) (FBI) RRASNISIRMEEEN (VO EEEs)
L C IR E LY N @RI © € ©)N©). OXDE rer FER(R) (6), (b)(7)(C), (b)(7)(E) per FBI f(b) (6)
(oLA) (JMD) (K@) Downing, Richard (CRM) (I M) CA(S N LIg @21 ;
(b)(6), (b)(7)(c), (b)(7)(e) per FBI |(b) (6) (oLA) ovD) ((QXE)
Tyson, Jill Courtney (OCA) (FBI) RARAURERUSASERY D inham, Christopher G. (OCA) (FBI) SAAARIRRLIISE S -
(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI g
Silver, James (CRM) ((QIONOI[(HR Lg%
Cc: Stawasz, Michael (CRM) ((QIEQB()IQA(G N LEIEERNY; Bailey, Leonard (CRM) (IOR)IG (SN LXK
Al (b)(6), (b)(7)(C) per CRM {(b)(6), (b)(7)(C), (b)(7)(E) per FBI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI I(b)(6), (b)(7)(C), (b)(7)(E) per FBI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI  [(b)(6), (0)(7)(C), (b)(7)(E) per FBI A(b) (6)
EETE(b) (6) (Hyun, Peter (0LA) (VDHY) ;
Goldfoot, Josh (CRM) IOROIWOLEESY (NOTEIED
Hardee, Christopher (NSD) (JMD) ((s)R(®)] Wiegmann, Brad (NSD) (JMD)
(b) (6) O'Neil, Erica (CRM) [QIQAOIGI(SIEXERY - QIONOQIONOIQIONERST
B(b)(6), (b)(7)(C), (b)(7)(E) per FBI Jb)E), Bd)(7)C), (b)(7)(E) per FBI
()(6}, (B)7)(C}, (B)(7)(E) per FBI [P16) &) Bne perea

Subject: [EXTERNAL EMAIL] - RE: Thank you Tonya re: Peters/Portman points you made today!

+ James Silver, for awareness (and to see if you can attend tomorrow’s WIDCOPS). Looking forward to tomorrow.

From: Tonya Ugoretz (b)(6), (B)(7)(C), (b)(7)(E) per FBI

Sent: Thursday, February 10, 2022 3:35 PM o
weA(b)(6) per NSD Vorndran, Bryan A. (CyD) (FBI) (RSHQIUICHOGICLE FB'
; Downing, Richard

; Tyson, Jill Courtney (OCA)
(FBI) AR - Dunham, Christopher G. (OCA) (FBI) RiEICIZIISIES : O ONQIQIONOIGIGETESE
(b)(6), (b)(7)(C), (b)(7)(E) per FBI (D)(6). (B)(7)(C), (b)(7)(E) per FBI

Cc: Stawasz, Michael (CRM) [(QIONOIQIONEESRIY; Bailey, Leonard (CRM) (QIONOIQIONEEOAY -
Singdahlsen, Jeffrey (CRM) (IO MBS N LES N (DIONOIGOIONOGB(SRLEiga=]
(b)(6), (b)(7)(C), (b)(7)(E) per FBI I(b)(6), (b)(7)(C), (b)(7)(E) per FBI

(b)(6), (b)(7)(C), (b)(7)(E) per FBI  [(b)(6), (b)(7)(C), (b)(7)(E) per FBI
(b) (6} IRE(®) (6) AIAZSEGIN(b) (6)
Goldfoot, Josh (CRM) (QIGNOIGOQNERESHT; ()R LIgNEID)

Christopher (NSD) ((S)(§)) | Wiegmann, Brad (NSD) () N(S))
SLEREIYN](0)(6). (0)(7)(C) per CRMR(b)(6), (b)(7)(C), (b)(7)(E) per FBI Joe OO CXNE per e

B(0)(©), ()(N)(C); (B)(7)(E) per FB 190101, 173
(D) (6), (b)(7)(C), (b)(7)(E) per FBI

Subject: RE: Thank you Tonya re: Peters/Portman points you made today!

. That was a frustrating exchange with Nicole. I’'m no expert in this area but[(JXE)]

ALH(D)(6) per NSD
Sent: Thursday, February 10, 2022 3:11 PM
I W NGO Bie). e per Fell ) (6), (b)(7)(C), (b)(7)(E) per FBI

(oLA) (JMD) (X))} ; Downing, Richard (CRM) (IO BTN LEIf®RY; Choi,
Eun Young (ODAG) (JMD) () N(®)] (b)(6) (b)(7)(O), (b)(?)(E) per FB| |(b) (6)
| [EENNI(b) (6) ;

Dunham, Christopher G. (OCA) (FBI) |RASEIIARIUIS per FB (b)(6) (b)(7)(C), (b)(7)(E) per FBI
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(b)(6), (b)(7)(C), (b)(7)(E) per FBI  |(b)(6), (b)(7)(C), (b)(7)(E) per FBI
Cc: Ugoretz, Tonya L. (CyD) (FBI) RARARNARIICSLEM - Stawasz, Michael (CRM) (IO NERORY; Bailey,
Leonard (CRM) (QIGHEIQIORLEEENY; Singdahlisen, Jeffrey (CRM) (IOMOIG(G N LA B
I()E), BXD(C), (O)T)(E) per FBI 0w v
I(b)(6), (B)(7)(C), (D)(7)(E) per FBI OO OXN©). BXNE) per FEI

A(b) (6) (oLA) (JMD) (K@) ; Hyun, Peter (OLA)

(JMD)[(9)X(®) ; Goldfoot, Josh (CRM) (DIQEGIGI(GRLIRENY - ()N LEHNED)
Hardee, Christopher (NSD) (JMD) [()K(S)] Wiegmann, Brad
(NSD) (JMD)[{)X(®)) OISR (D) (6). (0)(7)(C) per CRMP®)E). B)T)(C). (b)(7)(E) per FEI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI B®)(E), 0d)(7)(C), (0)(7)(E) per FBI
8(0)(6). (D)(1)(CS, (BY(V)(E) per FBI GOI6) OO, B per o

Subject: [EXTERNAL EMAIL] - Thank you Tonya re: Peters/Portman points you made today!

We might be able to scale down this email list if we head into a busy Cyber Leg Senate Floor Debate next week, but for
max awareness | wanted to update you all as follows:

e NicoleT. at NSC leg
Unfortunately

[ ]

Thankfully Tonya followed-up to ask

For background, the CRG is not a cyber leg meeting, but Nicole usually briefs for about a minute at the end of the
meeting on things cyber SMEs need to be aware of.

I’ll defer to OLA and OCA on the best way to follow-up with offices like Sen. Schumer’s to see what changes we
might be able to make based on the timing of all this.

[ ]

I’m sure we’ll discuss more at the 11am WIDCOPs cyber call tomorrow for those able to / scheduled to attend.
Eun Young just told me she should be able to make it.

Thanks all

From: Bryan Vorndran SIQEQIICERIACLEEEE

Sent: Thursday, February 10, 2022 12:51 PM
d()(6), (b)(7)(C) (b)(7)(E) per FBI

Eun Young (ODAG) (b) (6)

[ SR ACENIER)© ©(©. OME per FER(B)(6), (b)(7)(C), (b)(7)(E) per FBI

(D)(6), (P)(7)(C), (b)(7)(E) per FBI

Cc: Ugoretz, Tonya L. (CyD) (FBI) ARSI - Stawasz, Michael (CRM) [(QIQNOIGIO N XSz Bailey,

Leonard (CRM) [DIOROIBIORRERLY; Singdahisen, Jefirey (CRV) [DIG) (b)(7)(C) per CRM
D)), (DXTNC). DITIE) per FBI o e bk

I(B)(6), (b)(7)(C), (b)(7)(E) per FB' [)O). OXNC). ()T(E) per FBI

[ (OLA) (K@) >; Hyun, Peter (OLA)

AT ek el (0) (6), (b)(7)(C) per CRMR(b)(6) per NSD

Hardee, Christopher (NSD)[(s)R(®)] Wiegmann, Brad (NSD)

NN (D) (6). (0)(7)(C) per CRMR(B)(E), (B)(7)(C), (B)(7)(E) per FBI

A(b)(6), (b)(7)(C), (b)(7)(E) per FBI [®)E), (0)(7)(C), (0)(7)(E) per FBI

(1) (6), (b)(7)(C), (0)(7)(E) per FBI |0)©). (0)7)(C). (b)(7)(E) per FBI
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(b)(6), (b)(7)(C), (b)(7)(E) per FBI
Subject: RE:[{)ME))] redlines on the Peters/Portman bill

(b)(6). (b)(7)(C) per FBI

Thank you,
Jill =
What do you need from CYD/me?

Bryan

Bryan Vorndran
Assistant Director
Cyber Division

(0)6): B)N(E) per Fo/NEpYANN
(0)6); (0)7)(E) per FoI N YQ]]

FLNR(D)(6), (b)(7)(C), (b)(7)(E) per FBI

Sent: Thursday, February 10, 2022 11:58 AM
(7 Y (b) (6) 1(b)(6) per NSD
Downing, Richard (CRM) [(SI(Q () ICAI(SIN LM@Y ; Choi, Eun Young (ODAG)
4(0)(6), (b)(7)(C), (b)(7)(E) per FBI |(b) (6) (OLA)
>; Vorndran, Bryan A. (CyD) (FBI) RAREIERIRIGISESEEY - Ty son, Jill Courtney
(oca) (rbi) RESCUEIRREEREEl 1 | nham, Christopher G. (0CA) (F5I) BRIRMCECU L Ce eI e e

(0)(6), (0)(7)(C), (b)(7)(E) per FBI X6 11O, (X0(® per o

Cc: Ugoretz, Tonya L. (CyD) (FBI) RIRSSMIRARERERIY - Stawasz, Michael (CRM) [(QIGNEOIGION XS Bailey,
Leonard (CRM) [(QIGNOIQIORLERONY; Singdahlisen, Jeffrey (CRM) (NIONOIG(G R LI N;
K0)(6), (0)(7)(C), (BX7)(E) per FBI e motbor
I(0)(6), (0)(7)(C), (b)(7)(E) per FBI  |®)E). (0)N(C). ()7)E) per FBI
(oLA) (JMD)[(IK(®)] >; Hyun, Peter (OLA)
Goldfoot, Josh (CRM) [(DIQROIGISEEENY; ()[(HNEANED)
Hardee, Christopher (NSD) (JMD) [()X(&)] Wiegmann, Brad
(NSD) (JMD) (KO} OISR (D) (6). (0)(7)(C) per CRMP®)E). ()7)(C). (b)(7)(E) per FEI
I(b)(6), (b)(7)(C), (b)(7)(E) per FBI [®)(6), (b)(7)C), (b)(7)(E) per FBI
(b)(G)’ (b)(?)(C)’ (b)(?)(E) per FBI| [0)6). (0)(7)(C). (b)(7)(E) per FBI

Subject: ()] redlines on the Peters/Portman bill
+ AD Tyson, AD Vorndran, and teams [consolidating two threads, for transparency]
All:

I’'m pleased to provide the [()NE)) redlines for S. 3600 on behalf of the DOJ/FBI Leg Drafting Working Group.
Great effort by CRM, NSD, OGC, and CyD. We leave the clearance process to OLA and OCA.

Regards,

RS
From: (K@) (esJ¥N](b) (6) >

Sent: Thursday, February 10, 2022 10:40 AM
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Downing, Richard (CRM)

Cc: Ugoretz, Tonya L. (CyD) (FBI) SAREESERIR: Stawasz, Michael (CRM) ((QI(QN(IGI(OQIENCRIY: i
; Bailey, Leonard (CRM) ((QIOROIQ IO R LMY : Singdahlsen, Jeffrey
(D) (6), (b)(7)(C) per CRM H(b)(6), (0)(7)(C), (b)(7)(E) per FBI [P OO, OXOE per 78
A(b)(6), (b)(7)(C), (b)(7)(E) per FBI [P OXNLE), OXD(E) per FBI
B(b)(6), (b)(7)(C), (b)(7)(E) per FBI I(b) (6) (OLA) (JMD)
(b) (6) Hyun, Peter (OLA) JMD) () N(S)) >; Goldfoot, Josh (CRM)
(b)(6), (b)(7)(C) per CRM}(b)(6) per NSD Hardee, Christopher
QEIIE(b) (6) FWiegmann, Brad (N5D) UMD) (DR O'Nell
IRV (0)(6). (0)(7)(C) per CRMB()(6), (b)(7)(C), (b)(7)(E) per FBI
Subject: [EXTERNAL EMAIL] - RE: 1-pager to send NSC on Peters/Portman bill

Great. Thanks,. Will send one pager to NSC leg now and will keep all posted. Will
await the additional documents. Thank you, [{S)K(),

JLH(b)(6) per NSD

Sent: Thursday, February 10, 2022 10:23 AM

>; Downing, Richard (CRM)
WIONOI(ON LEIEMRY; Choi, Eun Young (ODAG) {()NS)]

(b) (6) ENE(D) (6) > -
Cc: Ugoretz, Tonya L. (CyD) (FBI) ARSI Stawasz, Michael (CRM) ((QIGNEOIQIOERCRIY:

Bailey, Leonard (CRM) [((QIGMOIQI(BR LMY : Singdahlsen, Jeffrey
[EE(0)(6), (b)(7)(C) per CRM [(b)(6), (b)(7)(C), (b)(7)(E) per FBI |- OXNE. BINE per el
A(b)(6), (b)(7)(C), (b)(7)(E) per FBI [©) BXNE) BITE) per FE!
B(b)(6), (b)(7)(C), (b)(7)(E) per FBI I(b) (6)

O16  Hyun, Peter (OLA) (XD >; Goldfoot, Josh (CRM)
(b)(6), (b)(7)(C) per CRM}(b)(6) per NSD Hardee, Christopher (NSD)
(b) (6) Wiegmann, Brad (N5D) (D] G) O'Neil Erica (CRM|
(b)(6), (b)(7)(C) per CRMB(b)(6), (b)(7)(C), (b)(7)(E) per FBI
Subject: 1-pager to send NSC on Peters/Portman bill

() (6)
Attached is 1-pager that you can send to NSC Leg now that EYC has cleared. | don’t believe there have been any
changes since he sent Tues night. | was referring to edits | made to the Redline document that is forthcoming, along

W (D) (5)

;1 (0)(6). (B)(7)(C), (B)(7)(E) per FBI

Sounds like there is consensus to let NSC know our ({(8)I¢)Jll and Redlines advocating for changes are forthcoming.
Hopefully they will put those on the fast track and be appreciative we are doing this analysis for them.

National Cyber Director Chris Inglis’s office is where we got the heads up on all this.

(b)(5) per NSD

Zl(b) 6)  [EENI(b) (6)

Sent: Thursday, February 10, 2022 10:10 AM
: Downing, Richard (CRM) [((JIQNOIQI(G N EES LY ;
Choi, Eun Young (ODAG) (OR() =1(b)(6), (b)(7)(C), (b)(7)(E) per FBI |(b) (6)

| [E®(b) (6)

Cc: Ugoretz, Tonya L. (CyD) (FBI RAMAARARUCEERIE Stawasz, Michael (CRM) (IO NOIQIG LY >
Bailey, Leonard (CRM (IO OIS RLEIEORY Singdahlsen, Jeffrey
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(b)(8), (b)(7)(C) per CRM §(b)(6), (b)(7)(C), (b)(7)(E) per FBI  J°XO) ©XTXC). OXT)E)per FEI
I(b)(6), (b)(7)(C), (b)(7)(E) per FBI |00 OXTXC). (BXTXE) per FH
B(b)(6), (b)(7)(C), (b)(7)(E) per FBI I(b) (6)

(b) (6) >; Hyun, Peter (OLA) (X)) , Goldfoot, Josh (CRM)
(b)(6), (b)(7)(C) per CRM(b)(6) per NSD Hardee, Christopher (NSD)
(b) (6) | Wiegmann, Brad (NSD)[()N(S) O'Neil, Erica (CRM)
(b)(8), (b)(7)(C) per CRME(b)(6), (b)(7)(C), (b)(7)(E) per FBI
Subject: RE: EXPEDITE: New Peters/Portman bill dropped

— Per your attached email, you indicated that you had additional comments. Is the

(D)(E). (DXT)(c) pe

document that is attached your email the same one that forwarded or different? |
want to ensure that we are sending the correct version to the Hill that ODAG has cleared.
Second, re the timing, | understood yesterday that in a call with you, FBI, and ONCD, you
learned that Schumer may put the bill on the floor on Tuesday.

. We also have heard back from Schumer’s office, who confirmed that

it will be Tuesday. Thanks, [(SJK(S))

ZER(b)(6) per NSD
Sent: Thursday, February 10, 2022 10:03 AM
To: Downing, Richard (CRM) ((SI(S)M{)TA(O N L &®3UYl; Choi, Eun Young (ODAG)[(JX(S))]
(b) (6) ( B(b)(6), (b)(7)(C), (b)(7)(E) per FBI
(b) (6) (b) (6) -
Cc: Ugoretz, Tonya L. (CyD) (FBI) ARMEAREESLalEY - Stawasz, Michael (CRM) (IO NOIION CRM
; Bailey, Leonard (b)(G) (b)(7)(C) per CRME Singdahlsen, Jeffrey
[EM(b)(6), (b)(7)(C) per CRM {(b)(6), (b)(7)(C), (b)(7)(E) per FBI  [©X©) ©X7XC). OXTXE) perTet
A(b)(6), (b)(7)(C), (b)(7)(E) per FBI |00 OXTNC). (BXTXE) per FOI
I(b)(6), (B)(7)(C), (b)(7)(E) per FBI I(b) (6)

) (6) ; Hyun, Peter (OLA) (RG] . Goldfoot, Josh (CRM)

(6), (b)(7)(C) per CRM(b)(6) per NSD Hardee, Christopher (NSD)

) (6 [Wiegmann, Brad (NsD) (SX() O'Nell, Erica (CRM)

)(6), (b)(7)(C) per CRMB(b)(6), (b)(7)(C). (b)(7)(E) per FBI
Subject: RE: EXPEDITE: New Peters/Portman bill dropped

OK with me Richard because that will at least alert the NSC we’ve done a ton of work on this, [(SJ[GS)REI@NS]E]
_. We can send the other 2 docs (described below) to Congress if they are also cleared by NSC.

The cyber leg working group is finalizing 2 other docs that will be helpful: (b) (5) and (2) specific Redline
changes to the bill with comments.

Btw, here is my take on why Sen. Schumer is allocating Floor time, which | learned about yesterday, and sent to [(SK(S)
and others in OLA, FYI:
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So yes, we need the NSC to clear these materials quickly for us and have an engagement plan. Perhaps National Cyber

Director Chris Inglis can help [{(SJIE)NUENS]D; :

My 2 cents.

(0)(6) per N9

Thanks all,

From: Downing, Richard (CRM) (IO NOIG(S N LIxe 1Y

Sent: Thursday, February 10, 2022 9:57 AM

To: Choi, Eun Young (ODAG) () X(®)) 4(b) (6)
( (b)(6) (b)(7)(C), (b)((?))([%))per FBI §(b)(6) per NSD

Cc: Ugoretz, Tonya L. (CyD) (FBI) e (b)m(c) RS - Stawasz, Michael (CRM) [((JIQROIG(ST LRV §
Bailey, Leonard (CRM) [(QICOHOIQD (SN LEIEORY; Singdahlsen, Jeffrey

EEI(b)(6), (b)(7)(C) per CRM _H(B)(6), (0)(7)(C), (b)(7)(E) per FBI [P0 OO B per o

A(0)(6), (b)(7)(C), (b)(7)(E) per FBI [D6). EXNLE). EXDE) per FBI
I(b)(6), (b)(7)(C), (b)(7)(E) per FBI I(b) (6)

(b) (6) ; Hyun, Peter (OLA) () N(S)] ; Goldfoot, Josh (CRM)

(b)(6), (b)(7)(C) per CRMP(b)(6) per NSD Hardee, Christopher (NSD)

(b) (6) | Wiegmann, Brad (NSD) {((Q)N(S)) O'Neil, Erica (CRM)

(b)(6). (b)(7)(C) per CRMB(b)(6), (b)(7)(C), (b)(7)(E) per FBI

Subject: RE: EXPEDITE: New Peters/Portman bill dropped

AVINYAI(b)(5) per CRM, FBI

Richard

RICHARD W. DOWNING | Criminal Division |

From: Choi, Eun Young (ODAG) () K(®)]

Sent: Thursday, February 10, 2022 9:53 AM o
(b)(6), (0)(7)(C), (B)(7)(E) per FBI [70 =)
I(b) (6) Ey)(b) (6)

GE(0)(6), (b)(7)(C) per CRM H(b)(6), (B)(7)(C), (b)(7)(E) per FBI _ [&16: OXNG: B per o
A(b)(6), (b)(7)(C), (b)(7)(E) per FBI [96). OO, OXDE per Fai
BE)E), (D)D), (b)(?)(E)(pﬁr(g)Bl I(b) (6)

Subject: RE: EXPEDITE: New Peters/Portman bill dropped

(b)(6), (b)(7)(C) per FBI . .
—were you working on a separate document? Otherwise | clear.

From:{(JN(®) (oLA) {(OKEG)

Sent: Thursday, February 10, 2022 9:52 AM
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' (b)(6), (b)(7)(C), (b)(7)(E) per FBI |(b)(6) per NSD Choi, Eun
Young (ODAG) [{X(5)] gb) (36) (OLA) (X))
Cc: Ugoretz, Tonya L. (CyD)(FBl) - OXTXC). ()TXE) per FEI Choi, Eun Young (0DAG) (X))

I(b)(G), (b)(7)(C), (b)(7)(E) per FBI
[(b)(6), (b)(7)(C), (b)(7)(E) per FBI  g®X©). (0X7)C). (O)X7XE) per FBI
A(b) (6) X(b) (6) ; Hyun, Peter (OLA)

(b) (6) Downing, Richard (CRM) (IR LA Goldfoot, Josh (CRM)
(b)(6), (b)(7)(C) per CRM}(b)(6) per NSD Hardee, Christopher (NSD)
(b) (6) Wiegmann, 8rad (NSD) (IR O'Neil, Erica (CRM)
(b)(8), (b)(7)(C) per CRMR(b)(6), (b)(7)(C), (b)(7)(E) per FBI
Subject: EXPEDITE: New Peters/Portman bill dropped
Importance: High

Following up on this. We have learned that the bill is going to the floor on Tuesday. Our
window is very short. Does ODAG clear the one-pager to provide to NSC Leg? Can |l geta
status check on the other documents that FBl is working on? From below, it appears that

Thank you,

FENH(R)(6), (b)(7)(C), (b)(7)(E) per FBI

Sent: Wednesday, February 9, 2022 4:50 PM
H(b)(6) per NSD R (b) (6)

Cc: Ugoretz, Tonya L. (CyD) (FBI ) it Ly - Ch0| Eun Young (ODAG)({X(S)]

P RN Y] (0) (6), (b)(/)(C) per CRMA(D)(6), (b)(7)(C). (b)(7)(E) per FBI

Leonard (CRM) (DI TA(IR LS A®AU: Singdahisen, Jeffrey (CRM) (I M TA(SI R LAV | oo

(b)(6) ( )( )(C) (b)( )(E) per FBl I(b)(G) (b)7)(C), (bXTXE) per FBI
[(b)(6), (b)(7)(C), (b)(7)(E) per FBI  [®XO). GX7XC). (O)7XE) per FEI

(b) (6) ¥(b) (6) ; Hyun, Peter (OLA)

(b) (6) >; Downing, Richard (CRM) [{sSJI(C)M{IEA(I N L1V Goldfoot, Josh (CRM)

b)(6), (b)(7)(C) per CRM}(b)(6) per NSD Hardee, Christopher (NSD)

(b) (6) Wiegmann, Brad (NSD) [(YR() O'Nell, Erica (CRM)

b)(6), (b)(7)(C) per CRMA(b)(6), (b)(7)(C), (b)(7)(E) per FBI

Subject: RE: New Peters/Portman bill dropped

We haven’t made any changes to the one-pager.

We're still working on the redlines and [{$)X¢s) . Those two documents will speak to what we want changed.

ZEH(b)(6) per NSD

Sent: Wednesday, February 9, 2022 4:31 PM

To:{{)X(S)) (oLa) (mD) (K@)

Cc: Ugoretz, Tonya L. (CyD) (FBI) ANt Choi, Eun Young (ODAG) (JMD)[(X@) e

(b)(6), (b)(7)(C), (b)(7)(E) per FBI EEEEASERIEINI(b)(6), (b)(7)(C) per CRMg™ ™= ===
Bailey, Leonard (b)(G), (b)(7)(C) per CRMP ; Singdahlsen, Jeffrey (CRM)

b)(6), (b)(7)(C), (b)(7)(E) per FBI P10 &XN©) ©17(E per e
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Document IT

(NSD) (JMD)[(IX(S)!

Subject: [EXTERNAL EMAIL] - Re: New Peters/Portman bill dropped

Thanks[(QX@).

For NSD awareness — | just gave il

some input on the FBI Redline document and it looks good to me.

As a reminder, all of our feedback to Congress would be

Thanks

OnFeb 9, 2022, at 4:17 PM, [{JX(S)) (e]¥N(b) (6) wrote:

Good afternoon:

| heard back from NSC Leg re Chairman Peters/RM Portman’s cyber bill from yesterday (that includes
cyber incident reporting (CIRA)). NSC Leg indicated

NSC Leg said that they hope to have a plan and steps forward for the
full interagency tomorrow.

Re reaching out to the Hill,

sent the attached yesterday. Does ODAG clear sending the attached to NSC Leg as the TPs for our
engagement with the Hill — or did anyone have any comments/revisions to the attached? (There may be a
later version floating). FBI also is working on a redline to the CIRA with comments. Given the possible
crunch timeline, | would like to send the attached (once cleared) to NSC Leg to start reviewing and clear,
and then, once the redline is done and cleared by ODAG, send that.

Thank you,

(b) (6)

From:[{9)K(S)) (OoLA)

Sent: Tuesday, February 8, 2022 9:07 PM

WH(b)(6) per NSD Ugoretz, Tonya L. (CyD) (FBI)
: . (6) (b)(7)(C), (b)(7)(E) per FBI

E) per FBI
per FBI HMGLM XC). E)7NE
)(E) per FBI

7.12479.11266 1049-002164



Document ID: O.

(b) (6) (oLA) {IXE); ; Hyun, Peter (OLA)
(b) (6)

Subject: RE: New Peters/Portman bill dropped

Good evening:

| was out of the office this afternoon and just seeing these emails. | checked in
again with NSC Leg this morning about the cyber incident reporting bill, including if
they had any updates, if it still was expected to be part of the Omnibus, and if it
would be forwarded through clearance for comment, as noted previously. They
did not have updates for me this morning. Thatis kind of

. The press
release link about the comprehensive cyber bill, that includes the cyber incident
reporting bill. is attached: https://www.hsgac.senate.gov/media/majority-
media/peters-and-portman-introduce-landmark-legislative-package-to-
strengthen-public-and-private-sector-cybersecurity-

| am hoping to , and will keep you
posted. | also will discuss with /Peter about immediate engagement with

the Hill re DOJ’s comments.

Thank you,

(b) (6)

(b) (6)

FELH(b)(6) per NSD

Sent: Tuesday, February 8, 2022 5:31 PM
To: Ugoretz, Tonya L. (CyD) (FBI) RARRMEIRMESISIEY - Choi, Eun Young (ODAG)

(b) (6) (OO OONOIENEREIN stawasz, Michael (CRM)

b)(6), (b)(7)(C) per CRM( )(6), (b)(7)(C), (b)(7)(E) per FBI
>; Bailey, Leonard (CRM)[(IEMEA(SIN L E®aL; Singdahlsen,
: (C) per CRM (b)(6), (B)(7)(C), (b)(7)(E) per FBI

per FBI [(b)(6), (b)(7)(C), (b)(7)(E) per FBI
, (B)(7)C), (b)(7)E) per FBI b)(6), (b)(7)(C), (b)(7)(E) per FBI

Thanks for the quick write-up .
well from my read so far.

EYC /W - for awareness — and a potential 1-pager — the 3 main core concerns we have been worried
about for about 6-8 months now remain, as | tried to group them / summarize below using|
analysis.

.12479.11266

1049-002165


https://www.hsgac.senate.gov/media/majority

(b)(5) per NSD ?

(OXE)] / ocA —is this new Peters bill a trial balloon or do you know if Senate or House leadership plans
to put it into the funding bill(s) that will come up soon?

Thanks all

0)(5)

1049-002166



0)(5)

From: Tonya Ugoretz (b)(6), (b)(7)(C). (b)(7)(E) per FBI

Sent: Tuesday, February 8, 2022 4:55 PM
To: Choi, Eun Young(ODAG) (6)

(b)(G) per NSD
Bailey, Leonard (CRM)[(QIE) MO I€AI(SI R L:ls 'Slngdahlsen Jeffrey
() (6), (b)(7)(C) per CRM H(b)(6), (b)(7)(C), (b)(7)(E) per FBI [
4(0)(6), (b)(7)(C), (b)(7)(E) per FBI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI (b)(6), (b)(7)(C), (b)(7)(E) per FBI

Subject: RE: New Peters/Portman bill dropped

==
From: Choi, Eun Young (ODAG) ()X (®)]

Sent: Tuesday, February 8, 2022 4:48 PM

To:[(YIQONO V(G NOIQIENLIREEIN stawasz, Michael (CRM) (JIGNO)QI(ONLEIEEY

(b)(6), (b)(7)(C), (b)(7)(E) per FB' I(b) (6) (OLA) (JMD)

(b) (6) BA(b)(6) per NSD

Leonard (CRM)[(IE)} (b)(7)(C) SISTM®NV]- Singdahlsen, Jeffrey (CRM)

(b)(6), (b)(7)(C) per CRM F(b)(G), ®)(7)(C), (b)(7)(E) per FBI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI

Cc: Ugoretz, Tonya L. (CyD) (FBI
Subject: [EXTERNAL EMAIL] - RE: New Peters/Portman bill dropped

Wow. OK, any chance we could turn this into a one pager ASAP? I’ll push it up the chain here, and maybe
get it into the book today if we can or tomorrow. Thanks.

1049-002167



From: [(QIONQIQIONOIGI ST =]

Sent: Tuesday, February 8, 2022 4:44 PM
To: Stawasz, Michael (CRM) [(QIGNOIG OGN EEEY]: QIONOQIONOGICOEEEE

(b)(6) per NSD

Bailey, ;
&M(b)(6), (b)(7)(C) per CRM 4(b)(6), (b)(7)(C), (B)(7)(E) per FBI

(b)(6), (0)(7)(C), (B)(7)(E) per FBI
Choi, Eun Young (ODAG) ((9)X(®))] AE)E). B)NC), (b)m(E) per FBI

Cc: Ugoretz, Tonya L. (CyD) (FB!) [

Subject: RE: New Peters/Portman bill dropped

+DAD Ugoretz

After a quick review of the new incident reporting text (pgs. 127-184 of the PDF), here are some notes
about changes to the bill that are most relevant to us. In short,

| think we need

My notes below go in the order of the text in the bill. Highlighted point headers are the most concerning

(b) (5)

1049-002168






0) (5)

ZIGH(b)(6), (0)(7)(C) per FBI

Sent: Tuesday, February 8, 2022 1:41 PM
To: Stawasz, Michael (CRM) QIO NGOG N LR Y:
(OLA) (JMD) (XS] ;
Bailey, Leonard (CRM) (IO (BN LIS :

1049-002170



Document ID: 0

Jg0)(6). (D)(7)C). (B)(T)E) per FB

; Choi, Eun Young (ODAG) (JMD) () K(8)]
Subject: RE: New Peters/Portman bill dropped

Will provide an update this afternoon about the major changes in the incident reporting leg text that are

relevant to our interests. [(SJKE))

From: Stawasz, Michael (CRM) [(JIQ@NOIQ(S N LEEoR1Y

Sent: Tuesday, February 8, 2022 1:04 PM

(b)(6). (b)(7)(C) per CRM f(b)(6), OO, OnE perre T
(b)(6), (b)(7)(C), (b)(7)(E) per FBI Choi, Eun
Young (ODAG) (JMD) {9)X(S)] 8(b)(6), (0)(7)(C), (b)(7)(E) per FBI

(b)(6), (0)(7)(C), (0)(7)(E) per FBI

Subject: [EXTERNAL EMAIL] - RE: New Peters/Portman bill dropped

(b)(5) per CRM

LR (0)(6), (b)(7)(C), (b)(7)(E) per FBI

Sent: Tuesday, February 8, 2022 12:58 PM
A(b)(6) per NSD

) Balle, Leonard (CRM) (IR (S N LR : Slngdahlsen Jefrey
[@MI(0)(6), (b)(7)(C) per CRM (b)(6) (b)(7)(C), (b)(7)(E) per FBI
(b)(6), (b)(7)(C), (b)(7)(E) per FBI
Choi, Eun Young (ODAG) () K(®))] ; Stawasz, Michael (CRM

(0)(6), (b)(1)(C) per CRM|(b)(6), (0)(V)(C), (b)(V)(E) per FB

Subject: New Peters/Portman bill dropped

https://www.hsgac.senate.gov/imo/media/doc/Peters_Strengthening%20American%20Cybersecurity%?2
OAct%20Text.pdf

(b)(5) per FBI

[(0)(6), (B)(7)(

(b)(6), (b)(7)(C) per FBI

Federal Bureau of Investigation
Cyber Division
Washmgton DC

.7.12479.11266

1049-002171


https://www.hsgac.senate.gov/imo/media/doc/Peters_Strengthening%20American%20Cybersecurity%2

Contact the FBI Cyber Policy Team at:
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From: (b)(6), (b)(7)(C) per FBI

Subject: RE: Thank you Tonya re: Peters/Portman points you made today!

To: Klapper, Matthew B. (OAG); Hyun, Peter (OLA)

Cc: Tyson, Jill Courtney (OCA) (FBI); W (OLA); Heinzelman, Kate (OAG); Goodlander,
Margaret V. (OAG); Choi, Eun Young

Sent: February 11, 2022 1:07 PM (UTC-05:00)

Attached: 2022-02-10_D_TPs_for_call with NSA Sullivan_on_S._ 3600 _updated v3.docx

Sorry for the repeated emails, but in light of time being short—an updated set up TPs with more input from CYD and
OCA. And adding EYC as | understand the DAG will also join. Thanks-

ZELH(D)(6), (b)(7)(C) per FBI

Sent: Friday, February 11, 2022 12:10 PM
To: Klapper, Matthew B. (OAG)
Cc: Tyson, Jill Courtney (OCA) (FBI) <JICTYSON@fbi.gov>;
(b) (6) ; Heinzelman, Kate (OAG) (JMD)[{)X{(S)}
Margaret V. (OAG) (JMD) {{s}X{(&)]

Subject: RE: Thank you Tonya re: Peters/Portman points you made today!

>; Hyun, Peter (OLA) (JMD)({{SJX(5))
(OLA) (JMD)

; Goodlander,

Just making sure these updated points made it through to Kate/Maggie

From: Klapper, Matthew B. (0AG) (X&)}

Sent: Friday, February 11, 2022 11:50 AM
To: Hyun, Peter (OLA) (JMD) {{JX(5))
(b)(6), (b)(7)(C), (b)(7)(E) per FBI Tyson, Jill Courtney (0cA) (F8)) BRI
(6) (OLA) (JMD) (X&) Heinzelman, Kate (OAG) (JMD)
; Goodlander, Margaret V. (OAG) (JMD) {{9)K{(3))]
Subject: [EXTERNAL EMAIL] - RE: Thank you Tonya re: Peters/Portman points you made today!

And Maggie.

(X, Maggie and Kate will review. Going to put in front of the AG in about 15 min so he can review over lunch.

From: Hyun, Peter (OLA) ({SJX(S))

Sent: Friday, February 11, 2022 11:49 AM

To: Klapper, Matthew B. (0AG) {{9}X(S)] >
(b)(6), (b)(7)(C), (b)(7)(E) per FBI Tyson, Jill Courtney (0cA) (F8)) T

(b) (6) [EM)(b) (6) ; Heinzelman, Kate (OAG)

() (6)

Subject: RE: Thank you Tonya re: Peters/Portman points you made today!

+ Kate too. Thanks, Peter

Peter S. Hyun

Acting Assistant Attorney General
U.S. Department of Justice

Office of Legislative Affairs

(b) (6)

Desk: ({03 {Le))] 3

Cell:{{(9K(S)]

From: Hyun, Peter (OLA)
Sent: Friday, February 11, 2022 11:48 AM

To: Klapper, Matthew B. (OAG) ({sJX(5))
= (b)(6), (b)(7)(C), (b)(7)(E) per FBI Tyson, Jil Courtney (0cA) (F8!) iR
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(b) (6) (JFV](D) (6)

Subject: FW: Thank you Tonya re: Peters/Portman points you made today!
+{{)N(S)W who is the Dep. AAG on point for this for us. Thanks, Peter

Peter S. Hyun

Acting Assistant Attorney General
U.S. Department of Justice

Office of Legislative Affairs

(b) (6)
Desk: [()X(E))
Cell:[{JX())

FLA(D)(6), (b)(7)(C), (b)(7)(E) per FBI

Sent: Friday, February 11, 2022 11:31 AM

To: Klapper, Matthew B. (OAG) ({(sJX(S)

Cc: Hyun, Peter (OLA) (X)) ; Tyson, Jill Courtney (OCA) (FBI) RkS&
Subject: FW: Thank you Tonya re: Peters/Portman points you made today!

(b)(7)(C), (bX7XE) per FBI

Duplicative Material, Document ID Document ID: 0.7.12479.11269, Bates Number 1049-002155
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