
     

     

        

     

               


          

   

                 


                 


               


             


             


             

                       


                       


               

  

Williams,  Elliot  (OLA)  

From:  Williams,  Elliot (OLA)  

Sent:  Wednesday,  April  8,  2015  11:00 PM  

To:  Yates,  Sally (ODAG)  

Cc:  Kadzik,  Peter J  (OLA);  Wade  Tyson,  Jill  C (OLA);  Goldberg,  Daniel  L.  (OLA);  Bruck,  

Andrew J.  (ODAG);  Childs,  Heather G.  (ODAG);  Axelrod,  Matthew (ODAG)  

Subject:  QFRs  

Attachments:  S -essions  QFRs  for Yates  4 8 2015 for WH  and DAG  review.docx; Tillis QFRs  for  

Yates - 4 8 2015 for WH  and  DAG  review.docx;  Durbin  QFRs  for Yates  - 4 8 2015  

for WH  and  DAG  review.docx;  Feinstein  QFRs  for Yates  - 4 8 2015  for WH  and  

DAG  review.docx;  Franken  QFRs  for Yates  - 4 8 2015  for WH  and  DAG  

review.docx;  Grassley QFRs  for Yates - 4 8 2015 for WH  and  DAG  review.docx;  

Perdue  QFRs  for Yates  - 4 8 2015  for WH  and  DAG  review.docx  

Sally  –  hope  all is  well.  Attached please  find  cleared drafts  of your QFRs  for your review.  Many thanks  to  Andrew  and  

the  rest of the  folks  on  your team  for getting these  cleared  efficiently.  Please  let  us  know  if you  have  any questions  or  

concerns.  We’ll  be  sending  these  to  the  White  House  for their review momentarily.  Thanks.  
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Senator David Perdue  
Questions for the Record  

On the Nomination ofSally Quillian Yates  
To be Deputy Attorney General of the United States  

March 31, 2015  

1.  As a former federal prosecutor, I know you are familiar with the concept of  
prosecutorial discretion.  What, ifany, are the limits of the President’s discretion to  
enforce federal law?  

,  
,  

.  

RESPONSE  (b) (5)

2.  In his Memorandum Opinion and Order in Texas  v.  United States, B-14-254 (S.D. Tex.  
Feb. 16, 2015), Judge Hanen enjoined the implementation ofPresident Obama’s  
Deferred Action for Parental Accountability Program (“DAPA”) and of the “three  
expansions/additions to the [Deferred  Action  for  Childhood  Arrivals  Program,  
hereinafter  “DACA”],”  finding that  the government had “clearly legislated a  
substantive rule without complying with the procedural requirements under the  
Administrative Procedure Act.”  Mem.  Op.  at 123.  Do you agree that in promulgating  
and implementing DAPA and the DACA expansions, the government acted unlawfully?  

.  

s  
.  

.  

RESPONSE  (b) (5)

3.  According  to  press  reports,  at  a recent  hearing  on  the  injunction  in  the  Texas  case,  
Judge Hanen told the government that “I was made to look like an idiot.  I believed  
your word that nothing would happen.”  The judge was referring to the more than  
100,000 three-year DACA renewals the government processed in the weeks following  
issuance of the injunction.  Is it the Justice Department’s position that the government  
is authorized to continue processing ofDACA renewals during the pendency of the  
Texas  injunction?  If so, please explain the legal basis for your answer.  

.  

RESPONSE  (b) (5)
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4.  With  respect to  the  President’s  executive  actions  on  immigration  implemented  
through  the DACA and DAPA programs, please explain whether you share the view of  
Attorney General nominee Loretta Lynch that the Office ofLegal Counsel  
memorandum setting forth the argument for the President’s actions are constitutional  
and “reasonable.”  

RESPONSE:  

.  
I  
to  

be  
is  (b) (5)

5.  Please  explain  your  view  on  how,  or  whether,  the  President’s  executive  action  
on immigration implemented through the DACA and DAPA programs comports with  
the Constitution’s Take Care Clause and Congress’s Article I authority over  
immigration and naturalization.  

I  
.  

.  v.  

RESPONSE:  
on.  

ng  (b) (5)

6.  It’s now indisputable that the Internal Revenue Service (“IRS”) targeted conservative  
organizations  that  were  seeking to  obtain  tax-exempt  status.  Senate  investigators  
with  the Permanent Subcommittee on Investigations found that over 80% of the  
targeted groups had a conservative political ideology.  The Department ofJustice  
(“DOJ” or “Department”) responded  by initiating  a criminal  probe  led  by  a Civil  
Rights  Division  attorney who  had contributed to President Obama’s campaign in  
2012.  Little, if any, progress has been made in that investigation thus far.  

a.  With respect to IRS targeting of individuals and organizations who ostensibly  
identify with a conservative or Tea Party viewpoint, do you believe that  
reassignment of the DOJ’s investigation to a special prosecutor is  
appropriate?  

.  

RESPONSE:  

ard  
ide  

nce  (b) (5)

r  
-

(b) (5)
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.  

(b) (5)

l  

.  

(b) (5)

b.  Do  you  believe  it  was  appropriate  to  assign  management  of  the  
DOJ’s investigation of IRS targeting to a DOJ lawyer who contributed to  
President Obama’s campaign?  

RESPONSE  
e  

.  

’  

r  
s  

s  
.  

(b) (5)

(b) (5)

c.  Do you believe that assigning management of the DOJ’s investigation of IRS  
targeting to a DOJ lawyer who contributed to President Obama’s campaign  
could reasonably be expected to create the appearance ofpartiality or lack of  
objectivity on the part of the DOJ?  

RESPONSE  
.  

s  
s  

.  

l  

.  

(b) (5)

(b) (5)

d.  If you are confirmed, will you  commit to  keeping Congress  informed in a  
more timely way than the current DOJ leadership has about the status of the  
investigation?  
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RESPONSE:  ate  
on  

the  
k ng  

.  

(b) (5)

7.  National  security  is  always  of  paramount  importance  for  the  Justice  Department.  
The January 2015 Paris attack and the rise of ISIS are episodes that show two  
emerging national security  threats  that  you  will  confront,  if confirmed:  foreign  
fighters  and  so-called  “lone wolf” attacks.  

a.  In your view, does the recent emergence of these threats have any impact on  
the debate over the impending renewal ofthe Foreign Intelligence  
Surveillance Act of  
1978 (“FISA”)?  

RESPONSE:  olf  
ng  

ave  
er-

hat  
es.  ed  

s  
t  

.  

(b) (5)

b.  Do you believe that the current “bulk collection” regime under FISA Section  
215 is lawful?  

.  

RESPONSE  

s  
s  

t  (b) (5)

c.  Do you believe that the incidental collection provision, Section 702, is lawful?  

RESPONSE  

s  

,  

(b) (5)
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t  

.  
l  

I  
(b) (5)

d.  President  Obama  has  indicated  that  he  supports  a legislative  reform  of  
Section 215’s bulk collection regime.  What are your thoughts on amending  
Section 215?  

.  

k  
RESPONSE  (b) (5)

e.  Do  you  think  law  enforcement  currently  has  sufficient  investigative  and  
legal authority to address the increasing threat from foreign fighters and  
“lone wolves”?  

RESPONSE:  ess  
ng  
use  
uty  

.  

(b) (5)

8.  Are you committed to transparency between the DOJ and Congress, and will you  
commit to prompt, complete, and truthful responses to requests for information from  
Congress about outstanding issues related to Operation Fast and Furious?  

.  

e  
RESPONSE  (b) (5)

.  
(b) (5)

9.  Do you believe that detainees currently being held at the United States Naval Base at  
Guantanamo Bay, Cuba, are entitled to criminal trials in the civilian court system  
within the United States?  

RESPONSE:  to  
tes  
or  

.  

(b) (5)
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t  

.  
l  
,  

l  
e  

(b) (5)

10.  In  2013,  the  DOJ  intervened  in  litigation  over  the  Louisiana  Scholarship  Program,  
a state initiative that provides school vouchers to low-income families.  An analysis by  
the State ofLouisiana found that the program promoted diversity in Louisiana schools  
and actually assisted in speeding up federal desegregation efforts.  Most of the  
schoolchildren who benefit from this  program  are members  of minority groups.  This  
year,  more than  13,000  students applied and nearly 7,500 schoolchildren were awarded  
a scholarship voucher.  These children now get the chance to excel and attend high-
quality schools that their parents can choose for them because of the program.  
Ultimately, after public pressure, the Justice Department backed off trying to kill the  
program entirely, but still insisted that the State provide demographic data about the  
students to a federal judge overseeing the lawsuit.  Accordingly, now Louisiana has to  
provide data for the upcoming school year and for every school year as long as the  
program is in place.  

a.  Do you agree with the DOJ’s decision to intervene in this case?  

b.  If confirmed, will you use Justice Department resources  to obstruct,  
monitor, or regulate school-choice programs?  

d.  Will  you  commit  to  asking  the  federal  district  court  with  jurisdiction  over  
this case to discontinue the reporting requirement if you are confirmed?  

RESPONSE  

.  
r  

s  (b) (5)

11. A 2013 report by the DOJ’s Inspector General revealed disturbing systemic problems  
related to the operation and management of the DOJ’s Civil Rights Division.  If  
confirmed, will you commit to implementing the recommendations made by the  
Inspector General in that report?  
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RESPONSE  t  

.  

(b) (5)

12.  Do  you  agree  with  the  recommendation  of  the  .S.  Sentencing  Commission  in  its  U  
2011 report to Congress,MandatoryMinimum  Penalties in  the FederalCriminal Justice  
System, that Congress should amend 18 U  on  .S.C. § 924(c) to confer  federal district  
judges the discretion to impose concurrent sentences under that provision?  

RESPONSE:  for  
the  

of  
18  

art  
ers,  

he  
ry.  

t  
.  

(b) (5)

13. As the former U.S. Attorney for the Northern District ofGeorgia and the former Vice  
Chair of the  Attorney General’s  Advisory Committee,  you  are  no  doubt familiar  
with  the  DOJ’s recent “Smart on Crime” Initiative, which addresses a number of  
criminal justice issues like prioritizing prosecutions, sentencing disparities, recidivism,  
and incarceration ofnon-violent offenders.  Attorney General Holder has advocated  
reduction of the federal sentencing guideline levels that apply to most drug-trafficking  
offenses, including trafficking ofhard drugs like heroin.  The Holder Justice  
Department also announced a new clemency initiative last year that invites clemency  
petitions from offenders who meet a number of criteria. Thousands ofoffenders,  
including drug traffickers, fall within those criteria.  

a.  What are your views on those DOJ initiatives and proposals?  

b.  Do theymake the work offederal prosecutors harder?  

c.  Do theymake the American People safer?  

d.  Are  you  going  to  continue  them  if  you  are  confirmed  as  Deputy  
Attorney  

General?  

RESPONSE to a-d  (b) (5)
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,  

;  

e  
s  

e  

,  

.  

,  

.  

,  

.  

(b) (5)

(b) (5)

(b) (5)

e.  Do  you  believe  that  these  or  other  DOJ  initiatives  should  be  expanded  
to encompass  early  release  for  violent  offenders  who  have  served  a  
substantial portion oftheir sentences?  

f.  Do  you  believe  that  these  or  other  DOJ  initiatives  should  be  expanded  
to encompass early release for offenders who have received so-called  
“stacked” or  .S.C. §consecutive mandatory minimum sentences under 18 U  
924 or other provisions offederal law?  

RESPONSE to e-f:  ed  
for  
on  
od  
hat  

nd  
uce  

e  

(b) (5)
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-

.  (b) (5)

14.  The  2013  Cole  Memorandum  explains  the  DOJ’s  priorities  on  enforcement  of  
federal  law regarding marijuana offenses.  Several jurisdictions  have  recently  
legalized  cultivation  and distribution ofmarijuana for personal use, in effect, initiating  
a series of state regulatory regimes that contravene federal drug laws.  

a.  Do you agree with the current DOJ enforcement policies and priorities  
outlined in the Cole Memorandum?  

RESPONSE  )  
s  

e  

,  

.  

(b) (5)

,  

s  
.  

(b) (5)

b.  Do you consider the DOJ’s policy, as it is being implemented now, to reflect  
legitimate enforcement discretion consistent with the Take Care Clause?  

RESPONSE  

o  

e  
.  

(b) (5)

c.  Ifyou are confirmed, how do you plan to measure the effect of the DOJ’s policy  
on the federal interest in enforcement ofdrug laws?  

RESPONSE:  ent  
ral  

nd  
ies  

(b) (5)
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-
,  

e  

.  

(b) (5)

15.  A number of commentators have expressed the opinion that voter fraud simply  
doesn’t exist or the alternative opinion that, if it does, it is a minor problem with no real  
effect on the integrity of elections.  

a.  Do you agree that voter fraud does not exist or is so insignificant that it does  
not threaten the integrity of elections?  

l  

RESPONSE  

r  
r  

.  

(b) (5)

b.  Do you think that voter fraud is a  ide  issue that states should be  bona  f  
entitled to address with voter ID laws?  

RESPONSE  r  

e  
.  

lar  
ng  
ult  
ow  

r  
.  

(b) (5)

(b) (5)

16. First  Amendment  freedoms  that  protect  the  press  became  a  lot  more  tenuous  
during  Mr. Holder’s administration of the DOJ.  In May 2013, the Department  
obtained phone records for  the  Associated  Press  (“AP”)  without  the  knowledge  of  
that  organization,  reportedly as part of an investigation of an AP story on CIA  
operations in Yemen.  It then came to light that in 2010 the Holder Justice Department  
obtained a warrant to search the emails ofFox News reporter James Rosen – the  
Department claimed that Rosen was a potential co- conspirator with a State Department  
contractor in violation of the Espionage Act.  Since then, the DOJ has issued new  
guidelines governing how it obtains evidence from journalists.  The guidelines maintain  
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that notice of a subpoena may be withheld only ifnotifying the journalist would present  
a “clear and substantial threat” to an investigation or to national security.  

a.  Do  you  agree  that  the  Department’s  treatment  of  journalists  has  
been heavyhanded and that reform ofDOJ practices was necessary?  

RESPONSE  .  
,  

(b) (5)

k  

.  

b.  Do you believe that the DOJ investigations described above pose a serious  
risk ofchilling free speech?  

.  

s  
,  

RESPONSE  t  (b) (5)

.  

c.  Do you support the new guidelines?  

RESPONSE  (b) (5)

d.  As  a former federal prosecutor,  you  are no  doubt aware of the balance  
between individual liberties and the need to conduct thorough and effective  
investigations. Do the guidelines strike the right balance?  

.  

RESPONSE  r  (b) (5)

e.  Going  forward,  how  should  the  Justice  Department  distinguish  itself from  
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the Holder Justice Department when it comes to investigation of journalists?  

RESPONSE:  use  
ng  
as  

est  
to  

nd  

.  

(b) (5)

17. There have been significant developments recently at the DOJ regarding policies on civil  

asset forfeiture in response to  .S. Attorney’s Offices and federal and  abuses by U  state  

agencies.  Attorney General Holder recently announced that the DOJ will end the  

Equitable Sharing Program, which essentially apportions billions ofdollars in seized  

assets between federal, state, and local authorities – a huge pool ofmoney that clearly  

created a risk ofencouraging aggressive, if not unlawful, seizures from individuals who  

are not charged with a crime, have not been indicted, and have not enjoyed any due  

process whatsoever.  

a.  Do you believe that there have been inappropriate or excessive seizures by  
your office or by the DOJ with respect to civil asset forfeitures, adoptive  
seizures, and equitable sharing practices?  

.  

e  
RESPONSE  (b) (5)

k  

r  
)  

.  

(b) (5)

b.  What  steps  do  you  plan  to  take,  if confirmed  as  Deputy  Attorney  
General,  to ensure that the DOJ returns wrongfully seized assets promptly  
and does not continue to seize assets wrongfully?  

RESPONSE  s  (b) (5)
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(b) (5)

(b) (5)
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(b) (6)

_____________________________________________ 

_____________________________________________ 

_____________________________________________ 

Childs,  Heather  G.  (ODAG)  

From:  Childs,  Heather  G.  (ODAG)  

Sent:  Thursday,  April  9,  2015  1:55  PM  

To:  Gamble,  Nathaniel  (ODAG)  

Subject:  Fwd:  Updated  Perdue  

Attachments:  Perdue  QFRs for  Yates - 4 9  2015  update  CLEAN.docx;  ATT00001.htm  

Begin  forwarded  message:  

From:  "Bruck,  Andrew J.  (ODAG)"  

Date:  April  9,  2015  at 1:25:47 PM  EDT  

To:  "Dix,  Melanie  (ODAG)"  >,  "Childs,  Heather  G.  (ODAG)"  

>  (b) (6)

>  (b) (6)

Cc:  "Axelrod,  Matthew (ODAG)"  

Subject:  RE:  Updated  Perdue  

Use this copy instead.  Sally’s previous edits are highlighted.  

From:  Dix,  Melanie  (ODAG)  

S nt:  Thursday,  April  09,  2015  1:20 PM  

To:  Bruck,  Andrew  J.  (ODAG);  Childs,  Heather  G.  (ODAG)  

Cc:  Axelrod,  Matthew  (ODAG)  

Subj ct:  RE:  Updated  Perdue  

Thanks,  Andrew  

From:  Bruck,  Andrew  J.  (ODAG)  

S nt:  Thursday,  April  09,  2015  1:11  PM  

To:  Dix,  Melanie  (ODAG);  Childs,  Heather  G.  (ODAG)  

Cc:  Axelrod,  Matthew  (ODAG)  

Subj ct:  FW:  Updated  Perdue  

Don’t provide herwith  this copy—I’m going to prepare a separate version  that highlights her previous  

edits.  

From:  Williams,  Elliot (OLA)  

S nt:  Thursday,  April  09,  2015  1:10 PM  

To:  Bruck,  Andrew  J.  (ODAG)  

Cc:  Dix,  Melanie  (ODAG);  Childs,  Heather  G.  (ODAG);  Axelrod,  Matthew  (ODAG);  Goldberg,  Daniel  L.  

(OLA);  Wade  Tyson,  Jill  C  (OLA)  

Subj ct:  Updated  Perdue  

> (b) (6)
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Cc:  Dix,  Melanie  (ODAG);  Childs,  Heather  G.  (ODAG);  Axelrod,  Matthew  (ODAG);  Goldberg,  Daniel  L.  

(OLA);  Wade  Tyson,  Jill  C  (OLA)  

Subj ct:  Updated  Perdue  

Andrew –here is a  erdueQFRs.  She should  review these,  and please disregard  revised  version  of the P  

those sent last night.  Let me know if you  need anything else.  

<< File:  PerdueQFRs for Yates - 4 9 2015  update CLEAN.docx>>  

Elliot  Williams  

Deputy  Assistant  Attorney  General  for  Legislative  Affairs  

U.S.  Department of Justice  
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Updated  4/9/2015  

Senator David Perdue  
Questions for the Record  

On the Nomination ofSally Quillian Yates  
To be Deputy Attorney General of the United States  

March 31, 2015  

1.  As a former federal prosecutor, I know you are familiar with the concept of  
prosecutorial discretion.  What, ifany, are the limits of the President’s discretion to  
enforce federal law?  

RESPONSE  .  

t  
.  

(b) (5)

2.  In his Memorandum Opinion and Order in Texas  v.  United States, B-14-254 (S.D. Tex.  
Feb. 16, 2015), Judge Hanen enjoined the implementation ofPresident Obama’s  
Deferred Action for Parental Accountability Program (“DAPA”) and of the “three  
expansions/additions to the [Deferred  Action  for  Childhood  Arrivals  Program,  
hereinafter  “DACA”],”  finding that  the government had “clearly legislated a  
substantive rule without complying with the procedural requirements under the  
Administrative Procedure Act.”  Mem.  Op.  at 123.  Do you agree that in promulgating  
and implementing DAPA and the DACA expansions, the government acted unlawfully?  

RESPONSE  
e  

s  

s  
s  

.  

(b) (5)

3.  According  to  press  reports,  at  a recent  hearing  on  the  injunction  in  the  Texas  case,  
Judge Hanen told the government that “I was made to look like an idiot.  I believed  
your word that nothing would happen.”  The judge was referring to the more than  
100,000 three-year DACA renewals the government processed in the weeks following  
issuance of the injunction.  Is it the Justice Department’s position that the government  
is authorized to continue processing ofDACA renewals during the pendency of the  
Texas  injunction?  If so, please explain the legal basis for your answer.  

RESPONSE  
t  

.  

(b) (5)
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Updated  4/9/2015  

4.  With  respect to  the  President’s  executive  actions  on  immigration  implemented  
through  the DACA and DAPA programs, please explain whether you share the view of  
Attorney General nominee Loretta Lynch that the Office ofLegal Counsel  
memorandum setting forth the argument for the President’s actions are constitutional  
and “reasonable.”  

I  
.  

RESPONSE  
e  
s  (b) (5)

5.  Please  explain  your  view  on  how,  or  whether,  the  President’s  executive  action  
on immigration implemented through the DACA and DAPA programs comports with  
the Constitution’s Take Care Clause and Congress’s Article I authority over  
immigration and naturalization.  

I  
.  

.  v.  

RESPONSE:  
on.  

ng  (b) (5)

6.  It’s now indisputable that the Internal Revenue Service (“IRS”) targeted conservative  
organizations  that  were  seeking to  obtain  tax-exempt  status.  Senate  investigators  
with  the Permanent Subcommittee on Investigations found that over 80% of the  
targeted groups had a conservative political ideology.  The Department ofJustice  
(“DOJ” or “Department”) responded  by initiating  a criminal  probe  led  by  a Civil  
Rights  Division  attorney who  had contributed to President Obama’s campaign in  
2012.  Little, if any, progress has been made in that investigation thus far.  

a.  With respect to IRS targeting of individuals and organizations who ostensibly  
identify with a conservative or Tea Party viewpoint, do you believe that  
reassignment of the DOJ’s investigation to a special prosecutor is  
appropriate?  

.  

RESPONSE:  

he  
of  
ice  (b) (5)
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.  

e  (b) (5)

b.  Do  you  believe  it  was  appropriate  to  assign  management  of  the  

DOJ’s investigation of IRS targeting to a DOJ lawyer who contributed to  

President Obama’s campaign?  

.  

RESPONSE  (b) (5)

c.  Do you believe that assigning management of the DOJ’s investigation of IRS  
targeting to a DOJ lawyer who contributed to President Obama’s campaign  
could reasonably be expected to create the appearance ofpartiality or lack of  
objectivity on the part of the DOJ?  

RESPONSE:  

.  
e  

ed  
her  

ent  (b) (5)

d.  If you are confirmed, will you  commit to  keeping Congress  informed in a  
more timely way than the current DOJ leadership has about the status of the  
investigation?  

.  

RESPONSE  (b) (5)

7.  National  security  is  always  of  paramount  importance  for  the  Justice  Department.  
The January 2015 Paris attack and the rise of ISIS are episodes that show two  
emerging national security  threats  that  you  will  confront,  if confirmed:  foreign  
fighters  and  so-called  “lone wolf” attacks.  

a.  In your view, does the recent emergence of these threats have any impact on  
the debate over the impending renewal ofthe Foreign Intelligence  
Surveillance Act of1978 (“FISA”)?  

RESPONSE  (b) (5)
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-
t  

(b) (5)

s  
t  

.  

b.  Do you believe that the current “bulk collection” regime under FISA Section  
215 is lawful?  

RESPONSE  

.  
s  

t  (b) (5)

c.  Do you believe that the incidental collection provision, Section 702, is lawful?  

RESPONSE:  to  
nd  

ons  
of  

be  
de  

02,  
to  
ent  

on.  l,  I  
l  

.  

(b) (5)

d.  President  Obama  has  indicated  that  he  supports  a legislative  reform  of  
Section 215’s bulk collection regime.  What are your thoughts on amending  
Section 215?  

RESPONSE  (b) (5)

.  

e.  Do  you  think  law  enforcement  currently  has  sufficient  investigative  and  
legal authority to address the increasing threat from foreign fighters and  
“lone wolves”?  

RESPONSE  s  (b) (5)

Document  ID:  0.7.10659.35463-000002  



 






             
           
         








  




               

            

   




















             
             

            
            

            
           


              
             

            
            
             
               

  

Updated  4/9/2015  

.  

(b) (5)

8.  Are you committed to transparency between the DOJ and Congress, and will you  
commit to prompt, complete, and truthful responses to requests for information from  
Congress about outstanding issues related to Operation Fast and Furious?  

RESPONSE  
e  

.  

(b) (5)

.  
(b) (5)

9.  Do you believe that detainees currently being held at the U  at  nited States Naval Base  
Guantanamo Bay, Cuba, are entitled to criminal trials in the civilian court system  
within the United States?  

RESPONSE:  
s  
r  

.  

(b) (5)

out  

.  
l  

ic,  
ful  

ne  
(b) (5)

10.  In  2013,  the  DOJ  intervened  in  litigation  over  the  Louisiana  Scholarship  Program,  
a state initiative that provides school vouchers to low-income families.  An analysis by  
the State ofLouisiana found that the program promoted diversity in Louisiana schools  
and actually assisted in speeding up federal desegregation efforts.  Most of the  
schoolchildren who benefit from this  program  are members  of minority groups.  This  
year,  more than  13,000  students applied and nearly 7,500 schoolchildren were awarded  
a scholarship voucher.  These children now get the chance to excel and attend high-
quality schools that their parents can choose for them because of the program.  
Ultimately, after public pressure, the Justice Department backed off trying to kill the  
program entirely, but still insisted that the State provide demographic data about the  
students to a federal judge overseeing the lawsuit.  Accordingly, now Louisiana has to  
provide data for the upcoming school year and for every school year as long as the  
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program is in place.  

a.  Do you agree with the DOJ’s decision to intervene in this case?  

b.  If confirmed, will you use Justice Department resources  to obstruct,  
monitor, or regulate school-choice programs?  

d.  Will  you  commit  to  asking  the  federal  district  court  with  jurisdiction  over  
this case to discontinue the reporting requirement if you are confirmed?  

RESPONSE  s  

,  

s  
t  

.  

(b) (5)

11. A 2013 report by the DOJ’s Inspector General revealed disturbing systemic problems  
related to the operation and management of the DOJ’s Civil Rights Division.  If  
confirmed, will you commit to implementing the recommendations made by the  
Inspector General in that report?  

RESPONSE  t  

.  

(b) (5)

12.  Do  you  agree  with  the  recommendation  of  the  .S.  Sentencing  Commission  in  its  U  
2011 report to Congress,MandatoryMinimum  Penalties in  the FederalCriminal Justice  
System, that Congress should amend 18 U  on  .S.C. § 924(c) to confer  federal district  
judges the discretion to impose concurrent sentences under that provision?  

RESPONSE:  for  
the  

of  
18  

art  
ers,  

he  
ry.  

t  

(b) (5)
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.  (b) (5)

13. As the former U.S. Attorney for the Northern District ofGeorgia and the former Vice  
Chair of the  Attorney General’s  Advisory Committee,  you  are  no  doubt familiar  
with  the  DOJ’s recent “Smart on Crime” Initiative, which addresses a number of  
criminal justice issues like prioritizing prosecutions, sentencing disparities, recidivism,  
and incarceration ofnon-violent offenders.  Attorney General Holder has advocated  
reduction of the federal sentencing guideline levels that apply to most drug-trafficking  
offenses, including trafficking ofhard drugs like heroin.  The Holder Justice  
Department also announced a new clemency initiative last year that invites clemency  
petitions from offenders who meet a number of criteria. Thousands ofoffenders,  
including drug traffickers, fall within those criteria.  

a.  What are your views on those DOJ initiatives and proposals?  

b.  Do theymake the work offederal prosecutors harder?  

c.  Do theymake the American People safer?  

d.  Are  you  going  to  continue  them  if  you  are  confirmed  as  Deputy  
Attorney  

General?  

RESPONSE to a-d  
,  

;  

e  
s  

e  

,  

.  

(b) (5)

,  

.  

(b) (5)
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,  

.  

(b) (5)

e.  Do  you  believe  that  these  or  other  DOJ  initiatives  should  be  expanded  
to encompass  early  release  for  violent  offenders  who  have  served  a  
substantial portion oftheir sentences?  

f.  Do  you  believe  that  these  or  other  DOJ  initiatives  should  be  expanded  
to encompass early release for offenders who have received so-called  
“stacked” or  .S.C. §consecutive mandatory minimum sentences under 18 U  
924 or other provisions offederal law?  

RESPONSE to e-f  
r  

t  

e  

.  

(b) (5)

14.  The  2013  Cole  Memorandum  explains  the  DOJ’s  priorities  on  enforcement  of  
federal  law regarding marijuana offenses.  Several jurisdictions  have  recently  
legalized  cultivation  and distribution ofmarijuana for personal use, in effect, initiating  
a series of state regulatory regimes that contravene federal drug laws.  

a.  Do you agree with the current DOJ enforcement policies and priorities  
outlined in the Cole Memorandum?  

RESPONSE  )  
s  

e  

,  

.  

(b) (5)
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,  (b) (5)

.  

b.  Do you consider the DOJ’s policy, as it is being implemented now, to reflect  
legitimate enforcement discretion consistent with the Take Care Clause?  

RESPONSE:  the  
ed  
lic  

ery  
to  

na  
nd  

.  

(b) (5)

c.  Ifyou are confirmed, how do you plan to measure the effect of the DOJ’s policy  
on the federal interest in enforcement ofdrug laws?  

RESPONSE:  ent  
ral  

nd  
ies  

ies  
on,  

nts  

.  

(b) (5)

15.  A number of commentators have expressed the opinion that voter fraud simply  
doesn’t exist or the alternative opinion that, if it does, it is a minor problem with no real  
effect on the integrity of elections.  

a.  Do you agree that voter fraud does not exist or is so insignificant that it does  
not threaten the integrity of elections?  

RESPONSE  (b) (5)

l  

r  
r  

.  
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b.  Do you think that voter fraud is a  ide  issue that states should be  bona  f  
entitled to address with voter ID laws?  

RESPONSE  r  

e  
.  

r  

t  

.  

(b) (5)

(b) (5)

16. First  Amendment  freedoms  that  protect  the  press  became  a  lot  more  tenuous  
during  Mr. Holder’s administration of the DOJ.  In May 2013, the Department  
obtained phone records for  the  Associated  Press  (“AP”)  without  the  knowledge  of  
that  organization,  reportedly as part of an investigation of an AP story on CIA  
operations in Yemen.  It then came to light that in 2010 the Holder Justice Department  
obtained a warrant to search the emails ofFox News reporter James Rosen – the  
Department claimed that Rosen was a potential co- conspirator with a State Department  
contractor in violation of the Espionage Act.  Since then, the DOJ has issued new  
guidelines governing how it obtains evidence from journalists.  The guidelines maintain  
that notice of a subpoena may be withheld only ifnotifying the journalist would present  
a “clear and substantial threat” to an investigation or to national security.  

a.  Do  you  agree  that  the  Department’s  treatment  of  journalists  has  
been heavyhanded and that reform ofDOJ practices was necessary?  

RESPONSE  .  
,  

.  

(b) (5)

b.  Do you believe that the DOJ investigations described above pose a serious  
risk ofchilling free speech?  

RESPONSE  t  (b) (5)
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.  

ity  

aw  
sts,  

t’s  
(b) (5)

c.  Do you support the new guidelines?  

.  

RESPONSE  (b) (5)

d.  As  a former federal prosecutor,  you  are no  doubt aware of the balance  
between individual liberties and the need to conduct thorough and effective  
investigations. Do the guidelines strike the right balance?  

.  

RESPONSE  r  (b) (5)

e.  Going  forward,  how  should  the  Justice  Department  distinguish  itself from  
the Holder Justice Department when it comes to investigation of journalists?  

.  

t  

RESPONSE  e  (b) (5)

17. There have been significant developments recently at the DOJ regarding policies on civil  

asset forfeiture in response to  .S. Attorney’s Offices and federal and  abuses by U  state  

agencies.  Attorney General Holder recently announced that the DOJ will end the  

Equitable Sharing Program, which essentially apportions billions ofdollars in seized  

assets between federal, state, and local authorities – a huge pool ofmoney that clearly  

created a risk ofencouraging aggressive, if not unlawful, seizures from individuals who  

are not charged with a crime, have not been indicted, and have not enjoyed any due  
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process whatsoever.  

a.  Do you believe that there have been inappropriate or excessive seizures by  
your office or by the DOJ with respect to civil asset forfeitures, adoptive  
seizures, and equitable sharing practices?  

RESPONSE  
e  

.  

(b) (5)

r  
)  

.  

(b) (5)

b.  What  steps  do  you  plan  to  take,  if confirmed  as  Deputy  Attorney  
General,  to ensure that the DOJ returns wrongfully seized assets promptly  
and does not continue to seize assets wrongfully?  

RESPONSE  s  

.  

ay  
or  

the  
ant  

.  

(b) (5)

(b) (5)
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Bruck,  Andrew  J.  (ODAG)  

From:  Bruck,  Andrew J.  (ODAG)  

Sent:  Monday,  April  13,  2015 8:28  AM  

To:  Dix,  Melanie  (ODAG)  

Subject:  Fwd:  WH  edits  

Attachments:  Grassley QFRs  for  Yates - 4  12  2015 SQY  Edits  CLEAN.docx;  ATT00001.htm;  Perdue  

QFRs  for  Yates  - 4  10  2015 SQY  Edits CLEAN.docx;  ATT00002.htm;  Sessions  QFRs  for  

Yates  - 4  12  2015 SQY  Edits  CLEAN.docx;  ATT00003.htm  

Can  you  print Perdue  and  sessions-- not Grassley  

Begin  forwarded  message:  

From:  "Williams,  Elliot (OLA)"  >  (b) (6)

Date:  April  12,  2015 at 11:16:27 PM  EDT  

To:  "Bruck,  Andrew J.  (ODAG)"  >  (b) (6)

Cc:  "Goldberg,  Daniel  L.  (OLA)"  >,  "Wade  Tyson,  Jill  C  (OLA)"  

>  

(b) (6)

(b) (6)

Subject:  WH  edits  

Andrew –here is a clean  draft with  Sally’s edits,  with  theWhite House’s edits and  comments in  redline.  

Take a look and  let us know what you  think.  Wemay still need  to work wit  

t,  per Peter’s comment.  Again,  let’s sort all of this out first thing in  themorning.  Thanks again.  

(b) (5)
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Senator David Perdue  
Questions for the Record  

On the Nomination of Sally Quillian Yates  
To be Deputy Attorney General of the United States  

March 31, 2015  

1.  As a former federal prosecutor, I know you are familiar with the concept of  
prosecutorial discretion.  What, if any, are the limits of the President’s discretion to  
enforce federal law?  

RESPONSE:  . 

t 

. 

(b) (5)

2.  In his Memorandum Opinion and Order in Texas  v.  United  States, B-14-254 (S.D. Tex.  
Feb. 16, 2015), Judge Hanen enjoined the implementation of President Obama’s  
Deferred Action for Parental Accountability Program (“DAPA”) and of the “three  
expansions/additions to the [Deferred  Action  for  Childhood  Arrivals  Program,  
hereinafter  “DACA”],”  finding  that  the government had “clearly legislated a  
substantive rule without complying with the procedural requirements under the  
Administrative Procedure Act.”  Mem.  Op.  at 123.  Do you agree that in promulgating  
and implementing DAPA and the DACA expansions, the government acted unlawfully?  

I 

RESPONS  

. s 

s 
. 

(b) (5)

3.  According  to  press  reports,  at  a  recent  hearing  on  the  injunction  in  the  Texas  case,  
Judge Hanen told the government that “I was made to look like an idiot.  I believed  
your word that nothing would happen.” The judge was referring to the more than  
100,000 three-year DACA renewals the government  processed  in the  weeks  following  
issuance of  the injunction.  Is it the Justice Department’s position that the government  
is authorized to continue processing of DACA renewals during the pendency of the  
Texas  injunction?  If so, please explain the legal basis for your answer.  
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. 

t 

RESPONSE:  (b) (5)

4.  With  respect  to  the  President’s executive  actions  on  immigration  implemented  
through  the DACA and DAPA programs, please explain whether you share the view of  
Attorney General nominee Loretta Lynch that the Office of Legal Counsel  
memorandum setting forth the argument for the President’s actions are constitutional  
and “reasonable.”  

RESPONSE:  s (b) (5)

. 

5.  Please  explain  your  view  on  how,  or  whether,  the  President’s  executive  action  
on immigration implemented through the DACA and DAPA programs comports with  
the Constitution’s Take Care Clause and Congress’s Article I authority over  
immigration and naturalization.  

RESPONSE:  

.  

o.  

he  

ng  (b) (5)

6.  It’s now indisputable that the Internal Revenue Service (“IRS”) targeted conservative  
organizations  that  were  seeking  to  obtain  tax-exempt  status.  Senate  investigators  
with  the Permanent Subcommittee on Investigations found that over 80% of the  
targeted groups had a conservative political ideology.  The Department of Justice  
(“DOJ” or “Department”) responded  by  initiating  a  criminal  probe  led  by  a  Civil  
Rights  Division  attorney  who  had contributed to President Obama’s campaign in  
2012.  Little, if any, progress has been made in that investigation thus far.  

a.  With respect to IRS targeting of individuals and organizations who ostensibly  
identify with a conservative or Tea Party viewpoint, do you believe that  
reassignment of the DOJ’s investigation to a special prosecutor is  
appropriate?  

RESPONSE:  

l 

(b) (5)
f 

. 
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he  

my  

he  

.  

(b) (5)

b.  Do  you  believe  it  was  appropriate  to  assign  management  of  the  

DOJ’s investigation of IRS targeting to a DOJ lawyer who contributed to  

President Obama’s campaign?  

RESPONSE:  

. 

(b) (5)

c.  Do you believe that assigning management of the DOJ’s investigation of IRS  
targeting to a DOJ lawyer who contributed to President Obama’s campaign  
could reasonably be expected to create the appearance of partiality or lack of  
objectivity on the part of the DOJ?  

RESPONSE:  nt  

er  

ed  

he  

.  

(b) (5)

d.  If  you  are  confirmed,  will  you  commit  to  keeping  Congress  informed  in  a  
more timely way than the current DOJ leadership has about the status of the  
investigation?  

RESPONSE:  

. 

(b) (5)

7.  National  security  is  always  of  paramount  importance  for  the  Justice  Department.  
The January 2015 Paris attack and the rise of ISIS are episodes that show two  
emerging national security  threats  that  you  will  confront,  if  confirmed:  foreign  
fighters  and  so-called  “lone wolf” attacks.  

a.  In your view, does the recent emergence of these threats have any impact on  
the debate over the impending renewal of the Foreign Intelligence  
Surveillance Act of 1978 (“FISA”)?  

RESPONSE  f (b) (5)(b) (5)
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ve  

r-

at  

s.  ed  

as  

t  

.  

(b) (5)

b.  Do you believe that the current “bulk collection”  regime under FISA Section  
215 is lawful?  

RESPONSE  t 

. 

(b) (5)

c.  Do you believe that the incidental collection provision, Section 702, is lawful?  

RESPONSE:  to  

nd  

ns  

of  

be  

de  

2,  

t 

l 

. 

(b) (5)

d.  President  Obama  has  indicated  that  he  supports  a  legislative  reform  of  
Section 215’s bulk collection regime.  What are your thoughts on amending  
Section 215?  

RESPONSE  

. 

(b) (5)

e.  Do  you  think  law  enforcement  currently  has  sufficient  investigative  and  
legal authority to address the increasing threat from foreign fighters and  
“lone wolves”?  

RESPONSE: s (b) (5)
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. 

(b) (5)

8.  Are you committed to transparency between the DOJ and Congress, and will you  
commit to prompt, complete, and truthful responses to requests for information from  
Congress about outstanding issues related to Operation Fast and Furious?  

RESPONSE: f 

. 

(b) (5)

As  you  are  aware,  there  is  ongoing  litigation  related  to  your  question,  and  I  understand  that  the  

Department has produced documents  consistent with the district court’s order in that litigation.  

9.  Do you believe that detainees currently being held at  nited States Naval  at  the U  Base  
Guantanamo Bay, Cuba, are entitled to criminal trials in the civilian court system  
within the United States?  

RESPONSE:  to  

es  

ay  

ul.  

b ut  

ne  

ul  

,  

l  

.  

(b) (5)

10.  In  2013,  the  DOJ  intervened  in  litigation  over  the  Louisiana  Scholarship  Program,  
a state initiative that provides school vouchers to low-income families.  An analysis by  
the State of Louisiana found that the program promoted diversity in Louisiana schools  
and actually assisted in speeding up federal desegregation efforts.  Most of the  
schoolchildren who benefit from  this  program  are  members  of  minority  groups.  This  
year,  more  than  13,000  students applied and nearly 7,500 schoolchildren were awarded  
a scholarship voucher.  These children now get the chance to excel and attend high-
quality schools that their parents can choose for them because of the program.  
Ultimately, after public pressure, the Justice Department backed off trying to kill the  
program entirely, but still insisted that the State provide demographic data about the  
students to a federal judge overseeing the lawsuit.  Accordingly, now Louisiana has to  
provide data for the upcoming school year and for every school year as long as the  
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program is in place.  

a.  Do you agree with the DOJ’s decision to intervene in this case?  

b.  If  confirmed,  will  you  use  Justice  Department  resources  to  obstruct,  
monitor,  or regulate school-choice programs?  

d.  Will  you  commit  to  asking  the  federal  district  court  with  jurisdiction  over  
this case to discontinue the reporting requirement if you are confirmed?  

RESPONSE:  is  

at  

by  

al  

he  

a  

.  

(b) (5)

11. A 2013 report by the DOJ’s Inspector General revealed disturbing systemic problems  
related to the operation and management of the DOJ’s Civil Rights Division.  If  
confirmed, will you commit to implementing the recommendations made by the  
Inspector General in that report?  

RESPONSE: t 

f 

. 

(b) (5)

12.  Do  you  agree  with  the  recommendation  of  the  U  Commission  in  .S.  Sentencing  its  
2011 report to Congress, Mandatory  Minimum  Penalties  in  the  Federal  Criminal  Justice  
System, that Congress should amend 18 U  to  on federal district  .S.C. § 924(c)  confer  
judges the discretion to impose concurrent sentences under that provision?  

RESPONSE:  or  

he  

of  

18  

art  

s,  

he  

t  

(b) (5)
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. (b) (5)

13. As the former U  Attorney for the Northern District of Georgia and the former Vice  .S.  
Chair of  the  Attorney  General’s Advisory  Committee,  you  are  no  doubt  familiar  
with  the  DOJ’s recent “Smart on Crime” Initiative, which addresses a number of  
criminal justice issues like prioritizing prosecutions, sentencing disparities, recidivism,  
and incarceration of non-violent offenders.  Attorney General Holder has advocated  
reduction of the federal sentencing guideline levels that apply to most drug-trafficking  
offenses, including trafficking of hard drugs like heroin.  The Holder Justice  
Department also announced a new clemency initiative last year that invites clemency  
petitions from offenders who meet a number of criteria. Thousands of offenders,  
including drug traffickers, fall within those criteria.  

a.  What are your views on those DOJ initiatives and proposals?  

b.  Do they make the work of federal prosecutors harder?  

c.  Do they make the American People safer?  

d.  Are  you  going  to  continue  them  if  you  are  confirmed  as  Deputy  
Attorney  

General?  

RESPONSE to a-d:  nd  

m,  

ce  

e;  

ve  

us  

he  

es  

a  

ed  

he  

ge  

us  

d,  

me  

e.  

ch  

a,  

.  

(b) (5)
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, 

(b) (5)

. 

e.  Do  you  believe  that  these  or  other  DOJ  initiatives  should  be  expanded  
to encompass  early  release  for  violent  offenders  who  have  served  a  
substantial portion of their sentences?  

f.  Do  you  believe  that  these  or  other  DOJ  initiatives  should  be  expanded  
to encompass early release for offenders who have received so-called  
“stacked” or consecutive mandatory minimum sentences  .S.C. §under 18 U  
924 or other provisions of federal law?  

RESPONSE to e-f:  ed  

or  

on  

od  

at  

nd  

ce  

f  

.  

(b) (5)

14.  The  2013  Cole  Memorandum  explains  the  DOJ’s  priorities  on  enforcement  of  
federal  law regarding  marijuana  offenses.  Several  jurisdictions  have  recently  
legalized  cultivation  and distribution of marijuana for personal use, in effect, initiating  
a series of state regulatory regimes that contravene federal drug laws.  

a.  Do you agree with the current DOJ enforcement policies and priorities  
outlined in the Cole Memorandum?  

RESPONS  ) 

, 

. 

(b) (5)
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a,  

ng  

ts  

.  

(b) (5)

b.  Do you consider the DOJ’s policy, as it is being implemented now, to reflect  
legitimate enforcement discretion consistent with the Take Care Clause?  

RESPONSE  (b) (5)

. 

c.  Ifyou are confirmed, how do you plan to measure the effect of the DOJ’s policy  

on the federal interest in enforcement of drug laws?  

RESPONSE: t 

l 
(b) (5)

, 

s 

. 

15.  A number of commentators have expressed the opinion that voter fraud simply  
doesn’t exist or the alternative opinion that, if it does, it is a minor problem with no real  
effect on the integrity of elections.  

a.  Do you agree that voter fraud does not exist or is so insignificant that it does  
not threaten the integrity of elections?  

RESPONSE  

r 

. 
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b.  Do you think that voter fraud is a  ide  issue that states should be  bona  f  
entitled to address with voter ID laws?  

RESPONSE:  er  

ng  

me  

w  

e.  

ar  

ng  

ult  

r  

.  

(b) (5)

16. First  Amendment  freedoms  that  protect  the  press  became  a  lot  more  tenuous  
during  Mr. Holder’s administration  of  the  DOJ.  In  May 2013,  the  Department  
obtained  phone  records for  the  Associated  Press  ”) without  the  knowledge  of  (“AP  

that  organization,  reportedly  as part  of  an investigation  of  an  AP  story on  CIA  
operations  in  Yemen.  It  then came  to light that in 2010 the Holder Justice Department  
obtained a warrant to search the emails of Fox News reporter James Rosen – the  
Department claimed that Rosen was a potential co- conspirator with a State Department  
contractor in violation of the Espionage Act.  Since then, the DOJ has issued new  
guidelines governing how it obtains evidence from journalists.  The guidelines maintain  
that notice of a subpoena may be withheld only if notifying the journalist would present  
a “clear and substantial threat” to an investigation or to national security.  

a.  Do  you  agree  that  the  Department’s  treatment  of  journalists  has  
been heavyhanded and that reform of DOJ practices was necessary?  

. 

RESPONSE
, 

.: (b) (5)

b.  Do you believe that the DOJ investigations described above pose a serious  
risk of chilling free speech?  
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RESPONSE: t 

s 

, 

. 

(b) (5)

c.  Do you support the new guidelines?  

RESPONSE: 

. 

(b) (5)

d.  As  a former  federal  prosecutor,  you  are  no  doubt  aware  of  the  balance  
between individual liberties and the need to conduct thorough and effective  
investigations. Do the guidelines strike the right balance?  

RESPONSE: r 

. 

(b) (5)

e.  Going  forward,  how  should  the  Justice  Department  distinguish  itself  from  
the Holder Justice Department when it comes to investigation of journalists?  

RESPONSE: 

t 

t 

s 

. 

(b) (5)

17. There have been significant developments recently at the DOJ regarding policies on civil  

asset forfeiture in response  abuses by U  Attorney’s  and  to  .S.  Offices and federal  state  

agencies.  Attorney General  Holder recently announced that the DOJ  will end the  

Equitable Sharing Program, which essentially apportions billions of dollars in seized  

assets between federal, state, and local authorities – a huge pool of money that clearly  

created a risk of encouraging aggressive, if not unlawful, seizures from individuals who  
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are not charged with a crime, have not been indicted, and have not enjoyed any due  

process whatsoever.  

a.  Do you believe that there have been inappropriate or excessive seizures by  
your office or by the DOJ with respect to civil asset forfeitures, adoptive  
seizures, and equitable sharing practices?  

RESPONSE: he  

he  

v ew  

m.  

cy  

sk  

ed  

r  

)  

.  

(b) (5)

b.  What  steps  do  you  plan  to  take,  if  confirmed  as  Deputy  Attorney  
General,  to ensure that the DOJ returns wrongfully seized assets promptly  
and does not continue to seize assets wrongfully?  

RESPONSE  

. 

r 

t 

. 

(b) (5)
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_____________________________________________ 

_____________________________________________ 

Bruck,  Andrew  J.  (ODAG)  

From:  Bruck,  Andrew J.  (ODAG)  

Sent:  Monday,  April  13,  2015  3  PM4:5  

To:  Uriarte,  Carlos  (ODAG)  )  (b) (6)

Subject:  FW:  Sessions,  Tillis,  Durbin,  Feinstein,  Franken  

Attachments  Grassley QFRs for  Yates -FINAL.docx; Perdue  QFRs for  Yates  FINAL.docx  :  -

Grassley  

From:  Williams,  Elliot (OLA)  

S nt:  Monday,  April  13,  2015  4:10  PM  

To:  Axelrod,  Matthew  (ODAG)  

Cc:  Goldberg,  Daniel  L.  (OLA);  Bruck,  Andrew  J.  (ODAG)  

Subj ct:  RE:  Sessions,  Tillis,  Durbin,  Feinstein,  Franken  

And here  are  Perdue  and Grassley with  a caveat – we  are  still  waiting  o  (b) (5) from  the  White  

House.  Spoke  to them  in  person  about it around 3,  and  then  again  emailed  not long  ago.  So we  should  

expect it shortly.  

<<Grassley  QFRs  for  Yates  -FINAL.docx>>  <<Perdue  QFRs  for  Yates  - FINAL.docx>>  

From:  Williams,  Elliot (OLA)  

S nt:  Monday,  April  13,  2015  3:42  PM  

To:  Axelrod,  Matthew  (ODAG)  

Cc:  Goldberg,  Daniel  L.  (OLA);  Bruck,  Andrew  J.  (ODAG)  

Subj ct:  Sessions,  Tillis,  Durbin,  Feinstein,  Franken  

Importanc :  High  

Matt – these  five  are  done.  The  remaining  two should be  coming in  momentarily.  We  would like  to hit  

send  on  them  to Congress  at 4:30.  

<<  File:  Durbin  QFRs for  Yates  - FINAL.docx  >>  <<  File:  Feinstein  QFRs for  Yates - FINAL.docx  >>  <<  File:  

Franken  QFRs  for  Yates - FINAL.docx  >>  <<  File:  Sessions QFRs for  Yates - FINAL.docx >>  <<  File:  Tillis  QFRs  

for  Yates - FINAL.docx >>  

ElliotWilliams  

Deputy  Assistant  Attorney  General  forLegislative  Affairs  

U.S.  DepartmentofJustice  
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Senator David Perdue  
Questions for the Record  

On the Nomination ofSally Quillian Yates  
To be Deputy Attorney General of the United States  

March 31, 2015  

1.  As a former federal prosecutor, I know you are familiar with the concept ofprosecutorial  
discretion.  What, ifany, are the limits of the President’s discretion to enforce federal  
law?  

t  
.  

RESPONSE  s  (b) (5)

2.  In his Memorandum Opinion and Order in Texas  v.  United States, B-14-254 (S.D. Tex.  
Feb. 16, 2015), Judge Hanen enjoined the implementation ofPresident Obama’s Deferred  
Action for Parental Accountability Program (“DAPA”) and of the “three  
expansions/additions to the [Deferred  Action  for  Childhood  Arrivals  Program,  
hereinafter  “DACA”],”  finding that  the government had “clearly legislated a substantive  
rule without complying with the procedural requirements under the Administrative  
Procedure Act.”  Mem.  Op.  at 123.  Do you agree that in promulgating and implementing  
DAPA and the DACA expansions, the government acted unlawfully?  

RESPONSE  (b) (5)

. s  
r  

s  
.  

3.  According  to  press  reports,  at  a recent  hearing  on  the  injunction  in  the  Texas  case,  
Judge Hanen told the government that “I was made to look like an idiot.  I believed your  
word that nothing would happen.”  The judge was referring to the more than 100,000  
three-year DACA renewals the government processed in the weeks following issuance of  
the injunction.  Is it the Justice Department’s position that the government is authorized  
to continue processing ofDACA renewals during the pendency of the Texas injunction?  
If so, please explain the legal basis for your answer.  

.  
et  

RESPONSE:  

on  
als.  

nd  (b) (5)
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4.  With  respect to  the  President’s  executive  actions  on  immigration  implemented  through  
the DACA and DAPA programs, please explain whether you share the view ofAttorney  
General nominee Loretta Lynch that the Office ofLegal Counsel memorandum setting  
forth the argument for the President’s actions are constitutional and “reasonable.”  

RESPONSE  

.  
t  
s  (b) (5)

5.  Please  explain  your  view  on  how,  or  whether,  the  President’s  executive  action  
on immigration implemented through the DACA and DAPA programs comports with the  
Constitution’s Take Care Clause and Congress’s Article I authority over immigration  
and naturalization.  

RESPONSE  (b) (5)

t  
.  

6.  It’s now indisputable that the Internal Revenue Service (“IRS”) targeted conservative  
organizations  that  were  seeking  to  obtain  tax-exempt  status.  Senate  investigators  with  
the Permanent Subcommittee on Investigations found that over 80% of the targeted  
groups had a conservative political ideology.  The Department ofJustice (“DOJ” or  
“Department”) responded  by initiating  a criminal  probe  led  by  a Civil  Rights  Division  
attorney  who  had contributed to President Obama’s campaign in 2012.  Little, if any,  
progress has been made in that investigation thus far.  

a.  With respect to IRS targeting of individuals and organizations who ostensibly  
identify with a conservative or Tea Party viewpoint, do you believe that  
reassignment of the DOJ’s investigation to a special prosecutor is appropriate?  

RESPONSE  e  (b) (5)

e  

.  

.  

he  
my  

(b) (5)

b.  Do  you  believe  it  was  appropriate  to  assign  management  of  the  DOJ’s  
investigation of IRS targeting to a DOJ lawyer who contributed to President  
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-

Obama’s campaign?  

RESPONSE  (b) (5)

.  

c.  Do you believe that assigning management of the DOJ’s investigation of IRS  
targeting to a DOJ lawyer who contributed to President Obama’s campaign could  
reasonably be expected to create the appearance ofpartiality or lack ofobjectivity  
on the part of the DOJ?  

e  
.  

RESPONSE  
r  

t  (b) (5)

d.  If you are confirmed, will you  commit to  keeping Congress informed in a more  
timely way than the current DOJ leadership has about the status of the  
investigation?  

.  

RESPONSE  (b) (5)

7.  National  security  is  always  of  paramount  importance  for  the  Justice  Department.  
The January 2015 Paris attack and the rise of ISIS are episodes that show two emerging  
national security threats  that  you  will  confront,  if confirmed:  foreign  fighters  and  so-
called  “lone wolf” attacks.  

a.  In your view, does the recent emergence of these threats have any impact on the  
debate over the impending renewal of the Foreign Intelligence Surveillance Act of  
1978 (“FISA”)?  

ay  
es.  al,  

to  
l  

.  

ed  
ble  
ns.  

RESPONSE:  uld  (b) (5)

b.  Do you believe that the current “bulk collection” regime under FISA Section 215  
is lawful?  
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RESPONSE  

.  
s  

t  (b) (5)

c.  Do you believe that the incidental collection provision, Section 702, is lawful?  

RESPONSE  

s  

,  

t  

.  

l  

(b) (5)

d.  President  Obama  has  indicated  that  he  supports  a legislative  reform  of Section  
215’s bulk collection regime.  What are your thoughts on amending Section 215?  

.  

RESPONSE  (b) (5)

e.  Do  you  think  law  enforcement  currently  has  sufficient  investigative  and  legal  
authority to address the increasing threat from foreign fighters and “lone wolves”?  

.  

RESPONSE

uty  
use  
ng  
ess  :  (b) (5)

8.  Are you committed to transparency between the DOJ and Congress, and will you  
commit to prompt, complete, and truthful responses to requests for information from  
Congress about outstanding issues related to Operation Fast and Furious?  

.  

e  
RESPONSE  (b) (5)

(b) (5)
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.  (b) (5)

9.  Do you believe that detainees currently being held at the United States Naval Base at  
Guantanamo Bay, Cuba, are entitled to criminal trials in the civilian court systemwithin  
the United States?  

.  

t  

RESPONSE:  (b) (5)

(b) (5)

l  
,  
l  

.  

10.  In  2013,  the  DOJ  intervened  in  litigation  over  the  Louisiana  Scholarship  Program,  a  
state initiative that provides school vouchers to low-income families.  An analysis by the  
State ofLouisiana found that the program promoted diversity in Louisiana schools and  
actually assisted in speeding up federal desegregation efforts.  Most of the schoolchildren  
who benefit from this  program are members  of minority groups.  This  year,  more than  
13,000  students applied and nearly 7,500 schoolchildren were awarded a scholarship  
voucher.  These children now get the chance to excel and attend high-quality schools that  
their parents can  ltimately, after public  choose for them because of the program.  U  
pressure, the Justice Department backed off trying to kill the program entirely, but still  
insisted that the State provide demographic data about the students to a federal judge  
overseeing the lawsuit.  Accordingly, now Louisiana has to provide data for the upcoming  
school year and for every school year as long as the program is in place.  

a.  Do you agree with the DOJ’s decision to intervene in this case?  

b.  If confirmed,  will you use Justice Department resources  to obstruct, monitor,  or  
regulate school-choice programs?  

c.  Will  you  commit  to  asking  the  federal  district  court  with  jurisdiction  over  this  
case to discontinue the reporting requirement if you are confirmed?  

.  

l  

RESPONSE  
t  
s  (b) (5)
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11. A 2013 report by the DOJ’s Inspector General revealed disturbing systemic problems  
related to the operation and management of the DOJ’s Civil Rights Division.  If  
confirmed, will you commit to implementing the recommendations made by the Inspector  
General in that report?  

RESPONSE  

.  
f  

t  (b) (5)

12.  Do  you  agree  with  the  recommendation  of the  .S.  Sentencing  Commission  in  its  U  
2011 report to Congress,MandatoryMinimum  Penalties in  the FederalCriminal Justice  
System, that Congress should amend 18 U  on  .S.C. § 924(c) to confer  federal district judges  
the discretion to impose concurrent sentences under that provision?  

t  
.  

art  
ers,  

he  
ry.  

RESPONSE

of  
the  

for  :  (b) (5)

13. As the former U.S. Attorney for the Northern District ofGeorgia and the former Vice  
Chair of the  Attorney General’s  Advisory Committee,  you  are no  doubt  familiar with  
the DOJ’s recent “Smart on Crime” Initiative, which addresses a number ofcriminal  
justice issues like prioritizing prosecutions, sentencing disparities, recidivism, and  
incarceration ofnon-violent offenders.  Attorney General Holder has advocated  
reduction of the federal sentencing guideline levels that apply to most drug-trafficking  
offenses, including trafficking ofhard drugs like heroin.  The Holder Justice Department  
also announced a new clemency initiative last year that invites clemency petitions from  
offenders who meet a number of criteria. Thousands ofoffenders, including drug  
traffickers, fall within those criteria.  

a.  What are your views on those DOJ initiatives and proposals?  

b.  Do theymake the work offederal prosecutors harder?  

c.  Do theymake the American People safer?  

d.  Are  you  going  to  continue  them  if  you  are  confirmed  as  Deputy  Attorney  
General?  
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RESPONSE to a-d:  nd  
m,  

ice  
me;  

ve  
cus  

the  
ces  

n  a  
ed  

he  
age  
ous  
nd,  
me  

.  

ch  
gia,  

he  
.  

(b) (5)

(b) (5)

,  

.  

(b) (5)

e.  Do  you  believe  that  these  or  other  DOJ  initiatives  should  be  expanded  to  
encompass  early  release  for  violent  offenders  who  have  served  a  substantial  
portion oftheir sentences?  

f.  Do  you  believe  that  these  or  other  DOJ  initiatives  should  be  expanded  to  
encompass early release for offenders who have received so-called “stacked” or  
consecutive mandatoryminimum sentences under 18 U  or  .S.C. § 924  other  
provisions offederal law?  

RESPONSE to e-f:  ed  
for  
on  
od  
hat  

nd  
uce  

e  

(b) (5)
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-

.  (b) (5)

14.  The  2013  Cole  Memorandum  explains  the  DOJ’s  priorities  on  enforcement  of federal  
law regarding marijuana  offenses.  Several jurisdictions  have recently legalized  
cultivation  and distribution ofmarijuana for personal use, in effect, initiating a series of  
state regulatory regimes that contravene federal drug laws.  

a.  Do you agree with the current DOJ enforcement policies and priorities outlined in  
the Cole Memorandum?  

RESPONSE  )  
s  

(b) (5)

,  

.  

.  

,  (b) (5)

b.  Do you consider the DOJ’s policy, as it is being implemented now, to reflect  
legitimate enforcement discretion consistent with the Take Care Clause?  

RESPONSE:  the  
ed  
lic  

ery  
to  

na  
nd  

ake  
.  

(b) (5)

c.  Ifyou are confirmed, how do you plan to measure the effect of the DOJ’s policy on  
the federal interest in enforcement ofdrug laws?  

,  

ral  
nd  
ies  

RESPONSE ent  :  (b) (5)
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s  

e  
.  

(b) (5)

15.  A number of commentators have expressed the opinion that voter fraud simply doesn’t  
exist or the alternative opinion that, if it does, it is a minor problem with no real effect on  
the integrity of elections.  

a.  Do you agree that voter fraud does not exist or is so insignificant that it does not  
threaten the integrity ofelections?  

l  

RESPONSE  

r  
r  

.  

(b) (5)

b.  Do you think that voter fraud is a  ide  issue that states should be entitled  bona  f  to  
address with voter ID laws?  

RESPONSE  r  

.  

r  

t  

.  

(b) (5)

(b) (5)

16. First  Amendment  freedoms  that  protect  the  press  became  a  lot  more  tenuous  during  
Mr. Holder’s administration of the DOJ.  In May 2013, the Department obtained phone  
records for  the  Associated  Press  (“AP”)  without  the  knowledge  of that  organization,  
reportedly as part of an investigation of an AP story on CIA operations in Yemen.  It  
then came to light that in 2010 the Holder Justice Department obtained a warrant to  
search the emails ofFox News reporter James Rosen – the Department claimed that  
Rosen was a potential co- conspirator with a State Department contractor in violation of  
the Espionage Act.  Since then, the DOJ has issued new guidelines governing how it  
obtains evidence from journalists.  The guidelines maintain that notice of a subpoena may  
be withheld only ifnotifying the journalist would present a “clear and substantial threat”  
to an investigation or to national security.  
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a.  Do you agree that the Department’s treatment of journalists has been  
heavyhanded and that reform ofDOJ practices was necessary?  

RESPONSE  .  
,  

.  

(b) (5)

b.  Do you believe that the DOJ investigations described above pose a serious risk of  
chilling free speech?  

RESPONSE  t  

s  
,  

.  

(b) (5)

c.  Do you support the new guidelines?  

RESPONSE  (b) (5)

.  

d.  As  a former federal prosecutor,  you  are no  doubt aware of the balance between  
individual liberties and the need to conduct thorough and effective investigations.  
Do the guidelines strike the right balance?  

RESPONSE  r  

.  

(b) (5)

e.  Going  forward,  how  should  the  Justice  Department  distinguish  itself from  the  
Holder Justice Department when it comes to investigation of journalists?  

RESPONSE  (b) (5)
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t  
r  

t  
s  

.  

(b) (5)

17. There have been significant developments recently at the DOJ regarding policies on civil  
asset forfeiture in response to  .S. Attorney’s Offices and federal and  abuses by U  state  
agencies.  Attorney General Holder recently announced that the DOJ will end the  
Equitable Sharing Program, which essentially apportions billions ofdollars in seized  
assets between federal, state, and local authorities – a huge pool ofmoney that clearly  
created a risk ofencouraging aggressive, if not unlawful, seizures from individuals who  
are not charged with a crime, have not been indicted, and have not enjoyed any due  
process whatsoever.  

a.  Do you believe that there have been inappropriate or excessive seizures by your  
office or by the DOJ with respect to civil asset forfeitures, adoptive seizures, and  
equitable sharing practices?  

.  

e  
RESPONSE  (b) (5)

r  
)  

.  

(b) (5)

b.  What  steps  do  you  plan  to  take,  if confirmed  as  Deputy  Attorney  General,  to  
ensure that the DOJ returns wrongfully seized assets promptly and does not  
continue to seize assets wrongfully?  

RESPONSE:  As  
ure  

uty  
are  

.  

(b) (5)

(b) (5)

Document  ID:  0.7.10659.32975-000002  
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Gaston, Molly (OAG) 

From: Gaston, Molly (OAG) 

Sent: Tuesday, May 5, 2015 4:31 PM 

To: Washington, Tracy T (OAG) 

Cc: Pokor  olyn (OAG)ny, Car  

Subject: Binder  

Attachments: TOC.docx; 11-Clemency and Pardons-b.docx; 12-Community Police Relations-

a.docx; 12-Community Police Relations-b.docx; 13-Confer  oval andence Appr  

Reporting.docx; 14-Congressional Over  Crsight.docx; 15-Cuba.docx; 16-Cyber ime 

and Data Br  Cr  eaches-b.docx; 17-DEAeaches-a.docx; 16-Cyber ime and Data Br  

Cannabidiol (CBD).docx; 17-DEA DaTscan.docx; 18-DEA Her  isis-a.docx; 19-oin Cr  

DEA Her  isis-b.docx; 20-DEA OIG Repor  yoin Cr  t.docx; 21-DEA Regulator  

Author  Hor  ateities.docx; 22-Deepwater  izon Oil Spill.docx; 23-Dispar  

Impact.docx; 24-DOMA and Windsor.docx; 25-Domestic Radicalization-a.docx; 

25-Domestic Radicalization-b.docx; 26-Electr  veillance ECPA.docx; 27-onic Sur  

Electr  veillance Location Inforonic Sur  mation.docx; 28-FBI Whistleblower  

Rights.docx; 29-Fer  tgage Frguson.docx; 30-Financial and Mor  aud.docx; 31-

Fir  ms and Te r ist Watchlist.docx; 32-Fir  ms Safety Budget.docx; 33-FISAear  or  ear  

Der  mation.docx; 34-FISA Reforived Infor  m.docx; 35-Section 215 Litigation.docx; 

36-For  Review.docx; 37-Gr  ants Pr  amensics FBI Hair  ants Funding.docx; 38-Gr  ogr  

Elimination.docx; 39-GTMO.docx; 40-Hate Cr  cement.docx; 41-Healthime Enfor  

Car  aud-a.docx; 41-Health Car  aud-b.docx; 42-HSBC.docx; 43-Humane Fr  e Fr  

Tr  afficking-b.docx; 44-Immigrafficking-a.doc; 43-Human Tr  ation EOIR 

Caseload.docx; 45-Inspector General Access.docx; 46-IRS Investigation.docx; 47-

Louisiana School Voucher Pr  am.doc; 48-Mar  cement-a.docx; 48-ogr  ijuana Enfor  

Mar  cement-b.docx; 49-Media Investigations and Media Shield.docx;ijuana Enfor  

50-National Secur  s.docx; 51-OJJDP.docx; 52-Online Gambling.docx; 53-ity Letter  

Pattern or Pr  ioractice Investigations.docx; 54-PREA.doc; 55-Pr ities FY 2016.docx; 

56-RMBS.docx; 57-Rule of Law-Selective Enforcement.docx; 58-Sentencing 

Refor  m-b.docx; 59-Sequestrm-a.docx; 58-Sentencing Refor  ation.docx; 60-State 

Depar  t.docx; 62-Tartment Emails.docx; 61-SSCI Repor  geted killings.docx; 63-

Tr  ency executive or  s.docx; 64-Tr  ency FISC Opinions.docx; 65-anspar  - der  anspar  

Transparency -national secur  -ity.docx; 66-UAS.doc; 67-Voting Rights Voter  

ID.docx; 68-Walter Scott.docx; 1-Asset For  e-a.docx; 1-Asset For  e-feitur  feitur  

b.docx; 2-ATF Ar  Pier  ious.docx; 4-mor  cing Ammunition.docx; 3-ATF Fast and Fur  

AUMF-ISIL.docx; 5-Benghazi.docx; 6-Boston Mar  -athon Bombings.docx; 7-CALEA 

Going Dark.docx; 8-Cell-site technology.docx; 9-Chokepoint.docx; 10-Civilian 

Tr  or  ials of Te r ist Suspects-b.docx;ials of Te r ist Suspects-a.docx; 10-Civilian Tr  or  

11-Clemency and Pardons-a.docx 

Tr  y to ask you to do this, but could you please make the AG a new pr  that combines the budget andacy, so r  ep binder  

over  s? Enclosed please find the Table of Contents and all of the paper  e ar  s withsight matter  s. When ther  e two paper  

the same tab number  between them? Thank you!!!, can be put a blue sheet of paper  

Molly Gaston 

Office of the Attor  alney Gener  

Office | Cell (b) (6) (b) (6)

Document ID: 0.7.10663.20868 
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Axelrod, Matthew (ODAG) 

From: Axelrod, Matthew (ODAG) 

Sent: Saturday, May 16, 2015 7:51 AM 

To: Yates, Sally (ODAG) 

Cc: Childs, Heather G. (ODAG) 

Subject: Fwd: USA FREEDOM Talkers/Qand A 

Attachments: USA FREEDOM Q and A.docx; ATT00001.htm; USA FREEDOM Act Talking Points.docx; 

ATT00002.htm 

Sally, here are general background points on USA Freedom. OLA will us  s  for ae them to craft pecific talkers  

call with Cornyn which they'll try to schedule for early next week. 

Begin forwarded me sage: 

From: "Wiegmann, Brad (NSD)" > (b) (6)
Date: May 15, 2015 at 7:29:02 PM EDT 

To: "Axelrod, Matthew (ODAG)" > 

Cc: "Carlin, John (NSD)" >, "Evans, Stuart (NSD)" 

>, "Gauhar, Tashina (ODAG)" > 

(b) (6)

(b) (6)

(b) (6) (b) (6)
Subject: USA FREEDOM Talkers/Qand A 

Hi Matt – dis  ed, here are s  for Sally to us  on USA FREEDOM, plusAs  cu s  ome quick talkers  e in any calls  a 

q and a document that we did for John for his all member briefing earlier this week. (It includes a q and 

a on “why not a s  traight reauth,” “what about the i s  dis  ed, plushort/s  ue of data retention,” as  cu s  

some others on the 2d Circuit ruling.) Hope this helpful, and let me know what elsis  e you need. 

Thanks. 

Document ID: 0.7.10663.6058 
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Axelrod, Matthew (ODAG) 

From: Axelrod, Matthew (ODAG) 

Sent: Monday, May 18, 2015 10:15 AM 

To: Yates, Sally (ODAG) 

Cc: Childs, Heather G. (ODAG) 

Subject: FW: USA FREEDOM Talkers/Qand A 

Attachments: USA FREEDOM Act Talki  nts.docx; USA FREEDOM Q and A (EL - Clean).docx;ng Poi  

USA FREEDOM Q and A (EL).docx 

Here are the TPs for your calls. Eric will work with Melanie to schedule. 

From: Losick, Eric P. (OLA) 

S nt: Monday, May 18, 2015 9:17 AM 
To: Axe  wlrod, Matthe (ODAG) 

Cc: Kadzik, Peter athe G. (ODAG); WieJ (OLA); Childs, He  r gmann, Brad (NSD); Evans, Stuart (NSD); Gauhar, Tashina 

(ODAG) 

Subj ct: USA FREEDOM Talkers/Qand A 

Matt, 

Please find attached some suggested updates to the Q&A NSD provided for the DAG’s use in making calls to Senators 

Corny  so can ew the mod fi  ons.n, Isakson, and Perdue. I’ve attached both clean and redline versions that NSD revi  cati  

I made an effort to tailor the Q&A to questi  s li  cular Senators.ons the DAG i kely to face from these parti  

There are a few class fied issues (not reflected in the Q&A) that Cornyn and others should not bring up on an open line 

but may be at the forefront of their mi  ssues pri  rect to ands. I can alert the DAG to these i  or to the call and she can redi  

class fied channel if need be. 

I did not make any edits to the Talking Points NSD provided, whi  n for completeness.ch are attached here agai  

Absent an objection or .other concerns, I’ll begin setting up the calls today  

Eric P. Losick 

Deputy Assistant Attorney General 

Office of Legi  ve Affaislati  rs 

United States Department of Justice 

(b) (6)
(b) (6)

Document ID: 0.7.10663.32251 
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Axelrod, Matthew (ODAG)  

From:  Axelrod,  Matthew (ODAG)  

Sent:  Wednesday,  May 20,  2015  7:28 AM  

To:  Yates,  Sally (ODAG)  

Subject:  Fwd:  Sunset Points AND  Press Points  

Attachments:  Effect of Sunset (Clean  Final).docx;  ATT00001.htm  

Sally,  some  additional  background for  your  calls  today.  

Begin  forwarded  message:  

From: "Gauhar,  Tashina  (ODAG)"  >  (b) (6)

Date: May 20,  2015  at 12:07:22 AM  EDT  

To: "Axelrod,  Matthew (ODAG)"  >  (b) (6)

Subject: Fwd: Sunset  Points AND P  Press  oints  

Another  paper  put together  today explaining  that the  sunset provision  means that the  three  

provisions (215,  roving,  and lone  wolf)  will  expire  at midnight on  May 31.  

Begin  forwarded  message:  

From: "Losick,  Eric  P.  (OLA)"  >  (b) (6)

Date: May 19,  2015  at 10:13:57 PM  EDT  

To: "Fonzone,  Christopher"  >,  "Evans,  Stuart  (b)(6) per NSC

(NSD)"  (b) (6) (b)(6), (7)(C), (7)(E) per FBI(b)(3), (b)(6)
(b)(6), (7)(C), (7)(E) per FBI(OGC)  (FBI)"  (b)(3) per NSA(b)(6), (7)(C), (7)(E) per FBI ,  

Robert Li  (b)(3), (b)(6) per ODNI

Deirdre  M  Wals  

"Wiegmann,  

(b)(3), (b)(6) per ODNI

Brad  (NSD)"  (b) (6) >,  "Boyer,  Robert (NSD)"  

(b) (6) >,  "Fisher,  Janet C.  (OLA)"  (b) (6) >,  

"Gauhar,  Tashina  (ODAG)"  (b) (6) (b)(3) per NSA

(b)(3) per NSA ,  "Anthony,  Teisha  (b)(3) per NSA (b)(3) per NSA

,  "Sayre,  Valerie"  (b)(3) per NSA (b)(3) per NSA

(b)(3) per NSA , "Bauman,  Ethan  (b)(3) per NSA , "Kelly,  Stephen  D.  

(DO)  (FBI)"  (b)(6), (7)(C), (7)(E) per FBI >,  "Baker,  James A.  (OGC)  (FBI)"  

(OGC)  (FBI)"  

@treasury.gov"  

(b)(6), (7)(C), (7)(E) per FBI (b)(6), (7)(C), (7)(E) per FBI

(b)(6), (7)(C), (7)(E) per FBI

(b)(6) per Treasury

(b)(3), (b)(6)

(b)(3), (b)(6)

(b)(3), (b)(6)

<Trisha.Anderson@treasury.gov>,  "Paul.Ahern@treasury.gov"  

<Paul.Ahern@treasury.gov>,  "Bradley.Smith2@treasury.gov"  

<Bradley.Smith2@treasury.gov>  
Document  ID:  0.7.10663.32255  

mailto:Bradley.Smith2@treasury.gov
mailto:Bradley.Smith2@treasury.gov
mailto:Paul.Ahern@treasury.gov
mailto:Paul.Ahern@treasury.gov
mailto:Trisha.Anderson@treasury.gov


 


 





    


  


   


   





      


             


         


  

(b)(6) per Treasury@treasury.gov>,  "Paul.Ahern@treasury.gov"  

<Paul.Ahern@treasury.gov>,  "Bradley.Smith2@treasury.gov"  

<Bradley.Smith2@treasury.gov>  

Cc: "Ratner,  Jeffrey"  (b)(6) per NSC >,  "Pollack,  Joshua"  

v>,  "Tess,  Caroline"  (b)(6) per NSC

(b)(6) per NSC >,  "Egan,  Brian  J."  (b)(6) per NSC >,  

"Heinzelman,  Kate"  (b)(6) per NSC >,  "Price,  Ned"  

v>  (b)(6) per NSC

Subject: Re: Sunset  P  ress  oints  oints AND P  P  

A clean,  final  is attached,  which  accepts all  edits from  the  draft Chris circulated  

earlier.  This  is the  document we  will  deploy tomorrow.  

Document  ID:  0.7.10663.32255  

mailto:Bradley.Smith2@treasury.gov
mailto:Bradley.Smith2@treasury.gov
mailto:Paul.Ahern@treasury.gov
mailto:Paul.Ahern@treasury.gov
https://treasury.gov


     

                


                

               


       

               


               


               


          

               


            


               

             


             


           


              


               


                


              


      

                


                


                


                 


              


               


             

              


                

              


               

               


            

  

Effect  ofSunset  on  Expiring Authorities  

Although there is some ambiguity in the language,  we think the better, and more prudent, view is  

that Section 215  ofthe USA PATRIOT Act, as well as FISA’s “lone wolf” and “roving wiretap”  

provisions, sunset at midnight on Sunday, May 31, 2015 (or,  more technically, at the very first  

moment ofthe day onMonday, June 1).  

IfCongress does not act to reauthorize these provisions prior to that time the “business records”  

authority contained in Title V ofthe Foreign Intelligence Surveillance Act will revert to its form  

on October 25, 2001,  and the “lone wolf” and “roving wiretap” provisions,  codified at 50 U.S.C.  

§1801(b)(1)(C) and  1805(c)(2)(B), respectively,  will sunset entirely.  

After midnight on Sunday,  May 31, 2015, the expiring authorities will be unavailable for use by  

the government with respect to any foreign intelligence investigation beginning after that date,  

until such time as legislation is enacted to reauthorize those authorities in some form.  

Legislation enacted after midnight on Sunday, May 31,  2015, that seeks to reauthorize the  

authorities by amending the dates that appear in Section 102(b)(1) ofthe USA PATRIOT  

Improvements and Reauthorization Act of2005  and Section 6001(b)(1) ofthe Intelligence  

Reform and Terrorism Prevention Act of2004, we believe, would be effective in making the  

authorities operative again, but may expose the government to some litigation risk in the event of  

legal challenge.  To the extent Congress would want to make its intent even clearer, however, we  

believe that could be done with relatively simple language; it would not require reenacting the  

lapsed provisions in their entirety.  

AfterMay 22,  2015, the National Security Agency will need to begin taking steps to wind down  

the bulk telephone metadata program in anticipation ofa possible sunset in order to ensure that it  

does not engage in any unauthorized collection or use ofthe metadata.  NSAwill attempt to  

ensure that any shutdown ofthe program occurs as close in time as possible to the expiration of  

the authority,  assuming the program has not been reauthorized in some form prior to the  

scheduled sunset ofSection 215.  In the event ofa lapse in authority and subsequent  

reauthorization, there will necessarily be some time needed to restart the program.  

Further, the February 26,  2015 Court order renewing the authority for the NSA’s bulk telephone  

metadata program, which expires at 5:00 pm on June 1, 2015, directs the government to file any  

proposed renewal application no later than Friday,  May 22, 2015, ifthe government seeks to  

renew the authorities granted in the order prior to their expiration under the order.  

For these reasons,  after May 22, 2015, it will become increasingly difficult for the government to  

avoid a lapse in the current NSA program ofat least some duration.  

Document  ID:  0.7.10663.32255-000002  
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Wiegmann,  Brad  (NSD)  

From:  Wiegmann,  Brad  (NSD)  

Sent:  Friday,  May  22,  2015  11:41  AM  

To:  Losick,  Eric P.  (OLA);  Cheung,  Denise  (OAG);  Werner,  Sharon  (OAG)  

Cc:  Kadzik,  Peter  J  (OLA);  Singh,  Anita  (NSD);  Evans,  Stuart  (NSD);  Gauhar,  Tashina  

(ODAG);  Gaston,  Molly  (OAG);  Fisher,  Janet  C.  (OLA);  Gamble,  Nathaniel  (ODAG)  

Subject:  RE:  DOJ/NSA  Calls  

Attachments:  USA  FREEDOM  Act  Talking  Points.docx  

Also adding the TPs  NSD prepared  for the DAG.  

From:  Losick,  Eric  P.  (OLA)  

S nt:  Friday,  May 22,  2015  11:06  AM  

To:  Cheung,  Denise  (OAG);  Werner,  Sharon  (OAG)  

Cc:  Kadzik,  Peter  J  (OLA);  Singh,  Anita  (NSD);  Wiegmann,  Brad  (NSD);  Evans,  Stu  har,  Tashina  (ODAG);  art (NSD);  Gau  

Gaston,  Molly (OAG);  Fisher,  Janet C.  (OLA);  Gamble,  Nathaniel  (ODAG)  

Subj ct:  RE:  DOJ/NSA  Calls  

I took the liberty ofmaking a  few refinements  to the TPs  the NSC provided.  They are attached  alongwith  the larger  
Q&A document that the AG,  DAG,  and  AAG having been  using for Hill  engagements.  

From:  Cheung,  Denise  (OAG)  

S nt:  Friday,  May 22,  2015  10:50  AM  

To:  Werner,  Sharon  (OAG);  Losick,  Eric  P.  (OLA)  

Cc:  Kadzik,  Peter  J  (OLA);  Singh,  Anita  (NSD);  Wiegmann,  Brad  (NSD);  Evans,  Stu  har,  Tashina  (ODAG);  art (NSD);  Gau  

Gaston,  Molly (OAG);  Fisher,  Janet C.  (OLA);  Gamble,  Nathaniel  (ODAG)  

Subj ct:  RE:  DOJ/NSA  Calls  

Do we have any updated talking points for the AG to use?  

From:  Cheung,  Denise  (OAG)  

S nt:  Friday,  May 22,  2015  10:26  AM  

To:  Werner,  Sharon  (OAG);  Losick,  Eric  P.  (OLA)  

Cc:  Kadzik,  Peter  J  (OLA);  Singh,  Anita  (NSD);  Wiegmann,  Brad  (NSD);  Evans,  Stu  har,  Tashina  (ODAG);  art (NSD);  Gau  

Gaston,  Molly (OAG);  Fisher,  Janet C.  (OLA);  Gamble,  Nathaniel  (ODAG);  Schedule,  AG  (SMO)  

Subj ct:  RE:  DOJ/NSA  Calls  

Havewe reac  (b) (5) offic  a  ked  hedule  hed  out t  e yet?  The AG is  leaving early today and has  pretty pac  sc  
today.  Thanks.  

From:  Werner,  Sharon  (OAG)  

S nt:  Thursday,  May 21,  2015  3:14  PM  

To:  Losick,  Eric  P.  ng,  Denise  (OAG);  Axelrod,  Matthew  (ODAG)  (OLA);  Cheu  

Cc:  Kadzik,  Peter  J  (OLA);  Singh,  Anita  (NSD);  Wiegmann,  Brad  (NSD);  Evans,  Stu  har,  Tashina  (ODAG);  art (NSD);  Gau  

Gaston,  Molly (OAG);  Fisher,  Janet C.  (OLA);  Gamble,  Nathaniel  (ODAG);  Schedule,  AG  (SMO)  

Subj ct:  RE:  DOJ/NSA  Calls  

Document  ID:  0.7.10663.31476  



            


   


               


    


      


      


                


            


   


 


         


   


      


       


                


            


   


 


   


      


    


                


            


   


                  


           


 


             

                     





        

              
















  

Gaston,  Molly (OAG);  Fisher,  Janet C.  (OLA);  Gamble,  Nathaniel  (ODAG);  Schedule,  AG  (SMO)  

Subj ct:  RE:  DOJ/NSA  Calls  

Happy to  have the AG  a  (b) (5) tomorrow.  Adding Theresa  to reac  e.  h  out to  their offic  

From:  Losick,  Eric  P.  (OLA)  

S nt:  Thursday,  May 21,  2015  2:16  PM  

To:  Cheung,  Denise  (OAG);  Axelrod,  Matthew  (ODAG)  

Cc:  Kadzik,  Peter  J  (OLA);  Singh,  Anita  (NSD);  Wiegmann,  Brad  (NSD);  Evans,  Stu  har,  Tashina  (ODAG);  art (NSD);  Gau  

Gaston,  Molly (OAG);  Fisher,  Janet C.  (OLA);  Gamble,  Nathaniel  (ODAG);  Werner,  Sharon  (OAG)  

Subj ct:  RE:  DOJ/NSA  Calls  

Sharon,  Nathaniel,  

Do  you  need  OLA to  assist with  POCs  and  scheduling?  

From:  Cheung,  Denise  (OAG)  

S nt:  Thursday,  May 21,  2015  1:54  PM  

To:  Axelrod,  Matthew  (ODAG);  Losick,  Eric  P.  (OLA)  

Cc:  Kadzik,  Peter  J  (OLA);  Singh,  Anita  (NSD);  Wiegmann,  Brad  (NSD);  Evans,  Stu  har,  Tashina  (ODAG);  art (NSD);  Gau  

Gaston,  Molly (OAG);  Fisher,  Janet C.  (OLA);  Gamble,  Nathaniel  (ODAG);  Werner,  Sharon  (OAG)  

Subj ct:  RE:  DOJ/NSA  Calls  

Adding Sharon.  

From:  Axelrod,  Matthew  (ODAG)  

S nt:  Thursday,  May 21,  2015  1:52  PM  

To:  Losick,  Eric  P.  (OLA)  

Cc:  Cheu  art (NSD);  ng,  Denise  (OAG);  Kadzik,  Peter  J  (OLA);  Singh,  Anita  (NSD);  Wiegmann,  Brad  (NSD);  Evans,  Stu  

Gauhar,  Tashina  (ODAG);  Gaston,  Molly (OAG);  Fisher,  Janet C.  (OLA);  Gamble,  Nathaniel  (ODAG)  

Subj ct:  Re:  DOJ/NSA  Calls  

Yes,  I'm  sure that the DAG  would be happy to  make the c  heduling purposes.  alls.  Adding Nathaniel for sc  

On  May 21,  2015,  at 1:48 PM,  Losic  P.  (OLA)  k,  Eric  >wrote:  (b) (6)

Denise,  Matt,  

f DOJ  (b)(5) per NSC c  alls  to  themembers listed below in  support of USA  ould  make c  
FREEDOM.  A cloture vote is  now  heduled for Saturday on  the bill and the result is expec  sc  ted to  be very  
close.  

My recommendation,  based  on  confirmation  votes,  would  be t  
.  Would  the AG  and  the DAG  bewilling to  make these calls?  

(b) (5)

.  
(b) (5)

Eric  

Portman  

Enzi  

Document  ID:  0.7.10663.31476  
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Moran  

Toomey  

Rounds  

Sullivan  

]  

rsday,  May 21,  2015  12:57  PM  
(b)(6) per NSCFrom:  Ratner,  Jeffrey [mailt  

S nt:  Thu  

To:  'Bauman,  Ethan';  Sayre,  Valerie;  Losick,  Eric  P.  (OLA);  Fisher,  Janet C.  (OLA)  

Cc:  Holmgren,  Brett;  Brookie,  Graham;  Tess,  Caroline;  Pollack,  Joshua;  Kreikemeier,  Chad;  Perkins,  Nate;  

Rudman,  Amanda  

Subj ct:  DOJ/NSA  Calls  

Importanc :  High  

Thank you all for your help at today’s session, it was tremendously useful  (b)(5) per NSC

(b)(5) per NSC

(b)(5) per NSC

Thank you!  

Jeff  

Calls  for  May  21  

NSA  

King  

Nelson  

Collins  

Hoeven  

Sasse  

Scott  

Risch  

Ernst  

Lankford  

DOJ  

Portman  
Document  ID:  0.7.10663.31476  
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Portman  

Enzi  

Moran  

Toomey  

Rounds  

Sullivan  
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Wiegmann,  Brad  (NSD)  

From:  Wiegmann,  Brad  (NSD)  

Sent:  Thursday,  May 28,  2015  10:37 AM  

To:  Carlin,  John  (NSD);  Werner,  Sharon  (OAG);  Cheung,  Denise  (OAG)  

Cc:  Evans,  Stuart (NSD);  McCord,  Mary (NSD);  Axelrod,  Matthew (ODAG);  Gauhar,  

Tashina  (ODAG)  

Subject:  RE:  Letter  to Senate  on  FISA  

Attachments:  IC-Law Enforcement Letter  to the  Senate  on  FISA (3).docx  

I  think we should  consider addin  (b) (5)

From:  Carlin,  John  (NSD)  

S nt:  Thursday,  May 28,  2015  10:11  AM  

To:  Werner,  Sharon  (OAG);  Che  nise  ung,  De  (OAG)  

Cc:  Evans,  Stuart (NSD);  McCord,  Mary (NSD);  Axe  w  gmann,  Brad  lrod,  Matthe (ODAG);  Gauhar,  Tashina  (ODAG);  Wie  

(NSD)  

Subj ct:  FW:  Letter  to  Se  onnate  FISA  

Importanc :  High  

Fyi,  incoming.  Stu  lead  review of the language forNSD.  

tt [mailt  ](b)(6) per NSCFrom:  Holmgren,  Bre  

S nt:  Thursday,  May 28,  2015  10:09  AM  

To:  Carlin,  John  (NSD);  Evans,  Stuart (NSD)  

Subj ct:  FW:  Letter  to  Se  onnate  FISA  

Importanc :  High  

Gentleman,  

Here’s the joint letter to the Senate on  FISA  (b) (5) Plan  is to release this publicly  

later this afternoon.  

Thanks,  

Brett  

From:  Holmgren,  Brett  

Sent:  Thursday,  May 28,  2015 10:03 AM  

To:  Rybicki,  James E.  (DO) (OGA  (b)(6), (7)(C) per FBI (DO) (FBI)  

Subject:  Letter to Senate on FISA  

Importance:  High  

Jim,  

Lisa spoke to the Director this morning abou  

DOJ/AG’s office is reviewing concurrently.  Intent is to release the  

(b)(5) per FBI

letter publicly later today.  

Can  you  please sharewith  the Director for his feedback/edits?  Once all principals are comfortable with  the language,  I  
Document  ID:  0.7.10663.31506  
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letter publicly later today.  

Can  you  please sharewith the Director for his feedback/edits?  Once all principals are comfortable with  the language,  I  

understand that DNI Legislative Affairs will send  around  a cleaned  up version for actual signatures (or autopen).  Let  

me know if there are any questions or concerns.  

Thanks,  

Brett  

Brett Holmgren  

Senior Policy Advisor to the Assistant to the President  

for Homeland Security and Counterterrorism  

National Security Council  

Office  

Secur  

NIPRNE  

SIPRNET  

JWICS  v  

(b)(6) per NSC
(b)(6) per NSC

(b)(6) per NSC

(b)(6) per NSC

(b)(6) per NSC

Document  ID:  0.7.10663.31506  
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Evans,  Stuart  (NSD)  

From:  Evans,  Stuart (NSD)  

Sent:  Thursday,  May 28,  2015  10:48  AM  

To:  Wiegmann,  Brad  (NSD);  Carlin,  John  (NSD);  Werner,  Sharon  (OAG);  Cheung,  Denise  

(OAG)  

Cc:  McCord,  Mary (NSD);  Axelrod,  Matthew (ODAG);  Gauhar,  Tashina  (ODAG)  

Subject:  RE:  Letter  to Senate on  FISA  

Attachments:  IC-Law Enforcement Letter  to the Senate on  FISA (nsd  2).docx  

A few additional thoughts attache  the  shoul  e(b) (5)d (includingwhe  rwe  

From:  Wiegmann,  Brad  (NSD)  

S nt:  Thursday,  May 28,  2015  10:37 AM  

To:  Carlin,  John  (NSD);  Werner,  Sharon  (OAG);  Cheung,  Denise  (OAG)  

Cc:  Evans,  Stuart (NSD);  McCord,  Mary (NSD);  Axelrod,  Matthew  (ODAG);  Gauhar,  Tashina  (ODAG)  

Subj ct:  RE:  Letter  to  Senate  on  FISA  

Duplicative Information - See Document ID 0.7.10663.31506

Subject:  Letter to Se  onnate  FISA  

Importance:  High  
Document  ID:  0.7.10663.31514  



  


   


      


   


      


          


                         


      


   


      


            


         


      


  

Cheung,  Denise  (OAG)  

From:  Cheung,  Denise  (OAG)  

Sent:  Thursday,  May 28,  2015  10:56  AM  

To:  Werner,  Sharon  (OAG)  

Subject:  FW:  Letter  to  Senate  on  FISA  

Attachments:  IC-Law Enforcement Letter  to  the  Senate  on  FISA (nsd  2).docx  

We’ll need to  bring this up  with herAS  –  soon  as possible.  The only caveat is  AP  WH is  pushing on  getting this out as  

there are still proposed  changes floating around.  

From:  Evans,  Stuart (NSD)  

S nt:  Thursday,  May 28,  2015  10:48  AM  

To:  Wie  rne  ung,  De  (OAG)  gmann,  Brad  (NSD);  Carlin,  John  (NSD);  We  r,  Sharon  (OAG);  Che  nise  

Cc:  McCord,  Mary (NSD);  Axe  wlrod,  Matthe (ODAG);  Gauhar,  Tashina  (ODAG)  

Subj ct:  RE:  Letter  to  Se  onnate  FISA  

Duplicative Information - See Document ID 0.7.10663.31514

Document  ID:  0.7.10663.31516  
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Cheung,  Denise  (OAG)  

From:  Cheung,  Denise  (OAG)  

Sent:  Thursday,  May 28,  2015  11:24 AM  

To:  Rybicki,  James E.  (DO)  (FBI);  Werner,  Sharon  (OAG)  

Subject:  RE:  Letter  to Senate  on  FISA  

Attachments:  IC-Law Enforcement Letter  to the  Senate  on  FISA (3).docx  

Jim:  

NSD has proposed the following change to the proposed letter that addresses operational issues.  

Denise  

From:  Rybicki,  James  E.  (DO)  (FBI)  

S nt:  Thursday,  May 28,  2015  11:20  AM  

To:  Werner,  Sharon  (OAG);  Cheung,  Denise  (OAG)  

Subj ct:  FW:  Letter  to  Senate  on  FISA  

Importanc :  High  

Sharon  and Denise-

]  (b)(7)(E) per FBI

I  just spoke to Brett Holmgren  in  Lisa Monaco’s office  (b)(5) per FBI

I’ll keep you  posted  on our discussions over here.  

Jim  

From:  Holmgren,  Brett  [mailt  ]  (b)(6) per NSC
S nt:  Thursday,  May 28,  2015  10:03  AM  

To:  Rybicki,  James  E.  (DO)  (FBI)  (b)(6), (7)(C) per FBI (DO)  (FBI)  

Subj ct:  Letter  to  Senate  on  FISA  

Importanc :  High  

Jim,  

Lisa spoke to the Director this morning abou  

DOJ/AG’s office is reviewing concurrently.  Intent is to release the  

(b)(5) per FBI

letter publicly later today.  

Can  you  please sharewith the Director for his feedb  lewith the language,  Iack/edits?  Once all principals are comfortab  

understand that DNI Legislative Affairs will send  around  a cleaned  up version for actual signatures (or autopen).  Let  

me know if there are any questions or concerns.  

Thanks,  

Brett  

Brett Holmgren  
Document  ID:  0.7.10663.31532  
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Brett Holmgren  

Senior Policy Advisor to the Assistant to the President  

for Homeland Security and Counterterrorism  

National Security Council  

Office  

Secur  

NIPRNE  

SIPRNET  

JWICS  v  

(b)(6) per NSC
(b)(6) per NSC

(b)(6) per NSC

(b)(6) per NSC

(b)(6) per NSC

Document  ID:  0.7.10663.31532  



     

     

        

     

         

      

       

      

  

Pierce,  Emily  (OPA)  

From:  Pierce,  Emily (OPA)  

Sent:  Thursday,  May 28,  2015  3:23 PM  

To:  Yates,  Sally (ODAG)  

Cc:  Axelrod,  Matthew (ODAG);  Childs,  Heather G.  (ODAG)  

Subject:  for tomorrow's  interview ...  

Attachments:  HOT TOPICS 5  27 15.docx  

In  case  you  get off topic  questions  

Document  ID:  0.7.10663.31885  



  


   


      


  


   


      


          


                       


   


  

Cheung,  Denise  (OAG)  

From:  Cheung,  Denise  (OAG)  

Sent:  Thursday,  May 28,  2015 3:26 PM  

To:  Carlisle,  Elizabeth  

Cc:  Werner,  Sharon  (OAG)  

Subject:  FW:  Letter  to Senate  on  FISA  

Attachments:  IC-Law Enforcement Letter  to the  Senate  on  FISA (nsd 4).dc.docx  

Attached is the final draft that has gone up to the NSC for final clearance.  The letterwill most likely be co-signed by  

the DNI  and you.  

Document  ID:  0.7.10659.32986  
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(b)(6) per NSD (b)(6) per NSD

(b)(6) per NSD

(b)(6), (b)(7)(C) per FBI (b)(6), (b)(7)(C) per FBI(b)(6), (b)(7)(C) per FBI

(b)(6), (b)(7)(C) per FBI (b)(6), (b)(7)(C) per FBI

(b)(6), (b)(7)(C) per FBI (b)(6), (b)(7)(C) per FBI (b)(6), (b)(7)(C) per FBI

(b)(6), (b)(7)(C) per FBI

Freeman,  Andria  D  (OLA)  

From:  Freeman,  Andria  D  (OLA)  

Sent:  Tuesday,  June  9,  2015  11:41  AM  

To:  Allen,  Michael  (JMD);  Atwell,  Tonya  M  (JMD);  Cantilena,  Jennifer  (JMD);  Cvrkel,  

Marny  (JMD);  Deeley,  Kevin  (JMD);  Faulkner,  Lila  (JMD);  Foltz,  Robin  (JMD);  Gary,  

Arthur  (JMD);  Klimavicz,  Joseph  (JMD);  Lauria-Sullens,  Jolene  (JMD);  Lofthus,  Lee  J  

(JMD);  Long,  Mariana  (JMD);  Miguel,  Amy  (JMD);  Plante,  Jeanette  (JMD);  Rodgers,  

Janice  (JMD);  Schwartz,  Christine  (JMD);  Sims,  Steven  (JMD);  Snell,  Scott  (JMD);  

Sutton,  Jeffrey  (JMD);  Ward,  Lisa  (JMD  

NSD  LRM  Mailbox  (NSD  (NSD);  Boynton,  Brian  (OLC);  Datla,  Kirti  

(OLC);  Forrester,  Nate  (OLC);  Heim,  Laura;  McKenzie,  Troy  (OLC);  Nitze,  Jane  (OLC);  

Coombes,  William  B.  (CIV);  Farley,  Farrah  (CIV);  Libutti,  Timothy  A.  (CIV);  USAEO-

Legislative  (USA  (DO)  (FBI  (DO)  (FBI  

(DO)  (FBI  (DO)  (FBI);  Kelly,  Stephen  D.  (DO)  (FBI  

(DO)  (FBI  (DO)  (FBI);  Oconnell,  Sasha  C.  (DO)  (FBI  

(DO)  (FBI)  

Cc:  Silas,  Adrien  (OLA);  Fisher,  Janet  C.  (OLA);  Losick,  Eric P.  (OLA);  Johnson,  Joanne  E.  

(OLA);  Bruck,  Andrew  J.  (ODAG);  Jain,  Samir  (ODAG);  Tomney,  Brian  (ODAG);  Foster,  

Lisa  (A2J);  Katzman,  Jenni  (A2J)  

Subject:  (OLA  WF111329)  FW:  TIME  SENSITIVE:  LRM  [WT-114-108]  ODNI  Letter  on  HR2578  

CJS  Appropriations,  FY  2016  (Massie  Amendment)  #874152225#  

Attachments:  CLEANED-Poe-Massie  Amendment  Letter  to  HACD  2015-06-08.docx;  

DNI_Letter_Massie_Amendment.pdf;  POE  035.pdf;  111329CONTROL.doc  

(NSD  (NSD);  

Please provide comments to Adrien Silas,  

OLA, no later than 3PM 6/9/15.  
From:  Justice  Lrm  (SMO)  

S nt:  Tuesday,  June  09,  2015  11:13  AM  

To:  Freeman,  Andria  D  (OLA);  Johnson,  Maida  P.  (OLA)  

Subj ct:  F  on  Y 2016 (Massie  W:  TIME SENSITIVE:  LRM  [WT-114-108]  ODNI  Letter  HR2578 CJS Appropriations,  F  

Amendment)  #874152225#  

The letter responds  to  the attached  amendment text and  not the text pasted below.  I apologize for themix-up.  

Thanks.  

From:  Thomas,  Will  

S nt:  Tuesday,  June  09,  2015  11:12:45  AM  (UTC-05:00)  Eastern  Time  (US & Canada)  

To:  DEFENSE;  DHS;  DL-NSS-LRM;  COMMERCE;  Justice  Lrm  (SMO);  PCLOB  

Cc:  Sandy,  Mark;  Hire,  Andrew  D.;  Horn,  Shannon  C.;  O'Kane,  Matt;  Kilbride,  Paul  E.;  Wu,  William;  Nelson,  Kimberly P.;  

Hunt,  Alex;  Washington,  Geovette;  Simpkins,  John;  Carney,  Matt;  Menter,  Jessica;  Neill,  Allie;  Fucile,  Tamara;  Ophaso,  

Farouk;  DL-WHO-WHGC-LRM;  DL-NSS-INTEL;  DL-NSS-LEGAL;  DL-NSS-LEGISLATIVE;  DL-NSS-CYBER;  Edelman,  R.  David;  

Haun,  David  J.;  DL-OVP-LRM;  DL-WHO-DPC-Justice-LRM;  Marcus,  Robert;  Perkins,  Nate;  Kreikemeier,  Chad;  

#DISCLOSURES;  Heinzelman,  Kate;  Bosworth,  Michael;  Pollack,  Joshua;  Fonzone,  Christopher;  Egan,  Brian  J.;  Ratner,  

Jeffrey;  Lachman,  Jonathan  S.;  Matthew  C.  Webb;  ODNI  (b)(3) per ODNI );  LaPlaca,  Dan;  Heins,  Margie  

Subj ct:  TIME SENSITIVE:  LRM  [WT-114-108]  ODNI  Letter  on  Y 2016 (Massie  Amendment)  HR2578  CJS Appropriations,  F  

#874152225#  

TIME SENSIT  uesday, June 09, 2015  IVE DEADLINE: 4:00 PM T  

Please find attached the ODNI views letter on the Poe-Massie Amendment for H R  2578  the CJS  
Document  ID:  0.7.10659.30866  
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TIME SENSIT  uesday, June 09, 2015  IVE DEADLINE: 4:00 PM T  

Please find attached the ODNI views letter on the Poe-Massie Amendment for H.R. 2578, the CJS  

Appropriations bill for FY16. The amendment text is pasted below for your reference. Provide your  

comments/edits/clearance on the ODNI letter by the deadline above. We apologize for the short  

turnaround. Thanks.  

NOTE: ODNI submitted a similar letter to the Hill on a similar amendment (section 10029 ofH.R. 4870,  

the Department ofDefense Appropriations Act for FY15) during the 113th Congress.  The previously  

cleared/submitted letter is attached as a pdffor your reference.  

TEXT  TFOR AMENDMENT O H.R. 2578 (CJS Appropriations):  

At the end ofthe bill (before the short title), insert the following:  

SEC. ll. (a) Except as provided by subsection (b), none ofthe funds made available by this Act for the  

Department ofJustice or the Federal Bureau ofInvestigation may be used to mandate or request that a  

person (as defined in section 101(m) ofthe Foreign Intelligence Surveillance Act of1978 (50 U.S.C.  

1801(m)) alter the product or service ofthe person to permit the electronic surveillance (as defined in  

section 101(f) ofsuch Act (50 U.S.C. 1801(f)) ofany user ofsuch product or service.  

(b) Subsection (a) shall not apply with respect to mandates or requests authorized under the  

Communications Assistance for Law Enforcement Act (47 U.S.C. 1001 et seq.).  

LRM ID:  WT-114-10  

EXECUTIVE  OFFICE  OF  THE  PRESIDENT  

OFFICE  OF  MANAGEMENT  AND  BUDGET  

LEGISLATIVE  REFERRALMEMORANDUM  

Tuesday,  J  09,  2015  une  

TO:  Legislative  Liaison  Officer - See  Distribution  

FROM:  Burnim,  John  (for)  Assistant Director for Legislative  Reference  

SUBJ  S Appropriations,  FY 2016 (Massie  Amendment)  ECT:  LRM [WT-114-108]  ODNI Letter on  HR2578  CJ  

OMB  CONTACT:  Thomas, Will  

E-Mai  (b)(6) per OMB
PHONE  (b)(6) per OMB
FAX  1  (b)(6) per OMB

In  accordance  with OMB  CircularA-19,  OMB  requests  the  views  ofyour agency  on  the  above  subject before  

advising  on  its  relationship  to  the  program ofthe  President.  By the  deadline  above,  please  reply by  e-mail or  

telephone,  using  the  OMB  Contact information  above.  

Please  advise  us  ifthis  item will affect direct spending  or receipts  for the  purposes  ofthe  Statutory Pay-as-You-

Go  Act of2010.  

Document  ID:  0.7.10659.30866  



 


  

Thank you.  

Document  ID:  0.7.10659.30866  



     

     

        

    

         

       

        

                    


   

            








  

Pierce,  Emily  (OPA)  

From:  Pierce,  Emily (OPA)  

Sent:  Wednesday,  June 17,  2015 5:55 PM  

To:  Carlisle,  Elizabeth  

Cc:  Meadows,  Bessie L (OAG); Werner,  Sharon  (OAG)  

Subject:  Hot topics for tomorrow's presser  

Attachments:  HOT TOPICS 6 18 15 (final).docx  

Good  evening  ma’am,  I’ve  attached  the  hot topics  document for you  review and  we’ve  scheduled  a  short prep for you  in  

the morning as well.  

I  think  at this  point I’d say most likely questions will b o (b) (5)e  

.  

Document  ID:  0.7.10663.31551  
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Mogil,  Joshua  (ODAG)  

From:  Mogil,  Joshua  (ODAG)  

Sent:  Monday,  February  1,  2016  4:30  PM  

To:  Childs,  Heather  G.  (ODAG)  

Subject:  FW  

Attachments:  

(b) (5)

(b) (5)

Sorry- thought  I  included  you  but  I  did  not.  A  SOC  from  today.  

From:  Mogil,  Joshua  (ODAG)  

S nt:  Monday,  February  01,  2016  4:28  PM  

(b)(6) Tashina GauharTo:  Swartz,  Bruce  ;  Doumas,  Alexandra  (ODAG);  Gamble,  Nathaniel  (ODAG);  Axelrod,  

Matthew  (ODAG);  NSD  AAG  Coordination;  Wiegmann,  Brad  (NSD);  Brown  Lee,  Erika  (ODAG);  Gamble,  Nathaniel  (ODAG)  

Subj ct:  FW  (b) (5)

FYI- SOC  from  today’  (b) (5)

From:  FN-WHO-NEC_Policy  [mailt  ]  (b) (6)
S nt:  Monday,  February  01,  2016  4:24  PM  

To:  Edelman,  R.  David  

Cc:  Greenstein,  Alex;  FN-WHO-NEC_Tech  

Subj ct:  SOC  (b) (5)

(b) (5)

7.  State  will determine  whether Secretary Kerry  will sign  the  Ombudsman  letter on  behalfofthe  State  
Department.  [Action: State, ASAP]  

Document  ID:  0.7.10659.36422  
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_____________________________________________ 

Dix,  Melanie  (ODAG)  

From:  Dix,  Melanie  (ODAG)  

Sent:  Tuesday,  February 9,  2016  1:45 PM  

To:  Gauhar,  Tashina  (ODAG);  Doumas,  Alexandra  (ODAG)  

Cc:  Childs,  Heather  G.  (ODAG)  

Subject:  FW:  AG  briefing  paper  for  review - quick turnaround  needed  

Attachments:  FISA Section  702.docx  

Importance:  High  

Hi  Tash  and Alex,  

I know Alex  has  cleared  this  paper.  Tash,  do  you  have  anything  to  add  or  may I  let OLA know we’re  all  set?  

Thanks,  

Melanie  

From:  Dix,  Melanie  (ODAG)  

S nt:  Friday,  February 05,  2016  10:26  AM  

To:  Gauhar,  Tas  , Alexandra  (ODAG);  Moran,  Molly (OAAG)  hina  (ODAG);  Doumas  

Cc:  Childs  C.  (OAAG)  ,  Heather  G.  (ODAG);  Cox,  James  

Subj ct:  AG  briefing  paper  for  review  - quick turnaround  needed  

Importanc :  High  

Good  morning,  

In  preparation  for  upcoming  AG  testimony on  the  Hill,  OLA has  provided  the  attached  document for  our  

review.  Please  feel  free  to  forward if I  have  missed  anyone  who  should be  reviewing.  

Please  send  me  your  revisions  (or  clearance)  and I  will  convey to  OLA.  We  need  to  finalize  our  edits  by  

Monday,  February 8.  

Thanks!  

<<FISA Section  702.docx>>  

Melanie L.  Dix  

Special Assistant/Paralegal  

Office ofthe Deputy Attorney General ofthe UnitedStates  

(b) (6)

(b) (6)

Document  ID:  0.7.10663.7682  



      

     

       


          


       

     


   

             

     

      
  

  

 

                     

 

   

       

     

   

  

_____________________________________________  

_________________________________  

Cox,  James  C.  (OAAG)  

From:  Cox,  James C.  (OAAG)  

Sent:  Friday,  March 11, 2016 5:59 PM  

To:  Werner,  Sharon  (OAG); Pokorny,  Carolyn  (OAG);  Axelrod,  Matthew (ODAG);  

Childs,  Heather G.  (ODAG);  Moran,  Molly (OAAG)  

Subject:  FW:  Background Papers  

Attachments:  Background  Papers.zip  

Papers  done!  Here  is what I  just sent to Boz after we  talked.  

From:  Cox,  James  C.  (OAAG)  

S nt:  Friday,  March  11,  2016  5:58 PM  
To:  'Bosworth,  Michael'  

Subj ct:  Background  Papers  

Michael,  

I’ve  attached  a  zip  file  containing  a  set  of  background  papers.  Please call if there is anything else we  can  do.  

Best regards,  

Jay  

James C.  (Jay) Cox  

Chief of Staff and Deputy Associate  Attorney General  

Office of the  Associate  Attorney General  

U.S.  Department of Justice  
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Washington,  Tracy  T  (OAG)  

From:  Washington, Tracy T (OAG)  

Sent:  Tuesday, August 30, 2016 12:12 PM  

To:  Pokorny, Carolyn (OAG); Bosworth, Michael S. EOP/WHO  

Cc:  Kilaru, Rakesh N. EOP/WHO; Bennett, Catherine T (OAG); Franklin, Shirlethia (OAG)  

Subject:  RE: AG Confirmation Hearing Transcript  

Attachments:  CQ-AG Confirmation Hearing Transcript.pdf  

PDF of AG's confirmation hearing transcript is attached.  

--Tracy  

Tracy T. Washington  

Staff Assistant  

Office of the Attorney General  

U.S. Department of Justice  

950 Pennsylvania Avenue, NW  

Washington, DC 20530  

(b) (6)

-----Original Message-----

From: Pokorny, Carolyn (OAG)  

Sent: Tuesday, August 30, 2016 12:04 PM  

To: Bosworth, Michael S. EOP/WHO  

Cc: Kilaru, Rakesh N. EOP/WHO; Washington, Tracy T (OAG); Bennett, Catherine T (OAG); Franklin, Shirlethia (OAG)  

Subject: Re: AG Confirmation Hearing Transcript  

Dear Tracy/Cathy:  

Would you please ask Alicia O'Brien or Dan Goldberg in OLA for the PDF of the AG's confirmation hearing transcript, and forward it  

to Michael and Rakesh, cc'd?  

(OLA sent it to me once already, but my email is archived so I cannot forward it.) Thanks, CP  
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Congressional  Hearings  
Jan.  28,  201 5  - Final  

Senate Judiciary Committee Holds Confirmation Hearing on the  
Nomination of Loretta Lynch for U.S. Attorney General,  ay 1 , Panel  D  
1 , Morning Session  

LIST OF PANEL MEMBERS AND WITNESSES  

GRASSLEY:  

Good  morning.  

I  welcome  everyone  to  this  very,  very  important  hearing.  

Before  we  start,  I'd  like  to  state  a  few  things.  These  are  some  ground  rules,  pretty  much  the  same  as  what  former  chairman  

and  my  friend  Senator  Leahy  and  others  have  done  -- stated  in  the  past.  

I  want  everyone  to  be  able  to  watch  the  hearing  without  obstruction.  If  people  stand  up  and  block  the  view  of  those  behind  

them,  or  speak  out  of  turn,  it's  not  fair  or  considerate  to  others.  So  officers  would  then  remove  those  individuals.  

I  know  that  there's  a  lot  to  protest  regarding  this  administration's  policies,  but  this  isn't  the  time  or  place  to  do  it.  

Before  I  turn  to  our  opening  statements,  I  wanted  to  go  over  a  couple  of  housekeeping  items,  and  explain  how  we're  going  

to  proceed.  Senator  Leahy  and  I  will  give  our  opening  statements.  Then  I  will  call  on  Senators  Schumer  and  Gillibrand  to  

introduce  the  nominee.  

GRASSLEY:  

Following  Ms.  Lynch's  opening  remarks,  we'll  begin  with  the  first  round  of  questions,  in  which  each  senator  will  have  1 0  

minutes.  After  the  first  round,  we're  going  to  do  eight  minute  rounds  of  questions.  

I  want  everyone  to  know  that  I'm  prepared  to  stay  here  as  long  as  members  have  questions  that  they'd  like  to  ask.  I  think  

this  is  a  most  fair  way  to  proceed,  both  to  the  responsibilities  of  the  Senate  and  senators,  and,  most  importantly,  to  the  

nominee  who  has  to  sit  here  through  all  of  this  and  answer  our  questions.  

And  I  think  we  all  know  that  this  is  a  very  important  position  in  the  Cabinet,  and  we  should  do  what  we  can  to  move  it  along  

within  our  rules.  We  have  a  lot  of  ground  that  we  want  to  cover  in  live  questioning.  

One  final  note  on  scheduling.  I  would  like  to  take  a  short  break  of  maybe  45  minutes  sometime  around  1 2:30  or  1 :00.  And  I  

know  that  we  have  a  series  of  stacked  votes  this  afternoon,  and  in  regard  to,  I  think,  1 8  amendments  we  have  to  vote  on,  

the  plan  right  now  is  to  keep  this  hearing  going,  even  though  it  may  be  a  very  chaotic  way  to  do  things,  and  maybe  not  as  

respectful  to  the  position  of  attorney  general  as  it  ought  to  be,  but  I  don't  know  how  else  to  get  through  the  process,  to  get  

every  question  asked  that  wants  to  be  asked.  

So  I  would  ask  that  all  of  my  colleagues  remain  very  flexible  and  keep  it  going.  And  that  means  some  accommodation  by  

members  on  my  side  of  the  aisle  to  chair  when  I  can't  be  here,  over  there  voting.  

With  that,  I'm  going  to  turn  to  my  opening  statement,  then  immediately  go  to  Senator  Leahy.  

Ms.  Lynch,  I've  had  a  chance  to  talk  to  you  privately  on  two  occasions.  I  welcome  you  to  the  Senate  Judiciary  Committee.  

It's1 a  very  big  day  for  you,  and  especially  for  family  and  friends  that  are  proud  of  you.  7/25/16, 7:21  of 187  PM  
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CQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvO  Document Aggregation  z0svSi0uzs...  I  congratulate  you  on  your  nomination.  You've  already  been  confirmed  by  the  Senate,  as  U.S.  attorney.  But  the  process  

involved  to  serve  as  the  83rd  attorney  general  is  a  bit  more  rigorous.  For  one  thing,  U.S.  attorneys  don't  even  have  hearings,  

let  alone  one  like  this.  

So  I'm  -- my  hope  is  that  we  discuss  some  of  the  most  important  matters  facing  our  nation,  and  in  the  process  of  doing  that,  

then  we'll  get  to  know  you  a  bit  better.  

The  fact  of  the  matter  is,  this  nomination  comes  at  a  pivotal  time  for  the  Department  of  Justice  and  for  our  country.  And  as  I  

discuss  some  of  those  things,  those  are  probably  things  you  have  had  nothing  to  do  with.  But  you  have  an  opportunity  to  

make  some  changes.  

The  next  attorney  general  will  face  some  very  difficult  challenges,  from  combating  cyber  crime  to  protecting  our  children  

from  exploitation,  to  helping  fight  the  war  on  terror.  

But  I'm  not  just  concerned  about  the  tough  decisions  that  come  with  the  office,  there  are  challenges  facing  the  Department  

of  Justice  that  go  to  the  heart  of  our  system  of  government.  How  about  restoring  faith  in  the  bedrock  principles  like  respect  

for  the  rule  of  law  and  the  fair  and  even-handed  application  of  those  laws?  How  about  restoring  respect  for  the  he  coequal  

branches  of  government?  How  about  taking  care  that  the  law  is  faithfully  executed  and  not  rewritten?  

How  about  the  Department  of  Justice  honoring,  once  again,  its  long-standing  duty  to  vigorously  defend  our  nation's  laws,  

even  when  political  appointees  disagree  with  the  policy?  

Then  there  is  the  Office  of  Legal  Counsel.  I'm  interested  in  returning  that  office  to  its  rightful  place  as  the  impartial  crown  

jewel  of  the  Justice  Department.  Its  opinion  should  be  firmly  rooted  in  the  Constitution's  text,  neutral  interpretation  of  

statutes,  and  sound  judicial  precedent.  

They  shouldn't  be  transparently  self-serving  attempts  to  justify  whatever  the  president  or  an  attorney  general  wants  to  do  for  

political  reasons.  

And  let  me  say  it  right  here:  The  Office  of  Legal  Counsel  should  be  sharing  with  the  American  public  the  opinions  it's  

providing  to  the  president,  especially  when  they  supposedly  sanction  the  unprecedented  authority  that  the  president  claims  

to  possess.  

And  I'm  going  to  work  to  see  that  it  does.  The  public's  business  ought  to  be  public.  Transparency,  I  believe,  and  in  fact  does  

bring  accountability.  These  ideals  and  principles  are  foundational  to  the  republic.  

GRASSLEY:  

But  ideals  and  principles  aren't  simply  academic.  And  they  don't  exist  in  a  vacuum.  

Over  the  last  few  years,  public  confidence  in  the  department's  ability  to  do  its  job  without  regard  to  politics  has  been  shaken  

with  good  reason.  It's  not  just  Republicans  who  see  the  problem  or  who  recognize  it  as  a  real-world  affects  on  our  own  

fellow  Americans.  The  department's  own  inspector  general  listed  as  one  of  its  top  management  challenges,  quote,  

"restoring  confidence  in  the  integrity,  fairness  and  accountability  of  the  department,"  end  of  quote.  

The  I.G.  cited  several  examples,  including  the  department's  falsely  denying  basic  facts  in  the  "Fast  and  Furious"  

controversy.  The  inspector  general  concluded  this,  quote,  "resulted  in  an  erosion  of  trust  in  the  department,"  end  of  quote.  

In  that  fiasco,  our  government  knowingly  allowed  firearms  to  fall  into  the  hands  of  international  gun  traffickers,  and  it  led  to  
2 of 187  7/25/16, 7:21 PM  the  death  of  patrol  agent  -- patrol  agent  Brian  Terry.  
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Did  they  apologize  to  the  family  and  rush  to  uncover  the  truth?  Quite  the  opposite.  They  denied,  spun  and  hid  the  facts  from  

Congress  and  the  American  people.  They  bullied  and  intimidated  whistle-blowers,  members  of  the  press,  and  anyone  who  

had  audacity  to  investigate  and  to  uncover  the  truth.  

The  department  has  also  failed  to  hold  another  government  agency  accountable,  the  Internal  Revenue  Service.  We  watched  

with  dismay  as  that  powerful  agency  was  weaponized  and  turned  against  individual  citizens.  And  why?  What  exactly  did  

these  fellow  citizens  do  to  make  their  government  target  them?  They  had  the  courage  to  get  engaged  and  speak  out  in  

defense  of  faith,  freedom  and  Our  constitution,  and  for  what?  They  then  were  targeted  by  the  IRS.  

What  was  the  Justice  Department's  reaction  to  the  targeting  of  citizens  based  on  political  beliefs?  Well,  they  appointed  a  

campaign  donor  to  lead  an  investigation  that  hasn't  gone  anywheres  and  call  it  then  a  day.  That  simply  isn't  good  enough.  

Meanwhile,  the  department's  top  litigator,  the  nation's  solicitor  general  is  arguing  in  case  after  case  for  breathtaking  

expansion  of  federal  power.  

I'd  like  to  have  you  consider  this.  Had  the  department  prevailed  in  just  some  of  the  arguments  that  it  pressed  before  the  

Supreme  Court  in  the  last  several  years,  there  would  be  essentially  no  limit  on  what  the  federal  government  could  order  

states  to  do  as  a  condition  for  receiving  federal  money.  

Another  case,  the  Environmental  Protection  Agency  could  be  fining  a  homeowner  $75,000  a  day  for  not  complying  with  an  

order,  and  then  turn  around  and  deny  that  homeowner  any  right  to  challenge  the  order  or  those  fines  in  court  when  the  order  

is  issued.  

The  federal  government  could  review  decisions  by  religious  organizations  regarding  who  can  serve  as  a  minister.  The  federal  

government  could  ban  books  that  expressly  advocate  for  the  election  or  defeat  of  political  candidates.  

And  the  Fourth  Amendment  wouldn't  have  anything  to  say  about  a  police  attaching  a  GPS  device  to  a  citizen's  car  without  a  

warrant  and  constantly  tracking  their  every  movement  for  years  -- or  for  months  and  years.  

These  positions  aren't  mainstream,  in  my  judgment.  At  the  end  of  the  day,  the  common  thread  that  binds  all  these  

challenges  together  in  my  judgment  is  a  Department  of  Justice  that  is  very  deeply  politicized.  But  that's  what  happens  when  

an  attorney  general  of  the  United  States  views  himself,  and  these  are  his  own  words,  as  the  president's  wingman.  

I  don't  expect  Ms.  Lynch  and  I  will  agree  on  every  issue,  but  I,  for  one,  need  to  be  persuaded  that  she  will  be  an  

independent  attorney  general,  and  I  have  no  reason  to  believe  at  this  point  she  won't  be.  The  attorney  general's  job  is  to  

represent  the  American  people.  Not  just  the  president  and  not  just  the  executive  branch.  

So  today  we  will  hear  from  Ms.  Lynch.  As  far  as  I  know,  Ms.  Lynch  has  nothing  to  do  with  the  Department  of  Justice  

problems  that  I  just  outlined.  But  as  new  attorney  general,  she  can  fix  them.  

Tomorrow  we'll  hear  from  a  second  panel  of  witnesses,  many  of  whom  will  speak  directly  to  the  many  challenges  facing  the  

Justice  Department.  As  I  listen  to  both  panels  I'll  be  considering  whether  Ms.  Lynch  has  what  it  takes  to  fix  the  Obama  

Justice  Department.  We  need  to  get  back  then  to  first  principles,  and  that  starts  with  the  depoliticizing  the  Department  of  

Justice.  Because  the  American  people  deserve  better.  

So  I  hope,  Ms.  Lynch  can  fix  these  flaws.  

3 of 187  7/25/16, 7:21 PM  
Senator  Leahy?  
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Thank  you.  I  won't  speak  as  long,  because  I  just  want  to  focus  on  Loretta  Lynch,  and  not  on  all  the  problems  that  some  may  

see  in  this  country.  

It  is  a  pleasure  to  welcome  her  to  this  committee.  She's  smart,  she's  tough,  she's  hard-working,  independent.  She's  a  

prosecutor's  prosecutor.  And  her  qualifications  with  beyond  reproach.  She's  been  unanimously  confirmed  by  the  Senate  

twice  before  to  serve  as  the  top  federal  prosecutor  based  in  Brooklyn,  New  York.  And  I  hope  we  have  another  swift  

confirmation  for  Ms.  Lynch.  

As  U.S.  attorney  for  the  Eastern  District  of  New  York,  she's  brought  terrorists  and  cyber  criminals  to  justice.  She's  obtained  

convictions  against  corrupt  public  officials  from  both  political  parties.  She's  fought  tirelessly  against  violent  crime  and  

financial  fraud.  She's  remained  determined  to  protect  the  rights  of  victims.  

Ms.  Lynch  has  worked  hard  to  improve  the  relationships  between  law  enforcement  and  the  communities  they  serve.  And  

probably  that's  one  of  the  reasons  why  her  -- her  nomination  enjoys  strong  support  from  both.  

She  has  prosecuted  those  who  have  committed  crimes  against  police  officers,  as  well  as  police  officers  who  committed  

crime.  

Her  record  shows  that  as  attorney  general  Ms.  Lynch  will  effectively,  fairly  and  independently  enforce  the  law.  I  hope  we  all  

remember  that  she  is  the  nomination  for  attorney  general,  and  that's  why  I'm  focusing  on  her.  

She  was  born  in  North  Carolina,  the  daughter  of  a  Baptist  preacher  and  a  school  librarian.  And  we're  honored  to  have  

members  of  her  family  here  with  us  today.  

And  I  know  you'll  be  introducing  them  later.  

She  grew  up  hearing  her  family  speak  about  living  in  the  Jim  Crow  South,  but  she  never  lost  faith  that  the  way  to  obtain  

justice  is  through  our  legal  system.  

And  her  nomination  is  historic.  When  she's  confirmed  as  the  83rd  attorney  general  of  the  United  States,  she'll  be  the  first  

African- American  woman  to  lead  the  Department  of  Justice.  Really,  I  can't  think  of  anyone  more  deserving  of  that  honor.  

She's  going  to  lead  a  Justice  Department  that  faces  complex  challenges.  Nearly  one-third  of  its  budget  goes  to  the  Bureau  

of  Prisons,  and  that  drains  vital  resources  from  nearly  all  other  public  safety  priorities.  Think  of  that:  A  third  of  the  budget  

goes  to  prisons.  

And  a  significant  factor  leading  to  this  budget  imbalance  is  the  unnecessary  creation  of  more  and  more  mandatory  minimum  

sentences.  Passing  new  mandatory  minimum  laws  has  become  a  convenient  way  for  lawmakers  to  claim  they're  tough  on  

crime,  even  when  there's  no  evidence  that  these  sentences  keep  us  safer.  

That's  one  of  the  reasons  why  we  have  the  largest  prison  population  in  the  world.  That's  why  I  oppose  mandatory  

minimums.  I  hope  we  can  find  a  way  to  face  this  mass  incarceration  problem.  

And  the  Justice  Department  needs  strong  leadership  to  keep  up  with  the  rapid  development  of  technology.  We  must  stay  

ahead  of  the  curve  to  prevent  and  fight  threats  of  cyber-security  and  data  privacy.  Think  what  it  would  have  been  like  the  last  

few  days  in  the  Northeast  if  a  cyber  terrorist  could  have  closed  down  all  our  electrical  grids.  

The  growing  threat  of  cyber  crime  is  very  real,  but  also  the  specter  of  unchecked  government  intrusion  in  our7/25/16,private 7:21lives,PM  4 of 187  

particularly  dragnet  surveillance  programs  directed  at  American  citizens.  
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gCQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvODocument Aggregation z0svSi0uzs...The  intelligence  community  faces  a  critical  deadline  this  June.  Three  sections  of  the  Forei  n  Intelligence  Surveillance  Act  are  

set  to  expire.  I  believe  we  have  to  protect  our  national  security,  but  we  also  have  to  protect  our  civil  liberties  which  make  us  

unique  as  a  country.  So  we  have  to  reform  our  nation's  surveillance  laws  so  we  can  realize  both  goals.  

And  the  next  attorney  general  is  going  to  play  a  central  role  in  protecting  all  Americans.  All  Americans.  

The  president's  selection  for  attorney  general,  no  matter  who  the  president  is,  deserves  to  be  considered  swiftly,  fairly  and  

on  the  nominee's  own  record.  

I  believe  Americans  realize  that  a  role  this  important  cannot  be  used  just  as  just  one  more  sound  bite  Washington  political  

football.  I'm  confident  that  if  we  stay  focused  on  Ms.  Lynch's  impeccable  qualifications  and  fierce  independence,  she's  

going  to  be  confirmed  quickly  by  the  Senate.  

LEAHY:  

She  deserves  a  fair,  thoughtful  and  respectful  confirmation  process.  And  the  American  people  deserve  an  attorney  general  

like  Ms.  Lynch.  So  I  thank  you  for  your  years  of  public  service.  I  look  forward  to  your  testimony.  

GRASSLEY:  

For  those  of  you  who  are  new  to  our  hearing,  it's  tradition  that  senators  from  home  state  introduce  nominees  from  their  

state.  So  I'm  now  going  to  call  on  Senator  Schumer  and  then  Senator  Gillibrand,  senators  from  New  York,  to  do  that.  

And  since  we're  under  such  a  tight  schedule,  if  I  could  ask  you  to  keep  it  to  five  minutes,  it  would  be  very  nice.  Thank  you.  

SCHUMER:  

Thank  you,  Mr.  Chairman.  I  want  to  thank  you  and  Ranking  Member  Leahy  and  the  members  of  the  committee.  It's  my  great  

privilege  to  introduce  Loretta  Lynch,  a  proud  New  Yorker  and  the  nominee  to  be  the  next  attorney  general  of  the  United  

States.  

Born  in  North  Carolina,  her  father  was  a  fourth  generation  Baptist  minister,  a  man  who  grew  up  in  the  segregated  South.  And  

her  mother  picked  cotton  when  she  was  a  girl  so  her  daughter  would  never  have  to.  

Well,  their  daughter  grew  up  to  be  one  of  the  keenest  legal  minds  that  our  country  has  to  offer,  someone  who  has  excelled  at  

every  stage  of  her  education  and  her  career,  while  cultivating  a  reputation  as  someone  who  was  level-headed,  fair,  judicious  

and  eminently  likable.  If  there's  an  American  dream  story,  Ms.  Lynch  is  it.  

And  adding  to  the  American  dream  story,  Ms.  Lynch's  late  brother,  Lorenzo,  was  a  Navy  SEAL.  

Still,  despite  her  intellectual  and  career  achievements,  Ms.  Lynch  has  always  been  a  nose-to-the-grindstone  type,  rarely  

seeking  acclaim,  only  a  job  well  done.  She  has  earned  a  reputation  for  keeping  her  head  down  and  avoiding  the  spotlight,  

just  like  me.  

(LAUGHTER)  

At  just  over  5  foot  and  with  her  consistent  understated  approach  to  the  public  spotlight,  some  might  underestimate  Ms.  

Lynch.  But  as  hundreds  of  criminals  have  learned  the  hard  way,  looks  can  be  deceiving  and  Ms.  Lynch  packs  a  powerful  

punch.  

When  you  look  at  the  breadth  and  depth  of  the  cases  she's  handled,  it's  clear  Loretta  Lynch  is  law  enforcement's  

Renaissance  woman.  One  I  would  mention,  the  Abner  Louima  case,  where  she  convicted  police  officers  who  horribly  

5 of 187 7/25/16, 7:21 PMabused the Haitian immigrant. As we have seen, these types of cases can create great tension between the police and the 

community. 
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CQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvO  Document Aggregation  z0svSi0uzs...  But  despite  the  high-running  emotions  that  accompanied  this  notorious  case,  Ms.  Lynch  was  praised  by  lawyers  on  both  

sides,  as  well  as  community  leaders  and  police  officials,  for  her  judicious,  balanced  and  careful  approach.  

Mr.  Chairman,  members  of  this  committee,  in  this  age  of  global  terrorism,  the  A.G.'s  role  in  national  security  has  never  been  

more  important.  It  makes  apparent  that  the  confirmation  of  a  new  attorney  general  cannot  and  should  not  be  delayed  any  

longer.  

Today  we've  already  heard  and  will  hear  a  lot  more,  about  issues  completely  unrelated  to  Ms.  Lynch's  experience  and  her  

qualifications.  If  anything,  that  just  goes  to  show  how  qualified  she  is.  No  one  can  assail  Loretta  Lynch  and  no  one  has,  who  

she  is,  what  she  has  done  and  how  good  an  attorney  general  she  would  be.  

So  instead,  some  are  trying  to  drag  extraneous  issues  -- executive  orders  on  immigration,  the  IRS  -- into  the  fray  to  

challenge  her  nomination  because  they  can't  find  anything  in  her  record  to  point  to.  

Let  me  be  clear,  attempts  to  politicize  this  nomination,  to  turn  this  exceptional  nominee  into  a  political  point-scoring  exercise  

are  a  disservice  to  the  qualified  candidate  we  have  before  us  today.  

I  originally  recommended  Loretta  Lynch  for  the  position  of  U.S.  attorney  in  1 999  because  I  thought  she  was  excellent.  Sure  

enough,  she  was.  When  President  Bush  took  office,  she  went  to  the  private  sector  to  earn  some  money.  

But  when  I  had  the  opportunity  to  recommend  a  candidate  to  President  Obama  I  was  certain  I  wanted  Ms.  Lynch  to  serve  

again.  So  I  called  her  on  a  Friday  afternoon.  

She  was  happy  with  her  life  in  the  law  firm.  But  I  was  confident  that  with  the  weekend  to  think  it  over  she'd  be  drawn  to  

answer  the  call  to  public  service.  And  sure  enough,  her  commitment  to  public  service  was  so  strong  that  she  called  me  back  

on  Monday  to  say  yes.  

She  passed  unanimously  out  of  the  Senate  twice  already.  

Wouldn't  it  be  nice  if  we  could  pass  her  unanimously  out  of  the  Senate  a  third  time?  

Based  on  her  record,  we  should.  

Mr.  President,  if  we  can't  confirm  Loretta  Lynch,  then  I  don't  believe  we  can  confirm  anyone.  

And  I  would  like  to  remind  my  colleagues  that  the  president's  immigration  policies  are  not  seeking  confirmation  today;  

Loretta  Lynch  is.  When  we  move  to  vote,  hopefully  sooner  rather  than  later,  you  won't  be  voting  for  or  against  the  president's  

policies,  you'll  be  voting  on  this  eminently  qualified  law  enforcement  professional,  first-rate  legal  mind  and  someone  who  is  

committed  in  her  bones  to  the  equal  application  of  justice  for  all  people.  

Thank  you,  Mr.  Chairman.  

GRASSLEY:  

Senator  Gillibrand.  

GILLIBRAND:  

Thank  you,  Mr.  Chairman  and  Ranking  Member  Leahy.  I  am  honored  to  be  here  today  with  Senator  Schumer  to  introduce  

United  States  Attorney  for  the  Eastern  District  of  New  York  Loretta  Lynch  as  President  Obama's  nominee  to  serve  as  the  

next  attorney  general  for  the  United  States.  
6 of 187  7/25/16, 7:21 PM  

To  serve  as  United  States  attorney  general  requires  deep  experience  in  the  field  of  law.  It  also  requires  a  brilliant  intellect  and  
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all  of  those  criteria.  She  is  strong,  tough,  independent  and  fearless.  

And  as  one  of  our  country's  most  accomplished  and  distinguished  women  serving  in  law  enforcement,  I  urge  my  colleagues  

to  support  her  nomination.  She  is  an  outstanding  candidate  for  this  job.  

Ms.  Lynch  began  her  service  as  the  U.S.  Attorney  for  the  Eastern  District  of  New  York  in  1 990,  where  she  rose  quickly  to  

serve  as  chief  of  the  Long  Island  office  and  then  deputy  chief  of  General  Crimes  and  chief  of  Intake  and  Arraignments.  For  

1 5  years  she  has  been  a  prosecutor  in  the  U.S.  Attorney's  office  for  the  Eastern  District  of  New  York  and  since  2010  she  has  

served  admirably  as  United  States  attorney  for  the  Eastern  District  of  New  York.  

In  that  position  she  has  demonstrated  a  superior  sense  of  judgment  and  remarkable  legal  expertise.  

Ms.  Lynch  has  dealt  with  an  impressive  array  of  cases  on  subjects  ranging  from  civil  rights  to  organized  crime  to  terrorism.  

These  are  each  issues  that  our  new  attorney  general  will  have  to  engage  with  constantly  from  day  one  of  her  tenure.  

Ms.  Lynch's  experience  as  a  federal  prosecutor  in  New  York  will  undoubtedly  serve  her  exceptionally  well  in  Washington.  

She  is  extraordinarily  well  qualified  and  I  believe  she  deserves  a  quick  confirmation  process.  

Thank  you,  Mr.  Chairman.  

GRASSLEY:  

Thank  you,  Senator  Gillibrand.  

It's  now,  just  as  soon  as  the  table  is  cleared,  it's  going  to  give  Ms.  Lynch  an  opportunity  to  come.  

And  before...  

(OFF-MIKE)  

Before  you  seat  yourself,  would  you  take  an  oath,  please?  

Would  you  raise  your  hand?  And  I'll  give  the  oath.  

Do  you  affirm  that  the  testimony  you're  about  to  give  before  the  committee  will  be  the  truth,  the  whole  truth  and  nothing  but  

the  truth,  so  help  you  God?  

LYNCH:  

I  do.  

GRASSLEY:  

Thank  you.  

The  committee  welcomes  you  and  I  know  that  it's  an  honor  for  all  of  us  to  have  you  before  us.  But  it's  also  an  honor  for  you  

to  be  selected  by  the  president  and  it's  quite  an  honor  for  your  family.  

So  I  would  ask  if,  before  you  make  your  statement,  if  you  would  like  to  introduce  anybody  to  the  committee  and  speak  about  

them  any  way  you  want  to.  

And  then  if  there's  people  that  aren't  introduced  by  you  that  you  would  like  to  have  their  name  in  the  record  and  you'd  

submit  their  names,  I'd  be  glad  to  include  that  in  the  record.7 of 187 7/25/16, 7:21 PM 
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LYNCH:  

(inaudible)...  

(CROSSTALK)  

GRASSLEY:  

Yes,  I  think  the  microphone  is  not  automatic.  

LYNCH:  

Thank  you,  Senator.  Let  me  introduce,  for  the  record,  I'm  delighted  to  welcome  numerous  family  and  friends  here  with  me  

today.  

I'd  like  to  introduce  first  and  foremost  my  father,  the  source  of  my  inspiration  in  so  many  ways.  He's  to  my  immediate  left,  

the  Reverend  Lorenzo  Lynch.  

(UNKNOWN)  

Thank  you.  

LYNCH:  

Immediately  to  his  left  is  my  husband,  Stephen  Hargrove,  who  has  supported  me  in  all  of  my  endeavors,  no  matter  how  poor  

they  make  us.  

(LAUGHTER)  

Immediately  to  his  left  is  my  younger  brother,  the  Reverend  Leonzo  Lynch,  who  is  the  fifth  generation  of  ministers  in  a  direct  

line  in  my  family,  and  my  sister-in-law  Nicole  Lynch  (ph).  

I'm  also  here  with  several  other  family  members  and  friends  whom  I  would  love  to  introduce,  but  I  am  informed  that  you  

have  a  schedule  for  the  afternoon.  So  I  will  keep  to  that.  

But  let  me  say  to  all  of  them  how  tremendously  gratified  I  am  for  their  support,  not  just  today,  but  over  the  years.  

Chairman  Grassley,  Senator  Leahy,  distinguished  members  of  this  committee,  I'm  honored  to  appear  before  you  in  this  

historic  chamber  among  so  many  dedicated  public  servants.  I  want  to  thank  you  for  your  time  this  morning,  and  I  also  want  

to  thank  President  Obama  for  the  trust  he  has  placed  in  me  by  nominating  me  to  serve  as  attorney  general  of  the  United  

States.  

It's  a  particular  privilege  to  be  joined  here  today  by  the  members  of  my  family  that  I've  introduced,  as  well  as  the  other  

numerous  family  and  friends  who  have  come  to  support  me  and  of  whose  travel  and  service  I  am  so  appreciative.  

Mr.  Chairman,  one  of  the  privileges,  and  in  fact  one  of  my  favorite  things  in  my  position  as  United  States  attorney  for  the  

Eastern  District  of  New  York  is  welcoming  new  attorneys  into  my  office  and  administering  to  them  the  oath  of  office.  It is  a  

transformative  moment  in  the  life  of  a  young  prosecutor,  and  one  that  I  actually  remember  well.  

And  as  they  stand  before  me,  prepared  to  pledge  their  honor  and  their  integrity,  I  remind  them  that  they  are  making  their  

oath  not  to  me,  not  to  the  office,  not  even  to  the  attorney  general,  but  to  our  Constitution,  the  fundamental  foundation  for  all  

that  we  do.  

It  is  to  that  document  and  the  ideals  embodied  therein  that  I  have  devoted  my  professional  life.  And,  Senators,  if  confirmed8 of 187 7/25/16, 7:21 PM 
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I  owe  so  much  to  those  who  have  worked  to  make  the  promise  of  that  document  real  for  all  Americans,  beginning  with  my  

own  family.  All  of  them  and  so  many  others  have  supported  me  on  the  path  that  has  brought  me  to  this  moment.  Not  only  

through  their  unwavering  love  and  support  which  is  so  beautifully  on  display  today,  but  through  their  examples  and  the  

values  that  have  shaped  my  upbringing.  

My  mother,  Loreen  (ph),  who  was  unable  to  travel  here  today,  is  a  retired  English  teacher  and  librarian  for  whom  education  

was  the  key  to  a  better  life.  She  still  recalls  people  in  her  rural  North  Carolina  community  pressing  a  dime  or  a  quarter  into  

her  hands  to  help  support  her  college  education.  As  a  young  woman,  she  refused  to  use  segregated  rest  rooms,  because  

they  did  not  represent  the  America  in  which  she  believed.  She  instilled  in  me  an  abiding  love  of  literature  and  learning,  and  

taught  me  the  value  of  hard  work  and  sacrifice.  

My  father,  Lorenzo,  who  is  here  with  me  today,  is  a  fourth  generation  Baptist  preacher  who  in  the  early  1 960s  opened  his  

Greensboro  church  to  those  planning  sit-ins  and  marches,  ,standing  with  them  while  carrying  me  on  his  shoulders.  

He  has  always  matched  his  principles  with  his  actions,  encouraging  me  to  think  for  myself,  but  reminding  me  that  we  all  gain  

the  most  when  we  act  in  service  to  others.  

It  was  the  values  my  parents  instilled  in  me  that  led  me  to  the  Eastern  District  of  New  York.  And  from  my  parents,  I  gained  

the  tenacity  and  the  resolve  to  take  on  violent  criminals,  to  confront  political  corruption  and  to  disrupt  organized  crime.  They  

also  gave  me  the  insight  and  the  compassion  to  sit  with  the  victims  of  crime  and  share  their  loss.  

Their  values  have  sustained  me,  as  I  have  twice  had  the  privilege,  indeed  the  honor,  of  serving  as  United  States  attorney,  

leading  an  exceptional  office,  staffed  by  outstanding  public  servants.  And  their  values  guide  and  motivate  me  even  today.  

Senators,  should  I  be  confirmed  as  attorney  general,  my  highest  priorities  will  continue  to  be  to  ensure  the  safety  of  all  of  our  

citizens,  to  protect  the  most  vulnerable  among  us  from  crime  and  abuse,  and  to  strengthen  the  vital  relationships  between  

America's  brave  law  enforcement  officers  and  the  communities  they  are  entrusted  to  serve.  

In  a  world  of  complex  and  evolving  threats,  protecting  the  American  people  from  terrorism  must  remain  the  primary  mission  

of  today's  Department  of  Justice.  If  confirmed,  I  will  work  with  colleagues  across  the  executive  branch  to  use  every  available  

tool  to  continue  disrupting  the  catastrophic  attacks  planned  against  our  homeland,  and  to  bring  terrorists  to  justice.  

I  will  draw  upon  my  extensive  experience  in  the  Eastern  District  of  New  York,  which  has  tried  more  terrorism  cases  since  

9/  1 than  any  other  office.  We  have  investigated  and  prosecuted  terrorist  individuals  and  groups  that  threaten  our  nation  and  

its  people,  including  those  who  have  plotted  to  attack  New  York  City's  subway  system,  John  F.  Kennedy  airport,  the  Federal  

Reserve  Bank  of  New  York  and  U.S.  troops  stationed  abroad,  as  well  as  those  who  have  provided  material  support  to  

foreign  terrorist  organizations.  

And  I  pledge  to  discharge  my  duties  always  mindful  of  the  need  to  protect  not  just  American  citizens,  but  American  values.  

If  confirmed,  I  intend  to  expand  and  enhance  our  capabilities  in  order  to  effectively  prevent  ever-evolving  attacks  in  

cyberspace,  to  expose  the  wrongdoers  and  bring  those  perpetrators  to  justice,  as  well.  

In  my  current  position,  I'm  proud  to  lead  an  office  that  has  significant  experience  prosecuting  complex  international  cyber  

crime,  including  high-tech  intrusions  at  key  financial  and  public  sector  institutions.  

9 of 187 7/25/16, 7:21 PM 
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accountable  those  who  would  imperil  the  safety  and  security  of  our  citizens  through  cyber  crime.  

I  will  also  do  everything  I  can  to  ensure  that  we  are  safeguarding  the  most  vulnerable  among  us.  During  my  tenure  as  U.S.  

attorney,  the  Eastern  District  of  New  York  has  led  the  prosecution  against  financial  fraudsters  who  have  callously  targeted  

hard-working  Americans,  including  the  deaf,  the  elderly,  and  stolen  not  just  their  trust  but  their  hard-earned  savings.  

We  have  taken  action  against  abusers  in  over  1 00  child  exploitation  and  child  pornography  cases.  And  we  have  prosecuted  

brutal  international  human  trafficking  rings  that  have  sold  -- sold  -- victims  as  young  as  14  and  1 5  into  sexual  slavery.  

If  confirmed  as  attorney  general,  I  will  continue  to  build  upon  the  department's  record  of  vigorously  prosecuting  those  who  

prey  on  those  most  in  need  of  our  protection.  And  I  will  continue  to  provide  strong  and  effective  assistance  to  survivors  who  

we  must  both  support  and  empower.  

Senators,  throughout  my  career  as  a  prosecutor,  it  has  been  my  signal  honor  to  work  hand  in  hand  with  dedicated  law  

enforcement  officers  and  agents  who  risk  their  lives  every  day  in  the  protection  of  the  communities  we  all  serve.  I  have  

served  with  them.  I  have  learned  from  them.  I  am  a  better  prosecutor  because  of  them.  

Few  things  have  pained  me  more  than  the  recent  reports  of  tension  and  division  between  law  enforcement  and  the  

communities  we  serve.  If  confirmed  as  attorney  general,  one  of  my  key  priorities  would  be  to  work  to  strengthen  the  vital  

relationships  between  our  courageous  law  enforcement  personnel  and  all  of  the  communities  we  serve.  

In  my  career,  I  have  seen  this  relationship  flourish.  I  have  seen  law  enforcement  forge  unbreakable  bonds  with  community  

residents.  And  I  have  seen  violence-ravaged  communities  come  together  to  honor  officers  who  have  risked  all  to  protect  

them.  And  as  attorney  general  I  will  draw  all  voices  into  this  important  discussion.  

In  that  same  spirit,  I  look  forward  to  fostering  a  new  and  improved  relationship  with  this  committee,  the  United  States  Senate  

and  the  entire  United  States  Congress,  a  relationship  based  on  mutual  respect  and  constitutional  balance.  

Ultimately,  I  know  we  all  share  the  same  goal  and  commitment  to  protect  and  to  serve  the  American  people.  

Now  I  recognize  that  we  face  many  challenges  in  the  years  ahead.  But  I  have  seen  in  my  own  life  and  in  my  own  family  how  

dedicated  men  and  women  can  answer  the  call  to  achieve  great  things  for  themselves,  for  their  country,  and  for  generations  

to  come.  

My  father,  that  young  minister  who  carried  me  on  his  shoulders,  has  answered  that  call,  as  has  my  mother,  that  courageous  

young  teacher  who  refused  to  let  Jim  Crow  define  her.  Standing  with  them  are  my  uncles  and  cousins  who  served  in  

Vietnam,  one  of  whom  is  here  to  support  me  today.  And  my  older  brother,  a  Navy  SEAL,  all  of  whom  answered  that  call  with  

their  service  to  our  country.  

LYNCH:  

Senators,  as  I  come  before  you  today  in  this  historic  chamber,  I  still  stand  on  my  father's  shoulders  as  well  as  on  the  

shoulders  of  all  of  those  who  have  gone  before  me  and  who  dreamed  of  making  the  promise  of  America  a  reality  for  all,  and  

worked  to  achieve  that  goal.  

I  believe  in  the  promise  of  America,  because  I  have  lived  the  promise  of  America.  And  if  confirmed  to  be  attorney  general  of  

the  United  States,  I  pledge  to  all  of  you  and  the  American  people  that  I  will  fulfill  my  responsibilities  with  integrity  and  

independence.  I  will  never  forget  that  I  serve  the  American  people  from  all  walks  of  life,  who  continue  to  make  our  nation  
10 of 187 7/25/16, 7:21 PM 

great,  as  well  as  the  legacy  of  all  of  those  whose  sacrifices  have  made  us  free.  
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our  people  and  to  stand  as  the  leader  and  public  servant  that  they  deserve.  

Thank  you  all,  once  again,  for  your  time  and  your  consideration.  I  greatly  appreciate  this  opportunity  to  speak  with  you  

today.  I  look  forward  to  your  questions  and  to  all  that  we  may  accomplish  in  the  days  ahead,  together,  in  the  spirit  of  

cooperation,  shared  responsibility  and  justice.  Thank  you  for  your  time  today.  

GRASSLEY:  

And  thank  you,  Ms.  Lynch,  for  that  statement.  

Before  my  1 0  minutes  starts  for  the  first  round,  I'd  like  to  talk  to  my  colleagues  just  a  minute,  because  of  the  1 8  votes  that  

are  coming  up  this  afternoon  and  because  of  a  chaotic  situation  and  the  most  important  thing  is  getting  this  hearing  over  in  

one  sitting,  in  one  day,  even  if  it  goes  into  the  evening.  

I  hope  my  colleagues  will  be  cognizant  of  what  we  normally  do  between  Senator  Leahy  and  I;  we're  fairly  liberal  on  letting  

people  go  over  and  whether  we  have  five-,  seven- or  1 0-minute  rounds,  in  any  hearing,  my  practice  is  generally  if  you  got  

one  second  left,  you  can  ask  a  question  and  -- but  this  time  I  would  prefer  that  you  kind  of  stick  to  the  1 0  minutes.  

And  I'm  not  very  good  at  gaveling  people  down,  so  take  care  of  my  timidity,  will  you  please?  

Now  again,  before  the  first  1 0  minutes  starts,  I'd  like  to  make  something  clear  just  for  myself.  I  can't  speak  for  my  

colleagues.  And  it  takes  off  on  two  things:  one,  what  you  said  about  you  wanted  to  improve  relationships  with  the  committee  

and  with  Congress.  

I  -- we  welcome  that  very  much  and  that  will  be  very,  very  helpful,  particularly  in  regard  to  our  responsibilities  of  oversight.  

Secondly,  taking  off  on  something  Senator  Schumer  said  and  just  speaking  for  myself,  if  I  use  this  subject  or  that  subject  or  

another  as  at  -- as  a  basis  of  maybe  questioning  what  the  president  or  an  attorney  general  has  done,  I  want  it  clear  that  

that's  not  the  issue  for  me  now.  The  issue  is  whether  or  not  the  Constitution  or  the  laws  have  been  violated  or  whether  the  

Justice  Department  has  acted  in  an  appropriate  way.  

So  now  I  would  start  with  my  questions.  

On  November  the  20th  last  year,  President  Obama  announced  that  he  would  defer  deportation  of  millions  of  individuals  in  

the  country  undocumented.  Not  only  is  this  action  contrary  to  our  laws,  it's  a  dangerous  abuse  of  executive  authority.  

If  you're  confirmed  as  the  next  attorney  general,  before  you  take  office,  you  will  take  a  oath.  You  will  raise  your  right  hand  

and  swear,  quote,  "support  and  defend  the  Constitution  of  the  United  States  and  to  bear  true  and  false  faith  -- true  faith  and  

allegiance  to  the  same,"  end  of  quote.  

Your  duty  as  attorney  general  is  not  to  defend  the  president  and  his  policies.  Your  duty  is  your  oath  to  defend  the  

Constitution.  

So  my  first  question,  with  that  oath  in  mind,  I  ask  you,  do  you  believe  that  the  president  has  the  legal  authority  to  unilaterally  

deford  (ph)  deportations  in  a  blanket  manner  for  millions  of  individuals  in  the  country  illegally  and  grant  them  permits  and  

other  benefits,  regardless  of  what  the  U.S.  Constitution  or  imitation  law  -- immigration  laws  say?  

LYNCH:  

Thank  you  for  the  question,  Senator.  And  you  raise  a  very  important  issue  of  how  we  manage  the  issue  of  undocumented  
11 of 187 7/25/16, 7:21 PM 

immigrants here in our country while still welcoming those who bring such great value to our shores, to our business 
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Certainly  I  was  not  involved  in  the  decisions  that  led  to  the  executive  actions  that  you  reference.  And  I  am  not  aware  of,  at  

this  point,  how  the  Department  of  Homeland  Security  has  set  forth  regulations  to  actually  implement  that.  So  I  can't  

comment  on  the  particulars  of  what  will  happen.  

I  have  had  occasion  to  look  at  the  Office  of  Legal  Counsel  Opinion  through  which  the  Department  of  Homeland  Security  

sought  legal  guidance  there,  as  well  as  some  of  the  letters  from  constitutional  scholars,  who've  looked  at  the  similar  issue.  

And  certainly  it  seems  to  be  a  reasonable  discussion  of  legal  precedent,  the  relevant  statute,  congressional  actions,  along  

with  the  enforcement  discretion  of  the  -- of  the  agency.  

And  I  don't  see  any  reason  to  doubt  the  reasonableness  of  those  views.  I  do  think,  however,  that  the  ultimate  responsibility  

of  the  Department  of  Justice  is  to  always,  when  presented  with  issues  by  the  White  House  or  any  agency,  to  review  those  

issues  carefully,  to  apply  the  relevant  law  and  make  a  determination  as  to  whether  or  not  there's  a  legal  framework  that  

supports  the  requested  action.  

And  I  found  it  interesting,  as  I  was  reading  the  legal  counsel  opinion,  that  some  of  the  proposals  that  were  -- that  were  set  

forth  and  asked  about,  the  Office  of  Legal  Counsel  opined  did  not,  in  fact,  have  a  legal  framework.  And  I  don't  believe  that  

those  were  actually  implemented.  

So  I  do  think  it  is  very  important  that,  as  the  Department  of  Justice,  through  any  of  its  agencies,  be  it  the  Office  of  Legal  

Counsel  or  in  a  direct  conversation  with  the  president  or  any  other  member  of  Cabinet,  always  ensure  that  they  are  operating  

from  a  position  of  whether  or  not  there's  a  legal  framework  that  supports  the  requested  action.  

And  the  advice  provided  must  be  thorough,  it  must  be  objective  and  it  must  be  completely  independent.  

GRASSLEY:  

Let  me  take  off  on  one  word  you  used:  discretion.  And  I  presume  that  may  have  applied  to  prosecutorial  discretion  that  was  

part  of  the  president's  rationale.  

If  this  is  lawfully  exercised  on  an  individual  basis,  depending  on  the  facts  of  a  specific  case,  it  is,  in  fact,  case  by  case.  So  

this  is  not  so  much  a  philosophical  question  as  a  practical  thing.  

What  it  doesn't  allow  anybody  to  do  is  tell  whole  categories  of  people  that  the  law  won't  apply  to  them  going  forward.  No  

one  seriously  disputes  these  broad  principles.  Even  the  Office  of  Legal  Counsel  Opinion  on  the  president's  executive  action  

accepts  them.  

So  let  me  ask  you  this.  

What  are  the  outer  limits  of  the  doctrine  of  prosecutorial  discretion?  

And  why  don't  the  president's  actions  exceed  those  boundaries  when  we're  talking  about  millions  of  people?  

How  does  this  action  realistically  allow  for  a  case-by-case  exercise  of  discretion?  

LYNCH:  

Senator,  as  I  reviewed  the  opinion  and  looked  at  the  issues  presented  therein,  from  the  perspective  of  my  career  as  a  

prosecutor  and  as  a  United  States  attorney  and  applying  those  principles  of  the  exercise  of  discretion,  I  viewed  it  as  a  way  in  
12 of 187  7/25/16, 7:21 PM  which  the  Department  of  Homeland  Security  was  seeking  legal  guidance  on  the  most  effective  way  to  prioritize  the  removal  

of  large  numbers  of  individual  -- individuals,  given  that  their  resources  would  not  permit  removal  of  everyone  who  fell  within  
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And  that  certainly  was  the  framework  from  which  I  viewed  that.  In  looking  at  it  from  that  perspective,  the  Department  of  

Homeland  Security's  request  and  suggestion  that  they,  in  fact,  prioritize  the  removal  of  the  most  dangerous  of  the  

undocumented  immigrants  among  us,  those  who  have  criminal  records,  those  who  are  involved  in  national  security  and  

terrorism,  those  who  are  involved  in  gang  activity,  violent  crime,  along  with,  I  believe,  people  who  have  recently  entered  and  

could  pose  a  threat  to  our  system,  seem  to  be  a  reasonable  way  to  marshal  limited  resources  to  deal  with  the  problem.  

As  a  prosecutor,  however,  I've  had  experience  obviously  in  doing  similar  things,  in  finding  the  best  way  to  attack  a  serious  

problem  with  limited  resources.  

But  as  a  prosecutor,  I  always  want  the  ability  to  still  take  some  sort  of  action  against  those  who  may  not  be  in  my  initial  

category  as  the  most  serious  threat.  And  I  didn't  see  anything  in  the  opinion  that  prevented  action  being  taken  from  

individuals  who  might  otherwise  qualify  for  the  deferral.  

Again,  I'm  not  aware  of  how  the  department  will  actually  go  forward  and  implement  by  regulation  this  matter.  I  haven't  had  

the  occasion  to  study  that.  And  I  don't  know  if,  in  fact,  if  those  are  out.  

Certainly,  if  I'm  confirmed  as  attorney  general,  I  look  forward  to  learning  more  about  that  process  and  making  sure  that  we're  

using  all  of  our  resources  to  protect  the  American  people,  particularly  against  the  dangerous  offenders  who  rightfully  stand  

at  the  top  of  the  removal  list.  

GRASSLEY:  

Yes.  Well,  I  think  you're  telling  me  that  you  can  do  it  for  a  few  thousand  or  a  few  tens  of  thousands  of  people,  that  maybe  

have  committed  a  crime  or  something,  but  it  seems  to  me  to  be  common  sense  would  dictate  that  it's  -- that  it's  impossible  

to  do  prosecutorial  discretion  the  way  it's  traditionally  been  done  on  an  individual  basis  for  the  millions  that  are  left  over.  

GRASSLEY:  

Let's  move  on.  I'd  like  to  move  away  from  the  president's  refusal  to  enforce  the  law  and  talk  a  little  bit  about  this  

administration's  failure  to  apply  the  law  in  an  even-handed  way.  

According  to  the  -- this  goes  to  the  IRS  -- according  to  the  Treasury  Department  inspector  general  -- now,  that's  not  me,  the  

inspector  general  -- the  IRS  used  inappropriate  criteria  to  deny  tax- exempt  status  to  predominantly  conservative  

organizations,  ask  unnecessary  questions  and  lastly,  slowed  approval  of  their  application.  

Initially,  President  Obama  remarked  that  any  IRS  actions  to  -- to  target  conservatives  would  be,  quote  unquote,  

"outrageous."  Then  last  February,  the  president  said  there  wasn't,  quote,  "even  a  smidgen  of  corruption  in  what  occurred  at  

the  IRS  -- a  smidgen  of  corruption,"  unquote.  

Yet  a  few  months  later,  in  June,  the  director  of  the  FBI,  Director  Comey,  testified  before  the  House  Judiciary  Committee  that  

there  was  a,  quote,  "very  active,"  unquote,  ongoing  criminal  investigation  into  the  matter.  

So  this  brings  me  to  these  questions.  I'd  like  to  know  how  to  reconcile  these  two  statements.  

If  what  the  president  said  was  accurate,  then  why  in  the  world  would  the  FBI  be  conducting  an  ongoing  criminal  

investigation?  A  rhetorical  question:  Would  the  investigation  be  just  for  show?  

I'd  like  -- I'm  going  to  take  the  director  at  his  word.  So  if  there  is  an  ongoing  criminal  investigation  at  the  FBI,  then  how  could  

of 187  be  appropriate  for  the  president  to  reach  the  conclusion  about  the  facts  before  Director  Comey?  it13be  possible  -- 7/25/16, 7:21 PM  

LYNCH:  
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And  let  me  state  at  the  outset  that  with  regards  to  the  actions  of  any  of  the  agencies  of  our  government,  there  is  certainly  no  

place  for  bias  or  favoritism  or  anything  other  than  the  even-handed  application  of  the  relevant  laws  and  regulations.  And  

certainly,  that  has  always  been  my  goal  as  a  prosecutor  and  would  be  my  continued  goal  should  I  be  confirmed.  

With  the  respect  to  the  IRS  investigation,  I  am  generally  aware  that  there  is  an  investigation  going  on,  but  it's  not  a  matter  

that  is  either  being  conducted  by  my  office  or  that  I've  been  briefed  on  as  United  States  attorney.  So  I'm  not  able  to  

comment  on  the  status  now  except  to  state  that  I...  

GRASSLEY:  

Based  on  what  you  just  said  then,  I  can  shorten  this  up  by  asking  you  this  question.  

You  spent  a  career  in  law  enforcement.  When  would  it  ever  be  appropriate  for  any  president  to  know  the  results  of  a  criminal  

investigation  and  then  comment  on  it  publicly  while  the  investigation  is  still  ongoing?  

LYNCH:  

Senator,  it  -- with  respect  to  this  investigation  or  any  other,  I'm  not  aware  of  the  context  or  the  basis  for  the  president's  

remarks,  so  I'm  not  able  to  determine  whether  or  not  they  were,  in  fact,  done  after  any  evaluation  of  the  investigation  or  

whether  they  were  a  matter  of  opinion.  So  I'm  not  able  to  comment  on  that  specific  remark.  

Certainly,  as  part  of  the  Department  of  Justice  exercise  of  its  powers,  whether  at  the  U.S.  attorney  level  or  here  in  

Washington,  investigations  are  handled  independently  and  without  provision  of  materials  or  information  about  them  before  

their  conclusions  to  others  in  the  executive  branch  or  other  agencies.  

GRASSLEY:  

Senator  Leahy,  thank  you  very  much.  

LEAHY:  

Thank  you,  Mr.  Chairman.  

I've  been  fortunate  that  my  native  state  of  Vermont  has  allowed  me  to  serve  here  for  four  decades.  

I've  listened  in  several  different  committees  I've  been  on  to  a  lot  of  statements  by  nominees.  I  cannot  think  of  one  that  is  so  

moving  as  your  statement,  and  I  -- and  I  intend  to  make  sure  I  have  -- send  copies  to  all  members...  

(AUDIO  GAP)  

LYNCH:  

Yes.  Thank  you,  Senator.  

I  think  you've  raised  one  of  the  most  important  issues  facing  our  country  today,  which  is  the  need  to  resolve  the  tensions  

that  appear  to  be  discussed  and  appear  to  be  rising  between  law  enforcement  and  the  communities  that  we  serve.  

In  my  experience  as  a  prosecutor  and  United  States  attorney,  these  tensions  are  best  dealt  with  by  having  discussions  

between  all  parties  so  that  everyone  feels  that  their  voice  has  been  heard.  

With  respect  to  our  brave  law  enforcement  officers,  we  ask  so  much  of  them.  We  ask  them  to  keep  us  safe.  We  ask  them  to  

protect  us  literally  from  ourselves,  and  we  ask  them  to  do  it  often  without  the  resources  that  they  need  to  be  safe  and  secure  

themselves.  Yet  they  still  stand  up  every  day  and  risk  their  lives  for  us.  

14 of 187  7/25/16, 7:21 PM  

Many  of  our  community  residents,  because  of  a  host  of  factors,  feel  disconnected  from  government  in  general  today,  and  
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What  I  have  found  most  effective  is  getting  people  together  and  simply  listening  to  their  concerns,  being  open,  helping  them  

see  that,  in  fact,  we  are  all  in  this  together  and  that  the  concerns  of  law  enforcement,  a  safe  society,  a  free  society  are  the  

exact  same  concerns  of  every  resident  of  every  community  there.  

LEAHY:  

And  would  you  agree  that  that's  something  that  has  to  be  considered  by  not  only  federal  law  enforcement  but  by  state  and  

local  law  enforcement  and  that  the  federal  government  can  help  the  state  and  local  law  enforcement  in  that  respect?  

LYNCH:  

Absolutely,  Senator.  

One  of  the  most  important  roles  that  the  Department  of  Justice  plays  is  not  necessarily  its  most  visible  role,  but  it  is  the  

support  that  we  provide  to  state  and  local  law  enforcement  partners  through  our  grant  program  and  through  our  training  

program.  We  try  our  best  to  provide  them  with  the  resources  that  they  need  to  carry  out  their  jobs  safely  and  effectively.  

LEAHY:  

We  all  know  that  no  prosecutor's  office  has  the  resources  to  prosecute  every  single  crime  before  it,  and  you  have  to  decide  

which  ones  have  priority.  

Let  me  take  -- let  me  talk  about  one.  

In  state  court,  there  was  a  case  where  a  child  rapist  received  two  years.  You  obviously  disagreed  with  that,  you  brought  

federal  charges,  and  I  think  Bill  O'Riley  on  -- on  Fox  called  you  a  hero  and  said,  quote,  "You  should  be  respected  by  all  

Americans  for  standing  up  to  gross  injustice,"  and  I  agree  -- I  agree  with  Bill  O'Riley  on  that.  

How  do  you  make  -- well,  let  me  back  up.  More  and  more,  the  Justice  Department's  budget,  as  I  said  earlier,  is  going  now  

into  our  federal  prison  system,  so  you  have  limited  resources.  

How  do  you  make  these  kind  of  judgments?  How  do  you  determine  which  cases  are  the  important  ones  you  have  to  go  and  

-- also  the  very  difficult  thing,  realizing  if  you  go  after  certain  cases,  it  means  you  don't  have  the  resources  to  go  after  others.  

LYNCH:  

Certainly,  Senator.  

One  of  the  privileges  of  being  the  U.S.  attorney  for  the  Eastern  District  of  New  York  has  been  the  ability  to  work  with  so  

many  of  my  United  States  attorney  colleagues  across  the  country.  

All  of  us  engage  in  this  process  every  day,  and  we  start  with  a  full  and  frank  evaluation  with  our  law  enforcement  partners  of  

the  crime  issues  facing  our  particular  districts.  We  try  and  determine  what  are  the  greatest  threats  to  the  people  that  we  

have  sworn  to  serve.  And  that  is  what  I  do  in  the  Eastern  District  of  New  York  every  day.  

We  then  look  at  our  resources  and  set  priorities  and  goals  to  achieve  the  safest  communities  that  we  can.  

But  Senator,  we  do  have  to  always  -- always  maintain  the  flexibility  to  look  at  specific  cases,  such  as  the  Goodman  case,  

and  determine  if  a  federal  interest  exists  and  if,  in  fact,  a  victim  has  not  been  protected  and  has  not  been  heard  and  use  

federal  resources  there  as  well.  

LEAHY:  
15 of 187 7/25/16, 7:21 PMWell, let me -- let me go into one that takes resources, but we've had some people say that, actually, again, terrorists, lock 

them up in Guantanamo, even though we know what that has cost American people, both in respect abroad and in dollars. 

Document ID: 0.7.10663.10277-000001 

http://www.cq.com/docag/H4sIAAAAAAAAAEvO


                  

                    


         





                     


                     


        


                   





                     


  


                     


                 


                 





                     


                    


                     


    





                        


                    


               


          





   





  





  





                       


                     





                    


                 


                     


       

    


     


  

uCQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvODocument Aggregation z0svSi0uzs...You  successf  lly  prosecuted  a  number  of  terrorism  cases  in  the  Eastern  District  of  New  York,  cases  against  individuals  that  

you  said  plotting  against  John  F.  Kennedy  Airport,  Federal  Reserve  Bank  and  so  on.  Just  this  month,  you  charged  two  Al  

Qaida  members  for  attacking  American  troops  in  Afghanistan  and  Iraq.  

LEAHY:  

I've  been  impressed  not  only  in  your  district  but  other  parts  of  the  country  who  have  actually  brought  these  terrorists  to  trial  

in  our  federal  courts.  We've  shown  the  rest  of  the  world  we  can  do  it.  There's  been  convictions  of  some,  Bin  Laden's  

son-in-law  being  one.  And  then  they've  been  locked  up.  

Now,  do  you  find  the  criminal  justice  system  -- I  think  I  know  your  answer  -- an  important  counter  (inaudible).  

LYNCH:  

Senator,  it  is  certainly  an  important  counterterrorism  tool  in  the  arsenal  of  tools  that  we  have  to  deal  with  this  ever- growing  

and  ever-evolving  threat.  

Let  me  say  at  the  outset,  my  view  is  that  if  terrorists  threaten  American  citizens  here  or  abroad,  they  will  face  American  

justice.  We  work  with  our  counterparts  throughout  the  executive  branch  to  determine  based  on  every  case  the  most  

appropriate  venue  for  bringing  terrorists  to  justice,  as  our  primary  goal  is  to  incapacitate  them  and  prevent  further  

destruction.  

Certainly,  within  my  own  career  as  U.S.  attorney,  when  cases  -- when  the  decision  has  been  made  that  the  case  should  be  

handled  by  a  U.S.  attorney's  office,  we  proceed  in  that  fashion.  We  also  work  closely,  however,  with  the  Office  of  Military  

Commissions  and  consult  with  them  and  share  information  to  make  those  decisions  as  to  how  -- what  is,  in  fact,  the  best  

way  to  manage  every  case.  

LEAHY:  

The  -- and  then,  as  these  cases  come  to  you,  I  want  to  ask  you  a  question  I  asked  each  of  the  recent  attorney  general  

nominees.  And  I  say  this  because  of  I  think  of  the  tremendous  effort  of  the  senator  from  California,  Senator  Feinstein,  who's  

sitting  here,  her  tremendous  efforts  to  confront  acts  of  torture  carried  out  in  our  country's  name.  

Do  you  agree  that  waterboarding  is  torture  and  that  it's  illegal?  

LYNCH:  

Waterboarding  is  torture,  Senator.  

LEAHY:  

And  thus  illegal?  

LYNCH:  

And  thus  illegal.  

LEAHY:  

Thank  you.  And  I  know  you're  gonna  be  asked  a  lot  about  immigration.  Well,  it's  -- it  makes  me  think  we  should  be  focusing  

on  your  qualifications  for  this  job.  It  might  even  -- asking  those  questions  might  speak  also  to  some  of  the  qualifications  of  

Congress.  

We  worked  for  months  in  this  committee,  night  and  day,  hundreds  of  hours,  hearings,  markups,  debate,  and  we  passed  by  a  

strong  bipartisan  majority  an  immigration  bill  that  referenced  so  many  of  these  things  that  we  now  hear  discussed.  

In  my  opinion,  there  were  votes  enough  to  pass  it  in  the  House  of  Representatives,  but  their  leadership  decided  not  to  bring  

it  up.  I  think  that  was  a  mistake.16 of 187 7/25/16, 7:21 PM 
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e cCQ.com Document Aggregation http://www.cq.com/docag/H4sIAAAAAAAAAEvOSo now we- deal with th question of executive action. You didn't write the exe utive action. You weren't consultedz0svSi0uzs...about  it,  

were  you?  

LYNCH:  

No,  I  was  not  aware  of  it  until  it  was  rendered.  

LEAHY:  

And  would  you  say  if  you've  got  millions  of  people  in  this  country  who  may  not  be  in  a  valid  or  legal  status,  it  would  perhaps  

strain  our  resources  to  think  about  how  we  would  deport  1 0  million  to  1 2  million  people.  Would  that  be  a  fair  statement?  

LYNCH:  

I  believe  that  statement  is  fair,  sir.  

LEAHY:  

Thank  you.  

Thank  you,  Mr.  Chairman.  

GRASSLEY:  

Senator  Hatch  is  the  next  one.  But  I  wanted  to  inform  all  the  committee  members  that  since  everybody  on  the  committee  

was  here  at  the  fall  of  the  gavel,  it  will  be  done  on  a  seniority  basis  as  opposed  to  first  come,  first  serve  basis.  

Senator  Hatch  is  next.  

HATCH:  

Well,  thank  you,  Mr.  Chairman.  I  appreciate  it.  

Ms.  Lynch,  welcome  to  the  Judiciary  Committee.  

LYNCH:  

Thank  you.  

HATCH:  

Appreciate  the  service  you've  given  in  this  country.  I'm  impressed  with  your  qualifications,  and  I  hope  I  can  support  your  

nomination.  It's  important  to  hear  what  you  understand  your  role  and  duty  will  be.  

Do  you  agree  that  when  the  constitutionality  of  a  law  is  challenged  the  attorney  general  has  a  duty  to  defend  that  law  if  

reasonable  arguments  can  be  made?  

LYNCH:  

Senator,  I  believe  that  one  of  the  first  and  foremost  duties  of  the  Department  of  Justice  is  to  defend  the  law  as  it's  passed  by  

this  body.  

HATCH:  

OK.  Now,  I'd  like  you  to  answer  these  questions.  I'm  trying  to  get  through  a  number  of  them.  I  think  you  can  answer  most  of  

them  yes  or  no,  if  you  can.  

If  you  are  confirmed  will  you  commit  to  enforce  and  defend  the  laws  and  the  Constitution  of  the  United  States  regardless  of  

your  personal  and  philosophical  views  on  them  -- on  any  matter?  

LYNCH:  

Absolutely,  sir.  

HATCH:17 of 187 7/25/16, 7:21 PM 

Thank you. I'm glad you said that. Attorney General Holder answered that same question in the same way. 
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t aCQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvODocument Aggregation z0svSi0uzs...The  Justice  Depar  ment  h  d  made  reasonable  arguments  that  the  Defense  of  Marriage  Act  is  constitutional,  but  then  the  

attorney  general  chose  to  stop  making  those  arguments  because  of  his  personal  views.  And  by  breaking  his  promise,  he  

cast  doubt  about  others  who  make  the  same  commitment  as  you  did  today.  

Now,  I  don't  doubt  your  sincerity.  We've  met  together,  and  I  have  a  high  opinion  of  you.  But  is  there  any  more  assurance  that  

you  can  give  us  on  something  like  that?  

LYNCH:  

Senator,  it's  my  view  that  when  it  comes  to  the  position  of  the  attorney  general  and  the  role  of  the  Department  of  Justice  in  

defending  the  statutes  as  passed  by  this  Congress,  the  issue  is  not  my  personal  view  or  any  issue  of  bias  or  policy  even,  but  

it  is  the  duty  and  responsibility  of  the  Department  of  Justice  to  defend  those  statutes.  

Certainly,  as  we've  seen,  there  may  be  rare  instances  where,  and  again  I  was  not  involved  in  those  -- in  that  analysis,  but  

there  may  be  certain  circumstances  where  careful  legal  analysis  raises  constitutional  issues...  

HATCH:  

But  that  would  be  rare.  

LYNCH:  

...  but  I  anticipate  those  would  be  few  and  far  between.  I  also  think  should  we  reach  that  point,  if  there  is  a  matter,  it's  a  

matter  that  I  would  prefer  to  have  discussion  about.  

HATCH:  

OK.  I  appreciate  that  answer.  

I'm  concerned  that  the  administration  has  exceeded  its  lawful  authority  in  several  ways  in  an  effort  to  avoid  working  with  us  

up  here  in  Congress  -- now,  I  understand  why  they  might  not  want  to  work  with  Congress  from  time  to  time,  but  

unfortunately  the  Constitution  requires  us  to  work  together  -- and  that  the  Justice  Department  has  actually  facilitated  this  

pattern  of  behavior,  some  people  believe.  

The  department  has  done  so  in  a  number  of  ways,  in  exceeding  and  even  contravening  lawful  authority  in  the  programs  it  

helps  administer,  such  as  with  the  latest  executive  actions  on  immigration,  in  purporting  to  provide  legal  justification  for  

other  agencies  to  ignore  the  law,  as  apparently  occurred  with  the  transfer  of  Taliban  terrorists  out  of  Guantanamo  without  

notifying  Congress,  which  is  an  obligation,  and  in  taking  some  extreme  litigation  positions,  which  by  my  count,  the  Supreme  

Court  has  unanimously  rebuked  a  record  20  times.  

Now,  given  these  disturbing  pattern,  how  can  you  assure  us  that  you'll  be  independent,  that  you'll  say  no  to  the  White  

House  or  other  executive  branch  agencies  when  they  wish  to  act  beyond  the  law  as  it's  written?  

LYNCH:  

Senator,  I  think  one  of  the  most  important  functions  of  the  Department  of  Justice  is  to  provide  a  legal  framework,  if  it  exists,  

when  questions  are  raised.  

HATCH:  

Right.  

LYNCH:  

But  consistent  with  that,  every  good  lawyer  knows  you  must  also  provide  the  information  that  indicates  that  the  legal  

framework  may  not  exist  for  certain  actions  that  someone  may  want  to  take.  Every  lawyer  has  to  be  independent.  The  

attorney  general  even  more  so.  And  I  pledge  to  you  that  I  -- that  I  -- I  take  that  independence  very  seriously.  
18 of 187 7/25/16, 7:21 PM 
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Document Aggregation  z0svSi0uzs...  Well,CQ.comyou- did  that  in  my  office,  and  I  appreciate  that  because  I  think  you'll  behttp://www.cq.com/docag/H4sIAAAAAAAAAEvOa  great  attorney  general  if  you'll  -- if  you'll  do  

that.  

Last  August  you  gave  a  speech  in  Switzerland  in  which  you  praised  Attorney  General  Holder's  initiative  to  limit  mandatory  

minimum  sentences  only  to  some  of  the  criminals  who  Congress  said  should  receive  them.  But  prosecutors,  including  even  

the  attorney  general,  do  not  have  authority  to  decide  that  entire  categories  of  defendants  will  not  receive  a  sentence  that  the  

Congress  has  mandated.  

Isn't  that  another  example  of  using  prosecutorial  discretion  to  really,  in  effect,  change  the  law  without  Congress?  

LYNCH:  

Senator,  with  respect  to  the  material  that  you're  referring  to  when  I  did  give  that  speech,  I  was  referring  to  the  department's  

Smart  on  Crime  initiative,  which  seeks  to  manage  another  intractable  problem  of  the  large  number  of  narcotics  defendants  

and  the  limited  resources  that  we  have  to  handle  those  defendants  and  prosecute  them.  

HATCH:  

I  want  to  help  you  with  that.  

LYNCH:  

Sir?  

HATCH:  

I  want  to  help  you  with  that.  

LYNCH:  

Yes.  And  prosecute  them  effectively.  

In  fact,  in  my  own  experience,  both  as  an  assistant  United  States  attorney  and  United  States  attorney,  we've  had  to  deal  

with  similar  issues  in  the  Eastern  District  of  New  York.  We've  had  tremendous  issues  with  narcotics  importations  over  the  

years.  And  we  have  had  to  work  out  ways  of  resolving  those  cases.  

Many  of  them  go  to  trial,  but  we  also  have  had  to  prioritize  the  cases  that  we  will  seek  mandatory  minimums  for  and  those  

which  will  we  seek  guidelines  sentences  for.  

But,  importantly,  with  respect  to  the  Smart  on  Crime  initiative,  as  pushed  out  and  has  been  implemented  in  the  field,  every  

prosecutor,  from  the  United  States  attorney  on  down  to  line  assistants,  are  encouraged  to  still  consider  cases  that  might  fall  

into  a  category  where  initially  you  would  not  seek  a  mandatory  minimum,  but  consider  whether  they  would  be  appropriate.  

And  those  cases  have  occurred,  and  they  will  continue  to  occur.  

HATCH:  

OK.  I  understand.  

As  currently  written,  the  Electronic  Communications  Privacy  Act.  or  ECPA,  requires  only  a  subpoena  for  law  enforcement  to  

access  e-mail  that  has  been  opened,  even  though  a  search  warrant  would  be  required  for  a  printout  of  the  same  

communication  sitting  on  a  desk.  To  make  matters  more  complicated,  ECPA  is  silent  on  the  privacy  standard  for  accessing  

data  stored  abroad.  Without  an  actual  legal  framework  in  place,  this  puts  the  privacy  of  American  citizens  at  risk  for  intrusion  

by  foreign  governments.  

In  the  coming  days,  I  intend  to  reintroduce  the  LEADS  Act,  which  will  promote  international  comity  and  law  enforcement  

cooperation.  
19 of 187  7/25/16, 7:21 PM  

Will  you  commit  to  working  with  me  on  this  important  subject,  because  it's  important  we  solve  these  problems?  
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Senator,  the  subject  of  electronic  privacy  is  central  to  so  many  of  our  freedoms.  And  as  you  point  out,  in  an  era  of  ever-

changing  technology,  we  have  to  be  vigilant  to  make  sure  that  we  are  not  only  providing  law  enforcement  the  tools  it  needs,  

but  protecting  our  citizens'  privacy.  And  I  certainly  commit  to  you  to  working  with  you  on  this  important  legislation  and  all  the  

issues  that  will  flow  from  it.  

HATCH:  

Well,  thank  you  so  much.  

Trade  secrets  are  among  the  most  valuable  assets  for  American  companies  and  currently  are  protected  under  federal  

criminal  law  by  the  Economic  Espionage  Act  and  by  an  array  of  state  civil  laws.  Unlike  other  forms  of  intellectual  property,  

however,  there's  no  federal  civil  remedy  for  trade  secret  owners.  I  will  reintroduce  the  Defend  Trade  Secrets  Act  in  the  

coming  days  with  Senator  Coons  to  provide  an  efficient  federal  remedy  for  trade  secret  owners.  

Do  you  agree  that  trade  secret  owners  should  have  the  same  access  to  a  federal  remedy  as  owners  of  other  forms  of  

intellectual  property?  

LYNCH:  

Senator,  I  think  that  the  issue  of  trade  secrets,  again,  particularly  as  American  technology  becomes  ever  more  complex  and  

becomes  ever  more  a  target  from  those  both  in  the  U.S.  and  without  who  would  seek  to  steal  it,  is  an  increasingly  important  

issue  and  I  look  forward  to  working  with  you  to  consider  that  statute.  

I'm  not  familiar  with  the  provision  that  you  raised,  but  it  certainly  touches  on  an  important  issue  of  making  sure  that  our  

companies  and  their  technology  are  protected.  

HATCH:  

Well,  thank  you  so  much.  I  am  today  introducing  legislation  to  help  victims  of  child  pornography  receive  the  restitution  that  

Congress  has  already  said  they  deserve.  The  Supreme  Court  said  last  year  that  the  current  restriction  statute  enacted  more  

than  20  years  ago  does  not  work  for  child  pornography  victims  and  this  legislation  will  change  that.  

I  am  joined  by  more  than  30  senators  on  both  sides  of  the  aisle,  including  1 4  on  this  committee.  

Do  I  have  your  commitment  that  under  your  leadership  the  Justice  Department  will  aggressively  prosecute  child  

pornography  and  use  tools  like  this  legislation  to  help  victims  get  the  restitution  they  need  to  put  their  lives  back  together?  

LYNCH:  

Senator,  throughout  my  career,  I  have  -- I  have  expressed  a  commitment  to  prosecuting  those  who  would  seek  to  harm  our  

children,  be  it  through  child  pornography  or  the  actual  abuse  of  children,  which  often  go  hand  in  hand.  

You  certainly  raise  important  issues  about  how  can  we  make  these  victims  whole  and  I  look  forward  to  working  with  you  and  

the  members  of  this  committee  in  reviewing  that  legislation  as  well.  

(CROSSTALK)  

HATCH:  

Thank  you  so  much.  Now  I  recently  led  a  powerful  -- read  a  powerful  book,  read  it  in  one  day.  It's  titled  "License  to  Lie:  

Uncovering  Corruption  in  the  Department  of  Justice."  

The  author  writes  about  many  things,  including  the  debacle  that  occurred  in  the  misguided  prosecution  of  Senator  Ted  

Stevens,  which  I  thought  was  out-of-this-world  bad.  I  was  one  of  the  people  who  testified  as  to  his  character  and  he  was  a  
20 of 187  7/25/16, 7:21 PM  

person  of  great  character.  And  as  you  know,  he  lost  the  Senate  race  because  of  this  type  of  prosecution.  
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CQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvO  Document Aggregation  z0svSi0uzs...  I  know  that  case.  Ted  Stevens  was  a  dear  friend  of  mine  and  I  testified  on  his  behalf,  as  I  said.  Only  after  he  was  convicted  

did  we  learn  that  the  Justice  Department  prosecutors  intentionally  hid  exculpatory  evidence  that  could  have  helped  his  case.  

Now  there  were  not  -- these  were  not  mistakes.  They  were  corrupt  acts  that  violated  every  prosecutor's  duty  under  the  

Brady  v.  Maryland  decision  to  turn  over  exculpatory  evidence  so  that  the  trial  will  be  fair.  

Now  I  recommend  that  you  read  this  book  because  if  you're  -- if  you  -- if  even  half  of  it  is  true  and  I  believe  it  is  true,  you  

have  a  lot  of  work  to  do  to  clean  up  the  -- that  department.  

Will  you  consider  doing  that  for  me?  

LYNCH:  

Thank  you,  sir,  I  will.  

HATCH:  

I  appreciate  it.  

Thanks,  Mr.  Chairman.  

GRASSLEY:  

Yes.  

Before  I  call  on  Senator  Feinstein,  I'm  going  to  ask  just  as  soon  as  the  Finance  Committee  convenes,  I'm  going  to  offer  an  

amendment.  So  I  would  ask  the  most  senior  Republican  to  watch  the  time  and  call  on  the  next  person  in  seniority  order.  

Senator  Feinstein?  

FEINSTEIN:  

Thank  you  very  much,  Mr.  Chairman.  

Ms.  Lynch,  I  sat  through  six  opening  statements  by  potential  attorneys  general  and  I  just  want  to  tell  you  yours  was  the  best.  

LYNCH:  

Thank  you.  

FEINSTEIN:  

I  see  the  combination  of  steel  and  velvet.  I  see  your  effectiveness  before  a  jury.  I  see  your  love  for  the  Constitution  and  I  see  

the  determination  which  is  in  your  heart  and  I  think  your  being.  And  it's  very,  very  impressive.  

So  I  want  to  thank  you  for  really  30  years  of  service...  

(CROSSTALK)  

LYNCH:  

Thank  you,  Senator.  

FEINSTEIN:  

...  and  I  hope  it  will  be  a  lot  longer.  

Mr.  Chairman,  I'd  like  to  place  in  the  record  Los  Angeles  Police  Department's  Chief's  Charlie  Beckett's  written  testimony  on  

the  subject  of  the  president's  executive  action  on  immigration.  

GRASSLEY:  
21 of 187  7/25/16, 7:21 PM  

Without  objection,  so  ordered.  
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Thank  you  very  much.  

Ms.  Lynch,  I'm  going  to  ask  you  three  questions.  The  first  is  on  expiring  provisions  of  the  Foreign  Intelligence  Surveillance  

Act,  which  will  come  to  this  committee  before  June  of  this  year  and  also  before  the  Intelligence  Committee,  on  which  I  serve.  

A  question  about  Office  of  Legal  Counsel  Opinions  and  a  question  on  the  State  Secrets  Act.  

Let  me  begin  with  FISA.  The  three  provisions  that  are  going  to  expire  on  June  1 are  first  the  roving  wiretap  authority.  This  

provision  enables  the  government  to  maintain  surveillance  on  a  target  when  he  or  she  switches  phone  numbers  or  e-mail  

addresses  without  seeking  a  new  court  order.  

The  second  is  the  lone  wolf  authority,  which  enables  the  government  to  conduct  surveillance  of  a  non-United  States  person  

engaged  in  international  terrorism  without  demonstrating  that  they  are  affiliated  with  a  particular  international  terrorist  group,  

such  as  ISIS  or  Al  Qaeda.  

And  the  third  is  the  business  records  authority,  which  carries  with  it  Section  215  of  the  National  Security  Administration.  This  

enables  the  government  to  obtain  a  court  order  directing  the  production  of,  quote,  "any  tangible  thing,"  end  quote,  that's  

relevant  to  an  authorized  national  security  investigation.  

Can  you  describe  for  us  the  importance  of  these  three  provisions  and  what  would  be  the  operational  impact  if  the  three  were  

allowed  to  sunset  in  June?  

LYNCH:  

Thank  you,  Senator.  You  certainly  raise  important  issues  about  the  need  to  have  a  full  panoply  of  investigative  tools  and  

techniques  to  deal  with  the  ever-evolving  threat  that  terrorism  presents  against  us.  

With  respect  to  the  provisions  that  you  refer  to,  I  think  it's  -- I  have  always  found  it  most  interesting  that  the  roving  wiretap  

provision  is  actually  a  provision  that  was  incorporated  into  the  FISA  statute  after  being  utilized  extensively  for  several  years  

in  narcotics  prosecutions.  It  was  one  with  which  I  was  familiar  as  a  young  prosecutor  as  many  of  my  colleagues  across  the  

country  were  as  well.  

And  the  ability  to  describe  to  a  court  the  nature  of  the  offense,  the  nature  of  the  activity  and  the  use  of  attempts  to  shield  

one's  self  from  electronic  surveillance,  which  is  part  of  what  must  be  set  forth  in  the  application,  have  been  invaluable  tools.  

Of  particular  importance  is  the  fact  that  all  of  this  must  go  to  a  court  -- obviously  in  the  narcotics  area  it  was  an  Article  3  

court;  in  the  FISA  area,  it  goes  to  the  FISA  court  -- but  there  is  judicial  review  for  this  and  it  has  been  an  important  part  of  the  

techniques  we  have  used  in  the  war  on  terror,  as  have  the  other  two  provisions  that  you  mentioned.  

I  do  think,  however,  that,  with  respect  to  FISA,  there's  always  the  ability,  there's  always  the  need  to  make  sure  that  we  are  

current  not  just  with  technology  but  with  the  most  effective  way  to  protect  privacy  as  we  go  forward  in  this  important  act.  I  

know  that's  something  that  you  have  spent  a  great  deal  of  time  on  as  well  as  many  of  your  colleagues  on  this  committee  as  

well  as  on  the  Intelligence  Committee.  And  I  look  forward  to  continuing  those  discussions  with  you  should  I  be  confirmed.  

With  respect  to  the  lone  wolf  provision,  again,  I  think  we  have  to  obviously  examine  it  carefully.  Recent  events,  however,  

have  underscored  the  importance  of  this  as  an  issue  in  the  war  on  terror.  And  so  I  would  hope  that  we  could  move  forward  

with  any  proposed  changes  to  FISA  with  a  full  and  complete  understanding  of  the  risks  that  are  -- that  we  are  still  facing.  

And  if  any  changes  need  to  be  made,  again,  after  full  and  fair  consideration  with  this  committee,  with  the  Intelligence7/25/16, 7:21 PM  22 of 187  

Committee  and  the  discussions  that  we  need  to  have,  making  sure  that  we  can  still  provide  law  enforcement  with  the  tools  
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Similarly  with  Section  21 5,  I  believe  that  the  court  order  provision  in  there  is  an  effective  check  and  certainly  a  necessary  

check  as  we  gather  data  from  all  types  of  sources.  

As  I've  always  said,  I'm  certainly  open  to  discussions  about  how  they  can  be  best  modified  if  we  need  to  modify  them  

consistent  with  the  goals  of  protecting  the  American  people.  

And  I  commit  to  you,  Senator,  and  indeed  to  all  of  this  committee  that  I  will  always  listen  to  all  those  concerns,  be  it  about  

the  FISA  statute  or  any  of  the  techniques  we  are  using  in  the  war  on  terror.  

FEINSTEIN:  

Thank  you  very  much.  

As  a  member  of  both  Judiciary  and  Intelligence,  we  have  on  both  committees  sought  access  to  Office  of  Legal  Counsel  

opinions,  called  OLC  opinions.  And  these  opinions  often  represent  the  best  and  most  comprehensive  expression  of  the  legal  

basis  for  intelligence  activities  Congress  is  actually  charged  with  overseeing.  

So  without  these  opinions,  you  don't  really  know  the  legal  basis  upon  which  an  administration  has  made  -- has  based  

certain  activities.  And  it's  been  very  frustrating  to  us.  

In  particular,  executive  branch  officials  have  previously  advised  the  committee  of  the  existence  of  a  seminal  OLC  opinion  

written  by  Ted  Olson  decades  ago  governing  the  conduct  of  collection  activities  under  Executive  Order  1 2333.  

My  question  is,  could  we  have  your  commitment  that  you  will  make  a  copy  of  this  OLC  opinion  available  to  members  of  both  

the  Intelligence  and  the  Judiciary  Committee?  Probably  your  first  tough  question.  

LYNCH:  

Senator,  I  think  that  with  respect  to  the  OLC  opinions,  you  are  correct.  They  do  represent  a  discussion,  an  analysis  of  legal  

issues  on  a  wide  variety  of  subjects  when  a  variety  of  agencies  come  to  the  department  for  that  -- that  independent  advice  

that  we  must  provide  them.  

Certainly,  I'm  not  aware  of  the  discussions  that  have  been  had  about  this  previous  opinion  in  terms  of  providing  it.  Certainly,  

I  will  commit  to  you  to  work  with  this  committee,  as  well  as  the  Intelligence  Committee,  to  find  a  way  to  provide  the  

information  that  you  need,  consistent  with  the  department's  own  law  enforcement  and  investigative  priorities.  

FEINSTEIN:  

Thank  you  very  much.  This  particular  opinion  is  important.  And  it  would  be  useful  if  we  can  review  it.  So  thank  you.  

On  state  secrets,  on  September  23,  2009,  the  attorney  general  issued  a  memorandum  establishing  new  procedures  and  

standards  to  govern  DOJ's  defense  of  an  assertion  of  the  state  secrets  privilege  and  litigation.  Among  other  things,  the  

memorandum  stated  that  the  DOJ  would  provide  the  periodic  reports  to  Congress  on  the  exercise  of  these  state  secrets  

privilege.  

Since  2009,  only  one  such  report  from  April  20  1 has  been  provided.  That  report  discussed  the  two  cases  in  which  the  

privilege  had  been  invoked  under  the  new  policy.  But  those  are  no  longer  the  only  two  cases.  

So  I'd  like  to  ask  you  if  you  could  provide  the  appropriate  Oversight  Committees  with  the  second  periodic  report  on  the  

exercise  of  state  secrets  privileges  that  discusses  those  cases  which  the  privilege  has  been  invoked  on  since  April  of  20  1 ?  
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Intelligence,  in  reviewing  the  actions  of  the  Department  of  Justice,  not  just  so  the  committees  can  carry  out  their  work,  but  

so  that  the  American  people  can  be  aware  of  how  the  department  carries  out  its  work.  

I'm  not  familiar  with  the  reports  that  you  refer  at  this  point.  I  certainly  look  forward  to  reviewing  this  issue,  and  I  certainly  

commit  to  you  that  I  will  do  my  best  to  ensure  that  the  department  lives  up  to  its  obligations  that  it  has  set  forth.  

FEINSTEIN:  

Good.  And  I  will  come  back.  This  is  an  important  question  to  us,  so  I  will  come  back,  and  hopefully  can  get  this  -- get  an  

answer,  yes  or  no,  within  the  next  couple  of  weeks.  So  thank  you  very  much.  

LYNCH:  

Senator,  I  look  forward  to  learning  more  about  the  issue,  and  I  look  forward  to  sharing  that  with  you,  should  I  be  confirmed,  

as  well  as  any  issues  of  concern  that  this  committee  or  others  have.  

FEINSTEIN:  

Thank  you  very  much.  Thank  you,  Mr.  Chairman.  

GRASSLEY:  

Thank  you,  Senator  Feinstein.  Now  it's  Senator  Sessions'  turn.  

SESSIONS:  

Thank  you,  Mr.  Chairman.  It  is  great  to  have  you  here.  I  appreciate  the  opportunity  to  have  a  good  discussion,  I  think,  in  our  

office,  and  having  had  -- I  think  I  just  passed  my  time  in  the  Senate  longer  than  I  spent  in  the  Department  of  Justice.  It  was  a  

great  honor  to  serve  that.  I  have  high  ideals  for  this  department.  

And  we  understand  that  the  attorney  general  is  a  premier  law  enforcement  officer,  the  senior  law  enforcement  officer  in  

America.  He  or  she  sets  the  tone  for  law  in  America,  the  commitment  to  law,  and  must  resist  politicizing  law,  and  do  the  right  

thing  on  a  daily  basis.  

On  occasion,  you're  called  upon  to  issue  opinions.  OLC  works  for  you,  the  Office  of  Legal  Counsel,  who  issues  these  

opinions.  And  you'll  have  to  tell  the  president  yes  or  no  on  something  that  he  may  want  to  do.  

Are  you  able  and  willing  to  tell  the  president  of  the  United  States  no  if  he  asks  permission  or  a  legal  opinion  that  supports  an  

action  you  believe  is  wrong?  

LYNCH:  

Senator,  I  believe  you've  touched  upon  one  of  the  most  important  responsibilities  of  the  attorney  general.  And  let  me  say  

also  that  I  appreciate  it  very  much  the  opportunity  to  meet  with  you  and  discuss  these  important  issues.  

The  attorney  general's  position,  as  a  cabinet  member,  is  perhaps  unique  from  all  of  the  cabinet  members;  yes,  a  member  of  

the  president's  cabinet.  But  the  attorney  general  has  a  unique  responsibility  to  provide  independent  and  objective  advice  to  

the  president,  or  any  agency,  when  it  is  sought;  and  sometimes  perhaps  even  when  it  is  not  sought.  

With  respect  to  the  Office  of  Legal  Counsel...  

SESSIONS:  

And  just  -- so  you  understand  that  your  role  us  such  that  on  occasion  you  have  to  say  no  to  the  person  who  actually  

appointed  you  to  the  job,  and  who  you  support?  

LYNCH:  
24 of 187 7/25/16, 7:21 PM
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Well,  you  know,  people  have  agendas,  and  attorneys  general  sometimes  do.  And  they  have  to  guard  against  that  and  be  

objective,  as  you  basically  said  to  me  now  in  committee.  

On  April  24th  of  2013,  Attorney  General  Holder  said  this  -- and  I'm  raising  this  fundamentally  because  I  think  there's  a  lot  of  

confusion  about  the  -- how  we  should  think  about  immigration  in  America,  what  are  duties  and  what  our  responsibilities  are.  

He  said  this,  quote,  "Creating  a  pathway  to  earn  citizenship  for  the  1 million  unauthorized  immigrants  in  our  country  is  

essential.  The  way  we  treat  our  friends  and  neighbors  who  are  undocumented  by  creating  a  mechanism  for  them  to  earn  

citizenship  and  move  out  of  the  shadows  transcends  the  issue  of  immigration  status.  This  is  a  matter  of  civil  and  human  

rights."  

So  let  me  ask  you,  do  you  believe  that  a  person  who  enters  the  country  unlawfully,  that  has  perhaps  used  false  documents  

or  otherwise  entered  here,  has  a  civil  right  to  citizenship?  

LYNCH:  

Well,  Senator,  I'm  not  familiar  with  the  context  of  those  comments.  I  certainly  think  that  you  do  touch  upon  the  difficult  issue  

of  how  do  we  handle  the  undocumented  -- undocumented  immigrants  who  come  to  our  country.  I  believe  for  the  life  that  we  

offer,  I  believe  because  of  the  values  that  we  espouse...  

SESSIONS:  

I  don't  want  to  interrupt  you,  but  just  the  question  is,  do  you  agree  with  that  statement  about  it's  a  matter  of  civil  rights,  and  

citizenship,  and  work  authority,  right  to  work  in  America,  for  someone  who  enters  the  country  unlawfully?  That's  a  civil  right?  

LYNCH:  

Senator,  I  haven't  studied  the  issue  enough  to  come  to  a  legal  conclusion  on  that.  I  certainly  think  that  people  who  come  to  

this  country  in  a  variety  of  ways  can  rehabilitate  themselves  and  apply,  but  that  would  have  to  be  something  that  would  be  

decided  on  a  case-by-case  basis.  

SESSIONS:  

I'd  just  like  to  hear  you  answer  that.  Is  it  a  civil  right  for  a  person  who  enters  the  country  unlawfully,  who  would  like  to  work  

and  like  to  be  a  citizen,  to  demand  that,  contrary  to  the  laws  of  the  United  States?  And  when  Congress  doesn't  pass  it,  is  

that  a  right  that  they're  entitled  to  demand?  

LYNCH:  

So  I  don't  think  -- I  think  that  citizenship  is  a  privilege.  Certainly,  it's  a  right  for  those  of  us  born  here.  I  think  it's  a  privilege  

that  has  to  be  earned.  And  within  the  panoply  of  civil  rights  that  are  recognized  by  our  jurisprudence  now,  I  don't  see  one  

that  you  -- as  such  that  you  are  describing.  

SESSIONS:  

I  certainly  agree.  I'm  a  little  surprised  it  took  you  that  long.  But  the  attorney  general  statement  was  breathtaking  to  me.  Now,  

Peter  Kirsanow,  who's  a  member  of  the  U.S.  Commission  on  Civil  Rights,  responded  to  that  some  time  ago.  

And  here's  what  he  said,  quote,  "To  equate  amnesty  for  breaking  the  nation's  immigration  laws  with  civil  rights  betrays  an  

incoherent  and  a  historical  understanding  of  the  Civil  Rights  movement.  Law- abiding  black  citizens  of  the  United  States  

were  not  seeking  exemption  from  law;  they  were  seeking  application  of  such  laws  in  the  same  manner  that  was  applied  to  

whites,"  closed  quote.  

Would  you  agree  with  Mr.  Kirsanow's  analysis?  

25 of 187 7/25/16, 7:21 PMLYNCH: 
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SESSIONS:  

Well,  on  the  50th  anniversary  of  the  Selma  March  -- it's  approaching  -- people  were  denied,  systematically,  fundamental  

rights  as  citizens  of  United  States  of  America.  And  that  was  a  historic  event.  It  changed  America.  I  think  it's  important  that  

that  be  remembered.  

But  I  will  just  tell  you  it's  quite  different,  as  I  think  Mr.  Kirsanow  points  out,  to  demand  your  lawful  rights  as  an  American,  and  

to  ask  for  -- insist  that  civil  rights  apply  to  those  who  enter  the  country  unlawfully,  to  have  these  benefits.  

Well,  the  president's  action  would  give  people  who  came  here  unlawfully  the  right  to  work,  the  right  to  participate  in  -- in  

Social  Security  and  Medicare  when  Congress  has  not  done  that,  allows  them  to  stay  for  at  least  a  period  lawfully.  

Let  me  ask  you  this:  In  the  workplace  of  America  today  when  we  have  a  high  number  of  unemployed,  we've  had  declining  

wages  for  many  years,  we  have  the  lowest  of  Americans  working,  who  has  more  right  to  a  job  in  this  country?  A  lawful  

immigrant  who's  here,  a  green-card  holder  or  a  citizen,  or  a  person  who  entered  the  country  unlawfully?  

LYNCH:  

Well,  Senator,  I  believe  that  the  right  and  the  obligation  to  work  is  one  that's  shared  by  everyone  in  this  country  regardless  of  

how  they  came  here.  And  certainly,  if  someone  here,  regardless  of  status,  I  would  prefer  that  they  be  participating  in  the  

workplace  than  not  participating  in  the  workplace.  

With  respect  to...  

SESSIONS:  

So  you  think  that  a  person  that's  -- anybody  that's  here  lawfully  or  unlawfully  is  entitled  to  work  in  America?  

LYNCH:  

Senator,  I'm  not  sure  if  I  know  -- if  I  understand  the  basis  for  your  question  as  -- as  to  whether  or  not  there's  a  legal  basis  for  

them  to  work  or  not.  

SESSIONS:  

I  asked  you,  who  had  -- we're  talking  about  rights  -- who  has  the  most  rights?  Does  a  lawful  American  immigrant  or  citizen  

have  the  right  to  have  the  laws  of  the  United  States  enforced  so  that  they  might  be  able  to  work,  or  does  a  person  who  

came  here  unlawfully  have  a  right  to  demand  a  job?  

LYNCH:  

Certainly,  the  benefits  of  citizenship  confer  greater  rights  on  those  of  who  are  citizens  than  those  -- than  those  who  are  not.  

SESSIONS:  

Well,  do  you  think  a  person  that's  here  unlawfully  is  entitled  to  work  in  the  United  States  when  the  law  says  that  employees  

can't  hire  somebody  unlawfully  in  America?  

LYNCH:  

I  believe  that  -- go  ahead.  

SESSIONS:  

Go  ahead.  

LYNCH:  

Sorry,  sir.  

26 of 187 7/25/16, 7:21 PMI think that certainly the provision that you refer to regarding to the role of the employer in ensuring the legal status of those 
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Again,  we  want  everyone  to  seek  employment,  but  we  have  in  place  at  this  point  in  time  a  legal  framework  that  requests  or  

requires  employers  to  both  provide  information  about  citizenship  as  well  as  not  hire  individuals  without  citizenship.  

SESSIONS:  

Alright.  Do  you  think  that  someone  given  -- I  understand  that  you  support  the  -- the  executive  order  and  OLC's  opinion.  Is  

that  correct?  

LYNCH:  

I  don't  believe  my  role  at  this  point  is  to  support  or  not  support  it.  My  review  was  to  -- to  see  whether  or  not  it  did  outline  a  

legal  framework  for  some  of  the  actions  that  were  requested,  and  as  noted,  it  indicated  there  was  not  a  legal  framework  for  

other  actions  that  were  requested.  

SESSIONS:  

Well,  just  let  me  wrap  up  by  asking  this:  Are  you  -- if  -- if  a  person  comes  here  and  is  given  a  lawful  right  under  the  

president's  executive  amnesty  to  have  Social  Security  and  a  work  authorization  card,  what  if  somebody  prefers  to  hire  an  

American  citizen  first?  Would  you  take  action  against  them?  

Do  you  understand  this  to  mean  that  those  who  are  given  executive  amnesty  are  entitled  as  much  as  anybody  else  in  

America  to  compete  for  a  job  in  America?  

LYNCH:  

Well,  I  don't  believe  that  it  would  give  anyone  any  greater  access  to  the  workforce,  and  certainly  an  employer  would  be  

looking  at  the  issues  of  citizenship  in  making  those  determinations.  

SESSIONS:  

Would  you  take  action  against  an  employer  who  says,  "No,  I  prefer  to  hire  someone  that  came  to  the  country  lawfully  rather  

than  someone  given  executive  amnesty  by  the  president"?  Would  Department  of  Justice  take  action  against  them?  

GRASSLEY:  

When  you  answer  that,  I'll  move  on  then.  

LYNCH:  

Thank  you,  sir.  

With  respect  to  the  -- the  provision  about  temporary  deferral,  I  did  not  read  it  as  providing  a  legal  amnesty,  that  is,  that  

permanent  status  there,  but  a  temporary  deferral.  

With  respect  to  whether  or  not  those  individuals  would  be  able  to  seek  redress  for  employment  discrimination,  if  -- if  that  is  

the  purpose  of  your  question,  again,  I  haven't  studied  that  legal  issue.  

I  certainly  think  you  raised  an  important  point  and  would  look  forward  to  discussing  it  with  you  and  using  -- and  relying  upon  

your  thoughts  and  experience  as  we  consider  that  point.  

GRASSLEY:  

Thank  you,  Senator  Sessions.  Now  Senator  Schumer.  

SCHUMER:  

Well,  thank  you.  

And,  you  know,  I  think  that  even  in  the  short  while  here,  it's  clear  to  my  colleagues  why  you  are  such  a  tremendous  -- why
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CQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvODocument Aggregation z0svSi0uzs...make  such  a  grea  atto  ney  general.  You've  just,  you  know  -- you're  just  knocking  them  out  of  the  park.  

And  speaking  of...  

(LAUGHTER)  

...  sports  analogies,  there's  another  point  I'd  like  my  colleagues  to  know,  another  testament  to  your  perseverance,  to  your  

loyalty  in  the  face  of  incredible  adversity.  With  all  due  respect  to  Mr.  Tillis,  you're  not  a  Tar  Heel  or  a  Blue  Devil;  you're  a  

Knicks  fan.  

That  takes...  

(LAUGHTER)  

It's  a  lot  tougher  being  a  Knicks  fan  than  going  through  these  questions  here  today.  

(LAUGHTER)  

But  anyway,  I  have  a  couple  of  -- I'd  like  to  just  go  over  a  couple  points  some  of  my  colleagues  made.  

First,  on  prosecutorial  discretion,  there's  a  myth  out  there  that  prosecutorial  discretion  policies  are  tantamount  to  an  illegal  

failure  to  force  the  law,  and  we  know  that  you  have  enforced  the  law  aggressively  and  will  continue  to  do  so,  as  has  the  

administration.  

My  friends  -- some  of  my  friends  across  the  aisle  seem  to  be  suggesting  that  the  president's  announcement  of  the  

enforcement  policies  for  the  Department  of  Homeland  Security  is  tantamount  to  an  announcement  that  we  won't  enforce  our  

immigration  laws,  but  that's  absurd.  

We  know  we  have  1 million  undocumented  immigrants  living  in  the  United  States.  Congress,  this  body,  only  allocates  

enough  money  for  DHS  to  deport  400,000  of  them.  1 million  illegal  immigrants,  enough  money  to  deport  400,000.  

Obviously,  you  have  to  make  some  choices  here.  And  I'm  sure  when  my  dear  friend,  Jeff  Sessions  -- and  he  is  a  dear  friend  

-- was  U.S.  attorney  in  Alabama,  he  used  prosecutorial  discretion.  I  know  he  did  a  good  job  going  after  violent  drug  dealers  

and  criminals.  

Would  we  want  our  -- we  want  our  prosecutors  to  go  after  the  highest-level  crimes  if  they  don't  have  the  resources  to  do  all  

of  them.  Doesn't  it  make  sense  to  have  a  general  rule  to  prosecute  -- in  a  prosecutorial  office  with  limited  resources,  to  go  

after  bank  robbers  before  you  go  after  shoplifters?  

Now,  obviously,  there  can  be  an  occasional  exception.  As  you  mentioned,  the  president's  executive  order  allows  for  that  

occasional  exception.  

But  this  idea  that  going  after  -- having  an  office  go  after  the  higher-level,  more  dangerous  crimes  first  is  part  of  how  law  

enforcement  has  gone  on  for  hundreds  of  years,  and  it  should.  So  I  don't  even  get  this  idea  that  this  is  a  -- an  illegal  act  by  

the  president.  

We  arm  our  law  enforcement  officials  with  an  array  of  laws  but  limited  resources.  They  have  to  make  hard  choices.  And  a  

straightforward  allocation  of  resources  is  not  political  activism;  it's  what  prosecutors  are  doing  in  every  jurisdiction  of  this  

land  right  now.
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So  just  let  me  ask  you  a  couple  of  questions  here.  

Don't  U.S.  attorney  offices  all  over  the  country  consistently  have  to  make  these  general  type  of  prosecutorial  decisions  on  a  

day- to-day  basis,  and  how  do  -- how  do  you?  

LYNCH:  

Yes,  Senator.  

With  respect  to  the  exercise  of  discretion  and  the  setting  of  priorities,  one  of  the  privileges  that  I  have  had  as  being  the  U.S.  

attorney  in  the  Eastern  District  of  New  York  and  working  with  my  colleagues  across  the  country  has  been  getting  to  know  

them  and  learning  about  how  different  every  district  is,  how  a  crime  problem  in  Brooklyn  may  not  even  appear  on  the  West  

Coast  and  how  a  crime  problem  in  the  Midwest  that  has  seen  an  increase  in  crime  due  to  the  happy  accident  of  increased  

oil  reserves  may  present  issues  that  I  would  never  face  in  an  urban  environment.  

My  colleagues  and  I  work  together,  and  we  share  our  thoughts  on  the  best  ways  to  deploy  our  limited  resources  to  deal  with  

the  crime  problems  in  our  districts.  

My  colleagues  that  have  a  large  number  of  Native  American  reservations  in  their  districts,  for  example,  have  a  different  base  

of  problems  than  I  do,  but  they  are  just  as  committed  and  just  as  focused  on  keeping  those  citizens  safe  as  well.  

So  all  of  us  look  at  the  crime  problems  in  our  districts.  To  do  that,  we  work  very  closely  with  our  law  enforcement  partners  in  

-- in  looking  at  how  they  have  determined  the  nature  of  the  threat,  be  it  terrorism,  be  it  narcotics,  be  it  those  who  target  

children.  

LYNCH:  

We  also  work  closely  with  our  state  and  local  counterparts,  not  just  the  law  enforcement  counterparts  but  our  prosecutive  

counterparts  in  the  district  attorneys'  offices.  

Many  times  I  will  have  a  matter  in  my  office  that  is  subject  to  both  federal  and  state  jurisdiction  and  it  may  be  more  

appropriate  for  the  district  attorney  to  prosecute  that  type  of  crime  because  of  the  nature  of  the  sentence  that  can  be  

achieved,  because  of  the  impact  on  a  particular  victim  or  community  or  because  of  a  legal  issue  with  -- involving  proof  and  

the  admissibility  thereof.  

All  of  these  things  go  into  the  consideration  of  how  we  manage  individual  cases,  but  also  how  we  set  priorities  and  then  

deploy  our  limited  resources  to  best  protect  the  people  of  our  district.  

SCHUMER:  

Exactly.  Every  prosecutor,  whether  it's  the  Justice  Department,  the  U.S.  attorney's  office  sets  priorities  and  has  to  and  that's  

just  what  the  president  did,  in  my  opinion,  in  the  executive  order.  

Next  one,  we're  hearing  a  lot  about  executive  action  being  unconstitutional.  And  so  I'd  like  to  just  talk  about  that.  That's  

another  myth  that's  out  there.  

Now  no  federal  court  has  struck  down  executive  action.  The  most  recent  federal  court  to  hand  down  a  decision  supported  it.  

I've  heard  it  suggested  federal  courts  have  declared  executive  action  unconstitutional.  

So  happens,  in  fact,  dating  back  to  Chief  Justice  Rehnquist  the  Supreme  Court  has  repeatedly  bolstered  executive  

29 of 187 7/25/16, 7:21 PMdiscretion and refused to review agency decisions that are within the law. 
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sCQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvODocument Aggregation z0svSi0uzs...With  respect  to  this  executive  action,  there  have  been  two  federal  cases  filed,  one  here  in  Wa  hington  by  Sheriff  Arpaio,  a  

notoriously  anti-immigration  activist;  that's  been  dismissed.  

The  second  suit  was  filed  in  Texas  and  is  still  pending.  Now  we're  hearing  that  -- so  no  courts  have  struck  down  executive  

action.  

Now  we're  hearing  that  Speaker  Boehner  and  House  Republicans  will  be  suing  the  president  on  this  executive  action.  I  don't  

think  that's  a  responsible  use  of  taxpayer  dollars,  but  at  least  Speaker  Boehner  and  I  agree  on  one  thing.  

If  Republicans  disagree  with  the  -- with  President  Obama  over  the  legality  of  this  policy,  they  can  sue  him  and  let  the  courts  

decide.  The  confirmation  of  America's  highest  law  enforcement  officer  is  not  the  time  or  place  to  vent  frustration.  

So  let  me  just  ask  you  a  couple  of  questions.  You've  answered  them,  but  I  want  to  underscore  them,  because  some  people  

are  concerned  that  the,  quote,  "rogue  Obama  administration  is  lawless."  

Will  you  commit  to  following  court  decisions  and  legal  process?  

LYNCH:  

Absolutely,  Senator,  that's  my  first  point  of  reference.  

SCHUMER:  

And  specifically  if  a  court  happens  to  strike  down  executive  action,  will  you  respect  that  court  decision?  

LYNCH:  

I  will  respect  that  court  decision.  

SCHUMER:  

And  let's  imagine  Congress  -- I  don't  think  this  will  happen;  I  would  try  to  prevent  it  as  best  I  could  -- but  let's  say  Congress  

were  to  pass  a  bill  explicitly  prohibiting  President  Obama's  immigration  actions,  a  bill  I  find  hard  to  imagine  the  president  

would  sign.  But  let's  just  imagine  for  the  sake  of  argument  happened.  If  that  such  a  bill  passed,  will  you  commit  to  following  

the  new  law?  

LYNCH:  

I  will  commit  to  following  the  -- all  the  laws  duly  executed  by  this  body.  

SCHUMER:  

Thank  you.  

OK.  Just  one  other  issue,  since  I  have  a  little  more  time.  Work  permits,  which  my  good  friend,  again,  Jeff  brought  -- Senator  

Sessions  brought  up.  

Some  have  suggested  it's  illegal  for  the  administration  to  issue  work  permits  for  recipients  of  deferred  action.  Again,  they  

imply  this  is  unprecedented.  That's  misleading.  

Guess  who  did  it  in  1 982?  

Ronald  Reagan.  They  published  INS  regulations  authorizing  work  permits  for  recipients  of  deferred  action  -- 1 982,  the  

Reagan  administration.  That's  not  to  say  workplace  enforcement  isn't  unnecessary  -- isn't  necessary;  it  is.  

And  in  fact,  isn't  it  true,  Ms.  Lynch,  that  you  have  a  strong  record  of  enforcing  workplace  immigration  rules?  

Jut  tell  us  a  little  about  the  7-Eleven  Stores  case  that  you  brought  on  Long  Island.30 of 187 7/25/16, 7:21 PM 
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because  it  was  one  in  which  we  saw  a  corporate  entity  deliberately  flouting  the  labor  laws.  

Individuals,  mostly  of  a  particular  ethnic  group  who  owned  franchises  at  7-Eleven,  were  reaching  out  to  their  own  community  

members  and  hiring  them  to  work  in  the  stores.  This  would  have  been  an  opportunity  for  individuals  to  earn  money  for  their  

families  and  to  essentially  become  part  of  the  American  dream.  

Instead,  however,  the  workers  were  systematically  victimized.  They  were  forced  to  work  double  shifts,  triple  shifts,  yet  only  

paid  for  working  part-time  hours.  They  were  only  given  their  money  in  either  a  7-Eleven  debit  card  or  cash  as  deemed  

appropriate  by  the  manager.  

More  -- even  worse  than  this  was  the  evidence  that  we  uncovered  that  the  stores  were  aware  that  they  were  violating  the  

labor  laws  and  simply  flouting  them.  

They  also  requested  -- they  also  required  the  workers  to  all  live  together  in  company-sanctioned  housing.  We  essentially  

were  creating  a  modern-day  plantation  system  on  Long  Island  and  also  throughout  the  Virginia  area  with  co-conspirators  of  

these  franchise  -- of  these  franchise  owners.  

We  spent  a  long  time  working  on  the  investigation  in  conjunction  with  our  law  enforcement  partners.  The  matter  is  still  being  

reviewed  with  respect  to  other  states  and  wherever  we  find  workers  being  victimized  and  being  discriminated  against  

certainly  my  office  has  never  hesitated  to  take  action.  

SCHUMER:  

Thank  you,  my  time  has  expired,  Mr.  Chairman.  

(UNKNOWN)  

Thank  you.  I  would  offer  for  the  record  a  consent  that  the  article  from  "The  Atlantic"  saying  the  headline  from  David  Frum  of  

Reagan  and  Bush  offer  no  precedent  for  Obama's  amnesty  order  and  I  think  that's  crystal  clear.  

Senator  Cornyn  -- Justice  Cornyn  is  next.  

CORNYN:  

Good  morning,  Ms.  Lynch.  

LYNCH:  

Good  morning.  

CORNYN:  

Congratulations  again  to  you  on  your  nomination  and  thank  you  for  coming  to  my  office  last  -- I  guess  it  was  last  Friday...  

LYNCH:  

Yes.  

CORNYN:  

...  to  visit  about  this  hearing  and  I  should  say  congratulations  to  you  for  an  outstanding  career  as  a  United  States  attorney.  

The  challenge  I  think  that  people  have  when  they  come  to  Washington,  D.C.,  and  they  assume  jobs  that  have  political  

implications  is  that  they  sort  of  forget  their  basic  mooring  in  the  law  and  they  become  politicians  masquerading  as  law  

enforcement  officers  and  that's  a  real  challenge.  And  I  won't  claim  that  it's  only  a  challenge  for  Democrats.  It's  a  challenge  --

has  been  a  challenge  for  Republicans  as  well.  

But  I  am  concerned  -- let  me  -- let  me,  for  Senator  Schumer's  benefit,  let  me  just  stipulate,  you're  not  Eric  Holder,  are  you?
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(LAUGHTER)  

CORNYN:  

But  no  one  is  suggesting  that  you  are,  but  of  course,  Attorney  General  Holder's  record  is  heavy  on  our  minds  now.  And  I  

agree  with  the  chairman  about  his  concerns  when  the  attorney  general  refers  to  himself  as  the  president's  wingman,  

suggesting  that  he  is  not  -- does  not  exercise  independent  legal  judgment  as  the  chief  law  enforcement  officer  for  the  

country.  

You  wouldn't  consider  yourself  to  be  a  political  arm  of  the  White  House  as  attorney  general,  would  you?  

LYNCH:  

No,  Senator,  that  would  be  a  totally  inappropriate  view  of  the  position  of  attorney  general.  

(CROSSTALK)  

CORNYN:  

I'm  sorry,  and  you're  -- and  you'd  be  willing  to  tell  your  friends  no  if  in  your  judgment  the  law  required  that?  

LYNCH:  

Sir,  I  think  that  I  have  to  be  willing  to  tell  not  just  my  friends  and  acquaintances  but  colleagues  no  if  the  law  requires  it.  

CORNYN:  

And  that  would  be  the  -- include  the  President  of  the  United  States?  

LYNCH:  

I  think  that  the  obligation  of  the  attorney  general  is  to  when  presented  with  matters  by  the  president,  to  provide  a  full,  

thorough,  independent,  substantive  legal  analysis  and  give  the  president  the  best  independent  judgment  that  there  is.  

And  that  may  be  a  judgment  that  says  that  there  is  a  legal  framework  for  certain  actions  and  it  may  be  a  judgment  that  says  

that  there  is  not  a  legal  framework  for  certain  actions.  

CORNYN:  

And  while  we  have  stipulated  you're  not  Eric  Holder,  Mr.  Holder's  record  is  certainly  on  our  minds  because  I  can't  think  of  an  

attorney  general  who  so  misevaluated  the  independent  role  of  the  chief  law  enforcement  officer  and  taken  on  that  aspect  of  

the  president's  wingman  and  operated  as  a  politician  using  the  awesome  power  conferred  by  our  laws  on  the  attorney  

general.  

The  attorney  general  has  been  openly  contemptuous  of  the  oversight  responsibilities  of  a  coequal  branch  of  government.  

He's  stonewalled  legitimate  investigations  by  the  Congress,  including  the  investigation  into  the  Fast  and  Furious  episode  

that  Senator  Grassley  referred  to  earlier,  making  bogus  claims  of  executive  privilege  in  order  to  keep  Congress  and  the  

American  people  from  finding  out  the  facts.  

We  know  that  the  attorney  general  has  repeatedly  made  legal  arguments  that  have  been  rejected  as  unconstitutional  by  the  

United  States  Supreme  Court  and  he's  harassed  states  like  mine.  

And  I  suspect  you'll  hear  from  another  colleague  about  his  state,  on  matters  like  voter  ID.  When  the  United  States  Supreme  

Court  has  upheld  the  validity  of  voter  ID  as  a  means  to  protect  the  integrity  of  the  ballot  for  people  who  were  qualified  to  

vote.  

32 of 187  7/25/16, 7:21 PM  CORNYN:  

And  at  the  same  time,  the  attorney  general  has  failed  to  implement  laws  that  Congress  has  passed  in  order  to  provide  -- to  

Document  ID:  0.7.10663.10277-000001  



                  

                 


                  


 


                 


        


                      


        





                         


                    


   


                      


                       


                


                      


             





       





                      


                          


                      


                  





                   





               


                  


                 


                   


                      


                    





                   


                   


           

    


     


  

- http://www.cq.com/docag/H4sIAAAAAAAAAEvOz0svSi0uzs...  protectCQ.comtheDocument Aggregationvoting  rights  of  our  military  deployed  overseas.  He's  also  politicized  the  war  on  terror.  He's  declassified  top  

secret  legal  memos,  exposing  public  officials  in  the  intelligence  community  to  not  only  ridicule  but  threats,  legal  and  

otherwise,  for  performing  actions  that  they  were  told  by  the  highest  legal  authorities  were  legal  and  necessary  to  save  

American  lives.  

And,  indeed,  he  reopened  a  criminal  investigation  into  those  same  members  of  the  intelligence  community  after  a  previous  

investigation  had  not  revealed  any  basis  for  criminal  charges.  

So  how  do  we  know  you're  not  going  to  perform  your  duties  of  office  as  attorney  general  the  way  Eric  Holder  has  performed  

his  duties?  How  are  you  going  to  be  different?  

LYNCH:  

Senator,  if  confirmed  as  attorney  general,  I  will  be  myself.  I  will  be  Loretta  Lynch.  And  I  -- and  I  would  refer  you  to  my  record  

as  United  States  attorney  on  two  occasions,  as  well  as  a  practicing  lawyer,  to  see  the  independence  that  I've  always  brought  

to  every  particular  matter.  

I  certainly  think  that  going  forward,  while  I'm  not  familiar  with  the  particulars  of  the  issues  that  you  raise,  they  clearly  are  of  

concern  to  you  and  perhaps  to  this  committee,  and  I  do  pledge  to  this  committee  that  I  want  to  hear  your  concerns,  I  want  

to  listen  to  your  concerns,  and  I  will  always  be  open  to  discussing  those  issues  with  you.  

Senator,  I'm  sure  that  as  we  go  forward,  should  I  be  confirmed,  while  it  would  be  wonderful  to  think  that  you  would  agree  

with  everything  that  I  would  do,  that  may  not  be  the  case,  but  I...  

CORNYN:  

You  may  not  agree  with  everything  we  do.  

LYNCH:  

And  that  is  -- that  is  perfectly  appropriate.  But,  Senator,  I  will  always  be  open  to  discussing  with  you  why  I  have  done  

something  and  the  basis  for  which  I  have  made  an  action,  to  the  extent  that  I'm  able  to  do  so.  I  have  found  that  to  be  the  

most  effective  way,  of  not  just  for  me  in  terms  of  learning  from  people  with  whom  I  disagree,  but  also  working  effectively  with  

people  with  whom  I  may  disagree  on  various  points,  but  with  whom,  like  you,  we  share  a  common  goal.  

CORNYN:  

Ms.  Lynch,  I've  been  married  35  years,  and  I  can  guarantee  you  that  1 00  percent  agreement  is  an  impossible  standard...  

(LAUGHTER)  

...  for  anybody  to  comply  with.  So  we  don't  expect  -- we  don't  expect  that,  obviously.  

But  I  want  to  ask  you  about  your  commitment  to  working  with  the  committee  and  Congress  and  respecting  our  

congressional  oversight  authority.  A  recent  letter  sent  to  Senator  Leahy  on  behalf  of  Attorney  General  Holder  was  dated  

December  the  5th,  2014,  and  responds  to  questions  for  the  record  that  arose  in  an  appearance  before  this  committee  on  

March  the  6th,  2013,  so  obviously  about,  this  looks  roughly  a  year  and  a  half,  more  than  a  year  and  a  half  later.  

Can  we  expect  a  more  timely  response  from  you  and  the  Department  of  Justice  to  the  legitimate  inquiries  of  this  committee?  

LYNCH:  

Certainly,  Senator.  I  believe  that  the  oversight  responsibility  of  this  committee  is  important  not  just  for  the  functioning  of  the  

committee  but  also  to  the  American  people  in  terms  of  helping  them  understand  the  way  in  which  the  department  operates  

and  the  way  in  which  we  all  work  to  keep  them  safe.  33 of 187  7/25/16, 7:21 PM  
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I'm  not  sure  of  the  particulars  of  the  matter  that  you  raise,  so  I'm  not  able  to  comment  on  that,  but  certainly  I  would  hope  to  

be  able  to  provide  you  with  the  information  that  you  need  in  as  timely  a  manner  as  possible  consistent  with  the  department's  

litigation  and  enforcement  responsibilities.  

CORNYN:  

I  think  it  would  make  if  possible  for  you  to  be  a  more  effective  attorney  general  and  it  would  make  it  possible  for  us  to  be  

more  effective  in  our  respective  roles  as  a  member  of  Congress  exercising  our  responsibilities  as  well.  

I  want  to  just  ask  you  a  little  bit  about  prosecutorial  discretion,  which  you've  heard  something  about  here.  My  only  regret  

from  this  morning's  hearing,  is  that  Senator  Schumer,  the  senior  senator  from  New  York  who  introduced  you  wasn't  available  

for  cross- examination  by  members  of  the  committee,  but  we'll  have  a  chance  to  talk  later.  

But  he  was  -- seemed  somewhat  dismissive  of  concerns  about  this  massive  what  I  would  consider  in  essence  refusal  to  

enforce  existing  law  that  is  involved  in  these  executive  actions.  

There  is  a  difference  to  your  mind,  isn't  there,  between  a  case- by-case  exercise  of  prosecutorial  discretion  and  a  refusal  to  

enforce  the  laws  that  are  on  the  books?  There  is  a  difference,  isn't  there?  

LYNCH:  

Senator,  there  is  a  difference.  And  I  do  not  view  the  Department  of  Justice,  certainly  in  my  own  practice,  as  refusing  to  

enforce  laws  but  rather  attempting  to  set  priorities  and  then  exercising  discretion  within  those  priorities.  

CORNYN:  

Well,  let  me  ask  you  about  that.  Isn't  it  incumbent  upon  the  Department  of  Justice  to  ask  Congress  for  the  resources  to  do  

the  job  that  Congress  has  said  that  the  department  must  perform  before  you  can  come  back  and  say,  well,  we're  just  not  

gonna  pursue  those  crimes  and  those  offenses  because  we  don't  have  enough  money.  

I  mean,  isn't  it  your  responsibility,  won't  it  be  your  responsibility  as  the  next  attorney  general  to  come  to  us  and  ask  us  for  

those  resources?  I  can't  imagine  if  Attorney  General  Holder  or  the  president  of  the  United  States  or  Secretary  Johnson  or  

others  had  come  to  us  and  said  we  don't  have  the  resources  to  enforce  the  immigration  laws,  so  we're  gonna  have  to  --

we're  gonna  to  have  to  in  essence  decline  to  enforce  them  because  we  don't  have  those.  

I  mean,  don't  you  have  that  responsibility  to  ask  for  those  resources  before  you  decline  to  enforce  the  law  based  on  lack  of  

resources.  

LYNCH:  

Certainly,  Senator,  I'm  not  aware  of  the  Department  of  Homeland  Security's  budget  request  before  this  -- this  body  or  

Congress  in  general.  

With  respect  to  the  Department  of  Justice,  I  have  been  involved  in  reviewing  the  budget  as  part  of  my  work  on  the  attorney  

general's  advisory  committee  and  certainly  during  sequestration  spent  a  great  deal  of  time  looking  at  the  budget  to  ensure  

that  we  did  maintain  the  appropriate  resources  to  carry  out  our  core  mission  of  protecting  the  American  people  within  the  

constraints  that  were  placed  upon  us  at  that  time.  

And  it's  my  understanding  that  with  respect  to  budget  requests  that  the  Department  of  Justice  makes,  that  those  requests  

do  include  information  about  goals  and  priorities  across  the  board  as  a  way  of  explaining  to  Congress  why  specific  

resources  are  needed.  
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I  would  probably  join  all  of  my  agencies  in  saying  that,  sir,  but  I  can't  speak  for  them.  

(LAUGHTER)  

CORNYN:  

That's  what  I  thought.  Thank  you.  

HATCH:  

Thank  you,  Senator.  

Now,  Senator  Durbin.  Then  the  next  Republican  will  be  Senator  Lindsey  Graham.  

DURBIN:  

Ms.  Lynch,  thank  you  for  being  here.  I  will  be  objective,  although  I  am  deferential  to  women  named  Loretta.  I've  been  

married  to  one  for  47  years.  And  I'm  glad  that  you're  here  today.  

When  your  father  lifted  you  up  on  his  shoulders  at  that  Greensboro  church,  you  were  a  young  girl  at  the  time,  but  a  witness  

to  a  moment  in  history  that  changed  America  forever  and  literally  changed  your  life.  There  was  no  way  you  could  know  that.  

One  of  the  central  issues  that  was  raised  during  the  civil  rights  movement  was  the  right  to  vote,  a  right  which  Chief  Justice  

Roberts  said,  sitting  in  that  very  same  place  and  in  quoting  a  court  decision,  is  preservative  of  all  rights.  

We  are  now  in  a  unique  position,  some  50  years  later,  about  to  celebrate  the  50th  anniversary  of  the  Voting  Rights  Act.  The  

Supreme  Court  in  Shelby  County  v.  Holder  struck  down  major  provisions  of  the  Voting  Rights  Act.  And  Congress,  which  

historically  had  renewed  the  Voting  Rights  Act  on  a  bipartisan  basis,  is  now,  with  few,  rare  exceptions,  split  along  partisan  

lines  as  to  whether  or  not  there  will  be  a  renewal  of  some  sections.  

We  are  finding  states  across  the  nation,  many  states,  that  are  changing  the  requirements  for  voting.  I  chaired  the  

Constitution  Subcommittee  of  Judiciary.  

I  took  the  subcommittee  to  public  hearings  in  Ohio  and  in  Florida  where  there  were  new  restrictions  placed  on  voting  by  

state  legislatures.  I  called  the  election  officials  of  both  political  parties  in  those  states  and  asked  them  if  there  was  any  

evidence  of  voter  fraud  or  voter  abuse  that  led  to  these  legislative  changes.  And,  to  a  person,  they  said  virtually  none.  

What  has  happened  is  that  the  Department  of  Justice  has  stepped  in  in  some  cases  that  they  consider  to  be  extreme  and  

unfair,  and  worked  to  stop  the  implementation  of  these  state  laws  that  restricted  the  right  to  vote.  

As  you  embark  on  the  possibility  of  making  that  decision  as  attorney  general,  how  do  you  view  the  state  of  voting  rights  in  

America  today?  And  what  do  you  view  as  your  responsibility,  should  you  be  our  next  attorney  general?  

LYNCH:  

Thank  you,  Senator.  Certainly,  I  believe  that  the  right  to  vote  is  the  cornerstone  of  a  free  democracy,  and  one  that  every  

citizen  has  the  right  and,  in  fact,  some  would  argue  the  obligation  to  exercise.  

With  respect  to  how  voting  rights  are  -- are  being  handled  in  the  country  now,  I  think  we  are  in  a  time  of  great  debate  over  

those  issues.  Those  are  important  issues,  and  I'm  certainly  open  to  hearing  all  sides  of  it.  

With  respect  to  how  -- and  I  also  think  that  every  state  does  have  the  responsibility  and  obligation  to  regulate  the  voter  rolls  

and  to  ensure  that  the  voting  is  carried  out  freely  and  openly  and  fairly.  
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LYNCH:  

The  concerns  that  are  raised,  Senator,  are  when  acts  that  are  taken  with  a  goal  towards  protecting  and  preserving  the  

integrity  of  the  vote  act  in  a  different  way  and  act  to  suppress  the  vote  or  in  some  way  prevent  people  from  exercising  the  

franchise.  

I  would  hope  that  at  the  first  outset,  through  the  political  discourse  and  discussion,  that  we  could  have  conversation  about  

that  and  come  to  a  resolution  of  practices  and  procedures  that  would  ensure  the  right  to  vote  for  all  citizens  while  still  

protecting  the  integrity  of  everyone's  ballot.  

Absent  that,  I  believe  that  when  the  laws  are  passed,  the  Department  of  Justice  has  to  look  very  carefully  at  their  impact  in  

making  a  decision  as  to  how  to  proceed.  

Certainly,  there  have  been  instances  when  voter  ID  laws  have  received  approval  from  the  department  under  what  was  

previously  known  as  pre-clearance,  because  they  sought  to  simply  regulate  and  protect  the  ballot  as  opposed  to  act  in  a  

different  way.  

But  where  there  is  an  indication  that  -- that  the  vote  will  somehow  be  harmed,  I  believe  the  Department  of  Justice  certainly  

has  the  obligation  to  review  that  matter,  to  look  carefully  at  all  of  the  facts  and  evidence  and  then  proceed  accordingly.  

DURBIN:  

I  couldn't  agree  with  you  more,  and  I  find  it  ironic  and  painful  that  at  this  moment  in  our  history,  as  we  celebrate  with  the  

movie  "Selma"  and  talk  about  50-year  anniversary  of  the  Voting  Rights  Act,  that  states  -- many  states  on  a  systematic  basis  

are  making  it  more  difficult  for  Americans  to  vote,  without  any  evidence  of  voter  fraud  to  back  up  those  changes.  

In  one  Southern  state,  it's  estimated  that  some  600,000  voters  were  basically  precluded  from  voting  in  election,  because  of  

new  voter  ID  requirements.  In  that  same  state,  a  93-year-old  veteran  was  turned  away,  a  73-year-old  doctor  turned  away,  

people  who  were  proud  to  vote,  wanted  to  vote  turned  away  by  new  laws.  These  were  people  who  had  a  right  to  vote.  

And  it  troubles  me  that  amidst  all  the  celebration  of  the  civil  rights  movement,  we  are  finding  a  reversal  of  the  most  

fundamental  principle  in  preserving  that  right  to  vote.  I  appreciate  you  had  to  say  about  it.  

I  would  say  a  word  about  the  Smarter  Sentencing  Act,  which  I  introduced  with  Senator  Lee,  who  may  be  still  here  today,  

from  Utah,  a  bipartisan  measure  with  32  cosponsors  in  an  effort  to  take  a  look  at  the  reality  that  not  only  does  the  United  

States  have  more  prisoners  per  capita  than  any  other  nation,  but  in  many  instances,  lengthy  prison  sentences  do  not  serve  

the  cause  of  justices  and  deny  us  resources  we  need  to  keep  our  community  safe.  

Attorney  General  Holder,  who  is  not  been  held  in  the  highest  regard  by  some  members  of  this  committee,  has  been  an  

outspoken  supporter  of  this  bipartisan  measure,  and  I  hope  that  you  would  consider  supporting  it  too,  although  I  won't  put  

you  on  the  spot  to  do  that  without  giving  you  a  chance  to  look  at  it.  

Let  me  add  one  other  element.  As  chairman  of  the  Constitution  and  Human  Rights  and  Civil  Rights  Committee,  which  was  

its  name  before  this  new  Congress,  we  also  had  a  hearing  on  solitary  confinement.  

It  turns  out  the  United  States  in  its  prison  system  has  more  prisoners  in  solitary  confinement  than  any  other  country,  and  we  

had  testimony  from  those  who  had  spent  1 0  years  on  death  row  in  solitary  confinement  in  Texas,  an  even  longer  period  of  

time  in  solitary  confinement  on  death  row  in  the  State  of  Louisiana,  and  ultimately  exonerated.  They  were  not  found  to  be  
36 of 187  7/25/16, 7:21 PM  guilty.  
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confinement,  many  of  whom  are  going  to  be  ultimately  released,  is  something  the  Federal  Bureau  of  Prisons  is  now  

addressing.  

You've  been  a  prosecutor  for  many  years.  What  is  your  view  when  it  comes  to  incarceration  and  segregation  or  solitary  

confinement?  

LYNCH:  

Senator,  you  raise  important  issues  about  the  management  of  our  prison  system,  which  are  charged  with  the  ultimate  --

being  the  ultimate  repository  for  those  that  we  have  concluded  are  seeking  to  harm  Americans  but  are  also  charged  with  

doing  so  in  a  manner  that  is  constitutional,  that  is  effective  and  that  protects  the  safety  of  both  the  inmates  and  those  who  

are  guarding  them.  

So  these  are  balances  that  we  have  to  strike.  And  I  take  the  view  that  certainly,  as  we  look  at  the  issues,  one  of  the  benefits,  

I  believe,  of  discourse  like  this  and  that  I  hope  to  have  going  forward  with  this  committee  is  continued  discussion  on  those  

issues.  

There  are  a  number  of  -- of  municipalities,  for  example,  that  are  looking  at  this  very  same  issue.  New  York  City  is  looking  at  it  

with  respect  to  juvenile  detention  and  -- and  -- and  -- and  looking  to  remove  solitary  confinement  as  an  option  for  juvenile  

detention  as  well,  based  on  many  of  the  similar  studies  that  you  are  talking  about.  

I  believe  we  have  to  look  at  those  studies,  we  have  to  listen  to  the  evidence  that  comes  before  us  and  make  the  best  

determination  about  how  to  handle  what  can  be  a  dangerous  prison  population,  but  how  to  handle  that  prison  population  in  

a  way  that's  both  constitutional  and  effective.  

DURBIN:  

Thank  you  very  much.  

Thank  you,  Mr.  Chairman.  

GRASSLEY:  

Senator  Lindsey  -- Senator  Graham  is  next.  

GRAHAM:  

Thank  you.  

Thank  you  very  much,  Ms.  Lynch,  and  congratulations  on  being  chosen  by  the  president.  This  is  truly  an  honor,  I'm  sure.  

Do  you  support  the  death  penalty?  

LYNCH:  

Senator,  I  believe  that  the  death  penalty  is  an  effective  penalty.  In  fact,  my  office  most  recently  was  able  to  achieve...  

GRAHAM:  

How  about,  "Yes"?  

LYNCH:  

...  a  death  verdict  there.  

GRAHAM:  

Yes?  
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Yeah,  OK.  That's  good.  Well,  that's  good  from  my  point  of  view.  I  don't  know  about  other  people.  

Sequestration,  have  you  had  a  chance  to  look  at  the  impact  sequestration  will  create  on  your  ability  to  defend  this  nation  as  

attorney  general,  or  those  who  work  for  you?  

LYNCH:  

Senator,  with  respect  to  sequestration,  I  have  had  an  opportunity  to  review  that  matter  very  closely  through  my  work  on  the  

attorney  general's  advisory  committee  and  also  as  -- as  United  States  attorney  dealing  with  the  budgetary  limits  that  -- that  

came  down  with  the  implementation  of  sequestration.  

As  you  are  familiar  with  the  history  probably  perhaps  far  more  than  I,  it  did  constrain  the  federal  budget  greatly  about  --

about  1 8  months...  

GRAHAM:  

Is  this  a  fair  statement?  If  Congress  continues  to  implement  sequestration,  it  will  devastate  the  Department  of  Justice's  

ability  to  effectively  defend  this  country.  

LYNCH:  

Senator,  I  believe  that  that  is  not  only  a  fair  statement,  but  it  is  one  that  warrants  serious  discussion  about  how  we  manage  

budgets  in  a  responsible  manner,  which  I  know  is  important  to  this  body,  but  also  giving  us  the  tools  that  we  need  to  protect  

the  American  people.  

GRAHAM:  

In  your  time  in  this  business,  have  you  seen  more  threats  to  our  country  than  are  presented  today?  

LYNCH:  

Certainly  throughout  my  career  as  a  prosecutor  and  U.S.  attorney,  we  are  seeing  an  increased  number  and  probably  the  

highest  number  of  threats  that  I  have  seen  not  just  from  terrorist  activity,  but  the  increased  activity  in  terms  of  cyber  crime  is  

one  that  has  not  only  increased  numerically  but  -- but  qualitatively  in  the  type  of  threat  that  we  face.  

GRAHAM:  

So  we  need  to  up  our  game  in  the  cyber-security  area  fairly  quickly.  Do  you  agree  with  that?  

LYNCH:  

We  do  need  to  make  sure  we  have  the  resources  we  need  to  keep  up  with  cyber  crimes  and  also  to  get  ahead  of  these  

criminals  in  terms  of  detection,  in  terms  of  prevention,  even  before  we  get  to  the  apprehension  of  these  criminals.  

GRAHAM:  

And  there's  just  not  criminals;  terrorists  also  are  in  the  cyber  business.  Is  that  correct?  

LYNCH:  

Senator,  you've  outlined  perhaps  the  greatest  fear  of  any  prosecutor,  is  the  combination  of  a  cyber  attack  being  carried  out  

on  behalf  a  terrorist  entity,  is  one  that  we  take  great  pains  to  prevent,  to  detect  and  to  disrupt.  

But  it  is  certainly  an  emerging  threat  and  calls  for  resources  beyond  just  mere  personnel  but  in  terms  of  our  own  technology  

also.  

GRAHAM:  

Does  it  also  cry  out  for  Congress  to  take  a  comprehensive  approach  to  our  cyber  problems  in  past  legislation  that  would  

modernize  our  ability  to  deal  with  this  threat?  

LYNCH:38 of 187  7/25/16, 7:21 PM  

Certainly,  a  comprehensive  approach  is  necessary.  
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CQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvODocument Aggregation z0svSi0uzs...In  my  experienc  ,  both  in  the  Eastern  District  of  New  York  and  in  talking  to  my  colleagues,  all  of  us  are  struck  by  the  

prevalence  of  cyber  issues  in  every  type  of  case  that  we  prosecute  now,  much  more  so  than  even  five  or  1 0  years  ago.  

And  so  we  must  have  not  only  a  comprehensive  approach  but  one  that  allows  government  to  work  with  private  industry  as  

well  to  come  up  with  ways  to  best  protect  us  against  this  threat.  

GRAHAM:  

Could  you  give  us  an  estimate,  if  not  now,  in  the  future,  of  what  it  would  cost  to  deport  1 million  people?  

LYNCH:  

Certainly,  Senator,  I  can  -- I  can  -- I  wouldn't  be  able  to  give  you  that  estimate  now  and  would  probably  have  to  reach  out  to  

the  Department  of  Homeland  Security,  who  would  be  charged  with  that  particular  action,  to  see  if  they  could  provide  that  

information  to  you.  

GRAHAM:  

OK.  Do  you  have  a  role  in  the  deportation  of  people  here  illegally  in  the  Department  of  Justice?  Do  have  any  role  at  all  there?  

LYNCH:  

Well,  that  role  is  initially  -- in  terms  of  deportation,  the  role  is  initially  handled  by  the  Department  of  Homeland  Security.  

There  is  -- there  are  the  immigration  courts  through  which  individuals  can  seek  either  asylum  or  redress  from  deportation  

orders  that  are  handled  by  the  Department  of  Justice,  but  that  would  be  simply  -- actually  further  along  in  the  process.  

GRAHAM:  

But  that's  part  of  the  process?  

LYNCH:  

Yes,  it  is.  

GRAHAM:  

If  you  could  maybe  give  us  an  estimate  of  what  it  would  take  to  deport  1 million  people  from  your  lane,  call  the  Department  

of  Justice  and  see  what  they  say,  I  think  it'd  be  instructive  to  us  to  see  what  the  bill  actually  would  be.  

Now,  do  you  think  the  national  NSA  terrorist  surveillance  program  is  constitutional  as  it  is  today?  

LYNCH:  

I'm  sorry?  

GRAHAM:  

Do  you  think  the  NSA  program,  terrorist  surveillance  program,  that  we  have  in  effect  today  is  constitutional?  

LYNCH:  

Senator,  I  believe  that  it's  not  only  -- it's  -- it's  constitutional  and  effective.  

I  know  that  there  are  court  challenges  to  it,  and  certainly,  we  will  abide  by  those  court  regulations.  

GRAHAM:  

Right.  

LYNCH:  

But  it  has  been  a  very  effective  tool  in  managing...  

GRAHAM:  

But  you're  OK  with  it  being  constitutional  from  your  viewpoint?  
39 of 187 7/25/16, 7:21 PM 
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GRAHAM:  

Thank  you.  Marijuana:  There  are  a  lot  of  states  legalizing  marijuana  for  personal  consumption.  Is  it  a  crime  at  the  federal  level  

to  possess  marijuana?  

LYNCH:  

Marijuana  is  still  a  criminal  substance  under  federal  law.  And  it  is  still  a  crime  not  only  to  possess,  but  to  distribute,  under  

federal  law.  

GRAHAM:  

Under  the  Doctrine  of  Preemption,  would  the  federal  law  preempt  states  who  are  trying  to  legalize  the  substance?  

LYNCH:  

Senator,  I  think  you  raised  very  important  questions  about  the  relation  of  the  federal  criminal  system  with  the  states  and  their  

ability  to  regulate  criminal  law  that  they  also  have,  as  there  is  concurrent  jurisdiction,  and  in  terms  of  matters  in  which  

citizens  of  various  states  have  voted.  

With  respect  to  the  marijuana  enforcement  laws,  it  is  still  the  policy  of  the  administration,  and  certainly  would  be  my  policy,  if  

confirmed  as  attorney  general,  to  continue  enforcing  the  marijuana  laws,  particularly  with  respect  to  the  money-laundering  

aspect  of  it,  where  we  see  the  evidence  that  marijuana,  as  I've  noticed  in  cases  in  my  own  district,  brings  with  it  not  only  

organized  crime  activity,  but  great  levels  of  violence.  

GRAHAM:  

Do  you  know  a  Michele  Leonhart,  the  DEA  Administrator?  I  don't  know  if  I  said  her  name  right.  

LYNCH:  

She  is  the  administrator  of  the  Drug  Enforcement  Administration.  

GRAHAM:  

Have  you  ever  had  a  discussion  with  her  about  her  views  of  legalizing  marijuana?  

LYNCH:  

Michele  and  I  have  not  had  that  discussion;  although,  we  have  spoken  on  any  number  of  other  issues.  

GRAHAM:  

Could  you  maybe  have  that  discussion  and  report  back  to  me  as  to  what  the  results  were?  

LYNCH:  

Certainly,  Senator.  I  look  forward  to  speaking  to  not  just  Ms.  Leonhart,  but  with  you  on  this  issue.  

GRAHAM:  

And  August  29,  2013,  I  think  Deputy  Attorney  General  James  M.  Cole  advised  all  U.S.  attorneys  that  enforcing  marijuana  

laws  against  those  that  are  in  compliance  with  state  marijuana  laws  would  not  be  a  priority  of  the  DOJ.  Did  you  get  that  

memo?  

LYNCH:  

All  U.S.  attorneys  received  that  memo,  as  did  I.  

GRAHAM:  

Do  you  think  that  is  a  good  policy?  

LYNCH:  

I  believe  that  the  deputy  attorney  general's  policy  seeks  to  try  and  work  with  state  systems  that  have  chosen  to  take,  40 of 187  7/25/16, 7:21 PM  

admittedly,  a  different  approach  from  the  federal  government  with  respect  to  marijuana,  and  determine  the  most  effective  
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The  deputy  attorney  general's  policy,  as  both  -- as  I  understood  it,  and  has  been  implemented,  still  requires  federal  

prosecutors  to  seek  prosecution  of  marijuana  cases,  particularly  where  we  have  situations  where  children  are  at  risk,  where  

marijuana  is  crossing  state  lines,  particularly  where  you  have  marijuana  being  trafficked  from  a  state  that  has  chosen  a  legal  

framework,  into  a  state  that  has  not  chosen  a  legal  framework,  and  the  intended  harms  therein,  as  well  as  those  who  are  

driving  under  the  influence  of  this.  

A  great  concern,  certainly  within  the  department,  and  those  of  us  who  are  looking  at  these  issues,  is  the  availability  of  the  

edible  products,  and  the  risk  of  those  falling  into  the  hands  of  children,  and  causing  great  harm  there.  

GRAHAM:  

If  a  state  is  intending  to  try  to  legalize  personal  consumption  of  a  small  level  of  marijuana,  what  would  your  advice  be  to  that  

state?  

LYNCH:  

Well,  certainly,  I'm  not  sure  that  -- if  a  state  were  to  reach  out  to  the  department  for  its  views,  I  don't  know  if  that's  happened  

or  what  advice  has  been  given,  but  certainly,  I  believe  the  department  would  have  an  obligation  to  inform  them  of  the  current  

federal  status  of  narcotics  laws,  and  the  department's  position  that  the  federal  narcotics  laws  will  still  be  enforced  by  the  

Department  of  Justice.  

GRAHAM:  

In  2006,  you  signed  an  amicus  brief  supporting  Planned  Parenthood's  opposition  of  partial-birth  abortion  ban;  is  that  

correct?  

LYNCH:  

Yes.  That  was  one  of  a  number  of  former  Department  of  Justice  officials;  although,  the  amicus  brief  we  signed  was  focused  

on  the  issue  of  the  facial  issues  of  the  law,  and  how  it  might  impact  the  perception  of  law  enforcement's  discretion  and  

independence.  

GRAHAM:  

The  only  reason  I  mentioned  that  is  that  if  there's  a  Republican  president  in  the  future,  an  attorney  general  nominee  takes  an  

opposite  view  on  an  issue  like  abortion,  I  hope  our  friends  on  the  other  side  will  acknowledge  it's  OK  to  be  an  advocate  for  a  

cause,  as  their  lawyer.  That  doesn't  disqualify  you  from  serving.  

Same-sex  marriage,  the  courts  are  wrestling  with  this  issue.  Same-sex  marriage,  this  may  go  to  the  Supreme  Court  very  

soon.  If  the  Supreme  Court  rules  that  same-sex  marriage  bans  are  unconstitutional,  it  violates  the  U.S.  Constitution  for  a  

state  to  try  to  limit  marriage  between  a  man  and  a  woman,  that's  clearly  the  law  of  the  land,  unless  there's  a  constitutional  

amendment  to  change  it.  

What  legal  rationale  would  be  in  play  that  would  prohibit  polygamy?  What's  the  legal  difference  between  a  state  -- a  ban  on  

same-sex  marriage  being  unconstitutional,  but  a  ban  on  polygamy  being  constitutional?  Could  you  try  to  articulate  how  one  

could  be  banned  under  the  Constitution,  and  the  other  not?  

LYNCH:  

Well,  Senator,  I  have  not  been  involved  in  the  argument  or  analysis  of  the  cases  that  have  gone  before  the  Supreme  Court.  

And  I'm  not  comfortable  undertaking  legal  analysis  without  having  had  the  ability  to  undertake  a  review  of  the  relevant  facts  

and  the  precedent  there.  

7/25/16, 7:21 PMSo41 Iof 187certainly would not be able to provide you with that analysis at this point in time, but I look forward to continuing the 

discussions with you. 
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(OFF-MIKE)  from  Rhode  Island  ask  his  questions,  this  would  be  my  plan.  And  you  tell  me  if  this  will  give  you  enough  time.  

The  Rhode  Island  senator,  Senator  Lee,  and  then  Senator  Klobuchar;  that'll  take  us  until  about  1 2:45.  Then  I  was  thinking  of  

coming  back  about  1 :30.  

LYNCH:  

Thank  you,  Senator.  

GRASSLEY:  

Is  that  going  to  give  you  enough  time?  

LYNCH:  

Yes,  indeed.  Thank  you,  Senator.  

GRASSLEY:  

Senator  from  Rhode  Island.  

WHITEHOUSE:  

Thank  you,  Chairman.  Ms.  Lynch,  welcome  to  the  committee,  and  congratulations  on  your  nomination.  I  look  forward  to  

working  with  you  on  a  considerable  number  of  issues  as  we  go  forward.  

Since  there  has  been  a  significant  amount  of  commentary  about  the  president's  immigration  measures,  the  ranking  member  

has  asked  me  to  put  into  the  record  letters  from  law  enforcement  leaders  in  Ohio,  Utah,  Iowa,  Indiana  and  Wisconsin,  

supporting  the  president's  policies  and  saying,  concluding,  "While  the  executive  reforms  improve  a  broken  immigration  

system  that  can  achieve  only  a  fraction  of  what  can  be  accomplished  by  broad  congressional  action,  we  continue  to  

recognize  that  what  our  broken  system  truly  needs  is  a  permanent  legislative  solution,  and  urge  Congress  to  enact  

comprehensive  immigration  reform  legislation."  

There  is  a  similar  letter  from  the  member  organizations  of  the  National  Task  Force,  and  Sexual  and  Domestic  Violence,  and  a  

similar  statement  for  the  record  of  Stan  Marek  of  Texas,  the  president  and  CEO  of  the  Marek  Family  of  Companies.  If  I  may  

(ph)  ask  unanimous  consent  that  those  be  made  a  part  of  the  record?  

(UNKNOWN)  

Without  objection.  

WHITEHOUSE:  

There's  also  been  considerable  commentary  about  Attorney  General  Holder  in  a  hearing  at  which  he  does  not  have  the  

opportunity  to  defend  himself.  And  it's  my  view  that  a  significant  amount  of  that  commentary  would  not  withstand  his  ability  

to  defend  himself  if  he  were  here.  

So  let  me  say  in  response  to  that,  there  are  legal  arguments  and  policies  that  fall  outside  a  particular  political  ideology.  That  

does  not  make  them  outside  the  mainstream.  And  it  does  not  politicize  a  department  to  make  those  arguments  or  pursue  

those  policies.  

I'd  argue,  actually,  that  it's  the  effort  to  constrain  (ph)  the  department  within  that  ideology  that  would  be  politicizing.  I'd  

further  note,  as  a  former  United  States  attorney,  that  the  department  that  Attorney  General  Holder  inherited  was  in  a  very  

grave  state  of  disarray.  And  that's  not  just  a  matter  of  opinion.  

The  Office  of  Legal  Counsel  wrote  opinions  that  were  so  bad,  so  ill-informed,  so  ill-cited  to  the  case  law  that  pertained,  that  

when  they  were  finally  exposed  to  peer  review,  they  were  widely  ridiculed,  and  ultimately  withdrawn  by  the  previous  

administration.42 of 187  7/25/16, 7:21 PM  
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uCQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvODocument Aggregation z0svSi0uzs...We  witnessed  efforts  to  manipulate  United  States  attorneys.  And  I  know  that  you  are  one,  Ms.  Lynch.  It  caused  a  very  p  blic  

rebellion  among  sitting  U.S.  attorneys  at  the  time,  and  that  drew  in  past  U.S.  attorneys  appointed  by  both  Republican  and  

Democratic  presidents.  

WHITEHOUSE:  

We  were  exposed  to  hiring  practices  within  the  department  that  were,  on  their  face,  overtly  political,  and  had  political  litmus  

texts  for  hiring,  a  first  in  the  department's  history,  haven't  gone  down  that  way  before.  And  ultimately,  a  series  of  other  

issues,  as  well  as  those,  led  to  the  resignation  of  the  attorney  general  of  the  United  States.  

So  it's  easy  to  critique  Attorney  General  Holder  and  blame  him  for  politicizing  the  department.  But  I  think  history's  calm  and  

dispassionate  judgment  will  reflect  that  attorney  general  actually  brought  the  department  back  from  a  place  where  it  had  

been  sadly  politicized.  

And  I  can  say  firsthand  that  a  lot  of  my  U.S.  attorney  colleagues,  both  from  Republican  and  Democratic  administrations  

were  very,  very  concerned  about  what  was  happening  to  the  department  back  then.  

So  I  shouldn't  waste  the  time  of  this  hearing  on  that.  But  with  all  the  things  that  have  been  said  about  Attorney  General  

Holder  without  him  having  the  opportunity  to  defend  and  rebut,  I  wanted  to  say  that.  

So  some  of  the  areas  I  think  we  need  to  work  together,  Ms.  Lynch,  when  you're  confirmed,  which  as  I  hope  you  will  be.  

Senator  Graham  raised  the  issue  of  cybersecurity.  And  he  has  been  an  extraordinarily  helpful  and  forward-leaning  member  

of  the  Senate  on  protecting  our  country  from  the  dangers  of  cyber  attacks,  whether  it's  ordinary  criminal  activity  or  the  theft  

of  intellectual  property  wholesale  on  behalf  of  Chinese  industries,  or  the  really  dangerous  threat  of  laying  in  the  cyber  

sabotage  traps  that  can  be  detonated  later  on  in  the  event  of  a  conflict.  

I'm  concerned  about  the  structure  within  the  department  for  handling  cybersecurity.  At  an  investigative  level  it's  spread  

across  primarily  the  FBI,  secondarily  Secret  Service  and  to  a  degree  Homeland  Security.  Within  the  department  it  falls  under  

the  roof  of  both  the  criminal  division  and  at  the  national  security  division.  

And  I  hope  that  with  the  assistance  of  the  Office  of  Management  and  Budget,  you  and  I  and  the  Office  of  Management  and  

Budget  and  other  interested  senators  can  continue  a  conversation  about  what  the  deployment  of  resources  and  structure  

should  look  like  against  the  cybersecurity  threat  in  the  future.  Will  you  agree  to  participate  in  such  a  process?  

LYNCH:  

Certainly,  senator.  I  think  you've  outlined  an  important  issue.  And  if  confirmed  as  attorney  general  I  look  forward  to  working  

with  you  and  all  of  the  relevant  partners  on  this  committee  and  throughout  Congress  in  making  sure  that  the  department  is  

best  situated  to  handle  this  growing  threat.  

WHITEHOUSE:  

There  is  considerable  bipartisan  legislation  in  the  Senate  on  the  subject,  and  I  hope  it's  one  where  we  can  get  something  

serious  accomplished  in  the  months  ahead.  

Another  area  where  there  is  considerable  bipartisan  legislation  is  on  sentencing  reform.  Senator  Durbin  mentioned  his  and  

Senator  Lee's  legislation  that  his  at  the  front  end  of  the  sentencing  end.  

Senator  Cornyn  and  I  have  an  almost  parallel  bill  that  relates  to  the  end  of  the  sentence  and  how  to  encourage  incarcerated  

people  to  get  the  type  of  job  training,  drug  and  alcohol  rehabilitation,  anger  management,  mental  health  care,  family  

reconciliation,  job  training,  whatever  it  is  that  they  need  so  that  when  they're  put  back  into  society  they  have  a  less  chance43 of 187 7/25/16, 7:21 PM 

of going back to a life of crime, of recidivating as they say. 
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department  will  continue  to  be  supportive  of  our  efforts.  

LYNCH:  

Certainly,  senator.  You've  raised  I  think  the  next  challenge  as  we  look  at  how  to  manage  our  prison  population  and  the  issue  

of  crime,  which  is  how  do  we  help  people  who  are  going  to  be  released  return  to  the  communities  from  which  they  came  

and  become  productive  citizens,  as  opposed  to  returning  to  the  prior  behavior,  criminal  behavior  that  not  only  landed  them  

in  prison  but  creates  new  victims.  And  that  will  certainly  be  an  important  part  of  my  focus.  

Within  the  Eastern  District  of  New  York  we  are  very  strong  participants  in  reentry  programs  that  are  sponsored  by  our  

colleagues  at  the  Brooklyn  District  Attorney's  Office,  in  one  of  the  most  difficult  neighborhoods  in  my  district,  in  Brownsville.  

We  work  extensively  with  those  reentry  efforts.  

And  those  reentry  efforts  work  exactly  as  you  said,  in  focusing  on  job  training,  in  focusing  on  building  skills  so  that  those  

coming  out  of  prisons  can  become  productive  members  of  society,  as  opposed  to  those  who  will  continue  to  harm  others  in  

society.  So  you  certainly  have  raised  very  important  issues  and  I  look  forward  to  continuing  the  discussion  with  you  and  

people  on  this  committee  and  throughout  this  body  on  those  issues.  

WHITEHOUSE:  

Thank  you.  

Another  piece  of  legislation  that  we'll  be  working  on,  thanks  to  the  courtesy  and  care  of  our  chairman,  Senator  Grassley,  is  a  

reauthorization  of  the  Juvenile  Justice  and  Delinquency  Prevention  Act,  which  has  been  now  12  years  since  its  last  

reauthorization.  And  I  appreciate  very  much  that  the  chairman  has  been  willing  to  work  on  this  and  has  made  it  one  of  the  

priorities  for  this  committee.  

Obviously  the  way  in  which  juveniles  are  treated  in  our  correction  system  as  they're  detained  has  been  an  important  issue  

for  the  Justice  Department.  And  I  would  ask  again  for  your  cooperation  and  active  support  of  our  process  going  forward  to  

reauthorize  JJDPA.  

LYNCH:  

Certainly,  senator.  I  think  that  the  way  in  which  we  handle  juveniles  within  the  criminal  justice  system  is  something  that  is  of  

great  concern  to  me  in  terms  of  both  my  practice  in  the  Eastern  District  of  New  York,  and  also  talking  to  my  colleagues,  the  

other  U.S.  attorneys  across  the  country  who  face  these  issues.  

I  believe  it  certainly  is  incumbent  upon  all  of  us  to  look  at  the  latest  research  on  issues  of  how  juveniles  develop  and  how  

they  manage  their  -- themselves  in  certain  environments,  and  always  be  open  to  reviewing  those.  I  look  forward  to  working  

with  you  and  others  in  discussing  that  statute.  

WHITEHOUSE:  

In  my  last  seconds,  you  and  I  have  both  had  the  experience  of  being  United  States  attorneys.  And  I  suspect  we  both  had  the  

experience  of  finding  people  who  were  targets  of  our  criminal  enforcement  efforts  who  if  we  looked  back  into  their  past  

might've  avoided  our  attention  had  they  managed  their  drug  or  alcohol  addiction...  

LYNCH:  

Certainly.  

WHITEHOUSE:  

...  or  gotten  the  mental  health  treatment  that  they  needed.  
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We  have  other  legislation,  the  Comprehensive  Addiction  Recovery  Act,  that  I  hope  you  will  also  work  with  us  on  to  try  to  

make  sure  that  where  we  can  intervene  with  appropriate  addiction  treatment  and  mental  health  treatment,  we  can  move  

people  to  more  appropriate  setting  rather  than  burden  the  criminal  justice  system  with  what  is  often  an  inappropriate  

response  to  their  conduct  and  to  their  condition.  

LYNCH:  

Certainly,  senator.  In  my  own  district  our  court  has  been  very  forward-thinking  and  very  effective  in  setting  up  diversion  

programs  and  a  pretrial  opportunity  program  that  has  provided  great  support  for  people  and  enabled  them  to  provide  

treatment  and  learn  to  become  productive  members  of  society.  And  therefore  escape  being  trapped  into  a  spiral  of  criminal  

behavior  and  the  results  thereof.  

WHITEHOUSE:  

Thank  you.  

Thank  you,  Chairman.  

GRASSLEY:  

Yes.  Thank  you  very  much.  

And  now  Senator  Lee.  

LEE:  

Thank  you,  Mr.  Chairman.  

And  thank  you,  Ms.  Lynch,  for  joining  us  today.  Thanks  for  your  service  to  our  country.  I  also  appreciated  our  visit  recently  

when  you  came  to  my  office  and  am  grateful  to  you  for  your  support  for  sentencing  reform.  The  bipartisan  legislation  that  I'm  

working  on  with  Senator  Durbin  that  he  referenced  a  few  minutes  ago  is  important.  And  I  appreciate  your  views  on  that  as  

well.  

I  want  to  speak  with  you  briefly  going  back  to  prosecutorial  discretion.  As  a  former  prosecutor  I'd  assume  you'd  agree  with  

me  that  there  are  limits  to  prosecutorial  discretion  in  the  sense  at  least  that  it's  intended  to  be  an  exception  to  the  rule  and  

not  to  swallow  the  rule  itself.  Would  you  agree  with  me  that  far,  that...  

LYNCH:  

Certainly,  sir.  I  believe  that  in  every  instance  every  prosecutor  has  to  make  the  best  determination  of  the  problems  presented  

in  their  own  area,  in  my  case  in  my  district,  and  set  priorities,  and  within  those  priorities  exercise  discretion.  

LEE:  

Right.  So  prosecutors  inevitably  have  limited  resources.  And  so  it's  understandable  why  they  would  choose  when  they've  

got  to  prioritize  to  perhaps  put  more  resources  into  punishing,  for  example,  bank  robberies  than  they  do  into  punishing  

pickpocketers.  And  perhaps  they  might  put  more  resources  into  going  after  pickpocketers  than  they  do  going  after  people  

who  exceed  the  speed  limit.  

But  at  some  point  there  are  limits  to  this.  And  that  doesn't  mean  that  it  would  be  OK,  that  it  would  be  a  proper  exercise  of  

prosecutorial  discretion  to  issue  permits  for  people  to  speed,  right?  

LYNCH:  

Certainly,  sir.  I  think  that  if  you  -- if  a  prosecutor  were  to  come  to  the  view  that  they  had  to  prioritize  one  crime  over  another  

you  would  always  still  want  to  retain  the  ability,  even  if  it  was  an  area  that  was  not  an  immediate  priority.45 of 187 7/25/16, 7:21 PM 
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speeding,  there  were  deaths  resulting  from  that.  You  would  want  to  have  the  ability  to  still,  if  you  could,  take  resources  and  

focus  on  that  issue.  It  might  not  be  the  first  priority.  But  you  would  want  to  have  the  ability  to  go  back  and  deal  with  that  

issue.  

LEE:  

For  that  reason  prosecutorial  authorities  or  law  enforcement  authorities  typically  don't  go  out  and  say  we're  only  going  to  

punish  you  for  a  civil  violation  involving  a  traffic offense  if  you  speed  and  then  it  results  in  an  accident  with  injuries.  They  

leave  open  the  very  real  possibility,  indeed  the  likelihood,  that  someone  can  and  will  be  brought  to  justice  in  one  way  or  

another  for  any  civil  violation  they  commit  while  speeding.  

LYNCH:  

Well,  certainly,  I  can't  speak  to  all  law  enforcement  agencies.  I  know  that  depending  upon  the  agency,  sometimes  the  

priorities  are  known,  sometimes  they're  expressed.  Every  office  has  guidelines.  Certainly  the  law  enforcement  agencies  are  

aware  of  certain  guidelines  in  terms  of,  for  example,  a  dollar  amount  involving  certain  types  of  crimes.  

LEE:  

But,  if  someone  went  out  and  said  I'm  going  to  issue  a  permit  to  someone  saying  that  they  may  speed,  saying  they  may  go  

up  to  1 00  miles  an  hour  without  receiving  a  ticket,  that  would  -- unless  that  person  were  also  in  charge  of  making  the  law  in  

that  jurisdiction,  that  would  be  a  usurpation  of  the  system  by  which  our  laws  are  made.  Would  you  agree  with  that?  

LYNCH:  

Again,  without  knowing  more  about  it,  I'm  not  able  to  respond  to  the  hypothetical.  It  certainly  doesn't  sound  like  something  

that  a  law  enforcement  official  would  be  engaged  in,  but,  again,  without  knowing  more  of  the  facts  I'm  not  able  to  really  

respond  to  your  hypothetical.  

LEE:  

OK.  Thank  you.  

Let's  shift  gears  for  a  minute.  Do  you  agree  that  citizens  and  groups  of  citizens  should  not  be  targeted  by  government,  

should  not  be  the  recipients  of  adverse  action  by  the  government  based  on  their  exercise  of  their  First  Amendment  rights?  

LYNCH:  

Certainly,  I  think  that  the  First  Amendment  is  one  of  the  cornerstones  of  a  free  society  and  I  believe  that  our  jurisprudence  

has  set  forth  great  protections  for  individuals  as  well  as  groups  in  the  -- in  the  exercise  of  their  First  Amendment  rights  to  

make  sure  that  they  are  protected  and  not  targeted.  

I  also  would  say  that  certainly,  as  a  -- as  a  career  prosecutor  and  U.S.  attorney,  there  is  really  no  place  for  bias  or  personal  

view  in  terms  of  how  we  approach  the  types  of  crimes  that  we  pursue.  

LEE:  

And  presumably  you'd  say  the  same  with  respect  to  someone's  exercise  of  their  rights  under  the  Fourth  Amendment  or  the  

Fifth  Amendment  or  the  Sixth  or  the  Seventh  or  the  Eighth.  Under  any  of  those  protections,  somebody  shouldn't  be  

punished  by  government  for  exercising  their  rights  under  those  provisions  of  the  Constitution.  

LYNCH:  

Certainly  I  believe  that  there  are  safeguards  in  place  to  prevent  that.  I  think  we  always  certainly  have  to  balance  that  with  

some  -- with  the  possibility  of  an  extreme  situation  in  which  we  may  have  to  move  quickly,  for  example,  to  protect  someone  

or  there's  an  imminent  threat  therein,  but  I  believe  that  there  are  protections  set  up  for  that  very  purpose.  

46 of 187  7/25/16, 7:21 PM  LEE:  
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I  believe  that  certainly  the  Supreme  Court  has  set  forth  clarity  on  that  issue,  and  so,  therefore  that,  regardless  of  the  

amendment,  that  -- that  certainly  that  is  a  protected  right.  

LEE:  

Are  you  aware  that  there's  a  program  called  Operation  Choke  Point  within  the  Department  of  Justice  and  that  through  this  

program,  the  Department  of  Justice  and  some  other  federal  law  enforcement  agencies  have  on  some  occasions  put  financial  

pressure  on  legal  businesses,  including  hard-working  Americans  who  happen  to  be  involved  in  the  business  of  selling  

firearms  and  ammunition,  by  essentially  telling  banks  not  to  do  business  with  them?  

LYNCH:  

I'm  generally  familiar  with  the  name  "Operation  Choke  Point,"  and  my  understanding  of  it  with  respect  to  the  Department  of  

Justice  current  work,  again,  I  haven't  been  involved  in  either  the  implementation  or  the  creation  of  it,  but  my  general  

understanding  of  it  is  that  it  looks  to  target  financial  institutions  that  are  involved  in  perpetrating  frauds  upon  consumers  and  

where  there  might  be  a  financial  institution  that  is  facilitating,  for  example,  consumer  bank  accounts  being  looted  or  

consumers  essentially  losing  their  bank  accounts,  that  that's  the  target  of  that.  

Again,  I'm  not  familiar  enough  with  the  specifics  of  it  to  know  about  the  underlying  businesses  that  the  transaction  might  

have  -- might  have  originated  from,  but  that's  my  understanding  of  the  program.  

LEE:  

OK.  I  assume  it's  safe  to  assume  that  should  you  be  confirmed  you'll  work  with  me  to  make  sure  that  legitimate,  law-

abiding  Americans  aren't  targeted  for  their  exercise  of  their  Second  Amendment  rights.  

LYNCH:  

On  that  and  any  other  issue  of  importance  to  you,  Senator,  I  look  forward  to  hearing  your  concerns  and  working  with  you  on  

them.  

LEE:  

Thank  you.  Thank  you.  

I  want  to  talk  about  civil  forfeiture  for  a  minute.  Do  you  think  it's  fundamentally  just  and  fair  for  the  government  to  be  able  to  

seize  property  from  a  citizen  without  having  to  prove  that  the  citizen  was  guilty  of  any  crime  and  based  solely  on  a  showing  

that  there  was  probable  cause  to  believe  that  that  property  was  in  some  way  used  in  connection  with  a  crime?  

LYNCH:  

Senator,  I  believe  that  civil  forfeiture,  civil  and  criminal  forfeiture,  are  very  important  tools  of  the  Department  of  Justice  as  well  

as  our  state  and  local  counterparts  through  state  laws  in  essentially  managing  or  taking  care  of  the  first  order  of  business,  

which  is  to  take  the  profit  out  of  criminal  activity.  

With  respect  to  civil  forfeiture,  certainly  as  implemented  by  the  department,  it  is  done  pursuant  to  supervision  by  a  court,  it  is  

done  pursuant  to  court  order,  and  I  believe  that  the  protections  are  there.  What  I  will  also  -- sorry.  

LEE:  

What  if  you  just  asked  the  average  person  on  the  street  whether  they  thought  the  government  could  or  should  be  able  to  do  

that,  should  the  government  be  able  to  take  your  property  absent  a  showing  that  you  did  anything  wrong,  thereafter  

requiring  you  as  a  condition  for  getting  your  property  back,  whether  it's  a  bank  account  that's  been  seized  or  frozen,  

whether  it's  a  vehicle  that's  been  seized,  that  you  would  have  to  go  back  and  prove  your  innocence.  

So  you're  guilty,  in  essence,  until  proven  innocent.  At  least  guilty  in  the  sense  that  your  property's  gone.  Do  you  think  your  
47 of 187  7/25/16, 7:21 PM  
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Well,  I  certainly  can't  speak  in  terms  of  what  the  average  citizen  would  or  would  not  be  aware  of  there.  I  certainly  understand  

that  there  has  been  a  lot  of  discussion  and  concern  over  -- over  asset  forfeiture  as  a  program,  as  expressed  by  a  number  of  

people.  

LEE:  

And  particularly  at  the  state  level,  such  that  some  states  have  adopted  in  response  to  a  pretty  widespread  citizen  outcry  

laws  significantly  restricting  the  use  of  civil  forfeiture  proceedings  for  that  very  reason.  

Which  leads  to  why  I  raise  this  with  you.  It's  my  understanding  that  the  Department  of  Justice  has  in  many  instances  been  

used  as  a  conduit  through  which  law  enforcement  officials  at  the  state  and  local  level  can  circumvent  state  laws  restricting  

the  use  of  civil  forfeiture  within  the  state  court  system.  

In  other  words,  where,  under  the  state  courts  -- state  law  established  system  that  kind  of  forfeiture  is  prohibited,  people  can  

go  through  the  Department  of  Justice.  The  Department  of  Justice  will  take  out  a  fee,  maybe  20  percent  of  the  value  of  the  

assets  seized,  and  then  those  can  be  returned.  It's  a  process  known  as  adoption.  

Don't  you  think  most  Americans  would  find  that  concerning,  if  the  federal  government  is  facilitating  efforts  to  circumvent  

state  laws  that  are  designed  to  prohibit  the  very  thing  that  they're  doing?  

LYNCH:  

I  think  that  a  number  of  people  would  have  questions  about  how  the  Department  of  Justice  manages  its  asset  forfeiture  

program.  And  my  understanding  is  that  those  questions  have  been  raised  about  various  aspects  of  it.  

My  understanding  is  that  the  department  is  undertaking  a  review  of  its  asset  forfeiture  program.  

And  certainly  as  U.S.  attorney  I'm  aware  of  the  fact  that  the  adoption  program  that  you  have  just  described  which  did  raise  

significant  concerns  from  a  number  of  parties  has  actually  been  discontinued  by  the  department,  that's  the  guidance  that  we  

have  recently  received,  with  some  exceptions  for  things  like  items  of  danger,  explosives  and  the  like.  

But  it  is  part  of  an  ongoing  review  of  the  asset  forfeiture  program.  And,  certainly,  should  I  be  confirmed,  I  look  forward  to  

continuing  that  review.  

I  would  also  say,  Senator,  that  I  look  forward  to  continuing  these  discussions  with  you  as  you  express  concerns  and  interests  

on  behalf  of  constituents  or  others  as  an  important  part  of  the  department  being  as  transparent  as  possible  in  explaining  

how  it  operates.  

Asset  forfeiture  is  a  wonderful  tool.  We  return  money  to  victims.  We  take  the  profit  out  of  crime.  But,  as  with  everything  that  

we  do,  we  want  to  make  sure  that  we  are  being  as  responsive  as  possible  to  the  people  that  we  are  serving.  

LEE:  

Thank  you.  I  look  forward  to  those  additional  discussions.  

And  I  see  my  time's  expired.  Thank  you  very  much.  

GRASSLEY:  

Thank  you,  Senator  Lee.  

Now,  Senator  Klobuchar.  

KLOBUCHAR:48 of 187  7/25/16, 7:21 PM  

Well,  thank  you  very  much.  
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room  and  their  lunch.  So  we  will  have  a  good  10  minutes  here.  

Your  dad  seemed  to  enjoy  that  (inaudible).  

I  think  everyone  knows  you  have  an  impressive  resume.  And  the  one  thing  that  has  not  been  brought  up  was  something  I  

actually  read  this  weekend  in  the  profile  about  you,  as  I  was  thinking  about  this  old  saying  we  have  in  our  household  that  

that  obstacles  on  life's  path  are  not  just  obstacles,  they  are  the  path.  And  no  one  represents  that  better  than  you,  Loretta  

Lynch.  

When  I  read  about  the  story  of  you  scoring  so  well  on  a  test  in  elementary  school  that  they  didn't  believe  that  you'd  taken  

that  test  and  then  you  took  it  again  and  scored  even  higher...  

(LAUGHTER)  

...  the  obstacles  are  the  path.  Or  the  time  that  you  became  the  valedictorian  of  your  class  and  the  school  officials  said  that  it  

would  be  too  controversial  if  you  were  the  only  valedictorian  and  so  they  added  some  other  students  to  be  valedictorian.  

I  was  thinking  of  all  the  senators  in  this  building.  We  may  have  more  than  a  few  valedictorians.  And  I  don't  think  that  ever  

happened  to  them.  

So  I  thank  you  for  your  courage  and  your  perseverance,  and  your  parents'  courage  and  perseverance  that  brought  you  to  us  

today.  

KLOBUCHAR:  

I  was  going  to  start  with  a  question.  I  know  you  touched  with  on  it  with  Senator  Schumer.  

As  you  know,  I'm  a  former  prosecutor  (inaudible)  office.  We  had  about  400  people.  We  worked  really  well  with  the  U.S.  

Attorney's  Office.  

Some  of  the  U.S.  attorneys  you  know  that  I  worked  with,  Todd  Jones,  who's  now  the  head  of  our  Bureau  of  Alcohol,  

Tobacco  and  Firearms,  and  then  also  Tom  Heffelfinger,  who  was  the  U.S.  attorney  under  Bush.  Now  we  have  a  guy  named  

Andy  Luger,  who  you're  also  aware  of,  and  it's  been  very  important,  that  relationship  that  we've  had  with  local  prosecutors  

and  the  U.S.  Attorney's  Office.  

I  wondered  if  you  would  talk  a  little  bit  more  about  how  you  would  view  that  as  the  attorney  general  in  terms  of  how  you  

would  like  your  U.S.  attorneys  to  work  with  the  local  prosecutors.  

You  know,  it  can  be  very  inundated  with  a  lot  of  cases,  and  sometimes  we  would  view  the  U.S.  Attorney's  Office  as  getting  

the  luxury  to  spend  a  lot  of  time  on  cases,  while  we  would  be  handling  literally  tens  of  thousands  of  cases  coming  in  the  

doors.  

LYNCH:  

Well,  thank  you,  Senator.  

You  touch  upon  an  important  part  of  my  practice.  One  of  the  benefits  of  being  the  U.S.  attorney,  as  you  noted,  is  getting  to  

know  the  other  prosecutors,  not  just  my  fellow  U.S.  attorneys  but  also  the  numerous  state  and  local  prosecutors  with  whom  

we  work  so  well.  

49 of 187 7/25/16, 7:21 PMI'm  -- I  am  so  privileged  in  Brooklyn  to  have  a  strong  relationship  with  the  district  attorneys  in  my  district  in  all  five  counties  

but  also  even  outside  of  my  district,  into  Manhattan,  into  the  Bronx  and  beyond.  
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able  to  share  starting  my  prescription  drug  initiative  with  the  Brooklyn  District  Attorney's  Office  and  also  work  closely  with  

district  attorneys  in  Nassau  and  Suffolk  County  in  handling  the  problem  of  prescription  drug  abuse,  which  has  spiked,  

unfortunately,  and  led  to  violence  and,  in  fact,  deaths  in  Long  Island.  

KLOBUCHAR:  

And  I  think  you  know  that  the  -- the  stats  lately  are  that  four  out  of  five  of  heroin  users  started  with  prescription  drugs,  and  

then  they  turned  to  heroin.  I  think  people  are  shocked  by  that,  but  you  see  that  connection  with  the  heroin  as  well.  

LYNCH:  

We  do,  indeed,  because  of  the  opioid  substance  of  both  drugs,  and  we  are,  in  fact,  seeing  a  resurgence  in  heroin  not  just  in  

my  district  but  unfortunately  across  the  country.  

This  problem,  like  so  many  others,  is  one  that  must  be  dealt  with  in  a  cooperative  and  collaborate  manner.  And  I  am  

incredibly  proud  to  say  that  all  of  my  United  States  attorneys,  colleagues  take  very  seriously  the  opportunity  and  -- and  the  

privilege  to  work  with  our  state  and  local  counterparts  in  crafting  prescription  drug  initiatives,  heroin  initiatives  along  with  our  

violent  crime  initiatives.  

We  work  closely  with  our  state  and  local  counterparts  to  determine  where  is  the  best  place  for  a  case  to  be  brought.  We  look  

at  things  like  the  type  of  sentence  that  can  be  achieved  or  the  type  of  evidence  that  is  admissible  in  the  different  

proceedings.  And  we  cannot  have  those  discussions  without  building  on  a  positive  working  relationship,  and  it  has  really  

been  a  hallmark  of  this  U.S.  attorney  community.  

Should  I  be  confirmed  as  attorney  general,  I  intend  to  draw  upon  that  strength  of  my  U.S.  attorney  colleagues  as  well  as  all  

of  my  state  and  local  counterparts  throughout  the  country.  

People  who  are  at  the  ground  zero  of  these  problems  often  come  up  with  the  best  solutions.  They  pull  in  the  health  care  

community,  they  pull  in  parents,  they  pull  in  community  leaders,  and  they  come  up  with  a  solution  that  works  that  can  often  

be  replicated  in  other  places.  

I've  seen  that  happen  in  my  -- with  my  U.S.  attorney  colleagues  particularly  in  the  area  of  heroin  abuse  and  some  of  the  

initiatives  that  they  are  working  on  as  well.  

So  if  confirmed  as  attorney  general,  I  intend  to  rely  very  heavily  on  my  -- my  prosecutorial  colleagues.  

KLOBUCHAR:  

Well,  thank  you  very  much  for  that  answer.  

And  at  some  point,  I  think  we  talked  about  this  before,  but  Senator  Cornyn  and  I  did  the  drug  take-back  bill,  and  we've  

finally  gotten  the  rules  out  from  DEA  on  that,  and  we  want  to  -- would  look  forward  to  working  with  you  on  that.  

Something  else  I  -- I  think  I'll  talk  to  you  later  about,  your  work  in  Rwanda  but  the  fact  that  you've  done  some  very  important  

international  work  as  well.  

But  you've  also  done  prosecution  of  international  terrorists  here  at  home.  And  what  lessons  have  you  taken  from  those  

cases?  

I'll  tell  you  why  this  is  important  from  a  home-state  perspective.  As  you  know,  we  have  -- our  U.S.  Attorney's  Office  in  

Minnesota  indicted  and  prosecuted  a  number  of  al-Shabaab  members  who  had  gone  over  in  Somalia.  
50 of 187  7/25/16, 7:21 PM  
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There's  a  pilot  program  that  the  Justice  Department  has,  involving  three  cities  -- L.A.,  Boston  and  Minneapolis-Saint  Paul.  

There's  going  to  be  an  extremism  conference  coming  up.  

But  could  you,  one,  talk  about  your  experience  with  these  kind  of  cases  and,  two,  how  you  think  that  this  pilot  program  

should  be  funded?  

We're  concerned,  because  it's  coming  out  of  general  funds,  and  if  you  would  support  some  kind  of  specific  funding  for  the  

program.  

Thank  you.  

LYNCH:  

Certainly,  just  -- just  -- just  talking  initially  on  the  subject  of  combating  violent  extremism,  one  of  the  -- one  of  the  most  

difficult  things  to  see  are  young  men  and  increasingly,  young  women,  many  of  them  American  citizens,  who  are  turning  to  

this  radical  brand  of  terror  and  being  recruited  to  go  overseas  and  become  trained  and  are  being  sent  back  to  perpetrate  

threats  against  the  homeland.  

And  the  sources  of  this  and  the  reasons  for  this  are  debated  endlessly,  and  I  think  we  need  further  discussion  about  that.  

But  we  must  take  steps  to  combat  this.  We  must  take  steps  to  understand  the  level  of  disaffection  that  these  individuals  are  

feeling  with  their  current  society  and  also  help  them  and  their  families  understand  the  risks  that  they  are  facing.  

Some  of  the  most  difficult  conversations  I  have  had  have  been  when  I  have  visited  the  mosques  in  -- in  my  district  and  had,  

frankly,  wonderful  interaction  with  the  participants  there  and  wonderful  interaction  with  the  residents  there.  

But  we've  talked  about  violent  extremism,  and  I've  talked  to  parents  who  have  said  to  me,  "You  know,  I  just  don't  

understand  why  the  government  is  targeting  my  youth."  And  we've  had  very  frank  discussions  about  how  it's  difficult  for  any  

parent  to  know  what  their  children  are  seeing  on  the  Internet  and  how  they  are  responding  to  what  is  being  put  forth  on  the  

Internet  and  the  harm  it  does  not  just  to  our  society  but  also  to  those  families,  because  they  lose  their  children.  They  

absolutely  lose  them  when  they  are  sucked  up  by  this  radical  extremism  and  only  to  come  back  to  be  dealt  with,  as  they  will,  

by  American  justice.  

Certainly,  with  respect  to  the  number  of  -- the  types  of  cases  that  my  office  have  seen,  we  have  seen  individuals  who  started  

off  as  -- as  relatively  peaceful  individuals  from  what  we  could  tell  but  were  brought  -- were  dragged  into  radical  extremism,  

did  travel  overseas,  were  recruited  to  then  return  to  the  U.S.  and  set  -- and  perpetrate  attacks  there.  We've  seen  that  on  

more  than  one  occasion.  

KLOBUCHAR:  

And  the  funding,  you're  aware  of  the  pilot  program  that  we  have  going  in  the  twin  cities?  

LYNCH:  

Yes,  yes.  A  very  important  program  given  the  nature  of  the  -- of  the  problems  that  have  emanated  from  that  community  and  

how  -- the  devastation  that  it  has  -- that  it  has  essentially  wrought  within  those  families  and  within  that  community.  I  think  

those  issues  are  very,  very  important.  

Certainly,  I  look  forward  to  working  with  you  on  finding  the  most  effective  way  to  fund  those  programs,  because  they  have  a  

lot  to  teach  all  of  us  who  are  working  in  this  issue.  

51 of 187 7/25/16, 7:21 PM
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investigation  and  the  prosecution  of  trafficking  cases.  

This  is  something  -- Senator  Cornyn  and  I,  again,  have  a  bill  on  sex  trafficking,  which  -- called  the  Safe  Harbor  Bill,  which  is  

supported  by  a  lot  of  the  groups,  which  creates  incentives  for  states  to  enact  laws  which  treat  the  victims  of  sex  trafficking,  

the  children,  as  true  victims  and  not  as  perpetrators  themselves.  We  think  we  can  build  better  cases  that  way  so  people  will  

come  and  testify  against  those  that  are  running  the  sex  rings.  

Could  you  talk  about  the  -- your  work  in  this  area  and  how  you  view  these  safe  harbor  laws.  

LYNCH:  

Certainly,  I  think  the  safe  harbor  laws  are  an  essential  next  step  in  helping  the  victims  of  this  horrible  scourge.  

My  office  has  been  privileged  to  lead  the  -- lead  the  way  in  prosecuting  numerous  individuals  who  have  essentially  tricked  

women  through  lies,  deceit,  also  coercion  and  duress,  even  rape,  before  they're  brought  to  this  country  and  forced  to  work  

here  as  sexual  slaves.  

It  is  a  tremendously  degrading  process  to  these  women  and  one  in  which  they  find  it  difficult  to  escape,  because  of  either  a  

language  barrier  or  the  fact  that,  sadly,  often  their  children  are  being  held  in  their  home  country  to  force  them  to  behave  and  

to  force  them  to  continue  this  activity.  

And  certainly,  some  of  the  work  that  I'm  most  proud  of  has  been  the  efforts  my  office  has  undertaken  with  the  number  of  

organizations  that  help  victims  of  human  trafficking  and  also  with  other  governments  to  reunite  these  children  with  their  

mothers  after  the  cases  are  over.  

KLOBUCHAR:  

Thank  you.  And  I  also  look  forward  to  working  with  you.  

We  have  a  number  of  domestic  victims  that  -- I  think  80  percent  of  the  victims  actually  are  from  the  U.S.  as  well...  

LYNCH:  

Absolutely.  

KLOBUCHAR:  

...  especially  when  you  get  to  the  oil  patch  of  North  Dakota  and  those  kinds  of  places  where  the  U.S.  Attorney's  Office  has  

played  a  major  role.  

So  thank  you  very  much.  Thank  you  for  your  grace  under  pressure  today,  and  I  hope  the  chairman  will  let  you  get  some  

lunch.  

Thank  you.  

LYNCH:  

Thank  you,  Senator.  

GRASSLEY:  

It's  going  OK  for  you?  

LYNCH:  

Yes,  and  thank  you  for  inquiring,  Mr.  Chairman.  

GRASSLEY:52 of 187 7/25/16, 7:21 PM 
We will now adjourn until 1 :35. 
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GRASSLEY:  

Welcome  back,  Ms.  Lynch.  Hope  you're  ready  to  continue.  

LYNCH:  

Thank  you,  Senator.  

GRASSLEY:  

OK.  

And  according  to  the  seniority  arrangements  that  we're  doing,  Senator  Cruz  of  Texas  is  next.  

CRUZ:  

Thank  you,  Mr.  Chairman.  

Good  afternoon,  Ms.  Lynch.  

LYNCH:  

Good  afternoon,  Senator.  

CRUZ:  

And  congratulations  on  your  nomination.  Congratulations  to  your  family,  who  I  know  are  justifiably  proud  of  you  for  being  

nominated  to  this...  

LYNCH:  

Thank  you,  sir.  

CRUZ:  

You  know,  I'll  note  a  number  of  my  friends  and  colleagues  who  practice  law  in  New  York  have  reached  out  to  me  with  -- with  

words  of  praise  for  you,  describing  your  tenure  as  U.S.  attorney  there  as  that  of  a  no-nonsense  prosecutor  and  as  a  U.S.  

attorney  who  honored  and  respected  the  law.  And  -- and  so  for  that  I  congratulate  you.  

You  began  your  remarks  by  describing  how,  with  new  attorneys  in  your  office,  you  remind  them  that  they  take  an  oath  not  to  

the  attorney  general  but  to  the  Constitution.  

That  same  thing  is  true  for  the  attorney  general  of  the  United  States,  and  I  have  long  expressed  my  very  deep  concerns  with  

the  conduct  of  the  current  attorney  general,  Eric  Holder.  

The  attorney  general  has  a  long  and  distinguished  history,  a  bipartisan  history,  of  being  willing  to  stand  up  to  the  presidents  

who  appointed  them.  

Attorneys  general  in  both  parties  have  demonstrated  fidelity  to  law  and  to  the  Constitution,  even  when  it  meant  telling  the  

president  of  their  own  party,  "No."  Now,  that  is  never  easy  to  do.  But  part  of  what's  made  the  Department  of  Justice  special  

is  that  attorneys  general,  both  Democrat  and  Republican,  have  honored  that  commitment,  as  you  noted  to  your  young  

lawyers,  to  the  Constitution,  not  to  the  president  who  has  appointed  me.  

My  single  greatest  concern  with  the  tenure  of  Attorney  General  Eric  Holder  is  that  I  do  not  believe  he  has  upheld  that  
54 of 187  7/25/16, 7:21 PM  

tradition.  I  believe  the  Department  of  Justice  has  behaved  more  like  a  partisan  operation  for  the  president  than  an  impartial  

law  enforcement  agency.  
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from  that  of  Eric  Holder's?  

LYNCH:  

Well,  Senator,  I  think  you  have  raised  an  important  issue  of  the  role  of  the  attorney  general.  

As  we  discussed,  it  is  an  incredibly  important  cabinet  member,  but  -- but  the  attorney  general  is  a  cabinet  member  unlike  

other  cabinet  members  in  that  the  obligation  of  the  attorney  general  is  first  and  foremost  to  represent  the  American  people,  

to  protect  and  defend  the  Constitution  and  to  faithfully  execute  the  laws  as  passed  by  this  body.  

In  interacting  with  the  White  House  or  any  agency,  if  confirmed  as  attorney  general,  I  would  do  so  in  the  manner  in  which  

I've  conducted  myself  as  United  States  attorney,  with  the  full  and  fair  evaluation  of  every  matter  brought  before  me,  with  a  

full  and  fair  review  of  all  of  the  relevant  laws,  with  discussion,  with  career  prosecutors  as  well  as  even  the  most  junior  people,  

whom  I  have  found  to  often  have  the  best  insight  into  matters,  and  only  then  will  I  make  the  determination  as  to  the  step  to  

be  taken.  

Going  forward,  every  attorney  general  creates  their  own  path.  

You've  asked  how  I  will  be  different  from  Eric  Holder.  I  will  be  Loretta  Lynch.  I  will  be  the  person  that  I've  always  been  as  I've  

lead  my  office  through  two  terms  as  United  States  attorney,  focusing  solely  on  the  protection  of  the  people  of  my  district,  

and  if  confirmed  as  attorney  general,  on  the  protection  of  all  of  the  American  people.  

One  thing  I  do  wish  to  say,  Senator,  is  that  with  respect  to  the  issues  that  you  raised,  I  greatly  appreciate  your  sharing  them  

with  me  both  now  and  during  the  discussion  that  we  had  in  your  office.  

LYNCH:  

I  look  forward  to  more  discussions  with  you  and  your  colleagues,  and  I  want  to  pledge  to  you  now  that  I  will  always  listen  to  

your  concerns.  I  will  consult  with  this  body  where  appropriate,  because  there's  a  great  collective  wisdom  here  and  

experience,  both  prosecutorial  and  legal,  and  I  look  forward  to  having  a  dialogue  with  you  and,  frankly,  crafting  a  positive  

relationship  not  just  with  this  committee  but  with  Congress.  

CRUZ:  

Ms.  Lynch,  I  thank  you  for  that.  That  commitment  is  -- is  welcome  and  -- and  would  mark  a  sharp  -- sharp  break  from  the  

practices  of  the  current  Department  of  Justice.  

One  of  the  frustrations  of  a  number  of  members  of  this  committee  is  that  the  department  has  not  been  responsive  to  this  

committee's  requests,  and  indeed  that  -- were  that  to  change,  that  would  be  highly  welcome.  

Let  me  focus  on  one,  and  if  time  allows,  two  specific  areas  where  I  believe  the  department  has  gone  with  partisan  politics  

instead  of  upholding  the  law.  And  let's  start  with  immigration,  which  has  been  a  topic  of  much  discussion  already.  

You  mentioned  in  your  opening  statement  that  you  had  now  taken  the  opportunity  to  review  carefully  the  OLC  opinion  on  the  

president's  executive  amnesty.  Do  you  agree  with  the  illegal  analysis  in  the  OLC  opinion  on  the  president's  executive  

amnesty?  

Do  you  agree  with  the  legal  analysis  in  the  OLC  opinion?  

LYNCH:  

Senator,  I  have  had  occasion  to  review  the  OLC  opinion  that  dealt  with  the  Department  of  Homeland  Security's  request  for  a  

55 of 187 7/25/16, 7:21 PMlegal framework in how to prioritize removal of certain undocumented immigrants, or really all the undocumented 

immigrants, under their jurisdiction. 
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from  some  scholars  who  -- who  wrote  in  support  of  it,  it  seemed  to  be  a  way  to  look  for  the  legal  framework  based  upon  

case  law,  precedent,  prior  action  of  Congress  as  well  as  the  discretionary  authority  of  the  Department  of  Homeland  Security  

to  prioritize  this  removal,  and  certainly,  placing  those  most  dangerous  of  the  undocumented  immigrants  at  the  top  of  that  list  

seemed  to  me  to  be  a  very  reasonable  exercise.  

CRUZ:  

Ms.  Lynch...  

LYNCH:  

Certainly,  I  -- I  would  want  to  hope  -- I  would  hope  that  the  protection  of  those  communities  where  undocumented  

immigrants  involved  in,  for  example,  violent  crime,  gang  activity,  terrorism  would  be  at  the  top  of  the  list.  

CRUZ:  

Ms.  Lynch,  you  said  now  and  before  in  your  opening  statement  that  you  found  the  legal  analysis  reasonable.  

OLC  operates  in  the  place  of  the  attorney  general  of  the  United  States,  and  an  OLC  opinion  operates  as  the  legal  judgment  

of  the  attorney  general  as  the  chief  legal  officer  for  the  United  States.  

And  so  my  question  is  quite  simply,  do  you  agree  with  the  legal  analysis  in  that  memorandum?  Would  it  have  been  your  legal  

analysis  had  you  been  asked  the  same  question?  

LYNCH:  

Well,  Senator,  I  certainly  am  not  able  to  say  at  this  point  what  my  -- if  my  legal  analysis  would've  taken  the  same  pathway  

and  same  steps,  because  I  have  not  reviewed  all  of  the  cases  and  reviewed  all  of  the  memorandum  that  I'm  sure  went  into  

that.  

But  what  I  can  say  is  that,  again,  as  the  opinion  seeks  to  talk  about  the  exercise  of  executive  discretion,  it  seemed  to  be  

looking  at  precedent,  actions  of  Congress  as  well  as  the  immigration  laws  to  see  if  there  was  a  legal  framework  for  the  

requested  actions.  

And  what  I  noted  was  that  for  some  of  the  actions,  the  Office  of  Legal  Counsel  found  that  there  was  a  legal  framework  for  

some  of  the  actions  that  the  Department  of  Homeland  Security  wanted  to  set  in  place.  

But  for  some  of  the  requested  actions,  the  Office  of  Legal  Counsel  found  there  was  not  the  appropriate  legal  framework  for  

some  of  those  actions  and  instead,  in  my  understanding,  has  advised  the  Department  of  Homeland  Security  that  they  -- they  

should  not  proceed  along  certain  -- certain  ways,  and  my  understanding  is  that  that  advice  was  taken.  

So  I  do  believe  that  the  Office  of  Legal  Counsel  has  the  important  obligation  to  look  at  the  law,  look  at  the  facts,  look  at  the  

action  that  is  being  brought  before  it  and  say  where  there  is  an  appropriate  legal  framework  as  well  as  there  is  not  an  

appropriate  legal  framework.  

CRUZ:  

Ms.  Lynch,  I  would  note  that  I've  twice  asked  you  if  you  agree  with  the  analysis.  And  you  are  a  very  talented  lawyer,  and  so  I  

-- i  suspect  it  is  not  an  accident  that  twice,  you  have  not  answered  that  question.  

You  have  described  what  OLC  did  but  not  given  a  simple  answer.  Do  you  agree  with  that  analysis  or  not?  

LYNCH:  

Senator,  I've  told  you  that  I  did  find  the  analysis  to  be  reasonable,  I  did  find  it  to  recognize  the  issues,  and  it  did  seem  to  
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Well,  in  20  1 ,  before  the  last  election,  President  Obama  said,  quote,  "With  respect  to  the  notion  that  I  can  just  suspend  

deportations  through  executive  order,  that's  just  not  the  case,  because  there  are  laws  in  the  books  that  Congress  has  

passed."  

Now,  do  you  agree  with  what  President  Obama  said  in  20  1 ?  

LYNCH:  

Senator,  I  don't  know  what  legal  opinion  he  was  relying  on  at  the  time.  

Certainly,  the  subsequent  legal  opinion  talks  about  the  temporary  deferral  of  deportation  in  a  way  that  does  provide  a  legal  

framework  for  it,  but  I  don't  know  if  the  president  was  speaking  of  this  exact  same  issue  or  not.  I  simply  couldn't  provide  a  

legal  opinion  about  the  president's  comments  at  this  time.  

CRUZ:  

Now,  the  executive  action,  in  my  view,  the  OLC  opinion  has  no  legal  basis  whatsoever.  It  hinges  upon  the  notion  of  

prosecutorial  discretion,  and  you  rightly  described  how  any  prosecutor  will  prioritize  some  cases  over  others,  for  example,  

focusing  on  more  violent  criminals.  

In  your  office  as  U.S.  attorney,  you  certainly  exercised  prosecutorial  discretion.  Was  it  your  practice  for  any  -- any  category  

of  crimes  to  suggest  to  those  who  may  have  violated  the  criminal  laws  that  they  can  come  into  your  office  and  seek  a  written  

authorization  exonerating  them  of  their  past  crimes  and  authorizing  them  to  continue  carrying  out  crimes  for  a  large  

categorical  group  of  offenders?  

LYNCH:  

Senator,  we  would  not  have  that  type  of  direct  dealing  with  offenders;  they  would  come  to  our  attention  as  part  of  an  

investigation  or  part  of  an  issue  where  they  would  already  be  under  suspicion  of  some  sort  of  wrongdoing.  

So  we  would  not  -- we  would  not  have  that  type  of  discussion  with  someone  who  might  be  represented  or  might  have  other  

rights.  We  would  not  have  that  type  of  discussion  with  someone.  

CRUZ:  

So  that's  not  anything  you  ever  did?  

LYNCH:  

No.  

We  do  have  priorities  within  my  office.  We  do  have  guidelines  within  my  office.  Those  are  shared  with  our  law  enforcement  

colleagues.  We  also  share  them  with  many  of  our  state  and  local  colleagues  as  we  -- as  we  discuss  where  to  best  place  

certain  types  of  cases.  

GRASSLEY:  

Senator...  

CRUZ:  

Thank  you  very  much,  and  -- and  we  will  continue...  

GRASSLEY:  

Thank  you,  Senator  Cruz.  

CRUZ:  

...  later  on  in  the  day.  
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FRANKEN:  

Thank  you,  Mr.  Chairman,  and  congratulations  on  being  the  chairman.  

GRASSLEY:  

Thank  you.  I'm  glad  to  be  chairman.  I  can  tell  you  that.  

(LAUGHTER)  

FRANKEN:  

I  -- I  know  you  are.  

(LAUGHTER)  

Ms.  Lynch,  congratulations  on  your  nomination.  

LYNCH:  

Thank  you,  Senator.  

FRANKEN:  

It  was  very  -- it  was  great  meeting  with  you.  Your  reputation  for  smart  and  tough  precedes  you,  and  you  didn't  

disappointment  in  our  meeting,  and  thank  you  for  the  wide-ranging  conversation  -- how  was  lunch?  

(LAUGHTER)  

LYNCH:  

Excellent.  Thank  you,  sir.  

FRANKEN:  

Yeah.  You  enjoyed  lunch?  

LYNCH:  

Yes,  sir.  

FRANKEN:  

Good.  

I  wanted  to  -- I  -- I  discussed  a  couple  things  -- number  of  things  when  -- when  you  were  in  my  office,  and  I  want  to  bring  

them  up  again,  talk  about  them.  

One  is  our  -- just  our  prison  system.  We  have...  

LYNCH:  

I'm  sorry,  sir?  I'm  sorry?  

FRANKEN:  

Our  prison  system,  I  want  to  talk  about  our  prison  system.  

We  have  -- the  United  States  has  5  percent  of  the  world's  population,  25  percent  of  the  prison  population.  

I  think  one  of  the  biggest  problems  is  that  we've  used  our  criminal  justice  system  as  a  substitute  for  a  well-functioning  

mental  health  system.  We  have  a  lot  of  people  in  prison,  in  jails  in  this  country  who  shouldn't  be  -- probably  shouldn't  be  

there  and  who  -- it's  not  serving  anybody  any  purpose.  
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So  what  I  -- what  I  want  to  do  to  address  that  is  something  called  the  Justice  and  Mental  Health  Collaboration  Act.  It's  a  

reauthorization  of  MIOTRA,  which  the  Mentally  Ill  Offender  Treatment  and  Rehabilitation  Act,  which  has  been  very  bipartisan  

in  the  past  and  should  be  -- in  fact,  it  is  bipartisan.  It's  been  carried  by  a  Republican  in  the  House.  

And  I  just  want  to  ask  you  for  your  support  as  we  go  forward  in  making  sure  that  our  criminal  justice  system  isn't  -- not  just  

wasting  money  but  wasting  lives  and  that  -- that  you  will  work  together  with  me  on  that.  

LYNCH:  

Senator,  I  look  forward  to  working  together  with  you  on  that  as  well  as  other  important  issues.  

I  think  you've  highlighted  one  of  the  most  important  developments  in  criminal  justice  research  and  literature  has  been  the  

ongoing  research  that  has  been  done  into  the  root  causes  of  so  many  -- so  much  of  our  criminal  activity.  

In  particular,  where  the  mentally  ill  are  involved,  we  continue  to  learn  more  and  more  about  how  that  illness  impacts  them  as  

they  make  their  way  through  the  criminal  justice  system.  And  I  look  forward  to  taking  advantage  of  that  new  knowledge  with  

you  and  working  with  you  on  that  and  other  important  issues.  

FRANKEN:  

Yeah.  Some  of  this  involves  -- I  don't  know  if  you  heard  of  crisis  intervention  training,  but  crisis  intervention  training  is  

teaching  both  police  on  -- on  the  ground  and  corrections  officials  in  prisons  to  recognize  when  they're  seeing  someone  with  

-- with  a  mental  health  problem  and  to  deal  with  it  in  the  correct  way.  

LYNCH:  

Certainly.  Certainly,  because  I  think  the  research  has  shown  -- and  certainly,  anyone  with  experience  with  a  family  member  

or  a  friend  who  has  a  mental  illness  knows  that  sometimes  conditions  may  manifest  themselves  in  ways  that  appear  to  be  

disruptive  but  are,  in  fact,  a  reflection  of  the  illness.  

FRANKEN:  

And  so  what  -- what  I'll  be  doing  with  this  is  -- is  doing  mental  health  courts  so  that  if  a  prosecutor,  an  arresting  officer  and  

the  defense  attorney  and  the  judge  say,  "This  person  belongs  in  a  mental  health  court  and  not"  -- so  they  can  be  treated  and  

not  go  to  prison  where  it's  going  to  clog  up  the  prison  system  and  make  this  person's  condition  worse,  then  we'll  do  that.  

And  also  to  do  veterans  courts,  because  we  have  so  many  veterans  that  are  coming  back  with  invisible  wounds.  

LYNCH:  

Yes.  

FRANKEN:  

And  sometimes  those  invisible  wounds  will  be  medicated  by  drugs  or  by  alcohol,  and  instead  of  going  to  -- to  prison,  maybe  

it's  time  -- we  can  go  to  a  veterans  court.  

LYNCH:  

Certainly,  Senator.  I  know  that  some  of  my  U.S.  attorney  colleagues  have  been  instrumental  in  working  on  the  concept  of  

veterans  courts  in  particular  as  part  of  the  department's  strong  commitment  to  protecting  all  of  the  rights  of  veterans.  

You  are  so  correct.  We  ask  so  much  of  our  men  and  women  in  uniform,  and  they  come  back  to  us  often  different  from  how  

they  left  with  wounds  that  we  can  see  and  wounds  that  we  often  cannot  see,  and  I  believe  we  have  an  obligation  to  provide  

them  the  best  treatment  to  thank  them  for  their  service  to  our  country.  
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I  -- I  was  chair  and  now  will  be  ranking  member  of  the  Privacy  Technology  and  the  Law  Subcommittee,  and  there's  a  lot  of  

technology  out  there  that's  new  that  we're  -- we're  learning  about  some  unforeseen  consequences  of  it.  

There's  a  thing  called  stalking  apps.  I  don't  know  if  you  know  about  -- we  -- we  discussed  this.  

And  incredible  -- when  I  first  did  Location  Privacy  Subcommittee  hearing,  my  first  hearing,  I  got  some  testimony  from  the  

Minnesota  Coalition  for  Battered  Women,  and  they  told  a  story  of  a  woman  who  had  an  abusive  partner,  and  she  went  to  a  

county  building  in  -- it  was  in  St.  Louis  County  in  northern  Minnesota,  and  while  she  was  there  on  her  phone,  she  got  a  text  

from  her  abuser,  "Why  are  you  in  the  county  building?  Are  you  going  to  the  domestic  violence  place"?  

Well,  it  scared  her  so  much,  they  took  her  to  the  courthouse  to  get  to  -- file  an  order  against  him.  While  she's  there,  she  gets  

from  him  saying,  "Why  are  you  at  the  courthouse?  Are  you  getting  a  restraining  order  against  me"?  It's  terrified  her.  

And  it  turns  out  -- we've  have  testimony  on  this  -- this  is  very  common.  

Now,  DOJ  does  have  the  authority  under  existing  wiretap  laws  to  prosecute  creator  of  apps  that  allow  stalkers  to  listen  to  

their  victims'  phone  calls,  intercept  text  messages  or  otherwise  intercept  content  from  victims'  phones,  and  DOJ  has  

prosecuted  one  app  developer  who  created  an  app  to  do  this  thing,  and  I  ask  that  you  continue  to  do  that.  

But  looking  ahead,  would  you  work  with  me?  I  have  a  bill  to  stop  these  things,  to  stop  the  marketing,  the  manufacture  of  

stalking  apps  and  also  would  ask  that  DOJ  keep  data  on  this,  because  the  last  real  data  we  have  on  this  is,  like,  from  2006.  I  

don't  know  how  much  you  keep  up  with  technology,  but  since  then,  a  lot  more  people  have  these  smart  phones,  and  this  is  

a  real  problem.  

LYNCH:  

Senator,  you've  outlined  a  very  important  issue  as  it  relates  to  the  victims  of  domestic  violence  or  anyone  who  fears  that  

someone  that  they  thought  was  close  to  them  might  turn  on  them  instead.  

Certainly,  I  look  forward  to  working  with  you  and  keeping  you  apprised  not  only  of  the  department's  efforts  and  the  

continued  prosecution  of  these  matters  but  to  look  at  the  statute  with  you  and  provide  whatever  assistance  we  can.  

FRANKEN:  

Thank  you.  Look  forward  to  that  as  well.  

One  last  thing  -- I  have  about  two  minutes  -- I  am  very  concerned  about  the  telecommunications  industry  consolidating,  and  

I'm  specifically  concerned  about  the  telecommunications  industry  consolidating,  and  I'm  specifically  concerned  about  

Comcast's  proposed  acquisition  of  Time  Warner  Cable.  

This  is  the  largest  cable  provider  and  the  -- second  largest  cable  provider.  It  is  the  largest  Internet  -- broadband  Internet  

provider  -- the  third  largest  broadband  Internet  provider.  To  me,  this  is  just  too  big,  and  they  would  have  unprecedented  

power  in  the  telecommunications  industry.  

I  have  -- there's  been  a  lot  of  comment  on  this,  including  my  comment  on  this  to  the  Antitrust  Division.  

Will  you  commit  to  reviewing  the  serious  concerns  about  the  proposed  Comcast-Time  Warner  deal  that  I  and  so  many  

others  have  raised  and  just  do  all  that  you  can  to  ensure  that  the  Antitrust  Division  is  empowered  to  stand  up  to  

telecommunications  giants  like  Comcast  if  that's  deemed  necessary?  
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The  Antitrust  Division  plays  an  extremely  important  role  in  keeping  our  markets  competitive  and  open  for  everyone.  And  I  

look  forward  to  learning  more  about  this  case,  to  reviewing  those  issues  and  to  working  with  you  to  make  sure  that  all  the  

concerns  about  this  are  brought  to  our  attention  so  that  they  can  be  dealt  with  by  the  Antitrust  Division  as  we  move  forward.  

FRANKEN:  

OK,  then  I'll  probably  vote  for  you.  

(LAUGHTER)  

Thank  you.  Thank  you,  Mr.  Chairman.  

GRASSLEY:  

Thank  you,  senator  from  Minnesota.  

Now  Senator  we  go  to  Senator  Flake.  

FLAKE:  

Thank  you,  Mr.  Chairman.  

Thank  you,  Ms.  Lynch.  Appreciated  hearing  your  life  story  and  seeing  your  family  here,  and  appreciated  the  meeting  we  had  

in  -- in  my  office  a  few  months  ago  as  well.  

I  -- I  brought  something  up  there,  and  I'll  bring  it  up  to  you  again,  with  regard  to  the  border  situation  in  Arizona.  

We  have  had,  obviously,  ongoing  problems  on  the  border.  We  share  such  a  large  border  with  Mexico,  but  there  have  been  

some  considerable  successes.  

And  one  of  the  successes  over  the  past  several  years  has  been  in  the  so-called  Yuma  sector,  where  we've  seen  

apprehensions  go  from  about  1 40,000  in  Fiscal  Year  2005  to  about  6,000  last  year.  So  considerable  success.  

That  contrasts  with  the  Tucson  sector,  which  has  seen  a  drop.  I  think  because  of  the  economy,  we've  seen  a  drop  anyway  

but  not  nearly  as  significant.  In  fact,  there  were  about  87,000  apprehensions  in  the  Tucson  sector.  

One  of  the  things  that  I  think  just  about  everybody  attributes  the  success  in  the  Yuma  sector  to  is  something  called  

Operation  Streamline,  and  it  allows  the  so-called  consequences  program  to  be  implemented,  where  first-time  crossers  are  

met  with  consequences.  

And  it  has  -- it's  -- it's  pointed  to  by  certainly  law  enforcement  organizations  in  Yuma  and  along  that  sector,  and  -- and  just  

about  everyone  else  recognizes  it's  been  successful.  

The  problem  is  just  last  year,  it  looks  like  DOJ  has  said  that  they're  no  longer  going  to  implement  parts  of  that  and  that  

first-time  offenders,  unless  there's  some  other  circumstance,  they  will  not  be  prosecuted.  

What  -- what  are  the  specifics  of  this  new  policy  as  you  understand  it  with  Operation  Streamline?  

LYNCH:  

Certainly,  Senator,  I've  had  the  opportunity  to  know  somewhat  about  this  matter  from  my  discussions  with  my  colleagues,  

the  U.S.  attorneys,  not  just  along  the  Arizona  border  but  also  in  Texas  and  California,  and  they  -- they  work  hard  everyday  to  

keep  our  borders  safe  and  essentially  to  protect  the  people  in  their  districts  but  also  to  deal  with  this  -- this  ever-growing  61 of 187  7/25/16, 7:21 PM  
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first-time  prosecutions  of  individuals,  individuals  are  still  being  prosecuted.  

And  to  the  extent  that  a  first-time  crosser  would  not  be  prosecuted,  they  still  would  be  subject  to  just  pure  removal  without  

there  being  a  criminal  case  involved.  

And  I  believe  that  the  issues  in  managing  the  program  have  had  a  great  deal  to  do  with  resources,  particularly  with  the  

budget  constraints  that  offices  have  found  themselves  under  in  recent  years.  

But  I  can  assure  you,  Senator,  that  the  commitment  to  protect  the  border  is  strong,  not  only  among  U.S.  attorneys  who  work  

on  the  border  but  throughout  the  U.S.  attorney  community  and  the  department,  and  would  be  one  of  my  priorities  also  as  

attorney  general.  

FLAKE:  

As  I  mentioned,  this  is  what  distinguishes  the  Yuma  sector  from  the  others,  is  the  success  with  this  program.  

If  you're  -- if  you're  saying  now  that  it's  a  budget  issue,  why  haven't  we  seen  concern  about  the  budget  or  those  budget  

aspects?  Why  hasn't  DOJ  come  to  Congress  and  said,  "We  are  having  issues  here,  and  so  in  order  to  continue  with  this  

program,  we're  going  to  need  additional  funding"?  

To  your  knowledge,  has  that  happened?  

LYNCH:  

I'm  not  aware  of  what's  gone  into  the  specifics  of  the  department's  budget.  I'm  generally  aware  of  the  budget  as  it  relates  to  

U.S.  attorneys  generally  but  not  the  department  as  a  whole  or  as  it  relates  to  specific  programs,  so  I'm  not  able  to  provide  

that  information  to  you.  

I  certainly  -- it  is  certainly  something  that  I  would  be  working  closely  on,  should  I  be  confirmed  as  attorney  general.  

FLAKE:  

I  guess  I'll  put  it  this  way:  Barring  budget  issues,  is  this  a  program  that  you're  committed  to,  or  do  you  have  other  issues  

with  it?  

LYNCH:  

Certainly,  it's  a  program  that  I  think  has  been  effective.  I  think  there  -- there  have  been  concerns  raised  about  resources  and  

about  the  way  the  program  has  been  managed  from  the  judiciary  and  others.  We're  always  trying  to  be  responsive  to  all  the  

parties  involved  in  these.  

But  with  respect  to  the  issue  itself,  I'm  certainly  committed  to  work  on  that  issue  with  you  and  the  members  of  the  

committee,  be  it  through  Operation  Streamline,  if  it  can  be  maintained,  or  in  an  equally  effective  program.  

FLAKE:  

Well,  for  the  record,  we've  not,  to  my  knowledge,  received  any  concerns  about  budget  issues  with  regard  to  Operation  

Streamline.  It  seems  to  have  been  another  decision  that  was  made,  and  -- and  I  will  be  following  up  with  you.  

We  want  to  make  sure  that,  you  know  -- let  me  just  step  back.  I  -- I  believe  we  need  to  do  a  lot  with  regard  to  immigration  

policy.  I'm  a  sponsor  of  the  comprehensive  bill  that  went  through  the  Congress  last  -- two  years  ago  through  the  House  --

I'm  sorry,  through  the  Senate  and  didn't  get  through  the  House.  

So  this  isn't  all  we  need  to  do,  but  it's  a  significant  part  of  what  we  need  to  do,  and  Arizonans  have  paid  the  price,  a  
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can  point  to  that,  then  it's  very  disturbing  when  DOJ  pulls  back  on  that.  

And  we  fear  that  -- that  Yuma  sector,  as  the  economy  kicks  up  again  and  crossings  are  -- are  more  frequent,  that  we're  

going  to  have  the  same  problems  that  we  had  a  few  years  ago,  and  that  just  -- we  can't  go  on  with  that.  

Secretary  Johnson  is  in  Arizona,  or  just  visited  Arizona,  visited  the  border.  He's  -- he's  done  that  a  few  times,  met  with  the  

ranchers  with  some  of  their  concerns,  particularly  in  the  Tucson  sector.  And  there's  still  a  lot  that  needs  to  be  done,  and  it's  

going  to  require  a  real  partnership  between  a  lot  of  people  to  make  sure  that  it  works.  

Switching  gears,  some  of  my  colleagues  have  mentioned  trade  secrets  and  economic  espionage,  but  just  to  focus  

specifically  on  the  theft  of  trade  secrets  and  foreign  governments,  last  May,  the  Department  of  Justice  announced  

indictments  of  five  Chinese  military  hackers  for  foreign  theft  of  trade  secrets  and  economic  espionage,  among  other  crimes.  

When  announcing  these  charge,  Attorney  General  Holder  said,  "The  administration  will  not  tolerate  actions  by  any  nation  

that  seeks  to  illegally  sabotage  American  companies  and  undermine  the  integrity  of  fair  competition  and  free  markets.  This  

case  will  serve  as  a  wakeup  call  to  the  seriousness  of  ongoing  cyber  threat,"  he  said.  

Would  you  agree  with  Secretary  Holder  -- I'm  sorry,  Attorney  General  Holder's  statement  as  well  as  other  statements  by  the  

executive  branch  that  this  is  a  growing  and  persistent  threat?  

LYNCH:  

Senator,  I  -- I  would  agree  with  those  statements,  and  I  would  add  that  I  have  seen,  through  cases  in  my  own  district,  that  

this  is  a  growing  and  increasing  threat.  

My  office  has  also  worked  on  matters  involving  foreign  nations  attempting  to  obtain  technology  under  false  pretenses.  

We've  worked  closely  with  our  colleagues  in  other  agencies  to  bring  these  cases  to  fruition.  I'm  very  proud  of  the  work  that  

we've  done.  

And  it  is  an  ever-growing  concern,  certainly  -- and  has  been  also  expressed  by  the  FBI  not  only  under  the  -- the  current  

director  but  under  former  Director  Mueller.  

So  I  look  forward  to  working  closely  with  our  law  enforcement  partners  and  with  this  body  to  deal  with  the  numerous  ways  

that  we  have  to  fight  this  problem.  

FLAKE:  

Last  Congress,  I  introduced  the  Future  of  America  Innovation  and  Research  Act,  or  the  FAIR  Act,  that  provides  companies  

with  a  legal  remedy  to  -- when  their  trade  secrets  are  stolen  from  abroad.  

The  -- the  -- you  know,  the  concern  is  that,  you  know,  since  the  Economic  Espionage  Act  was  enacted  in  1 996,  I  think  there  

have  only  been  10  convictions  under  Section  1 831 .  That's  -- that's  a  lot  of  time  for  just  a  few  convictions.  

Since  the  FBI  can't  investigate  and  DOJ  can't  prosecute  every  single  theft  of  trade  secrets,  does  it  make  sense  that  there  

might  be  a,  you  know,  federal  civil  action,  cause  of  action  that  could  help  these  companies  through  another  remedy?  Does  

that  make  any  sense.  

LYNCH:  

Well,  certainly,  Senator,  from  my  experience  in  advising  companies,  boards  and  general  counsel,  I  understand  the  
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discussions  with  you.  

FLAKE:  

Well,  I  appreciate  that.  

Victims'  services,  another  area  that  has  been  of  some  concern.  Last  year  Congress  passed  the  victim  of  child  abuse  

recognition  -- I'm  sorry,  Victim  of  Child  Abuse  Act  re-authorization.  And  I  was  pleased  that  the  sponsor  of  the  bill  agreed  to  

include  an  important  provision  that  clarified  Congress'  intent  that  the  money  from  the  crime  victims'  fund  should  only  be  

used  to  assist  victims  of  crime.  

Will  you  commit  to  follow  that  new  law  and  direct  the  victim  advocates  in  the  U.S.  attorneys'  offices  that  this  money  only  be  

used  for  victims?  In  the  past  we've  seen  it  used  for  witness  travel  and  other  administrative  duties  and  not  actually  focus  on  

the  victims.  

LYNCH:  

Certainly,  the  management  of  the  issue  of  how  to  provide  not  only  restitution  but  support  to  victims  is  an  important  one  to  

the  department  and  to  me  as  United  States  attorney.  

And  I  think  that  we'd  have  to  work  to  implement  the  law  that  you  have  discussed.  My  understanding  is  that  it  is  being  

implemented,  certainly  the  guidance  has  gone  out  to  ensure  that  the  victim  -- victim  advocates  and  offices  are  being  

appropriately  focused.  

I  know  in  my  own  office,  we  have  victim  advocates  who  work  closely  with  the  victims  of  crimes,  families  who've  suffered  

incredible  loss,  and  provide  a  great  support  to  them.  And  I  fully  support  empowering  those  professionals.  

So,  yes,  Senator,  I  believe  that  you  -- that  the  law  that  you  mention  is  one  that  is  being  implemented.  I  certainly  will  commit  

to  ensuring  that  it  is  so.  

FLAKE:  

OK.  Thank  you.  And  should  you  be  confirmed,  I  look  forward  to  working  with  you.  

LYNCH:  

Thank  you,  sir.  

GRASSLEY:  

Next  person  is  Senator  Blumenthal.  

And  when  Senator  Coons  comes  back,  obviously  we've  skipped  over  him,  I'll  call  on  him  as  the  next  Democrat.  

BLUMENTHAL:  

Thank  you,  Mr.  Chairman.  And  thank  you  for  your  courtesy  and  thoughtfulness  in  the  way  that  you've  conducted  this  

hearing.  And  I'm  proud  to  serve  under  you  as  chairman.  

GRASSLEY:  

Thank  you.  

BLUMENTHAL:  

And,  thank  you,  U.S.  Attorney  Lynch  for  being  here  today  and  also  for  having  your  family  welcomed,  your  husband,  Stephen  

and  your  dad,  Lorenzo.  
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LYNCH:  

Yes.  

BLUMENTHAL:  

In  the  best  sense  of  the  word,  sir.  And  you  should  be  very  proud  of  your  daughter.  

Your  testimony  has  been  among  the  most  accomplished  and  impressive  that  I've  seen  as  a  member  of  this  committee  and  

I'm  sure  you've  done  yourself  a  lot  of  good  today,  not  that  you  necessarily  needed  it,  but  thank  you  for  your  very  forthright  

and  erudite  answers.  

I  want  to  begin  by  focusing  on  human  trafficking.  You  have  a  great  record  on  human  trafficking.  I  count  1 0  major  

prosecutions  that  you've  done  while  United  States  attorney,  focusing  particularly  on  targeted  sex  trafficking  while  also  

pursuing  labor  trafficking.  

And  in  a  case  that  you  brought  against  the  7-Eleven  franchisees,  you  stated  publicly  that  the  defendants  were  running  a  

modern-day  plantation  system  and  the  system  looked  a  lot  like  modern-day  slavery  -- slavery.  

You  brought  the  case  relying  on  statutes  relating  to  immigration  enforcement  and  identity  theft  and  wire  fraud,  not  on  the  

statutes  that  specifically  focused  on  criminalizing  human  trafficking.  I  wonder  whether  you  could  relate  to  us  whether  you  

think  those  statutes  need  to  be  strengthened.  

If  you  couldn't  in  a  sense  rely  on  them  to  bring  those  cases  based  on  human  trafficking,  whether  we  should  perhaps  

strengthen  them?  And,  in  particular,  the  Trafficking  Victims  Protection  Act  of  2000  provided  mandatory  restitution  for  

trafficking  victims,  a  provision  that  is  unfortunately  more  unenforced  than  enforced.  In  fact,  rarely  enforced,  I  think,  to  provide  

for  restitution.  

A  recent  study  by  the  Human  Trafficking  Pro  Bono  Legal  Center  took  a  look  at  how  this  requirement  works  in  practice,  and  

they  found  that  only  about  36.6  percent  of  the  cases  did  prosecutors  bother  to  request  restitution.  

So,  my  question  is  really  two-fold.  Number  one,  do  the  statutes  need  to  be  strengthened?  

And,  number  two,  can  you  and  would  you  do  more  to  make  sure  that  restitution  is  provided  to  the  victims  of  human  

trafficking?  

LYNCH:  

Certainly,  Senator.  The  issue  of  restitution  for  the  victims  of  human  trafficking  is  an  important  one,  particularly  as  we  do  

increase  the  number  of  cases  that  we  bring.  Certainly,  sometimes  there  are  situations  where  a  court  may  not  impose  

restitution  because  the  funds  are  not  there  or  for  other  legal  reasons,  but  where  we  can,  we  always  do  seek  a  restitution  

order  for  the  victims.  

We  in  particular  have  worked  with  other  governments  to  provide  them  information.  Where  we  have  found,  for  example,  that  

certain  small  cities  in  Mexico  have  been  a  prime  source  of  those  who  would  traffic  women  into  the  United  States,  into  the  

Eastern  District  of  New  York,  we  have  worked  with  the  Mexican  government  to  provide  them  information  so  that  they  could  

possibly  effect  seizures  that  we  could  not  under  our  particular  asset  forfeiture  laws.  

So,  it's  a  very,  very  important  issue  to  me  as  United  States  attorney.  And  should  I  be  confirmed  as  attorney  general  would  be  

one  I  would  look  forward  to  working  with  you  on  to  make  sure  that  all  of  the  laws  involving  victim  protection  are  as  strong  as  
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t we- http://www.cq.com/docag/H4sIAAAAAAAAAEvOz0svSi0uzs...WithCQ.comrespect toDocument Aggregationthe  7-El  ven  case,  we  did  not  have  the  evidence  that  he  orkers  had  been  moved  across  state  lines  to  

effectuate  the  crime.  And  so,  therefore,  we  would  not  have  been  able  to  use  the  trafficking  laws  per  se.  But  as  with  that  

case,  with  every  case,  we  look  at  the  -- at  the  relevant  facts  and  the  laws  and  bring  the  strongest  case  that  we  can.  

And,  certainly  where  we  have  seen  numerous,  numerous  incidences  of  children  and  women  being  trafficked  from  within  the  

United  States,  sometimes  even  simply  just  crossing  one  state  border,  as  well  as  from  overseas,  we've  never  hesitated  to  act.  

And  should  I  become  attorney  general,  it  will  be  one  of  my  priorities.  

BLUMENTHAL:  

I  would  welcome  that  priority  very  much,  as  the  co- chairman  of  the  human  trafficking  caucus  in  the  Senate.  It's  a  very  

bipartisan  one,  the  co-chairman  is  Senator  Rob  Portman  of  Ohio.  So  I  look  forward  to  working  with  you  on  it.  

Let  me  ask  you,  and  first  of  all,  welcome  your  comments  about  the  invisible  wounds  of  war.  Thank  you  to  your  uncles  and  

cousins  for  their  service  in  Vietnam  and  to  your  brother  for  his  service  as  a  Navy  SEAL.  I  say  that  as  a  dad  of  a  Marine  Corps  

Reserve  veteran  who  served  in  Afghanistan  and  another  son  who  is  currently  in  the  Navy.  

And  I  would  hope  that  you  will  continue  to  focus  on  those  issues  relating  to  post-traumatic  stress  and  traumatic  brain  injury  

as  they  may  be  a  cause  of  certain  kinds  of  conduct  that  may  be  unwelcome,  may  even  be  criminal.  

Because  what  we've  found  is  that  a  better  understanding  of  those  invisible  wounds  of  war  and  the  inner  demons  that  many  

of  our  veterans  bring  back  with  them  can  lead  to  more  thoughtful  and  humane  treatment  through  our  criminal  justice  system.  

I  want  to  ask  you,  finally,  in  the  time  that  I  have,  about  one  of  the  criticisms  that  has  been  made  of  the  Department  of  Justice  

in  its  allegedly  too  lenient  treatment  of  certain  corporate  defendants  as  being  too  big  to  jail,  so  to  speak.  

In  remarks  that  you  made  after  the  Department  of  Justice  entered  into  a  settlement  with  HSBC  for  money  laundering,  I'm  

sure  you  recall  it,  you  said  that  the  settlement  had  deterred  that  company,  but  you  weren't  sure  that  it  would  deter  other  

companies.  

So  my  question  is  whether  more  can  be  done  to  more  aggressively  prosecute  white  collar  crime,  corporate  crime,  to  dispel  

at  least  the  widespread  impression  or  perception  that  perhaps  the  Department  of  Justice  has  been  too  lenient?  And,  in  

particular,  would  you  work  with  me  on  a  bill  that  I've  authored  that  would  make  certain  corporate  officers  criminally  liable  if  

they  are  aware  of  significant  potentially  deadly  risks  to  workers,  workplace  safety  problems,  and  fail  to  act  or  make  it  public?  

So  this  bill  is  called  "Hide  No  Harm."  It's  a  bill  that's  designed  to  protect  workers  on  their  jobs,  and  it  focuses  on  that  part  of  

the  potential  wrongdoing  that  may  be  committed  by  corporate  officers.  

But  also  -- again,  two-part  question  -- would  you  consider  pursuing  more  aggressively  criminal  laws  that  may  be  applied  to  

corporate  officers  who  are  involved  in  malfeasance  or  violations  of  federal  criminal  laws  generally?  

LYNCH:  

Certainly,  Senator.  

When  it  comes  to  white-collar  crime  or  any  kind  of  crime,  as  a  career  prosecutor  and  as  U.S.  attorney,  I've  been  very  

aggressive  in  pursuing  those  types  of  cases.  

With  respect  to  -- should  I  become  confirmed  as  attorney  general,  I  would  continue  that  and  direct  that  the  Department  of  

Justice  continue  its  focus  on  examining  the  facts  of  every  case,  following  the  law  wherever  it  took  us.  

66 of 187 7/25/16, 7:21 PM 
At the outset, no individual is too big to jail, and no one is above the law. There are certain situations where we may come to 

Document ID: 0.7.10663.10277-000001 

http://www.cq.com/docag/H4sIAAAAAAAAAEvO


                        

                 


                       


                   


        


                  


             


                     


                  








                      


                 


        











                     


      


                           


                


   


  





  





        





   


              


                      


             


                       


         


                 

   


     


  

t aaCQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvOa  differentDocument Aggregationresolution or m y decide that a civil resolution is appropria e, but that is only fter a full and fair analysisz0svSi0uzs...of  all  of  

the  facts  and  the  law  and  the  relevant  burdens  under  the  criminal  justice  system  or  the  civil  system.  

But  that  being  said,  Senator,  I  believe  if  you  look  at  the  record  of  the  Eastern  District  of  New  York,  we  have  prosecuted  a  

number  of  corporate  officers  for  -- for  insider  trading,  with  respect  to  the  Brooks  case,  and  corporate  malfeasance  in  other  

cases  as  well  as  for  violations  of  the  FCPA.  

We  have  struck  significant  -- wrung  significant  concessions  from  corporations  and  made  major  changes  in  the  way  in  which  

corporations  and  financial  institutions  are  structured  and  operate  that  as  act  as  a  deterrent.  

And  we  have  been  clear  with  respect  to  the  industries  within  which  we  are  looking  that  should  a  corporation  not  engage  in  

preventive  behavior  or  should  they  not  take  seriously  the  type  of  investigation  we  bring,  that  criminal  charges  will  be  

brought.  

BLUMENTHAL:  

Thank  you,  and  I  know  of  your  very  aggressive  and  distinguished  record  in  this  area.  It's  one  of  the  reasons  why  I  strongly  

support  you  and  I  look  forward  to  voting  for  you  and  working  with  you  on  all  these  topics.  

And  also  reform  of  the  Foreign  Intelligence  Surveillance  Court...  

LYNCH:  

Yes.  

BLUMENTHAL:  

...  as  you  know,  I've  advocated  a  public  advocate  to  defend  and  -- and  advocate  constitutional  liberties  in  the  course  of  this  

secret  proceeding,  the  Foreign  Intelligence  Surveillance  Court.  

I'm  not  going  to  ask  you  to  commit  on  that  issue,  but  I  hope  that  you  will  work  with  me  on  it  as  well  as  these  other  issues,  

and  I  very  much  appreciate  your  being  here  today  and  your  public  service  and  your  family's  service.  

Thank  you  very  much.  

Thanks,  Mr.  Chairman.  

LYNCH:  

Thank  you,  Senator.  

GRASSLEY:  

Thank  you,  Senator.  Now  I  go  to  Senator  Vitter.  

VITTER:  

Thank  you,  Mr.  Chairman.  

And  thank  you,  Madam  U.S.  attorney.  And  thank  you  for  the  meeting  in  my  office.  

As  I  told  you  at  the  time,  I  was  very  disappointed  and  frustrated,,  because  you  didn't  respond  directly  to  any  of  my  big  

topics,  and  you  said  you'd  look  into  these  matters  and  -- and  consider  them.  

And  -- and  as  I  promised,  I  restated  the  big  questions  in  writing,  and  -- and  I  was  further  disappointed  when  yesterday,  I  got  

a  letter  saying  there  would  be  no  response  to  that.  

But  -- but  maybe  the  third  time  is  a  charm  for  me  asking  them,  so  we'll  try  here.67 of 187 7/25/16, 7:21 PM 
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ho eCQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvODocument Aggregation z0svSi0uzs...As  I t  ld you  in  my  offic  ,  like  many,  many  citizens  and  members  of  t  e  Senate,  I  have  a  huge  concern  regarding  what  I  think  

is  the  president's  illegal,  unconstitutional  executive  amnesty,  and  I  have  a  huge  concern  of  the  fact  that  you  think  it  is  within  

the  law.  And  we  were  talking  about  that.  

So  I'm  going  to  put  up  what  is  the  central  statutory  argument  that  the  president's  lawyers  point  to  in  terms  of  his  allegedly  

having  authority  for  this  executive  amnesty,  and  it  talks  about  granting  parole  only  on  a  case-by-case  basis.  

So  I  guess  one  of  my  key  questions,  which  we  talked  about  in  my  office,  is,  do  you  really  think  his  granting  this  amnesty,  this  

new  status,  to  about  five  million  illegal  aliens  is  acting  on  a  case-by- case  basis  as  mandated  by  the  statute?  

LYNCH:  

Senator,  I  greatly  appreciate  the  question  as  well  as  the  opportunity  that  we  had  to  discuss  the  matters  in  your  office.  

With  respect,  again,  to  my  review  of  the  opinions  supporting  the  Department  of  Homeland  Security's  request  for  a  legal  

basis  for  taking  certain  actions  and  prioritizing  removal,  as  indicated,  I  did  find  it  to  be  reasonable  that  we  would  prioritize  

removal  of  the  most  dangerous  undocumented  immigrants  with  our  limited  resources,  particularly  those  who  were  involved  

in  violent  crime,  terrorism,  recent  crossers,  those  with  criminal  records.  That  seemed  to  me  to  be  acting  in  the  interest  of  

public  safety  and  appropriate.  

With  respect  to  other  individuals  who  may  not  be  as  high  on  that  priority  list,  my  understanding  is  that  that  is  a  status  that  

they  will  have  for  a  brief  period  of  time.  

And  certainly,  as  you  look  at  the  issue  of  executive  discretion  or  prosecutorial  discretion,  you  always  want  to  have  the  ability  

to  still  look  at  individuals  and  make  a  determination  as  to  whether  or  not  they  should  be  in  that  lower  priority,  and  I  didn't  see  

anything  in  the...  

VITTER:  

Ms.  Lynch,  as  we  -- as  we  talked  about  in  my  office,  though,  his  action  goes  well  beyond  setting  prosecutorial  priorities,  

doesn't  it?  

Apart  from  that,  he  goes  further  in  granting  this  broad  category  of  folks  a  certain  status  for  three  years  at  a  time,  and  then  he  

takes  another  affirmative  step  in  giving  them  a  work  permit.  So  those  two  steps  are  going  beyond  setting  priorities  for  

prosecution,  are  they  not?  

LYNCH:  

Well,  certainly,  Senator,  as  relates  to  how  the  Department  of  Homeland  Security  manages  the  removal  process  for  those  in  

the  low-priority  category,  however  they  may  be  determined  to  be,  again,  I'm  not  aware  if  those  regulations  have  been  set  

forth  yet,  so  I  can't  comment  on  how  they'll  be  implemented...  

VITTER:  

Does  his  plan  go  beyond  setting  priorities  for  prosecution  or  not?  

Does  it  -- doesn't  it,  in  fact,  go  beyond  that  by  granting  these  folks  a  parole  status  and  giving  them  a  work  permit?  Isn't  that  

something  additional  to  simply  setting  internal  priorities  for  prosecution  of  these  cases?  

LYNCH:  

Well,  Senator,  I  just  -- one  minor  point  at  the  outset,  I  believe  that  the  Department  of  Homeland  Security's  action  refers  to  

removal  and  not  necessarily  prosecution.  

Certainly,  with  respect  to  prosecution,  there  is  still  a  robust  prosecution  under  the  immigration  laws,  and  in  my  own  district,68 of 187 7/25/16, 7:21 PM 
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word,  again,  I'm  not  sure  how  the  department  will  go  about  implementing  that.  

My  understanding  is  that  the  issue  was,  was  there  a  legal  framework  for  establishing  such  a  -- a  program?  And  the  opinion  

indicated  that  there  was.  

I  believe  individuals...  

VITTER:  

Do  you  agree  with  that  opinion?  

LYNCH:  

I  believe  individuals  still  have  to  apply,  at  which  point,  there  would  have  to  be  a  review  of  their  eligibility  and  the  like.  

VITTER:  

Fundamentally,  do  you  agree  with  the  legal  opinion  we're  talking  about?  

LYNCH:  

I  thought  that  the  opinion  was  reasonable.  I  also  thought  that  it  made  distinctions  in  terms  of...  

VITTER:  

Again,  going  back  to  that  legal  opinion,  this  -- put  that  back  up  -- this  is  a  key  element  of  it.  

So  do  you  think  that  action  that's  applying  to  about  5  million  illegal  aliens  is  operating  on  a  case-by-case  basis?  

LYNCH:  

Senator,  again,  I'm  not  familiar  with  how  the  Department  of  Homeland  Security  will  be  actually  implementing  the  orders  that  

it  will  be  -- that  it'll  be  reviewing  and  the  applications  that  it  will  be  reviewing,  so  I'm  not  able  to  provide  you  with  specifics  

on...  

VITTER:  

But  you've  read  the  orders.  Do  you  think  that  lays  out  a  system  that  is  operated  on  a  case-by-case  basis?  

LYNCH:  

With  respect  to  my  review  of  the  Office  of  Legal  Counsel  opinion,  it  did  provide  a  reasonable  basis  both  for  the  removal  and  

for  the  prioritization  of  certain  people  as  it  came  to  removal.  

When  it  came  to  the  issue  of  whether  or  not  there  could  be  a  program  for  deferral,  it  seemed  to  refer  to  legal  precedent,  to  

the  statute  itself  and  to  actions  by  this  body,  among  others,  so  it  certainly  seemed  to  provide  a  legal  framework  for  that.  

And  I  -- I  believe  also  what  I  thought  was  -- was  noteworthy,  was  that  with  respect  to  the  opinion,  some  of  the  requested  

actions  by  the  Department  of  Homeland  Security,  the  Office  of  Legal  Counsel  found  did  not  have  the  appropriate  legal  

framework  that  would  have  made  them  something  that  could  be  carried  out  under  the  current  legal  system,  and  so  the  -- the  

advise  was  not  to  go  forward.  

VITTER:  

OK.  Well,  I'll  take  it  as  a  yes  that  this  is  operating  on  a  case-by-case  basis,  and  I  -- and  I  just  think  that's  really  a  clear,  

obvious  stretch  to  say  that  this  action  that's  going  to  affect  5  million  people  is  following  the  law  in  a  case-by-case  basis.  

The  law  also  says  -- in  fact,  the  same  specific  citation,  it  says,  "This  decision  on  a  case-by-case  basis  has  to  be  made  by  

the  attorney  general."  

69 of 187 7/25/16, 7:21 PMNow, is it your understanding under the president's plan that if you're the attorney general, you're going to be in the middle 
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Well,  Senator,  I'm  not  aware  of  the  -- the  regulatory  framework  and  the  rules  that  have  come  out  around  this  statute  as  to  

how  that  authority  is  either  delegated  or  exercised,  so  I'm  not  able  to  give  you  an  exact  answer  right  now  as  to  how  that  

would  specifically  be  implemented...  

VITTER:  

Well,  I've  read  the  plan,  and  the  plan,  as  I  read  it,  is  for  all  of  that  to  be  done  in  the  Department  of  Homeland  Security.  So  my  

question  would  be,  what  is  the  statutory  basis  to  allow  that  when  under  the  statute,  not  some  order,  not  some  legal  opinion,  

the  statute,  the  law,  word  by  word,  it  says  the  attorney  general  is  in  the  middle  of  that  decision  on  a  case-by-case  basis?  

LYNCH:  

So,  again,  Senator,  as  I  -- as  presented  to  me  by  you,  today,  and  thank  you  for  that  information,  again,  I'm  not  familiar  with  

the  ways  in  which  that  particular  authority  has  been  exercised  by  the  attorney  general,  whether  it  has  been  delegated  or  how  

it  is  shared  with  the  Department  of  Homeland  Security,  so  I'm  not  able  to  provide  you  with  the  specifics  at  this  point  as  to  

how  I  would  exercise  that  authority.  

VITTER:  

Well,  again,  I'll  have  to  be  following  up  for  a  fourth  time,  but  that'll  be  a  central  question.  The  plan  is  not  for  the  attorney  

general  to  be  in  the  middle  of  this  at  all.  The  statute  says  that  the  attorney  general  is.  Why  aren't  we  following  the  statute?  

Let  me  go  to  another  case  that  goes  to  following  the  law  which  Senator  Hatch  brought  up  earlier,  which  is  your  comments  

regarding  the  Department  of  Justice's  initiative,  Smart  on  Crime  initiative.  

Now,  as  I  read  it,  and  based  on  what  I  know,  this  is  just  a  way  to  clearly  ignore  mandatory  minimums.  And  there  are  crimes  

that  have  mandatory  minimums,  we  can  have  a  good  debate  about  whether  those  should  be  lowered  in  some  cases  or  not,  

but  they  are  what  they  are.  They're  in  the  statute.  So  why  aren't  we  following  the  statute  with  regard  to  crimes  with  

mandatory  minimums?  

LYNCH:  

Well,  Senator,  with  respect  to  the  enforcement  of  the  narcotics  laws  that  contain  those  mandatory  minimums,  laws  which  I  

have  had  occasion  to  use  on  numerous  occasions  as  an  assistant  U.S.  attorney,  as  a  career  prosecutor  and  as  U.S.  

attorney,  those  laws  are  being  followed,  not  just  by  my  office  but  throughout  the  U.S.  attorney  community.  

The  issue  with  Smart  on  Crime,  as  well  as  by  a  number  of  offices  who  have  sought  to  prioritize  how  to  handle  those  cases  in  

an  area  -- in  an  era  of  limited  resources  is  focused  on  when  is  it  best  to  use  the  mandatory  minimums  and  when  do  we  not  

necessarily  have  to  use  them.  

But  every  office  still  retains  and  in  fact  exercises  the  discretion  to  impose  a  mandatory  minimum  sentence  should  someone  

who  may  not  on  the  face  of  the  policy  fall  into  that  category,  but  upon  review  of  the  case  clearly  does.  

VITTER:  

So,  when...  

LYNCH:  

That  has  and  is  being  done.  

VITTER:  

When  is  it  best  to  use  the  mandatory  minimums?  So  the  mandatory  minimums  aren't  mandatory?  

GRASSLEY:  

When  you  get  done  with  that  answer,  then  I'll  cull  on  Senator  Coons.  But  go  ahead.  
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New  York,  we  rely  heavily  on  the  mandatory  minimums  statutes  when  dealing  with  numerous  drug  kingpins  that  we  have  

built  significant  trafficking  cases  against,  many  of  whom  have  been  extradited  from  foreign  countries  or  have  been  operating  

within  our  district.  

My  fellow  U.S.  attorneys  use  the  mandatory  minimum  statutes  in  a  similar  way.  

We  all  look,  however,  at  the  nature  of  the  crime  problem  in  our  district  and  the  nature  of  the  narcotics  problem  in  particular  in  

our  district.  And  a  case  that  may  require  a  mandatory  minimum  in  my  district  may  not  occur  in  another  part  of  the  country.  

Another  part  of  the  country  may  have  a  different  type  of  narcotics  problem  and  would  have  a  different  population  of  

defendants  than  you  would  find  in  Brooklyn  subject  to  the  mandatory  minimum  statutes.  But  they  are  still  being  utilized,  

Senator.  

VITTER:  

But,  Mr.  Chairman,  just  in  closing,  I  just  observe  that  -- I  mean  that  is  taking  all  meaning  out  of  the  word  "mandatory"  to  

replacing  your  and  your  colleagues'  judgment  for  the  judgment  of  folks  who  wrote  the  law,  and  that's  what  this  whole  

discussion  and  debate  is  about.  

Thank  you.  

GRASSLEY:  

And,  for  the  witness,  if  we,  if  there's  nobody  here,  and  you  want  to  take  a  break,  take  a  break.  

LYNCH:  

Thank  you.  

GRASSLEY:  

But  just  as  soon  as  somebody  gets  here,  I  hope  you  can  come  back  right  away.  

Senator  Coons?  

COONS:  

Thank  you,  Chairman  Grassley.  

Ms.  Lynch,  congratulations  on  your  historic  nomination  and  your  very  fine  conduct  in  this  hearing  today.  

The  attorney  general  of  the  United  States,  one  of  the  most  important  offices  for  which  this  committee  has  oversight  

responsibility  and  consent  responsibility.  The  current  attorney  general,  Eric  Holder,  has  served  in  that  office  with  distinction  

under  very  trying  circumstances.  

For  better  or  worse,  the  attorney  general  often  serves  as  a  lightning  rod  for  those  in  this  body  with  complaints  about  the  

administration,  and  I  think  it  takes  special  mettle  to  deal  with  that  kind  of  constant  incoming  fire  while  remaining  composed  

and  focused  on  a  constructive  and  forward-looking  agenda.  

I'm  interested  in  hearing  from  you  about  how  you  plan  to  carry  forward  progress  on  some  of  the  issues  that  the  Department  

of  Justice  faces,  with  respect  to  privacy,  collaboration  with  state  and  local  law  enforcement,  I.T.  protection,  and  important  

civil  rights  issues,  such  as  sentencing  reform,  voting  rights  and  racial  profiling.  

As  successful  as  Attorney  General  Holder  has  been,  there  remains  important  progress  to  make  and  just  two  years  in  this  

administration  to  make  it.  
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I  serve  as  co-chair  with  Senator  Roy  Blunt  of  the  Senate  law  enforcement  caucus.  And  the  Department  of  Justice  plays  a  

central  role  in  supporting  state  and  local  law  enforcement.  

Can  you  just  comment  for  me,  if  confirmed,  on  the  importance  you  would  place  on  the  partnership  between  federal,  state  

and  local  law  enforcement,  including  such  programs  as  the  bulletproof  vest  program,  the  Justice  Reinvestment  initiative,  the  

Violence  Reduction  Network,  which  is  particularly  important  to  me,  and  the  information  sharing?  

And  then,  second,  Senator  Flake  asked  about  this  previously,  but  could  you  just  talk  about  the  Victims  of  Child  Abuse  Act  

programs  and  comment  on  what  experiences  you've  had  with  child  advocacy  centers  and  how  they  function  as  one  of  the  

partnership  undertakings  between  federal,  state  and  local  law  enforcement?  

LYNCH:  

Certainly,  Senator.  With  respect  to  the  important  partnership  between  the  Department  of  Justice  and  our  state  and  local  law  

enforcement  counterparts,  it  will  be  one  of  my  highest  priorities  to  ensure  that  there  is  not  only  collaboration  and  

cooperation,  but  active  and  ongoing  discussion  about  the  needs  that  we  can  help  fulfill  but  also,  Senator,  what  we  can  learn  

from  our  state  and  local  counterparts.  

It  has  been  my  experience,  having  had  the  benefit  of,  frankly,  learning  from  some  of  the  best  law  enforcement  agents  and  

police  officers  around,  that  no  one  knows  the  crime  problem  like  the  cop  on  the  beat.  No  one  really  understands  what's  

going  on  in  a  community  like  the  officer  who  walks  those  streets  every  night  and  knows  those  residents  and  understands  

those  issues.  

Similarly,  our  federal  law  enforcement  agency  partners  have  outstanding  background  effort  and  ability  to  manage  complex  

cases.  And  when  we  combine  those  two,  we  have  been  -- we  have  been  able  to  achieve  tremendous  results  for  victims  of  

violent  crime,  of  terrorism,  of  cyber  crime,  along  with  the  cases  you  mentioned  involving  vulnerable  victims  of  child  abuse.  

So,  certainly  I  feel  that  there  has  to  be  a  collaborative  relationship,  but  I  want  to  essentially  assure  you  that  in  my  view  it  

would  be  one  where  we  would  not  just  provide  assistance  and  training  and  grants  -- that  is  very,  very  important  -- but  we  

would  also  listen  and  learn  as  well  from  our  local  law  enforcement  partners.  

COONS:  

Well,  thank  you.  That's  both  a  good  answer  and  a  great  attitude.  And  I  look  forward  to  working  with  you  on  this  area  going  

forward.  

The  U.S.  PATRIOT  Act,  and  in  particular  its  Section  215  authority,  is  often  thought  of  as  a  spying  program,  which  in  some  

ways  it  essentially  is.  But  it  also  is  and  can  be  a  tool  that  DOJ  and  the  FBI  routinely  use  in  the  course  of  domestic  law  

enforcement  and  its  investigative  missions.  

Does  the  DOJ  use  Section  21 5  as  a  bulk  collection  tool?  And  could  the  department  continue  to  make  effective  use  of  

Section  215  if  the  enhanced  privacy  protections,  the  limitations  on  bulk  collection  set  forth  in  the  USA  FREEDOM  Act  were  

to  be  adopted?  

LYNCH:  

Well,  Senator,  Section  215,  as  I  understand  it,  is  not  a  bulk  collection  tool  in  and  of  itself,  but  a  way  in  which  the  government,  

using  court  authority,  can  obtain  information  already  gathered  that  might  be  useful  in  ongoing  national  security  

investigations.  
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procedures.  

And  certainly  I  look  forward  to  -- as  the  renewal  of  Section  21 5  comes  up,  I  look  forward  to  discussions  with  you  and  the  

other  members  of  this  committee  about  the  best  way  in  which  to  keep  that  useful  tool  and  also  reassure  this  body  and  the  

American  people  that  it  is  being  used  in  the  most  effective  way.  

COONS:  

I'm  also  concerned  about  I.P.,  intellectual  property  protections,  as  we  talked  about  previously,  and  trade  secrets.  My  

understanding  is  several  other  senators  have  also  asked  about  this  issue,  so  I'll  try  to  be  brief.  

I'm  concerned  about  the  huge  transfer  of  wealth  going  on  through  trade  secrets  theft  and  the  federal  crime  under  the  

Economic  Espionage  Act  is  estimated  to  be  responsible  for  up  to  $500  billion  annually  in  terms  of  losses  to  the  United  

States,  and  yet  there's  only  one  or  two  cases  a  month,  federally,  brought  by  prosecutors.  

As  the  U.S.  attorney  for  the  Eastern  District,  what's  been  your  experience  in  investigating  or  prosecuting  trade  secret  theft?  

And  would  you  be  interested  in  working  together  to  strengthen  the  resources  and  strengthen  the  legal  authorities  for  

protecting  America  and  our  inventions  and  innovations  and  ensuring  that  we  stem  the  tide  of  loss  through  trade  secret  theft?  

LYNCH:  

Certainly,  Senator,  in  my  experience  as  the  U.S.  attorney  for  the  Eastern  District  of  New  York,  I  don't  believe  we  have  any  

specific  indictments  around  the  Trade  Secrets  Act.  

We  do,  however,  have  a  number  of  cases  where  we  have  -- we  have  intercepted  foreign  actors  trying  to  obtain  U.S.  

information,  and  we  have  prosecuted  them  under  other  statutes.  So  we  deal  with  very,  very  similar  issues.  

I  will  note  that  these  cases  tend  to  be  complex  and  long-term.  They  do  require  an  investment  in  resources,  the  devotion  of  

time  on  the  part  of  prosecutors  but  also  technological  resources  on  the  part  of  our  law  enforcement  agencies.  

So  I  would  look  forward  to,  should  I  be  confirmed,  working  with  you  and  this  committee  to  ensure  that  we  have  the  

appropriate  resources  we  need  to  handle  these  cases.  

COONS:  

Well,  as  a  member  of  the  Appropriations  Subcommittee  responsible,  I  look  forward  to  working  with  you  on  that.  I  think  it's  

vital  that  we  strengthen  the  protections  for  America's  inventions  and  inventors.  

I  want  to  ask  about  criminal  justice  reform,  an  issue  that  I  think  is  front  and  center  and  -- and  important  for  our  country  and  

for  our  justice  system.  

We've  seen  in  a  number  of  ways  in  the  last  year  that  our  criminal  justice  system  is  broken  in  terms  of  how  it  deals  with  mass  

incarceration  and  its  impact,  in  particular,  on  drug  offenders  and  on  the  African  American  population  of  our  country.  

It's  not  just  a  civil  rights  problem  but  also  a  fiscal  problem  and  social  problem,  and  if  you  look  at  the  numbers  of  who's  

incarcerated,  for  how  long  and  under  what  charges,  I  think  there  is  a  significant  inequality  that  needs  to  be  addressed.  

I  think  we  need  legislation  through  this  committee  and  in  this  body  that  will  help  rationalize  overly  mandatory,  overly  long  

drug  sentences  for  nonviolent  offenders.  

Attorney  General  Holder  took  an  important  step  forward  two  years  ago  when  he  issued  revised  guidance  to  the  field  

73 of 187 7/25/16, 7:21 PMdirecting  prosecutors  not  automatically  charge  the  most  serious  mandatory  minimum  triggering  levels  of  drug  possession  

against  low-level,  nonviolent  offenders.  
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or  whether  you  would  look  for  other  or  additional  ways,  within  the  law,  within  the  Constitution,  to  promote  the  equal  and  just  

application  of  our  criminal  laws  to  every  person,  regardless  of  background,  of  sex,  of  gender,  of  sexual  orientation,  race,  

religion  or  nationality.  

LYNCH:  

Senator,  you  touch  on  the  important  issue  of  making  sure  that  our  criminal  justice  system  protects  the  American  people  but  

does  so  in  a  way  that's  fair  and  effective  and  also  protects  the  individual  rights  of  everyone  who  has  to  pass  through  it.  It  is  

the  responsibility  of  a  prosecutor  not  just  to  win  convictions  but  to  bring  justice  to  every  case,  no  matter  what  the  result.  

Certainly,  with  respect  to  Smart  on  Crime,  I've  found  it  similar  to  many  ways  in  which  my  own  district  has  had  to  manage  an  

ever- increasing  problem  of  narcotics  prosecutions  of  low-level  offenders  and  -- and  work  with  an  ever-growing  docket  of  

larger  narcotics  cases  also,  and  I've  found  it  to  be  a  reasonable  approach  to  do  so  and  look  forward  to  continuing  that  

particular  initiative.  

But  I  also  look  forward  to  further  discussions  with  you  and  your  colleagues  on  these  issues  as  to  how  to  ensure  that  our  

criminal  justice  system  is  effective  and  yet  also  protects  the  people  who  have  to  go  through  it.  

That  is  a  duel  responsibility  of  the  prosecutor.  It's  one  I've  taken  seriously  all  of  my  professional  career,  and  I  -- and  should  I  

be  confirmed  as  attorney  general,  I  look  forward  to  working  with  you  as  we  explore  that  issue  together.  

COONS:  

Thank  you,  Ms.  Lynch.  

As  -- as  he  said  at  the  outset,  Senator  Leahy  remarked  that  nearly  a  third  of  the  department's  budget  at  this  point  is  

dedicated  to  the  Bureau  of  Prisons.  

I  think  we  have  a  pressing  civil  rights  issue  nationally  for  us  in  terms  of  our  criminal  justice  system,  but  I've  also  long  been  a  

supporter  of  law  enforcement  and  believe  that  you  are  uniquely  positioned,  qualified  and  prepared  to  help  us  balance  these  

twin  obligations  of  ensuring  that  our  communities  are  safer  and  stronger  and  ensuring  that  our  justice  system  delivers  on  

justice.  

Thank  you.  

LYNCH:  

Thank  you,  Senator.  

PERDUE:  

U.S.  attorney,  this  is  David  Perdue.  We  met  the  other  day.  

LYNCH:  

Yes.  

PURDUE:  

I'm  a  senator  from  Georgia.  

LYNCH:  

Yes.  Thank  you  for  your  time.  

PERDUE:  

I  want  to  thank  you  for  your  perseverance  and  patience  with  us  today.  I  hope  it  wasn't  anything  I  said  that  cleared  the  room  
74 of 187  7/25/16, 7:21 PM  

for  you.  
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I  hope  you're  doing  well.  

LYNCH:  

I  hope  it  wasn't  anything  I  said.  

(LAUGHTER)  

PERDUE:  

Well,  thank  you  so  much  for,  again,  your  perseverance.  

I  just  want  to  join  my  colleagues  in  welcoming  you  before  the  Judiciary  Committee  and  also  thank  you  for  your  years  of  

public  service,  as  we  talked  the  other  day.  I  am  very  impressed  with  your  career  and  want  to  thank  you  for  upholding  the  law  

in  your  career.  

I  congratulate  you  on  this  nomination.  

You  spoke  about,  this  morning,  your  oath  and  the  required  commitment  to  the  Constitution.  I  applaud  that.  You've  

demonstrated  that  in  your  career.  

You  were  just  talking  about  mandatory  minimums,  if  I'm  correct.  I  just  have  a  quick  question.  

Relative  to  a  case  that  you  had  in  your  jurisdiction  recently,  I  want  to  ask  about  a  defendant  who  was  convicted  by  your  

office  in  the  late  1 990s.  His  name  was  Frances  -- Francois  Holloway,  I  believe.  I  hope  you  remember  him.  

There  was  a  lot  of  press  coverage  on  this  case  during  your  current  tenure  as  U.S.  attorney.  

In  1 995,  Mr.  Holloway  rejected  a  1 0-year  plea  and  was  convicted  after  a  trial  on  three  counts  of  armed  carjacking  and  

possessing  a  gun  during  a  violent  crime.  Those  offenses  subjected  him  to  consecutive  mandatory  minimum  sentences,  and  

he  received  a  total  of,  I  think,  57  years.  

In  201 3,  Judge  Gleeson,  the  district  judge  in  Brooklyn,  who  sentenced  Mr.  Holloway,  began  what  the  New  York  Times  called  

a  "campaign  on  Mr.  Holloway's  behalf"  and  wrote  to  you  asking  that  you  consent  to  an  order  vacating  two  of  Mr.  Holloway's  

convictions  for  armed  carjacking.  

No  one  argued  that  Holloway  was  innocent  or  that  -- that  he  was  wrongfully  convicted  or  that  his  sentence  was  unlawful.  No  

one  claimed  that  there  was  a  problem  with  the  trial.  All  of  Mr.  Holloway's  appeals  were  rejected.  

The  case  went  to  the  Supreme  Court,  which  upheld  the  convictions.  In  fact,  everyone  agreed  that  the  sentence  he  received  

was  lawful  under  Title  1 8  of  the  sentencing  guidelines.  

Judge  Gleeson  didn't  agree  with  the  sentence  the  law  required  him  to  impose  and  was  asking  you  to  help  him  do  it.  

In  February  2013,  to  your  credit,  you  refused  to  vacate  the  carjacking  convictions.  You  suggested  to  Judge  Gleeson  that  Mr.  

Holloway  could  contact  the  Office  of  the  Pardon  Attorney  and  submit  a  petition  for  commutation  of  the  sentence.  

I  personally  think  that  that  was  the  appropriate  response.  I  congratulate  you  on  that.  I  think  every  prosecutor  would've  

responded  that  way.  

75 of 187  7/25/16, 7:21 PM  In  May  of  2013,  however,  Judge  Gleeson  again  urged  you  to  vacate  two  of  Mr.  Holloway's  armed  carjacking  convictions.  He  

said  your  suggestion  that  Mr.  Holloway  seek  clemency  was  not  a  realistic  avenue  of  relief,  because  the  fact  that  Holloway  
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This  time,  however,  you  backed  down,  and  you  consented  to  the  judge's  order  to  vacate  the  carjacking  convictions.  

I  want  to  note  that  he  was  a  violent  offender,  along  with  an  accomplice,  stole  three  cars  at  gunpoint.  

You  know,  as  the  top  law  enforcement  officer,  I  have  a  couple  of  questions  relative  to  that  case  and  your  perspective  tenure  

as  attorney  general.  

My  first  question  is,  what  -- what  caused  you  to  change  your  -- your  earlier  position  in  that  case?  

LYNCH:  

Senator,  with  respect  to  the  Holloway  case,  there  was  a  matter  that  had  been  of  longstanding  -- it  was  longstanding  case  

from  the  office.  It  did  predate  my  tenure  my  first  time  as  U.S.  attorney  -- the  second  time  but  not  first  time  as  U.S.  attorney,  I  

should  say  -- and  it  was  a  case  in  which  it  was  the  defendant  who  had  made  a  motion  to  -- to  allow  the  judge  to  revisit  his  

sentence.  

So  there  was,  in  fact,  a  judicial  proceeding  before  the  court  at  that  time,  and  the  court  wanted  us  to  take  a  second  look  at  it.  

We  did  consider  it  numerous  times.  

Ultimately,  the  matter  was  before  the  court,  and  while  the  judge  indicated  he  would  like  to  have  the  opportunity  to  review  

that,  our  view  was  that  we  had  to  look  at  the  case  consistent  with  many  of  the  initiatives  that  were  being  put  in  place  now  by  

the  Department  of  Justice,  certainly  with  respect  to  clemency  and  with  respect  to  how  we  look  at  offenders  who  have  served  

a  significant  time  and  whether  or  not  they  would  be  eligible  for  that.  

Of  note  to  me  as  I  reviewed  the  matter  was  that  Mr.  Holloway  was  the  second  person  in  that  carjacking  incident  and,  in  fact,  

was  not  the  individual  with  the  gun  but  was,  of  course,  legally  liable  for  that,  and  while  he  received  the  sentence  of  57  years,  

the  -- shall  we  say,  the  main  actor  in  that  received  a  sentence  shortly  under  two  years.  So  there  was  an  incredible  disparity  

in  the  sentence  there.  

But  the  real  issue  for  us  was,  was  there  a  legal  proceeding  in  place  -- and  there  was  -- and  essentially,  if  we  -- did  we  have  

the  ability  to  let  the  judge  review  the  sentence  again  by  keeping  it  in  the  court  system,  and  we  felt  that  we  did.  

But  before  we  did  that,  it  was  important  to  me  to  consult  with  every  victim  in  that  case.  And  certainly,  we  found  all  of  the  

victims  but  one,  after  extensive  research,  all  the  victims  who  also  felt  that  the  judge  should  have  the  opportunity  to  

reconsider  Mr.  Holloway's  sentence  without  a  guarantee  of  what  that  sentence  would  be.  

Based  on  that  information,  based  upon  Mr.  Holloway's  record  in  prison,  based  upon  his  role  in  the  offense,  we  looked  at  

how  we  would  have  handled  the  case  under  current  times.  And,  again,  given  that  there  was  a  court  proceeding,  we  were  

able  to  go  to  court  and  tell  the  judge  that  we  would  not  stand  in  the  way  of  him  reviewing  the  sentence  again,  which  Judge  

Gleason  did.  

Mr.  Holloway  was  resentenced.  He  then  went  into  state  custody  to  finish  a  matter.  And  so,  I  do  not  know  his  current  status.  

But  we  did  -- we  did  essentially  allow  the  judge  to  take  another  look  at  that.  And  through  the  judicial  process,  the  judge  

imposed  a  different  sentence.  That  sentence  was  still  significant,  and  it  was  still,  I  would  say,  twice  as  long  as  what  Mr.  

Holloway  would  have  gotten,  had  he  accepted  a  plea  deal.  

PERDUE:  

Thank  you.  You  know,  as  -- as  the  attorney  general,  you'll  have  great  discretion,  just  as  you  did  as  district  attorney.  The76 of 187 7/25/16, 7:21 PM 

question I would have, as illustrated by the case, I think, is, you know, where do you draw the line? How do you see this 
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LYNCH:  

Senator,  I  don't  believe  that  my  personal  opinion  is  the  governing  factor  in  a  case,  be  it  Mr.  Holloway's  case  or  be  it  any  case  

in  which  I  would  review,  either  as  U.S.  attorney  now,  or,  should  I  be  confirmed,  as  attorney  general.  I  will  take  -- take  a  look  

at  every  case.  And  I  will  commit  to  you  that  I  will  review  every  matter  brought  to  me  with  a  full  and  fair  examination  of  the  

facts  and  an  application  of  the  law.  But  also,  with  a  view  towards,  as  with  -- in  Mr.  Holloway's  case,  whether  or  not  there  is  a  

judicial  proceeding  there  and  the  current  status  of  that.  But  we  will  -- we  will  take  every  effort,  and  I  will  make  every  effort,  

should  I  be  confirmed,  to  always  act  consistent  with  the  law.  

PERDUE:  

Thank  you.  

There  are  -- just  one  last  question  on  this  in  this  vein.  There  are  probably  hundreds,  if  not  thousands,  of  violent  offenders  in  

our  federal  custody  who  are  serving  sentences  based  on  consecutive  mandatory  minimums  that  you  just  spoke  about,  like  

those  imposed  on  Mr.  Holloway.  If  you're  confirmed,  and  during  your  tenure  as  attorney  general,  it  comes  to  your  attention  

there  are  cases  like  Mr.  Holloway's,  would  you  consent  to  early  release  of  those  offenders?  

LYNCH:  

Senator,  it  would  not  be  my  place  to  consent  to  an  early  release,  nor  was  it  our  place  in  the  Eastern  District  of  New  York  in  

the  Holloway  case.  Our  posture  was  to  consent  to  allow  the  judge  to  revisit  the  sentence  and  impose  a  sentence  that,  as  a  

judicial  officer,  he  felt  appropriate.  

So,  as  U.S.  attorney,  I  would  not  be  making  the  decisions  as  to  whether  someone  should  literally  be  released.  Should  I  be  

confirmed  as  attorney  general,  I  would  not  be  making  those  decisions,  either,  except  as  people  go  through  the  clemency  

process  or  the  Pardon  Office.  And  those  matters  come  under  review  by  the  Department  of  Justice.  We  would  then  apply  our  

best  judgment  to  the  situation.  But  ultimately,  the  ultimate  decision  on  release  would  not  be  made,  I  believe,  by  me.  

PERDUE:  

Well,  since  I'm  the  only  one  up  here,  I  guess  I'm  the  presiding  officer.  And...  

(LAUGHTER)  ...  my  time  is  almost  up.  But  I  have  just  one  -- one  other  question  for  you.  I'd  like  to  move  on  to  national  

security,  if  I  might.  And  will  remind  the  chairman  that  I  didn't  go  over  on  my  allotted  time,  just  in  case.  

The  DOJ  announced  last  week  that  two  Yemeni  nationals  charged  with  conspiring  to  murder  American  citizens  abroad,  and  

providing  material  support  to  Al  Qaida  will  be  prosecuted  by  your  office  in  the  Eastern  District  of  New  York.  I'd  like  to  ask  

you  about  your  views  on  transferring  terrorists  to  U.S.  soil  who  have  been  captured  abroad.  Terrorists  have  been  tried  

successfully  in  civilian  courts  before,  but  I'd  like  to  know  your  opinion  about  what  role  you  think  military  tribunals  play  in  

handling  terrorism  cases.  

Is  there  any  role  for  military  tribunals?  Or  should  civilian  courts  be  used  exclusively  for  these  prosecutions,  in  your  opinion?  

LYNCH:  

Senator,  thank  you  for  that  question.  The  case  that  you  mentioned  is  being  handled  by  my  office.  And  at  the  outset,  I  would  

note  that  throughout  the  process  of  reviewing  that  case  and  deciding  how  to  best  prosecute  it  and  where  to  -- where  to  

appropriately  venue  it,  we  consulted  extensively  with  the  Office  of  Military  Commissions,  as  we  do  with  all  of  the  cases  

involving  national  security  defendants  who  may  be  brought  to  U.S.  shores,  and  maybe  -- maybe  brought  to  the  Eastern  

District  of  New  York.  

77 of 187 7/25/16, 7:21 PM 
Certainly, I would say at the outset that my position is, if terrorists threaten Americans here or abroad, they will face 
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confirmed  as  attorney  general,  to  continuing  that  strong  practice,  utilizing  all  of  the  tools  in  our  arsenal.  And  that  includes  the  

military  commission  process.  

Essentially,  Senator,  should  I  be  confirmed  as  attorney  general,  I  look  forward  to  working  with  the  military  and  the  other  

executive  branch  divisions  in  government  to  make  the  best  determination  about  where  each  case  should  be  brought.  Should  

that  determination  be  in  Article  3  court,  I  anticipate  that  the  -- that  the  receiving  U.S.  attorney's  office  would  handle  it  with  

the  skill  and  dedication  that  my  prosecutors  do  every  day.  

Similarly,  should  it  be  a  military  commission,  they  will  also  handle  it  with  the  skill  and  dedication  that  they  have  also  shown.  

I've  been  honored  to  have  hosted  General  Martins  (ph)  on  more  than  one  occasion  in  my  office,  and  have  a  positive  

relationship  with  him.  And  should  I  be  confirmed  as  attorney  general,  look  forward  to  continuing  that  relationship  with  him  

and  all  of  our  partners  in  the  war  on  terror.  

PERDUE:  

Well,  I'd  like  to  thank  you  for  your  patience  ,perseverance,  professionalism,  and  your  graciousness  today.  

You've  run  out  of  senators,  almost.  

LYNCH:  

I  seem  to  have.  

PERDUE:  

I'm  going  to  -- in  the  absence  of  our  chair,  there's  only  one  other  senator,  I  think,  that  is  potentially  available  for  questioning.  

I  know  that  they're  on  the  floor  right  now  voting.  I  ran  over  to  -- to  get  a  few  questions  in.  

So,  what  I  would  suggest  is  that  we  take  a  1 0-minute  recess,  if  you're  amenable.  And  we'll  find  from  the  chairman  if  Senator  

Tillis,  who's  the  last  remaining,  I  think,  person  to  ask  questions.  And  we'll  see  where  we'll  go  from  there.  

So,  I  think  we'll  stand  in  recess  for  1 0  minutes.  And  thank  you  again  for  your  graciousness  and  perseverance  today.  

LYNCH:  

Thank  you,  Senator.  

PERDUE:  

Thank  you.  

(RECESS)  

GRASSLEY:  

Just  as  soon  as  the  room  -- just  as  soon  as  the  room  quiets,  I'm  going  to  recognize  Senator  Tillis.  

I  think  it's  quiet  enough.  Senator  Tillis,  would  you  proceed?  

TILLIS:  

Thank  you,  Mr.  Chair.  

And,  Ms.  Lynch,  congratulations.  It's  quite  an  honor  to  be  in  the  place  that  you  are  today.  I  want  to  compliment  you  on  your  

distinguished  career.  And  I've  also  noted  over  the  course  of  your  testimony  just  how  much  pride  is  in  the  eyes  of  your  friends  

and  supporters  here.  So,  congratulations.  

I  had78 of 187a  question  for  you,  and  it  stems  from  -- 7/25/16, 7:21  oh,  I  also  want  to  thank  you  for  dealing  with  last  week  when  we  had  to  movePM  

the  venue  and  the  time  around  for  the  meeting.  I  appreciate  your  graciousness  in  spending  some  time  with  me  last  week.  
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CQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvO  Document Aggregation  z0svSi0uzs...  And  I  really  want  to  maybe  start  where  we  left  off  with  some  of  the  discussions.  And  I  think  that  Senator  Flake  and  Senator  

Lee  and  Senator  Schumer  have  also  echoed  the  concerns  about  the  limited  resources  and  how  you  would  prioritize  things  

within  the  -- within  your  future  prospective  new  responsibilities.  

And  I  guess  something  that  strikes  home  for  me  has  to  do  with  certain  elections  laws.  And  in  North  Carolina,  I'm  not  -- I'm  

not  familiar  -- or  how  familiar  you  are  with  some  of  the  elections  laws  that  have  been  passed  over  the  past  couple  of  years.  

But  in  the  context  of  at  least  one  case  that  was  brought  against  the  state  of  North  Carolina  by  Mr.  Holder,  where  the  law  was  

-- more  or  less  the  foundation  of  that  law  was  the  Indiana  law  which  has  been  held  up  -- or  upheld  by  the  Supreme  Court  

6-3,  but  given  the  limited  resources  within  the  A.G.'s  office  in  the  Department  of  Justice,  what  are  your  thoughts  on  pursuing  

laws  that  are  likely  end  to  up  in  the  same  state,  particularly  laws  like  North  Carolina,  that  went  much  further  than  the  Indiana  

law  that  was  upheld?  

LYNCH:  

Certainly,  sir.  I  believe  that  the  right  to  vote  obviously  is  the  cornerstone  of  our  democracy.  

TILLIS:  

As  do  I.  

LYNCH:  

And,  certainly,  I  think  that  states  obviously  have  an  interest  in  protecting  that  right  to  vote  also,  as  well  as  regulating  it  and  

making  it  safe  and  free  and  open  for  everyone.  And  I  believe  that  many  states  are  acting  with  exactly  that  view  in  mind.  

Certainly  with  respect  to  the  North  Carolina  statute  and  case,  I  know  it's  under  litigation  now.  I  believe  there  will  be  a  trial  at  

some  point  in  time.  I'm  not  familiar  with  the  status  of  the  case  now,  so  I  can't  comment  on  that  specific  case  or  that  specific  

statute.  

But  what  I  can  say  is  that  with  respect  to  how  the  department  will  look  at  voting  rights  issues,  is  with  a  view  towards  

protecting  the  right  to  vote  and  hopefully  working  with  the  states  to  ensure  that  all  the  interests  are  met.  

Certainly  all  voter  I.D.  laws  are  not  problematic.  As  you've  noted  -- as  you've  noted,  the  court  has  outlined  situations  in  

which  they  are  useful  and  serve  a  fundamentally  important  purpose.  And  the  department  has,  under  the  previously  utilized  

doctrine  that's  called  free  clearance,  actually  approved  voter  I.D.  laws.  

So  I  don't  think  that  we  can  at  this  point,  without  knowing  how  a  case  will  be  presented,  say  which  way  the  department  will  

go  in  viewing  it.  

But  given  the  fundamental  importance  of  the  right  to  vote,  should  an  issue  be  raised,  it  is  something  that  the  Department  of  

Justice  has  an  obligation  to  review  and  consider  whether  or  not  it  should  get  involved.  

TILLIS:  

In  the  -- in  the  example  of  the  law  that  was  passed  by  North  Carolina  and  the  case  that  was  brought  against  North  Carolina,  

in  fact  I  was  named  in  the  case  because  at  the  time  I  was  speaker  of  the  house,  I'm  just  curious  how,  as  you  go  forward  and  

you're  dealing  with  the  challenges  in  this  office  of,  as  I  believe  Senator  Schumer  said,  trying  to  focus  your  resources  on  the  

bad  actors,  the  hardened  criminals,  the  difficult  challenges  that  the  department  faces,  in  a  case  that  has  1 0  attorneys  on  it,  

focused  on  -- no  less  than  1 0,  I  believe,  focused  on  that,  I  would  hope  that  there  would  be  some  focus  on  is  that  the  best  

and  highest  use?  

If,  given  the  merits  of  the  case  and  other  laws  that  have  gone  to  the  Supreme  Court,  that  it's  likely  to  end  in  a  situation  where  
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the  -- it's  gonna  rule  in  favor  of  the  state  and  at  the  expense  of  those  resources  that  could  be  used  for  other  purposes.  
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priorities  based  on  the  likely  outcome?  Have  you  given  any  thought  to  that?  

LYNCH:  

Well,  certainly,  Senator,  as  we  review  a  case,  both  throughout  my  career  as  a  prosecutor  and  as  U.S.  attorney,  we  always  

look  to  the  possibility  of  how  a  court  will  view  a  particular  matter.  

But  first  and  foremost,  whether  the  case  involves  voting  or  any  other  -- any  other  important  right,  is  the  issue  of  what  is  the  

evidence  that's  presented  and  what  is  the  relevant  law,  what  is  the  interest  being  protected?  

And  if  it  relates  to  a  core  function  of  the  Department  of  Justice,  such  as  protecting  the  rights  of  citizens,  keeping  our  citizens  

safe,  or  protecting  the  right  to  vote,  it  is  a  matter  that  we  would  be  obligated  to  look  into.  

Whether  or  not  a  matter  would  result  in  litigation  would  of  course  depend  upon  a  variety  of  factors  which  are  not  in  front  of  

me  today  about  the  nature  of  the  law  and  how  it  was  written  and  essentially  whether  it  comported  with  those  laws  that  were  

previously  approved  both  by  the  department  and  by  courts.  

Certainly,  with  respect  to  the  North  Carolina  case,  I  believe  the  matter  is  in  litigation.  It's  not  something  that  I'm  intimately  

familiar  with.  I  have  not  been  involved  in  the  management  of  that  case  to  date.  I  look  forward  to  learning  more  about  it,  

should  I  be  confirmed.  And  I  believe  the  matter  will  proceed  to  court  and  we  will  await  the  results  there.  

TILLIS:  

Now,  Ms.  Lynch,  I  do  have  a  question  just  based  on  the  final  comment  that  you  made  there  with  respect  to  the  case.  

Because  it  gives  me  some  sense  of  whether  or  not  we  can  look  at  this  objectively  and  make  sure  that  we're  using  the  

resources  of  DOG  -- DOJ  in  the  most  effective  way.  

I  think  in  January  of  2014  you  said  that  people  try  and  take  over  the  state  house  and  reverse  the  goals  that  have  been  made  

in  voting  in  this  country.  I  presume,  since  I  was  the  person  that  took  over  the  state  house,  I  would  be  included  by  reference.  

And  you  go  on  to  say,  and  in  my  home  state  of  North  Carolina  has  brought  lawsuits  against  those  voting  rights  changes  that  

seek  to  limit  our  ability  to  stand  up  and  exercise  our  rights  as  citizens.  

So,  in  my  limited  time,  I  know  I'll  have  another  opportunity  to  ask  questions,  I  had  some  sense  that  maybe  perhaps  you  were  

somewhat  familiar  with  what  had  been  done  in  North  Carolina,  and,  again,  with  the  backdrop  of  other  laws  that  seem  to  

have  disposed  of  whether  or  not  what  North  Carolina  has  done  -- I  took  great  care  to  make  sure  that  we  made  heroic  efforts  

to  preserve  everyone's  right  to  vote  -- I  may  come  back  around  and  ask  you  a  few  more  questions  to  that  -- to  this  effect.  

But  I  want  to  move  on  to  something  that's  completely  out  of  there,  and  it  has  to  do  with  something  that's  very  important  to  

me.  I'm  very  -- one  of  the  reasons  I  ran  was  on  veterans  issues  and  on  taking  care  of  those  who  have  taken  care  of  us.  

And  one  question  that  I  have,  I  hope  that  you  will  look  at  and  perhaps  consider  in  my  follow-up  questions,  giving  me  a  

response  if  you  have  time  to  speak  with  others,  but  the  Public  Safety  Officers  Benefits  program  is  a  problem.  We  have  

people  who  are  making  claims  there  who  are  not  getting  their  claims  resolved  on  a  timely  basis.  And  I've  heard  a  number  of  

reports  where  -- this  is  in  the  event  of  a  death  -- that  I  would  like  to  think  that  we  would  place  a  priority  on  resolving  these  

claims  and  clearing  the  backlog.  

And  if  you  have  an  opportunity,  and  you  won't  have  a  lot  because  you'll  be  sitting  right  there,  but  if  I  could  get  some  sense  

of  what  that  will  be  as  a  priority  if  you  are  confirmed  as  attorney  general,  that's  something  personally  important  to  me.  I  think  

it's  the  most  -- the  least  we  can  do  for  the  families.  
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The  one  other  thing  I'll  tell  you  that  I  think  that  we're  going  to  find  a  lot  of  common  ground,  should  you  be  confirmed,  is  on  
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districts  across  this  nation  need  the  tools  to  make  sure  that  we  get  control  of  this  quickly.  

I'd  like  some  idea,  based  on  your  knowledge  of  how  we're  currently  doing,  if  you  have  any  sense  of  where  you  would  go  as  

a  priority,  should  you  be  confirmed.  

LYNCH:  

Certainly,  Senator.  With  respect  to  cyber-security,  there  are  a  number  of  areas  in  which  -- which  would  be  my  focus  should  I  

become  confirmed  as  attorney  general.  

Within  our  law  enforcement  community,  I  would  work  to  ensure  that  they  had  the  technological  resources  needed  to  stay  

ahead  of  this  threat,  both  from  a  human  resource  perspective  as  well  as  computers  and  the  like.  

With  respect  to  the  U.S.  attorney  community  and  the  Department  of  Justice  community,  I  would  make  sure  that  our  

prosecutors  receive  the  appropriate  training  to  manage  this  important  issue.  

As  I've  seen  in  my  practice  as  U.S.  attorney,  cyber  issues  are  now  in  every  area  of  practice  that  we  have.  That  will  continue  

to  be  the  case.  And  I'm  sure  that  should  I  become  confirmed  as  attorney  general  I  will  see  that  throughout  the  Department  of  

Justice.  

So,  I  will  work  to  strength  the  resources  in  the  Criminal  Division  and  the  National  Security  Division  that  deal  with  these  

cases.  

But,  Senator,  another  thing  that  I  think  is  very  important  as  we  combat  cyber  attacks  and  deal  with  cyber-security  is  the  

relationship  between  government  and  private  industry.  I  believe  that  there's  a  very,  very  important  collaborative  relationship  

to  be  built  there.  

It  is  being  built.  I've  seen  it.  I've  participated  in  conferences  with  both  financial  sector  parties  as  well  as  pharmaceutical  

industry  parties  on  this  important  issue.  And  we've  had  very,  very  good,  positive,  collaborative  results  involving  the  reporting  

of  cyber  attacks  as  well  as  law  enforcement's  ability  to  work  with  private  industry  to  gain  knowledge  of  their  systems  to  

prevent  attacks  as  well.  

So  I  think  we  also,  should  I  become  attorney  general,  one  of  my  priorities  would  be  strengthening  this  connection  between  

government  and  private  industry  as  well.  

TILLIS:  

Thank  you  very  much.  Senator  Schumer  mentioned  earlier,  I  meant  to  mention  in  my  opening  comments,  that  we  have  a  

number  of  very  capable  basketball  teams  in  North  Carolina,  beyond  the  Blue  Devils  and  the  Tar  Heels,  many  of  whom  I  think  

this  year  could  beat  the  Knicks.  

(LAUGHTER)  

LYNCH:  

Well.  Well,  Mr.  Tillis,  Senator,  as  an  early  Carolina  fan,  I  have  to  say  that  that  is  -- that  is  likely  true.  

(LAUGHTER)  

GRASSLEY:  

(OFF-MIKE)  
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go  vote.  And  I'll  have  to  recess,  if  nobody  else  is  back  here.  So  you  can  do  what  you  want  to  do  during  that  period  of  time.  

LYNCH:  

Thank  you,  Senator.  

GRASSLEY:  

The  first  question  was  going  to  be  a  question,  now  it's  just  gonna  be  a  statement.  So  I'd  appreciate  if  you'd  listen  to  my  

point  of  view.  

You  suggested  earlier  that  prosecutorial  discretion  allows  the  administration  to  prioritize  removal  of  criminal  aliens  from  the  

country.  Yet,  in  fiscal  year  2013,  the  administration  released  from  its  custody  36,000  aliens  who  had  been  convicted  of  a  

crime  instead  of  removing  them.  According  to  the  Department  of  Homeland  Security,  1 ,000  of  these  aliens  have  already  

been  convicted  of  another  crime  since  their  release.  

Just  today  I  received  a  38-page  document  from  the  Department  of  Homeland  Security  that  lists  each  of  the  offenses  

underlying  those  1 ,000  post-release  convictions,  including  things  like  assault  with  a  deadly  weapon,  terrorist  threats,  failure  

to  register  as  a  sex  offender,  lewd  acts  with  child  under  1 4,  aggravated  assaults,  robbery,  hit  and  run,  criminal  street  gang,  

raped  spouse  by  force,  child  cruelty,  possible  injury,  death.  

And  so,  I'm  going  to  put  this  in  the  record.  

But,  so  my  statement  is  this  for  you  to  consider  -- you  don't  have  to  respond  to  it  now.  I  could  go  on,  but  for  the  sake  of  

time,  that  copy's  in  the  record  so  anybody  can  review  it.  

This  suggests  the  administration  is  not  prioritizing  the  removal  of  criminal  aliens  very  well,  so  1 ,000  out  of  36,000  have  

committed  further  crimes.  And  who  knows,  maybe  others.  

So,  if  confirmed,  my  statement  to  you  would  be  simply,  you  need  to  take  a  look  at  that  policy.  

I'm  going  -- I  had  two  points  in  my  second  question.  But  Senator  Tillis  asked  about  the  Public  Safety  Officers  Benefits.  So  

he  has  heard  the  same  thing  from  my  constituents  -- the  same  thing  that  I've  heard  from  my  constituents.  

In  Iowa  alone,  there  are  three  families  who  have  been  waiting  for  over  three  years  and  another  that's  been  waiting  since  2013  

to  receive  benefits.  Two  weeks  ago  I  wrote  the  department  about  the  delays  and  requested  a  reply  by  this  Friday.  Obviously,  

you  won't  be  in  a  position  that  you  can  request  that  or  answer  that  by  Friday.  

But  I  hope  to  get  an  answer,  because  way  back  in  2004,  the  attorney  general  at  that  time  made  a  decision  that  these  claims  

should  be  processed  within  90  days  of  receiving  all  the  necessary  information.  

So  then  I  would  go  to  the  second  one,  which  is  just  -- well,  let  me  go  to  it,  and  then  I'll  ask  you  the  question.  There's  a  

Brandon  Ellingson  of  Iowa,  you  wouldn't  know  about  this  because  it's  an  Iowa  person  and  a  college  student,  who  drowned  

while  handcuffed  in  the  custody  of  Missouri  state  troopers  after  they  arrested  him  on  the  Lake  of  Ozarks  May  2014.  

I've  discussed  the  case  with  Attorney  General  Holder,  had  a  couple  telephone  conversations.  I'm  very  satisfied  with  his  

personally  looking  at  it.  It  has  gotten  his  personal  attention.  He  has  assured  me  that  the  department  will  look  into  the  

unanswered  questions  in  this  case  carefully  to  see  if  there  are  any  federal  laws  involved.  

So  all  I'm  asking  you  to  do,  if  and  when  you're  approved,  and  will  you  be  able  to  talk  to  Attorney  General  Holder,  and  if  he  
82 of 187 7/25/16, 7:21 PM 

doesn't make a decision by then, that you would personally examine Brandon Ellingson's case? 
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I  would  certainly  continue  that  resolve,  Senator.  

GRASSLEY:  

Thank  you.  

Now,  I'm  going  to  go.  And  I'll  recess  it  for  a  while,  and  then  I'll  come  back  and  finish  my  second  round.  

Thank  you.  

LYNCH:  

Thank  you,  Senator.  

(RECESS)  

GRASSLEY:  

Thank  you  all.  Thank  you  all.  

Sorry  that  we're  in  this  unfortunate  circumstance  of  having  our  hearing  interrupted  rather  repeatedly.  And  it's  not  the  best  

way  to  do  business,  Ms.  Lynch.  I'm  sorry  that  that's  occurred.  

We  have  been  working  hard  in  the  Senate.  Thursday,  more  votes  were  cast  in  one  day  than  the  entire  year  last  year,  and  

Senator  McConnell  promised  that  members  would  be  able  to  offer  votes,  and  so  there's  1 8  more,  I  think,  going  to  be  cast  

today.  Maybe  that'll  bring  -- come  close  to  bringing  the  end  to  the  -- to  the  legislation  that's  out  there.  

But  I  think  it's  part  of  our  heritage  as  Congress  to  have  individual  senators  be  able  to  offer  an  amendment  and  get  a  vote  on  

it.  So  I  think  it's  the  right  thing,  but  this  hearing,  I  wish  could've  been  conducted  more  respectfully,  so  I'm  sorry  about  that.  

I  have  to  have  a  clear  answer  to  this  question,  Ms.  Lynch.  Do  you  believe  the  executive  action  announced  by  President  

Obama  on  November  20  is  legal  and  constitutional?  Yes  or  no?  

LYNCH:  

As  I've  read  the  opinion,  I  do  believe  it  is,  Senator.  

GRASSLEY:  

Well,  this  is  very  troubling  to  me,  because  it  goes  way  beyond  prosecutorial  discretion,  I  think.  It  goes  clearly  to  allowing  

someone  to  work  who's  unlawfully  in  America,  to  take  jobs  that  statutes  say  they're  not  entitled  to  take.  

It  gives  people  the  right  to  participate  in  Social  Security  and  gives  them  a  number  as  part  of  their  work  authorization  to  

participate  in  other  actions  like  Medicare.  

And  I  believe  this  is  a  fundamental  question.  It's  been  a  part  of  the  national  debate,  and  the  American  people  are  very  

concerned  about  it.  

The  polling  number  is  very  high.  They  do  not  believe  -- and  in  fact,  the  American  people  are  shocked  that  we  are  seeing  this  

action  from  the  president  after  Congress  was  asked  to  pass  legislation  to  this  effect  and  Congress  rejected  it.  

Do  you  believe  that  the  president  has  a  right  to  take  action  in  violation  of  law  just  because  Congress  refused  to  pass  a  law  

he  asked  them  to  pass?  

LYNCH:  

I  believe,  Senator,  that  the  president  is  as  limited  by  law  as  every  citizen,  and  it  is  certainly  the  responsibility  of  both  the  83 of 187  7/25/16, 7:21 PM  

president  and  the  Department  of  Justice  to  follow  the  laws  as  passed  by  this  body.  
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actions,  or  there  may  not  be  a  basis  for  legal  actions.  

And  that  is  where  I  believe  that  the  Department  of  Justice  must  apply  its  own  independent,  thorough  legal  analysis  and,  as  

with  this  particular  opinion,  ascertain  whether  or  not  there  was  a  legal  framework  for  some  action  and,  as  -- as  I  saw  in  the  

opinion,  indicate  that  there  was  not  a  legal  framework  for  the  action  that  was  requested  and  declined  to  provide  a  legal  basis  

for  that.  

GRASSLEY:  

Well,  what  it  did  approve,  I  think  clearly  goes  beyond  the  law.  

Congress  authorized  -- has  -- has  passed  certain  laws  that  control  entry  into  the  United  States.  We  expect  you  as  a  chief  

law  enforcement  officer,  the  president,  who  takes  an  oath  to  see  the  laws  are  faithfully  executed,  to  execute  those.  

And  I've  read  the  opinion,  and  it  suggests  that  -- it  suggests  that  faithfully  executing  means  you  use  your  resources  as  best  

you  have  to  carry  out  the  intent  of  Congress.  

Is  that  fundamentally...  

LYNCH:  

Certainly,  sir.  

GRASSLEY:  

So  it  goes  beyond  just  enforcing  every  single  law.  If  you  don't  have  the  resources,  you  should  try  to  use  the  resources  you  

have  to  effectively  carry  out  the  law.  

LYNCH:  

Certainly,  sir.  

GRASSLEY:  

Well,  what  I  would  contend  is  absolutely  plain.  I  would  contend  that  you've  gone  far  beyond  that.  You've  actually  created  a  

new  system  of  law,  a  new  system  of  qualification,  a  new  standard  for  who  can  work  in  America,  a  new  standard  for  who  can  

have  Social  Security  and  Medicare.  

And  this  is  a  fundamental  matter  of  great  importance,  and  I  just  got  to  tell  you,  I'm  worried  about  it.  

In  the  Wall  Street  Journal,  Mr.  Rifken,  who  served  two  White  House  counsels  and  -- and  Professor  -- Law  Professor  Foley  

concluded  their  piece  this  way.  

The  OLC  -- that's  the  Office  of  Legal  Counsel,  who  reports  to  Mr.  Holder  and  would  report  to  you,  that  you're  now  affirming  

rendered  a  valid  opinion,  which  you  associate  yourself  with  -- this  is  what  he  says.  

"The  OLC's  memo  endorses  a  view  of  presidential  power  that  has  never  been  advanced  by  even  the  boldest  presidential  

advocates.  If  this  view  holds,  future  presidents  can  unilaterally  gut  tax,  environmental,  labor  and  security  laws  by  enforcing  

only  those  portions  with  which  they  agree.  This  is  a  dangerous  precedent  and  cannot  be  allowed  to  stand."  

And  frankly,  the  attorney  general  of  the  United  States  should've  told  President  Obama  that,  urged  him  and  -- to  back  off  --

presidents  get  headstrong  -- and  he  didn't  do,  and  now  you're  here  defending  this.  And  I  believe  it's  indefensible.  So  I'm  -- I  

just  want  to  tell  you,  that's  a  big,  big  problem  with  me.  

84 of 187 7/25/16, 7:21 PMNow, do you believe and do you support legalization of marijuana? 
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Senator,  I  do  not.  

GRASSLEY:  

I  know  the  head  of  the  DEA  is  a  little  bit  out  of  step  with  some  in  administration,  I  think.  Agreed  with  you  on  that.  

The  president  said  this  in  January  of  last  year,  quote,  "I  smoked  pot  as  a  kid,  and  I  view  it  as  a  bad  habit  and  a  vice,  not  very  

difficult  from  -- different  from  the  cigarettes  that  I  smoked  as  a  young  person  up  through  a  big  chunk  of  my  adult  life.  I  don't  

think  it  is  more  dangerous  than  alcohol,"  close  quote.  

Do  you  agree  with  that?  

LYNCH:  

Well,  Senator,  I  certainly  don't  hold  that  view,  and  don't  agree  with  that  view  of  marijuana  as  a  substance.  I  certainly  think  

that  the  president  was  speaking  from  his  personal  experience  and  personal  opinion,  neither  of  which  I'm  able  to  share.  But  I  

can  tell  you  that  I  -- not  only  do  I  not  support  legalization  of  marijuana.  It  is  not  the  position  of  the  Department  of  Justice  

currently  to  support  the  legalization.  Nor  would  it  be  the  position,  should  I  become  confirmed  as  attorney  general.  

SESSIONS:  

Well,  I  do  think  there's  been  a  lot  of  silence  there.  I  know  the  head  of  the  DEA  did  push  back,  and  testified  here  pretty  

aggressive.  But  I  think  she  felt  like  she  was  out  of  step  within  the  administration.  And  I  hope  that  you  will  cease  to  be  so  (ph).  

Because  if  -- if  the  law  enforcement  officers  don't  do  this,  I  don't  know  who  will.  And  in  the  past,  attorneys  generals  and  

other  government  officials  have  spoken  out,  and  I  think  have  kept  bad  decisions  from  being  made.  

It's  good  to  see  Senator  Leahy  here.  How  many  attorney  generals  have  you  presided  over?  More  than  a  few?  How  about  a  

rough  number?  

LEAHY:  

I'm  trying  to  think  who  President  Ford's  -- go  back  to  the...  

(LAUGHTER)  ...  but  don't  preside  (ph),  about  (inaudible).  

SESSIONS:  

Well,  it's  been  -- it's  been  a  pleasure  to  work  with  you  on  this  Committee  over  a  number  of  years.  

Ms.  Lynch,  this  is  a  big  issue  -- this  immigration  -- because  it  represents,  in  my  view,  a  presidential  brute  (ph)  decision  that  

he  was  rejected  in  Congress.  And  I  do  not  believe,  and  totally  reject  the  idea,  that  if  Congress  fails  to  act,  then  the  president  

is  entitled  to  act.  Any  more  than  I  think  if  Congress  fails  to  act,  judges  can  just  act.  Because  Congress,  by  not  agreeing  to  

pass  a  certain  piece  of  legislation,  has  acted.  It  has  made  a  decision.  And  that's  where  we  are.  

There's  still  opportunities  and  still  legislation  moving  that  will  be  considered  in  the  years  to  come  on  all  questions  relating  to  

immigration.  There's  going  to  be  a  lot  of  debate  and  -- and  that  kind  of  thing.  But  under  our  system,  it  is  not  justified,  in  my  

view.  

Just  one  more  thing  I  would  say  to  you.  I  do  hear  a  lot  of  talk,  a  lot  of  loss  of  confidence  in  the  Justice  Department.  A  belief  

from  professionals,  prosecutors,  and  citizens,  that  there's  too  much  politics  and  not  enough  law.  And  I  do  think  if  you  

achieve  this  office,  you  need  to  know  that.  I  shared  that  with  you,  I  think,  in  our  meeting.  And  you  need  to  make  it  a  central  

part  of  what  you  do,  to  reverse  that  trend  and  restore  confidence  that  this  attorney  general's  office  serves  the  law  and  the  

people  objectively,  and  not  a  political  agenda.  

85 of 187  7/25/16, 7:21 PM  
Thank  you.  And  I'll  recognize  Senator  Leahy.  
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Let  me  say  -- and  I'll  be  brief  -- but  when  I  was  a  young  law  student,  I  was  invited  into  the  attorney  general's  office.  Was  

recruiting  me  to  come  to  the  Department  of  Justice.  I  asked  the  attorney  general  how  independent  they  were.  I  said,  "For  

example,  suppose  you  had  a  prosecution  that  you  knew  was  justified.  But  the  White  House  you  knew  might  take  a  different  

view."  He  said,  "I'd  have  to  prosecute,  because  that's  my  job."  That  attorney  general  was  Robert  Kennedy.  He  later  

prosecuted  a  man  who  was  critical  to  his  brother  getting  elected  president.  

I  contrast  that  to  another  attorney  general  in  the  last  administration,  who  testified  here  that,  well,  he's  a  member  of  the  

president's  staff,  so,  therefore,  in  effect,  took  orders  from  the  White  House.  I  kind  of  exploded  in  that.  I  said,  "It's  not  the  

secretary  of  Justice.  It's  the  attorney  general  of  the  United  States.  Not  for  the  Republicans,  not  for  the  Democrats,  but  the  

United  States."  

I  think  from  what  you  have  told  us,  you  would  be  that  kind  of  an  independent  attorney  general.  

I  also  heard  somebody  criticize  here  this  morning  on  the  prosecution  of  Ted  Stevens.  Happened  to  feel  he  should  not  have  

been  prosecuted.  And  neglected  to  mention  that  was  during  the  last  administration.  And  it  was  Attorney  General  Holder  who  

got  a  conviction  obtained  in  the  last  administration  -- a  removal  from  Senator  Stevens.  

I  assume,  from  things  you  said  before  -- and  we  are  concerned  in  Vermont  about  the  increase  of  opiates  and  heroin  -- that  

you  would  continue  to  work  with  communities  as  the  Justice  Department  does  now  -- I  mean,  communities  not  just  the  

federal  level,  but  the  state  and  local  level,  to  combat  this  problem  that's  facing  so  many  parts  of  the  United  States.  Not  just  

my  own  state  of  Vermont.  

LYNCH:  

Senator,  should  I  be  confirmed  as  attorney  general,  certainly,  the  issue  of  the  growing  numbers  and  amount  of  heroin  abuse  

is  a  grave  concern  to  me.  I've  seen  it  happen  in  my  own  district.  And  in  talking  with  my  colleagues  in  the  U.S.  attorney  

community  across  the  country,  they  have  expressed  similar  concerns.  

As  you  point  out,  however,  we  are  most  effective  when  we  work  in  partnership  with  our  state  and  local  law  enforcement  

partners.  And  often,  when  dealing  with  the  issue  of  opioid  addictions  and  working  with  our  public  health  community,  as  well,  

to  find  treatment  for  the  offenders,  and  possibly  break  the  cycle  of  addiction,  many  of  my  colleagues  have,  in  fact,  been  

engaged  in  efforts  of  exactly  that  type,  that  have  been  very  effective  in  lowering  the  addiction  rates.  And,  in  fact,  lowering  

the  crime  rate  associated  with  heroin  abuse.  

These  are  efforts  that  we  can  study  and  that  we  can  share.  We  have  to  have  a  strong  law  enforcement  response,  also.  But  

we  must  involve  state  and  local  counterparts.  We  must  involve  families.  WE  must  involve  treatment  centers,  as  well,  in  

dealing  with  this  -- with  this  seemingly  intractable  problem.  

LEAHY:  

Thank  you.  I  would,  if  there's  no  objection,  reserve  the  four  minutes  and  46  seconds  left  in  my  round  of  questions.  Because  I  

didn't  realize  (ph)  another  roll  call  was  started  (ph).  

GRASSLEY  (?):  

Fine,  we'll  save  that  four  minutes  and  46  seconds,  whatever.  And  we'll  stand  in  recess...  

LYNCH:  

Thank  you,  Senator.  

GRASSLEY  (?):  

...  till  somebody  returns.  86 of 187  7/25/16, 7:21 PM  
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SCHUMER:  

The  hearing  will  come  to  order.  

And  first,  I'd  like  to  thank  my  Republican  colleagues  for  the  courtesy  here.  We're  all  going  back  and  forth  voting.  It  would  be  

rare  to  have  the  third-ranking  Democrat  chair  the  committee,  but  we're  all  going  and  voting  and  I  appreciate  that.  And  I'll  try  

to  be  as  quick  as  I  can  because  of  my  need  to  vote.  

So  first,  Ms.  Lynch,  I  read  this  morning  on  the  news  that  you  have  something  special  from  your  late  brother  who  was  a  Navy  

SEAL  with  you  today.  Tell  us  a  little  about  that.  

LYNCH:  

Well,  Senator,  I  have  with  me  my  late  brother's  Trident,  the  insignia  of  the  Navy  SEAL.  It  is  something  that  I  usually  have  with  

me  in  my  office,  but  I  often  bring  with  me  when  I  come  down  to  the  Department  of  Justice.  And  I  have  it  with  me  here  today.  

And  it  ensures  that  I  have  both  of  my  brothers  with  me  here  today.  

SCHUMER:  

Yeah,  well,  having  read  and  seen  and  met  the  SEALs,  it's  an  amazingly  difficult  thing  to  achieve,  and  then  like  you,  in  a  

different  way,  he  was  defending  our  country  in  one  of  the  best  ways  you  can.  So  we  really  appreciate  that  and  appreciate  

your  thoughts  about  your  brother.  

OK.  Now,  I'd  like  to  go  to  the  next  area.  This  morning,  both  you  and  Senator  Sessions  and  I  talked  about  a  topic  -- it  seems  

like  a  long  time  ago,  this  morning.  So  I'd  like  to  just  talk  a  little  more  about  that.  

Absent  appropriate  authorization  from  DHS,  I  just  want  to  ask,  is  there  any  federal  right  for  an  immigrant  who  is  not  a  lawful  

-- not  in  lawful  status  to  work?  

LYNCH:  

No,  there  is  not,  to  my  knowledge.  

SCHUMER:  

OK.  Thanks.  

I  think  earlier  you  said  you  had  a  preference  that  all  individuals  here  in  the  United  States  work  regardless  of  status.  I  think  a  

lot  of  us  would  share  that  preference.  I  think  this  is  confusing  for  people  because  there  literally  are  nearly  1 00  categories  of  

statuses  or  stati  -- whatever  the  right  word  is;  they  didn't  teach  that  at  James  Madison  High  School  -- for  people  because  

you've  got  to  count  green  cards,  nonimmigrant  visas,  spouses  of  individuals  on  certain  visas,  parole,  asylum,  applicants  for  

green  cards,  nonimmigrant  visas,  immigration  visas.  

Many  people  who  are  not  U.S.  citizens  have  a  legal  right  to  work.  For  example,  green  cardholders'  work  visas.  We  admit  

people  to  work  on  a  work  visa.  

So  let  me  ask  you  just  what  did  you  mean  by  -- when  you  said  you  think  everyone  should  work  regardless  of  status?  

LYNCH:  

Well,  certainly,  Senator,  when  I  made  that  comment,  I  was  really  making  more  of  a  personal  observation.  And  I  must  admit  I  

have  to  be  careful  here  because  my  father  is  here  and  my  mother  is  watching.  

But  certainly  in  my  family,  as  we  grew  up,  we  were  all  expected  to  try  and  find  employment  as  part  of  becoming  a  

responsible  adult  and  as  part  of  becoming  a  responsible  member  of  society.  So  I  was  making  a  personal  observation  based  87 of 187  7/25/16, 7:21 PM  

on  the  work  ethic  that's  been  passed  down  to  me  by  my  family,  not  a  legal  observation.  
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Right.  So  again  to  reiterate,  you  don't  believe  that  there's  a  federal  right  for  an  immigrant  who  is  not  lawful  here  to  work?  

LYNCH:  

No,  sir,  not  at  all.  

SCHUMER:  

OK.  I  just  wanted  to  clarify  that  because  I  think  -- I  wish  Senator  Sessions  were  here.  I  think  he  wasn't  certain  about  what  

you  said.  I  think  now  the  record  is  1 00  percent  clear.  

OK,  one  final  question.  This  is  about  a  myth  -- another  of  the  myths  that's  out  there.  A  generally  deferred  action  policy  

eliminates  case-by-case  consideration  is  therefore  illegal.  That's  what  some  people  are  saying.  

Deferred  action  is  actually,  like  many  federal  policies,  sets  eligibility  criteria,  but  then  requires  case-by-case  consideration.  

So  only  a  limited  set  of  individuals,  those  with  deep  ties  to  this  country  and  without  a  criminal  record,  can  apply  for  deferred  

action  under  the  president's  proposal.  

But  that's  not  all.  After  they  register,  pay  a  fee,  undergo  criminal  background  and  national  security  checks,  the  president  

requires  DHS  officers  to  scrutinize  every  single  case  individually  to  make  absolutely  sure  the  person  is  not  someone  we  

should  prioritize  for  deportation.  

So  I  have  two  questions  in  regard  to  that.  Doesn't  it  make  eminent  sense  for  a  program  to  set  out  guidelines  at  the  front  end,  

and  then  still  require  careful  individual  consideration  at  the  back  end  before  anyone  is  approved?  

LYNCH:  

Certainly,  sir.  That  would  make  eminent  sense  and  would  provide  for  a  careful  review  of  every  applicant.  

SCHUMER:  

And  I  believe  that's  what  the  president  is  intending  to  do.  We  haven't  seen  all  the  regulations  yet,  but  that  seems  to  me  what  

he  said.  Couldn't  one  argue  that  other  discretionary  guidelines  in  programs  like  federal  contract  bids  take  a  similar  

approach?  We  lay  out  broad  criteria,  but  then  they  review  each  contract  -- contract  by  contract?  

LYNCH:  

Contract  by  contract,  and  with  vigorous  application  and  screening.  

SCHUMER:  

Right.  OK.  I  want  to  thank  again  my  colleagues  for  deferring,  and  I  will  pass  not  only  the  questioning,  but  the  gavel  to  

Senator  Graham.  

GRAHAM:  

A  dream  come  true.  

(LAUGHTER)  

That  will  only  last  for  eight  minutes,  so  I'm  going  to  enjoy  it  while  I  can.  

Your  brother  was  a  Navy  SEAL.  That's  got  to  be  -- that's  a  major  accomplishment.  It's  the  -- probably  the  hardest  thing  to  

be  in  all  the  military.  So  I  know  your  family's  proud  of  him  and  what  you've  accomplished.  

Do  you  agree  with  me  that  one  of  the  worst  possible  outcomes  is  for  the  United  States  to  release  somebody  from  

Guantanamo  Bay  to  go  back  to  the  fight  to  kill  an  American  SEAL  or  anyone  else?  That  we  should  really  make  sure  we  don't  

do88 thatof 187unless  we  absolutely  have  to.  7/25/16, 7:21 PM  
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cCQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvODocument Aggregation z0svSi0uzs...I  certainly  think  that  anyone  coming  from  either  Guantanamo  Bay  or  any  of  our  fa  ilities  we  should  take  appropriate  steps  to  

make  certain  they  do  not  place  Americans  in  harm's  way.  

GRAHAM:  

I  couldn't  agree  with  you  more.  We've  got  a  30  percent  release  rate,  and  from  a  SEAL  point  of  view,  they're  usually  the  guys  

capturing  these  folks.  It's  got  to  be  bad  for  morale  for  one  of  the  guys  that  you  captured  wind  up  killing  your  buddy  down  

the  road,  so  I  really  do  believe  that  the  policy  we  have  at  Guantanamo  Bay  needs  to  be  reviewed  and  reviewed  closely  for  

not  just  all  SEALs,  but  for  all  who  have  been  fighting.  

Now  about  being  at  war.  Do  you  believe  we're  at  war?  

LYNCH:  

We  are  at  war,  Senator.  

GRAHAM:  

OK.  Now,  I've  been  a  military  lawyer  for  30-something  years,  you've  been  a  prosecutor  for  a  very  long  time.  I  believe  in  an  

all-of-the-above  approach  that  military  commissions  have  a  place  in  this  war  and  Article  III  courts  have  a  place  in  this  war.  

Do  you  agree  with  that?  

LYNCH:  

I  do,  Senator.  I  do  agree  with  that  principle.  

GRAHAM:  

Thank  you.  Now,  under  military  law,  the  main  objective  when  you  capture  an  enemy  combatant  is  to  gather  intelligence,  it's  

not  prosecution.  Does  that  make  sense  to  you?  

LYNCH:  

That  is  certainly  one  of  the  important  objectives  under  military  law.  I  would  add,  however,  though,  that  with  respect  to  the  

Article  III  prosecutions  that  I've  been  involved  in  through  my  office,  a  primary  goal  is  also  to  obtain  cooperation  and,  thereby,  

valuable  intelligence.  

GRAHAM:  

Thank  you.  Here's  what  I  would  suggest  to  you,  ma'am.  This  is  the  Army  Field  Manual.  It's  over  300  pages.  I  helped  write  

the  Detainee  Treatment  Act  with  Senator  McCain  to  make  sure  that  we  did  not  torture  people.  I  believe  waterboarding  is  

torture  and  is  illegal,  but  in  this  Army  Field  Manual,  which  sets  the  parameters  for  detaining  people  and  interrogating  them,  

not  one  time  does  it  suggest  that  you  should  read  the  enemy  combatant  their  Miranda  rights.  Do  you  know  why  that  would  

be?  

LYNCH:  

Well,  I  certainly  think  the  Army  Field  Manual  has  proven  to  be  a  very  effective  way  of  handling  high-target  detainees.  

GRAHAM:  

All  I  would  suggest,  ma'am,  that  anybody  in  the  military  would  reject  out  of  hand  that  it's  a  good  way  to  gather  intelligence  

by  providing  the  enemy  combatant  a  lawyer.  

In  World  War  II,  even  though  Miranda  didn't  exist,  and  all  the  wars  since  then,  no  one's  ever  suggested  to  our  military  that  

once  you  capture  an  enemy  combatant  that  you  give  them  a  lawyer  as  a  better  way  to  gather  intelligence  versus  holding  

them  under  the  Law  of  War.  

So  here's  my  recommendation  to  you.  That  we've  caught  several  high-value  targets  in  the  last  year  or  two.  We've  read  them  

their  Miranda  rights  within  days  or  hours  of  capture.  You'll  never  convince  me  that  criminalizing  the  war  is  the  best  way  to  
89 of 187 7/25/16, 7:21 PM 

gather  intelligence.  I  want  to  talk  to  you  about  this.  I  want  to  have  more  flexibility  than  we  have  with  the  current  system.  If  we  

Document ID: 0.7.10663.10277-000001 



                      

                       


        


         





                   


     





                    


                    


                     





                     


                      


                       

                   


  





                  


            





                 





        





                





      




               





                     


                      

                 




                     


                     


                       


                   

    


    


     


  

mCQ.com Document Aggregation http://www.cq.com/docag/H4sIAAAAAAAAAEvOdo not hold- so e of these people under the Law of War for questioning as an enemy combatant, then we're goingz0svSi0uzs...to  lose  

the  ability  to  gather  intelligence,  and  the  only  way  you  can  protect  this  nation  is  to  -- is  to  interrupt  the  next  attack  because  

the  people  we're  fighting  do  not  mind  being  killed.  

Can  an  American  citizen  be  held  as  an  enemy  combatant?  

LYNCH:  

Senator,  with  respect  to  an  American  citizen,  I  believe  there  would  be  a  prohibition  against  holding  them  -- against  us  

holding  them  as  an  enemy  combatant.  

GRAHAM:  

Ma'am,  that  is  not  true.  We  have  held  several  American  citizens  for  a  multiple  period  of  years  as  enemy  combatants.  Hamdi  

versus  Rumsfeld.  Before  I  vote  on  your  nomination,  I  want  you  to  read  Hamdi  versus  Rumsfeld,  an  Ex  Parte  Quirin,  where  

American  citizens  collaborating  with  the  Nazis  landed  at  Long  Island  to  try  to  attack  the  country.  They  were  tried  by  a  military  

commission.  

Military  commission  trials  are  not  available  to  American  citizens,  they  have  to  go  under  Article  III,  but  we  have  under  our  law  

in  Hamdi  versus  Rumsfeld  the  idea  there  is  no  bar  to  this  nation  holding  one  of  its  own  citizens  as  an  enemy  combatant.  

What  recommendation  -- I  want  you  to  read  those  two  cases  and  get  back  with  me  and  see  if  that  changes  your  mind  --

what  recommendation  would  you  give  an  American  citizen  when  it  comes  to  joining  ISIL  or  Al-Qaeda?  What  would  you  tell  

them  to  do?  

LYNCH:  

Senator,  with  respect  to  an  American  citizen  or  anyone  who  seeks  my  opinion  on  joining  ISIL  or  Al-Qaeda,  my  

recommendation  would  be  do  not  do  it  or  you  will  face  American  justice.  

GRAHAM:  

Well,  not  so  much  you'll  face  American  justice,  you're  going  to  get  killed  if  we  can  find  you.  

LYNCH:  

You  may  get  killed  before  we  can  find  you.  

GRAHAM:  

That's  right.  But  if  we  find  you,  we  can  kill  you.  Anwar  al-Awlaki,  you  know  that  guy?  

LYNCH:  

Yes.  He  is  -- he  was  --

GRAHAM:  

Do  you  think  the  president  acted  within  his  Constitutional  authority  to  use  a  drone  against  him?  

LYNCH:  

So  with  respect  to  Anwar  al-Awlaki,  I'm  familiar  with  him,  as  he  has  figured  in  the  radicalization  of  some  of  the  defendants  

who've  come  before  the  Eastern  District  of  New  York  as  well  as  a  very  active  Al-Qaeda  leader.  I'm  not  familiar  with  the  --

with  the  ways  in  which  the  decision  was  made  to  use  the  drone  against  him,  but  I  --

GRAHAM:  

Let  me  say  -- let  me  tell  you  how  it  was  made.  There's  an  executive  process  where  there  are  executive  agencies  that  

evaluate  the  threat  that  every  individual  presents  to  the  country,  and  in  the  case  of  an  American  citizen,  there  are  very  strict  

criteria.  But  if  they  meet  those  criteria,  the  president  can  order  the  use  of  lethal  force.  I  promise  you,  in  every  war  we've  been  

in,  American  citizens,  for  some  reason,  have  decided  to  side  with  the  enemy,  and  they've  been  viewed  as  an  enemy90 of 187 7/25/16, 7:21 PM 
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Al-Qaeda  in  Yemen.  Would  you  want  to  look  at  that  before  you  give  me  the  answer?  Are  you  comfortable  with  that  process?  

Would  you  like  to  look  at  that  process  and  get  back  with  me?  

LYNCH:  

Well  Senator,  I'm  comfortable  with  the  process  as  you  describe  it.  But  what  I  think  it  illustrates,  however,  is  the  need  to,  as  

you  put  so  eloquently  at  the  beginning  of  our  discussion,  use  all  of  the  tools  available  to  combat  this  war.  

GRAHAM:  

And  I  just  want  to  make  sure  that  as  the  attorney  general  of  the  United  States,  you  understand  one  of  the  tools  to  combat  

this  war  is  to  use  lethal  force  against  an  American  citizen  who  our  government  has  determined  to  be  part  of  the  enemy  force.  

The  second  tool  is  to  hold  an  American  citizen  or  a  non-citizen  under  the  Law  of  War  for  the  purposes  of  intelligence-

gathering.  

Those  are  two  tools  in  our  toolbox  that  have  been  used  for  decades.  I  want  to  make  sure  as  attorney  general  you  recognize  

those  tools  are  available  to  us  in  this  war  as  we  go  forward.  Read  these  cases  and  get  back  with  me  if  you  could.  

LYNCH:  

Absolutely,  Senator.  

GRAHAM:  

Thank  you  very  much.  

Online  gaming.  Are  you  familiar  with  the  decision  by  the  Office  of  Legal  Counsel  in  20  1 to  basically  say  that  the  prohibition  

in  the  Wire  Act  was  limited  to  sporting  events  and  contests?  

LYNCH:  

I'm  generally  familiar  with  the  results  of  that.  

GRAHAM:  

Do  you  agree  with  that  decision?  

LYNCH:  

I  haven't  read  that  decision,  Senator,  so  I'm  not  able  to  really  analyze  it  for  you.  Certainly,  I  think  it  was  one  interpretation  of  

the  Wire  Act  that  was  --

(CROSSTALK)  

GRAHAM:  

Would  you  agree  with  me  that  one  of  the  best  ways  for  a  terrorist  organization  or  criminal  enterprise  to  be  able  to  enrich  

themselves  is  to  have  online  gaming  that  would  be  very  hard  to  regulate?  

LYNCH:  

I  think  certainly  that  what  we've  seen  with  respect  to  those  who  provide  the  material  support  and  financing  to  terrorist  

organizations,  they  will  use  any  means  to  finance  those  organizations.  

GRAHAM:  

I'm  going  to  send  you  some  information  from  law  enforcement  officers  and  other  people  who  have  been  involved  in  this  fight  

and  their  concern  about  where  online  gaming  is  going  under  this  interpretation.  

Thank  you  very  much.  From  my  point  of  view,  you've  acquitted  yourself  very  well,  but  I  do  appreciate  if  you  would  look  and  

be  able  to  answer  my  questions  about  enemy  combatant  status  for  American  citizens,  the  use  of  lethal  force.  
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GRAHAM:  

Thank  you  very,  very  much.  And  now,  I  will  turn  it  over  to  Senator  Lee,  who  is  now  chair.  

LEE:  

Thank  you,  Mr.  Chairman.  Thank  you  for  staying  with  us  and  even  through  the  hectic  vote  schedule.  

I'd  like  to  go  back  to  civil  forfeiture,  if  that's  all  right,  which  is  the  topic  we  were  discussing  earlier  before  I  left  for  the  last  

vote.  

First  of  all,  I  want  to  get  back  to  the  question  I  asked  at  the  outset.  Do  you  think  it's  fair  -- is  it  fundamentally  just  that  

someone  can  have  their  property  taken  from  them  by  the  government  without  any  evidence  that  they've  committed  

wrongdoing,  based  solely  on  a  showing  by  the  government,  based  on  a  probable  cause  standard,  that  their  property  might  

have  been  involved  in  the  commission  of  a  crime,  perhaps  without  their  own  knowledge,  their  own  consent,  their  own  

awareness  on  any  level?  Do  you  think  that's  fair?  

LYNCH:  

Senator,  I  think  that  we  have  a  very  robust  asset  forfeiture  program,  both  criminal  and  civil.  With  respect  to  civil  forfeiture,  

I've  looked  at  the  program  in  general.  Again,  the  Department  is  conducting  a  review  of  the  forfeiture  program.  And  with  

respect  to  civil  forfeiture,  there  are  legal  safeguards  at  every  step  of  the  process,  certainly  as  instituted  or  implemented  by  

my  office  and  my  understanding  by  my  U.S.  attorney  colleagues.  So  there  will  be  judicial  review  before  there  can  be  

attachment  or  seizure,  for  example,  as  well  as  an  opportunity  to  be  heard.  And  that  -- but  that  standard  must  be  met  before  

the  seizure  warrant  can  be  issued.  

LEE:  

I  understand.  I  understand.  

A  lot  of  Americans  don't  believe  that  that's  fundamentally  fair,  and  again,  that's  why,  in  many  states,  there  have  been  laws  

enacted  that  restrict  the  use  of  civil  forfeiture  under  those  circumstances  and  impose  additional  requirements,  which  is  why  I  

raised  the  concern  about  the  process  by  which  the  Department  of  Justice  has  on  occasion  in  the  past  used  known  

something  as  adoption,  whereby  they  will  take  something  that  -- that  could  not  be  forfeited  under  state  law  in  state  court,  

and  they'll  -- they'll  utilize  the  resources  of  the  U.S.  Department  of  Justice  to  assist  in  the  forfeiture,  U.S.  Department  of  

Justice  retains  20  percent  and  then  yields  back  80  percent  to  the  state  or  local  law  enforcement  agency.  

This  is  troubling,  and  -- and  -- and  you  appeared  to  be  aware  when  I  asked  you  about  this.  You  appear  to  be  aware  of  an  

order  that  Attorney  General  Holder  issued  just  about  a  week  and  a  half  or  two  weeks  ago  -- I  believe  it  was  January  1 6th  --

restricting  that.  

So  I  -- I  assume  you're  familiar  with  that  order.  

LYNCH:  

There  was  an  order  -- or  a  policy  directive  from  the  attorney  general  to  the  field,  and  as  U.S.  attorney,  I  did  receive  that,  and  

it  essentially  ends  the  adoption  program.  

As  you  point  out,  Senator,  a  number  of  states  now  do  have  a  robust  asset  forfeiture  program  on  their  own.  When  the  federal  

program  was  being  instituted,  at  least  the  research  shows,  many  states  did  not  have  this  program,  and  so  a  lot  of  the  local  

law  enforcement  agencies  that  have  been  using  the  adoption  program  initially  did  not  have  a  venue  to  effectuate  legal  

seizure  of  property  that  had  been  used  in  a  crime.  The  adoption  program  began  several  years  ago  primarily  as  a  response  to  
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when  the  policy  change  was  made.  

LEE:  

OK.  So  this  order  that  the  attorney  general  issued  on  January  1 6th,  you  refer  to  it  as  essentially  ending  this  adoption  

program,  again,  the  program  by  which  the  federal  government  can  assist  state  and  local  law  enforcement  agencies  in  

circumventing  their  own  state  law  restrictions  on  civil  forfeiture.  

But  when  you  read  the  order,  you  see  it  that  it's  subject  to  several  exceptions.  

One  exception  applies  with  respect  -- I  think  you  -- you  referred  to  this  briefly  before  when  you  and  I  spoke  a  few  hours  ago  

-- one  exception  relates  to  property  that  directly  relates  to  public  safety  concerns.  Fair  enough?  

Then  you  turn  the  next  page,  you  look  at  the  -- the  second  to  last  paragraph,  which  contains  some  additional  carve-outs.  

This  order  does  not  apply  to,  one,  seizures  by  state  and  local  authorities  working  under  -- working  together  with  federal  

authorities  in  a  joint  task,  two,  seizures  by  state  and  local  authorities  that  are  the  result  of  joint  federal-state  investigations  or  

that  are  coordinated  with  federal  authorities  as  part  of  ongoing  federal  investigations,  or  three,  seizures  pursuant  to  federal  

seizure  warrants  obtained  from  federal  courts  to  take  custody  of  assets  originally  seized  under  state  law.  

So  as  I  see  it,  Ms.  Lynch,  this  -- this  order,  while  purporting  to  end  this  adoption  program,  as  -- as  you  say,  is  riddled  with  

loopholes.  It's  riddled  with  loopholes  that  effectively  swallow  the  rule,  which  seems  to  be  a  theme  today,  which  -- which  is  

something  that  concerns  me  greatly  with  this  department.  

Now,  I  understand  that  this  order  was  issued,  has  been  issued  prior  to  your  conformation  -- after  your  nomination,  prior  to  

any  confirmation  vote  on  your  nomination.  But  I  would  just  ask  you  to  -- to  take  into  account  these  concerns  and  to  work  

with  me  moving  forward  on  making  sure  that  our  civil  forfeiture  programs  don't  get  out  of  control.  

But  would  you  agree  with  me  that  we  really  ought  to  find  ways  to  stop  federal  law  enforcement  agencies  from  helping  state  

governments  to  circumvent  their  own  state  law  restrictions  on  civil  forfeiture?  

LYNCH:  

Senator,  I  believe  that  the  policy  change  that  ended  the  adoption  program  certainly  ends  that  as  the  problem  that  -- that  had  

been  raised.  

As  you  pointed  out,  these  were  situations  where  local  law  enforcement  made  an  initial  stop  or  seizure  -- so  the  seizure  was  

not  essentially  begun  by  a  federal  agent  or  partner  -- and  then  the  matter  was  brought  to  a  federal  agent  for  adoption  and  

processing  through  the  asset  forfeiture  equitable  sharing  system  therein.  

The  other  situations  to  which  you  refer  where  there  is  a  federal- state  task  force  or  a  joint  investigation  really  are  situations  

where  there's  actually  a  federal  case  from  the  outset,  and  there  would  not  be  the  issue  of  -- of  having  to  review  the  state  

laws,  and  there  would  not  be  an  option  in  that  case,  because  again,  the  case  would  be  under  federal  jurisdiction  from  the  

very  beginning.  

So  as  you  pointed  out,  the  initial  adoption  program  did  raise  concerns,  and  I  understand  that  those  have  been  discussed  in  

the  public  discussion  venue  as  well  as  in  law  enforcement  circles  as  well  about  the  issue  where  the  state  has  a  robust  

system  of  asset  forfeiture,  but  that  system  is  not  being  used,  and  the  federal  system  is  being  used  instead.  

The  adoption  program  ends  that  practice.  
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you  more  moving  forward.  

Before  my  time  expires,  I  want  to  get  back  to  another  question  I  asked  earlier.  Just  indulge  me  in  -- in  this  hypothetical  

scenario.  We  didn't  have  time  to  fully  explore  it  previously.  

But  imagine  you're  in  a  state  in  which  there  is  a  55-mile-an-hour  speed  limit.  There're  a  lot  of  people  who  want  that  speed  

limit  raised.  Imagine  that  the  chief  executive  of  that,  the  governor,  really  wants  it  raised  to,  say,  75  miles  an  hour.  

There  is  a  lot  of  support  within  the  legislature  and  among  the  public  at  large  that  there  needs  to  be  some  reform  to  the  speed  

limit  law.  They  can't  get  to  any  one  proposal  that  gets  enough  votes,  and  so  nothing  happens.  

The  governor  at  that  point  decides  that  he  will  announce  that  anyone  who  wants  to  drive  faster  than  55  will  not  be  ticketed,  

and  they  can  apply  for  certification  that  they  won't  be  ticketed  if  they  want  to  drive  up  to  75  miles  an  hour.  He  says,  "I  can't  

guarantee  it  forever,  but  I  can  guarantee  it  for  the  next  three  years.  I  will  not  be  enforcing  that."  

Would  that,  under  that  hypothetical  scenario,  not  be  tantamount  to  a  usurpation  of  the  legislative  role  that  belongs  to  the  

legislative  branch?  

LYNCH:  

Well,  Senator,  with  respect  to  your  hypothetical,  before  I  could  provide  a  response,  I  would  certainly  want  to  understand  not  

just  the  factual  framework  that  you've  outlined  but  the  relevant  laws  governing  the  -- the  situation  as  well  as  any  prior  state  

action,  any  actions  that  had  been  sanctioned,  all  the  types  of  things  that  would  go  into  rendering  a  legal  opinion.  

And  certainly,  as  I'm  sure  you  can  appreciate,  I'm  a  careful  lawyer,  and  I  would  want  to  have  all  of  that  information  before  I  

could  really  give  you  a  legal  opinion  as  to  your  hypothetical  situation.  

LEE:  

OK.  I  understand,  and  I  respect  the  great  care  that  you  devote  to  answering  questions.  

And  -- but  I  -- I  would  respectfully  submit  that  at  some  point,  there  is  a  limit  to  what  a  chief  executive  can  do,  whether  we're  

talking  about  a  chief  executive  in  the  form  of  a  governor  at  state  level  or  whether  we're  talking  about  a  chief  executive  who's  

the  president  of  the  United  States.  

At  some  point,  I  would  hope  you  could  agree  with  me  that  there  are  limits  to  what  a  chief  executive  can  do.  

At  some  point  when  saying,  "I'm  not  going  to  enforce  this  law"  -- let's  suppose  it's  not  a  speed  limit;  let's  say  it's  -- it's  

taxes,  a  future  president  of  the  United  States,  whether  a  Republican  or  Democrat  says,  "I  don't  think  we  ought  to  have  any  

tax  rate  above  on  25  percent,"  and  at  some  point,  that  president  can't  get  Congress  to  agree,  so  that  president  says,  "I'm  

not  going  to  enforce  any  tax  rate  above  a  25-percent  marginal  rate."  

We  can  think  of  lots  of  examples.  At  some  point,  there  is  a  limit.  And  I'd  just  -- I  -- I  hope  that  you'll  recognize  that  and  hope  

that  moving  forward,  should  you  be  confirmed,  that  you  be  one  who's  willing  to  point  out  to  the  president  of  the  United  

States  that  you  do  have  a  client.  Your  client  is  the  United  States  of  America.  

The  chief  spokesperson  for  that  client  might  be  the  president  himself,  but  your  client  is  the  United  States,  and  embodied  

within  that  are  the  constitutional  restraints  that  -- that  fall  upon  every  officer  who's  sworn  to  uphold,  protect  and  defend  that  

constitution,  including  the  president  himself.  
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Thank  you,  Senator  Lee.  

And  as  a  careful  lawyer,  which  I  know  you  are,  I  want  to  try  to  perhaps  set  your  mind  a  little  bit  at  ease  about  a  question  that  

you  were  asked  earlier.  The  question  related  to  a  statute  that  purportedly,  according  to  the  questioner,  made  the  attorney  

general  responsible  for  determing  who  can  take  deferred  action.  

One  of  my  colleagues  suggested  that  the  president's  executive  order  is  illegal  because  it's  being  implemented  by  the  

Department  of  Homeland  Security  and  not  the  attorney  general,  as  the  law  he  quoted  seemed  to  suggest.  

Just  to  clarify,  the  statute  that  was  quoted  to  you  actually  was  amended  in  2002.  It  no  longer  assigns  responsibility  for  

immigration  policy  to  the  attorney  general.  The  provision  that  he  quoted  and  another  provision  which  more  directly  

authorizes  what  President  Obama  has  done  are  to  be  implemented  by  the  secretary  of  homeland  security.  

So,  good  news.  The  president  has  done  nothing  wrong.  And  you  don't  have  to  run  home  and  look  up  the  statute  and  get  

ready  to  implement  a  whole  new  area  of  law.  You  have  enough  to  do,  or  will  have  enough  to  do  already.  

I  want  to  personally  say  that  I  appreciate  that  my  colleagues  are  not  making  immigration  policy  the  kind  of  turning  point  for  

their  decision.  Or  to  put  it  a  different  way,  they're  not  making  this  nomination  a  referendum  on  the  merits  of  the  president's  

immigration  policy  and  decisions.  

And  I  must  say,  I  agree  with  the  president's  action  and  support  him.  And  so  do  sheriffs  and  chiefs  of  police  across  the  

country.  And  I'm  going  to  ask,  if  there's  no  objection,  that  letters  that  I  have  from  towns  as  varied  as  Marshalltown,  Iowa;  

Salt  Lake  City,  Utah;  South  Bend,  Indiana  be  made  a  part  of  the  record,  and  also  a  letter  from  the  National  Task  Force  to  End  

Sexual  and  Domestic  Violence  Against  Women.  

Both  letters  -- all  these  letters  make  the  case  that  the  president's  executive  action  not  only  helps  immigration  officials  target  

their  scarce  resources,  but  it  also  helps  state  and  local  law  enforcement  to  secure  cooperation  with  immigrant  communities  

and  identify  potential  criminals  within  their  jurisdiction.  So  the  beneficiaries  of  the  president's  policies  are  not  just  the  

immigrants,  but  also  law  enforcement  officials  and  people  who  are  better  protected  by  virtue  of  the  activities  of  those  law  

enforcement  officials.  

If  there's  no  objection,  I  ask  that  these  materials  be  entered  into  the  record.  

CRUZ  (?):  

Without  objection.  

BLUMENTHAL:  

Thank  you.  

I  want  to  turn  briefly  to  another  area  where  you  have  some  very  profoundly  valuable  experience,  in  the  wake  of  the  events  in  

Ferguson,  Missouri  and  New  York  City  of  last  year.  Many  of  us  on  the  committee  and  many  around  the  country  who  have  

backgrounds  in  law  enforcement  are  deeply  concerned  with  making  sure  the  public  understands  the  vital  role  that  our  police  

and  our  law  enforcers  in  general  play,  as  well  as  proper  training  and  discipline  that  should  be  provided  to  those  police  and  

law  enforcers.  

And  I  wonder  if  you  could  talk  about  your  experience  in  addressing  the  concerns  about  law  enforcement  in  the  wake  of  the  

Abner  Louima  case  where  you  had  a  professional  involvement?  And  I  think  how  you  feel  that  experience  and  new  policies  at  

the  Department  of  Justice  might  better  help  the  Department  of  Justice  and  state  and  local  police?  95 of 187  7/25/16, 7:21 PM  
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Custody  Reporting  Act  that  requires  local  and  state  police  to  report  deaths  in  custody,  along  with  correction  officials.  It's  

actually  a  reauthorization  of  a  law  that  expired  in  2006,  just  a  modest  step  toward  gaining  more  facts.  But  I  think  there  are  

obviously  two  sides  to  this  kind  of  issue,  and  I  would  very  much  appreciate  your  perspective  on  it.  

LYNCH:  

Certainly.  Thank  you,  Senator.  

With  respect  to  my  work  on  the  Louima  case,  I  was  certainly  privileged  to  be  a  part  of  the  trial  team  that  handled  that  case.  

And  I  think  what  often  is  not  commented  on,  and  perhaps  it  is  not  even  widely  known,  is  how  essential  the  support  and  

contributions  and  the  actual  work  of  the  NYPD  was  to  both  the  investigation  and  the  prosecution  of  that  case.  

Our  investigative  team  was  comprised  of  both  FBI  agents  and  New  York  City  police  officers  who  knew  that  unless  we  held  

each  other  accountable,  that  unless  law  enforcement  acted  to  hold  bad  actors  accountable,  all  of  law  enforcement  would  

suffer.  And  certainly  one  of  the  most  painful  things  to  watch  during  that  case  was,  as  is  often  -- as  is  happening  now,  the  

understandable  anger  and  tension  over  it,  but  the  backlash  against  larger  groups  of  police  officers.  

And  that  is  in  fact  one  of  the  dangers  of  not  addressing  police  misconduct  is  that  not  only  are  the  officers  who  work  hard  

every  day  and  -- and  work  to  not  only  follow  the  rules,  but  to  enhance  the  relationship  between  law  enforcement  and  the  

community,  those  officers  are  not  rewarded,  but  they  often  get  painted  with  the  same  brush  as  officers  who  may  cross  the  

line.  And  that  is  one  of  the  greatest  harms  that  we  see  from  these  types  of  cases.  

I've  been  privileged  to  work  with  dedicated  police  and  agents  my  entire  career.  And  I  think  that  there  are  no  greater  teachers  

and  no  greater  instructors  for  a  young  prosecutor  than  an  experienced  police  officer.  

One  of  the  things  that  we  found  most  useful  after  the  Louima  case  was  encouraging  community  policing,  which  the  NYPD  

was  doing  on  its  own.  And  a  number  of  officers  did  very,  very  well.  I  have  seen  situations  where  when  I  was  handing  out  

awards  to  officers  and  agents  for  working  on  a  case  in  a  mostly  minority  area  -- cleaning  out  a  housing  project  of  a  violent  

crack  organization  -- the  residents  asked  if  they  could  also  come  and  hand  out  plaques  to  those  same  officers  and  agents.  

And  they  did  so  with  plaques  that  said  basically,  "thank  you  for  giving  us  back  our  safety,  our  security,  and  our  houses."  

Because  there  was  a  collaboration  there.  There  was  a  recognition  that  this  is  a  joint  effort.  This  is  a  shared  project  that  we  all  

have  between  law  enforcement  and  all  the  communities  that  we  serve  to  keep  all  of  us  safe.  

We  also  have  to  work  more,  and  certainly  if  confirmed  as  attorney  general  one  of  my  priorities  will  be  to  ensure  that  our  

police  officers  have  the  tools  that  they  need  to  do  their  jobs  and  to  do  them  safely.  

Senator,  I  spent  several  weekends  this  past  month  attending  the  funerals  of  Detectives  Ramos  and  Liu  in  New  York  City.  And  

to  use  the  word  "heartwrenching"  is  frankly  an  understatement.  The  sense  of  loss  and  grief  with  this  crime  that  has  really  

touched  the  heart  of  New  York  City  was  palpable  on  every  street  corner.  We  cannot  allow  our  law  enforcement  officers  to  be  

targets  like  this.  We  must  provide  them  the  protections  they  need  to  do  their  jobs  as  well.  

So  certainly,  it  is  a  priority  of  mine.  I  look  forward  to  working  with  you  to  address  the  legislation  that  you  describe  as  well.  

Because  the  more  we  can  get  adequate  information  about  these  deaths  in  custody,  the  more  we  can  put  effective  

regulations  and  rules  and  training  in  place  to  prevent  them.  

BLUMENTHAL:  

Thank  you.  Thank  you  for  that  excellent  answer.  And  I  can  tell  you  that  the  grief  over  the  loss  -- the  assassination  of  those  
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on  the  part  of  police  officers  comes  from  the  police  and  other  law  enforcement  themselves.  And  they  have  the  toughest  job  

-- one  of  the  toughest  jobs,  in  my  view,  that  exists  in  public  service.  

And  I  hope  that  the  public  appreciates  it,  and  that  as  attorney  general,  you  will  work  with  Congress  to  try  to  educate  and  

make  the  public  aware  about  the  tremendous  challenges  they  face  day  in  and  day  out,  and  the  courage  and  strength  that  

they  demonstrate.  

So  I  thank  you  for  that  answer,  and  thank  you  again  for  being  here  today.  

Thank  you,  Mr.  Chairman  -- whoever  the  chairman  is.  

(LAUGHTER)  

CRUZ:  

It's  a  flexible  answer.  

BLUMENTHAL:  

Well,  I  know  that  the  chairman  is  the  senator  from  Texas.  

(LAUGHTER)  

CRUZ:  

That's  a  nice  answer  to  that  question.  

Ms.  Lynch,  thank  you  for  your  endurance  in  what  has  been  a  long,  extended  hearing.  I  would  ask  in  this  round  of  questions  if  

you  could  try  to  keep  your  answers  brief,  because  we've  got  to  return  to  votes  on  the  floor.  

In  the  prior  round,  you  and  I  had  a  conversation  about  the  OLC  opinion  and  the  president's  executive  amnesty.  And  you  

stated  your  agreement  with  the  legal  reasoning  in  that  OLC  opinion.  And  I  would  like  to  explore  the  limits  of  that  reasoning.  

As  you  know,  any  legal  theory  that  is  being  put  forth  to  justify  government  power  naturally  raises  the  question:  What  are  the  

limits  of  that  power?  And  one  of  my  greatest  concerns  about  the  Holder  Justice  Department  is  at  every  turn  when  asked  

what  are  the  limits  on  government  power,  the  answer  has  been  there  are  none,  there  are  none,  there  are  none.  

So  let's  talk  about  the  limits  of  the  prosecutorial  discretion  power.  The  LLC  memorandum  justifies  the  executive  amnesty,  in  

part,  based  on  prosecutorial  discretion.  And  initially,  that  was  limited  to  some  800,000  people  in  the  original  DACA.  Then  in  

the  subsequent  amnesty,  that  expanded  to  4  million  or  5  million  people.  

CRUZ:  

My  first  question  to  you  is  -- is,  in  your  understanding  of  prosecutorial  discretion,  is  there  anything  to  prevent  that  from  being  

expanded  from  4  million  or  5  million  people  to  all  1 million  or  1 2  million  people  who  are  currently  here  illegally?  

LYNCH:  

Well,  Senator,  as  I  read  the  legal  opinion,  it  was  focusing  on  how  the  Department  of  Homeland  Security  could  best  execute  

its  executive  discretion  in  prioritizing  removals  of  the  most  dangerous  of  the  undocumented  immigrants  among  us.  Then  

with  respect  to  those  who  would  be  a  low  priority,  it  focused  on  the  legal  framework  for  setting  up  a  deferral  program.  And  

as  I  also  read  the  opinion,  it  went  through  a  legal  analysis  that  indicated  that  part  of  the  request  did  not  have  the  requisite  

legal  framework,  and  should  not  be  implemented.  And  my  understanding  is  that  that  particular  part  of  the  request  was  not  

implemented.  
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raises  the  issue,  we  would  look  at  all  of  the  precedent,  congressional  action,  the  relevant  statutes,  and  carefully  explore  

whether  or  not  the  requested  action  did  have  a  legal  framework.  If  there  was,  in  fact,  a  reasonable  basis  for  it,  as  was  

outlined  in  the  opinion  that  I  read,  that  information  would  be  provided.  But,  as  also  was  outlined  in  the  opinion  that  I  read,  

where  the  legal  framework  did  not  exist  to  support  the  request  for  the  proposed  action,  that  would  have  to  be  told  to  the  

requesting  department.  

CRUZ:  

Ms.  Lynch,  let  me  try  again.  Because  you  described  the  memorandum.  But  I  asked  a  pretty  straightforward  question.  Would  

prosecutorial  discretion  allow  the  president  to  decline  to  enforce  immigration  laws  against  all  1 million  to  1 2  million  people  

here  illegally?  

LYNCH:  

Senator,  prosecutorial  discretion,  as  a  tool,  certainly  as  I  have  used  it  as  a  career  prosecutor  and  U.S.  attorney,  would  focus  

on  which  cases  to  prosecute  and  which  types  of  charges  to  bring.  It  would  not  apply  to  the  situation  that  you  have  outlined.  

So,  I'm  sorry  if  I'm  not  able  to  answer  your  hypothetical  in  the  way  in  which  you  are  requesting.  

As  I  have  utilized  prosecutorial  discretion  throughout  my  career,  it  has  been  with  the  presentation  of  cases  before  me,  and  

determining  the  best  way  to  focus  limited  resources.  

CRUZ:  

Well,  and,  of  course,  this  is  not  simply  prosecutorial  discretion.  Because  in  addition  to  stating  that  federal  immigration  law  

would  not  be  enforced  with  respect  to  somewhere  between  4  million  and  5  million  people,  the  president  also  announced  that  

the  administration  would  be  printing  work  authorizations  in  direct  contravention  of  federal  law.  

Now,  are  you  familiar  in  your  practices  as  U.S.  attorney,  when  you  have  declined  -- when  you  have  used  prosecutorial  

discretion  to  prioritize  prosecuting  one  crime  versus  another,  have  you  ever  engaged  in  printing  up  authorizations  for  one  set  

of  individuals  to  violate  the  law  -- to  affirmatively  violate  the  law,  which  is  what  these  work  authorizations  consist  of?  

LYNCH:  

Senator,  in  my  practice  as  a  career  prosecutor  and  U.S.  attorney,  I  have  focused  on  bringing  the  strongest,  most  effective  

cases  based  on  the  facts  and  the  law  against  -- that  have  been  presented  to  me.  Also,  when  referring  those  cases  to  other  

law  enforcement  agencies,  should  my  venue  not  be  the  most  appropriate  one  there.  

CRUZ:  

Ms.  Lynch,  I'm  sorry...  

LYNCH:  

With  respect  to...  

CRUZ:  

...  I'm  sorry  to  interrupt,  but  we  are  on  limited  time.  And  what  I  asked  is,  if  in  your  practice,  you  ever  issued  authorizations  to  

violate  the  law.  And  that  -- I'm  certain  the  answer  is  no.  And  if  -- but  am  I  correct  in  that?  

LYNCH:  

Certainly,  Senator,  in  my  practice,  I  focus  on  the  -- building  the  most  strongest  and  most  effective  cases  against  the  

perpetrators  who  come  before  me,  and  referring  them  to  other  jurisdictions  if  I'm  not  the  appropriate  venue.  

CRUZ:  

OK,  Ms.  Lynch,  you're...  
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...  Ms.  Lynch...  

LYNCH:  

...  to  make  a  determination...  

CRUZ:  

...  Ms.  Lynch,  you  are...  

LYNCH:  

...  in  the  matter  you're  referring  to.  

CRUZ:  

...  you  are  a  very  experienced  prosecutor.  You  have  asked  questions  and  had  witnesses  decline  to  answer.  This  is  -- this  is  a  

simple  question.  Has  your  office  issued  authorizations  for  individuals  to  violate  federal  law?  

LYNCH:  

Senator,  as  -- as  the  U.S.  attorney,  our  office  is  not  involved  in  issuing  authorizations  for  anyone  to  work  or  not  work,  or  to  

engage  in  various  activities.  We're  not  a  licensing  authority.  

So  I'm  just  not  able,  unfortunately,  to  answer  the  question  as  put  to  me.  

CRUZ:  

So  your  office  has  not  -- are  you  aware  of  a  precedent  for  the  federal  government  doing  what  the  administration  is  doing  

right  now,  which  it's  hired  over  a  thousand  people,  it  is  printing  millions  of  authorizations  for  individuals  to  violate  federal  

law?  That  is  a  remarkable  step,  and  it  is  a  step  that  goes  much  further  than  simply  prosecutorial  discretion.  

Are  you  aware  of  any  precedent  for  hiring  over  a  thousand  people  to  issue  authorizations  for  individuals  to  violate  federal  

law?  

LYNCH:  

Senator,  I'm  not  aware  of  the  practices  that  you  are  referring  to  now,  nor  am  I  aware  of  how  the  particular  remaining  portions  

of  the  executive  action  are  being  implemented,  so  I'm  simply  not  able  to  comment  on  the  hypothetical  as  presented  to  me  or  

the  particulars  that  you've  given  to  me.  

So  I'm  sorry  I  don't  have  the  information  to  answer  your  question.  

CRUZ:  

Well,  then  let  me  understand  the  limits  of  the  (inaudible)  theory  you're  putting  forth,  because,  in  -- in  prior  questioning,  

embraced  the  prosecutorial  discretion  argument.  

And  so  Senator  Lee  asked  you  a  minute  ago.  Let's  take  the  hypothetical  Senator  Lee  asked  you  about.  

If  a  subsequent  president  -- let's  say  President  Cornyn  is  sworn  in  in  January  of  2017.  And  if  President  Cornyn  decided  that  

he  was  going  to  instruct  the  secretary  of  treasury  not  to  collect  any  taxes  in  excess  of  25  percent,  to  exercise  prosecutorial  

discretion  and  not  collect  the  taxes,  in  your  legal  opinion,  would  that  be  consistent  with  the  Constitution?  

LYNCH:  

Senator,  before  I  could  render  a  legal  opinion  on  the  hypothetical  as  presented  to  me,  I  would  want  to  know  the  entire  scope  

of  the  action  but  also  have  the  time  to  -- to  gather  all  of  the  legal  precedent,  the  cases,  congressional  actions,  any  other  

similar  or  dissimilar  actions  where  that  particular  type  of  action  might've  been  considered.  

99 of 187  7/25/16, 7:21 PM  So  I  would  certainly  want  to  have  all  of  that  before  I  provided  a  legal  opinion  in  -- in  terms  of  the  hypothetical  that  you've  

presented  to  me.  
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So  -- so  you're  unable  to  give  any  legal  judgment  to  this  committee  today  on  whether  a  subsequent  president  could  decline  

to  enforce  the  tax  laws  as  they're  written?  

LYNCH:  

I  think  with  respect  to  current  or  subsequent  presidential  action,  there  would  have  to  be,  as  in  every  case,  a  thorough  review  

of  the  relevant  law,  the  precedent,  congressional  precedent,  the  statutes  in  issue  in  conjunction  with  whatever  action  was  

being  proposed  to  see  if  there  was,  in  fact,  a  legal  basis  or  whether  there  was  not  a  legal  basis  for  the  action  being  

proposed.  

CRUZ:  

And  let  me  ask  -- and  this'll  be  my  final  question  -- your  understanding  of  prosecutorial  discretion.  Would  it  allow  a  

subsequent  president,  President  Cornyn,  to  state  that  there're  other  laws  that  the  administration  will  not  enforce  -- labor  

laws,  environmental  laws.  Would  it  allow  a  President  Cornyn  to  say,  "Every  existing  federal  labor  law  shall  heretofore  not  

apply  to  the  State  of  Texas,  because  I'm  using  my  prosecutorial  discretion  to  refuse  to  enforce  those  laws."  

In  -- in  your  judgment,  would  that  be  constitutional?  

LYNCH:  

Well,  I  certainly  can't  imagine  President  Cornyn  taking  that  step.  

But  with  respect  to  the  hypothetical  that  you  present,  again,  Senator,  I  would  have  to  know  what  legal  basis  was  being  

proposed  for  that,  and  certainly,  I  would  review  that  law,  and  if  I  were  the  person  providing  advice  to  future  President  

Cornyn,  advise  him  as  to  whether  or  not  there  was  a  legal  framework  for  it  or  whether  there  was  not  a  legal  framework  for  it.  

If  there  was  not,  that  would  be  the  advice  that  I  would  provide  to  him.  

CRUZ:  

I  must  say,  I  find  it  remarkable  that  you're  unable  to  answer  that  question.  I  can  answer  it  straightforward.  

It  would  patently  unconstitutional  for  any  subsequent  president  to  refuse  to  enforce  the  tax  laws  or  the  labor  laws  and  the  

immigration  laws  for  the  very  same  reason  that  President  Obama's  actions  refusing  to  force  immigration  laws  are  

unconstitutional.  

And  it  is  discouraging  that  -- that  a  nominee  who  hopes  to  serve  as  attorney  general  either  will  not  -- will  not  give  a  

straightforward  answer  to  that  question.  

My  time  at  this  point  is  expired,  so  I  recognize  Senator  Franken.  

FRANKEN:  

Thank  you,  Senator  -- Mr.  Chairman.  

I'm  sorry.  I'm  just  a  little  shook  up  about  this  President  Cornyn  thing.  

(LAUGHTER)  

GRASSLEY:  

Your  worst  nightmare.  

(LAUGHTER)  

FRANKEN:100 of 187  7/25/16, 7:21 PM  
OK.  I  just  -- I  got  here,  and  -- and  suddenly,  Cornyn  was  president.  
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FRANKEN:  

My  world  had  changed.  

I'd  like  to  ask  you,  Ms.  Lynch,  about  something  that's  been  a  focus  of  mine  since  I  first  got  to  the  Senate  -- and  you  may  -- I  

got  there  a  little  early.  I  got  -- it  took  me  a  while  to  get  seated  -- and  it's  about  the  -- the  financial  meltdown  and  how  it  

happened  and  how  it  caused  the  Great  Recession.  And  it's  about  the  credit  rating  agencies  and  their  business  model.  

And  basically,  what  happened  in  the  leadup  to  the  -- the  meltdown  was  that  banks  would  put  out  financial  -- structured  

financial  products  -- subprime  mortgage-backed  securities,  say  -- and  then  they  would  pay  -- I'm  sorry  -- yes,  they  would  --

they  would  choose  a  rating  agency,  like  Standard  &  Poors  or  Moody's  or  Fitch,  to  rate  it,  give  them  a  rating,  and  they  would  

pay  them.  

But  they  would  choose  them,  and  it  -- it  turned  out  that  a  lot  of  junk  got  AAA  ratings.  And  this  is  all  kinds  of  -- not  just  

subprime  mortgage-backed  securities  but  then  bets  on  those,  derivatives,  and  then  bets  on  the  bets  and  then  bets  on  the  

bets  on  the  bets.  

So  when  you  -- the  reason  you  had  a  house  of  cards  collapse  is  because  you  had  all  these  bets  based  on  the  original  piece  

of  junk,  and  there  was  an  incentive,  a  total  conflict  of  interest,  which  is  the  -- the  credit  rating  agencies  knew  that  if  they  

gave  a  AAA  rating,  they'd  get  the  next  gig.  So  that's  what  they  did.  

And  then  Chairman  Levin  of  the  Permanent  Subcommittee  on  Investigations  got  -- subpoenaed  some  emails  from  within  

S&P,  and  they  basically  were  emailing  each  other,  "We've  got  to  give  these  better  -- we  got  to  give  these  things  that  aren't  

good,  these  financial  products,  better  ratings  so  we  can  keep  our  share  of  the  business.  

And  I've  been  fighting  to  get  the  -- I  had  actually  a  bipartisan  piece  in  -- in  the  Senate  side  of  -- of  -- of  what's  now  called  

Dodd- Frank,  the  Wall  Street  reform  bill,  to  fix  this.  It  hasn't  totally  fixed,  and  I'm  on  the  SUC  to  do  it.  

But  -- this  is  what  I'm  getting  to  -- Department  of  Justice  is  -- has  a  big  lawsuit  against  S&P,  and  I  think  it's  for  about  $5  

billion,  $6  billion,  and  my  understanding  is  it  may  be  being  settled.  

But  I  just  don't  want  it  to  stop  with  -- with  S&P,  with  the  one  agency.  So  what  I'm  -- I'm  -- I'm  concerned  that  -- and  actually,  

SEC  just  did  a  settlement  also  with  S&P  on  the  same  practice  that  still  exists.  

So  what  I  want  to  know  is,  will  you  take  an  aggressive  approach  to  holding  these  rating  agencies,  including  but  not  limited  to  

S&P,  accountable  for  their  role  in  the  financial  crisis  from  before  and  as  -- and  their  current  role  in  what  they're  doing?  

LYNCH:  

Senator,  certainly,  with  respect  to  the  financial  institutions,  including  the  rating  agencies,  if  I'm  fortunate  enough  to  be  

confirmed  as  attorney  general,  I  do  look  forward  taking  a  very  aggressive  stance  in  reviewing  their  conduct,  as  you  

indicated,  not  just  past  conduct  but  current  and  prospective  so  that  we  can  prevent  these  types  of  harms  from  occurring  

again.  

FRANKEN:  

Because  Minnesotans  lost  their  homes,  they  lost  their  savings,  they  lost  their  jobs,  and  millions  of  Americans  did  this  

because  of  these  guys.  And  I  don't  think  they've  learned  their  lesson,  and  I  don't  think  they've  been  incentivized  to  learn  

their  lesson.  

101 of 187  7/25/16, 7:21 PM  
OK.  I'm  told  I  have  to  leave  in  two  minutes,  so  I  just  want  to  talk  a  little  bit  about  transparency  in  NSA.  
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(LAUGHTER)  

Well,  I  want  to  encourage  us  to  work  together  if  you're  -- should  be  attorney  general  on  transparency  in  government  

surveillance,  because  I  -- I  think  Americans  that  have  the  right  to  know,  to  the  extent  that  it's  not  harmful,  obviously,  what  

the  -- what  the  -- what  surveillance  is  like,  for  example,  how  many  Americans'  data  was  captured,  say,  in  the  metadata,  but  

how  much  was  actually  accessed.  

And  I  think  that  that  -- had  we  done  that  -- and  I  had  voted  against  these  two  programs,  715  and  702,  originally  because  

they  didn't  have  enough  transparency,  and  I  think  it  is  absolutely  essential  that  Americans  know,  to  the  greatest  degree  

possible,  without  jeopardizing  our  safety,  what  is  going  on.  

So,  just  your  commitment  to  work  together  on  that.  

LYNCH:  

Absolutely,  Senator.  

FRANKEN:  

OK.  Thank  you,  Ms.  Lynch.  

LYNCH:  

Thank  you,  sir.  

FRANKEN:  

Mr.  President.  

(LAUGHTER)  

CORNYN:  

How  are  you  holding  up?  

LYNCH:  

I'm  fine,  sir.  

CORNYN:  

Hanging  in  there?  Good.  

Forgive  me  for  jumping  around  a  little  bit.  But  there  are  a  number  -- I  know  there  have  been  a  lot  of  different  areas  that  you  

have  taken  questions  on.  And  I  just  want  to  fill  in  some  of  the  gaps.  

First  of  all,  do  you  recognize  the  Second  Amendment  right  to  keep  and  bear  arms  as  an  individual  right?  

LYNCH:  

Yes,  Senator.  And  I  believe  that  has  also  been  decided  by  the  Supreme  Court  as  well.  

CORNYN:  

The  current  attorney  general  and  Department  of  Justice  have  been  involved  in  a  program  known  as  Operation  Chokepoint  

that  you  are  probably  familiar  with  to  some  extent.  

But  this  is  a  collaboration  by  the  Department  of  Justice  and  the  Federal  Deposit  Insurance  Corporation  who  have  partnered  

to  discourage  banks  and  other  financial  institutions  from  doing  business  with  certain  types  of  businesses,  including  lawful  

firearms102 of 187dealers. 7/25/16, 7:21 PM 
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intimidation  tactics  and  categorized  licensed  and  law-abiding  gun  dealers  as  having  been  engaged  in  "high-risk  activity,"  

similar  to  financial  scams,  prostitution  services,  pornography,  racist  materials,  gambling,  and  drug  paraphernalia.  

I  would  just  like  to  ask  you,  do  you  agree  that  it  was  inappropriate  for  the  Department  of  Justice  and  the  FDIC  to  associate  

licensed  and  law-abiding  businesses  with  these  types  of  other  obviously  illicit  activities?  

LYNCH:  

Senator,  I  appreciate  your  concern  over  any  department  initiative.  My  familiarity  with  the  Chokepoint  initiative  is  based  upon  

my  understanding  that  it  focuses  on  payment  processing  companies  that  are  involved  in  defrauding  consumers.  

And  I'm  not  aware  enough  of  the  underlying  types  of  businesses  that  the  consumers  themselves  may  have  been  patronizing  

to  know  about  the  facts  that  you  raise.  

Certainly  with  respect  to  any  initiative  that  the  Department  of  Justice  engages  in,  should  I  be  confirmed  as  attorney  general,  

there  is  no  room  for  improper  bias  or  even  personal  views.  We  must  look  -- we  must  follow  the  law  where  it  leads  us.  

And  I  certainly  hope  that  should  you  have  concerns  about  this  program  or  any  other,  that  you  would  feel  free  to  share  them  

with  me,  and  that  I  would  look  forward  to  working  to  provide  you  with  as  much  information  as  we  could  about  them.  

CORNYN:  

I  appreciate  that.  I  have  heard  from  constituents  back  home  in  Texas  from  financial  institutions  that  they  have  been  unable  to  

continue  longstanding  banking  relationships  with  their  own  lenders  because  of  some  of  these  tactics.  

And  I  will  take  you  up  on  your  offer  to  visit  with  you  more  about  those  -- the  specifics  of  those  cases  as  well  as  the  topic  I  

mentioned  earlier  at  a  later  date.  I  appreciate  that.  

Senator  Leahy,  who  just  has  arrived,  and  I  have  joined  in  an  unlikely  partnership  on  freedom  of  information  areas.  He  and  I  

both  agree  that  it  is  absolutely  critical  to  the  functioning  of  our  democratic  form  of  government  that  the  people  have  access  

to  as  much  information  as  they  can  possibly  get  so  they  can  make  their  consent  to  the  laws  that  are  passed  by  Congress,  

informed  consent.  

And  so  I  want  to  ask  you,  in  the  Department  of  Justice's  evaluation  of  the  Eastern  District  of  New  York  under  your  

management,  compliance  with  the  Freedom  of  Information  Act  was  one  of  the  few  areas  to  receive  criticism.  

In  fairness  to  you,  it  is  one  of  the  few  areas  in  which  there  have  been  critical  comments.  But  do  you  believe  that  the  

government  should  operate  under  a  presumption  of  -- that  information  should  be  open  to  the  public  unless  otherwise  

precluded  by  law?  

LYNCH:  

Senator,  I  share  your  concern  and  your  view  that  the  Freedom  of  Information  Act  is  an  important  tool  for  the  American  

people  to  know  about  the  functioning  of  all  of  government  agencies,  including  the  Department  of  Justice.  

With  respect  to  my  tenure  as  U.S.  attorney,  during  the  evaluation  system,  which  I  found  very,  very  helpful,  I  specifically  

asked  the  evaluators  to  look  at  our  management  systems  and  our  support  staff  systems  to  make  sure  that  we  were  in  

compliance  and  to  bring  any  issues  to  our  attention.  

And  they  raised  this  issue,  which  was  a  great  concern  to  me.  We  immediately  took  steps  to  rectify  the  issues  that  we  found  

within  our  own  office  functioning.  We  have  added  increased  personnel  to  handle  Freedom  of  Information  Act  requests.  
103 of 187 7/25/16, 7:21 PM 
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o uCQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvODocument Aggregation z0svSi0uzs...actually  found  it  a  very  helpful  evaluation  process.  And  I  find  that  I  have  learned  the  m  st  when  someone  has  pointed  o  t  to  

me  an  area  in  which  I  might  improve  as  opposed  to...  

CORNYN:  

And  you  took  corrective  action?  

LYNCH:  

Absolutely.  Immediately.  

CORNYN:  

President  Obama,  in  2009,  mandated  that  government  agencies  -- executive  branch  agencies  should  operate  under  this  

presumption  that  information  should  be  open  unless  otherwise  prevented  by  some  rule  or  some  other  law.  

The  current  Department  of  Justice  has  taken  the  position  that  -- that  information  should  be  withheld  if  release  of  the  

information  will  cause  foreseeable  harm.  In  other  words,  they  articulated  a  different  standard  than  the  president  himself  

called  for  in  2009,  which  is  this  presumption  of  openness,  absent  some  legal  prohibition  against  disclosure.  

Senator  Leahy  and  I  have  been  working  on  some  legislation  which  would  actually  codify  the  president's  mandate,  the  

presumption  of  openness.  

Is  that  a  standard  that  you  could  support  and  would  you  work  with  us  in  your  administration,  if  confirmed,  to  make  sure  that  

this  presumption  of  openness  applies  across  government  agencies,  and  that  information  would  only  be  withheld  from  the  

public  if  some  law  or  other  rule  or  regulation  precluded  it?  

LYNCH:  

Senator,  I  share  your  view  in  the  importance  of  the  Freedom  of  Information  Act,  and  in  transparency.  And  certainly  I  look  

forward  to  working  with  both  you  and  Senator  Leahy  to  review  that  type  of  legislation.  

And  I  hope  that  in  the  full  and  fair  exchange  that  I  believe  we  will  have,  as  we  have  had  over  the  past  few  weeks,  we  can  

discuss  ways  in  which  to  make  as  much  information  available  possible  while  protecting  vital  interests.  

I  certainly  feel  that  with  respect  to  the  Department  of  Justice,  should  I  be  confirmed  as  attorney  general,  one  of  the  areas  

that  we  always  have  to  be  concerned  about  are  ongoing  investigations  and  witness  safety  and  security.  

But  I  feel  that  through  discussing  these  issues,  it  is  something  that  we  can  work  together  on.  

CORNYN:  

And,  finally,  I  know  the  chairman  alluded  to  the  gun- walking  program  known  as  Fast  and  Furious,  which  was  the  subject  of  

a  lot  of  oversight  efforts  by  this  committee  and  others  in  the  House.  

And  then  to  our  surprise,  the  attorney  general,  Attorney  General  Holder  claimed  executive  privilege  as  to  certain  

communications  and  documents,  even  though  the  documents  in  question  did  not  involve  the  president  or  his  staff.  And  the  

president  himself  confirmed  that  claim  of  executive  privilege.  

As  you  may  know,  that  claim  is  currently  in  litigation.  And  I  would  ask  your  commitment  to  take  a  look  at  that  with  a  fresh  set  

of  eyes  to  see  whether  you  believe  that  the  department's  defense  and  continued  refusal  to  deny  Congress  access  to  these  

documents  is  justified  under  a  claim  of  executive  privilege.  

Would  you  pledge  to  take  a  fresh  look  at  that  and  render  your  own  independent  judgment  about  that?  
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Certainly,  however,  I  look  forward  to  learning  more  about  it  once  I'm  able  to,  again,  should  I  be  confirmed,  and  reviewing  that  

as  well  as  any  other  matters.  

CORNYN:  

But  just  so  we  understand  each  other,  and  this  will  be  my  last  question,  if  you  are  the  next  attorney  general,  you  can  decide  

to  settle  that  case,  if  you  decide  that  the  claim  of  executive  privilege  was  not  well  taken.  

In  other  words,  if  you  -- if  there's  no  legal  impediment  based  on  a  claim  of  executive  privilege  to  disclosing  those  

documents,  you,  as  the  next  attorney  general,  could  resolve  that,  couldn't  you?  

LYNCH:  

Certainly  I  believe  that  the  ability  to  resolve  any  number  of  cases  would  rest  within  me,  should  I  be  confirmed  as  the  next  

attorney  general.  

CORNYN:  

Thank  you.  

LYNCH:  

Thank  you,  Senator.  

GRASSLEY:  

I  hope  that  when  we're  done  here  that  you  don't  get  this  attitude  that  the  way  this  chaotic  place  is  run...  

(LAUGHTER)  

...  why  should  you  be  working  with  the  Congress  of  the  United  States.  It  doesn't  always  work  this  way.  So  I'm  -- a  little  --

little  tongue  in  cheek,  but...  

(UNKNOWN)  

It  doesn't  always  work  this  way?  

LYNCH:  

Well,  Senator,  it's  been  a  privilege  to  watch  the  peaceful  transfer  of  power  going  on  this  afternoon.  

(LAUGHTER)  

GRASSLEY:  

Yeah.  

(UNKNOWN)  

-- I  -- I  didn't  (inaudible).  

(LAUGHTER)  

GRASSLEY:  

Not  so  peaceful.  

OK.  Here  we  go.  

Before  I  read  my  question,  I  want  to  kind  of  tell  you,  my  view  is  that  there's  very  legitimate  reason  for  -- between  a  counsel  

that's  -- that's  advising  the  president,  for  that  to  have  a  very  tight  counsel- client  relationship.  
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So  let  me  go  to  where  you  maybe  had  not  a  direct  role,  but  you  were  chaired  -- you  chaired  the  attorney  general's  advisory  

committee,  so  you  had  a  chance  to  watch  your  predecessor  closely  in  the  job  that  you're  now  seeking,  and  I  assume  that  

you  learned  lessons  from  that  experience.  

What's  the  biggest  mistake  that  Attorney  General  Holder  made  in  the  handling  of  the  Fast  and  Furious  controversy,  which  

involved  this  privileged  information  that  we're  talking  about,  and  what  would  you  have  done  differently?  

LYNCH:  

With  respect  to  the  privileged  litigation,  which  is  ongoing,  while  -- as  -- as  the  chair  of  the  attorney  general's  advisory  

committee  and  a  member  before  that,  I  was  given  information  about  the  nature  of  the  investigation  itself  and  the  problems  

that  -- that  lay  therein.  

Simply  put,  Senator,  the  focus  in  terms  of  providing  information  to  the  U.S.  attorney  community  was  more  on  the  problems  

with  the  actual  underlying  firearms  investigation,  and  so  I  was  not  privy  and  have  not  been  privy  to  any  of  the  decisions  or  

discussion  or  rationale  behind  the  litigation  over  documents  or  privilege.  That  is  something  that  has  not  been  shared  with  the  

U.S.  attorney.  

So  I'm  not  able  to  really  categorically  answer  one  way  or  the  other  as  to  how  that's  been  managed.  

I  certainly  think  that  the  attorney  general  himself  has  said  that  he's  made  mistakes  in  general,  and  he's  -- he's  been  very  

open  and  frank  about  that.  

With  respect  to  that  litigation,  I  simply  don't  have  information  about  that.  

You  are  correct.  I  did  receive  general  information  about  the  underlying  case,  because  it  did  represent  an  investigation  that  

certainly  the  review  -- the  inspector  general's  report  indicated  was  not  handled  in  the  best  way  and  was  not  the  way  in  

which  those  of  us  in  the  U.S.  attorney  community  would've  wanted  to  see  that  case  operate  at  all.  

GRASSLEY:  

OK.  Well,  the  you  have  probably  answered  half  -- half  of  that  in  this  sense.  Would  have  you  done  anything  differently?  

LYNCH:  

With  respect  to  the  firearms  investigation?  

GRASSLEY:  

No,  the  way  that  the  attorney  general  handled  it?  

LYNCH:  

Well,  with  respect  -- certainly,  I  think  that  having  the  inspector  general  review  the  firearms  investigation  itself  and  come  up  

with  the  issues  that  occurred  within  the  office  and  the  handling  of  the  case  was  something  that  I  think  will  be  useful  to  the  

Department  of  Justice  as  it  seeks  to  prevent  similar  mistakes  being  made  and  improve  training  and  the  like.  

With  respect  to  the  litigation  over  the  documents,  again,  I  simply  have  not  been  involved  in  those  decisions,  and  so  I'm  not  

able  to  say  what  the  options  were  that  the  attorney  general  had  that  I  would've  chosen  in  a  different  manner.  

So  I'm  sorry  for  not  being  able  to  provide  you  with  a  direct  response  to  that  question.  

GRASSLEY:  

Well,  let  me  go  back  to  the  privilege  -- and  you  may  have  answered  this,  but  I  want  to  read  my  question  anyway.106 of 187 7/25/16, 7:21 PM 
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most  transparent  administration  in  history.  Instead,  he  was  the  first  attorney  general  in  the  history  to  be  held  in  contempt  of  

Congress  with  a  bipartisan  vote  that  included  17  Democrats.  

Attorney  General  Holder  plainly  (ph)  delivered  64,000  pages  of  documents  to  the  House  three  years  after  the  House  

subpoenaed,  two  years  after  the  contempt  vote  and  only  after  the  House  went  to  court.  So  when  push  came  to  shove,  he  

didn't  even  try  to  argue  to  the  judge  that  those  64,000  pages  were  privileged.  

Now,  do  you  think  it's  appropriate  to  withhold  so  many  documents  for  so  long,  especially  even  if  the  Justice  Department  

admits  that  there  was  no  valid  privileged  claim,  and  if  so,  why?  And  if  not,  please  explain  why  you  would  do  it  differently.  

LYNCH:  

With  respect  to  any  issue  where  this  body  seeks  information  from  the  Department  of  Justice,  certainly  in  documentary  form,  

should  I  be  confirmed  as  attorney  general,  I  would  carefully  review  the  request  and  work  to  provide  as  much  information  as  

-- as  -- as  could  be  provided  consistent  with  our  law  enforcement  and  investigative  responsibilities.  

That  would  be  my  pledge  to  you  going  forward,  Senator,  with  respect  to  every  issue  of  oversight  that  you  would  bring  to  my  

attention,  and  I  certainly  hope  that  you  would  bring  those  issues  to  my  attention.  

GRASSLEY:  

Can  I  -- can  I  ask  the  same  question  in  my  own  way,  in  the  sense  of  the  way  it  might  be  talked  about  it  at  a  town  meeting?  

So  people  are  mad  about,  you  know,  a  lot  of  things  the  president  might  do  that  you  call  executive  edicts  or  in  this  case,  

withholding  information.  In  this  case,  the  attorney  general  decided  to  withhold  it.  

OK.  If  somebody  asked  me  about  Fast  and  Furious  at  a  town  meeting,  then  I  get  into  the  fact  that  as  far  as  I  know,  the  

president  knew  nothing  about  it  and  that  this  is  between  me  and  the  attorney  -- the  attorney  general  and  the  Congress,  I  

should  say.  I  only  say  me,  because  I  started  this  investigation  before  the  House  took  it  over.  

Then  -- then  when  they  withhold  64,000  pages,  as  opposed  to  a  few  pages,  where  maybe  the  president  really  knows  

something  about  something  that  you  can  legitimately  withhold  it,  then  I  say  to  my  town  meeting,  you  know,  when  64,000  

pages  are  supposedly  privileged,  then  I  wonder.  What  does  a  president  know  about  it  if  they  can  be  protected  that  way?  

Well,  now,  the  attorney  general  didn't  argue  that  they  were  privileged.  They  were  just  given  up.  

So  you  see  the  problem  it  causes  for  me?  And  how  far  does  executive  privilege  go?  And  it  surely  doesn't  go  to  64,000  

pages,  or  if  it  does,  can't  you  assume  that  the  president  knew  a  lot  about  Fast  and  Furious  when  he  says  he  didn't  know  

anything  about  it?  

Do  you  see  the  problem  that  I  have?  

LYNCH:  

I  certainly  can  -- can  understand  the  frustration  when  any  party  is  seeking  discovery  or  seeking  information  and  another  

party's  not  able  to  provide  it  based  upon  the  claim  of  privilege  or  whatever  that  claim  may  be,  particularly  a  body  that  has  

oversight  responsibility  over  the  Department  of  Justice  and  is  seeking  to  fulfill  that  obligation  and  that  mandate.  

Certainly,  with  respect  to  the  volume  of  documents,  not  knowing  the  documents,  I'm  not  able  to  comment  on  how  

appropriate  or  not  that  would  be.  And  certainly  fortunately,  it  was  not  civil  litigation  when  it  might've  been  a  larger  number  of  

documents,  as  my  experience  as  a  young  attorney.  
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Let  me  move  on.  As  Senator  Graham  mentioned,  in  2006,  you  cosigned  a  Supreme  Court  brief  on  partial-birth  abortion.  I  

believe  you  told  him  your  primary  concern  was  the  impact  that  the  law  would  have  on  law  enforcement  more  broadly  if  

upheld.  

That  brief  argued  the  federal  Partial  Abortion  Ban  Act  was  unconstitutional  and  that  partial-birth  abortion,  quote,  

"procedures  are  sometimes  the  best  means  to  preserve  a  woman's  health,"  end  of  quote.  

The  Supreme  Court,  along  with  a  majority  of  Americans,  disagreed  with  any  position  taken  in  opposition  of  that  legislation,  I  

assume  as  well  as  your  position.  The  Supreme  Court  held  there  is,  quote,  "uncertainty  in"  -- parentheses  -- "in  the  medical  

community  over  whether  the  barred  procedure's  ever  necessary  to  preserve  a  woman's  health."  

Just  one  question:  Judging  by  your  question  here,  it  doesn't  look  like  you've  added  your  name  to  a  lot  of  Supreme  Court  

briefs.  Of  all  the  cases  that  you  could've  become  personally  involved  in,  why  did  you  pick  this  particular  case?  Was  that  the  

only  case  that  raised  the  concerns  you  mentioned  to  Senator  Graham?  

And  I'd  like  to  get  this  on  record,  because  I  assume  you  read  the  brief.  Otherwise  you  wouldn't  have  signed  it.  Would  that  be  

right?  

LYNCH:  

Yes,  Senator.  That  would  be  correct.  

GRASSLEY:  

OK.  So  then  can  you  -- can  say  why  did  you  pick  this  particular  case  if  -- if  you  haven't  done  it  very  often,  and  was  this  the  

only  case  that  raised  concerns  that  you  mentioned  to  Senator  Graham?  

LYNCH:  

Thank  you,  Senator.  

With  respect  to  the  amicus  brief,  I  joined  a  group  of  former  Department  of  Justice  personnel,  former  United  States  attorneys  

as  well  as  former  assistant  attorneys  general,  and  our  focus  was  on  our  concern  that  the  way  in  which  the  law  would  be  

implemented  might  put  prosecutors  at  variance  with  doctors  and  their  medical  treatment  and  might  raise  an  issue  that  

prosecutorial  discretion  had  been  constrained  in  some  way  by  the  political  debate.  

We  were  not  focused  on  the  actual  issue  involving  the  procedure  itself.  In  fact,  it  was  our  concern  that  as  lawyers,  we  did  not  

have  medical  information  or  the  medical  capability  to  evaluate  that  procedure  and  could  be  dealing  with  a  situation  where  a  

doctor  may  say  something  different  from  what  the  law  might  require  us  to  do.  

And  that  was  the  concern  that  was  being  raised  in  that  brief.  

GRASSLEY:  

OK.  

LYNCH:  

The  Supreme  Court  did  resolve  the  issue  on  the  part  of  the  statute  itself,  and  certainly  that  is  the  law  of  the  land  now.  

GRASSLEY:  

OK.  
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GRASSLEY:  

And  for  your  -- since  -- for  both  your  benefit  and  for  the  nominee's  benefit,  I  have  been  told  that  I  have  two  additional  

members  that  want  to  come  over  to  ask  a  second  round.  

LEAHY:  

They're  going  to  come  today?  

GRASSLEY:  

They're  going  to  come  just  as  soon  -- yes,  I'm  going  to  make  sure  they  come  today.  Just  as  soon  as  the  vote's  over,  I've  

been  told.  

And  we'll  -- you  and  I  will  have  to  go  vote,  too.  

LEAHY:  

Yeah,  OK.  Why  don't  we  just  recess,  we'll  go  vote,  and  then  we'll  come  back.  

GRASSLEY:  

OK.  We'll  recess.  Thank  you  for  being  patient.  

(RECESS)  

(UNKNOWN)  

(inaudible)  

CRUZ:  

In  the  exchange  we  just  had  earlier  this  afternoon,  you  detailed  a  very  broad  understanding  of  the  president's  potential  

authority  and  that,  try  as  I  might,  I  could  not  find  a  hypothetical  that  you  consider  to  be  beyond  the  power  of  the  president.  

I'd  like  to  ask  you  now  a  question  that  I've  asked  Attorney  General  Holder  and  that  he  repeatedly  declined  to  answer,  and  

it's  in  a  different  context.  It  concerns  the  civil  liberties  and  privacy  rights  of  Americans  and  drone  policy.  

And  my  question  to  you  is  in  your  legal  judgment,  is  it  constitutional  for  the  federal  government  to  utilize  a  drone  strike  

against  an  American  citizen  on  U.S.  soil  if  that  individual  does  not  pose  an  imminent  threat?  

LYNCH:  

Well  Senator  -- Senator,  certainly,  I'm  not  aware  of  legal  authority  that  would  -- that  would  authorize  that,  nor  am  I  aware  of  a  

policy  seeking  authorization  to  do  that.  

If  you  could  share  more  information  with  me?  

CRUZ:  

My  question  is  about  the  constitutional  limits  on  the  federal  government's  power.  Attorney  General  Holder  repeatedly  

declined  to  answer  the  question  about  whether  it  is  constitutional  for  a  drone  to  use  lethal  force  against  an  American  citizen  

on  U.S.  soil  if  that  individual  doesn't  pose  imminent  threat.  

Now  let  me  be  clear,  I  think  the  answer  to  this  is  very  easy.  My  question  to  you  is  is  it  constitutional  for  the  federal  

government  to  do  so?  

LYNCH:  

Well  Senator,  I  think  with  respect  to  the  use  of  lethal  force  by  any  means,  one  would  always  want  to  look  at  the  law  

enforcement  issues  involved  there.  109 of 187  7/25/16, 7:21 PM  
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might  have  familiarity  with.  

CRUZ:  

Ms.  Lynch,  it  is  in  the  nature  of  a  hypothetical,  but  you  are  certainly  aware  that  the  federal  government  is  currently  using  

drone  strikes  overseas.  

The  federal  government  also  maintains  drone  surveillance  domestically  here  at  home.  The  Senate  had  an  -- an  extended  

debate  on  the  limits  of  federal  government  authority  with  respect  to  the  privacy  and  civil  rights  of  American  citizens,  and  I'm  

asking  you,  in  your  view,  does  the  Constitution  give  any  protection  to  American  citizens?  

Is  -- does  the  Constitution  allow  the  federal  government  to  do  what  it  has  done  overseas,  utilize  lethal  force  from  a  drone?  

Could  it  do  so  against  an  American  citizen  here  at  home  if  that  individual  did  not  pose  an  imminent  threat?  

LYNCH:  

Senator,  with  respect  to  the  use  of  -- again,  as  I  said  before,  with  -- of  lethal  force  by  any  means,  be  it  drone  or  someone  on  

the  street,  the  -- the  use  of  lethal  force  is  generally  regulated  by  either  police  guidance  or  by  the  nature  of  the  interaction.  

Based  on  what  you  were  describing  to  me,  I  don't  see  interaction  between  the  American  citizen  that  you  are  referring  to  and  

anyone  to  generate  the  type  of  lethal  force  that  you  are  referring  to.  

CRUZ:  

I'm  disappointed  that  like  Attorney  General  Holder,  you  are  declining  to  give  a  simple,  straight-forward  answer,  an  in  fact  

what  I  think  is  the  obvious  answer  of  no,  the  federal  government  cannot  use  lethal  force  from  a  drone  to  kill  an  American  

citizen  on  American  soil  if  that  individual  doesn't  pose  an  imminent  threat.  

I  don't  view  that  as  a  difficult  legal  question.  And  indeed,  it  demonstrates  what  I  think  has  been  the  consistent  failing  of  this  

administration's  approach  to  constitutional  law,  is  that  it  always,  always,  always  opts  in  favor  of  government  power.  

Let  me  ask  you  a  different  question.  This  administration's  Department  of  Justice  went  before  the  United  States  Supreme  

Court  and  argued  that  law  enforcement  could  place  a  GPS  on  any  American  citizen's  automobile  with  no  probable  cause  

and  no  articulable  suspicion.  In  your  legal  judgment,  is  placing  the  GPS  on  the  automobile  of  the  men  and  women  gathered  

here,  with  no  probable  cause  or  articulable  suspicion,  is  that  consistent  with  the  Fourth  Amendment's  protections  of  

American  citizens?  

LYNCH:  

I  believe  the  Supreme  Court  has  resolved  that  issue,  Senator,  and  I  believe  that  the  -- that  law  enforcement  agencies  seeking  

to  use  that  type  of  technique  would  need  to  obtain  a  warrant.  

CRUZ:  

You  are  correct,  the  Supreme  Court  resolved  that  issue.  It  resolved  it  unanimously,  9-0.  It  rejected  the  Holder  Justice  

Department's  position.  My  question  is,  if  you  were  attorney  general  at  the  time,  would  you  have  agreed  with  that  argument  

that  law  enforcement  can  place  GPSes  on  any  American  citizen's  car?  

LYNCH:  

Well  certainly,  Senator,  I  wasn't  involved  in  a  legal  analysis  or  discussion  then.  Based  upon  the  practice  prior  to  the  Supreme  

Court  argument  and  the  fact  that  law  enforcement  had  used  various  techniques,  this  was  a  new  technique  that  was  being  

evaluated  and  had  been  used  in  a  variety  of  ways.  

So,  my  understanding  was  that  after  a  careful  consideration  of  precedent  and  practice,  the  department  made  a  strong  

argument,  the  Supreme  Court  has  reasoned  and  has  ruled  that  a  warrant  is  required.110 of 187 7/25/16, 7:21 PM 
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follow.  

CRUZ:  

The  Obama  Justice  Department,  22  times,  has  gone  before  the  Supreme  Court  arguing  for  broader  government  authority.  

And  22  times,  it  has  been  unanimously  rejected.  9-0,  the  court  has  rejected  those  claims.  

Another  case  was  a  case  called  Hosanna-Tabor,  where  the  Obama  Justice  Department  argued  before  the  Supreme  Court  

that  the  First  Amendment  has  no  relevance,  says  nothing  about  whether  a  church  may  select  its  own  ministers  or  pastors.  

Do  you  agree  with  that  position  that  was  put  forth  by  this  Justice  Department?  

LYNCH:  

Well  Senator,  I  have  not  read  the  briefs  on  that,  so  certainly  I'm  not  aware  of  the  full  articulation  of  that  position,  but  I  believe  

the  Supreme  Court  has  spoken  and  has  resolved  that  issue.  

Certainly,  should  I  be  confirmed  as  attorney  general,  I  would  follow  that  precedent.  

CRUZ:  

You  are  correct  again.  The  Supreme  Court  resolved  that  9- 0,  rejecting  the  opinion.  And  I  would  note,  Justice  Elena  Kagan,  

an  appointee  of  this  president,  said  from  the  bench  in  that  argument  to  the  Department  of  Justice's  lawyer,  "I  find  your  

position  amazing  that  the  Justice  Department  would  argue  the  First  Amendment  does  nothing,  says  nothing,  about  a  

church's  ability  to  appoint  its  own  ministers  and  pastors."  

Let  me  ask  you,  if  you  are  confirmed  as  attorney  general,  will  you  commit  to  this  committee  to  provide  greater  scrutiny  to  the  

positions  the  Justice  Department  takes  before  the  Supreme  Court,  and  in  particular,  to  stop  the  practice  over  and  over  again  

of  advocating  for  broad  government  power,  which  has  resulted  in  22  times  the  Supreme  Court  unanimously  rejecting  that  --

that  argument?  

LYNCH:  

Senator,  should  I  be  so  fortunate  so  as  to  be  confirmed  as  attorney  general,  I  will  take  every  case  that  comes  before  the  

Department  of  Justice  seriously.  I  will  consult  with  the  career  prosecutors  there,  also  within  the  solicitor  general's  office  on  

the  facts  of  the  case,  the  relevant  law,  and  in  conjunction  with  them,  give  -- provide  my  best  judgment  as  to  the  approach  to  

take.  

CRUZ:  

Is  it  your  understanding  of  the  role  of  the  attorney  general  that  the  Department  of  Justice  should  always  advocate  greater  

government  power?  

LYNCH:  

Senator,  my  view  is  that  the  Department  of  Justice  advocates  to  defend  statutes  as  passed  by  Congress  and  that  its  

greatest  function  is  to  represent  the  American  people.  

With  respect  to  specific  cases,  again,  I  will  always  do  as  I  have  done  throughout  my  career  as  a  lawyer.  I  will  carefully  

examine  the  facts  of  the  case,  the  relevant  law,  precedent,  and  make  the  best- reasoned  argument  that  there  is  to  support  

the  position  that's  being  advocated.  

CRUZ:  

Well,  let's  shift  to  another  area  where  this  Department  of  Justice  has  not  been,  in  my  view,  faithfully  enforcing  the  law.  In  May  

of  2013  the  inspector  general  of  the  Treasury  Department  concluded  that  the  IRS  had  wrongfully  targeted  citizen  groups  for  

their  political  views.
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Ms.  Lynch,  do  you  agree  with  what  President  Obama  said  then,  that  the  American  people  have  a  right  to  be  angry  at  the  IRS  

targeting  citizens  for  their  political  views?  

LYNCH:  

Senator,  my  view  is  that  political  views  or  bias  have  no  place  in  the  way  in  which  not  only  the  Department  of  Justice,  but  all  

agencies  carry  out  their  duties.  And  certainly  when  people  hear  of  something  that  raises  that  issue,  I  can  understand  their  

concerns.  

CRUZ:  

In  the  nearly  two  years  that  have  transpired,  the  individual  who  led  the  IRS  office  in  question,  Ms.  Lois  Lerner,  has  testified  

twice  before  Congress  and  has  pleaded  the  Fifth,  which,  as  you  are  well  aware,  means  she  raised  her  hand  and  said,  if  I  

answer  your  questions,  it  means  I  may  incriminate  myself  in  criminal  conduct.  

In  the  nearly  two  years  since  that  time  has  transpired,  not  a  single  person  has  been  indicted.  In  the  nearly  two  years  since  

that  time  has  transpired,  many  of  the  victims  of  the  illegal  targeting  have  yet  to  be  interviewed  by  the  FBI  or  the  Department  

of  Justice.  

And  in  the  nearly  two  years  that  have  transpired,  we've  discovered  that  the  Department  of  Justice  appointed  to  lead  the  

investigation  a  partisan  Democrat  who  has  been  a  major  donor  to  President  Obama  and  the  Democratic  Party.  

Indeed,  she  has  given  over  $6,000  to  President  Obama  and  the  Democratic  Party.  In  your  view,  is  it  consistent  with  fairly  and  

impartially  enforcing  the  law  to  have  an  investigation  into  the  abuse  of  power  by  the  IRS  headed  by  a  major  Democratic  

donor?  

LYNCH:  

Senator,  my  understanding  of  that  investigation  is  really  from  public  records.  I'm  not  familiar  with  the  specifics  of  it.  I  can  

certainly  tell  you  that  complex  investigations  often  do  take  several  months  if  not  a  year  or  more  to  resolve.  

And  I  don't  know  the  status  of  the  witness  interviews  at  this  point,  so  I'm  not  able  to  provide  you  information  on  that  point  

that  you  raised.  

With  respect  to  how  an  investigation  is  staffed,  again,  I  believe  that  while  I'm  not  familiar  with  the  details  of  this,  certainly  my  

view  is  that  the  department  has  career  prosecutors  who  are  devoted  to  the  Constitution  and  to  the  fair  and  effective  exercise  

of  their  judgment,  and  that  the  department  has  made  the  decision  as  to  how  to  best  staff  the  case  and  manage  the  case.  

I'm  just  not  able  to  comment  on  the  length  or  other  issues  that  you  raise.  Certainly  should  I  be  confirmed,  I  look  forward  to  

learning  more  about  the  matter.  And  as  I've  said  before,  Senator,  I  appreciate  your  raising  concerns  with  me  and  I  hope  that  

you  will  continue  to  do  so  should  I  have  the  opportunity  to  work  with  you  in  the  future.  

CRUZ:  

You  know,  one  of  the  terrific  things  about  the  Department  of  Justice  is  that  it  has  a  long  and  bipartisan  tradition  of  remaining  

above  the  fray  from  partisan  politics,  of  demonstrating  a  fidelity  to  law,  so  that  when  serious  accusations  of  abuse  of  power,  

and  in  fact  of  abusing  the  IRS,  were  raised  against  Richard  Nixon,  his  attorney  general,  Elliot  Richardson,  a  Republican,  

appointed  an  independent  counsel  to  investigate  those  allegations  free  of  any  tainted  propriety  or  partisan  bias.  

Likewise,  when  serious  allegations  of  wrongdoing  against  William  Clinton  were  raised,  his  attorney  general,  Janet  Reno,  a  

Democrat,  made  the  same  determination  to  appoint  an  independent  counsel,  Robert  Fisk,  to  investigate  the  matter  free  of  
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special  prosecutor  to  investigate  the  IRS  abuse  of  power  who,  at  a  very  minimum,  is  not  a  major  Obama  donor  and  who  can  

be  counted  on  to  actually  investigate  the  facts  and  follow  them  wherever  they  may  lead?  

LYNCH:  

Senator,  again,  I'm  not  familiar  with  the  investigation  in  great  detail  at  this  point.  My  understanding  is  that  that  matter  has  

been  considered  and  that  the  matter  has  been  resolved  to  continue  with  the  investigation  as  currently  set  forth.  

Should  I  be  confirmed  as  attorney  general,  I  can  commit  to  you  that  I  will  take  seriously  every  allegation  of  abuse  of  power  

brought  to  my  attention.  And  in  conjunction  with  career  prosecutors  and  this  body  where  appropriate,  make  the  best  

decision  about  how  to  handle  that  investigation.  

CRUZ:  

Ms.  Lynch,  you're  correct,  the  matter  has  been  considered.  Indeed,  I  sent  a  letter  to  Attorney  General  Holder  laying  out  the  

facts  and  asking  him  to  follow  the  bipartisan  tradition  of  his  predecessors  and  uphold  the  rule  of  law.  

And  he  responded  in  writing  that  he  was  declining  to  appoint  a  special  prosecutor.  And  the  basis  of  his  declining  to  do  so  

was  the  "discretion  of  the  attorney  general."  So  despite  the  internal  DoJ  rules  that  require  recusal  if  there's  even  an  

appearance  of  bias,  the  attorney  general  refused  to  appoint  a  special  prosecutor.  

You've  stated  you're  not  familiar  with  this  investigation.  I  think  that's  unfortunate  because  when  you  and  I  visited  over  a  

month  ago  in  my  office,  we  talked  about  this  investigation.  

I  told  you  it  was  a  very  serious  concern  of  mine  and  I  asked  before  your  hearing  if  you  would  take  the  time  to  familiarize  

yourself  with  what  had  occurred.  

And  yet  your  answer  today  is  that  you're  not  aware  of  what's  happening.  Let  me  ask  a  more  general  question.  Would  you  

trust  John  Mitchell  to  investigate  Richard  Nixon?  

LYNCH:  

You're  referring  to  former  Attorney  General  Mitchell?  

CRUZ:  

Yes.  

LYNCH:  

Again,  Senator,  again,  based  on  that  hypothetical,  I'd  have  to  know  what  the  issue  was  and  what  you  were  requesting  him  to  

do.  

CRUZ:  

Would  you  trust  John  Mitchell  to  investigate  the  allegations  of  wrongdoing  in  the  break-in  at  Watergate  against  Richard  

Nixon?  Would  you  trust  John  Mitchell,  who  had  run  Richard  Nixon's  campaign,  to  investigate  the  allegations  that  ultimately  

led  to  Richard  Nixon  resigning  the  presidency?  

LYNCH:  

Well,  I  think  that  matter  has  been  resolved.  

CRUZ:  

Indeed.  

(LAUGHTER)  
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believe  his  role  in  it  has  been  resolved  as  well.  

So,  I'm  sorry,  I  just  not  able  -- I  don't  think  I'm  understanding  the  basis  of  your  question,  sir.  

CRUZ:  

Ms.  Lynch,  there  are  many  of  us  who  are  alumni  of  the  Department  of  Justice,  who  have  most  respected  the  department  

when  it  demonstrated  independence  from  the  president,  when  the  department  was  willing  to  stand  up  to  the  president,  

when  the  attorney  general  behaved  not  as  if  he  or  she  were  the  personal  lawyer  for  the  president  who  appointed  them,  but  

rather  when  the  attorneys  general  in  both  parties  have  behaved  as  independent,  impartial  law  enforcement  officers  who  owe  

a  fidelity  to  the  Constitution  and  the  laws.  

Prior  to  becoming  attorney  general,  Eric  Holder  had  a  reputation  as  a  U.S.  attorney  of  upholding  the  law.  And  I  was  hopeful  

when  he  was  appointed  that  he  would  carry  that  reputation  forward  as  attorney  general.  

It  has  saddened  me  greatly  that  he  has  not  done  so.  And  I  will  say  it  is  disappointing  in  this  hearing  that,  try  as  I  might,  there  

has  been  nothing  I  have  been  able  to  ask  you  that  has  yielded  any  answer  suggesting  any  limitations  whatsoever  on  the  

authority  of  the  president.  

That  does  not  augur  well  for  this  committee's  assessment  of  your  willingness  to  stand  up  to  the  president  when  the  

Constitution  and  the  laws  so  require.  Do  you  agree  with  that  characterization?  

LYNCH:  

Senator,  as  I've  indicated  before,  I  believe  that  the  role  of  the  attorney  general  is  to  provide  their  most  objective,  well-

researched,  independent  legal  advice  to  the  president  or  any  agency  who  may  come  before  them  with  a  request  for  an  

opinion.  

And  where  there  is  a  legal  basis  for  the  request  being  made,  to  indicate  so.  But  where  there  is  not,  to  also  tell  the  president  

or  any  other  executive  agency  that  what  they  are  asking  for  is  not  within  the  framework  of  the  law.  

I  believe  that  that's  the  role  of  the  attorney  general.  I  believe  the  attorney  general  must  represent  the  people  of  the  United  

States.  And  should  I  be  so  fortunate  as  to  be  confirmed,  they  will  be  my  client  and  they  will  be  my  first  thought.  

CRUZ:  

The  "they"  that  you  refer  to  as  your  client,  I  just  -- for  clarification,  to  whom  did  the  "they"  refer?  I'm  sorry.  

LYNCH:  

They  refer  to  the  American  people.  

CRUZ:  

And  yet,  and  I'll  ask  again,  can  you  articulate  any  limitations  on  the  author  of  the  president  that  as  attorney  general  you  

would  be  prepared  to  stand  up  and  tell  the  president,  no,  there  is  some  modicum  of  power  you  do  not  have?  

LYNCH:  

Senator,  I  believe  that  the  role  of  the  attorney  general  does  encompass  the  role  of  advising  the  president  of  when  actions  do  

not  have  the  appropriate  legal  framework  and  when  they  may  not  be  undertaken.  

That  is  something  that  I  believe  is  an  important  part  of  the  functions  of  the  attorney  general.  And  certainly  should  I  be  so  

fortunate  as  to  be  confirmed,  it  is  something  that  I  would  not  hesitate  to  do.  
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Well,  I  hope  that  you  will  very  much  carry  through  on  that.  It  is  discouraging  that  in  the  course  of  this  hearing  you  have  been  

unwilling  to  say  that  the  president  lacks  the  authority  to  refuse  to  enforce  tax  laws,  labor  laws,  environmental  laws,  

immigration  laws.  

That  you  have  declined  to  say  that  the  president  cannot  order  a  drone  strike  on  an  American  citizen  on  U.S.  soil.  And  that  

you  have  refused  to  commit  to  a  fair  and  impartial  investigation  of  the  IRS  abuse  of  power  by  a  special  prosecutor.  

I  hope  if  you  are  confirmed  that  your  conduct  in  office  differs  from  the  answers  you  have  given  at  this  hearing.  

My  time  has  now  expired.  I  see  Senator  Leahy  is  here.  So  I  recognize  Senator  Leahy.  

LEAHY:  

I  see  Senator  Tillis  is  here  too.  I'll  withhold  my  time  that  I  have.  

TILLIS:  

Thank  you,  Senator.  

Ms.  Lynch,  I  wanted  to  go  back  to  -- and  I  do  apologize  for  all  this  cycling,  if  you  saw  the  activity  over  in  the  Senate  

Chamber,  you  know  why  we're  going  through  it,  certainly  not  for  a  lack  of  interest  in  this  important  topic.  

But  I  want  to  go  back  to  the  idea  of  the  limited  resources  within  the  DoJ  and  some  matters  that  I'd  like  to  get  some  sense  

that,  if  you  should  be  confirmed,  that  you  would  take  a  look  at  it  and  potentially  reconsider  some  of  the  priorities  of  the  

current  attorney  general.  

And  I'll  give  you  one  example.  In  North  Carolina  we  did  change  the  election  law,  early  voting.  We  went  from  17  days  to  1 0  

days.  In  that  law,  though,  we  made  it  by  law  you  could  never  offer  fewer  hours  of  early  voting  than  the  highest  number  that  

you'd  ever  offered  in  that  particular  county.  

And  what  that  had  the  effect  of  in  this  last  election  cycle  is  historic  turnout,  even  among  minorities.  And  so  I've  got  a  --

we've  got  a  lawsuit  filed  by  this  Department  of  Justice  where  I'm  named  in  it  questioning  that.  

But  then  we  have  1 2  states  that  have  no  early  voting  whatsoever.  And  I'm  wondering  why  -- it  seems  to  be  inconsistent,  

when  have  one  state  that's  preserving  the  most  that  it  has  ever  had  before,  other  states  that  have  never  offered  it,  that  we  

would  -- in  a  time  of  limited  prosecutorial  resources,  that  we  would  actually  allocate  that  way,  given  all  that  has  been  said  

today  about  the  limits  of  resources  and  the  need  to  allocate  them  to  their  best  and  highest  use.  

Can  you  give  me  some  sense  of  your  thinking  on  that?  

LYNCH:  

Well,  Senator,  with  respect  to  the  current  litigation  that  has  been  filed,  I  haven't  been  involved  in  it  to  date.  I  do  know  that  it  is  

proceeding  through  the  courts  and  I  believe  there  will  be  further  action  this  summer.  There  may  be  a  trial,  I'm  not  sure.  

And  so  I  think  we  will  have  to  wait  and  see  the  judicial  determination  on  the  impact  of  the  changes  in  the  North  Carolina  

state  law.  

As  I  indicated  earlier,  states  obviously  have  a  grave  interest  and  a  great  interest  in  both  preserving  the  right  to  vote  and  

protecting  the  integrity  of  the  vote.  And  many  of  them  do  so  in  ways  that  are  effective  throughout  several  states.  

The  Department  of  Justice  will  always  have  a  concern  if  the  matter  is  raised  as  to  whether  or  not  there  is  a  negative  impact,  
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those  lines.  And  certainly  nothing  -- I  don't  believe  anything  would  have  been  personally  aimed  at  you,  sir.  

TILLIS:  

Oh,  no.  

LYNCH:  

But  so  with  respect  to  that,  when  the  issue  is  whether  or  not  a  change  in  statutes  somehow  infringes  upon  this,  our  most  

important  right,  it  is  something  that  the  Department  of  Justice  will  always  review.  

But  certainly,  sir,  I  look  forward  to  having  discussions  with  you  about  the  nature  of,  not  this  case,  because  it's  under  

litigation,  but  other  matters  in  which  the  department  is  taking  an  interest  and  getting  views  of  you  and  others  on  this  

committee  on  them.  

TILLIS:  

I  think  it's  very  important  because  should  you  be  confirmed,  I  think  -- again  I  think  we  will  always  be  in  this  state  of  not  

enough  resources  for  all  the  things  that  we  want  to  do.  

And  it  just  seems  to  me  that  this  may  be  one  example  where  if  you  look  objectively  at  the  Supreme  Court  case,  states  that  

are  doing  everything  that  they  can  to  respect  and  promote  a  citizen's  right  to  vote,  that  to  spend  our  additional  time  and  

resources  re-prosecuting  laws  doesn't  seem  to  be  the  best  use  of  resources  in  the  context  of  the  limited  resources  that  

we've  discussed  and  several  members  on  this  panel  have  discussed  today.  

And  I  would  look  forward  to  -- should  you  be  confirmed,  to  having  a  discussion  with  you  about  how  we  can  be  sure  that  we  

are  putting  it  to  the  best  purposes,  for  the  good  of  the  American  people  that  you're  trying  to  serve  or  that  will  you  try  to  

serve.  

LYNCH:  

Thank  you,  sir.  

TILLIS:  

Thank  you.  

GRASSLEY:  

Senator  Sessions.  

SESSIONS:  

Thank  you,  Mr.  Chairman.  I'm  honored  to  serve  with  you  and  also  to  have  served  with  our  former  chairman.  And  I  appreciate  

the  opportunity  today.  

I  just  want  to  pursue,  to  me,  some  legal  rights  here.  It  seems  to  me  that  if  there  are  two  people  applying  for  a  job  as  a  truck  

driver,  one  of  them  is  a  lawful  immigrant  or  a  citizen,  and  another  is  not,  under  the  president's  order,  the  person  unlawfully  

here  magically  at  this  moment  becomes  eligible  to  compete  against  an  unemployed  American  truck  driver.  

And  I  think  that's  bizarre.  And  the  idea  that  there  are  rights  that  might  attach  to  someone  here  unlawfully,  they  take  jobs  from  

Americans  under  difficult  working  conditions,  as  we  are  today,  is  antithetical  to  common  sense.  

So  I  think  that  we  -- somebody  needs  to  be  asking  themselves,  who  is  protecting  the  American  worker,  the  people  who  are  

paying  the  salaries  of  you,  the  president,  and  all  of  us?  

And  as  a  matter  of  law,  the  people  who  elect  us  are  the  people  we  are  most  directly  accountable  for,  and  that's  the  citizens
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who claims that they're legal to work now, because of the president's order, and they didn't become a truck driver, and the 

person that was recently legalized did get the job? 

CQ.com what  kind  of  claim,  have  you  thought  about  t  is,  that  might  somebody  who  loses  out  to  a  person  

LYNCH:  

Well,  Senator,  at  the  outset  I  do  want  to  state  that  it's  my  understanding  that,  and  there  is  no  right  to  work  for  an  

undocumented  immigrant  in  the  country,  so  they  would  not  have  the  right  to  work,  for  those  people  who...  

SESSIONS:  

Well,  they  would  under  the  president's  order,  would  they  not?  

LYNCH:  

For  those  people  who  can  obtain  documentation,  be  it  a  green  card  or  a  visa  or  other  cards,  they  would  have  the  ability  to  

apply  for  positions.  With  respect  to...  

SESSIONS:  

Well,  could  I  ask  you  about  that?  The  president  is  going  to  give  work  permits  to  5  million.  They  would  be,  under  his  theory,  

entitled  to  work.  He  would  have  created  5  million  persons  to  compete  against  5  million  Americans  for  a  limited  number  of  

jobs,  right?  

LYNCH:  

Senator,  I  believe  that  if  the  process  were  to  be  implemented  as  what  I  reviewed,  there  would  be  criteria  set  up  for  people  to  

apply  for  work  permits.  They  would  apply.  There  would  have  to  be  a  decision  as  to  whether  or  not  they  would  receive  them.  

And  then  I  do  not  know  what  level  of  employment  they  would  be  able  to  apply  for,  but  assume  that  they  could  apply  for  

positions.  

SESSIONS:  

Well,  the  estimates  are,  I  think,  from  the  White  House,  it  would  be  as  many  as  -- a  total  of  5  million.  And  they  would  be  given  

work  authorization,  photo  IDs,  Social  Security  numbers,  and  the  ability  to  participate  in  Social  Security  and  Medicare.  

Are  you  aware  -- and  to  me  I  find  no  lawful  basis  for  this.  And  as  the  attorney  general  and  the  person  who  supervises  the  

Office  of  Legal  Counsel,  whose  opinion  you  have  basically  affirmed  here  today,  then  you  become  in  a  sense  the  point  person  

for  this  effort.  

And  some  have  suggested,  well,  it's  Homeland  Security.  But  Homeland  Security  asked  your  department,  Attorney  General  

Holder's  department,  the  Office  of  Legal  Counsel,  for  an  opinion  that  would  allow  them  to  do  so,  so  in  effect  had  the  

Department  of  Justice  said  no,  that  this  is  not  appropriate  and  cannot  be  justified,  Homeland  Security  would've  been  bound  

by  that  rejection,  would  it  not?  

LYNCH:  

Homeland  Security  would've  been  bound  by  that  opinion,  as  I  believe  they  were  with  respect  to  the  portion  of  their  proposal  

to  which  the  Office  of  Legal  Counsel  did  say  no,  there  was  not  a  legal  basis  for  another  portion  that  they  sought  to  

implement.  And  I  believe  they  did  not  implement  that.  

With  respect  to  the...  

SESSIONS:  

I'm  only  talking  about  what  they  did  agree  to,  that  apparently  with  the  -- create  this  new  number  of  workers.  Well,  are  there  

plans  to  -- what  if  there's  somebody  not  in  the  5  million  is  arrested  for  speeding  next  week?  Would  they  be  deported?  

LYNCH:117 of 187 7/25/16, 7:21 PM 
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status  if  that's  what  they  initially  had.  

SESSIONS:  

Well,  the  point  is  that  you're  not  going  to  deport  any  of  the  7  million  either.  That's  the  policy  that's  become  clear  in  the  last  

few  years,  and  so  the  administration  I  would  suggest,  quite  plainly,  is  nullifying  American  immigration  law  to  a  degree  that's  

breathtaking  in  effect.  

For  example,  you're  saying  that  we  -- not  only  will  we  not  find  the  resources,  ask  for  the  resources,  nobody's  asked  for  more  

resources  to  enforce  the  law  if  they  need  them.  

The  president  isn't  asking  for  it  because  he  has  no  intention,  if  it  were  given  to  him,  to  use  that  money  for  that  effect.  So  

that's  the  problem  we've  got.  That's  why  the  American  people  are  wondering  who's  going  to  defend  them?  Who  is  going  to  

defend  their  children  who  are  out  trying  to  find  a  job?  African  Americans  who  have  the  highest  unemployment  rate  among  

young  people?  The  data  is  clear.  

This  large  flow  of  immigration  at  this  time  of  low  employment  is  hurting  the  poor  the  most.  So,  I  would  say  to  you  that  I'm  

not  raising  this  just  to  make  an  argument  about  what  kind  of  immigration  policy  we  need.  

I'm  raising  this  as  a  constitutional  and  legal  question  of  incredible  importance.  As  I  read  to  you,  professors  have  said  this  is  

perhaps  the  greatest  presidential  overreach  in  history.  The  Congress  refused  to  pass  what  the  president  wanted  to  do.  

And  I'm  not  saying  that  you  made  that  decision.  You  didn't.  But  your  department  gave  the  legal  opinion  that  justified  it,  after  

he,  28  times,  said  he  didn't  have  authority  to  do  it.  Really  an  amazing  event.  

So  Mr.  Chairman,  I  respect  the  nominee.  She's  got  a  good  family,  I  know  she  was  raised  right.  And  I  appreciate  that.  Maybe  

you're  just  in  a  difficult  position  that's  not  necessarily  your  fault,  but  I  am  not  satisfied  that  we  at  this  point  in  history  can  just  

slide  by  and  let  this  go.  

I  think  we  need  to  confront  this  issue  as  a  Congress  and  it  needs  to  use  the  powers  that  it  has  to  defend  its  legitimate  rights  

under  the  Constitution  and  that's  why  I  have  difficulties  with  your  nomination.  I  respect  you  and  appreciate  your  appearance  

today  and  your  willingness  to  answer  questions.  

Thank  you.  

GRASSLEY:  

Before  I  go  back  to  Senator  Tillis  for  three  or  four  minutes,  call  on  Senator  (inaudible)  

But  let  me  assure  everybody  that  Senator  Tillis,  Senator  Leahy,  I've  got  a  couple  requests  of  you,  and  then  I  think  we're  

done.  

LEAHY:  

Thank  you,  and  another  roll  call  vote  has  started.  And  I'll  be  leaving  soon.  I  am  sorry  there's  been  so  many  questions  that  

really  have  nothing  to  do  with  your  qualifications.  You  were  shown  a  book  and  told  this  is  terrible  what's  happening,  the  

implication  being  that  it's  something  this  administration  did,  the  prosecution  of  Ted  Stevens,  of  course,  was  the  last  

administration  that  did  that.  This  administration  exonerated  him.  

Be  that  as  it  may,  we  talk  about  immigration.  We've  had  millions  of  people  here  that  every  administration  known,  you  can't  

just  remove  1 0,  1 2  million  people.  That's  what  President  Reagan  said,  both  President  Bushes  said.  I've  been  here  since  
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Grover  Norquist,  a  very  conservative  economist,  said  it  would  add  billions  of  dollars,  billions  of  dollars,  hundreds  of  billions  

of  dollars  to  our  economy,  and  it  would  increase  jobs,  not  decrease  them,  but  increase  jobs.  I  wish  the  speaker  of  the  House  

had  allowed  it  to  come  to  a  vote  over  in  the  other  body.  It  would've  passed.  

But  that's  not  an  issue  for  you.  That's  an  issue:  are  you  qualified  to  be  attorney  general?  I  have  -- I  have  seen  a  lot  of  

attorneys  general  in  the  40,  now  going  into  my  41 st  year.  Some  were  very  good,  in  both  parties.  I  think  of  Ed  Levi  for  

example,  in  Gerry  Ford's  administration.  Others,  I  remember  one  that  I  think  all  my  Republican  colleagues  voted  for.  When  

he  was  here  before  this  committee  and  asked  questions,  when  you  get  to  50  or  60  (ph)  of  the  questions  in  advance,  and  he  

answered  it  75  times,  I  don't  know  the  answer,  or  I'm  not  sure,  I  can't  answer  that,  even  though  it  had  the  questions  weeks  

in  advance,  they  voted  for  him.  

I  must  say,  that  I  cannot  think  of  anybody  in  all  these  years  I've  been  here  who  has  struck  me  so  much  as  being  qualified  to  

be  attorney  general  as  yourself.  I  said  earlier,  you're  a  prosecutor's  prosecutor.  I  think  of  the  attorney  general  as  the  attorney  

general  of  the  United  States,  there  for  all  of  us.  I  just  referred  to  my  days  as  a  young  law  student,  being  recruited  by  an  

Attorney  General  Robert  Kennedy,  but  I  was  just  too  homesick  for  Vermont,  so  didn't  say.  

I  am  not  going  to  ask  further  questions  because  I  am  satisfied  with  what  you've  said  so  far.  You  will  have  my  vote.  You  have  

my  strong  support.  And  I  hope  in  the  remaining  part  of  this  administration,  you  will  be  there  to  enforce  the  laws  of  the  United  

States.  

Thank  you  Mr.  Chairman.  I  have  nothing  further  to  say.  I'll  put  the  rest  of  my  statement  in  the  record.  

LYNCH:  

Thank  you,  Senator.  

GRASSLEY:  

Senator  Tillis.  

TILLIS:  

Thank  you  Senator.  

And  I  apologize,  I  should've  taken  care  of  this  question.  My  final  question,  Ms.  Lynch,  is  really  around  the  philosophy  that  

you  may  bring  to  the  Department  of  Justice.  

In  December  of  2014,  the  Government  Accountability  Office  issued  a  report  that  was  titled  "the  Department  of  Justice  could  

strengthen  procedures  for  disciplining  its  attorneys."  There  were  a  couple  of  examples  going  back  to  even  I  think  the  

handling  of  New  Orleans  police  officers  related  to  the  Katrina,  Hurricane  Katrina,  where  either  misconduct  or  they  had  

perjured  themselves.  

Would  you  agree  with  me  that  the  Department  of  Justice  employees  who  would  engage  in  this  sort  of  activity,  either  through  

prosecutorial  misconduct  or  through  perjuring  themselves  in  court,  are  they  the  kind  of  personnel  that  you  would  allow  to  

continue  to  be  employed  in  the  DOJ.  

LYNCH:  

Certainly  Senator,  with  respect  to  personnel  issues,  I  take  very  seriously  the  integrity  of  every  member  of  my  staff.  And  if  

confirmed  as  attorney  general,  would  also  take  very  seriously  the  professionalism  of  the  members  of  all  the  staff  of  the  

Department  of  Justice,  all  of  whom  I  have  found  to  have  been  a  privilege  and  a  pleasure  to  work  with,  and  to  be  dedicated  
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But  I  will  say  that  with  respect  to  the  staff  and  the  attorneys  at  the  Department  of  Justice,  they  are  some  of  the  most  

effective  and  professional  individuals  that  I've  had  the  pleasure  to  be  affiliated  with.  

TILLIS:  

Well,  should  you  be  confirmed,  since  this  report  was  just  dated  last  month,  I  hope  that  it's  something  that  you  would  take  

into  account  as  you  go  into  the  organization  and  look  at  the  resources  that  you've  inherited  responsibility  for.  

Thank  you  very  much  and  thanks  to  the  family  in  particular.  This,  I  know  it's  a  long  day,  and  those  seats  aren't  that  

comfortable.  So  thank  you  all,  and  again,  congratulations  on  the  honor  that  -- that  you  have  from  the  president's  nomination.  

Thank  you  very  much.  

LYNCH:  

Thank  you,  Senator.  

GRASSLEY:  

I've  changed  my  mind.  I'm  not  going  to  ask  you  two  questions.  I'm  going  to  submit  them  for  -- along  with  some  other  

questions  for  you  to  answer  in  writing.  

I  thank  you  very  much  for  being  patient  today.  It  has  been  a  long  day  and  I  suspect  some  members  of  the  committee  were  

more  impressed  with  your  answers  than  others.  

We're  going  to  recess  for  the  day  and  have  our  second  panel  tomorrow.  I  think  you  should  -- I  hope  you'll  count  yourself  

lucky,  let's  say,  compared  to  Judge  Mukasey.  When  he  testified  he  was  forced  to  come  back  for  a  second  day  of  questions.  

Finally,  I'd  like  to  note  that  after  tomorrow's  panel  I'm  going  to  give  everyone  one  week  to  submit  questions  for  the  record.  

That's  standard  practice  on  this  committee.  And  once  again  thank  you  for  being  so  patient  and  putting  up  with  the  chaos  

that  I  formerly  referred  to.  

Thank  you  and  we  are  recessed  now.  Thank  you.  

LYNCH:  

Thank  you,  Senator.  
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GRASSLEY:  

For  the  members  who  are  present,  except  for  the  ones  that  are  here  already,  it'll  be  on  seniority.  And  then  other  people  that  

come  in,  you'll  be  called  on  according  to  how  our  respective  staff  keep  track  of  you  in  the  order  of  your  appearance.  

GRASSLEY:  

Before  Chairman  Leahy  and  I  give  our  opening  statements,  I'd  like  to  go  over  some  things  I  said  yesterday.  

First  of  all,  we  welcome  everybody  back  to  the  second  day  of  hearing  on  Ms.  Lynch's  nomination  to  be  attorney  general.  

As  I  said  yesterday  -- and  everybody  abided  by  this,  and  I  want  to  thank  everybody  that  was  here  yesterday  for  their  

courtesy  -- I  want  everyone  to  be  able  to  watch  the  hearing  without  obstruction,  and  if  people  stand  up  and  block  the  view  121 of 187  7/25/16, 7:21 PM  

of  those  behind  them  or  speak  out  of  turn,  it's  not  fair  or  considerable  to  the  others.  
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toCQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvODocument Aggregation z0svSi0uzs...So  officers  would  remove  th  se  individuals,  and  that's  what  I  want  to  hank,  because  we  didn't  have  any  of  those  incidents  

yesterday.  

Before  we  begin  the  opening  statements,  take  care  of  a  couple  housekeeping  items  and  explain  the  process.  

First  of  all,  I  want  to  thank  everyone  for  their  patience  yesterday.  Looks  like  we're  going  to  have  more  floor  votes  today,  so  

again,  I'm  asking  for  your  flexibility.  

After  opening  statements,  the  plan  is  to  start  the  first  round  of  questions  then  recess  so  members  can  vote.  

We  would  then  return  after  the  first  series  of  stack  votes  -- and  I'm  assuming  that's  going  to  be  around  1 2:45,  but  you  folks  

that  are  answering  questions  for  us,  you  can't  necessarily  count  on  that  -- but  then  we  would  keep  going  through  the  --

there's  four  votes  this  afternoon.  We'll  -- we  won't  adjourn  at  that  particular  time;  we'll  do  like  we  did  yesterday.  We  will  take  

time  to  -- or  take  turns  going  and  voting.  

Senator  Leahy,  then,  and  I  will  now  give  our  opening  statements,  then  we'll  return  -- turn  to  our  witnesses  for  their  opening  

statements.  

Following  their  statements,  we'll  begin  with  the  first  round  of  questions,  in  which  each  senator  will  have  1 0  minutes  after  the  

first  round,  then  we'll  go  to  eight  minutes  of  questions.  

And  so  then  I  will  give  my  opening  statement.  

Obviously,  welcome,  everybody,  audience  as  well  as  witnesses,  to  our  second  day  of  hearings  on  Ms.  Lynch's  nomination  to  

be  attorney  general.  

Yesterday,  we  heard  from  the  nominee.  I  thought  she  was  very  engaging,  very  competent.  There's  no  question  about  her  

competence  from  what  she's  done  as  far  as  her  legal  background  and  her  work  as  U.S.  attorney.  

We  appreciated  her  willingness  to  stay  here  through  it  all  so  we  could  done  with  her  in  one  day  and  everybody  that  wanted  

to  ask  questions  verbally  could  do  it.  Of  course,  there's  going  to  be  a  lot  of  questions  in  writing  for  her  to  answer  in  time.  

She's  clearly  a  skilled  and  competent  lawyer.  We  asked  questions  yesterday.  

But  I  have  to  say,  at  least  from  my  standpoint  -- I'm  not  speaking  for  any  other  member  -- it  seemed  like  indirect  answers.  

So  I  suspect  that  those  will  be  followed  up  with  questions  for  the  record.  

Today,  we  will  hear  this  second  panel  in  front  of  us  right  now.  Many  of  these  will  speak  to,  many  ways  -- in  many  ways,  the  

Department  of  Justice  under  its  current  leadership  has  failed  to  fulfill  some  of  the  most  basic  aspects  of  its  mission.  

The  question  for  me  and  a  lot  of  members  on  this  side  is  whether  Ms.  Lynch  is  committed  leading  the  Department  of  Justice  

in  a  new  direction.  There's  obviously  people  here  that  are  going  to  speak  about  the  direction  the  department  in  a  different  

way,  and  we'll  listen  courteously  to  that  as  well.  

We'll  hear  from  Sharyl  Attkisson  as  one  example  of  a  person  who  was  an  investigative  journalist,  who's  been  bullied,  

threatened  and  literally  blocked  from  entering  the  Department  of  Justice  because  she  had  the  guts  to  report  on  issues  like  

Fast  and  Furious  and  Benghazi.  That's  one  example  of  something  we'd  like  to  have  a  new  attorney  general  fix.  

We'll  also  hear  from  Catherine  Engelbrecht,  who  was  targeted  by  the  IRS  simply  because  she's  a  conservative  who's  had  

the  courage  to  stand  up  in  the  defense  of  freedom  and  the  Constitution.  The  department  has  paid  lip  service  7/25/16,to the 7:21 PM122 of 187 

investigation that is supposedly leading. So I would like to know how Ms. Lynch will take seriously the targeting of fellow 
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GRASSLEY:  

Then  we  have  Sheriff  David  Cooke  (sic),  Milwaukee,  who  will  testify  about  how  thousands  of  local  law  enforcement  officers  

across  this  country  feel  as  though  their  current  leadership  doesn't  fully  appreciate  the  work  that  law  enforcement  does  every  

day.  

So,  that's  important  to  see  how  Ms.  Lynch  might  do  to  mend  the  broken  relationships.  

And  then  we'll  hear  from  Professors  Turley  and  Rosenkranz,  who  will  address  how  the  Department  of  Justice  under  Eric  

Holder  has  rubber-stamped  the  president's  lawless  actions  from  the  unlawful  recess  appointments  and  the  unlawful  

executive  action,  specifically  on  immigration.  

So,  those  people  will  bring  up  points  that  we  have  made  not  quite  as  directly  as  they  have  or  personally  as  they  have  in  

hopes  that  Ms.  Lynch  will  restore  the  Office  of  Legal  Counsel  to  the  impartial  role  it  used  to  play  as  a  check  on  president's  

authority.  

So  I  look  forward  to  the  hearing  today.  

And,  now,  it's  Senator  Leahy's  turn  to  give  his  opening  statement.  

LEAHY:  

Well,  thank  you,  Mr.  Chairman.  

This  is  the  second  day  of  the  committee's  consideration  of  Loretta  Lynch  to  serve  as  our  nation's  attorney  general.  We  had  a  

long  day  yesterday  here.  

We're  going  -- today  we'll  hear  testimony  from  outside  witnesses  about  Ms.  Lynch.  I'd  especially  be  interested  in  testimony  

from  those  who  actually  know  her.  

Yesterday,  we  heard  directly  from  her  over  nearly  eight  hours  of  testimony.  She  testified  about  the  values  and  independence  

she'd  bring  to  the  Office  of  the  Attorney  General.  She  testified  how  she  would  make  its  priorities  national  security  and  public  

safety,  but  still  preserve  the  values  that  we  Americans,  I  hope  all  of  us,  hold  dear.  

I  was  encouraged  when  Republican  senators  on  the  committee  agreed  with  me  that  the  key  question  for  voting  for  a  

nominee  to  be  attorney  general  is  independence.  Some  of  us  remember  a  past  attorney  general  who  told  us,  well,  he's  a  

member  of  the  president's  staff.  And  we  all  had  to  remind  him,  no,  he's  not.  He's  not  like  the  secretary  of  justice.  He's  the  

attorney  general  of  the  United  States  and  is  supposed  to  be  independent.  

Responding  to  questions  on  issue  after  issue,  it  is  clear  that  Ms.  Lynch  is  an  independent  lawyer,  a  strong  character  with  

balanced  demeanor  and  obvious  abilities.  

I  also  want  to  take  a  moment  to  thank  Chairman  Grassley  for  his  handling  of  yesterday's  hearing.  It  was  no  easy  feat,  

especially  when  you  had  18  votes,  I  believe  it  was,  yesterday  afternoon,  and  kept  it  going.  He  made  sure  that  every  senator  

who  had  a  question  on  his  side  of  the  aisle,  they  were  given  the  time  to  ask  the  question  and  be  heard.  And  I  commend  him  

for  that.  I  appreciate  the  tone  of  this  hearing.  
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LEAHY:  

And  today,  I  was  not  surprised,  the  fairness.  We've  been  friends  for  decades,  and  I  know  you  well.  

We're  gonna  hear  from  law  enforcement  officials  who  actually  worked  with  Ms.  Lynch.  These  are  the  people  who  have  the  

best  knowledge  of  her.  They  strongly  support  her  nomination.  Their  presence  today  will  speak  to  the  support  Ms.  Lynch  has  

among  both  Republicans  and  Democrats,  similar  to  the  letter  that  one  of  the  finest  FBI  directors  we've  ever  had  has  

submitted  on  her  behalf,  Louis  Freeh.  

Now,  Barack  Obama  is  not  the  nominee.  That  may  come  as  a  surprise  to  some  who  heard  some  of  the  questions.  Eric  

Holder  is  not  the  nominee.  

Loretta  Lynch,  the  daughter  of  Lorine  and  the  Reverend  Lorenzo  Lynch,  a  U.S.  attorney  twice  unanimously  confirmed  by  the  

United  States  Senate,  one  who  has  been  applauded  for  her  law  enforcement  work,  that's  who  is  being  called  upon  to  

consider.  

And  I'm  confident  after  hearing  her  testimony  before  the  committee,  and  after  reviewing  her  record,  no  one  in  good  faith  

could  question  her  integrity  or  her  ability.  

She  said  yesterday  she  looks  forward  to  working  with  Congress  to  confront  the  many  issues  facing  Americans  today.  And  

she's  met  with  over  50  senators  in  both  parties.  

So  I  hope  we  can  come  together  in  the  Senate,  support  this  historic  confirmation,  for  an  outstanding  public  servant  and  to  

move  quickly  doing  it.  

Thank  you.  

GRASSLEY:  

Can  I  ask  you,  there's  no  reason  to  make  these  people  stand  for  an  oath,  is  there?  Can't  they  do  it  sitting  down?  

LEAHY:  

Sure.  

GRASSLEY:  

Or  do  they  have  to  stand?  

OK.  I'd  like  to...  

LEAHY:  

(inaudible)  

GRASSLEY:  

Well,  I  want  to  know  what's  legal.  

LEAHY:  

(inaudible)124 of 187  7/25/16, 7:21 PM  
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OK.  

Do  you  affirm  that  the  testimony  -- would  you  raise  your  hand,  please.  Do  you  affirm  that  the  testimony  you're  about  to  give  

before  the  committee  will  be  the  whole  truth  -- no.  OK,  let  me  start  over  again,  please.  

Do  you  affirm  that  the  testimony  you're  about  to  give  before  the  committee  will  be  the  truth,  the  whole  truth,  and  nothing  but  

the  truth,  so  help  you  God?  

Thank  you.  

Now,  I'm  going  to  introduce  everybody  at  the  table  all  at  once  instead  of  separately  when  one  person  gets  done  speaking.  

So  be  patient  with  me.  

Sharyl  Attkisson  is  an  investigative  journalist  and  author.  For  over  20  years  she  worked  for  CBS  News,  winning  multiple  

Emmy  awards  for  her  investigative  journalism  pieces,  including  her  reporting  on  the  201 2  Benghazi  report  and  Fast  and  

Furious.  

Next,  we  have  David  Barlow,  we  know  well.  Mr.  Barlow  served  as  U.S.  attorney  for  the  District  of  Utah,  20  1 -2014.  Prior  to  

his  tenure  as  U.S.  attorney,  Mr.  Barlow  served  on  this  committee  as  Senator  Leahy's  chief  counsel.  He's  now  a  partner  of  

Sidley  Austin,  Washington,  D.C.  

Next  is  Reverend  Newsome.  Reverend  Clarence  Newsome  is  president  of  the  National  Underground  Railroad  Freedom  

Center  in  Cincinnati,  Ohio.  

Next  is  Janice  Fedarcyk.  Ms.  Fedarcyk  served  as  assistant  director  in  charge  of  FBI's  New  York  Division,  2010-201 2.  Ms.  

Fedarcyk  currently  runs  a  Fedarcyk  Consulting,  Washington,  D.C.  I  know  I  pronounced  it  wrong.  

Next  we  have  Stephen  Legomsky,  a  professor.  He  is  at  John  S.  Lehman  University  Professor  at  Washington  University  

School  of  Law.  

Next,  we  have  Jonathan  Turley.  He  is  J.B.  and  Maurice  C.  Shapiro  professor  of  public  interest  law,  George  Washington  

University  Law  School.  

David  Clarke,  sheriff,  Milwauk  County  -- Milwaukee  County  and  has  served  for  over  36  years  as  a  law  enforcement  

professional.  

Next,  Nicholas  Rosenkranz  is  a  professor  of  constitutional  law  and  federal  jurisdiction,  Georgetown  University  Law  Center,  

and  a  senior  fellow  at  the  Cato  Institute.  

Finally,  we  have  Catherine  Engelbrecht.  Ms.  Engelbrecht  is  the  founder  and  chairwoman  of  True  the  Vote,  an  election  

integrity  organization,  the  founder  of  King  Street  Patriots,  a  citizen-led  liberty  group,  and  the  co-owner  of  Engelbrecht  

Manufacturing,  a  small  business  she  owns  with  her  husband  in  her  home  state  of  Texas.  

Now  we  will  start  with  Ms.  Attkisson.  

ATTKISSON:  

Thank  you.  
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ATTKISSON:  

Yes.  

GRASSLEY:  

OK.  Go  ahead.  

ATTKISSON:  

I've  been  a  reporter  for  30  years  at  CBS  News.  

(UNKNOWN)  

(OFF-MIKE)  

ATTKISSON:  

Yes,  sir.  Get  a  little  closer.  

Can  you  hear  me  now?  

I've  been  a  reporter  for  30  years  at  CBS  News,  PBS,  CNN  and  in  local  news.  My  producers  and  I  have  probed  countless  

political,  corporate,  charitable,  financial  stories,  ranging  from  Iraq  contract  waste  and  fraud  under  Bush  to  green  energy  

waste  under  Obama  to  consumer  stories  relating  to  the  drug  industry.  

Some  of  these  reports  have  been  recognized  for  excellence  in  journalism,  most  recently  investigative  Emmy  nominations  

and  awards  for  reporting  on  TARP,  Benghazi,  green  energy  spending,  Fast  and  Furious,  and  a  group  of  stories  including  an  

undercover  investigation  into  Republican  fund-raising.  

The  job  of  getting  at  the  truth  has  never  been  more  difficult.  Facets  of  federal  government  have  isolated  themselves  from  the  

public  they  serve.  They  covet  and  withhold  public  information  that  we  as  citizens  own.  They  bully  and  threaten  access  of  

journalists  who  do  their  jobs,  news  organizations  that  publish  stories  they  don't  like  and  whistle  blowers  who  dare  to  tell  the  

truth.  

When  I  reported  on  factual  contradictions  in  the  administration's  accounts  regarding  Fast  and  Furious,  pushback  included  a  

frenzied  campaign,  with  White  House  officials  trying  to  chill  the  reporting  by  calling  and  e-mailing  my  superiors  and  

colleagues,  using  surrogate  bloggers  to  advance  false  claims.  One  White  House  official  got  so  mad  he  angrily  cussed  me  

out.  

ATTKISSON:  

The  Justice  Department  used  its  authority  over  building  security  to  handpick  reporters  allowed  to  attend  the  Fast  and  

Furious  briefing,  refusing  to  clear  me  into  the  public  Justice  Department  building.  

Advocates  had  to  file  a  lawsuit  to  obtain  public  information  about  Fast  and  Furious  improperly  withheld  under  executive  

privilege.  Documents  recently  released  show  e-mails  in  which  taxpayer-paid  White  House  and  Justice  Department  press  

officials  complained  that  I  was  out  of  control  and  vowed  to  call  my  bosses  to  stop  my  reporting.  

Let  me  emphasize  my  reporting  that  was  factually  indisputable.  Government  officials  weren't  angry  because  I  was  doing  my126 of 187 7/25/16, 7:21 PM 
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CQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvO  Document Aggregation  z0svSi0uzs...  Many  journalists  have  provided  their  own  accounts.  The  White  House  made  good  on  its  threat  to  punish  C-SPAN  after  

C-SPAN  dared  to  defy  a  White  House  demand  to  delay  airing  a  potentially  embarrassing  interview  with  the  president.  

50  news  organizations,  including  CBS  and  the  Washington  Post,  wrote  the  White  House  objecting  to  unprecedented  

restrictions  on  the  press  that  raised  constitutional  concerns.  

A  New  York  times  photographer  likened  the  White  House  practices  in  some  cases  to  the  Soviet  news  agency,  TASS.  

Former  Washington  Post  executive  editor  Len  Downie  called  the  Obama  war  on  leaks  "by  far  the  most  aggressive  he's  seen  

since  Nixon."  

David  Sanger  of  the  New  York  Times  called  this  "the  most  closed,  control-freak  administration"  he's  ever  covered.  

New  York  Times  public  editor  Margaret  Sullivan  said,  "It's  the  administration  of  unprecedented  secrecy  and  unprecedented  

attacks  on  a  free  press."  

Months  before  we  knew  that  the  Justice  Department  had  secretly  seized  AP  phone  records  and  surveiled  Fox  News'  James  

Rosen,  before  director  of  national  intelligence  -- Director  James  Clapper  incorrectly  testified  under  oath  that  Americans  

weren't  subject  to  mass  data  collection,  I  was  tipped  off  that  the  government  was  likely  secretly  monitoring  me  due  to  my  

reporting.  

Three  forensic  exams  concerned  the  intrusive,  long-term  remote  surveillance.  That  included  keystroke  monitoring,  password  

capture,  use  of  Skype  to  listen  to  audio  and  exfiltrate  files,  and  more.  

Getting  to  the  bottom  of  it  hasn't  been  easy.  It's  unclear  what,  if  anything,  the  FBI  has  done  to  investigate.  

The  Justice  Department  has  refused  to  answer  simple,  direct  written  congressional  questions  about  its  knowledge  of  the  

case.  It  has  stonewalled  my  Freedom  of  Information  request,  first  saying  it  had  no  responsive  documents  then  admitting  to  

2,500  of  them  but  never  providing  any  of  them.  

In  201 3,  Reporters  Without  Borders  downgraded  America's  standing  in  the  global  free  press  rankings,  rating  the  Obama  

administration  as  worse  than  Bush's.  

It  matters  not  that  when  caught,  the  government  promises  to  dial  back  or  that  James  Rosen  gets  an  apology;  the  message  

has  already  been  received.  If  you  cross  this  administration  with  perfectly  accurate  reporting  they  don't  like,  you  will  be  

attacked  and  punished.  You  and  your  sources  may  be  subjected  to  the  kind  of  surveillance  devised  for  enemies  of  the  state.  

For  much  of  history,  the  United  States  has  held  itself  out  as  a  model  of  freedom,  democracy  and  open,  accountable  

government.  Freedoms  of  expression  and  association  are,  of  course,  protected  by  the  Constitution.  

Today,  those  freedoms  are  under  assault  due  to  government  policies  of  secrecy,  leak  prevention  and  officials'  contact  with  

the  media,  combined  with  large-scale  surveillance  programs.  

The  nominee,  if  confirmed,  should  chart  a  new  path  and  reject  the  damaging  policies  and  practices  that  have  been  used  by  

others  in  the  past.  

If  we  aren't  grave  enough  to  confront  these  concerns,  it  could  do  serious,  long-term  damage  to  a  supposedly  free  press.  

Thank  you.
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If  I'm  accurate,  Professor  Rosenkrantz,  you  have  recently  had  a  back  operation,  and  you  need  to  stand.  We  would  not  

object,  so  whatever  you  have  to  do.  

Now  Mr.  Barlow.  

LEAHY:  

And  I  -- I  would  echo  that,  sitting  here  with  two  -- recovering  from  two  fractured  vertebrae.  I  know  how  important  it  is  to  be  

able  to  stand.  

GRASSLEY:  

Yeah.  OK.  

Mr.  Barlow?  

BARLOW:  

Thank  you,  Chairman  Grassley,  Ranking  Member  Leahy,  members  of  the  Judiciary  Committee.  

It  is  my  privilege  to  appear  before  you  here  today  in  support  of  the  nomination  of  my  former  colleague,  Loretta  Lynch,  to  

serve  as  attorney  general  of  the  United  States.  

I  would  be  remiss  if  I  did  not  first  thank  this  committee  for  the  strong  support  I  received  in  20  1 when  my  own  nomination  to  

serve  as  United  States  attorney  was  before  you.  It  was  a  tremendous  honor  to  serve  as  U.S.  attorney  in  the  Department  of  

Justice.  I  always  will  be  grateful  for  the  trust  that  you  reposed  in  me  when  you  supported  my  nomination.  

And  it's  now  my  privilege  to  recommend  Ms.  Lynch  to  you.  You  already  have  heard  and  read  much  about  her  storied  30-year  

legal  career.  So  instead  of  elaborating  on  her  many  credentials,  I  want  to  take  just  a  few  minutes  to  share  a  couple  of  

personal  observations  about  my  former  colleague.  

I  first  met  Loretta  at  a  conference  of  United  States  attorneys  several  months  after  I  was  sworn  in,  and  what  I  remember  most  

vividly  about  her  was  the  way  she  handled  the  portion  of  the  program  where  U.S.  attorneys  were  asking  questions  of  the  

Executive  Office  of  United  States  Attorneys.  

Loretta  moderated  the  session.  Some  of  the  discussion  regarding  budgets,  resource  allocation,  hiring  authority  and  other  

issues  understandably  became  intense  as  my  colleagues  and  I  argued  our  various  views  and  articulated  the  many  needs  

that  our  districts  had  during  lean  budgetary  times.  

But  Loretta  was  calm  and  unruffled.  She  asked  hard  questions,  but  she  did  so  in  an  unfailing  dignified  and  respectful  way.  

Where  strong  feelings  created  the  risk  of  bringing  more  heat  than  light  to  the  conversation,  Loretta  brought  only  light.  She  

was  clearly  tough  but  also  fair  and  gracious.  

Now,  that  impression  of  Loretta  was  confirmed  and  deepened  as  I  served  with  her  on  the  Attorney  General's  Advisory  

Committee,  the  AGAC.  As  you  know,  the  AGAC  is  -- is  a  committee  of  roughly  a  dozen  United  States  attorneys  who  serve  

as  a  voice  of  their  colleagues  to  the  Department  of  Justice  and  provide  counsel  to  the  department  leadership  on  various  

management,  policy  and  operational  issues.  

Loretta  was  the  chair  of  the  AGAC  during  the  time  that  I  served  as  a  member  of  it.  
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experiences  and  places.  If  you  put  1 2  or  so  United  States  attorneys  together  in  a  room,  as  the  AGAC  does,  you  will  get  a  

wide  variety  of  ideas  and  perspectives,  often  very  strongly  held.  

It  takes  someone  very  special  to  lead  that  kind  of  group.  For  the  AGAC  to  work  well,  to  work  as  it's  intended,  that  someone  

needs  to  be  smart,  insightful,  organized,  articulate,  inclusive  and  experienced.  

Loretta  was  and  is  all  those  things  and  more.  She  was  always  well-prepared.  She  made  sure  that  all  points  of  view  were  

fairly  and  fully  considered.  She  listened  far  more  than  she  talked.  

She  facilitated  consensus  wherever  possible  and  made  space  for  dissent  when  consensus  could  not  be  reached,  and  by  her  

example  and  her  conduct,  she  elevated  the  discourse  and  refined  the  exchange  of  ideas  in  our  committee.  

Through  these  experiences,  my  initial  impressions  of  Loretta  Lynch  were  fully  confirmed.  She's  tough,  fair,  gracious,  smart  

and  independent.  

In  conclusion,  during  my  time  as  United  States  attorney,  I  had  the  privilege  of  serving  with  a  truly  outstanding  group  of  U.S.  

attorneys  throughout  the  nation.  I  learned  much  from  them.  I  was  inspired  by  their  service  and  their  commitment.  

But  of  all  these  dedicated  and  talented  public  servants,  the  honorable  Loretta  Lynch  truly  stood  out.  If  confirmed  by  the  

Senate,  I  am  sure  she  will  make  an  excellent  attorney  general  of  the  United  States.  

Thank  you.  

GRASSLEY:  

(OFF-MIKE)  Reverend  Newsome.  

NEWSOME:  

Mr.  Chairman  and  Mr.  Ranking  Member  and  members  of  the  Judiciary  Committee,  it  is  my  pleasure  and  honor  to  appear  

before  you  to  support  the  nomination  of  Attorney  Loretta  Elizabeth  Lynch  for  position  of  United  States  attorney  general.  

I  have  known  Loretta  virtually  all  of  her  life.  Our  family  relationships  cover  a  period  of  40  or  more  years.  Her  family  has  been  

associated  with  several  branches  of  my  family  by  way  of  the  Baptist  church  connection  and  the  network  of  educators  of  the  

great  State  of  North  Carolina.  

Her  grandfather  was  a  highly  regarded  and  respected  clergyman.  The  same  can  be  said  of  her  father  and  her  brother,  both  

of  whom  have  been  distinguished  leaders  at  the  state  and  the  national  level  for  some  time.  

For  many  years,  her  father  was  a  key  leader  in  the  life  of  the  General  Baptist  State  Convention  of  North  Carolina  and  the  

National  Baptist  Convention  USA.  Her  brother  continues  in  that  tradition  of  leadership  even  now.  

Her  father  and  I  have  been  ministerial  colleagues  -- we  have  been  ministerial  colleagues  since  the  1 970s.  It  was  my  privilege  

to  teach  her  brother  during  the  years  that  I  served  on  the  Duke  Divinity  School  faculty.  

NEWSOME:  

I  have  been  able  to  maintain  a  warm  personal  association  with  her  mother,  an  esteemed  church  leader  and  educator  in  her  

own  right,  for  decades.  
129 of 187  7/25/16, 7:21 PM  
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Loretta  is  the  product  of  one  of  the  most  outstanding  families  in  the  state  of  North  Carolina.  To  the  -- to  the  degree  that  

virtue  counts  in  our  society,  I'm  bold  to  say  that  she  is  the  product  of  one  of  the  most  outstanding  families  in  the  United  

States  of  America.  

The  members  of  the  Lynch  family  are  known  for  their  exemplary  character,  integrity,  excellent  achievement,  civic-

mindedness,  commitment  to  the  common  good  and  deep  and  compelling  sensitivity  to  the  wellbeing  of  all  people.  

Over  the  years  it  has  been  my  privilege  to  witness  the  development  and  emergence  of  the  best  of  who  we  are  as  a  nation  in  

the  person  of  Loretta.  In  the  religious,  educational  and  social  circles  in  which  our  families  have  moved,  she  has  had  a  

reputation  for  being  stellar  in  everything  she  has  done.  

As  a  teenager  she  drew  the  admiration  of  adults  and  more  significantly  her  peers  as  well.  She  stood  out  among  them  without  

alienating  herself  from  them.  She  stood  out  in  many,  many  ways.  She  was  as  approachable  then  as  she  is  now.  

Even  then  she  enjoyed  a  reputation  for  being  levelheaded,  balanced  in  her  thinking  and  wise  in  her  judgments.  She  

evidenced  a  level  of  maturity  that  was  out  of  the  ordinary  but  only  in  those  ways  that  garner  the  respect  of  young  and  old  

alike.  

As  a  teenager,  Loretta  was  the  daughter  every  parent  would  love  to  have.  Early  in  life  the  quality  of  her  character  was  

evident.  And  this  is  why  the  cities  of  Greensboro,  where  she  was  born,  and  Durham,  where  she  graduated  from  high  school  

with  valedictory  honors,  claims  her  as  a  daughter  who  has  made  them  proud.  

All  the  more  proud  we  North  Carolinians  will  be  if  she  is  appointed  the  first  U.S.  attorney  general  in  the  state's  history.  As  a  

student  during  her  precollege  years,  she  performed  such  a  high  level  that  it  only  seemed  natural  that  she  would  attend  and  

graduate  from  Harvard  University  and  Harvard  Law  School.  In  fact,  her  career  trajectory  is  consistent  with  the  extraordinary  

intellectual  ability  and  prowess,  discipline,  even  courage  she  demonstrated  during  her  youth.  

Early  on  she  dared  to  dream  to  become  the  best  of  the  best  and  she  has  accomplished  this  in  the  field  of  law  and  

jurisprudence.  As  her  professional  record  shows,  she  has  become  the  best  of  the  best  without  qualification.  

In  the  way  that  her  career  has  taken  shape,  I  can  discern  several  attributes  that  are  worth  noting  at  a  time  such  as  this.  

First  of  all,  she  is  an  informed,  independent  thinker  who  listens  well  and  studies  hard.  

Second,  she  has  the  capacity  to  maintain  the  strength  of  her  own  convictions.  

Third,  she  is  morally  grounded  and  principled  -- highly  principled.  

Fourth,  she  acts  decisively  and  judiciously.  

And,  fifth,  she  is  a  public  servant  of  the  highest  order,  the  type  that  works  well  with  others  to  bring  about  good  results  with  

positive  outcomes.  

Thank  you  very,  very  much.  

GRASSLEY:  

Ms.  Fedarcyk.130 of 187 7/25/16, 7:21 PM 
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Chairman  Grassley,  Ranking  Member  Leahy  and  members  of  the  committee,  it's  my  pleasure  to  appear  before  you  this  

morning  to  speak  about  my  association  with  the  attorney  general  nominee,  Loretta  Lynch.  I  wholeheartedly  endorse  her  

confirmation  from  the  vantage  point  of  someone  who  worked  closely  alongside  Loretta  in  her  role  as  the  United  States  

attorney  of  the  Eastern  District  of  New  York  during  my  two  years  as  the  assistant  director  in  charge  of  the  FBI's  New  York  

office.  

I  served  in  that  capacity  for  two  years,  retiring  in  201 2  after  25  years  of  service  in  the  FBI.  As  the  assistant  director  in  charge,  

I  was  responsible  for  the  largest  field  office  in  the  FBI.  And  inherent  to  that  are  the  most  complex  and  sensitive  investigations  

in  all  of  this  nation's  law  enforcement.  

New  York  was  and  will  remain  the  target  for  the  terrorism  activities  of  individuals  and  groups  that  espouse  their  violent  

agenda.  From  World  Trade  Center  One  in  1 993,  to  the  terrorist  attacks  of  9/  1 and  beyond,  we  continue  to  see  this  terrorist  

agenda  manifested  against  New  York.  

As  a  result,  the  FBI's  resources  and  the  considerable  talents  of  the  United  States  attorneys  in  both  the  Eastern  and  Southern  

Districts  of  New  York  are  almost  in  a  daily  undertaking  to  protect  this  nation's  security.  

I  think  it's  also  important  that  the  committee  appreciate  the  magnitude  of  the  criminal  violations  the  New  York  office  work.  

These  violations  range  from  the  complicated  and  pervasive  financial  crimes,  the  insidious  and  debilitating  effects  of  

organized  crime  and  public  corruption  and  the  violence  associated  with  national  gangs  and  other  violent  offenders.  

Given  this  challenging  environment,  it  was  a  necessity  to  establish  a  substantial  and  seamless  partnership  with  Loretta  and  

her  office.  Over  the  course  of  the  next  two  years,  we  formed  an  effective  partnership  to  address  not  only  the  national  

security  in  criminal  threats,  but  also  to  engage  in  outreach  and  liaison  to  make  a  positive  impact  in  the  community.  

The  basis  for  my  unquestioned  support  for  Loretta's  nomination  is  founded  upon  the  numerous  successes  her  office  has  

achieved,  the  close  professional  and  personal  relationship  that  provided  me  extraordinary  insight  into  Loretta  both  as  a  

United  States  attorney  and  as  a  person.  

I  was  privileged  to  observe  her  commitment  to  mission,  her  personal  involvement  in  issues  that  invariably  arose  in  our  work  

as  well  as  those  within  the  broader  law  enforcement  community.  In  supporting  Loretta's  nomination  as  the  next  attorney  of  

the  United  States,  I  would  like  to  comment  on  three  areas  that  form  the  foundation  of  my  recommendation:  Sound  judgment,  

legal  acumen  and  independence.  

In  all  of  my  interactions  with  Loretta,  her  approach  to  addressing  and  resolving  issues  invariably  involved  gathering  

information  to  understand  the  issue,  obtaining  input  from  affected  stakeholders  and  making  a  decision  based  upon  the  facts  

and  the  law.  

As  you  heard  Ms.  Lynch  yesterday  commit  to  a  collaborative  and  deliberative  approach,  I  can  assure  you,  based  on  my  

experience,  that  she  will  follow  through.  

While  not  an  attorney,  I  do  recognize  that  Loretta  was  nominated  and  confirmed  twice  as  a  United  States  attorney  in  the  

Eastern  District  of  New  York,  served  on  the  Attorney  General's  Advisory  Committee  and  was  named  as  a  chair  of  the  

committee  in  2013  and  her  favorable  reviews  by  the  executive  office  for  United  States  attorney  which  called  her  

exceptionally  well  qualified.  

Lastly,of 187I  have  never  known  Loretta  to  make  a  decision  based  upon  politics  or  outside  influences.  She  consistently  PM131 7/25/16, 7:21 

demonstrated  fairness,  respect  for  others  and  a  deep  sense  of  duty.  Under  her  leadership,  her  office  embraced  those  
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As  I  previously  stated,  officers  pursued  a  multiple  national  security  and  criminal  investigations,  including  the  arrest  of  

approximately  1 38  Mafia  figures  that  represented  the  largest  single- day  operation  against  the  Mafia  in  history,  but  other  

notable  accomplishments  span  the  spectrum  of  the  national  priorities  and  are  an  example  of  her  successes  in  the  Eastern  

District,  including  international  terrorism,  public  corruption,  gang  violations,  violent  offenders,  et  cetera.  

Ms.  Lynch's  recognition  that  task  force  has  brought  the  best  of  interagency  investigative  resources  to  bear  on  entrenched  

crime  problems  was  integral  to  broader  and  deeper  successes  than  would  have  been  the  case  for  any  one  agency  or  

department  to  achieve  alone.  

These  task  forces  included  the  nation's  largest  joint  terrorism  task  force,  the  violent  gang  task  forces,  the  Long  Island  gang  

task  force,  the  health  care  task  force  and  the  financial  fraud  enforcement  task  force,  to  name  just  a  few.  

In  closing,  Abraham  Lincoln  said,  "Character  is  like  a  tree  and  reputation  like  a  shadow.  The  shadow  is  what  we  think  of  it.  

The  tree  is  the  real  thing."  

Ms.  Lynch  is  the  real  thing.  Thank  you.  

GRASSLEY:  

Thank  you  very  much.  

Now  Professor  Legomsky.  

LEGOMSKY:  

Thank  you,  Mr.  Chairman.  

And  honorable  members  of  the  committee,  thank  you  for  the  privilege  of  testifying  this  morning.  I'm  here  to  focus  on  the  

concerns  that  some  have  expressed  about  the  president's  recent  executive  actions  on  immigration.  I  do  sincerely  appreciate  

that  reasonable  minds  can  and  do  differ  about  the  policy  decision  as  to  precisely  what  the  enforcement  priorities  ought  to  

be.  But  I  want  to  respectfully  share  my  opinion  that  the  president's  actions  are  clearly  within  his  legal  authority.  

That  is  not  just  my  opinion;  1 35  immigration  law  professors  and  scholars  signed  a  letter  just  this  past  November  expressing  

that  same  view  in  strong  terms.  This  is  the  mainstream  view  among  those  of  us  who  have  spent  our  careers  teaching  and  

researching  immigration  law.  

The  president  has  not  just  one  but  multiple  sources  of  legal  authority  for  these  actions  and  I've  submitted  a  detailed  written  

statement  that  documents  each  of  these.  The  written  statement  also  identifies  every  legal  objection  I  could  think  of  that  the  

president's  critics  have  offered  and  it  explains  why,  in  my  view,  none  of  them  can  withstand  scrutiny.  

So  with  limited  time  I'll  hit  just  a  few  key  points  and  refer  you  please  to  the  written  statement  for  all  the  other  points.  

LEGOMSKY:  

First,  I  think  all  now  agree  that,  in  a  world  of  limited  resources,  prosecutorial  discretion  is  unavoidable.  You  can't  go  after  

everyone,  so  you  have  to  prioritize.  In  the  case  of  immigration,  Congress  has  made  this  explicit.  It  charged  the  secretary  of  

homeland  security  with,  and  I  quote,  "establishing  national  immigration  enforcement  policies  and  priorities"  -- "priorities."  

That  alone  would  seem  to  suffice,  but  in  addition,  year  after  year,  Congress  knowingly  gives  the  administration  only  enough  132 of 187  7/25/16, 7:21 PM  

money  to  pursue  less  than  4  percent  of  the  undocumented  population.  That  to  me  is  the  clearest  evidence  possible  that  
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In  fact,  Congress  has  specifically  required  DHS  to  prioritize  three  things  -- national  security,  border  security  and  the  removal  

of  criminal  offenders.  And  those  are  exactly  the  three  priorities  that  these  recent  executive  action  memos  incorporated.  

On  top  of  all  that,  we  have  the  201 2  Supreme  Court  decision  in  Arizona  v.  U.S.  where  the  court  struck  down  most  of  

Arizona's  immigration  enforcement  statute  precisely  because  it  would  interfere  with  the  federal  government's  immigration  

enforcement  discretion,  the  court  went  on  at  some  length  to  emphasize  the  breadth  of.  

Now,  some  critics  claim  that  if  the  recent  executive  actions  are  legal,  then  that  would  mean  there  are  no  limits  at  all  and  

therefore  some  future  president  could  suspend  enforcement  of  some  other  law.  

But  DACA  and  DAPA  don't  even  approach  the  sort  of  hypothetical  nonenforcement  that  that  argument  conjures  up.  

I  think  that  if  the  president  were  to  refuse  to  substantially  spend  the  resources  Congress  has  appropriated,  then  I  believe  we  

would  have  a  serious  legal  issue.  But  that's  not  even  close  to  the  present  reality,  because  even  after  DACA  and  DAPA  are  

fully  operational,  the  president  still  will  have  only  enough  resources  to  go  after  a  small  percentage.  

And  so,  as  long  as  he  continues  to  use  those  enforcement  resources  that  Congress  has  given  him,  it's  hard  for  me  to  see  

how  that  could  be  called  an  abdication.  

Now,  for  deferred  action  specifically,  the  program  has  been  around  for  more  than  50  years.  Not  only  has  Congress  never  

acted  to  prohibit  it  or  even  restrict  it,  Congress  has  affirmatively  recognized  it,  by  name,  in  several  provisions.  The  formal  

agency  regulations  also  recognize  it,  by  name.  A  long  line  of  courts,  including  the  Supreme  Court,  have  recognized  it,  by  

name.  

Not  one  of  these  legal  authorities,  not  one,  says  or  even  intimates  that  it's  legal  if  it's  a  small  number  of  people,  but  

otherwise  not.  

The  same  is  true  for  work  permits.  The  statute  authorizes  DHS  to  grant  permission  to  work,  and  the  regulations  specifically  

make  deferred  action  recipients  eligible  for  them.  

Now,  some  have  said  deferred  action  is  OK  on  an  individual  basis,  but  not  for  a  whole  class.  First  of  all,  nothing  in  the  law  

actually  says  that.  And,  in  fact,  almost  every  modern  president  has  granted  reprieves  from  removal  and  work  permits  to  

large,  specifically  defined  classes  of  undocumented  immigrants.  

At  any  rate,  the  secretary's  November  memo  is  filled  with  clear,  careful,  repeated  instructions  to  officers  that  even  if  the  

general  criteria  in  the  memo  are  all  satisfied,  they  still  have  to  make  individualized,  case-by-case,  discretionary  judgment.  

And,  in  fact,  the  very  form  that  USCIS  officers  are  required  to  use  when  they  deny  deferred  action,  and  they've  denied  it  

more  than  32,000  times  on  the  merits,  contains  a  list  of  the  reasons.  And  one  of  those  specific  reasons  listed  is  discretion.  

I  think  this  is  the  way  an  agency  should  work.  It  articulates  general  criteria  and  then  expects  its  officers  to  use  some  

judgment  in  applying  those  criteria  to  individual  cases.  

Thank  you  very  much  for  your  time.  

(UNKNOWN)  
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TURLEY:  

Thank  you,  Chairman  Grassley,  Ranking  Member  Leahy,  members  of  the  Senate  Judiciary  Committee.  I  thank  you  for  the  

honor  of  appearing  before  you  at  this  historic  moment,  looking  for  the  confirmation  of  the  83rd  attorney  general  of  the  United  

States.  

I  want  to  begin  by  saying  I  have  great  respect  for  Ms.  Lynch.  As  I've  said  before,  her  extraordinary  career  as  a  prosecutor  

pays  great  credit  to  her  and  to  her  nomination.  Indeed,  if  confirmed,  and  I  hope  she  is,  I  believe  that  she  could  be  a  truly  

great  attorney  general.  

If  great  leaders  are  shaped  at  great  moments  in  history,  this  could  be  such  a  moment  for  Loretta  Lynch.  The  Justice  

Department  is  at  the  epicenter  of  a  constitutional  crisis,  a  crisis  that  consumed  her  predecessor  and  his  department.  

My  focus,  therefore,  of  my  written  testimony  and  my  oral  testimony  today  is  less  on  Ms.  Lynch  than  on  the  department  she  

wishes  to  lead.  

As  my  academic  writings  indicate,  I  have  been  concerned  about  the  erosion  of  the  lines  of  separation  of  powers  for  many  

years,  and  particularly  the  erosion  of  the  legislative  authority  of  this  body  and  of  the  House  of  Representatives.  

That  concern  has  grown  to  alarm  in  the  last  few  years  under  President  Obama,  someone  that  I  voted  for,  someone  with  

whom  I  happen  to  agree  on  many  issues,  including  some  of  the  issues  involved  in  these  controversies.  

We  are  watching  a  fundamental  change  in  our  constitutional  system.  It's  changing  in  the  very  way  that  the  framers  warned  

us  to  avoid.  The  Justice  Department  has  played  a  central  and  troubling  role  in  those  changes.  

In  my  view,  Attorney  General  Holder  has  moved  his  department  outside  of  the  navigational  beacons  of  the  First  and  Second  

Articles  of  our  Constitution.  In  that  sense,  Ms.  Lynch  could  be  inheriting  a  department  that  is  floundering.  The  question  is  

whether  she  can  or  will  tap  back  to  calmer  constitutional  waters.  

As  discussed  in  my  written  testimony,  the  framers  focused  on  one  defining  single  danger  in  our  system,  and  that  is  the  

aggrandizement  of  power  in  any  one  branch  or  in  anyone's  hands.  They  sought  to  deny  every  branch  the  power  to  govern  

alone.  

Our  system  requires  consent  and  compromise.  It  goes  without  saying  that  when  we  are  politically  divided  as  a  nation,  as  we  

are  today,  less  things  get  done.  But  that  division  is  no  license  to  go  it  alone  as  the  president  has  suggested.  

You  have  only  two  choices  in  the  Madisonian  system.  You  can  either  seek  to  convince  your  adversaries  or  you  can  seek  to  

replace  them.  You  don't  get  to  go  it  alone.  

And  there  is  nothing  noble  about  circumventing  the  United  States  Congress,  because  it  means  you're  circumventing  the  

United  States  Constitution.  

And  any  person  who  claims  that  they  can  get  the  job  done  alone  is  giving  the  very  siren's  call  that  the  framers  warned  us  

against,  and  one  that  I  hope  this  body  resists.  

In  my  testimony,  I've  laid  out  examples  of  how  this  change  is  occurring.  I've  divided  it  between  obstruction  of  legislative  

authority  and  the  usurpation  of  legislative  authority.  The  obstruction  of  legislative  authority  includes  the  blocking  of  the  

contempt  citation,  the  nondefense  of  federal  statutes;  usurpation  includes  many  of  the  legislative  changes  that  we  will  be  

talking  about  today  and  has  been  discussed  by  others.  134 of 187  7/25/16, 7:21 PM  
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been  sought  in  recent  years  has  been  lost,  precisely  as  the  framers  have  feared  -- the  rise  of  a  dominant  executive  within  our  

system,  a  type  of  uber  presidency.  

It  is  certainly  true  that  the  framers  expected  much  from  us,  but  no  more  than  they  demanded  from  themselves.  They  

expected  this  institution  to  fight  jealously  over  its  own  authority.  They  gave  you  that  authority  not  to  protect  your  power,  the  

separation  of  powers  is  designed  to  protect  liberty  from  the  concentration  of  power.  

It  doesn't  matter  what  party  we're  from,  and  it  doesn't  matter  if  we  agree  with  what  the  president  has  done.  In  my  view,  he  

has  worthy  ends,  but  he  has  chosen  unworthy  means  under  the  Constitution.  And  the  Justice  Department  has  been  a  

catalyst  for  that.  

In  exercising  the  power  of  confirmation,  this  body  has  an  undeniable  interest  in  confirming  that  a  nominee  will  address  these  

relational  breaches,  these  unconstitutional  actions.  

I  can  only  imagine  the  pride  that  Ms.  Lynch's  family  will  have  when  she  raises  her  hand  to  take  the  oath  of  office.  When  that  

moment  comes,  however,  there  should  be  a  clear  understanding  as  to  what  she  is  swearing  true  faith  and  allegiance  to  as  

the  83rd  attorney  general  of  the  United  States  of  America.  

The  department  that  she  leads  should  be  the  embodiment,  not  the  enemy,  of  the  separation  of  powers.  It's  a  covenant  of  

faith  that  we  have  with  each  other.  And  I  sincerely  hope  that  she  regains  that  faith  as  she  takes  over,  as  she  may,  the  

Department  of  Justice.  

CLARKE:  

Good  morning,  Chairman  Grassley  and  members  of  the  Senate  Judiciary  Committee  and  Ranking  Member  Leahy.  

I'm  honored  to  address  you  this  morning  about  a  frequent  news  topic,  American  policing  at  the  local  level.  These  hearings  

are  focusing  on  the  confirmation  of  possibly  the  next  attorney  general  of  the  United  States,  Ms.  Loretta  Lynch,  and  I  wish  her  

well.  

I  want  to  spend  some  time  critiquing  outgoing  Attorney  General  Eric  Holder's  tenure  at  the  United  States  Department  of  

Justice  and  use  it  as  the  framework  as  a  way  forward.  

CLARKE:  

The  mission  statement  of  the  USDOJ  says  "to  enforce  the  law  and  defend  the  interests  of  the  United  States  according  to  the  

law."  Let  me  repeat  that,  "according  to  the  law."  "To  ensure  public  safety  against  threats  foreign  and  domestic,  provide  

federal  leadership  in  preventing  and  controlling  crime,  to  seek  just  punishment  for  those  guilty  of  unlawful  behavior,  and  to  

ensure  impartial  administration  of  justice  for  all  Americans."  

In  my  36  years  in  law  enforcement,  I  view  the  United  States  Department  of  Justice  as  an  ally  in  pursuit  of  justice.  Local  law  

enforcement  has  always  been  on  the  front  lines  in  preventing  and  controlling  crime  and  seeking  just  punishment  for  those  

guilty  of  unlawful  behavior  as  the  mission  of  the  DOJ  implies.  

What  I  have  witnessed  from  the  Department  of  Justice  under  the  leadership  of  Attorney  General  Eric  Holder  has  been  almost  

hostility  toward  local  law  enforcement.  I've  seen  this  in  both  public  statements  made  about  the  profession  and  some  of  the  

policy  decisions  that  treats  police  officers  as  adversaries  instead  of  allies  in  the  pursuit  of  justice.  
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What  we  all  witnessed  in  Ferguson,  Missouri  back  in  August  was  a  tragedy,  an  unfortunate  incident  for  Officer  Darren  Wilson  

and  citizen  Mike  Brown.  

What  followed,  however,  compounded  that  tragic  situation,  as  people  across  the  United  States  converged  on  Ferguson  to  

exploit  the  situation  for  self-serving  purposes.  Suffice  it  to  say,  that  was  not  America's  finest  hour.  

In  the  days  and  weeks  that  followed  in  -- in  Ferguson,  Missouri,  the  police-related  use  of  force  was  forefront  in  the  national  

news.  What  was  called  for  at  that  moment  when  the  U.S.  DOJ  inserted  itself  early  into  the  process  was  an  appeal  to  

reasonableness,  responsible  rhetoric  and  cautioning  against  a  rush  to  judgment.  Instead,  some  very  powerful  people  made  

statements  that  only  heightened  rising  tensions.  

Unfortunately,  race  is,  has  been  and  will  always  been  an  explosive  issue  in  America.  The  incendiary  rhetoric  used  by  Eric  

Holder  created  a  pathway  for  a  false  narrative  that  then  became  the  rallying  crying  for  cop-haters  across  America.  It  sparked  

unjustified  hatred  toward  America's  law  enforcement  agencies  and  its  officers.  Without  a  shred  of  evidence,  a  broad  brush  

has  been  used  to  unfairly  malign  the  reputation  of  the  profession  of  policing  in  the  United  States.  

The  accusation  has  been  made  that  our  community's  finest  systematically  engaged  in  the  practice  of  targeting  young  black  

men  because  of  the  color  ever  their  skin.  That  claim  is  patently  false,  and  I  reject  out  of  hand  the  mere  suggestion  of  it.  If  I'm  

wrong,  then  someone  needs  to  show  me  the  evidence.  

Officers  at  the  local  level  put  on  their  uniforms  and  go  out  everyday  to  make  their  communities  better  and  safer  with  which  

to  live.  Without  them,  our  communities  would  collapse  into  utter  chaos.  

The  world  that  our  officers  operate  is  complex,  dynamic,  uncertain  and  one  where,  unfortunately,  things  can  and  do  go  

wrong.  When  that  happens,  the  American  law  enforcement  officer  needs  to  know  that  after  a  thorough  and  transparent  

investigation,  the  facts  and  evidence  of  a  particular  case  will  be  applied  to  the  rule-of-law  standard  for  a  decision  about  their  

actions.  

After  putting  their  lives  on  the  line,  they  do  not  deserve  a  standard  of  false  narratives,  preconceptions,  misconceptions,  

emotional  rhetoric  or  racial  demagoguery.  

Author  and  scholar  Thomas  Sowell  said  in  a  thought-provoking  piece  on  the  rule  of  law,  "If  police  are  told  -- who  are  told  

that  they  are  under  arrest  and  refuse  to  come  with  the  police  cannot  be  forcibly  taken  into  custody,  then  we  do  not  have  the  

rule  of  law  when  the  law  itself  is  downgraded  to  suggestions  that  no  one  has  the  power  to  enforce."  

So  where  do  we  go  from  here?  How  do  we  get  beyond  this  damaged  -- frayed  relationship  between  local  police  and  the  

U.S.  DOJ?  

My  suggestion  is  for  the  next  U.S.  attorney  general  to  articulate  clearly  a  renewed  commitment  to  rebuilding  trust  with  local  

law  enforcement.  That  involves  open  lines  of  communication  with  an  emphasis  on  listening  to  the  suggestion  of  law  

enforcement  executives,  and  for  the  nation's  sake,  please  stop  undermining  the  character  and  integrity  of  the  American  law  

enforcement  officer.  

Next,  resist  at  the  federal  level  to  interfere  with  local  police  training  standards.  Are  cops  perfect?  No,  in  fact,  far  from  it.  But  

they  are  our  community's  finest.  Every  community  is  unique  in  what  will  work  and  what  will  not  work.  We  already  have  state  

standards136 of 187 for  training.  7/25/16, 7:21 PM  
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Any  discussion  about  reform  in  these  areas  that  does  not  include  a  counterview  about  the  consequences  of  this  short-term  

technical  fix  and  its  impact  on  crime  victims  will  have  a  catastrophic  consequence  on  an  already  stressed  -- black  and  

Hispanic  communities.  

The  recidivist  nature  of  criminals  will  cause  more  minorities  to  be  victimized  by  violence,  similar  to  what  happened  this  past  

summer  in  Milwaukee  to  Sierra  Guyton,  a  1 0-year-old  girl  shot  in  the  head  and  killed  while  on  a  school  playground.  The  

shooters  were  career  criminals.  

The  black  community  does  not  have  the  support  structures  in  place  for  an  influx  of  career  criminals  sent  back  into  the  

community  or  to  deal  with  the  habitual  criminals  who  currently  rain  terror  in  neighborhoods.  

Adding  more  crimes  and  violence  to  that  mix  will  only  bring  more  misery  to  the  overwhelming  number  of  decent  black  

law-abiding  citizens  just  trying  to  get  through  life  against  already  great  odds.  Reform  that  simply  lowers  the  bar  is  nothing  

more  than  normalizing  criminal  behavior.  

Thank  you  very  much.  

ROSENKRANZ:  

Thank  you,  Mr.  Chairman,  Ranking  Member  Leahy,  members  of  the  committee.  I  thank  you  for  the  opportunity  to  testify  at  

this  momentous  hearing.  

The  committee's  rightly  focused  -- decided  to  explore  not  just  the  qualifications  of  the  nominee  but  also  the  proper  role  of  

the  office.  

I  myself  take  into  position  on  the  ultimate  question  of  whether  the  nominee  should  be  confirmed.  Rather,  I  offer  observations  

about  the  proper  role  of  the  attorney  general  and  some  comments,  alas,  on  the  ways  in  which  the  current  administration  has  

fallen  short  of  its  constitutional  obligations.  

You've  explored  at  length  the  attorney  general's  weighty  responsibility  to  supervise  the  various  components  of  the  

Department  of  Justice.  But  as  you  know,  the  most  important  responsibility  of  the  attorney  general  is  not  the  supervision  of  

the  tens  of  thousands  who  work  beneath  her;  it's  the  solemn  counsel  that  she  gives  to  the  one  who  works  above.  

Her  most  important  job  is  giving  sound  -- sound  legal  advice  to  the  president  of  the  United  States.  And  perhaps  the  most  

important  dimension  of  this  function  is  to  advise  the  president  on  the  scope  of  his  executive  powers  and  duties.  

The  attorney  general  should  rightly  explore  all  legal  options  for  the  president  to  achieve  his  goals,  but  at  the  end  of  the  day,  if  

no  legal  options  are  available,  the  attorney  general  must  be  prepared  to  say,  "No,  Mr.  President.  You  have  no  constitutional  

power  to  do  that."  

The  fortitude,  the  rectitude  required  to  say  no  to  the  president  is  perhaps  the  single  most  important  job  criterion  for  attorney  

general  of  the  United  States.  I'm  afraid  it's  particularly  important  now  in  an  administration  that  is  inclined  to  press  the  outer  

bounds  of  executive  power  and  to  skirt  the  obligation  to  take  care  that  the  laws  be  faithfully  executed.  

I  hope  the  committee  will  thoroughly  explore  the  nominee's  conception  of  the  faithful  excuse  of  the  laws  and  her  resolve  to  

advise  the  president  when  he  runs  afoul  of  this  constitutional  obligation.  
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CQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvO  Document Aggregation  z0svSi0uzs...  First,  notice  that  this  is  not  a  grant  of  power;  it  is  the  imposition  of  a  duty.  "The  president  shall  take  care."  This  is  not  

optional;  it's  mandatory.  

Second,  note  that  it  is  personal.  Execution  of  the  laws  may  be  delegated,  but  the  duty  to  take  care  that  the  laws  be  faithfully  

executed  is  the  president's  alone.  

Third,  notice  that  the  president  is  not  required  to  take  care  that  the  laws  be  completely  executed.  That  would  be  impossible.  

But  -- so  the  president  does  have  power  to  make  enforcement  choices,  but  he  must  make  them  faithfully.  

And  finally,  it's  important  to  remember  the  historical  context  of  the  clause,  "English  kings  claimed  the  power  to  suspend  laws  

unilaterally.  The  framers  rejected  this  practice."  

With  these  principles  in  mind,  we  can  turn  to  three  recent  examples.  Alas,  there  are  many  more  one  could  choose.  

First,  the  Obamacare  suspension  -- so  on  July  2,  2012,  just  before  the  long  weekend,  the  Obama  administration  announced  

that  the  president  would  unilaterally  suspend  the  employer  mandate  of  Obamacare,  notwithstanding  the  unambiguous  

command  of  the  law.  

The  statute  is  perfectly  clear.  It  provides  that  these  provisions  become  effective  on  January  1 ,  2014.  This  blog  post  written  

under  the  breezy  Orwellian  title  "Continuing  to  Implement  the  ACA  in  a  Careful,  Thoughtful  Manner"  makes  no  mention  of  

this  deadline.  

Now,  whatever  it  may  mean  to  take  care  that  the  laws  be  faithfully  executed,  it  simply  cannot  mean  declining  to  execute  a  

law  at  all.  

Second  -- our  second  example,  immigration  is  almost  an  exact  mirror  of  the  first.  In  this  context,  rather  than  declining  to  

comply  with  a  duly  enacted  statute,  the  president  has  decided  to  comply  meticulously  but  with  a  bill  that  never  became  law.  

ROSENKRANZ:  

So  Congress  repeatedly  considered  a  statute  called  the  DREAM  Act,  which  would've  exempted  a  broad  category  of  aliens  

from  the  INA,  but  Congress  declined  to  pass  it.  So  on  June  1 5,  2012,  the  president  announced  he  would  simply  not  enforce  

the  INA  against  the  precise  category  of  aliens  described  in  the  DREAM  Act.  

He  announced  in  effect  that  he  would  as  though  the  DREAM  Act  had  been  enacted  into  law,  though  it  had  not.  

Now,  this  is  clearly  not  an  effort  to  conserve  resources.  After  all  the  solicitor  general  went  to  the  Supreme  Court  to  forbid  

Arizona  from  helping  to  enforce  the  INA.  Exempting  more  than  1 .76  million  people  from  the  immigration  laws  goes  far  

beyond  any  traditional  conception  of  prosecutorial  discretion.  

Now,  Professor  Legomsky  cited  an  unsurprising  consensus  of  liberal  immigration  law  professors  approving  the  most  recent  

action.  

I'll  cite  just  one  authority;  the  President  of  the  United  States  just  a  few  years  ago,  quote,  "America  is  a  nation  of  laws  which  

means  I,  as  the  president,  am  obligated  to  enforce  the  law.  With  respect  to  the  notion  that  I  can  just  suspend  deportations  

through  executive  order,  that's  just  not  the  case  because  there  are  laws  on  the  books  that  Congress  has  passed.  

"There  are  enough  laws  on  the  books  by  Congress  that  are  very  clear  in  terms  of  how  we  have  to  enforce  our  immigration  

138 of 187  7/25/16, 7:21 PM  system  that,  for  me  to  simply  through  executive  order  ignore  these  congressional  mandates,  would  not  conform  with  my  

appropriate  role  as  president."  
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My  final  example  is  IRS  targeting,  but  I  believe  the  witness  to  my  left  is  going  to  talk  about  that.  I'd  be  happy  to  answer  

constitutional  questions  on  that  topic  as  well.  

Thank  you.  

ENGELBRECHT:  

Good  morning,  Mr.  Chairman,  members  of  the  committee.  I'm  the  founder  of  True  the  Vote,  a  national  nonprofit  initiative  to  

protect  voters'  rights  and  promote  election  integrity.  I'm  here  today  because  I  was  targeted  by  this  government  for  daring  to  

speak  out.  

I'm  one  of  the  thousands  of  Americans  who  have  become,  sadly,  living  examples  of  this  kind  of  trickle-down  tyranny  that  is  

actively  endorsed  by  the  current  administration  and  rigorously  enforced  by  the  Department  of  Justice.  

Over  these  past  few  years  the  Department  of  Justice  has  made  their  presence  very  well  known  in  both  my  personal  and  

professional  life.  Since  filing  for  tax  exemption  from  the  IRS  in  2010,  my  private  businesses,  my  nonprofit  organizations  and  I  

personally  have  been  subjected  to  more  than  1 5  instances  of  audit,  inquiry  or  investigation  by  federal  agencies,  including  the  

IRS,  OSHA,  ATF  and  the  FBI.  

All  of  these  inquisitions  began  only  after  filing  applications  for  tax  exemption.  There  is  no  other  remarkable  event  or  rationale  

to  explain  how,  for  decades,  I  went  unnoticed  by  the  federal  government  but  now  find  myself  on  the  receiving  end  of  

interagency  coordination  into  and  against  all  facets  of  my  life.  

I  shared  that  same  timeline  as  a  part  of  testimony  given  in  February  of  2014  at  a  hearing  before  the  House  Oversight  and  

Government  Reform  Subcommittee.  Time  did  not  permit  then  nor  does  it  now  to  give  a  full  account  of  the  cast  of  characters  

and  confluence  of  events  that  fill  a  binder  with  over  800  pages'  worth  of  government  subterfuge  but  in  one  way  or  another  

the  Department  of  Justice  has  found  its  way  into  almost  every  aspect  of  my  story.  

In  my  attorney's  testimony  at  last  year's  House  hearing,  she  spelled  out  for  the  committee  why  we  believe  that  the  

Department  of  Justice  investigation  into  the  IRS  targeting  scandal  was,  in  fact,  a  sham.  Within  hours  of  her  filing,  she  

received  a  phone  call  from  the  Department  of  Justice,  now  suddenly  wanting  to  interview  me.  It  was  the  first  time  we  had  

been  contacted  in  approximately  nine  months  after  the  investigation  had  purportedly  commenced.  

An  arrangement  was  made  with  the  Department  of  Justice  Public  Integrity  Division  but  we  were  then  told  that  the  Civil  

Rights  Division  would  also  be  participating  in  my  interview.  Now,  this  is  significant  because,  at  the  time,  that  same  Civil  

Rights  Division  was  fighting  against  True  the  Vote  in  a  courtroom  back  in  Texas,  trying  to  prevent  us  from  becoming  an  

intervening  party  for  the  state  in  voter  ID  litigation  that  the  Department  of  Justice  had  brought  against  them.  

The  DOJ  told  my  attorney  that  unless  I  was  willing  to  waive  my  rights  and  obligations  to  involvement  -- to  the  involvement  of  

the  Civil  Rights  Division  that  they  would  not  interview  me  at  all.  And  to  date  they  still  have  not.  

A  handful  of  months  later,  we  met  the  Department  of  Justice  in  court  again,  this  time  as  they  represented  the  Internal  

Revenue  Service  in  a  lawsuit  True  the  Vote  filed  against  the  IRS  in  2013.  The  DOJ  assured  the  judge  that  there  was  no  more  

evidence  that  could  be  recovered  from  any  of  the  hard  drive  crashes  that  had  befallen  IRS  employees  named  in  our  suit.  All  

of  the  contents  from  all  of  the  hard  drives  was  certainly  and  irrevocably  lost.  
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30,000  were  Lois  Lerner's.  

Is  there  the  will  to  ever  get  to  the  truth  behind  this  nightmare  of  citizen  targeting?  

For  six  years  the  Department  of  Justice  has  operated  as  an  increasingly  rogue  agency  where  preservation  of  personal  

liberties  runs  a  distant  second  to  preservation  of  political  power.  

Will  this  new  leadership  be  any  different?  

As  a  leader  of  a  voter  rights  organization,  I  was  extremely  disappointed  to  hear  Ms.  Lynch's  comments  in  a  speech  she  

made  in  Los  Angeles  last  February,  when  she  said  that  voter  ID  laws  were  passed  in  the  Deep  South  so  that,  and  I  quote,  

"minority  voters  would  be  disenfranchised"  and,  further,  that  she  applauded  DOJ's  lawsuits  filed  against  those  states  having  

ID  programs  and  promised  that  those  lawsuits  would  continue.  

Seventy  percent  of  Americans  believe  that  showing  photo  identification  in  order  to  vote  is  a  common-sense  safeguard  to  our  

electoral  process.  

Should  we  count  on  continued  resistance  from  the  Department  of  Justice  led  by  Loretta  Lynch?  

In  fact,  the  most  significant  voter  disenfranchisement  threat  currently  facing  our  country  was  made  possible  by  the  

president's  recent  order  of  executive  amnesty.  States  are  not  prepared  to  deal  with  the  coming  influx  of  illegal  aliens  wanting  

social  service  programs  like  Medicaid,  welfare  and,  of  course,  driver's  licenses.  

Federal  law  requires  that  these  programs  offer  voter  registration  opportunities,  which  is  a  wonderful  thing  for  American  

citizens,  but  these  programs  were  not  designed  to  verify  citizenship,  leaving  many  states  without  the  necessary  firewalls  to  

ensure  that  noncitizens  do  not  end  up  as  registered  voters.  

And  every  vote  cast  by  a  noncitizen  disenfranchises  the  vote  of  a  citizen.  

We  know  Mr.  Holder  is  a  proponent  of  amnesty.  

Where  will  Ms.  Lynch  stand  on  the  issue?  

In  a  2009  speech,  General  Holder  called  America  a  nation  of  cowards.  

Well,  if  you  remember  nothing  else  from  my  comments,  please  remember  this.  I  am  not  a  coward  and  I  am  not  a  victim.  I'm  a  

messenger  for  all  of  those  Americans  who  love  our  country,  love  our  fellow  countrymen  and  pray  for  a  better  tomorrow.  And  

I'm  here  to  say  our  country  right  now  is  at  a  tipping  point.  We  have  replaced  rule  of  law  with  moral  relativism;  we  have  

replaced  truth  with  political  correctness  and  in  all  of  the  double-speak  and  double-think  we  have  become  increasingly  

unsteady  about  how  we,  the  people,  factor  into  a  future  left  into  the  hands  of  our  current  leaders.  

So  please  be  bold,  please  choose  wisely,  because  America's  watching.  

Thank  you.  

GRASSLEY:  

Ms.  -- and  now  Ms.  Engelbrecht,  I'm  going  to  call  in  just  a  minute  or  in  just  30  seconds  I'm  going  to  call  on  Professor  -- not  

Professor  -- Chairman  Leahy  to  ask  the  first  questions,  because  he  can't  come  back  this  afternoon.140 of 187 7/25/16, 7:21 PM 
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(CROSSTALK)  

HATCH:  

...  I  just  want  to  mention  to  you,  Ms.  Engelbrecht,  that  we're  thoroughly  investigating  this.  The  only  reason  we  have  an  issue  

to  report  so  far  is  that,  as  you  mentioned,  there  were  30,000  more  e- mails  finally  discovered.  

And  ticked  the  investigative  arm  of  IRS  has  not  yet  released  those  to  us  and  we're  going  to  have  to  go  through  those  before  

we  issue  a  final  report.  But  you  have  my  total  sympathy  for  what  you've  gone  through.  

ENGELBRECHT:  

Thank  you,  Senator.  

GRASSLEY:  

And  he's  speaking  as  chairman  of  the  Finance  Committee  

Senator  Leahy.  

LEAHY:  

Thank  you,  Mr.  Chairman.  I  appreciate  your  courtesy.  

I'd  ask  consent  that  I  put  in  the  record...  

GRASSLEY:  

Without  objection.  

LEAHY:  

...  I'd  just  basically  (inaudible)  former  FBI  Director  Louis  Freeh,  we  all  know  very  well,  a  supporter  of  Loretta  Lynch  and  

Congressman  John  Lewis,  a  number  of  Justice  Department  officials,  both  the  Bush  administrations  and  various  Democratic  

administrations,  the  FBI  Agents  Association.  

I  won't  -- I  won't  list  all  of  them,  but  they  could  all  just  be  part  of  the  record.  

GRASSLEY:  

They  will  -- they  will  -- they  will  be,  Senator  Leahy.  

LEAHY:  

We  have  nine  witnesses  here  today.  

Would  those  who  oppose  Loretta  Lynch  as  FBI  director,  would  they  please  raise  their  hand?  

(UNKNOWN)  

Attorney  general.  
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Let  the  record  show  no  hands  were  raised.  

The  -- Ms.  Fedarcyk,  you  know,  it's  amazing,  your  record.  You  started  off  as  a  beat  cop  in  Nevada,  joined  the  FBI,  and  23  

years  later  you're  heading  up  the  FBI's  largest  field  office.  And  like  many  here,  I  was  briefed  during  that  time  of  some  of  the  

investigations  you  had  under  way,  especially  in  the  terrorist  area.  I  mean,  they  were  remarkable  in  their  complexities.  

You  also  dealt,  as  you  said,  with  Loretta  Lynch  during  that  time.  Do  you  believe  that  she  has  the  temperament  and  the  

demeanor  to  be  an  attorney  general?  

FEDARCYK:  

Senator,  my  two  years  exposure  working  alongside  Loretta  -- and  I  say  alongside  because  it  was  truly  a  seamless  

partnership,  I  think  gives  me  a  little  bit  of  background  and  experience  to  be  able  to  say  that  I  firmly  believe  that  Loretta  

Lynch  possesses  all  of  the  necessary  attributes  that  the  nation  should  demand  of  an  independent  attorney  general,  and  I  

wholeheartedly  support  her  nomination  and  confirmation.  

LEAHY:  

You  -- I  don't  want  to  put  words  in  your  mouth,  but  do  you  find  that  she  would  make  independent  judgments  -- independent  

judgments?  

FEDARCYK:  

Yes,  sir.  And,  in  fact,  that  was  part  of  my  opening  statement,  the  fact  that  one  of  the  three  attributes  that  I  wanted  to  touch  

upon  was  the  fact  that  she  operated  independently,  did  not  bow  to  outside  influences,  looked  at  the  facts,  looked  at  the  

issues.  

When  she  was  confronted  with  an  issue,  she  gathered  input  from  stakeholders,  solicited  their  input,  took  a  look  at  the  law,  

made  sure  that  her  decisions  were  wholly  based  on  the  facts  and  the  law  and  independently  arrived  at.  

LEAHY:  

Your  career  in  law  enforcement  is  a  lot  longer  than  my  career  in  law  enforcement,  but  I  know  during  my  years  in  law  

enforcement  what  we  wanted  was  independence,  and  I  appreciate  that.  

Mr.  Barlow,  nice  to  have  you  -- have  you  back  here.  Usually,  we  see  you  in  the  other  committee  room.  

Do  you  believe  that  Loretta  Lynch  has  the  independence  to  stand  up  to  others  in  the  executive  branch,  including  the  

president,  if  she  feels  she  is  in  the  right  and  has  to  stand  up  to  do  her  job  as  attorney  general?  

BARLOW:  

Yes,  Senator,  I  do.  I  -- in  my  experience  working  with  her  and  working  through  any  number  of  different  issues,  seeing  her  in  a  

variety  of  different  circumstances,  I  have  always  known  her  to  be  thoughtful,  well-prepared  and  someone  who  is  interested  

in  the  facts  and  the  law.  

I  don't  believe  the  president  or  anyone  on  this  Earth  could  -- could  get  her  to  make  a  decision  that  she  did  not  believe  was  

right  and  had  a  firm  basis  in  where  her  duty  was  at  that  moment.  
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her  attitude  about  organized  crime.  

I  -- as  I've  known  her  peripherally  over  the  years,  and  more  since  the  nomination,  but  Dr.  Newsome,  you've  -- you've  known  

her  longer  than  all  the  rest  of  us.  Do  you  believe  she'd  stand  up  for  what  she  believes  is  right,  no  matter  who  she  might  be  

getting  pressure  from,  the  president,  me,  Senator  Grassley  or  you?  

(UNKNOWN)  

(OFF-MIKE)  

(LAUGHTER)  

(UNKNOWN)  

(OFF-MIKE)  

(UNKNOWN)  

Use  your  mike,  please.  

LEAHY:  

Use  your  mike.  

NEWSOME:  

Absolutely,  Senator  Leahy.  She  would  demonstrate  independence  in  the  most  constructive  of  ways.  

One  of  her  greatest  attributes,  as  already  been  noted,  is  her  ability  to  hold  forth  with  the  strength  of  her  own  convictions,  

having  prepared  herself  thoroughly,  thought  through  matters  very,  very  comprehensively,  having  identified  the  issues  in  a  

way  that  she  could  communicate  her  position  in  a  way  that  would  garner  nothing  but  the  highest  of  respect.  

LEAHY:  

I  talked  about  yesterday  about  as  a  young  law  student  being  recruited  by  the  then-attorney  general  of  the  United  States  to  

come  to  work  for  him.  And  I'd  asked  him  whether  he  would  stand  up  to  the  president  of  the  United  States  if  need  be.  He  

assured  me  he  would.  

Later,  he  did  when  he  prosecuted  a  man  who  was  essential  to  the  election  of  the  president  as  president.  

And  when  I  asked  him  later  about  that,  I  said,  "Attorney  General  Robert  Kennedy,  what  was  the  reaction?"  

He  said,  "I  stayed  away  from  family  gatherings  a  little  while."  

(LAUGHTER)  

And,  Professor  Turley,  many  of  us  have  seen  you  many,  many  times.  The  House  Republicans  have  hired  you  to  sue  the  

administration  in  another  area,  and  taxpayers  will  pay  your  fee.  It  was  said  that  this  could  cost  as  much  as  $3  million.  

They're  not  paying  you  $3  million,  are  they?  

(LAUGHTER)  
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LEAHY:  

What  is  the  hourly  rate  you  do  charge?  

TURLEY:  

I  think  it's  -- the  hourly  rate's  set  by  the  contract,  not  by  me,  I  think  it's  a  top  of  $500.  But  I  -- I  seem  to  recall  that.  

(CROSSTALK)  

TURLEY:  

But  I  want  to  correct  something.  I'm  actually  working  not  for  the  House  Republicans  but  for  the  House  of  Representatives.  

They  voted  to  approve  the...  

(CROSSTALK)  

LEAHY:  

It's  a  Republican  vote.  It  was  a  partisan  vote,  as  you  know.  Not  to  put  too  -- spin  it  too  closely,  but  do  you  get  paid  for  your  

testimony  here  today?  

TURLEY:  

Oh,  no,  of  course  not.  

LEAHY:  

Thank  you.  I  thought  I'd  ask  that  out  of  courtesy  to  you.  

The  -- I  -- actually,  the  question  I  asked  first  was  probably  the  one  that  I  appreciated  the  answer  the  most,  when  no  hands  

went  up.  And  I  -- I  hope  we  can  move  on.  

Many  of  you  have  questions  about  past  operations  of  the  Department  of  Justice.  I  have  some  disagreements  with  that,  but  I  

think  we're  talking  about  the  remaining  time  of  this  administration,  the  Department  of  Justice.  

And,  frankly,  as  one  American,  and  as  a  former  prosecutor  and  as  the  -- as  the  longest  serving  member  of  the  Senate  and  

one  who's  voted  on  a  lot  of  attorneys  general,  both  the  Republicans  and  Democrats,  I  feel  very,  very  confident  in  voting  for  

Loretta  Lynch  as  attorney  general.  

And,  again,  I  thank  you,  Mr.  Chairman,  for  your  courtesy.  

GRASSLEY:  

You  bet.  

I'm  going  to  start  out  with  Ms.  Attkisson.  

In  your  testimony,  you  say  -- I  don't  know  what's  wrong  with  this  microphone.  Can  somebody  fix  it?  

(UNKNOWN)  

(OFF-MIKE)
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In  your  testimony,  you  say  that  you  have  a  long  career  of  the  investigative  reporting.  

(UNKNOWN)  

(OFF-MIKE)  

GRASSLEY:  

I'm  sure  you've  dealt  with  pushback  from  powerful  people  before.  But  what  makes  the  last  few  years  different?  

ATTKISSON:  

I  defer  somewhat  to  some  of  my  colleagues  that  I  quoted  in  my  opening  statement  who  said  this  was  in  their  experience,  

which  is  longer  than  mine,  the  most  difficult  administration  they've  dealt  with.  Ann  Compton,  another  correspondent,  said  

this  was  the  most  closed  president  she's  dealt  with  in  seven  presidents  she's  covered.  

And  I  see  it  as  a  high  point  on  a  trajectory  and  a  continuum,  meaning  every  administration  seems  to  be  worse  than  the  last.  

Although  they  come  in  promising  openness  and  transparency,  they  seem  to  pick  up  where  the  last  one  left  off.  

And  there  hasn't  been  as  much  pushback,  I  think,  from  Congress  and  the  media  in  some  cases,  to  keep  that  balance,  

because,  of  course,  the  government  tends  to,  for  whatever  reason,  covet  information,  separate  itself  from  the  public  and  

treat  itself  kind  of  as  one  and  apart.  

But  we're  supposed  to  help  create  a  balance  so  it  doesn't  get  out  of  whack.  And  I  think  we  haven't  done  a  very  good  job  at  

that  in  the  last  couple  of  years.  

Additionally,  this  administration  has  employed  very  aggressive  techniques  that  are  available  to  it  that  were  not  available  

years  ago,  such  as  using  social  media  and  surrogate  bloggers  to  put  out  false  information  to  controversialize  any  reporters  

who  dare  to  do  the  normal  oversight  reporting  that  we've  done  on  other  administrations,  and  I  think  that's  been  somewhat  

successful.  

GRASSLEY:  

You  say  in  your  testimony  that  you  were  once  barred  from  attending  a  briefing  in  Justice  Department.  What  reasons  were  

you  given?  

ATTKISSON:  

A  briefing  was  called  on  Fast  and  Furious,  and  I  was  sent  over  to  the  office,  but  Tracy  Schmaler,  the  press  officer,  called  

back  immediately  and  said,  "Don't  bother  to  come,"  that  she  wouldn't  clear  me  in  the  building,  although  I  have  a  press  pass,  

I've  been  cleared,  you  know,  through  the  FBI  to  walk  up  to  the  president  of  the  United  States.  

But  she  was  not  going  to  clear  me  through  building  security.  She  didn't  give  a  reason  -- reason  other  than  to  just  say  they  

only  wanted  the  normal  beat  reporters  to  attend.  

I  can't  tell  you  how  improper  that  is,  in  my  view,  how  improper  it  is  that  government  officials  who  control  public  assets  would  

misuse  their  authority  to,  in  essence,  handpick  the  reporters  who  get  to  cover  the  story  -- I  think,  in  essence,  the  way  they'd  

rather  it  be  covered  -- and  keep  out,  in  some  cases,  more  knowledgeable  reporters  who've  been  covering  that  particular  

issue.  
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GRASSLEY:  

Do  you  think  any  of  your  colleagues  and  -- and  fellow  journalists  pulled  punches  because  they  thought  they  might  be  

barred?  

ATTKISSON:  

I  don't  personally  know.  

I  think  the  reporters  on  the  ground  do  a  great  job.  But  I  do  know  there  are  managers  and  editors,  and  I've  spoken  to  

executives  from  three  networks  who  have  given  instances  in  which  they've  been  specifically  threatened  with  loss  of  some  

sort  of  access  if  the  news  organization  takes  a  particular  news  course.  So  that  threat  of  access  is  definitely  felt.  

GRASSLEY:  

My  next  question  gets  to  the  fact  that  we  aren't  here  to  talk  about  her  qualifications  -- I  don't  think  anybody  questions  that  --

but  whether  she  can  make  changes  in  the  Department  of  Justice.  

What  do  you  think  needs  to  be  done  to  correct  the  chilling  effect  on  the  press  over  the  last  few  years?  

ATTKISSON:  

Sometimes  I  think  it's  more  than  just  the  physical  steps  that  are  taken.  It's  an  action  that's  seen  and  a  message  that's  

perceived.  

Right  now,  regardless  of  steps  that  have  been  taken  to  mitigate  damage  that's  been  done,  there's  still  a  large  distrust  of  the  

Justice  Department  and  in  some  cases,  government  in  general.  

There  are  members  of  Congress  and  staff  and  whistleblowers  and  other  journalists  who  commonly  talk  about  the  idea  that  

they  believe  -- whether  it's  true  or  not,  that  they  believe  they're  being  monitored  on  their  phones  or  computers  -- and  or  

computers.  How  you  get  past  that  suspicion  that's  been  created  by  the  actions  that  we've  seen,  it's  going  to  be  difficult.  

One  very  tangible  thing  that  could  be  done  and  I  think  needs  to  be  done  -- and  I  -- I  won't  belabor  it  -- but  it  has  to  do  with  

Freedom  of  Information  law,  which  is  pretty  much  pointless  and  senseless  now  in  its  application  at  the  federal  level.  It  does  

no  good.  

It's  been  used  instead  to  facilitate  the  timely  release  of  public  information.  It's  been  used  to  obstruct  and  delay  the  release  of  

public  information.  It's  no  good.  

You  know,  if  you  even  do  go  to  court  to  get  your  public  documents,  that's  at  taxpayer  expense.  It  still  serves  the  purpose  of  

delay  that  the  bureaucracy  wishes  to  serve.  

And  at  the  end,  even  if  they  have  to  play  the  plaintiff's  fees,  that's  done  with  our  tax  dollars,  and  basically,  the  federal  agency  

gets  rewarded  for  a  job  well  done,  because  they've  been  able  to  obscure  and  delay  the  release  of  these  public  documents.  

So  that  -- FOIA  is  extremely  broken  at  the  federal  level.  

GRASSLEY:  

You  just  described  my  last  question,  so  you  won't  have  to  answer  it.  
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ATTKISSON:  

That's  right.  

The  FBI,  I  think,  something  like  -- I  filed  a  request  just  in  general  for  information  540  days  ago.  Response  is  due  in  something  

like  20  business  days,  but  this  is  typical  of  FOIA  responses.  

I  got  a  very  partial,  incomplete  response  last  night  to  a  FOIA  request  that  I'd  made  at  the  Department  of  Justice  inspector  

general,  which  did  not  include  the  forensics  that  supposedly  came  along  with  some  conclusions  and  summaries  they  made,  

so  that  will  be  a  process  that  -- who  knows  if  I'll  ever  get  the  documents  I've  been  asking  for  for  months?  

But  this  is  very  typical,  reporters  will  tell  you  and  citizens  and  consumers,  of  their  efforts  to  try  to  obtain  easily  accessible  

public  information  or  information  that  should  be  easily  accessible.  

GRASSLEY:  

Ms.  Engelbrecht,  May  20,  2013,  General  Holder  announced  that  he  ordered  the  Department  of  Justice  to  conduct  a  criminal  

investigation  into  the  IRS  for  targeting  conservatives  at  the  time.  The  attorney  general  called  the  IRS  practices,  quote  

unquote,  "outrageous  and  unacceptable."  

When  did  the  Department  of  Justice  first  reach  out  to  you  or  your  lawyer  to  learn  the  details  of  your  ordeal?  

ENGELBRECHT:  

We  heard  nothing  from  the  Department  of  Justice  right  up  until  the  day  before  we  were  to  testify  before  the  House  

subcommittee.  

My  attorney  and  I  were  both  prepared  to  testify,  my  attorney  filed  her  -- her  testimony  in  which  we  were  very  critical  of  what  

had  happened  at  that  point,  and  it  was  not  hours  later  that  the  Department  of  Justice  called  for  the  first  time  to  ask  to  speak  

with  us.  

So  nine  months,  approximately.  

GRASSLEY:  

So  after  nine  months,  General  Holder  ordered  the  investigation  reach  out  to  you.  And  what  prompted  them  to  do  so?  Do  you  

have  any  idea?  

ENGELBRECHT:  

I  think  it  was  -- I  think  it  was  that  testimony  that  was  filed  that  left  -- left  no  stone  unturned  about  what  we  -- what  we  had  

already  experienced.  

GRASSLEY:  

So  let  me  get  this  straight.  

Attorney  General  Holder  announces  an  investigation  into  the  IRS's  targeting  of  tax-exempt  groups  like  yours,  and  nine  

months  later,  it  takes  a  congressional  hearing  for  you  to  be  contacted  by  the  attorneys  at  the  Department  of  Justice?  

You  just  said  to  yes.  147 of 187  7/25/16, 7:21 PM  
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Yes,  sir.  

GRASSLEY:  

That's  disgraceful.  

Well,  to  your  knowledge,  who  did  they  talk  to  before  they  reached  out  to  you?  

ENGELBRECHT:  

Certainly,  we  saw  all  over  the  news  that  they  were  talking  to  Lois  Lerner  and  -- and  others  inside  the  department.  

I  was  in  very  regular  contact  with  lots  of  other  leaders  of  other  organizations  that  had  been  targeted.  To  the  best  of  my  

knowledge,  no  one  has  been  contacted,  still,  by  the  Department  of  Justice.  

SESSIONS:  

Mr.  Chairman,  I  would  note  that  the  Alabama  Tea  Party  leader  who  was  victimized  has  still  not  been  investigated,  even  been  

interviewed,  even  though  I  directly  asked  the  FBI  director  to  do  so  a  long  time  ago.  

GRASSLEY:  

Then  -- so  to  date,  you've  not  been  interviewed  by  the  FBI?  

ENGELBRECHT:  

No,  sir.  

They  did  -- they  did  ask  about  nine  months  ago,  but  it  was  upon  the  contention  that  they  would  be  allowed  to  have  the  Civil  

Rights  Division  in,  and  I  was  not  -- I  was  not  willing  to  do  that,  because  the  Civil  Rights  Division  had  already  been  on  record  

opposing  my  organization.  

GRASSLEY:  

OK.  

Well,  I  don't  blame  you  for  declining  to  speak  to  the  Department  of  Justice.  If  I  had  been  subjected  to  1 5  audits  and  inquiries  

from  four  different  federal  agencies  in  less  than  three  years,  I  would  only  want  to  meet  with  neutral  and  fair  investigators  and  

certainly  not  a  person  who  had  been  appointed  to  do  this  investigation  who  also  had  an  outstanding  record  as  a  -- as  

President  Obama's  campaign  donor.  

One  final  question,  has  the  Department  of  Justice  or  anyone  else,  for  that  matter,  advised  you  why  four  powerful  federal  

agencies  descended  on  your  doorstep?  

ENGELBRECHT:  

No,  sir,  but  I'd  sure  like  to  know.  

GRASSLEY:  

OK.  I'm  going  to  -- you  know,  I'm  at  a  loss  here.  Let  me  check  with  my  staff  whether  I  call  on  (OFF-MIKE).  

OK.  Senator  Hatch?  
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I  really  appreciate  what  you've  gone  through.  I  can't  say  much  about  it  because  of  6103  authority,  but  -- but  we  are  going  to  

get  to  the  bottom  of  it.  

ENGELBRECHT:  

Thank  you,  sir.  

HATCH:  

We've  already  gotten  quite  a  bit  to  the  bottom  of  it.  

I  want  to  come  back  for  at  least  a  few  minutes  to  thank  this  panel  of  witnesses  for  contributing  to  the  confirmation  process  

regarding  Ms.  Lynch's  nomination.  

I'm  going  to  be  a  strong  supporter  of  her  nomination.  And  I  believe  she's  not  only  qualified  but  exceptionally  well-qualified  

and  a  very  good  person,  to  boot.  

I  especially  want  to  recognize  David  Barlow,  who's  here  today,  who  served  as  -- as  a  U.S.  attorney  in  my  home  state  of  Utah  

for  three  years  and  before  that,  worked  on  this  committee  as  chief  -- chief  attorney  for  my  -- my  companion  here  in  the  

Senate,  Senator  Lee.  

Professor  Turley,  welcome  back.  

TURLEY:  

Thank  you,  Senator.  

HATCH:  

(OFF-MIKE)  committee.  

Yesterday,  I  asked  Ms.  Lynch  whether  the  attorney  general  has  the  duty  to  defend  the  constitutionality  of  duly  enacted  laws  

if  there  are  reasonable  arguments  to  do  so.  

You  discussed  this  in  your  prepared  statement,  and  I'd  like  your  comment  on  one  specific  issue  that  I  raised.  

Attorney  General  Holder  did  not  decide  never  to  defend  the  constitutionality  of  the  Defense  of  Marriage  Act  but  to  stop  

defending  its  constitutionality.  His  own  Justice  Department  lawyers  had  already  been  making  reasonable  amendments  

defending  DOMA,  or  this  bill,  and  Mr.  Holder  decided  to  stop  making  them.  

And  that  is  what  made  me  say  that  he's  abandoned  his  duty.  Do  you  agree?  

TURLEY:  

I  agree.  I  thought  that  the  decision  was  wrong.  

I  -- I  happen  to  agree  with  the  president.  I  was  a  critical  of  DOMA.  But  I  thought  that  the  abandonment  of  the  defense  of  

DOMA  was  inimicable  to  the  rule  of  law.  I  thought  it  violated  a  longstanding  understanding  with  this  body.  
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The  Justice  Department's  always  insisted  they're  the  exclusive  representative.  

(CROSSTALK)  

HATCH:  

...  had  you  been  attorney  general,  you  would  not  have  stopped  that.  

TURLEY:  

Well,  absolutely.  And  I  would  have  defended  that  law.  

HATCH:  

Even  though  -- even  though  you  didn't  agree  with  DOMA.  

TURLEY:  

That's  right.  What's  really...  

HATCH:  

...  Defense  of  Marriage  Act.  

TURLEY:  

...  and  what's  also  troubling  is  that  there's  no  definition  in  the  -- in  the  attorney  general's  position  as  to  when  they  will  

abandon  a  federal  law.  I  happen  to  agree  with  the  criticism  of  the  law.  But  there  were  plenty  of  people  with  good  faith  

arguments  that  it's  constitutional,  including  people  on  the  Supreme  Court.  

And  if  this  is  the  standard  for  abandoning  a  federal  statute,  I  could  see  a  president  doing  this  in  a  host  of  different  statutes.  

HATCH:  

You're  right  about  that.  I  appreciate  your  comments.  I'm  also  glad  that  your  prepared  statement  discussed  the  controversy  

over  recess  appointments.  The  idea  that  a  president  has  the  authority  to  tell  the  Senate  when  it  is  in  or  out  of  this  or  that  sort  

of  recess  is  astounding.  

And  I'm  glad  the  Supreme  Court  unanimously  rejected  the  administration's  position  on  that  matter.  

In  yesterday's  discussion  of  prosecutorial  discretion,  the  administration's  defenders  repeatedly  said  that  this  is  really  only  

about  wisely  using  limited  resources.  

You  refer  in  your  statement  to  the,  quote,  "ill-conceived  litigation  strategy  of  the  Justice  Department,"  unquote,  defending  

this  bizarre  position  on  recess  appointments.  

I  wonder  how  many  resources  the  department  uses  pursuing  these  extreme  positions  in  court  that,  as  I  said  yesterday,  got  

shot  down  over  and  over  again,  some  20  times.  

Do  you  agree?  
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in  my  view.  This  wasn't  one  of  them.  

HATCH:  

That's  one  of  the  reasons  I  admire  you.  I  mean,  you  are  wrong  on  so  many  things,  but  you  stand  up...  

(LAUGHTER)  

...  you  write  about  (inaudible).  I've  got  a  lot  of  respect  for  you.  

Professor  Legomsky,  your  prepared  statement  refers  to  a  November  2014  letter  from  immigration  law  scholars.  It  states  that  

the  president's  action  establishing  the  deferred  action  for  parental  accountability  program  is,  quote,  "within  the  legal  

authority  of  the  executive  branch  of  the  United  States,"  unquote.  

But  didn't  the  Justice  Department's  own  Office  of  Legal  Counsel,  in  its  opinion  issued  a  week  earlier,  conclude  that,  quote,  

"The  proposed  deferred  action  program  for  parents  would  not  be  a  permissible  exercise  of  enforcement  discretion,"  

unquote.  

Even  OLC,  Office  of  Legal  Counsel  -- which  seems  to  be  into  advocacy  rather  than  analysis  these  days  -- disagrees  with  

these  scholars  on  this  issue.  

LEGOMSKY:  

Senator,  the  OLC  memo  distinguished  between  granting  deferred  action  to  those  children  who  had  arrived  at  an  early  age,  

on  the  one  hand,  and,  in  addition,  granting  it  to  the  parents  of  U.S.  citizens  and  lawful  permanent  residents;  while,  at  the  

same  time,  suggesting  that  it  might  not  be  legal  to  extend  deferred  action  to  the  parents  of  the  DACA  recipients  themselves.  

And...  

(CROSSTALK)  

HATCH:  

All  right.  

LEGOMSKY:  

...  I  do  personally  disagree  with  that  latter  suggestion  of  OLC.  But  otherwise  I  thought  the  memo  was  very  thoroughly  and  

well  articulated.  

HATCH:  

OK.  

Sheriff  Clarke,  I  want  to  personally  thank  you  for  your  advocacy  and  leadership  for  police  people  all  over  this  country  and  

coming  here  today  and  giving  your  testimony.  

As  I  observed  the  reactions  to  the  incidents  like  that  in  Ferguson,  Missouri,  I,  too,  became  concerned  about  this  rhetoric  and  

the  -- and  the  broad-brush  picture  that  seemed  to  be  developing  about  all  law  enforcement.  

We  heard  elected  officials  claim  that  police  officers  across  the  country  were  indiscriminately  shooting  black  men  simply  out  
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CLARKE:  

Thank  you,  Senator:  a  lot.  

The  attorney  general  of  the  United  States  is  a  big  stage  and  when  he  or  she  talks,  people  listen  all  across  the  country  and  it  

gives  the  impression  that  that  is  the  policy  of  the  United  States  Department  of  Justice  and  they  have  to  choose  their  words  

carefully.  

UNIDENTIFIED  MALE:  

Thank  you.  

HATCH:  

Thank  you.  

Ms.  Attkisson,  I  don't  know  what  your  politics  are,  but  I  admire  you  greatly.  You're  what  an  investigative  reporter  ought  to  be.  

And,  frankly,  your  testimony  here  today  has  been  very  profound,  very  strong  and  it  ought  to  wake  everybody  up  at  the  

Justice  Department  and  in  the  administration  and  in  all  administrations,  both  this  one  and  any  in  the  future.  

So  you're  doing  a  great  public  service  here  and  having  the  guts  to  stand  up  and  take  the  positions  that  you  have.  I  have  a  lot  

the  admiration  for  you.  

Professor  Rosenkranz,  during  the  hearing  yesterday,  I  acknowledged  that  prosecutorial  discretion  obviously  involves  

enforcement  or  resource  allocation  decisions  in  individual  cases  but  I  said,  quote,  "Applying  that  discretion  across  the  

border  to  entire  categories  of  individuals  has  the  same  effect  of  changing  the  law  itself,"  unquote.  

Do  you  agree  with  that?  

ROSENKRANZ:  

Yes,  I  do,  Senator.  It's  not  a  clear  line  that  one  can  draw  but  when  you  start  to  talk  about  exempting  millions  and  millions  of  

people  from  acts  of  Congress,  this  looks  a  lot  more  like  legislation  than  like  -- just  like  enforcement  discretion.  

HATCH:  

Well,  Professor  Legomsky  offers  the  Supreme  Court's  decision  in  Arizona  v.  United  States  to  justify  using  enforcement  

discretion  in  a  categorical  fashion.  

But  the  court's  opinion  uses  the  word  "individual"  more  than  a  dozen  times.  

For  example,  it  discusses,  quote,  "the  power  to  bring  criminal  charges  against  individuals,"  unquote.  

And  whether,  quote,  "an  officer  has  probable  cause  to  believe  that  an  individual  is  removable,"  unquote.  

In  fact,  one  of  the  quotes  from  the  court's  opinion  that  Professor  Legomsky  includes  in  his  prepared  statement  says,  quote,  

"The  equities  of  an  individual  case  may  turn  on  many  factors,"  unquote.  

Does  that  decision  support  using  discretion  for  individual  enforcement  decisions  in  a  categorical  way,  which  has  the  effect  of  

changing  the  underlying  statute  itself?  
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HATCH:  

OK.  

Your  prepared  statement  says  that  the  most  important  dimension  of  the  attorney  general's  function,  quote,  "is  to  advise  the  

president  on  the  scope  of  his  executive  powers  and  duties,"  unquote.  

Did  that  -- does  that  function  happen  on  a  blank  slate?  

Or  do  the  essential  principles  of  our  system  of  government  actually  counsel  special  attention  to  the  limits  of  president  -- of  

president's  -- of  presidential  power?  

ROSENKRANZ:  

Quite  right,  senator.  I  think  the  core  of  that  responsibility  is  for  the  Department  of  Justice  and  the  attorney  general,  in  

particular,  to  think  hard  about  the  meaning  of  a  faithful  execution  of  the  laws  and  to  counsel  the  president  when  he  is  close  

to  the  line  of  unfaithful  execution.  

HATCH:  

In  other  words,  is  the  attorney  general  there  to  find  some  plausible,  theoretical  justification  for  whatever  the  president  wants  

to  do,  or  is  she  there  to  enforce  the  real,  substantive  limits  on  power  that  are  necessary  for  all  of  our  liberty?  

ROSENKRANZ:  

The  attorney  general  should  help  the  president  to  find  legal  ways  to  do  what  he  wants  to  do  but,  at  the  end  of  the  day,  it's  

essential  for  the  attorney  general  to  be  able  to  say,  no,  Mr.  President,  that's  something  you  cannot  do.  

HATCH:  

My  time  is  up.  

(CROSSTALK)  

GRASSLEY:  

Senator  Feinstein.  

FEINSTEIN:  

Thanks  very  much,  Mr.  Chairman.  I'm  going  to  be  very  brief.  This  is  really  a  hearing  to  discuss  the  qualifications  of  a  

nominee,  in  this  case,  a  very  distinguished,  very  exceptionally  well  qualified  nominee  on  virtually  any  area  that  one  can  state.  

I  really  don't  want  to  see  that  diminished  by  a  critique  by  various  people  of  the  administration.  

And,  to  me,  Loretta  Lynch  is  an  outstanding  role  model  not  only  for  women  but  for  all  of  us  in  this  arena  because,  as  you  can  

see,  so  much  of  this  arena  has  become  so  partisan  that  here's  the  use  of  a  hearing  on  the  qualifications  of  a  nominee  to  be  

used  to  criticize  the  administration  and  areas  that  Loretta  Lynch  had  nothing  to  do  with.  I  guess  that's  the  coin  of  our  realm  

here.  

But,  I  mean,  I  remember  other  nominations  where,  if  the  issue  was  independence,  where  nominees  fully  admitted  and  the  

ranking  member  mentioned  this,  that  they  were  a  wing  of  the  staff  to  the  president.  
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So  I  think  we  have  a  very  special  nominee  in  front  of  us,  very  skilled,  very  determined.  But  most  importantly  I  think  she's  

used  her  life  so  well  to  be  that  combination  of  what  was  said  by  one  newspaper,  "a  combination  of  velvet  and  steel."  

And  to  see  the  impact  of  that  on  the  strong  support  that  she  has,  for  all  of  us  in  this  arena  I  think  is  a  kind  of  role  model  as  

how  you  -- there  are  -- there  are  a  lot  of  people  that  know  how  to  separate  everybody;  there  are  very  few  people  that  know  

how  to  bring  people  together  again  and  really  develop  a  kind  of  consensus  that  can  lead  us  forward.  

And  because  this  institution  is  so  split,  the  role  of  Loretta  Lynch  in  this  day  and  age  I  don't  think  can  be  underestimated.  

So  the  fact  that  when  Senator  Leahy  asked  the  question  -- I  forget  how  he  put  it,  you  know,  which  of  you  is  in  opposition  to  

Loretta  Lynch,  no  one  raised  their  hand.  And  I  think  it's  that  way  throughout  the  nation.  I  think  we  should  get  on  with  the  

business.  We  should  see  this  woman  confirmed  as  quick  as  possible.  

Thank  you  very  much.  That's  my  statement.  

Senator  Whitehouse?  

WHITEHOUSE:  

Before  I  start  claiming  my  time,  let  me  say  where  we  stand  in  terms  of  what's  going  on  here,  because  the  chairman  has  just  

had  to  leave  for  a  vote  and  he  has  left  me  instructed  that  if  Senator  Lee  arrives  or  if  another  Republican  arrives  at  the  

conclusion  of  my  time,  then  they  will  be  recognized,  but  if  no  one  else  is  here,  then  we  will  recess  at  that  point  until  1 :00  

p.m.  Is  that  correct?  

OK.  Good.  

Let  me  take  my  time  to  sort  of  review  the  bidding,  where  we  are.  No  witness  present  today  opposes  Ms.  Lynch  as  the  

nominee  for  attorney  general.  Ms.  Attkisson  is  here  as  a  litigant  against  the  United  States  with  her  lawyer  sitting  beside  her.  

Her  testimony  never  mentions  the  nominee.  And  I  would  ask,  actually,  unanimous  consent  that  the  redacted  version  of  the  

I.G.  report  related  to  her  claims,  which  she  now  has,  be  made  a  matter  of  record,  which,  without  objection,  it  will  be.  

Mr.  -- Mr.  Barrow  -- Barlow  supports  the  nominee  enthusiastically.  Reverend  Newsome  supports  the  nominee  

enthusiastically.  Ms.  Fedarcyk,  to  use  her  words,  wholeheartedly  endorses  the  nominee.  

Professor  Legomsky  is  here  mostly  to  talk  about  immigration.  His  testimony  does  not  make  clear  whether  he  or  does  not  

support  the  nominee.  

May  I  ask  you  if  you  do?  

LEGOMSKY:  

I  certainly  do.  Thank  you  for  asking,  Senator.  

WHITEHOUSE:  

Very  well.  That  one's  now  clear.  

Mr.  Turley  says  that  his  interest  today  is  not  to  discuss  Ms.  Lynch  as  much  as  the  department  she  wishes  to  lead.  But  he  

goes  on  to  say  he  has  no  reason  to  doubt  the  integrity  and  intentions  of  Ms.  Lynch  who  displays  obvious  leadership  and  

strength  of  character.
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Professor  Rosenkranz  takes  no  position  on  the  nominee,  but  comments  on  the  tenure  of  Eric  Holder.  

Is  that  correct,  Professor?  

And  Ms.  Engelbrecht  -- have  I  said  that  right?  Ms.  Engelbrecht  is  an  advocate  for  voter  identification  laws  who  would  like  

Ms.  Lynch  to  agree  that  voter  identification  laws  are  not  efforts  to  suppress  voting,  but  took  no  specific  position  on  the  

nominee.  

Is  that  correct?  

ENGELBRECHT:  

No  specific  position,  sir.  I  have  all  the  hope  in  the  world  that  it'll  work  out.  

WHITEHOUSE:  

Very  good.  

So,  let  me  say  two  things.  One,  some  many  years  ago  George  Washington  set  for  himself  what  he  called  his  rules  of  civility  

and  decent  behavior.  He  wrote  1 0  rules  of  civility  and  decent  behavior  to  help  him  guide  his  own  conduct  in  upright  and  

honorable  ways.  

I  think  it  was  rule  89  of  those  rules  of  civility  and  decent  behavior  that  George  Washington  kept  that  said  the  following:  speak  

not  evil  of  the  absent,  for  it  is  unjust.  

There  are  plenty  of  forums  where  the  attorney  general  would  have  an  opportunity  to  defend  himself.  This  is  not  one.  There  is  

no  forum  here.  There  is  no  opportunity  here  for  Attorney  General  Holder  to  answer  these  various  charges  that  have  been  

made.  

I  think  that  is  fundamentally  unjust,  and  I  think  it  is  frankly  beneath  the  dignity  of  this  committee  at  a  time  when  we  have  a  

very  significant  and  solemn  charge  before  us  to  determine  the  fitness  of  a  specific  individual  to  be  attorney  general  of  the  

United  States,  to  launch  a  series  of  unanswerable  attacks.  

I  have  no  problem  with  the  attacks.  My  problem  is  the  choosing  this  forum  for  them  where  the  other  -- the  individual  in  

question  has  no  chance  to  answer,  I  think  fails  President  Washington's  test  that  one  speak  not  evil  of  the  absent,  for  it  is  

unjust.  

With  respect  to  the  other  issues,  I  think  we  will  have  plenty  of  time  to  ventilate  those  in  other  forums.  I'm  sure  we'll  have  

plenty  of  time  to  address  immigration,  address  voter  ID  and  voter  suppression,  address  surveillance,  address  all  of  those  

things,  but  once  again  in  this  forum,  there's  no  opportunity  for  another  side  to  be  presented.  

And  I  regret  that  this  hearing  and  this  solemn  occasion  has  been  co-opted  to  that  extent  and  turned  into  what  appears  for  a  

sound  bite  factory  for  Fox  News  and  conspiracy  theorists  everywhere.  

We  actually  have  a  nominee  in  front  of  us.  She  appears,  by  all  measures,  to  be  a  terrific  person.  I  think  we  should  get  about  

the  business  of  confirming  her  and  get  about  the  business  of  voting  on  her.  

And  if  people  have  this  strength  of  view  that  Attorney  General  Holder  is  not  a  good  leader  of  the  Department  of  Justice,  the  
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that  he  did  not  inherit  a  Department  of  Justice  that  was  in  good  order.  The  Office  of  Legal  Counsel  had  written  opinions  that  

were  so  bad  and  so  discreditable  that  even  that  administration  was  forced  to  withdraw  them  once  they  saw  the  light  of  day  

and  received  peer  criticism.  

U.S.  attorneys  of  Republican  and  Democratic  persuasions  and  appointments  alike  rose  in  irritation  and  anger  about  the  

effort  to  manipulate  the  United  States  attorneys  that  exploded  into  a  scandal.  

There  was  that  rather  creepy  midnight  assault  on  a  sick  attorney  general  in  the  hospital,  when  White  House  lawyers  came  

over  to  try  to  get  his  signature  on  a  document  and  thankfully  now  FBI  Director  Comey  put  a  stop  to  that  nonsense.  And  

ultimately  the  attorney  general  of  the  United  States  was  forced  to  resign  from  that  office.  

So,  stepping  into  that  mess,  and  there  were  plenty  of  other  features  I  could  add,  I  think  that  Attorney  General  Holder  is  

entitled  to  great  credit  for  putting  that  department  back  on  its  feet.  

I  understand  that  he  made  decisions  that  people  disagree  with.  I  for  one  believe  that  those  decisions  are  within  the  bounds  

of  legitimate  debate.  

I  am  not  suggesting  that  my  colleagues  need  to  agree  with  them,  but  I  think  to  personalize  them  so  much  as  to  say  that  it  

shows  a  moral  or  personal  defect  on  his  part  reflects  really  more  the  narrowness  of  a  specific  ideology  than  a  true  judgment  

about  the  merit  of  a  man  who  has  served  his  country  as  a  United  States  attorney,  as  the  deputy  attorney  general,  as  a  judge  

and  as  attorney  general  with  what  I  consider  to  be  great  distinction.  

So,  with  that,  I  will  conclude  my  remarks.  

I  see  my  friend  and  former  attorney  general  colleague,  Senator  Cornyn,  here  as  well,  so  under  the  chairman's  direction  as  I  

yield  my  time  it  will  go,  as  I  understand  it,  to  Senator  Cornyn.  OK.  

I  yield  my  time.  

CORNYN:  

Thank  you.  

I  would  thank  you  my  colleague  and  who  I  work  with  on  a  number  of  important  matters;  we're  working  on  some  important  

prison  reform  legislation,  demonstrating  that  dysfunction  has  not  taken  over  everything  here  in  Washington,  that  we  can  

actually  work  on  things,  even  though  we  have  other  differences.  

But  I  just  have  to  -- I  just  have  to  disagree  with  him.  And  I  guess  he  disagrees  with  himself  because  while  he  criticized  the  

criticism  of  Attorney  General  Holder,  he  seemed  to  recall  with  great  clarity  the  problems  with  the  Bush  Justice  Department  

that  he  -- or  at  least  the  things  he  disagreed  with.  

So  -- but  that's  the  great  thing  about  the  United  States  Senate  and  about  our  great  country,  where  all  of  us  ought  to  be  free  

to  express  our  views  without  fear,  certainly  of  government  intimidation.  

And,  Ms.  Engelbrecht,  I'm  glad  to  see  you  personally.  But  I  find  your  testimony  once  again  chilling  and  I  admire  your  

courage.  And  it  can't  be  easy  for  a  citizen  to  fight  their  government  with  all  the  vast  resources  arrayed  against  you.  And  I  

have  -- I  just  want  to  assure  you  are  not  alone.  
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that  you  referred  to,  with  particular  regard  to  the  Internal  Revenue  Service.  

So  thank  you  again  for  your  courage  and  your  willingness  to  stand  up  to  and,  I  would  say,  also  inspire  a  lot  of  Americans  

who  feel  like  government's  gotten  too  big  and  too  intrusive  and  has  crushing  the  spirit  and  the  voice  of  a  lot  of  individual  

citizens.  So  thank  you  for  being  here.  

And  Ms.  Attkisson,  I  have  to  tell  you  how  much  -- I'm  chilled  by  what  you  have  to  say.  When  I  was  in  college  I  was  a  

journalism  student  before  I  lapsed  into  the  law  and  became  a  lawyer.  

But  the  idea  that  you  would  be  targeted  and  surveiled,  intimidated  or  attempt  to  intimidate  you  from  doing  your  job  -- and  I  

know  you  are  a  skewer  of  power  on  an  equal  opportunity  basis.  I  can  tell  from  some  of  your  testimony  you  are  not  picking  

sides  but  you  are  trying  to  do  your  job.  

And  it's  repugnant  to  me  that  government  should  try  to  array  its  power  against  the  freedom  of  the  press  to  intimidate  people  

like  you.  And  I'm  -- I  appreciate  the  fact  you  are  not  intimidated.  

And  I  told  Senator  Leahy,  who  I  partnered  with  on  a  number  of  freedom  of  information  reforms  -- he  and  I  are  the  Senate's  

odd  couple  when  it  comes  to  that,  people  who  ideologically  are  bookends  and  -- but  who  agree  in  the  public's  right  to  know.  

And  certainly  we  want  to  work  with  anybody  who's  got  a  good  idea  how  we  can  make  the  system  better.  And  so  we  -- I'd  

welcome  that  opportunity.  

I  just  want  to  say  that  Ms.  Lynch  is  -- appears  to  be  a  -- an  outstanding  example  of  the  American  dream  and  somebody  

who's  got  a  distinguished  career  as  a  United  States  attorney.  The  challenge  is  for  her  and  for  everybody  who  takes  on  a  job  

as  a  member  of  the  president's  Cabinet  is  you  are  no  longer  just  a  prosecutor.  

You  are  somebody  who  is  responsible  for  implementing  policies,  implementing  policies  of  this  president.  And  that  has  been  

the  subject  of  a  lot  of  discussion  here  today.  

And,  as  I  told  Ms.  Lynch  privately,  you  got  two  choices.  You  can  take  the  job  and  implement  the  policies  or  you  can  say,  Mr.  

President,  I  think  what  you're  trying  to  do  is  improper,  even  illegal,  unconstitutional,  and  quit  or  not  take  the  job  in  the  first  

place.  I  don't  see  any  middle  ground  on  any  of  that.  

And  while  I  have  the  same  reaction  to  Ms.  Lynch's  testimony  that  I  had  to  Sara  Saldana's  (ph)  testimony,  who  was  a  United  

States  attorney  from  Dallas,  Texas,  who  Senator  Kay  Hutchison  and  I  recommended  to  the  president  for  appointment,  who  

is  now  the  director  of  Immigration  and  Customs  Enforcement,  I  told  her  the  same  thing.  

You're  -- you  were  a  prosecutor.  You've  done  an  outstanding  job.  But  now  you're  going  to  be  in  a  policy  position  where  

you're  going  to  be  asked  to  implement  policies  that  I  disagree  with  and  you  may  in  fact  disagree  with.  So  you'll  be  left  with  

that  Hobson's  choice.  

So  while  I  hear  some  of  my  colleagues  talk  about  the  independence  of  the  attorney  general,  well,  it's  perhaps  some  

independence  but  it  really  is  the  independence  of  one's  personal  conviction  not  to  cross  that  line  and  to  be  able  to  tell  even  

the  -- somebody  as  powerful  as  the  President  of  the  United  States  know  when  you  -- when  he's  gone  too  far.  

Professor  Rosenkranz,  what  -- I  would  be  interested  in  your  views  on  whether  you  think  the  attorney  general  can  truly  be  

independent.  
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should  be.  But  the  president's  delegated  to  the  attorney  general  the  function  of  advising  him  on  legal  issues.  And  that's  

delegated,  again,  to  the  Office  of  Legal  Counsel.  And  it's  crucial  for  that  function  to  be  performed  with  as  much  integrity  and  

independence  as  possible.  

Well,  I  don't- think indep nde ce is quite the right word. The executive o z0svSi0uzs...as  it  

At  the  end  of  the  day,  the  president  can  disagree  with  the  attorney  general,  can  overrule  the  attorney  general,  can  even  fire  

the  attorney  general.  But  it's  essential  for  the  attorney  general  to  say  no  if  necessary,  to  say,  Mr.  President,  I've  explored  

every  legal  option  and  this  is  something  you  cannot  do;  this  violates  the  Constitution.  

CORNYN:  

Professor  Turley,  I  know  that  Senator  Grassley  asked  you  questions  about  your  representation  of  the  United  States  House  of  

Representatives  in  a  lawsuit.  

As  you  probably  know  there's  also  a  lawsuit  pending  in  Brownsville,  Texas,  brought  by  26  different  states,  challenging  the  

president's  executive  action  that  we've  been  discussing  here  this  morning.  

And  obviously  any  lawsuit  that's  been  -- that  is  brought,  the  plaintiff  has  to  establish  standing  to  sue,  a  claim  of  harm  to  

them  and  not  to  the  public  generally.  I  remember  that  much  in  my  law  school  (inaudible)...  

(LAUGHTER)  

But  the  -- but  my  point  is,  the  policies  of  the  federal  government  have  a  direct  and  very  negative  impact  on  state  and  local  

governments  and  on  citizens  who  live,  particularly  in  border  states  like  mine,  where,  just  not  that  long  ago,  we  had  what  the  

president  himself  called  a  humanitarian  crisis,  tens  of  thousands  of  unaccompanied  children  coming  from  Central  America,  

drawn  by  the  magnet  of  a  promise  that  if  you  can  make  it  here,  you're  going  to  be  able  to  stay  here,  something  that  a  lot  of  

people  would  like  to  do.  

So  I'm  not  going  to  ask  you  to  opine  about  the  -- about  the  merits  of  that  particular  lawsuit.  The  judge  there  will  probably  

make  a  decision  here  in  the  coming  weeks.  

But  do  you  see  anything  inappropriate  about  people  who  are  aggrieved  or  suffering  harm  as  a  result  of  the  actions  by  the  

President  of  the  United  States  going  to  court  and  asking  the  court  to  make  a  decision?  

TURLEY:  

No,  I  don't.  But  I've  long  been  a  critic  of  the  current  standing  doctrines  that  have  been  developing  over  the  years.  I  think  

Walter  Dallinger  (ph)  put  it  best.  We  testified  in  the  House  recently  together.  And  he  said  he  had  spent  his  career  as  a  

standing  hawk.  And  I  have  spent  my  career  as  a  standing  dove,  in  that  sense.  

I  actually  believe  that  it's  important  to  give  access  to  the  courts,  particularly  for  states.  I  think  it's  rather  absurd  to  say  that  

states  have  effectively  no  skin  in  the  game,  that  they  have  no  injury  when  you  have  these  federal  pronouncements  

essentially  coming  down  and  imposing  considerable  costs  upon  them.  

And  I  think  that  you  really  see  in  sharp  relief  when  these  states  have  trouble  even  being  heard  on  the  merits.  And  so  when  

we  look  at  all  of  these  cases  in  terms  of  the  effort  to  keep  the  merits  from  being  heard,  I  think  that  has  a  really  dysfunctional  

effect.  I  think  that's  one  of  the  reasons  we're  seeing  so  much  chaos  is  the  lack  of  definition  in  the  separation  of  powers  and  

these  constitutional  rules.  
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CORNYN:  

Well,  of  course,  from  my  perspective,  coming  from  Texas,  I  see  the  policies  of  the  federal  government,  particularly  with  

regard  to  immigration,  as  having  a  very  direct  and  real  impact  on  taxpayers  and  citizens,  who  are  forced  to  pay  the  price  in  

terms  of  health  care,  education,  law  enforcement,  the  like.  And  they  really  have  no  recourse  because  they  don't  have  the  

ability  to  do  that  for  ourselves,  something  that  is  committed  in  the  Constitution  to  the  federal  government's  responsibility.  

And  when  the  federal  government  doesn't  do  its  job,  the  federal  government  doesn't  necessarily  feel  those  negative  

impacts.  It's  people  who  live  in  those  places  like  Texas,  where  it's  very  real.  

I  want  to  just  maybe  ask  one  last  question,  and  not  -- not  to  get  too  far  down  in  the  legalese,  but  Ms.  Attkisson.  as  a  result  

of  the  investigations  that  have  been  done  here  in  Congress  on  the  Fast  and  Furious  gunwalking  debacle,  we  were  met  with  a  

claim  of  executive  privilege  by  the  attorney  general  that  was  then  embraced  by  the  president  of  the  United  States  even  

though  there  was  no  indication  whatsoever  that  the  president  or  high  level  people  at  the  White  House  were  actually  involved  

in  this.  

But  could  you  just  describe  the  sort  of  obstacles  that  you  ran  into  in  the  course  of  your  investigation  of  the  Fast  and  Furious  

scandal?  

ATTKISSON:  

Well,  some  of  this,  which  is  already  sort  of  in  the  public  record,  when  I  began  covering  this  story,  the  Justice  Department  

employees  put  out  internal  e-mails  that  said  the  story  was  false  and  the  whistleblowers  weren't  telling  the  truth,  which  we  

now  know,  it's  been  proven,  they  were,  and  the  Justice  Department  has  admitted  it.  

But  they  put  out  a  series  of  false  implications  and  information  along  the  way.  They  launched  a  campaign  in  my  view  of  

calling  superiors,  bosses,  colleagues,  social  media,  using  the  bloggers  that  cooperate  with  them  and  work  with  them  in  

some  cases  directly,  to  disparage  the  reporting  as  if  it  were  not  true,  repeating  the  false  talking  points  in  many  cases.  

And  it  was,  you  know,  an  all-out  effort  to  try  to  chill  the  reporting  and  to  stop  other  reporters  that  might  be  pursuing  it.  

You  can  see  from  internal  e-mails  that  have  recently  been  released  after  a  lawsuit's  been  filed,  that  were  withheld  under  

executive  privilege,  the  extent  of  the  lengths  to  which  public  affairs  officials  inside  the  government  went  to  try  to  stop  this  

line  of  reporting  on  a  story  that  they  clearly  thought  was  proving  to  be  very  damaging  for  them.  

CORNYN:  

Thanks.  

I'm  advised  that  another  roll  call  vote  has  been  called  on  a  series  of  votes  that  we're  having  in  the  -- on  the  floor  of  the  

Senate.  

CORNYN:  

So,  at  the  request  of  the  chairman,  the  committee  will  stand  in  recess  until  1 :30.  

Thank  you.  

(RECESS)  
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this  important  issue  before  us  of  who  should  be  the  next  attorney  general.  So  thank  you  all  for  your  flexibility,  as  well  as  my  

members.  

Before  we  turn  back  to  questions,  I  want  to  take  a  moment  to  comment  on  some  criticism  that  we  heard  this  moment  

morning  from  one  member  on  the  Democratic  side  about  some  of  the  witnesses  who  are  today  in  this  hearing.  

I  won't  speak  for  any  other  member  of  the  committee,  but  I  for  one  find  it  absolutely  disgraceful  how  our  government  has  

treated  some  of  our  fellow  citizens,  and  the  Department  of  Justice,  under  its  current  leadership,  has  failed,  really  failed  to  

meet  some  of  its  most  basic  responsibilities.  

Every  single  one  of  these  witnesses,  every  one  of  them,  speaks  directly  to  Ms.  Lynch's  nomination,  because  the  question  in  

my  mind  is,  as  I  stated  yesterday,  "Will  she  take  these  flaws  seriously?  Will  she  fix  them"?  

And  I  note  that  it  wasn't  too  long  ago  that  Democrats  agreed  that  it  was  perfectly  appropriate  to  call  witnesses  to  address  

what  they  viewed  as  problems  at  the  department.  

So  I  would  note  to  the  naysayer  on  the  other  side  of  the  aisle,  it  wasn't  beneath  the  dignity  of  the  committee  when  they  were  

in  charge,  so  why  would  it  be  now?  

And  I  would  make  reference  to  Judge  Mukasey's  hearing  before  he  was  approved  to  be  attorney  general.  The  other  side  

called  witness  after  witness  who  testified  regarding  issues  that  occurred  at  the  department  while  he  was  serving  as  a  federal  

judge  in  the  Southern  District  of  New  York.  

So,  for  instance,  maybe  it  doesn't  bother  you  that  the  IRS  targeted  conservatives  and  the  department  doesn't  seem  to  have  

taken  the  issues  seriously,  but  it  bothers  me  a  great  deal,  and  I  want  to  know  if  Ms.  Lynch  is  committed  to  tackling  this  

problem  and  a  range  of  others.  

Senator  Sessions?  

SESSIONS:  

Thank  you,  Mr.  Chairman.  

Office  of  Attorney  General  is  a  big  deal,  and  we  need  people  who  are  able  to  take  questions,  the  department  is  entitled  to  be  

criticized,  and  they're  not  perfect.  

And  I  love  the  Department  of  Justice.  I  served  in  it  1 5  years.  I  was  an  assistant  United  States  attorney  for  over  two  and  

United  States  attorney  for  1 2.  And  I  loved  that  job,  and  I  loved  the  people  in  it,  and  I  so  admired  this  department.  

And  as  I  told  Ms.  Lynch  in  private  conversation,  you  have  to  understand  the  reputation  of  this  great  department  is  being  

eroded.  The  situation  is  not  good  in  this  country.  It's  got  to  be  reestablished.  We're  not  going  to  allow  this  to  become  a  

political  body  that  just  conducts  its  work  in  haphazard,  political,  reactive  ways.  

And  I  think  Senator  Hatch  raised  one  of  the  questions  that  still  galls  me,  and  that  is  the  failure  to  defend  DOMA,  the  

Defensive  of  Marriage  Act.  That  was  a  defensible  act,  and  everybody  that's  ever  been  an  attorney  general  or  in  such  an  

office  knows  you  have  a  duty  to  defend  the  laws  passed  by  Congress.  

That's  the  attorney  general's  duty,  Eric  Holder  and  President  Obama  failed  to  do  so,  and  it  was  shameful  and  disgraceful  
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investigating  these  matters.  They  haven't  yet  contacted  people  in  Alabama,  and  I  specifically  requested  it.  

Is  this  politics?  Why  not?  Don't  you  go  to  the  victims  first  -- that's  my  experience  -- and  get  their  story?  

Well,  Professor  Turley,  I  thank  you  for  your  comments  on  what's  happening  with  regard  to  executive  overreach  and  

congressional  weakness.  I  think  it's  a  -- I  know  we  all  -- you  know,  I  don't  deny  that  I'm  a  Republican  conservative,  but  I  

believe  this  is  not  just  a  partisan  matter.  

I  mean,  this  is  a  huge  erosion  of  constitutional  powers  of  the  United  States  Congress  when  the  president  of  the  United  

States,  in  contradiction  to  law,  gives  lawful  status  to  people  who  are  here  unlawfully  under  the  law  and  not  only  that,  creates  

a  Social  Security  number  for  them,  a  photo  ID  and  an  authorization  to  work  and  a  right  to  participate  in  Social  Security  and  

Medicare.  This  is  a  stunning  event,  and  we  are  in  denial  here,  a  lot  of  people,  about  the  seriousness  of  it.  

I  -- I  wanted  to  ask  you  about  your  testimony  in  the  House.  You  say  that,  quote,  "The  center  of  gravity  is  shifting,  and  that  

makes  it  unstable"  -- and  you're  talking  about  the  separation  of  powers  -- "and  within  that  system,  you  have  the  rise  of  an  

uber  presidency.  There  could  be  there  could  be  no  greater  danger  for  individual  liberty,  and  I  really  think  that  the  framers  

would  be  horrified  by  that  shift,  because  everything  they've  dedicated  themselves  to  was  creating  this  orbital  balance,  and  

we've  lost  it.  

"It's  not  prosecutorial  discretion  to  go  into  a  law  and  say  an  entire  category  of  people  will  no  longer  be  subject  to  the  law.  

That's  a  legislative  decision."  

And  you  go  on  in  great  -- that's  just  a  portion  of  -- of  your,  I  think  correct,  dissection  of  the  fundamental  issues  at  stake.  

Would  you  -- I  guess  you  stand  by  that?  You  have  any  further  comments  you'd  like  to  make  on  that  subject?  

TURLEY:  

Well,  I  certainly  do  stand  by  it.  

The  -- the  interesting  thing  about  the  Madisonian  system  that  we  have  is  that  -- is  the  three  branches  are  effectively  locked  

in  an  orbit  like  three  bodies.  In  fact,  the  interesting  thing  about  Madison  is  he  was  fascinated  by  -- by  Newton  and  the  types  

of  -- of  way  that  -- that  bodies  would  interact.  And  our  system  reflects  that.  

And  what  happens  is  if  you  have  a  tripartite  system  that's  based  on  a  principle  of  balance  and  then  you  introduce  a  

dominant  branch,  it  doesn't  just  fall  out  of  kilter;  it  creates  a  very  dangerous  circumstance.  

There  are  many  legitimate  questions  that  come  out  of  the  constitutional  convention,  but  the  one  thing  that  returns  over  and  

over  again  is  the  collective  view  of  the  framers,  federalists  and  anti-federalists,  that  the  thing  we  have  to  fear  most  in  this  

system  is  the  rise  of  a  concentration  of  power  in  one  individual.  And  they  knew  a  lot  about  it,  because  they  had  just  gotten  

rid  of  a  person  who  had  that  type  of  concentrated  power.  

SESSIONS:  

King  George.  

TURLEY:  

Exactly.  
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the  time  -- at  the  time  of  the  American  Revolution,  was  unable  to  enact  or  repeal  any  laws  without  the  approval  of  

Parliament.  And  this  was  the  heritage  that  we  had  from  the  British,  and  that's  what  part  of  the  revolution  was  about.  

It's  a  fundamental  principle  in  the  formation  of  our  government,  that  the  executive  does  not  get  to  make  laws.  

Well  -- now,  I  appreciate  that.  Professor  Rosenkranz,  briefly  if  -- if  you  don't  mind,  do  you  agree  with  that,  that  we  are  at  -- I  

think  Professor  Turley  once  said  -- a  tipping  point  in  the  question  of  executive  and  legislative  power  and  it's  a  matter  of  

grave  importance  to  the  republic?  

ROSENKRANZ:  

I  think  it's  certainly  a  matter  of  grave  importance,  and  I  think  we  have  seen  dramatic  examples  of  executive  overreach  in  the  

last  several  years,  things  that  are  unprecedented,  things  we've  never  seen  before.  

SESSIONS:  

Well  -- and  do  you  agree  with  Professor  Turley  that  one  of  the  most  significant  overreaches  is  -- is  the  president's  executive  

actions  with  regard  to  amnesty?  

ROSENKRANZ:  

Yes,  I  absolutely  do.  I  think  it's  inconsistent  with  his  obligation  to  take  care  that  the  laws  be  faithfully  executed,  in  particular,  

the  Immigration  and  Nationality  Act.  

SESSIONS:  

Well,  it  seems  to  me  that  they're  arguing  that  "take  care  that  the  laws  be  executed"  means  you  have  to  do  the  best  you  can  

to  enforce  the  laws  under  the  circumstances,  which  has  some  legal  basis.  But  in  truth,  don't  they  go  well  beyond  that  and  

create  whole  new  laws  that  not  even  are  on  the  books  and  they're  not  authorized  to  do  that,  are  they?  

ROSENKRANZ:  

You're  quite  right.  This  action  looks  a  lot  more  like  a  legislative  action  than  like  executive  discretion.  

LEGOMSKY:  

Senator,  may  I  jump  in  and  comment  on  that,  please?  

SESSIONS:  

Yes.  

LEGOMSKY:  

Thank  you.  We've  heard  a  lot  of  very  broad  general  statements  to  the  effect  that  separation  of  powers  is  important,  which  of  

course  it  is;  that  the  president  is  not  above  the  law  and  of  course  he  is  not.  

But  I've  yet  to  hear  any  specific  rebuttals  to  the  points  that  I  was  making  earlier  about  the  specific  sources  of  authority  that  

Congress  has  provided.  We  do  have  this  legislation  which  specifically  says  it  is  the  responsibility  of  the  Secretary  of  

Homeland  Security  to  establish,  quote,  "national  immigration  enforcement  policies  and  priorities,"  and  not  only  that,  but  

Congress  has  specifically  directed  the  administration  to  prioritize  three  things:  border  security,  national  security  and  the  

removal  of  criminal  offenders.162 of 187 7/25/16, 7:21 PM 
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SESSIONS:  

Well,  I  appreciate  that.  But  I  don't  agree.  Congress  laid  out  500  pages  of  detailed  law  involving  immigration.  Many  of  them  

are  mandatory.  And  they're  not  being  followed.  

And  then  we  had  the  -- yesterday,  Professor  Rosenkranz,  I  asked  Ms.  Lynch,  who  has  more  right  to  a  job  in  this  country,  a  

lawful  immigrant  who's  here,  a  citizen  or  someone  who  entered  the  country  unlawfully.  And  her  answer,  I  believe  that  the  

right  and  obligation  to  work  is  one  that's  shared  by  everyone  in  the  country  regardless  of  how  they  came  here.  

And  certainly  if  someone  is  here  regardless  of  status,  I  would  prefer  they  would  be  participating  in  the  workplace.  

Do  you  think  that  contradicts  immigration  law  of  the  United  States?  

ROSENKRANZ:  

I  do  think  this  work  authorization  aspect  of  the  president's  action  is  perhaps  the  most  troubling  aspect  of  it.  You  know,  the  

traditional  view  of  prosecutorial  discretion  is  inaction.  It's  the  president  deciding  not  to  do  something  to  someone.  But  this  

affirmative  action  of  giving  folks  permits,  that's  something  that's  unheard  of  to  traditional  prosecutorial  discretion.  

SESSIONS:  

I  agree  with  that  as  a  prosecutor.  I  know  what  prosecutorial  discretion  is.  Everybody  that  has  to  deal  in  the  real  world  uses  

that  on  a  case-by-case  basis.  

And  I  further  asked  her,  I  want  to  have  a  clear  answer  to  this  question,  Ms.  Lynch,  do  you  believe  the  executive  action  

announced  by  the  president  on  November  20the  is  legal  and  constitutional,  yes  or  no.  

And  Ms.  Lynch  said,  as  I've  read  the  opinion,  I  believe  it  is,  Senator.  

So  we're  being  asked  here  to  consider  her  nomination.  Mr.  Rosenkranz,  when  we  decide  who  to  vote  for  in  the  United  States  

Senate,  to  confirm  somebody  to  the  United  States  Congress,  you  think  it  would  be  improper  for  the  voting  body,  the  United  

States  Senate,  to  consider  whether  or  not  we  believe  that  person  will  be  an  advocate  for  and  a  supporter  of  laws  we  think  

are  unconstitutional  and  offend  the  policies  Congress  has  established,  should  we  consider  that  when  we  decide  who  to  vote  

for?  

ROSENKRANZ:  

I  think  it's  absolutely  the  sort  of  thing  that  you  should  be  considering,  yes.  

SESSIONS:  

Well,  I  do  too.  And  I  don't  -- I  don't  -- I  am  -- I  believe  Congress  has  a  duty  to  defend  its  legitimate  constitutional  powers.  It  

has  several  powers  of  its  own.  One  of  them  is  the  power  of  the  purse  and  one  of  them  is  the  power  of  confirmations.  

I  don't  see  any  need  for  this  Congress  to  confirm  somebody  to  be  the  chief  law  enforcement  officer  of  this  nation  who  is  at  

that  table  insisting  that  she  intends  to  execute  a  policy  that's  contrary  to  law  and  to  what  Congress  desires  and  what  the  

American  people  desires  and  says  that  someone  here  unlawfully  is  as  much  entitled  to  a  job  in  this  country  as  somebody  

here  who  is  here  lawfully.  

It's  just  beyond  my  comprehension.  163 of 187  7/25/16, 7:21 PM  
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Can't  we  see  the  plain  fact?  

So  everybody  wants  to  talk  about  the  politics.  Well,  the  president  can  do  this,  he's  shutting  down  Homeland  Security,  all  

these  complaints.  But  the  real  question  is  fundamental.  

What  are  we  going  to  do  to  defend  our  constitutional  heritage  and  what  will  this  Congress  be  able  to  say  to  subsequent  

Congresses  if  we  acquiesce  in  these  kind  of  activities?  

I  think  it  has  permanent  ramifications  for  the  relationships  of  the  branches  of  government.  

Mr.  Chairman,  you've  got  a  meteoric  rise  there.  I'm  (INAUDIBLE)  --

(LAUGHTER)  

(UNKNOWN)  

-- I'm  impressed.  

But  I  got  to  say,  no  one  could  handle  it  better.  I'm  proud  of  you.  

I'm  over  my  time.  Thank  you  very  much.  

LEE:  

Thank  you  much,  Senator  Sessions.  

And  thanks  to  all  of  you  for  joining  us  today.  I  deeply  enjoyed  your  testimonies  this  morning  before  we  had  to  go  and  vote.  

So  thank  you  for  being  here,  thank  you  for  sharing  with  us  your  opinions  which  are  helpful  and  informative.  

I  want  to  begin  my  remarks  just  by  commenting  on  some  concerns  that  I've  heard  expressed  from  my  colleagues  on  the  

other  side  of  the  aisle.  Some  have  suggested  that  what  we  really  ought  to  be  doing  here  should  be  focused  almost  

exclusively  on  Ms.  Lynch's  impeccable  public  service  record  and  on  the  fact  that  she  has  served  her  country  well,  has  

served  her  clients  well,  that  her  resume  is  not  just  amazing  but  that  it's  extraordinary.  And  it  absolutely  is.  

But  we  ought  to  be  focused  on  those  kinds  of  qualifications  and  that  we  ought  not  be  focused  on  the  Department  of  Justice  

and  on  some  of  the  things  that  are  going  wrong  with  it.  

I  have  a  somewhat  different  view  of  that  in  that  I  think  both  are  relevant.  For  example,  if  we  were  running  a  company,  if  we  

were  running  a  business  and  we  were  looking  for  a  new  CEO,  if  we  were  looking  perhaps  more  appropriately  for  a  general  

counsel,  we  would  probably  want  to  know  what  someone's  view  of  the  organization  as  it  existed  might  be.  

We  would  probably  want  to  know  whether  that  person  acknowledged  the  problems  within  the  company,  whether  they  were  

legal  problems  or  other  types  of  problems  that  the  company  faced.  

So  I  think  we're  kidding  ourselves  if  we  suggest  that  we  shouldn't  ask  a  nominee,  someone  who  has  been  nominated  to  be  

the  attorney  general  of  the  United  States,  about  problems  existing  within  the  U.S.  Department  of  Justice.  I  think  that's  

absolutely  essential  and  previous  hearings  in  this  committee  have  borne  that  out.  

Previous  hearings  in  this  committee,  where,  for  example,  this  committee  reviewed  Michael  Mukasey,  after  he  was  nominated  164 of 187  7/25/16, 7:21 PM  

to  be  the  attorney  general  of  the  United  States  in  the  last  presidential  administration,  I  think  those  hearings  bore  that  out.  
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rCQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvODocument Aggregation z0svSi0uzs...Now  yesterday  we  hea  d  from  Ms.  Lynch.  I'm  very  impressed  with  her  legal  abilities,  with  her  analytical  abilities,  very  

impressed  with  her  resume  and  her  strong  record  of  public  service.  

I  was,  however,  very  disappointed  yesterday  in  the  fact  that  in  response  to  many  hypothetical  questions  that  were  asked  of  

her,  we  didn't  get  a  straightforward  response,  particularly  when  it  comes  to  excesses  of  executive  power,  particularly  when  it  

came  to  questions  about  prosecutorial  discretion  and  so  forth.  

For  those  of  you  who  may  be  watching  this  hearing  who  weren't  burdened  with  a  law  degree,  hypothetical  questions  are  the  

bread  and  butter  of  the  American  legal  education  system.  To  a  very  significant  degree,  especially  in  appellate  litigation,  they  

are  the  bread  and  butter  of  the  practice  of  law.  

One  thing  that  I  think  all  of  us  were  taught  in  law  school  is  that  even  when  you  don't  want  to  answer  a  hypothetical  question,  

even  when  it  doesn't  have  an  easy  answer,  you  need  to  try  to  answer  the  question.  If  you  don't,  the  judge  will  be  very  

unhappy.  

I  was  disappointed  yesterday  that  when  I  asked  some  questions  of  Ms.  Lynch,  she  refused  to  give  me  a  direct  answer.  In  an  

attempt  to  try  to  elicit  an  answer  from  her,  I  made  the  hypothetical  increasingly  simpler,  increasingly  clearer,  asking  questions  

like  the  following.  Imagine  a  hypothetical  state  in  which  there  is  a  55-mile-an-hour  speed  limit.  Imagine  that  the  public  is  

crying  out  for  relief  from  that  law.  There's  pretty  widespread  agreement  that  the  speed  limit  ought  to  go  up  at  least  to  65,  

maybe  to  75.  And  that  within  the  legislature  there  is  also  widespread  support  for  that.  

But  the  legislature  can't  agree  on  the  exact  speed  limit  to  which  it  ought  to  be  increased.  So  the  governor,  seeing  an  

opportunity,  then  says,  well,  I'm  just  going  to  come  out  with  a  new  policy.  My  policy's  going  to  say,  if  you  want  to  exceed  the  

55-mile-an-hour  speed  limit,  all  you  need  to  do  is  write  to  the  governor's  office  and  I  will  send  you  back  a  permit,  a  permit  

that  says,  for  the  next  three  years,  while  I'm  the  governor,  I  will  not  give  you  a  ticket  if  you  drive  faster  than  55  miles  an  hour,  

as  long  as  you  don't  go  faster  than  75.  

And  I  asked  Ms.  Lynch,  would  that  be  appropriate?  

Would  that  be  consistent  with  the  rule  of  law?  

Would  that  be  an  appropriate  exercise  in  prosecutorial  discretion?  

I  did  not  get  what  I  perceived  to  be  a  direct  one-word  answer  out  of  that,  nor  did  I  get  a  five-word  answer  out  of  it.  I  didn't  

get  an  answer  that  I  thought  was  satisfactory.  

What  I  did  get  was  a  response  that  said,  "I'd  really  need  to  know  more  about  that."  But  the  more  facts  I  added  to  the  

hypothetical,  the  more  assumptions  I  added  to  it,  it  didn't  seem  to  make  a  difference.  

So  let  me  start  by  asking  two  of  our  professors  that  we've  got  here,  Professor  Turley  and  Professor  Rosenkranz,  is  that,  in  

your  opinion,  a  difficult  hypothetical  question,  such  that  if  a  student  in  either  of  your  classes  refused  to  answer  that  

hypothetical  or  said  it  was  too  hard,  would  that  be  an  appropriate  answer  that  you'd  accept  in  your  class?  

TURLEY:  

I  -- no,  I  wouldn't  accept  it.  I  think  that  it  is  a  straightforward  question.  

I  also  think  the  question  of  whether  I  -- what  the  rule  would  be  for  the  defense  of  federal  statutes  yesterday  was  also  a  

question  that  should  be  able  -- that  someone  should  be  able  to  answer.165 of 187 7/25/16, 7:21 PM 
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job  interviews  where  you  just  look  at  the  credentials.  

These  hearings  have  a  very  significant  role  for  separation  of  powers.  As  agencies  become  more  independent,  this  is  the  

moments  that  Congress  tends  to  get  answers  to  questions,  is  when  you're  looking  at  someone  who  will  head  the  agency.  

And  as  I've  said  in  my  academic  writings,  it's  -- it's  not  often  enough  that  senators  use  these  hearings  to  try  to  rebalance  or  

at  least  get  answers  from  agencies,  particularly  one  like  the  Department  of  Justice  that  has  been  so  difficult  to  get  material  

or  answers  from.  

LEE:  

I  -- I  -- I  appreciate  your  thoughtful  response  to  that,  and  I  went  to  get  back  to  that  in  a  moment.  

I  have  just  been  informed  of  an  error.  No  sooner  had  I  taken  the  temporary  gavel  in  this  committee  hearing  then  I  discovered  

that  Senator  Blumenthal  was  actually  supposed  to  be  next  at  bat.  So  my  apologies  for  the  error.  

We're  going  to  push  -- pause  on  -- on  my  questioning,  and  as  soon  as  Senator  Blumenthal  is  -- is  ready,  we'll  turn  the  -- the  

floor  over  to  him,  then  we'll  resume  with  me  in  a  moment.  

Senator  Blumenthal?  

BLUMENTHAL:  

I  really  appreciate  that,  Mr.  Chairman.  

LEE:  

My  apologies  for  the  error.  

BLUMENTHAL:  

Like  our  friend,  Senator  Sessions,  I  applaud  your  meteoric  rise,  within  limits.  

(LAUGHTER)  

LEE:  

Thanks  for  the  clarification.  

BLUMENTHAL:  

But  thank  you  for  your  -- your  courtesy  and  your  deference.  

I'd  -- I'd  like  to  ask  Professor  Legomsky  to  expand  or  explain  a  little  bit  why  the  examples  involving  enforcement  of  the  

speed  limit  may  not  be  really  a  -- an  exact  or  valid  comparison  to  what  we  have  here.  

LEGOMSKY:  

Thank  you,  Senator.  

I  think  it's  a  fair  hypothetical  to  throw  out,  but  I  definitely  feel  that  there  is  no  simple  answer,  mainly  because  there  are  two  

pieces  of  information  we  would  certainly  need.  

166 of 187 7/25/16, 7:21 PM 
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In  the  case  of  the  executive  actions  we're  comparing  it  too,  for  example,  again,  as  I  mentioned  earlier,  Congress  was  very  

specific.  It  gave  the  secretary  the  explicit  authority  to  establish  national  priorities  and  policies  and  in  addition,  even  indicated  

what  those  policies  and  priorities  are.  

In  addition  to  that,  the  other  point  I  would  make  is  that  it  matters  what  the  particular  priorities  are.  They  have  to  be  rational  in  

one  way  or  another.  

I  think  most  Americans,  if  asked,  would  say,  "The  president's  priorities  look  like  pretty  much  common  sense  to  me."  

He's  prioritizing  national  security,  border  security  and  removal  of  criminal  offenders  over  the  destruction  of  American  

families,  the  destruction  of  long-term  community  ties,  people  who  have  otherwise  lived  peaceful  and  productive  lives  in  the  

United  States.  And  since  you  can't  do  everything,  because  the  resources  are  limited,  those  strike  me  as  reasonable  

priorities.  

Why  would  you  ask  the  same  question  with  respect  to  the  speed  limits,  has  the  governor  made  a  reasonable  choice?  

BLUMENTHAL:  

So  maybe  the  comparison  would  be  more  like  the  governor  of  Utah  deciding  that  on  a  flat  straightaway  in  the  middle  of  the  

state,  that  going  over  the  65-mile-an-hour  speed  limits  would  not  be  enforced  unless  the  person  was  doing  something  in  

addition  dangerously,  like  weaving  back  and  forth,  but  in  more  congested  areas,  that  the  65  speed  limit  would  be  enforced  

rigorously,  in  other  words,  defining  other  characteristics,  not  just  saying,  "We're  not  enforcing  that  law."  

TURLEY:  

I  think  that's  an  excellent  point,  Senator,  (inaudible)  and  that  is  very  analogous  to  what  the  president  has  done  with  his  

recent  executive  actions,  because  as  you  know,  both  the  prosecutorial  discretion  memo  and  the  recent  DACA/DAPA  memo  

draw  all  kinds  of  fine  gradations.  That,  I  think,  accommodates  the  point  that  you  were  just  making.  

BLUMENTHAL:  

And  just  to  clarify,  there  has  been  a  suggestion  that  the  president's  exercise  of  discretion  does  not  permit  case-by- case  

decision  making,  in  other  words,  that  it  is  a  broad,  across-the- board  exception  for  all  cases.  

But  in  fact,  what  the  president's  doing  is  really  an  exercise  of  -- of  delegation  of  discretion,  prosecutorial  discretion,  for  

case-by- case  decision  making.  

Is  that  a  fair  characterization?  

TURLEY:  

I  think  that's  a  very  fair  characterization.  

I'm  thrilled  to  have  the  opportunity  to  answer  that  question,  because  that's  something  that  has  concerned  me  a  great  deal  

about  some  of  the  criticisms  that  have  been  offered.  

The  secretary's  memo  says  not  once,  not  twice  but  over  and  over  again  that  officers  on  the  ground  are  instructed  to  look  at  

the  facts  of  each  individual  case,  to  evaluate  them  on  an  individualized  basis  and  specifically  to  exercise  their  discretion.  

167 of 187  7/25/16, 7:21 PM  
Not  only  that,  but  as  I  mentioned  this  morning,  the  form  that  the  USCIS  adjudicators  are  required  to  use  when  they  deny  a  

DACA  case  lists  the  possible  reasons  for  denial,  and  it  specifically  (inaudible)  exercise  of  discretion.  
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being  obeyed,  more  than  32,000  denials  have  already  occurred  on  the  merits.  This  doesn't  count  things  that  are  rejected  at  

the  -- at  the  lock  box  for  a  failure  to  pay  a  fee;  these  are  actual  denials  on  the  merits.  

And  must  say  -- I  hope  this  doesn't  sound  snarky,  because  I  really  don't  mean  it  that  way  -- that  I  worked  at  USCIS  for  two  

years,  and  I  can  assure  everyone  in  this  room  that  the  USCIS  adjudicators  are  not  a  core  of  open-borders  advocates  who  

are  looking  for  ways  to  systematically  disobey  the  secretary's  explicit  instructions;  they  take  their  job  seriously,  and  they  do  

exercise  the  discretion  the  secretary  has  told  them  to.  

BLUMENTHAL:  

I  -- I  appreciate  that  clarification.  

Of  course,  I  -- I  would  invite  any  of  the  other  panel  members  to  disagree  if  they  wish  to  do  so.  But  before  my  time  expires,  

I'd  just  like  to  clarify  a  point  that  was  made  earlier  by  my  colleague  and  friend,  Senator  Sessions.  

Loretta  Lynch,  I  think,  yesterday,  clarified  that  she  does  not  believe  there  is  a  federal  right  to  work  for  immigrants  who  are  not  

in  a  lawful  status.  I  believe  that  the  record  will  show  that  she  did  clarify  that  point.  

And  with  that,  if  any  of  the  other  panelists  want  to  comment  on  the  question  that  I  raised  earlier,  I  would  invite  you  to  do  so.  

And  thank  you  for  your  explanation,  Professor.  

ROSENKRANZ:  

Well,  Senator,  I  guess  I'd  just  say  I  think  the  proof  is  going  to  be  in  the  pudding,  but  people  have  looked  at  this  -- the  

structure  of  the  proposed  policy,  it  appears  that  the  -- the  case- by-case  discretion  that's  built  into  this  policy  is  -- may  well  

prove  to  be  largely  illusory.  

BLUMENTHAL:  

And  I  think  you  have  just  really  hit  it  on  the  head.  You  just  really  hit  it  on  the  head,  that  the  proof  will  be  in  the  pudding  as  to  

what  actually  is  done,  as  it  is  for  every  prosecutor.  

As  a  U.S.  attorney,  as  a  state  attorney  general,  if  I  had  decided  I  was  not  going  to  enforce  any  law,  rightly,  I  would've  been  

criticized.  And  the  proof  will  be  in  the  pudding  in  the  same  way  as  I  had  to  make  prosecutorial  decisions  -- as  -- as  every  

former  prosecutor  is  a  member  of  this  panel,  and  at  least  one  is  here  now  -- it  will  be  in  what  the  record  shows.  

And  we  don't  disagree  if,  in  fact,  the  result  is  to  make  an  across-the-board,  wholesale,  unexceptional  rule,  that  would  be  

wrong.  If  the  president  decides  as  a  matter  of  of  his  discretion  that  across  the  board,  this  -- these  laws  will  not  be  enforced,  I  

agree  with  you.  

And  when  you  say  it's  illusory,  it  will  be  -- the  proof  will  be  in  the  pudding.  

ROSENKRANZ:  

Well,  Senator,  I  do  think  we  can  try  to  evaluate  the  proposed  policy  just  on  the  terms  of  a  proposal,  and  I  think  there's  reason  

for  skepticism,  even  as  the  -- as  the  policy  has  been  proposed.  

But  you're  quite  right.  The  facts  will  develop  on  the  ground.  
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Thank  you,  Mr.  Chairman.  

LEE:  

Thank  you  very  much,  Senator  Blumenthal.  

OK.  Let's  sort  of  pick  up  where  we  left  off.  

I  want  to  respond,  first  of  all,  to  a  couple  of  those  points  that  I  think  are  relevant.  

With  respect  to  the  straightaway  in  Utah,  I  mean,  this  is  somewhat  familiar  to  us.  We  have  these  salt  flats  in  Utah  where  they  

take  cars  out  that  can  go  hundreds  of  miles  an  hour.  I  assume  he  means  a  straightaway  on  a  -- on  a  -- on  a  -- an  actual  

state  road,  but  there  is  a  difference  between  deciding  not  to  post  a  police  officer  there  and  issuing  a  permit  saying  you  may  

exceed  the  speed  limit  and  if  you  are  caught  going,  you  know,  up  to  75  miles  an  hour,  even  though  that's  in  excess  of  the  

lawful  posted  speed  limit,  you  will  not  get  a  ticket.  There  is  a  distinction  there.  

There  is,  moreover,  the  fact  that  another  hypothetical  question  that  I  brought  up  that  I  was  disappointed  that  she  didn't  

agree  to  address  head-on  was  one  involving  a  hypothetical  future  president,  maybe  a  Republican,  maybe  a  Democrat,  I  

don't  know,  but  somebody  who  decides,  you  know  what,  I  don't  like  our  top  marginal  tax  rates  and  I  think  it's  morally  wrong  

to  enforce  a  marginal  tax  rate  above  25  percent  at  the  top  marginal  rate.  So  I'm  going  to  issue  a  series  of  letters  to  people  

who  request  them,  saying  you  can  pay  at  the  25  percent  rate  and  no  higher  and  nothing's  going  to  happen  to  you.  

I  agree  moreover,  Professor  Legomsky,  that  something  more  like  the  answer  that  you  provided  would  have  been  helpful.  I  

didn't  have  even  that  and  had  she  provided  that  answer,  we  could  have  then  gotten  into  a  deeper  discussion  about  whether  

or  not  Congress  has  in  fact  done  this  and  whether  or  not  Congress  did  in  fact,  based  on  an  analysis  of  the  text,  create  

something  that  could  create  an  exception  to  allow  many,  many  millions  out  of  the,  I  don't  know,  1 million  or  1 2  million  

people  who  are  estimated  to  be  inside  the  United  States  illegally.  Did  Congress  really  create  something  that  could  create  an  

exception  that  potentially  swallows  the  rule  or  comes  very,  very  close  to  it?  

Let's  turn  now  to  Professor  Rosenkranz.  You  haven't  had  a  chance  to  chime  in  on  this  issue.  Tell  me  what  you  think  about  

my  hypotheticals.  

What  would  you  do  if  somebody  in  your  class  refused  to  answer  it?  

ROSENKRANZ:  

Well,  I  was  just  going  to  say,  Senator,  I  think  your  tax  hypothetical  is  exactly  right  and  indistinguishable  from  the  current  

situation.  I  do  not  understand  a  principled  way  on  which  to  distinguish  those  two  cases.  I  would  think  a  Republican  

president  would  be  absolutely  within  his  rights  to  cite  this  precedent  and  do  as  you  suggest  if  this  were  constitutional.  I  think  

it  isn't.  

I,  Senator,  actually  clarify,  they  were  more  demanding  at  G.W.  than  at  Georgetown  in  terms  of  how  our  students  answer  

questions.  So  you  have  to  put  that  into  your  consolidation.  

LEE:  

Good.  Good.  I  hope  you  make  that  clear  in  your  applications  to  law  school  --
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LEE:  

-- about  how  demanding  you  are.  Everybody  hates,  especially  in  their  first  year  of  law  school,  to  get  called  upon  in  class.  

Another  point  that  I  think  deserves  to  be  mentioned  here  is  that  within  this  framework,  there  has  been  discussion  of  the  fact  

that  there  remains  some  discretion  on  the  part  of  our  immigration  enforcement  authorities  in  this  country,  even  after  the  

November  memorandum,  even  after  DACA  and  DAPA  and  so  forth.  

It's  different  than  the  way  prosecutorial  discretion  normally  works  and  the  way  prosecutorial  discretion  normally  works  is  that  

you  say,  we've  got  finite  resources.  We're  not  going  to  prosecute  everybody.  We're  going  to  sometimes  not  do  it  because  

perhaps  we  think  the  circumstances  of  the  case  don't  trigger  any  kind  of  moral  outrage  and  we're  just  not  going  to  go  in  that  

direction.  

There's  also  just  a  -- the  practical  reality  that,  in  fact,  you're  not  going  to  be  able  to  get  everybody.  But  hat  operates  as  an  

exception  to  the  normal  rule  that,  if  you  break  the  law,  you  can  expect  the  prosecution  is  at  least  some  possibility.  

Whereas  here,  even  to  the  extent  you  can  say  that  there  might  be  some  discretion  to  decide  not  to  enforce  the  law,  they  still  

make  clear  these  presidential  -- these  executive  decisions  still  make  relatively  clear  that  they  intend,  as  long  as  these  criteria  

are  satisfied,  to  not  enforce  the  law,  that  they're  not  going  to  enforce  the  law.  And  they  do  issue  documents  saying  you  may  

work.  

And  so  I  refuse  to  accept  this  as  just  an  act  of  either  ordinary,  garden-variety  prosecutorial  discretion  and  I  also  refuse  to  

accept  as  a  -- as  an  article  of  faith  the  fact  that  Congress  would  have  ever,  would  ever  or  did  in  fact  in  this  circumstance  give  

so  much  discretion  to  the  President  of  the  United  States,  to  the  attorney  general,  to  the  Secretary  of  Homeland  Security  so  

as  to  create  a  loophole  that  could  swallow  a  very  substantial  chunk  of  the  entire  rule.  

This  is  -- this  is  not  consistent  with  the  way  the  Constitution  of  the  United  States  has  historically  functioned.  And  getting  

back  to  how  I  opened,  I  do  think  that  these  are  relevant  questions.  

Yes,  they  are  different  in  kind  than  the  kinds  of  questions  that  deal  with  someone's  resume  or  someone's  professional  

qualifications,  but  we're  looking  here  at  a  very  specific  kind  of  job,  at  someone  taking  the  role  as  attorney  general  of  the  

United  States.  

We  have  seen  -- we've  heard  testimony  from  several  of  you  today  that  this  is  a  department  that  has  some  real  serious  

problems  right  now,  problems  that  really  make  the  hair  stand  up  on  the  back  of  my  neck  sometimes.  

And  that  was  reiterated  today  with  some  of  the  testimony  that  I  heard.  And  so  I  walked  into  that  hearing  yesterday,  wanting,  

hoping,  frankly  expecting  to  really  like  Ms.  Lynch  -- and  I  do  like  her.  And  she  met  with  me  in  my  office  before  the  hearing  

and  I  liked  her.  

I  expected  that  I  might  be  able  to  go  either  way  on  this,  that  I  might  well  end  up  supporting  her.  I  did  not  feel  comfortable  at  

the  end  of  the  day  yesterday  with  the  idea  that  I  could  vote  for  her  because  of  the  fact  that  I  didn't  get  answers  to  questions  

that  I  find  very  troubling.  

And  I  found  it  somewhat  cavalier  answer,  a  somewhat  cavalier  response  to  suggest  that  she  needed  more  facts,  when  some  

of  these  were  very  basic  questions.  

I  see  my  time  has  expired.  
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I'm  told  that  Senator  Cruz  is  next  at  bat.  

CRUZ:  

Thank  you,  Mr.  Chairman.  

I  want  to  thank  each  of  the  members  of  this  panel,  a  very  distinguished  panel  to  come  together  and  address  some  very  

important  issues  facing  this  country.  

I  want  to,  at  the  outset,  extend  my  apology  that,  earlier  in  the  hearing,  the  senator  from  Rhode  Island  characterized  the  

testimony  that  we  have  heard  from  witnesses  on  this  panel  as  quote,  "conspiracy  theories  and  sound  bites  for  FOX  News."  

I  don't  think  that's  an  accurate  characterization  of  the  learned  testimony  that  this  panel  of  witnesses  has  given  to  this  panel  

and  I  apologize  that  you  are  subjected  to  having  your  character  impugned  by  that  in  that  manner  by  a  United  States  senator.  

I  think  this  panel  has  focused  on  some  very  important  issues,  issues  that  need  to  be  highlighted.  I  would  note  that  Ms.  

Engelbrecht  is  a  constituent  of  mine  and  a  friend;  I  have  long  thought  highly  of  your  commitment  to  public  engagement,  your  

volunteer  efforts  to  make  a  difference  in  our  political  discourse.  

And  I  wanted  to  ask  you,  as  a  citizen  who  engaged  in  the  political  process,  how  did  it  make  you  feel  to  be  targeted  by  the  

government  for  persecution?  

ENGELBRECHT:  

It  takes  your  breath  away  when  you  don't  know  quite  where  true  north  is.  

And  it  begs  the  bigger  question,  what  is  this  country  really  and  where  am  I  raising  my  children,  where  is  their  safe  harbor?  

And  that's  why  I  think  that  this  panel  and  these  questions  that  we're  discussing  here  today  are  critical.  We  have  to  

understand  what  we  have  just  come  through,  that  we're  still  in,  if  we  know  where  we  want  to  head.  And  I  hope  we  want  to  

head  in  a  decidedly  different  direction.  

CRUZ:  

Now  it  was  some  decades  ago  that  President  Richard  Nixon  attempted  to  use  the  IRS  to  target  his  political  enemies.  He  did  

not  succeed  in  those  attempts,  but  he  was  nonetheless  roundly  decried  in  a  bipartisan  manner.  

In  this  instance,  the  attempt  sadly  bore  fruit.  And  it's  been  well  over  a  year  since  the  news  broke.  

Let  me  ask  you,  Ms.  Engelbrecht,  do  you  feel  in  the  -- over  a  year  that's  transpired,  do  you  feel  that  the  truth  has  been  

uncovered  and  that  justice  has  been  served?  

ENGELBRECHT:  

Oh,  no.  Absolutely  not.  Just  the  fact  alone  that  I  have  still  not  been  interviewed  or  met  with,  nor  have  any  of  the  other  groups  

that  I  know  of  that  were  part  of  this  targeting  scandal.  

How  you  can  continue  on  under  this  ruse  that  that  is  ever  going  to  arrive  at  any  kind  of  conclusion  is  mystifying  to  me.  And  

we  seem  to  continue  to  find  more  and  more  evidence  and  it  continues  to  get  further  and  further  buried  until  I  guess  they  

hope171 people just forget. And that's why I keep showing up. I hope they don't forget. 7/25/16, 7:21of 187 PM 
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CRUZ:  

You  know,  yesterday  I  asked  Ms.  Lynch  if  she  thought  it  was  appropriate  to  have  the  Department  of  Justice  investigation  into  

the  IRS  targeting  an  abuse  of  power  led  by  a  major  Obama  donor  and  Democratic  donor  who's  given  over  $6,000  to  

President  Obama  and  the  Democratic  Party.  

And  she  said  she  found  nothing  objectionable  about  that,  and  she  flat  out  refused  to  appoint  a  special  prosecutor,  much  as  

Eric  Holder  has  refused  to  appoint  a  special  prosecutor.  

I  mean,  let  me  ask  you,  as  a  citizen,  do  you  have  faith  in  the  impartial  administration  of  justice  with  an  investigation  being  led  

by  a  major  Democratic  donor?  

ENGELBRECHT:  

I  -- I  take  so  much  exception  to  that  appointment  and  to  the  -- the  -- the  way  that  -- that  that  division  has  conducted  itself  

that  I  quite  frankly  don't  even  know  where  to  begin.  

Yes,  I  think  that  there's  an  awful  lot  wrong  with  it,  and  it's  just  sad  that  they're  not  held  to  account  to  -- to  explain  their  

actions.  

ROSENKRANZ:  

Senator,  I  might  just  mention  a  constitutional  dimension  of  this  particular  scandal.  

Discriminatory  enforcement  would've  horrified  the  framers,  and  this  kind  of  discrimination  would've  fortified  them  more  than  

any  other,  discrimination  on  the  basis  of  politics.  

The  single  most  corrosive  thing  that  can  happen  in  a  democracy  is  for  incumbents  to  use  the  levers  of  power  to  stifle  their  

adversaries  and  -- and  to  entrench  themselves.  It  casts  doubt  on  everything  that  follows.  

So  really,  it  would've  been  their  deepest,  deepest  concern  constitutionally.  

CRUZ:  

Well,  thank  you,  Professor  Rosencranz,  and  I  -- I  certainly  agree  with  that  observation.  And  I  would  note  that  discriminatory  

prosecution  is  often  intended  to  have  the  effect  and  in  fact  has  the  effect  of  stifling  further  speech.  

And  -- and  Ms.  Engelbrecht,  have  you  heard  concerns  of  other  citizen  activists  that  perhaps  they  shouldn't  speak  out  or  get  

involved  because  they  too  might  be  targeted?  

ENGELBRECHT:  

Absolutely.  

I  mean,  the  IRS  is  arguably  the  most  feared  agency  in  -- in  possibly  the  world,  and  there're  an  awful  lot  of  folks  that  just  

packed  up  their  tents  and  stop  their  community  organizations  because  they  -- they  didn't  want  to  be  a  party  to  what  they  

saw  unfolding.  

CRUZ:  

You  know,  I  have  to  say,  it  was  disappointing  yesterday  that  Ms.  Lynch  also  expressed  no  concern  about  the  First  

Amendment  rights  of  citizens  about  the  effect  of  the  IRS  targeting  citizens'  speech  and  about  the  effect  of  both  bias  and  

172 of 187  7/25/16, 7:21 PM  conflict  of  interest  and  the  appearance  of  bias,  of  conflict  of  interest  on  the  impartial  administration  of  justice.  
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focus  on  a  line  of  inquiry  that  we  had  yesterday  with  Ms.  Lynch  concerning  prosecutorial  discretion.  

And  I  want  to  address  this  -- this  question  to  Professor  Turley.  

Let  me  say,  Professor  Turley,  I  -- I  commend  you  for  having  the  courage  to  speak  out  about  your  concerns  about  the  

constitutional  dimensions  of  the  conduct  of  the  executive.  I  -- I  recognize  that  that  has  not  been  easy  for  you  to  speak  out,  

and  I  suspect  you  have  heard  more  than  a  little  grief  in  the  faculty  lounge  for  having  done  so.  

So  -- so  -- so  let  me  say  thank  you  for  having  the  courage  of  your  convictions.  I  wish  we  saw  a  lot  more  members  of  this  

body  with  similar  courage  of  convictions.  

Yesterday,  I  asked  Ms.  Lynch  if  she  agreed  with  the  reasoning  of  the  Office  of  Legal  Counsel  that  under  the  theory  of  

prosecutorial  discretion,  the  administration  could  decline  to  enforce  immigration  laws  against  4  million  to  5  million  people  in  

a  categorical  manner  and  beyond  that,  could  affirmatively  issue  work  authorizations,  print  documents  that  purport  to  

authorize  them  to  violate  federal  law  and  work  in  direct  contravention  of  federal  law.  

Ms.  Lynch  said  that  she  found  that  OLC  reasoning  persuasive.  Do  you  -- do  you  agree  with  that  assessment?  

TURLEY:  

I  -- I  have  serious  problems  with  the  reasoning  for  a  couple  of  -- couple  of  reasons  of  my  own.  

First  of  all,  much  of  what  we  do  when  we  look  at  separation  of  powers  is  to  look  for  limiting  principles.  

We're  in  a  system  of  government  that  is  shared  and  limited  in  its  nature,  and  part  of  the  problem  that  I  have  with  the  

administration's  position  on  things  like  immigration  is  that  it  lacks  that  type  of  limiting  principle.  

To  respond  to  my  colleague,  who  I  have  a  great  deal  of  respect  for,  I  -- I  don't  see  the  -- this  as  a  matter  of  -- first  of  all,  I'm  

not  too  sure  if  it  really  does  mean  what  -- what  my  friend  said,  why  they  bothered  even  saying  it,  because  that  would  make  it  

just  a  standard  prosecutorial  discretion  of  people  who  are  boots  on  the  ground.  I  don't  know  why  you  would  even  issue  this  

if  it  -- if  it  meant  what  my  friend  has  said.  

But  second,  if  you  look  at  that  letter  from  immigration  faculty,  as  I  did,  once  again,  it  -- it  raised  issue,  what's  the  limiting  

principle?  

The  letters  seem  to  suggest  that  as  long  as  you're  deporting  one  person,  everything  before  that  point  is  a  matter  of  

discretion.  I  can't  believe  that  could  possibly  be  true.  If  that  were  true,  then  virtually  any  law  could  be  shut  down  except  for  

one  case,  and  you  could  claim  you're  just  exercising  discretion.  

I'm  -- you  know,  I  -- I  do  criminal  defense  work  when  I'm  not  teaching,  and  I  think  if  I  went  to  a  prosecutor  and  said,  "Look,  

I'd  like  you  to  basically  give  my  guy  a  walk,  because  this  whole  category  that  he's  a  member  of  really  shouldn't  be  subject  to  

this  type  of  enforcement,"  I  think  most  would  look  at  me  like  I  had  two  heads.  They  certainly  wouldn't  give  me  much  help  on  

that.  

There  is  a  legitimate  question  of  prosecutorial  discretion,  but  this  is  not  one  that  I  recognize.  But  my  concern  really  as  a  

constitutional  scholar  is  if  this  is  prosecutorial  discretion,  I  don't  know  what  would  not  be  prosecutorial  discretion.  And  this  

-- this  notion  that  has  developed  from  prosecutors,  is  not  obviously  in  the  Constitution,  would  swallow  the  obligations  of  the  

president.173 of 187 7/25/16, 7:21 PM 
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given  to  the  administration  by  Congress.  

CRUZ:  

Well,  Professor  Turley,  I  -- I  very  agree,  and  my  time  is  expiring,  but  I  want  to  ask  one  -- one  final  question,  which  is  -- which  

is  I  agree  with  you  that  the  question  is,  where  do  you  draw  the  line?  If  the  president  can,  through  discretion,  simply  refuse  to  

enforce  a  major  portion  of  immigration  laws  as  it  concerns  millions  of  individuals,  what  other  laws  can  the  president  

unilaterally  refuse  to  enforce?  

And  yesterday,  I  asked  Ms.  Lynch  about  a  couple  of  examples.  

Number  one,  could  a  subsequent  president  instruct  the  secretary  of  the  treasury,  "Do  not  collect  taxes  in  excess  of  25  

percent"?  

And  number  two,  I  asked,  could  a  subsequent  president  instruct  the  Department  of  Labor,  "You  shall  not  enforce  any  of  the  

federal  labor  laws  on  the  books  against  the  State  of  Texas.  The  State  of  Texas  is  hereby  immune  from  every  federal  labor  law  

that  has  ever  been  passed"?  

To  both  of  those  hypotheticals,  Ms.  Lynch  refused  to  answer,  refused  to  say  what  I  think  is  the  obvious  constitutional  answer,  

which  is,  "Of  course,  a  president  cannot  do  that."  

And  so  the  question  I  want  to  ask  Professor  Turley  and  I  want  to  give  an  opportunity  for  everyone  on  this  panel,  anyone  on  

this  panel  who  wants  to  engage,  does  anyone  on  this  panel  disagree  that  it  would  be  unconstitutional  for  the  president  to  

refuse  to  enforce  the  tax  laws  or  the  labor  laws  or  the  environmental  laws,  and  if  you  think  that  would  be  unconstitutional,  

does  that  not  necessarily  lead  one  to  the  conclusion  that  the  president's  executive  amnesty  is  likewise  unconstitutional?  

Professor  Turley,  if  we  could  start  with  you.  

TURLEY:  

Well,  I  believe  those  examples  would  be  unconstitutional  if  the  president  claimed  that  authority.  

LEGOMSKY:  

I  would  agree  -- I  actually  agree  with  both  Senator  Cruz  and  Senator  Lee  that  there  is  a  difference  between  saying,  "We  

simply  will  refrain  from  prosecuting,"  and  saying,  "We  will  give  you  deferred  action  and  a  work  permit."  

But  on  the  specific  question  that  you've  asked  just  now,  I  do  think  that  a  decision  to  not  enforce  the  entire  immigration  laws  

or  not  enforce  the  entire  tax  laws  would  clearly  exceed  the  president's  legal  authority.  But  that's  not  even  close  to  what  we  

have  here.  

As  I  mentioned  a  moment  ago,  even  after  these  new  policies  are  fully  operational,  there  will  still  remain  in  this  country  at  

least  -- and  this  is  a  conservative  estimate  -- 6  million  to  7  million  undocumented  immigrants  to  whom  these  policies  don't  

apply,  and  the  president  still  will  have  only  enough  resources  to  go  after  fewer  than  400,000  of  them,  which  means  that  

nothing  in  these  policies  will  prevent  the  president  from  continuing  to  enforce  the  law  to  the  full  extent...  

(CROSSTALK)  
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against  whom  the  laws  are  enforced.  

Well,  let's  take  the  labor  law  example.  If  Texas  were  exempted,  there'd  be  49  states,  a  whole  bunch  of  people  you  could  

enforce  the  labor  laws  against.  

So  -- so  would  that  satisfy  the  test  you  just  put  forth?  

LEGOMSKY:  

If  I  understood  the  hypothetical  correctly...  

LEE:  

Hang  on  just  one  second.  

In  the  interest  of  time,  after  he  answers  this  one,  we're  going  to  have  to  turn  to  Senator  Franken.  We've  got  votes  coming  up,  

so  we  got  to  keep  moving.  

Thank  you.  

LEGOMSKY:  

Yeah,  I'm  sorry.  

I  just  want  to  make  sure  I  understood  the  hypothetical  correctly.  

And  your  hypothetical  is  the  president  enforcing  the  law  in  one  state  but  not  in  the  other  states  or  vice  versa,  one  of  the  

limitations,  I  think,  is  that  the  particular  priorities  have  to  be  rational  and  I  think  the  discrimination  against  the  residents  of  

one  state  would  fail  that  test.  

Along  the  similar  lines,  my  friend,  Mr.  Turley,  says  that  the  law  professor's  letter  was  making  the  claim  that  as  long  as  even  

one  person  is  deported,  then  it's  OK.  There  was  no  such  claim  in  the  letter,  which  I  know  very  well.  

(CROSSTALK)  

(UNKNOWN)  

-- suggested  that.  

LEGOMSKY:  

Yes.  There  was  certainly  no  implication  in  the  letter  that  all  you  would  have  to  do  is  deport  one.  The  point  the  letter  makes  is  

that  the  president  is  fully  spending  all  the  enforcement  resources  that  Congress  has  provided.  But  the  president  is  not  a  

magician.  He  can't  spend  resources  he  doesn't  have  and  that's  why  that  example  is  very  different  from  the  ones  that  have  

been  hypothesized.  

LEE:  

Thank  you  very  much.  

Mr.  Franken?  
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I  want  to  thank  all  the  witnesses  for  being  here  today  and  for  your  testimony  and  your  patience.  I  just  want  to  talk  to  some  of  

you  who  know  Ms.  Lynch.  

Mr.  Barlow,  thank  you  for  your  service  to  the  Justice  Department  and  for  coming  here  today  to  speak  on  behalf  of  Ms.  

Lynch.  

As  you  know,  the  attorney  general  must  be  both  an  excellent  leader  and  an  open-minded  collaborator.  The  attorney  general  

must  develop  and  coordinate  policies  among  the  various  components  of  the  Justice  Department  with  other  agencies.  

Based  on  your  experience  serving  with  Ms.  Lynch  on  the  attorney  general's  advisory  committee,  how  would  you  

characterize  her  leadership  style?  

BARLOW:  

She's  a  leader  among  leaders,  Senator.  I  would  describe  her  style  as  being  inclusive,  thoughtful,  careful,  deliberative  and  she  

is  someone  who  is  seeking  consensus  wherever  it  may  be  found.  

I  have  also  seen  her  recognize  that  occasionally  that  consensus  cannot  be  reached  and  when  it  could  not  be  reached,  

making  sure  that  there  was  space  for  dissent  so  that  all  parts  of  the  issue  could  be  fully  examined.  

FRANKEN:  

Thank  you.  

Ms.  Fedarcyk,  thank  you  for  your  service  to  the  FBI  and  for  being  here  today.  You  served  with  the  FBI's  New  York  office  for  

25  years,  right?  And  have  worked  with  many  U.S.  attorneys.  In  your  testimony  you  noted  a  wide  range  of  cases  that  you  

worked  on  with  Ms.  Lynch  and  the  window  that  this  gave  you  into  her  legal  acumen,  her  leadership  style,  her  character  --

how  would  you  rate  Ms.  Lynch's  performance  as  U.S.  attorney  and  could  you  just  elaborate  on  the  skills  that  you  have  

observed  that  would  speak  to  her  ability  to  serve  in  the  role  of  attorney  general?  

FEDARCYK:  

Thank  you,  Senator.  And  just  by  way  of  clarification,  I  was  in  New  York  for  two  years  before  I  retired.  And  during  those  two  

years  had  the  opportunity  to  work  with  Loretta  in  her  capacity  as  the  United  States  attorney.  

FRANKEN:  

Oh,  sorry.  

FEDARCYK:  

We  undertook  any  range  of  significant  and  complex  investigations  ranging  from  national  security  to  the  complex  financial  

frauds  all  the  way  through  the  panoply  of  the  criminal  violations  that  include  violent  gangs  and  other  types  of  violent  

offenders.  

I  had  a  very  close  opportunity  to  observe  Loretta  during  the  course  of  these  investigations,  but  also  beyond  the  conduct  of  

making  decisions  about  cases  and  timelines  for  takedowns  and  the  operational  considerations,  although  those  were  

extraordinarily  important,  clearly,  because  the  symbiotic  relationship  is  such  that  the  New  York  office  and,  I  would  argue,  the  

FBI,  writ  large,  cannot  do  its  job  without  that  kind  of  symbiotic  relationships  with  the  U.S.  attorneys.  
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become  intimately  involved  because  she  wanted  to  know  what  was  going  on  with  the  cases  and  not  to  micromanage.  

And  I  think  that's  one  quality  of  a  true  leader,  to  empower  her  people  to  do  a  great  job  by  backing  off  a  little  bit  but  still  

staying  involved  with  the  cases  and  knowing  what'  s  going  on  within  her  office.  

I  think  one  of  the  other  characteristics  that  I  noticed  that  I  don't  think  I  see  a  lot  in  executives  is  her  ability  to  understand  

vertical  organization  but  at  the  same  time  develop  horizontal  relationships,  particularly  within  the  community.  

So  in  a  very  structured  environment,  she  was  very  comfortable,  whether  she  was  talking  with  an  executive  or  all  the  way  

down  to,  let's  say,  a  BRIC  agent  or  a  line  police  officer,  the  ability  to  talk  to  individuals,  make  them  feel  immediately  at  ease,  

make  them  feel  that  they  are  actually  contributing  and  she  is  listening  to  what  she  is  talking  about  and  what  they  are  talking  

about.  

Likewise,  when  we  talk  about  the  horizontal  view  across  a  community,  she  was  very  engaged  with  not  just  the  law  

enforcement  community  from  local  ,  state,  tribal,  federal,  but  also  the  communities  that  we  were  serving.  

And  again,  that  leadership  of  leading  her  office  to  understand  the  concerns  of  these  communities  was  integral  to  supporting  

the  successes  of  the  offices.  

So  I  think  she  brings  a  lot  of  --

(CROSSTALK)  

FRANKEN:  

I  want  to  ask  you  about  that  because  that's  about  in  community  engagement.  So  let  me  ask  you  about  that  style.  I  think  

that's  very  important  with  the  U.S.  attorney.  I  see  how  important  it  is  in  Minnesota.  

What  was  her  style  of  engagement  in  terms  of  the  community?  

FEDARCYK:  

Very  engaged  and  someone  who  was  not  afraid  to  engage  many  different  community  groups  and  have  very  frank  

discussions  about  concerns  and  issues,  giving  everybody  an  opportunity  to  provide  input.  And  that,  I  think,  is  incredibly  

important  because  understanding  the  community  you  serve  is  part  and  parcel  of  representing  the  system  of  justice  and  

making  sure  that,  if  there  are  disparities  in  those  communities,  if  there  are  issues  in  those  communities,  that  you  understand  

what  they  are  so  that  you  can  help  drive  change  to  make  the  system  of  justice  better  in  addressing  those  concerns.  

With  respect  to  the  law  enforcement  community,  she  was  actively  involved  in  many  of  the  task  forces,  very  supportive  of  

them  as  a  concept  that  brought  departments  and  agencies  large  and  small  together  to  tackle  entrenched  crime  issues,  

terrorism,  and  would  personally  attend  executive  briefings.  

And  her  philosophy  was  that  we  were  all  in  this  together,  that  it  was  incumbent  on  law  enforcement  across  the  board  to  work  

shoulder  to  shoulder  to  really  protect  this  country  and  to  tackle  issues  that  no  one  agency  could  do  by  themselves.  

So  I  personally  thought  that  her  leadership  skills  were  outstanding.  I  viewed  her  as  somebody  that  I  could  go  to  for  sound  

judgment,  as  a  sounding  board  and  receive  sage  and  reasoned  advice  in  return.  
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CQ.com - http://www.cq.com/docag/H4sIAAAAAAAAAEvO  Document Aggregation  z0svSi0uzs...  and  testified  today,  I  think,  on  where  that  comes  from  in  a  moral  sense.  

Can  you  speak  to  where  that  comes  from  in  terms  --

(CROSSTALK)  

NEWSOME:  

Well,  I  think  I  can,  Senator.  Thank  you,  Senator,  for  the  opportunity.  Let  me  try  to  be  as  succinct  about  this  as  I  possibly  can.  

And,  Senator  Sessions,  glad  to  be  reunited  with  you.  We  worked  on  a  church  burning  project  some  years  ago  when  I  was  

dean  of  the  Howard  School  of  Divinity,  very  effectively  Thank  you.  

But  the  word  "impressive"  doesn't  get  it.  She  is  a  rare  individual.  I  study  people  from  the  standpoint  of  a  religious  

biographical  perspective  so  that  when  you  begin  to  look  at  what  I  might  call  at  this  point  in  time  the  genius  of  character,  you  

try  to  sense  if  it  has  come  down  through  the  generations.  

I  mentioned  in  my  written  statement  that  her  grandfather  was  a  Baptist  minister,  but  three  grandfathers  before  then.  And  

they  served  their  congregations  and  their  communities  with  daring,  with  distinction  and,  above  all,  wisdom.  

And  that  wisdom  was  born  of  depth  of  insight  into  human  nature  as  to  how  leaders  should  best  behave  and  be  effective  in  

garnering  a  following  and  leading  them  in  a  way  that  works  for  the  good  of  all.  

Loretta  -- and  I  have  seen  this  throughout  the  years  -- is  the  kind  of  person  who  can  relate  transparently  enough  to  inspire  

trust  and  confidence  and  so  that  you  don't  have  to  work  a  long  time,  wondering  if  what  you  are  seeing  is  truly  honest.  

And  this  plays  its  way  out  in  the  sense  that  she's  a  due  diligence  kind  of  person.  I  understand  the  hypothetical  kinds  of  

issues  and  questions,  but  my  own  background  as  a  scholar  would  say,  well,  at  best,  a  hypothetical  only  approximates  a  

real-life  situation.  And  in  a  real-life  situation,  character  really  comes  forth  when  you  do  the  kind  of  due  diligence  that  puts  

you  in  a  position  to  make  the  quality  of  judgments  that  makes  for  a  positive  difference.  

This  is  in  her  bloodline.  This  is  in  her  spiritual  DNA.  I  don't  know  if  her  father  is  still  in  the  room,  but  I  can  tell  you  that  it  has  

played  out  in  the  way  that  he  has  provided  leadership  in  North  Carolina,  whether  he  had  to  stand  alone  or  stand  with  1 ,000,  

it  was  the  truth,  the  truth,  the  right  thing,  and  the  right  thing,  and  character,  and  character,  and  character  over  again.  

I  don't  want  to  trivialize  this  process  by  using  a  sports  metaphor,  but  I  am  an  old,  broken  down  football  player  that  played  at  

Duke  when  we  were  still  winning  games.  

FRANKEN:  

And  that  was  quite  a  while...  

NEWSOME:  

Quite  a  while  ago.  

(LAUGHTER)  

But,  you  know,  we  tend  to  think  in  terms  of  a  franchise  kind  of  player.  She  is  an  exceptional  human  being,  and  I  cannot  -- I  

cannot  avoid  the  sense  of  passion  I  feel  right  now  for  the  good  that  would  come  to  our  nation  in  having  a  person  who  would  

be  good,  absolutely  superb,  in  even  healing  our  nation  through  the  responsible  discharge  of  her  duties  as  the  U.S.  attorney  178 of 187  7/25/16, 7:21 PM  

general.  
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FRANKEN:  

So  you  would  be  for  her?  

NEWSOME:  

I  will  be  mildly  for  her.  

FRANKEN:  

Obviously.  Although,  you  cheapened  it  with  a  sports  metaphor,  that  was  very  powerful  testimony.  Thank  you.  

Thank  you,  Mr.  Chairman.  

ACTING  CHAIR:  

Thank  you,  Senator  Franken.  

Senator  Sessions?  

(OFF-MIKE)  

SESSIONS:  

Thank  you  for  recalling  for  us  that  a  lot  of  people  we  have  disagreements  with  can  be  wonderful  people.  And  I  do  sense  that  

about  her.  And  I  told  her  -- well,  while  I  was  talking  to  her  brother,  I  believe,  but  she  was  raised  right.  I  can  tell  that.  

And  so,  sometimes  you  just  get  caught  up  in  things.  Issues  become  big,  and  an  individual  becomes  the  focus  of  a  

controversy.  

Sheriff  Eastman,  thank  you  for  your  -- not  Eastman,  Clarke  -- Sheriff  Clarke,  thank  you  for  your  leadership.  

And  I  had  here,  right  in  front  of  me  -- and  I  have  it  now  -- a  piece  put  out  just  some  time  ago,  saying  that  there  were  36,000  

convicted  criminal  aliens  in  detention  that  were  released,  And  that  group  of  people  convicted  were  convicted  of  crimes  such  

as  homicide,  sexual  assault,  kidnapping  and  aggravated  assault.  

And  I  noticed  one  individual  was  just  arrested  for  murdering  a  21 -year-old  convenience  store  clerk  in  Mesa,  Arizona,  on  

January  22nd  of  this  year  after  having  been  in  ICE  custody  on  a  drug  and  gang- related  felony  burglary  conviction,  but  was  

released  on  bond  after  a  few  days.  

And  if  you  release  36,000  people  who've  been  convicted  of  crimes,  based  on  your  experience  in  law  enforcement,  can't  we  

expect  that  they  would  -- group  is  likely  to  commit  the  kind  of  crimes  I  just  mentioned?  Isn't  that  pretty  predictable?  

CLARKE:  

Thank  you,  Senator.  

Yes,  if  for  no  other  reason  because  of  the  recidivist  nature  of  crime  regardless  of  what  demographic  is  involved  with  that,  I  

would  say  releasing  3,600  into  communities  that  don't  have  the  support  structures  is  at  best  dangerous  policy.  You  know,  

like  I  said,  they  don't  have  the  support  structures  in  place.  

And  then  the  thing  about  the  -- we  start  talking  about  the  criminal  aliens,  the  first  thing  they're  going  to  do  is  flee.  It's  the  first  

thing  they're  going  to  do.  
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time  to  identify  them,  but  they  realize  the  individual  that's  released  on  bail,  they  realize  that  it's  in  their  best  interest  to  flee.  

And  then  they  turn  up  in  another  community.  

Or,  I'll  just  speak  to  Milwaukee  county.  We've  had  those  same  horror  type  stories,  of  individuals  who  have  been  brought  to  

ICE's  attention,  and  for  whatever  reason,  they  decided  not  to  put  a  detainer  on  them  or  had  a  detainer  and  released  it.  

Individual  is  let  out  on  bail  and  then  goes  on  to,  you  know,  engage  in  even  more  heinous  acts.  

And,  sure,  the  easy  ones,  Senator,  are  the  ones  who  are  involved  with  murder,  sexual  assault.  You  know,  those  folks  are  

probably  not  gonna  get  out  on  bail.  We  don't  have  to  worry  too  much  about  them.  But...  

SESSIONS:  

Well,  this  report  indicated  a  number  of  them,  like  1 93  of  the  36,000  that  were  released  included  -- were  homicide  

convictions.  

So  you're  right  to  assume  that  serious  crimes  it  would  be  almost  unbelievable  that  they  were  being  released,  but  data  shows  

that  a  lot  of  them  are  the  most  serious  crimes  that  are  being  released.  

CLARKE:  

Yeah,  I  think  sometimes  some  of  the  reports  or  some  of  the  rhetoric  used  in  a  discussion  is  on  the  lenient  side.  You  know,  

they  call  them  "low-level  offenders,"  but  some  of  the  stuff  that  I  see  that  they've  involved  with  are  not  literally  low-level  

offenders.  

SESSIONS:  

Well,  Sheriff  Clarke,  let  me  just  say,  you're  responsible  for  protection  of  people  in  Milwaukee  and  that  area.  And  the  federal  

government  -- the  federal  statute  says  someone  convicted  of  a  serious  felony  "shall  be  deported."  It  doesn't  say  that  ICE  

has  an  opinion  about  this.  It  says  they  shall  be  deported.  

Does  it  make  your  life  more  difficult.  does  it  place  the  people  of  Milwaukee  at  greater  risk  if  the  officials  are  not  following  the  

law  and  deporting  people  who  have  been  convicted  of  serious  crimes?  

CLARKE:  

Sure  it  does.  In  my  limited  knowledge  of  legal  language,  "shall"  is  not  discretionary.  So,  yeah,  I  find  that  problematic  when  

that  happens.  

SESSIONS:  

And  you  -- and  so,  don't  you  think  it's  common  sense  and  just  that  if  a  person  is  in  the  country  illegally  and  on  top  of  that,  

they  commit  a  serious  crime,  they  should  be  deported?  

CLARKE:  

Yes.  I  think  it's  beyond  common  sense.  I  think  it's  -- we  have  a  duty  -- a  duty  to  protect  people.  

SESSIONS:  

And  the  law,  of  course,  requires  that.  And  it's  just  too  often  not  being  followed  in  an  effective  way.  
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SESSIONS:  

Yes?  

LEGOMSKY:  

...  that  I  think  Sheriff  Clarke  has  just  made  one  of  the  strongest  arguments  in  favor  of  the  president's  executive  actions.  The  

main  point  of  the  new  prosecutorial  priorities  is  to  be  able  to  focus  resources  on  precisely  the  individuals  whom  he  is  

describing,  and  hopefully  it  will  have  that  effect.  

I  don't  know  in  this  case  why  the  state  authorities  released  a  person  if  it  was  -- if  it  was  while  the  person  was  pending  trial.  

They  must  have  thought  that  it's  safe  to  release  them.  So  I'm  not  sure  why  the  onus  is  shifting  to  ICE.  But  that  aside,  this  is  

what  the  administration  is  trying  to  accomplish.  

SESSIONS:  

Well,  this  isn't  a  matter  of  discretion,  Mr.  Legomsky.  I  know  you  served  with  the  USCIS.  This  part  of  it  is  mandatory,  is  the  

point  I'm  raising.  We're  entering  into  an  utterly  lawless  system  here.  Nothing  Congress  passes,  apparently,  has  the  ability  to  

be  effectuated  in  reality.  

That's  the  problem.  Congress  will  pass  things,  and  they  don't  happened.  We  mandated  a  fence  700  miles.  It  didn't  happen.  

We  said  there  should  be  be  an  exit-entry  visa,  which  the  9/  1 Commission  has  hammered  us  for  not  completing  as  law  

required,  and  it  still  hasn't  been  completed.  

I  just  -- the  -- are  you  aware  that  the  group  that  you  work  with,  the  Federation  of  Government  Employees,  who  represent  

USCIS,  has  opposed  this  bill  vigorously?  

LEGOMSKY:  

Yes.  

SESSIONS:  

And  say  it  will  not  work,  and  is  not  helpful?  

LEGOMSKY:  

Well,  this  is  the  very  same  group  whom  some  people  are  suggesting  will  refuse  to  obey  the  secretary's  instruction  to  

exercise  discretion  and  will  instead  rubberstamp  these  cases.  So  I  think...  

SESSIONS:  

Well,  let  me  ask  you  about  discretion.  That's  a  Professor  Eastman  in  his  testimony  before  the  House  on  discretion  says  there  

is  nothing  in  the  present  -- in  the  memo  to  suggest  that  immigration  officials  can  do  anything  other  than  grant  deferred  

action  to  those  meeting  the  defined  eligibility  criteria.  

Indeed,  the  overpowering  tone  of  the  memo  is  one  of  woe  to  align  immigration  officers  who  do  not  act  as  the  memo  tells  

them  they  should,  a  point  that  has  been  admitted  by  the  Department  of  Homeland  Security  officials  in  testimony  before  the  

House.  

And  in  the  House,  the  -- Chairman  Goodlatte  of  the  House  Judiciary  Committee  said,  quote,  "DHS  has  admitted  to  the  

Judiciary  Committee  if  an  alien  applies  and  meets  the  DACA  eligibility  criteria,  they  will  receive  deferred  action.  In  reality,  the  

immigration  officials  do  not  have  discretion  to  deny  DACA  applications  if  the  applicants  meet  these  criteria."181 of 187 7/25/16, 7:21 PM 
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Isn't  that  proof  that  that  really  -- it  is  illusory  discretion;  in  fact,  it's  mandatory?  

ROSENKRANZ:  

Absolutely.  

LEGOMSKY:  

Oh,  the  memo  says  precisely  the  opposite,  Senator,  with  respect.  It  says  that  these  are  cases  that,  quote,  "present  no  other  

factors  that,  in  the  exercise  of  discretion,  make  the  grant  of  deferred  action  inappropriate."  

And  then  --

(CROSSTALK)  

SESSIONS:  

Well  and  there's  --

LEGOMSKY:  

And  that  very  end,  there's  even  more  explicit  wording.  

"The  ultimate  judgment  as  to  whether  an  immigrant  is  granted  deferred  action  will  be  determined  on  a  case-by-case  basis."  

So  the  memo  refers  explicitly  to  discretion.  

SESSIONS:  

Senator,  we  said  we're  going  to  do  an  exit-entry  visa  and  it's  not.  The  truth  is  that  the  officials  are  going  to  approve  the  

people  if  it  meets  the  DACA  or  meets  the  memorandum  standards.  

ROSENKRANZ:  

The  important  thing  to  notice  is  that  it  flips  the  presumption,  right.  The  presumption  is  that  the  law  will  not  be  enforced  and  

somebody  might  have  discretion  to  enforce  the  law  in  a  particular  case,  but  this  is  turning  prosecutorial  discretion  on  its  

head.  The  presumption  in  general  is  that  law  will  be  enforced  and  discretion  will  be  used  to  exempt  some  to  create  an  

exception  to  the  rule.  Here  the  enforcement  is  clearly  going  to  be  exception  to  the  rule  if  it  happens  at  all.  

LEGOMSKY:  

Except  that  the  entire  deferred  action  memo  is  the  exception.  Right?  The  norm  is  that  you  do  get  deported  if  you  fall  within  

one  of  the  deportability  grounds.  This  memo  lays  out  an  exception.  If  you  meet  the  following  criteria,  then  USCIS  officials  

would  have  the  discretion  on  a  case-by-case  basis  to  defer  --

(CROSSTALK)  

SESSIONS:  

Well,  just  briefly,  if  the  people  don't  meet  the  standards  and  somebody  does  get  turned  down  -- well,  the  projection  is  a  little  

less  than  half  the  people,  5  million  out  of  1 million  -- what  if  somebody  is  turned  down?  

Are182they goingof 187 to be deported? 7/25/16, 7:21 PM 
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Generally  I  would  think  yes.  If  they  bring  their  presence  to  the  attention  of  the  enforcement  authorities  and  if  it  fits  within  the  

prosecutorial  discretion  priorities,  I  can't  think  of  any  reason  that  I  --

SESSIONS:  

Well,  they're  not  going  to  be  deported.  They're  not  -- the  only  ones  that  are  being  deported  today  is,  I  think  you  know,  are  

people  who  commit  serious  crimes  and  we  find  out  even  they  are  not  being  deported.  

We  reached  a  lawless  stage  in  immigration.  And  the  American  people  are  not  happy  about  it.  They  have  a  right  to  demand  

that  their  laws  be  enforced  and  the  president's  actions  are  some  of  the  most  dramatic  steps  to  violate  plain  law  that  I've  ever  

seen  in  my  experience.  

Thank  you,  Mr.  Chairman.  My  time's  over.  You're  kind.  

LEE:  

Thank  you,  Senator  Sessions.  

As  we  were  preparing  for  yesterday's  hearing,  I  found  a  quote  I  would  like  to  talk  about  in  a  minute,  for  a  moment,  a  quote  

from  a  speech  given  by  Ms.  Lynch  about  a  year  ago  in  which  she  made  the  following  statement  -- it  caught  my  attention,  

because  it  raises  some  alarm  bells.  

It  says,  "Fifty  years  after  the  march  on  Washington,  50  years  after  the  civil  rights  movement,  we  stand  in  this  country  at  a  

time  when  we  see  people  trying  to  take  back  so  much  of  what  Dr.  King  fought  for.  

"We  stand  in  this  country;  people  try  and  take  over  the  statehouse  and  reverse  the  goals  that  have  been  made  in  voting  in  

this  country.  But  I'm  proud  to  tell  you  that  the  Department  of  Justice  has  looked  at  these  laws  and  looked  at  what's  

happening  in  the  Deep  South  and  in  my  home  state  of  North  Carolina,  has  brought  lawsuits  against  those  voting  rights  

changes  that  seek  to  limit  our  ability  to  stand  up  and  exercise  our  rights  as  citizens,"  close  quote.  

When  I  read  this,  I  -- for  obvious  reasons,  immediately  became  concerned.  I  was  wondering  what  it  was  that  she  was  talking  

about,  what  laws  that  were  out  there,  what  legacy  of  the  civil  rights  era  that  was  trying  to  be  overturned.  

Ms.  Engelbrecht,  can  you  guess  as  to  what  she  might  have  been  talking  about,  referring  specifically  to  her  home  state  of  

North  Carolina?  

ENGELBRECHT:  

I  can't.  And  I  reviewed  the  same  comments  that  you  referred  to,  which  was,  I  think,  taken  from  a  speech  in  February  out  in  

Los  Angeles.  And  what  continues  to  boggle  the  mind  is  that  the  vast  majority  of  Americans  want,  understand  and  appreciate  

the  need  to  try  to  safeguard  our  elections.  And  the  thought  that  asking  a  voter  to  prove  they  are  who  they  say  they  are  is  

somehow  discriminatory  just  -- it  -- you  know,  it  seems  to  me  to  be  much  more  about  pushing  a  political  agenda  than  

protecting  the  people.  

LEE:  

You  know,  I  wondered  about  this,  so  I  asked  one  of  my  colleagues  who's  on  this  committee  with  me,  Senator  Thom  Tillis  

from  North  Carolina,  who,  as  it  turns  out,  at  the  time  she  gave  this  speech,  was  the  Speaker  of  the  House  in  North  Carolina.  I  

asked  him  what  this  was  about,  what  she  was  referring  to.  These  are  pretty  bold  statements  and  if  someone  is  going  to  

accuse  a  state  legislative  body  of  moving  to  undo  the  legacy  of  Dr.  Martin  Luther  King,  of  trying  deliberately  to  diminish  PM  183 of 187  7/25/16, 7:21  

voting  rights  in  this  country,  I  feel  like  we  need  to  know  what  that  is.  
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Carolina  at  the  time  that  Senator  Tillis  was  the  Speaker  of  the  North  Carolina  House  of  Representatives.  

I  asked  him  about  this  law  a  little  bit.  And  he  told  me  that  when  it  came  forward,  there  was  concern  about  voter  fraud,  about  

the  risk  of  voter  fraud  in  North  Carolina.  

And  he  said,  look,  I  want  to  find  the  most  fair  statute  that  there  is  on  the  books  anywhere  in  this  country  and  I  want  to  make  

it  that  much  fairer.  I  want  to  put  the  belt  and  the  suspenders  and  another  belt  and  another  set  of  suspenders  on  it,  make  sure  

that  no  one's  voter  -- voting  rights  are  diminished  at  all.  

So  they  started  with  the  model  of  an  Indiana  statute,  a  model  that  was  itself  quite  cautious.  It  continues  to  allow  no  excused  

absentee  voting  without  an  ID.  It  accommodates  individuals  with  religious  objections  to  photography,  providing  them  with  a  

way,  an  alternative  means  of  proving  their  identity,  pays  for  an  ID  issued  by  the  Department  of  Motor  Vehicles  without  any  

charge  to  the  voter.  

So  they  started  with  that  as  the  model,  and  then  they  added  a  whole  bunch  of  additional  protections  that  neither  Indiana  nor  

any  other  state  that's  adopted  any  law  like  this,  it  had  a  two-year  ramp- up  period,  a  special  North  Carolina  program  

designed  to  allow  homebound  individuals  to  get  a  photo  ID,  another  government  program  that  not  only  pays  for  the  

government-issued  ID  but  also  allows  for  documents  for  a  register  of  deeds  or  the  Department  of  Health  and  Human  

Services  that  can  be  used  to  verify  ID.  It  establishes  a  $1 million  trust  fund  to  reach  out  to  those  people  who  might  not  have  

IDs.  And  this  list  goes  on  and  on  and  on.  This  is  the  most  cautious,  carefully  protective  statutory  scheme  that  I  can  imagine  

in  this  area.  

If,  in  fact,  this  was  the  target  of  this  description,  do  you  think  it's  fair  to  describe  this  legislation  that  way,  as  an  attempt  to  

undo  the  gains  of  the  civil  rights  movement  and  the  gains  of  Martin  Luther  King  and  those  who  fought  with  him  valiantly  to  

protect  voter  rights  in  America?  

ENGELBRECHT:  

Absolutely  not.  I  don't  think  that  it's  appropriate  or  fair.  And  if  that's  truly  the  belief  that's  held,  we  need  to  understand  what's  

behind  that  because  it  belies  anything  that  you  have  just  read  in  making  sense.  

LEE:  

With  your  involvement  in  efforts  to  prevent  voter  fraud,  what  would  you  say  to  those  who  have  made  the  argument  that  there  

is  no  such  thing  as  voter  fraud  and  therefore  we  need  not  be  concerned  about  it  and  that  the  only  reason  somebody  could  

push  for  it  would  be  because  they  subjectively  want  to  undermine  voting  rights?  

What  would  your  response  to  that  be?  

ENGELBRECHT:  

I  mean,  I  think  that  our  history  is  replete  with  examples  of  voter  fraud.  And  I  think  that  it  is  something  that  we  should  take  

very  seriously  because  you  don't  need  a  whole  lot  of  fraud,  you  just  need  a  little  bit  in  the  right  places.  And  the  less  that  you  

create  a  system  that  secures  everyone's  votes,  the  more  open  it  is,  obviously,  to  these  kinds  of  manipulations  that  just  

further  divide  our  country  in  ways  that  serve  no  purpose.  

LEE:  

Thank  you.
184 of 187 7/25/16, 7:21 PM 
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How  would  you  describe  the  relationship  between  law  enforcement  and  the  Department  of  Justice?  

CLARKE:  

Thank  you,  Senator.  

Frayed:  I'm  not  going  to  engage  in  hyperbole  or  exaggerate  but  we  can't  have  even  a  frayed  relationship.  You  know,  the  

mission  statement  that  I  cited  early  on,  you  know,  it  talks  about  partnerships.  And  just  from  the  Milwaukee  experience  

anyway,  we  need  the  help  of  the  U.S.  attorney's  office  in  the  Eastern  District  of  Wisconsin  to  deal  with  instances  of  the  

violent  crime,  the  repeat  offender.  We  are  not  talking  about  the  first  time  offender.  We're  not  talking  about  people  who  may  

deserve  some  sort  of  remedy  for  some  transgression  they  made.  

I  talked  about  the  1 0-year  old,  Sierra  Guyton  (ph).  Both  of  those  individuals,  felons,  convicted  felons.  The  prohibition  of  not  

being  able  to  be  armed  or  a  firearm  anyway  as  a  convicted  felon  means  nothing  to  them.  The  state  has  not  shown  a  

willingness  at  the  state  level.  I  think  it's  a  legitimate  question  to  ask,  what  are  they  doing  at  the  state  level  with  some  of  these  

cases?  Too  much  leniency.  

And  I'll  tell  you  one  thing  from  a  deterrent  standpoint,  Senator,  criminals  fear  the  federal  system.  They  just  do.  And  so  if  we  

would  have,  for  instances,  cases  of  -- there  was  a  very  creative  legally  case  in  Milwaukee  where  the  -- Jim  Santell  (ph),  the  

assistant  U.S.  attorney,  who  we  do  have  a  great  relationship  with,  used  the  Hobbs  Act  to  charge  a  career  holdup  man  who  

had  gone  on  a  robbery  spree.  

And  one  of  them  I  believe  recently  received  a  1 5-year  sentence  plus  they  used  the  firearm  in  the  commission  of  those  

crimes.  But  they  don't  have  to  charge  all  of  them.  I  know  they  don't  have  -- heard  about  the  prosecutorial  discretion  but  I  

think  if  we  take  this  elephant  and  try  to  eat  at  one  spoonful  at  a  time,  the  elephant  being  the  violent  crime  that's  ravaging  all  

kind  of  urban  centers  in  America.  

But  if  we  take  the  worst  offenders  and  subject  them  to  federal  sanctions,  that  is  going  to,  first  of  all,  ensure  you  got  a  better  

chance  at  a  conviction,  and  you  got  a  better  chance  of  a  more  lengthy  sentence.  

For  the  person  who  just  hasn't  cared,  if  you  will,  at  any  state  sanctions  that  have  been  applied  so  that's  the  sort  of  help  we  

need  from  the  federal  prosecutor's  office  in  Milwaukee.  Straw  purchases  is  another  one.  

I  won't  really  rap  the  U.S.  attorney's  office  for  straw  purchases.  Law  enforcement's  really  not  bringing  in  the  cases.  The  ones  

they  are,  they  are  dealing  with  very  well.  But  the  armed  violent  offenders  are  the  one  I  would  like  to  see  go  the  federal  route.  

LEE:  

Thank  you.  

Today  we  have  heard  from  a  number  of  witnesses  who  have  testified  both  as  to  Ms.  Lynch's  qualifications,  which  are  

themselves  impressive.  It's  great,  in  particular,  to  see  my  friend,  David  Barlow.  I  know  of  no  finer  lawyer  or  human  being  

anywhere  than  David.  So  it's  always  great  to  see  you  and  each  of  you  have  put  a  lot  of  thought  into  your  testimonies.  I  

appreciate  both  your  written  testimonies  and  what  you  have  spoken  to  us  today.  

The  record  for  this  hearings  will  remain  open  for  one  week  for  members  to  submit  written  questions  for  the  record.  

185 of 187  7/25/16, 7:21 PM  The  hearing  will  be  adjourned.  Thank  you.  
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SESSIONS:  

Thank  you.  
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Hamilton,  Brandy (OIG)  

From:  Hamilton,  Brandy  (OIG)  

Sent:  Wednesday,  September  28,  2016  8:55  PM  

To:  DOJExecSec  (JMD)  

Cc:  Werner,  Sharon  (OAG);  Axelrod,  Matthew  (ODAG);  Childs,  Heather  G.  (ODAG);  

Uriarte,  Carlos  (ODAG)  

Subject:  RE: Unclassified  version  of  report  entitled  A  Review  of  the  FBI’s  use  of  Section  215  

Orders  for  Business  Records  in  2012  through  2014  

Attachments:  E2015009  USA  Freedom  Act  - Section  215  Unclassified  09-29-2016  (OAG-ODAG).pdf  

Attached  is  a  corrected  version  of  the  unclassified  report  you  received  earlier  this  evening.  The  original  attachment  

contained  a  mistake  on  the  “NOTE”  page.  

From:  Hamilton,  Brandy (OIG)  On  Behalf  Of  OIG,  Oversight&Review  (OIG)  

Sent:  Wednesday,  Septemb 28,  2016 7:34 PM  er  

To:  DOJExecSec  (JMD)  

Cc:  Werner,  Sharon  (OAG)  (JMD);  Axelrod,  Matthew  (ODAG)  (JMD);  Childs,  Heather  G.  (ODAG)  (JMD);  Uriarte,  Carlos  

(ODAG)  (JMD)  

Subject:  Unclassified  version  of report entitled  A Review  of the  FBI’s use  of Section  215  Orders  for  Business  Records  in  

2012  through  2014  

In  June  2016,  the  Office  of  the  Inspector  General  (OIG)  issued  a  classified  report  on  the  Federal  Bureau  of  

Investigation’s  (FBI)  use  of  Section  215  Orders  in  2012  through  2014,  as  required  by  the  Uniting and Strengthening  

America by Fulfilling Rights and Ensuring EffectiveDiscipline OverMonitoring Actof2015 (USA  Freedom  Act),  Pub.  

L.  No.  114-23,  129  Stat.  268  (2015).  At  the  time  we  released  the  classified  report,  we  indicated  our  intention  to  

publicly  release  an  unclassified  version  of  this  report  as  soon  as  the  classification  review  of  that  version  was  

completed.  The  review  has  been  completed,  and  the  unclassified  report  is  attached.  

We  will  publicly  release  the  unclassified  version  on  September  29,  2016.  

Please  contact  me  or  Deputy  Inspector  General  Robert  Storch  if  you  have  any  questions  about  this  report.  

Michael  E.  Horowitz  

Inspector  General  
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U.S. Dcparlmcnl of.Justice 

< )llin.: or the lnspec.:tor Gl.'twral 

September 28, 2016 

MEMORANDUM FOR THE ATTORNEY GENERAL 

THE DEPUTY ATTORNEY GENERAL 

FROM: MICHAEL E. HOROWITZ 
INSPECTOR GENERAL 

SUBJECT: Unclassified version of report entitled A Review of the 
FBI's use of Section 215 Orders for Business Records in 
2012 through 2014 

On June 1, 2016, the Office of the Inspector General (OIG) completed a 
classified report reviewing the Federal Bureau of Investigation's (FBI) use of 
Section 215 Orders in 2012 through 2014, as required by the Uniting and 
Strengthening America by Fulfilling Rights and Ensuring Effective Discipline Over 
Monitoring Act of 2015 (USA Freedom Act), Pub. L. No. 114-23, 129 Stat. 268 
(2015). As required by the USA Freedom Act, we provided the report to the 
Committee on the Judiciary and the Select Committee on Intelligence of the 
Senate and the Committee on the Judiciary and the Permanent Select 
Committee on Intelligence of the House of Representatives. We also provided 
the report to cleared members of other relevant Congressional oversight 
committees. In addition, we provided the report to the Department, the FBI, 
the Office of the Director of National Intelligence, and other agencies within the 
U.S. Intelligence Community. 

At the time we released the classified report, we indicated our intention 
to publicly release an unclassified version of this report as soon as the 
classification review of that version was completed. The review has been 
completed, and the unclassified report is attached. We intend to provide this 
version of the report today to the same offices that received the classified 
version of the report on June 1, 2016. We will publicly release the unclassified 
version on September 29, 2016. 

Please contact me or Deputy Inspector General Robert Storch if you have 
any questions about this report. 

Attachment 
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cc: Sharon Werner 
Chief of Staff and Counselor to the Attorney General 

Mathew S. Axelrod 
Principal Associate Deputy Attorney General 

Heather Childs 
Chief of Staff to the Deputy Attorney General 

Carlos F. Uriarte 
Associate Deputy Attorney General 
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NOTE  

******************************************************  

A classified  version  of  this  report  was  completed  in  June  2016  and,  as  
required  by  the  A  Act,  provided  the  on  US Freedom  was  to  Committee  the  
Judiciary  and  the  S  Committee  on  Intelligence  of  the  enate  and  the  elect  S  
Committee  on  the  Judiciary  and  the  Permanent  Select  Committee  on  
Intelligence  of  the  House  of  Representatives.  We  also  provided  the  report  to  
cleared  members  of  other  relevant  Congressional  oversight  committees.  
This  unclassified  version  of  the  report  follows  the  completion  of  a  
classification  review  by  the  FBI  and  the  Intelligence  Community  and  contains  
redactions  of  information  that  they  determined  to  be  classified.  

******************************************************  
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EXECUTIVE EXECUTIVE   SUMMARY SUMMARY  

This This   Executive Executive   Summary Summary   provides provides   a a   brief brief   ooverview verview   oof f   tthe he   rresults esults   oof f   tthe he  

Department Department   of of   Justice Justice   (Department (Department   or or   DOJ) DOJ)   Office Office   oof f   tthe he   IInspector nspector   GGeneral's eneral's  

(OIG) (OIG)   review review   of of   the the   Federal Federal   Bureau Bureau   of of   Investigation's Investigation's   ((FBI) FB  I)   uuse se   oof f   tthe he  

investigative investigative   authority authority   granted granted   by by   Section Section   2215 15   oof f   tthe he   PPatriot atriot   AAct ct   bbetween etween   22012 012  

and and   2014. 2014.   Section Section   215 215   is is   often often   referred referred   to to   aas s   tthe he   FForeign oreign   IIntelligence ntelligence  

Surveillance Surveillance   Act Act   (FISA) (FISA)   "business "business   records" records"   pprovision. rovision.   TThis his   iis s   tthe he   OOIG's IG's   ffourth ourth  

review review   of of   the the   FBI's FBI's   use use   of of   FISA FISA   business business   records. records.   TThree hree   pprevious revious   rreports eports   iissued ssued  

in in   March March   2007, 2007,   March March   2008, 2008,   and and   May May   2015 2015   addressed addressed   tthe he   FFBI's BI's   uuse se   oof f   SSection ection  

215 215   authority authority   between between   2002 2002   and and   2009. 2009.  

This 1 1  
The  This   current current   review review   is is   mandated mandated   by by   the the   UUSA SA   FFreedom reedom   AAct ct   oof f   22015.015.  The 

USA        USA  Freedom Freedom  Act, Act,  signed signed  into into  law law  on on  JJune      une  22,   ,  22015, 015,  ddirects irects  tthe he  OOIG IG  tto o  iissue ssue  

within  1  year  of  the  date  of         within  1  year  of  the  date  of  enactment enactment  a a  rreport eport  eexamining xamining  tthe he  FFBI's BI's  uuse se  oof f  

Section  ection  215  S 215  authority         authority  for for  calendar calendar  years years  2012 2012  tto o  22014, 014,  aaddressing ddressing  aany ny  

noteworthy            noteworthy  facts facts  or or  circumstances circumstances  relating relating  to to  SSection ection  2215 15  oorders, rders,  aany ny  iillegal llegal  oor r  

improper  use  of  Section  215  authority,        
improper  use  of  Section  215  authority,  tthe he  eeffectiveness ffectiveness  oof f  SSection ection  2215 15  aas s  aan n  

investigative  and      i tool,     
nvestigative  tool,  and  the the  adequacy adequacy  oof f  pprocedures rocedures  uused sed  tto o  ""minimize" minimize"  UU.S. .S.  

person         person  information information  obtained obtained  in in  response response  tto o  SSection ection  2215 15  oorders. rders.  

To  conduct  this  review,  the  OIG  reviewed    To  conduct  this  review,  the  OIG  reviewed  tthe he  SStandard tandard  MMinimization inimization  

Procedures  for           Procedures  for  Tangible Tangible  Things Things  OObtained btained  PPursuant ursuant  tto o  TTitle itle  V  V oof f  tthe he  FForeign oreign  

Intelligence            Intelligence  SSurveillance urveillance  AAct ct  aadopted dopted  bby y  tthe he  AAttorney ttorney  GGeneral eneral  oon n  MMarch arch  77, ,  22013 013  

("Final  Procedures").  We  also  examined  over  ("Final  Procedures").  We  also  examined  over  990,000  documents   0,000  documents  oobtained btained  ffrom rom  

the  FBI  and         the  FBI and  the the  Department's Department's  NNational ational  SSecurity ecurity  DDivision's ivision's  ((NSD) NSD)  OOffice ffice  oof f  

Intelligence,  including           Intelligence,  including  ffiles iles  rrelating elating  tto o  eeach ach  FFISA ISA  CCourt ourt  oorder rder  aapproving pproving  uuse se  oof f  

Section  Secti n  215  o 215  aauthority  between    rit 2012     utho y  between  2012  aand nd  22014, 014,  DDepartment epartment  rreports eports  tto o  CCongress ongress  

concerning  concerning  that        t t  uuse se  during  ha during  ccalendar alendar  yyears ears  22012 012  tthrough hrough  22014, 014,  ddocuments ocuments  

detailing            detailing  compliance compliance  incidents incidents  rrelated elated  tto o  tthe he  FFBI's BI's  uuse se  oof f  SSection ection  2215 15  aauthority, uthority,  

reports  documenting  the  results  of       reports  documenting  the  results  of  iinternal nternal  rreviews eviews  cconducted onducted  bby y  NNSD SD  bbetween etween  

2012   2012  and  an 2014,     d  2014,  e-mails e-mails  relating relating  tto o  aapproved pproved  aand    nd  wwithdrawn ithdrawn  bbusiness usiness  rrecords ecords  

applications,  and  FBI  and  NSD  policies  and  training  materials  applications,  and  FBI and  NSD  policies  and  training  materials  rrelated    
elated  tto o  tthe he  FFinal inal  

Procedures. Procedures.  

We  reviewed   We  reviewed  eeach ach  oof  the  FISA  Court-approved     f  the  FISA  Court-approved  oorders rders  ffor or  bbusiness usiness  rrecords ecords  

between              between  2012 2012  and and  2014 2014  iin n  oorder rder  tto o  pprovide rovide  aan n  ooverview verview  oof f  tthe he  ccharacteristics haracteristics  oof f  

those  orders           those  orders  and and  tthe he  uunderlying nderlying  iinvestigations nvestigations  iin n  wwhich hich  tthey hey  wwere ere  oobtained. btained.  IIn n  

addition,  we  conducted  a  more    addition,  we  conducted  a  more  iin-depth n-depth  aanalysis nalysis  oof  the  FBI's  use  of  f  the  FBI's  use  of  tthis his  

authority           authority  in in  national national  security security  iinvestigations nvestigations  bby y  rreviewing eviewing  a  a ssample ample  oof f  SSection ection  

215  orders  and  2 withdrawn  15  orders  and  withdrawn  applications        applications  sselected elected  ffrom rom  ttwo wo  FFBI BI ffield ield  ooffices ffices  tthat hat  

had            had  relatively  relatively  large large  aand nd  ddiverse iverse  uuses ses  oof f  SSection ection  2215 15  oorders, rders,  aand nd  bby y  cconducting onducting  

field  visits  in  those  offices.  Over  the        field  visits  in  those  offices.  Over  the  ccourse ourse  oof f  tthe he  rreview, eview,  wwe e  aalso lso  iinterviewed nterviewed  

more   more  than than  50  50  individuals  individuals  ffrom        rom  tthe he  FFBI BI aand nd  tthe he  DDepartment, epartment,  iincluding ncluding  SSection ection  

1 1  "USA "USA   FREEDOM FREEDOM   Act" A  ct"   is is   an an   acronym acronym   ffor or   United United   aand nd   SStrengthening trengthening AAmerica merica   bby y   FFulfilling ulfilling  

Rights Rights   and and   Ensuring Ensuring   Effective Effective   Discipline Discipline   Over Over Monitoring Monitoring AAct ct oof f 22015, 015,   PPub. ub.   LL. .   NNo. o.   1114-23, 14-23,   1129 29  

Stat. Stat.   268 268   (2015). (2015).   We We   refer refer   to to   it it   in in   this this   rreport eport   aas s   tthe he   UUSA SA   FFreedom reedom   AAct. ct.  

iii iii 
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and and   Unit Unit   CChiefs hiefs   ffrom rom   NNSD's SD's   OOffice ffice   oof f   IIntelligence ntelligence   and and   the the   FBI's FBI's   National National   Security Security  

Law Law   Branch Branch   ((NSLB), NSLB),   aand nd   aattorneys, ttorneys,   ccase ase   aagents, gents,   and and   supervisors supervisors   who who   worked worked   oon n  


individual individual   SSection ection   2215 15   oorders. rders.  

In In   tthis his   rreport, eport,   wwe e   pprovide rovide   aan n   ooverview verview   oof f   the the   FBI's FBI's   use use   of of   Section Section   215 215  

authority authority   bbetween etween   22012 012   aand nd   22014 014   tthat hat   ddescribes escribes   the the   number number   of of   Section Section   215 215  

orders  obtained,  the  type  of  information        
orders  obtained,  the  type  of  information  rrequested, equested,  the the  types types  of of  FBI FBI cases cases  in in  

which           which  business business  rrecords ecords  oorders rders  wwere ere  uused, sed,  aand nd  tthe he  aaverage verage  time time  between between  

initiation  oof f   a  a  bbusiness usiness   rrecords ecords   oorder rder   rrequest equest   by by   aan n   FBI FBI field field   office office   and   issuance  initiation  and issuance 
of of   an an   order order   bby y   tthe he   FFISA ISA   CCourt. ourt.   OOur ur   rreview eview   ffound ound   that that   the the   number number   of of   business business  

records records   oorders rders   oobtained btained   bby y   tthe he   FFBI BI iincreased ncreased   significantly significantly   between between   2007 2007   and and  

2012, 2012,   largely largely   ddriven riven   bby y   tthe he   rrefusal efusal   oof f   sseveral everal   ccommunications ommunications   providers providers   to to  

produce produce   ttransactional ransactional   rrecords ecords   ffor or   ee-mail -mail   accounts accounts   (known (known   as as  


Electronic Electronic   CCommunication ommunication   TTransaction ransaction   RRecords, ecords,   or or   ECTRs) ECTRs)   in in   response response   to to   FBI FBI  


National National   SSecurity ecurity   LLetters etters   ((NSLs). NSLs).  

Between Between   22012 012   aand nd   22014, 014,   tthe he   FFISA ISA   CCourt ourt   aapproved pproved   561 561   business business   records records  

orders. 2 2  
orders.  HHowever, owever,   aas s   sshown hown   iin n   FFigure igure   11, ,   bbetween etween   2012 2012   and and   2014, 2014,   the the   number number  

of of   business business   rrecords ecords   oorders rders   ddropped ropped   ffrom rom   a  a  99-year -year   high high   of of   212 212   in in   2012 2012   to to   170 170   iin n  


2014 2014   (19.8%). (19.8%).   A  A  ffurther urther   ddecrease ecrease   ooccurred ccurred   iin n   2015, 2015,   when when   the the   number number   of of   orders orders  

fell fell   to to   142. 142.  

2 2  
AAfter fter   rreviewing eviewing   a  a  ddraft raft   oof f   tthis his   rreport, eport,   NNSD SD   ccommented ommented   that that   references references   to to   the the   number number   oof f  

business business   rrecords ecords   oorders rders   sshould hould   bbe e   cchanged hanged   tto o   tthe he   nnumber umber   oof f   approved approved   applications applications   for for   business business  

records records   orders. orders.   TThe he   OOIG IG   uunderstands nderstands   tthat hat   ssome ome   bbusiness usiness   records records   applications applications   result result   in in   more more   tthan han  

one one   order. order.   FFor or   eexample, xample,   tthe he   FFISA ISA   CCourt ourt   mmay ay   iissue ssue   oorders rders   tto o   ffour our   separate separate   providers providers   when when  

approving approving   a  a  ssingle ingle   aapplication pplication   rrequesting equesting   EECTRs CTRs   ffor or   ffour our   ee-mail -mail   addresses. addresses.   We We   also also   recognize recognize   tthat hat  

NSD NSD   reports reports   tthe he   nnumber umber   oof f   aapplications pplications   ssubmitted ubmitted   tto o   tthe he   FFISA ISA   CCourt ourt   iin n   iits ts   annual annual   reports reports   to to  

Congress. Congress.   NNonetheless, onetheless,   wwe e   ddecided ecided   tto o   rretain etain   tthe he   rreferences eferences   tto o   tthe he   nnumber umber   of of   business business   records records  

orders orders   throughout throughout   tthis his   rreport eport   aas s   a  a  mmatter atter   oof f   cconvenience. onvenience.  
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decline decline  in in  part part  to to  revelations revelations  by by  Edward Edward  Snowden Snowden  aabout bout  the the  U.S. U.S.  governmegovernmennt's t's 

use use  of of  Section Section  215 215  to to  collect collect  bulk bulk  telephony telephony  mmetadata, etadata,  bboth oth  in in  tterms erms  oof f  tthe he 
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In In  comments comments  provided provided  to to  the the  OIG OIG  after after  reviewing reviewing  a a  ddraft raft  oof f  tthis his  rreport, eport,  NNSD SD 
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FFBI's B I's  increasing increasing  use use  of of  taskings taskings  under under  Section Section  7702 02  aas s  likely likely  a a  ""notable notable  cacauuse" se"  iin n 

the the  decrease decrease  in in  business business  records records  requests. requests.  NSD NSD  stated stated  that that  during during  tthe he  rrelevant elevant 
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iinstead nstead  be be  tasked tasked  under under  Section Section  702. 4 
4  

702. Agents Agents  also also  told told  tthe he  OOIG IG  tthat hat  tthey hey 

increasingly increasingly  were were  electing electing  to to  use use  criminal criminal  llegal egal  pprocess rocess  iinstead nstead  of of  FFISA ISA  authority authority 

3 
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iin n   ccounterterrorism ounterterrorism   aand nd   ccyber yber   iinvestigations nvestigations   bbecause ecause   oof f   ttheir heir   ffrustrations rustrations   wwith ith  

tthe he  

. 
 llack ack   oof f   ttimeliness imeliness   aand nd   tthe he   llevel evel   oof f   ooversight versight   iin n   tthe he   bbusiness usiness   rrecords ecords   pprocess. rocess.  

ii
WWe e   aanalyzed nalyzed   ddata ata   f  for o  -r  .   oof f   tthe he   5561 61   oorders rders   aapproved pproved   dduring uring   oour ur   rreview eview  

d 5 5  
eriod.   BBetween etween   22012 012   aand nd   22014, 014,   oof f   t  the h  -e  .   bbusiness usiness   rrecords ecords   oorders rders   aanalyzed, nalyzed,  

bussiness iness   rrecords ecords   oorders rders   iincluded ncluded   rrequests equests   ffor or   EECTRs, CTRs,   rrepresenting epresenting   ·  ■ 

oof f   aall ll   nnon-bulk on-bulk   oorders, rders,   ccompared ompared   t  to o  - -  oorders rders   iin n   tthe he   OOIG's IG's   pprevious revious  

rreview eview   pperiod eriod   bbetween etween   22007 007   aand nd   22009, 009,   wwhich hich   c  constituted o  n  s  t  i  t  - u  t  e  d  -  oof f   nnon-bulk on-bulk  

oorders. rders.  

TThe he   mmedian edian   ttime ime   nneeded eeded   tto o   oobtain btain   bbusiness usiness   rrecords ecords   oorders rders   dduring uring   oour ur  

rreview eview   pperiod eriod   ffrom rom   iinitiation nitiation   oof f   a  a  rrequest equest   bby y   a  a  ffield ield   ooffice ffice   uuntil ntil   iissuance ssuance   oof f   tthe he  

order 6 6  
While   several   NSD   witnesses   said   that  order   bby y   tthe he   FFISA ISA   CCourt ourt   wwas as   1115 15   ddays. ays.   While several NSD witnesses said that 

tthe he   vvolume olume   oof f   rrequests equests   ddid id   nnot ot   ssignificantly ignificantly   iimpact mpact   ttheir heir   pprocessing rocessing   oof f   bbusiness usiness  

rrecords ecords   oorders, rders,   oothers thers   aacknowledged cknowledged   tthat hat   tthere here   hhad ad   bbeen een   ddelays elays   iin n   tthe he   pprocess rocess  

""because because   tthings hings   gget et   bbacked acked   uup." p."   OOne ne   NNSLB SLB   aattorney ttorney   ttold old   tthe he   OOIG IG   tthat hat   hhe e   wwas as  


""embarrassed" embarrassed"   aat t   hhow ow   llong ong   tthe he   bbusiness usiness   rrecords ecords   pprocess rocess   ttakes, akes,   sstating, tating,   ""We We   aare re  

aasking sking  ffor or  lless ess  [[than than  a  a ffull ull  FFISA], ISA],  aand nd  iit's t's  ttaking aking  ttwice wice  aas s  llong." ong."  A             According ccording  tto o  tthe he    

wwitnesses itnesses  wwe e  iinterviewed, nterviewed,  bboth oth  NNSD SD  aand nd  NNSLB SLB  hhave ave  ttaken aken  ssteps teps  tto o  iimprove mprove  the              the 
bbusiness usiness  rrecords ecords  pprocess, rocess,  iincluding ncluding  sstreamlining treamlining  tthe he  ddrafting rafting  and  review  process         and  review  process 
ffor or  E ECTRs. CTRs.  


IIn n  aaddition, ddition,  tthe he  OOIG IG  found  that  Section  215  business  records  orders  were      found  that  Section  215  business  records  orders  were 
uused sed  ffar ar  mmore ore  ffreque'2!!l.in reque'2!!J:_in  ccounterintelligence ounterintelligence  ccases ases  tthan han  aas s  a  a ccounterterrorism ounterterrorism           

oor r  ccyber yber  ttool. ool.  OOf f  tthe he  -- ttotal otal  oorders rders  wwe e  aanalyzed, nalyzed,  ·  - wwere ere  oobtained btained  i             in n  


ccounterintelligence ounterintelligence  c cases, ases,  ·  - iin n  ccounterterrorism ounterterrorism  c a d      cases a   and n i in n   c ber r  ccases. ases.   


A eents nts  ttold old  uus s  tthat hat  Section  215  orders  uentl  are      Section  215  orders  fre uentl  are 

, wwhile hile  aagents gents  hhandling andling  c   counterterrorism ounterterrorism  aand nd  ccyber yber  ccases ases  iin n  ssome ome       

iinstances nstances  ccan an  oopen pen  a  a pparallel arallel  ccriminal riminal  ccase ase  aand nd  uuse se  the  grand  jury  process  to           the  grand  jury  process  to 
oobtain btain  tthe he  ssame ame  iinformation nformation  mmore ore  qquickly uickly  aand nd  wwith ith  lless ess  ooversi vers  h  ht t  t n      than ha a        a 

bbusiness usiness  rrecords ecords  oorder. rder.  IIn n  aarticular, rticular    a ents ts     

6 6  
FFISA ISA   CCourt ourt   rrules ules   pprovide rovide   ffor or   ssubmission ubmission   oof f   a  a  pproposed roposed   aapplication, pplication,   aan n   aadvance dvance   ccopy opy   oof f  
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an 
n   a
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alled   a  

a 
 "

"read" 
read"   c
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to 
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the 
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FISA 
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Court. 
ourt.   O

Our 
ur   a

analysis 
nalysis   i

included 
ncluded   t

the 
he   t

time 
ime   t

that 
hat  

aapplications pplications   aand nd   pproposed roposed   oorders rders   wwere ere   wwith ith   tthe he   FFISA ISA   CCourt ourt   tto o   pprovide rovide   tthe he   mmost ost   aaccurate ccurate  

mmeasurement easurement   oof f   tthe he   ttime ime   nneeded eeded   ffor or   tthe he   FFBI BI tto o   oobtain btain   bbusiness usiness   rrecords ecords   oorders. rders.   WWhile hile   wwe e   ddo o   nnot ot  

hhave ave   ccomplete omplete   ddata ata   rregarding egarding   tthe he   FFISA ISA   CCourt's ourt's   pprocessing rocessing   oof f   bbusiness usiness   rrecords ecords   aapplications, pplications,   wwe e  


wwere ere   iinformed nformed   tthat hat   ""read" read"   ccopies opies   ggenerally enerally   aare re   pprovided rovided   tthe he   wweek eek   bbefore, efore,   aand nd   tthe he   oorders rders   ssigned igned  

wwithin ithin   a  a  dday ay   oor r   ttwo wo   oof f   ssubmission ubmission   oof f   tthe he   ffinal inal   aapplication. pplication.   NNo o   wwitnesses itnesses   ccited ited   ddelays elays   wwith ith   tthe he   FFISA ISA  


CCourt ourt   aas s   aan n   iissue. ssue.  
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OOur ur   rreport eport   d  describese  sc  rib  e  ■ s  .   Section Section   215 215   aapplications pplications   aand nd   orders orders   between between  

2012 2012   and and   22014 014   tthat hat   iillustrate llustrate   the the   varied varied   uses uses   oof f   SSection ection   2215 15   aauthority. uthority.   While While  

the the   FBI FBI uused sed   bbusiness usiness   rrecords ecords   orders orders   most most   fre uentl tto o   oobtain btain   transactional transactional  

records records   ffor or   ee-mail -mail  

. We also describe several instances where the FBI wanted to use 
Section 215 authorit to obtain articular materials but ultimate! chose not to 
do so such as 

AAgents gents   eexpressed xpressed   cconcern oncern   about about   the the   llength ength   oof f   tthe he   pprocess rocess   to to   obtain obtain   a a  


business business   rrecords ecords   oorder, rder,   bbut ut   also also   told told   us us   that that   SSection ection   2215 15   aauthority uthority   continued continued   to to  

be be   a a   valuable valuable   iinvestigative nvestigative   tool tool   when when   companies companies   wwould ould   nnot ot   vvoluntarily oluntarily   produce produce  

material material   ssought ought   bby y   tthe he   FBI FBI or or   produce produce   it it   in in   rresponse esponse   tto o   oother ther   investigative investigative  

authorities. authorities.   AAs s   wwith ith   oour ur   previous previous   reviews, reviews,   tthe he   mmajority ajority   oof f   aagents gents   we we   interviewed interviewed  

did did   not not   iidentify dentify   aany ny   mmajor ajor   case case   developments developments   tthat hat   rresulted esulted   ffrom rom   use use   of of   the the  

records records   oobtained btained   iin n   rresponse esponse   to to   Section Section   215 215   oorders, rders,   bbut ut   ttold old   uus s   that that   the the   material material  

produced produced   ppursuant ursuant   tto o   SSection ection   215 215   orders orders   was was   vvaluable aluable   aas s   a  a  bbuilding uilding   block block   of of   the the  

investigation, investigation,   aand nd   wwas as   uused sed   to to   support support   other other   iinvestigative nvestigative   rrequests, equests,   develop develop  

investigative investigative   lleads, eads,   aand nd   ccorroborate orroborate   other other   iinformation. nformation.   HHowever, owever,   in in   at at   least least   two two  

cases, cases,   aagents gents   wwe e   iinterviewed nterviewed   told told   us us   that that   tthe he   bbusiness usiness   rrecords ecords   obtained obtained   in in   their their  

investigation investigation   pprovided rovided   vvaluable aluable   information information   tthat hat   tthey hey   wwould ould   nnot ot   otherwise otherwise   have have  

been been   able able   tto o   oobtain. btain.   IIn n   oother ther   instances, instances,   case case   aagents gents   ttold old   uus s   tthat hat   they they   used used   the the  

information information   oobtained btained   uunder nder   Section Section   215 215   to to   eexculpate xculpate   a  a  ssubject ubject   and and   close close   the the  

investigation. investigation.  

The OIG  reviewed  three  compliance  incidents  that  affected  numerous  The   OIG  reviewed  three  compliance  incidents  that  affected  numerous 
business business  rrecords ecords  oorders rders  bbetween etween  2012 2012   and and  22014. 014.  TThe he  f       first irst  inv ed  the   involved olv  the 
~tion ~  t  i  o  n   of of   full full   and and   partial partial   ee-mail -mail   ssubject ubject   llines ines   by by   two two   providers, 
111111111111111, 

providers,  

.  .  _  _  .  .  .  .  ,   wwhich hich   the the   OIG OIG   determined determined   aaffected ffected   business business   records records  

orders. orders.   IIn n   a  a  ssecond econd   ccompliance ompliance   incident, incident,  

in res onse se   to to   a a   sin si   le le   business busin  records order includin some 

. TThe he   FFBI BI subseque~d tthat hat   pprevious revious  s u b s e q u e ~ d  

llikely ikely   ccontained ontained   s  similar i  m  ......... i  l  a  r  _  .  _   aand nd   wworked orked   with with   the the   provider provider  

to to   fix fix   the the   eerror. rror.   A  A  tthird hird   compliance compliance   incident incident   rresulted esulted   ffrom rom   a  a  ssystem-wide ystem-wide   error error  

in in   an an   FBI FBI ddatabase atabase   tthat hat   rreleased eleased   business business   rrecords ecords   rreturns eturns   ffrom rom   a  a  quarantined quarantined  

area area   prior prior   tto o   iinitial nitial   rreview eview   aand nd   allowed allowed   access access   tto o   uun-minimized n-minimized   ddata. ata.   All All   of of   these these  

incidents incidents   wwere ere   rreported eported   tto o   the the   FISA FISA   Court. Court.  

AAs s   nnoted oted   aabove, bove,   dduring uring   our our   review review   period peri  

a roved oorders rders   iissued ssued   iin n   cconnection onnection   with with  

vii  
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Our third Section 215 report discussed -
specialized minimization procedures that 
d compliance incidents, and detailed the status 

1 

AAs s   ppart art   oof f   tthis his   rreview, eview,   wwe e   aalso lso   eexamined xamined   tthe he   pprogress rogress   tthe he   DDepartment epartment  

aand nd   tthe he   FFBI BI mmade ade   iin n   aaddressing ddressing   tthree hree   rrelevant elevant   rrecommendations ecommendations   ffrom rom   tthe he   OOIG's IG's  

MMarch arch   22008 008   aand nd   MMay ay   22015 015   rreports. eports.   IIn n   tthe he   22008 008   rreport, eport,   wwe e   rrecommended ecommended   tthat hat  

tthe he   DDepartment epartment   iimplement mplement   ffinal inal   mminimization inimization   pprocedures, rocedures,   ddevelop evelop   pprocedures rocedures  

f

for 
or   r

reviewing 
eviewing   m

materials 
aterials   r

received 
eceived   i

in 
n   r

response 
esponse   t

to 
o   b

business 
usiness   r

records 
ecords   o

orders 
rders   i

issued 
ssued  

bby y   tthe he   FForeign oreign   IIntelligence ntelligence   SSurveillance urveillance   CCourt ourt   ((FISA FISA   CCourt) ourt)   tto o   eensure nsure   tthat hat   tthey hey  

ddo o   nnot ot   ccontain ontain   ""overproduced" overproduced"   iinformation nformation   ooutside utside   tthe he   sscope cope   oof f   oorders, rders,   aand nd  

ddevelop evelop   pprocedures rocedures   ffor or   hhandling andling   ooverproductions. verproductions.   IIn n   oour ur   MMay ay   22015 015   rreport, eport,   wwe e  


ffound ound   tthat hat   tthe he   DDepartment epartment   hhad ad   aadopted dopted   FFinal inal   PProcedures rocedures   iimplementing mplementing   tthe he  

OOIG's IG's   rrecommendations, ecommendations,   bbut ut   iidentified dentified   sseveral everal   tterms erms   uused sed   iin n   tthe he   FFinal inal  


PProcedures rocedures   tthat hat   wwe e   bbelieved elieved   rrequired equired   cclarification, larification,   iincluding ncluding   wwith ith   rregard egard   tto o   tthe he  

mminimization inimization   oof f   UU.S. .S.   pperson erson   iinformation. nformation.   BBased ased   oon n   tthe he   iinformation nformation   oobtained btained   iin n  


oour ur   ccurrent urrent   rreview, eview,   wwe e   cconcluded oncluded   tthat hat   tthe he   DDepartment epartment   aand nd   tthe he   FFBI BI hhave ave   mmade ade  

tthese hese   cclarifications. larifications.   WWe e   ttherefore herefore   hhave ave   cclosed losed   tthese hese   rremaining emaining  

rrecommendations. ecommendations.  

HHowever, owever,   bbased ased   oon n   tthe he   cconcerns oncerns   eexpressed xpressed   bby y   aagents gents   aabout bout   tthe he   ttime ime  

nneeded eeded   tto o   oobtain btain   bbusiness usiness   rrecords ecords   oorders, rders,   wwe e   rrecommend ecommend   tthat hat   tthe he   FFBI BI aand nd   tthe he  

DDepartment epartment   ccontinue ontinue   tto o   ppursue ursue   wways ays   tto o   mmake ake   tthe he   bbusiness usiness   rrecords ecords   pprocess rocess  

mmore ore   eefficient ffie   articular! rticula   ffor or   a  a  llications ications   rrelated elated   tto o   c bber er   ccases ases   wwhere here   a ents ts  

. PPotential otential   mmeasures easures   iinclude nclude   uusing sing   tthe he   FFBI's BI's   FFISA ISA   MManagement anagement  

S
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I. I .  INTRODUCTION INTRODUCTION 

Section Section  215 215  of of  tthe he  PPatriot atriot  AAct, ct,  ootherwise therwise  known known  as as  the the  business business  rrecords ecords 

provision, provision,  allows allows  the the  FeFederal deral  BBureau ureau  oof f  IInvestigation nvestigation  (FBI) (FB I)  to to  acquire acquire  ""any any 

tangible tangible  things things  (including (including  bbooks, ooks,  rrecords, ecords,  ppapers, apers,  documents, documents,  and and  oother ther  iitems) tems) 

for for  an an  investigation investigation ... . . . "  " t to o  oobtain btain  foforeign reign  iintelligence ntelligence  information information  not not  cconcerning oncerning 

a a  U.S. U.S.  person person  or or  to to  protect protect  aagainst gainst  iinternational nternational  terrorism terrorism  or or  clandestine clandestine 

intelligence activities, activities, pprovided rovided tintelligence    that hat aan n uunderlying nderlying investigation investigation     of of a U.S pe a  U.S. .  person rson 

is is not not conducted conducted solely solely uupon pon tthe he bbasis asis oof f aactivities ctivities protected protected by by the FFirst irst            the  
Amendment. 7 7  
Amendment. The The  FFBI BI mmay ay  uuse se  tthis his  iinvestigative nvestigative  method method  only only  iin n  Pre iminary  Preliminary l

and and  Full Full  Investigations, Investigations,  aand nd  tthe he  iinformation nformation  sought sought  must must  be be  relevant relevant  tto o  aan n  oopen, pen, 

predicated predicated  national national  security security  iinvestigation. nvestigation. 

This This  is is  the the  Department Department  oof f  JJustice ustice  ((Department Department  or or  DOJ) DOJ)  Office Office  oof f  tthe he 

Inspector Inspector  General's General's  (OIG) (OIG)  ffourth ourth  rreview eview  oof f  the the  FBI's FBI's  use use  of of  investigative investigative 

authority authority  granted granted  by by  Section Section  2215. 15.  TThe he  OOIG IG  has has  issued issued  three three  previous previous  rreports eports 

regarding regarding  the the  FBI's FBI's  use use  oof f  tthe he  bbusiness usiness  rrecords ecords  provision: provision:  in in  March March  22007, 007, 

covering covering  calendar calendar  years years  2002 2002  tto o  22005; 005;  iin n  MMarch arch  2008, 2008,  covering covering  calendar calendar  yyear ear 

2006; 2006;  and and  in in  May May  2015, 2015,  ccovering overing  ccalendar alendar  years years  2007 2007  to to  2009. 2009. 

This This  fourth fourth  review review  iis s  mmandated andated  bby y  tthe he  USA USA  Freedom Freedom  Act Act  of of  2015, 2015,  ssigned igned 

into into  law law  on on  June June  2, 2,  2015. 2015.  TThe he  UUSA SA  FFreedom reedom  Act Act  directs directs  the the  OIG OIG  tto o  iissue ssue  wwithin ithin 

1 1  year year  of of  the the  date date  of of  eenactment nactment  a a  rreport eport  eexamining xamining  the the  FBI's FBI's  use use  oof f  SSection ection  2215 15 

authority authority  for for  calendar calendar  yyears ears  22012 012  tto o  22014. 014.  As As  required required  by by  the the  UUSA SA  FFreedom reedom 

Act, Act,  this this  report report  addresses addresses  nnoteworthy oteworthy  ffacts acts  or or  circumstances circumstances  relating relating  tto o  SSection ection 

215 215  orders, orders,  any any  illegal illegal  oor r  iimproper mproper  uuse se  oof f  Section Section  215 215  authority, authority,  tthe he 

effectiveness effectiveness  of of  Section Section  2215 15  aas s  aan n  iinvestigative nvestigative  tool, tool,  and and  the the  aadequacy dequacy  oof f 
procedures procedures  used used  to to  ""minimize" minimize"  UU.S. .S.  pperson erson  information information  obtained obtained  iin n  rresponse esponse  tto o 
Section Section  215 215  orders. orders. 

A. A.  Methodology Methodology  oof f  tthe he  OOIG IG  RReview eview 

To To  conduct conduct  this this  review, review,  tthe he  OOIG IG  eexamined xamined  over over  90,000 90,000  pages pages  oof f  mmaterial aterial 

obtained obtained  from from  the the  FBI FBI aand nd  tthe he  DDepartment's epartment's  National National  Security Security  Division's Division's  ((NSD) NSD) 

Office Office  of of  Intelligence. Intelligence.  TThese hese  ddocuments ocuments  iincluded ncluded  files files  relating relating  tto o  eeach ach  FFISA ISA 


Court Court  order order  approving approving  uuse se  oof f  SSection ection  2215 15  aauthority uthority  between between  2012 2012  aand nd  22014; 014; 

Department Department  reports reports  tto o  CCongress ongress  cconcerning oncerning  that that  use use  during during  calendar calendar  yyears ears  22012 012 

through through  2014; 2014;  documents documents  ddetailing etailing  ccompliance ompliance  incidents incidents  related related  to to  tthe he  FFBI's BI's  uuse se 


of of  Section Section  215 215  authority; authority;  rreports eports  ddocumenting ocumenting  the the  results results  of of  AAccuracy ccuracy  aand nd 

Minimization Minimization  Reviews Reviews  cconducted onducted  bby y  NNSD SD  bbetween etween  2012 2012  and and  2014; 2014;  ee-mails -mails 

relating relating  to to  approved approved  aand nd  wwithdrawn ithdrawn  bbusiness usiness  records records  applications; applications;  mminimization inimization 

procedures procedures  in in  effect effect  during during  tthe he  rreview eview  pperiod; eriod;  and and  FBI FBI and and  NSD NSD  ppolicies olicies  aand nd 

training training  materials materials  related related  tto o  fifinal nal  mminimization inimization  procedures procedures  aadopted dopted  iin n  22013. 013. 

7 7  The The  term term  "USA "USA  PPATRIOT ATRIOT  A Act" ct"  iis s  aan n  aacronym cronym  for for  the the  Uniting Uniting  and and  Strengthening Strengthening AAmerica merica 

by by  Providing Providing Appropriate Appropriate  TTools ools  RRequired equired  tto o  IIntercept ntercept  and and  Obstruct Obstruct  Terrorism Terrorism  AAct ct  oof f 22001, 001,  PPub. ub.  LL. . 

No. No.  107-56, 107-56,  115 115  Stat. Stat.  272 272  ((2001). 2001).  WWe e  rrefer efer  tto o  iit t  aas s  "the "the  Patriot Patriot  Act" A ct"  in in  this this  report. report. 
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We We   reviewed reviewed   each each   of of   the the   561 561   Foreign Foreign   IIntelligence ntelligence   SSurveillance urveillance   AAct ct   ((FISA) FISA)  

Court-approved Court-approved   orders orders   for for   business business   records records   bbetween etween   22012 012   aand nd   22014 014   iin n   oorder rder   tto o  

provide provide   an an   overview overview   of of   the the   characteristics characteristics   of of   those those   oorders rders   aand nd   tthe he   uunderlying nderlying  

investigations 8 8  
investigations   in in   which which   they they   were were   obtained. obtained.   IIn n   oorder rder   tto o   cconduct onduct   aan n   iin-depth n-depth  

analysis analysis   of of   the the   FBI's FBI's   use use   of of   business business   records records   authorit authori   wwe e   cconducted onducted   ffield ield   vvisits isits  

to to   two two   FBI FBI field field   offices: offices:   the the   . WWe e  


identified identified   these these   field field   offices offices   based based   on on   the the   overall overall   n  number  and variety riety   oof f   bbusiness usiness  

records records   orders orders   obtained obtained   during during   the the   review review   period. period.   , wwe e   rreviewed eviewed  

each each   of of   thethe   ■ business business   records records   orders orders   obtained obtained   during during   tthe he   rreview eview   pperiod. eriod .  ■ ·  


_, we we   reviewed reviewed   a a   sample sample   o  of ■ f  .   of of   the the   ·  ■  business business   rrecords ecords   oorders rders  

obtained, obtained,   which which   we we   selected selected   based based   on on   various various   factors, factors,   iincluding ncluding   uunique nique   uuse se   oof f  

Section Section   215 215   authority, authority,   the the   type type   of of   investigation, investigation,   or or   the the   ooccurrence ccurrence   oof f   ccompliance ompliance  

incidents. incidents.   During During   these these   field field   visits, visits,   we we   examined examined   documents documents   iin n   tthe he   FFBI's BI's   ccase ase  


management management   system system   and and   interviewed interviewed   agents, agents,   supervisors, supervisors,   aand nd   ccounsel ounsel   aabout bout  

the the   FISA FISA   business business   records records   process, process,   the the   use use   of of   Section Section   2215 15   aauthority uthority   iin n   ttheir heir  

individual individual   cases, cases,   and and   the the   application application   of of   the the   relevant relevant   mminimization inimization   pprocedures. rocedures.   IIn n  

several several   instances, instances,   we we   also also   examined examined   the the   materials materials   pproduced roduced   iin n   rresponse esponse   tto o  

business business   records records   orders. orders.   We We   s  selectede  le  c  t  e  ■ d  .   of of   these these   aapplications pplications   ffor or   mmore ore   ddetailed etailed  

analysis analysis   to to   highlight highlight   the the   varied varied   and and   evolving evolving   uses uses   oof f   SSection ection   2215 15   aauthority. uthority.  

In In   addition addition   to to   the the   orders orders   aP.e.!:2ved aP.e.!:2ved   by by   the the   FISA FISA   CCourt, ourt,   bbetween etween   22012 012   aand nd  


2014 2014   there there   werew  e  r  e  ■ .   pending pending   a  and n  -d  -  withdrawn withdrawn   aapplications pplications   ffor or   SSection ection   2215 15  

orders. 9 9  We We   reviewed reviewed   orders.  withdrawn withdrawn   re re   uests uests   oor r   aapplications pplications   ooriginating riginating   ffrom rom  

aand nd   qquestioned uestioned   aagents gents   a  aboutb  o  u  ■ t  .   oof f  

these. 
these.   

We 
We   

also 
also   

reviewed 
reviewed   

requests 
requests   

submitted 
submitted   t

to 
o   N

NSD 
SD   b

but 
ut   n

not 
ot   f

filed 
iled   w

with 
ith   t

the 
he  

FISA 
FISA   

Court, 
Court,   

and 
and   ·  

■ 
 

proposed 
proposed   

applications 
applications   

filed 
filed   

with 
with   t

the 
he   F

FISA 
ISA   C

Court 
ourt   a

as 
s   "

"read" 
read"   o

or 
r  

advance 
advance   

copies 
copies   

that 
that   

NSD 
NSD   

ultimately 
ultimately   

withdrew 
withdrew   p

prior 
rior   t

to 
o   f

formally 
ormally   f

filing. 
iling.   W

Where 
here   t

the 
he  

applications applications   presented presented   novel novel   or or   unique unique   legal legal   issues, issues,   wwe e   qquestioned uestioned   NNSD SD  


attorneys attorneys   about about   the the   reasons reasons   for for   these these   withdrawals. withdrawals.  

As As   noted noted   earlier, earlier,   durin durin  

a roved roved   orders orders   related related   to to  

Our Our   third third   report report   discussed discussed   luding uding   tthe he   sspecialized pecialized  

minimization minimization   procedures procedures   th t   rreported eported   ccompliance ompliance  

incidents, incidents,   and and   the the   status status   of of   through through   MMay ay   22015. 015.   OOn n   JJune une   22, ,   22015, 015,  

the the   USA USA   Freedom Freedom   Act Act   ended ended   bulk bulk   collection collection   uunder nder   SSection ection   2215 15   bby y   rrequiring equiring   tthat hat  

applications applications   for for   business business   records records   identify identify   a a   person, person,   aaccount, ccount,   aaddress, ddress,   oor r   ppersonal ersonal  

8 8  We We   reviewed reviewed   all all   561 561   orders orders   approved approved   during during   oour ur   rreview eview   pperiod, eriod,   bbut ut   eexcluded xcluded   ·  ■  oorders rders  

in our analysis for for   statistical statistical   as as   described described   iin n   mmore ore   ddetail etail   in Section IIV.C: V.C:   oorders rders  

Procedures. Procedures.  


9 9  Pending Pending   applications applications   include include   applications applications   generated generated   bbetween etween   22012 012   aand nd   22014 014   bbut ut   nnot ot  

provided provided   to to   NSD NSD   for for   further further   processing processing   or or   submitted submitted   to to   the the   FISA FISA   Court Court   ffor or   ffurther urther   aapproval. pproval.  
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device, v  or 110  
de or  any 0 

ice, any  other other  specific specific  identifier.identifier. See See  550 0  UU.S.C. .S.C.  §§§ §  11861(b)(2), 861(b)(2),  ((k)(4) k)(4) 

(2015), (2015),  as as  amended amended  by by  USA USA  Freedom~03, Freedom  Act  of  2015  101  103,  1107, 07,  1109. 09.  OOur ur 

report report  provides provides  a a  brief brief  status status  update update  - iin n  llight ight  oof f  tthe he 

changes changes  instituted instituted  by by  the the  UUSA SA  Freedom Freedom  AAct. ct. 


Over Over  the the  course course  of of  this this  review, review,  wwe e  iinterviewed nterviewed  mmore ore  tthan han  550 0  ppeople eople  ffrom rom 

the the  FBI FBI and and  the the  Department, Department,  including including  SSection ection  aand nd  UUnit nit  CChiefs hiefs  ffrom rom  tthe he  FFBI's BI's 

National National  SSecurity ecurity  Law Law  BBranch ranch  ((NSLB) NSLB)  aand nd  NNSD's SD's  OOffice ffice  oof f  IIntelligence ntelligence  aand nd 

attorneys, attorneys,  case case  agents, agents,  aand nd  ssupervisors upervisors  wwho ho  wworked orked  oon n  SSection ection  2215 15  oorders. rders.  WWe e 

did did  not not  question question  FBI FBI aand nd  NSD NSD  ppersonnel ersonnel  aabout bout  tthe he  sspecifics pecifics  oof f  eevery very  oorder, rder,  nnor or 

did did  we we  conduct conduct  an an  independent independent  compliance compliance  review review  oof f  eeach ach  uuse se  oof f  SSection ection  2215 15 

authority authority  between between  2012 2012  and and  2014. 2014.  For For  purposes purposes  oof f  tthis his  rereport, port,  wwe e  rrelied elied  oon n  tthe he 

Department's Department's  rreporting eporting  tto o  the the  FISA FISA  CCourt, ourt,  tthe he  FFBI's BI's  rreporting eporting  tto o  tthe he  IIntelligence ntelligence 

Oversight Oversight  Board Board  (IOB), (lOB ),  and and  the the  reports reports  ssummarizing ummarizing  AAccuracy ccuracy  aand nd  MMinimization inimization 

Reviews Reviews  cconducted onducted  bby y  NSD NSD  in in  FBI FBI field field  ooffices ffices  tto o  iidentify dentify  cocompliance mpliance  iincidents ncidents 

that that  occurred occurred  during during  the the  relevant relevant  time time  period. period. 

B. B.  Organization Organization  of of the the  RReport eport 

This This  report report  is is  divided divided  into into  six six  sections. sections.  AAfter fter  tthis his  introduction, introduction,  wwe e 
describe describe  in in  Section Section  II I I  the the  legal legal  background background  rrelated elated  tto o  SSection ection  2215 15  aauthority, uthority,  tthe he 

process process  for for  obtaining obtaining  a a  Section Section  2215 15  oorder, rder,  tthe he  pprocedures rocedures  aapplicable pplicable  tto o  tthe he  uuse se 


of of  business business  records records  material, material,  and and  the the  pprocedures rocedures  ffor or  reporting reporting  ccompliance ompliance 

incidents incidents  to to  the the  FISA FISA  Court Court  and and  the the  IOB. lOB . 

In In  Section Section  III, I I I ,  we we  discuss discuss  the the  status status  oof f  rrecommendations ecommendations  tthe he  OOIG IG  mmade ade  iin n 

previous      evious reports     pr reports concerning concerning tthe he FBI's FBI's uuse se oof f SSection ection 215 215 aauthority. uthority. 

In  In Section             Section IV, IV, we we provide provide an an ooverview verview oof f the the FFBl's BI's uuse se oof f SSection ection 2215 15 

authority  between  2012          authority between 2012 and and 2014. 2014. We We ddescribe escribe tthe he nnumber umber oof f SSection ection 2215 15 

orders  approved,           orders approved, the the type type of of information information rrequested, equested, tthe he nnumber umber oof f FFBI BI ooffices ffices 

that      that used        used the the authority, authority, aand nd the the types types of of iinvestigations nvestigations iin n which which SSection ection 215 215 

orders   orders were were sought. sought. 

In  Section  V,  we  provide  a  more     In Section V, we provide a more ddetailed etailed ddiscussion iscussion o of ■ f . bbusiness usiness 

records           records oorders rders obtained obtained between between 22012 012 aand nd 22014. 014. WWe e ddescribe escribe tthe he iinformation nformation 

requested,  the  purpose  of  the  requests,  the  material  produced,  the   
requested, the purpose of the requests, the material produced, the mmanner anner iin n 
which  it  was  used,  and  any  compliance  incidents  that  occurred.   
which it was used, and any compliance incidents that occurred. WWe e aalso lso 

describe  d three  escribe three compliance  incidents     compliance incidents tthat hat aaffected ffected nnumerous umerous bbusiness  usiness rrecords ecords 

orders  orders durin          durin our our time time eriod eriod and and briefl b ddiscuss iscuss the the sstatus tatus o of_ f -

of    of tthe he UUSA SA FFreedom reedom 

Act. 
Act. 

Finally,  Section  VI  ec contains   Finally, S tion VI contains our our cconclusions. onclusions. 

110 0  As As  described described  in in  more more  detail detail  below, below,  the the  effective effective  ddate ate  oof f  tthese hese  cchanges hanges  wwas as  wwithin ithin  1180 80 

days days  of of  the the  date date  of of  enactment, enactment,  which which  was was  November November  29, 29,  2015. 2015.  TThe he  UUSA SA  FFreedom reedom  AAct ct  aalso lso 

eliminated eliminated  bulk bulk  collection collection  using using  pen pen  register/trap register/trap  and and  trace trace  aauthority uthority  oor r  vavarious rious  NNational ational  SSecurity ecurity 

Letter See  USA  Freedom  Act  of  2015, Letter  authorities authorities  by by  requiring requiring  use use  of of  a a  specific specific  selection selection  term. term.  See USA Freedom Act of 2015, 
§§§ §  201, 201,  501. 501. 
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II. I I .  BACKGROUND BACKGROUND 

This This   section section   pprovides rovides   a  a  bbrief rief   ddescription escription   of of   the the   legal legal   background background   related related   to to  

Section Section   215 215   authority authority   aand nd   tthe he   pprocess rocess   ffor or   oobtaining btaining   Section Section   215 215   orders. orders.  

A. A.   Legal Legal   BBackground ackground  

The The   Foreign Foreign   IIntelligence ntelligence   SSurveillance urveillance   Act Act   of of   1978 1978   (FISA) (FISA)   requires requires   the the   FBI FBI  


to to   obtain obtain   an an   order order   ffrom rom   tthe he   FFISA ISA   CCourt ourt   tto o   cconduct onduct   electronic electronic   surveillance surveillance   to to  

collect 11  

collect   foreign 11 
foreign   intelligence intelligence   iinformation.nformation.  IIn n   1998, 1998,   Congress Congress   amended amended   FISA FISA   to to  

authorize authorize   the the   FBI FBI tto o   aapply pply   tto o   tthe he   FFISA ISA   CCourt ourt   for for   orders orders   compelling compelling   common common  

carriers,      carriers,  public public  aaccommodation ccommodation  ffacilities, acilities,  pphysical hysical  storage    storage  facilities, facilities,  and and  vehicle vehicle  

rental         rental  facilities facilities  tto o  ""release release  rrecords ecords  iin n  [[their] their]  possession" possession"  to  the   to  the  FBI. FBI.  The The  

amendment       amendment  ddid id  nnot ot  ffurther urther  ddefine efine  ""records." records."  This   which   This  provision, provision,  which  was was  codified codified  

at  50  at  50  U.S.C. § 6 known 12 
 §  1862, 18 2,   bbecame 12 

ecame   known   aas s   tthe he   "business "business   records" records"   provision.provision.  U.S.C.  

The The   1998 1998   aamendment mendment   rrequired equired   tthe he   FFBI BI to to   specify specify   that that   the the   business business  

records records  were were  ssought ought  ffor or  aan n  iinvestigation nvestigation  tto o  gather gather  foreign foreign  intelligence intelligence           

information information  or or  aan n  iinvestigation nvestigation  cconcerning oncerning  international international  terrorism, terrorism,  and and  that that          

there there  were were  "specific "specific  aand nd  aarticulable rticulable  f    facts acts  g  giving iving  reason reason  to to  believe believe  at     that th  the the   

person person  to to  whom whom  the the  rrecords ecords  ppertain ertain  iis s  a  a fforeign oreign  power power  or or  an an  agent agent  of of  a a  foreign foreign                 

power." power."  50 50  U.S.C. U.S.C.  § §  11862 862   (2000). {2000).   TThis his   llanguage anguage   meant meant   that that   the the   FBI FBI was     was 
limited limited   to to   obtaining obtaining   iinformation nformation   rregarding egarding   a a   specific specific   person person   or or   entity entity   the the   FBI FBI was was  

investigating investigating   and and   aabout bout   wwhom hom   tthe he   FFBI BI hhad ad   individualized individualized   suspicion. suspicion.   The The  

amendment  aalso lso   pprohibited rohibited   tthe he   entity   complying   with   the   order   from   disclosing  amendment  entity complying with the order from disclosing 

either either   the the   existence existence   oof f   tthe he   oorder rder   oor r   aany ny   iinformation nformation   produced produced   in in   response response   to to   tthe he  

order. order.  

The The   authority authority   ggranted ranted   bby y   tthe he   11998 998   aamendment mendment   was was   rarely rarely   used. used.   Between Between  

enactment enactment   oof f   tthe he   aamendment mendment   aand nd   ppassage assage   of of   the the   Patriot Patriot   Act Act   in in   October October   2001, 2001,  

the the   FBI FBI obtained obtained   oonly nly   oone ne   FFISA ISA   oorder rder   ffor or   bbusiness usiness   records. records.  

In In   OOctober ctober   22001, 001,   SSection ection   2215 15   oof f   tthe he   Patriot Patriot   Act Act   significantly significantly   expanded expanded   tthe he  

business business   records records   pprovision. rovision.   TThe he   ppertinent ertinent   part part   of of   Section Section   215 215   provides: provides:  

[T]he [T]he   DDirector irector   oof f   tthe he   FFederal ederal   BBureau ureau   of of   Investigation Investigation   or or   a a   designee designee  

of of   the the   Director Director   ((whose whose   rrank ank   sshall hall   bbe e   no no   lower lower   than than   Assistant Assistant   Special Special  

11 11  FISA FISA   pprovides rovides   ttwo wo   ddefinitions efinitions   oof f   ""foreign foreign   intelligence intelligence   information." information."   UUnder nder   550 0   UU.S.C. .S.C.   § § 

1801(e)(1), 1801(e)(1),   foreign foreign   iintelligence ntelligence   iinformation nformation   mmeans eans   iinformation nformation   that that   relates relates   to, to,   aand nd   iif f   cconcerning oncerning   a  a 

U.S. U.S.   person person   is is   necessary necessary   tto, o,   tthe he   aability bility   oof f   tthe he   UUnited nited   States States   to to   protect protect   against against   ((1) 1)   aactual ctual   oor r  

potential potential   attack attack   oor r   oother ther   ggrave rave   hhostile ostile   aacts cts   oof f   a  a  fforeign oreign   power power   or or   an an   agent agent   oof f   a  a  fforeign oreign   ppower; ower;   ((2) 2)  

sabotage, sabotage,   international international   tterrorism, errorism,   oor r   tthe he   iinternational nternational   proliferation proliferation   of of   weapons weapons   oof f   mmass ass   ddestruction estruction  

by by   a a   foreign foreign   power power   oor r   aan n   aagent gent   oof f   a  a  fforeign oreign   ppower; ower;   oor r   (3) (3)   clandestine clandestine   intelligence intelligence   aactivities ctivities   bby y   aan n  

intelligence intelligence   service service   oor r   nnetwork etwork   oof f   a  a  fforeign oreign   ppower ower   oor r   by by   an an   agent agent   of of   a a   foreign foreign   power. power.   UUnder nder   550 0  

U.S.C. U.S.C.   § §  1801(e)(2), 1801(e)(2),   fforeign oreign   iintelligence ntelligence   iinformation nformation   includes includes   information information   with with   respect respect   tto o   a  a  fforeign oreign  

power power   or or   foreign foreign   territory territory   tthat hat   rrelates elates   tto, o,   aand nd   iif f   cconcerning oncerning   a a   U.S. U.S.   person person   is is   nnecessary ecessary   tto, o,   tthe he  

national national   defense defense   or or   tthe he   ssecurity ecurity   oof f   tthe he   UUnited nited   SStates, tates,   or or   the the   conduct conduct   of of   the the   foreign foreign   aaffairs ffairs   oof f   tthe he  

United United   States. States.  

12 12  50 50   U.S.C. U.S.C.   § §  11862(b)(2)(B) 862(b)(2)(B )  ((1998), 1998),  aas s  aamended, mended,  50 50   U.S.C. U.S.C.   § §  1861 1861  (2001). (2001). 
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AAgent gent  iin n  CCharge) harge)  may may  make make  an an  application application  ffor or  aan n  oorder rder  rrequiring equiring 

tthe he pproduction roduction of of any any tangible tangible things things ((including including bbooks, ooks, r        records, ecords, 

ppapers, apers, ddocuments, ocuments, and and other other items) items) ffor or aan n iinvestigation nvestigation tto o o obtain btain         

fforeign oreign iintelligence ntelligence information information not not cconcerning oncerning a a Unit d      United e SStates tates   

pperson erson or to protect against international terrorism or clandestine  or  to  protect  against  international  terrorism  or  clandestine 
iintelligence ntelligence activities, activities, provided provided that that ssuch uch iinvestigation nvestigation oof f a a U United nited        

SStates tates pperson erson is is not not conducted conducted solely solely uupon pon tthe he bbasis asis oof f aactivities ctivities           

pprotected rotected by by the the first first amendment amendment to to tthe he CConstitution. onstitution.        

550 0 UU.S.C. .S.C. § §  11861(a)(1) 861(a)(1)  (2001). (2001).  While While  the the  1998 1998  aamendment mendment  l t    limited imi ed the the 

FBI's FBI's  bbusiness usiness  rrecords ecords  authority authority  to to  four four  types types  oof f  bbusinesses, usinesses,  tthe he  22001 001 

llanguage anguage  ddid id  nnot ot  contain contain  any any  such such  limitation. limitation.  SSection ection  2215 15  aalso lso  eexpanded xpanded 

tthe he  ccategories ategories  oof f  documents documents  obtainable obtainable  under under  tthe he  bbusiness usiness  rrecords ecords 

provision provision  ffrom rom  ""records" records"  to to  "any "any  tangible tangible  tthings hings  ((including including  bbooks, ooks,  rrecords, ecords, 

ppapers, apers,  ddocuments, ocuments,  and and  other other  items)." items)." 

IIn n  aaddition, ddition,  Section Section  215 215  lowered lowered  the the  eevidentiary videntiary  tthreshold hreshold  tto o  oobtain btain  a a 

bbusiness usiness  rrecords ecords  order. order.  Rather Rather  than than  requiring requiring  tthe he  FFBI BI tto o  sshow how  tthat hat  tthe he 

rrequested equested  iinformation nformation  pertained pertained  to to  a a  person person  uunder nder  iinvestigation, nvestigation,  SSection ection  215 215 

rrequired equired  tthat hat  tthe he  items items  sought sought  need need  only only  bbe e  ""for for  aan n  aauthorized uthorized  iinvestigation nvestigation 

cconducted onducted  iin n  aaccordance ccordance  with with  [applicable [applicable  llaw aw  aand nd  gguidelines] uidelines]  tto o  oobtain btain  foreign foreign 

iintelligence ntelligence  iinformation nformation  not not  concerning concerning  a a  UUnited nited  SStates tates  pperson erson  oor r  tto o  pprotect rotect 

aagainst gainst  iinternational nternational  terrorism terrorism  or or  clandestine clandestine  iintelligence ntelligence  aactivities." ctivities."  50 50  U.S.C. U.S.C. 

§ §  11861(b)(2) 861(b)(2)  ((2001). 2001).  This This  standard, standard,  ·referred ·referred  tto o  aas s  tthe he  rrelevance elevance  sstandard, tandard, 

ppermits ermits  tthe he  FFBI BI to to  seek seek  information information  concerning concerning  ppersons ersons  cconnected onnected  iin n  some some  way way 

tto o  a a  pperson erson  oor r  eentity ntity  under under  investigation. investigation. 

CCongress ongress  twice twice  amended amended  Section Section  215 215  iin n  22006. 006.  TThe he  ffirst irst  llegislative egislative 

aamendment, mendment,  tthe he  USA USA  PATRIOT PATRIOT  Improvement Improvement  aand nd  RReauthorization eauthorization  AAct ct  of of  2005 2005 

(R(Reauthorization eauthorization  Act), Act),  was was  signed signed  into into  law law  oon n  MMarch arch  99, ,  22006. 006.  TThe he 

RReauthorization eauthorization  Act Act  required required  that that  an an  application application  ffor or  a a  bbusiness usiness  rrecords ecords  order order 

eestablish stablish  ""reasonable reasonable  grounds grounds  to to  believe believe  tthat hat  tthe he  ttangible angible  tthings hings  ssought ought  are are 

relevant to an authorized investigation."13 13  50 50  UU.S.C. .S.C.  §  1861(b)(2)(B )  (2006). relevant  to  an  authorized  investigation." § 1861(b)(2)(B) (2006). 
At A t  tthe he  ssame ame  ttime, ime,  the the  Reauthorization Reauthorization  Act Act  provided provided  a a  ppresumption resumption  oof f  relevance relevance 

for for  ttangible angible  tthings hings  that that  pertain pertain  to to  foreign foreign  powers, powers,  aagents gents  oof f  fforeign oreign  ppowers, owers, 

suspected suspected aagents gents of of foreign foreign powers powers who who are the subjects of authorized       are  the  subjects  of  authorized 
investigations, investigations, oor r individuals individuals in in contact contact with,      with, o or r kknown nown t  to, o, s spected agents of  suspected u  agents  of 
foreign foreign ppowers owers   who who are are the the subjects subjects of of authorized authorized iinvestigations. nvestigations. I f  
       If an an 

aapplication pplication  ddemonstrates emonstrates  that that  the the  information information  rrequested equested  ppertains ertains  tto o  oone ne  of of  these these 

ffour our  eentities ntities  oor r  individuals, individuals,  it it  is is  presumptively presumptively  rrelevant elevant  tto o  aan n  aauthorized uthorized 

iinvestigation. nvestigation. 

TThe he  RReauthorization eauthorization  Act Act  also also  authorized authorized  the the  ccollection ollection  oof f  ccertain ertain  sensitive sensitive 

records, records,  iincluding ncluding  library, library,  medical, medical,  educational, educational,  aand nd  ttax ax  rreturn eturn  rrecords. ecords. 

HHowever, owever,  iit t  rrequired equired  that that  applications applications  for for  sensitive sensitive  rrecords ecords  bbe e  aapproved pproved  by by  the the 

FFBI BI DDirector irector  oor r  his his  specified specified  designee, designee,  and and  required required  sspecific pecific  rreporting eporting  about about 

113 3  
UUSA SA  PPATRIOT ATRIOT Improvement Improvement  and and  Reauthorization Reauthorization  AAct ct oof f 22005, L0 Pub.  .  109-177,  120 05,  Pub. L. 109-177, 120 

SStat. tat.  1196 96  tto o  1198 98  ((2006). 2006). 
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these 14 14  

these  records records  to to  Congress. Congress.  The The  Reauthorization Reauthorization  AAct ct  aalso lso  eestablished stablished  a a  pprocess rocess 

for for  recipients recipients  of of  Section Section  215 215  orders orders  to to  challenge challenge  ttheir heir  llegality egality  bbefore efore  a a  FFISA ISA 


Court Court  judge. judge. 

The The  second second  legislative legislative  amendment, amendment,  tthe he  UUSA SA  PPATRIOT ATRIOT  AAct ct  AAdditional dditional 

Reauthorizing Reauthorizing  Amendments Amendments  Act Act  of of  2006, 2006,  included included  aadditional dditional  cchanges hanges  tto o  SSection ection 

215. 215.  For For  example, example,  these these  amendments amendments  included included  a a  pprovision rovision  aallowing llowing  a a  rrecipient ecipient 

of 
of  

a 
a  

Section 
Section  

215 
215  

order 
order  

to 
to  

petition 
petition  

the 
the  

FISA 
FISA  C

Court 
ourt  t

to 
o  m

modify 
odify  o

or 
r  s

set 
et  a

aside 
side  t

the 
he 

nondisclosure 
nondisclosure  

requirement 
requirement  

after 
after  

1 
1  

year 
year  

from 
from  t

the 
he  i

issuance 
ssuance  o

of 
f  t

the 
he  o

order 
rder  i

if 
f  c

certain 
ertain 

findings 15 15 

findings  

are 
are  

made. 
made.  

Section 
Section 

215, 
215, 

along 
along 

with 
with 

other 
other 

provisions 
provisions o

of 
f t

the 
he P

Patriot 
atriot A

Act, 
ct, originally w

was 
as           

originally 
 


scheduled 
scheduled 

to 
to 

sunset 
sunset 

on 
on 

December 
December 

31, 
31, 

2005. 
2005. T

The 
he R

Reauthorization 
eauthorization Act extended          

Act 
 

extended 
Section Section 215 215 for for 4 4 years, years, until until December December 31, 31, 22009. 009. CCongress ongress su t 

subsequently bsequen ly          

extended extended Section Section 215 215 to to June June 1, 2015     

1, 
 

2015. . 

In 
In 

June 
June 

2013, 
2013, 

information 
information 

about 
about 

the 
the N

NSA's 
SA's b

bulk 
ulk telephony metadata         

telephony 
 

metadata 
program 116 6  
program 

was 
was 

publicly 
publicly 

disclosed 
disclosed 

by 
by 

Edward 
Edward Snowden. These  disclosures       

Snowden. 
 

These disclosures 
revealed, revealed,  among among  other other  things, things,  that that  the the  FISA FISA  CCourt ourt  hhad ad  aapproved pproved  SSection ection  2215 15 

orders orders  authorizing authorizing  the the  bulk bulk  collection collection  

of 
of  

call 
call  d

detail 
etail  r

records. 
ecords.  T

The 
he  t

telephony 
elephony 

metadata collected collected by by the the NSA NSA included included information information ffrom rom llocal ocal aand nd llong-distance ong-distance metadata           

telephone telephone calls, calls, such such as as the the originating originating and and tterminating erminating ttelephone elephone n    

number umber a      

and nd 

the 17 
17  

the date, date, time, time, and duration of each call.    

and 
 

duration 
 

of 
 

each 
 

call. 
 T

The 
he  d

disclosures 
isclosures  p

prompted 
rompted 

widespread 
widespread  

public 
public  

discussion 
discussion  

about 
about  

the 
the  

bulk 
bulk  t

telephony 
elephony  m

metadata 
etadata  p

program 
rogram  a

and 
nd 

the 
the  

proper 
proper  

scope 
scope  

of 
of  

government 
government  

surveillance, 
surveillance,  a

and 
nd  u

ultimately 
ltimately  l

led 
ed  C

Congress 
ongress  t

to 
o  e

end 
nd 


bulk 118 8 
bulk  collection collection  by by  the the  government government  in in  the the  USA USA  FFreedom reedom  AAct. ct.  

Amid Amid  public public  debate debate  about about  the the  bulk bulk  telephony telephony  mmetadata etadata  pprogram, rogram,  tthe he 

sunset sunset  provisions provisions  of of  the the  Reauthorization Reauthorization  Act Act  ttook ook  eeffect ffect  aat t  112:01 2:01  aa.m. .m.  oon n  JJune une  11, , 
2015, 2015,  temporarily temporarily  reverting reverting  the the  business business  records records  pprovision rovision  tto o  tthe he  mmuch uch  mmore ore 

limited 119 
limite  version 9  

d version  in in  effect effect  between between  1998 1998  and and  OOctober ctober  22001.001. OOn n  JJune une  22, ,  22015, 015, 

President President  Obama Obama  signed signed  the the  USA USA  Freedom Freedom  AAct. ct.  WWhile hile  tthe he  UUSA SA  FFreedom reedom  AAct ct  ddid id 

14 14  As As  permitted permitted  by by  the the  Reauthorization Reauthorization  Act, Act,  tthe he  FFBI BI DDirector irector  ddelegated elegated  aapproval pproval  aauthority uthority 

for for  these these  records records  to to  the the  Deputy Deputy  Director Director  and and  the the  Executive Executive  AAssistant ssistant  DDirector irector  ffor or  tthe he  FFBI's BI's  NNational ational 

Security Security  Branch. Branch. 

15 15  See See  USA USA  PATRIOT PATRIOT Act Act Additional Additional Reauthorizing Reauthorizing AAmendments mendments  AAct ct oof f 22006, 006,  PPub. ub.  LL. .  NNo. o. 

109-178, 109-178,  120 120  Stat. Stat.  278, 278,  280. 280. 

16 16  See See  Glenn Glenn  Greenwald, Greenwald,  NSA NSA  Collecting Collecting  Phone Phone  RRecords ecords  oof f MMillions illions  oof f VVerizon erizon  CCustomers ustomers 

Daily, Daily,  The The  Guardian Guardian  (Jun. (Jun.  6, 6,  2013). 2013).  As As  described described  in in  mmore ore  ddetail etail  bbelow, elow,  mmetadata etadata  rrefers efers  tto o  didialing, aling, 

routing, routing,  addressing, addressing,  or or  signaling signaling  information information  associated associated  wwith ith  a a  ccommunication, ommunication,  bbut ut  ddoes oes  nnot ot 

include include  any any  information information  concerning concerning  the the  substance, substance,  purport, purport,  oor r  mmeaning eaning  oof f  tthe he  ccommunications. ommunications. 

17 7 
 As we described in our second and third reports, NSA placed the call detail records in 
an archive 

1  A

and 
s  w

then 
e  des

ran 
crib

"queries" 
ed  in  our  s

against 
econd  a

this 
nd  t

archive 
hird  rep

to 
orts,  NSA  lilpllacle.dilt.hleiclaiillldlet.aliiilirelc.olilrdiiisiliiiinl 


an  archive  and  then  ran  "queries"  against  this  archive  to  iidentifydentify  1 ■ 

lllll i i i l . .  The The  telephone telephone  numbers numbers  used used  to to  query query  tthe he  aarchive rchive  wwere ere  ttelephone elephone  nnumbers umbers  tthat hat  mmet et 

the the  "reasonable "reasonable  articulable articulable  suspicion" suspicion"  standard. standard. 

18 18  See See  generally generally  Bart B art  Forsyth, Forsyth,  Banning Banning  Bulk: Bulk:  PPassage assage  oof f tthe he  UUSA SA  FFREEDOM REEDOM AAct ct aand nd 

Ending Bulk Collection, 72 Wash. & & Lee Lee  L. L.  Rev. Rev.  1307, 1307,  11321-22, 321-22,  11325, 325,  11334 334  ((Summer Summer  22015). 015). Ending  Bulk  Collection,  72  Wash.  

19 19  See See  id. id. 
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not not   substantively substantively   cchange hange   tthe he   sstandard tandard   ffor or   obtaining obtaining   business business   records records   linked linked   tto o   a  a 

particular particular   pperson erson   oor r   iidentifier, dentifier,   iit t   eended nded   bulk bulk   collection collection   under under   Section Section   215 215   by by  

requiring requiring   tthat hat   aapplications pplications   ffor or   bbusiness usiness   rrecords ecords   include include   a a   "specific "specific   selection selection  

term," 
term,"   

defined 
defined   a

as 
s   "

"a 
a   t

term 
erm   t

that 
hat   s

specifically 
pecifically   

identifies 
identifies   

a 
a   

person, 
person,   

account, 
account,   

address, 
address,  

or 
or   

personal 
personal   d

device, 
evice,   o

or 
r   a

any 
ny   o

other 
ther   s

specific 
pecific   i

identifier." 
dentifier."   

50 
50   

U.S.C. 
U.S.C.   §

§§ 
§   

1861{b){2), 
1861{b){2),  

(k)(4)           §§   101,   103,   107.  (k)(4)  (2015), (2015),  aas s  aamended mended  bby y  UUSA SA  FFreedom reedom  Act Act  of of  2015, 2015,  §§ 101, 103, 107. 
This This   provision provision   bbecame ecame   eeffective ffective   1180 80   ddays ays   after after   the the   date date   of of   enactment, enactment,   ending ending  

bulk bulk   collection collection   bby y   tthe he   ggovernment overnment   aas s   of of   November November   29, 29,   2015. 2015.   See See   USA USA   Freedom Freedom  

Act of 2015, §  §  1109. 09.  Act   of   2015,   

To To  aallow llow  tthe he  ggovernment overnment  tto o  ccontinue ontinue  to to  obtain obtain  call call  data, data,            the the  USA USA  Freedom Freedom    

Act Act  created created  a  a nnew ew  mmechanism echanism  tthat hat  aallows llows  the the  government government  to to  obtain obtain  call call  etail              detail d

records records  from from  pproviders roviders  wwithin ithin  ttwo wo  ""hops" hops"  oof f  the the  specific specific  selection  term  on  an           selection  term  on  an 

ongoing ongoing  bbasis asis  f  for or  180  days  f m  he  da 180  days  from ro t the date te    of of  the FISA Court order. 20 20  

the  FISA  Court  order.       Each Each  


application application   tto o   oobtain btain   tthese hese   rrecords ecords   mmust ust   include include   (a) (a)   a a   specific specific   selection selection   term term   tto o  

be §  
be   used used   aas s   tthe he   bbasis asis   ffor or   tthe he   pproduction roduction   of of   the the   call call   detail detail   records, records,   50 50   U.S.C. U.S.C.   § 
1861(b)(2)(A); 1861(b)(2)(A  );   ((b) b)   a  a  sstatement tatement   oof f   ffacts acts   showing showing   that that   there there   are are   reasonable reasonable  

grounds grounds   tto o   bbelieve elieve   tthat hat   tthe he   ccall all   ddetail etail   rrecords ecords   being being   sought sought   are are   relevant relevant   to to   an an  


authorized authorized   iinvestigation nvestigation   aand nd   tthat hat   tthere here   iis s   a  a  reasonable, reasonable,   articulable articulable   suspicion suspicion   tthat hat  

the the   specific specific   sselection election   tterm erm   iis s   aassociated ssociated   wwith ith   a a   foreign foreign   power, power,   or or   an an   agent agent   of of   a  a 

foreign foreign   power, power,   eengaged ngaged   iin n   iinternational nternational   terrorism terrorism   or or   activities activities   in in   preparation preparation  

thereof, thereof,   550 0   UU.S.C. .S.C.   §  §  11861(b)(2)(C)(i) 861(b)(2)(C)(i)   aand nd   (ii); (ii);   and and   (c) (c)   an an   enumeration enumeration   of of   the the  

minimization minimization   pprocedures rocedures   aadopted dopted   bby y   tthe he   Attorney Attorney   General General   that that   are are   applicable applicable   tto o  

the the   handling handling   oof f   ccall all   ddetail etail   rrecords ecords   oobtained btained   by by   the the   government government   in in   response response   to to  

the requested 21 21  


§   1861(b)(2)(D).  the   requested   oorder, rder,   550 0   UU.S.C. .S.C.   § 1861(b)(2)(D).

According According   tto o   NNSD, SD,   iif f   tthe he   FFISA ISA   Court Court   finds finds   that that   the the   application application   meets meets   the the  

statutory statutory   rrequirements, equirements,   iit t   wwill ill   oorder rder   the the   pproduction roduction   of of   a a   first first   set set   of of   records records   (the (the  

"first "first   hop") hop")   uusing sing   tthe he   sspecific pecific   sselection election   term, term,   and and   a a   second second   set set   of of   records records   (the (the  

"second "second   hhop") op")   uusing sing   ssession-identifying ession-identifying   information information   (such (such   as as   originating originating   or or  

terminating terminating   ttelephone elephone   nnumbers) umbers)   oor r   ttelephone elephone   calling calling   card card   numbers numbers   identified identified   bby y  

the the   specific specific   sselection election   tterm. erm.   SSession-identifying ession-identifying   information information   and and   telephone telephone  

calling calling   card card   nnumbers umbers   mmay ay   bbe e   iidentified dentified   in in   the the   first first   hop hop   productions productions   or or   from from   other other  

information information   aalready lready   iin n   tthe he   ggovernment's overnment's   possession. possession.   The The   FISA FISA   Court Court   has has  


20 20  

TThe he   tterm erm   ""call call   ddetail etail   rrecord" ecord"   mmeans eans   session-identifying session-identifying   information information   (including (including   an an  


originating originating   oor r   tterminating erminating   ttelephone elephone   nnumber, umber,   an an   International International   Mobile Mobile   Subscriber Subscriber   Identity Identity   number, number,  

or or   an an   International International   MMobile obile   SStation tation   EEquipment quipment   IIdentity dentity   number), number),   a a   telephone telephone   calling calling   card card   number, number,  

or or   the the   time time   oor r   dduration uration   oof f   a  a  ccall. all.   IIt t  ddoes oes   nnot ot   iinclude nclude   the the   contents contents   of of   any any   communication; communication;   the the  

name, name,   address, address,   oor r   ffinancial inancial   iinformation nformation   oof f   a a   subscriber subscriber   or or   customer; customer;   or or   cell cell   site site   location location   or or   global global  

positioning positioning   ssystem ystem   ((GPS) GPS)   iinformation. nformation.   SSee ee  550 0  UU.S.C. .S.C.  § §  1861(k)(3). 1861(k)(3).   As As   a a   result, result,   the the   FBI FBI may may   nnot ot  

obtain obtain   identifying, identifying,   ffinancial, inancial,   oor r   llocation ocation   iinformation nformation   on on   the the   basis basis   of of   an an   individual individual   being being   in in   first-first- oor r  

second-degree second-degree   ccontact ontact   wwith ith   tthe he   ooriginal riginal   pperson, erson,   account, account,   address, address,   or or   personal personal   device, device,   or or   other other  

specific specific   identifier identifier   uused sed   aas s   a  a  sspecific pecific   sselection election   tterm. erm.  

21 The "reasonable articulable sus icion" RAS standard 
The FISA Court orders 

permitted authorized personnel to search the ·  data ·   ·  collected ·  ·   ·  under ·   ·   those The  
FISA   Court   orders   

permitted  authorized  personnel  to  search  the  data  collected  under  those  orders  when  "based  o          orders  when  "based  on n   

the the  factual factual  aand nd  ppractical ractical  cconsiderations onsiderations  oof f  eeveryday veryday  llife ife  on on  which which  reasonable reasonable  and and  prudent prudent  persons persons               

act, act,  there there  aare re  ffacts acts  ggiving iving  rrise ise  tto o  a  a rreasonable, easonable,  aarticulable rticulable  suspicion suspicion  that that              a a  particular  known   particular  known 
identifier identifier  is  as oci d  with"   is  associated s ate  with"  one or more of the foreign ign  powers powers  identified identified     in in  the  orders.  We   the  orders.  We 

discuss discuss   the the  e evolution volution  o of f  t the he  ■■■■I RRAS AS  standard standard  in     in  our our   May May   2015 2015   report. report.  
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cconcluded oncluded   tthat hat   FFISA, ISA,   aas s   aamended mended   bby y   tthe he   UUSA SA   FFreedom reedom   AAct, ct,   ddoes oes   not not   require require   a  a 

sshowing howing   oof f   rrelevance elevance   ffor or   ssecond econd   hhop op   rrecords. ecords.   TTo o   gguard uard   aagainst gainst   ooverbroad verbroad  

ccollection, ollection,   tthe he   UUSA SA   FFreedom reedom   AAct ct   rrequires equires   ""the the   pprompt rompt   ddestruction estruction   of of   aall ll   ccall all  

ddetail etail   rrecords" ecords"   ccollected ollected   bby y   tthe he   ggovernment overnment   nnot ot   ddetermined etermined   to to   be be   foreign foreign  

iintelligence ntelli nce  iinformation. See  ge  nformation.   See 50 50  UU.S.C. .S.C.  §§§ §   11861(b)(2)(C), 861(b)(2)(C),   (c)(2)(F), (c)(2)(F),   as as  

aamended mended   bby y  UUSA SA   FFreedom reedom   AAct ct   oof f   22015, 015,   § §  107. 107.  

TThe he   UUSA SA   FFreedom reedom   AAct ct   aalso lso   aadded dded   a  a  provision provision   aallowing llowing   tthe he   AAttorney ttorney  

GGeneral eneral   tto o   rrequire equire   tthe he   eemergency mergency   pproduction roduction   oof f   bbusiness usiness   rrecords ecords   when when   ccertain ertain  

ccriteria riteria   aare re   mmet, et,   iincluding ncluding   aapplying pplying   rrelevant elevant   mminimization inimization   pprocedures rocedures   aand nd  


obtaining  a  FISA  Court  order         obtaining  a  FISA  Court  order  aapproving pproving  tthe he  pproduction roduction  wwithin ithin  7 7  days days  of of  the the  

emergency  authorization.  SSee ee  550 0   UU.S.C. .S.C.   §  1861(i),  as   amended   by  USA  
emergency  authorization.  § 1861(i), as amended by USA 
FFreedom reedom   AAct ct   oof f   22015, 015,   § §  1102. 02.   FFinally, inally,   tthe he   UUSA SA   Freedom Freedom   AAct ct   extended extended   the the   sunset sunset  

ddate ate   ffor or   SSection ection   2215 15   aas s   aamended mended   uuntil ntil   DDecember ecember   115, 5,   2019. 2019.   See See  USA USA   Freedom Freedom  

Act  of   2015,   §  705(a). Act  of 2015, § 705(a). 

BB. .   TThe he   PProcess rocess   ffor or   SSeeking eeking   SSection ection   2215 15   Orders Orders  

AAs s   wwe e   ddescribed escribed   iin n   oour ur   pprevious revious   SSection ection   2215 15   rreports, eports,   the the   process process   to to   obtain obtain  

aand nd   uutilize tilize   a  a  SSection ection   2215 15   oorder rder   ggenerally enerally   iinvolves nvolves   ffive ive   pphases: hases:   FFBI BI ffield ield   office office  

iinitiation nitiation  aand nd  rreview, eview,  FBI Headquarters  review,  NSD  Office  of     FBI  Headquarters  review,  NSD  Office  of  Intelligence Intelligence  

rreview, eview,  FFISA ISA  CCourt ourt  rreview, eview,  aand nd  FFBI BI s c of  th order.        service ervi e   of e   the  order. 

TThe he  pprocess rocess  tto o  oobtain btain  a  a Section Section  215  order  generally  begins  when  an  FBI        215  order  generally  begins  when  an  FBI 

ccase ase  aagent gent  pprepares repares  a  a business business  records records  request request  form,  which  requires  the  agent         form,  which  requires  the  agent 
tto o  pprovide, rovide,  aamong mong  oother ther  tthings, hings,  the the  ffollowing ollowing  iinformation: nformation:  a a  brief brief  summary  of            summary  of 
tthe he  iinvestigation, nvestigation,  a  specific  de ption  o  a  specific  description scri  of f  tthe he  iitems tems  requested, requested,  aan n  explanation explanation  of        of 
tthe he  mmanner anner  iin n  wwhich hich  tthe he  rrequested equested  iitems tems  aare re  eexpected xpected  to to  provide provide             relevant relevant  

iinformation, nformation,  aand nd  the the  iidentity dentity  oof f  the the  ccustodian ustodian  or or  owner owner  of of  the the  requested requested  items. items.              

TThe he  r request equest  f form orm  m must ust  b be e  aapproved pproved  bby y  tthe he  aagent's gent's  supervisor supervisor  a h     and nd  the t e     field field  

ooffice's ffice's  CChief hief  DDivision ivision  CCounsel ounsel  aand nd  AAssistant ssistant  Special Special  Agent Agent  in in  Charge. Charge.  The The            

aapproval pproval  pprocess rocess  iis s  aautomated utomated  tthrough hrough  tthe he  FBI's FBI's  FFISA ISA  Management Management  System System           

((FISAMS), FISAMS),  wwhich hich  ssends ends  eelectronic lectronic  nnotifications otifications  tto o  eeach ach  iindividual ndividual  responsible responsible     for for        

ttaking aking  tthe he  nnext ext  aaction ction  iin n  oorder rder  tto o  pprocess rocess  the the  business business  records records  in in  tthe he  ffield ield  office. office.                

AAfter fter  tthe he  aapprovals pprovals  aare re  ccompleted ompleted  iin n  tthe he  ffield ield  ooffice, ffice,  tthe he  FFISAMS ISAMS  nnotifies otifies  t           the he   

""substantive substantive  ddesk" esk"  ((in in  tthe he  CCounterterrorism, ounterterrorism,  CCounterintelligence, ounterintelligence,  o or r  Cyber        Cyber 
DDivisions) ivisions)  aat t  FFBI BI HHeadquarters. eadquarters.     

AAt t  FBI Headquarters,  the  business  records  request  form  is  reviewed  and   FBI  Headquarters,  the  business  records  request  form  is  reviewed  and 
aapproved pproved  bby y  bboth oth  tthe he  ssubstantive ubstantive  ddesk esk  aand nd  NNSLB. SLB.  OOnce nce  FISAMS FISAMS  delivers delivers  the             the 
rrequest equest  tto o  tthe he  ssubstantive ubstantive  ddesk, esk,  iit t  iis s  aassigned ssigned  tto o  aan n  NNSLB SLB  at s   attorney torney  who  work           who  works 
wwith ith  tthe he  ccase ase  aagent gent  aand nd  oother ther  FFBI BI ppersonnel ersonnel  tto o  oobtain btain  aany ny  additional additional  information information              

tthe he  NNSLB SLB  aattorney ttorney  believes  is  necessary  to  support  the  request.  The  request     believes  is  necessary  to  support  the  request.  The  request 
ppackage ackage  tthen hen  iis s  rreviewed eviewed  bby y  NNSLB SLB  ssupervisors upervisors  and and  forwarded forwarded  to to  NSD, NSD,          where where      the the  

rrequest equest  iis s  assigned  to  an  N  assigned  to  an  NSD SD  attorney.   attorney. 

TThe he  NNSD SD  aattorney ttorney  wworks orks  wwith ith  tthe he  NNSLB SLB  aattorney ttorney  aand nd  case case  aagents gents  to to             

oobtain btain  aany ny  aadditional dditional  iinformation nformation  nnecessary ecessary  tto o  include  in  the  draft  application        include  in  the  draft  application 
aand nd  order.  NSD  uses  an  internally-created  software  program  called  "TurboFISA"   order.  NSD  uses  an  internally-created  software  program  called  "TurboFISA" 
tthat hat  pproduces roduces  a  a ttemplate emplate  wwith ith  sstandardized tandardized  l ua language ang ge  f      for or  v various arious  t types ypes  o of f  
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bbusiness usiness   records records   applications. applications.   AAn n   NNSD SD   ssupervisor upervisor   then then   reviews reviews   tthe he   ddraft raft  

aapplication pplication   package. package.   In In   most most   ccases, ases,   tthe he   NNSD SD   attorney attorney   then then   ssends ends   tthe he   ddraft raft   to to  

tthe he   FFBI BI ffor or   review, review,   including including   hhaving aving   aagents gents   answer answer   any any   questions questions   rregarding egarding   the the  

aapplication. pplication.   The The   application application   iis s   tthen hen   ffinalized inalized   by by   NSD. NSD.   The The   ffinal inal   aapplication pplication  

ppackage ackage   iis s   returned returned   to to   the the   FBI FBI ffor or   aan n   aaccuracy ccuracy   review, review,   and and   aadditional dditional   eedits dits   may may  

bbe e   mmade ade   based based   on on   the the   FBI's FBI's   rreview eview   oof f   tthe he   final final   package. package.   UUpon pon   ccompletion ompletion   of of   the the  

ffinal inal   vversion ersion   of of   the the   application, application,   ssignatures ignatures   of of   the the   designated designated   ssenior enior   FFBI BI  


ppersonnel ersonnel   aare re   obtained obtained   and and   aan n   NNSD SD   aattorney ttorney   prepares prepares   the the   ppackage ackage   ffor or  

ppresentation resentation   to to   the the   FISA FISA   Court. Court.  

P

Pursuant 
ursuant   

to 
to   

Rule 
Rule   

9 
9   

of 
of   t

the 
he   F

FISA 
ISA   C

Court 
ourt   

Rules 
Rules   

of 
of   

Procedure, 
Procedure,   N

NSD 
SD   p

provides 
rovides  

tthe he   FFISA ISA   CCourt ourt   with with   a a   proposed proposed   aapplication, pplication,   an an   advance advance   copy copy   oof f   tthe he   aapplication pplication  

ccommonly ommonly   called called   a a   "read" "read"   copy, copy,   nno o   llater ater   tthan han   7 7   days days   before before   tthe he   ggovernment overnment  

sseeks eeks   tto o   hhave ave   the the   matter matter   entertained entertained   bby y   the the   FISA FISA   Court. Court.   TThe he   FFISA ISA   CCourt, ourt,  

tthrough hrough   a  a  FFISA ISA   Court Court   legal legal   advisor, advisor,   mmay ay   iidentify dentify   questions questions   oor r   cconcerns oncerns   aand nd  

rrequest equest   cchanges hanges   or or   additional additional   iinformation nformation   to to   the the   documents documents   aafter fter   rreviewing eviewing   the the  

""read" read"   ccopy. opy.   NSD NSD   and and   the the   FBI FBI tthen hen   aaddress ddress   these these   questions questions   oor r   cconcerns oncerns   and and  

mmake ake   aany ny   necessary necessary   revisions revisions   tto o   tthe he   aapplication pplication   and and   order order   pprior rior   tto o   ssubmitting ubmitting   a a  


fformal ormal   oor r   ffinal inal   application application   and and   oorder rder   ffor or   tthe he   Court's Court's   approval, approval,   oor r   ddecide ecide   tto o  

wwithdraw ithdraw   tthe he   application application   before before   ssubmission. ubmission.   The The   FISA FISA   Court Court   wwill ill   eeither ither   ssign ign   the the  

fformal ormal   ssubmission ubmission   or or   request request   tthat hat   NNSD SD   ppresent resent   the the   formal formal   aapplication pplication   ppackage ackage  

tto o   tthe he   FFISA ISA   Court Court   at at   a a   scheduled scheduled   hhearing. earing.   IIf f   the the   FISA FISA   Court Court   jjudge udge   aapproves pproves   the the  

fformal ormal   aapplication, pplication,   the the   judge judge   ssigns igns   tthe he   oorder. rder.  

TThe he   oorder rder   is is   then then   entered entered   iinto nto   FFISAMS ISAMS   and and   served served   bby y   tthe he   FFBI BI ffield ield   ooffice ffice  

nnearest earest   tto o   the the   company company   or or   provider provider   ddesignated esignated   in in   the the   order. order.   AAmong mong   oother ther  

tthings, hings,   tthe he   oorder rder   sets sets   forth forth   the the   ddeadline eadline   ffor or   producing producing   the the   iitems. tems.   TThe he   FFBI BI can can  


rreceive eceive   bbusiness usiness   records records   returns returns   eelectronically lectronically   or or   in in   hard hard   ccopy. opy.   HHard ard   ccopies opies   of of  

bbusiness usiness   rrecords ecords   returns returns   typically typically   aare re   ssent ent   directly directly   to to   the the   ccase ase   aagent. gent.   EElectronic lectronic  

rrecords, ecords,   pparticularly articularly   business business   rrecords ecords   rreturns eturns   from from   certain certain   IInternet nternet   SService ervice  

PProviders, roviders,   ttypically ypically   are are   sent sent   tto o   tthe he   FFBI's BI's   DData ata   Intercept Intercept   Technology Technology   UUnit nit   (DITU). (DITU).  

DDITU ITU   tthen hen   uploads uploads   the the   records records   iinto nto   tthe he   DData ata   Warehouse Warehouse   SSystem ystem   ((DWS), DWS),   tthe he  

FFBI's BI's   pprimary rimary   repository repository   for for   rraw aw   FFISA-acquired ISA-acquired   material. material.   UUn-minimized n-minimized   bbusiness usiness  

rrecords ecords   rreturns eturns   are are   quarantined quarantined   iin n   a  a  sseparate eparate   area area   of of   DWS DWS   tthat hat   iis s   aaccessible ccessible  

oonly nly   tto o   ppersonnel ersonnel   involved involved   in in   tthe he   ccase. ase.   WWhen hen   returns returns   are are   uuploaded, ploaded,   DDWS WS  


aautomatically utomatically   notifies notifies   the the   case case   aagent, gent,   wwho ho   must must   then then   review review   tthe he   rrecords ecords   in in   a a  


rrestricted estricted   aarea rea   of of   DWS DWS   to to   determine determine   wwhether hether   the the   records records   aare re   rresponsive esponsive   tto o   the the  

F

FISA 
ISA   C

Court 
ourt   o

order. 
rder.   

If 
I f   

so, 
so,   

DITU 
DITU   r

releases 
eleases   t

the 
he   r

records 
ecords   

from 
from   t

the 
he   q

quarantined 
uarantined   a

area 
rea  

iinto nto   DDWS, WS,   where where   they they   are are   available available   tto o   FFBI BI ppersonnel ersonnel   with with   aappropriate ppropriate   aaccess. ccess.  


OOnce nce   tthe he   iinformation nformation   is is   in in   DWS, DWS,   tthe he   ccase ase   aagent gent   must must   assess assess   iits ts   iintelligence ntelligence  

vvalue. alue.   OOnly nly   information information   that that   rreasonably easonably   aappears ppears   to to   be be   foreign foreign   iintelligence ntelligence  

iinformation, nformation,   necessary necessary   to to   understand understand   fforeign oreign   intelligence intelligence   iinformation nformation   oor r   aassess ssess  


iits ts   iimportance, mportance,   or or   evidence evidence   oof f   a  a  ccrime rime   mmay ay   bbe e   placed placed   in in   other other   FFBI BI eelectronic lectronic  

sstorage torage   ssystems, ystems,   such such   as as   the the   AAutomated utomated   CCase ase   System System   (ACS) (ACS)   aand nd   SSentinel, entinel,  

wwhere here   tthe he   iinformation nformation   will will   be be   mmore ore   wwidely idely   aaccessible ccessible   to to   FBI FBI ppersonnel ersonnel   ((discussed discussed  

iin 22 22  

n   mmore ore   ddetail etail   below). below).   

222 2  
AACS CS   and and   its its   successor, successor,   SSentinel, entinel,   aare re   tthe he   FFBI's BI's   case case   management management   ssystems. ystems.  
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C. C.   Minimization Minimization   Procedures Procedures  

FISA 
FISA   

requires 
requires   

the 
the   

FBI 
FBI 

to 
to   

"minimize" 
"minimize"   U

U.S. 
.S.   p

person 
erson   i

information 
nformation   i

it 
t   r

receives 
eceives   i

in 
n  


response 
response   

to 
to   

business 
business   

records 
records   

orders. 
orders.   

Under 
Under   c

current 
urrent   p

procedures, 
rocedures,   t

this 
his   m

means 
eans   t

that 
hat  

the 
the   

FBI 
FBI 

may 
may   

retain 
retain   

and 
and   

disseminate 
disseminate   

nonpublic 
nonpublic   U

U.S. 
.S.   p

person 
erson   i

information 
nformation   o

only 
nly   i

if 
f   i

it 
t  

reasonably reasonably   appears appears   to to   be be   foreign foreign   intelligence intelligence   iinformation, nformation,   nnecessary ecessary   tto o  

understand understand   foreign foreign   intelligence intelligence   information information   oor r   aassess ssess   iits ts   iimportance, mportance,   oor r   eevidence vidence  

of of   a a   crime, crime,   referred referred   to to   as as   meeting meeting   the the   "FISA "FISA   SStandard." tandard."  

The The   FBI FBI adopted adopted   interim interim   minimization minimization   pprocedures rocedures   ffor or   bbusiness usiness   rrecords ecords  

returns returns   following following   the the   passage passage   of of   the the   Reauthorization Reauthorization   AAct ct   iin n   MMarch arch   22006, 006,   aand nd  

revised revised   procedures p u in  

c res   n   2013. 23 23 

ro ed i 2013.  Two Two   sets sets   of of   mminimization inimization   pprocedures rocedures   tthus hus  

governed governed   business business   records records   orders orders   issued issued   between between   22012 012   aand nd   22014: 014:   IInterim nterim  

Procedures Procedures   between between   January January   1, 1,   2012 2012   and and   June June   330, 0,   22013, 013,   aand nd   FFinal inal   PProcedures rocedures  

after after   July July   1, 1,   2013. 2013.   In In   this this   section section   we we   discuss discuss   tthese hese   mminimization inimization   pprocedures rocedures   aand nd  

describe describe   the the   decision decision   by by   FBI FBI and and   NSD NSD   to to   implement implement   tthe he   FFinal inal   PProcedures rocedures  

retroactively. retroactively.  

1. 1.   Interim Interim   Minimization Minimization   PProcedures rocedures  

The The   Reauthorization Reauthorization   Act Act   mandated mandated   that that   tthe he   DDepartment epartment   aadopt dopt  

minimization minimization   procedures procedures   to to   govern govern   the the   retention retention   aand nd   ddissemination issemination   oof f   nnonpublic onpublic  

U.S. U.S.   person person   information information   produced produced   in in   response response   tto o   a  a  SSection ection   2215 15   oorder. rder.   OOne ne  


critical critical   requirement requirement   was was   that that   the the   minimization minimization   pprocedures rocedures   pprohibit rohibit   tthe he  

dissemination dissemination   of of   nonpublic nonpublic   U.S. U.S.   person person   information, information,   uunless nless   tthe he   iidentity dentity   oof f   tthe he  

U.S. U.S.   person person   was was   foreign foreign   intelligence intelligence   information, information,   nnecessary ecessary   tto o   uunderstand nderstand  

foreign foreign   intelligence intelligence   information information   or or   assess assess   its its   iimportance, mportance,   oor r   eevidence vidence   oof f   a  a  ccrime rime  

(i.e., (i.e.,   met met   the the   FISA FISA   Standard). Standard).  

The The   Department Department   adopted adopted   Interim Interim   Procedures Procedures   iin n   SSeptember eptember   22006. 006.   RRather ather  

than than   providing providing   new new   procedures procedures   designed designed   to to   ccomply omply   wwith ith   tthe he   rrequirements equirements   oof f   tthe he  

Reauthorization Reauthorization   Act, Act,   the the   Interim Interim   Procedures Procedures   iincorporated ncorporated   ssix ix   eexisting xisting   pprovisions rovisions  

from from   the the   Attorney Attorney   General's General's   Guidelines Guidelines   for for   FFBI BI NNational ational   SSecurity ecurity   IInvestigations nvestigations  

and and   Foreign Foreign   Intelligence Intelligence   Collection Collection   (NSI (NSI Guidelines): Guidelines):  

• ·   Part Part   I.B.3., I .B  .3.,   which which   prohibited prohibited   the the   FFBI BI ffrom rom   iinvestigating nvestigating   oor r  

maintaining maintaining   information information   on on   U.S. U.S.   ppersons ersons   ssolely olely   ffor or   tthe he   ppurpose urpose   oof f  

monitoring monitoring   First First   Amendment Amendment   aactivities ctivities   oor r   tthe he   llawful awful   eexercise xercise   oof f  

Constitutional Constitutional   or or   statutory statutory   rights. rights.  

• ·   Part Part   I.C.1., I .C  .l.,   which which   defined defined   "U.S. "U.S.   pperson" erson"   tto o   iinclude nclude   UU.S. .S.   ccitizens itizens   oor r  

lawful lawful   permanent permanent   residents, residents,   unincorporated unincorporated   aassociations ssociations  

substantially substantially   composed composed   of of   individuals individuals   wwho ho   aare re   UU.S. .S.   ppersons, ersons,   aand nd  


corporations corporations   incorporated incorporated   in in   the the   UUnited nited   SStates tates.  . 


• · 


23 23  See See  so so  u.s.c. u.s.c.  § §  1861(g)(2). 1861(g)(2). 
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• ·  Part Part  VII.A.!., V I I .A .l.,  which which  required required  tthat hat  tthe he  FFBI BI rretain etain  iinvestigative nvestigative 

records records  in in  accordance accordance  with with  a a  pplan lan  aapproved pproved  bby y  tthe he  NNational ational 

Archives Archives  and and  provided provided  for for  NSD NSD  ooversight versight  oof f  iinformation nformation  oobtained btained  iin n 

the the course course of of investigations. investigations.    

• · Part Part VII.B., V II .B ., which which allowed allowed the the FFBI BI tto o ddisseminate isseminate iinformation nformation w within ithin          

the the Department, Department, to to the the intelligence intelligence ccommunity ommunity aand nd ffederal ederal law         law 
enforcement enforcement agencies, agencies, to to other other ffederal, ederal, state, and local authorities,      state,  and  local  authorities, 
and and to to foreign foreign authorities authorities when when tthe he iinformation nformation r l related e ated t       to o tthe he  

recipient's recipient's authorized authorized responsibilities responsibilities aand nd ddissemination issemination wwas as      


consistent consistent with with national national security security iinterests. nterests.     

• · Part Part VIII, V I I I , which which defined defined certain certain tterms erms uused sed iin n tthe he NNSI SI Guidelines,            Guidelines, 
including including "foreign "foreign intelligence" intelligence" and "publicly available."    and  "publicly  available." 

TThe he Interim Interim Procedures Procedures stated stated that that these these provisions provisions wwere ere tto o bbe e cconstrued onstrued to            to 
minimize minimize retention retention and and prohibit prohibit dissemination dissemination oof f nnonpublic onpublic UU.S. .S. pperson erson         

iinformation, nformation, and and to to prohibit prohibit the the FBI FBI from from disseminating disseminating nnonpublic onpublic UU.S. .S. pe         person rson  

iinformation nformation that that was was not not foreign foreign intelligence intelligence iinformation nformation in a manner that        in  a  manner  that 
iidentified dentified a a U.S. U.S. person, person, unless unless the the person's person's identity was "necessary to        identity  was  "necessary  to 
uunderstand nderstand foreign foreign intelligence intelligence information information oor r aassess ssess iits ts iimportance" mportance" o c    or r eevidence viden e      

oof f a a ccrime. rime. However, However, the the Interim Interim Procedures Procedures d      did id n  not ot ddefine efine oor r eexplain xplain wwhat hat     

""necessary necessary to to understand understand foreign foreign intelligence intelligence iinformation nformation oor r aassess ssess its         its 
iimportance" mportance" means, means, nor nor did did they they define define or or pprovide rovide gguidance uidance oon n wwhat hat cconstitutes onstitutes            

UU.S. .S. pperson erson identifying identifying   information. information.  

In In our our March March 2008 2008 report, report, we we found found tthat hat tthe he IInterim nterim PProcedures rocedures ddid id n            not ot 

mmeet eet tthe he requirements requirements of of the the Reauthorization Reauthorization AAct ct bbecause ecause tthey hey fafailed iled t i to o prov          provide de 

FFBI BI aagents gents with with specific specific guidance guidance regarding regarding t e  the he rretention et ntion a      and nd dissemination of  dissemination  of 
nnonpublic onpublic UU.S. .S. person person information information obtained obtained uunder nder SSection ection 2215 15 aauthority. uthority. W         We e 

rrecommended ecommended that that the the FBI FBI develop develop final final minimization minimization pprocedures rocedures tthat hat pprovided rovided          

ssuch uch gguidance, uidance, require require an an initial initial review review of of rrecords ecords rreceived eceived iin n r ponse           response es t to o 
bbusiness usiness records records orders, orders, and provid guidance o   and  provide e  guidance  on n han ver rod s  handling dling o overproductions p uction  ((i.e., i.e., 

material         material outside outside the the scope scope of of the the Section Section 215 215 oorder). rder). 

Although  the  FBI  stated  that        Although the FBI stated that it it would would rreplace eplace tthe he IInterim nterim PProcedures rocedures wwith ith 

final  minimization         final minimization 

procedures 
procedures 

that 
that 

addressed 
addressed t

the 
he r

recommendations 
ecommendations i

in 
n t

the 
he M

March 
arch 

2008  2008 

report,  r

it   eport, it 

had 
had 

not  not 

done        done 

so 
so 

by 
by 

spring 
spring 

2009. 
2009. A

As 
s a 

a 
r

result,  e

in   2009,  
sult, in M

May 
ay 2009, a 

a 
FISA  Court  A C t judge      FIS our judge requested requested that that the the FBI FBI volun~ v o l u n ~  aapply pply  aadditional dditional 

minimization minimization  procedures procedures  to to  the the  productions productions  o of-f -  rrelated elated  SSection ection  2215 15  oorders. rders. 

The The  Department Department  agreed agreed  to to  implement implement  these these  aadditional dditional  mminimization inimization  pprocedures rocedures 

and and  filed filed  reports reports  with with  the the  FISA FISA  Court Court  describing describing  hhow ow  tthe he  FFBI BI hhad ad  mminimized inimized  UU.S. .S. 


person person  information. information. 
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nformation   n

no 
o   l

later 
ater   t

than 
han   9

90 
0   d

days 
ays   a

after 
fter   t

the 
he   p

production 
roduction   o

of 
f   m

materials, 
aterials,  

w

with 
ith   s

sufficient 
ufficient   d

detail 
etail   t

to 
o   a

allow 
llow   t

the 
he   F

FISA 
ISA   C

Court 
ourt   t

to 
o   a

assess 
ssess   t

the 
he   a

adequacy 
dequacy   o

of 
f   t

the 
he   F

FBI's 
BI's  

J a n  u ~ ,   and   June  i

implementation 
mplementation   o

of 
f   t

the 
he   I

Interim 
nterim   P

Procedures. 
rocedures.   B

Between 
etween   

Janu~, and June 
3

30, 
0,   2

2013, 
013,   t

the 
he   F

FISA 
ISA   C

Court 
ourt   i

issued 
ssued   S

Supplemental 
upplemental   O

Orders 
rders   f  

for--
o  r  - -  t

total 
otal  

b

business 
usiness   r

records 
ecords   o

orders. 224 
4 

rders.   

22. .   FFinal inal   MMinimization inimization   PProcedures rocedures  

OOn n   MMarch arch   77, ,   22013, 013,   tthe he   AAttorney ttorney   GGeneral eneral   aadopted dopted   aand nd   tthe he   DDepartment epartment  

ffiled iled   wwith ith   tthe he   FFISA ISA   CCourt ourt   ffinal inal   mminimization inimization   pprocedures rocedures   ffor or   mmaterial aterial   rreceived eceived   iin n  


rresponse esponse   tto o   SSection ection   2215 15   oorders. rders.   TThese hese   FFinal inal   PProcedures rocedures   bbecame ecame   eeffective ffective   oon n  


JJuly uly   11, ,   22013. 013.  

TThe he   FFinal inal   PProcedures rocedures   aare re   ddesigned esigned   tto o   mminimize inimize   tthe he   rretention etention   aand nd   pprohibit rohibit  

tthe he   ddissemination issemination   oof f   ""nonpublicly nonpublicly   aavailable vailable   iinformation nformation   cconcerning oncerning   uunconsenting nconsenting  

[[U.S.] U.S.]   ppersons ersons   cconsistent onsistent   wwith ith   tthe he   nneed eed   oof f   tthe he   UUnited nited   SStates tates   tto o   oobtain, btain,   pproduce, roduce,  

aand nd   ddisseminate isseminate   fforeign oreign   iintelligence ntelligence   iinformation." nformation."   TThe he   FFinal inal   PProcedures rocedures   ddo o   nnot ot  

aapply pply   tto o   ppublicly ublicly   aavailable vailable   UU.S. .S.   pperson erson   iinformation, nformation,   nnor or   ddo o   tthey hey   aapply pply   tto o  

aacquiring, cquiring,   rretaining, etaining,   oor r   ddisseminating isseminating   UU.S. .S.   pperson erson   iinformation nformation   wwith ith   tthe he   pperson's erson's  

cconsent. onsent.   WWith ith   tthe he   eexception xception   oof f   pprovisions rovisions   rrequiring equiring   aan n   iinitial nitial   rreview eview   oof f   bbusiness usiness  

rrecords ecords   rreturns, eturns,   aand nd   ddictating ictating   tthe he   hhandling andling   aand nd   rretention etention   oof f   ooverproduced verproduced  

mmaterial aterial   aand nd   aattorney-client ttorney-client   ccommunications, ommunications,   tthe he   FFinal inal   PProcedures rocedures   ddo o   nnot ot   aapply pply  

tto o   nnon-u.s. on-U.S.   pperson erson   iinformation nformation.  . 


·  • 


·  • 


·  • 


224 4  
OOf f   t  theh  e  ■ .   oorders rders   ffor or   wwhich hich   the 

I 
the   FFISA ISA   CCourt ourt   ddid id   nnot ot   iissue ssue   SSupplemental upplemental   OOrders, rders,   ·  ■  wwere ere  

iin n   ccounterintelligence ounterintelligence   iinvestigations, nvestigations,   I wwere ere   iin n   ccounterterrorism ounterterrorism   iinvestigations, nvestigations,   aand nd   II  wwere ere   iin n  


ccyber yber   i  investigations.  These numbers exclude ·  ■  bbusiness usiness   rrecords ecords   oorders rders   iissued ssued   uunder nder   tthe he   IInterim nterim  

PProcedures rocedures   ■■■■■■■■■■I oor r   tto o   rrestricted estricted   ccounterespionage ounterespionage   iinvestigations. nvestigations.  
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The The  FFinal inal  PProcedures rocedures  also also  address address  the the  hhandling andling  aand nd  rretention etention  of of  business business 

records records  rreturns. eturns.  AAn n  aagent gent  must must  conduct conduct  an an  iinitial nitial  rreview eview  oof f  rereturns turns -
- tto o  ddetermine etermine  if if  the the  information information  rreceived eceived  iis s  wwithin ithin  the the  scope scope  of of  the the 

order. order.  IIf f  iit t  iis, s,  tthe he  aagent gent  then then  must must  evaluate evaluate  wwhether hether  tthe he  iinformation nformation  meets meets  the the 

FISA FISA  Standard Standard  (i.e., {i.e.,  reasonably reasonably  appears appears  to to  bbe e  fforeign oreign  iintelligence ntelligence  information, information, 

necessary necessary  tto o  uunderstand nderstand  foreign foreign  intelligence intelligence  iinformation nformation  oor r  aassess ssess  its its 

importance, importance,  oor r  eevidence vidence  of of  a a  crime). crime).  Information Information  tthat hat  mmeets eets  the the  FISA FISA  Standard Standard 

may may  be be  iincluded ncluded  iin n  official official  FBI FBI case case  files; files;  used used  ffor or  aanalysis; nalysis;  inserted inserted  in in  Electronic Electronic 

Communications 
Communications  (

(EC), 
EC),  

intelligence 
intelligence  

information 
information  r

reports 
eports  (

(IIR), 
I IR),  

or 
or  

analytical 
analytical 

products; products;  uuploaded ploaded  into into  widely-accessible widely-accessible  FFBI BI ddatabases; atabases;  oor r  disseminated disseminated  to to 

other other  ersons s o or r a a  encies encies  in in  accordance accordance  with with  tthe he  FFinal inal  PProcedures. rocedures. 

In In  ggeneral, eneral,  the the  Final Final  Procedures Procedures  prohibit prohibit  tthe he  FFBI BI ffrom rom  retaining, retaining,  using, using,  oor r 
disclosing material outside the scope of an order. 226 6  

I f  an  agent  identifies  an 
disclosing  material  outside  the  scope  of  an  order.  If an agent identifies an 

25 25  

A

Ad 
d  h

hoc 
oc  d

databases 
atabases  

are 
are  

files 
files  

and 
and  

databases 
databases  a

accessible 
ccessible  o

only 
nly  t

to 
o  F

FBI 
BI 

personnel 
personnel  

who 
who  

are 
are 

connected tto o  tthe he  i investi  ation ation  and and  authorized authorized  to to  review review  bbusiness usiness  rrecords ecords  information. information. 

(Cont'd.) 
(C ont'd.) 
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14 

ooverproduction, verproduction,   he he   must must   rreturn eturn   iit t   tto o   tthe he   pproducing roducing   party party   or or   destroy destroy   iit t   aas s   ssoon oon   aas s  


practicable, practicable,   ensure ensure   that that   the the   iinformation nformation   hhas as   not not   been been   uploaded uploaded   iinto nto   aany ny   wwidely­idely-

accessible accessible   FBI FBI system, system,   and and   iinform nform   NNSD SD   oof f   the the   over ave   reduction duction   tto o   ffacilitate acilitate  ro er 
notification notification   of of   the the   FISA FISA   Court. Court.  

The 
The   

Final 
Final   

Procedures 
Procedures   a

allow 
llow   t

the 
he   F

FBI 
BI 

to 
to   

disseminate 
disseminate   

information 
information   o

obtained 
btained  

business 
business   

records 
records   

orders 
orders   t

to 
o  

. .   In In   general, general,   the the   FFBI BI mmust ust   ddetermine etermine  

that nonpublic U~mation U  ~  m  a  t  i  o  n   that   nonpublic   mmeets eets   the the   FISA FISA   Standard Standard   bbefore efore  

ddisseminating isseminating   it----· i  t  - - - - ·   KKey ey   ddissemination issemination   provisions provisions   aare re   ssummarized ummarized  

bbelow: elow:  

• ·   Where Where   the the   foreign foreign   iintelligence ntelligence   iinformation nformation   relates relates   tto o   a  a  fforeign oreign  

power power   or or   foreign foreign   tterritory erritory   aand nd   rreasonably easonably   appears appears   tto o   bbe e   nnecessary ecessary  

to to   the the   national national   ddefense efense   securit oor r   forei forei   n n   affairs affairs   oof f   tthe he   UUnited nited  

States, States  

• · 


(

(Cont'd.) 
Cont'd.) 
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• · 


IIn n   aaccordance ccordance   wwith ith   tthis his  

provision, provision,   NSD NSD   includes includes   business business   records records   orders orders   iin n   tthe he   MMinimization inimization   aand nd  

AAccuracy ccuracy   reviews reviews   it it   conducts conducts   in in   FBI FBI field field   offices. offices.   DDuring uring   tthese hese   rreviews, eviews,   NNSD SD  


aattorneys ttorneys   examine examine   information information   produced produced   in in   rresponse esponse   tto o   bbusiness usiness   rrecords ecords   oorders rders  

tto o   identify identify   overproductions, overproductions,   confirm confirm   that that   the the   iinformation nformation   hhas as   bbeen een   pproperly roperly  

29 29  As As   described described   in in   more more   detail detail   below, below,   metadata metadata   rrefers efers   tto o   ddialing, ialing,   rrouting, outing,   aaddressing, ddressing,   oor r  

signaling signaling   information information   associated associated   with with   communications, communications,   ssuch uch   aas s   ee-mail -mail   aaddresses, ddresses,   ttelephone elephone  

numbers, numbers,   or or   IP IP   addresses. addresses.  

15 15  

Document  ID:  0.7.10663.6085-000001  



  

classified classified   and and   marked marked   in in   FBI FBI systems systems   as as   FISA-derived, FISA-derived,   eevaluate valuate   ccompliance ompliance   wwith ith  

minimization minimization   procedures, procedures,   and and   assess assess   retention retention   aand nd   ddissemination issemination   ddecisions. ecisions.  

NSD 
NSD   

attorneys 
attorneys   

also 
also   

audit 
audit   

the 
the   

searches 
searches   

conducted 
conducted   b

by 
y   F

FBI 
BI p

personnel 
ersonnel   i

in 
n   m

multiple 
ultiple  

FBI 
FBI 

databases, 
databases,   

including 
including   

two 
two   

databases 
databases   

that 
that   c

contain 
ontain   b

business 
usiness   r

records 
ecords   m

material, 
aterial,  

DWS 
DWS   

and 
and   

Data 
Data   

Integrated 
Integrated   

Visual 
Visual   

System 
System   

(DIVS), 
(DIVS),   w

which 
hich   o

operates 
perates   a

as 
s   a  

a 
 s

search 
earch  

engine engine   for for   a a   collection collection   of of   other other   databases databases   to to   wwhich hich   tthe he   FFBI BI hhas as   aaccess, ccess,   tto o   eensure nsure  

that that   the the   queries queries   comply comply   with with   the the   minimization minimization   pprocedures. rocedures.   BBetween etween   22012 012   aand nd  

2014, 2014,   NSD NSD   conducted conducted   90 90   Minimization Minimization   and and   AAccuracy ccuracy   RReviews, eviews,   iincluding ncluding   bbusiness usiness  

records records   minimization minimization   reviews reviews   in in   every every   FBI FBI ffield ield   ooffice. ffice.  

After After  the the  Final Final  Procedures Procedures  became became  effective, effective,  NNSD SD  bbegan egan  requiring  its          requiring  its 
attorneys attorneys  to to  conduct conduct  post-order post-order  briefings briefings  within within  5  5 ddays ays  oof f  aan n  oorder rder  being  signed.             being  signed. 
These These  briefings briefings  are are  designed designed  to to  ensure ensure  that that  FFBI BI ppersonnel ersonnel  underst nd  and   understand a         and 
comply comply  with with  the the  requirements requirements  of of  the  Final  Procedures.  NSD  attorneys  contact       the  Final  Procedures.  NSD  attorneys  contact 
FBI FBI personnel personnel  to to  review review  the the  Final Final  Procedures,  includin  the  definitions  of  "U.S.        Procedures,  includin  the  definitions  of  "U.S. 
person" person"  and and  "foreign "foreign  intelligence intelligence  information," information,"      , 
the the  requirement requirement  that that  agents agents  conduct  an      conduct  an  initial initial  rreview eview  oof f  rreturns eturns  bbefore efore  p     placing lacing  

information information  in in  widely-accessible widely-accessible  FBI FBI systems, systems,  tthe he  pproper roper  hhandling andling  o    of f      

overproduced overproduced  materials, materials,  and and  the the  standards standards  ffor or  rretaining etaining  and  di       disseminating sseminatin and g  

information. information.  NSD NSD  attorneys attorneys  told told  us us  that that  they they  ttypically ypically  conduct  the  briefings  with          conduct  the  briefings  with 
case case  agents agents  and  cover    and  cover  the the  major major  requirements requirements  oof f  tthe he  FFinal inal  Procedu      Procedures, res,  t the he  

information information  requested requested  by by  the the  order, order,  and and  any any  sspecial pecial  mminimization inimization  oor r  rreporting eporting            

requirements requirements  imposed imposed  by by  the the  FISA FISA  Court Court  in in  a    a S      Supplemental upplemental  OOrder. rder.   

The The  first first  business business  records records  application application  rreferencing eferencing  tthe he  FFinal inal  PProcedures rocedures  was           was 
filed filed  with with  the the  FISA FISA  Court Court  on on  August August  6, 6,  2013. 2013.  OOnce nce  tthe he  FFinal inal  Procedures  were  in              Procedures  were  in 

place, place,  the the  FISA FISA  Court Court  ceased ceased  issuing issuing  Supplemental Supplemental  OOrders rders  rrequiring equiring  the           the 
Department Department  to to  report report  on on  its its  handling handling  of of  U.S. U.S.  pperson erson  information  as  a  matter  of           information  as  a  matter  of 
standard standard  practice. practice.  However, However,  between between  August August  99, ,  22013, 013,  aand nd  JJanuary anuary  33, ,  22014, 014,  tthe he             

FISA FISA  Court Court  issued issued  Supplemental Supplemental  Orders Orders  forf  o  ■ r  .  aapplications pplications  that  requested  e-mail         that  requested  e-mail 
transactional transactional  records records  from from  various various  service service  pproviders, roviders,  rrequiring equiring  tthe he  DDepartment epartment          

to to  submit submit  written written  reports reports  stating stating  whether whether  the the  rreturns eturns  iincluded ncluded  tthe he  ccontents ontents  o of f            

any any  communications. communications.  An An  NSD NSD  Deputy Deputy  Unit Unit  CChief hief  ttold old  uus s  tthat hat  tthe he  FFISA ISA  Co    

Court urt          

began began  requiring requiring  content content  reporting reporting  for for  business business  rrecords ecords  orders  directed  a  t  -       orders  directed  at -
and and  other other  communications communications  providers providers  following following  a  a sseries eries  of  overproductions  of  e-       

of 
 

overproductions 
 

of 
 

e­
mail mail  subject subject  lines. lines.  He He      

characterized characterized  Supplemental Supplemental  O  

Orders rders  aas s  ""relatively relatively  u   

unusual" nusual"  

since 
since  

resolution 
resolution  

of 
of  

the 
the  

systemic 
systemic  

overproductions, 
overproductions,  s

stating 
tating  t

that 
hat  t

they 
hey  a

are 
re  o

only 
nly            

issued 
issued  

if 
if  

the 
the  

FISA 
FISA  

Court 
Court  

has 
has  

particular 
particular  

concern 
concern  a

about 
bout  the  breadth  or  potential           

the 
 

breadth 
 

or 
 

potential 
v

volume 
olume  

of 
of  

the 
the  

material 
material  

requested. 
requested.  

We 
We  

describe 
describe  t

these 
hese  s

systemic 
ystemic  e

errors 
rrors  i          

in 
n  m 

more 
ore  

detail 
detail  

in 
in  Section  V.    

Section 
 

V. 



3. 3.   Retroactive Retroactive Application Application   oof f tthe he   FFinal inal   PProcedures rocedures  

When 
When   

the 
the   

government 
government   

submitted 
submitted   

the 
the   F

Final 
inal   P

Procedures 
rocedures   t

to 
o   t

the 
he   F

FISA 
ISA   C

Court 
ourt   i

in 
n  


MMarch arch   2013, 2013,   the the   then-Assistant then-Assistant   Attorne General General   oof f   NNSD SD   sstated tated   iin n   a  a  lletter etter   tto o   tthe he  

Court Court   that that   the the   FBI FBI  
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• · 


• · 


• · 


• · 


The The   remaining remaining   provisions provisions   of of   the the   Final Final   Procedures, Procedures,   including including   the the   retention retention   and and  

dissemination dissemination   restrictions, restrictions,   apply apply   retroactively. retroactively.  

D. D.   Compliance Compliance Issues Issues  

The The   Rules Rules   of of   Procedure Procedure   for for   the the   FISA FISA   Court Court   require require   the the   Department Department   to to  

correct correct   misstatements misstatements   of of   material material   fact fact   and and   to to   disclose disclose   non-compliance non-compliance   with with   an an  


order order   to to   the the   FISA FISA   Court. Court.   Under Under   Rule Rule   13(b), 13(b),   the the   Department Department   must must   notify notify   the the  

FISA FISA   Court Court   in in   writing writing   if if   it it   discovers discovers   that that   any any   authority authority   or or   approval approval   granted granted   by by   the the  

FISA FISA   Court Court   has has   been been   implemented implemented   in in   a a   manner manner   that that   did did   not not   com com   I with with   the the  

Court's Court's   authorization authorization   or or   a a   roval roval   or or   with with   a a   licable licable   law. law.  

Between Between   2012 2012   and and   2014, 2014,   the the   Department Department   filed filed   Rule Rule   13(b) 13(b)   notices notices  

informing informing   the the   FISA FISA   Court Court   of of   compliance compliance   incidents incidents   related related   to to   business business   records records  

ord~at resulted resulted   in in   the the   overproduction overproduction   of of   e-mail e-mail   subject subject   li es  o lines n r  d  ~  a  t   

b  by_,  y   -  '   and and   ·  ■  systemic systemic   errors errors   in in   the the   FBI's FBI's   DWS DWS   database database   that that  

allowed allowed   FBI FBI personnel personnel   unconnected unconnected   with with   an an   investigation investigation   to to   access access   business business  

records records   information information   before before   the the   case case   agent's agent's   initial initial   review. review.   We We   discuss discuss   these these  

compliance compliance   incidents incidents   in in   more more   detail detail   in in   Section Section   V. V.   Given Given   the the   large large   number number   of of  

business business   records records   orders orders   issued issued   between between   2012 2012   and and   2014, 2014,   we we   did did   not not   attempt attempt   to to  

independently independently   identify identify   or or   describe describe   all all   of of   the the   compliance compliance   incidents incidents   that that   occurred occurred  

during during   our our   review review   period. period.  
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Document  ID:  0.7.10663.6085-000001  



  

The The   FBI FBI also also   is is   required required   to to   report report   activities activities   tthat hat   mmay ay   bbe e   uunlawful nlawful   oor r  

contrary contrary   to to   executive executive   orders orders   or or   directives directives   to to   tthe he   lIOB OB   aand nd   DDirector irector   oof f   NNational ational  

Intelligence 31 31  

Intelligence   (DNI). (DNI).   The 
The   

subjects 
subjects   

of 
of   

these 
these   r

reports 
eports   t

to 
o   t

the 
he   

IOB 
lOB   a

are 
re   c

commonly 
ommonly  

referred 
referred   

to 
to   

as 
as   

"IOB 
"lOB   

violations." 
violations."   

FBI 
FBI 

policy 
policy   r

requires 
equires   e

employees 
mployees   t

to 
o   r

report 
eport   p

potential 
otential  

IOB 
lOB   

violations 
violations   

to 
to   

NSLB 
NSLB   

within 
within   

30 
30   

days 
days   

of 
of   

discovery. 
discovery.   O

Once 
nce   a

an 
n   a

agent 
gent   r

reports 
eports   a  

a 



potential potential   IOB lOB   matter, matter,   NSLB NSLB   reviews reviews   the the   facts facts   tto o   ddetermine etermine   wwhether hether   EExecutive xecutive  

Order Order   13462 13462   and and   the the   Intelligence Intelligence   Oversight Oversight   RReporting eporting   CCriteria riteria   rrequire equire   tthe he  

violation violation   to to   be be   reported reported   to to   the the   IOB lOB   and and   the the   DDNI. NI.  

Agents Agents   are are   required required   to to   report report   third-party third-party   overproductions overproductions   tto o   NNSLB SLB   wwithin ithin   990 0  

days the 32 
days  of 32  

 of   the   date date   of of   discovery. discovery.   The The   FBI FBI must must   tthen hen   ssubmit ubmit   tthis his   iinformation nformation   tto o  

the      t IOB in  he  lOB  n  quarterly  i quarterly  reports reports  containing containing  the the  ffollowing  ollowing  iinformation: nformation:  

1. 
1.  

2. 2.  


3. 3.  

Between B  etween   2012 2012   and and   2014, 2014,   the the   FBI FBI r  reportede  p  o  rt  e  ■ d  .   vviolations iolations   rrelated elated   tto o  

business business   records records   orders orders   to to   the the   IOB. lOB  .   Of Of   these, these,   ·  ■  iinvolved nvolved   oovercollections, vercollections,  

~ ~  s~mic s ~ m i c  overproductions overproductions   of of   e-mail e-mail   ssubject ubject   llines ines   bby y   --
--; - - ;  - i  n  v  - o  l  involved v  e  d   other other   issues, issues,   such such   aas s   tthe he   pproduction roduction   oof f   mmaterials aterials   ooutside utside  

the the   date date   range range   specified specified   in in   a a   business business   records records   oorder; rder;   aand nd   ·  - wwas as   tthe he   rresult esult   oof f   a  a 

typographical typographical   error error   in in   a a   business business   records records   order. order.   NNSLB SLB   aalso lso   d  deemed e  e  m  e  - d  .  

overcollections overcollections   a  and n  -d  .   typographical typographical   error error   tto o   bbe e   nnon-reportable. on-reportable.  

31 31  See See  Exec. Exec.   Order Order   12333 12333   § §  1.6(c), 1.6(c),  as as   amended; amended;   EExec. xec.   OOrder rder   113462 3462   § §  66(b), (b),  aas s   aamended; mended;  

Criteria Criteria   on on   Thresholds Thresholds   for for   Reporting Reporting   Intelligence Intelligence   Oversight Oversight   MMatters atters   ((Sept. Sept.   88, ,   22010) 010)   (("Intelligence "Intelligence  

Oversight Oversight   Reporting Reporting   Criteria"). Criteria").  

32 
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III. I I I .  STATUS STATUS   OF OF   RECOMMENDATIONS RECOMMENDATIONS  

Previous Previous   OIG OIG   reports reports   recommended recommended   changes changes   to to   the the   minimization minimization  

procedures procedures   used used   by by   the the   FBI. FBI.   Our Our   second second   report, report,   issued issued   in in   March March   2008, 2008,  

recognized recognized   that that   the the   FBI FBI had had   adopted adopted   Interim Interim   Minimization Minimization   Procedures Procedures   but but   made made  

the the   following following   three three   recommendations: recommendations:  

• ·   The The   FBI FBI should should   develop develop   procedures procedures   for for   reviewing reviewing   materials materials   received received  

from from   Section Section   215 215   orders orders   to to   ensure ensure   that that   it it   has has   not not   received received   information information  

that that   is is   not not   authorized authorized   by by   the the   FISA FISA   Court Court   orders; orders;  

• ·   The The   FBI FBI should should   develop develop   procedures procedures   for for   handling handling   material material   that that   is is  


produced produced   in in   response response   to, to,   but but   outside outside   the the   scope scope   of, of,   a a   Section Section   215 215  

order; order;   and and  


• ·   The The   FBI FBI should should   develop develop   final final   standard standard   minimization minimization   procedures procedures   for for  

business business   records records   that that   provide provide   specific specific   guidance guidance   for for   the the   retention retention   and and  


dissemination dissemination   of of   U.S. U.S.   person person   information. information.  

Our Our   third third   report, report,   issued issued   in in   May May   2015, 2015,   analyzed analyzed   the the   FBI's FBI's   compliance compliance   with with   these these  

recommendations. recommendations.   We We   concluded concluded   that that   the the   FBI FBI had had   resolved resolved   the the   first first  

recommendation recommendation   in in   adopting adopting   the the   Final Final   Procedures, Procedures,   but but   that that   it it   nonetheless nonetheless   should should  

clarify clarify   in in   policy policy   guidance guidance   or or   training training   materials materials   that that   the the   initial initial   review review  

requirements requirements   in in   the the   Final Final   Procedures Procedures   apply apply   to to   metadata. metadata.   We We   determined determined   that that  

the the   second second   recommendation recommendation   was was   closed, closed,   as as   the the   Final Final   Procedures Procedures   include include   a a  


provision provision   for for   handling handling   "overproduced" "overproduced"   material. material.   Finally, Finally,   we we   concluded concluded   that that   the the  

third third   recommendation recommendation   was was   resolved resolved   by by   the the   Final Final   Procedures, Procedures,   but but   that that   the the   FBI FBI  


should should   consider consider   using using   training training   materials materials   or or   policy policy   guidance guidance   to to   clarify clarify   several several  

provisions provisions   regarding regarding   the the   retention retention   and and   dissemination dissemination   of of   U.S. U.S.   person person   information. information.  

Below Below   we we   describe describe   the the   FBI's FBI's   progress progress   in in   implementing implementing   these these  

recommendations. recommendations.  

A. A.   Handling Handling   of of   Metadata Metadata   Under Under the the   Final Final   Procedures Procedures  

As As   noted noted   above, above,   metadata metadata   refers refers   to to   dialing, dialing,   routing, routing,   addressing, addressing,   or or  

signaling signaling   information information   associated associated   with with   a a   communication. communication.   In In   the the   context context   of of   wire wire  

or or   electronic electronic   communication communication   transaction transaction   records, records,   metadata metadata   may may   include include   e-mail e-mail  

addresses, addresses,   telephone telephone   numbers, numbers,   IP IP   addresses, addresses,   and and   similar similar   information. information.   Metadata Metadata  

does does  not not  include include   information information   concerning concerning   the the   substance, substance,   purport, purport,   or or   meaning meaning   of of  

the the   communications. communications.  
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IIn n   oour ur   third third   report, report,   we we   identified identified   two two   ppotential otential   iissues ssues   rregarding egarding   application application  

oof f   tthese hese   pprovisions rovisions   that that   we we   believed believed   required required   aattention ttention   aand nd   ooversight versight.  . 

• ·   We   stated   that   NSD   and   the   FBI should  

IIn n   oour ur   current current   review, review,   we we   assessed assessed   wwhether hether   NNSD SD   aand nd   tthe he   FFBI BI have have  

aaddressed ddressed   these these   issues. issues.   Trainin Traini   materials materials   rreleased eleased   iin n   eearl arl   22016 016   state state   that that  
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In   2012   and   20013, 13,   the the   FBI FBI used us  business . ed  business   rrecords ecords   oor rders   to   re  


34  

. 
ct   on   two   occasions.   The   first   order   re   uested  

34 Two other business records orders re uested different t 
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2. 2.   Dissemination Dissemination   oof f   IInformation nformation   Relating Relating   to to   CComputer omputer  

Intrusions Intrusions   oor r   AAttacks ttacks  

We We   also also   recommended recommended   tthat hat   tthe he   FFBI BI provide provide   further further  guidance re 
rovision sion   in in   the the   FFinal inal   PProcedures rocedures   tthat hat   aallows llows   the the   FBI FBI  
to 

We We   stated stated   the the   FBI FBI should should   cconsider onsider   cclarifying larifying   that that   the the   material material   must must   mmeet eet   tthe he  

FISA FISA   Standard, Standard,   as as   well well   aas s   ddefine efine   tthe he   tterm erm   "U.S. "U.S.   person person   identifying identifying   iinformation" nformation"  

and and   provide provide   actual actual   examples examples   oof f   iits ts   aapplication. pplication.  

The The   FBI FBI has has   made made   tthese hese   cclarifications. larifications.   The The   SMP SMP   PG PG   makes makes   cclear lear   tthat hat  

agents agents   must must   first first   anal ana   ze wwhether hether   tthe he   iinformation nformation   meets meets   the the   FFISA ISA   SStandard tandard  

statin statin  

While While   the the   current current   vversion ersion   oof f   tthe he   SSMP MP   PG PG   does does   not not   further further   ddefine efine   oor r  

illustrate illustrate   "U.S. "U.S.   person person   iidentifying dentifying   iinformation," nformation,"   an an   NSLB NSLB   attorney attorney   ttold old   tthe he   OOIG IG  

that that   the the   FBI FBI is is   in in   the the   process process   oof f   rrevising evising   aand nd   consolidating consolidating   its its   FISA FISA   ppolicy olicy  

guidance, guidance,   and and   that that   the the   rrevised evised   gguidance uidance   wwill ill   include include   a a   definition. definition.   IIn n   aaddition, ddition,  

materials          m r used  ate ials  used  in in  trainings trainings  bbeginning eginning  iin n  MMarch arch  2016 2016  define define  "U.S. "U.S.  person person  

identifying  information"  and  provide  uidance  on  its     identifying  information"  and  provide  uidance  on  its  a a  lication. lication.  TTraining raining  sslides lides  

and  s  eaker's  notes   and  s  ker's  notes  sstate tate  tthat hat  

.      .  The Th mmaterials  e  aterials  eemphasize mphasize  that that  determining determining  whether whether  

information         information  constitutes constitutes  ""U.S. U.S.  pperson erson  iidentifying dentifying  information" information"  requires requires  a  a ccase-by­ase-by-

case      case  assessment, assessment,  aand nd  tthat hat  aagents gents  sshould       hould  cconsult onsult  with with  NSLB NSLB  iif f  qquestions uestions  aarise. rise.  

As  a  result,      As  a  result,  wwe e  cconsider onsider  tthis his  rrecommendation ecommendation  closed. closed.  

IV. IV.  OVERVIEW OVERVIEW   OF OF   BBUSINESS USINESS   RRECORDS ECORDS   ORDERS ORDERS   ISSUED ISSUED   FFROM ROM   22012 012  

THROUGH THROUGH   2014 2014  

In In   this this   section, section,   we we   pprovide rovide   aan n   ooverview verview   of of   the the   characteristics characteristics   oof f   bbusiness usiness  

records records   orders orders   approved approved   iin n   ccalendar alendar   yyears ears   2012 2012   through through   2014. 2014.   WWe e   ddescribe escribe   tthe he  

number number   of of   business business   records records   oorders rders   aapproved, pproved,   the the   type type   of of   information information   rrequested, equested,  

the  number number   of of   FBI FBI offices offices   tthat hat   uused sed   tthe he   aauthority, uthority,   and and   the the   types types   of  the  of 
investigations investigations   in in   which which   bbusiness usiness   rrecords ecords   oorders rders   were were   sought. sought.   We We   pprovide rovide  

information information   about about   the the   nnumber umber   oof f   bbusiness usiness   records records   orders orders   in in   which which   UU.S. .S.   ppersons ersons  

were were   the the   subject subject   of of   the the   uunderlying nderlying   iinvestigations. nvestigations.  
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commented 
commented   

that 
that   

references 
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number   

of 
of  

bus
bus
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ness 
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some 
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records   

applications 
applications   

result 
result   i
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more 
more   

than 
than  

oone ne   oorder. rder.   FFor or   example, example,   the the   FISA FISA   Court Court   mmay ay   iissue ssue   orders orders   to to   four four   separate separate   pproviders roviders   wwhen hen  

a

approving 
pproving   a  
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single 
ingle   a

application 
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requesting 
requesting   E

ECTRs 
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four   
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addresses. 
addresses.   W

We 
e   a

also 
lso   r

recognize 
ecognize   

that 
that  

NNSD SD   reports reports   tthe he   number number   of of   applications applications   submitted submitted   tto o   the the   FISA FISA   Court Court   in in   Its its   annual annual   rreports eports   to to  

C

Congress. 
ongress.   

Nonetheless, 
Nonetheless,   
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     PProcedures, roced res,  which   u which  did did  not not  result result  In in  a  a FFISA  Court  order.  As  As  described     ISA  Court  order.  described  belowbelow,  , wwe e  eexcluded xcluded  this this  

docket 
 

from 
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numbers 
 

for 
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purposes 
 

of 
 

stat
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As As   wwe e   ddescribe escribe   iin n   mmore ore   ddetail etail   iin n   SSection ection   IV.C.I., IV.C.I.,   a a   primary primary   factor factor   in in   the the  

increase increase   bbetween etween   22010 010   aand nd   22012 012   wwas as   tthe he   refusal refusal   of of   certain certain   communications communications  

providers 
providers   t

to 
o   p

produce 
roduce   t

transactional 
ransactional   

records 
records   

for 
for   

e-mail 
e-mail   

accounts 
accounts  

(Electronic 
(Electronic   C

Communication 
ommunication   T

Transaction 
ransaction   

Records, 
Records,   

or 
or   

ECTRs) 
ECTRs)   

in 
in   

response 
response   

to 
to  

National 
National   S

Security 
ecurity   L

Letters 
etters   (

(NSL) 
NSL)   b

beginning 
eginning   

in 
in   

late 
late   

2009. 
2009.   

NSD 
NSD   

and 
and   

FBI 
FBI 

personnel 
personnel  

attributed attributed   tthe he   ssubsequent ubsequent   ddecline ecline   bbetween etween   2013 2013   and and   2015 2015   to to   several several   factors, factors,  

including including   tthe he   sstigma tigma   aattached ttached   tto o   the the   use use   of of   Section Section   215 215   authority authority   following following   the the  

Snowden Snowden   rrevelations, evelations,   iincreased ncreased   use use   of of   Section Section   702 702   of of   the the   FISA FISA   Amendments Amendments  

Act, Act,   providers' providers'   rresistance esistance   tto o   bbusiness usiness   records records   orders, orders,   agents' agents'   frustrations frustrations   with with  

the the   lack lack   oof f   ttimeliness imeliness   aand nd   llevel evel   oof f   ooversight versight   in in   the the   business business   records records   process, process,   aand nd  

agents' agents'   increasing increasing   uuse se   oof f   ccriminal riminal   llegal egal   process process   instead instead   of of   FISA FISA   authority authority   in in  


counterterrorism counterterrorism   aand nd   ccyber yber   iinvestigations. nvestigations.  

In In   aaddition, ddition,   bbetween etween   22012 012   aand nd   2014 2014   there there   werew  e  r  e  ■ .   pending pending   a  and n  -d  .  

withdrawn 38 38  

withdrawn   aapplications pplications   ffor or   bbusiness usiness   records records   orders. orders.   While While   we we   did did   not not   seek seek   tto o  

ascertain ascertain   tthe he   bbasis asis   ffor or   eeach ach   wwithdrawn ithdrawn   re uest uest   or or   a a   lication ication   we we   did did   review review   ·  ■ 

that that   originated originated   ffrom rom   tthe he   and and   questioned questioned  

agents abouta  b  o  u  ■ t  .  oof f  tthese. hese.  TThe he  rreasons easons  for for  the the  withdrawals withdrawals  varied, varied,  but but  mg t many any  a en s             

were were  withdrawn withdrawn  ffor or  aadministrative dministrative  reasons, reasons,  such such  as as  inadvertent inadvertent  initiation initiation  i         in n  


FISAMS FISAMS  or or  a  a dduplicate uplicate  rrequest, equest,  while while  others others  were were  withdrawn withdrawn  because because  nts           the the   a a  e  ents 
determined determined  that  the  i that  the  information nformation  was was  no no  Ion lon      er er  necessa necessa   


. As 
As   

a 
a  


result, result,  the the  nnumber umber  oof f  aapplications pplications       withdrawn withdrawn  for for  substantive substantive  reasons     reasons  is is  likely likely   

significantly significantly  llower. ower.   

We We  aalso lso  rreviewed eviewed  ·  ■ rrequests equests  submitted submitted  to  NSD  but  not  filed  with  the        to  NSD  but  not  filed  with  the 
FISA FISA  Court, Court,  a  andn  d  ■ .  ddraft raft  aapplications pplications  submitted submitted      to to     the the  FIS Court  as  read   FISA A   Court  as  read  copies copies  

but but  subsequently subsequently  wwithdrawn. ithdrawn.  TThe he  rrequested equested  information information        and and  targets targets    in in  these   these 
applications applications  vvaried aried  ssubstantially, ubstantially,  aand nd  wwitnesses itnesses  were were  b      unable una le   to to   identify identify  a   a 

common common  ffactor actor  lleading eading  tto o  ttheir heir  wwithdrawal. ithdrawal.  The The  withdrawn withdrawn          applications applications   included included  

several several  requests requests  tthat hat  wwere ere  bbased ased  on  or  statements  advocating       on  or  statements  advocating 
jihad that raised potential 39 39  

withdrawn  jihad  that  raised  potential  Firs Am      First t   Amendment  concerns. withdrawn 
a lication ication   re uuested ested   ttoll oll   rrecords ecords  

38 38   

PPending ending   aapplications pplications   iinclude nclude   aapplications pplications   generated generated   between between   2012 2012   and and   2014 2014   but but   not not  

provided provided   to to   NNSD SD   ffor or   ffurther urther   pprocessing rocessing   oor r   submitted submitted   to to   the the   FISA FISA   Court Court   for for   further further   approval. approval.  

39 39  

IIn n   FFebruary ebruary   22013, 013,   tthe he   FFISA ISA   CCourt ourt   issued issued   a a   legal legal   opinion opinion   that that   addressed addressed   the the   line line  

between between   First First   AAmendment-protected mendment-protected   activity activity   and and   information information   establishing establishing   predication predication   for for   an an  


international international   tterrorism errorism   iinvesti nve   ation. on.   TThe he   o inion was issued in res onse to the De artment's nt's  

a lication 

. The FISA Court considered whether the application established reasonable 
grounds to believe that the investigation of the target was not being conducted solel u on the 
basis of activities rotected b the First Amendment. The FISA Court concluded 

. TThe he   DDepartment epartment   reported reported   and and   provided provided   copies copies   of of   this this   opinion opinion  

to to   Congress Congress   iin n   AApril pril   22013. 013.  
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The The   agent agent   ultimate! ultimate  

roved in 2015. 40 40 

roved   in   2015.  

, which which   we we   discuss discuss   in in   more more   detail detail   in in   Section Section   V. V.  


The The   FISA FISA   Court Court   did did   not not   deny deny   any any   business business   records records   applications applications   between between  

2012 2012   and and   2014. 2014.   When When   asked asked   why why   applications applications   withdrawn withdrawn   after after   submission submission   of of   a a  


read read   copy copy   to to   the the   FISA FISA   Court Court   were were   not not   reported reported   to to   Congress, Congress,   potentially potentially   creating creating  

the the   inadvertent inadvertent   impression impression   that that   the the   FISA FISA   Court Court   is is   a a   "rubber "rubber   stamp," stamp,"   NSD NSD  


supervisors supervisors   told told   us us   that that   the the   Department Department   includes includes   only only   business business   records records  

applications applications   formally formally   submitted submitted   to to   the the   FISA FISA   Court Court   and and   denied denied   or or   withdrawn, withdrawn,   not not  

those those   filed fi  in 41 41  

led  in   "read "read   copy" copy"   and and   subsequently subsequently   withdrawn.withdrawn.  The The   NSD NSD   supervisors supervisors  

acknowledged acknowledged   that that   excluding excluding   applications applications   withdrawn withdrawn   after after   the the   FISA FISA   Court Court  

indicates indicates   that that   it it   will will   not not   sign sign   an an   order order   might might   lead lead   to to   misunderstandings misunderstandings   about about  

the the   FISA FISA   Court's Court's   willingness willingness   to to   question question   applications, applications,   but but   the the   supervisors supervisors   noted noted  

that that   NSD NSD   and and   the the   FISA FISA   Court Court   have have   talked talked   about about   the the   "read" "read"   process process   publicly publicly   to to  

address ad ress  concerns co about 42 42  

d  ncerns   about   this. this.   In In  comments comments  provided provided  to to  the the  OIG OIG  after after 

40 he request II records originally was submitted as an N 
the NSL required 

. In In   September September   2013, 2013,   the the   agent agent   submitted submitted   a a   business business   records records   request request   for for   the the  

information, information,   but but   NSLB NSLB   asked asked   him him   to to   withdraw withdraw   the the   request request   since since   the the   information information   that that   could could   be be  


obtained obtained   with with   an an   NSL. NSL.   The The   agent agent   added added   a a   request request   for for   e-mail e-mail   transactional transactional   data, data,   and and   the the   request request  

ultimately ultimately   went went   forward forward   as as   a a   business business   records records   application application   in in   early early   2015. 2015.   It I t  received received  apRroval ap  I from from  

the the  De De  Attorne General DAG in 2015. .  A u Ma n  NSD  n  Chief    An  NSD  Section  Chief  ex lained lained  ha   that t

41 41  As As   described described   above, above,   the the   FISA FISA   Court Court   Rules Rules   of of   Procedure Procedure   require require   the the   government government   to to   file file   a a  


propose propose   application, application,   or or   "read "read   copy," copy,"   with with   the the   FISA FISA   Court Court   no no   later later   than than   7 7   days days   before before   it it   seeks seeks   to to  

have have   the the   application application   considered. considered.  

42 42  See, See,   e.g., e.g.,   Letter Letter   from from   the the   Honorable Honorable   Reggie Reggie   B. B.   Walton, Walton,   Presiding Presiding   Judge Judge   of of   the the   FISA FISA  


Court, Court,   to to   Sen. Sen.   Charles Charles   E. E.   Grassley, Grassley,   Ranking Ranking   Member Member   of of   the the   Sen. Sen.   Comm. Comm.   on on   the the   Judiciary Judiciary   (Jul. (Jul.   29, 29,  

2013) 2013)   ("The ("The   annual annual   statistics statistics   provided provided   to to   Congress Congress   by by   the the   Attorney Attorney   General General   pursuant pursuant   to to   50 50   U.S.C. U.S.C.  


§§ §§  1807 1807   and and   1862(b)-frequently 1862(b)-frequently   cited cited   to to   in in   press press   reports reports   as as   a a   suggestion suggestion   that that   the the   Court's Court's  

approval approval   rate rate   of of   applications applications   is is   over over   99%-reflect 99%-reflect   only only   the the   number number   of of   final final  applications applications   submitted submitted  

to to   and and   acted acted   on on   by by   the the   Court. Court.   These These   statistics statistics   do do   not not   reflect reflect   the the   fact fact   that that   many many   applications applications   are are  

altered altered   prior prior   to to   final final   submission submission   or or   even even   withheld withheld   from from   final final   submission submission   entirely, entirely,   often often   after after   an an  


indication indication   that that   a a   judge judge   would would   not not   approve approve   them."); them.");   Remarks Remarks   of of   John John   Carlin, Carlin,   Acting Acting   Assistant Assistant  

(Cont'd.) (C ont'd.) 
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reviewing reviewing   a a   draft draft   of of   this this   report, report,   NSD NSD   stated stated   tthat hat   iit t   iis s   ccurrently urrently   cconsidering onsidering  

whether whether   to to   revise revise   the the   methodology methodology   for for   counting counting   wwithdrawn ithdrawn   aapplications. pplications.  

B. B.   Business Business   Records Records   Orders Orders   by by   FFBI BI   FField ield   OOffice ffice  

The The   OIG OIG   analyzed analyzed   the the   number number   of of   FBI FBI ffield ield   ooffices ffices   wwith_!Pproved ith_!Pproved   bbusiness usiness  

records 
records   

orders 
orders   

in 
in   

2012 
2012   

through 
through   

2014. 
2014.   

We 
We   d

determined 
etermined   t

that• 
hat   ·   o

of 
f   t

the 
he   F

FBI's 
BI's   5

56 
6  

field offices obtained business records orders during this period. 443 3  
The   following  field   offices   obtained   business   records   orders   during   this   period.   The following 

3 3   field field   offices offices   had had   the the   most most   a a   roved roved   business business   rrecords ecords   oorders rders   dduring uring   oour ur   rreview eview  

period: period:   . SSixteen ixteen   ffield ield  

offices offices   each each   had had   between between   and and   business business   rrecords ecords   oorders rders   aapproved pproved   bbetween etween  

2012 2012   and and   2014. 2014.   The The   remaining remaining   37 37   field field   offices offices   eeach ach   hhad ad   ffewer ewer   t  thanh  a  n  ■ .   bbusiness usiness  

records 
records   

orders 
orders   

approved 
approved   

during 
during   

our 
our   

review 
review   p

period. 
eriod.  

C. C.   Analysis Analysis   of of   Business Business   Records Records   OOrders rders  

We We   also also   analyzed analyzed   various various   characteristics characteristics   oof f   tthe he   bbusiness usiness   rrecords ecords   oorders rders  

during during   our our   review review   period. period.   Factors Factors   we we   considered considered   iincluded ncluded   tthe he   ttype ype   oof f  

information information   requested, requested,   the the   type type   of of   underlying underlying   iinvestigation nvestigation   ((e.g., e.g., 

counterterrorism, 
counterterrorism,  

counterintelligence, 
counterintelligence,  

or 
or  

cyber), 
cyber),  the  status  of  the  subject  of  the      

the 
 

status 
 

of 
 

the 
 

subject 
 

of 
 

the 
investigation 
investigation  

(either 
(either  

a 
a  

U.S. 
U.S.  

person 
person  

or 
or  

non-U.S. 
non-U.S.  p

person), 
erson),  a

and 
nd  t

the 
he  t          

timeliness 
imeliness  o 

of 
f  

the 
the  

business 
business  

records 
records  

process. 
process.     

To 
To  

conduct 
conduct  

this 
this  

analysis, 
analysis,  

we 
we  e  

excluded
x  c  lu  d  e  

■ 
d  .  o

of 
f  t

the 
he  5

561 
61  t

total 
otal  business  records            

business 
 

records 
orders 
orders  

in 
in  

our 
our  

dataset 
dataset  

based 
based  

upon 
upon  

the 
the  

unique 
unique  c

characteristics 
haracteristics  of  those  orders.           

of 
 

those 
 

orders. 
-- of of  the the  excluded excluded  business business  records records  orders orders  iinvolved nvolved  the  bulk  collection  of          the  bulk  collection  of 
information information  , wwhich hich  wwe e  bbriefly riefly  aaddress ddress  in  Sect n  V       in  Section io  V 

of of  this this  report. report.  business business  records records  orders orders  iinvolved nvolved  restricted         restricted 
counterespionage counterespionage  investigations investigations  and and  were were  hhandled andled  ooutside utside  oof f  FFISAMS. ISAMS.  FFinally, inally,          

one one  order order  was was  an an  administrative administrative  document document  mmemorializina..!b,,e emorializina..!b.,e  Final  Procedures.         Final  Procedures. 
Therefore, Therefore,  the the  dataset dataset  in in  our our  analysis analysis  includes includes  a  a ttotal otal  o  of -f  - aapproved pproved  b           business usiness  

records records  from from  2012 2012  through through  2014. 2014.      

Figure Figure  2 2  shows shows  the the  number number  of of  business business  rrecords ecords  oorders rders  iincluded ncluded  iin n  o r     our u        

analysis, analysis,  by by  calendar calendar  y  year. ear.   

Attorney Attorney   General General   for for   National National   Security, Security,   at at   the the   American American   B  Bar ar   AAssoc. ssoc.   HHomeland omeland   SSecurity ecurity   LLaw aw  

Institute Institute   (Jun. (Jun.   20, 20,   2013) 2013)   ("That ("That   the the   [Foreign [Foreign   Intelligence Intelligence   SSurveillance urveillance   CCourt ourt   ((FISC)] FISC)]   uultimately ltimately  

denies denies   very very   few few   applications applications   is is   simply simply   a a   reflection reflection   of of   tthe he   uunique nique   nnature ature   oof f   eex x  parte parte  FFISC ISC  


proceedings proceedings   . .   . .   . .   . .   [T]he [T  ]he   Department Department   of of   Justice Justice   has has   ''an an   iindependent ndependent   oobligation bligation   tto o   ddetermine etermine   tthat hat  

every every   FISA FISA   application application   meets meets   the the   statutory statutory   standard standard   bbefore efore   wwe e   ssubmit ubmit   iit' t '   aand nd   ttreats reats   tthat hat   oobligation bligation  

with with   the the   utmost utmost   seriousness seriousness   and and   care."). care.").  

43 43  The The   ■■■■■■■■I field field   offices offices   ssubmitted ubmitted   bbusiness usiness   rrecords ecords   rrequests equests   dduring uring  

our our   review review   period, period,   but but   those those   requests requests   were were   later later   withdrawn. withdrawn.  
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FIGURE FIGURE   2 2  


Total Total   Number Number of of   Business Business   Records Records   Orders Orders   Included Included   in in   Analysis, Analysis,  

2012-2014 2012-2014 

Source: Source:  FBI. FBI. 


1. 1.   Types Types   of of   Investigations Investigations   from from   which which   Business Business   RRecords ecords  

Orders Orders   Originated Originated  

First, First,   we we   examined examined   the the   ty~ of of   investigations investigations   ffrom rom   wwhich hich   b si e s  ~  business u n st y 

records records   orders orders   originated. originated.   The The   -- business business   rrecords ecords   oorders rders   wwe e   rreviewed eviewed  

originated originated   from from   counterintelligence counterintelligence   (CI), (CI),   ccounterterrorism ounterterrorism   ((CT), CT),   aand nd   ccyber yber  

investigations. investigations.   Figure Figure   3 3   shows shows   the the   numbers numbers   oof f   bbusiness usiness   rrecords ecords   oorders rders  

approved approved   in in   each each   type type   of of   investigation. investigation.  

FIGURE FIGURE   3  3 

Types Types   of of   Investigations Investigations   from from   which which   Business Business   Records Records   Orders Orders   OOriginated, riginated,  

2012-2014 2012-2014 

Source: Source:   NSD NSD   and and   FBI. FBI.  


We We   found found   that that   business business   records records   orders orders   were were   used used   ffar ar   mmore ore   ffrequently requently   iin n  


counterintelligence counterintelligence   inv~ations i n v ~ a t i o n s  than than   iin n   ccounterterrorism ounterterrorism   oor r   ccyber yber  

investigations. investigations.   Of Of   the the   -- total total   orders orders   we we   analyzed, analyzed,   ·  - wwere ere   oobtained btained   iin n  


counterintelligence investigations~), i n v e s t i g a t i o n s ~ ) , .  counterintelligence   - iin n   ccounterterrorism ounterterrorism  

investigations(_), i  n  v  e  s  t  i  g  a  t  i  o  n  s  (  - )  ,   and and   ~nvestigations ( - ) .  Figure ~ n v e s t i g a t i o n s  (-). Figure 
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4 4   shows shows   that that   this this   gap gap   increased increased   during during   our our   review review   pperiod, eriod,   dduring uring   wwhich hich   tthe he  

usage usage   of of   business business   records records   orders orders   in in   counterintelligence counterintelligence   iinvestigations nvestigations   iincreased ncreased  

slightly, slightly,   while while   the the   orders' orders'   usage usage   decreased decreased   more more   ssubstantially ubstantially   iin n   bboth oth  

counterterrorism counterterrorism   and and   cyber cyber   investigations. investigations.  

FIGURE FIGURE   4 4  


Usage Usage   of of   Business Business   RRecords ecords   OOrders rders  

By Investigation Type, 22012-2014 012-2014  

Source: 
Source:   

FBI. 
FBI.  


When When   asked asked   about about   this this   disparity, disparity,   agents agents   told told   uus s   tthat hat   bbusiness usiness   rrecords ecords  

orders orders   frequently frequently   are are   the the   only only   option option   available available   iin n   ccounterintelligence ounterintelligence  

investigations investigations   given given   the the   nature nature   and and   classification classification   of of   the the   iinformation nformation   iinvolved. nvolved.   BBy y  


contrast, contrast,   agents agents   handling handling   counterterrorism counterterrorism   and and   ccyber yber   iinvestigations nvestigations   ccan an   iin n   ssome ome  

instances instances   open open   a a   parallel parallel   criminal criminal   investigation investigation   aand nd   uuse se   tthe he   ggrand rand   jjury ury   pprocess rocess  

to to   obtain obtain   the the   same same   information information   more more   quickly quickly   and and   with with   less less   ooversight versight   tthan han   a  a 

business business   records records   order. order.   As As   described described   in in   more more   detail detail   bbelow, elow,   aagents gents   ttold old   tthe he   OOIG IG  


that that   the the   business business   records records   process process   frequently frequently   takes takes   several several   mmonths, onths,   vversus ersus  

several several   weeks weeks   to to   obtain obtain   a a   rand rand   ·u sub sub   oena. na.   This This   was was   articularly rticularly   ttrue rue   iin n  


c ber cases 
(

(.) 
.)

-
. 

), ,   during during   the the   reporting reporting   pperiod, eriod,   aas s   ddiscussed iscussed   bbelow. elow.  

2. 2.   Subjects Subjects   of of   Business Business   Records Records   OOrders rders  

We We   also also   analyzed analyzed   approved approved   business business   records records   oorders rders   tto o   ddetermine etermine   tthe he  

number number   of of   orders orders   that that   had had   U.S. U.S.   persons persons   and and   non-U.S. non-U.S.   ppersons ersons   aas s   ssubjects ubjects   oof f   tthe he  

underlying underlying   investigations. investigations.   We We   found found   that that   U.S. U.S.   ppersons ersons   wwere ere   llisted isted   aas s   ssubjects ubjects   iin n  


-·   orders, orders,   while while   non-U.S. non-U.S.   persons persons   were were   listed listed   aas s   ssubjects ubjects   i  in n  - .  oorders. rders.   --
orders orders   identified identified   both both   a a   U.S. U.S.   person person   and and   a a   non-U.S. non-U.S.   person person   aas s   ssubjects ubjects   oof f   tthe he  

underlying underlying   investigations. investigations.  
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33. .   TTypes ypes   oof f   RRecords ecords   RRequested equested   in in   Approved Approved   Business Business  

RRecords ecords   OOrders rders   FFiled iled   on on   Behalf Behalf of of   the the   FBI FBI  

Next, 
Next,   w

we 
e   e

examined 
xamined   o

our 
ur   d

dataset 
ataset   f

for 
or   

the 
the   

types 
types   

of 
of   

business 
business   

records 
records  

requested 
requested   d

during 
uring   o

our 
ur   r

review 
eview   p

period. 
eriod.   F

Figure 
igure   

5 
5   

shows 
shows   

the 
the   

types 
types   

of 
of   

records 
records  

requested, requested,   aas s   wwell ell   aas s   tthe he   nnumber umber   oof f   oorders rders   rrequesting equesting   each each   type type   of of   record. record.  

FFIGURE IGURE   5  5 

TTypes ypes   oof f   RRecords ecords   RRequested equested   iin n   BBusiness usiness   Records Records   Orders, Orders,  

22012 012 tthrou hro   h 2014 2014  

44 

45 ecor s etai mg . 
46 Records detailing customer 
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We found e c o r ~ d  We   found   t  thath  a  ■ r t  .   different different   types types   of of   recor~d dduring uring   oour ur  

review review   period. period.   Transactional Transactional   records records   for for   e-mail e  -  ----m  a  i  l  ~   aaccounts ccounts  

~ were were   the the   most most   common common   type type   of of   records records   ,    requested, requested  ~ ac~,r a c ~ , r . ■ 
-- of of   the the   non-bulk non-bulk   business business   records records   orders orders   we we   reviewed reviewed   (  (-­- -

records). 48 48  

records).   The T  h  -e  .   business business   records records   oorders rders   rrequesting equesting   EECTRs CTRs   bbetween etween   22012 012  

and and   2014 2014   are are   a a   dramatic dramatic   increase increase   f  from r  o  -m  -  aapproved pproved   orde~ng E 
 ECTRs CTRs  o r d e ~ n g 

in in   the the   OIG's OIG's   previous previous   review review   period, period,   which which   cconstituted onstituted   oonly nly   --- - oof f   tthe he  

approved approved   non-bulk non-bulk   orders orders   between between   2007 2007   and and   22009. 009.  

We We   found found   that that   the the   increase increase   in in   business business   rrecords ecords   oorders rders   ffor or   EECTRs CTRs   wwas as  


primarily primarily   due due   to to   a a   significant significant   change change   in in   the the   use use   oof f   NNSLs. SLs.   IIn n   llate ate   22009, 009,   IInternet nternet  

~gan refusing refusing   to   provide   transactional   information   for   e  - m  a  i  l  .  ~  g  a  n   to provide transactional information for e-mail -
~ accounts in in   response response   to to   an an   NSL, NSL,   requiring requiring   tthe he   FFBI BI to   use   b~ a c c o u n t s  to use business usiness  

records records   orders orders   to obtain  

 the same 449 9 
to  obtain   the   same   information. information.   CConsequently, onsequently,   tthe he   nnumber umber   oof f  

business business   records records   orders orders   went went   up up   "exponentially." "exponentially."  

Interviews Interviews   with with   FBI FBI and and   Department Department   ppersonnel ersonnel   ssupported upported   tthis his   cconclusion. onclusion.  

One One   NSLB NSLB   attorney attorney   described described   business business   records records   oorders rders   aas s   a  a  uused sed  


to to   obtain obtain   transactional transactional   records records   that that   were were   previously previously   oobtained btained   tthrough hrough   NNSLs. SLs.  


Several Several   agents agents   told told   us us   that that   a a   business business   records records   oorder rder   wwas as   ttheir heir   oonly nly   ooption ption   oonce nce  

providers providers   refused refused   to to   accept accept   NSLs NSLs   for for   transactional transactional   iinformation. nformation.   MMany any   aagents gents  

expressed expressed   frustration frustration   at at   having having   to to   utilize utilize   the the   business business   rrecords ecords   pprocess rocess   iinstead nstead   oof f  

NSLs, NSLs,   because because   an an   NSL NSL   requires requires   only only   field field   office office   approval approval   aand nd   ttakes akes   a  a  ffew ew   wweeks eeks  

to to   obtain obtain   rather rather   than than   the the   several several   months months   that that   can can   bbe e   rrequired equired   ffor or   a  a  bbusiness usiness  

records 
records   

order. 
order.  

However, 
However,   

the 
the   

number 
number   

of 
of   

non-ECTR 
non-ECTR   

business 
business   r

records 
ecords   o

orders 
rders   a

also 
lso   i

increased 
ncreased  

significantly significantly   compared compared   to to   the the   previous previous   review review   period. period.   TThere here   w  were e  r  -e  .   bbusiness usiness  

records 
records   

orders 
orders   

for 
for   

non-ECTR 
non-ECTR   

information 
information   

during 
during   

our 
our   c

current 
urrent   r

review 
eview   p

period, 
eriod,   a

as 
s  


opposed 
opposed   t  

to
o  

■ 
.   

between 
between   

2007 
2007   

and 
and   

2009. 
2009.   

We 
We   

asked 
asked   

FBI 
FBI a

and 
nd   N

NSD 
SD   p

personnel 
ersonnel  

about 
about   

the 
the   

reasons 
reasons   

for 
for   

the 
the   

increase 
increase   

in 
in   

non-ECTR 
non-ECTR   

business 
business   

records 
records   o

orders. 
rders.   S

Some 
ome  

witnesses 
 

attributed 
 

the 
 

increase 
       witnesses  attributed  the  increase  

to 
to  

agents' 
agents'  

growing 
growing  a

awareness 
wareness  o

of 
f  a

and 
nd  c

comfort 
omfort  

48  

Business   records   orders  

ECTRs included requests for 
business reco 

requested e-mail account 
account   

information 
information   
;  u  e  s  t  e  d   e - m a i ~  

and 
and  

49 49  As As   described described   in in   the the   OIG's OIG's   August August   2014 2014   report report   oon n   tthe he   FFBI's BI's   UUse se   oof f   NNational ational   SSecurity ecurity  

Letters, Letters,   Internet Internet   providers providers   began began   refusing refusing   to to   produce produce   ECTRs ECTRs   iin n   rresponse esponse   tto o   NNSLs SLs   aaround round  

November November   2009. 2009.   The The   FBI FBI historically historically   had had   relied relied   oon n   SSection ection   22709(b) 709(b)   oof f   tthe he   EElectronic lectronic  

Communications Communications   Privacy Privacy   Act Act   (ECPA) (ECPA)   for for   authority authority   to to   obtain obtain   EECTRs CTRs   uusing sing   NNSLs. SLs.   IIn n   NNovember ovember   22008, 008,  

however, however,   the the   Department's Department's   Office Office   of of   Legal Legal   Counsel Counsel   ((OLC) OLC)   iissued ssued   aan n   oopinion pinion   iinterpreting nterpreting   SSection ection  

2709(b) 2709(b)   as as   authorizing authorizing   communications communications   providers providers   to to   produce produce   ffour our   eexclusive xclusive   ccategories ategories   oof f  

information information   in in   response response   to to   an an   NSL: NSL:   subscriber subscriber   name, name,   address, address,   length length   oof f   sservice, ervice,   aand nd   llocal ocal   aand nd  


long long   distance distance   toll toll   billing billing   records. records.   Although Although   the the   OLC OLC   opinion opinion   did did   nnot ot   specifically specifically   ffocus ocus   oon n   EECTRs, CTRs,  


one one   Internet Internet   provider provider   argued argued   that that   Section Section   2709(b) 2709(b)   did did   not not   give give   tthe he   FFBI BI aauthorit utho   tto o   com el e-mail ail  

transactional transactional   records records   usin usi   an an   NSL N   and and   several several   oother ther   roviders ers   ffollowed ollowed   ssuit. uit  
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with with   the the   business business   records records   process, process,   while while   others others   were were   uunable nable   tto o   pprovide rovide   aan n  


explanation explanation   for for   it. it.  

An An   NSD NSD   Deputy Deputy   Unit Unit   Chief Chief   noted noted   that that   the the   nnumber umber   oof f   bbusiness usiness   rrecords ecords  

orders orders   reached reached   its its   peak peak   in in   2012 2012   and and   has has   declined declined   aannually nnually   ssince ince   tthen, hen,   aand nd   tthat hat  

the the   number number   of of   ECTR ECTR   requests requests   has has   declined declined   more more   than than   oother ther   ttypes ypes   oof f   rrequests. equests.  

The The   Deputy Deputy   Unit Unit   Chief Chief   said said   that that   the the   Snowden Snowden   revelations revelations   hhave ave   pplayed layed   a  a  rrole ole   iin n  


this this   decline, decline,   both both   in in   terms terms   of of   the the   stigma stigma   attached attached   to to   use use   oof f   SSection ection   2215 15   aand nd  

increased increased   resistance resistance   from from   providers. providers.   The The   Deputy Deputy   UUnit nit   CChief hief   sstated, tated,   ""I I  tthink hink   tthat hat  

it's it's   possible possible   that that   folks folks   ... .  .  .   have have   decided decided   it's it's   not not   worth worth   ppursuing ursuing   [[business business  

records records   orders], orders],   you you   know, know,   obviously obviously   things things   haven't haven't   been been   ggreat reat   wwith ith   pproviders roviders  

since since   Snowden Snowden   either." either."  

In In  comments   comments  provided provided  I to to   the the   OIG OG   after after  reviewing reviewing  a    a ddraft raft  oof f  tthis his  rreport, eport,      

NSD NSD  stated stated  that that  the the  degree degree  to to  which which  the the  Snowden Snowden  ddisclosures isclosures  aaffected ffected  the             the 
number number  of of  business business  records records  applications applications  was was  spe   speculative, culative,  a    and nd  aattributed ttributed  tthe he    

FBI's FBI's  increasing increasing  use use  of of  taskings taskings  under under  SSection ection  7702 02  aas s  llikely ikely  a  a ""notable notable  c            cause" ause"  in   in 

the the  decrease decrease  in in  business business  records records  requests. requests.  NNSD SD  sstated tated  that  during  the  relevant          that  during  the  relevant 
period period  (and (and  continuing continuing  today) today)  it it  suggested suggested  tthat hat  FFBI BI wwithdraw ithdraw  bbusiness usiness  records            records 
requests requests  for for  accounts accounts  used used  by by  non-U.S. non-U.S.  persons persons  located  overseas  that  can         located  overseas  that  can 

instead 550 0 
instead  be be  tasked tasked  under under  Section Section  .    702. 702   

4. 4.   Timeliness Timeliness   of of the the   Business Business   RRecords ecords   PProcess rocess  

Lastly, 
Lastly,   

we 
we   

examined 
examined   

the 
the   

median 
median   

length 
length   

of 
of   t

time 
ime   i

it 
t   t

took 
ook   f

for 
or   b

business 
usiness  

records 
records   

orders 
orders   

to 
to   

move 
move   

through 
through   

the 
the   

approval 
approval   

process, 
process,   

including 
including   t

the 
he   o

overall 
verall  

length 
length   

of 
of   

time 
time   

from 
from   

initiation 
initiation   

of 
of   

a 
a   

FISAMS 
FISAMS   

request 
request   

to 
to   F

FISA 
ISA   C

Court 
ourt   a

approval 
pproval   a

and 
nd  

the the   amount amount   of of   time time   spent spent   in in   each each   phase phase   of of   the the   business business   rrecords ecords   pprocess. rocess.   AAs s   wwe e  

describe 
describe   

in 
in   

more 
more   

detail 
detail   

below, 
below,   

we 
we   

did 
did   

not 
not   

identify 
identify   a  

a 
 

particular 
particular   p

phase 
hase   o

of 
f   t

the 
he  

business 551 1 

business   

records 
records   

approval 
approval   

process 
process   

that 
that   

was 
was   

responsible 
responsible   f

for 
or   d

delays. 
elays.   

Our Our   review review   also also   evaluated evaluated   whether whether   particular particular   ccharacteristics haracteristics   oof f   bbusiness usiness  

records records   orders orders   affected affected   the the   time time   it it   took took   for for   a a   business business   rrecords ecords   oorder rder   tto o   mmove ove  

50 50  Section Section   702 702   of of   the the   FISA FISA   Amendments Amendments   Act Act   allows allows   tthe he   ggovernment overnment   tto o   aacquire cquire   fforeign oreign  

intelligence intelligence   by by   targeting targeting   non-U.S. non-U.S.   persons persons   reasonably reasonably   believed believed   tto o   bbe e   ooutside utside   tthe he   UUnited nited   SStates. tates.  

Under Under   Section Section   702, 702,   the the   government government   is is   not not   required required   to to   obtain obtain   individual individual   ssurveillance urveillance   oorders rders   ffrom rom  

the the   FISA FISA   Court. Court.   Instead, Instead,   the the   FISA FISA   Court Court   approves approves   targeting targeting   procedures procedures   to to   eensure nsure   tthat hat   tthe he  

government government   targets targets   only only   non-U.S. non-U.S.   persons persons   reasonably reasonably   believed believed   to to   be be   outside outside   tthe he   UUnited nited   SStates, tates,  

and and   minimization minimization   procedures procedures   to to   guard guard   against against   the the   inadvertent inadvertent   collection, collection,   rretention, etention,   aand nd  


dissemination dissemination   of of   U.S. U.S.   person person   information. information.  

51 51   In In   comments comments   provided provided   to to   the the   OIG OIG   after after   reviewing reviewing   a a   ddraft raft   oof f   tthis his   rreport, eport,   NNSD SD   hhighlighted ighlighted  

the the   importance importance   of of   the the   expedite expedite   process process   for for   business business   records records   applications. applications.   NNSD SD   sstated tated   tthat hat   iit t   hhad ad  


worked worked   closely closely   with with   FBI FBI over over   the the   years years   to to   establish establish   an an   expedite expedite   process process   through through   wwhich hich   FFBI BI  


management management   can can   request request   that that   a a   FISA FISA   request, request,   including including   a a   business business   records records   rrequest, equest,   bbe e   pprocessed rocessed  

immediately. immediately.   According According   to to   NSD, NSD,   this this   has has   resulted resulted   in in   some some   applications applications   being being   pprocessed rocessed   iin n   a  a  ssingle ingle  

day. day.   We We   agree agree   that that   the the   expedite expedite   process process   is is   an an   important important   procedure procedure   that that   allows allows   NNSD SD   aand nd   FFBI BI tto o  

move move   applications applications   quickly quickly   when when   operationally operationally   necessary. necessary.   However, However,   given given   the the   iinfrequency nfrequency   wwith ith  

which which   the the   expedite expedite   process process   is is   used used   for for   business business   records records   requests, requests,   we we   ddo o   not not   bbelieve elieve   iit t   iimpacts mpacts   oour ur  

overall overall   analysis analysis   of of   the the   timeliness timeliness   of of   the the   business business   records records   process. process.   As As   noted noted   bbelow elow   iin n   ffootnote ootnote   554, 4,  

only only   •• business business   records records   requests requests   we we   examined examined   followed followed   an an   eexpedited xpedited   oor r   aamended mended  

approval approval   process. process.  
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tthrough hrough  the the  approval approval  process. process.  TTo o  ddo o  tthis, his,  we we  first first  examined examined  tthe he  mmedian edian  aamount mount 

oof f  ttime ime  it it  took took  for for  a a  business business  rrecords ecords  oorder rder  to to  be be  approved approved  from from  tthe he  ttime ime  tthe he 

rrequest equest  was was  initiated initiated  in in  FISAMS, FISAMS,  tto o  tthe he  time time  the the  order order  was was  sent sent  tto o  tthe he  FFISA ISA 


CCourt ourt  for for  approval. approval.  We We  then then  aaggregated ggregated  the the  business business  records records  oorders rders  bby y  tthe he 

ffollowing ollowing  characteristics: characteristics:  ttype ype  oof f  rrecords ecords  requested, requested,  type type  of of  uunderlying nderlying 

iinvestigation, nvestigation,  whether whether  the the  ssubject ubject  oof f  tthe he  investigation investigation  was was  a a  UU.S. .S.  pperson, erson,  and and  by by 

ooriginating riginating  field field  office. office.  We We  ccompared ompared  the the  aggregated aggregated  median median  nnumber umber  oof f  ddays ays 

ffor or  each each  of of  these these  characteristics characteristics  tto o  ddetermine etermine  whether whether  any any  orders orders  ssharing haring  a a 

ssimilar imilar  characteristic characteristic  took took  llonger onger  tto o  bbe e  aapproved. pproved.  Based Based  on on  tthis his  aanalysis, nalysis,  wwe e 

cconcluded oncluded  that that  these these  factors factors  hhad ad  nno o  aappreciable ppreciable  effect effect  on on  timeliness. timeliness. 

a. a.  OOverall verall  LLength ength  of of  Time Time for for  Business Business  RRecords ecords 

OOrders rders  AApproval, pproval,  2012-2014 2012-2014 

First, First,  we we  examined examined  tthe he  ooverall verall  llength ength  of of  time time  it it  took took  for for  bbusiness usiness  rrecords ecords 

oorders rders  to to  go go  from from  initiation initiation  iin n  tthe he  FForeign oreign  Intelligence Intelligence  Surveillance Surveillance  AAct ct 

MManagement emen System (FISAMS) 552 2  
anag t  System  (FISAMS) tto o We  found  that   aapproval pproval  by by  the the  FISA FISA  Court. Court.  We found that 

iit t  ttook ook  a a  median median  of of  115 115  days days  ((almost almost  4 4  mmonths) onths)  for for  a a  business business  rrecords ecords  oorder rder  tto o 
move through the approval process duri~ew period. 553 3 
move  through  the  approval  process  d u r i ~ e w  period.  --

-- o f of the the  business business  records records  oorders rders  c( ..... . -- orders) orders)  were were  pprocessed rocessed  iin n  4 4 

months or less during our review period. 554 4  
months or less during our review period. Figure Figure  6 6  illustrates illustrates  tthe he  aamount mount  oof f        

ttime ime  bbusiness usiness  records records  took took  tto o  mmove ove  tthrough hrough  the the  business business  records records  oorders rders 

aapproval pproval  process. process. 

552 2  As As  discussed discussed  in in  Section Section  I11.B, I .B ,  tthe he  pprocess rocess  to to  obtain obtain  a a  Section Section  215 215  oorder rder  ggenerally enerally 

iinvolves nvolves  FBI FBI field field  office office  initiation initiation  aand nd  rreview, eview,  FFBI BI HHeadquarters eadquarters  review review  by by  NNSLB SLB  aand nd  tthe he 

CCounterterrorism ounterterrorism  or or  Counterintelligence Counterintelligence  ssubstantive ubstantive  desk, desk,  NSD NSD  review, review,  and and  rreview eview  aand nd  aapproval pproval 

bby y  tthe he  FFISC. ISC. 


553 3  A A  median median  was was  used used  iinstead nstead  oof f  aan n  aaverage verage  in in  this this  case case  because because  tthe he  ddatasets atasets  hhad ad  sseveral everal 

nnumber umber  outliers outliers  artificially artificially  inflating inflating  tthe he  aaverage. verage. 

554 4  For For  purposes purposes  of of  our our  ttimeliness imeliness  aanalysis, nalysis,  we we  eexcludedxcluded  ■■■■ rrecords ecords  iin n  oour ur 

ddataset ataset  bbecause ecause  those those  records records  ffollowed ollowed  eexpedited xpedited  or or  amended amended  approval approval  processes. processes.  BBecause ecause  these these 

iinvestigations nvestigations  were were  not not  entered entered  iinto nto  FFISAMS, ISAMS,  wwe e  do do  not not  have have  information information  aas s  tto o  hhow ow  llong ong  tthey hey  ttook ook 

tto o  pprocess. rocess. 
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FIGURE FIGURE   6 6  


Business Business   Records Records   Orders Orders   Approval Approval   Time, Time,   2012-2014 2012-2014  

Source: Source:  FBI. FBI. 


b. b.   Length Length   of of Time Time   in in   Each Each   Phase Phase   of of the the   Approval Approval  

Process, Process,   2012-2014 2012-2014  

We We   also also   examined examined   the the   length length   of of   time time   business business   records records   orders orders   spent spent   in in  


each each   phase phase   of of   the the   approval approval   process process   (field (field   office, office,   NSLB, NSLB,   NSD, NSD,   and and   final final   approval) approval)  

during during   our our   review review   period. period.   We We   found found   that that   business business   records records   orders orders   spent spent   the the   least least  

amount amount   of of   time time   in in   the the   field field   office office   phase phase   of of   the the   approval approval   process process   -- a a   median median   of of   16 16  

days. 55 55  Despite Despite   testimony testimony   from from   witnesses witnesses   attributing attributing   delays delays   in in   the the   process process   to  days.   to 
various various   bottlenecks bottlenecks   at at   FBI FBI Headquarters, Headquarters,   in in   NSD, NSD,   or or   in in   obtaining obtaining   final final   signatures, signatures,  

we we   were were   unable unable   to to   identify identify   a a   particular particular   phase phase   of of   the the   process process   that that   was was  

responsible responsible   for for   delays. delays.   Orders Orders   spent spent   a a   median median   of of   40 40   days days   with with   NSLB NSLB   and and   a a  


median median   of of   33 33   days days   in in   the the   NSD NSD   phase e  of 56  

phas  of   the t  rova  process. 56 
he  approval app l  process.   We We   found found   that that  

the the   FBI FBI took took   a a   median median   of of   2 2   weeks weeks   to to   obtain obtain   final final   approval approval   signatures signatures   from from   NSLB NSLB  


and and   the the   FBI FBI Deputy Deputy   General General   Counsel. Counsel.  

55 55  As As   described described   above, above,   the the   field field   office office   phase phase   of of   the the   approval approval   process process   usually usually   includes includes   the the  

initiation initiation   of of   a a   business business   records records   request request   by by   case case   agent agent   in in   FISAMS, FISAMS,   and and   approval approval   from from   the the   following following  

supervisors: supervisors:   Supervisory Supervisory   Special Special   Agent, Agent,   Chief Chief   Division Division   Counsel, Counsel,   and and   the the   Assistant Assistant   Special Special   Agent Agent   in in  


Charge. Charge.  

56 56  In In   comments comments   provided provided   to to   the the   OIG OIG   after after   reviewing reviewing   a a   draft draft   of of   this this   report, report,   NSD NSD   noted noted   that that  

a a   substantial substantial   amount amount   of of   the the   time time   between between   NSD's NSD's   receipt receipt   of of   a a   business business   records records   request request   and and   the the  

finalization finalization   of of   the the   application application   involves involves   a a   back back   and and   forth forth   with with   FBI FBI personnel personnel   who who   review review   the the   draft draft  

and and   provide provide   answers answers   to to   questions questions   from from   NSD. NSD.  
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. HHe e   told told   the the   OIG OIG   that that   it it  

has has   been been   ccommon ommon   ppractice ractice   to to   use use   the the   FISA FISA   pprocess rocess   aand nd   NNSLs SLs   in in   cyber cyber   cases, cases,   but but  

that that   given given   pproviders' roviders'   resistance resistance   to to   NSLs NSLs   and and   ddelays elays   iin n   oobtaining btaining   FISA FISA   orders, orders,  

36 

AAs s   ddescribed escribed   aabove, bove,   FISA FISA   Court Court   rules rules   pprovide rovide   ffor or   ssubmission ubmission   of of   a a   "read" "read"  

copy copy   no no   llater ater   tthan han   7  7  ddays ays   before before   the the   government government   sseeks eeks   tto o   hhave ave   the the   matter matter  

entertained entertained   bby y   tthe he   CCourt. ourt.   Our Our   analysis analysis   included included   tthe he   ttime ime   tthat hat   aapplications pplications   and and  

proposed proposed   oorders rders   wwere ere   wwith ith   the the   FISA FISA   Court Court   tto o   pprovide rovide   tthe he   mmost ost   accurate accurate  

measurement measurement   oof f   tthe he   ttime ime   needed needed   for for   the the   FBI FBI tto o   oobtain btain   bbusiness usiness   records records   orders. orders.  

While While   we we   ddo o   nnot ot   hhave ave   ccomplete omplete   data data   regarding regarding   tthe he   FFISA ISA   CCourt's ourt's   pprocessing rocessing   of of  

business business   rrecords ecords   aapplications, pplications,   we we   were were   informed informed   tthat hat   ""read" read"   ccopies opies   generally generally   are are  

provided provided   tthe he   wweek eek   bbefore, efore,   and and   the the   orders orders   ssigned igned   wwithin ithin   a  a  dday ay   or or   two two   of of  

submission submission   oof f   tthe he   ffinal inal   application. application.   No No   witnesses witnesses   ccited ited   ddelays elays   with with   the the   FISA FISA  


Court Court   as as   aan n   iissue. ssue.  

cc. .  Overall Overall  Timeliness Timeliness 

IIn n   iinterviews nterviews   wwith ith   the the   OIG, OIG,   agents agents   expressed expressed   cconcern oncern   wwith ith   the the   timeliness timeliness  

of of   the the   bbusiness usiness   rrecords ecords   orders orders   approval approval   process. process.   MMany any   aagents gents   we we   interviewed interviewed  

told told   us us   tthat hat   tthe he   pprocess rocess   ffor or   obtaining obtaining   a a   business business   rrecords ecords   oorder rder   was was   lengthy, lengthy,  

citing citing   the the   aamount mount   oof f   ddetail etail   required, required,   the the   multiple multiple   llayers ayers   oof f   aapproval, pproval,   and and   the the  

need need   to to   wwork ork   wwith ith   aattorneys ttorneys   to to   draft draft   the the   application. application.  

VVarious arious   aagents gents   ttold old   the the   OIG OIG   that that   the the   pprocess rocess   wwas as   a  a  ddeterrent eterrent   to to   seeking seeking  

another another   bbusiness usiness   rrecords ecords   order. order.   One One   counterterrorism counterterrorism   aagent gent   stated, stated,   "To "To   be be  


candid candid   wwith ith   yyou, ou,   II  ddon't on't   think think   I I ever ever   will will   [seek [seek   aanother nother   bbusiness usiness   records records   order]." order]."  

He He   explained explained   tthat hat   hhe e   ccould ould   be be   "waiting "waiting   for for   mmonths" onths"   bbefore efore   the the   order order   is is   approved approved  

and and   served, served,   aand nd   tthat hat   ""once once   a a   case case   is is   over, over,   iit's t's   nnot ot   rreally eally   oover," ver,"   because because   he he   has has  


to to   go go   through through   iinternal nternal   FFBI BI inspections, inspections,   as as   well well   aas s   ppossible ossible   iinspections nspections   from from   other other  

entities, entities,   iincluding ncluding   tthe he   OOIG. IG.   By By   contrast, contrast,   where where   tthere here   iis s   a  a  pparallel arallel   criminal criminal   case, case,  

he he   can can   cconsult onsult   wwith ith   tthe he   Assistant Assistant   United United   States States   AAttorney ttorney   ((AUSA) AUSA)   to to   confirm confirm   that that  

there there   is is   eenough nough   iinformation nformation   to to   obtain obtain   a a   grand grand   jjury ury   ssubpoena, ubpoena,   and and   receive receive   the the  

records records   mmuch uch   mmore ore   qquickly. uickly.  

AAgents gents   eexpressed xpressed   particular particular   concerns concerns   aabout bout   tthe he   iimpact mpact   of of   these these   delays delays   iin n  


cyber cyber   cases. cases.   OOne ne   aagent gent   said said   that that   the the   2 2   to to   3  3  mmonths onths   iit t   ttook ook   to to   obtain obtain   his his  

business business   rrecords ecords   oorder rder   was was   "ridiculous." "ridiculous."   He He   eexplained xplained   tthat hat   information information   moves moves  

quickly quickly   iin n   tthe he   ccyber yber   realm, realm,   stating: stating:  
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ssome ome   ccyber yber   ssquads quads   have have   begun begun   oopening pening   pparallel arallel   criminal criminal   ccases ases   oon n   fforeign oreign   actors actors  

aand nd   ffinding inding   wways ays   to to   develop develop   probable probable   ccause ause   to to   obtain obtain   criminal criminal   llegal egal   pprocess, rocess,  

aallowing llowing   tthem hem   to to   get get   data data   more more   uuickl ickl   aand nd   with with   less less   oversi oversi   ht. ht.   TThese hese   vviews iews   are are  

consistent consistent   wwith ith   the the  

NNSD SD   aand nd   NSLB NSLB   personnel personnel   wwe e   iinterviewed nterviewed   were were   aware aware   oof f   aagents' gents'  

ffrustrations rustrations   aand nd   said said   that that   their their   ddivisions ivisions   hhave ave   taken taken   steps steps   to to   iimprove mprove   tthe he  

bbusiness usiness   rrecords ecords   process. process.   WWhile hile   sseveral everal   NNSD SD   witnesses witnesses   said said   tthat hat   tthe he   vvolume olume   of of  

rrequests equests   ddid id   not not   significantly significantly   iimpact mpact   ttheir heir   processing processing   of of   business business   rrecords ecords   orders, orders,  

oone ne   NNSD SD   aattorney ttorney   acknowledged acknowledged   tto o   uus s   tthat hat   there there   had had   been been   delays delays   iin n   tthe he   process process  

"because "because   tthings hings   get get   backed backed   up." up."   AAn n   NNSD SD   DDeputy eputy   Unit Unit   Chief Chief   ttold old   tthe he   OOIG IG   that that  

NNSD SD   hhas as   iimplemented mplemented   "TurboFISA" "TurboFISA"   tto o   pprovide rovide   standardized standardized   llanguage anguage   aand nd  

sstreamline treamline   tthe he   drafting drafting   process process   ffor or   bbusiness usiness   records records   requests. requests.   NNSD SD   aalso lso   places places  

bbusiness usiness   rrecords ecords   applications applications   oon n   a  a  114-day 4-day   schedule, schedule,   requiring requiring   aattorneys ttorneys   to to  

aattend ttend   a  a  mmeeting eeting   with with   supervisors supervisors   tto o   eexplain xplain   the the   reasons reasons   ffor or   aany ny   ddelays. elays.   An An  


NNSLB SLB   aattorney ttorney   told told   the the   OIG OIG   tthat hat   hhe e   wwas as   ""embarrassed" embarrassed"   at at   how how   llong ong   tthe he   business business  

rrecords ecords   pprocess rocess   takes, takes,   stating, stating,   ""We We   aare re   aasking sking   for for   less less   [than [than   a  a  ffull ull   FFISA], ISA],   and and   it's it's  

ttaking aking   ttwice wice   as as   long." long."   He He   told told   tthe he   OOIG IG   tthat, hat,   although although   NSLB NSLB   ddoes oes   nnot ot   mmeasure easure  

tthe he   ttimeliness imeliness   of of   the the   business business   rrecords ecords   pprocess, rocess,   he he   thought thought   tthat hat   NNSLB SLB   hhas as  

sstreamlined treamlined   tthe he   way way   it it   handles handles   EECTR CTR   rrequests. equests.   Another Another   NSLB NSLB   aattorney ttorney   ttold old   the the  

OOIG IG   tthat hat   hhe e   tthought hought   ECTRs ECTRs   were were   bbeing eing   ddrafted rafted   and and   received received   bby y   tthe he   FFISA ISA   Court Court  

iin n   a  a  mmuch uch   mmore ore   expeditious expeditious   manner manner   tthan han   oother ther   types types   of of   requests requests   bbecause ecause   they they  

wwere ere   sso o   ccommon. ommon.  

AAs s   ddescribed escribed   above, above,   we we   examined examined   wwhether hether   the the   type type   of of   rrecords ecords   rrequested equested  

aaffected ffected   tthe he   timeliness timeliness   of of   the the   process process   aand nd   identified identified   no no   difference difference   bbetween etween   ECTR ECTR  


aand nd   nnon-ECTR on-ECTR   applications. applications.   WWe e   aalso lso   ddid id   nnot ot   see see   im im   rovements rovements   iin n   tthe he   ttimeliness imeliness  

oof f   EECTR CTR   re uuests ests   over over   the the   3-3- ear eriod: riod:  

oor r   aanalyze nalyze   22015 015   data. data.  

BBased ased   on on   agents' agents'   concerns concerns   aabout bout   ttimeliness, imeliness,   we we   recommend recommend   iin n   SSection ection   VI VI  

tthat hat   tthe he   FFBI BI and and   the the   Department Department   ccontinue ontinue   to to   pursue pursue   ways ways   to to   mmake ake   tthe he   bbusiness usiness  

records  process         records  process  more more  efficient, efficient,  pparticularly articularly  for for  applications applications  rrelated elated  tto o  ccyber yber  

ccases. 
ases.  

VV. .   SSELECTED ELECTED   SECTION SECTION   2215 15   OORDERS RDERS OBTAINED OBTAINED   BETWEEN BETWEEN   22012 012   AND AND  

22014 014  

IIn n   tthis his   section section   we we   describe describe   sselected elected   Section Section   215 215   applications applications   aand nd   orders orders  

oobtained btained   bby y   tthe he   FBI FBI between between   22012 012   aand nd   22014. 014.   We We   chose chose   these these   mmatters atters   tto o  

iillustrate llustrate   vvarious arious   uses uses   of of   Section Section   2215 15   aauthority. uthority.   For For   each each   sselected elected   uuse, se,   we we  

ssummarize ummarize   tthe he   underlying underlying   iinvestigation nvestigation   aand nd   describe describe   the the   material material   rrequested equested   and and  

aany ny   nnotable otable   iissues ssues   regarding regarding   tthe he   aapplication pplication   and and   order. order.   WWe e   tthen hen   ddescribe, escribe,  

wwhere here   aapplicable, pplicable,   the the   material material   pproduced roduced   iin n   response response   to to   the the   oorder, rder,   hhow ow   iit t   was was  

uused, sed,   aand nd   aany ny   compliance compliance   iincidents. ncidents.  

IIn n   aaddition, ddition,   in in   this this   section section   wwe e   ddiscuss iscuss   three three   compliance compliance   iincidents ncidents   that that  

aaffected ffected   nnumerous umerous   business business   rrecords ecords   oorders rders   during during   our our   review review   pperiod. eriod.   TThese hese  
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~ductions 
111111111111111, 
~  d  u  c  t  i  o  n  s   of full and partial~es p a r t i a l ~ e s  ~ntent) ~ n t e n t )  of   full   and   by by  

      .  .  .  .  .  .  .  .  .  .  ,  the the  production production  of of  e  e-mail - m  --a  i  l  - - b  by _, y  - '  and and  the the  

FBI's      FBI's  release release  of of  un-minimized un-minimized  data data  from  quarantined     from  quarantined  areas areas  of of  DWS DWS  before before  

agents    agents  conducted  conducted  their their  initial initial  review. review.  

Finally,      Finally,  we we  provide provide  a a  brief brief  overview overview  

-      - f  o  l  l  o  w  following  i  n  g  passage passage  of of  the the  USA USA  Freedom Freedom  Act. Act.  

A. A.   Selected Selected   Uses Uses   of of   Section Section   215 215   Authority Authority  

1. 1.   Business Business   Records Records   Orders Orders   in in .  1111 .  Related Related   FBI FBI  

Counterterrorism Counterterrorism Investigations Investigations  

In In   2012 2012   and and   2013, 2013,   an an   FBI FBI agent agent   o  obtainedb  t  a  in  e  ■ d  .   business business   records records   orders orders   and and  

submitted submitted   one one   ap a   lication ication   that that   was was   withdrawn withdrawn   after after   submission submission   to to   NSLB. NSLB.   These These  

were were   obtained obtained   in i   related related   counterterrorism counterterrorism   investi in   ations ations  

the the   FBI FBI opened opened   a a   full full   investigation investigation   

-· 
-· 

. .  The The  agent agent     stated stated  that that  the the     FBI FBI  


was was  concerned concerned  that that  these  individuals  wittingly  or  unwittingly  may  have     these  individuals  wittingly  or  unwittingly  may  have 
been been  tied tied  to to  a a  foreign foreign  power, power,  so so  they they  initiated initiated  preliminary  investigations  on  each           preliminary  investigations  on  each 

of 57  


of  them. 57 
them.    

.  111 .  of of   the the   business business   records records   orders orders   obtained obtained   in in   these these   cases cases   were were   for for  

electronic electronic   communication communication   transactional transactional   records, records,   while while   ~oess the   other   business  

records records   orders orders   and and   the the   withdrawn withdrawn   application application   were were   for-· for  

Below Below   we we   describe describe   these these   orders orders   and and   the the   withdrawn withdrawn   application, application,   the the   handling handling   of of  

the the   information information   received received   in in   response response   to to   the the   approved approved   orders, orders,   how how   the the  

information information   was was   used used   to to   further further   the the   investigation, investigation,   and and   any any   compliance compliance   incidents. incidents.  

57 57  Under Under   the the   FBl's FBI's   Domestic Domestic   Investigation Investigation   and and   Operations Operations   Guide Guide   (DIOG), (DIOG),   there there   are are   two two  

levels levels   of of   predicated predicated   national national   security security   investigations: investigations:   a a   preliminary preliminary   investigation, investigation,   which which   requires requires  

information information   or or   an an   allegation allegation   of of   a a   possible possible   threat threat   to to   national national   security, security,   and and   a a   full full   investigation, investigation,   which which  

requires requires   an an   articulable articulable   factual factual   basis basis   of of   a a   possible possible   threat threat   to to   national national   security. security.  
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a. a.   .  1111 .  RRequests equests   for for   Electronic Electronic   Communications Communications  

TTransactional ransactional   RRecords ecords   from from  

- (Section  215  (Section  215  Orders   Orders  IIssued ssued  DDecember ecember  

22012) 012)  

Between Between   April April   and and   AAugust ugust   22012, 012,   tthe he   agent agent   i  initiated n  i  t  i  a  t  e  - d  .   business business   rrecords ecords  

u

uests 
ests   

for 
   for  

electronic 
electronic  

communications 
communications  t

transactional 
  ransactional  

records 
records  

from 
from  

. The 
   The  

re 
u

uests 
   ests  s

sou 
ou  h

ht 
t  t

transactional 
ransactional  

data 
data  f

for 
or  

in 
 a

an 
 n  e

effort 
  in  ffort  t

to 
o  g

gather 
ather  

information 
          
information  

about 
about  

these 
these  i

individuals 
ndividuals  a

and 
nd  d

determine 
etermine  

whether 
whether  

they 
they  h

had 
ad  b

been 
een  i

in 
n  

contact             contact  with with  a a  foreign foreign  .E.2.Y!er. .E..2Y!er.  NNSLB SLB  aapproved pproved  the the  requests requests  in in  OOctober ctober  22012, 012,  aand nd  

the  t FISA  Court  issued      he  FISA  Court  i  s  s  u  e  - d  - sseparate eparate  oorders rders  in in  December December  2012. 2012.  

Each           Each  of of  these these  orders orders  rrequested equested  ""[a]II [a]ll  tangible tangible  things, things,  but but  not not  tthe he  

'contents'  of  any  communications       § 2510(8),  e.g., 'contents'  of  any  communications  aas s  ddefined efined  by by  18 18  U.S.C. U.S.C.  § 2510(8), e.g., 
eelectronic lectronic  mail mail  or or  subject subject  lline, ine,  aassociated ssociated  wwith ith  the the  [targeted [targeted  account] account]  .  .  .  from            ...  from 
tthe he  iinception nception  of of  the the  targeted targeted  aaccount ccount  tto o  tthe he  date date  of of  production." production."  In             In 
sstandardized tandardized  language language  used used  iin n  eevery very  rrequest equest  for for  e-mail e-mail  transactional transactional  records,           records, 
tthe he  oorders rders  listed listed  the the  following following  iitems tems  aas s  eexamples xamples  of of  "tangible "tangible  things" things"  being             being 
ssought ought  for for  the the  identified identified  e-mail e-mail  aaddresses: ddresses:       

• 

• 

• 
• 
• 
• 

• 

• 
• 
• 
• 

• 
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F  For o  - r  - of of   the the   oorders, rders,   tthe he   FFISA ISA   CCourt ourt   issued issued   standard standard   SSupplemental upplemental  

Orders Orders   requiring requiring   submission submission   oof f   wwritten ritten   rreports eports   describing describing   the the   FFBI's BI's  

implementation implementation   of of   the the   IInterim nterim   PProcedures rocedures   to to   U.S. U.S.   person person   information information   rreceived eceived  

from from   the ~ t  providers. F o r  he  providers.   For~ oorder, rder,   wwhich hich   included included   a a   request request   ffor or  

transactional transactional   data data   from from   ~ FFISA ISA   CCourt ourt   issued issued   a a   Supplemental Supplemental   OOrder rder  

requiring requiring   the the   Department Department   tto o   rreport eport   oon n   iits ts   mminimization inimization   of of   U.S. U.S.   pperson erson  

information, information,   and and   on on   wwhether hether   tthe he   rrecords ecords   rreceived eceived   from from   the the   providers providers   iincluded ncluded  

the the   "content" "content"   of of   any any   ccommunications. ommunications.   NNSD SD   and and   the the   FBI FBI filed filed   the the   rrequired equired  

Supplemental Supplemental   Reports. Reports.  

For For   each each   of of   these these   oorders rders  the roviders delivered the records in electronic 
format. format.   The The   records records   included included  

. DITU  received         DITU  received  tthe he  rrecords ecords  ffrom rom  the the  providers providers  and and  uploaded uploaded  tthem hem  

into  DWS,  where  they  were  stored  as  unpublished  products.    into  DWS,  where  they  were  stored  as  unpublished  products.  The The  rrecords ecords  wwere ere  

viewable  only         v y  to   iewable  onl to  relevant relevant  FFBI BI ppersonnel ersonnel  uuntil ntil  the the  agent agent  or or  co-case co-case  aagent gent  

completed          completed  his his  initial initial  review, review,  mminimized inimized  nnonpublic onpublic  U.S. U.S.  person person  information, information,  aand nd  

"published"  "published"  the     the  information. information.  EExcept xcept  aas s  ddescribed   e b below,     scri ed  below,  the the  agent agent  oor r  hhis is  cco­o-
case         c se  agent    a agent  reviewed reviewed  the the  records records  aand nd  ddetermined etermined  that that  they they  were were  within within  tthe he  

scope   scope  of of  the  the  orders. orders.  

After receiving these returns, the agent requested analysis of the 
informa • • • SOS 
used th 

, in  general  in  general  they   they  rreturned  et rned  nno  o  iinformation    u nformation  indicating indicating  connections connections  tto o  oor r  

support          support  for for  a a  foreign foreign  terrorist terrorist  oorganization. rganization.  The The  SOS SOS  documented documented  these these  

analyses  in  ECs  widely  available  to  FBI  personnel   analyses  in  ECs  widely  available  to  FBI personnel  through through  Sentinel. Sentinel.  

, coordinating    coordinating  with with  local local  llaw aw  

enforcement,  obtaining  NSLs  for  financial      enforcement,  obtaining  NSLs  for  financial  aand nd  e-mail e-mail  subscriber subscriber  data, data,  aand nd  

conducting          conducting  searches searches  of of  FFBI BI aand nd  oother ther  ggovernment overnment  databases. databases.  The The  aagent gent  

explained  ex that          plained  that  a a  number number  oof f  pproviders roviders  rrecently ecently  had had  stopped stopped  providing providing  ee-mail -mail  

transactional             
transactional  records records  in in  rresponse esponse  tto o  NNSLs, SLs,  and and  that that  a a  business business  records records  oorder rder  wwas as  

the  only  available          
the  only  available  tool tool  ggiven iven  tthe he  cclassification lassification  of of  the the  derogatory derogatory  iinformation nformation  iin n  

his            his  cases. cases.  The The  agent agent  stated stated  tthat hat  tthe he  bbusiness usiness  records records  process process  took took  cconsiderably onsiderably  

longer   longer  than than  an    an  NSL. NSL.  Nonetheless, Nonetheless,  hhe  e  said       
said  that that  the the  information information  he he  oobtained btained  wwas as  

58 
58   . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  .  .  


Automated Automated   Case Case   System System   (ACS) (ACS)   aand nd   iits ts   ssuccessor, uccessor,   SSentinel, entinel,   are are   the the   FBI's FBI's   case case   management management  

systems. systems.   As As   described described   above, above,   DDIVS IVS   ooperates perates   aas s   a  a  ssearch earch   engine engine   for for   a a   collection collection   of of   FFBI BI aand nd   nnon­on-

FBI FBI databases databases   to to   which which   the the   FFBI BI hhas as   aaccess. ccess.  
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TThere here   wwere ere   compliance compliance   incidents incidents   related related   tto o   ttwo wo   oof f   tthese hese   bbusiness usiness   records records  

oorders. rders.   TThe he   ffirst irst   order order   sou sou   ht ht   transactional transactional   rrecords ecords   ffrom rom   ffor or   an an   e-mail e-mail  

aaddress ddress   uused sed  


Although Although   tthe he   cco-case o-case   agent agent   reviewed reviewed   the the   records records   iin n  
DWS and identified no 
over rreduction, eduction   DITU DITU   later later   determined determined   that that   ssome ome   oof f  

and and   were were   ppart art   oof f   a  a  ssystemic ystemic   ooverproduction verproduction  

oof f   ccontent ontent   bby y   . As As   described described   in in   mmore ore   ddetail etail   bbelow, elow,   DDITU ITU   ppurged urged  

ooverproduced verproduced   rrecords ecords   from from   DWS, DWS,   and and   the the   ooverproductions verproductions   wwere ere   rreported eported   to to   the the  

FFISA ISA   CCourt ourt   aand nd   to to   the the   IOB IOB   in in   2013 2013   and and   2014 2014   aas s   ppart art   oof f   a  a  llarger arger   rreport eport   about about  

systemic systemic   overproductions. overproductions.  

TThe he   -- order order   requested requested   transactional transactional   rrecords ecords   ffrom rom  

ee-mail -mail   aaddresses ddresses   used used   by by   another another   associate, associate,  

. In In   response response   to to   tthis his   oorder, rder,   pproduced roduced  

responsive records in electronic nic   format forma   wwhich hich   tthe he   FFBI BI uuploaded ploaded   iinto nto   DWS DWS   on on  


two se arate dates. On , tthe he   FFBI BI uuploaded ploaded  

consistin of transactional information rmation   ffor or   aand nd  

II as . TThree hree   ddays ays   later, later,   on on  


, the 
the   

FBI 
FBI 

uploaded 
uploaded   

an 
an   

additional 
additional   r

records, 
ecords,   w

which 
hich   

primarily 
primarily  

were were   ee-mail -mail   hheader eader   information. information.   The The   agent agent   aand nd   cco-case o-case   aagent gent   rreviewed eviewed   the the  

rreturns eturns   aand nd   ddetermined etermined   that that   the the   records records   wwere ere   wwithin ithin   tthe he   sscope cope   oof f   tthe he   FISA FISA   Court Court  

oorder rder   aand nd   ddid id   nnot ot   include include   content. content.   Howev~he agent   and   co-case   agent  H o  w  e  v  ~  h  e   agent and co-case agent 
mistakenly mistakenly   aattributed ttributed   the the   second second   batch batch   o  of -f  -  rrecords ecords   tto o   . TThe he   co-case co-case  

aagent gent   ddocumented ocumented   these these   as as   separate separate   returns returns   ffrom rom   in in   the the   case case  


file, and the F~tly F   ~   t   l   y    closed closed   the the   preliminary preliminary   iinvestig nvestig   f  this this  ile,   and   the  i 
i

individual 
ndividual   o

on 
n   -

---· 
- - ·   

The 
The   

FBI 
FBI 

also 
also   d

disclosed 
isclosed   t

these 
hese   a

as 
s  


rreturns eturns   tto o   tthe he   FFISA ISA   Court Court   in in   a a   Supplemental Supplemental   RReport eport   ffiled iled   oon n  


-____11111 - - - - d  i  did d   not not   complete complete   its its   production production   oof f   rresponsive esponsive   rrecords ecords   u  until n  - t  i  l  -

~most 6 6   months months   after after   the the   investi i   ation on   wwas as   cclosed. losed.   reduced reduced  ~  m o  s  t  

a  a  roximatel matel   records records   consistin consistin   of of  

, wwhich hich   wwere ere   uuploaded ploaded   eelectronically lectronically  

into into   DDWS. WS.   UUpon pon   initial initial   receipt receipt   of of   the the   records records   f  from_, r  o  m  - ,   DDITU ITU   iidentified dentified   full full   or or  

~ ~ e - m e-mail a i l  ssubject ubject   lines lines   in in   the the   production, production,   ssent ent   tthe he   eentire ntire   pproduction roduction   back back   to to  

-_, ,  d  e  l  e  deleted t  e  d   the the   materials materials   from from   its its   systems, systems,   aand nd   aasked sked   ffor or   tthe he   iinformation nformation   to to  

bbe e   pproduced roduced   wwithout ithout   the the   subject subject   lines. lines.   -- ssubsequently ubsequently   rre-produced e-produced   the the  

r

records, 
ecords,   w

which 
hich   w

were 
ere   

then 
then   

uploaded 
uploaded   

into 
into   D

DWS. 
WS.  


T

The 
he   a

agent 
gent   

told 
told   

the 
the   

OIG 
OIG   

that 
that   

he 
he   

did 
did   n

not 
ot   l

learn 
earn   a

about 
bout   t

the 
he   -

-
 p

production 
roduction  

u

until 
ntil   s

several 
everal   m

months 
onths   

later, 
later,   

when 
when   

he 
he   

logged 
logged   oon n   tto o   DDWS WS   aand nd   nnoticed oticed   tthat hat   he he   had had  

rreturns eturns   ffor or   rreview. eview.   According According   to to   e-mails e-mails   ddated ated   , the the  

aagent gent   ssubsequently ubsequently   contacted contacted   attorneys attorneys   iin n   NNSLB SLB   aand nd   NNSD, SD,   wwho ho   hhelped elped   him him  

determine t at  t e  determine  that h  the h  -- records  were  within  the  date  range  in  the  order  and   records  were  within  the  date  range  in  the  order  and 
tthus hus  wwere ere  nnot ot  aan n  overproduction, overproduction,  even even  though though  tthe he  iinvestigation nvestigation  h         had ad   been been   closed closed  
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for for   several several   mmonths. onths.   DDuring uring   tthis his   pprocess, rocess,   hhowever owever   the the   original original   misattribution misattribution   oof f  

records records   t  to o  - -  wwas as   ddiscovered, iscovered,   aand nd   oon n   , the the   FBI FBI and and   NSD NSD   filed filed  

a a   notice notice   oof f   mmaterial aterial   mmisstatement isstatement   wwith ith   tthe h   FISA Court Court   under under   Rule Rule   13(a). 13(a).   The The  

report report   correctly correctly   ddescribed escribed   tthe he   returns returns   and and   stated stated   that that   the the   FFBI BI  


had deleted deleted   t  the h  - e  -  rrecords ecords   wwithout ithout   rreviewing eviewing   them. them.   The The   agent agent   told told   th OIG   the e   
had  OIG 
that that   he he   wwas as   ssatisfied atisfied   tthat hat   tthey hey   hhad ad   mmitigated itigated   the the   threat threat   even even   without without   the the   --
records records   bbased ased   oon n   tthe he   oother ther   iinformation nformation   ddeveloped eveloped   in in   the the   investigation. investigation.  

NSD NSD   rreviewed eviewed   tthese hese   bbusiness usiness   rrecords ecords   orders orders   in in   its its   2014 2014   Minimization Minimization   and and  

Accuracy Accuracy   RReview eview   oof f   tthe he   ffield ield   ooffice. ffice.   DDuring uring   tthis his   review, review,   NSD NSD   examined examined   the the  

information information   pproduced roduced   iin n   rresponse esponse   tto o   tthe he   oorders rders   to to   evaluate evaluate   compliance compliance   with with   the the  

applicable applicable   mminimization inimization   pprocedures rocedures   aand nd   iidentify dentify   ooverproductions. verproductions.   NSD NSD   identified identified  

no no   additional additional   eerrors. rrors.  

bb. .  

((Section Section   215 215   Orders Orders   Issued Issued   February February  

22013) 013)  

The The  

agent agent   explained explained   tthat hat   hhe e   wwanted anted   tto o   oobtain btain   aas s   mmuch uch   contact contact   information information   as as  


possible possible   ffor or   tthese hese   iindividuals ndividuals   aand nd   tthat hat   a  a  bbusiness usiness   records records   order order   was was   necessary necessary  

because because   . He He   stated stated   that that   hhe e  


planned planned   tto o   uuse se   tthe he   ee-mail -mail   aaddresses ddresses   aand nd   ttelephone elephone   numbers numbers   he he   obtained obtained   to to  

search search   FBI FBI aand nd   oother ther   ddatabases atabases   tto o   ssee ee   iif f   aany ny   cconnections onnections   to to   a a   foreign foreign   power power  

emerged. emerged.  

The business records requests . . were s • ted to NSD i . 

■ 

Both Both   aapplications pplications   wwere ere   aapproved pproved   bby y   the the   FISA FISA   Court Court   on on  


Because Because   tthe he   oorders rders   wwere ere   ggoverned overned   bby y   tthe he   Interim Interim   Procedures, Procedures,   the the   FISA FISA   Court Court  

issued issued   its its   sstandard tandard   SSupplemental upplemental   OOrder rder   requiring requiring   submission submission   of of   a a   written written   report report  

describing describing   tthe he   FFBI's BI's   mminimization inimization   oof f   UU.S. .S.   pperson erson   information. information.   The The   FBI FBI served served  

these these   orders orders   oon n  


59 59  

A  A - -  rrequest equest   ssought ought   rrecords ecords   ffor or  ent withdrew this 
request request   after after   ssubmitting ubmitting   iit t   tto o   NNSLB SLB   bbecause ecause  the records did not 
exist. exist.  

60 60  

NNSD SD   rreported eported   t  these h  e  s  -e  .   bbusiness usiness   rrecords ecords   oorders rders   in in   the the   Attorney Attorney  

General's General's  2 2013 013  A Annual nnual  RReport eport  tto o  CCongress ongress  oon n  tthe he  u      use se   of of   the the  business business  records records  provision. provision.     
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Two Two   weeks weeks   llater, ater,   oon n  
 , 
responsive documents directly a  g  e  n  ~  e  c  o  r  d  s   responsive   documents   directly   tto o   tthe he   agen~ecords contained contained  

telephone numbers a  d  d  r  e  s  s  e  s  ~  ·   telephone   numbers   aand nd   ee-mail -mail   addresses............. According According   tto o  

the the   Supplemental Supplemental   RReports eports   ffiled iled   wwith ith   tthe he   FFISA ISA   Court, Court,   the the   agent agent   reviewed reviewed   tthe he   hhard ard  

copy copy   documents documents   aand nd   ddetermined etermined   tthat hat   tthe he   iinformation nformation   related related   exclusively exclusively   tto o   tthe he  

targeted targeted   iindividuals. ndividuals.   TThe he   aagent gent   tthen hen   hhad ad   aan n   SOS SOS   analyze analyze   the the   information information   bby y  

using using   the the   iidentifiers dentifiers   tto o   cconduct onduct   ddatabase atabase   cchecks hecks   and and   create create   a a   telephone telephone   llink ink  

chart, chart,   which which   wwere ere   ddocumented ocumented   iin n   EECs Cs   aand nd   uploaded uploaded   into into   Sentinel. Sentinel.   TThe he   aagent gent  

also also   uploaded uploaded   sscanned canned   ddocuments ocuments   oof f   tthe he   ooriginal riginal   returns returns   into into   the the   ccase ase   ffile ile   iin n  


Sentinel. Sentinel.   NNSD SD   rreviewed eviewed   tthe he   rreturns eturns   ffor or   tthese hese   business business   records records   oorders rders   iin n   iits ts  

2014 2014   Minimization Minimization   aand nd   AAccuracy ccuracy   RReview eview   aand nd   identified identified   no no   errors errors.  . 

. Based Based   on on   this this   aand nd   oother ther  

information, information,   tthe he   FFBI BI ffound ound   nno o   nnexus exus   tto o   tterrorism errorism   and and   closed closed   the the   ppreliminary reliminary  

investigations 
investigations   i

in 
n   -

-· 
 ·  


The The   FBI FBI cclosed losed   tthe he   ffull ull   i  investi 


Accordin to to   tthe he   cclosin losi  
 EC 
Although Although   hhe e  


had had   had had   ccontact ontact   wwith ith   a  a  pperson erson   wwho ho   wwas as   aassociated ssociated   with with   the the   foreign foreign   terrorist terrorist  

organization, organization,   tthere here   wwas as   nno o   eevidence vidence   tthat hat   hhe e   sui:> su   orted rted   or or   was was   a a   member member   oof f   tthe he  

or o   anization anization   hhimself. imself.   TThe he   FFBI BI aalso lso   ddetermined etermined  

. As As   a a   result, result,   the the   FFBI BI  


concluded pposed osed   nno o   threat threat    

concluded   

to to  national national   security security  

warranting warranting   further further   iinvestigation. nvestigation.  

The FBI • • • • ations to 
members of th in a briefing 
at a d Defense 

2

2. 
.   M

Multiple 
ultiple   B

Business 
usiness   R

Records 
ecords   

Orders 
Orders   

in 
in   

an 
an   

FBI 
FBI  

CCounterintelligence ounterintelligence IInvestigation nvestigation   

Between B  etween   22012 012   aand nd   22014, 014,   aan n   FFBI BI aagent gent   o  obtainedb  t  a  in  e  ■ d  .   business business   rrecords ecords  

orders orders   and and   s  submitted u  b  m  it  t  e  - d  .   bbusiness usiness   rrecords ecords   application application   that that   was was   withdrawn withdrawn   aafter fter  

submission submission   of of   a  a  ""read read   cco o   " tto o   tthe he   FFISA ISA   CCourt. ourt.   The The   business business   records records  
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. In In   a a   rrelated elated   c  case 
 another FBI a ent obtained a business 
r

records 
ecords   

order 
order   

for 
for   

information 
information   a

about 
bout  

BBelow elow   we we   describe describe   the the   business business   rrecords ecords   oorders rders   and and   the the   withdrawn withdrawn   aapplication, pplication,  

 tthe he  FBI's  handling  of         FBI's  handling  of  the the  information information  rreceived eceived  in in  response response  to to  the the  aapproved pproved  

orders,            orders,  how how  the the  information information  wwas as  uused sed  tto o  ffurther urther  the the  investigation, investigation,  aand nd  aany ny  

 ccompliance  m an e  incidents      o pli c incidents  that that  occurred occurred  iin n  cconnection onnection  with with  these  these  matters. matters.  

a. a.   Request Request ffor or   (Section (Section   2215 15   OOrder rder  

Issued Issued   FFebruary ebruary   2012) 2012)  

ther er   iit t   hhad ad   bbeen een   uused sed  


tto o   aaccess ccess   . SShe he   ssaid aid   tthat hat   tthere here  

wwas as   no no   other other   authority authority   available available   tto o   oobtain btain   this this   data data   given given   the the   cclassification lassification   aand nd  


ssensitivity ensitivity   of of   the the   case. case.  


The The   business business   records records   rrequest equest   wwas as   ssubmitted ubmitted   to to   NSD NSD   in i earl 
1111, 

n   earl  

.  .  ,   and and   subsequently subsequently   wwas as   aapproved pproved   bby y   the the   FISA FISA   Court Court   on on  


BBecause ecause   the the   order order   pre-dated pre-dated   tthe he   FFinal inal   PProcedures, rocedures,   the the   FISA FISA   Court Court   iissued ssued   a  a 

S

Supplemental 
upplemental   

Order 
Order   

requiring 
requiring   s

submission 
ubmission   o

of 
f   

a 
a   

written 
written   

report 
report   d

describing 
escribing   t

the 
he   F

FBI's 
BI's  

minimization of 
of  

U.S. 
U.S.  

person 
person  i

information 
nformation  r

received 
eceived  in  response  to  the  order.  minimization        

in 
 

response 
 

to 
 

the 
 

order. 
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TThe he   aagent gent   placed placed   the the   information information   iin n   tthe he   FFBI's BI's   oofficial fficial   ccase ase   ffile, ile,   which which   is is  


mmaintained aintained   iin n   a  a  secure secure   area area   of of   the the   FBI FBI field field   ooffice ffice   aand nd   rrestricted estricted   tto o   ppersonnel ersonnel  

iinvolved nvolved   iin n   tthe he   ccase, ase,   and and   did did   not not   upload upload   iit t   iinto nto   tthe he   FFBI's BI's   eelectronic lectronic   ccase ase  


mmanagement anagement   ddatabase. atabase.   The The   OIG OIG   reviewed reviewed   the the   rrecords ecords   aand nd   cconfirmed onfirmed   that that   they they  

ddid id   nnot ot   iinclude nclude   aany ny   identifying identifying   or or   account account   iinformation. nformation.  

b. 
b.   Request 

Request 

for 
for   

(

(Section 
Section   2

215 
15   

Order 
Order  

Issued 
Issued   

February 
February   2

2012) 
012)  

• itiated a business re 

that the FBI wanted to obtain this information 

TThe he   bbusiness usiness   records records   request request   was was   ssent ent   to NNSD SD   iin n   , and and   the the  

FISA FISA   CCourt ourt   ssigned igned   the the   order order   on on   . TThe he   FFISA ISA   CCourt ourt   aagain gain   issued issued  

a  

a 
 S

Supplemental 
upplemental   

Order 
Order   

requiring 
requiring   

submission 
submission   

of 
of   a  

a 
 w

written 
ritten   r

report 
eport   d

describing 
escribing   

the 
the  

FBI's 
order.  FBI's   m

minimization 
inimization   

of 
of   

U.S. 
U.S.   

person 
person   

information 
information   

received~ 
r   e   c   e   i   v   e   d   ~    

order. 
The 
The  F

FBI 
BI s

served 
erved  the  FISA  Court  order  on  - - - - ·     

the 
 

FISA 
 

Court 
 

order 
 

on 
 

----· 



lemental Re ort filed with the FISA Court the FBI 

. The The  case case  aagent gent  rreviewed eviewed  t e  m t the h er  materials a ials  and and     

ddetermined etermined  t hey   that hat   they t  were were  within within  the the  scope scope  oof f  tthe he  oorder rder  and  contained  only         and  contained  only 
iinformation nformation  rrelating elating  to to  the the  subject. subject.  We We  reviewed reviewed  tthe he  ddocuments ocuments  rreceived eceived  in in            


rresponse esponse  tto o  tthis his  business business  records records  order order  and and  cconfirmed onfirmed  t        that hat  t they hey  contained   contained  only only  

the the  ssubject's ubject's  iinformation. nformation.  The The  information information  remained remained  iin n  hhard ard  ccopy, opy,  aand nd  s  not     was wa        not 
uuploaded ploaded  iinto nto  tthe he  FBI's FBI's  electronic electronic  case case  mmanagement anagement  ddatabase atabase  oor r  disseminated.           disseminated. 

c. c.   Request Request for for   

((Section Section   2215 15   Order Order  

Issued Issued   March March   2012) 2012)  

, the the   agent agent   initiated initiated   a  a  bbusiness usiness   rrecords ecords   rrequest equest   for for   the the  

information. 
information.   

The 
The   

draft 
draft   

request 
request   s

sou 
ou   h

ht 
t   v

various 
arious  

t e sub·ect his 
his   

e-mail 
e-mail   a

addresses 
ddress  
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The request was submitted to NSD on -
evi v • II 

' relating to t 
the subject, 

The final app 
the subjec . . 

T

The 
he   o

order 
rder   

was 
was   

approved 
approved   

by 
by   

the 
the   

FISA 
FISA   C

Court 
ourt   o

on 
n   

. The 
The   

FISA 
FISA  


C

Court 
ourt   i

issued 
ssued   i

its 
ts   s

standard 
tandard   

Supplemental 
Supplemental   

Order 
Order   r

requiring 
equiring   s

submission 
ubmission   

of 
of   

a 
a   

written 
written  

rreport eport   ddescribing escribing   the the   FBI's FBI's   minimization minimization   of of   UU.S. .S.   pperson erson   iinformation nformation   received received   in in  


r

response 
esponse   t

to 
o   t

the 
he   

order. 
order.   

According 
According   

to 
to   

the 
the   

Su 
S   

lemental 
emental   

Re 
o

ort 
rt   

submitted 
submitted   

to 
to   

the 
the  

FISA Court the FBI served the order 664 4  
FISA   Cou   the   FBI served   the   order   In In  

• I I 

. Althou h not ex licitl addressed in the Su lemental re ort 

ffor or  rreasons easons  ddiscussed iscussed  below. below.     

, and and  were were  not not  uuploaded ploaded  tto o  tthe he  FFBI's BI's  electronic electronic         

ccase ase  mmanagement anagement  dat b se   database a a  or or  otherwise otherwise  disseminated. disseminated.    

h  h he  FBI FBI the t   ultimately ultimately  obtained obtained   

the the  OIG OIG  asked asked    

664 4   

TThe he   SSupplemental upplemental   Report Report   for for   this this   order order   and and   tthe he   22012 012   oorders rders   ·  ·  ·  

·······l i.liiiliiiiiiiiiil 

were 
were   

not 
not   

filed 
filed   

until 
until   e

early 
arly   2

2015. 
015.   A

According 
ccording   t

to 
o  
 c

contemporaneous 
ontemporaneous   

e­
e-

mmails, ails,   tthese hese   SSupplemental upplemental   RReports eports   "got "got   lost lost   in in   [NSD's] [NSD's]   aadministrative dministrative   sshuffle huffle   wwhen hen   tthe he   matters matters  

wwere ere   hhanded anded   ooff ff   bbetween etween   attorneys," attorneys,"   and and   the the   delay delay   wwas as   nnot ot   tthe he   aagent's gent's   ffault. ault.   TThe he   NSD NSD   attorney attorney  

wwho ho   ffiled iled   tthe he   SSupplemental upplemental   Reports Reports   in in   2015 2015   explained explained   tthe he   rreason eason   ffor or   tthe he   ddelay elay   iin n   hhis is   ccover over   letters letters  

tto o   tthe he   FFISA ISA   CCourt. ourt.  
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mmetadata etadata   oobtained btained   with with   a a   business business   records records   oorder rder   ccan an   iinclude nclude  

IIn n   aaddition, ddition,   our our   review review   of of   rrevealed evealed   t  that h  - a  t  -

-- i  n  f  o  r  m  information a  t  i  o  n   included included   . This This  

information was within s   c   ~   h    information   was   within   the the   sc~h aauthorized uthorized   tthe he   pproduction roduction  

oof f   aall ll   rrecords ecords   aassociated ssociated   with with   111111111111111- AAs s   ddescribed escribed   iin n   more more   detail detail  

below below   iin n   cconnection onnection   with with   the the   discussion discussion   of of   the the   FFBI's BI's   ddispute ispute   the the  

FFBI BI aand nd   NNSD SD   bbelieve elieve   that that   Section Section   215 215   authorizes authorizes   tthe he   ggovernment overnment   tto o  

usin   business business   records records   oorders rde   bbut ut   nnonetheless onetheless  

d. d.   Request Request for for   ((Section Section   2215 15   Order Order  

Issued Issued   November November   22012) 012)  

TThe he   FFISA ISA   Court Court   approved approved   the the   Section Section   2215 15   oorder rder   oon n  


aand nd   iissued ssued   a  a  sstandard tandard   Supplemental Supplemental   Order Order   rrequiring equiring   rreporting eporting   oon n   tthe he  

mminimization inimization   oof f   res onsive nsive   U.S. U.S.   erson rson   information. information.   TThe he   FFBI BI sserved erved   the the   FISA FISA  


Court Court   oorder rder   oon n   and and   the the   rrecipient ecipient   ccompany ompany   pproduced roduced  

rresponsive esponsive   rrecords ecords   on on   . TThe he   aagent gent   tthen hen   rreviewed eviewed   tthe he   records records  

aand nd   ddetermined etermined   that that   t sea e oof f   tthe he   oorder. rder.   TThe he   a  a  ent nt   told told   us us  


. .   The The   agent agent   retained retained   tthe he   rrecords ecords   iin n   hhard ard   ccopy opy   iin n   the the   FBI's FBI's  

rrestricted estricted   ccase ase   ffile. ile.  

. The 
    The  a

agent 
gent  t

told 
old  

us 
us  

-
-

went  through  went  through  mminimization  inimization  training training  
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d received only a h . . . 

tto 65 
o   ddirectly irectly   view view   the the   minimized minimized   ddata. ata.   The The   FBI FBI disclosed disclosed  

this this   dissemination dissemination   tto o   tthe he   FFISA ISA   Court 

-· 
Court   in in   a a   Supplemental Supplemental   RReport eport   filed filed   o  on - n  -

- ·  

ee. .  (Section (Section  

2215 15   Order Order Issued Issued   JJanuary anuary   22013) 013)  

tthe he   FFBI BI oopened pened   a a   spin-off spin-off   iinvesti nvesti  

BBased ased   on on   information information  

The The   FISA FISA   CCourt ourt   aapproved pproved   the the   application application   oon n   , and and   iissued ssued  

its its   standard standard   Supplemental Supplemental   OOrder rder   requiring requiring   rreporting eporting   oon n   tthe he   amount amount   of of   U.S. U.S.  


person person   information information   rreceived eceived   aand nd   how how   it it   was was   rretained etained   aand nd   ddisseminated. isseminated.   TThe he   FFBI BI  


sserved erved   the the   business business   rrecords ecords   oorders rders   on on   --

fell   within   the  

scope   of   the   orrder, der,   bbut ut   ttha hat   diid d   not not   because because   tthey hey  

eeither ither   preceded preceded   tthe he   sstart tart   ddate ate   oof f   the the   order order   oor r   rrelated elated   tto o   ddifferent ifferent   names names   tthan han   tthe he  

66 66 As noted above, the FBI told us that •. 
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-· TThe he   FFBI BI ppurged urged   t  theh  e  ■ .   overproduced overproduced   records records   and and   retained retained  

~~ the   remaining   rrecords ecords   iin n   iits ts   h ssical ical   i  investi  ative ative   file. file.   The The  

-- pproduced roduced   , aall ll   of of   which which  

fell fell   within within   the the   sscope cope   oof f   tthe he   oorder rder   aand nd   wwere ere   retained retained   in in   the the   FBI's FB  I's   physical physical  

investigative investigative   ffile. ile.   TThe he   FFBI BI ddid id   nnot ot   ddid id   nnot ot   ddisseminate isseminate   or or   upload upload   the the   rrecords ecords   iinto nto  

its its   databases. databases.  

ff. .   RRequest equest ffor or   EE-mail -mail   Transactional Transactional   Records Records  

(

(Section 
Section   2

215 
15   O

Order 
rder 

Issued 
Issued   

December 
December   2

2013) 
013)  

In , the a 
transactional records from 
stated 

The The   FISA FISA   CCourt ourt   aapproved pproved   tthe he   aapplication pplication   on on   , aand nd  

issued issued   a  a  SSupplemental upplemental   OOrder rder   rrequiring equiring   tthe he   government government   to to   file file   a a   report report   sstating tating  

whether the items received include the contents~ c o n t e n t s ~  communication. communication.   The The   FFBI BI  
whether   the   items   received   include   the   

served served   the the   oorder rder   oon n   -- oon n   . -- produced produced   responsive responsive  

records A  ~  e   records   the the   ffollowing ollowing   dday. ay.   A~e Supplemental Supplemental   Report Report   filed filed   wwith ith   tthe he  

FISA FISA   C  Court, o  u  - r  t  ,  -  p  produced r  o  d  u  ...... c  e  d  - - - ,  ,  which which   were were   uploaded uploaded   and and   sstored tored   iin n   a  a 

restricted restricted   area area   oof f   tthe he   FFBI's BI's   DDWS. WS.   TThe he   S  Su  lemental lemental   Re Re   art stated stated  

The The   aagent gent   ttold old   tthe he   OOIG IG   tthat hat   sshe he   mmarked arked   the the   records records   in in   DWS DWS   by by   whether whether  

they they   met met   the the   FFISA ISA   SStandard, tandard,   aand nd   ddid id   nnot ot   rrelease elease   them them   to to   the the   FBI's FBI's   ccase ase  


management management   ddatabase. atabase.   TThe he   OOIG IG   rreviewed eviewed   the the   records records   and and   confirmed confirmed   tthat hat   tthey hey  

were 
were   

visible 
visible   o

only 
nly   t

to 
o   t

the 
he   a

agent. 
gent.  
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g. g.   Request Request for for   Additional Additional   -- RRecords ecords   ((Section Section  

215 215   Order Order Issued Issued   lune June   22014) 014)  

I

In_, 
n  - ,  

the 
the   

agent 
a   nt   

initiated 
initiated   

another 
another   b

business 
usiness   r

records 
ecords   r

re 
e  


transactional transactional   records records   from fro   . Rather Rather   than than   iidenti de   in s ecific cific  

was 
was   

unable 
unable  

-· 
-  ·   

She 
She   

said 
said   

that 
that   

there 
there   

were 
were   

no 
no   

overproductions 
overproductions   

in 
in   t

the 
he   r

returns. 
eturns.   T

The 
he   O

OIG 
IG  


reviewed reviewed   t  the h  - e  -  production produ

-
ction   and and   confirmed confirmed   that that   iit t   wwas as   sstored tored   iin n   tthe he   rrestricted estricted  

case case   file. file.  

h. h.   Withdrawn Withdrawn   Request Request ffor or  

-

50 50 

Document  ID:  0.7.10663.6085-000001  



 




  

51 

The  final  
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. AAccording ccording   tto o   tthe he   aapplication, pplication,   Congress Congress   had had   ratified ratified   this this  

interpretation interpretation   oof f   tthe he   bbusiness usiness   rrecords ecords   pprovision rovision   in in   its its   2011 2011   reauthorization. reauthorization.  

The The   final final   application application   aalso lso   iincluded ncluded   tthe he   ssame ame   supplemental supplemental   minimization minimization  

rocedures rocedures   aas s   tthe he   iinitial nitial   ddraft raft   nnotin ot   tthat hat   these these   were were   used used   in in   the the  

The   EAD   si  


FISA   Court   in  
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. NSD 
NSD  

subsequently 
subsequently   w

wit
ith

hd
dr

rew 
ew   

t
th

h
e  

e 
 

b
b

usiness 
usiness   

records 
records   r

request
equest.  

. 

3
3. 

. 

Issued 
Issued  

May 
May  

2012) 
2012) 

T
T  

h
he  

e 
 

request 
request   s

sough
ough

t 
t   

the 
the   

following 
following   

information: 
information:  

• · 


• · 


68 
68  The 

The   

FlSA 
FISA   C

Court 
ourt   m

may 
ay   

authorize 
authorize   

a 
a   

physical 
physical   

searc 
s e a r c r l l · ~ · · · · · · ~ ~ · ­ 


finding 
finding   

that 
that   

there 
there   i

is 
s   p

probable 
robable   c

cause 
ause   

to 
to   

believe 
believe   

that 
that   

"the 
"the   t

target 
arget   o

of 
f   t

t
h

he 
e   p

physical 
hysical   

search 
search   

Is 
is   

a 
a   f

foreign 
oreign  

power power   or or   an an   agent agent   of of   a  a  fforeign oreign   power, power,   except except   that that   no no   UUnited nited   States States   pperson erson   may may   be be   considered considered   an an  

agenagent t   of of   a a   foreign foreign   ppower ower   solely solely   uupon pon   the the   basis basis   of of   activities activities   protected protected   bby y   the the   first first   amendment amendment   tto o  

the the   Constitution Constitution   of of   tthe he   United United   SStates," tates,"   and and   that that   "the "the   premises premises   or or   property property   to to   be be   searched searched   is is   or or   is is  

about about   to to   be be   owned, owned,   used, used,   oor r   ppossessed ossessed   by, by,   or or   Is is   In in   transit transit   tto o   or or   ffrom rom   an an   agent agent   of of   a a   foreign foreign   ppower ower  

or or   a a   foreign foreign   power." power."   5SO 0   UU.S.C. .S.C.   § §  1824(a)(2){A), 1824(a)(2)(A),  (B). (B ). 

53 
53 

Document  ID:  0.7.10663.6085-000001  



  

The The   FISA FISA   CCourt ourt   aapproved pproved   the the   order order   on on  
 , and issued its 
standarrd standard   SSupplemental upplemental   Order Order   under under   the the   Interim Interi  Procedures. 
Su Su   lemental lemental   Re Re   ort ffiled iled   with with   the the   FISA FISA   Court Court  

stored stored   the the   rraw aw   ddata ata   on on   a a   computer computer   system system  ace 
members. members.  TThe he  a  a ent ent  reviewed  the  records,      reviewed  the  records, 

, minimized minimized  the the  U.S. U.S.  pperson erson  information, information,      

summarized summarized  his  analysis  in  an  EC,  and  uploaded  the  EC  into  the  FBI's  case   his  analysis  in  an  EC,  and  uploaded  the  EC  into  the  FBI's  case 

management management  s 

system. ystem.  

The aThe   agent gent  t told old   the the   OIG OIG   was was   ve ve  

~ant to   his   investigation   and  ~ a n t  to his investigation and 
-· 
- ·   H

However
owever,  

, 
 h

he 
e   

expressed 
expressed   

concern 
concern   

about 
about   h

how 
ow   

long 
long   

the 
the   

business 
business   

records 
records  

rocess recess   took took   a roximatel ·mate   106 106   da da   s from from   iinitiation nitiation   tto o   order order   iin n   this this   instance instance   .  . 
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55 

but  

uld  be  the  maximum  amount  of  time        

4. 4.   Requests Requests   for for   ((Section Section   2215 15  

Orders  rd Issued      O ers  Issued  2011, 2011,  2012, 2012,  aand nd  NNovember ovember  22014) 014)  

In In   late late   2011 2011   and and   early early   2012, 2012,   the the   FISA FISA   Court Court   a  a 

records records  orders orders  authorizin authorizi  the the  u f      reduction red ction  o of 

ontained approximate 
rom approximately ■ . 

. Moreover, the 
Department told it considered these business records orders to be 
lawfully issued and, by refusi to rovide the re uested records 
in violation of a court order. 
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IInstead, nstead,   tthe he   Department Department   and and   tto o   nnegotiate egotiate   a  a 

ccompromise ompromise   oover ver   the the   production production   of of   .  .  TThese hese   nnegotiations egotiations  

occurred sporadically for 
1111, 

D  u  r  i  n  ~  o  m   occurred   sporadically   for   nearly nearly   three three   years. years.   Durin~om early early   .  1111 .  


through through   llate ate   .  .  ,   all all   business business   records records   requests requests   t  to --o  - - tthose hose   not not  

involving involving   a  a  rrequest equest   for for   , were were   pplaced laced   oon n   hhold old   aand nd   nno o   new new  

orders orders   wwere ere   sserved erved   . Eventually, Eventually,   in in   late late   .  1111, .  ,   tthe he   FFBI BI ddecided ecided   to to  

exclude 
exclude   

from 
from   

all 
all   

business 
business   

records 
records   r

requests
e  q  u  est  

■ 
s.  

FBI FBI SSection ection   CChief hi   told us that t   the the   FBI FBI made made   this this   ddecision ecision   bbecause ecause   bbusiness usiness  

records records   rrequests equests   very very   infrequent infrequent   aand nd   tthe he   FFBI BI cconcluded oncluded   that that  

the the   iissue ssue   ddid id   nnot ot   warrant warrant   further further   litigation liti   ation   iin n   tthe he   FFISA ISA   CCourt. ourt.   FFollowing ollowing   this this  

decision, decision,   aall ll   bbusiness usiness   records records   orders orders   wwe e   rreviewed eviewed   ccontained ontained   the the  

following following   llimitation: imitation:  

, an an   FBI FBI case case   agent agent   initiated initiated   a  a  bbusiness usiness   rrecords ecords   re~ r e ~ 

in in  a a  counterintelligence counterintelligence  i   investigation nvestigation  u unrelated nrelated  to  t  h  e  - to  the -
bbusiness usiness  rrecords ecords  orders orders  referenced referenced  above. above.  T     This his   re uuest est  wwould ould  become  the  first    become  the  first 
bbusiness usiness  rrecords ecords  order  issued  The  su  ect  in  the    order  issued  . The  sub·ect   in  the 
investi 

tion  ,  .  .   .  ,  ,  ·  '  '  - ~  

ation 
"  '   

. TThe he   case case   agent agent   stated stated   that that   she she   iinitially nitially   iintended ntended   tto o   uuse se   an an   NSL NSL   to to  

oobtain btain   tthe he   rrecords, ecords,   but but   was was   informed informed   by by   oothers thers   iin n   hher er   ooffice ffice   tthat hat   a  a  bbusiness usiness  

rrecords ecords   oorder rder   wwould ould   be be   necessary necessary   to to   get get   the the   iinformation nformation   sshe he   ssought. ought.  

TThe he   bbusiness usiness   records records   request request   was was   submitted submitted   tto o   NNSD SD   oon n  


, 
a

and 
nd   w

was 
as   s

subsequently 
ubsequently   

approved 
approved   

by 
by   

the 
the   F

FISA 
ISA   C

Court 
ourt   o

on 
n  


. AAs s   rrequested equested   by by   the the   government governme   the the   FFISA ISA   CCourt's ourt's   o  ord 


Ian lan   ua e described described   above, above  

. TThe he   ccase ase   aagent gent   ttold old   tthe he   OOIG IG   that that   she she  


bbecame ecame   aware~ request request   process process   tthat hat   sshe he   wwould ould   nnot ot   bbe e   able   to   obtain  a  w  a  r  e  ~   able to obtain 
iinformation nformation   o  on--· n  - - ·   The The   case case   agent agent   sstated tated   tthat hat   tthis his   iinformation nformation   could could  

hhave ave   otentiall ntial   aided aided   her her   investi ation tion   if if   ffor or   eexam xam   le iit t   sshowed howed   tthe he   subject subject  

. NNonetheless, onetheless,  

t

the 
he   c

case 
ase   a

agent 
gent   s

stated 
tated   

that 
that   

the 
the   

inability 
inability   

to 
to   g

get 
et   t

these 
hese   r

records 
ecords   d

did 
id   n

not 
ot   h

have 
ave   

an 
an  


eeffect ffect   oon n   tthe he   iinvestigation. nvestigation.  

TThe he   FFBI BI sserved erved   the the   FISA FISA   Court Court   order order  

The The   FFBI BI rreceived eceived   a a  


. .   The The   case case   aagent gent   cconducted onducted   aan n   iinitial nitial   review review   of of  

the the   rrecords ecords   aand, nd,   after after   determining determining   that that   they they   wwere ere   wwithin ithin   tthe he   sscope cope   oof f   the the   order order  
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and and   contained contained   oonly nly   iinformation nformation   relating relating   to to   the the   ssubject, ubject,   rrequested equested   that that   the the  

records 72 72  

records   be be   uuploaded ploaded   iinto nto   DWS. DWS.   We We   reviewed reviewed   tthe he   rrecords ecords   rreceived eceived   in in   response response  

to to   the the   business business   rrecords ecords   order order   and and   confirmed confirmed   tthat hat   t  the  ccontained ontained   onl on   the the  

sub·ect's 
su   ect's   

information. 
information.   

Additional! 
Additional   

, we 
we   

found 
found   t

that 
hat  

in res onse to the order. The case agent 
agent  

and and  

were not of investigative value. No analytical r i ' >  . .  TI '>rl   using  the 

were   not   of   investigative   value.   No   analytical   pproducts ro   were created using the 
records records   obtained. obtained.   TThe he   investigation investigation   was was   closed closed   iin n   after 

after  

the 
the 

subject subject   departed departed   tthe he   UUnited nited   States. States.  

ss. .  
RRequest equest for for   ((Section Section   215 215  

OOrders rders   Issued Issued   October October   22013) 013)  

The The   bbu usi• ness   records   request   was was   submitted submitted   tt o   NSD   on  


and and   was was   ssub ub   roved   the   FISA   Court   on  


Court   ordered  

The The   ccase ase   aagent gent   ddescribed escribed   the the   business business   rrecords ecords   pprocess rocess   to to   be be   uneventful uneventful   iin n  


this this   case. case.   HHe e   sstated tated   tthat hat   he he   answered answered   a a   few few   ffactual actual   qquestions uestions   for for   the the   NSD NSD  


attorney attorney   assigned assigned   tto o   tthe he   business business   records records   application, application,   bbut ut   tthat hat   no no   concerns concerns   or or  

problems problems   wwere ere   iidentified dentified   with with   the the   application. application.   TThe he   ccase ase   aagent gent   described described   the the  

overall overall   business business   rrecords ecords   process process   positively, positively,   but but   nnoted oted   tthat hat   tthe he   amount amount   of of   time time   it it  

takes takes   to to   obtain obtain   a  a  bbusiness usiness   records records   order order   was was   ""frustrating" frustrating"   aand nd   can can   slow slow   down down   an an  


investigation. investigation.  

The The   FFBI BI sserved erved   tthe he   FISA FISA   Court Court   orders orders   on on   --
tthe he   FBI FBI with with   records records   responsive responsive   tthe he   bbusiness usiness   records records   order order  

, aand nd   responsive responsive   rrecords ecords   on on  
-

We We   describe describe   this this   ccompliance ompliance   iissue ssue   iin n   mmore ore   detail detail   below. below.  
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.  Ill. .  .   The The   case case   agent agent   conducted conducted   an an   initial initial   review review   of of   the the   records records   and and   determined determined  

that that   the the   records records   were were   responsive responsive   and and   contained contained   no no   overproduced overproduced   information. information.  

Around Around   this this   time, time,   in in   the the   FBI FBI decided decided   to to   transfer transfer  

~ment of of   this this   case case   from from   the the  ~ m e n t  

--· 
- - ·   

The 
The   

case 
case   

agent 
agent   

told 
told   

the 
the   

OIG 
OIG   

that 
that   

this 
this   

decision 
decision   

was 
was   

based 
based   

on 
on   

resource 
resource  

considerations. considerations.   Due Due   to to   this,~arded t  h i s  , ~ a  r d e  d  the the   business business   records records   to to  

the 
the   

new 
new   

case 
case   

agent 
agent   

in 
in   

FBI's 
FBI's   

----· 
- - - - ·   

The 
The   

new 
new   

case 
case   

agent 
agent   

told 
told   

the 
the  

OIG OIG   that that   the the   FBI FBI reached reached   out out   to to   an an   individual individual   identified identified   in in   the the   business business   records records  

and and   . According According  

tot to  

. The The   new new   case case   agent agent   stated stated   that that   the the   FBI FBI  


would would   not not   have have   identified identified   if if   not not   for for   these these   business business   records. records.   Because Because   of of  

that, that,   the the   agent agent   described described   the the   business business   records records   request request   as as   "one "one   of of   the the   key key   steps" steps"  

in in   the the   ongoing ongoing   investigation. investigation.  

6. 6.   Multiple Multiple   Business Business   Records Records   Orders Orders   in in   an an   FBI FBI  

Counterintelligence Counterintelligence Investigation Investigation  

In In   2013 2013   and and   2014, 2014,   FBI FBI agents agents   obtained obtained  

counterintelligence counterintelligence   investigation investigation   involving involving  

. The The   sub·ects sub   ects   of of   the the   investi investi  

. Below Below   we we  


business business   records records   orders orders   obtained obtained   in in   this this   investigation. investigation.  

a. a.   Request Request for for  

(Section (Section   215 215   Order Order   Issued Issued   August August   2013) 2013)  

t   initiated   a   business   records  

Fi   the  

The The   business business   records records   request request   was was   submitted submitted   to to   NSD NSD   on on  


was was   subsequently subsequently   approved approved   by by   the the   FISA FISA   Court Court   on on  
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ordered ordered   the the   requested requested   records records   ffor or   tthe he   pperiod eriod   ffrom rom   iinception nception   oof f
service service   to to   the the   date date   of of   production production   of of   the the   records. records.  

The The   FBI FBI served served   the the   FISA FISA   Court Court   order order  

FBI FBI received received  

. FBI FBI agents agents   aassigned ssigned   tto o   tthe he   iinvestigation nvestigation  

conducted conducted   an an   initial initial   review review   of of   the the   records records   and and   ddetermined etermined   tthat hat   tthey hey   wwere ere  

responsive responsive   to to   the the   request. request.   The The   FBI FBI   a ent who who   re uuested ested   tthe he   rrecords ecords   ttold old   tthe he  

OIG OIG   that that   the the   records records   confirmed confirmed  

b. b.  Requests Requests  for for 

(Section (Section   215 215   Orders Orders   IIssued ssued   AAugust ugust   22013 013   aand nd  

March March   2014) 2014)  

determined 
determined   

that 
that  

-· 
-· The  

The   

bu 
busi

• 
ness   records   request   wa

as 
s   

submitted 
submitted   t

t 
o   NSD   on  


and and   was was   sub su   uentl   the   FISA   Court   on  


Court   ordered  

The The   FBI FBI attem attem  ted to serve the order 
informed informed   the the   FBI FBI  


the the   order order   and and   refused refused   to to   accept accept   service service   of of   tthe he   oorder. rder.   AAs s   a  a  rresult, esult,   nno o   rrecords ecords  

were were   obtained obtained   in in   response response   to to   this this   order order   and, and,   aas s   wwe e   ddiscuss iscuss   bbelow, elow,   tthe he   FFBI BI  


obtained obtained   a a   new new   order order   for for   these these   records. 73 73 


records.   

On On   , the the   FBI FBI case case   agent agent   iinitiated nitiated   a  a  ssecond econd   bbusiness usiness  

recor

rds 
ds   

request 
request   

for 
for   

the 
these   records.   In   add

• 
iti

• 
on   to   the   records  

• 
uested   the   second   re   uest  

73 73  NSD NSD  told told  us us  that that 
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The The   business business   records records   rrequest equest   wwas as   ssubmitted ubmitted   to to   NSD NSD   on on  


aand nd   wwas as   subsequently subsequently   approved approved   bby y   tthe he   FFISA ISA   CCourt ourt   on on  


C

Court's 
ourt's   o

order 
rder   

a 
a   

ain 
ain   

contained 
contained   l

Ian 
an   ua  


pproduce roduce  

T

The 
he   FBI FBI served served   the the   oorder rder  

r

received 
eceived   w

with 
ith   t

the 
he   r

responsive 
esponsive   

records 
records   o

on 
n  


TThe he   ccase ase   aagent gent   told told   us us   that that   sshe he   cconducted onducted   an an   initial initial   review review   of of   tthe he   mmaterials aterials   uupon pon  

rreceipt eceipt   aand nd   found found   the the   records records   rresponsive esponsive   tto o   the the   request. request.   The The   ccase ase   aagent gent   aalso lso  


ttold old   uus s   the the   records records   were were   uuseful seful   tto o   tthe he   iinvestigation nvestigation   and and   that that   ssome ome   oof f   tthe he   rrecords ecords  

wwere ere   ddisseminated isseminated   TThe he   ccase ase   file file   indicated indicated  

. TThe he  

and the the   case case   agent agent   ttold old   tthe he   OOIG IG   ·  -


B. B.   Compliance Compliance   IIncidents ncidents  

The The   OIG OIG   reviewed reviewed   tthree hree   ccompliance ompliance   incidents incidents   that that   affected affected   nnumerous umerous  

bbusiness usiness   records records   orders orders   bbetween etween   22012 012   aand nd   2014. 2014.   The The   first first   involved involved   tthe he  

rroduction eduction   of of   full full   and and   ppartial artial   ee-mail -mail   ssubject ubject   lines lines   by by   two two   p  providers, r  o  v  i  d  e  - r  s  ,  -

, which 
which   

the 
the   O

OIG 
IG   d

determined 
etermined   a

affected 
ffected   

business 
business   r

records 
ecords   o

orders. 
rders.  

similar! over roduced duced  

. NSD NSD   and and   FFBI BI wwitnesses itnesses   ttold old   the the   OIG OIG   that that   tthe he   vvast ast   mmajority ajority   oof f  

ccompliance ompliance   incidents incidents   relating relating   tto o   bbusiness usiness   rrecords ecords   orders orders   between between   22012 012   aand nd   22014 014  

wwere ere   the the   result result   of of   overproductions overproductions   bby y   pproviders. roviders.  

A  A  tthird hird   compliance compliance   iincident ncident   wwas as   tthe he   rresult esult   of of   a a   technical technical  

ddatabase, atabase   rather rather   than than   rovider der   eerror. rror.   IIn n   MMarch arch   2015, 2015   the the   FBI FBI  


WWe e   describe describe   

-
each each   oof f   tthese hese   ccompliance ompliance   iincidents ncidents   below. below.  

1. 1.   Full Full   aand nd   PPartial artial   SSubject ubject   Lines Lines   from from  -

OOn n   November -November   16, 16,   22012, 012,   DDITU ITU   nnotified otified   NSD NSD   that that   it it   had had   ddiscovered iscovered   tthat hat  

-- h  a  had d   overproduced overproduced   ffull ull   oor r   ppartial artial   ssubject ubject   lines lines   in in   response response   t  to o  - .   bbusiness usiness  

rrecords ecords   orders orders   requesting requesting   ee-mail -mail   ttransactional ransactional   records. records.   Upon Upon   ddiscovery iscovery   oof f   tthe he  

ooverproduction, verproduction,   the the   FBI FBI ccontacted ontacted   -- aand nd   sstopped topped   serving serving   bbusiness usiness   rrecords ecords  

oorders rders   oon n   it. it.   NSD NSD   filed filed   a~inary notice   with   the   FISA   Court   on   November  a ~ i n a r y  notice with the FISA Court on November 
221, 1,   22012, 012,   disclosing disclosing   the t  h  - e  -  ooverproduction verproduction   and and   statin~ tthe he   FFBI BI ws t a t i n ~  was as  

iinvestigating nvestigating   the the   issue issue   further. further.   OOn n   DDecember ecember   19, 19,   2  2012, 0  1  - 2  ,  - aadvised dvised   tthe he   FFBI BI  


tthat hat   iit t   hhad ad   identified identified   the the   ccause ause   oof f   tthe he   ooverproduction verproduction   and and   rectified rectified   tthe he   eerror, rror,   aand nd  

t

the 
he   F

FBI 
BI 

then 
then   

resumed 
resumed   

serving 
serving   b

business 
usiness   r

records 
ecords   

orders 
orders   

on 
on   

-· 
- ·  
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However, However,   DITU's DITU's   rreview eview   oof f   ssubsequent ubsequent   productions productions   revealed revealed   tthat hat   --
continued continued   to to   produce produce   ffull ull   aand nd   ppartial artial   ssubject ubject   line line   information information   iin n   rresponse esponse   tto o  

business business   records records   orders orders   aafter fter   DDecember ecember   22012. 012.   DITU DITU   determined determined   tthat hat   tthe he  

~duction was was   ccaused aused   bby y   a  a  mmistake istake   i  in n  - - production production   l t  ~ d u logic, ogic,   aand nd   to that hac t i n  

--- - e  a  r  earlier l  i  e  r   fix fix   was was   fflawed. lawed.   DDITU ITU   tthen hen   sequestered sequestered   all all   business business   rrecords ecords  

productions productions   from f  r  o  -m  -  sso o   tthat hat   tthey hey   wwere ere   available available   only only   to to   limited limited   ttechnical echnical  

personnel. 
personnel.   

When 
When   

DITU 
DITU   d

discovered 
iscovered   o

overproduced 
verproduced   

information, 
information,   i

it 
t   p

purged 
urged   t

the 
he  

entire entire   production production   prior prior   tto o   uuploading ploading   aand nd   rrequested equested   that that   the the   provider provider   rreproduce eproduce   iit t  

without without   the the   subject subject   line line   iinformation. nformation.  

By By   April April   6, 6,   2  2013, 0  1  - 3  ,  -  rrepresented epresented   that that   it it   had had   corrected corrected   iits ts   pproduction roduction  

methodology methodology   to to   include include   oonly nly   aauthorized uthorized   ee-mail -mail   fields. fields.   Nonetheless, Nonetheless,   DDITU ITU  


continued continued   to to   manually manually   rreview eview   -- bbusiness usiness   records records   productions productions   aand nd  

discovered discovered   additional additional   ffull ull   oor r   ppartial artial   ssubject ubject   lines lines   in in   July, July,   August, August,   aand nd   OOctober ctober  

2013. 2013.   According According   to to   a a   RRule ule   113(b) 3(b)   nnotice otice   ffiled iled   with with   the the   FISA FISA   Court Court   oon n   DDecember ecember  

26, 26,   2013, 2013,   DITU DITU   did did   not not   iidentify dentify   aadditional dditional   overproductions overproductions   b  by -y  -  aafter fter  

November November   8, 8,   201~ 2 0 1 ~  sstopped topped   mmanually anually   reviewing reviewing   business business   records records  

productions productions   f  from r  o  -m  -  oon n   NNovember ovember   118, 8,   2013. 2013.  

While While   investigating investigating   -- ssystemic ystemic   overproduction overproduction   of of   ssubject ubject   llines, ines,   DDITU ITU  


identified 
identified   

similar 
similar   

overproductions 
overproductions   b

by 
y   -

-· 
 ·   

DITU 
DITU   

followed 
followed   

the 
the   s

same 
ame  

procedures procedures   as as   it it   had had   w  with_, i  t  h  - '   ssequestering equestering   and and   purging purging   t  the h  - e  -

productions productions   to to   ensure ensure   tthat hat   nno o   iinformation nformation   had had   been been   transferred transferred   tto o   oother ther   FFBI BI  


systems. systems.   DITU DITU   continued continued   tto o   rreview eview   aall ll   returns returns   until until   November November   112, 2,  

2013, 2013,   when when   it it   determined determined   tthat hat   corrected corrected   the the   problem. problem.   IIn n   JJuly uly  

2015, 2015,   however, however,   NSD NSD   rreported eported   tthat hat   had had   overproduced overproduced   ssubject ubject   lline ine  

information information   in in   response response   tto o   ttwo wo   bbusiness usiness   rrecords ecords   orders orders   issued issued   iin n   22014. 014.   A  A 

subsequent subsequent   FBI FBI investigation investigation   cconcluded oncluded   tthat hat   these these   overproductions overproductions   wwere ere   aan n  


isolated isolated   issue issue   and and   n~emic pproblem. roblem.   The The   OIG   did   not   identify   additional  n  ~  e  m  i  c   OIG did not identify additional 
overproductions overproductions   b  by --y  - - iin n   22014. 014.  

Although Although   NSLB NSLB   cconcluded oncluded   tthat hat   DDITU ITU   followed followed   proper proper   procedures procedures   bby y  

sequestering sequestering   the the   overproductions overproductions   aand nd   ddid id   not not   compound compound   the the   eerrors rrors   bby y   uuploading ploading  

the the   materials materials   into into   FBI FBI ddatabases, atabases,   tthe he   FFBI BI rreported eported   these these   as as   IOB lOB   vviolations iolations   bbased ased  


on on   the the   systemic systemic   nature nature   oof f   tthe he   ttechnical echnical   pproblems roblems   by by   the the   providers providers   aand nd   tthe he   llarge arge  

number number   of of   FISA FISA   Court Court   ddockets ockets   aaffected. ffected.   TThe he   Department Department   also also   rreported eported   tthe he  

systemic systemic   overproductions overproductions   tto o   CCongress ongress   iin n   tthe he   Attorney Attorney   General's General's   22013 013   AAnnual nnual  

Report Report   on on   the the   use use   of of   tthe he   bbusiness usiness   rrecords ecords   provision provision   and and   in in   the the   SSemi-Annual emi-Annual  

Report Report   for for   January January   1  1  tto o   JJune une   330, 0,   22013. 013.  

2. 2. 

On  O June  27,  2013,   n  June  27,  2013,  tthe he  FFISA  Court  ISA  Court  a  a 

transactional  records  transactional  records  ffrom rom  
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74 
• 
74  The The   providers providers   produced produced   responsive responsive   rrecords ecords   iin n   eelectronic lectronic   fformat, ormat,  

wwhich hich   were were   uploaded uploaded   into into   DWS DWS   and and   reviewed reviewed   bby y   tthe he   aagent. gent.  

During During   a a   Minimization Minimization   and and   Accuracy Accuracy   RReview eview   cconducted onducted   iin n   a  a  ffield ield   ooffice ffice   iin n  


DDecember ecember   2013, 2013,  an an   NSD NSD   attorney attorney   reviewed reviewed   tthe he   rrecords ecords   pproduced roduced   iin n   rresponse esponse   tto o  

tthis his   business business   records records   order order   and and   ddiscovered iscovered   tthat hat   hhad ad   rroduced oduced  

iinformation nformation  ertainin to 

SD D   ddetermined etermined   --
ppotentially otentially   cconstitute onstitute  

ccontent ontent   and and   were were   beyond beyond   the the   scope scope   of of   a  a  bbusiness usiness   rrecords ecords   oorder rder   ffor or   eelectronic lectronic  

ttransactional ransactional   records. records.  

In 
In   

subsequent 
subsequent   

conversations 
conversations   

with 
with   -

_, 
 '   t

the 
he   F

FBI 
BI d

discovered 
iscovered   t  

that 
h  

-
a  t  -

was r s   regularly 
wa regularly   providing providing   -- i  n  in  rresponse esponse   tto o   FFISA ISA   bbusiness usiness   r~ 
~P ~  P   and t  h  a  t  ~  and   trace trace   (PR/TT) (PRITT)   orders, orders,   aand nd   tthus hus   iit t   wwas as   llikely ikely   that~ 
--- - had had   been been   overproduced overproduced   in in   r~ or   ~    other orders. 775 5  

ther   orders.   AAs s  oof f 
February  7,  2014, 2014,  had had   r  removed e  m  o  v  e  d  - -  from   business   records   and  February 7, --from business records and 
PR/TT roductions uctions   told told   the the   FBI FBI iit t   wwould ould   pprovide rovide   iinformation nformation   oonly nly   ffrom rom  

in in   response response   to to   ffuture uture   oorders rders   tto o   aavoid void   pproducing roducing  

uunauthorized nauthorized   information. information.  

NSD prov~inary p r o v ~ i n a r y  NSD   notice notice   of of   the the   ppotential otential   ccompliance ompliance   iissue ssue  

aassociated ssociated   with w  i  --t  h  - - to to   the the   FISA FISA   Court Court   oon n   FFebruary ebruary   114, 4,  22014, 014,  aand nd   ffinal inal  

nnotice otice   on on   June June   12, 12,  2014. 2014.  According According   to to   the the   ffinal inal   nnotice otice   ffiled iled   wwith ith   tthe he   FFISA ISA   CCourt, ourt,  

iin n   June June   2014, 2014,  NSLB NSLB   issued issued   guidance guidance   to to   FBI FBI ppersonnel ersonnel   c  concerning o  n  c  e  r  - n  i  n  g  -

found in business records advising   FBI personnel   to  found   in   business   records   or or   PR/TT~ns, P R I T T ~ n s ,  advising FBI personnel to 
cconsult onsult   NSLB NSLB   if if   they they   came came   across across   ---  - iin n   FFISA-acquired ISA-acquired   iinformation nformation  

pproduced roduced   pursuant pursuant   to to   a a   business business   records records   oor r   P  PRm R  m   oorder, rder,   aand nd   tthe he   ddata ata   wwas as   nnot ot  

cconfined onfined   to to   information information   in in   the the   to/from to/from   ffield. ield.   FFBI BI ee-mails -mails   iindicate ndicate   tthat hat   NNSLB SLB   ddid id  

nnot ot   require require   agents agents   to to   re-review re-review   -- bbusiness usiness   rrecords ecords   oor r   PPR/TT RITT   rreturns eturns  

received before February 7, 2014, 2014,  to   assess   whether   they   i  n  c  l  u  d  e  d  -received   before   February   7,   to assess whether they included -
ddata ata   outside outside   the the   scope scope   of of   the the   orders. orders.  

An D e p u ~ i o n  An   

NSD 
NSD   

Depu~ion Chief 
Chief   

told 
told   

the 
the   O

OIG 
IG   t

that 
hat   t

the 
he   -

-
 d

data 
ata   w

was 
as  

ccontent ontent   in in   the the   2013 - production      2 0 1 3 - production  rreported eported  tto o  tthe he  FFISA ISA  CCourt,    
ou  bbut ut  tthat hat  .  .. .  

data           data  is is  not not  content content  in in  all all  cases. cases.  For For  eexam xam  le sshe he  iindicated ndicated  

. The The   FBI FBI disclosed disclosed   this this   misstatement misstatement   tto o   tthe he   FFISA ISA   CCourt ourt   aand nd   ffiled iled   a  a  ssecond econd  

aapplication pplication   for for   business business   records records   relating relating   to to   those those   e-mail e-mail   addresses. addresses.   IIn n   aaddition, ddition,   tthis his   bbusiness usiness  

rrecords ecords   order order   was was   not not   part part   of of   the the   systemic systemic   overproduction overproduction   oof f   ee-mail -mail   ssubject ubject   llines ines   b  by-· y  - ·  


75 75  The The   OIG OIG   identified identified   -·   business business   records records   orders orders   directed directed   aat t   - iin n   22012 012   aand nd   22013, 013,  

bbut ut   did did   not not   review review   the the   potentially p  o  t  e  n  t  i[   voluminous voluminous   productions productions   rreceived eceived   iin n   rresponse esponse   tto o   tthose hose   oorders rders   tto o  

ddetermine etermine   if if   these these   contained contained   ■■-•■· .  
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. TThe he   DDeputy eputy   Section Section   Chief Chief   explained explained   that that   this this  

distinction 
distinction   w

was 
as   n

not 
ot   a

always 
lways   r

readily 
eadily   d

discernible 
iscernible   

and 
and   

required 
required   

case-by-case 
case-by-case  

analysis. 
analysis.   S

She 
he   s

stated 
tated   t

that 
hat   w

when 
hen   t

the 
he   e

error 
rror   

in 
in   

this 
this   

instance 
instance   

was 
was   

initially 
initially  

discovered, discovered,   tthe he   FFBI BI ddetermined etermined   tthat hat   DITU DITU   could could   not not   automatically automatically   s  screen c  r  e  -e  n  -

productions 
productions   t

to 
o   i

identify 
dentify   -

-
 d

data 
ata   t

that 
hat   

constituted 
constituted   

content. 
content.   

She 
She   

said 
said   

that 
that  

the FISA Court was aware i s s ~ i d a n c e  instructing   agents   to   be   on  
the   FISA   Court   was   aware   tthat hat   NNSLB SLB   iss~idance instructing agents to be on 
the the   lookout lookout   f  for o  - r  -  ddata ata   iin n   ffuture uture   -- productions. productions.  

The The   DDepartment epartment   aalso lso   rreported eported   tthe he   production production   o  of - f  - data data   to to  

Congress Congress   iin n   tthe he   AAttorney ttorney   GGeneral's eneral's   SSemi-Annual emi-Annual   Report Report   for for   January January   1 1   to to   June June  

30, 30,   2014. 2014.  

33. .  DDWS WS  RRelease elease  oof f  Quarantined Q uarantined  Records Records 

As As   ddescribed escribed   aabove, bove,   tthe he   FFBI's BI's   typical typical   practice practice   is is   to to   store store   business business   records records  

returns returns   produced produced   iin n   eelectronic lectronic   fformat ormat   iin n   an an   access-restricted access-restricted   area area   of of   DWS. DWS.   The The  

agent agent   is is   rrequired equired   tto o   cconduct onduct   aan n   iinitial nitial   review review   of of   the the   records records   to to   identify identify  

overproductions overproductions   aand nd   mminimize inimize   nnonpublic onpublic   U.S. U.S.   person person   information information   before before  

"releasing" "releasing"   tthe he   rrecords ecords   iin n   DDWS. WS.  


In In   MMarch arch   22015, 015,   tthe he   FFBI BI iidentified dentified   an an   error error   that that   caused caused   DWS DWS   to to   release release  

some some   business business   rrecords ecords   rreturns eturns   pprior rior   tto o   initial initial   review, review,   making making   the the   un-minimized un-minimized  

raw raw   data data   aavailable vailable   FFBI-wide. B  I-wide.   TThe he   FFBI BI determined determined   that that   the the   error error   potentially potentially  

a  affectedf  f  e  c  t  e  ■ d  .   bbusiness usiness   rrecords ecords   oorders rders   between between   January January   2014  and March 76 
2014  and  h   2015. 76  Marc 2015.  

The The  FBI FBI iinformed nformed  tthe he  FFISA ISA  CCourt ourt  oof f  tthe he  eerror rror  on on  June June  30, 30,  2015. 2015.  According According  to                to 
the the  Rule  13(b)  notice  filed  with  the  FISA  Court,  the  FBI corrected  the  error  in   Rule  13(b)  notice  filed  with  the  FISA  Court,  the  FBI  corrected  the  error  in 

DWS DWS  and and  restricted  a e  restricted  access cc ss  t to o  tthe he  mmaterials aterials  produced produced  in in  response response  to to  the the  affected affected          

business business  rrecords ecords  oorders. rders.  TThe he  FFBI BI tthen hen  nnotified otified  the the  agents agents  responsible responsible  f those e           for or  thos 

orders orders  to to  aallow llow  tthem hem  to  conduct  initial  reviews  of  their  returns.  An  NSD  Deputy      to  conduct  initial  reviews  of  their  returns.  An  NSD  Deputy 
Section Section  Chief Chief  ttold old  uus s  tthat hat  NNSD SD  aand nd  FFBI BI aare re  sstill till  investigating investigating  the the  incident,              incident, 
specifically specifically  tthey hey  aare re  cconfirming onfirming  tthat hat  aall ll  iinitial nitial  reviews reviews  have have  been been  completed completed  aand nd             


attempting attempting  tto o  ddetermine etermine  wwhether hether  aany ny  of of  the the  un-minimized un-minimized  raw  data  was          raw  data  was 
exported exported  ffrom rom  DDWS WS  pprior rior  t to o  tthe he  i initial nitial       review review  being being  conducted. conducted.    

C. C.   CCurrent urrent SStatus tatus   oof f   BBulk ulk   CCollection ollection   under under Section Section   215 215  

76 76  

TThis his   eerror rror   a  affectedf  f  e  c  t  e  ■ d  .   bbusiness usiness   rrecords ecords   oorders rders   iin n   22014, 014,   including including   II  orders orders   selected selected   ffor or  

review review   by by   tthe he   OOIG. IG.  
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As As  nnoted oted  ppreviously, reviously,  tthe he  UUSA SA  FFreedom reedom  Act Act  effectively effectively  ended ended  bulk bulk 

collection by the government under Section 215 by requiring the government to collection  by  the  government  under  Section  215  by  requiring  the  government  to 
limit limit the the sscope cope oof f iits ts rrequests equests ""to to tthe he ggreatest reatest extent extent reasonably reasonably practicable," practicable,"            

and and by by requiring requiring t

that 
hat a

applications 
pplications f

for 
or b

business 
usiness 

records 
records 

include 
include a          

a 
 

"specific 
"specific 

selection selection tterm," erm," ssuch uch aas s a a sspecific pecific iindividual, ndividual, t p n      

telephone ele ho e   

number, number,  

or or  

e-mail e-mail 

address. address. TThis his aaddition ddition tto o tthe he bbusiness usiness u records rds s t statute tat e       was was si si nificant nificant because because    

the the FISA FISA Co t  Court ur 

on on the the theory theory tthat hat aall ll oof f tthe he ddata ata wwas as rrelevant elevant because it was necessary to           because  it  was  necessary  to 
create create a a ddata ata aarchive rchive ffrom rom wwhich hich tto o iidentify dentify kknown nown and and unknown terrorists that           unknown  terrorists  that 
may may be be in in tthe he UUnited nited SStates tates or  or in c      in  contact ontact wwith ith U ons.  U.S. .S. persons. pers   The The new p on  new provision rovisi 

of of the the USA USA FFreedom reedom AAct ct bbecame ecame eeffective ffective oon n NNovember ovember 29 2015 180 d         29  2015  180  da a 
 s 
after after the the dadate te oof f tthe he sstatute's tatute's e      enactment· nactment· 

• · bulk bulk co lection   collection l

After After that that date   date 

A A Deputy Deputy SSection ection CChief hief ffrom rom NNSD SD ttold old uus s tthat hat tthe he ggovernment overnment no no longer longer collects collects              

information 777 7 
information in bulk under Section 215.  in  bulk  under  Section  215.

authorization authorization from from the the Court t FISA FISA Court o     to 
retain retain and and uuse se ~ pproduced roduced under the FISA Court orders that     under  the  FISA  Court  orders  that 
authorized 
authorized t - 

the 
he - - · Accordin 

----· 
-  

According 
g  

to 
to 

filings 
filings 

with 
with 

the 
the 

FISA 
FISA 

Court, 
Court, the       

the 
NSA NSA requested requested aauthority uthority tto o rretain etain ppreviously reviously produced produced        data data for two reaso s for  two  reasons. n . 

First, First, the the NNSA SA rrequested equested 990 0 ddays ays oof f ttechnical echnical access access to to previously previously produced produced d data ata            

so so that that authorized authorized ttechnical echnical ppersonnel ersonnel c could ould use that      use  that  data data to to verify verify the the    

completeness completeness aand nd aaccuracy ccuracy of c  of call all d detail etail  records records    produced produced under under the the new    new 
targeted targeted pproduction roduction oorders rders aauthorized uthorized bby y tthe he USA USA ond,  Freedom Freedom Act. Se Second, c      Act.   the the 

NSA NSA requested requested aauthority uthority tto o rretain etain ppreviously reviously produced produced data data in o        in  order rder  to to remain remain in   in 

compliance compliance wwith ith ccivil ivil llitigation itigation ppreservation reservation obligations imposed federal      obligations  imposed  b federal 
district district courts courts until tthe he N  until   NSA SA was relieved of those obli ations.  was  relieved  of  those  obli  ations. 

The The FFISA ISA CCourt ourt aappointed ppointed aamicus micus ccuriae uriae under under the the new new provisions provisions o   of f the         the 
USA USA Freedom Freedom AAct ct and ordered the amicus and the overnment to brief the issue    and  ordered  the  amicus  and  the  overnment  to  brief  the  issue 

. .  In In 

memoranda memoranda to t 

to 
 

the he FIS our a 

FISA A C Court, t, t the he  

amicus micus concluded concluded   

that that  

the the  

USA USA  

Freedom Freedom A 

Act ct 

did did  

not not  

prohibit prohibit t 

the he ggovernment's overnment's rretention etention aand nd rrequested equested use use of of the the bulk data         

bulk 
 

data 
and and that that iit t wwas as wwithin ithin tthe he ddiscretion iscretion oof f tthe he FFISA ISA Court Court to to determine determine             

77 77  

AAs s  nnoted oted  iin n  SSection ection  III I  oof f  tthis his  rreport, eport,  tthe he  UUSA SA  Freedom Freedom  Act Act  created created  a a  new new  mechanism mechanism 

that that  allows allows  tthe he  ggovernment overnment  tto o  oobtain btain  ccall all  ddetail etail  records records  from from  providers providers  within within  two two  "hops" "hops"  of of  the the 

specific specific  selection selection  tterm erm  oon n  aan n  oongoing ngoing  bbasis asis  ffor or  1180 80  ddays ays  ffrom rom  the the  date date  of of  the the  FISA FISA  Court Court  order. order. 

See See  50 50  U.S.C. § b . U.S. .  §  11861(b)(2)(C). 861( )(2)(C)C
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. The The   aamicus micus   sstated tated   that that   given given   the the  

significant significant   privacy privacy   iinterests nterests   of of   U.S. U.S.   persons persons   tthat hat   wwere ere   aat t   iissue, ssue,   the the   FISA FISA   CCourt ourt  

sshould hould   exercise exercise   iits ts   ooversight versight   aauthority uthority   to to   ensure ensure   tthat hat   tthe he   ggovernment overnment   was was  


rretaining etaining   and and   uusing sing   tthe he   ppreviously reviously   collected collected   iinformation nformation   iin n   a  a  manner manner   consistent consistent  

wwith ith   applicable applicable   mminimization inimization   rocedures. ures.   FFollowin ollowi   a  a  hhearin earin   on on   the the   matter matter   tthe he  

FFISA ISA   Court Court   granted granted   tthe he  

Ill.  According   .  .  .  According  tto o  tthe he  

tthe  he  FFISA  ISA  Court  Court  ffound ound  

he    e  o t  found  fo nd  that  FFISA ISA  CCourt ur u that  tthe he  

 ggovernment's  ov m nt's  access         ern e access  tto o  aand nd  uuse se  of of  the the  bulk bulk  ttelephony elephony  mmetadata etadata  was was  

appropriately  approp tailored          riately  tailored  tto o  eensure nsure  that that  the the  successor successor  pprogram rogram  eestablished stablished  bby y  tthe he  

USA  Freedom  Act  was  functioning  effectively  and      USA  Freedom  Act  was  functioning  effectively  and  tto o  eensure nsure  ccompliance ompliance  wwith ith  tthe he  

government's   government's  llitigation-related itigation-related  obligations. obligations.  

VI. VI.  CONCLUSION CONCLUSION 

As As   required required   bby y   tthe he   UUSA SA   Freedom Freedom   Act, Act,   wwe e   eexamined xamined   the the   FBI's FBI's   use use   oof f  

Section Section   215 215   authority authority   ffor or   ccalendar alendar   years years   2012 2012   tthrough hrough   22014 014   in in   this this   report. report.   OOur ur  

review review   determined determined   tthat hat   tthe he   FFISA ISA   Court Court   issued issued   5561 61   bbusiness usiness   rrecords ecords   orders orders  

during during   the the   review review   pperiod, eriod,   iincluding ncluding   212 212   in in   22012, 012,   1179 79   iin n   22013, 013,   and and   170 170   iin n   22014. 014.  

We We   found found   that that   tthe he   SSection ection   2215 15   applications applications   dduring uring   oour ur   rreview eview   period period   sou sou   hht t   a  a 

variet of of   "tan "tan   iible ble   tthin hin   s "  "  iincludin ncludin   transactional transactional   rrecords ecords   ffor or   e-mail e-mai  

We We   found found   tthat hat   tthe he   nnumber umber   of of   business business   rrecords ecords   oorders rders   oobtained btained   by by   tthe he   FFBI BI


iincreased ncreased   significantly significantly   bbetween etween   2007 2007   and and   2014, 2014,   llargely argely   ddriven riven   by by   the the   refusal refusal   oof f  

sseveral everal   communications communications   roviders ders   to to   produce produce   ttransactional ransactional   records records   for for   ee-mail -mail  

((ECTRs) ECTRs)   in in   response response   tto o   NNSLs. SLs.   BBetween etween   2007 2007   aand nd  

2009 the FISA Court issued 51 51   total total   orders. orders.   OOf f   t  these,h  e  s  e  ■ ,  .   related related   t  to o  Ill -

, aand nd   oonly nly   II  were were   requests requests  

ffor or   ECTRs, ECTRs,   representing representing   of of   all all   non-bulk non-bulk   bbusiness usiness   records records   orders orders  

oobtained btained   during during   tthat hat   e ntrast bbetween etween   22012 012   aand nd   2  2014, 0  1  4  ■ ,  .   oof f   tthe he  

orders orders   related related   tto o   , w  while h  i  l  -e  .   iinvolved nvolved   requests requests   ffor or  

ECTRs, constituting roughly of of   tthe he   nnon-bulk on-bulk   orders   obtained   during  

ECTRs,   constituting   roughly   orders obtained during 
oour ur   review review   period. period.  

Even Even   excepting excepting   rrequests equests   for for   e-mail e-mail   transactional transactional   rrecords, ecords,  

the the   number number   of of   bbusiness usiness   rrecords ecords   orders orders   obtained obtained   bby y   tthe he   FBI FBI between between   2012 2012   aand nd  

2014 2014   was was   substantially substantially   hhigher igher   than than   in in   the the   pprevious revious   rreview eview   period. period.   There There   wwere ere  

·  - business business   rrecords ecords   oorders rders   for for   non-ECTR, non-ECTR,   nnon-bulk on-bulk   iinformation nformation   during during   oour ur  

review review   period, period,   aas s   ccompared ompared   t  too  ■ .   between between   22007 007   aand nd   22009. 009.   Some Some   witnesses witnesses  
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aattributed ttributed   this this   increase increase   to to   aagents' gents'   ggrowing rowing   awareness awareness   of of   and and   comfort comfort   wwith ith   tthe he  

bbusiness usiness   records records   process, process,   while while   oothers thers   wwere ere   unable unable   to to   provide provide   aan n   eexplanation xplanation   ffor or  

iit. t.  

We We   identified identified   changes changes   iin n   tthe he   uuse se   oof f   business business   records records   orders orders   tthat hat   ttook ook  

pplace lace   within within   our our   review review   period. period.   TThe he   nnumber umber   of of   business business   records records   oorders rders   rreached eached  

iits ts   peak peak   in in   2012 2012   with with   212 212   orders orders   aand nd   hhas as   ddeclined eclined   annually annually   since since   tthen. hen.  

WWitnesses itnesses   told told   us us   that that   the the   nnumber umber   oof f   EECTR CTR   requests requests   has has   declined declined   mmore ore   tthan han  

oother ther   types types   of of   requests. requests.   According According   tto o   aan n   NNSD SD   Deputy Deputy   Unit Unit   Chief, Chief,   rrevelations evelations  

aabout bout   the the   NSA's NSA's   bulk bulk   telephony telephony   mmetadata etadata   program program   played played   a  a  rrole ole   iin n   tthis his   ddecline, ecline,  

bboth oth   in in   terms terms   of of   the the   stigma stigma   aattached ttached   tto o   uuse se   of of   Section Section   215 215   and and   iincreased ncreased  

rresistance esistance   from from   providers. providers.   IIn n   ccomments omments   pprovided rovided   to to   the the   OIG OIG   aafter fter   rreviewing eviewing   a  a 

ddraft raft   of of   this this   report, report,   NSD NSD   aalso lso   aattributed ttributed   tthe he   FBI's FBI's   increasing increasing   use use   oof f   ttaskings askings  

uunder nder   Section Section   702 702   of of   the the   FFISA ISA   AAmendments mendments   Act Act   as as   likely likely   a a   "notable "notable   ccause" ause"   iin n  


tthe he   decrease decrease   in in   business business   rrecords ecords   rrequests. equests.  

We We   found found   that ~ t h business f r n l y  in  
t at   business   rrecords ecords   oorders rders   were were   used used   most most   fr~ntly in 
ccounterintelligence ounterintelligence   cases. cases.   OOf f   t  the h  -e  .   ttotal otal   orders orders   we we   analyzed, a  n  a  ly  z  e  -d  ,  - wwere ere  

oobtained btained   in in   counterintelligence in   .  
counterintelligence   ccases, ases,   ·  - in in   counterterrorism counterterrorism   cases,~ c a s e s , ~  in . 
c ber cases. 

cases.   

A ents 
ts   

told 
told   

us 
us   t

that 
hat   b

business 
usiness   

records 
records   

orders 
orders   

fre 
u

uentl 
ent   -

-

cyber ber   ccases ases   iin n   ssome ome   instances instances   can can   oopen pen   a  a  pparallel arallel   ccriminal riminal  

ccase ase   and and   use use   the the   grand grand   jjury ury   pprocess rocess   tto o   oobtain btain   the the   same same   information information   mmore ore  

uickl and and   with with   less less   oversi overs   ht t   tthan han   a  a  bbusiness usiness   records records   order. order.  

, wwhich hich   is is   consistent consistent   wwith ith   aagents' gents'  

eexplanations xplanations   that that   those those   cases cases   rrequire equire   pparticularly articularly   timely timely   acquisition acquisition   oof f  

iinformation, nformation,   as as   discussed discussed   below. below.  

During During   our our   review, review,   we we   aanalyzed nalyzed   tthe he   timeliness timeliness   of of   the the   business business   rrecords ecords  

pprocess, rocess,   both both   generally generally   and and   at at   eeach ach   pphase hase   of of   the the   approval approval   process. process.   WWe e  


d

determined 
etermined   

that 
that   

the 
the   

median 
median   

time 
time   n

needed 
eeded   t

to 
o   

obtain 
obtain   

business 
business   

records 
records   o

orders 
rders  

dduring uring   our our   review review   period period   was was   1115 15   ddays. ays.   BBusiness usiness   records records   orders orders   sspent pent   tthe he   lleast east  

aamount mount   of of   time time   in in   the the   field field   office office   pphase hase   oof f   the the   approval approval   process, process,   a  a  mmedian edian   oof f   116 6  

ddays. ays.   Orders Orders   spent spent   a a   median median   oof f   440 0   ddays ays   wwith ith   NSLB NSLB   and and   33 33   days days   iin n   tthe he   NNSD SD  


pphase hase   of of   the the   approval approval   process. process.   WWe e   ffound ound   that that   the the   FBI FBI took took   a a   median median   oof f   2  2  wweeks eeks  

tto o   oobtain btain   final final   approval approval   signatures signatures   ffrom rom   NNSLB SLB   and and   the the   FBI FBI Deputy Deputy   General General  

CCounsel. ounsel.  

Agents we interviewed described the entire process as lengthy and added 
that the delay in obtaining business records orders often had a negative impact 
o ir investi • • • • 
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acknowledged acknowledged   tthe he   ddelays elays   iin n   tthe he   pprocess rocess   aand nd   told told   the the   OIG OIG   that that   they they   have have   taken taken  

steps steps   to to   improve improve   iit, t,   iincluding ncluding   sstreamlining treamlining   the the   drafting drafting   and and   review review   process process   for for  

ECTRs. 
ECTRs. 


We 
We   a

also 
lso   s

selected 
elected   ·  

■ 
 a

applications 
pplications   

to 
to   

illustrate 
illustrate   

the 
the   

various 
various   

uses 
uses   

of 
of   

Section 
Section  

215 215   authority authority   aand nd   tto o   cconduct onduct   a  a  mmore ore   detailed detailed   review review   of of   the the   types types   of of   materials materials  

requested, tthe he  ppurposes urposes  oof f  tthe he  rrequests, equests,  the the  materials materials  produced,  and  the  requested,          produced,  and  the 
manner manner  in in  wwhich hich  tthe he  mmaterials aterials  wwere ere  uused. sed.  Although Although  agents agents  expressed expressed  concern concern            

about about  the the  llength ength  oof f  tthe he  pprocess rocess  tto o  oobtain btain  a  a bbusiness usiness  records records  order, order,  they  told  us              they  told  us 

consistently consistently  tthat hat  tthese hese  oorders rders  ccontinued ontinued  tto o  bbe e  a a  valuable valuable  investigative investigative  tool. tool.  A           As s  


with with  our our  pprevious revious  rreviews, eviews,  tthe he  mmajority ajority  oof f  aagents gents  we we  interviewed interviewed  did  not  identify            did  not  identify 
any any  major major  ccase ase  ddevelopments evelopments  tthat hat  rresulted esulted  ffrom rom  use use  of of           the the  records records  obtained obtained  i   in n  


response response  tto o  bbusiness usiness  rrecords ecords  orders,  but  told  us      orders,  but  told  us  that that  the  eri o s   the mat al  pr duced  wa material  produced  was 
valuable valuable  aas s  a  a bbuilding uilding  bblock lock  oof f  tthe he  iinvestigation. nvestigation.  However, However,  in in  at at  least least  two two  cases, cases,               


agents agents  we we  iinterviewed nterviewed  ttold old  uus s  tthat hat  tthe he  bbusiness usiness  records records  obtained obtained  in in  their their             

investigation investigation  pprovided rovided  vvaluable aluable  iinformation nformation  tthat hat  they they  would would  not not  otherwise otherwise  have           have 
been been  able able  tto o  oobtain. btain.  IIn n  oother ther  iinstances, nstances,  ccase ase  agents agents  told told  us us  that that              they they   used used  the   the 
information information  oobtained btained  uunder nder  SSection ection  2215 15  tto o  eexculpate xculpate  a a  subject subject  and and  close close  the the             

investigation. investigation.  

We We  aalso lso  rreviewed eviewed  tthe he  ·  ■ FFISA ISA  CCourt ourt  o ers         orders rd  authorizin authorizin  

of of  certain certain  ddata ata  aas s  ppart art  of  er ri m       of c counterterrorism ountert ro s

•. ·  .  Our Our  tthird hird  rreport eport  oon n  SSection ection  215  auth y  desc   215  authority orit ribed      described 
~luding ~ l u d i n g  tthe he   sspecialized pecialized   mminimization inimization   procedures procedures   th th  

.... 
- - '  

, 
 r

reported 
eported   c

compliance 
ompliance   i

incidents, 
ncidents,   

and 
and   

the 
the   

status 
status   

of 
of  

through through   May May   22015. 015.   AAs s   ddescribed escribed   iin n   tthis his   report, report,   the the   USA USA   Freedom Freedom   Act Act   effectively effectively  

ended ended   the the   ggovernment's overnment's   ccollection ollection   oof f   data data   in in   bulk bulk   under under   Section Section   215 215   by by  

requiring requiring   tthe he   ggovernment overnment   tto o   llimit imit   the the   scope scope   of of   its its   requests requests   "to "to   the the   greatest greatest  

extent extent   reasonably reasonably   ppracticable," racticable,"   aand nd   by by   requiring requiring   that that   applications applications   seek seek   records records  

related related   to to   a  a  ""specific specific   iidentifier," dentifier,"   such such   as as   an an   individual, individual,   account, account,   address, address   or or  

ersonal rsonal   ddevice. evice.   OOn n   NNovember ovember   224 4   2015 2015   the he   FISA FISA   Court Court   ranted ranted  -
the the   bulk bulk   data data  

previously previously   ccollected ollected   uunder nder   pprior rior   FISA FISA   Court Court   orders. orders.  

Finally, Finally,   iin n   aaddition ddition   tto o   rreviewing eviewing   the the   FBI's FBI's   use use   of of   Section Section   215 215   authority authority   iin n  


calendar calendar   yyears ears   22012 012   tthrough hrough   2014, 2014,   we we   examined examined   the the   progress progress   the the   Department Department  

and and   the the   FBI FBI mmade ade   iin n   aaddressing ddressing   three three   recommendations recommendations   in in   the the   OIG's OIG's   March March  


2008 2008   and and   MMay ay   22015 015   rreports. eports.   IIn n   the the   2008 2008   report, report,   we we   recommended recommended   that that   the the  

Department 
Department   i

implement 
mplement   f

final 
inal   m

minimization 
inimization   

procedures, 
procedures,   

develop 
develop   

procedures 
procedures   

for 
for  

reviewing 
reviewing   m

materials 
aterials   r

received 
eceived   i

in 
n   r

response 
esponse   

to 
to   

business 
business   

records 
records   

orders 
orders   

to 
to   

identify 
identify  

overproduced 
overproduced   i

information, 
nformation,   a

and 
nd   d

develop 
evelop   

procedures 
procedures   

for 
for   

handling 
handling  

overproductions. 
overproductions.   I

In 
n   o

our 
ur   M

May 
ay   2

2015 
015   

report, 
report,   

we 
we   

recognized 
recognized   

that 
that   

the 
the   

Department 
Department  

had 
had   

adopted 
adopted   F

Final 
inal   P

Procedures 
rocedures   

implementing 
implementing   

the 
the   

OIG's 
OIG's   

recommendations, 
recommendations,   

but 
but  

identified 
identified   s

several 
everal   t

terms 
erms   u

used 
sed   i

in 
n   t

the 
he   F

Final 
inal   

Procedures 
Procedures   

that 
that   

we 
we   

believed 
believed   

required 
required  

clarification. clarification.   BBased ased   oon n   tthe he   iinformation nformation   obtained obtained   in in   our our   current current   review, review,   we we  


concluded concluded   tthat hat   tthe he   DDepartment epartment   aand nd   tthe he   FBI FBI have have   made made   these these   clarifications. clarifications.   WWe e  


therefore therefore   hhave ave   cclosed losed   tthe he   rrecommendations. ecommendations.  

Based Based   oon n   tthe he   iinformation nformation   ddeveloped eveloped   during during   our our   review, review,   we we   concluded concluded   tthat hat  

the the   process process   uused sed   tto o   oobtain btain   nnon-bulk on-bulk   bbusiness usiness   records records   orders orders   between between   2012 2012   aand nd  
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22014 014   contained contained   safeguards safeguards   tthat hat   pprotected rotected   U.S. U.S.   persons persons   from from   the the   uunauthorized nauthorized  

ccollection, ollection,   retention, retention,   and and   dissemination dissemination   oof f   nonpublic nonpublic   information information   aabout bout   tthem. hem.   AAs s  


ddescribed escribed   above, above,   the the   business business   rrecords ecords   pprocess rocess   requires requires   multiple multiple   llayers ayers   oof f  

a

approval, 
pproval,   

including 
including   

by 
by   

attorneys 
attorneys   i

in 
n   N

NSLB 
SLB   a

and 
nd   

NSD, 
NSD,   

and 
and   

by 
by   

the 
the   F

FBI 
BI E

EAD 
AD   f

for 
or  

ccertain ertain   sensitive sensitive   records. records.   Information Information   wwe e   reviewed reviewed   indicates indicates   that that   NNSLB SLB   aand nd   NNSD SD  


aattorneys ttorneys   routinely routinely   question question   aagents gents   aabout bout   business business   records records   applications. applications.   RRather ather  

tthan han   acting acting   as as   a a   "rubber "rubber   stamp," stamp,"   ddocuments ocuments   that that   we we   reviewed reviewed   reflect reflect   tthat hat   tthe he  

FFISA ISA   Court Court   engages engages   in in   a a   dialogue dialogue   wwith ith   NNSD SD   and and   at at   times times   has has   informed informed   NNSD SD   tthat hat  

iit t   wwill ill   not not   approve approve   certain certain   business business   rrecords ecords   applications: applications:   we we   identified identified   aat t   lleast east  

·  ■  applications applications   that that   were were   withdrawn withdrawn   aafter fter   submission submission   of of   a a   "read "read   ccopy" opy"   tto o   tthe he  

FFISA ISA   Court Court   during during   the the   period period   ccovered overed   bby y   tthis his   review. review.  

In  addition,          In  addition,  since since  July July  2013, 2013,  tthe he  FFinal inal  Procedures Procedures  require require  aagents gents  tto o  

determine          determine  whether whether  nonpublic nonpublic  U.S. U.S.  pperson erson  information information  meets meets  the the  FFISA ISA  SStandard tandard  

            bbefore efore  retaining retaining  or or  disseminating disseminating  iit t  tto o  oother ther  agencies. agencies.  We We  found found  tthat hat  tthe he  aagents gents  

       wwe e  interviewed  interviewed  had  had  received received  training training  oon n  tthe he  minimization minimization  procedures, procedures,  wwere ere  

knowledgeable  l about  nowledgeab e  about  them,         k them,  and and  aappeared ppeared  to to  take take  them them  seriously. seriously.  TThe he  ssteps teps  

that 
 

the 
 

FBI 
 that  the  FBI

and 
     and  

NSD 
NSD  

have 
have  

taken 
taken  t

to 
o  i

implement 
 

the 
 

OIG's 
 mplement  the  OIG's  

previous 
previous  

recommendations, 
      recommendations,  

combined 
  combined  

with 
with  t

the 
he  l

level 
evel  

of 
of  

oversight 
oversight  

and 
and  

reporting 
  reporting  t

to 
o  m

monitor 
onitor  

F

FBI           BI

compliance 
compliance  

with 
with  

the 
the  

Final 
Final  

Procedures, 
Procedures,  

reflect 
reflect  

considerable 
considerable  

progress 
progress  i

in 
n  t

the 
he  

FBI's      FBI's  

use 
use  of of  Section Section  215 215  authority. authority.  

However,    v based      ase on   Howe er,  b d  on  the the  concerns concerns  eexpressed xpressed  by by  agents agents  about about  the the  ttime ime  

needed             needed  to to  obtain obtain  business business  records records  orders, orders,  we we  recommend recommend  that that  the the  FBI FBI aand nd  tthe he  

Department           Department  continue continue  to to  pursue pursue  ways ways  tto o  mmake ake  the the  business business  records records  pprocess rocess  

more             more  efficient effie  articular! rticula  for for  a a  lications lications  related related  to to  c ber r  cases cases  where where  a  a eents nts  

. Potential         Potential  measures measures  iinclude nclude  using using  FISAMS FISAMS  data data  to to  track track  tthe he  

          ttimeliness imeliness  of of  Section Section  215 215  applications, applications,  uusing sing  alerts alerts  within within  FISAMS FISAMS  to to  iidentify dentify  

applications  that  have  lingered          
applications  that  have  lingered  ppast ast  a  a ccertain ertain  period period  of of  time time  without without  rreview, eview,  aand nd  

implementing nr, . r·cco c;:    i plem n a streamlined     m e ting  a  streamlined  drafting drafting  aand nd  rreview eview  process 
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The The   DDepartment epartment of o f Justice Justice   Office Office   of o f the the   IInspector nspector General General  

((DOJ DOJ   OIG) OIG)   is is   a a   statutorily statutorily   created created   iindependent ndependent   eentity ntity  

wwhose hose   mission mission   is is   to to   detect detect   and and   deter deter   wwaste, aste,   fraud, fraud,  

aabuse, buse,   and and   misconduct misconduct in in   the the   Department Department oof f JJustice, ustice,   and and  

t
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Department's 
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ooperations. perations.   Information Information   may may   bbe e   rreported eported   tto o   tthe he   DDOJ OJ  


GOIG's IG's   hhotline otline   at at   www.justice.gov/oig/hotline www.justice.govjoig/hotline   oor r  

(

(800) 
BOO)   8

869-4499. 
69-4499.  
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