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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF TENNESSEE
AT KNOXVILLE

JOSEPH P. CARSON., Pro Se,
Plaintiff,
Civ. No. 3:10-CV-56
V. PHILLIPS/SHIRLEY

UNITED STATES DEPARTMENT
OF JUSTICE,

B

Defendant.

SECOND DECLARATION OF VANESSA R. BRINKMANN

I, Vanessa R. Brinkmann, declare, pursuant to 28 U.S.C. § 1746, as follows:

1. T am the Counsel to the Initial Request (IR) Staff of the Office of Information Policy
(OIP), United States Department of Justice. In this capacity, [ am responsible for supervising the
handling of the Freedom of Information Act (FOIA) requests processed by OIP. The IR Staff of
OIP is responsible for processing FOIA requests seeking records from within OIP and from
seven senior leadership offices of the Department of Justice, specifically the Offices of the
Attorney General, Deputy Attorney General, Associate Attorney General, Legal Policy,
Legislative Affairs, Intergovernmental and Public Liaison, and Public Affairs. The IR Staff
determines whether records responsive to access requests exist and, if so, whether they can be
released in accordance with the FOIA. In processing such requests, the IR Staff consults with
personnel in the senior leadership offices and, when appropriate, with other components within

the Department of Justice, as well as with other Executive Branch agencies.
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2. I make the statements herein on the basis of personal knowledge, my review of the
case notes contained in the IR Staff file associated with plaintiff's initial request to OIP, which
were taken immediately after the events described herein, as well as on information acquired by
me in the course of performing my official duties.

3. In my declaration of September 15, 2010, I described this Office's handling of
plaintiff's November 14, 2009 FOIA request to OIP for records pertaining to the Department of
Justice's compliance with 5 U.S.C. § 2302(c), which requires the Attorney General to prevent
"prohibited personnel practices" (PPP's) in the Department. See Declaration of Vanessa R.
Brinkmann 9 3-5. This declaration responds to certain issues raised in plaintiff's August 6,

2011 Reply to Defendant's Response to Plaintiff's Motion for Litigation Costs by detailing the IR
Staff's communications with plaintiff, and supplements and incorporates by reference my
declaration of September 15, 2010.

4. Plaintiff's request was received by OIP on November 24, 2009. On that date, FOIA
Specialist Natasha Jahangiri, a member of OIP's IR Staff, was assigned plaintiff's request. As
such, OIP's December 11, 2009 acknowledgment letter, which acknowledged receipt of plaintiff's
request and provided him with an opportunity to narrow the scope of his request, or agree to an
alternative time frame for processing, should records be located, was signed by Ms. Jahangiri and
contained her contact information. (The IR Staff of OIP's December 11, 2009 letter to plaintiff is
attached to my September 15, 2010 declaration as Exhibit 2.)

5. On December 15, 2009, plaintiff left a voice mail message for Ms. Jahangiri stating
that he wished to discuss the scope of his request. In response to this message, on that same day.

the Chief of the IR Staff, Laurie Day, called and spoke to plaintiff. During this conversation,
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plaintiff advised Ms. Day that his request sought two things: (1) Department of Justice
procedures/policies against prohibited personnel practices; and (2) assessments of whether such
policies are being implemented, and their effectiveness. Plaintiff also indicated that he was
interested in receiving material dating within the last ten years. Upon completion of this phone
call, Ms. Day relayed the content of the conversation to Ms. Jahangiri.

6. In accordance with the ordinary practice of OIP FOIA Specialists, Ms. Jahangiri
memorialized the conversation between Ms. Day and plaintiff in the form of case notes. She
then added these notes to the administrative file for plaintiff's request.

7. On December 16, 2009, records searches were initiated in the Office of the Attorney
General (OAG) and in the electronic database of the Departmental Executive Secretariat, which
is the official records repository of OAG. Both this search and the IR Staff's subsequent review
of the records located were conducted in light of plaintiff's clarification of his FOIA request
during his December 15, 2009 conversation with Ms. Day.

8. On January 11, 2009, Ms. Jahangiri received another voice mail message from
plaintiff, stating that he wished to know the status of his FOIA request. On January 12, 2009,
Ms. Jahangiri returned plaintiff's call and advised that a records search was then-pending in
OAG. Ms. Jahangiri advised that she would contact that Office to check on the status of the
pending search, and would endeavor to speed up the processing of his request to the extent
possible. Moreover, Ms. Jahangiri informed plaintiff that she had already initiated a search in
the electronic database of the Departmental Executive Secretariat and had located records, but
had not yet determined whether those records were responsive to plaintiff's request.

9. Upon completion of this conversation, on that same day, Ms. Jahangiri advised me of

the nature of her discussion with plaintiff. Moreover, once again, in accordance with the
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ordinary practice of OIP FOIA Specialists, Ms. Jahangiri memorialized her conversation with
plaintiff in her case notes. She then added these notes to the administrative file for plaintiff's
request.

10. On January 12, 2009, plaintiff submitted a letter which further clarified the scope of
his request. This letter stated that plaintiff sought "objective determinations” as to whether the
Attorney General is complying with his duty to prevent prohibited personnel practices.
Accordingly, upon receipt of this letter, the IR Staff proceeded to process plaintiff's request in
light of this additional clarification.

11. On January 13, 2010, the search of the electronic database of the Departmental
Executive Secretariat was completed. On this date, Ms. Jahangiri also conducted a search of the
records indices of former Attorneys General and their staff. The records indices list file folder
titles, arranged according to subject, for the files of former OAG staff.

12. On January 19, 2010, the OAG records search was completed.

13. On January 28, 2010, pursuant to my review of the searches conducted thus far, and
upon my request, Ms. Jahangiri conducted a supplemental search of both the electronic database
of the Departmental Executive Secretariat and of the records indices.

14. On February 23, 2010, OIP was notified that plaintiff had filed suit in connection
with his FOIA request.

15. In his August 6, 2011 Reply to Defendant's Response to Plaintiff's Motion for
Litigation Costs, plaintiff provides an affidavit in which he describes a conversation with Ms.
Jahangiri. His affidavit does not indicate the date of this conversation, but asserts that during this

conversation, Ms. Jahangiri informed plaintiff that: (1) she would not ask him to modify the
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scope of his FOIA request, and (2) she was unable to establish an alternative time frame on
behalf of the Department. This representation is inconsistent with the administrative record
maintained by OIP, including the case notes discussed above. Moreover, plaintiff's

affidavit fails to note that plaintiff had two separate discussions with OIP staff prior to his filing
suit.

I declare under penalty of perjury that the forgoing is true and correct.

anessa.ﬁ Brmkmynn

% T [

+h
Executed this 18 day of August 2011.
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

MARYELLEN TRAUTMAN and
ANTHONY CLARK,

Plaintiffs,
Civil Action No. 1:16-cv-01629-TSC
V.

UNITED STATES DEPARTMENT
OF JUSTICE, et al.

N N N N N N N N N N N

Defendant.

DECLARATION OF VANESSA R. BRINKMANN

I, Vanessa R. Brinkmann, declare the following to be true and correct:

1. I am Senior Counsel in the Office of Information Policy (OIP), United States
Department of Justice (DOJ). In this capacity, | am responsible for supervising the handling of
the Freedom of Information Act (FOIA) requests processed by OIP. The Initial Request (IR)
Staff of OIP is responsible for processing FOIA requests seeking records from within OIP and
from six senior leadership offices of the Department of Justice, specifically the Offices of the
Attorney General (OAG), the Deputy Attorney General (ODAG), and the Associate Attorney
General (OASG), and the Offices of Legislative Affairs (OLA), Legal Policy (OLP), and Public
Affairs (PAO). The IR Staff determines whether records responsive to access requests exist and,
if so, whether they can be released in accordance with the FOIA. In processing such requests, the
IR Staff consults with personnel in the senior leadership offices and, when appropriate, with other
components within the DOJ, as well as with other Executive Branch agencies.

2. I make the statements herein based on my personal knowledge, as well as on
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information that | acquired while performing my official duties.

OIP’s Processing of Plaintiffs’ FOlIA Request

3. On July 8, 2016, Bradley P. Moss, on behalf of his clients Maryellen Trautman and
Anthony Clark, submitted a FOIA request via the OIP FOIAOnline Portal seeking certain records
dated from June 1, 2007 to December 31, 2009, concerning his clients, Maryellen Trautman and
Anthony Clark, pertaining to Federal Bureau of Investigation (FBI) case number
58A-WF-237717. Mr. Moss provided his email address, brad@markzaid.com, as contact
information to be used in communications about the FOIA request he submitted on behalf of his
clients. (A copy of plaintiffs’ initial request letter dated July 8, 2016, is attached as Attachment
A.)

4. By letter dated July 18, 2016, OIP acknowledged receipt of plaintiffs’ FOIA
request, informing plaintiffs that their request was being processed on behalf of OAG, ODAG, and
OASG, and providing administrative tracking numbers DOJ-2016-004064 (AG),
D0J-2016-004117 (DAG), and DOJ-2016-004118 (ASG). (A copy of OIP’s acknowledgment
letter to plaintiffs dated July 18, 2016, is attached as Attachment B.)

5. By letter dated July 20, 2016, OIP provided its final response on behalf of OAG,
ODAG and OASG. OIP transmitted its final response letter to plaintiffs via email to Bradley P.
Moss at brad@markzaid.com on July 20, 2016. As stated above, this email address was provided
to OIP by Mr. Moss when he submitted the FOIA request via the OIP FOIAOnline Portal on behalf
of his clients. (Copies of OIP’s final response letter and corresponding transmittal email to
plaintiffs’ counsel dated July 20, 2016, are attached hereto as Attachment C.)*

! The sender of this transmittal email, Douglas Hibbard, is a Senior Advisor in OIP responsible for supervising the
handling of the requests processed by the IR Staff, and who served as reviewer on this response letter. Attached by


mailto:brad@markzaid.com
mailto:brad@markzaid.com

008

6. During the course of preparing OIP’s response to the instant lawsuit and in order to
ensure that the email message was in fact sent from the Department’s email system and delivered
to the servers hosting the email address brad@markzaid.com, OIP staff reached out to the
Information Technology (IT) staff within the Department who are responsible for OIP’s email
accounts. Upon researching the July 20, 2016 email sent by OIP to plaintiffs’ counsel, IT staff
advised that the simple mail transfer protocol (SMTP) relay logs associated with the July 20, 2016
email message sent from OIP indicated that the email was delivered to Google’s mail relay
servers? on July 20, 2016 at approximately 12:23 p.m. OIP was further advised by IT that the
sender would have received an email message from Google’s mail relays if the email was rejected,
i.e., “bounced,” or was returned, or deemed not deliverable. There was no indication of an error
or that the email message never got to the intended recipient.

7. In the July 20, 2016 response letter to plaintiffs, OIP advised plaintiffs that a search
had been conducted and no records responsive to plaintiffs’ request were located. OIP also
notified plaintiffs of their administrative appeal rights. Specifically, OIP advised plaintiffs that if
they were not satisfied with OIP’s response to their request, they could submit an appeal to OIP’s
Director within ninety days from the date of the letter.® Plaintiffs were provided with the address
to which their appeal could be submitted. Plaintiffs were also informed that they could submit an
appeal electronically through OIP’s FOIAOnline portal.

8. On August 11, 2016, plaintiffs filed suit in connection with their July 8, 2016

“bcc” to this email is Eric Hotchkiss, a Government Information Specialist on the IR Staff who was assigned to
plaintiffs’ request.

¢ Departmental IT staff has advised that, according to the mail exchanger (MX) records, the brad@markzaid.com
domain is hosted by Google.

® OIP’s Administrative Appeals Staff is a separate and distinct unit within OIP which handles the adjudication of
administrative appeals of initial request responses made by Department components.
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request.

9. On August 22, 2016, plaintiffs filed an amended complaint in connection with their
July 8, 2016 request.

10.  On September 20, 2016, plaintiffs filed a second amended complaint in connection
with their July 8, 2016 request.

11. Based on a review of OIP’s FOIA request/appeal tracking system, it appears that
plaintiffs have not filed an administrative appeal of the IR Staff of OIP’s July 20, 2016 final
response that no records responsive to their request were located on behalf of OAG, ODAG, and

OASG.

I declare under penalty of perjury that the foregoing is true and correct.

J AT

Vanessa R. Brinkmann

Executed this 30" day of November 2016.
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

BARBARA FEINMAN
Plaintiff,

V.
Civil Action No. 08-2188 (EGS)

CENTRAL INTELLIGENCE AGENCY,
et al.,

Defendants.

DECLARATION OF MELANIE ANN PUSTAY

I, Melanie Ann Pustay, declare the following to be true and correct:

~ 1) Tam the Director of the Office of Information Policy (OIP),' United States Department
of Justice. In this capacity, I am responsible for overseeing the actions of the Initial Request (IR)
Staff. The IR Staff is responsible for searching for and reviewing records within OIP and the
senior leadership offices of the Department of Justice, including the Office of the Attorney
General, in response to requests made under the Freedom of Information Act (FOIA), 5 U.S.C.
§ 552 (2006), amended by OPEN Government Act of 2007, Pub. L. No 110-175, 121 Stat. 2524,
The IR Staff determines whether records responsive to access requests exist andr, if so, whether
they can be released in accordance with the FOIA. In processing such requests, the IR Staff
consults with personnel in the senior leadership offices and, when appropriate, with other

components within the Department of Justice as well as with other Executive Branch agencies.

' On March 5, 2009, the Office of Information and Privacy was renamed the Office of
Information Policy.
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2) I'make the statements herein on the basis of personal knowledge, as well as on

information acquired by me in the course of performing my official duties.

Plaintiff’s FOIA Request

3) By letter dated July 11, 2008, plaintiff submitted a FOIA request to OIP for “all
documents and communications from the Office of Attorney General Alberto Gonzales”
pertaining to an alleged phone call to Mariane Pearl regarding Khalid Sheikh Mohammed’s
confession to the murder of her husband, reporter Daniel Pearl. Plantiff stated that this phone
call was reportedly made by former Attorney General Gonzales to Mrs. Pearl, and advised that
the relevant time period could be restricted to dates between February 1, 2007, and March 30,
2007. Finally, plaintiff requested a waiver of fees.2 (A copy of plaintiff’s initial request letter is
attached hereto as Exhibit A.)

4) By letter dated August 15, 2008, OIP acknowledged receipt of plaintiff’s FOIA
request and advised that, because the request required a search in another Office, OIP staff had
not yet been able to complete a search for records within the scope of plaintiff’s request. (A copy
of OIP’s August 15, 2008 acknowledgment letter is attached hereto as Exhibit B).

Records Searches

5) In her request letter, plaintiff specifically sought records from the Office of the
Attorney General from February and March of 2007. Therefore, OIP conducted searches for
records responsive to plaintiff’s request in that Office, and limited to that time period. Moreover,
given plaintiff’s description of the records requested, OIP determined that the files of former
Attorney General Gonzales would be most likely to maintain responsive records. Furthermore,

and in an effort to locate any records referencing a phone call from the former Attorney General

' No fees were assessed for this request and so the fee waiver request is moot.
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to Mariane Pearl, OIP also determined that the available files of staff who had been employed by
the Office of the Attorney General in February and March 2007 would be searched.

6) On August 6, 2008, OIP conducted a search of the electronic database of the
Departmental Executive Secretariat, which is the official records repository for the Office of the
Attorney General. The Departmental Executive Secretariat uses a central database to control and
track certain incoming and outgoing correspondence for the Department’s senior management
offices. This Intranet Quorum (IQ) database maintains records from January 1, 2001 through the
present. Records received by the senior management offices are entered into IQ by trained
Executive Secretariat analysts. The data elements entered into the system include such items as
the date of the document, the date of receipt, the sender, the recipient, as well as a detailed
description of the subject of the record. In addition, entries are made that, among other things,
reflect what action is to be taken on the records, which component has responsibility for that
action, and when that action should be completed. Key word searches of the electronic database
may then be conducted by utilizing a single search parameter or combinations of search
parameters. Search parameters may include the subject, organization, date, name, or other key
words. The FOIA Specialist assigned to plaintiff’s request conducted a key word search of the
Executive Secretariat’s IQ database using the terms, “Mariane Pearl,” “Daniel Pearl,” and
“Khalid Sheikh Mohammed.” No records pertaining to a phone call to Mariane Pearl from
former Attorney General Gonzales were located in the IQ database.

7) Searches were also performed within the Office of the Attorney General. In order to
identify which staff members in the Office of the Attorney General were present in February and
March of 2007, the former Chief of the IR Staff contacted an Office of the Attorney General

Staff Assistant to determine which staff members were present in that Office during the relevant
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time period. Three staff members were identified.”> Subsequently, by e-mails dated August 18
and 20, 2008, the three identified staff members were contacted by the former Chief of the IR
Staff and requested to advise OIP whether they had records responsive to plaintiff’s request.
Once an individual in the Office of the Attorney General receives a FOIA request, standard
practice is for that individual, based on their experience and knowledge of their files, to
determine whether they might have records responsive to the request. If an individual determines
that it is possible they might have records, that individual will either search his or her paper and
clectronic files him or herself, or that individual will ask that an IR Staff FOIA Specialist
perform the search for them.

8) By e-mails dated August 18 and 20, 2008, all three Office of the Attorney General
staff members who were present in February and March 2007 advised OIP that they did not have
any records responsive to plaintiff’s request.

9) Searches were also conducted of the classified and unclassified records indices of
former Attorney General Gonzales. The indices supplement the electronic database of the
Departmental Executive Secretariat and list file folder titles, arranged according to subject, for
the records of the former Attorneys General and their staff. In conducting an indices search, the
file folders which, based on their titles, are identified as possibly containing responsive records
are retrieved, and their contents are searched. In this instance, the FOIA Specialist assigned to
plaintiff’s request and the former Chief of the IR Staff conducted a search of the general subject

indices of former Attorney General Alberto Gonzales and, based on the nature of the records

2 The Staff Assistant also indicated that one of former Attorney General Gonzales’
personal assistants could possibly have placed the call for the Attorney General. Because OIP
was informed that the personal assistants’ records were integrated with the former Attorney
General’s files, any reference to such a call in their files would have been encompassed by the
search of the former Attorney General’s indices, described below.




014

sought by plaintiff, determined that only the files entitled “Official Schedule,” “Events,” and
“Chron” could reasonably be expected to contain responsive records, to the extent such records
existed. Specifically, the FOIA Specialist assigned to plaintiff’s request and the former Chief of
the IR Staff searched the February and March 2007 files entitled “Official Schedule,” “Events,”
and “Chron” because those files encompass: scheduled agenda items for a specific day, a more
detailed summary of what the Attorney General did on a specific day, and chronological records
of general correspondence matters, respectively. No records that referenced a phone call by the
former Attorney General to Mariane Pearl were located in any of these files.

10) In addition to searching the indices of former Attorney General Gonzales, OIP
searched the indices of former members of his senior staff —- inasmuch as such officials’ records
may mention a phone call made by the Attorney General -- including former Chiefs of Staff
David Ayres and Kyle Sampson, former Deputy Chief of Staff and Counselor to the Attorney
General Courtney Elwood, and Senior Counsel to the Attorney General Monica Goodling. We
did not locate any records responsive to plaintiff’s request in the indices of these formef officials.

11) In sum, OIP determined that the searches of the indices and files, as described above,
were exhaustive and no further indices or files were likely to contain responsive records.

OIP’s Final Response to Plaintiff

12) By letter dated September 8, 2008, OIP provided its final response to plaintiff’s
request. In this response, OIP informed plaintiff that records searches had been conducted in the
Office of the Attorney General and the Departmental Executive Secretariat, which is the official
repository for the Office of the Attorney General. Specifically, OIP informed plaintiff that OIP’s
searches encompassed the relevant records of Attorney General Gonzales and his staff. Finally
OIP advised plaintiff that no records responsive to plaintiff’s request had been located. (A copy

of OIP’s August 15, 2008 letter is attached hereto as Exhibit C.)
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Plaintiff’s Administrative Appeal

13) By letter dated October 16, 2008, plaintiff administratively appealed the IR Staff’s
response that no records responsive to plaintiff’s request were located. (A copy of plaintiff’s
October 16, 2008 administrative appeal is attached hereto as Exhibit D.)

14) By letter dated October 20, 2008, OIP acknowledged receipt of plaintiff’s
administrative appeal and advised that OIP would notify the plaintiff of OIP’s decision as soon as
possible. (A copy of OIP’s October 20, 2008 acknowledgment letter is attached hereto as Exhibit
E.) Before a final determination was made on her appeal, plaintiff filed the present suit.

I declare under penalty of perjury that the foregoing is true and correct.

&m&ﬂ@q&%
MELANIE ANN PUSTA

Executed this @4¥day of March, 2009.
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

JASON LEOPOLD and
RYAN NOAH SHAPIRO,

Plaintiffs,
Civil Action No. 1:14-cv-02198 (JEB)
V.

UNITED STATES DEPARTMENT OF
JUSTICE,

Defendant.

N N N N N N N N N N N N N

DECLARATION OF VANESSA R. BRINKMANN

I, Vanessa R. Brinkmann, declare the following to be true and correct:

1) 1 am the Senior Counsel to the Office of Information Policy (OIP), United States
Department of Justice (DOJ). In this capacity, | am responsible for supervising the handling of
the Freedom of Information Act (FOIA) requests processed by OIP. The Initial Request (IR)
Staff of OIP is responsible for processing FOIA requests seeking records from within OIP and
from six senior leadership offices of the Department of Justice, specifically the Offices of the
Attorney General (OAG), the Deputy Attorney General (ODAG), and the Associate Attorney
General (OASG), and the Offices of Legislative Affairs (OLA), Legal Policy (OLP), and Public
Affairs (PAO). The IR Staff determines whether records responsive to access requests exist and,
if so, whether they can be released in accordance with the FOIA. In processing such requests, the
IR Staff consults with personnel in the senior leadership offices and, when appropriate, with other

components within the DOJ, as well as with other Executive Branch agencies.
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2)

I make the statements herein based on my personal knowledge, as well as on

information that | acquired while performing my official duties.

3)

Processing of Plaintiffs’ FOIA Reguest

By letter dated September 5, 2014, Jeffrey L. Light, on behalf of his clients Jason

Leopold and Ryan Noah Shapiro, submitted a FOIA request to the DOJ’s FOIA/Privacy Act (PA)

Mail Referral Unit (MRU) for records (including duplicates) related to the dispute between the

Central Intelligence Agency (CIA) and the Senate Select Committee on Intelligence (SSCI)

regarding the SSCI’s review of the CIA’s former Detention and Interrogation Program. In

particular, the request sought the following categories of records:

a) Any and all records constituting, discussing, mentioning, or referring to hacking
and/or unauthorized/inappropriate access by employees of the CIA into SSCI
computers and shared computer hard drives set up for the purposes of reviewing
classified CIA documents about the rendition, detention and interrogation program.
b) The case file pertaining to a Department of Justice investigation into the hacking
and/or unauthorized/inappropriate access by employees of the CIA into SSCI
computers.

c) Any and all records constituting, discussing, mentioning, or referring to SSCI
staffers accessing a CIA document(s) referred to as the “Panetta Review.”

d) Any and all witness statements, investigation reports, prosecution memoranda,
and FBI 302 reports referring into the hacking and/or unauthorized access of SSCI
computers and the seizure of a document(s) referred to as the “Panetta Review.”

e) Any and all records (including but not limited to notes and/or recordings)
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reviewed at, prepared for, generated at, discussing, mentioning, or reflecting decisions
by the DOJ not to launch a formal criminal investigation into the CIA’s unauthorized
access of SSCI computers and the SSCI’s seizure of a document(s) referred to as the
“Panetta Review.”
f) Any and all communications between any DOJ employee and any CIA employee
discussing, mentioning, or referring to the unauthorized access/hacking of SSCI
computers by CIA employees and the seizure of a CIA document(s) by SSCI staffers
referred to as the “Panetta Review.”
4) Plaintiffs originally directed their September 5, 2014 request to the Department’s
MRU via e-mail. On November 19, 2014, the MRU forwarded plaintiffs’ FOIA request to OIP
for processing and direct response to plaintiffs.” Plaintiffs’ FOIA request was received in OIP on
November 19, 2014. (A copy of plaintiffs’ September 5, 2014 initial request letter including the
FOIA/PA Referral/Action Slip from the MRU is attached hereto as Exhibit A.)
5) Plaintiffs did not initially specify a time frame in their FOIA request. However, in a
later e-mail dated February 20, 2015, plaintiffs proposed a search initiation date of November 1,
2013. Accordingly, OIP conducted its records searches in response to plaintiffs’ September 5,
2014 request within the timeframe of November 1, 2013 (the date proposed by plaintiffs) to
November 25, 2014 (the date OIP’s searches were initiated, consistent with Department regulation
28 C.F.R. §16.4 (2015)).> (A copy of the February 20, 2015 e-mail from plaintiffs is attached

hereto as Exhibit B.)

! The MRU also forwarded plaintiffs’ request to the Federal Bureau of Investigation (FBI) for processing and direct
response. In addition, OIP later referred plaintiffs’ FOIA request to the National Security Division (NSD) and the
Criminal Division (CRM).

2 OIP’s records searches are described in detail below.
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6) Additionally, plaintiffs requested expedited processing of their September 5, 2014
request pursuant to the Department’s standard involving “[a] matter of widespread and
exceptional media interest in which there exist possible questions about the government’s
integrity which affect public confidence.” See 28 C.F.R. 8 16.5(e)(1)(iv). Plaintiffs also
requested expedited processing pursuant to the Department’s standard involving “[a]n urgency to
inform the public about an actual or alleged Federal Government activity, if made by a person
who is primarily engaged in disseminating information.” See id. § 16.5(e)(1)(ii).

7) Plaintiffs also requested a waiver of fees in their September 5, 2014 request.®

8) As noted in paragraph 1 above, OIP processes FOIA requests on behalf of itself and six
leadership offices of the DOJ. OIP makes a determination upon receipt of a FOIA request as to
the appropriate office or offices in which to conduct initial records searches. In this instance, OIP
determined, based on a review of plaintiffs’ request, on its knowledge of the records maintained by
the senior leadership offices, and on its knowledge of and research into the subject of the request,
that OAG and ODAG were the most likely leadership offices to maintain the records sought by
plaintiffs in their September 5, 2014 request.

9) On November 25, 2014, pursuant to Department regulation,* OIP directed plaintiffs’
request to the Director of Public Affairs, who makes the decision whether to grant or deny
expedited processing under the Department’s expedition standard (iv). The Director of Public
Affairs subsequently granted the request under this standard.”

10) By letter dated November 26, 2014, OIP acknowledged receipt of plaintiffs’ FOIA

® No fees have been assessed for plaintiffs’ request. As such, plaintiffs’ request for a waiver of fees is moot.
28 C.F.R. § 16.5(e)(2).

® Inasmuch as expedition was granted under the Department’s expedition standard (iv), plaintiffs’ request for
expedited processing under standard (ii) was moot.
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request on behalf of OAG and ODAG. In this letter, OIP notified plaintiffs that the Director of
Public Affairs had granted plaintiffs’ request for expedited processing. OIP also informed
plaintiffs that the records sought required searches in other offices and their request therefore fell
within “unusual circumstances” under 28 C.F.R. § 16.5(c). In addition, OIP offered plaintiffs the
opportunity to reformulate their request in order to reduce the time that would be needed to
complete the search for responsive records. OIP also invited plaintiffs to agree to an alternative
time frame for processing. (A copy of OIP’s letter to plaintiffs dated November 26, 2014, is
attached hereto as Exhibit C.)

11) On December 24, 2014, plaintiffs filed suit in connection with their September 5,
2014 request.

Description of OIP Search Methods

12) When processing a FOIA request for one or more of the senior leadership offices, OIP
typically initiates records searches by sending a memorandum to the specific office(s), which
notifies the office(s) of the receipt of the request and the need to conduct a search. OIP’s search
memoranda are sent to a designated point-of-contact in each office who serves as the liaison
between OIP and the senior leadership office(s). The liaison in each office then, upon receipt of
OIP’s search memorandum, notifies each individual staff member in that office of the receipt of
OIP’s memorandum requesting that a search be conducted. The individual staff members of each
office, as the custodians of their own records and the best authorities on what records they would
personally maintain, will then advise the liaison if they (1) have no records responsive to the
request; (2) have potentially responsive material which will be provided directly to OIP for review
and processing (in which case the staff member conducts their own search); or (3) have potentially

responsive material for which they request an OIP Government Information Specialist or
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Attorney-Advisor to conduct a search. Senior leadership office staff members who conduct their
own searches will do so depending on how they maintain their own records. If, for example, an
individual organizes their records by topic, office, or other category and already knows where
potentially responsive material would be located, they may simply review that material and
provide it to OIP without the need for, or in addition to, a “keyword” search. This practice
ensures that each individual staff member of the given office reviews OIP’s search memorandum
and the accompanying FOIA request, and the records searches are conducted by or for only those
individuals who indicate that they would have potentially responsive material. Once the review
of the search memoranda and accompanying request is completed in the senior leadership
office(s), the designated liaison responds to OIP’s records search request on behalf of the senior
leadership office,® and OIP takes next steps — e.g., conducting searches of identified records
custodians, or reviewing records returned to OIP — as appropriate.’

13) When searching the records of leadership office custodians identified as having
potentially responsive material, OIP staff employ any one of a variety of search methods, or a
combination of methods, depending on the factors at hand and on the type of records systems
implicated in the search. Potentially responsive records may be located in unclassified or
classified e-mail systems, computer hard drives, and/or hard copy (paper) files.

Unclassified E-mail Systems

14) Unclassified e-mail records (which today comprise the bulk of records identified in

® Where appropriate, the senior leadership offices may also identify former staff whose records should be searched by
OIP.

" The initial determination regarding records custodians is not always final; rather, in order to ensure that reasonably
thorough records searches are conducted, during the course of processing a given FOIA request, OIP continually
assesses — based on our review of records that are located in the initial records searches, discussions with Department
personnel, or other pertinent factors — whether other (both current and former) staff members’ records should be
searched, and will initiate such additional searches as appropriate.
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response to FOIA requests processed by OIP) are searched using a sophisticated electronic system
which remotely searches through a given custodian’s entire e-mail collection to isolate and locate
potentially responsive records within that collection of electronic communications, using search
parameters that are provided by OIP staff. This same system then serves as the review platform
by which OIP staff review the records retrieved using those initial search parameters. This
platform allows broad search terms to be used initially and then for OIP staff to run more targeted,
secondary searches within the gathered universe to identify records responsive to each request. If
and when secondary searches are conducted, the parameters used are based on a variety of factors,
including keywords/search terms and contextual or background information provided in the
request letter, topical research conducted on the request subject, discussions with knowledgeable
officials within the Department, and on OIP’s review of the initial search results which allows OIP
to identify common terms and phrasing that is actually employed by records custodians on the
topic of the request. This two-tiered search approach leverages the technological advancements
of the electronic search and review system and, by enabling a broad initial search followed by a
focused secondary search, allows OIP staff to conduct thorough, precise, and informed searches of
unclassified e-mail systems.

Unclassified Computer Hard Drives

15) Unclassified computer hard drives (including C:, G:, and H: drives) are searched
“on-site” by OIP staff, who typically meet with the records custodians beforehand, then conduct
local searches of the custodians’ computers using search terms identified as most likely to return
responsive records based on the subject and content of the request, applicable research, input from

the custodians, and information discerned during the course of the search. In some instances, a
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records custodian may know in advance of the search what file or folder names were used. Hard
drive searches do not employ the electronic search system used for unclassified e-mails, but are
more tailored in nature based on the individual custodian’s recordkeeping methods, and therefore
more focused terms are used. OIP staff work together and in collaboration with the
knowledgeable staff in the leadership offices to develop search parameters appropriate for each
hard drive search.

Unclassified Paper Files

16) Similar to hard drive searches, paper or “hard copy” files are searched on-site,
typically after OIP meets with the relevant records custodians. Paper files identified by the
records custodians are then searched by hand, with the OIP staffer reviewing potentially
responsive paper records one-by-one, and making copies of those documents they identify as
responsive to the subject of the request.

Classified E-mail Systems

17) Due to security restrictions attendant to classified e-mails, classified e-mail systems
are searched on-site by credentialed OIP staff, using the search function of the e-mail system itself.
OIP staff may meet with the records custodians beforehand, and conduct local searches of the
custodians’ computers using search terms identified as most likely to return responsive records
based on the subject and content of the request, applicable research, input from custodians, and
information discerned during the course of the search. To the extent practicable, classified e-mail
searches will use the same terms as unclassified searches, but this may not always be appropriate
due to the different functionality of the two systems. If responsive records are identified in

classified e-mail systems, file copies are preserved in an appropriate storage facility for further
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review and processing by OIP staff.

Classified Hard Drives and Paper Files

18) Properly credentialed OIP staff members search classified hard drives and paper files
in a secure location, following the same methodologies described above for unclassified hard
drives and paper files. If responsive material is identified, file copies are preserved in an
appropriate storage facility for further review and processing by OIP staff.

Departmental Executive Secretariat

19) The Departmental Executive Secretariat (DES) is the official records repository of
OAG, ODAG, and OASG and maintains records of all formal, controlled, unclassified®
correspondence sent to or from those Offices from January 1, 2001, to the present day. Moreover,
the DES is used to track internal Department correspondence sent through formal channels, as well
as certain external correspondence including Departmental correspondence with Congress.

20) Records received by the designated senior leadership offices are entered into DES’s
Intranet Quorum (1Q) database by trained analysts. The data elements entered into the system
include such items as the date of the document, the date of receipt, the sender, the recipient, as well
as a detailed description of the subject of the record. In addition, entries are made that, among
other things, reflect what action is to be taken on the records, which component has responsibility
for that action, and when that action should be completed. Keyword searches of the electronic 1Q
database may then be conducted by utilizing a single search parameter or combinations of search
parameters. Search parameters may include the subject, organization, date, name, or other
keywords.

Classified and Unclassified Searches of Former Department Employees’ Records

8 The DES does not maintain classified information.
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21) Former officials’ electronic files are searched with the aid of the Department’s Office
of the Chief Information Officer (OCIO), which provides Information Technology (IT) support
services, including the capability to collect and isolate electronic records of former leadership
office officials. The same electronic search methods and parameters used for current records
custodians are applied to searches of former officials.

22) Paper files of former officials are searched using a subject matter index. Leadership
office officials are usually assigned a portfolio of responsibilities. Support staff maintains a
subject matter index of active files for these officials. These active files consist of paper records,
but may also include e-mails and other printed electronic records. Upon an official’s departure,
their records are physically boxed and provided to the Office of Records Management Policy
(ORMP) of the Justice Management Division (JMD), which reviews the records and the indices
for accuracy and puts the indices on a shared drive. The paper records are then put into storage.
When a former official is identified as having potentially responsive records and/or when the
subject of a request suggests former officials may have maintained potentially responsive records,
OIP will review the indices to determine if any of the file listings appear to contain potentially
responsive records. If such files are identified, OIP will then request that ORMP retrieve the
appropriate boxes from storage facilities, and OIP staff will then hand-search those file contents
for responsive material.

Searches Conducted by OIP in Response to Plaintiffs’ Request

23) By memoranda dated November 25, 2014, OIP initiated searches within OAG and
ODAG for records responsive to plaintiffs’ FOIA request. As noted above, the practice for these

offices is for the OAG and ODAG liaisons to notify each individual staff member in those offices
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of receipt of OIP’s memorandum requesting that a search be conducted, and each staff members’
files, including electronic files, are then searched as necessary — either by the staff member
directly, or by OIP staff — for records responsive to the request.

24) Inresponse to OIP’s records search request, OAG identified five current and former
officials within that office who might have potentially responsive unclassified e-mail records,
and/or classified e-mail, hard drive, and/or paper files. OAG requested that OIP conduct a search
of the unclassified e-mails, classified e-mails, classified computer files, and/or classified paper
files of the identified officials. As detailed below, OIP subsequently conducted records searches
of the records systems identified by OAG. OAG did not indicate that they had potentially
responsive unclassified paper records or unclassified hard drive files.

25) Inresponse to OIP’s records search request, ODAG identified four current and
former officials within that office who might have potentially responsive unclassified e-mail
records. ODAG requested that OIP conduct a search of the unclassified e-mails of these four
officials. As detailed below, OIP subsequently conducted a records search of the e-mails
identified by ODAG. ODAG did not indicate that they had potentially responsive unclassified
paper or hard drive records, or classified e-mail, computer or paper files.

Search of Unclassified Records (E-mails)

26) Upon receipt of OAG and ODAG’s search responses, the unclassified e-mails for the
identified records custodians were searched using the electronic search and review system
described in paragraph 14 above. The initial search parameters used were the date range of
November 1, 2013 to November 25, 2014, and the broad search term “CIA.” As described

previously, the initial search gathers records from across the entire collection of e-mail for the
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relevant custodians. After an assessment of the initial search results, OIP staff proceeded to
conduct a focused secondary search, consistent with the search protocols described in paragraph
14,

27) In conducting the secondary search of the broader universe of documents, OIP used a
“common concept” search method to effectively identify records relevant to the request. A
“common concept” search is a more advanced method than common keyword searches and is
particularly helpful in conducting complex searches that do not lend themselves to simple keyword
searches. This method finds common terms and information within documents that is
conceptually similar to terms provided in a search query. As stated in paragraph 26, in response
to plaintiffs” request, OIP conducted its initial search of unclassified e-mail using a broad search
term: “CIA.” Once the results of this broad search were within the electronic system’s platform,
OIP conducted a secondary, concept search across the universe of located material. This concept
search first surveyed all documents containing the term “CIA,” identified 200 terms within those
documents related to “CIA,” and provided a rating identifying each term’s relevance to the term
“CIA.” OIP reviewed these terms in light of the relevance ratings assigned to each term and the
subject matter of the request, which allowed OIP staff to identify an informed set of secondary
search terms based on the automated assessment of the content of the documents culled in the

initial search. OIP then conducted a common concept search using these terms, which were:

“Dianne,” “Feinstein,” “spy,” “computer,” “computers,” “wrongdoing,” “dispute,” “accusations,”

“Brennan,” and “apology.” As a result of this common concept search, OIP identified a total of
4,524 potentially responsive items in the electronic search and review system.® Those items were

® The electronic search and review system only provides an accounting of “items” — which includes e-mail chains and
attachments — and does not provide a page count for records retrieved. As such, the actual number of pages resulting
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then individually reviewed by OIP staff to determine responsiveness, and responsive documents
were processed accordingly.

Search of Classified Records

28) Consistent with OAG’s search response, OIP searched the classified e-mail,
computer and paper records of the officials identified by OAG as having potentially responsive
classified records.’® Using the methodologies described in paragraphs 17 and 18 above, OIP staff
reviewed the request and developed terms that would most likely return responsive documents
from the e-mail and computer systems based on their knowledge of the way records are maintained
in leadership offices, the search functionality of the classified systems, and an assessment of the
responsive unclassified e-mails reviewed in the electronic system platform. The search terms
used in this instance were “SSCI improper accessed,” “SSCI unauthorized access,” “SSCI hack,”
“CIA SSCI dispute,” “Panetta Review,” “SSCI Spy scandal,” “SCI RDINet,” “Sen Whitehouse,”
“SSCI criminal referral,” “David Buckley,” “SSCI declination letter,” and “SSCI wiretap act
violation.” These term combinations would have yielded any variation of these terms within the
electronic systems searched. The timeframe was limited to November 1, 2013 through November
25, 2014, consistent with agreement with plaintiffs.

29) OIP staff also reviewed classified paper files designated by OAG pursuant to the
methodologies described in paragraph 18 above. Specifically, all files identified by OAG were
reviewed by OIP staff by hand, and were individually assessed for responsiveness to plaintiffs’
FOIA request. Because the identified files were reviewed in their entireties, no keyword searches
were utilized for the classified paper search.

from this search is significantly higher than 4,524.
1 ODAG did not identify classified material in response to this request.
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30) OIP located no records responsive to the request pursuant to the above-described
classified records searches.

Search of the Departmental Executive Secretariat

31) Inaddition to the OAG and ODAG searches described above, an OIP Government
Information Specialist conducted a search for records responsive to plaintiffs’ FOIA request in the
electronic database of the DES which, as described in paragraphs 19 and 20 above, is the official
records repository of OAG and ODAG and, in particular, of records of all formal, controlled,
unclassified correspondence sent to or from OAG and ODAG from January 1, 2001, to the present
day. OIP’s search of the DES was conducted using the same terms as the common concept search
in the unclassified e-mail platform, i.e.. “CIA” and “Dianne”; “CIA” and “Feinstein”; “CIA” and
“Brennan”; “CIA” and “Spy”; and “CIA” and “Computer”; “CIA” and “Wrongdoing”; “CIA” and
“Dispute”; “CIA” and “Accusations”; and “CIA” and “Apology.” These term combinations
would have yielded documents containing any variation of these terms. The time frame was
limited to November 1, 2013 to November 25, 2014, consistent with agreement with plaintiffs.

32) Records located as a result of the DES search were then reviewed for responsiveness
to plaintiffs” request by OIP staff. Ultimately, no records responsive to plaintiffs’ request were
identified from the DES search.

Supplemental Search of OLA Records

33) Upon review of the records identified in the OAG, ODAG, and DES searches
described above during the course of preparing defendant’s motion for summary judgment, and
upon discussion with knowledgeable staff in OLA, OIP identified an additional records custodian

as potentially maintaining unclassified e-mail records responsive to plaintiffs’ FOIA request. In



030

an effort to ensure that all potentially responsive records had been identified, OIP staff decided to
conduct a supplemental search of this OLA custodian’s unclassified e-mails.**

34) As aresult of the supplemental OLA search, OIP located eight documents, totaling
forty pages, that contained information responsive to plaintiffs’ FOIA request, most of which was
duplicative of material which had already been located and provided to plaintiffs. These
documents contained some new e-mail threads and, accordingly, have been provided to plaintiffs
in supplement to OIP’s response to their FOIA request.

Summary of OIP’s Records Searches

35) Insum, plaintiffs’ FOIA request sought various documents related to the SSCI and
CIA “dispute.” The applicable time frame for OIP’s records searches was November 1, 2013 to
November 25, 2014 — based on plaintiffs’ own proposed start date and a search cut-off date
consistent with Department regulations. As a result of the records searches conducted in OAG
and ODAG, the DES, and OLA, OIP identified a total of ten officials who might have maintained
potentially responsive records. As appropriate, OIP searched the unclassified e-mail, classified
e-mail, classified computer records, and classified paper files of the identified officials, as well as
the electronic database of the DES, to locate records responsive to plaintiffs’ FOIA request.
Based on my experience with the Department and my familiarity with the records maintained by
the leadership offices, as well as my understanding of the scope of plaintiffs’ request, and
information gathered from the documents themselves, these searches were reasonably calculated
to uncover all responsive documents. As a result of these records searches, OIP ultimately
identified a total of 1,124 pages containing material responsive to plaintiffs’ FOIA request.

1 There was no indication that searches of other records systems (paper or hard drive) for this custodian was
warranted.
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National Security Division Referral

36) OnJune 2, 2015, the National Security Division (NSD) referred to OIP thirty-two
pages of e-mail records for processing and direct response to the requester.

37) Upon review of the records referred by NSD, OIP determined that all referred
documents should be withheld in full. Further explanation of the documents withheld in full is
provided below.

OIP’s Final Response to Plaintiffs’ FOIA Request

38) As aresult of the searches conducted by OIP and the NSD referral, OIP identified
1,156 pages containing material responsive to plaintiffs’ FOIA request.*? By letter dated
February 16, 2016, OIP provided its final response to plaintiffs, with a supplemental response
provided subsequently. Pursuant to these responses and as explained further below, the
responsive portions of 452 pages have been released to plaintiffs with excisions made pursuant to
Exemptions 3," 5, 6, and 7(C) of the FOIA, 5 U.S.C. § 552(b)(3), (b)(5), (b)(6), (b)(7)(C). The
responsive portions of the remaining 704 pages were withheld in full pursuant to Exemptions 5, 6,
and 7(C) of the FOIA. (A copy of OIP’s February 16, 2016 final response to plaintiffs is attached
hereto as Exhibit D.)

Explanation of Withheld Material

39) Of the 452 pages OIP has provided to plaintiffs, 249 pages (within fifty-three
individual documents) contain redactions made pursuant to Exemptions 3, 5, 6, and 7(C) of the
FOIA. In addition, eighty-one documents, totaling 704 pages, were withheld in full pursuant to

Exemptions 5, 6, and 7(C) of the FOIA.

12 plaintiffs requested all duplicates and thus, a large portion of this material is duplicative.
3 While not initially cited in the response letter to plaintiffs, Exemption 3 has been applied to protect the identity of a
CIA employee, in addition to the previously-cited Exemption 6, and is therefore addressed herein.



40) Attached to this declaration is a Vaughn Index containing detailed descriptions of

partially withheld records and records withheld in full. This Vaughn Index includes the following

information for each document withheld in part and in full: Document ID Number (for

documents released in part, this number corresponds to Bates stamps on documents released to

plaintiffs); Date Sent; From; To; CC; Subject; Page Count; Exemption(s); Document Category;

Description of Withheld Material. (OIP’s Vaughn Index is attached hereto as Exhibit E). For

clarity of presentation and discussion, each partially- or fully-withheld document has been

organized into a “document category” which is keyed to the individual documents on the OIP

Vaughn Index. The designated document categories and applicable FOIA exemptions/privileges

for each document category are as follows:

Documents Released in Part (249 pages):

Internal Department E-mails Contemplating Responses to Congressional Inquiries
and Statements (twenty-two documents/seventy pages): Exemptions 5 (deliberative
process privilege), 6 and 7(C);

Briefing Material (in part) (one document/five pages): Exemptions 5 (deliberative
process privilege) and 6;

Internal Department E-mails Contemplating Response to a CIA Inquiry (twenty-nine
documents/173 pages): Exemptions 3, 5 (deliberative process and attorney
work-product privileges), 6 and 7(C);

Press (one document/one page): Exemption 6.

Documents Withheld in Full (704 pages):

Investigation-Related Discussion (thirty-five documents/162 pages): Exemptions 5
(deliberative process and attorney work-product privileges), 6 and 7(C);
Briefing Material (forty-six documents/542 pages): Exemptions 5 (deliberative
process privilege) and 6.

Exemption 3

41) Exemption 3 protects information exempted from release by statute. In this instance,

the use of Exemption 3 is taken on behalf of the CIA (in conjunction with Exemptions 6 and 7(C),

17
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further described below) under Section 6 of the Central Intelligence Agency Act of 1949, to
protect intelligence sources and methods from unauthorized disclosure. Specifically, the name of
a CIA employee occurring within the Internal Department E-mails Contemplating Response to a
CIA Inquiry document category was protected pursuant to Exemption 3 — as indicated in the OIP
Vaughn Index. Exemption 3, as applicable to the identities of certain CIA employees, is
addressed in more detail in the Declaration of Antoinette B. Shiner, filed contemporaneously
herewith.
Exemption 5

42) Exemption 5 of the FOIA exempts from mandatory disclosure “inter-agency or
intra-agency memorandums or letters which would not be available by law to a party other than an
agency in litigation with the agency.” 5 U.S.C. 8 552(b)(5). As discussed in detail below, the
documents protected by OIP in part or in full pursuant to FOIA Exemption 5 fall squarely within
the deliberative process and/or attorney work-product privileges. Each of these privileges will be
discussed in turn.

Exemption 5: Inter-/Intra-Agency Threshold

43) The information withheld from plaintiffs pursuant to this exemption consists of
communications generated by and wholly internal to the Executive Branch. As such, they are
“inter-/intra-agency” documents within the threshold of FOIA Exemption 5. To the extent
communications external to the Executive Branch were identified among the documents
responsive to plaintiffs’ FOIA request — including communications with Congress or the press —
such exchanges were released to plaintiffs with only (as applicable) limited Exemption 6

redactions.
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Exemption 5: Deliberative Process Privilege

44) OIP has protected information within the following document categories pursuant
to the deliberative process privilege: Internal Department E-mails Contemplating Responses to
Congressional Inquiries and Statements; Internal Department E-mails Contemplating Response
to a CIA Inquiry; Briefing Material & Briefing Material (in part); and Investigation-Related
Discussion.  All of these documents consist of e-mail communications.

45) Inter- and intra-agency e-mails, such as those withheld in this case by OIP, frequently
include preliminary assessments by attorneys and other staff about issues on which they have been
asked to make recommendations and give advice. Department officials routinely e-mail each
other as they contemplate how to respond to inquiries or statements regarding the Department’s
activities — as in the protected portions of the documents in the Internal Department E-mails
Contemplating Responses to Congressional Inquiries and Statements and Internal Department
E-mails Contemplating Response to a CIA Inquiry Discussion categories identified in OIP’s
Vaughn Index. Department staff also use e-mail to brief senior officials, in this case the Attorney
General, on a variety of pending matters and in preparation for responding to inquiries and/or
engaging with the press — as in the Briefing Material categories identified in OIP’s Vaughn Index.
Finally, as Department attorneys engage in the core work of the Department, as in the
Investigation-Related Discussion category identified in OIP’s Vaughn Index, e-mails reflect the
essential give and take between the Department’s law enforcement, litigating, and leadership
components as they evaluate the merits of potential law enforcement actions and whether to pursue
criminal referrals. In all of these instances, the protected (in part or in full) e-mail exchanges

reflect staff members’ developing, preliminary assessments about matters on which no final
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decision has yet been made. Indeed, all of the e-mails protected by OIP pursuant to the
deliberative process privilege reflect this preliminary give-and-take of agency deliberations.

46) The deliberative process privilege is intended to protect the decisionmaking
processes of government agencies from public scrutiny in order to enhance the quality of agency
decisions. Disclosure of the e-mails at issue would severely hamper the efficient day-to-day
workings of the Department as individuals would no longer feel free to discuss their ideas,
strategies, and advice in e-mail messages and Department employees will be much more
circumspect in their discussions with each other. This lack of candor will seriously impair the
Department’s ability to foster the forthright internal discussions necessary for efficient and proper
decisionmaking. Certainly, disclosure of such preliminary assessments and opinions would make
officials contributing to pre-decisional deliberations much more circumspect in providing their
views. Agency decisionmaking is at its best when employees are able to focus on the substance of
their views and not on whether their views may at some point be made publicly available.

Internal Department E-mails Contemplating Responses to
Congressional Inquiries and Statements

47) Documents in OIP’s Vaughn Index categorized as Internal Department E-mails
Contemplating Responses to Congressional Inquiries and Statements are e-mails among DOJ
staff containing deliberations concerning how to respond to a question from a SSCI staffer
relating to access to a Cl1A-leased facility, exchanges regarding an Inspector General Report
provided to Congress and a Senator’s statement related to that report, and deliberations regarding
how to respond to a congressional representative’s letter on surveillance matters.

48) The e-mail portions protected within this document category contain discussions
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among Department staff regarding how to respond to questions from and statements made by
members of Congress. Because these discussions precede any final decisions on the matters at
hand — i.e., the Department’s responses to the questions and statements presented by Congress —
they are pre-decisional.

49) Moreover, these discussions are deliberative in that they reflect the exchange of
ideas and suggestions leading up to final decisions — in this case, decisions regarding how to
respond to Congress. Such exchanges are at the core of the Department’s deliberative process
as relevant staff engage in the decisionmaking process that ultimately leads to an informed
decision on how to, or whether to, respond to external inquiries and statements.

50) Disclosure of the protected portions of e-mails in this document category would
undermine Department staff’s ability to candidly express opinions on matters raised by Congress
and by extension, the Department’s ability to formulate cohesive, well-reasoned, and accurate
responses to the legislative branch. Release of such discussions would therefore hinder the
deliberative process because Department employees would no longer feel free to discuss their
ideas and advice in e-mail messages such as these, for fear that their preliminary thoughts and
comments would be publicly released.

Internal Department E-mails Contemplating Response to a CIA Inquiry *

51) Documents in OIP’s Vaughn Index categorized as Internal Department E-mails
Contemplating Response to a CIA Inquiry are e-mails among DOJ attorneys containing
deliberations concerning how to respond to questions raised by a CIA attorney related to the
Department’s decision not to pursue criminal charges or prosecution in response to the SSCI and

! Portions of these e-mails were also withheld pursuant to the attorney work-product privilege which is explained
further below.
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CIA crimes referrals.

52) The e-mail portions protected within this document category contain discussions
among Department staff regarding how to respond to questions from the CIA. Because these
discussions precede any final decisions on the matters at hand — i.e., the Department’s response
to the questions from CIA — they are pre-decisional.

53) Moreover, these discussions are deliberative in that they reflect the exchange of
ideas and suggestions leading up to final decisions — in this case, decisions regarding how to
respond to the CIA. Such exchanges are at the core of the Department’s deliberative process as
relevant staff engage in the decisionmaking process that ultimately leads to an informed decision
on how to, or whether to, respond to external inquiries regarding the Department’s criminal
investigatory decisions.

54) Disclosure of the protected portions of e-mails in this document category would
undermine Department staff’s ability to candidly express opinions on matters raised by other
agencies and by extension, the Department’s ability to formulate cohesive, well-reasoned, and
accurate responses regarding its investigatory activities. Release of such discussions would
therefore hinder the deliberative process because Department employees would no longer feel
free to discuss their ideas and advice in e-mail messages such as these, for fear that their
preliminary thoughts and comments would be publicly released.

Briefing Material

55) Another aspect of the decisionmaking process consists of the drafting of briefing

materials, to aid senior leadership officials and prepare them to address various legal and policy

points that may arise. In the documents categorized as Briefing Material and Briefing Material
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(in part) in OIP’s Vaughn Index, Department staff is preparing materials in order to brief the
Attorney General in advance of a press conference.  Such briefing materials are therefore
pre-decisional, inasmuch as they precede the event the Attorney General is being prepped for and
do not embody final agency action.

56) The drafters of these briefing materials attempt to succinctly summarize particular
events, identify important issues, and provide key background information in a concise,
summary format for ease of understanding and presentation. Throughout this process, the
authors necessarily review the universe of facts and possible issues arising on the topic at hand,
and then select those facts and issues that they deem most appropriate for briefing the Attorney
General. The decision to include or exclude certain factual information in or from analytical
documents is itself an important part of the deliberative process. The Department’s most senior
officials rely heavily on the creation of such briefing materials so that they can be fully informed
on the substance of the many legal and policy issues being worked on in the Department every
day in individual offices.

57) Briefing materials such as these reflect the drafters’ opinions and analysis on
important newsworthy topics and on how best to convey and respond to questions on these topics
from the Department’s perspective. Revealing such opinions and analysis would hinder
Department staff’s ability to provide candid evaluations on the topics of the day for Department
leadership and by extension, Department leadership’s ability to prepare for press events and to
provide informed and accurate representation of the Department’s interests. Because the
selection of facts and source material is itself a part of the deliberative process inherent to

preparation of briefing materials, these documents are generally protected in full pursuant to
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FOIA Exemption 5. In this case, one e-mail chain (designated as Briefing Material (in part))
contained a tangential aside in the context of briefing the Attorney General — and OIP segregated
this portion for release to plaintiff.

Investigation-Related Discussion®®

58) The documents categorized in OIP’s Vaughn Index as Investigation-Related
Discussion consist of internal Department e-mails including e-mails stemming from
communications between the Department and the CIA in which DOJ attorneys provide
recommendations, analysis, advice and comments related to the internal Department discussion
about whether to pursue possible criminal charges or prosecutions stemming from the crimes
referrals submitted to the Department by SSCI and CIA. Because the documents in this
category are also wholly protected by the attorney work-product privilege, as detailed below,
they have been withheld from disclosure in full.

59) All of the documents withheld in this category pre-date the Department’s
determination not to pursue criminal charges or prosecution stemming from the criminal referrals
from SSCI and the CIA. As such they are pre-decisional, inasmuch as they precede and do not
embody final agency action on the crimes referrals.

60) The documents in this category are at the core of the Department’s deliberative
process, as they reveal the internal evaluations and considerations weighed by Department
attorneys as they consider matters referred to DOJ for investigation and potential criminal action,
and engage in legal analysis as they decide upon the merits of matters presented and whether
further legal action is warranted. The release of these deliberations related to ongoing

15 Portions of these e-mails were also withheld pursuant to the attorney work-product privilege which is explained
further below.
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Department investigations would hinder Department attorneys from providing candid, fulsome
recommendations and advice on investigatory matters for fear that these preliminary
deliberations would be opened to public scrutiny.

Segreqgation of Non-Exempt Information

61) OIP carefully reviewed each of the e-mails discussed above, and withheld from
release pursuant to the deliberative process privilege of Exemption 5 only that information which
would reveal the Department’s pre-decisional decisionmaking process. OIP conducted a
line-by-line review of these documents and determined that some non-exempt information in
them could be segregated for release. However, all of the remaining information was withheld
from plaintiffs because that information was protected by the deliberative process privilege and,
in some instances as noted above and discussed in detail below, the attorney work-product
privilege. The Investigation-Related Discussion e-mails, in particular, are wholly protected by
the attorney work-product privilege. The Briefing Material e-mails, aside from the one
document designated Briefing Material (in part) all show Department staff’s selection of certain
facts from various news stories. Releasing any part of these documents reveal facts of news
stories that attorneys deem important in preparing the Attorney General for press questions and
therefore was withheld in full. ~ All reasonably segregable, nonexempt information from these
documents has been disclosed to plaintiffs.

Exemption 5: Attorney Work-Product Privilege

62) The attorney work-product privilege encompassed by Exemption 5 of the FOIA
shields materials prepared by an attorney or at the direction of an attorney, generated in

reasonable anticipation of litigation, 5 U.S.C. 8 552(b)(5). The privilege protects any part of a
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document prepared in anticipation of litigation, not just the portions concerning opinions and
legal theories. The purpose of this privilege is to protect the adversarial process by insulating
the attorneys’ preparation of litigation materials from scrutiny.

63) OIP has protected information within the Investigation-Related Discussion and
Internal Department E-mails Contemplating Response to a CIA Inquiry document categories of
the OIP Vaughn Index pursuant to the attorney work-product privilege.'®  All of these
documents consist of e-mail communications exchanged among or at the direction of
government attorneys.

Investigation-Related Discussion

64) The documents categorized in OIP’s Vaughn Index as Investigation-Related
Discussion are inter- and intra-agency e-mails consisting of deliberations between attorneys
providing recommendations, analysis, and strategic comments as they evaluate matters related to
crimes referrals made to the Department.

65) These e-mails were sent in the course of making legal determinations on an open
investigatory discussion regarding whether to pursue possible criminal violations by SSCI staff
and CIA personnel and involve input by NSD and the Criminal Division, both of which are law
enforcement, litigating branches of the Department.

66) Department attorneys’ are singularly tasked with enforcing federal laws, and
defending the interests of the United States, a critical responsibility which extends to Department
attorneys’ review of specific criminal matters referred to it. Disclosure of communications in
this document category would reveal Department attorneys’ process in interpreting evidence and
assessing potential legal risk and strategy on various aspects of pending and potential

18 As discussed above, these documents are also protected by the deliberative process privilege.
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investigations. The e-mails withheld in this category reflect this routine yet essential attorney
work-product that Department attorneys engage in as they execute this core function of the
Department of Justice.
Internal Department E-mails Contemplating Response to a CIA Inquiry

67) The e-mails in this document category, as described in detail above in paragraphs
51-54, are e-mails between Department attorneys in response to a question from the CIA.
These e-mails have been released to plaintiffs in part. The withheld portions of these e-mails
are protected by the attorney work-product privilege, in addition to the deliberative process
privilege, because these portions consist of discussions among DOJ attorneys regarding how to
explain to the CIA certain aspects of the Department’s decision not to pursue criminal charges or
prosecution in response to the CIA criminal referral regarding SSCI’s activities. These e-mails
discuss the recollection of conversations and recommendations contemplating a decision on
whether the Department would pursue criminal law enforcement actions.  In addition, these
discussions involve attorneys from the Criminal Division and NSD, which are both litigating
components of the Department, who provided input on the discussion from a law enforcement
perspective.

Segreqgation of Non-Exempt Information

68) OIP carefully reviewed the documents withheld in full pursuant to the attorney
work-product privilege encompassed by FOIA Exemption 5 and determined that none of the
materials could be further segregated for release. Documents in the Investigation-Related
Discussion category are covered in there entireties by the attorney work-product privilege. The

disclosure of these documents, and the facts selected for and contained within them, would
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undermine the core legal advice and analysis that the privileges are meant to protect by revealing
attorneys’ assessments of what was deemed significant in the course of determining whether to
pursue potential criminal violations. Thus, documents in the Investigation-Related Discussion
category are not appropriate for segregation. The documents included in the Internal
Department E-mails Contemplating Response to a CIA Inquiry category were segregated to the
extent that some portions of those documents did not directly relate to the Department’s
work-product regarding the crimes referrals and thus, were appropriate for segregation under the
deliberative process privilege. The remainder of these documents is covered by the attorney
work-product privilege and, accordingly, is not appropriate for segregation.

Exemptions 6 and 7(C)

69) FOIA Exemption 6 protects information about individuals when the disclosure of
such information “would constitute a clearly unwarranted invasion of personal privacy.”
5U.S.C. §552(b)(6). FOIA Exemption 7(C) protects information “compiled for law
enforcement purposes” and protects personal privacy when disclosure “could reasonably be
expected to constitute an unwarranted invasion of personal privacy.” 5 U.S.C. § 552(b)(7)(C).

70) When determining whether to withhold information pursuant to Exemptions 6 and/or
7(C), OIP balances the privacy interests of individuals identified in records against any “FOIA
public interest” in disclosure of that information. In making this analysis, the FOIA public
interest considered in the balance is limited to information which would shed light on the
Department’s performance of its mission: to enforce the law and defend the interests of the
United States according to the law; to ensure public safety against threats foreign and domestic; to

provide federal leadership in preventing and controlling crime; to seek just punishment for those
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guilty of unlawful behavior; and to ensure fair and impartial administration of justice for all
Americans.

71) Information withheld by OIP pursuant to Exemption 6 consists of personal contact
information, including cell phone numbers, contact information of White House staff, and
personal e-mail addresses.  Information withheld by OIP pursuant to Exemption 7(C) consists
of the names and identifying information, including contact information, of certain CIA,
Criminal Division, and NSD employees.*’

Personal Contact Information

72) The release of personal e-mail addresses, cell phone numbers, and contact
information of White House employees would not aid the public’s understanding of how the
Department carries out its duties, particularly considering that the identities of these individuals
have been disclosed, and only some direct contact information protected. On the other hand, the
release of such information could subject those employees to unwarranted harassment, and as such
the release of such information would “constitute a clearly unwarranted invasion of personal
privacy,” 5 U.S.C. 552(b)(6). As listed in OIP’s Vaughn Index the Press, Internal Department
E-mails Contemplating Responses to Congressional Inquiries and Statements,
Investigation-Related Discussion, and Briefing Material, contain e-mail addresses that were
withheld from release to plaintiffs pursuant to Exemption 6. Cell phone numbers that appeared in
OIP’s Vaughn Index in the Internal Department E-mails Contemplating Responses to
Congressional Inquiries and Statements, Briefing Material (in part), and Briefing Material

document categories were withheld from release by OIP pursuant to Exemption 6. For both cell

17 See Declaration of Peter Sprung filed contemporaneously herewith for description of Criminal Division employees
protected by Exemptions 6 and 7(C). See also Declaration of Antoinette B. Shiner filed contemporaneously herewith
for description of CIA employees protected by Exemptions 6 and 7(C).
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phone numbers and e-mail addresses, a balancing analysis between the public interest in disclosure
and personal privacy interests favors the withholding of such information pursuant to Exemption
6.

Names/Identifying Information of Law Enforcement Personnel

73) The names and identifying information, including contact information, of law
enforcement employees have been withheld by OIP in the following Vaughn Index document
categories: Internal Department E-mails Contemplating Responses to Congressional Inquiries
and Statements, Internal Department E-mails Contemplating Response to a CIA Inquiry, and
Investigation-Related Discussion. OIP withheld this information from plaintiffs pursuant to
FOIA Exemptions 6 and 7(C). As an initial matter, inasmuch as the information withheld by OIP
appears within e-mail discussing a law enforcement investigation, and the information relates to
the identity of employees of law enforcement components of DOJ, | have determined that this
information meets the threshold of Exemption 7 because there is a rational nexus between the law
enforcement employees’ identities and the Department’s law enforcement duties.

74) Releasing the names and identifying information of law enforcement personnel
would and could reasonably be expected to “constitute an unwarranted invasion of personal
privacy,” 5 U.S.C. § 552(b)(6), (b)(7)(C). As noted above, in order to withhold information
pursuant to these two exemptions, a balancing of the privacy interest of the individuals mentioned
in these records against any public interest in disclosure must weigh in favor of non-disclosure.
Considering the sensitive and often contentious nature of the work law enforcement personnel
conduct, disclosure of their identities could seriously prejudice their effectiveness in conducting

investigations to which they are assigned and subject them to unwarranted harassment.



046

Furthermore, releasing the names of law enforcement personnel would not aid the public’s
understanding of how the Department carries out its duties. | have therefore determined that the
law enforcement employees’ privacy interests outweigh the dearth of public interest in the
disclosure of the names of those employees.

Segregation of Non-Exempt Information

75) In each instance where information was withheld from plaintiffs pursuant to
Exemptions 6 and 7(C), OIP determined that the individuals’ privacy interests were not
outweighed by any FOIA public interest in disclosure of that information. Every effort has been
made to release all segregable information to plaintiffs without invading the privacy interests of
individuals who were mentioned in the records discussed below. Where possible, only the names
and contact information were protected. Elsewhere, information protected by Exemptions 6 and
7(C) fell within material protected under Exemption 5, as detailed above, so further segregation

was not possible.

I declare under penalty of perjury that the foregoing is true and correct.

//’7—*‘/? BE_-—ﬂ"—h-.‘

Vanessa R. Brinkmann

Executed this 5th day of April 2016.
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF TEXAS
BROWNSVILLE DIVISION

MARY M. ZAPATA et al.,
Plaintiffs,
V. Civil Action No. 1:13-cv-00022 (ASH)

UNITED STATES et al.,

Defendant.

N N N N N N N N N N N

DECLARATION OF VANESSA R. BRINKMANN

I, Vanessa R. Brinkmann, declare the following to be true and correct:

1) 1 am the Senior Counsel to the Office of Information Policy (OIP), United States
Department of Justice (DOJ). In this capacity, | am responsible for supervising the handling of
the Freedom of Information Act (FOIA) requests processed by OIP. The Initial Request (IR)
Staff of OIP is responsible for processing FOIA requests seeking records from within OIP and
from six senior leadership offices of the Department of Justice, specifically the Offices of the
Attorney General (OAG), the Deputy Attorney General (ODAG), and the Associate Attorney
General (OASG), and the Offices of Legislative Affairs (OLA), Legal Policy (OLP), and Public
Affairs (PAQO). The IR Staff determines whether records responsive to access requests exist and,
if so, whether they can be released in accordance with the FOIA. In processing such requests, the
IR Staff consults with personnel in the senior leadership offices and, when appropriate, with other

components within the DOJ, as well as with other Executive Branch agencies.
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2) | make the statements herein based on my personal knowledge, as well as on
information that | acquired while performing my official duties.

OIP’s Processing of Plaintiffs’ FOIA Request

Routing and Receipt of Initial Request

3) By letter dated June 14, 2011, Benigno Martinez, on behalf of his clients Mary M.
Zapata, Amador Zapata, Jr., and Victor Avila, Jr., submitted a FOIA request to the U.S. Attorney’s
Office for the Southern District of Texas seeking “[copies] of any FBI 302s, DEA 6s, ICE ROls,
ATF documentation, or any other investigative reports linked to” the death of ICE Special Agent
Jaime J. Zapata as well as answers to the written and oral questions pertaining to his death asked by
Senator Grassley and Congressman Issa." (A copy of plaintiffs’ initial request letter dated June
14, 2011 is attached hereto as Exhibit A.)

4) By letter dated June 30, 2011, the U.S. Attorney’s Office for the Southern District of
Texas forwarded plaintiffs’ request to DOJ’s Executive Office for United States Attorneys
(EOUSA). (A copy of the U.S. Attorney’s Office for the Southern District of Texas’ letter dated
June 30, 2011, including enclosures, is attached hereto as Exhibit B.)

5) OnJuly 28, 2011, OIP received plaintiffs’ request from EOUSA.? As the request was
not addressed to OIP, nor any of the senior leadership offices for which OIP processes FOIA
requests, OIP had not received this request prior to July 28, 2011.> (A copy of EOUSA’s letter

dated July 28, 2011 forwarding plaintiffs’ initial request to OIP is attached hereto as Exhibit C.)

! This request was also addressed to the FBI’s San Antonio Division and the U.S. Immigration and Customs
Enforcement Offices in Harlingen, San Antonio, and Brownsville, Texas.

2 See 28 C.F.R. § 16.4(c) (2015).

® EOUSA also forwarded this request to DEA, FBI, ATF, and ICE.
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6) By letter dated August 23, 2011, the IR Staff of OIP provided plaintiffs with a response
on behalf of OIP, which maintains the case files of initial requests and appeals it processes. (A
copy of OIP’s response dated August 23, 2011 is attached hereto as Exhibit D.)

7) By letter dated October 19, 2011, plaintiffs appealed OIP’s August 23, 2011 response.
(A copy of plaintiffs’ appeal letter dated October 19, 2011 is attached hereto as Exhibit E.)

8) By letter dated June 6, 2012, OIP’s Appeal Staff affirmed, on partly modified grounds,
the IR Staff’s action in the August 23, 2011 response. This letter further noted that, pursuant to a
May 9, 2012 conversation between an Appeals Staff attorney and plaintiffs’ counsel, plaintiffs
requested that the IR Staff of OIP conduct searches of the six leadership offices for which it
handles FOIA requests, and that the IR Staff agreed to conduct the requested searches in all
leadership offices, as well as in OIP itself.* This letter also confirmed that plaintiffs had clarified
the scope of their request as seeking any records pertaining to the death of Special Agent Zapata,
including investigations concerning the circumstances surrounding his death. (A copy of OIP’s
Appeal Staff’s June 12, 2012 letter is attached hereto as Exhibit F.) OIP’s IR Staff memorialized
this agreement by letter dated June 6, 2012 and on that same date opened a FOIA administrative
file for plaintiffs’ modified request, which was assigned tracking numbers AG/12-01032 (F),
DAG/12-01033 (F), ASG/12-01034 (F), PAO/12-01035 (F), OLA/12-01036 (F), OLP/12-01037
(F), and OIP/12-01038 (F). (A copy of OIP’s IR Staff’s acknowledgement letter, dated June 6,
2012, is attached hereto as Exhibit G.)

OIP’s Records Searches

* OIP’s initial response of August 23, 2011 indicated that OIP processes records for the Office of Intergovernmental
and Public Liaison. That Office was subsequently combined with the Office of Legislative Affairs.
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9) When processing a FOIA request for one or more of the senior leadership offices, OIP
typically initiates records searches by sending a memorandum to the specific office(s), which
notifies the office(s) of the receipt of the request and the need to conduct a search. OIP’s search
memoranda are sent to a designated point-of-contact in each office who serves as the liaison
between OIP and the senior leadership office(s). The liaison in each office then, upon receipt of
OIP’s search memorandum, notifies each individual staff member in that office of the receipt of
OIP’s memorandum requesting that a search be conducted. The individual staff members of each
office, as the custodians of their own records and the best authorities on what records they would
personally maintain, will then advise the liaison if they (1) have no records responsive to the
request; (2) have potentially responsive material which will be provided directly to OIP for review
and processing (in which case the staff member conducts their own search); or (3) have potentially
responsive material for which they request an OIP Government Information Specialist or
Attorney-Advisor to conduct a search. Senior leadership office staff members who conduct their
own searches will do so depending on how they maintain their own records. If, for example, an
individual organizes their records by topic, office, or other category and already knows where
potentially responsive material would be located, they may simply review that material and
provide it to OIP without the need for, or in addition to, a “keyword” search. This practice
ensures that each individual staff member of the given office reviews OIP’s search memorandum
and the accompanying FOIA request, and that the records searches are conducted by or for only
those individuals who indicate that they would have potentially responsive material. Once the
review of the search memoranda and accompanying request is completed in the senior leadership

office(s), the designated liaison responds to OIP’s records search request on behalf of the senior
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leadership office,> and OIP takes next steps — e.g., conducting searches of identified records
custodians, or reviewing records returned to OIP — as appropriate.°

10) When searching the records of leadership office custodians identified as having
potentially responsive material, OIP staff employ any one of a variety of search methods, or a
combination of methods, depending on a number of factors, including the type of records systems
implicated in the search. Potentially responsive records may be located in unclassified or
classified e-mail systems, computer hard drives, and/or hard copy (paper) files.

11) Consistent with the search methods described in paragraphs 9 and 10 above, in
response to plaintiffs’ FOIA request, OIP searched relevant e-mail, computer records, and paper
files in OAG, ODAG, OASG, PAO, OLA, and OLP and located 17,085 pages containing
responsive material. Additionally, a search was conducted of OIP’s electronic tracking database,
which tracks all FOIA requests and appeals processed by OIP, and no records responsive to
plaintiffs’ request were located therein.

OIP’s Interim and Final Responses to Plaintiffs’ Request

12) By letter dated September 27, 2012, OIP provided its response on behalf of OASG.
In this letter, OIP advised plaintiffs that a search had been conducted in OASG, and that no records
responsive to plaintiffs’ request were located on behalf of that Office. (A copy of OIP’s first
interim response letter dated September 27, 2012 is attached hereto as Exhibit H.)

13) On February 12, 2013 plaintiffs filed suit in connection with their FOIA request.

> Where appropriate, the senior leadership offices may also identify former staff whose records should be searched by
OIP.

® The initial determination regarding records custodians is not always final; rather, in order to ensure that reasonably
thorough records searches are conducted, during the course of processing a given FOIA request, OIP continually
assesses — based on our review of records that are located in the initial records searches, discussions with Department
personnel, or other pertinent factors — whether other (both current and former) staff members’ records should be
searched, and will initiate such additional searches as appropriate.
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14) By letter dated May 17, 2013, OIP provided its response on behalf of OIP and OLP.
In this letter, OIP advised plaintiffs that a search had been conducted in OIP, and that no records
responsive to plaintiffs’ request were located. Additionally, OIP advised that a search had been
conducted in OLP and that records were located that were responsive to plaintiffs’ request. These
records were withheld in full pursuant to Exemption 7(A) of the FOIA, 5 U.S.C. 8552(b)(7)(A).
(A copy of OIP’s second interim response letter dated May 17, 2013 is attached hereto as
Exhibit I.)

15) By letter dated June 24, 2013, OIP provided an interim response on behalf of PAO.
In this letter, OIP advised plaintiffs that the search in PAO was partially complete and that this
search had produced a voluminous amount of potentially responsive records. In an effort to
facilitate OIP’s processing of plaintiffs’ request, the June 2, 2013 letter described six categories of
e-mails that had been located in the PAO search to assist plaintiffs in determining which categories
were of interest to them. OIP’s letter provided a checklist for plaintiffs to use for this purpose.
(A copy of OIP’s third interim response letter dated June 24, 2013 is attached hereto as Exhibit J.)

16) By letter dated July 12, 2013, plaintiffs responded to OIP’s June 24, 2013 letter,
enclosing a completed checklist that indicated that plaintiffs sought records pertaining to three of
the six categories detailed in OIP’s checklist. Plaintiffs nonetheless indicated that this agreement
did not waive their right to later seek additional records. (A copy of plaintiffs’ response dated
July 12, 2013 is attached hereto as Exhibit K.)

17) By letter dated September 30, 2013, OIP advised plaintiffs that its PAO search had

been completed. In this letter, OIP further explained that because the material located contained
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information of interest to ODAG, it was continuing to be processed on behalf of ODAG. (A copy
of OIP’s fourth interim response dated September 30, 2013 is attached hereto as Exhibit L.)

18) By letter dated April 22, 2014, OIP advised plaintiffs that searches in OAG, ODAG,
and OLA were partially complete and that this search had produced a voluminous amount of
potentially responsive records. In an effort to facilitate OIP’s processing of plaintiffs’ request, the
April 22, 2014 letter described nine categories of e-mails that had been located in the OAG,
ODAG, and OLA searches to assist plaintiffs in determining which categories were of interest to
them. OIP’s letter provided a checklist for plaintiffs to use for this purpose. (A copy of OIP’s
fifth interim response dated April 22, 2014 is attached hereto as Exhibit M.)

19) By letter dated April 30, 2014, plaintiffs responded to OIP’s letter dated April 22,
2014, indicating that they sought records pertaining to five of the nine categories described in the
April 22, 2014 letter described above. Plaintiffs nonetheless indicated that this agreement did not
waive their right to later seek additional records.” (A copy of plaintiffs’ response dated April 30,
2014 is attached hereto as Exhibit N.)

20) By letter dated July 31, 2015, OIP provided its sixth interim response to plaintiffs,
which advised that OIP had partially completed its review of the records located in the OAG,
ODAG, OLA, and PAO searches. In this response, OIP released thirty-two pages of material
without excision, and seventeen pages of material with excisions made, some on behalf of the
Criminal Division (CRM) and EOUSA, pursuant to Exemptions 5, 6, and 7(C), of the FOIA,

5 U.S.C. § 552(b)(5), (b)(6), and (b)(7)(C). Furthermore, OIP advised plaintiffs that it had
determined that twenty-three pages of material were of primary interest to other federal entities,

" Because plaintiffs ultimately sought all records located in response to their request, irrespective of the categories
identified in the checklists described in paragraphs 16 & 19, these checklists were ultimately rendered moot.
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and as such had referred that material to those agencies. Specifically, thirteen pages were referred
to U.S. Immigration and Customs Enforcement (ICE) and ten pages were referred to the U.S.
Department of State®. (A copy of OIP’s sixth interim response letter dated July 31, 2015 is
attached hereto as Exhibit O.)

21) By letter dated October 2, 2015, OIP provided its seventh interim response to
plaintiffs. In this letter, OIP advised that it had completed its initial review of an additional
14,848 pages of records. In this response, 427 pages were released without excision, and 14,421
pages were withheld in full pursuant to Exemption 5 of the FOIA, 5 U.S.C. § 552(b)(5). Portions
of the released material were marked as “Not Responsive” as they consisted of news clippings that
did not pertain to the death of Special Agent Zapata. (A copy of OIP’s seventh interim response
letter dated October 2, 2015 is attached hereto as Exhibit P.)

22) By letter dated November 12, 2015, OIP provided its eighth interim response to
plaintiffs. In this letter, OIP advised that it had completed its review of an additional 1,815 pages
of records. In this response, 231 pages were released without excision; two pages were released
with excisions made pursuant to Exemption 5 of the FOIA, 5 U.S.C. § 552(b)(5); and plaintiffs
were advised that 1,328 pages of records were already publicly available, and links to those
documents were included as an attachment to the letter. Finally, 254 pages were withheld in full
pursuant to Exemption 5 of the FOIA. Portions of the released material were marked as “Not

Responsive” as they consisted of news clippings and congressional questions for the record that

® The material referred to the Department of State (DOS) was later returned to OIP with DOS disclosure
recommendations. OIP produced these ten pages of material, with excisions made on behalf of DOS pursuant to
Exemptions 5 and 6 of the FOIA, to plaintiffs via supplemental production dated May 20, 2016. (A copy of OIP’s
supplemental response letter dated May 20, 2016 is attached hereto as Exhibit S.)
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did not pertain to the death of Special Agent Zapata. (A copy of OIP’s eighth interim response
letter dated November 12, 2015 is attached hereto as Exhibit Q.)

23) By letter dated January 8, 2016, OIP provided its ninth and final response to
plaintiffs. In this letter, OIP advised that it had completed its review of an additional 350 pages of
records. In this response, 114 pages were released without excision, and forty-four pages were
released with excisions made, some on behalf of the Bureau of Alcohol, Tobacco, Firearms, and
Explosives (ATF), CRM, Drug Enforcement Administration (DEA), Federal Bureau of
Investigation (FBI), and the Office of the Director of National Intelligence (ODNI), pursuant to
Exemptions 3, 5, 6, 7(C), and 7(F) of the FOIA, 5 U.S.C. § 552(b)(3), (b)(5), (b)(6), (b)(7)(C), and
(b)(7)(F). Finally, a remaining 133 pages were withheld in full pursuant to Exemptions 5, 6,
7(A), 7(C), 7(D), and 7(F) of the FOIA. Portions of the released material were marked as “Not
Responsive” as they consisted of comments, news clippings, and other information that did not
pertain to the death of Special Agent Zapata.® Fifty-nine pages of material were of primary
interest to the FBI and accordingly were referred to the FBI for processing and direct response to
plaintiffs. This response completed OIP’s processing of the material located in response to
plaintiffs’ request.® (A copy of OIP’s final response letter dated January 8, 2016 is attached
hereto as Exhibit R.)

Explanation of Withheld Material

24) Subsequent to OIP’s final response to plaintiffs’ FOIA request, during the course of

preparing Defendants’ Motion for Summary Judgment in the instant matter, OIP conducted further

° During the course of OIP’s document review, a large volume of material was determined to be not-responsive or
duplicative and, as such, was not processed.

19 As stated in note 8 above, an additional ten previously-referred pages were later returned to OIP by DOS; these
pages were released to plaintiffs on May 20, 2016.



consultations with law enforcement entities — specifically, the FBI, DEA, ATF, and U.S.
Immigration and Customs Enforcement (ICE) — regarding law enforcement information
maintained in certain investigatory records which OIP had withheld in full from plaintiffs pursuant
to Exemption 5. As a result of these consultations, additional bases for protecting the records at
issue were identified and are asserted herein.** Moreover, during the course of this review,
forty-two pages of records which had been withheld from plaintiffs by OIP were determined to be
not responsive to plaintiffs’ FOIA request; accordingly, those pages will not be addressed further.

25) Of the 2,205 pages OIP released to plaintiffs, sixty-eight pages contain redactions
made pursuant to Exemptions 3, 5, 6, 7(C), and 7(F) of the FOIA. In addition, 14,771 pages'
have been withheld in full by OIP pursuant to Exemptions 3, 5, 6, 7(A), 7(C), 7(D), 7(E) and 7(F)
of the FOIA. In some instances, these excisions were made on behalf of other federal entities
and/or DOJ components to protect information of specific interest to them.

26) Attached to this declaration is a Vaughn Index containing descriptions of records
withheld in full and records withheld in part. For clarity of presentation and discussion, each
fully- or partially-withheld document has been organized into a corresponding category. The
designated document categories and applicable FOIA exemptions/privileges for each document
category are as follows:

Documents Withheld in Full (14,771 pages):

e Draft Congressional Correspondence (12 documents, totaling 10,224 pages):
Exemption 5 (Deliberative Process Privilege);
e Draft Statements (7 documents, totaling 1,705 pages): Exemption 5 (Deliberative

! These additional FOIA exemptions were applied to records which were already withheld by OIP pursuant to
Exemption 5 — in other words, no additional records or portions thereof were withheld from plaintiffs as a result of this
supplemental consultation.

12 While 14,813 pages were initially withheld, this revised page count excludes the forty-two pages deemed
non-responsive to plaintiffs’ FOIA request, as noted in paragraph 24 above.

10



Process Privilege);

e Draft Reports (2 documents, totaling 1,364 pages): Exemption 5 (Deliberative
Process Privilege);

e Briefing Material (25 documents, totaling 847 pages): Exemption 5 (Deliberative
Process and Attorney Work-Product Privileges), in conjunction with Exemption
7(A);

e Draft Press Releases and Responsive Portions of E-mails Discussing Draft Press
Releases (2 documents, totaling 7 pages): Exemption 5 (Deliberative Process and
Attorney Work-Product Privileges);

e Drafts of Prepared Remarks (5 documents, totaling 204 pages): Exemption 5
(Deliberative Process Privilege);

e Investigatory Material and Responsive Portions of E-mails Discussing
Investigatory Matters (420 pages): Exemptions 5 (Deliberative Process and
Attorney Work-Product Privileges) and 7(A), in conjunction with Exemptions 3, 6,
7(C), 7(D), 7(E) and 7(F)."

Documents Withheld in Part (68 pages'*):

e E-mails Forwarding News Articles, with Commentary (7 pages): Exemption 5
(Deliberative Process and Attorney Work-Product Privileges);

e Agency Names and Contact Information (42 pages): Exemptions 3, 6, 7(C), and
7(F);

e E-mails Discussing Drafts (20 pages): Exemption 5 (Deliberative Process and
Attorney Work-Product Privileges).

Exemption 3
27) Exemption 3 of the FOIA does not require the production of records that are
specifically exempted from disclosure by statute, “provided that such statute (A)(i) requires that
the matters be withheld from the public in such a manner as to leave no discretion on the issue, or
(ii) establishes particular criteria for withholding or refers to particular types of matter to be

withheld; and (B) if enacted after the date of enactment of the OPEN FOIA Act of 2009,

3 While FOIA Exemptions 5 and 7(A) protect the 420 pages of records in this category in their entireties, FOIA
Exemptions 3, 6, 7(C), 7(D), 7(E) and 7(F) provide additional grounds for protecting this investigatory material. This
declaration briefly addresses these additional exemptions, as applicable to the Investigatory Material and Responsive
Portions of Emails Discussing Investigatory Matters category, for purposes of preserving OIP’s ability to rely on these
exemptions should Exemption 7(A), which is temporal in nature, expire.

4 One page withheld in part from plaintiff contains redactions made pursuant to both Exemptions 5 and 6, and is
accounted for in both the E-mails Forwarding News Articles, with Commentary and Agency Names and Contact
Information document categories.

11
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specifically cites to this paragraph.” 5 U.S.C. § 552(b)(3). In this instance, information was
protected by OIP pursuant to Exemption 3, on behalf ODNI in the Agency Names and Contact
Information document category, and on behalf of the ATF in the Investigatory Material and
Responsive Portions of E-mails Discussing Investigatory Matters document category, as indicated
in the OIP Vaughn Index.

28) Exemption 3 has been asserted on behalf of ODNI to protect ODNI employees’
e-mail addresses. This information was withheld pursuant to the National Security Act of 1947,
50 U.S.C. 8 3024(m)(1), which prohibits ODNI from releasing such information by giving the
Director of National Intelligence the same authority in protecting agency personnel that is given to
the Director of the Central Intelligence Agency pursuant to the Central Intelligence Agency Act of
1949, 50 U.S.C. § 403g (the “CIA Act”). Inshort, the CIA Act -- a well-established Exemption 3
statute -- is applicable to the ODNI through Section 3024(m)(1) of the National Security Act of
1947. Specifically, ODNI e-mail addresses occurring within the Agency Names and Contact
Information document category were protected pursuant to Exemption 3, as indicated in the OIP
Vaughn Index.

29) Section 6 of the CIA Act, which has long been held to be an Exemption 3 statute,
provides that the CIA shall be exempted from the provisions of “any other law” (in this case,
FOIA) which requires “the publication or disclosure of the organization, functions, names, official
titles, salaries, or numbers of personnel employed by the Agency. . .” Among other things, this
provision allows the CIA to withhold employee names and personal identifiers, including e-mail
addresses.

30) Section 3024(m)(1) of the National Security Act, provides that:
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In addition to the authorities under subsection (f)(3), the Director of National
Intelligence may exercise with respect to the personnel of the Office of the Director
of National Intelligence any authority of the Director of the Central Intelligence
Agency with respect to the personnel of the Central Intelligence Agency under the
Central Intelligence Agency Act of 1949 (50 U.S.C. 8 403a et seq.), and other
applicable provisions of law, as of the date of the enactment of this subsection to
the same extent, and subject to the same conditions and limitations, that the
Director of the Central Intelligence Agency may exercise such authority with
respect to personnel of the Central Intelligence Agency.

31) As a result of Section 3024(m)(1), the ODNI relies on the CIA Act to withhold ODNI
information that falls within the statute, including the employee names, phone numbers, and
e-mail addresses to the same extent that this information is withheld by the CIA.

32) Exemption 3 has also been asserted on behalf of ATF in conjunction with Public Law
111-117 to protect firearms trace information and information required to be maintained by
Federal Firearms Licensees (FFLS) pursuant to 18 U.S.C. § 923(g). Specifically, certain firearms
database information from within the 420 pages withheld in full in the Investigatory Material and
Responsive Portions of E-mails Discussing Investigatory Matters document category, which are
protected in their entireties by Exemptions 5 and 7(A) of the FOIA, is also protected on the basis of
FOIA Exemption 3 and Public Law 111-117. The application of Exemption 3 to such
information is addressed more substantively in the Declaration of Stephanie M. Boucher, Chief,
Disclosure Division, ATF, filed contemporaneously with Defendants’ Motion for Summary
Judgment
(11 13-14).

Exemption 5

33) Exemption 5 of the FOIA exempts from mandatory disclosure “inter-agency or

intra-agency memorandums or letters which would not be available by law to a party other than an
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agency in litigation with the agency.” 5 U.S.C. 8 552(b)(5). As discussed in detail below, the
documents protected by OIP in part or in full pursuant to FOIA Exemption 5 fall squarely within
the deliberative process and/or attorney work-product privileges. Each of these privileges will be
discussed in turn.

Exemption 5: Inter-/Intra-Agency Threshold

34) Inter- and intra-agency documents may be withheld from release pursuant to
Exemption 5 of the FOIA. The information withheld from plaintiffs pursuant to this exemption
consists of communications generated by and wholly internal to the Executive Branch. As
such, they are “inter-/intra-agency” documents within the threshold of FOIA Exemption 5. To
the extent communications external to the Executive Branch were identified among the
documents responsive to plaintiffs’ FOIA request, such exchanges were released to plaintiffs
without excision, including communications with Congress.

Exemption 5: Deliberative Process Privilege

35) OIP has protected information within the following document categories pursuant
to the deliberative process privilege: Draft Congressional Correspondence; Draft Statements;
Draft Reports; Draft Press Releases and Responsive Portions of E-mails Discussing Draft Press
Releases; Drafts of Prepared Remarks; E-mails Discussing Drafts (in part); E-mails Forwarding
News Articles, with Commentary (in part); Briefing Material; Investigatory Material and
Responsive Portions of E-mails Discussing Investigatory Matters.

36) The deliberative process privilege is intended to protect the decisionmaking
processes of government agencies from public scrutiny in order to enhance the quality of agency

decisions. If pre-decisional, deliberative communications are routinely released to the public,
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Department employees will be much more circumspect in their discussions with each other and
in providing all pertinent information and viewpoints to senior officials in a timely manner.
This lack of candor would seriously impair the Department’s ability to foster the forthright,
internal discussions necessary for efficient and proper decisionmaking. Certainly, disclosure of
preliminary assessments and opinions would make officials commenting on sensitive matters
much more circumspect in providing their views and severely hamper the efficient day-to-day
workings of the Department, as individuals would no longer feel free to candidly present their
views on component operations, or to discuss their ideas and advice on these activities in e-mail
messages. Agency decisionmaking is at its best when employees are able to focus on the
substance of their views and not on whether their views may at some point be made publicly
available.

Draft Congressional Correspondence; Draft Statements; Draft Reports; Draft Press Releases and
Responsive Portions of E-mails Discussing Draft Press Releases; and Drafts of Prepared
Remarks™

37) Asignificant aspect of the decisionmaking process consists of the creation of draft
documents which are then reviewed, edited, and modified before they become final. Over the
course of their creation, draft documents are transmitted back and forth, continually changing as
relevant staff make track changes, suggest edits, and contemplate strategies as they work toward a
final document. The employees preparing such materials must feel free to create the most
thorough and well-vetted document possible which is only possible with the knowledge that their
preliminary, nascent views and working drafts will not be disclosed.

5 Portions of these documents were also withheld pursuant to the attorney work-product privilege which is explained
further below.
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38) Documents in OIP’s Vaughn Index categorized as Draft Congressional
Correspondence are draft versions of correspondence with Congress, including draft responses to
requests for information (RFIs) and answers to Questions for the Record (QFRS) submitted to the
Department following oversight hearings. The category Draft Statements is comprised of
Department comments on and drafts of statements, statements for the record, and draft testimony
for submission to Congressional oversight committees prior to testimony. The category Draft
Reports consists of draft versions of, including preliminary Department comments on, Executive
Branch reports. Documents in OIP’s Vaughn Index categorized as Draft Press Releases and
Responsive Portions of E-mails Discussing Draft Press Releases are draft versions of Department
press releases and responsive portions of e-mails discussing them (including suggested language, edits,
and approaches to drafting) interspersed with material that is not responsive to plaintiffs’ FOIA
request. Finally, the category Drafts of Prepared Remarks is comprised of drafts of remarks
prepared for senior Department leadership prior to speaking engagements at conferences and other
meetings including: (1) FBI’s National Executive Institute Meeting, (2) Barrio Azteca Press
Conference, (3) Memorial for Special Agent Jaime Zapata, (4) National Association of Attorney’s
General Spring Meeting, and (5) U.S. Conference of Mayors. These draft documents are mostly
undated, all unsigned and unfinalized, and include editorial mark-ups, comments, redline,
revisions, etc. made by Department staff.

39) These drafts and discussions thereof are deliberative as they reflect Departmental
deliberations regarding the content of documents, which had not been finalized by relevant
decisionmakers. Furthermore, they reflect successive versions of working drafts and as such,
show the internal development of the Department’s decisions. Because these drafts precede the

creation and/or transmission of final documents, correspondence, reports, or press releases and
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statements, and precede events for which remarks or statements were being drafted, they are
pre-decisional. Disclosure of the draft releases would undermine the ability of Department staff
to freely engage in the candid “give and take” and forthright collaboration which is critical to the
eventual development of well-reasoned and accurate communication, particularly with the public
and Congress. DOJ deliberations on these documents cannot be effectively or reasonably
segregated from the draft correspondence, and thus the documents have been withheld in full.
Accordingly, they are protected in full pursuant to the deliberative process privilege. Where
available, the final versions of these drafts have been provided to plaintiffs.
E-mails Discussing Drafts (in part) and
E-mails Forwarding News Articles, with Commentary (in part)®

40) Documents in OIP’s Vaughn Index categorized as E-mails Discussing Drafts consist
of intra-agency e-mails discussing the content and language of contemplated press releases and
official statements. The document category E-mails Forwarding News Articles, with
Commentary is comprised of e-mail chains forwarding news articles, in which agency staff
provide commentary of a deliberative nature, including how to respond to possible media inquiries
that may be generated by such news articles. The documents in both of these categories were only
partially withheld — specifically, the pre-decisional, deliberative portions of these e-mails were
withheld pursuant to FOIA Exemption 5.

41) The withheld portions of these e-mails are pre-decisional because they precede and/or
do not embody final decisions on the drafts and topics being discussed, and are deliberative
because they contain evaluative discussion and preliminary assessments by attorneys and other

18 Portions of these documents were also withheld pursuant to the attorney work-product privilege which is explained
further below.
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staff about drafts and other matters on which they analyze, make recommendations, give advice,
and work toward formulating strategies for agency action. Department officials routinely e-mail
each other as they engage in such discussions. The protected e-mail exchanges reflect staff
members’ developing, preliminary assessments about matters on which no final decision has yet
been made. All of the e-mails protected in part by OIP pursuant to the deliberative process
privilege reflect this preliminary give-and-take of agency deliberations.

42) Disclosure of the e-mails at issue would severely hamper the efficient day-to-day
workings of the Department as individuals would no longer feel free to discuss their ideas,
strategies, and advice in e-mail messages and Department employees would be much more
circumspect in their discussions with each other. This lack of candor would seriously impair the
Department’s ability to foster the forthright internal discussions necessary for efficient and proper
decisionmaking. Certainly, disclosure of such preliminary assessments and opinions would make
officials contributing to pre-decisional deliberations much more circumspect in providing their
views. As noted previously, agency decisionmaking is at its best when employees are able to
focus on the substance of their views and not on whether their views may at some point be made
publicly available.

Briefing Material’

43) Another critical aspect of the decision-making process consists of the drafting and
preparation of briefing materials created to aid in the development of senior leadership positions
and to prepare senior leadership officials to address various legal and policy points that may arise
during the course of anticipated meetings, official travel, and engagement with Congress and the

7 Portions of these documents were also withheld pursuant to the attorney work-product privilege and contain
information which is protected by Exemption 7(A), which are explained further below.
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press. In the documents categorized as Briefing Material in OIP’s Vaughn Index, Department
staff prepared materials in order to brief senior leadership, concisely summarizing particular
issues and providing key background information to assist in decision-making and to prepare
leadership officials for meetings, testimony, inquiries, and/or official travel.  Such briefing
materials are therefore pre-decisional, inasmuch as they precede the events or actions that
Department leadership is being prepared for and do not embody final agency action.

44) The drafters of these briefing materials attempt to succinctly summarize particular
events, identify important issues, and provide key background information in a concise summary
format for ease of understanding and presentation. Throughout this process, the authors
necessarily review the universe of facts and possible issues arising on the topic at hand, and then
select those facts and issues that they deem most appropriate for briefing senior leadership. The
decision to include or exclude certain factual information in or from analytical documents is
itself an important part of the deliberative process. The Department’s most senior officials rely
heavily on the creation of such briefing materials so that they will be fully informed on the
substance of the many legal and policy issues being analyzed in the Department every day in
individual offices.

45) Briefing materials such as those withheld by OIP reflect the drafters’ opinions and
analyses on important newsworthy topics and focus on how best to convey and respond to
questions on these topics from the Department’s perspective. Revealing such opinions and
analyses would hinder Department staff’s ability to provide candid evaluations on the topics of
the day for Department leadership and by extension, Department leadership’s ability to prepare

for press events, and to provide informed and accurate representation of the Department’s
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interests. Because the selection of facts and source material is itself a part of the deliberative
process inherent to preparation of briefing materials, these documents are generally protected in
full pursuant to FOIA Exemption 5, as no non-exempt information may be segregated for
release.
Investigatory Material and Responsive Portions of
E-mails Discussing Investigatory Matters™®

46) Documents in OIP’s Vaughn Index categorized as Investigatory Material and
Responsive Portions of E-mails Discussing Investigatory Matters consist of documents and
responsive portions of e-mails, interspersed with material that is not responsive to plaintiffs’ FOIA
request, discussing and detailing ongoing investigation activities regarding Special Agent Zapata’s
death, and related criminal procedures.

47) The e-mail portions protected within this document category contain discussions
among Department staff regarding how to respond to inquiries regarding the subject of the
investigation, as well exchanges between Department staff interspersed with sensitive
investigatory information. Because these discussions precede any final decisions on the matters
at hand - i.e., the Department’s response to inquiries or decisions on the underlying investigatory
actions — they are pre-decisional.

48) Moreover, these discussions are deliberative in that they reflect the exchange of
ideas and suggestions leading up to final decisions — in this case, decisions regarding how to
respond to inquiries and other requests for information and, ultimately, to investigatory decisions

made pursuant to an active, ongoing criminal investigation. Such exchanges are at the core of

'8 The 420 pages of documents in this category are also protected in full pursuant to the attorney work-product
privilege of Exemption 5 and Exemption 7(A), and Exemptions 3, 6, 7(C), 7(D), 7(E) and 7(F) provide additional
grounds for protecting this investigatory material, as discussed further below.
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the Department’s deliberative process as relevant staff engage in the decisionmaking process that
is key to Departmental investigatory activities and/or ultimately leads to an informed decision on
how to, or whether to respond to external inquiries regarding the Department’s criminal
investigatory decisions.

49) Disclosure of any of the documents in this category would undermine Department
staff’s ability to candidly express opinions on investigatory matters and would therefore hinder
the deliberative process because Department employees would no longer feel free to fully share
and exchange investigatory information, for fear that their preliminary thoughts and comments
would be publicly released.

Segregation of Non-Exempt Information

50) OIP thoroughly reviewed each of the documents discussed above, and withheld from
release, on the basis of the deliberative process privilege of Exemption 5, only that information
which would reveal the Department’s pre-decisional decisionmaking process. In some instances
as noted, the attorney work-product privilege of Exemption 5, Exemption 7(A), and/or other FOIA
exemptions detailed herein provide independent and overlapping protection of information in
these documents. OIP conducted a line-by-line review of these documents released any portions
thereof that were not protected by an applicable FOIA exemption. As with the E-mails
Discussing Drafts (in part) and E-mails Forwarding News Articles, with Commentary (in part)
document categories, OIP determined that some non-exempt information could be segregated for
release. In other instances, such as with draft documents and briefing materials, the nature of the
documents prevents segregation inasmuch as the documents themselves, and selected facts

therein, embody the deliberative process. Nonetheless, final versions of draft documents were



068

released whenever possible. All reasonably segregable, nonexempt information from these
documents has been disclosed to plaintiffs. Finally, it is noted that large portions of these
documents are not responsive to plaintiffs’ FOIA request, inasmuch as they pertain to other
unrelated topics.

Exemption 5: Attorney Work-Product Privilege

51) The attorney work-product privilege encompassed by Exemption 5 of the FOIA
shields materials prepared by an attorney or at the direction of an attorney, generated in
reasonable anticipation of litigation, 5 U.S.C. 8§ 552(b)(5). The privilege protects any part of a
document prepared in anticipation of litigation, not just the portions concerning opinions and
legal theories. The purpose of this privilege is to protect the adversarial process by insulating
Department attorneys’ preparation of litigation materials from scrutiny.

52) OIP has protected information within the Briefing Material, Draft Press Releases
and Responsive Portions of E-mails Discussing Draft Press Releases, Investigatory Material and
Responsive Portions of E-mails Discussing Investigatory Matters, E-mails Forwarding News
Articles, with Commentary, and E-mails Discussing Drafts document categories of the OIP
Vaughn Index pursuant to the attorney work-product privilege.”® Al of these documents
consist of information exchanged among or at the direction of government attorneys, generated
in reasonable anticipation of litigation.

Briefing Material

53) The documents categorized in OIP’s Vaughn Index as Briefing Material are inter-

and intra-agency communications between attorneys and information provided by attorneys used

9 As discussed above, certain of these documents are also fully protected by the deliberative process privilege of
FOIA Exemption 5, and contain information protected by Exemption 7(A) of the FOIA.
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to provide recommendations, analysis, and strategic comments as they evaluate matters related to
ongoing criminal investigations.

54) As discussed in detail in paragraphs 43-45 above, these documents were prepared
to inform senior leadership in the course of making legal determinations on an open investigatory
discussion regarding Agent Zapata’s death and involve input from the law enforcement branches
of the Department.  Specifically, these briefing materials were created to prepare senior
leadership for official travel, press conferences, and testimony before Congress. During the
course of briefing senior leadership on topics related to the death of Agent Zapata which may
have arisen during the course of official events, engagements, and/or travel and in meetings with
international counterparts, the authors of these briefing materials also relayed details of pending
investigatory matters and open or anticipated criminal law enforcement actions. Moreover,
these briefing materials provided detailed information regarding the legal theories and
considerations relevant to the open law enforcement action.

55) Department attorneys are singularly tasked with enforcing federal laws, and
defending the interests of the United States, a critical responsibility which extends to Department
attorneys’ review of specific criminal matters referred to it. Disclosure of communications in
this document category -- to the extent that they consist of briefing materials which discuss
active investigatory and/or criminal law enforcement actions -- would reveal Department
attorneys’ processes and strategies in engaging in investigations, preparing criminal law
enforcement cases, interpreting evidence and assessing potential legal risk and strategy on
various aspects of pending and potential investigations. The documents withheld in this

category reflect this routine yet essential attorney work-product produced by Department
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attorneys who execute this core function of enforcing federal laws.

Draft Press Releases and Responsive Portions of

E-mails Discussing Draft Press Releases
56) The e-mails in this document category, as described in detail above in paragraphs

37-39, consist of e-mails between Department attorneys regarding the contents of a press release
announcing the creation of a joint task force to assist Mexico’s investigation into Special Agent
Zapata’s death. These e-mails are protected by the attorney work-product privilege, in addition
to the deliberative process privilege, because they consist of discussions among Department
attorneys, including attorneys from the law enforcement and/or litigating components of the
Department, which provide non-public details and/or characterizations of the pending
investigation from a criminal law enforcement perspective. These investigatory details are
shared in the context of preparing a press release, as Department employees openly discuss
elements of the investigation to ensure that they have an accurate understanding of the events at
hand (even if such details are not ultimately included in the press release).

Investigatory Material and Responsive Portions of

E-mails Discussing Investigatory Matters
57) The documents categorized in OIP’s Vaughn Index as Investigatory Material and

Responsive Portions of E-mails Discussing Investigatory Matters, as described in detail above in
paragraphs 46-49, consist of e-mails and information shared between Department attorneys
regarding open criminal investigations pertaining to the death of Special Agent Zapata. These
documents are protected by the attorney work-product privilege, in addition to the deliberative

process privilege, because they consist of discussions among Department attorneys regarding
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these open criminal investigations. The information includes discussions involving attorneys
from the law enforcement and/or litigating components of the Department, which provided input
on these discussions regarding evidence and other substantive details on the scope of the
investigations from their singular criminal law enforcement perspective. Additionally,
summaries and reports of these pending investigations are included in these materials to better
inform Department attorneys concerning the death of Special Agent Zapata.

E-mails Forwarding News Articles, with Commentary, and E-mails Discussing Drafts

58) The e-mails in these document categories, as described in detail in paragraphs
40-42 above, consist of e-mails between Department attorneys pertaining to and commenting on
working drafts and other actions contemplated by the Department. These e-mails have been
released to plaintiffs in part. The withheld portions of the e-mails are protected by the attorney
work-product privilege, in addition to the deliberative process privilege, because they pertain to
recommendations and advice from Department attorneys concerning contemplated Department
responses to RFIs and QFRs, as well as questions from members of the press. In the context of
informing these discussions, information involving ongoing criminal investigations and law
enforcement proceedings was exchanged by staff in the law enforcement and/or litigating
components of the Department, which provided input on these discussions regarding evidence
and other substantive details on the scope of the investigations from their singular criminal law
enforcement perspective.
Segregation of Non-Exempt Information
59) OIP thoroughly reviewed the documents withheld pursuant to the attorney

work-product privilege encompassed by FOIA Exemption 5 and determined that none of the



072

materials could be further segregated for release. Documents in the Briefing Material, Draft
Press Releases and Responsive Portions of E-mails Discussing Draft Press Releases, and
Investigatory Material and Responsive Portions of E-mails Discussing Investigatory Matters
categories are protected in their entireties by the attorney work-product and deliberative process
privilege. The disclosure of attorney work-product in these documents would reveal Department
attorneys’ assessments of what was deemed significant in the context of potential criminal
violations concerning the death of Special Agent Zapata, and the facts selected for and contained
within them, thus undermining the core legal advice and analysis that the privileges are meant to
protect. Accordingly, documents in these categories are not appropriate for segregation. The
documents included in the E-mails Forwarding News Articles, with Commentary, and E-mails
Discussing Drafts categories were segregated to the extent that portions of those documents did
not directly relate to the Department’s work-product regarding the ongoing criminal investigations
into the death of Special Agent Zapata and thus, were appropriate for segregation under the
deliberative process privilege. The remainder of these documents are covered by the attorney
work-product privilege and, accordingly, is not appropriate for segregation.
Exemption 7

60) FOIA Exemption 7 exempts from mandatory disclosure records or information
“compiled for law enforcement purposes” when disclosure could reasonably be expected to cause
one of the harms enumerated in the subparts of the exemption. 5 U.S.C. § 552(b)(7).

Exemption 7: Threshold

61) As an initial matter, inasmuch as the information withheld by OIP pursuant to
Exemption 7 appears within documents discussing a criminal law enforcement investigation, |

have determined that this information meets the threshold of Exemption 7 because there is a
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rational nexus between the documents and the Department’s law enforcement duties. More
specifically, the information protected on the basis of Exemption 7 pertains to a criminal
investigation consistent with the Department’s law enforcement mission. Additional details
regarding the nature of the criminal investigation relevant to these documents are provided in the
Declaration of David M. Hardy, Section Chief, Record/Information Dissemination Section,
Records Management Division, FBI [hereinafter Hardy Declaration], filed contemporaneously
with Defendants’ Motion for Summary Judgment ( 27).

Exemption 7(A)

62) FOIA Exemption 7(A) protects records or information “compiled for law
enforcement purposes” when disclosure “could reasonably be expected to interfere with
enforcement proceedings.” 5 U.S.C. § 552(b)(7)(A).

63) In this instance, all of the records withheld by OIP in the Investigatory Material and
Responsive Portions of E-mails Discussing Investigatory Matters category®® are fully protected by
Exemption 7(A) in that they are law enforcement records relating to a pending FBI criminal
investigation.?*  The application of Exemption 7(A) to these documents is substantively addressed
in the Hardy Declaration (11 28-38 & n.9). The FBI has determined that disclosure of any of the 420
pages of records in this document category is reasonably expected to interfere with its active, ongoing
investigation, as well as any resulting prosecutions. As such, inasmuch as the FBI has confirmed that

the release of the records in the Investigatory Material and Responsive Portions of E-mails Discussing

20 Some of the investigatory information protected by Exemption 7(A) in this document category is restated in
portions of the documents contained in the Briefing Material document category — and thus Exemption 7(A) extends
to such “duplicative” investigatory information in the Briefing Material category.

21 As discussed above, all of the records in this document category are also fully protected by FOIA Exemption 5, and
FOIA Exemptions 3, 6, 7(C), 7(D), 7(E) and 7(F) provide additional grounds for protecting this investigatory material.
Moreover, Exemption 7(A) may apply independently and concurrently to other active investigations referenced in
these documents.
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Investigatory Matters document category would interfere with FBI enforcement proceedings and
related prosecutions, these records are fully protected by FOIA Exemption 7(A). Accordingly, and
considering the applicability of other FOIA exemptions to these documents, there is no non-exempt
information that may be segregated for release to plaintiffs from within this category.

Exemptions 6 and 7(C)

64) FOIA Exemption 6 protects information about individuals when the disclosure of
such information “would constitute a clearly unwarranted invasion of personal privacy.”
5U.S.C. §552(b)(6). FOIA Exemption 7(C) protects information “compiled for law
enforcement purposes” and protects personal privacy when disclosure “could reasonably be
expected to constitute an unwarranted invasion of personal privacy.” 5 U.S.C. § 552(b)(7)(C).

65) When determining whether to withhold information pursuant to Exemptions 6 and/or
7(C), OIP balances the privacy interests of individuals identified in records against any “FOIA
public interest” in disclosure of that information. In making this analysis, the FOIA public
interest considered in the balance is limited to information which would shed light on the
Department’s performance of its mission: to enforce the law and defend the interests of the United
States according to the law; to ensure public safety against threats foreign and domestic; to provide
federal leadership in preventing and controlling crime; to seek just punishment for those guilty of
unlawful behavior; and to ensure fair and impartial administration of justice for all Americans.

66) OIP has protected information within the Investigatory Material and Responsive
Portions of E-mails Discussing Investigatory Matters and Agency Names and Contact
Information document categories of the OIP Vaughn Index pursuant to FOIA Exemptions 6 and
7(C). Specifically, Agency Names and Contact Information withheld by OIP pursuant to

Exemptions 6 and 7(C) consists of the identities and identifying information of certain agency
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personnel, including law enforcement agents, intelligence, and U.S. Embassy personnel and their
contact information, and personal contact information, including cell phone numbers and
personal e-mail addresses. Moreover, information from within the 420 pages withheld in full in
the Investigatory Material and Responsive Portions of E-mails Discussing Investigatory Matters
document category, which are protected in their entireties by Exemptions 5 and 7(A) of the FOIA,
is also protected on the basis of FOIA Exemptions 6 and 7(C) to the extent that it includes agency
names and contact information, and names and identifying information of third parties mentioned
in these law enforcement records. The application of Exemptions 6 and 7(C) to the latter category
of information is addressed more substantively in Hardy Declaration (1 40-42).
Law Enforcement/Intelligence/Embassy Personnel

67) The names and contact information of law enforcement, intelligence, and U.S.
Embassy personnel has been withheld pursuant to FOIA Exemptions 6 and 7(C). Releasing the
names of law enforcement personnel would and could reasonably be expected to “constitute an
unwarranted invasion of personal privacy,” 5 U.S.C. § 552(b)(6), (b)(7)(C). As noted above, in
order to withhold information pursuant to these two exemptions, a balancing of the privacy interest
of the individual mentioned in these records against any public interest in disclosure must weigh in
favor of non-disclosure. Considering the sensitive and often contentious nature of the work law
enforcement and intelligence personnel conduct, disclosure of their identities or contact
information could seriously prejudice their effectiveness in conducting investigations to which
they are assigned and subject them to unwarranted harassment. Furthermore, releasing the names
or contact information of law enforcement personnel would not aid the public’s understanding of

how the Department carries out its duties. With respect to the identities and contact information
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of certain personnel in the U.S. Embassy, Mexico City, which have been withheld on behalf of the
DOS, release could subject these individuals to harassment, intimidation, threats of reprisal, or
physical harm, and would not shed light on U.S. government business. | have therefore
determined that the law enforcement, intelligence, and U.S. Embassy employees’ privacy interests
outweigh the dearth of public interest in the disclosure of the names of these employees.
Personal Contact Information

68) The release of the personal contact information of agency employees would also not
aid the public’s understanding of how the Department carries out its duties. The release of such
information could subject those employees to unwarranted harassment, and as such the release of
such information would “constitute a clearly unwarranted invasion of personal privacy,” 5 U.S.C.
552(b)(6).

Segregation of Non-Exempt Information

69) In each instance where information was withheld from plaintiffs pursuant to
Exemptions 6 and 7(C), OIP determined that the individuals’ privacy interests were not
outweighed by the FOIA public interest in disclosure of that information. Every effort has been
made to release all segregable information to plaintiffs without invading the privacy interests of
individuals who were mentioned in the records discussed above. Where possible, only the names
and contact information of individuals were protected. Elsewhere, information protected by
Exemptions 6 and 7(C) fell within material protected under Exemption 5 and 7(A), as detailed
above, so further segregation was not possible.

Exemption 7(D)

70) Exemption 7(D) protects “records or information compiled for law enforcement

purposes” when disclosure could reasonably be expected to disclose the identity of a confidential
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source. 5U.S.C. 8552(b)(7)(D). Specifically, certain confidential source information from
within the 420 pages withheld in full in the Investigatory Material and Responsive Portions of
E-mails Discussing Investigatory Matters document category, which are protected in their
entireties by Exemptions 5 and 7(A) of the FOIA, is also protected on the basis of FOIA
Exemption 7(D). The application of Exemption 7(D) to confidential source information is
addressed more substantively in Hardy Declaration (11 40-42).

Exemption 7(E)

71) Exemption 7(E) protects “records or information compiled for law enforcement
purposes” when disclosure would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or
prosecutions if such disclosure could reasonably be expected to risk circumvention of the law. 5
U.S.C. 8 552(b)(7)(E). Specifically, certain non-public investigatory procedures and techniques
appearing within the 420 pages withheld in full in the Investigatory Material and Responsive
Portions of E-mails Discussing Investigatory Matters document category, which are protected in
their entireties by Exemptions 5 and 7(A) of the FOIA, are also protected on the basis of FOIA
Exemption 7(E). The application of Exemption 7(E) to such information is addressed more
substantively in Hardy Declaration (11 48-49).

Exemption 7(F)

72) Exemption 7(F) protects “records or information compiled for law enforcement
purposes [when disclosure] could reasonably be expected to endanger the life or physical safety of

any individual.” 5 U.S.C. § 552(b)(7)(F).
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73) OIP has protected information within the Investigatory Material and Responsive
Portions of E-mails Discussing Investigatory Matters and Agency Names and Contact
Information document categories of the OIP Vaughn Index pursuant to FOIA Exemption 7(F).

In this instance, the identities of certain of DEA agents were protected pursuant to Exemption 7(F),
on behalf of the DEA.?

74) The DEA has advised OIP that given the nature of the criminal activities under
investigation, publicly disclosing identifying information regarding law enforcement officials
working on this investigation could reasonably endanger their lives and/or safety. Accordingly,
the DEA determined that protection of the identities of these individuals was justified pursuant to
Exemption 7(F). OIP concurred with this determination and, accordingly, withheld the names of
DEA agents working on this investigation pursuant to Exemption 7(F), on behalf of the DEA.

Segregation of Non-Exempt Information

75) Because OIP only withheld the identities of individual law enforcement agents
pursuant to Exemption 7(F), no non-exempt information was withheld pursuant to this exemption

and thus further segregation was not possible.

I declare under penalty of perjury that the foregoing is true and correct.

s

Vanessa R. Brinkmann

Executed this 20th day of May 2016.

22 This information was also protected pursuant to Exemption 7(C) of the FOIA, discussed above. Moreover, to the
extent this information appears within the 420 pages withheld in full in the Investigatory Material and Responsive
Portions of Emails Discussing Investigatory Matters document category, those records are protected in their entireties
by Exemptions 5 and 7(A) of the FOIA.
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DECILARMTOION OF METLANE ANN PUSTAY

I, Melnize Anm Pustiay, declane the followintg to be true and correcit:

1) I am the Directtor ofthee Office oflfidomaiioion and Pnvary (OIP), United] States
Depantmeent of Justice. In this capaciity, | am the final decisiommakkigg authonity for matiens of
the Initiall Reguestt (IR) Stafff whicth are subjectt to litigatiom. The IR Staffiss respansiitiée for
searcthingg for and reviewiigg recomdts withim OIP and the senior leadensttifp offices ofttiec
Departtneent of Justices;, includimg the Offices of the Attonmesy Genenall, Deputty Attomesy Genenall,
and Legisktiiree Affans, in resporsse to requestts madie under the Freedlom of Informetioon Act
(FOIA)), 5 U.S«C. § 552 (2000 & Supp. IV 2004)). The IR Stafff detemminess whetfter recomds
respansiyec to access requesitts exist and, if so, whetther they can be releasastl in accomdtneee with the
FOIA. In processingg such requestts, the IR Staff consulls with persanmsd] in the senior leadenstifp

offices and, whem appropizte, with other comypaneeriss withim the Depantmesnt of Justice as welll as

witth other Executiire Bramcth agencies.
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2) 1 make the statemssiss hereim on the basis of persones! knowikzitee, as welll as on
informetioon acquinezl by me in the course of perflormingg my officia] duties.

3) In my declanatitmss of Decemtissr 21, 2006, and Janummy 26,20007, 1 descrithezt] the
recondls searches condusiteld for and the processinug of plaimtifff’s FOIA requesit up to those dates.
This declanatiton supplemesnss and incomperedéss by referemze my Decemtlser 21,22000, and January
26,20007 declanatiomss, descritiess the actioms takem to compllete the processinyg ofjppdatiffss
requestt since Janueyy 26, 2007, and addressess the basis for withthaitingg documesnss pursueanit to
Exempstoon 5 of the FOIA.!

OIP'ss Processimp of Plaimtifff’ s Requesit

Since Janummy 26.20007

4) In my previmiss declanation [ infommestl the Countt that OIP was contimuingg to processs
221 pages of documenss and was at that time waitingg for consulttaioon responssss from other
Offiicess beffore a final respansse coulld be prowidbet to plaintifff. Additimelyy, I estimettet] that a

final responsse could be providketl to plaimtifff by withim sixty days (whicth woulkil have beem Maucth

| Atftegrh OIP3s finall respamse to plainttifinaicluettd some documsenss with redattoons made pursient to Exemptoons
6 and 7(C) of the FOIA, all redatioons on the basis of those exempttives were made on belaff of other entities (the
Cemired] Intelliipence Agenmyy, Federd] Buresu of| nestitigation, and Office of Profssionah] Respuonsiblility (OPR) of the
Depmttoeent of Justizs) and will thereffivee be justiffeed in declartionss by those Offices.
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29,2000))).

5) On Febuugiyy 27, 2007, OIP comyplkitet all requinesti consuittatoons on the docuammeriss
remaiiningg to be processsed.

6) On Februany 28, 2007, the Ceninall Intelligemec Agencyy initiatest] a telephmrioc
consulitdidon with OIP regandingg one docummentt, totalimg three pages, whicth OIP had previeustly
refemest] to that Office for direct responsee to plaimtifff. Pursuentt to this consuiltaioon, OIP
requesttel] that the docummsnit be withiedt on OIP%s behallif pursuenit to the delibenstivec prooess
privilkgee of FADM Exempitoon 5.2

7) By letter dated Febmuewy 28,22007, OIP providketl its final responsee to plaimtifff’ s FOIA
requesit. This responsee includket] recordis refemed] to OIP by OPR, the Office of the Inspectr
Genenall, and the Crimined] Divisiom of the Depantimeerit of Justice. OIP infommeet plamiifffitiiat the
numibesr of respensiiree documEnss remainimg had beem adjusted] to 216 pages> OIP discloset to
plaimtifff thirty-five documeetiss, totaliinrg ninetty-tireee pages, withauit excisiom, and eighiesm
documessss, totalintz one hundhezt thirteem pages, with excisionss made pursaenit to Exempgtomss 5,
6, and 7(C) oftbke FOIA, 5 U.S.C § 552 (b)(5), (6), (7)(C). Exempsiton 5 pertaiiss to certaim inter~
and intra-sgeicyy communicestons protesttet by the delibenztiree process and presicberitahl
commuuméatioons privilkegss. Exemmppiooss 6 and 7(C) pertaim to informettoon the release of which
woulldl consifittitee a clearlly unwamaneed invasiom of the persaned] privacyy of third parties, and to

recomdts comypiiket] for law enforcemest procesdinggs to the extenit that disclessuee of such

3 This decllzreaibon will addiess the withitaittiing of this documenit on OIP3s behwilf, putsuenit to Exempsteon 5.
3 Afier ONPSs priorr respumsse to plaintitff and upon further review of the remminiigg two hundhest and twemity-ange
documesgs, five of those pages were determiieed to be duplicattiee of matteniid] alreadly being procssseed.
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infommedioon coulld reasoneiiyy be expectistl to cause an unwannaneed invasiom of persomedl privawyd
Addititoadlyy, OIP prowiitket! plaimtifff sevem pages of electraniic maill (e-meil)) messagsss, with
excisimss madke pursuenit to Exemmpitooss 5 and 6 of the FOIA® Finallly, one docummsentt, totalingg
three pages, was wilthitedt in full pursuentt to the presichkoiizdl communiocaivons privilgge of
Exemptoon 5.° (A copy of@PR’s Februery 28,22007 final respomse to plaimtifff is attacheil hereto
as Exhifliit A).

8) On Mancth 28,20007, the Crimiimed] Divisimm of the Depanttneent of Justice refemest] five
documeentss, totalinge sixtesm pages, to OIP for processinyg and direct responsse to plaimtifff on behallf
of the Offices of the Attomey Genenall and Deputty Attormsy Genenzll. This refemal]l was receiwezil
by OIP on Apriil 3, 2007.

9) On July 9,20007, OIP prowidtket] plaintifff with a final respansee on the docummsrits
refemezt] by the Crimiimed] Divisiom. Four documenits, totaliimg ten pages, were releasest] withoutt
excision. Also, one documssenit, totaliinrg six pages, was releasest with excisionss made on behallf of
the Crimined] Divisimn pursuerit to Exemmytiooss 5, 6, and 7(C) of the FOIA, 5 US.C

§ 552 (b)(3), (6), TNC)7 (A copy of @PR’s July 9,20007 final respansee to plaimififff on the

i As previmusbjy stated], all of the redactiomns made pursuenit to Exempitoons 6 and 7(C)) were made on befhailf of other
Officess, whicth will justiffy those withieittings sepanttdyy.

2 Only the Exemyitoon 5 excisitoiss, madke to a one-prgee e-maill, were made by OIP. The excisimss to the e-maills
punsizamt to Exemptoon 6 were made on belslf of the Office of Proffesioonhl Respomssiiblility, and that Office will
themffoee justiify those withhsittinggs.

¢ Alsw, a limittea] amountt of classiffeed matenitd] locate in the Office of the Deputty Attomeyy Genenall was withitet in
full pursizant to Exemtoon 1 of the FOIA, 5 U.S.C. § 552(b)().,), whicth pertainss to infommition that is propeily
classiffeed in the intemestts of natiiomd] secuniity pursozant to Executtize Ordier 12958, as amemdbeld. The withheitingg of
this matenitd] will not be addwsseed in this declariioon becausee plaintifff is not at this time challlemingg documsniss
relatiing to speciific cases or investitgdidoss.

7 The Crimiived] Divisiton will justiffy these withiwitinags, made on its belallf, in a sepanzite declznadioon.
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documeniss refemesti by the Crimiined] Divisiom is attachest] hereto as Exhitbiit B).

10) At this time, OIP%s processingg of plaimtifff s FOIA requesit is complkitet], and four

responsess have beem madie to plaimifff. OIP has disclusset to plaimtifff a totall of2557 pages in full.®
Also, excluding redactionss made on behallf of other offices, OIP has withiiedtd 109 pages in panlg
and 611 pages in full®® pursusnit to the delibemttiree process and presittheniah] commumioasitoss
privilkggss of Exemppioon 5 of the FOIA. Accondingdyy, this declanaticon addressess the withihaltingg
in full, or in part, of 720 pages of documeiss pursuenit to the delibenaiiee process and presichnitahl
cormmunmgéatinon privilkegss of Exempiicon 5.

11) Attactiset to this declanatiton is a Vauglhm Index containingg a detailkstl descriipticon of
the withitedit documsetiss. Becausse certaim recordis are similar to one another, we have categnizeed
them into nine distimeit groups. The Vaughhm Index descriibess the respanmiec docummeeriss contimeet
in each group, includingg such informetioon as the date and the general contenit of the matenizd],
prowidkss the numbesr of pages for each group, and ideniiifiess the privilkegss — delibenatiiee process
and presidhertizhl commmuridesinons — which protectt each group from full or partiall disclosiree under

Exemqitoon 5 of the FOIA.

§ Thits inclutbss 138 pages releasset] in OIP3s secomu] interiim respansse, twenttysikx pages releaseed in OIP3s third interim
responsse, and ninettyttheee pages releasaetl in OIP3s final respansee.

¢ Thiis includbss 108 pages relemset] with excisimss made pursugmt to the deliberratiee processs privilkgee, and one page
relesceel] with excision macte pursuent to the presicheniah! commumoativons privilbgge, in OIP3s finall resporsee to
plaintifff. The finall elevem pages withihel in part in the final respentee will be justiffeeld by other offices (the Ceniti]
Intellizenece Agennyy, Federd] Bumzan of lhvestitigiadion, and Office of Profiessoonb] Respossibility of the Depanttneent of
Justites).

1 This inclukss 600 pages withiet in OIP3s seconr] interiim respansee, five pages withiedt in OIP'3s third intetim
respomse, and three pages withimid by the CIA on OIP3s befwlif pussuranit to the deliiterediiee prowsss privikgee; as well
as three pages witthiiett in OIP3s finall respansee pursuent to the presitioniih] commumdesitions privilbege.


vbrinkmann
Highlight

vbrinkmann
Highlight

vbrinkmann
Text Box
Provide a summary of what has been withheld.  Doing so provides the framework for what is at issue in the litigation and will be addressed by the declaration.

vbrinkmann
Text Box
If you have also prepared a Vaughn Index, introduce it in the declaration, and explain how it is structured/organized for ease of reference.


-6

Explenetioon of Withihediti Matenizd]

FOIA Exemptiton 5

12) Exemptoon 5 ofttiee FOIA proteits certaim inter- and intra- agency commmuimioasioons
protestted by the delibenattiree process privilkgge. All of the respansivee recomdts withhithedtd from
plaintifff in wholke or in part pursuenit to Exemyptoon 5 are inter- and intra- agency commuurioainoss
exchengeell, or drafis and hamdimrittéen notes created withim, the Executiiee Bramcth. In one group,
the witihiteditl documestiss consistt of a letter, and the portiem of a list of attachmmsenss descrithing that
letter;, sent by the Depanttneent to the Whitie Houss; in another group one withitett docummsenit
consistts of a letter sent by the Depantimeent to the Office of Mamagsneent and Budgstt; and in one
case a letter from the Centrall Intelligmoee Agency to the Depantineent was withitedtd. All other
documsiss are intemmed] to the Depantmeeit of Justice.

13) Sevem hundhest sixteem pages of the recomds withfedttl in wholke or in part are protestezt
by the delibertivec process privilkege of Exemytiton 5 of the FOIA. The informetioon withiedtd on
the basis of the delibeativec process privilkege fall into four overall, but inter-nedbateld categuonisss: 1)
drafit docummesriss, 2) e-maill discussionss about the contemit of drafts, 3) handwniitéen margnelza and
notes, 4) back-anidfdotith predierisioonb] delibenatiomss, analyses, recommesndtibons and
assessneends. The remainimg four pages of recomdis withihell in wholke or in partt, comymiriigg
Group 9, are protesitel] by the presidieniail communitesidons privilkege as welll as the delibeiee
procasss privilkege and are discusseet separatidly.

Deliiberpdivec Prooesss Privilkose

14) The delibenztivee process privilkgge is intendked] to protectt the decisienmakling

processss of govemmmeent agencigs from public scrutimy in order to enhance the quality of agency
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decisinnss.

15) A significanit part of the delibenattire process withim the Depenttneent of Justice
involass the creatiiom of drafft docummsiss which are them reviewezt], edited, and modiiffsz before
they becomee final. The draftt documeniss in Group 1 consisstt of unsigneet], usuallly undait, drafi
letters and memeentda, mamy with extemsiiee handmnittéen notes, includintg mullipibe versianss of a
letter from the Attomeyy Generall to Congesss and drafit versions of the final and interinm repontts to
Congrasss on the Interaggyy Task Force on Unanttiwyizedd Discllomuess of Classiifiezt! Infommetioon
(hereineffeer “classiffeeld leaks™ task force). By their very natune as drafis, these docummstiss are
predizitsoonh], preliminaayy vemmns of whait willl]ater become: a final documtit. The process by
whicth a draftt evolves into a final documsstit is itselff a delibenattvec process. As a resullt, there is
no reasmely segregatiite, non-exenppt informetioon that can be disclosetl from the draffss.
Howeseer, to the extenit that final, signed versions of the drafis beimg protestted in Group 1 were
locatted], they were processel] and ultimettdly discloseet] to plaimtifff. A total of 264 pages of the
maitenizd] wiifhtiedtt in Growp 1 consisteel of drafis, the final versianss of whiicth were prowittket to
plaiintifff.

16) In additiom to the draft docummeriss themselress, e-maill messrgess pertaniigg to the
prepeedioon of the Attomesy Genenall$s repontt to Congnesss on classiifiset! 1eaks were proteatted. The
severmttysserean pages of e-maill messaggss located in Group 4 contaiim commesntaiess on and

discussiomss ofthiec propasset] contentt and formatiig ofttiee repontt, includiing: extensiines editing
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suggestionss and recommeaadtitions. |
17) All of these docummsiss, the drafis themslress, and the discussitoss reflectintg the

drafiiings processs, are partt of the exchangge of ideas and suggestimnss that accompeaness all
decisiimnrnakkigg and reflectt preliminaayy assessmesniss by attormsys and other stafff aboutt issues in
whiicth they have beem asked to make recommengdsinons and give advice. Agemcy officialls
routinedly e-maill each other;, sharimy languegee, giving and responmingg to suggestitss and
propassel] languegee as they drafft docummseriss or respomd to inquiniess. E-maill operattes as a way for
indiwithed] Depenttneent of Justice emplayssss to communivaite with each other aboutt curremit
mattienss witthaiit havingg to leave their offices. These "discussimnss;” which get memaniadizedd
onlime, are part of the exchengge of ideas and suggestiomss that accomypeniéss all decisimmmakkigg
and typicallly reflect stafif memiterss’ very preliminzayy assessmeiss aboutt issues on whikcth they
may be asked to make recommesadtitons. Indeed, such online discussmiss mosit resemntiike
convensdtoons betwmesn stafiffimaerhérsrs whicth are part ofttise give and take of agency
delitberedioons. Disdlssuee of such e-maills woulldl severelly hamper the efficientt day-to-dhyy
workingss of the Depanttneent as indiwidliwdés woulkdl no longer feel free to discusss their ideas and
advice on the contenit of docummesriss in e-maill messagess. If e-maill messagess such as these are

routtinedly releasset] to the public:;, Depantmesnt employesss will be much more circumegpett in their

1) Some: indiwiitiiz] e-maiil messgess withim these seventyysevesn pages are purelly logiatinzd] in natuse and are not
substanitvedyty related to the subjexit of plaiintifff’s requesst. Accortingfly, becansse those e-maills are not responsivee to
the requesit, they are not discusseet] in this declretioon.
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onlime discussiopss with each other. This lack of candor willl seriouslly impaiir the Depatmeentit’s
abilitty to foster the forthwiigit, intermed] discussimss necessayy for efficienit and propar
decisimmakkigg. Certiinlly disclomuee of such preliminzayy assessmseriss and opimimiss woulkd
malke: officiedls commenitngg on drafis much more circumsgeett in providingg their views. Agemcy
decisimmmakkigg is at its best whem emplloyesss are able to focus on the substamze of their views
and not on wheifieer their views may at some poinit be made publidly availshile. We carefiully
reviemazt] the respanmiiree e-maill messzgess and determineet] that they contaiim no reasomeiily
segregeiiibe, non-ewernppt informetioom.

18) Anaifieer aspect of the draffinig process consisits of the creatiom of handwniitéen notes
and the makinig of notatitmnss on documeeniss. Fifty pages of the documssiss in Group 2 are purelly
handiwrittéen notes confiziningg sentemcye fragmentts, questimnss, and other notafimss reflectingg legal
analyses. Additimalyy, sixty-anee pages of Group 2 consist of a copy of the March 31, 1982
“Widltart Repantt” on classifieztl leaks and a copy of the Attomsyy Genenallds Octotber 15,2002
letter to Congnesss on the classifieet] leaks task force. The final, unmantiest] copies ofttiasse
docummesiss were discllosset] to plaimtifff. These withitelil versionss contzim unsegnegzdidde margingdlia
and notafitss. Finallly, twemnttyssxeen pages of Group 2 are federall statutes, prinitstl from the
intermett, whicth containezt extemsiivee notes and marginedlza which likewiss coulid not be
segregaite]. OIP located] and prowitket to plaimtifffinradatieded copies of these federall statuties;,
therethy only protestingg the notes and manginediaa.

19) The hamdmrittten notes, markintgs and margimellza on the documesiss in Group 2 revesll
the thougiit processss and meni] impressimons of the agency officialls who made the markingss.

Hamdlwiitéen notes by their very nature embodly the initiall thougiitts, comimeniss, and evaluationss
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of their writiens befone: they are assemibibet] into a finall docunmenit. In this sense, handwnitteen notes
repressenit the writens’ distilletiton of issues and convey infommettoon aboutt their origimedl thinkinmg
processsss. Also, it is cormmmn practicse for agency lawyens reading docummsiss and statuties to
maitk them up with undeniiningg, brackstingg, or highliigitingg, and to write commeatss in the
mangiinss. This processs allows the attormey to evaluatte the documeent as it is beimg read and to
maitk significanit portiionss for later referensee. It is cruciall that agency officizlls feel complhitdyy
free to undeng this processs withoutt fear that their views as to whait is and is not signifficznit in a
documeanit or statutie woulldl be publicily reveslktl. We reviemezt] these docummsiss for the pumpasse
of segregaticon. We determineet that it is not possiblle to proteeit only the markingss, as the very
act of excisingg themn on the docummesiss woulkdl itselff revesll where the marginedlsa was, and
correspnadinfly, woulldl revesll those portiianss of the documseniss that were considiset] signifficzanit.
Howenxatr, as stated abowe, for all the documenits with margjinedlaa OIP prowvichet to plammtifff
unmentieet], “‘cleam copies” of documeeniss.

20) An essemtied] part of the creatiiom of agency polioy and final agency decisianss is the
intermed], prediissoonh] back-antiffottth amomg agency officialks leadimg up to the makintg of final
decisimnss. The final, overalll categoniss of docummsriss withiedlt on the basis of the delibenatiiec
processs privilkege, locatiet] in Groups 3 and 5, and in Growps 6, 7, and 8, reflectt this back-anti-
forth decisimmaikigg processs.

21) The documeeniss protieettet] in full and in part in Group 3 were created pursuenit to the
classiffieet leaks task force, and the workingg groups underr the umbiedla ofttlaat task force. The
thirty-fiirec pages ofttakkiggs, agendas, analyses, group goals, initiall reportts, issues, and questiss

for considlerioon; the twenity pages of woukingg group meetingg summeniess; and the e-maill
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messagee from the Office ofttiee Deputty Attomssy Generall to three of the task forcelss wortkinmg

groupss, idenitiffyingg and solicitiingz commenits on areas of interestt, all were created pursuenit to the
classifiieet] leaks task force. The purpasse of the classifiiezt] leaks task force was to assess the issue
of classiiffizet] leaks and to advise the Attommyy Genenall of recommezdtinons for handling the
mattier;, leadimg up to the Attomeyy Genenallds subseguuestit repontt to Comgnesss.

22) Like the documesmss in Group 3, the documsntts in Group 5 similatly reflect
Depanttmeent officiallk’ inputt on a larger decisiommakiingg processs, in this instamze on the Executiiree
BramcitiSs inputt on legislktioon relatiing to the issue of classifirst leaks. The memaeidvum from the
Office of Legisiktiiree Affains to the Office of Managmnesnt and Budgstt, and the suggestiet
revisimnss made to the Intelliggnuee Autthanizzatdon Act for Fiscall Year 2001, provitde the
Depanttneetit’s views on the legislatioon with respextt to classiffieet] leaks. As such, all of the
proteateeld informettoon in Grougs 3 and 5 are part of the exchangge of ideas and suggestitmss that
accompzanéss all decisimmnakkigg and reflect preliminzayy assessmuiss by attormsys and other staff
aboutt issues on whiicth they have beem asked to make recommesdsinoss and give advice.

23) Finallly, the docunmseniss protestet in Groups 6, 7, and 8 also reflectt the back-antiffotith
decisimmmaikng g process ofttee Executiiree Bramcth. The memarnamnida which comypnizse Group 6
relate to the establishmeent of the classiffiset] leaks task force, and address initiall considierdtoons to
be addresseet] in anticigetioon of its creatiom, includintz propeseztl issues and preliminzayy questimnss,
and recommeenidtition on selectintg a task force chair. The infommetioon protesttetl in Group 7
reflectts the craftimyg of solutionss in respansee to the issue of classiffieet] leaks, includiingz memaentda
discussimyg a former officialds and other offices’ views on the topic, a letter from former CIA

directimr George Tenett proviiigg his agency3s views and recommesdtiions on the subjectt, and the
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repott oftblee task force to the Attomeyy Generall providing its findimys, analyses, and

reconmesndtitions on the leaks issue. The two unsigret], undates] docummsiss protexitet] in part in
Groupp 8 provitthe assessmeetss relewantt to the classiffieet! leaks issue, includintg analyses of the
recommesddtitions of the Willknd] Repantt and of the implemenisainon of whistikeblowear protectitoss.
24) All of the documssniss proteateetl in Groups 3 and 5, and in Grous 6, 7, and 8 were
preparegt] by officiedls withim the Depenttnesnt or othemwisse in the Executiiree Brancth to assist the
Attomeyy Genenall in addressingg the probllem of unautthwizeed leaks of classiffeet] informeticon. In
doimg so, the proteattel] informetioon discussess variouss options under considieraioon and contzings
legal and poliicyy analyses. No final decisianss are made in these documenits; rather;, they are tools
for discussioon and adviee in the larger initiafimee relatiimyg to classiffiezt] leaks, and leadimg up to the
Attomesy Genenzdl$s repontt to Congresss on the issue. The authons of the documeeniss intend to
make relevantt officialls aware of all of the legal and policy implicatiomss pertainingg to this topic so
that a thorouggh discussioon of the issue coulld take place. It is extremsdly impontenit that agency
decisimmmakkes's be complkttt]y aware of every aspect of a givem issue so that fully infoumezt
decisiss can be made. If these documenits were discloset], agency officialls tasked with creatimg
and partiizifaaingg in such task forces and working groups woulkdl surely be inhibittstl from
includimg all relevantt informetioon and woulkdl not be as candid in presenting their views. A staff
memiber who is aware that his or her polioy analysis or propesset recommesidtition may be
relessset] to the public may not be as fortheamingg as he or she woulldl otherwiiee be. That staff
memtieer may be more concemezt with the public perceptiton of the documsnit he or she is draftiimg
thani with providingg the necessayy informetioon to the decisiom maker. This inhibition would be

extremstly detrimesitd] to the Depantmeens’s delibenatiiee process. By affording confidntizaiiyy to
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agenoy delibenioons such as these, decisimmnaikess can operate most effectived]y. We careffuilly

reviemezt the withfiedtd docummseniss and releasset] all reasonedilly segregatiikc, nonexsnyht
informeioon.
25) All of the docummssiss that have beem withihelltl pursuentt to the delibenativee process

privilkgge are intrimsinzdlyy a part of the delibenmstiicee processss ofttise Depeantineenit and the Executiiree

Bramcth. In the course of drafiimy documeeniss and advisimyg senior officialks, attommeys and staff
commumdéagte with each other, seekimg informetioon, providing advice, and offerimg suggestimnss.
The documestiss at issue consist of jusit such communisedidons. These docummestits are part of the
exchengge of ideas and suggestitnss that accomgeariess all decisiommakingg and typically reflectt
staff memikesss' preliminazyy assessmeetiss about the issue on which they have beem asked to make
recommecidtitions. Here, the draft documsentss, intenmesdl agency e-maiill discussiomss, notes and
marginedlaa, and similr communiociions are part of the exchangge amomg govermmeent officiaks
who were analyzintg the issue of classifisztl leaks and propasimg solutionss for the problenss that
issue presents to the Executfirxe Brancth. Throurgioat the process, advice is being requesttet],
anallysiss is beimg conducitet], and recommesdainons are being givemn.

26) As discussset]l above in connectiton with each categomy of withiedtd recodis, we
carefiillly reviemeztl each oftbiee docummemits and detemmiireel] whetfheer there was any reasonedyy
segregsiiite, nom-exeenppt informedioon that could be disclosestl. Whemsseer possittike, OIP redactre
only those portinss of the docummssniss whicth were exemgit from disclomues, and releasst all non-
exemit informeioon to plaimtifff.

Presighaniadl Commuricchinons Privilkgee

27) In additiom to the doctmmseniss descritheztl abowe that are protesteet] by the delibenztiree
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processs privilgge, OIP withitedtd the two documesriss in Growp 9 pursuenit to the presiciemizal

comimumidetinons privilkgee as well as the delibenativec process privilkgge. One docummsnit is a letter
from former Deputty Attomesy Genenall Jamie Goreliictk to the Deputty Assisttait to the Presibertt
for Natiwred] Securityy Affains, Natiensdl Secutitty Councill proviiingg the Depantinesn't’s views and
advice on the handliiyg of classiiffeet] leaks. The second docummestt in Group 9 is a listimg of three
documeeriss, one of whiicth descrithess the letter from former Depuity Attomeyy Generall Gorefik to
the Deputty Assisttant to the Presichertt for Natiioned] Securitty Affains. The informetioon protesttet] in
Group 9 was provittetl to an adviser to the Presidkerit who was responsitiiée for handlings mattenrs of
concem to nationedl securitty. The undenlyimg punpesess of the presichenizdl commumoasivons
privilkee are the same as those of the delibemnativee process privilkege, but they take on a distimett
signifitzmoee at the level of presidieriiahl decisionmeddiing. Advissss must feel free to give the maostt
candid] and thoreugth advice possiltite in order for the Presidhanils s decisimmmakkngg process to be
effectiivee. The Presichanit was the ultimette decisionmaddkeer on Executiiree Bramchh poliey for
respantiingg to classifiec leaks. He, and his advisans musit be free to soliciit the advice of the
Departtneent on maitens they are considkingg witheoutt fear of those communitesidons being
discliosezt.

28) Because the commumicasioon proterttet in the documeeniss in Group 9 were sent by the
Deputty Attomssy Genenall to a presicieritail adviser in response to solicittet] advice regandingg a
mattier of presidieniad] decisimm, the letter itselff and the descrifticon of the letter are protettetl by
the presittbenitahl communicatiooss privilkzze'?® As such the letter is exemyt in full and contaiines no

reasorediy segregatiléc, non-ewenppt informetitoon. As to the listing of docummniss, OIP only

12 This letter is also, in the altemtivee, proteatted under the deliberdivee procsass privilkgee for the reasons discusssed
abowe.
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protexttet that portion whicth descrifbezt] the protecttet] letter, and releassst all nom-emenmpt

informettoon to plaimtifft.

I declane undenr penallty of perjuy that the foreguintg is true and correctt.

&
MELANE ANN PUSTAY

Exesuteed thﬂégﬁay of July, 2007.
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Joshua Gersiteim v. Ceniitall Intellliggnoee Agenmy, et al.

Civill Actiom No. 06-4643 (MMC))
U.S. Distritt Courtt
Nontfherm Distnictt of Califonmisa
San Frantisem Divisinm

\Y Index
Descrijpptoon of the recomdis of the Offices of the Attommy Genenal], Deputty Attomrey Genenal], and

Legiidkatirve Afifains protecteet] in full and in part by FOIA Exemygioon 5. The 720 pages of withielit] recondis
are dividhstl into nime groups and are descriilezt below:.

Group
Numiissr Date Descrifpttion Priwiilkegge Pages
1 Variedl dates in | Unsigmeet drafts, mamy with Deliberiivee process 264

2002, but handlwiitten notatinss, the final in full
mostly undhitetl | versioms of which were also
processeet] and prowiied to
plaimiifff: consist of draft letters to
Congesss, draft transmittsd]
memanznuivum, drafis of the final
and interiim reponts to Congresss on
classiiffiret] leaks, and draft
memonzida regardintg the

Interagemyy Task Force.

. . Unsigneet], incomyibtes, drafis,
V%diﬁ n mamty/“with hamnﬂmiiteap notatiionss,
’ of whicth no final versions were
mosily undsttsi] located], consistingg of draft
remenitss, portiiwms of memaonanttha,
and analysis of issues involiwiigg
leaks

Delifwritiee process 71
in full

Nome One unsignezt], undaret draft Delifberratiee process
statemenit regandingg the in full 2
Intelligeree Authanizzatoon Act for
Fiscall Year 2001
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Group
Numtiser

Date

Desgrifyiicon

Privilkgee

Pages

3/31/&%2 and
10/15/02

Nome

11/21/02

Two docummrits contaiimingg
unsegeegdide margiinelig;
specifiiczd]l}y, markedtuyp versiom of
the 1982 “Willkaxtl Rejpantt” and the
Octobar 15,20022 letter to
Congresss, which were also
processeel] and prowidhet to plaimtifff

Handlwrittéen notes reflectiinge legal
discussimss and analysits

Fedenl statutes contaiimingg
unsegeegdide margiimedlza, the
undenllzinmg statutes for which OIP
retrienast] and prowidiet to plaimififf

Delifberdtvee process
in full

Delitberedtiee process
in full

Delitberedivec process
in full

61

50

27

Varied dates in
2002

12/20/01 to
2111/a»

312

Docummniss comprising the *“woitk
prodiictt” of the workimg groups on
classiffiest] leaks, includiig taskingss,
anallyses, commentts,
recommeridtinons, agendes with
handlwiitten notatimwrss, intetiim
repantts offerimy proposdis and
analyses, group goals and
questitorss for considheetioon

Summmsnisss of six separate workiing

group chair meetiingss discussing

back and forth betwessn meetiing
S

One e-maill message from the
PADAG; to memibess of three
classiffirt] leaks workiing groups,
solicitfimg commmesnits on partiiculbar
areas of interestt to the leaks task
force

Delifberedtyee process
in full

Delitheretiee process
in part

Delifberdityee process
in part

35

20

Variedl dates in
2002

Respansiiec portiionss of related e-
maill messagEs among variouss DOI
staff, discussimg the draftiimg of and
makimg recommesnidsiions on the
AGs classiffiret] leaks repaot to

Congnesss

Deliibeetivee processs
in full

77

10/19/00

Memuzanidmn from the AAG of
OLA to the Directior of OMB
regardimgz DOUSs commentts and
views on the Intelligerse
Autfmmizasioon Act for Fiscall Year
2001

Delitberedtvee process
in full




Group
Numtiser

Date

Desginiion

Privil

Pages

7/12/00

One markertiaygp versiom of the
Intelligsnmoee Authonizzdtoon Act for
Fiscall Year 2001, includiing
sugpesttet legislaifine: revisionss

Delifheredtyvee process
in full

7123159

7128159

11/19/01

Two versioms of a memonaaotinm
from the PADAG to the AAG of
the Crimimned] Diviisiiom asking
various questirss about the
handliimg of classiffiet] leaks and
constitutiitgg an initial assessmmnit
regandintg the anticipattet] creatiiom
of a worlkiitgz group on the
handlingg of classiffied leaks

One mermonzntium from the
Associatte DAG to the PADAG
propasiimyg issues for considkrtomm
and preliminzsayy questiionss for the
classiffirst] leaks workingg group

One memaonantidum from the
Assoeirte DAG, througth the
ODAG;, to the AG prowirdiig
recommesidtinoss for selecting a
task force chair in anticijetiton of
the establifimesnt of a classiffie
leaks task force

Delliteredivee process
in full

Deliibenaiiiec process
in full

Delifwrettiee process
in part

3/12/@1

9/3/02,, 9/23/02,
and 10/15/02

41292

One memonamndum from the
Inspexttor Genenall to the PADAG
regadinge investiggaingg classifire]
leaks, and descriitintg the contenit
of a sepamtte delibentiiee
memenzartium in which a former
AAG discusszt] options regarding
classifiiret! leaks

Three memonzntda from the
Assagistte DAG, through the DAG,
to the AG seekimg signattunee and
approvall to submiit the repait on
classifiieet] leaks to OMB for
clearanmee, and discussig other
offices’ views on, and
modifitatteon of, the draft repont

Repartt to the AG on the work of
the interagengy task force on
classiffiezt] leaks, submiitre by the
Assogiette DAG, and discussiig

Dellitrerdtiec process
in part

Delibredtvee process
in part

Delifberedtiec process
in part

11

62




Group
Numtiser

Date

| Descriptiton

Pages

undatiet

“the task forcess findimgzs,

recommegridiinons, and analysis of
the probllem of leaks

Letter from the Directiorr of the CIA
to the AG makimg multiiplke
recommenediinons on the appreanth
to be takem with respesit to the draft
repantt on classiffieet] leaks

Deliferedivee process
in full

Unaibzttetd

Undliatteet

One unsigreet], undaizd] summeny,
created] by the legislatiine: workiing
group on classified leaks, on
implemesritaidon of the 1982
Willad Repaontt on classiffisst] 1eaks,
and assessiimg the success of the
recommediinoss of that repant

One unsigmezt], undates] docummnit
discussimy whistlsiiboveer
protestiomss and procediuess, and
providingg recommenadsinoss for
successifl implemeeritaioon of
whistiEiibyveer protectiioss

Dellieredtyee process
in part

Deliferdtiee process
in part

4/1/917

Nome

One final letter from the DAG to
the Deputty Assisitant to the
Presidlerit for Natiored] Securiity
Affains;, Natiiored] Securitty Cowngii],
regarding the DOUSs review of and
provitinyg advice on classifird
leaks

One portiimm of a list of
attachmemss which descrifhess the
above letter from the DAG to the
Depuity Assisttnit to the Presiidierit
for Natiiomed] Securiity Affains,
Natlioned] Securitty Cowmgii],
regandintg the DOUSs review of and
providing advice on classiffira]

I leaks

Presiateriizd]
commuTit2At0Ras

privilkgee in full

Dellilberedivec process
privilkgge in full

Presictheriiah]
conmmniteaidoRs

privilkgee in part

Delilritiee process
privilbge in part

Legenmti:

DQOJ — Depanttneenit of Justice
OAG - Officee of the Atttomeyy Genenall

ODAG; - Office of the Deputty Attormzy Genenall
PADAG — Primijjzd! Assodatte Attomey Genetall
AAG - Assistarit Attomesy Gemenall

OMB - Office of Managsmeentit and Budigit

AG - Attomyy Genenall
DAG - Deputty Attomesy Gener]
OLA - Office of Legisiktiire Affains
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

JUDICIAL WATCH, INC.,
Plaintiff,

Civil Action No. 10-00851 (RBW)

V.

DEPARTMENT OF JUSTICE,

Defendant.

SECOND SUPPLEMENTAL DECLARATION OF VANESSA R. BRINKMANN

I, Vanessa R. Brinkmann, declare the following to be true and correct:

1) Iam the Counsel to the Initial Request (IR) Staff of the Office of Information Policy
(OIP), United States Department of Justice. In this capacity, I am responsible for supervising the
handling of the Freedom of Information Act (FOIA) requests processed by OIP. The IR Staff of
OIP is responsible for processing FOIA requests seeking records from within OIP and from
seven senior leadership offices of the Department of Justice, specifically the Offices of the
Attorney General (OAG), Deputy Attorney General (ODAG), Associate Attorney General
(OASG), Legal Policy, Legislative Affairs, Intergovernmental and Public Liaison, and Public
Affairs. The IR Staff determines whether records responsive to access requests exist and, if so,
whether they can be released in accordance with the FOIA. In processing such requests, the IR
Staff consults with personnel in the senior leadership offices and, when appropriate, with other
components within the Department of Justice, as well as with other Executive Branch agencies.

2) I make the statements herein on the basis of personal knowledge, as well as on

information acquired by me in the course of performing my official duties.
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3) Inmy declaration of November 2, 2010, I described OIP's handling of plaintiff's FOIA
request for records concerning the Department's decision to seek a dismissal of defendants in
U.S. v. New Black Panther Party for Self-Defense [hereinafter "NBPP litigation"], including an
explanation of the forty-eight pages of material withheld from plaintiff pursuant to Exemption 5
of the FOIA. This declaration supplements and incorporates by reference my November 2, 2010
declaration, and provides additional detail regarding the segregability of the withheld documents.
In particular, this declaration addresses the segregability of the records withheld by OIP which
this Court has determined are solely protected by the deliberative process privilege of FOIA
Exemption 5.

4) In its Memorandum Opinion and Order dated August 4, 2011, the Court ruled that OIP
properly asserted FOIA Exemption 5 in withholding all of the forty-eight pages of documents at
issue, and which were addressed in 9 38-60 of my November 2, 2010 declaration. OIP had
asserted both the deliberative process privilege and the attorn‘ey work product privilege for all
forty-eight pages. With respect to documents withheld by OIP which post-date the May 15, 2009
filing of the Department's notice of voluntary dismissal in the NBPP litigation [hereinafter the
"post-dismissal" documents], the Court determined that only the deliberative process privilege of
FOIA Exemption 5 applies and ordered the Department to renew its motion for summary
judgment, accompanied by declarations that solely address ;[he segregability of documents 37a-c
and the post-dismissal documents.

5) As described in my November 2, 2010 declaration, during OIP's original review of the
information withheld from plaintiff, we carefully reviewed each of the documents to determine

whether any information could be segregated for release. At that time, inasmuch as the

2-
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documents that remained at issue were being protected in their entireties by the attorney work-
product privilege, OIP determined that disclosure of the documents, and the facts selected for and
contained within them, would reveal individual assessments of what was deemed significant in
the course of the litigation, what strategies and options were being considered, when, and by
whom. Because the attorney work-product doctrine protects from disclosure the entire contents
of documents to which it applies, and OIP had asserted that doctrine in conjunction with the
deliberative process privilege to withhold all of the documents at issue, none of the forty-eight
pages of withheld documents were identified as appropriate for segregation.

6) In light of the Court's August 4, 2011 Order, OIP has now conducted a supplemental
review of the documents that the Court held were protected only by the deliberative-process
privilege, specifically: documents 107a, 110, 111, 113, 116, and 117a-d." As a result of this
supplemental segregability review, OIP has now determined that certain material in these
documents is appropriate for segregation and release to plaintiff inasmuch as such disclosure
does not reveal information protected by the deliberative process privilege. Accordingly,
portions of documents 107a, 116, and 117a-d have now been segregated and released to plaintiff
through counsel. The newly-released material consists of certain purely factual information,

including e-mail envelope information {such as the "to," "from," "sent date,” and "subject”
fields)*; information that is already a matter of public record, including language excerpted from

public court filings, and other non-deliberative statements. The material which OIP continues to

! The remaining post-dismissal documents and Document 37a-c are discussed in the
Second Supplemental Declaration of Nelson D. Hermilla.

? Most e-mail envelope information, such as the authors, recipients, dates and subjects of
e-mails, had already been disclosed to plaintiff through the Vaughn Index attached to my
November 2, 20] 0 declaration.

-3-
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withhold within the post-dismissal documents, as detailed in the following paragraphs, consists
of information that this Court has ruled is protected by the deliberative process privilege or is so
intertwined with exempt information that it cannot be segregated for release. OIP's segregability
review of each of the post-dismissal documents is addressed comprehensively below.
Document 107a

7) As aresult of our supplemental segregability review, OIP has determined that factual
portions of document 107a are appropriate for segregation and release to plaintiff, inasmuch as
such portions do not reveal deliberative process privileged information. Document 107a is
described in OIP's Vaughn Index as follows:

[An] e-mail from OASG to OAG, ODAG, and OASG officials forwarding court

papers filed in the NBPP litigation, as well as emails briefing recipients on the relief

sought therein. E-mail provides additional comment and characterization of relief

sought.
The information that has now been released to plaintiff in this document consists of e-mail
envelope information and the author's factual statements regarding a public court-filing. The
remaining information consists of the author's above-described opinion about the judicial relief
sought in the NBPP litigation and, as such, is the very information which this Court has
determined is properly protected by the deliberative process privilege. Document 107a therefore

cannot be segregated any further without disclosing privileged information.

Documents 110 and 111

8) As aresult of our supplemental segregability review, OIP has determined that
documents 110 and 111 do not contain any non-exempt segregable information, inasmuch as the
factual information included within these predecisional briefing papers is inextricably

intertwined with the analysis they contain, so that disclosure of any portions of these documents
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would reveal the very deliberative process this Court has determined applies to these materials.
Document 110 is described in OIP's Vaughn Index as follows:
[A] briefing paper, including talking points, for the [Attorney General] regarding the
Department’s handling of the NBPP litigation and the decision to drop charges
against three of the defendants. This briefing paper identifies selected aspects of the
Department’s handling of the NBPP litigation, and serves to brief the [Aftorney
General] on how he may prepare for potential inquiries during upcoming Hill
testimony.
Document 111 is described as:
[A] briefing paper, including talking points, for the [Associate Attorney General]
regarding the Department’s handling of the NBPP litigation and the decision to drop
charges against three of the defendants. This briefing paper identifies potential issues
and various aspects of the Department’s handling of the NBPP litigation, and serves
to brief the [Associate Attorney General| on how he may prepare for inquiries.
The information withheld from plaintiff in these internal briefing papers represents the authors'
internal decisions to select particular facts and present their analysis of them to the Department's
senior leadership. These documents were assembled through the authors' exercise of judgment in
extracting pertinent material from any number of sources, to be used and relied upon by the
Attorney General and Associate Attorney General as they are called upon to take discretionary
action in representing the Department -- in this instance, as they respond to outside inquiries on
the NBPP litigation. The decision to include or exclude certain factual information from
analytical documents is itself an important part of the deliberative process. Accordingly, I have

carefully reviewed documents 110 and 111, but have determined that they are not segregable, and

that any further disclosure would reveal details of the Department's deliberative process.
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Document 113*

9) As aresult of our supplemental segregability review, OIP has determined that the very
limited portion of document 113 that is responsive to plaintiff's request does not contain any
non-exempt segregable information. Document 113 consists of handwritten meeting notes and
any further disclosure of the responsive portion of these notes would reveal the very deliberative
process this Court has determined applies to these notes. Document 113 is described in OIP's

Vaughn Index as follows:

Handwritten notes taken at a "[Civil Rights Division] Weekly Meeting" in which
a variety of pending [Civil Rights Division] matters are discussed. Author's notes
reflect a discussion of a development in the NBPP litigation.

*Only a limited portion of these notes relate to the subject of plaintiffs FOIA
request.

The information withheld from plaintiff in document 113 consists of a mere six words, which
reflect a discussion regarding a course of action that was under consideration at this early May
meeting.® The remainder of this one page of meeting notes reflects discussions of non-NBPP
Civil Rights Division matters, which are not responsive to plaintiff's FOIA request. It is not
possible to segregate these six words in document 113 without revealing the nature of the

underlying, privileged discussion.

* In Defendant's Reply and Opposition to Plaintiff's Cross-Motion for Summary
Judgment, filed January 10, 2011, it was erroneously noted that document 113 post-dated the
dismissal in the NBPP litigation. See Def.'s Reply at 11 n. 8. Document 113 is dated "early May"
and was located along with other "weekly meeting" notes, including document 112 (dated April
30, 2009) and document 114 (dated May 14, 2009). Therefore, Document 113 likely was created
on May 7, 2009, prior to the NBPP dismissal on May 15, 2009. In keeping with the Court's
analysis, document 113 thus would be protected by the attorney work-product privilege,

* As noted above, although document 113 was previously listed as a post-dismissal
document, it reflects a discussion from a meeting that likely occurred May 7, 2009.

-6-
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Document 116
10) As a result of our supplemental segregability review, OIP has determined that certain
factual portions that are separate and apart from the analyses comprising document 116 are
appropriate for segregation and release to plaintiff, inasmuch as such portions do not reveal
deliberative process privileged information. Document 116 is described in OIP's Vaughn Index

as follows:
Detailed "chronology" of the Department's involvement in the NBPP litigation as
presented from the author's perspective. Includes the author's characterization of
actions and discussions with and among Department colleagues since the inception
of the lawsuit, but focusing primarily on the time period of 4/29/09-5/21/09.
The information that has now been released to plaintiff in this document consists of information
that was presented in papers filed by the Department in the NBPP litigation, including factual
details of the NBPP events, litigation dates, and contents of court filings.” The remaining
material cannot be segregated any further without revealing the analysis, assessments and
evaluations of the document's author.® Moreover, the author's decision to include or exclude
certain factual information from this analytical document is an important part of his deliberative
process, as he exercises his judgment in extracting pertinent material from a vast number of
sources and notes his own "take" on events that are discussed. The very facts that the author
chooses to discuss, the nature in which he discusses them, and the manner in which he arranges

them reveals his thought process. Furthermore, information revealing dates that certain actions

in the deliberative process were (or were not) undertaken is non-segregable because such

° An example of information that was released to plaintiff includes the entry for April
28"™, on page 5 of the document, which reads "The United States sent the Defendants notice that
it would file a motion for default judgment after at least three days."

¢ Document 116 contains and discusses full-text excerpts of draft court filings, which the
Court has elsewhere determined to be protected by the attorney-work product privilege.

-7-
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information regarding the timing of internal NBPP developments and discussions would disclose
the details of the consultative process at each stage of the process. Accordingly, certain factual
information not released to plaintiff pursuant to OIP's supplemental review is so inextricably
intertwined with the deliberations contained in this predecisional document that any further
disclosure would inevitably reveal the deliberations that the Court has determined are protected
by Exemption 5 of the FOIA. Document 116 therefore cannot be segregated any further without
revealing privileged information.

Documents 117a-d

11) As a result of our supplemental segregability review, OIP has determined that certain
factual portions of documents 117a-d are appropnate for segregation and release to plaintiff,
inasmuch as such portions do not reveal deliberative process privileged information. Document
117a-d is described in OIP's Vaughn Index as follows:

Forward of an e-mail with the subject "New Black Panther Party: Response to Lamar

Smith" by an ODAG attorney, who then presents a detailed analysis to the DAG on

certain points of [the Civil Right Division’s] decisionmaking process in the NBPP

litigation. The ODAG attorney provides [the Civil Right Division's] explanations on

its handling of the Iitigation and opines on how most appropriately to present certain

aspects of the case in a draft letter to Congress.

The information that has now been released to plaintiff in this document consists of e-mail
envelope information, a non-substantive statement unrelated to plaintiff’s FOIA request, and
factual statements regarding a draft response letter to a Congressional inquiry involving the
NBPP litigation. The remaining information consists of the author's above-described legal
analysis of judicial relief sought in the NBPP litigation and, as such, is the very information

which this Court has determined is properly protected by the deliberative process privilege. Any

additional segregation of these documents would produce only incomplete, fragmented,
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unintelligible sentences and phrases that are devoid of any meaning. Documents 117a-d
therefore cannot be segregated any further without disclosing privileged information.

12) When initially processing plaintiff's FOIA request, OIP conducted a line-by line
review and analysis of the documents at issue to ensure that only exempt material was withheld
from plaintiff. Consistent with the Court's August 4, 2011 Memorandum Opinion and Order,
OIP concluded a supplemental review of the documents that the Court determined are properly
protected by the deliberative-process privilege of Exemption 5 of the FOIA, but not the attorney
work product privilege. As a result of that review, OIP was able to segregate and release certain
material without revealing protected deliberative process privileged material. That segregable
material has been provided to plaintiff. The remaining information in documents 107a, 110, 111,
113, 116, and 117a-d that has not been segregated and released to plaintiff consists of the
protected deliberations and information so inextricably intertwined with those deliberations that
its disclosure would reveal the deliberations themselves.

I declare under penalty of perjury that the foregoing is true and correct.

|

A/ anessa R. Brinkmann

odn
Executed thls@ day of September 2011.
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Electronic Frontier Foundation v. U.S. Department of Justice

Civil Action No. 10-CV-0641 (RBW)
U.S. District Court for the District of Columbia

OIP Vaughn Index

This index contains a description of the 221" pages of records protected, either in part or in full by OIP, pursuant to Freedom of Information Act Exemption 5
(deliberative process privilege).? For clarity of presentation, the documents are assembled into two general groups and nine sub-groups. The documents in
Group 1 of this Index includes records withheld from plaintiff in part (Groups 1(a) — 1(e)), and the documents in Group 2 include records withheld from plaintiff

in full (2(a) - 2(d)).

Group 1: Documents withheld in part pursuant to Exemption 5.

Group 1(a): E-mail messages in which issues raised in a meeting between the U.S. and EU are discussed among DOJ officials.
Group 1(b): E-mail messages in which DOJ senior officials solicit and receive advice and discuss questions, developments, and potential

ramifications, concerning the HLCG deliberations.
Group 1(c): E-mail discussions pertaining to the development of drafts.

Group 1(d): E-mail discussions pertaining to strategies, progress, and next steps regarding HLCG negotiations.

Group 1(e): Briefing material.

Group 2: Documents withheld in full pursuant to Exemption 5.
Group 2(a): Drafts.
Group 2(b): Comments on drafts.
Group 2(c): Briefing material.
Group 2(d): Handwritten meeting notes.

Acronyms:

OAG: Office of the Attorney General CRIM: Criminal Division

ODAG: Office of the Deputy Attorney General DHS: Department of Homeland Security
OPCL: Office of Privacy and Civil Liberties State: Department of State

Identification of Relevant Department Personnel:

Thomas Burrows: CRIM Bruce Swartz: CRIM

Nancy Libin: ODAG Stuart Delery: ODAG

David Ogden: ODAG Kenneth Harris: CRIM

Amy Jeffress: OAG Emily Petty: OAG

OIP: Office of Information Policy
EU: European Union
HLCG: High Level Contact Group

Melanie Ann Pustay: OIP
Kirsten Moncada: OPCL
Molly Warlow: CRIM
Miriam Vogel: ODAG

1 Although 221 pages are included in the Vaughn Index, it should be noted that these pages were not withheld in their entireties. As a result of OIP’s efforts to
segregate as much information as possible for release to plaintiff, many of the individual pages within documents or e-mail chains contain no redactions at all.

Z Shaded entries within this Vaughn Index denote information that was withheld on behalf of the Criminal Division, and, accordingly, the justification for those

withholdings is being addressed by that component.
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Patricia Reedy: CRIM Lisa Monaco: ODAG Mary Lee Warren: CRIM

Group 1: Description of documents that were released in part with excisions made pursuant to Exemption 5 of the FOIA.

Group IID\IOUC;?:P; Date Description Exemption Pages
SD-18 10/15/09 | E-mail messages between David Ogden and Stuart Delery discussing Exemption 5
1a) SD-23 through issues raised by a meeting between U.S. and EU representatives on Delﬁmti‘iﬂcess 2
10/16/09 | HLCG information sharing principles. Ave p
SD-24 privilege
“t:;g NLI-70
NLI-25 NLI-71 E-mail messages among Nancy Libin, Melanie Pustay, Thomas Exemption 5
1(b) NLI-48 TB-672 7122109 Burrows, and Bruce Swartz, in which senior officials seek and DeIFrati?chss 11
SD-1 receive advice, and discuss questions, developments, and potential live p
NLI-68 through e - : . privilege
NLI-69 SD-15 10/23/09 ramifications, with respect to the HLCG deliberations.
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Group I'D\louc;g]eernst Date Description Exemption Pages

KMI-14 TB-352

KMI-7 TB-500

KMI-8 TB-501

KMI-9 TB-682

KM-72 TB-683

KM-73 TB-684

KM-74 TB-605

NLI-34 TB-606

NLI-35 TB-551

NLI-36 TB-552 E-mail messages among Thomas Burrows, Mary Lee Warren,

NLI-37 TB-541 Kirsten Moncada, Nancy Libin, and Bruce Swartz sharing and

NLI-38 NL-321 1/23/09 discussing various comments and opinions in the development of Exemption 5
NLI-39 KM-113(a) drafts, including suggested language, edits, mark-ups, additions, and EXempon o

1(c) through . . : Deliberative process 27

NLI-40 KM-114 10/28/09 contextual extractions. Authors of these e-mails address questions privilege
MW-1 NL-426 that arise in connection with the drafts, explain their reasoning for

NLI-27 NL-427 making certain edits, and their assessments as to the effect of the

NLI-28 NL-348 prepared draft language in the context of the HLCG negotiations.

NLI-29 NL-451

NLI-30 NL-183
KM-104 NL-184
KM-105 NL-185

NLI-1 NL-186

TB-60 NL-188

TB-61 NL-188(a)
TB-350 NL-102
TB-351 TB-558
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Document _ .
Group Numbers Date Description Exemption Pages
NLI-42
NLI-43 TB-716
NLI-44 TB-597
NLI-45 NL-171
NSLDI:g6 “tﬁg E-mails among Bruce Swartz, Mary Lee Warren, Nancy Libin,
9/3/09 Thomas Burrows, Miriam Vogel, Stuart Delery, Kirsten Moncada, .
SD-16 NLI-57 . - - . - Exemption 5
through and Patricia Reedy consisting of discussions and opinions about : -
1(d) NL-68 NLI-59 o . . ' Deliberative process 17
10/27/09 | negotiation strategies, the progress of the deliberations, and next L
NLI-52 NLI-60 - . . . . . privilege
NLI-53 NLI-61 steps in the_HLCG d_ellberat_lons, mcludmg reactions by D(_)J _
NLI-54 NLI-62 officials to issues raised during HLCG deliberations, and discussions
NLI-55 NLI-63 and analysis of pertinent U.S. statutes and case law.
NLI-56 NLI-64
TB-465 NLI-65
TB-466 NLI-67
TB-715
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Document _ .
Group Numbers Date Description Exemption Pages
TB-696
TB-697
$g:;12 E-mail messages among Mary Lee Warren, Kenneth Harris, Bruce
TB-712 Swartz, Molly Warlow, Thomas Burrows, Amy Jeffress, Emily
NL-231(b) Petty, and Stuart Delery regarding the creation of briefing materials 14
TB-456(a) for upcoming meetings with EU member state dignitaries, as well as
TB-456(b) the briefing materials themselves.
8/26/09 Exemption 5
1(e) through Deliberative process
10/27/09 privilege
Two copies of an October 7, 2009 memorandum (one with a
handwritten notation) from Nancy Libin to the Deputy Attorney
General, through Stuart Delery, concerning a U.S.-E.U. meeting in
SD-24(a) Brussels, and an attachment thereto consisting of a preliminary
SD-24(b) “Agreed Text from the HLCG Experts” dated October 2, 2009. 11
SD-24(c) Redacted information consists of the author’s briefing of senior

officials on the meeting, and portions of the attachment consisting of
sections that were subsequently changed in the final version of the
text.
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Group 2: Description of documents protected in full pursuant to Exemption 5 of the FOIA.

Document

Group Number Date Description Exemption Pages
KMI-9(a)
KMI-10(@) | 15 595(5)
KMKC- | 1B-353(a)
6(a) NLI-77(c) Various drafts, including mark-ups, proposed language, and edits by
KM-85(a) TB-390(a) U.S. government personnel, including drafts of: a proposed Exemption 5
KM-86(a) Undated agreement on data privacy protections; joint EU-U.S. statement on EXEMPUION o
2(a) TB-526(a) - - S - Deliberative process 60
KM-87(a) enhancing transatlantic cooperation; insert regarding HLCG L
TB-426(a) LY . . privilege
KM-88(a) TB-438(a) conclusions; and agendas for upcoming EU-U.S. meetings.
KM-89(a)
TB-438(b)
NL-143(a)
TB-534(b)
NL-231(9) |\ |30(a)
TB-578(a)
TB-528(a)
TB-464(a)
KM-90
KM-91
2(b) Em% Undated, | Discussion papers and general comments, including e-mails among Delii—p—):ra;li\}elzonrgcess
NLI-74 4/3/09, Kirsten Moncada, Thomas Burrows, Mary Lee Warren, Nancy Libin, rivile % 11
NLI-75 9/28/09 and various DHS and State officials, on drafts and revisions to drafts. P g
NLI-76
NLI-77
TB-389(a)
2(0) OIPGEB-1 3/16/09 Briefing materials consisting of a “briefing book” for the Attorney Deli)é—(;;rt]i%cess
TB-17(a) through General, and draft talking points/briefing papers for upcoming fivile F; 50
NL-231(a) 10/28/09 | meetings with EU member state dignitaries. P g
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Document

Group Number Date Description Exemption Pages
Em:i “t:gg Various Hand_written notes of _senior_ DOJ officials f_rom_ teleconferences, _
KMI-5 NLI-87 Dates meetings, and other discussions. Notes which include the author’s Exemption 5
2(d) NLI-82 NLI-89 (some evaluations and contemporaneous thoughts on internal U.S. Deliberative process 18
NLI-83 NLI-90 undated) discussions regarding HL_CG deliberations and negotiations, as well privilege
NLI-84 NLI-91 as notes to self and questions for follow-up.
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

. )
CARL OGLESBY, )
)
Plaintiff, )
)
V. ) Civ. A. No. 02-CV-00603 (RWR)
)
U.S. DEPARTMENT OF JUSTICE, )
etal, )
)
Defendants. )
)

THIRD DECLLARATION OF DAVID M. HARDY

I, David M. Hardy, declare as follows:

(1 I am currently the Section Chief of the Record/Information Dissemination Section
(“RIDS”), Records Management Division (“RMD”), formerly at Federal Bureau of Investigation
Headquarters (“FBIHQ”) in Washington, D.C., and currently relocated to Winchester, Virginia.
I have held this position since August 1, 2002. Prior to joining the FBI, from May 1, 2001 to
July 31, 2002, I was the Assistant Judge Advocate General of the Navy for Civil Law. In that
capacity, I had direct oversight of Freedom of Information (“FOIA”) policy, procedures, appeals,
and litigation for the Navy. From October 1, 1980 to April 30, 2001, I served as a Navy Judge
Advocate at various commands and routinely worked with FOIA matters. I am also an attorney
who has been licensed to practice law in the State of Texas since 1980.

2) In my official capacity as Section Chief of RIDS, I supervise approximately 280
employees who staff a total of ten (10) FBIHQ units and two field operational service center
units whose collective mission is to effectively plan, develop, direct and manage responses to

requests for access to FBI records and information pursuant to the FOIA, as most recently
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amended by the OPEN FOIA Act of 2009; the Privacy Act of 1974; Executive Order 13526;
Presidential, Attorney General and FBI policies and procedures; judicial decisions and
Presidential and Congressional directives. My responsibilities also include the review of FBI
information for classification purposes as mandated by Executive Order 13526, and the
preparation of declarations in support of Exemption 1 claims asserted under the FOIA® T have
~ been designated by the Attorney General of the United States as an original classification
authority and a declassification authority pursuant to Executive Order 13526, §§ 1.3 and 3.1.
The statements contained in this declaration are baéed upon my personal knowledge, upon
information provided to me in my official capacity, and upon conclusions and determinations
reached and made in accordance therewith.

(3)  Due to the nature of my official duties, [ am familiar with the procedures followed
by the FBI in responding to requests for information pursuant to the provisions of the FOIA,
5U.S.C. § 552, and the Privacy Act of 1974, 5 U.S.C. § 552a. Specifically, I am aware of the
FBI’s response to plaintiff’s FOIA/Privacy Act requests directed to FBIHQ, Chicago, New York
City, and Washington Field Offices for records pertaining to himself.

4 The purpose of this declaration is to provide the Court and plaintiff with an
explanation of the procedures used by the FBI to review and process the 205-page sample chosen

by plaintiff. The 205 page sample included four permanent serial charge-out forms?®, indicating

75 Fed. Reg. 707 (2010).

25U.S8.C. §552 (b)(1).

3 Serial charge-out forms authorize the removal of a document from an FBI file, and placement of
a document in another location, e.g., confidential file room or a supervisor’s office. Document is to be

replaced by the “serial charge-out.” Normally, an agent wanting to see a document will call for an entire

2
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that additional pages were located in the FBI’s Special File Room* (“SFR”). Despite the fact that
all SFR documents were located and provided to plaintiff previously as part of the entire release,
the four SFR documents which have been selected in the sample have been placed behind each
corresponding serial charge-out form and are identified as Bates-stamp pages CPO-656-A, 658-
A, 659-A, and 660-A. Therefore, these four corresponding pages have been added to plaintiff’s
sample, despite their previous release to plaintiff. Plaintiff also selected a Change-to Memo?,
identified as CPO-1722, which indicates that file 100-123974 Serial 539 was changed to 62-
111917 Serial 4. Serial 4 of 62-111917 was located and identified as three pages which
originated with a division of the U.S. Justice of Department (“DQOJ”), which is now a part of the
DOJ National Security Division (“DOJ/NSD”). These pages have been referred to DOJ/NSD for
direct response to plaintiff and will not be included in this sample. A Deleted Page Information
Sheet (“DPIS”)® indicating this referral has been placed behind the Change-to Memo. Two DPIS
forms were also chosen by plaintiff as a part of this sample. The first is identified as CPO-1734.
The documents which correspond with this form are Air Force-originated documents identified

as Bates-Stamp pages CPO-1735 to CPO-1738. All of these pages, with the exception of

“section” of a file and the section will later be returned. “Serial charge-out” is thus a fairly unusual
procedure.

4 Special File Room is a location outside the Central Records complex for particularly sensitive
FBI files.

5 A Change-to Memo indicates that a document has been removed and placed in a more
appropriate file. The “Change-to memo” is placed where the document had been. It is a more routine
procedure than the “serial charge-out.”

% The FBI replaced pages withheld in their entireties with a “Deleted Page Information Sheet”
(“DPIS”) which identifies the FOIA exemptions asserted to withhold the document in full as well as the
Bates-page numbers for the withheld pages. If the document originated with another Government
agency, the DPIS will state that it was referred to that agency for review and direct response.

3-
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CPO-1735, were chosen by plaintiff as a part of this sample. CPO-1735 has now been included
as it corresponds with the DPIS. Therefore, one additional page --CPO-1735-- was added to this
sample, however, this page contains no exemptions and was released in its entirety. All of these
pages were previously processed and released by the FBI after consult with the Air Force and
will be addressed by the Air Force by separate declaration. The second DPIS is identified as
CPO-2114. The documents which correspond with this form are Army-originated documents
identified as Bates-stamped pages CPO-2113, 2115, and 2010-2126. These nine pages will not
be included in this sample as they were sent to the Army for direct response previously and the
Army responded directly to plaintiff’s counsel by letter dated March 12, 2008 with respect to
these pages.

(%) In summary, a total of five pages have been added to the plaintiff’s 205-page
selection resulting in a 210-page selection. The remainder of the material mentioned above will
be addressed in separate declarations to be submitted by the Army, Air Force and DOJ NSD,

respectively, in accordance with Vaughn v. Rosen, 484 F.2d 820, 827 (D.C. Cir. 1973).” This

declaration therefore provides a justification only for the FBI-originated information in this
210-page sample which the FBI has withheld from disclosure by the FBI pursuant to Privacy Act
Exemption (j)(2), 5 U.S.C. § 552a (j)(2), and FOIA Exemptions 1, 2, 6, 7(C), 7(D) and 7(E), 5
U.S.C. §§ 552(b)(1), (b)(2), (b)(6), (b)(7)(C), (b)(7)(D) and (b)(7)(E). Moreover, this

declaration supplements, and hereby incorporates, the Declaration of Scott A. Hodes, dated July

" The FBI also located certain documents which originated with CIA and NSA within this
sample. The FBI sent referrals — either for consult or direct response — to these agencies on or about
February 14, 2008 and February 3, 2009 and will address these in further detail infra, Y 145-154. This
material will also be addressed separately by these agencies.

4-
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8, 2002 (“Hodes Declaration”), the Declaration of Nancy L. Steward, dated August 10, 2005
(“Steward Declaration”), the Declaration of David M. Hardy dated March 7, 2006 (“Hardy
Declaration-March 7, 2006”), and the Declaration of David M. Hardy dated May 22, 2009
(“Hardy Declaration-May 22, 2009”) all of which have been submitted previously in this case.

CORRESPONDENCE

(6) The Hodes Declaration contains correspondence related to this case from
approximately April 1999 to approximately June 2002. See Hodes Declaration, 9 4-15.

(7) On or about May 23, 2002, the FBI notified plaintiff that his fee waiver was
denied, that he did not qualify for a waiver of search fees or duplication fees, and that upon
receipt of plaintiff’s willingness to pay fees the remainder of the interim release will be mailed
and the remaining documents will continue to be processed. (See Exhibit A).

®) By letter dated June 21, 2002 Office of Information and Privacy® (“OIP”)
responded to an appeal regarding a fee waiver and plaintiff’s status as a representative of the
news media. OIP advised plaintiff that he qualified as a journalist and is entitled to news media
status, and that his fee waiver was properly denied by the FBI. (See Exhibit B).

(9) By letter dated October 7, 2002, the FBI requested payment a second time of
$85.10 from plaintiff for the release mailed on June 21, 2002 of 851 pages. The FBI stated that if
it did not receive payment by October 21, 2002, a dispositive motion would be prepared based on
plaintiff’s failure to exhaust administrative remedies. (See Exhibit C).

(10) By letter dated October 21, 2002, plaintiff submitted a check in the amount of

¥ The Office of Information and Privacy changed its name to the Office of Information Policy on
or about March 11, 2009.

-5-
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$85.10. (See Exhibit D).

(11) By letter dated May 7, 2003°, the FBI made an interim release to plaintiff.
Plaintiff was advised that 295 pages were reviewed and 287 pages were being released.

(See Exhibit E).

(12) By letter dated June 5, 2003, the FBI made the second interim release to plaintiff.
Plaintiff was advised that 250 pages were reviewed and 240 pages were being released.

(Sce Exhibit F).

(13) By letter dated July 2, 2003, the FBI made the third interim release to plaintiff.
Plaintiff was advised that 298 page were reviewed and 294 pages were being released.

(See Exhibit G).

| (14) By letter dated August 6, 2003, the FBI made the fourth interim release to
plaintiff. Plaintiff was advised that 345 pages were reviewed and 344 pages were being released.
(See Exhibit H).

(15) By letter dated September 29, 2003, the FBI made the fifth interim release to
plaintiff. Plaintiff was advised that 907 pages were reviewed and 404 pages were being released.
(See Exhibit I).

(16) By letter dated October 31, 2003, the FBI made the sixth interim release to
plaintiff. Plaintiff was advised that 242 pages were reviewed and 222 pages were being released.
(See Exhibit J).

(17) By letter dated November 26, 2003, the FBI made the seventh interim release to

? See Hodes Declaration, 41 4-15 regarding release letters dated June 10, 2002 (101 pages
reviewed, 100 pages released) and June 21, 2002 (880 pages reviewed, 851 pages released). This brings
the total pages released in 2002-2003 to 4,510 pages reviewed and 3,770 pages released.

-6-
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plaintiff. Plaintiff was advised that 399 pages were reviewed and 353 pages were being released.
(See Exhibit K).

(18) By letter dated December 23, 2003, the FBI made the eighth and final release to
plaintiff. Plaintiff was advised that 793 pages were reviewed and 685 pages were being released.
(See Exhibit L).

(19)  Inresponse to plaintiff’s “Cross-Motion for Summary Judgment” and “Opposition
to Defendants’ Motion for Summary Judgment” the following items were provided to plaintiff by
letter dated March 6, 2006: search slips, worksheets, a prior request letter from plaintiff dated
January 17, 1976, and one audiotape from the TV program “Impact.” (See Exhibit M).

(20)  OIP acknowledged receipt of plaintiff’s appeal by letter dated June 29, 2007.

(See Exhibit N).

(21)  Pursuant to the joint status report dated April 30, 2007, the FBI made a series of
interim releases beginning on or about July 2, 2007. By letter dated July 2, 2007, '° the FBI
provided the first interim release to plaintiff and advised him that 761 pages were reviewed and
747 pages were being released. (See Exhibit O).

(22)  Pursuant to the joint status report of April 30, 2007, the FBI also sent a letter to
plaintiff dated July 2, 2007 detailing the FBI’s search efforts for any and all COINTELPRO
records and the results thereof. (See Exhibit P).

(23) By letter dated August 31, 2007, the FBI made a second interim release to

19 As a result of the re-processing of the entire collection of documents in this case, plaintiff
received four interim releases of the re-processed documents from approximately July 2007-February
2008.

-7-
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plaintiff. Plaintiff was advised that 1,105 pages were reviewed and 786'" were being released.
(See Exhibit Q).

(24)  OIP responded to an appeal by letter dated September 25, 2007 and stated
they were closing the appeal as the matter is before the Court. (See Exhibit R).

(25) By letter dated November 30, 2007, the FBI made a third interim release to
plaintiff. Plaintiff was advised that 1,214 pages were reviewed and 1,201 pages were being
released. (See Exhibit S).

(26) By letter dated February 14, 2008, the FBI made a fourth and final interim release
to plaintiff. Plaintiff was advised that 815 pages were reviewed and 776 pages were being
released. (See Exhibit T).

(27) The FBl released a total of 34 pages that were iﬁadvertently omitted from the
fourth release by letter dated February 22, 2008. These pages were included in the original
number of pages reviewed and released as stated in the February 14, 2008 letter.

(See Exhibit U).

(28)  As aresult of consultation with the Department of State, the FBI released five
documents to plaintiff by letters dated April 30, 2008 and May 15, 2008. (See Exhibit V).

(29)  On or about June 30, 2008, plaintiff submitted to the FBI a selection of 221 pages
to be Vaughned for the prior Hardy Declaration dated May 22, 2009. (See Exhibit W)."

(30)  As aresult of consultation with the Internal Revenue Service (IRS), the FBI made

' Due to an inadvertent administrative error, the totals in this letter are incorrect and should
instead reflect 1,038 pages reviewed and 799 pages released.

12 Seven pages were added to this sample, making it a 228 page sample. See 14 of Hardy Decl
filed May 22, 2009.

-8-




122

a release of one document to plaintiff by letter dated July 8, 2008. (See Exhibit X).

(31)  As aresult of consultation with the Central Intelligence Agency (CIA),
Department of the Army (Army), and the Defense Intelligence Agency (DIA), the FBI made a
release to plaintiff by letter dated April 10, 2009. Plaintiff was advised that 41 pages were
reviewed and 41 pages were being released. (See Exhibit Y).

(32) In the process of reviewing the documents in the prior 228 page sample for Hardy
Declaration dated May 22, 2009, it was determined by the FBI that some additional information
withheld pursuant to Exemption 7(D) and Exemption 1 should be released. The FBI completed
its review and released additional information within the prior 228 page sample. As a result, the
FBI re-processed an additional 148 pages from the larger collection of documents. This
information was released to plaintiff by letter dated May 21, 2009. Plaintiff was advised that 148
pages were reviewed and 147 pages were being released. (See Exhibit Z).

(33) As aresult of consultation with National Security Agency (NSA) and the
Department of the Air Force (Air Force), the FBI made a release to plaintiff by letter dated July
30, 2009. Plaintiff was advised that 17 pages were reviewed and 17 pages were being released.
(See Exhibit AA).

(34) By letter dated February 12, 2010, one CD was mailed to plaintiff at his request
which contained the four interim releases ranging from July 2007-February 2008.

(See Exhibit BB).

(35) On November 12, 2010, a detailed listing of the location of all referred material,

within the entire collection of documents, was e-mailed to plaintiff upon his request. (See

Exhibit CC). At the same time, a detailed chart of all FOIA processing changes, made to the

9.
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entire collection of documents, was pfovided by e-mail to plaintiff pursuant to a re-review of the
material (See Exhibit DD).

(36)  As aresult of the re-review of all of the material in this case, the FBI made a
release to plaintiff by letter dated April 14, 2010. Plaintiff was advised that 3,828 pages were
reviewed and 3,523 pages were being released. See 146. (See Exhibit EE).

(37) The FBI identified pages included in the sample which had been inadvertently
marked improperly with regard to classification. Because of this, the FBI re-reviewed the entire
collection of documents with regard to classification markings, and made a release to plaintiff of
115 corrected pages within the entire collection of documents by letter dated July 20, 2010. (See
Exhibit FF).

(38)  On or about May 8, 2010 plaintiff provided a 205 page sample selection by
e-mail. (See Exhibit GG).

EXPLLANATION OF THE FBI’S CENTRAL RECORDS SYSTEM

(39) The CRS enables the FBI to maintain information which it has acquired in the
course of fulfilling its mandated law enforcement responsibilities. The records maintained in the
CRS consist of administrative, applicant, criminal, personnel, and other files compiled for law
enforcement purposes. The CRS is organized into a numerical sequence of files called FBI
“classifications,” which are broken down according to subject matter. The subject matter of a
file may correspond to an individual, organization, company, publication, activity, or foreign
intelligence matter (or program). Certain records in the CRS are maintained at FBIHQ, whereas
records that are pertinent to specific field offices of the FBI are maintained in those field offices.

While the CRS is primarily designed to serve as an investigative tool, the FBI searches the CRS

-10-
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for documents that are potentially responsive to FOIA and Privacy Act requests. The mechanism
that the FBI uses to search the CRS is the Automated Case Support System (“ACS”).

(40) The ACS was implemented for all field offices, Legal Attaches (“Legats™), and
FBIHQ in order to consolidate portions of the CRS that were previously automated. ACS can be
described as an internal computerized subsystem of the CRS. Because the CRS cannot
electronically query the case files for data, such as an individual's name or social security
number, the required information is duplicated and moved to the ACS so that it can be searched.

- More than 105 million records from the CRS were converted from automated systems previously
utilized by the FBI. Automation did not change the CRS; instead, automation has facilitated
more economic and expeditious access to records maintained in the CRS.

(41)  The retrieval of data from the CRS is made possible through the ACS using the
General Indices, which are arranged in alphabetical order.”® The entries in the General Indices
fall into two categories:

(a) A “main” entry -- A “main” entry, or “main” file, carries the name
corresponding with a subject of a file contained in the CRS.

(b) A “reference” entry --“Reference” entries, sometimes called
“cross-references,” are generally only a mere mention or reference
to an individual, organization, or other subject matter, contained in
a document located in another “main” file on a different subject
matter.
(42)  Searches made in the General Indices to locate records concerning a particular

subject, such as Carl Oglesby, are made by searching the subject requested in the index.

(43) The ACS consists of three integrated, yet separately functional, automated

3 The General Indices are not only automated but also include index cards which allow a manual
search for records that pre-date the implementation of ACS on October 16, 1995,
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applications that support case management functions for all FBI investigative and administrative
cases:

(a) Investigative Case Management (“ICM”) — ICM provides the ability to open,
assign, and close investigative and administrative cases as well as set, assign, and track leads.
The Office of Origin (“O0”), which sets leads for itself and other field offices, as needed, opens
a case. The field offices that receive leads from the OO are referred to as Lead Offices (“LOs”).
When a case is opened, it is assigned a Universal Case File Number (“UCFN”), which is used by
all FBIHQ, as well as all FBI field offices and Legats that are conducting or assisting in the
investigation. Using a fictitious file number “111-HQ-12345" as an example, an explanation of
the UCFN is as follows: “111” indicates the classification for the specific type of investigation,
“HQ” is the abbreviated form used for the OO of the investigation, which in this case is FBIHQ;
and “12345” denotes the individual case file number for the particular investigation.

(b) Electronic Case File (“ECF”’) — ECF serves as the central electronic repository
for the FBI’s official text-based documents. ECF supports the universal serial concept in that
only the creator of a document serializes it into a file. This provides a single-source entry of
serials into the computerized ECF system. All original serials are maintained in the OO case file.

(c) Universal Index (“UNI”) — UNI continues the universal concepts of ACS b.y
providing a complete subject/case index to all investigative and administrative cases. Only the
0O is required to index; however, the LOs may index additional information as needed. UNI, an
index of approximately 109.2 million records, functions to index names to cases, and to search
names and cases for use in FBI investigations. Names of individuals or organizations are

recorded with identifying applicable information such as date or place of birth, race, sex, locality,
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Social Security number, address, and/or date of event.

(44)  The decision to index names other than subjects, suspects, and victims is a
discretionary decision made by the FBI Special Agent (““SA”) - and on occasion, support
employees - assigned to work on the investigation, the Supervisory SA (“SSA”) in the field
office conducting the investigation, and the SSA at FBIHQ. The FBI does not index every name
in its files; rather, it indexes only that information considered to be pertinent, relevant, or
essential for future retrieval. Without a “key” (index) to this enormous amount of data,
information essential to ongoing investigations could not be readily retrieved. The FBI files
would thus be merely archival in nature and could not be effectively used to serve the mandated
mission of the FBI, which is to investigate violations of federal criminal and national security
statutes. Therefore, the General Indices to the CRS files are the means by which the FBI can
determine what retrievable information, if any, the FBI may have in its CRS files on a particular
subject matter or individual, i.e., Carl Oglesby.

RECORDS RESPONSIVE TO PLAINTIFF’S REQUEST

(45) An explanation of the records responsive to plaintiff’s request is detailed in the
Hodes Declaration, Y 30-34.

(46)  From the files referenced in 49 31-35 of the Hodes Declaration dated July 8, 2002,
ten releases were made to plaintiff in 2002-2003 consisting of approximately 3,770 pages

released of 4,510 pages reviewed.'* This material was processed in paper, and redactions were

14 The FBI located certain documents within the entire collection of documents, as well as in this
210 page sample and the prior 228 page sample, which originated with the IRS, U.S. Air Force, U.S.
Army, U.S. Navy, Central Intelligence Agency, U.S. Department of Defense, U.S. Department of State,
the National Security Agency, and the National Security Division. The FBI sent referrals -- either for
consult or direct response -- to these agencies on or about February 14, 2008, February 3, 2009, February
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made by hand. In 2007-2008, the material was entered into the electronic system, reprocessed,
and four interim releases were sent to the plaintiff consisting of approximately 3,523 pages
released of 3,828 pages reviewed."” On April 14, 2010, defendant FBI provided a supplemental
release to plaintiff cvonsisting of approximately 3,523 pages released of 3.828 pages reviewed.
The FBI agreed to a re-review of the material with regard to Exemption 1, however, the FBI also
conducted a re-review with regard to all FOIA exemptions to determine if any additional
segregable material could be released. The material was Bates-stamped so it could be easily
identified and a sample chosen by plaintiff. Plaintiff has selected 205 pages'S out of the entire
collection of material from the 2010 Bates-stamped release. One additional page is included in

this sample for a total of 210 pages (See 4 4-5 above) which will be justified by the FBI herein.

4, 2009, April 17, 2009 and June 9, 2010 and will address these in further detail infra, 49 145-154.

1> FBI employees attempted to locate the paper copy of some of the material that was processed
and released in 2002-2003, but were unsuccessful in their efforts. Therefore, this material could not be
scanned into the system or reprocessed in 2007-2008. This is the reason for the difference in page
counts.

16 Since the prior declaration filed in May 2009, the FBI conducted two separate reviews of the
entire collection of documents. In the first review, the FBI conducted a re-review of the material with
regard to Exemption bl. The FBI also conducted a re-review with regard to all FOIA exemptions to
determine if any additional segregable material could be released. In the second review, the FBI
reviewed the entire collection of documents with regard to classification markings. During this review, it
was determined that some pages had been inadvertently marked improperly with regard to classification.
As aresult of corrective action, additional information previously withheld pursuant to Exemptions 1 and
7(D) is being released. All of these pages are now properly marked. Because of this error noted in the
sample, the FBI determined that it was necessary to review the classification markings of the entire set of
approximately 3,523 responsive pages. As a result of this review, the FBI identified and corrected the
classification markings and released additional information pursuant to Exemptions 1 and 7(D), where
appropriate, on approximately 115 pages (within the large collection) and made a release to plaintiff by

letter dated July 20, 2010.
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ELECTRONIC SURVEILLANCE INDICES"

(47) The Electronic Surveillance (“ELSUR”) indices are used to maintain information
on subjects whose electronic and/or voice communications have been intercepted as the result of
a consensual electronic surveillance or a court-ordered (and/or sought) electronic surveillance
conducted by the FBI. The ELSUR indices date back to January 1, 1960; On or aboﬁt October 9,
1991, the ELSUR indices were automated. Since that time, FBIHQ and all FBI field offices have
electronically generated, maintained, modified and accessed all ELSUR records.

(48) The ELSUR indices are a separate system of records from the CRS. Prior to
automation, the ELSUR indices consisted of index cards on individuals who had been the subject
of a microphone or telephone surveillance by the FBI from 1960. As stated above, the previous
manual index card system was converted to an automated system on or about October 9, 1991.
These indices include individuals who were the (a) targets of direct surveillance, (b) participants
in monitored conversations, and (c) owners, leasers, or licensors of the premises where the FBI
conducted electronic surveillance. In addition to the names of individuals in the above
categories, the cards in the ELSUR index contain the date the voice was monitored, a source
number to identify the individual on whom the surveillance was installed, and the location of the
FBI ficld office that conducted the monitoring.

(49)  ELSUR indices are published as a separate records system in the Federal Register

'7 The FBIHQ ELSUR indices were searched previously in this case, and revealed no records.
The ELSUR indices for the New York and Washington Field Offices were also searched, and revealed no
records. The Chicago Field Office located ELSUR records. An extensive search of the Chicago Field
Office failed to disclose a tape. However, a transcript of the audio was processed and released to
plaintiff in the August 6, 2003 and November 30, 2007 releases and is located in File 100-CG-40903,
Sub A. This supplements and corrects Hodes Declaration §35.
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because not all names contained in the ELSUR index can be retrieved through the General Index
and CRS. See 52 Fed. Reg. 8482 (1992).

(50) The FBI field offices that have conducted electronic surveillance at any time from
1960 to the present also maintain ELSUR indices. Since January 1, 1960, the field offices have
been including in their ELSUR indices - and reporting to FBIHQ for inclusion in its index - the
names of all persons whose voices have been monitored through a FBI microphone installation
or a telephone surveillance. The names of monitored subjects are retrievable through the FBIHQ
or local field office ELSUR indices.

CONFIDENTIAL INDICES"

(51) In 1999, plaintiff submitted requests to Washington Field Office, Chicago Field
Office, and New York Field Office. The field offices conducted secarches of the confidential
indices at that time, and forwarded all responsive material to FBIHQ. The FBI does not search
the confidential indices on third parties without privacy waivers. The confidential indices were
only searched with regard to Carl Oglesby.

JUSTIFICATION FOR NON-DISCLOSURE UNDER
PRIVACY ACT EXEMPTION (j)(2)

(52)  Section (j)(2) of the Privacy Act exempts from mandatory disclosure systems of
records “maintained by an agency or component thereof which performs as its principal function
any activity pertaining to the enforcement of criminal laws, including police efforts to prevent,

control, or reduce crime or to apprehend criminals . ...

(53) Records concerning plaintiff were compiled by the FBI for various law

'8 Confidential indices, located only at the field offices, consist of the Confidential
Human Source (“CHS”) information.
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enforcement investigations. Specifically, the responsive documents relate to an internal security
investigation of the “Students for a Democratic Society” organization; Domestic Security which
covers investigations by the FBI in the domestic security field (see 58 Fed. Reg. 51861 (1993);
Anti-Riot Laws, 18 U.S.C. § 245 (b)(3); and various Foreign Counter Intelligence investigations.
Accordingly, these documents are exempt from disclosure pursuant to 5 U.S.C. § 552a (j)(2) of
the Privacy Act, in conjunction with 28 C.F.R. § 16.96. Although access to the records at issue
was denied under the Privacy Act, the documents located responsive to plaintiff’s requests were
processed under the access provisions of the FOIA to achieve maximum disclosure.

JUSTIFICATION FOR REDACTED INFORMATION UNDER THE FOIA AND
EXPLANATION OF CODED FORMAT USED

(54)  All information was processed to achieve maximum disclosure consistent with the
access provisions of the FOIA. Every effort was made to provide plaintiff with all material in the
public domain and with all reasonably segregable portions of releasable material. No reasonably
segregable, nonexempt portions were withheld from plaintiff. To further describe the
information withheld could identify the material sought to be protected. Copies of the 210
sample pages are attached hereto as Exhibit HH. Each page of Exhibit HH is numbered with
the corresponding Bates number at the bottom of each page. Also included are pages labeled in a
different manner as CPO-656-A, CPO-658-A, CP0O-659-A, CPO-660-A. The FBI properly
denied records responsive to plaintiff’s requests in their entirety pursuant to Privacy Act
Exemption (j)(2), 5 U.S.C. § 552a (j)(2) in conjunction with C.F.R.§ 16.96(2003) and released
pages with partial redactions pursuant to FOIA Exemptions 1, 2, 6, 7(C), 7(D) and 7(E), 5 U.S.C.

§§ 552 (b)(1), (0)(2), (b)(3), (b)(6), (b)7)(C), (b)(7)(D) and (b)(7)(E).
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(55) Copies of the documents contain coded categories of exemptions which detail the
nature of the information withheld pursuant to the provisions of the FOIA. To further describe
the information withheld in more detail could identify the very material that the FBI is protecting.
No reasonably segregable, nonexempt portions were withheld from plaintiff. The coded
categories are provided to aid the Court’s review of the FBI’s explanations of FOIA exemptions
used to withhold the protected material. Accordingly, a review of this information will reveal
that all material withheld is exempt from disclosure pursuant to a properly asserted
FOIA/Privacy Act Exemption or it is so intertwined with protected material that segregation is
not possible without revealing the underlying protected material.

(56) A coded format is used in this case to assist the Court and plaintiff in reviewing
the information withheld within the context of the material itself. Each instance of information
withheld pursuant to the FOIA on the attached documents is accompanied by a coded designation
that corresponds to the categories listed below. For example, if “(b)(7)(C)-1 appears on a
document, the “(b)(7)(C)” designation refers to Exemption (b)(7)(C) of the FOIA concerning
"Unwarranted Invasion of Privacy." The numerical designation, “1” following the “(b)(7)(C)”
narrows the main category to the more specific subcategory, “Names and/or Identifying
Information of FBI Special Agents and Support Personnel.” Listed below are the categories used

to explain the FOIA exemptions asserted to withhold this material:
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SUMMARY OF JUSTIFICATION CATEGORIES

CODED
CATEGORIES

CODE

CATEGORY OF INFORMATION WITHHELD

(d)(1)

CLASSIFIED INFORMATION

Information Properly Classified By an FBI Official Pursuant to E.O.
13526

(b)(2)

INTERNAL AGENCY RULES AND PRACTICES

Investigative Techniques and Procedures

Confidential Source Symbol Numbers [Cited at times in conjunction
with (b)(7)(D)-1]

Confidential Source File Numbers [Cited at times in conjunction with

(b)(7)(D)-4]

Confidential Identification Symbol Numbers of Electronic
Microphone Surveillances

(b)(6) &
(b)(7TX(C)

CLEARLY UNWARRANTED INVASION OF PERSONAL
PRIVACY AND UNWARRANTED INVASION OF
PERSONAL PRIVACY

Names and/or Identifying Information of FBI Special Agents and
Support Personnel

Names and/or Identifying Information of Third Parties who Provided
Information to the FBI [Cited at times in conjunction with (b)(7)(D)-3
and (b)(7)(D)-5]

Names and/or Identifying Information Concerning Foreign and Local
Law Enforcement Personnel

Names and or/ Identifying Information of Third Parties of Investigative
Interest

Names and/or Identifying Information of Third Parties Merely
Mentioned

(b)(N(D)

CONFIDENTIAL SOURCE MATERIAL

Confidential Source Symbol Numbers (Express Confidentiality) [Cited
at times in conjunction with (b)(2)-2]

-2

Foreign Law Enforcement Agency Information (Express
Confidentiality)
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-3 Names and/or Identifying Information of Third Parties who Provided
Information to the FBI under an “Express” Assurance of
Confidentiality [Cited at times in conjunction with(b)(6)-2 and
(b)(7)(C)-2, (b)(6)-4 and (b)(7)(C)-4 and (b)(6)-5 and (b)(7)(C)-5]

-4 Confidential Source File Numbers (Express Confidentiality) [Cited at
times in conjunction with (b)(2)-3]

-5 Information Provided by and/or Identifying Data Concerning Source
Symbol Numbered Informants under an Express Promise of
Confidentiality [Cited at times in conjunction with (b)(6)-2 and

(bX7)(C)-2]
-6 Foreign Government Agency Information (Express Confidentiality)

-7 Names and/or Identifying Information of Third Parties who Provided
Information to the FBI Under an “Implied” Assurance of
Confidentiality [Cited at times in conjunction with (b)(6)-2 and
(b)(7)(C)-2, (b)(6)-4 and (b)(7)(C)-4 and (b)(6)-5 and (b)(7)(C)-5]

(b)(T)(E) INVESTIGATIVE TECHNIQUE OR PROCEDURE

Investigative Techniques and Procedures

JUSTIFICATION FOR REDACTIONS

(57) Paragraphs 57-143 infra, explain the FBI’s rationale for withholding each
particular category of information under the specific exemption categories described above.

APPLICATION OF FOIA EXEMPTION (b)(1) AND E.O. 13526

(58) The FBI's analysis of the withholding of classified information contained in these
documents is based on the standards articulated in the FOIA statute, 5 U.S.C. § 552 (b)(1).
Exemption (b)(1) protects from disclosure those records that are: “(A) specifically authorized
under criteria established by an Executive Order to be kept secret in the interest of national
defense or foreign policy; and (B) are in fact properly classified pursuant to such Executive
Order.”

(59) The FBI's analysis of whether Exemption (b)(1) permits the withholding of agency
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

CARL OGLESBY,
Plaintiff,
v.

Civ. A. No. 02-CV-00603 (RWR)

U.S. DEPARTMENT OF JUSTICE,
etal,

Defendants.
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"The Rew York Times," page 26, dated June 15, 1965,
carried a news item entitled "Left-Wing Student Group Klects
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