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‘MEMORANDUM TO DR. FRANK PRESS
Science Advisor to the Presidemt

Re: Constitutionelity- Uader the First Ameandment
of -ITAR Restrictions on Public Cryptography

The purpose of this memorandum 1is to discuss the con-
stigutionality under the First Amendment of restrictiouns
imposed by the Intornational Traffic in &Lrms Regulation

C(ITAR), 22 C.F.R. § 121 et seq. . (1977), the regulation imple~

menting § 38 of the Arms Export Control Act, 22 U.3.C.A.

§ 2778 (1977), on dissemination of cryptographic informa-.
tion developed independent of government suparvision or
support by scientists zad mathematiciens in the private
sector.l/ Cur discussion is confined to the epplicability

of the vegulation to the speech clements of public eryptography, .
- and does not address the validity of the general regulatory

controls over exports of arms and related items. We heve
underteken our revicw of the First Amendment issues raised
by the ITAR as aa outgrowth of our rcle in implementing
Presideatial Divective NSC-24.2/ .

l/ The cryptographic‘resea:eh and development of scientists

and mathcmaticians in the private secetor is known as
"public eryptography.’ As you kaow, the serious concern ex-
presscd by the acadcomic comuunity over government controls’
of publie cryptography; se¢e, 2.8., 197 Science 1345 (Sept.
30, 1977), led the Senste Select Committce on Intelligence
to conduct & recontly concluded study of cexrtain aspects of
the field.

2/ Our research into the First Amendment issucs reiscd by
government rvegulation of public cryptography lad tan-~

gentially into broadér issues of goverpmental centrol ever

dissemingtion of technical data. Those questions are numereus,

comples, and deserving of extensive study, but ere.bavaﬁﬁ

the scope of this semorandun, ‘

-



' Under .the I1TAR, enporta of articles destgnated om the

.. -Unlzed Beates Monitfons List as “srme, onmuattion, sad dme- .
' -plements of war” wugt be ilcensed by the Department of State,.

22 C.%.8. §9 123, -125. Cryprogrephic dovices are iacluded

-';ﬁn the 1ist, 22 G.F.R. § 121.01, Category RIII, as are vo-

. - lated clecsificd and usclsssified technical daca, Category . .
. 8VIL, Category ZVIEI, it is this coantrol ever the eupert
. of unclassified techoical dsta which faisces the gfimipgl

. constitutional questions wader vhe ITAR.3/

o *Tﬁ&75r9367dafinitiéa:QE'tﬁé t§z$ techniéai d@ﬁa in

 the ITAR includes: =

.. Any uﬁgléssifieé iﬁge%matian that ecan Eé.uséd,:ai{
" ‘be adapted fog use, fa the design, production,
asagfacture, vepair, overhasl, processing, ea~

.. glnceving, developaent, operstion, waintcnamce, -

" or reconstruction of arme, ammmition and imple-
aentn of war on the B3, Munivions List, )

22 °G,F.R. §“1§3.01;- The:éefinittca of the egrm'“axbozt”was'. -

gqually bread, “Uader § 125.03 of the 1748 en export of

-technieal date takes place: =~

| Whensver vechmdcal dats {6 futer elia, walled or -

"1'jf'ghipp¢& eutside the Unfead Steves, carried by

hend outside the United States, disclosed thesush
visits abvead by Amcricen citizons (ineluding = -

13]" ﬂﬁaiaééi?iééft&éhﬁiaéllﬁéta eéuié.genarail? @ﬁcéﬁp&sé

oaly privetely develeped, nomgovernmental cryptographis .

- #eseapeh, It {6 ocur understending that government-oponsored
eryptographic reseprch traditionaily has been classified,

The oaly wnclessified goverament oryptographic infermation .

-of which we arve aware is,&heTnata‘aagtyysiqa,Sgandaw@;{@&&}'*":.;
algoriths.  The DES was developed for public wsu by (8H wieh

Hational Security Agency sssistance aad publifeded . in the

. - Federsl Reglstor by the Hatiocmsl Burceu of Sesndawds. =
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patticipatian in ﬁrieﬁiags and’ sympasia) ané @ia».,.,*
closed to foreiza patiensls in the United Stages -

. (ineludian plaae visice and patticip&tieg in
brleftaga aad sympasia)a o

Tbue ITAR rﬁguizes 11eans£ag of suy anmmunicaziea aﬁ crygte-
,,;;gyephic information,4/ whether develeped by the governasnt. S
. ar by grivazﬁ xesaarehers, whiah feaakaa & ﬁéxciga maﬁiaaaipéj R

The 5&&@&&:&3 gsv@rn&n3 b 3 ¥ eﬁsa deu&al axe get out tn-

!.73 123.@5. The Departaeat of 3@&3@ way éeny, rev&ke, sasp@ad
,:'02 smend s 1ieense°-" . ; e : o T

:whea@var the ﬁegar:mﬂat ée&ms sush aatieﬁ o ba
- gdviseblé in ferthérancs of (1) world peace;
-.{2) the security of the United Szates; (3) the
foreign policy of che United States; or (4) whoa~
. ever the Depsvément hed ressea €o beliave that
 section 414 of the Mutual Bucurity Act of 1954,
as smended, or any rogulavion contatnsd in mh&m Lol
ﬁubchagtar &hali &ave baeen vi@laecd. .

fﬂpan any aéversa @eaiaiea, the apylieaﬁ& may pr osent addi-
,tieaal iafarma&ieﬁ and.obtain a xaviaw of tka case by—&he

| ﬂ:,é[ The TI88 4065 encapt fvom the 1iceasing vequivement uas

classified tcehoical date availsble in published foxm.

22 CeP,Be. § 325.11(53., “The scops of that exemption is aemeoi

what unclear, althousk it dous appear that the burdon of

- aseertainify the ITAR status of possibly e&amgc iaform&tien
. ip onthe {adividusl ‘secking publication.  See 22 C,F.R.
% 125 w3, In order to claim the exemptien, ag Yexportes®
auac cawyly wich: earﬁaiﬁ cerzi Eication proce&uzes.‘ 22 s.g.a. '

123.22..

 f.h§j Por exa&ple, im cae iastonce the Gfﬁtee of Ehui&iaaz

- Longrol, the offfce ia the 8tate Depariwent vhich a§~ o

" ministees the 17AR, refused to issuc licenses to & sooup o
. gelentiets pzaparin@ ‘to addreas & eonfoercnce oo spage taﬁ%nﬁi 3P

in Medrid, fThe sciencists, who had alroady egrived ia Zpaia,

" were refysed peroksclon to deliver pspers at the sympogfun
.- on the subjeet aﬁ raaket propalsiaa aaﬂ ra~énzzy @roﬁleme a§
;apace vehial&s. ALK te Depart %a .

-3* i .
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imposeg., |

-- §aaz1y,a1i,¢£-thé;pxéséatfpreviaieﬁé'éﬁ the ITAR wéﬁé?':*"

o .originally promwlgated under § 414 of the Mutual Security -

s det of 1956 (foxmer 22 U.s.8. § 1938), That statute gave
-the Prosident broad suthoriey to idestify and control the. = -
- export of armg, ammunition, and implesieats of wer, includiaz . -.
zélated tschnical daca, ia the intercst of the gecurity sad .

foreign policy of the Unicted Scates. - Congress recently

- . ‘oubstituted for that gtatnge s new. § 38 of che Avws Sxport ..

. .Contrel Act, 22 U.S.C.b. § 2778 (1977); as swended, 22 U.8.8484. - . -

. §-27718 (Supp. 3-1977), This ststute substitutes the term -~ .
Hdefense artidles end defenmse services" for the zerm “arvms, . .

. ewupivion, and implesénts of wer.™3/ - Tho Preaident delegeted
‘his authoricy under both scatutes to the Secrctary of ftate. .~

7 and Secretary of Defeasa. fxecs Crdor No. 11,938, 42 #ed. -
- Rez, 4311 (1977), reprinted im 22 ©,5.C.4. § 2778 (Supp.. 1

1977)) ‘Exec. Order Beo, 10,973, 3 C.7.R. 493 (Supp. 1964), .-

8 wtllfiil violetion of § 38 of the Arms Export Control Act.
©.9¢ auy ragulation thereunder is punishubie by a fise wp vo
- $100,000, iapriscoment. up to tuo years, or both. 22 U.5.C.4. -

é/ ' Thd,"még has fge_t;‘ yec been ancaded to reofleet the status
tory change. - We uaderstead, hiowever, thet the Deparce

gment of Stave has nearly cowpleted & deaft revision of the
- ITAR« It is our uanderstanding that the revision is not in-

teaded to make any wgjor substantive chenges ia the TTAR,

;f but vather to update snd slarify the rogulstory lﬁugaaga,;'f“f'" 1

'3/ aslthough cho fotus of thils memoxandum s on the Firer -

[ smendgent issues walised by the ITAR, we feol that one: -

. geatnent about the breadth of the two statutes s fn order,

it is by no means elear from tha language or legislative.

- bistory of either statute that Congress intended chat the - -
. Pregidont regulogge uontcumersial disseminstion of {nformas S
- tien, or considerad the problems such regulation would en-
- geoder,  We therefore have gomedoubt vhether § 36 of the
- Arue Zrport Coatrol Aot provides sdequate authorisétion fer

the bread coatrols over pﬁ§i$e crypt?graphyrwh$c&_gha‘;%&g:_.‘:

s e lom -
¥ - -




?ﬁa'zmﬁa-réquiremaaz ag a Iicense as a_yrerequzsite ea ‘
Tonporest of cryptograpbic informstion clearly raiscs Thrst .
- Amendient questions of priev restraint.8/ As far as we have .
been able to deteruine, the First Lmendment implications ef TN

the IT&R have received scant judicial at:enticn.,. . o

Tke Hinth Circuit presently has & case uﬂder eoasiéeza-
‘tion which squarely praeséats e Firet Asendsent challeage’ |
to rhe TTAR and could serve as a vehicle for the first com-
prohensive- judieial snalysis of its constirutionaiity. Ia
. that case, Hnit
- &dlev 'Industries, Iac. and Vernen ¥dlur its predidunt, were
charged ‘with cxporting without e license techaical data and
assistance relating to the fabricatiocn of missile components. ..
Although tho Stete Department hnd doaled dofendants ea ex~
port license to provide technical data ond assigtence to o
‘Fremeh aerospace firm, the goveranent alleged that defendants.
acnatheless delivered data and informstion to the Fromch . - . -
- daring mectings in both France vnd the United Srates. ﬁaf&nﬁw .
" ands were tried before e Jury ead found guile The eriasl

.court, the United States District Sourt for t&m~6@n&ma1 .
- Diotriet 62 Caldiforais, did nos issuc an opinion in the ecase,.
. On appeal, tho defendants contend shat the ITAR io both ovare
broad sad establishes @s-unconstitutional prior restraint.

The goversment's rejoindor to thode claims 48 that the ITAR
" “iiceneing provigions {avolve condusz not gpeech and that o
.Qany eﬁﬁact ‘upen ?12@& &mendmeat freaéems is maruly inc&éanzal

iﬁj 1& &ﬁditicn, thﬁ ragulatesy pw@visiaas pres&nz qnestiaﬂs '
a of ovorbreadeh and vagoensss, “Overbrasdeh® is5 2 Fivge

" fémaaémaat doctrine invsiidoring statutes which cacompass,

in'a subgesatial ausher of thadr applicstions, both protected
and vaprotected activity. The “vagusness™ cewcept, oa the =
- other hand, originelly derives from the due prosess guarantée, -
and applics vhera languege of a stetute is fasufficisacly S
cleay g6 provide noedes of the activity proidicad, The sane .
. - stgtute or ragnl&ﬁi&n may raise averl&ppiag qva&%ieas aaﬁaﬁ o

“jbozh d@c&rin&s. R . o . e Ci e

ced States v. Rdler, Hos 76-3370, the aefémdaﬁta,_ |
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'énd theréfbre vaiié. We antiaipata tbat the reaolutioa oi

‘these issues by the Wiath Circult may provide .substantial -

'7.}j]gniéance @5 to the. First Amanﬂment implicarions. of ﬁhﬂ Ifﬁﬁhgf  2:: 

The only published dacisiou addresaing a ?irst.Amendv o

'méuc ‘challenge to the ITAR of which we are aware is United
. States v. Dopag-Botto, 363 ¥..Supp. 191 (&.D, Mich. 1973),
. af

sub nom. United States' v. Vas Hee, 531 F.2d 352 (6th o

' €ir. 1978). The defendants in that case weré charged with . .
s - congpiracy to export techmlcal dats concerning & Manitions . :
. List item without first obtaining an ezport license or
- -weitten State Department approval. The exports by ‘the .
‘defendants both of blueprints and of their techadcel. knowledge

concerning aa srmored amphibious vehicle were alleged to
be in violation of § 414 of the Matual Seeurity Act snd

‘the ITAR. 'In & wotion to dismiss the indictments, defendants

contended that inclusion of technicel knowledge within the
statute violated the First Amendment. The trial court éia»
poaad of that. contaation summarily, stating. T .

o {W]hen matters of Eoreign 9011cy are involved.
the government has the coastitutional authority’
- to-prohibit individuals from divulging “technical
. . date™ related to 1mplemente of wor, to foreign
~i governments. - _ ‘ ,

' .353 Fe Supp. at 19&. The Sixth.aixcuit uphald th@ canviecian

of one of the deféndants without reaching any First Amend—*.hv
manz questions since done was. presenteﬁ on appeal.iﬁ/ )

The First Ameadment analysia of the ITAR in the caae

-Lfthus is- limited to a paragraph in the district court's.

opianion. In reachimg the conclusion that the prosccutions
did not violate the First Amendment, that court relied uwpon .-
two zapion&gQ Aot daeisiona. Qgg;g v United scages, 312 u.s.

9/ We underatand that the.case was argued this past Hhrch...E

'10/ The court aid agrae with the trial judga tbat the ampl@ |

scope of the tera “technical data" in the ITAR cncoms

';‘éaséed uawritcen teehnical &nowleége. 531 ?.26 at 537. .

e 5 .
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19 (1941), and Unieeé stateélv.'anéanbEtg, 195‘F.éd 583

(24 ¢1r,), gert. denfed, 344 U.S. 838 (1952). WUhile those

cases eseablish thae the Pirst Awendment does not bar prose-
cutions for disclosing nationsl dofense information to & -
forciga country, they by no mesns rosolve the prior rastraiat
questien. 11/ ' o o S

A decision in 8 somewhst anslogous area, the use of ©
secrecy agreements by goverament agencles as & means of
protecting ageinst the unauthorised diselosure of informa-
tion by present or former ecaployees, while nmot directly.
spplicable to the Flrst sméndment questions we ¢donfront "
under the ITAR, is helpful for its discussion of government's

- . power to contrel the disseminstion of goverament informatiom.

That case, United States v. Marcheetl, 466 F.2d4 1309 (4¢th
Cir.), gcert. demied, 409 U.S. 1063 (1972), after remand,
élQEEd Hs Kﬂﬁgf. Inc. v. Colby, 509 F.2d 1362 (4th Cir.),

gopt, denied, 421 U.5. 992 (1975), involved an action for
- an injunctien brought by the Unlted States to prevent 8

former CIA agent from publishing certain information he had
obtained as a remlt of his CIA cwployment. The court held

. that the particular secrecy sgreement was valid and eaforce~ -

able in spite of Merchetti's First Amendment objectiocas,
but observed that: : o AR

The Pirst Amendment limits the extent o which
the United States, contractuslly or otherwise,
nay iopose secrecy agreements upon its employees
and enforce them with a system of prior c¢ensor-
- ghip., It precludes such restraimts with raspect
to information which is unclassified or officlally
_digcloged. . x -

' I1d. at 1313, The genénal principle we derive from the case

ig that a prior restratat on disclogsure of informetion
genayated. by or obtained from the government is Jjustifiable
undor the Flrst Amendment oaly to the extent that the infor-

‘ mation is properly classificd or classifieble.

Ti/ Tt 1s not clesr From reading the district court's cpinfen
. on what First dmendment ground or grounds the defendants
based thelr unsuccessful motion to dismiss. .

-?ﬁ.




Our research into aress ia which the goverament has
‘restricted disclosure of noagoverumental information pro- -
vided little additional guidence. Perhaps the closest

analogy to eontrols over public eryptography are the con~
trols over atomic energy vesearch.l12/ Under the Atomic

. Energy Act of 1954, 42 U.S.C. § 2011 et seq. (1970), all

atomic energy informatien. wvhether developed by the govern-
wment or by private rescarchers, is esutomatically classified
" at its creation end subjected to strict nondisclosure con-
trols.13/ Although neither the Atomic Energy Act nor its -
accompanying regulations establish formal procedures for
prior review of propogsed atomic emergy publications, the
Atomic Epergy Coumission (whose funetiona are now divided

12/ Atomic encrzy research 1s similar in & nusber of vays

' to cryptographic research. Development in both £ields

has been dominated by government. The results of government

created or sponsored research in both fields have been auto~

matically classified because of the ifuminent danger to national

security flowlng from disclosure. Yet meaningful research

in the £iclds may be done. without access to goverumeat in-

formation. The results of both atomic enargy and cryptographiec.

research have significant nongovernmental uses in addition

to military use. The principal difference between the fieslds

is that many atenic energy reseatchers must depend upon the

- government to obtala the radicactive source materials necessary’
in thelr rescarch., Cryptographers, however, -need only ob~

taia access to an adequata CODPULAr,. _

76@ (1947)‘ The Atcmic Energy Act uses the term “Restriczed
Data" to describe information vhich the government believes

regquires protection in the intevest of national seeurity.
"Restricted dats™ is defined in 42 U.S.C. § 2014(4).

information control provisions of the.Aet are set ocut at 43
UoSo Ce §§ 2161*216@0

. " ~' - g -




. between cheiﬁuclear Reguiatory Commission and the Baparcmené
of Energy) has been empowered to msintain control over publis
cations through threat of imjunction or of heavy criminal -

~ penaltices, two potent ecnforcement tools provided under the
‘Acts 42 U.8.C. §§ 2271-2277, 2280, 1t does not secm, hows

o ever, that the broad information controls of the Atomic

Energy Act have ever been challenged on First Ameéndment
grouads. Our search for judieial decisions in other areas
in vhich the goverament has imposed controls cver the flow
of privately generatcd infbrmation vas equally unavail&ng 18/

In assessing the constitutionality of the ITAR restric»- '
tions on the speech clements of public eryptogrephy we therg~
fore have turmed to Supreme Court decisions enunciatiog
general Pirst Amendment principles. It is well established
that prior restraints oa publication are permissible only
in extremely narrow circumstances and. that the burden on
the government of sustaining aay such restraiat is a heavy
one. See, g.3., Nebraska Press Asseciation v. Stuare, 427
U.8. 339 (1979); New York Times Co. v. United States, 403 A
U.8. 713 (1971), Organization for s Better Austim v. Keefe, .
402 U,S8. 415 (1971); Cerrell v. Princess Anne, 393 U.S. 175

- (1968); Rear v. Minnesots, 283 U.S. 697 (1931). Even in

those.limited circumstances in which prior restraints have
baen decmed constitutionally poermiseible, they have been
circumseribed by specific, narrowly drawn standards for
 deectding vhether to prohibit disclosure and by substantiel
- procedural protections. Erzaczaik v. ity of Jacksonville, _
422 Uv.8. 205 (1975) Blount v. Rizgd, 400 U.8. 410 (1971); g
- Ereedwman v. zlagg, 380 U.S. 51 (1965) ;  Hiemotko v. gg;zlaad,

14/ Yeor eaample, it does not. appeax that the broad canctols ,
over esports of technical data and related information
under the Export Administration Act of 19569, 50 U.S.C. 4pp.
§ 2401 et seq. (1370), and eccompanying regulatiens have been
judicially tested on First Amendment grounds. Nor have the
provisions of the pateat laws restricting patentability of
faventions affecting national ‘security, 35 U.S.C. § 181 et
seq. (1970), nor goveramental restricticns on communications
_with Rhodesis, 22 U.5.C. § 287c (1970); Imec. Order Ho. 11,322

g .9 -




340 U.S. 268 (1951); Kunz v. New York, 340 U,S. 290 (1951)
m VQ C.I.Q., 307 U.8. 496 (1939) _J

Evan 1£ it 13 assumed that the government's interest.
in regulating the flow of cryptographic iunformation is
gufficient to justify some form of prior raview process,
the existing ITAR provisions we think £sll short of satise
fying the stiicturcs anccesssary to survive close scrutiny
under the First Amendment., There src at least two £unda-
wmental flaws in the regulation as it is now drawn: Figst,
the stendards governing the igsuance or denlal of licensecs
are not sufficiently precise to guard egalust arbitrary
and incensistent administracive action; second, there s
no mechanism established to provide prompt judicial :eview
- of State Department decisions barring disclosure. Bes, g,
Blount v. Rizezi, supra; Freedman v. Marylaod, supra; Bngge
ve 8.1:0., supra. The cases make clear that before any
restraint upon protected expression may become final it
mugt be subjectod to prompt judicial review in & proceeding
- in which the government will bear the burden of justifying
its decisiocns. The burden of bringing a judicial procecd-
ing cannot be imposed upoan thosge desiring export licinses )
in these circumstances. The ITAR as presently written fails
to contemplate this requi:ement.ggl-

15/ 1In Freadman, 380 U.8. at 58-59, the coutt summarized

.the procedural protections nécessary to sustain a scheme
of prior roview:

1. A valid final restraint may be iuposed only upan ‘
8 judicial determination;

2. The administrator of a lieenslng aeheme oSt acc
within s specified brief perioed of time;

3. The administrator must be requirad either to issue
2 license or go to court to sesk & restraing;

4, Any restraint lmposed in advance of & final judiciel

determination on the merits must be limited to presecvation -

of the status quo for the shortest pericd compacibla with

sound judicial resolution;

: . 5« The licousing . seheme uust sassure 8 proapt £inal

- judicial decision reviewing any 1nterim ané possibly ereroacous
denial of a Iicense’

16/ The government'a argument to the Ninth Cirsuit ia fdles,
that the fmpact of the ITAR upon protected communicstions
is merely incidental. and chat the ITAR should be viewed as
, . (Qﬁntt en p. 11)

- 10 -




For these veasons it is.ocur conclusion that the present
ITAR licenging scheme does not meet constitutionsl standards.
There remains the more difficult question whether a licens-
f{ag scheme covering either exports of or even purely domestic
publications of cryptographic infommation might be devised
consistent with the First Amendment. Recent Supreme Court
decisions certainly suggest that the showing netegsary to
sustain a prior restraint on protected cxpregsion {3 an

- onerous one.. The Court held in the Pentazon Papers case

that the goverament's allegations of grave danger to che
national security provided an insufficient foundation for
enjoining disclosure by the Washinzton Post end the_New
York Tiaes.of claasified documents concerning United States

-activities in Vietnam. New York Times Co. v. United States, -

supra, 17/ The Court also invalidated prior restraints when
Justified by such strong 1ntarasts as the right to fair

trial, Nebraska Press Ass'n, gupra, and the right of a-

homeownat te privacy, Organization for a Better Austin v.
Keefo, supras, Such decisiocns raise a question whether

gh/ (Cont. )

a regulation of conduct not specch, deserves nete. According

. to that argument, the less rigorous constitutional standard

of United States v. O'Briea, 391 U.S. 367 (1968), would
govern the validity of the ITAR. Although that wmay be erue
with respect to certain portions of the ITAR, cven a cursory
raading of the technical data provisions revesls that those
porticas of the ITAR are directed at communication. A amore
stringent constitutianal analysis than the O'Brigg test is

. therofora mandated.

17/ Tha gggtagon Pagess caso produced a total of ten apiniona

from the Couct, & per curiam and nine separate opinions.

‘£11 but Jugtices Black and Douglas appesred willing to accept

prior raostrelnts on the basis of danger to the national security
in some cizcumstances. There was, however, no agrecment among
the Justices on the sppropriate stendard, Justice Brennan
stated his vicw that a prior restraiat on publication ves
juatified only upon: .

Yoroof that publicatton aust inevitably, directly,
and fomediately causc the occurrence of an cvent
kiadred to imperilin" che safety of & transport
alrcady et sea... . (" . _ (Cont. on p. 12)

=11 -




generalized claim of threat to national security from publica~
tion of cryptographic information would constitutc an adequate
basis for establiching a prior restraint. Nonetheless, it

is important to kecp im mind that the Court has congistently
rejected the proposition that priot restfaints can never be
employed, See, e;z., Nebraske Press Ass'n, supra at 570.

- For eZ:mple, at lesst vhere properly classified government
information is involved, & prioy review requirement may be

' permissible. United States v. Marchetti, supra.

" In evaluating the conflicting First Amendment and nationsl
security interests présented by prior restraints on public
cryptography, we have focused on the basic values which the
First Amendment guarsatees, At the core of the First Amend-
ment {3 the right of individuals freely to express political
opinions and beliefs and to criticize the operations of
govérament. See, c.2«, Londmark Communications v. Virginia,
46 U‘SaL.W; 4389. 6392 (May 1, 1978), Bucklgx v. Valeo, 42&
Adoption of the Amandment reflected a "profeund natianal
. comnitment to the principle that decbate on public issues

should be uninhibited, robust, and wide-open," New York
- Times v. Sullivan, 375 U.8. 254, 270 (19584), aand was in-
. tended 4in part to preveat use of seditious libel laws to
stifle discussion of informatiou embarrassing to the govern-

ment, New York Times Co, v. United Btates, supra at 724
(concurring opinion of Mr, Justice Douglas).

vPrior restraints pose special and very serious threats
to open discussion of queations of public interest. " “If it
can be eaid that a threat of criminal or civil sanctions
after publication’'chille' speech, prior restraint 'freezes' it

at least for the time;" Neg:ngka’vress gas’n. supra at 559,

17/ (Cont. )

%03 U.8, at 726~27., Justice Stewart, with whom Justice White
concurred, suggested that a prior re¢straint would be permissible
only if disclosure would "surely result in direct, jmmediste
and irrepsrable damage to our Nation or its people.” 1d. at
730, . Several other Justices declined, givean the facts and
procedural posture of the case, to formulste s standard.

S .12 -
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Since vicws on governmental operations or decisions often
must be aired promptly to have eny real effect, even a
temporary delay in communication wmey have the effect of
severely dilutiag "uninhibited, robust, and widc-open”
debate. &nd protection of any governmental interest may
usually be accomplished by less restrictive means. One
avenue generally svailable to the govermment, and cited by
Suypreme Court ds the most appropriate antedote, is to couator
public disclosures or criticisms with publication of its
owa vicws. See, e.3,, Whitney v. Califorais, 274 U.S. 357,
375 (1927) (concurring opinion of Mr. Justice Brandeis).

The effect of a prior restraint om cryptographic iunfor-
mation, however, differs significantly from classie restraints
on political speech. Cryptography 1s a highly specialized
field with an gudicence limited to a fairly select group of
scientists and mathematicians, The concepts and techniques
which public cryptographers seck to express im connection
with their research would not appear to have the same topical
conteat as idecas sbout political, economic or social issues.

A temporary delay in communicating the results of-or ideas
about cryptographic research thorefore would probably not
deprive the subsequent publication of its full impact.
cogtaphic informetion is, -moreover, & category of
matter '‘which i3 both vital and vulnersble to an almost
unique dogree.'18/ Once crypcographic information is dis-
closed, the damage to the government's iaterest in protecting

18/ .Hew York Times Co. v. United States, 403 U.S. 713, 736

" 0. 7 quotinz H.R. Rep. No. 1895, 8lst Cong., 24 Sess.,

‘1 (1950). That report pertains to the bill which became 18

U.8,C, § 798, the crimingl statute prohibiting disclosure

of information concerning the cryptographic systems and

communications iantelligence activities of the United Statas.

Section 798 does not reach disclosurc of information pub=-

lished by public cryptographers, as its coverage is restricted

to classified information. Clagsified information by defini~

. tion is information in which the government has some proprietary
interest. See, § 1(b) of the May 3, 1978 draft of the gzecutive

Order on national security proposed to replace Qsecntive b*éux

11,652; cf. 22 C.F.R. § 125.02,

. 13 «
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" national security is done and may uot be cured. : Publication
of ¢ryptozraphic information thus may present the rare
situation in vhich "more speech” i3 not an altermative

remedy to silence.l9/ See Whitney v. California, supra at
376 (concurring opinion of Mr, Justice Bzandeis).

Given the highly specialized nature of cryptograghic
information and its potential for seriocusly and irremediagbly
impairiag the national security, it is our opinion that &
licensing scheme requiring prepublication submission of
cryptographic information wight overcome the strong consgti-
tutional prcsumption sgainst prior restreiats. Any such
- gcheme must, as we have seid, provide clear, asrrowly defined
standards and procedural safeguards to preveat abuse.

While s detalled discussion of the specific provisions
and procedures of a valld scheme of prior review of crypto-
graphic information or of its practical and politicel =
foasibility is beyond the ‘scope of this memoraadum, some

19/ In stressing the diffarennes bctween eryptographic

: information and othor forms of exprossion we do aot

mega to imply that the protections of the First Ancndaeat

ere not applicable to cryptographic infommation or that

. they are confined to the exposition of idcas, See Wingters
v. New York, 333 U.8. 507, 510 (1943). We recognize. thsat

the scope of the amendment {s broad. 1t ¢ncompasses, for

.example, purcly commercial speech, Virginia State Bcard of
Pharmacy v. Virzinls mer Council, Iac, 425

U.5. 748 (1976), and communicative conduct, Cohen v. caltfnggia
403 U.S. 15 (1971). We believe, however, that the extent

of First Amendment protection may vary depending upon the
nature of communication at issue. It is established in

‘the arca of commercial spoech that greater governmental regu-~ .
lation may be¢ tolerated due to the epecial attributes of

", that form of speechs Virginia State Board of Pharmacy v.

Virgiais Citizens Congumer Council, suprs at 770-71 and n.24.
Speech in the labor context aleo preseats sperial First dmend-
ment considerations. 803, 2.73., H:L.R.B. v. Gisgel Packing
Co., 395 U.S8. 575 (1959). -And obscene communications have
received speclalized treatment from the courts, 526, S8,
Roth v, Hﬂ;tad 9!&&55, 35& 'U.S, 1‘76 (1957)& B
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general observations are in order. First, we wish to cmphasize
our doubts . that the executive braanch may validly provide :
for licensing or prior review of exports of eryptographic
information without wore explicit Congressional authoriza-
tion. The scope of the existing delegation of authority
from Congress to the President, as we note above, is some-

wvhat uaclear. Before imposing a prior restraint oa exports

of public cryptographic information, we belicve that a more
clear cut indication of Congressionsl judgment concerning

the need for such a measure is in order. Sece United States

. V. Robel, 389 U.S. 248, 269 (1967) (concurring opinion of

Mr. Justice Bremman); cf. Yakus v. Upited States, 321 U.8,

414 (1944). ' - ' _ :

Second, further Congressional. authorizatioan would ob~

" viously be necessary in order to extend governmental controls

‘to domestic as well as foreign disclosures of public erypto-
graphic information. Such an extension might well be necessary
to protect valusble cryptographic informstion affectively. ‘
Indeed, limiting controls to cxports while permitting unregulated
domestic publication of cryptographic research would appear

to undermine substantially the government's position that
disclosure of cryptographic information presents a serious

and irremediable threat to nationsl sccurity.20/

20/ A question which would srise from complete goveramental
control over cryptographic informstion is whether the
goverument would be required under the Fifth Amendment to
. pay just compensation for the ideas it had effectively "con~
demned."” Por example, the patent and invention provisions
of the Atomic Energy Act requive the government to pay for
patents which it rcvokes or declares to be affected with the
public interest. 42 U.S.C. §§ 2181-2190. A cryptographic
algorithm, however, would not appear to be a patentable
process.  See Gottschalk v. Benson, 409 U.S. 63 (1972). And
it is unresolved whether copyright proteetion is available
for computer software. See Nimmcr on Copyrisht, § 13.1
(Supp.- 1976). We are therefore uncertain as to the status
of cryptographic ideas under the Fifth Amendment.
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Third, no final restraint on disclosure may be imposed with~
out a8 judicial determination. .We recognize that & require-
ment of judicial revicw presgents substantial problems. The
proof necessary in order to demonstrate to a judge that
highly technical cryptographic information must be withheld
from publication because of the overriding danger to nationsl
gsecurity might be burdeaséme and might itself endanzor the
secrecy of that information. It is our opinion, however,
that any system vhich failed to iampose the burdon on govera- ~
ment of secking judiciel roview would not be constitutional.2l/
See, g.2s, Blount v. Rizzl, supra.

Finally, any scheme for prior review of cryptegraphic
iaformation should define as narrowly and precisely as
. possible both the claass of information which the governmeat
aust review to identify serious threats £o the nationsl
. security and the class of information which the government
must withhold.22/ The scheme clearly should exempt frem a

21/ The threst to natiocnal security posed by a judicial re-
vigw procodure could be reduced substantislly by con~- -

ducting the review in camera. Sec Alfred A. Knopf, Inc: v.
Lolby, 509 F,2d 1362 (4th Cir.),cert, denied, 421 U.S. 992
(1975); ¢£. 5 U.8.C. 552(a)(4)(B) (Supp. 1975) (in camera
review provicion of the Preedom of Information Act). The
Supreme Court, in any ¢vent, has been unimpressed by argu-
ments that disclosure of scensitive national security infor-
mation to a court raises such serious problems of public

' dissemingtion that exemption from constitutionsl require-
ments is sppropriste. See United States v, U.8. District -
Court, 407 U.8. 297 (1972).

22/ 1n other words, we assume that the information submiteed .
-under the scheme would not be coextensive with the ia-.
formation withheld. We note, however, that the authority
of the goverament to require prepublication submission of
. informationm which is neither classified nor classifiable
. is unseteled. That issue is posed in the suit receatly filcd
by the Department of Justice in the United Stetes Diatrict
Court for the Bastern District of Virgiaia azeinst former
' C1A cmployece Frank Snepp for breach-of his gecrecy sgrece
- ment. United States v. Smepp, Civil Action No. 78+92«s,

- 16 -
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submission vequirement any information, such as that which
{8 publicly available or which poses no substantial security
threat, that the government has no legitimate interest in
kaeping secret.23/ Failure to dragt provisions narrowly
might well invite overbreadth challenges for inclusion of
protected communication, See, 8.g., NAAGP v. Alabama, 357
U.S, 449 (1958). Aund a precisely drawn scheme is alsc
necessary to avold objections of vagueness. See, 8.g.,
Smith v, Goguen, 415 U.S, 566 (1974).24/ '

In conclusion, it is our view that the existing provisions
of the ITAR are unconstitutional insofar as they establish
a prior restraint omn disclosure of cryptogwaphic ideas and
information developed by scientists and mathematicians in
the private sector. We believe, however, that a prepublica-
tion review requivement for cryptographic information might
meet First Amendment standards if it provided necessary
procedural safeguards and precisely drawn guidelines,

Vi

ohn M. Harmon
Asggigrant Attorney General .
Office of Legal Counsel

237 As e noted above, at n.4, supra, the present ITAR pro-
visions attempt to exempt publicly awvailable information,

But the scope of that exemption and the prosedares for invok-

ing it, particularly with respect to oral communications,

are gomeyhat clear,

24/ Although we mention questions of overbreadth and vague-
ness raised by the'technical data provisions of the
ITAR previously in this memorandum, we have not attempted
to identify and analyze particular problems for several
reagons. First, our opinion that a priocxr restraint on public
cryptography might survive First Amendment scrutiny is a
limited one and does not purport to apply to the many other
types of technical data coverad by the IPAR, Second, we
believe that public oxyptography presents special considera-
tions warranting separate treatment from other forms of
technical data, and that a precise and naxrrow regulation
or gtatute limited to cryptography would be more likely to
recelve considered judicial attention, Finally, we are
uncartain whether the present legislative guthority for the
technical data provisions of the ITAR is adequate, '





