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United States Department of Justice 
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One Financial Plaza, 17th Floor 
Providence, Rhode Island 02903 
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       June 29, 2026 

Sharon Cohen Levin, Esq. 
Sullivan & Cromwell LLP 
125 Broad St 
New York, NY 10004 
Counsel for AUS Merchant Services, Inc. 

Re: AUS Merchant Services, Inc. et al. Non-Prosecution Agreement 

Dear Counsel: 

The Government and AUS Merchant Services, Inc. (“AUS” or the “Company”) enter into 
this Non-Prosecution Agreement (“Agreement”) for misdemeanor violations of the Federal Food, 
Drug, and Cosmetic Act (“FDCA”), 21 U.S.C. § 3 0 1  et seq. The Government agrees not to 
prosecute AUS during the term of this Agreement or thereafter for any violation related to the 
conduct described in the Statement of Facts, attached hereto as Attachment A. The Parties agree 
to certain terms and obligations as set forth below. 

A. Definitions

1. In this Agreement, the following terms shall have the meanings provided below.
Capitalized terms used but not defined in this Section have the meanings given elsewhere in this 
Agreement. 

a. “AUS” means AUS Merchant Services, Inc. (formerly known as Alipay U.S., Inc.
and Alipay U.S. Escrow, Inc.), a Delaware company with its principal place of
business at 525 Almanor Avenue, Sunnyvale, California 94085.

b. “Business Day” means any day other than a Saturday, Sunday, or legal public
holiday in the United States (as defined by 5 U.S.C. § 6103(a)).

c. “Government” means the United States Department of Justice, including the
United States Attorney’s Office for the District of Rhode Island, the United States
Department of Justice’s Enforcement & Affirmative Litigation Branch, and the
United States Department of Justice’s Money Laundering, Narcotics and Forfeiture
Section.

d. “Parties” means the Government and AUS.
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e. “Subject Merchandise” means drugs (as defined in 21 U.S.C. § 321(g)), devices
(as defined in 21 U.S.C. § 321(h)), equipment used to manufacture counterfeit
drugs (including tableting and encapsulating machines, punches, dies, plates,
stones, and other things referenced in 21 U.S.C. §§ 331(i)(2) and 843(a)(5)-(7)),
controlled substances (as defined in 21 U.S.C. § 802(6)), listed chemicals or
chemical mixtures (as defined in 21 U.S.C. §§ 802(33) and (40)), anabolic steroids
(as defined in 21 U.S.C. § 802(41)(A) and (C)), and other items regulated by the
FDCA.

B. Acceptance of Responsibility

2. AUS admits, accepts, and acknowledges that it is responsible under United States
law for the acts of its officers, directors, employees, and agents as set forth in the Statement of 
Facts provided in Attachment A and incorporated by reference into this Agreement, and that the 
facts described in Attachment A are true and accurate. 

3. In any prosecution or proceeding against AUS, the Statement of Facts shall be
admissible as: (a) substantive evidence offered by the Government in its case-in-chief and rebuttal 
case; (b) impeachment evidence offered by the Government on cross-examination; and (c) 
evidence at any sentencing hearing or other hearing. Additionally, AUS shall not assert any claim 
that the Statement of Facts should be suppressed or is otherwise inadmissible as evidence in any 
form under the United States Constitution, Rule 410 of the Federal Rules of Evidence, Rule 11(f) 
of the Federal Rules of Criminal Procedure, Section 1B1.1(a) of the United States Sentencing 
Guidelines (“USSG” or “Sentencing Guidelines”), or any other federal rule. 

C. Term of the Agreement

4. AUS’s obligations under this Agreement shall have a term of three years from the
date on which the Agreement is executed (the “Term”). AUS agrees, however, that in the event 
the Government determines, in its sole discretion, acting reasonably, that AUS has knowingly and 
materially violated any provision of this Agreement as defined in Section L, Paragraph 23, or has 
failed to completely perform or fulfill its material obligations under this Agreement, an extension 
or extensions of the Term may be imposed by the Government, in its sole discretion, for up to a 
total aggregate additional time period of one year, without prejudice to the Government’s rights to 
proceed as provided in the below breach provisions of this Agreement. Any extension of the 
Agreement extends all terms of this Agreement, including the terms of the reporting requirement 
in Attachment D and any tolling periods for any applicable statutes of limitation, for an equivalent 
period. The Government will provide AUS with written notice specifying the alleged violation in 
reasonable detail no fewer than thirty (30) calendar days before any extension is imposed, and 
AUS will have thirty (30) calendar days following receipt of such written notice (the “Extension 
Cure Period”) to respond to the Government in writing to explain the nature and circumstances of 
such breach, as well as the actions AUS has taken to address and remediate the situation, which 
explanation the Government shall consider in determining whether to extend the Term. The 
Government shall provide AUS with a written determination specifying the violation upon which 
the extension is based and the duration of the extension to be imposed. 
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D. Relevant Considerations

5. The Government enters into this Agreement based on the individual facts and
circumstances of this case, including those presented by AUS. These facts and circumstances 
include, but are not limited to, the following: 

a. The nature of the conduct described in the Statement of Facts, which involved
payment processing related to Subject Merchandise;

b. AUS’s acknowledgement that unlawful activities related to Subject Merchandise
were committed by third-party actors on the e-commerce platforms that were
owned and operated by Alibaba Group Holding Limited and its relevant
subsidiaries (“Alibaba”), including Alibaba.com, and whose payments were
processed through AUS;

c. AUS’s lack of voluntary disclosure credit based on its failure to timely and
voluntarily disclose to the Government the conduct described in the Statement of
Facts;

d. Gaps in AUS’s compliance program that contributed to the offense conduct,
including gaps that occurred before the Company finished implementing remedial
measures;

e. AUS’s credit for its cooperation with the Government’s investigation, which
included:

i. investigating facts and obtaining information as requested by the
Government, which allowed the Government to preserve and obtain
evidence as part of their own independent investigation;

ii. at the Government’s request, collecting, organizing, and producing
voluminous documents in ways that did not implicate foreign data privacy
laws;

iii. assisting in making employees available to be interviewed;

iv. creating and producing to the Government certain information from its
databases of AUS’s payment processing related to Subject Merchandise in
ways that did not implicate foreign data privacy laws;

v. making factual presentations to the Government on a wide variety of topics;
and

vi. providing separate counsel to witnesses to facilitate the Government’s
investigation, where appropriate.
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f. AUS’s engagement in remedial measures, including terminating business
relationships with companies and persons known to have been involved in the
conduct described in the Statement of Facts; terminating AUS’s customers’ and
users’ abilities to use AUS’s services to unlawfully advertise, sell, import or export,
distribute, or smuggle Subject Merchandise; making investments in staffing and
resources for AUS’s legal and compliance teams; updating policies, procedures,
and supervisory structures with an emphasis on preventing and detecting the
unlawful advertisement, sale, import or export, distribution, and smuggling of
Subject Merchandise; strengthening controls and enhancing compliance-related
documentation; and expanding employee training;

g. AUS’s recognition that ongoing commitments to its compliance program protects
U.S.-based consumers and merchants as well as the integrity of the financial
system;

h. AUS’s agreement to further enhance its corporate compliance programs and
internal controls with respect to BSA/AML and FDCA compliance —including risk
assessment and review, customer and third-party relationships, transaction
monitoring, and suspicious activity reporting—as set forth in Attachment C;

i. AUS’s agreements to continue to cooperate with the Government as described in
Section E; and

j. AUS’s lack of prior criminal history.

Accordingly, after considering (a) through (j) above, the Government has determined that the 
appropriate resolution in this case is this Agreement with AUS with a monetary penalty of 
$85,000,000 (“Monetary Penalty”) assessed against AUS for a misdemeanor violation of the 
FDCA and a civil forfeiture of $190,000,000 (“Forfeiture Amount”). 

E. Cooperation Requirements

6. AUS shall fully cooperate with the Government on any matter that relates to the:
(1) conduct described in this Agreement and the Statement of Facts and any individual or entity
referred to therein, as well as any other related conduct under investigation by the Government in
connection with Subject Merchandise at any time during the Term, until the later of the date upon
which all investigations and prosecutions arising out of such conduct are concluded, or the end of
the Term; (2) advertisement, sale, import, export, distribution, or smuggling of Subject
Merchandise through AUS’s payment-processing services; (3) possible violations of the FDCA by
buyers and sellers who use AUS’s payment-processing services; and (4) compliance with the Bank
Secrecy Act (“BSA”), 31 U.S.C. §§ 5311 et seq., and AML laws and regulations. AUS’s
obligations to cooperate with the Government under this Section shall end on the date that the
investigations and prosecutions of all such matters conclude or the date that the Term ends,
whichever date is later.
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7. AUS’s cooperation pursuant to this Section is subject to applicable laws and 
regulations, including valid claims of federal attorney-client privilege and attorney work-product 
doctrine. If AUS withholds information based on the assertion of any such law, regulation, or 
privilege, AUS shall provide the Government with a log that describes the withheld information 
and the foundation of the law, regulation, or privilege within thirty (30) Business Days of making 
their determination to withhold the information; AUS’s cooperation and disclosure obligations 
under this Section include, but are not limited to, the following: 

a. AUS shall designate one or more agents to accept and process the Government’s
requests for cooperation within fifteen (15) Business Days of signing this
Agreement. AUS shall accept the Government’s requests for cooperation via email
through one or more dedicated email addresses.

b. Within fifteen (15) Business Days of receiving a request for cooperation, AUS shall
conduct a diligent search for, and inform the Government whether it has identified,
responsive information. If AUS identifies responsive information, AUS shall
provide the Government with an estimated timeframe within which it expects to
produce the information. Unless otherwise agreed to by the Government, this
timeframe shall not exceed sixty (60) calendar days from the date that AUS receives
the Government’s request.

c. AUS shall provide quarterly reports listing: (1) all Suspicious Activity Reports
filed; and (2) any credible allegations of FDCA or Controlled Substances Act
violations that AUS learns was committed by users of AUS’s payment-processing
services in the United States.

d. AUS shall provide complete, truthful, and accurate information to the Government.

e. In its sole discretion, the Government may share any information, testimony,
documents, records, or other tangible evidence that AUS provides to the
Government with any federal, state, or foreign government authority.

F. Monetary Penalty

8. AUS agrees that the Monetary Penalty in the amount of eighty-five million dollars
(“$85,000,000” or “$85 million”) is appropriate given the facts and circumstances of this case, 
including the Relevant Considerations described in Section D. AUS agrees to pay the Monetary 
Penalty of $85 million to the U.S. Treasury no later than thirty (30) Business Days after the 
Effective Date of this Agreement in accordance with payment instructions provided by the 
Government in its sole discretion. 

9. AUS’s payment of the Monetary Penalty is final and shall not be refunded.
Furthermore, nothing in this Agreement shall be deemed an agreement by the Government that the 
Monetary Penalty is the maximum penalty that may be imposed in any future prosecution, and the 
Government is not precluded from arguing in any future prosecution that a court should impose a 
higher fine, although the Government agrees that under those circumstances, the Government will 
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recommend to a court that the Monetary Penalty paid by AUS pursuant to this Agreement be 
applied toward any fine that a court might impose as part of its judgment against AUS. AUS 
acknowledges that such a recommendation will not be binding in any court. 

10. AUS acknowledges that no U.S. tax deduction may be sought in connection with 
the payment of any part of the Monetary Penalty. AUS shall not seek or accept, directly or 
indirectly, reimbursement or indemnification from any source with regard to the penalty amount 
that AUS pays pursuant to this Agreement.  

G. Civil Forfeiture

11. AUS acknowledges that money and/or property is subject to civil forfeiture because
of overseas merchants’ and their United States-based buyers’ violations of the FDCA transacted 
through Alibaba’s online platforms, including Alibaba.com. Pursuant to Title 18, United States 
Code, Section 981(a)(1)(C), AUS consents to civil forfeiture of one hundred ninety million dollars 
(“$190,000,000 or “$190 million”) (“Forfeiture Amount”). 

12. AUS shall pay the Forfeiture Amount, plus any associated transfer fees, no later
than thirty (30) Business Days after the Effective Date of this Agreement in accordance with 
payment instructions provided by the Government in its sole discretion. AUS hereby releases any 
and all claims that it may have to the Forfeiture Amount and agrees that the forfeiture of such 
funds may be accomplished either administratively or judicially at the Government’s election, and 
waives the requirements of any applicable laws, rules, or regulations governing the forfeiture of 
assets, including those requiring notice of forfeiture. If the Government seeks to forfeit the 
Forfeiture Amount judicially, AUS waives all requirements pertaining to forfeiture set forth in 
Title 18, United States Code, Section 983, including the filing of a civil forfeiture complaint as to 
the Forfeiture Amount and notice of the same, and consent to entry of an order of forfeiture directed 
to such funds. If the Government seeks to forfeit AUS’s Forfeiture Amount administratively, AUS 
consents to the entry of a declaration of forfeiture and waives the requirements of Title 18, United 
States Code, Section 983 regarding notice of seizure in non-judicial forfeiture matters. 

13. AUS agrees to sign any additional documents necessary to complete forfeiture of
the Forfeiture Amount. AUS also agrees that it shall not file any petitions for remission, restoration, 
or any other assertion of ownership or request for return relating to the Forfeiture Amount, or any 
other action or motion seeking to collaterally attack the seizure, restraint, forfeiture, or conveyance 
of the Forfeiture Amount, nor shall AUS assist any others in filing any such claims, petitions, 
actions, or motions. 

14. AUS’s payment of the Forfeiture Amount is final and shall not be refunded.
Furthermore, nothing in this Agreement shall be deemed an agreement by the Government that the 
Forfeiture Amount surrendered by AUS is the maximum forfeiture that may be imposed in any 
future prosecution, and the Government is not precluded from arguing in any future prosecution 
that a court should impose a higher criminal forfeiture amount or substitute money judgment in a 
criminal proceeding, although the Government agrees that under those circumstances, the 
Government will recommend to a court that the Forfeiture Amount paid by AUS pursuant to this 
Agreement be applied toward any criminal forfeiture or substitute money judgment that a court 
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might impose as part of its judgment. AUS acknowledges that such a recommendation will not be 
binding on any court. 

15. AUS acknowledges that it shall not claim, assert, or apply for, either directly or 
indirectly, any tax deduction, tax credit, or any other offset with regard to any U.S. federal, state, 
or local tax or taxable income in connection with the payment of any part of the Forfeiture Amount. 
AUS shall not seek or accept, directly or indirectly, reimbursement or indemnification from any 
source with regard to the Forfeiture Amount that AUS pays pursuant to the Agreement. 

H. Conditional Release from Liability

16. Except as otherwise provided in this Agreement, the Government agrees that it will
not bring any criminal or civil case against AUS relating to (i) any of the conduct described in the 
Statement of Facts of this Agreement; (ii) any of the information disclosed by AUS to the 
Government as part of this investigation prior to executing this Agreement; or (iii) any information 
known by the Government prior to the execution of this Agreement that relates to the conduct 
described in the Statement of Facts to this Agreement. However, the Government may use any 
information related to the conduct described in the Statement of Facts against AUS: (a) in a 
prosecution for perjury or obstruction of justice; (b) in a prosecution for making a false statement; 
or (c) in a prosecution or other proceeding relating to a violation of any provision of Title 26 of 
the United States Code. Nothing herein shall preclude AUS from presenting this Agreement, and 
the Government's agreement herein, to any other law enforcement, regulatory, or government 
authority as evidence of cooperation with, and resolution of claims by, the Government with 
respect to the conduct described herein.  

17. This Agreement does not provide any protection against prosecution for any future
conduct by AUS. In addition, this Agreement does not provide any protection against prosecution 
of any individuals, regardless of their affiliation with AUS. 

I. Corporate Compliance Program

18. AUS shall implement (or continue to the extent already implemented) a corporate
compliance program that meets the minimum elements and standards provided in Attachment C. 
AUS’s corporate compliance program shall be designed (or continue to the extent already 
implemented) to detect and prevent violations of the BSA, laws prohibiting money laundering and 
unlicensed money transmission, other laws prohibiting illicit finance, and violations of the FDCA 
through AUS’s payment processing services.  No later than thirty (30) calendar days after the Term 
expires, AUS, through its Chief Executive Officer and Chief Compliance Officer, will certify to 
the Government, in the form of executing the document attached as Attachment E to this 
Agreement, that AUS has met its compliance obligations pursuant to this Agreement.  Such 
certification will be deemed a material statement and representation by AUS to the executive 
branch of the United States for purposes of 18 U.S.C. §§ 1001 and 1519.    

19. AUS will periodically review its corporate compliance program and correct any
deficiencies within AUS’s ethics programs, policies, procedures, systems, and internal controls 
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regarding compliance with the BSA, laws prohibiting money laundering, and other laws 
prohibiting illicit finance.  

J. Compliance Monitoring

20. For the purpose of assessing or determining compliance with this Agreement, the
Government may, upon written notice to AUS: 

a. require AUS to submit written reports, certifications, or other information relating
to compliance with any provision of this Agreement;

b. interview, under oath or otherwise, any of AUS’s officers, employees, or agents
who may have relevant knowledge; and

c. require AUS to produce documents, communications, data, and other information
in its possession, custody, or control relating to compliance with any provision of
this Agreement, subject to applicable laws and regulations.

21. AUS shall designate one or more agents of AUS to accept and process the
Government’s requests related to compliance monitoring within seven (7) Business Days of 
signing this Agreement. AUS shall accept the Government’s requests for compliance monitoring 
information via email through one or more dedicated email addresses maintained by each 
company. AUS shall comply with the Government’s compliance monitoring requests within thirty 
(30) calendar days of receiving the Government’s written notice. In its sole discretion, the
Government may grant extensions of time for AUS to comply with the Government’s requests for
compliance monitoring information.

K. Non-Prosecution

22. The Government agrees that if AUS complies with its obligations under this
Agreement, (a) the Government will not bring any criminal case or other enforcement action 
against AUS or any of its present or former subsidiaries or affiliates relating to any of the conduct 
described in the Statement of Facts; and (b) at the conclusion of the Term, this Agreement shall 
expire. In assessing AUS’s compliance, the Government shall consider the totality of AUS’s 
conduct under this Agreement and shall not declare a failure to comply based solely on minor, or 
promptly cured technical violations, which shall be determined at the Government’s discretion, 
acting reasonably. To the extent there is conduct disclosed by AUS that is not set forth in this 
Agreement, such conduct shall not be exempt from further prosecution and is outside the scope of 
this Agreement. AUS expressly acknowledges and agrees that this Agreement does not preclude 
the filing of a case arising from conduct that is not described in this Agreement and the Statement 
of Facts. 

L. Breach of the Agreement
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23. If, during the Term, AUS (a) commits any felony under United States law;
(b) knowingly and willfully provides in connection with this Agreement materially false,
incomplete, or misleading information, including in connection with its disclosure of information
about individual culpability; (c) knowingly and materially fails to cooperate as provided in Section
E of this Agreement; (d) knowingly fails to implement compliance programs in all material
respects as provided in Section I of this Agreement and Attachment C; or (e) otherwise knowingly
and materially fails to perform or fulfill any term or condition of this Agreement, AUS shall be in
breach, and thereafter be subject to prosecution for violations of applicable federal law, including,
but not limited to, for conduct described in the attached Statement of Facts, regardless of whether
the Government obtains knowledge of the breach after the Term expires.

24. Any prosecution resulting from a knowing and material breach of this Agreement,
as defined in Section L, Paragraph 23, may be pursued by the Government in the United States 
District Court for the District of Rhode Island or any other appropriate venue. As to the conduct 
described in the Statement of Facts, AUS knowingly waives any constitutional or statutory right 
to venue and to presentment to or indictment by a grand jury for felony crimes, and consents to 
the filing of an information or complaint for said crimes. Determination of whether AUS has 
breached this Agreement and whether to pursue prosecution shall be in the Government’s sole 
discretion, acting reasonably, after good-faith consideration of any written response submitted by 
AUS pursuant to Paragraph 26. Any such prosecution may be premised on information provided 
by AUS.  

25. Any prosecution relating to the conduct described in this Agreement or relating to
the conduct of AUS in connection with a violation of the FDCA known to the Government prior 
to the date on which this Agreement was signed that is not time-barred by the applicable statute of 
limitations on the date of the signing of this Agreement may be commenced against AUS 
notwithstanding the expiration of the statute of limitations, for the period between the signing of 
this Agreement and the expiration of the Term plus six months. Thus, by signing this Agreement, 
AUS agrees that the statute of limitations with respect to any such prosecution against AUS that 
is not time-barred on the date of the signing of this Agreement shall be tolled for the Term plus six 
months. In addition, AUS agrees to toll the running of the statute of limitations as to any violation 
that occurs during the Term for one year from the date upon which the violation occurs, and that 
this period shall be excluded from any calculation of time for purposes of the application of any 
applicable statute of limitations.  

26. In the event the Government determines that AUS has knowingly and materially
breached this Agreement, as defined in Section L, Paragraph 23, the Government agrees to provide 
AUS with written notice of such breach prior to instituting any prosecution resulting from such 
breach. Written notice of breach shall include: (a) the provision breached; (b) the approximate date 
of the breach; and (c) a description of the breach sufficient to permit AUS to cure. Within thirty 
(30) calendar days of receipt of such notice, AUS shall have the opportunity to respond to the
Government in writing to explain the nature and circumstances of such breach, as well as the
actions AUS has taken to address and remediate the breach, which explanation the Government
shall consider in determining whether to pursue prosecution of AUS.
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27. In the event that the Government determines that AUS has knowingly and 
materially breached this Agreement, as defined in Section L, Paragraph 23: (a) all statements made 
by or on behalf of AUS to the Government, including the Statement of Facts, and any testimony 
given by AUS before a grand jury, a court, or any tribunal, or at any legislative hearings, whether 
prior or subsequent to this Agreement, and any leads derived from such statements or testimony, 
shall be admissible in evidence in any and all criminal proceedings brought by the Government 
against AUS; and (b) AUS shall not assert any claim under the United States Constitution, Rule 
11(f) of the Federal Rules of Criminal Procedure, Rule 410 of the Federal Rules of Evidence, 
Section 1B1.1(a) of the USSG, or any other federal rule that any such statements or testimony 
made by or on behalf of AUS prior or subsequent to this Agreement, or any leads derived 
therefrom, should be suppressed or are otherwise inadmissible. The decision whether conduct or 
statements of any current officer, director, or employee, or any person acting on behalf of, or at 
the direction of, AUS will be imputed to AUS for the purpose of determining whether AUS has 
knowingly and materially violated any provision of this Agreement as defined in Section L, 
Paragraph 23 shall be in the sole discretion of the Government, acting reasonably. 

28. It is further understood that within thirty (30) calendar days after receiving a notice 
of breach, or to such longer period as the Government may agree in writing, AUS may cure the 
breach to the Government’s reasonable satisfaction (“Cure Period”).  

29. AUS acknowledges that the Government has made no representations, assurances, 
or promises concerning what sentence may be imposed by the Court if AUS breaches this 
Agreement and this matter proceeds to judgment. AUS further acknowledges that any such 
sentence is solely within the discretion of the Court and that nothing in this Agreement binds or 
restricts the Court in the exercise of such discretion. 

30. On the date that the period of non-prosecution specified in this Agreement expires, 
AUS, by its respective Chief Executive Officer and the Chief Compliance Officer, shall submit 
their certification set forth in Attachment D and certify to the Government that AUS has met its 
obligations pursuant to this Agreement. Each certification will be deemed a material statement and 
representation by AUS in a matter within the jurisdiction of the executive branch of the United 
States for purposes of Title 18, United States Code, Sections 1001 and 1519, and it will be deemed 
to have been made in the District of Rhode Island.   

M. Applicability to AUS’s Related Business Entities

31. Except as may otherwise be agreed by the Government and AUS in connection with
a particular transaction, AUS agrees that in the event that, during the Term, AUS undertakes any 
change in corporate form, including if AUS sells, merges, or transfers business operations that are 
material to AUS’s consolidated operations, or to the operations of any of its subsidiaries or 
affiliates involved in the conduct described in the Statement of Facts, as they exist as of the date 
of this Agreement, whether such sale is structured as a sale, asset sale, merger, transfer, or other 
change in corporate form, AUS shall include in any contract for sale, merger, transfer, or other 



Letter to Ms. Sharon Cohen Levin, Esq. 
June 29, 2026 
Page 11 of 14 

change in corporate form a provision binding the purchaser, or any successor in interest thereto, to 
the obligations described in this Agreement.  

32. The purchaser or successor in interest must also agree in writing that the 
Government’s ability to declare breach under this Agreement is applicable in full force as to that 
entity. AUS agrees that the failure to include these provisions in the transaction will make any 
such transaction null and void. AUS shall provide notice to the Government at least thirty (30) 
calendar days prior to undertaking any such sale, merger, transfer, or other change in corporate 
form. The Government shall notify AUS within fifteen (15) calendar days if it determines that the 
transaction(s) will have the effect of circumventing or frustrating the enforcement purposes of this 
Agreement. If, at any time during the Term, AUS engages in a transaction that has the effect of 
circumventing or frustrating the enforcement purposes of this Agreement, the Government may 
deem it a breach of this Agreement pursuant to Section L, paragraph 23 of this Agreement. Nothing 
in this Agreement shall restrict AUS from indemnifying (or otherwise holding harmless) the 
purchaser or successor in interest for penalties or other costs arising from any conduct that may 
have occurred prior to the date of the transaction, so long as such indemnification does not have 
the effect of circumventing or frustrating the enforcement purposes of this Agreement, as 
determined by the Government, acting reasonably. 

N. Public Statements by AUS

33. AUS shall not, through present or future attorneys, officers, directors, employees,
agents, or any other person authorized to speak for AUS, make any public statement, contradicting 
in whole or in part the acceptance of responsibility by AUS as set forth in this Agreement. Any 
such contradictory statement shall, subject to cure rights of the Company described in this 
paragraph, constitute a knowing and material breach of this Agreement, as defined in Section L, 
Paragraph 23, and AUS thereafter shall be subject to prosecution as set forth in this Agreement. 
The decision whether any public statement by any such person contradicting a fact contained in 
this Agreement will be imputed to AUS for the purpose of determining whether it has knowingly 
and materially breached this Agreement, as defined in Section L, Paragraph 23, shall be in the sole 
discretion of the Government, acting reasonably.  

34. If the Government determines that a public statement by any such person
contradicts in whole or in part a statement contained in the Statement of Facts, the Government 
shall notify AUS, and AUS may avoid a breach of this Agreement by publicly repudiating such 
statement(s) within ten (10) Business Days after notification. AUS shall be permitted to raise 
defenses and to assert affirmative claims in other proceedings relating to the matters set forth in 
this Agreement provided that such defenses and claims do not contradict, in whole or in part, a 
statement contained in this Agreement. This paragraph does not apply to any statement made by 
any present or former officer, director, employee, or agent of AUS in the course of any criminal, 
regulatory, or civil case initiated against such individual, unless such individual is speaking on 
behalf of AUS. Any determination by the Government, acting reasonably, that a public statement 
constitutes a knowing and material breach of this Agreement shall be subject to the 30-day written 
notice and opportunity to respond procedure set forth in Paragraph 26 before any prosecution may 
be initiated.  
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35. If AUS issues a press release or holds any press conference in connection with this 
Agreement, AUS shall first consult with the Government to determine: (a) whether the text of the 
release or proposed statements at the press conference are true and accurate with respect to matters 
between the Government and AUS; and (b) whether the Government has any objection to the 
release. 

36. The Government agrees, if requested to do so, to bring to the attention of law 
enforcement and regulatory authorities the facts and circumstances relating to the nature of the 
conduct underlying this Agreement, including the nature and quality of AUS’s cooperation and 
remediation. By agreeing to provide this information to such authorities, the Government does not 
agree to advocate on behalf of AUS. Instead, the Government only agrees to provide facts to be 
evaluated independently by such authorities. 

O. Limitations on Binding Effect of Agreement

37. This Agreement is binding on AUS and the United States Department of Justice,
including the United States Attorney’s Office for the District of Rhode Island, the United States 
Department of Justice’s Enforcement & Affirmative Litigation Branch, and the United States 
Department of Justice’s Money Laundering, Narcotics and Forfeiture Section. It does not bind any 
other federal agencies, or any state, local, or foreign law enforcement or regulatory agencies. The 
Government shall bring the cooperation of AUS and its compliance with its obligations under this 
Agreement to the attention of such agencies and authorities if requested to do so by AUS.  

P. Notice

38. Any notice to the Government under this Agreement shall be given by personal
delivery, overnight delivery by a recognized delivery service, or registered or certified mail, 
addressed to: 

Chief, Criminal Division 
U.S. Attorney’s Office 
District of Rhode Island 
One Financial Plaza, 17th Floor 
Providence, RI 02903 

Director, Enforcement & Affirmative Litigation Branch, Civil Division 
U.S. Department of Justice 
450 5th Street NW, Room 6400 South 
Washington, DC 20001 

Chief, Bank Integrity Unit 
Money Laundering, Narcotics, and Forfeiture Section, Criminal Division 
U.S. Department of Justice 
1400 New York Avenue NW 
Washington, DC 20005 
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39. Any notice to AUS under this Agreement shall be given by personal delivery,
overnight delivery by a recognized delivery service, or registered or certified mail, addressed to: 

AUS Merchant Services, Inc. 
525 Almanor Avenue 
Sunnyvale, CA 94085  

40. Notice shall be effective upon actual receipt by the Government or AUS. Notice
shall also be given by email to any email addresses designed by the Government or AUS. 

Q. Complete Agreement

41. The Government and AUS acknowledge that each party has had a full opportunity
to negotiate the terms of this Agreement. The rule of construction that interprets contracts against 
the drafter, therefore, shall not apply to this Agreement. This Agreement, including its attachments, 
sets forth all the terms of the Agreement between AUS and the Government. No amendments, 
modifications, or additions to this Agreement shall be valid unless they are in writing and signed 
by the Government, the attorneys for AUS, and a duly authorized representative of AUS. The 
following documents are attached to and incorporated into this Agreement: 

Attachment A: The AUS Merchant Services, Inc. Statement of Facts 

Attachment B: The AUS Merchant Services, Inc. Certificate of Corporate Resolutions 

Attachment C: The AUS Merchant Services, Inc. Corporate Compliance Program 

Attachment D: The AUS Merchant Services, Inc. Disclosure Certification 

Attachment E: The AUS Merchant Services, Inc. Compliance Certification 

AGREED AND CONSENTED TO: 

The United States of America 

CHARLES C. CALENDA 
First Assistant United States Attorney 

Date:  By: 
Dulce Donovan 
Executive Assistant U.S. Attorney 

Date:  By: 
Julianne Klein 
Assistant U.S. Attorney 

6/29/2026

6/29/2026



LISA K. HSIAO 
Director 
Enforcement and Affirmative Litigation Branch, 
Civi Div'Si 

Patrick Tom. Runkle 

Rachel N. Agress 
Trial Attorney 

Elys Wan 
Trial Attorney 
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Date: By: 

Date: By: 

Date: By:  

Assistant Director 

Colin W. Trundle 
Trial Attorney 

Cadesby B. Cooper 
Trial Attorney 

MARGARET A. MOESER 
Chief 
Money Laundering, Narcotics and Forfeiture 
Section, Criminal Division 

Date: By: 

Date: By: 

AGREED AND CONSENTED TO: 

A US Merchant Services, Inc. 

Date: June 29, 2026 By: 

Date: June 29, 2026 By: 

Roseate Wagner 
Chief Executive Officer and President 
AUS Merchant Services, Inc. 

31,a/Low„, ei5,144-1. 
Sharon Cohen Levin, Esq. 
Counsel for AUS Merchant Services, Inc. 

6/29/2026

6/29/2026

6/29/2026

6/29/2026

6/29/2026
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ATTACHMENT A 
 

STATEMENT OF FACTS 
 

The following Statement of Facts is incorporated by reference as part of the 
Non-Prosecution Agreement (the “Agreement”) between the Government and AUS (as defined in 
the Agreement). AUS agrees and stipulates that the following information is true and accurate. 
AUS admits, accepts, and acknowledges that it is responsible for the acts of its officers, directors, 
employees and agents as set forth below. Should the Government later pursue the prosecution that 
is covered by this Agreement, AUS agrees that it will neither contest the admissibility of, nor 
contradict, this Statement of Facts in any such proceeding. The following facts describe events that 
occurred between approximately January 2020 and December 2023. 

 
A. AUS Background and Business Model 
 

1. AUS (formerly known as Alipay U.S., Inc. and Alipay U.S. Escrow, Inc.) was 
registered in Delaware and maintained its principal place of business at 525 Almanor Avenue, 
Sunnyvale, California 94085.  

 
2. Partnering with certain of its affiliates, AUS offered payment processing services 

to the e-commerce platforms that were owned and operated by Alibaba Group Holding Limited 
and its relevant subsidiaries (“Alibaba”), including Alibaba.com. Alibaba Group Holding Limited 
was organized and existed under the laws of the Cayman Islands, with its principal executive 
offices in Hangzhou, China. 
 

3. AUS’s business model included, but was not limited to, providing payment 
processing and settlement services to enable overseas sellers on Alibaba.com to accept payments 
from United States-based buyers. When AUS facilitated payment processing and settlement 
services for Alibaba’s merchants selling to United States-based buyers, it received certain 
information about transactions. The information generally included the merchant’s and buyer’s 
identities as well as a description of the product ordered (“sale order”) through Alibaba.com. AUS 
commenced payment processing and settlement services for Alibaba.com transactions in 2020.  
 

4. AUS’s payment processing and settlement services included accepting United 
States Dollar-denominated payments on behalf of overseas merchants linked to sales orders on 
Alibaba.com.  

 
5. Payors could make payments linked to Alibaba’s e-commerce transactions in 

multiple ways, including through credit card payments, other alternative payment methods, or, 
solely for Alibaba.com, wire transfer. The United States Dollar-denominated wire transfer 
payments directed to overseas merchants on Alibaba.com were accepted by AUS into one of two 
United States based-bank accounts of AUS. When Alibaba.com buyers paid via wire transfer in 
U.S. dollars, the checkout page instructed buyers to include in the wire transfer instructions what 
was identified as the overseas merchant’s “beneficiary account number” as well as the Alibaba.com 
order number. 
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6. The “beneficiary account number” was a unique routable identification number, 
which caused the deposits to be transferred to one of AUS’s United States-based bank accounts, 
and for AUS or its affiliate to associate that credit with a specific merchant. Once payments were 
deposited into AUS’s United States-based bank accounts, AUS transferred the funds to offshore 
accounts held by an AUS affiliate. The AUS affiliate then handled settlement of the transaction to 
the overseas merchant associated with that particular “beneficiary account number.” 
 

7. Beginning in July 2021, AUS also offered settlement services to support payments 
to merchants using the Alibaba.com Pay service (“Alibaba.com Pay”), which was separate from 
the Alibaba.com e-commerce platform. Unlike the global payment processing and settlement 
services for orders made on the Alibaba.com e-commerce site, merchants uploaded supporting 
documentation into a portal for sales consummated outside of the e-commerce site. Such 
transactions were higher risk because the Alibaba e-commerce platform did not electronically 
monitor data in real time as to the nature and purpose of the transaction.  
 
B. Legal and Regulatory Background 

 
8. Congress enacted the Bank Secrecy Act (“BSA”) to address an increase in criminal 

money laundering activity utilizing financial institutions. The BSA requires financial institutions 
to establish, implement, and maintain risk-based anti-money laundering (“AML”) programs to 
combat money laundering and the financing of terrorism through financial institutions. 
 

9. AUS is a “financial institution” as defined in the BSA. 31 U.S.C. § 5312(a)(2); 31 
C.F.R. § 1010.100. As a financial institution and money services business (“MSB”), AUS is 
required to establish, implement, and maintain an effective AML compliance program that, at a 
minimum, provides for: (a) internal policies, procedures, and controls reasonably designed to 
prevent money laundering; (b) a program design commensurate with the risks posed by the 
location, size, nature, and volume of the financial services provided by the MSB; (c) an individual 
to coordinate and monitor day-to-day compliance with the BSA and AML requirements; (d) an 
ongoing employee training program; (e) independent review of programs; and (f) procedures 
reasonably designed to assure compliance with BSA and AML requirements when conducting 
operations via data processing systems. 31 U.S.C. § 5318(h); 31 C.F.R. § 1022.210.  

 
10. To satisfy the BSA’s requirements, an MSB must maintain a risk-based AML 

program, tailor its systems for identifying suspicious activity to effectively monitor its customer 
base and the products and services it offers, and report suspicious activity. Moreover, an MSB’s 
AML policies, procedures, and controls must be calibrated to address emerging and evolving risk, 
including risk associated with new products and services and new patterns of suspicious activity. 

 
11. The BSA authorizes the United States Department of the Treasury’s Financial 

Crimes Enforcement Network (“FinCEN”) to “require any financial institution, and any director, 
officer, employee, or agent of any financial institution, to report any suspicious transaction relevant 
to a possible violation of law or regulation.” 31 U.S.C. § 5318(g)(1). 

 
12. At all times relevant to this case, by regulation, FinCEN required MSBs to file a 

Suspicious Activity Report (“SAR”) on any transaction involving or aggregating at least $2,000 
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where the MSB “knows, suspects, or has reason to suspect.” 31 C.F.R. § 1022.320(a)(2). These 
requirements apply to a transaction that: 

 
a. involves funds derived from illegal activities or is intended or conducted in order 

to hide or disguise funds or assets derived from illegal activities (including, without 
limitation, the ownership, nature, source, location, or control of such funds or 
assets) as part of a plan to violate or evade any federal law or regulation or to avoid 
any transaction reporting requirement under federal law or regulation; 

 
b. is designed to evade any requirements of the BSA or of any other regulations 

promulgated under the BSA; 
 
c. has no business or apparent lawful purpose, and the MSB knows of no reasonable 

explanation for the transaction after examining the available facts, including the 
background and possible purpose of the transaction; or 

 
d. involves use of the MSB to facilitate criminal activity. 

 
13. MSBs have an obligation to file a SAR “no later than 30 calendar days after the 

date of initial detection . . . of facts that may constitute a basis for filing a SAR.” Id. 
§ 1022.320(b)(3).  
 
C. AUS’s Risk Function and AML Compliance Program Did Not Prevent Federal 

Food, Drug, and Cosmetic Act (“FDCA”) Violations by Alibaba Merchants and 
Other Bad Actors. 

 
14. With respect to AUS’s U.S.-based customers, AUS conducted “Know Your 

Customer” protocols and due diligence. With respect to AUS’s affiliates’ overseas customers, AUS 
relied upon AUS’s overseas affiliates to conduct certain functions of its AML compliance program 
for overseas merchants, including those customers using AUS for wire transfers. Until 2022, AUS 
relied upon AUS’s overseas affiliates to monitor transactions involving overseas merchants selling 
goods on Alibaba.com, including those using AUS’s unique routable identification numbers for 
wire transfers. In 2022, AUS also began using its own transaction monitoring system, previously 
used for other products—for transactions originating on Alibaba.com, rather than continuing to 
rely on its overseas affiliates. However, when implementing this change, AUS failed to fully 
incorporate wire data from its United States-based bank accounts to supplement the sales order 
data that it used to monitor. As a result, AUS’s monitoring did not always show that some of these 
wire transfer transactions were funded by payments originating from high-risk jurisdictions or 
from multiple payors on a single invoice. 

 
15. AUS and its affiliates would, in certain instances, report merchants who sold 

Subject Merchandise on Alibaba’s e-commerce platforms, including Alibaba.com, to Alibaba, 
rather than systematically restricting those merchants themselves.  
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16. At times, Alibaba.com’s overseas merchants used AUS’s payment processing and 
settlement services to facilitate the sale and importation of Subject Merchandise, including 
pharmaceutical products, into the United States, in violation of the FDCA.   

 
17. In October 2022, AUS created a case investigating Merchant A, an Alibaba 

overseas merchant who used AUS’s payment processing and settlement services. An AUS 
employee reviewed the sales order information and noted that Merchant A had sold prohibited 
Subject Merchandise to United States customers using AUS’s payment processing services. AUS 
filed a regulatory report in connection with Merchant A’s transaction in October 2022 and relevant 
prior activity. In January 2023, Merchant A sold additional prohibited Subject Merchandise to a 
United States customer. In July 2023, an AUS employee reviewed the transaction and sales order 
and noted that the product was “prohibited” and could not “be sold online without prescription,” 
but concluded that the activity was below the regulatory reporting requirements.  

 
18. AUS acknowledges that it processed transactions for sales between overseas 

merchants for Alibaba.com and United States-based buyers, which involved Subject Merchandise 
that was imported into the United States in violation of law. AUS agrees not to contest the forfeiture 
of the Forfeiture Amount of $190 million pursuant to Title 18, U.S. Code, Section 545.  
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ATTACHMENT B 
 

THE AUS MERCHANT SERVICES, INC. CERTIFICATE OF CORPORATE 
RESOLUTIONS  

 
WHEREAS, AUS Merchant Services, Inc. (“AUS”) has been engaged in discussions with 

the United States Attorney’s Office for the District of Rhode Island, the United States Department 
of Justice’s Enforcement & Affirmative Litigation Branch, and the United States Department of 
Justice’s Money Laundering, Narcotics and Forfeiture Section (collectively, the “Government”); 
and 

 
WHEREAS, in order to resolve such discussions, it is proposed that AUS enters into a 

certain non-prosecution agreement with the Government (the “Agreement”); and 
 
WHEREAS, AUS’s internal counsel, together with outside counsel for AUS (collectively, 

“AUS Counsel”), have advised AUS’s Board of Directors of its rights, possible defenses, the 
provisions of the U.S. Sentencing Guidelines, and the consequences of entering into such 
Agreement with the Government; 

 
Therefore, the Board of Directors has RESOLVED that: 
 
1. AUS agrees to pay a monetary penalty in the amount of $85,000,000 and consents 

to a civil forfeiture of $190,000,000 pursuant to Sections F and G of the Agreement; 
 
2. AUS accepts the terms and conditions of this Agreement, including, but not limited 

to: (a) a knowing waiver for purposes of the Agreement and any charges by the United States 
arising out of the conduct described in the Statement of Facts in Attachment A of the Agreement 
of any objection with respect to indictment and venue and consents to the filing of a civil forfeiture 
complaint, as provided under the terms of the Agreement, in the United States District Court for 
the District of Rhode Island, or any other appropriate venue; and (b) a knowing waiver of any 
defenses based on the statute of limitations for any prosecution relating to the conduct described 
in the Statement of Facts or relating to conduct known to the Government prior to the date on 
which the Agreement was signed that is not time-barred by the applicable statute of limitations on 
the date of the signing of the Agreement; 

 
3. Roseate Wagner, Chief Executive Officer and President of AUS, is hereby 

authorized, empowered, and directed, on behalf of AUS, to execute the Agreement substantially 
in such form as reviewed by this Board of Directors at this meeting with such changes as AUS 
Counsel may approve; 

 
4. Roseate Wagner, Chief Executive Officer and President of AUS, is hereby 

authorized, empowered, and directed to take any and all actions as may be necessary or appropriate 
and to approve the forms, terms or provisions of any agreement, or other documents as may be 
necessary or appropriate, to carry out and effectuate the purpose and intent of the foregoing 
resolutions; and 
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5. All of the actions of AUS Counsel, which actions would have been authorized by
the foregoing resolutions except that such actions were taken prior to the adoption of such 
resolutions, are hereby severally ratified, confirmed, approved, and adopted as actions on behalf 
of AUS. 

Date: 
By: 

Richard Chih-Chiu Lin 
Board of Directors    
AUS Merchant Services, Inc. 

June 29, 2026
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ATTACHMENT C 
 

THE AUS MERCHANT SERVICES, INC. CORPORATE COMPLIANCE PROGRAM 
 

In order to ensure the adequacy of its internal controls, policies, and procedures regarding 
compliance with the Bank Secrecy Act, Title 31, United States Code, Section 5311, et seq. 
(“BSA”) and anti-money laundering (“AML”) laws and regulations, which include but are not 
limited to Title 31, Code of Federal Regulations, Part 1022 (collectively, “BSA and AML Laws”), 
and the Federal Food, Drug, and Cosmetic Act (21 U.S.C. § 301 et seq.) (“FDCA”), AUS Merchant 
Services, Inc. (“AUS”), a payment processor operating in the United States, agrees to continue to 
conduct, in a manner consistent with all of its obligations under this Agreement, appropriate 
reviews of its existing internal controls, policies, and procedures. 

 
AUS has taken steps to remediate and enhance its BSA/AML and other compliance 

programs to prevent violations of the FDCA and other federal laws. These efforts included the 
hiring of additional staff and retaining the support of outside compliance consultants and counsel. 

  
Where necessary and appropriate, AUS agrees to ensure that its compliance program, 

including internal controls, compliance policies, and procedures, complies with BSA and AML 
Laws and other federal laws. AUS further agrees to ensure that its compliance program is designed 
to detect, deter, investigate, and report violations of the FDCA and other federal laws, where 
required. At a minimum, this should include, but not be limited to, the following elements to the 
extent they are not already part of AUS’s existing internal controls, compliance program, policies, 
and procedures: 
 

Commitment to Compliance 
 

1. AUS will ensure that its directors and management provide strong, explicit, and 
visible support for compliance with BSA/AML Laws, the FDCA, and the Controlled Substances 
Act (“CSA”). AUS directors and management will demonstrate this commitment through their 
actions and communications with employees. 
 

2. AUS will continue to ensure that management reinforces AUS’s commitment to 
compliance policies and principles related to BSA/AML, the FDCA, and prevention of federal 
criminal statutory violations. Management will enforce adherence to those policies and principles. 
AUS will continue to foster a culture of ethics and compliance with the laws of the United States 
in its day-to-day operations at all levels of AUS. 

 
Risk Assessment and Review 

 
3. AUS will continue to utilize a risk management process to identify, analyze, and 

address the individual circumstances of AUS, in particular the risks facing AUS from the potential 
sale of Subject Merchandise in the United States through its payment processing for e-commerce 
services and from violations of BSA and AML Laws. 



2 

4. On the basis of its risk assessment, AUS shall continue to take appropriate steps to 
re-design, enhance, implement, or modify its compliance program to reduce the risk of violations 
of BSA and AML Laws, and the FDCA. 

Policies and Procedures 

5. AUS will continue to maintain a clearly articulated and visible corporate policy 
against violations of BSA and AML Laws and the FDCA. These policies shall be memorialized in 
written compliance policies. 

 
6. AUS will continue to maintain and appropriately enhance compliance policies and 

procedures designed to reduce the prospect of violations of BSA and AML Laws and the FDCA, 
including addressing any systemic issues. AUS will continue to take appropriate measures to 
encourage and support the observance of ethics and compliance policies and procedures against 
violations of BSA and AML Laws and the FDCA by personnel at all levels of AUS. These policies 
and procedures shall apply to all directors, officers, and employees and, where necessary and 
appropriate, outside parties acting on behalf of AUS in the United States or foreign jurisdictions, 
including, but not limited to, agents, intermediaries, consultants, representatives, distributors, 
contractors, suppliers, and joint venture partners (collectively, “agents and business partners”). 
AUS shall notify all employees that compliance with the policies and procedures is the duty of 
individuals at all levels of AUS. 
 

7. Within ninety (90) calendar days of the execution of the Agreement, AUS shall 
implement an electronic portal or mailbox (“Law Enforcement Mailbox” or “Mailbox”) that is 
dedicated to producing information related to United States-based users of AUS’s online services 
in response to United States-based legal process, including valid U.S. subpoenas, court orders, and 
search warrants, that is related to United States-based criminal investigations. The Law 
Enforcement Mailbox shall be available to federal, state, and local law enforcement agencies in 
the United States. AUS agrees to waive any federal or state statutory right to personal service of 
United States-based legal process that is related to United States-based criminal investigations. 
AUS will comply with such legal process unless it receives relief from doing so by a court of 
competent jurisdiction in the United States. AUS will provide appropriate instructions on how to 
use the Law Enforcement Mailbox. The Mailbox is for the exclusive use of U.S.-based law 
enforcement agencies conducting criminal investigations.  

 
8. AUS will continue to maintain a system of internal controls reasonably designed to 

ensure the completeness and accuracy of records to the extent required by applicable laws and 
regulations.   

9. AUS will continue to maintain a system to retain books and records, including a 
system of internal controls, reasonably designed to ensure the prevention and detection of 
violations of BSA/AML Laws, the FDCA, and the CSA. 

10. AUS will continue to review its compliance policies and procedures regarding 
BSA, AML, FDCA, and other applicable federal laws as needed, to address changing and 
emerging risks. 
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Suspicious Activity Reports 
 

11. AUS has created and will continue to maintain and appropriately enhance policies 
and procedures to ensure that it will continue to follow all laws and regulations concerning the 
filing of Suspicious Activity Reports (“SARs”) in the United States for any suspicious activity, as 
defined by the BSA and its implementing regulations. This includes, but is not limited to, filing 
SARs identifying: suspicious activity identified by AUS related to transactions or attempted 
transactions that involve $2,000 or more in funds or in aggregate funds and are to, from, or through 
the United States, regardless of where in the world the suspicious transactions originate or are 
received, and regardless of where in the world the data relating to such transactions is located. 

 
Transaction Monitoring and Reporting 

 
12. As part of its compliance program, AUS has instituted and will continue to maintain 

and appropriately enhance its transaction monitoring program. The transaction monitoring 
program operated by AUS will be adaptive to identified risks, including risks identified internally 
by AUS, by regulators, and in written findings, including review of publicly available 
information and law enforcement referrals or inquiries. AUS will continue to ensure the 
transaction monitoring program is informed by its risk profile and appropriately accounts for 
the areas of greatest risk, with particular emphasis on higher-risk products, services, customers, 
and geographies. AUS will continue to regularly review its transaction monitoring program, 
including its scope, resources, and coverage. AUS will continue to test and update the transaction 
monitoring program as needed to ensure it appropriately addresses risk areas.  

13. As part of its compliance program, AUS has instituted and will continue to maintain 
and appropriately enhance procedures for monitoring transactions settled or cleared on behalf of 
any other money services business or e-commerce businesses that AUS provides services to, which 
includes collection, transmission, and monitoring of transactions and counterparty information for 
all transactions processed through AUS. Transaction monitoring will conform with applicable laws 
and regulations.  AUS will maintain clear records of the data it utilizes to conduct transaction 
monitoring, including a description of the categories of data used by AUS for transaction 
monitoring that is made available upon request to U.S. regulators.   

14. AUS has instituted and will continue to maintain and appropriately enhance its 
policies, procedures, and processes for managing alerts identified by its transaction monitoring 
program. This includes, but is not limited to, making decisions on SARs, and completing and filing 
SARs. AUS will continue to ensure adequate staff are assigned to the identification, research, and 
reporting of suspicious activities. 

15. AUS will continue to maintain and appropriately enhance its policies, procedures, 
and processes for identifying subjects of law enforcement requests, monitoring the transaction 
activity of those subjects when appropriate, identifying suspicious activity related to those 
subjects, and filing, as appropriate, SARs related to those subjects. 

16. AUS has and will continue to generate reports for its BSA Officer’s review which 
includes patterns or outliers in transaction activity that may be indicative of illicit conduct. AUS’s 
BSA Officer or their designee, who shall be located in the United States, will continue to review 
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patterns or outliers in transaction activity and shall consider those reports in enhancing AUS’s 
compliance with BSA and AML Laws, including the reporting of potential FDCA violations and 
other federal criminal statutes. AUS’s management and AUS’s BSA officer will continue to select 
filtering criteria and thresholds to produce such transaction reports, subject to review and approval, 
that will continue to enable AUS to detect potential patterns and typologies of unusual activity and 
for AUS management to receive reports of that activity. 

17. AUS’s transaction monitoring systems have been and will continue to be 
independently tested and reviewed for reasonable filtering criteria and thresholds, and such 
reviews are included in independent audits of AUS’s compliance program and function. 

Third-Party Relationships 

18. As part of its compliance program, AUS will continue to institute and enhance 
appropriate, risk-based policies and procedures related to third-party money services business or 
e-commerce businesses who utilize AUS payment processing or settlement services in 
accordance with applicable laws and regulations.  
 

Independent, Autonomous, and Empowered Oversight 
 

19. AUS has assigned and will continue to assign responsibility to one or more senior 
corporate executives of AUS for the implementation and oversight of AUS’s compliance policies 
and procedures regarding BSA and AML Laws and the FDCA. Such corporate official(s) shall 
have the authority to report directly to independent monitoring bodies, including internal audit, 
AUS’s Board of Directors, or any appropriate committee of the Board of Directors, and shall have 
an adequate level of stature and autonomy from management as well as sufficient resources and 
authority to maintain such autonomy. 

 
Training and Guidance 

 
20. AUS has implemented and will continue to enhance and maintain mechanisms 

designed to ensure that its policies and procedures regarding BSA and AML Laws and the FDCA 
are effectively communicated to all directors, officers, employees, and, where necessary and 
appropriate, agents and business partners. These mechanisms shall include: (a) training for all 
directors and officers, all employees in positions of leadership or trust, any positions that require 
such training (e.g., internal audit, sales, legal, compliance, finance), and, where necessary and 
appropriate, agents and business partners; (b) metrics for measuring knowledge retention and 
effectiveness of the training; and (c) corresponding certifications by all such directors, officers, 
employees, agents and business partners, certifying compliance with the training requirements. 
AUS will continue to conduct training in a manner tailored to the audience’s size, sophistication, 
and subject-matter expertise and, where appropriate, will continue to discuss prior compliance 
incidents. 

 
21. AUS will continue to maintain or, where necessary, establish an effective system 

for providing guidance and advice to directors, officers, employees, and, where necessary and 
appropriate, agents and business partners, on complying with its policies and procedures regarding 
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BSA and AML Laws and the FDCA, including when such individuals need advice on an urgent 
basis, or need advice in any foreign jurisdiction in which AUS operates. 
 

Confidential Reporting Structure and Investigation of Misconduct 
 

22. AUS will continue to maintain or, where necessary, establish an adequate system 
for internal and, where possible, confidential reporting by, and protection of, directors, officers, 
employees, and, where appropriate, agents and business partners concerning violations of AUS’s 
policies and procedures regarding BSA and AML Laws and the FDCA. 

 
23. AUS will continue to maintain or, where necessary, establish an effective process 

and sufficient resources for responding to, investigating, and documenting allegations of violations 
of BSA and AML Laws, its compliance policies, and the FDCA.  AUS will continue to handle the 
investigations into such complaints in an effective manner, including routing the complaints to 
proper personnel, conducting timely and thorough investigations, and following up with 
appropriate discipline where necessary. 
 

24. AUS will conduct a root cause analysis of any shortcomings related to compliance 
with BSA and AML Laws, the FDCA, or AUS’s compliance policies, which shall include the 
review of any prior failures during the time period covered in the Agreement. This root cause 
analysis shall identify whether there are any systemic issues and/or any control failures.  AUS will 
timely and appropriately remediate any identified issues related to compliance with BSA and AML 
Laws, the FDCA, or AUS’s compliance policies. AUS will ensure that root causes, including 
systemic issues and control failures, and relevant remediation are shared with management as 
appropriate.  

 
Mergers and Acquisitions 

 
25. AUS will continue to develop and implement policies and procedures for mergers 

and acquisitions requiring that AUS conduct appropriate risk-based due diligence on potential new 
business entities, including appropriate due diligence regarding compliance with BSA and AML 
Laws and the FDCA by legal, accounting, and compliance personnel associated with those new 
business entities. 

 
26. AUS will continue to ensure its compliance policies and procedures regarding BSA 

and AML Laws and the FDCA apply as quickly as is practicable to newly-acquired businesses or 
entities merged with AUS, and will promptly (a) train the directors, officers, employees, agents, 
and business partners consistent with Paragraph 20; (b) where warranted, conduct an audit of all 
newly acquired or merged businesses as quickly as is practicable concerning compliance with BSA 
and AML Laws and the FDCA; and (c) where warranted, establish a plan to integrate the acquired 
businesses or entities into AUS’s enterprise resource planning systems as quickly as practicable.  
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