











Case No. 3:18-mj-00244DMS
an indictment cha: ngl VAS™ OV ‘-~ 3:17CR83 with offenses related to the
activities described in this affidavit. I have also determined that the botnet has
been used for the financial benefit of ¥ TVASHOV and otl.__ cybercriminals.

8. In February 2018, * "VASHOV entered US custody in New Haven,
Connecticut.

9. I have also determined that in addition to distributing spam email, tt
Kelih botnet functions tot vest user credentials, and distribute malicious
payloads, including ransomware, as well as facilitating other schemes meant to
enrich LEVAS™™)V. These activities will be described more fully in subsequent
paragra) " .

10. Based on my investigation to date, I have observed that the number of
computers infected with Kelihos at any one time can vary. At times, over 100,000
¢ suters have been simultaneously infected worldwide with Kelihos. When the
initial warrant in this case was issued, there were between 25,000 and 100,000
" fected computers, approximately 5-10% of which were computers located in the

United States. Based on my review of computers which are infected with the

violation of 18 U.S.C. §§ 371, 1037(a)(2)-(a}3), 1037(b)2)(C}, 1341, and 1343 and several
substantive counts of violating 18 U.S.C. §§ 1037(a)2), 1037(b)2)C}, and Section 2. That
indictment remains pending. I am also aware that a criminal complaint filed in the U.S.
District Court for the District of Columbia, which in 2009 charged LEVASHOV in his true
name with two substantive counts of violating 18 U.S.C. §§ 1030(a)(5)(A)1), 1030(a)5)(B)i),
1030{a)(5)A)i) and 1030(a)} 5} BN} V), as well as one count of conspiracy to commit these
offenses in violation of 18 U.S.C. § 371. These charges resulted from LEVASHOV’s
operating the Storm Botnet from January 2007 until September 22, 2008. That botnet, like
that which is the subject of this prosecution, sent spam to facilitate pump and dump®,  j
schemes and the purchase of grey market pharmaceuticals. Because the government
unable to apprehend and detain LEVASHOV, it dismissed the complaint in 2014. %"
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Kelihos malware and conversations with other FBI agents and computer security
researchers who have imv  itigated the code used to create the Kelihos botnet, I
know that it can be difficult for computer users to detect Keiihos infections. Kelihos
is designed to persist on a victim’s computer despite any overt actions by the vic
to remove it. . .r example, the first time that Kelihos runs, it sets - ; property
setting to “invisible” so that it cannot be seen or manipulated by ** e victim. Based
on my investigation and the investigation of others, I have found idence of
computers infected with Kelihos throughout the United State including the
District of laska, District of Connecticut, Western District of Washingtr -, Central
District of California and the Southern District of New York, and +* : Northern
—istrict of California.

A. OI .RATION OF T E KELIHOS ~OTNET

11.  As described above, Kelihos utiliz  Peer to Peer (P2P) connectivity.
Instead of utilizing a traditional Command and Con* >l (C2) server to control all of
the bots, control is distributed across the entire infection base. The P2P design
prevents Jaw enforcement from merely taking over ** - C2 server and gaining
immediate control of the entire botnet.

12.  Kelihosinfec computers a~ 1 divides them into two groups: “router
nodes” and “worker nodes.” Router nodes are so named based upon their ability to
route communications directly to both backend servers as well as other infected
peers. Router nodes are Kelihos infections that have publicly accessible IP

b

addresses. Router nodes are important to Kelihos as they permit direct aﬁ%.
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1. Overview Of Kelihos’s Spam Distribution

15. Based upon my training and experience, I know that spam email
messages distributed by botnets such as Kelihos are intended to facilitate various
activities, including the sale of grey market pharmaceuticals; the manipulation of
thinly-traded securities; the solicitation of fraudulent affiliate and “work from
home” schemes; and the distribution of malicious payloads, such as ransomware.
Spam emails directing the recipients to participal in all of these schemes have
been directed to Alaskan recipients.

16.  For example, Kelihos genera! : massive volumes of spam emails
directing recipients to web sites advertising the sale of branded pharmaceuticals.
Based upon my training and experience, I know that many of these branded
pharmaceuticals normally require prescriptions. Additionally, I know that the
pharmaceuticals are offer 1at or below market rates, indicating that they are likely
counterfeit.

17.  Kelihos also distributes high volumes of emails intended to manipulate
the value of thinly-traded securities, including so-called “penny stocks.” In these
messages, the recipi 1t is led to believe that a specific stock will soon trade at a
much higher valt  For example, one email | reviewed stated that it was an
“Advanced irading Alert Notice,” with a “hot pick that will gain 100%...” The email
urges recipients to “[alquire [a specific thinly-traded security] on March 1 and

receive 100% profit.” Another email stated “Don’t you crave to purchase a deal a!:

$0.07 and cash at $.21?! 200% gains simple. Get the stock: [...]. See, [. . .] cﬁﬁgt‘
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ask is ¢ °7, it’s 200% than “* > todays bid. On Monday they will announce big news
-d it sure spike to .21. Start burg [. . . ] quick.” B ause these emails target
stocks wh™ - g~ re¢ ""y’ experience very low trade volume, they are vulnerable to
pri - m:~“Hulation associated with small increases in trade volume.

18. Spamd ributed by Kelihos is also a primary vector for affiliate
recrui~" “nt scams commonly called “work from home.” In these messages, the
unwitting recipient is directed to an email address or website from which they can
receive more information about performing escrow or “private buyer” services. 1
have previously investigated these types of schemes and know them to principally
be vehicles to further money laundering. For example, in an escrow scheme,
individuals are instructed to receive and transfer funds in short time periods, often
1-3 days. The incoming funds are usually proceeds of other criminal schemes which
are then laundered through the unwitting recipient’s bank account. Due to the
short time period from which money is received and then resent, the victim often is
left responsible for the full amount laundered through their accounts after the
financial institution detects the fraud and ceases furth-— payment. These email
schemes are also evidence of larger wire fraud schemes, as they make . 1udulent
claims of profit and opportunity or sell fraudulent goods and drugs.

19.  Asdescribed in greater ¢ ail below, I know that Kelihos distributes
spam in at least two distinct ways. FBI personnel have observed Kelihos distribute
spam from infected computers directly. Kelihos can command infected computers to,

function, in essence, as mail servers and distribute spam to recipient email %—-
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records. Based upon my training and experience I know that it is common for
individuals operating botnets to conduct searches for their malware.

47. It 1is also common for criminals engaged in cybere . ne to utilize
nicknames, especially on the criminal forums on which they exchangeda . on
criminal techniques and offer products ¢ 1 services for sale. The use of nicknames
allows them to protect their true identity, while still allowing for the benefits of
na:and , roducti1 :og "*ion. While there are a large number of Internet forums
devoted to the exchs - -e of criminal services and techniques, many criminals will
use the same nickname on different forums. This is 1™ -ly due to ps tions of
¢ 7 'ty, as well as the reliance upon reputations tied to nicknames. In these
communities, actors are known principally by eitt -tF -giv 1-":kname, or an
email, jabber, or ICQ handle. Jabber and ICQ are “chat” applications. Th: e
reputations become important both in the exchange of data, and access to
marketplaces in which products and services are sold. LEVASHOV utilized
multiple nic’ 1ames, but the most common was “Severa” or “Peter Severa.”

48. Upon examination of many crir-*nal forum accounts in the name
“Severa,” I have noted that in the majority, the ICQ number 104967 has been
utilized since at least 2010. ICQ 1s a popular Internet instant message service in
which users are identified by unique numerical values, known as ICQ numbers.
Based upon my training and experience, I know that online monikers, such as ICQ

numbers, are rarely changed or transferred by online criminals. Therefc_ 3, I
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2) Phishing Mailing is the best! Always use it!!!

3) Spam is the t

57. Based on -

t! Always send this.

v trainir — and experience and the exchange between

Severa and this individual, I believe that Severa’s reference to “mailings for

installs” refers to the distribution of malware, including ransomware.

58.  The individual then asked Severa if he “send[s] out stocks or

pharma? does pricing change.” Severa immediately responc 1:

SEVERA:

Individual:

SE . JRA:

Individual:

SEVERA:

Individual:

S . RA:

Individual:

SEVERA:

legal offers?
stocks what do you mean?
pharma is 200 usd per 1 million emails

penny stocks..buy/sell

it’s PD
pump and dump
1 have .3 ‘| traders list

my price usually is 5% of trade
with 5-10k deposit

fair
5% by yahoo numbers
ok. good to know in advance

(PrevClose+Last -ice)/ 2 * Volume * 5%
i can move it good, just find the stock
and we need deposit

" subtract each day numbers, when it 0 i
stop

i've know some people in the marl . 20
g 1g "t stocks from time to time

k]
a th \ ]
we need the stock, if they can release news on -

it —it’s cool too
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Case No. 3:18-mj-00244-DMS

ATTACHM™>™ *

This warrant authorizes any law enforcement officer or individual actir _
under the direction and control of law enforcement to conduct an online operation
only against the TAR.GET COMPUTERS.

A computer is a TARGET COMPUTER if and only *“ the following condition
1s met with respect to that computer:

The computer is identified during the 14 day execution of ** is warrant : a
peer in the K "ihos botnet by virtue of its current or former ¢ 1unication with a
Kelihos-infected computer (including computers simulating a ™ -lihos infection)
maintained by a law enforcement officer or Crowdstrike and Shadow & ver, private
partners working under the direction and control of law enforcement

This Warrant does not authorize the physical entry by a law enforcement
officer into any home, busir s, or other literal physical space.

This Warrant only authoriz -5 conduct occurring within the United States.

ATR T8 2003
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ATI B

This warrant authorizes an online op - ‘a*’ n designed to (1) disrupt 1 2
Kelihos botnet and disable LEVASHOV’s ability to control the t ARGET
COMPUTERS, and (2) obtain evidence of the extent «“* EVASHOV’s cr/ "~ "
activity, to wit violations of Title 18, U—‘ted States Code, £ ‘tions 1030, 1343, and
2511, by gauging the size of the botnet.

This warrant authorizes only the distribution of an up”-*“ed peer 1'% and job
message to the TARC T COMPUTERS described in Attachment A, which are
intended to have only the following effects:

a. Causing the computers identified in Attachment A to cease Kelihos

activiti and communicate to a “sin’ - ole” server;

b. Permitting the sinkhole server to record the Internet "rotocol addre

and associated routing information of the computers identified in

" ttachment A so that the FBI can alert the proper Internet S ice
Providers of the existence of infected machines on their netwo * and to
monitor the effectiveness of the disruption effort;

C. Sending a filter list to the computers identified in Attachment A to

prevent those computers from communicating with router nod
associated with the Kelihos botnet command and control

infrastructure.
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This warrant only authorizes seizure of IP addresses and routing information
from target computers. No content may be captured or seized. No action is to be

taken that blocks a target computer from access to the Internet.
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ATTACTTTTNT A

This warrant aut* -~ 2s g -+ law enforcement officer or individual acting
under the direction and control of law enforcement to conduct an online operation
only against the TARGET COMPUTERS.

A computer is a TARGET COMPUT .. if and only if the followi- ~ condition
1s met with respect to that computer:

The computer is identified durir~ the 14 day execution of this warrant as a
peer in the Kelihos botnet by virtue of its cur. .nt or former communication with a
Kelihos-infected computer (including compu s simulating a Kelihos infection)
maintained by a law enforcement officer or Crowdstrike and Shadow Server, private
partners working under the di1 tion and control of law enforcement

This Warrant does not authorize the physical entry by a law enforcement
officer into any home, business, or other literal physical space.

This Warrant only authorizes conduct occurring within the United States.

R -
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