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GRU close access cyber
operation against OPCW
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Tuesday 10 April 2018

e Arrival from Moscow at Amsterdam Schiphol Airport
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Tuesday 10 April 2018

e Accompanied by embassy personnel
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Overview of Russian persons
e Diplomatic passports
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Dute of waue

“15704. 2017

Nt [ Autharity

MHII POCCHH
PDRUSMORENETS<<ALEKSEI<<<<<<<EELEEERE

r & € 4

1001355564RUS7707319M2204 1 78CE4CESEEEEETE

Name: Aleksei Sergeyvich MORENETS
Date of birth: 31-07-1977

Place of birth: Moermanskaya Oblast
Passport nr: 100135556

Role: Cyber operator
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(726 .07.1981
Mk

Name: Evgenii Mikhaylovich SEREBRIAKOV
(a.k.a. SEREBRYAKOV)

Date of birth: 26-07-1981

Place of birth: Kursk

Passport nr: 100135555

Role: cyber operator
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Name: Oleg Mikhaylovich SOTNIKOV
Date of birth: 24-08-1972

Place of birth: Ulyanovsk

Passport nr: 120018866

Role: HUMINT support

Unclassified / For Official Use Only



Alexey MININ
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<<<<<0l
1200175824 RUS 720527 3M2109309<<<<CELES C@Qﬂ

Name: Alexey Valeryevich MININ
Date of birth: 27-05-1972
Place of birth: Perm Oblast
Passport nr: 120017582

Role: HUMINT support
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Car rental agreement
Citroén C3, PF-934-R

Conteavtnurmor  MYB75a VERHUU . Fagina | van 2

Adies vestiiog
“estoack ( Fast

Pastcode [ pis

0.0 Sotniko
Podmoscown Strent 10 211
RUSS 1A RUSSIA

Russia

Talafoon 081768771588
verrlaren dat zip ean overeenkomst hebben gssloten tot huur en verhuur v

dres
Noam oM kow 081074255

Adrs Poumascown Strest 10 21 o0 "@opaco.n
Postsoce [ pAste Y 5 XIQTT (OEGOVaIrg SO

g Dbt o i 24081972
Tentoon Hquewa szt 3

o

) i 3 W OV EROKEATST hebban gasiarien Tec Duis i ol e S nE e s R, Sode de 9aolunds vecewsarden,

Adien burondds on gk b ye Goatuurdeila) mopen et vomit g besturen, mits 0 beat van e geik o bevs.

Extra Castuurce sl

Bestuurgor & Minin | 27081872

1
17 3Rt 2015 1130 yor tot 19 356l 20719 12,30 wur

estuerger 2 Minin , 27-08-71972

LD {NGIUR SVEreangukeman N3 e aanal £ar $SNILegens

r gopealdy gavelion s Muurder sanzpraeliy voor g vollodigs schads (is do Algemars Voorwaarden, artikel 13 en hagrissamachdming).

KORTIG  XOATING

Wie hauipancas, ks el 1000 Kilametens

metaravan & du

1k poroxirs KISMOme: 0.
/004

ik

2H97kkosten axel, btw ] 19tIur Tondar oD tank; 8,00

Hissrxem mecki ciaf biw an Brandetof

Stw-beden,

Huurkce Bdasiaf biw w exelugiol besdiof

26 st vaoetvktETie

ftug Mg HEh DENNGEn in
o, B, Cormmrkan, OG890, Findeid, Franes

Redeiland, Mooresegen. Oce: ., Pocrugal Sy
Varcrigd ke nkiik, 2aaden o Zuits

Lusee,
(. Couts % M

D D0G0CrIG BIVEE YN G0 hyurdutig stuurtar worgen de
do 20 w0 4o ?

I DesGTR M0 PUrsonsios ovors |20 sy ket
fusrecoromardonl onid kon Eu
Eazohikhnpateling wa dg DUt =oDiusn mike: ”n
waanit e (deniite an f of va cuss uni e hucede

o

: fiakcming

cuareankiraT

Hurgar QM Sotevcoy

1124-2018 1231

WROHRORC

& 3
e FECTemTias | L e I L
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Car rental agreement
Citroén C3, PF-934-R

ACCESSOIRES | INNAME / CHECK-IN
chack-out check-in - - 2
[] sehoon [ #= Cauk G=pt

autapapisen Ci
jradio (COfrome [
navigatie GO ¥ OND [
] hosdanaiank

1] amenne

T taiis £ goreoddsenap [
| wiatdoppanisigan [
(1] fizérvaband

DAMAGE:
YES/NO

L Hetvor add it ag & deta d tims ] Hel voertuig s zonder schade inganomen

Huurterveik - e soanvanden van 5 BOUAG Vechuurbadrnen. Huurde sarkisart
i ¢ AT VA1 Q00 FvTrEankamat Moo het vomtag Sons hitr

il e ZOAR| PR
Semen,

8 Qe
Pt MOt war G0 aNtvang
wer ke g van ale v

Indien a Aot i gowasat it 2 and o uheeft ) USF 6 ST ALVAR bt Unartilg, Can alan! it banen 2 uw ne
ontuanzat van het roeriuig te Mieldin san coize vestiing

CHECK OUT ey CHECK IN

Handteszning e nagn Duuder S 3 Hardtaksning

Bestuurder —

Handtekening en naam vethuurder
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Reconnaissance of OPCW and surroundings
e Photos taken on 11 April, found on MININ’s camera
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Reconnaissance of OPCW and surroundings
e Photo taken on 12 April, found on MININ’s camera
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Reconnaissance of OPCW and surroundings
e Photo taken on 13 April, found on MININ’s camera
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Situation map

e Location of rental vehicle
on Friday 13 April
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OPCW
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WiFi panel
antenna
-Smartphone == e (covered)
(4G) = |

-WiFi panel
antenna

Connected to:

Bag with
battery

Computer

Transformer

Specialist equipment in vehicle
e Setup for hacking WiFi connections

Unclassified / For Official Use Only




L)

Ll
I_
P—T

Victim

WiFi

Router

H
7

O

Panel

Antenna gz

= =

USB Smart Laptop

WiFi phone

use | | use | [ seral | | Power |

Computer in car

J

Power
Stabilizer
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WiFi panel antenna

e Hidden under coat
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Battery

e Power supply
for equipment

e Purchased in

The Hague

.

A6
yo-0a-2018 000004

L \TEN, MOTOREN & WATERSPORTARTIKELEN

4 €219.85
yERKoor PR 537
ex. Biv 2 €2, )12
0 - .6
Sontant €219

KONTANTBON: 624398

1

Arikel Omschrijving

GRO08100 53 Ah onderhoudsvrij
00443007 M MK-110PE A

g3

Bedrag

100,65
118,00

Unclassified / For Official Use Only
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Operational modus operandi
e Security awareness
e Tried to destroy smartphone during disruption operation
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Operational modus operandi
e Security awareness

e GRU intelligence officers took their trash out of their hotel
rooms
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Operational modus operandi
e Cash money: 20.000 Euro’s and 20.000 dollars
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09-04-2018

OPCW 07:09:46
09-04-2018
https://www.google.ru/maps/search/OPCW/@42.7111121,3.5078125,3z 07:09:46
09-04-2018
lOrganization for the Prohibition Chemical Weapos 07:10:16
09-04-2018
Organization for the Prohibition Chemical Weapos 07:10:16
09-04-2018
https://www.google.ru/maps/search/Organization+for+the+Prohibition+Chemical+Weapos/@42.7111121,3.5078125,3z 07:10:16
09-04-2018
lOrganisation for the Prohibition of Chemical Weapons 07:10:17
09-04-2018
Organisation for the Prohibition of Chemical Weapons 07:10:17

https://www.google.ru/maps/place/Organisation+for+the+Prohibition+of+Chemical+Weapons/@52.09096,4.2810983,17z/data=!3

09-04-2018

im1!4b1!4m5!3m4!1s0x47c5b0c7el5ee87f:0xfa7c7523f39a9e0c!8m2!3d52.09096!4d4.283287 07:10:17
09-04-2018

lOrganisation for the Prohibition of Chemical Weapons 07:10:27
09-04-2018

Organisation for the Prohibition of Chemical Weapons 07:10:27

https://www.google.ru/maps/place/Organisation+for+the+Prohibition+of+Chemical+Weapons/@52.090136,4.281903,17z/data=!4|

09-04-2018

M5!3m4!1s0x47c5b0c7el5ee87f:0xfa7c7523f39a9e0c!8m2!3d52.09096!4d4.283287 07:10:27
09-04-2018

lOrganisation for the Prohibition of Chemical Weapons 07:10:32
09-04-2018

lOrganisation for the Prohibition of Chemical Weapons 07:10:32

https://www.google.ru/maps/place/Organisation+for+the+Prohibition+of+Chemical+Weapons/@52.0900569,4.2822248,17z/data

09-04-2018

=14m5!3m4!1s0x47c5b0c7el15ee87f:0xfa7c7523f39a9e0c!8m2!3d52.09096!4d4.283287 07:10:32
09-04-2018
The Hague Marriott Hotel 07:10:39
09-04-2018
The Hague Marriott Hotel 07:10:39
09-04-2018
The Hague Marriott Hotel 07:10:39
09-04-2018
The Hague Marriott Hotel 07:10:39

https://www.google.ru/maps/place/The+Hague+Marriott+Hotel/@52.0900569,4.2822248,17z/data=!4m12!1m6!3m5!1s0x47c5b0d
7el5ee87f:0xfa7c7523f39a9e0c!2s0Organisation+for+the+Prohibition+of+Chemical+Weapons!8m2!3d52.09096!4d4.283287!3m4!1s
44 - R14 Q 4 Q

X ()2 ()X [/ 0 0

Online searches from SEREBRIAKOV's laptop

e Indicating interest in OPCW headquarters building and immediate surroundings

D9-04-2018
D7:10:39
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Additional specialist equipment
e Carried by SEREBRIAKOV

e Intended for hacking WiFi networks

R .
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™ unwirediabs
oPence'"d DATA STATS DOCS ENTERPRISE COMMUNITY  SIGM IN
oJ

The world's largest Open Database of Cell Towers

Locate devices without GPS, explore Mobile Operator coverage and more!

| Q Search 0 o 0 b Q >
2=
Saarch Call Towars 2
Mee, 250 - [
C &5 s Yoy La
HCT 53 z MNC: 20 s}
MHE LAC: 77613 o
e \ CID. 19787351 | g
LAC [mail | Ragwo Type. LIE o
CetID[ITETE Q Latiide 55725745
f TRy Longiude. 37574272
| Search Range: 1600 m
&) - 4 ety 9 o "*Cg,‘, )
S8 Created: 201608 F4T10:12:49.00C2 A el o Y
- Updatad 2017-01-28T0:18°52 0007 Pl
LI S0 RETER ERRE S
" “l WD AT DR e
o -_—
4 ¢ G.G5M
¢ P | coou
. j U NS
4 & s
P a® LLE
OV 4 ».)'
- o 2 & v |
N

Nim a ¥ o Ex. e : {
‘_—'WL-I 3‘\ o N 3 3 - . W
e 4 a e - - Lozl | Ummres Naps. OpsnSiesthon Conpbuoors

Sony Xperia F331
e Activated on 9 April, through cell tower in Moscow (GSM MCC: 250 MNC: 20

LAC: 27813 CID: 197679381)
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Moscow

e Nearest cell tower to known GRU barracks at Komsomolsky Prospekt 20,




McDonald's @

MaknoHanac

MORENETS' taxi receipt
e From Nesvizhskiy Pereulok to Moscow Sheremetyevo airport
e Date: 10 April 2018
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Rear entrance of GRU barracks
e Opening onto Nesvizhskiy Pereulok
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Previous operations: photo on SEREBRIAKOV's laptop
e 14 August 2016: Olympic Games in Brazil (picture above taken on 16.39, 14-08-
2016 with LG-K350ds)




L

Previous operations: WiFi connections made by

SEREBRIAKOV's laptop
e Grand Millenium Hotel (Kuala Lumpur, Malaysia) from 16 to 22 December 2017;
e Alpha Palmiers Hotel (Lausanne, Switzerland) from 20 to 22 September 2016;

e Palace Hotel (Lausanne, Switzerland) on 20 September 2016.

ame Manag Gateway Mac Location
etwork Name Type [First Connect |Last Connected led DNS Suffix Address Profile GUID (LAT/LON)
Wireles|2016-09-17 2016-09-17 Unchej<o t ¢y r ¢ v B |B4-E9-BO-C9- [7D30FD49-1E32-4618-8278- JAirport, Khimki,
Sheremetyevo Wi-Fi s 19:10:57 +00:00 [19:10:57 +00:00 Icked |y e r> 1E-40 AFF127C2F288} Russia
Wireles|2016-09-20 2016-09-20 Unche 00-90-0B-29- [FC1F8A2C-7959-4C0A- Lausanne,
LP_Public Is 20:17:39 +00:00 [20:29:12 +00:00 [cked [ausanne-palace.nef02-D7 AEOD-6ACAAA049420} Switserland
Wireles|2016-09-20 2016-09-22 Unche 00-1A-A2-9F- [7E6EC1D0-6B1A-467E- Lausanne,
Hotel Alpha-Palmiers s 21:26:51 +00:00 108:59:34 +00:00 [cked |monzoon.net OC-AE A81D-DFFFF2375E69} Switserland
Wireles|2017-12-16 2017-12-22 Unche 00-E2-BA-58- [64746B9B-1E16-4366-AE08- |[Kuala Lumpur,
GMKLhotel |3 3:21:01 +00:00 [12:39:21 +00:00 |cked [ocaldomain ED-FB 38596037B691} Malaysia
\Wireles|2018-04-10 2018-04-12 Unche |hotspot.internet-for- D0-BF-9C-3A- {2B8EO0FF-9942-4818-A5B9- Noordwijk,
Palace-Hotel-Guests s 2:58:44 +00:00 09:53:14 +00:00 |cked [guests.com 66-B5 BOFC6DB523D2} Netherlands
Wireles[2018-04-12 2018-04-13 Unchej<o t ¢y r ¢ t B 50-9A-4C-6A- [01E8FAC9-4419-4B38-80B9- [The Hague,
arriott GUEST S 19:08:00 +00:00 [14:12:52 +00:00 [cked |y e r> FO-E5 DAIFB896A5415 Netherlands
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VIS1ts. . - . . J&Og=&esrc=5&s0ur ce=web&cd

V'.lSitS. : 2 09 04-2018 07:006: 33 brarbe o b e b ar b Sl i '7'777'77'7'7'77 PP P RPIPRPDD PP
visits. : 09-04-2018 08:05:22,

visits. - = badmin/OPCw,/Fact_ Sheets/Russ1an/Fact Sheet_3_-_OPCw_Structure. pdf
visits. : -00g1e ru/ur17sa t&rct=]&g=&esrc=s&sour ce=weh&cd=1&ved=0ahUKEwi07-7wxazaahvsE
visits. : £ 09-04-2018 06:17:17,LABOR SPIEZ - SPIEZ LABORATORY,Q,LINK,,"d
visits. i - =nindex. htm, 09-04 - 2018 06:18:16,LABOR SPIEZ - SPIEZ LABORATORY
visits. : anindex. htm, 09-04-2018 06:20:00,LABOR SPIEZ - SPIEZ LABORATORY
visits. 13028, http Sl W swissinfa. ch/eng/safety- _assessment—-- _spiez- Waboratory aces-chemical-weapons-t
visits. 13029, https: //www. swissinfo. ch/eng/safety-assessment---_spiez-lahoratory-aces-chemical-weapons-
visits. 13271, http: //www. swissinfo. ch/eng/safety-assessment-- t
visits. 13272, https Slwww. swissinfo. ch/eng/safety-assessment- sp1e2—1aboratory—aces—chem1ca1—weapon -
visits. 13931, https:/Awww. swissinfo. chXenngafety—assessment— ;

visits. 13932, https:/fwww. Tabor-spiez. ch/enindex. htm, 09-04-2018 12 14:28, LABOR SPIEZ - SPIEZ LABORATORY

Austrasse, 3700 Spiez, LLBenuapus
09-04-2018 07:03:01

https:/ /www.google.ru/maps/place/Austrasse,+3700+Spiez,+%D0%A8%D0%B2%D0%B5%D0%B9%D1%
86%D0%B0%D1%80%D0%B8%D1%8F/@46.6931311,7.6467636,19.05z/data=14m5!3m4!1s0x478fadb1ff52
Dc9b:0xc55f8d818b681645!8m2!3d46.6913408!4d7.64324012?dcr=0 09-04-2018 07:03:01
https://www.google.ru/maps/place/Austrasse,+3700+Spiez,+%D0%A8%D0%B2%D0%B5%D0%B9%D1%
86%D0%B0%D1%80%D0%B8%D1%8F/@46.6931311,7.6467636,19.03z/data=14m5!3m4!1s0x478fadb1ff52
Dc9b:0xc55f8d818b681645!8m2!3d46.6913408!4d7.6432401?dcr=0 09-04-2018 07:03:01

https://www.google.ru/maps/@46.6931311,7.6467636,19.03z?dcr=0 I09-04-2018 07:03:07

09-04-2018 07:03:14

.google.ru/maps/search/hotels/@46.6931311,7.6467636,19.03z?dcr=0 09-04-2018 07:03:14

Target: Spiez Laboratory

e Train tickets to Bern

e Online searches for Spiez laboratory

e Google-maps print-outs of Russian diplomatic facilities in Bern
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Google Maps print-outs
eRussian diplomatic facilities in Bern and Geneva
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DNR: FCTDHXS D0

RESERVERNG
= RESERVATION
cv 1M interCityEzpress
> W ] ‘
-
7704 > BASEL 568 17/04 | fa:47 i
m ROKEN MET MIDDENGANG 02GANG 0ZRAAM
c' e Imus: EUR **"0.
- 8495830087650 IR DNR:FCTDHXS rer
! AADC
] Den Haag 13010 1127 CACASM 111

g Train tickets to Switzerland
Passaglersiijst: :
R e Departure from Utrecht for Bern via
Sotnikov Basel

Minin

Serebriakov e Planned date: 17 April 2018

Morenets
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