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UNITED STATES DISTRICT COURT
for the
District of Alaska

In the Matter of the Search of

(Rrivdly describe the property o be searched
or ideniif v person by name and addrass)

Casce No. 3:17-mj-00327-DMS

in RE Application for a Warrant Under Ruie 41 of the
Feaderal Rules of Criminal Procedure fo Disrupt the
Kelihos Botnet

- s

APPLICATION FOR A SEARCH WARRANT
[, a federal Ly enforcement officer or an attomey {or the government, request a scarch warrant and state under
penally of perjury that I have reason to believe that on the following person or property fidentify ihe person or desiribe i
proporiy to b searchad and give ils location):

See Attachment A, incorporated here by reference.

focated in the ~ Distretol  Alaska oy there is now coneealed fidenigy the

person or deseribe the propersy to be seized)
See Attachment B, incorporated here by reference,
The basis for the search under Fed, . Crim. P £1(¢) is (check vie or more):
Y( evidence of a crime;
21 contraband, fiuits of erime, or other items itlegally possessed;
71 property desigued for use, intended for use, or used in commitling a crime;
7 a person ta be arrested or a person who s unfawfully restrained,

The search is velated to o vielation of;

Code Section Offense Description
18 USC §§ 1030, 1343, and Fraud and related activity in connection with computers, wire fraud, and illegal
2611, wiretapping. :

The application is based on these facts:

See attached Affidavit in Support of Search Warmrant,

‘21/ Continaed on the attached sheet,

1 Delayed noticcof  days (ghve exact ending date [fmoge than 30 days:
under 18 U.S.C. § 51034, the basis of which is set for ittached sheet, o

prop

Applicant’s signatre

Sworn to before.me.and-signed - in-my-presence. . <

Hon, Deborah M, Smith, United States Magistrate vJ\:_@QéN

Printed nenng and iitle




Case No. 3:17-mj-00327-DMS

during this 30 day. time period is minimal, and the benefits of continuing to disrupt

the Kelihos botnet are significant, the government believes that the extended time

period for execution of this warrant is appropriate in this case.

SEARCH AUTHORIZATION REQUESTS

72, Accordingly, for each of the aforementioned reasons, it is respectfully

requested that this Court issue a search warrant authorizing the following:

a deployment of updated peer lists and job messages to the
TARGET COMPUTERS within 14 days from the date this
Court issues the requested warrant;

that the government may receive and review, at any time of day
ov night, within 14 days from the date the Court authorizes the
use of the specified interactive techniques, such IFP and routing
information that is subsequoently transmitted to a computer
controlled by the I'BL or its private partners working under the
direction and control of law enforcement;

that provision of a copy of the search warrant and receipt may,
in addition to any other methods allowed by law, be effectuated
by electronic delivery of true and accurate clectronic copies (e.g.,

‘Adobe PDF file) to any ovwners of affected computers by means of

internet publication. Thege affidavits are posted online, for
viewing by Kelihos victims and shaved with ISPs lor mitigation
purposes.
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ELLIOTYPE
Special Agent s e o
FPederal Burcau of Investigation

LT
L S

Page 36 of 37



Subscribed and sworn to befereme fe! G:P/Io‘n r@%
, 2017:

L

on July
KN

HON. DEBORAH M, SMITH
UNTTED STATES MAGISTRATE JUDGE
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