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UNITED STATES DISTRICT COURT
FOR THE MIDDLE DISTRICT OF PENNSYLVANIA

CASE NO. [ 9\ /ol(?/

o Cnihey”
UNITED STATES OF AMERICA
V.
| , | | FILED
MONEYGRAM INTERNATIONAL, INC., HARRISBURG.
Defendant. NOV 9 2012
;o MARY E. D'ANDR ., .o

Pa
DEFERRED PROSECUTION AGREEMENT 7‘/‘%’\

D‘e'fendant MONEYGRAM INTERNATIONAL, INC (the “Company™), by its |
undersigned representatives, pursuant to authority granted by the Company’s Board of Directors,
and the United States Department of Justice, Criminél Division, Asset Forfeiture and Money
Laundering Section and the United States Attorney’s Office for the Middle District of
Pennsylvania (collectively, the “Department”), enter into-this deferred prosecution agreement
(the “Agreement”). The terms and conditions of this Agreement are as follows:

Criminal Information and Acceptance of Responsibility

1. = The Company acknowledges and agrees that the Départment will file the attached
two count criminal Information in the United States District Court for the Middle District of
Pennsylvania charging the Company with knowingly and intentionally aiding and abetting wire
fraud, in violation of Title 18, United States Code, Sections 1343 and 2, and willfully failing to
implement an effective anti-money laundering program, in violation of Title 31, United 'S'tates
Code, Section 5318(h) and regulations issued thereunder. In 50 doing, the Company: (a)

knowingly waives its right to indictment on this charge, as well as all rights to a speedy trial
1
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‘pursuant to the Sixth Amendment to the United States Constitution, Title 18, United States Code,
Section 3161, and Federal Rule of Criminal Procedure 48(b); and (b) knowingly waives for
purposes of this Agreement and any charges by the United States arising out of the conduct
described in the attached Statement of Facts any objection with respect to venue and consents to
the filing of the Information, as provided under the terms of this Agreement, in the United States
District Court for the Middle District of Pennsylvania. |

2. The Company admits, accepts, and acknowledges that it is responsible for the acts
of its officers, directors, and employees as charged in the Information, and as set forth in the
Statement of Facts attached hereto as Attachment A and incorporated by reference into this
Agreement, and that the allegations described in the Information and the facts described in
Attachment A are true and accurate. Should the Department pursue the prosecution that is
deferred by this Agreement, the Company agrees thet it will neither contest the admissibility of
N nor contradict the Statement of Facts in any such proceeding, including any guilty plea or
sentencing proceeding. Neither this Agreement nor the criminal Information is a final
adjudication of the matters addressed in such documents.

Term of the Agreement

3. This Agreement is effective for a period beginning on the date on which the
Information is filed and ending five (5) years from that date (the “Term”). Hotvever, the
Company agrees that, in the event that the Department determines, in its sole discretion, that the
Company has knowingly violated any provision of this Agreerrtent, an extension or extensions of
the Term of the Agreerﬁent may be imposed by the Department, in its sole discretion, for up to a
total additional time period of one year, without ptejudice to the Department’s right to proceed as

provided in Paragraphs 16 through 19 below. Any extension of the Agreement extends all terms
2
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of this Agreement, including the terms of the monitorship in Attachment D, for an equivalent

period. Conversely, in the event the Department finds, in its sole discretion, that there exists a
change in circumstances sufficient to eliminate the need for the corporate compliance monitor in
Attachment D, and that the other provisions of this Agreement have been satisfied, the Term of

the Agreement may be terminated early.

Relevant Considerations

4. The Department enters into this Agreement based on the individual facts and
circumstances presented by this case and the Company. Among the facts considered were the
following: (a) the Compaﬁy’s remedial actions taken to date described in the Statement of Facts;
(b) the Company’s willingness to acknowledge and accept responsibility for its actions; (c) the
Combaﬁy’s commitment to continue to enhance its anti-fraud and anti-money laundering
programs, including implementing and complying with the Enhanced Compliance Undertaking
in Attachment C; _(d) the Company’s agreement to continue to cooperate with the Department in
any ongoing investigation of the conduct of the Company and its officers, directors, empléyees,
agents, agent employees and consultants relating to 'fraud, money laundering, and the failure to
have an effective anti-money laundering program as provided in Paragraph 5 below; and (e) the
Company’s willingness to settle any and all civil and criminal claims currently held by the
Department for any act within the scope of Statement of Facts.

Cooperation

5. The Company shall continue to cooperate fully with the Department in any and all
matters relating to fraud-induced money transfers, money laundering, and its anti—money
laundéring program, subject to applicable laws and regulations. At the request of the

Department, the Company shall also cooperate fully with other domestic or foreign law
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enforcement authorities and agencies, in any investigation of the Company or any ofits present
and former officers, directors, employees, agents, agent employees and corsultants, or any other

party, in any and all matters relating to fraud-induced money transfers, money laundering, and its
anti-money laundering program. The Compansl agrees that its cooperation shall include, but is

* not limited to, the following: |

a. The Company shall truthfully disclose all factual information not
protected by a valid claim of attorney-client privilege or work product doctrine with respect to its
activities and those of its present and former directors, officers, employees, agents, agent
employees and consultants concerning all matters related to fraud-inducea money {ransfers,
money laundering, and its anti-money laundering program about which the Company has any
knowledge or about which the Department may inquire. This obligation of truthful disclosure

» includes the obligation of the Company to provide to the Department, upon request, any
document, record or other tangiblg evidence relating to fraud-induced money transfers, money
iaundering, and its anti-money laundering program about which the Department may inquire of
the Company.

b. Upon request of the Department, with respect to any issue relevant to its
investigation of fraud-induced money transfers, money laundering, and its anti-money laundering
program, the Cofnpany shall designate knowledgeable employees, agents or attorneys to provide
the Department the information and materials described in Paragraph 5(a) above on behalf of the
Company. It is further understood that the Company must at all times provide complete, truthful,
and accurate information.

c. | With respect to any issue relevant to the Department’s investigation of

fraud-induced money transfers, money laundering, and its anti-money laundering program, the
4
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Company shall use its best efforts to make available for interview or testimony, as requested by
the Department, present or former officers, directors, employees, agents, agent employees and
consultants of the Company. This obligation includes, but is not limited to, sworn testimony
before a federal grand jury or in federal trials, as well as interviews with .federal law enforcement
and regulatory authorities. Cooperation under this Paragraph shall include identification of h
witnesses who, to the knowledge of the Company, rﬁay have material information regarding the
matters under investigation.

d. With respect to any information, testimony, documents, records or other
tangible evidence provided to the Department pursuanf to this Agreement, the Company consents
to any and all disclosures, subject to applicable laws and regulations, to other governmental
| authorities, including United States authorities and those of a foreign government, of such
materials as the Department, in its sole discretion, shall deem appropriate.

Forfeiture Amount

6. As aresult of MoneyGram’s conduct, including the conduct set forth in the
Statement of Facts, the parties agree that the Department could institute a civil and/or criminal
forfeiture action against certain funds held by MoneyGram and that such funds would be
forfeitable pursuant to Title 18, United States Code, Seqtions 981 and 982 and Title 28, United
States Code, Section 2461(c). MoneyGram hereby acknowledges that at least $100,000,000 was
involved in the fraud schemes described in the Statement of Facts, and that such conduct violated
Title 18, United States Code, Section 1343. In lieu of a forfeiture resulting from a criminal
proceeding, MoneyGram hereby agrees to péy to the Department the sum of $100,000,000 (the
“Forfeiture Amount”). MoneyGram hereby agrees that the funds paid by MoneyGram pursuant

to this Agreement shall be considered substitute res for the purpose of forfeiture to the
5
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Department pursuant to Title 18, United States Code, Secﬁons 981, 982 or Title 28, United
States Code, Section 2461(c), and MoneyGram releases any and all claims it may have to such
funds. MoneyGram shall pay the Department the sum of $65,000,000 plus any associated
transfer fees within five (5) business days of the date this Agreement is signed, pursuant to
payment instructions as directed by the Department in its sole discretion. MoneyGram shall pay
the Department the remaining sum of $35,000,000 plus any associated transfer fees within ninety
(90) business days of the date this Agreement is signed, pursuant to payment instructions as
directed by the Department in its sole discretion.

| 7. It is the intent of the Department that the forfeited funds will be restored to the
victims of the fraud described in the Statement of Facts pursuant to 18 U.S.C. § 981(e)(6), under
the Petition for Remission and/or Mitigation procedures of the United States Department of
Justice or any other manner within the United States Attorney Generél’s discretion.

Conditional Release from Liability

8. In return for the full and truthful cooperation of the Company, and its compliance
with the other terms and conditions of this Agreement, the Department agrees, subject to
Paragraphs 16 through 19 below, not to use any information related to fhe conduct described in
the attached Statement of Facts against the Company in any criminal or civil case, except: (a) in
a prosecution for perjury or obstruction of justice; or (b) in a prosecution for making a false
statement. In addition, the Department agrees, except as provided herein, that it will not brihg
any criminal case against the Company or any of its wholly owned or controlled subsidiaries
related to the conduct of present and former officers, directors, employees, agents, agent

employees and consultants, as described in the attached Statement of Facts, or relating to
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information that the Company disclosed to the Department prior to the date on which this
Agreement was signed.

a. This Paragraph does not provide any protection against prosecution for
- any future involvement in fraud-induced money transfers, money laundering, or failing to
maintain an effective anti-money laundering program by the Company.

b. In addition, this Paragraph does not provide any protection against
prosecution of vany present or former officers, directors, employees, agents, agent employees and
consultants of the Company for any violations committed by them.

Enhanced Compliance Undertaking

9. The Company represents that, in addition to the enhancements it has already made
to iis anti-fraud and anti-money laundering programs as described in the Statement of Facts, the
Company has or will also undertake, at a minimum, the enhanced compliance obligations
described in Attachment C, which is incorporated by reference into this agreement, for the
duration of this Agreement. |

Corporate Compliance Monitor

10.  Within sixty (60) calendar days of the filing of the Agreement and the
accompanying Information, or promptly after the Department’s selection pursuant to Paragraph
11 below, the Company agrees to retain an independent compliance monitor (the “Monitor”) for
the term specified in Paragraph 13. The Monitor’s duties and authority, and the oﬁligations of
the Company with respect to the Monitor and the Department, are set forth in Attachment D,
which is incorporated by reference into this agreement. Within thirty (30) calendar days after the
execution of this Agreement, and after consultation with the Department, the Company will

propose to the Department a pool of three qualified candidates to serve as the Monitor. If the
7
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Department, in its sole discretion, is not satisfied with the candidates proposed, thé Depaftment
reserves the right to seek additional nominations from the Company. The Monitor candidates
shall have, at a minimum, the following qualifications:

a. demonstrated expertise with respect to the Bank‘ Secrepy Act and federal
anti-money laundering laws and regulations;

b.. expertise reviewing corporate corﬁpliance policies, pfocedures and internal
coﬁtrols, including compliance with the Bank Secrecy Act and federal anti-money laundering
laws and regulations;

c. the ability to access and deploy resources as necessary to discharge the
Monitor’s duties as described in the Agreement; and |

d. sufficient independence from the Company to ensure effective and
impartial performance of the Monitor’s duties as described in the Agreement.

11. 'fhe Department retains the right, in its sole discretion, to choose the Monitof
from among the candidates proposed by the Company, though the Company may express its
preference(s) among the candidates. In the event the Department rejects all proposed Mon.itors,
the Company shall propose another candidate within ten (10) calendar days after receiving notice
of the rejection. This process shall continue until a Monitor acceptable to bofh parties is chosen.
If the Monitor resigns or is otherwise unable to fulfill his or her obligations as set out herein and
Attachment D, the Company shall within sixty (60) calendar days recommend a pool of three
qualified Monitor candidates from which the Department will choose a replacement.

12.  The Company agrees that it will not employ or be affiliated with the Monitor for a

period of not less than one year from the date on which the Monitor’s term expires.
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13.  The Monitor’s term shall be five (5) years from the date on which the Monitor is

retained by the Company, subject to extension or early termination as described in Paragraph 3.

Deferred Prosecution

14. Ix; consideration of: (a) the past aﬁd future cooperation of the Company
described in Paragraphs 5 above; (b) the Company’s forfeiture of $100,000,000; (c) the
Company’s implementation and maintenaﬁoe of remedial measures described in the Statement of
Facts; and (d) the Company’s enhanced compliance undertaking described in Attachment C, the
Department agrees that any prosecution of the Company for the conduct set forth in the attached
Statement of Facts, a'nd for the conduct that the Company disclosed to the Department prior to
the signing of this Agreement, be and hereby is deferred for the Term of this Agreement.

15.  The Department further agrees that if the Company fully.complies with all of its
obligations under this Agreement, the bepartment will not continue the criminal prosecution
against the Company described in Paragraph 1 and, at the conclusion of the Term, this
Agreement shall expire. Within thirty (30) days of the Agreement’s expiration, the Department
shall seek dismissal with prejudice of the criminal Information filed against the Company
described in Paragraph 1.

Breach of the Agreement

16.  If, during the Term of this Agreement, the Depar.‘lcment determines, in its sole
discretion, that the Company has (a) committed any felony under U.S. federal law subsequent to
the s’igning of this Agreement, (b) at any time provided in connection with this Agreement
deliberately false, incomplete, or misleading information, or (c) otherwise breached the
Agreement, the Company shall thereafter be subject to prosecution for any federal criminal

- violation of which the Department has knowledge, including the charges in the Information
| 9
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described in Péragraph 1, which may be pursued by the Department in the U.S. District Court for
the Middle District of Pennsylvania or any other appropriate venue. Any such prosecution may
be premised on information provided by the Company. Any such prosecution that is not time-
barred by the applicable statute of limitations on the date of the signing of thié Agreemenf may
be commenced against the Company notwithstanding the expiration of the statute of limitatiéns
between the signing of this Agreement and the expiratioﬁ of the Term plus one year. Thus, by
signing this Agreement, the Company agrees that the statute of limitations with respect to any
such prosecution that is not time-barred on the date of the signing of this Agreement shall be
tolled for the Term plus one year.

17. | In the event that the Department determines that the Company has breached this
Agreement, the Department agrees to provide the Company with written notice of such breach
prior to instituting any prosecution resulting from such breach. The Company shall, within thirty
(30) days of receipt of such notice, have the opportunity to respond to the Department in writi_ﬁg
to explain the nature and circumstances of such breach, as well as the actions the Company has
taken to address and remediate the situation, which explanation the Department shall consider in -
determining whether to institute a prosecution.

18.  Inthe event that the Department determines that the Company has breached this
Agreement: (a) all statements made by or on behalf of the Company to the Department or to the
Court, including the attached Statement of Facts, and any testimony given by the Company
before a grand jury, a court, or any tribunal, or at any legislative hearings, whether prior or

" subsequent to this Agreement, and any leads derived from .suéh statements or testimony, shall be
admissible in evidence in any and all criminal proceedings brought by the Department against

the Company; and (b) the Company shall not assert any claim under the United States
10
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Constitution, Rule 11(f) of the Federal Rules of Criminal Procedure, Rule 410 Qf the Federal
. Rules of Evidence, or any other federal rule that statements made by or on behalf of the
Company prior or subsequent to this Agreement, or any leads derived therefrom, should be
suppressed. The decision whether conduct or statements of any current director or employee, or
any person acting on behalf of, or at the direction of, the Company will be imputed to the
Company for the purpose of determining whether the Company has violated any provision of this
Agreement shall be in the sole discretion of the Department.

| 19. The Company acknowledges that the Department has made no representations,
assurances, or promises concerning what sentence may be imposed by the Court if the Company |
breaches this Agreement and this matter proceeds to judgment. The Company further
acknowledges that any such sentence is solely within the discretion of the Court and that nothing
in this Agreement binds or restricts the Court in the exercise of such discretion.

Sale or Merger of Company

20.  The Company agrees that in the event it sells, merges, or transfers all or
substantially all of its business operations as they exist as of the date of this Agreement, whether
such sale is structured as a sale, asset sale, merger, or transfer, it shall include in any contract for
sale, merger, or trénsfer a provision binding the purchaser, or any successor in interest thereto, to
the obligations described in this Agreement.

Public Statements by Company

21.  The Company expressly agrees that it shall not, through present or future
attorneys, officers, directors, employees, agents or any other person authorized to speak for the
Company make any public statement, in'litigation or otherwise, contradicting the acceptance of

responsibility by the Company set forth above or the facts described in the attached Statement of
11
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. Facts. Any such con:cradictory statement shall, subject to cure rights of the Company described
bélow, constitﬁte a breach of this Agreement and Company thereafter shall Be subject to
prosecutibn as set forth in Paragraphs 1 and 2 of this Agreement. The decision whether any
public statement by any such person contradicting a fact contained in the Statement of Facts will
be imputed to the Company for the purpose of determining whether it has breachea this

" Agreement shall be at the sole discretion of the Departmént.' If the Dep'artr.nent determines that a
public statement by any such person contradicts in whole or in part a statemeht contained in the
Staterﬁent of Facts, the Department shall so notify the Company, and the Company may avoid a
breach of this Agreemeﬁt by pub’licly repudiating such statement(s) within five (5) business days
after notification. The Company shall be permitted to raise defenses and to assert affirmative
claims in other proceedings relating to the matters set forth in the Statement of Facts provided
that such defenses and claims do not contradict, in whole or in part, a statement contained in the
Statement of Facts. This Paragraph does not apply to any statement made by any present or
former officer, director, employee, or agent of the Company in the course of any criminal,
regulatory, or civil case initiated against such individual, unless such individual is speaking on
behalf of the Company.

22.  The Company agrees that if it, or any of its direct or indirect subsidiaries or
affiliates issues a press release or holds any press conference in connection with this Agreement,
the Company shall first consult the Department to determine (a) whether the text of the release or
proposed statements at the press conference are true and accurate With respect to matters between
the Department and"the Company; and (b) whether the Dep'artment has no objection to the

release.

12
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23. - The Department agrees, if requested to do so, to bring to the attention of
governmental and other debarm_ent authorities the facts and circumstances relating to the nature
of the conduct underlying this Agreement, including the nature and quality of the Company’s
cooperation and remediation. By agreeing to ptovide this information to debarment authorities,
the Department is not agreeing to advocate on behalf of the Company, but rather is agreeing to
provide facts to be evaluated independently by the debarment authorities.

Limitations on Binding Effect of Agreement

24.  This Agreement is binding oﬁ the Company and the Department but specifically
does not bind any other federal agencies, or any state, local or foreign law enforcement or
regulatory agencies, or any other authorities, although the Department will bring the cooperation
of the Company and ité compliance with its other ob]igationé under this Agreement to the
attention of such agencies and authorities if requested to do so by the Company.

Complete Agreement

25.  This Agreement sets forth all the terms of the agreement between the Company
and the Depértment. No amendments, modifications or additions to this Agreement shall be
valid unless they are in writing and signed by the Department, the attorneys for the Company and

a duly authorized representative of the Company.

13
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FOR MONEYGRAMINTERNATIONAL, INC::

I‘dmolall Pdislc,y )
Chairman and Chief Bxecutive Officer
MoheyGrim International, Yng,

A 2’Z»—*

Jobn K. Villa R
David M. Zinn
Williding & Cotinolly LLP

Date: [{~ ¥ = def b By:

14
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FOR THE DEPARTMENT OF JUSTICE:

PETER J. SMITH
UNITED STATES ATTORNEY
Middle District of Pennsylvania

Date:_44[7/12 | BY: K M M

Kim D. Daniel Y
Assistant United States Attorney

JAIKUMAR RAMASWAMY
Chief, Asset Forfeiture and

Money Laundering Section
Criminal Division
United States Department of Justice

—=—
Ao S —
taig M. -Amm

Trial Attorney
Asset Forfeiture and Money Laundering Section

Date: | / %5( [ BY:

15
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COMPANY OFFICER’S CERTIFICATE

I have read this Agreement and carefully reviewed every part of it with outside counsel
for MONEYGRAM INTERNATIONAL, INC. (the “Company™). 1 understand the terms of this
Agreement and voluntarily agree, on béhalf of the Company, to each of its terms. Befors signing
this Agreement, I cqnsultéd outside counsel forthe Company. Counsel fully advised me of the
rigﬁts of the Company, of possible defenses, and of the consequenées of entering into this
Agreement.

[ have carefully reviewed the terms of this Agreement with the Board of Directors of the
Company. I have advised and caused outside counsel for the Company to advise the Board of
Directors fully of the rights éf the Company, of possible defenses, and of the coﬁsequences ‘of
entering into the Agreement.

No promises or inducsments have been made other than tﬁose contained in this
Agreement. Furthermore, no' one has threatened or forced me, or to my knowledge any person
authorizing this Agreement on behalf of the Company, in any way to enter into this Agreement,
I am also satisfied with outside counsel’s representation in this matter. I certify that1am the
Chairman and Chief Executive Officer for the Company and that I have been duly authorizéd by

the Company to execute this Agreement on behalf of the Company.

Date?}?{)_{/’, g/ ,2012

MONEYGRAM INTERNATIONAL, INC.

Pamela H. Patsley '

Chairman and Chief Executive ()f-‘ﬁﬁ’fz/

MoneyGram Internaticnal, Inc.
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CERTIFICATE OF COUNSEL

I am counsel for MONEYGRAM INTERNATIONAL, INC., (the “Company”) in the
matter covered by this Agreement. In connection with such representation, I have examined
relevant Company documents and have discussed the terms of this Agfeement with the Company
Board of Directors. Based on our review of the foregoing materials and discussions, I am of the
opinion that the representative of the Company has beén duly authorized to enter into this
Agreement on behalf of the Company and that this Agreement has been duly and validly
authorized, executed, and delivered on behalf of the Company and is a valid and binding
obligation of the Company. Further, ] have carefully reviewed the terms of this Agreement with'
the Board of Directors and the Chairman al;d Chief Executive Officer of the Company. 1 have
fully advised them of the rights of the Company, of possible defenses, and of the consequences
of entering into this Agreement. To my knowledge, the decision of the Company to enter into
this Agreement, based on the authorization of the Board of Director;, is an informed and

voluntary one.

Date: /Vovemior § 2012

By: ?&Q S @"

John K. Villa

David M. Zinn

Williams & Connolly LLP

Counsel for MoneyGram International, Inc.
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FILED
HARRISBURG, PA

ATTACHMENTA ~ NOV 8 2012
STATEMENT OF FACTS MARY E. D'ANDREA, CLERK

i

. The following Statement of Facts is incorporated by reference as part B&fhe-Deferred T
Prosecution Agreement (the “Agreement”) between the United States Department of J usu‘&Lce
Criminal Division, Asset Forfeiture and Money Laundering Section and the United States
Attorney’s Office for the Middle District of Pennsylvania (collectively, the “Department™)
and MoneyGram International, Inc. (“MoneyGram™). MoneyGram hereby agrees and
stipulates that the following information is true and accurate. MoneyGram admits, accepts,
and acknowledges that it is responsible for the acts of its officers, directors, and employees as
set forth below. If this matter were to proceed to trial, the United States would prove beyond
a reasonable doubt, by admissible evidence, the facts alleged below. This evidence would
establish the following:

. MoneyGram is a publicly traded, global money services business (“MSB”), incorporated
under the laws of Delaware, and headquartered in Dallas, Texas. MoneyGram provides a
service that enables customers to transfer money to various locations in the United States and
around the world. MoneyGram operates worldwide through a network of approximately
275,000 locations in 190 countries.

. “MoneyGram Outlets” or “Outlets” are independently owned entities that are contractually
authorized to transfer money through MoneyGram’s money transfer system. Typically,
MoneyGram Outlets are businesses that primarily provide other types of goods and serv1ces
and also offer money transfers through MoneyGram.

. “MoneyGram Agents” or “Agents” are individuals or entities that own and/or operate
MoneyGram Outlets. MoneyGram Agents receive a commission from MoneyGram on
transactions processed at their Outlets. MoneyGram Agents are independent contractors, not
MoneyGram employees. MoneyGram has the legal right to terminate an Agent for a variety
of reasons, including suspected involvement in fraud or money laundering.

. “Perpetrators” were individuals that created schemes to defraud the public using
MoneyGram’s money transfer system. These Perpetrators included, among other people,
certain MoneyGram Agents.

. The “MoneyGram Call Center” or “Call Center” is located in or around Lakewood,
Colorado. Among other responsibilities, the Call Center fields complaints of MoneyGram
customers from around the world who report they were the victims of fraud. These
complaints, known as “Consumer Fraud Reports,” are typically filed by the customer within
a few days of the fraudulent transaction. The Consumer Fraud Report lists the name and
address of the customer who was allegedly victimized, the send amount, the date of the
transfer, the intended recipient, and a description from the customer of how they believe they
were defrauded. The Call Center then forwards the Consumer Fraud Report data to
MoneyGram’s Fraud Department for investigation.
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MoneyGram’s Money Transfer System

To send money using MoneyGram’s money transfer system, customers go to a MoneyGram
Outlet and complete a “send” form designating the name of the recipient and the state or
province and country where the money is to be sent. The MoneyGram Agent is required to
enter the information from the send form along with the transfer amount into a transaction
database established and maintained by MoneyGram as part of its central electronic network
in or around Minneapolis, Minnesota. MoneyGram charges a fee based on the transfer
amount and the destination location. Customers then give the MoneyGram Agent cash to
cover the transfer amount and the MoneyGram fee. Customers are given an eight-digit
MoneyGram reference number for the transaction.

To receive a money transfer, MoneyGram requires the payee to physically appear at a
MoneyGram Outlet and complete a handwritten application known as a “receive” form. On
the receive form, MoneyGram requires the payee to list his or her name, address and
telephone number; the name, city, state or province of the sender; and the expected transfer
amount. The MoneyGram Agent then queries MoneyGram’s transaction database to find the
money transfer intended for the payee. For all money transfers in amounts equal to or greater
than $900, MoneyGram requires the payee to present a valid identification document for

~ examination by the MoneyGram Agent. MoneyGram then requires the MoneyGram Agent

10.

to enter the payee’s name, address, telephone number, and identification document serial
number into its transaction database. Depending on the MoneyGram Outlet, the payee will
receive the money in cash or in the form of a MoneyGram transfer check or money order.

Money transferred between two individuals using MoneyGram’s money transfer system is
never actually physically transported from the sender to the receiver. Rather, the details from
the send transaction are recorded in MoneyGram’s transaction database. The sending Agent
is then responsible for depositing the cash it received from the customer into its bank account
by the next business day. MoneyGram then removes the transfer amount plus the
MoneyGram fee from the Agent’s bank account typically on the second business day after
the transaction. Even though the customer’s money does not reach MoneyGram’s account
for at least two business days, MoneyGram makes the funds available to the payee as soon as
ten minutes after the initial transaction based on the information it has in its transaction
database. Depending on the contractual agreement between the payout Agent and
MoneyGram, the Agent pays the payee with cash on hand or issues the payee a MoneyGram
transfer check or money order. MoneyGram then adds money to the payout Agent’s bank
account for the money paid to the payee. At all times before the payee receives cash from
the MoneyGram Agent or cashes the MoneyGram transfer check, MoneyGram has the ability
to refuse to conduct a transaction, reverse a transaction, or stop payment on the MoneyGram
transfer check at its discretion.

The Fraud Scheme Operated through MoneyGram’s Moneyv Transfer System

From as éarly as 2003, and continuing into 2009, MoneyGram, through the Consumer Fraud
Reports and other data its Fraud Department collected, knew that specific MoneyGram
Agents were involved in a fraud scherhe that relied on a variety of false promises and other

2
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representations to the public in order to trick unsuspecting victims into sending money
through participating MoneyGram Agents and MoneyGram Outlets. The victims’ money
would then be taken by the Perpetrators and none of the false promises or representations
were fulfilled. Specifically, victims were contacted by phone, U.S. mail, interstate courier, or
the Internet, and were fraudulently induced to send money to the Perpetrators. The fraud was
committed by, among other things:

a. Falsely promising victims they would receive large cash prizes, lottery winnings,
fictitious loans, or other payments;

b. Falsely offering various high-ticket items for sale over the Internet at deeply
discounted prices;

" c. Falsely promising employment opportunities as “secret shoppers who would be paid
to evaluate retail stores; or

d. Placing a distressed phone call falsely posing as the victim’s relative and claiming to
be in trouble and in urgent need of money.

The Perpetrators then falsely represented that in order to receive the item the victims were
promised, the victims needed to give the Perpetrators some money in advance. For example,
in situations where the victims were promised cash prizes or lottery winnings, the victims
were told they had to pay taxes, customs’ duties, or processing fees up front. The victims
were then directed to send the advance payments to fictitious payees using MoneyGram’s
money transfer system.

After the victims completed the money transfer, they were instructed to contact the
Perpetrators to give them the MoneyGram reference number for the transaction. The
Perpetrators then brought the victims’ MoneyGram reference number to participating
MoneyGram Agents to remove the victims’ money from the MoneyGram money transfer
system.

The MoneyGram Agents knowingly entered false addresses, telephone numbers, and
personal identification document information for these transactions into the MoneyGram
database. In doing so, the MoneyGram Agents concealed the true identities of the
Perpetrators, as well as their ownership and control of the fraudulently obtained funds. The
MoneyGram Agents then gave thé Perpetrators the victims’ money, after subtracting their
own fees for completing the fraudulent transaction.

At no time were the victims provided with what they were falsely promised by the
Perpetrators.
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MoneyGram Knew Its Agents Were Involved in the Fraud Scheme

15. From in or about 2004 through 2009, MoneyGram customers filed approximately 63,814
Consumer Fraud Reports involving transfers paid out at MoneyGram Outlets in the United
States and Canada totaling approximately $128,445,411 in losses to victims. The victims
who generated the vast majority of these Consumer Fraud Reports described losing money
through the scheme outlined above. The total scope of the fraud scheme, however, is more
expansive because not every victim of the fraud scheme reported the fraud to MoneyGram.

16. As early as 2003, MoneyGram’s Fraud Department was compiling the Consumer Fraud
Report data in an electronic fraud database that detailed the number of fraud complaints for
each MoneyGram Agent. Within MoneyGram, the Fraud Department recommended to
senior management that numerous specific MoneyGram Agents and Outlets be terminated
for fraud due to the high number of Consumer Fraud Reports generated.

17. Despite these recommendations, MoneyGram’s former senior management refused to allow
its Fraud Department to terminate an Agent or close an Outlet for fraud without approval
from executives on the sales side of the business. As a result, the Fraud Department’s
termination recommendations were rarely accepted. For example, in March 2007, the Fraud
Department — after receiving a Civil Investigative Demand from the Federal Trade
Commission regarding consumer fraud in Canada — recommended that MoneyGram
immediately close 32 specific MoneyGram Outlets in Canada that had high levels of reported
fraud. These Outlets were described by MoneyGram’s Senior Director of Anti-Money
Laundering as “the worst of the worst” and “beyond anyone’s ability to doubt that the agent
had knowledge and involvement.” On April 20, 2007, a meeting was held to discuss the
closure of these Outlets. In attendance at the meeting were MoneyGram officers at the senior
and executive vice-president level. Ultimately, these officers rejected the Fraud
Department’s recommendation and did not close any of the 32 Outlets. Following this
decision, MoneyGram continued to receive complaints from its customers indicating these
MoneyGram Outlets were still involved in fraud. Nevertheless, MoneyGram continued to
process transactions from the Outlets that they knew were involved in fraud.

MoneyGram Assisted and Profited from the Fraud Scheme

18. Despite its knowing that specific MoneyGram Agents were involved in the fraud scheme,
MoneyGram continued to process fraudulent transactions through these Agents.
MoneyGram’s processing of these fraudulent transactions was critical to the success of the
fraud scheme because the Perpetrators relied on MoneyGram’s money transfer system to
receive the victims’ money.

19. MoneyGram’s Fraud Department attempted to implement policies that would require the
' termination of a MoneyGram Agent or Outlet if the Agent or Outlet had a certain number of
Consumer Fraud Reports. These policies were repeatedly rejected by the sales side of the
~ business. For example, in March 2007, MoneyGram’s Fraud Department recommended that
MoneyGram terminate any Agent that had 15 Consumer Fraud Reports in three months, 20
Consumer Fraud Reports in six months, or 40 Consumer Fraud Reports in one year. This
policy was never approved by sales and therefore never implemented.
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Subsequently, in or about November 2008, sales finally approved a termination policy.
Under the approved policy, MoneyGram would terminate any Agent that had Consumer
Fraud Reports greater than one percent of all MoneyGram’s Consumei Fraud Reports
worldwide. In 2008, there were approximately 27,000 Consumer Fraud Reports filed

~ worldwide. Thus, MoneyGram’s policy meant an Agent would not be terminated for fraud

21.

22.

23.

unless the Agent incurred at least 270 Consumer Fraud Reports in one year — nearly seven
times as many Consumer Fraud Reports as under the March 2007 proposed policy. Even thlS
weaker policy was never consistently enforced prior to April 2009.

As a result of MoneyGram’s failure to implement a termination policy, MoneyGram Agents
complicit in the fraud were permitted to stay open for longer periods of time and the
fraudulent activity skyrocketed. In 2004, victimized MoneyGram customers in the United
States and Canada filed approximately 1,575 Consumer Fraud Reports. For 2008, that
number jumped over ten fold, to approximately 19,614 reported frauds.

MoneyGram also actively assisted certain Agents engaged in fraud by increasing the number
of transactions these Agents could process each day, granting these Agents additional
MoneyGram Outlets from which to operate, and increasing their compensation.

One example was MoneyGram Agent James Ugoh. Ugoh came to own and/or control 12
MoneyGram outlets in Toronto, Canada. For years, Ugoh’s Outlets were recognized by
MoneyGram’s Fraud Department as some of MoneyGram’s top fraud Outlets. The following
timeline details Ugoh’s relationship with MoneyGram: v

Dec. 2001 Ugoh becomes a MoneyGram Agent and opens an Outlet called “Money

Spot.”
Aug. 2004 ‘MoneyGram’s Manager of the Fraud and Compliance Departments

recognizes that Ugoh’s Money Spot has an “unusually high” number of
fraud complaints. Nevertheless, that same month, MoneyGram authorizes
Ugoh to open two additional outlets, “Money Spot 2” and “Money Spot
3.”

Mar. 2005 MoneyGram authorizes Ugoh to open another outlet, “Money Spot 4.” By
this time, there have been 66 Consumer Fraud Reports filed that involve
Ugoh’s other Outlets, totaling $250,463 in losses to victims.

June 2005 MoneyGram sponsors a party in Ugoh’s honor in recognition of his work
for MoneyGram. The MoneyGram name is on the invitation. At this
point, 96 Consumer Fraud Reports have been filed totaling $348,310 in
losses to victims.

Feb. 2006 MoneyGram’s Fraud Department identifies Money Spot, Money Spot 2,
and N&E Associates (run by Ugoh but in his wife’s name) as leading
fraud Outlets.
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" June 2006

July 2006

Aug. 2006

Sept. 2006
Jan. 2007

Mar. 2007

Apr. 2007

June 2007

July 2007

Aug. 2007

Dec. 2007

Mar. 2008

July 2008

MoneyGram authorizes Ugoh to open “Money Spot 5.” At this point, 284

Consumer Fraud Reports have been filed totaling $785,791 in losses to
victims.

MoneyGram restricts Money Spot’s ability to receive transactions because
of fraud. The restriction is lifted after intervention from the sales side of
the business.

MoneyGram authorizes Ugoh to open “Money Spot 6.” At this point, 343
Consumer Fraud Reports have been filed totaling $904,286 in losses to
victims. |

MoneyGram pays Ugoh a $70,000 “re-signing bonus.”

MoneyGfam s Fraud and Anti-Money Laundering Departments identify
that Money Spot is working with other MoneyGram Agents to launder
fraud proceeds using MoneyGram transfer checks.

MoneyGram authorizes Ugoh to open “Money Spot 7 and “Money Spot
8.” At this point, 544 Consumer Fraud Reports have been filed totaling
$1,304,521 in losses to victims.

MoneyGram’s Fraud Department recommends the immediate closure of
Money Spot, Money Spot 2, and N&E Associates as part of a larger
proposal to terminate 32 of its worst high-fraud Canadian Outlets.
MoneyGram senior executives reject the recommendation and allow all of
Ugoh’s Outlets to remain open.

MoneyGram authorizes Ugoh to open “Money Spot 9 and “Money Spot
10.” At this point, 665 Consumer Fraud Reports have been filed totaling
$1,542,818 in losses to victims.

MoneyGram awards Money Spot the status of “Red Store,” a corporate
marketing reward for its top performing Outlets. That same month,
MoneyGram’s internal Fraud Report lists Money Spot as its top fraud
Outlet.

MoneyGram increases Ugoh’s commission. MoneyGram makes the
commission increase retroactive to September 2006.

Money Spot is number one again on MoneyGram’s internal Fraud Report.
Money Spot 2, Money Spot 4, and N&E Associates are all in the top nine
for fraud in Ontario.

MoneyGram authorizes Ugoh to open “Money Spot 11.” At this point,
1,130 Consumer Fraud Reports have been filed totaling $2,384,263 in
losses to victims.

MoneyGram’s Fraud Department recognizes that all 12 Outlets owned or
controlled by Ugoh have received fraudulent transactions.

6
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Feb. 2009 All Money Spot Outlets are closed incident to Toronto Police
Department’s execution of search warrants at various MoneyGram
Outlets.

By the time Ugoh’s Outlets were closed, MoneyGram had received 1,733 Consumer Fraud
Reports totaling over $3.3 million in losses to victims. These Consumer Fraud Reports,
however, are just the tip of the iceberg. From January 2005 through February 2009, Ugoh’s
Outlets received over $27,8 million from the United States. According to Ugoh, nearly all of
the money received at his Outlets from the United States was fraud proceeds.

From 2004 to 2009, MoneyGram had 264 Agents in the United States and Canada with over
50 Consumer Fraud Reports. The reported fraud from these Agents alone represents over
$75,000,000 in losses to victims.

MoneyGram profited from the fraud scheme by, among other ways, collecting fees and other
revenues on each fraudulent transaction initiated by the Perpetrators including MoneyGram

Agents.

Laundering of Fraud Proceeds Using MoneyGram’s Money Transfer System

Toronto Money Laundering Scheme

Beginning in 2006 and continuing into early 2009, Ugoh conspired with at least 25 corrupt
MoneyGram Agents in the Toronto area in a large-scale money laundering scheme designed
to conceal where the proceeds from the fraud scheme were being sent. Complicit
MoneyGram Agents in Canada received the initial fraudulent transaction from the victim via
the MoneyGram money transfer system. The complicit MoneyGram Agents then executed
their money laundering scheme by making the MoneyGram transfer check payable to one of
a few individuals responsible for laundering the money (“laundering Agents”) instead of to a
fictitious payee to whom the victims believed the money was being sent. The checks were
then collected and deposited into business accounts controlled by the laundering Agents.
This practice, known as “check pooling,” allowed Ugoh and others to collect MoneyGram
transfer checks from multiple Outlets, deposit the checks into what otherwise appeared to be
legitimate bank accounts, and then ultimately withdraw and distribute the proceeds among
the Perpetrators. '

MoneyGram’s Fraud and Anti-Money Laundering Departments were aware of this scheme as
early as January 2007, when an employee in MoneyGram’s Agent Services Department sent
an e-mail to numerous people in the Fraud and Anti-Money Laundering Departments
describing the scheme. The e-mail specifically noted MoneyGram transfer checks used in
transactions reported as fraud were made out to Ugoh’s Money Spot and another
MoneyGram Outlet called “Modicom Accounting” instead of the purported payee. Before
sending the e-mail, the Agent Services employee contacted the bank where the checks
representing the fraud proceeds were being deposited. The bank offered to call MoneyGram
each time there was an attempt to deposit one of these checks so that MoneyGram could stop
payment. The Agent Services employee ended the e-mail pleading that “there has to be
something we could do about this[,] we have to try as hard as we can to make this stop.”

* Despite this, MoneyGram did nothing to investigate or stop the activity. MoneyGram did not

7
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" investigate or terminate the Agents involved and did not take up the bank’s offer to stop

28.

payment on the checks. As a result, the activity continued unabated into 2009.

U.S. Agents Money Laundering

As early as 2006 and continuing into 2009, complicit MoneyGram Agents in the United
States conspired with MoneyGram Agents throughout the world to launder fraud proceeds
using the MoneyGram money transfer system. In these schemes, complicit Agents in the
United States would receive the initial fraudulent transaction from the victim via the
MoneyGram money transfer system. Then after taking a commission, the complicit Agent in

~ the United States would use the MoneyGram money transfer system to send the remaining

29.

30.

31

money to complicit MoneyGram Agents around the world. This two-step process was
designed to conceal the ultimate destination of the fraud proceeds. Despite identifying
certain Agents involved in this activity as early as 2007, MoneyGram allowed the Agents to
remain open and the activity continued into 2009.

MoneyGram Willfully Failed to Maintain an Effective Anti-Money Laundering Pro gram

Congress enacted the Bank Secrecy Act, Title 31, United States Code, Sections 5311 et seq.
(“BSA”), and its implementing regulations to address an increase in criminal money
laundering activity utilizing financial institutions. Among other provisions, it requires MSBs
like MoneyGram to maintain programs designed to detect and report suspicious activity that
might be indicative of money laundering, terrorist financing, and other financial crimes, and
to maintain certain records and file reports related thereto that are especially useful in
criminal, tax, or regulatory investigations or proceedings.

Pursuant to 31 U.S.C. § 5318(h) and 31 C.F.R. § 103.125 (now renumbered 31 C.F.R. §
1022.210), MoneyGram was required to establish and maintain an anti-money laundering
(“AML”) compliance program that, at a minimum:

a. provides internal policies, procedures, and controls designed to guard against money
laundering;

b. provides for an individual or individuals to coordinate and monitor day-to-day
compliance with the BSA and AML requirements;

c. provides for an ongoing employee training program; and

d. provides for independent testing for compliance by bank personnel or an 6utside
party.

In the Middle District of Pennsylvania and elsewhere, MoneyGram willfully failed to
maintain an effective anti-money laundering program that was reasonably designed to
prevent it from being used to facilitate money laundering. These failures included, among
others:
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a. MoneyGram failed to implement policies or procedures governing the termination of
Agents involved in fraud and money laundering.

b. MoneyGram filed Suspicious Activity Reports (“SARs”), in which MoneyGram
incorrectly listed the victim of the fraud as the individual who was the likely
wrongdoer. MoneyGram failed to file SARs on their Agents who MoneyGram knew
were involved in the fraud.

c. MoneyGram failed to implement policies or procedures to file the required SARs
when victims reported fraud to MoneyGram on transactions over $2,000. Instead,
MoneyGram structured its AML program so that individuals responsible for filing
SARs did not have access to the Fraud Department’s Consumer Fraud Report
database.

d. MoneyGram failed to sufficiently resource and staff its AML program.

e. MoneyGram failed to conduct effective AML audits of its Agents and Outlets.
MoneyGram’s Senior Director of Anti-Money Laundering refused to conduct audits
on certain Outlets involved in fraud and money laundering that MoneyGram refused
to terminate because the Outlets were “criminal operations™ and sending their audit
team in to those Outlets would put the audit team in “physical danger.”

f. MoneyGram failed to implement policies or procedures to review MoneyGram
transfer checks of Agents known or suspected to be involved in “check pooling.” As
described above, MoneyGram knew its Agents were using MoneyGram transfer
checks to launder fraud proceeds and did nothing to investigate the activity or prevent
it from occurring in the future.

g. MoneyGram failed to conduct adequate due diligence on prospective MoneyGram
Agents. MoneyGram routinely signed up new Agents without visiting the locations
or verifying that a legitimate business existed. As a result, some of the Agents
involved in fraud and money laundering operated out of homes in residential
neighborhoods and other locations that were not open to the public. -

h. MoneyGram failed to conduct adequate due diligence on MoneyGram Agents seeking
additional MoneyGram Outlets. MoneyGram routinely granted additional Outlets to
Agents known to be involved in fraud and money laundering.

MonevGram’s Remedial Actions

32. Beginning in 2009, MoneyGrarﬁ began taking remedial actions to address shortcomings in its
anti-fraud and anti-money laundering programs. These remedial measures include:

a. In March and April 2009, MoneyGram closed over 250 Outlets believed to be
involved in consumer fraud at the request of the U.S. Attorney’s Office for the
Middle District of Pennsylvania. Within six months, MoneyGram closed over 150

‘additional Agents determined to be involved in consumer fraud.

9
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b. The entire senior management team in place prior to April 2009 has been replaéed.

c. MoneyGram has increased the number of employees in the Compliance Department
by nearly 100%. This includes an approx1mate fivefold increase in staffing in the
Fraud Department.

d. MoneyGram has created two new executive level positions: (1) Senior VP, Global
Security and Investigations — responsible for enhancing efforts to combat consumer
fraud and fostering cooperation with law enforcement; (2) Senior VP, Associate
General Counsel Global Regulatory and Chief Privacy Officer — responsible for
enhancing interaction with U.S. and International regulators and enhancmg
MoneyGram’s compliance systems.

e. MoneyGram has created a Financial Intelligence Unit within the Compliance
Department which includes a manager and thirteen analysts. The Financial
Intelligence Unit monitors Agent behavior, analyzes high risk transactions, conducts
reviews of Agents, and files specialized SARs for Agents.

f. MoneyGram created an Anti-Fraud Alert System. The system identifies and then
places on hold potentially fraudulent transactions. MoneyGram then contacts the
sender to determine the legitimacy of the transactions. If MoneyGram believes the
transaction is the result of fraud the transaction is cancelled and the money returned to
the sender. MoneyGram has 17 full time employees dedicated to the system and has
to date prevented over one hundred million dollars in consumer fraud transactions.

g. MoneyGram has strengthened its Agent termination policy and now terminates any
Agent believed to be involved in any way with illegal activity.

h. MoneyGram’s Fraud and AML Departments now share information. As a result,
MoneyGram now files SARs on Agents involved in fraud and money laundering and
on all transactions over $2,000 that are reported as fraud.

i. MoneyGram has implemented a risk-based Agent audit program that takes into
account an Agent’s location and number of Consumer Fraud Reports.

j. MoneyGram has implemented a new Agent training program that provides

information on the types of consumer fraud scams as well as how to detect, prevent,
report and handle suspicious transactions.

10
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ATTACHMENT B

CERTIFICATE OF CORPORATE RESOLUTIONS

WHEREAS, MONEYGRAM INTERNATIONAL, INC. (the “Company”) has been
engaged in discussions with the United States Department of Justice, Criminal Division, Asset
Forfeiture and Money Lauﬁdering Section and the United States Attorney’s Office for the
Middle District of Pennsylvénia (collectively, the “Department”) regarding fraud-induced money
transfers, money laundering, and the Company’s anti-money laundering program;A and

WHEREAS, in order to resolve suéh discussions, it is proposed that the Company enter
' into a certain agreement with the Department; and

WHEREAS, the Company’s Executive Vice President, General Counsel and Corporate
Secretary, Francis Aaron Henry, together with outside counsel for the Company, have advised
the Board of Directors of the Company of its rights, possible defenses, the Sentenéing
Guidelines’ provisions, ahd the consequences of entering into such agreement with the
Departmeﬁt;

Therefore, the Board of Directors has RESOLVED that:

1. The Company (aj acknowledges the filing of the two-count Information charging
the Company with aiding and abetting wire fraud, in violation of Title 18, United States Code,
Sections 1343 and 2, and willfully failing to implement an effective anti-money laundering
program, in violation of Title 31, United States Code, Section 53'18(h) and regulations issued
thereunder; (b) waives indictment on such charges and enters into a deferred prosecution
agreement with the Department; and (c) agrees to forfeit $100,000,000 to the United States;

2. The Chéirman and Chief Executive Officer, Pamela H. Patsley, is hereby

authorized, empowered and directed, on behalf of the Company, to execute the Deferred
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Prosecution Agreement substantially in such form as reviewed by this Board of Directors at this
meeting with such changes as the Chairman aﬁd Chief Bxecutive Officer, Pamela H. Patsley,
may api)rove; |

3. The Chairman and -Chief Executive Officer, Pamela H. Patsley, -is hereby
authorized, empowered and directed to take any and all actions as may be necessary or
apprdpriata and to approve the forms, terms or provisions of any agreement or other documenis

as may be necessary or appropriate, to carry out and effectuate the purpose and intent of the

foregoing resolutions; and

4, All of the actions of the Chairman and Chief Executive Officer, Pamela H. ‘

Patsley, which actions would have been authorized by the foregoing resolutions except that such
actions were taken prior to the adoption of such resolutions, arc hereby severally ratified,

confirmed, approved, and adopted as actions on behalf of the Company.

Date: November & 2012 s
B . B ’.v"ﬂm—‘“w “"'-N-ﬂ‘,_..“
Y. . o
Franeis Aai-ﬁz Henty "
Executive VivePigsident, General Counsel
and Corporate Secretary
MoneyGram International, Inc,
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ATTACHMENT C

ENHANCED COMPLIANCE UNDERTAKING

In addition to the enhancements MoneyGram International, Inc. (the “Company”) has
already made to its anti-fraud and anti-money laundering programs as described in the Statement
~ of Facts énd the Mandate of the Corporate Compliance Monitof discussed in Attachment D, the
Compémy agrees that it has or will undertake tﬁe following:

Board of Directors

1. The Company will create an independent Compliance and Ethics Committee of the Board
of Directors with direct oversight of the Chief Compliance Officer and the Compliance
Program. This Committee will be responsibie for ensuring that the Company is in
compliance with all aspects of this Agreement. All reports submitted as a part of this
Agreement shall be sent under the cover of this Committee.

Adopt a Worldwide Anti-Fraud and Anti-Money Laundering Standard

2. The Company will require all MoneyGram Agents around the world, regardless of their
location, to adhere to either the anti-fraud and anti-money laundering standards as
defined by the FATF interpretive guidelines for Money Services Businesses or the U.S.
anti-fraud and anti-money laundering standards, whichever is stricter. This new policy
will ensure that all MoneyGram Agents throughout the world will, at a minimum, be
required to adhere to U.S. anti-fraud and anti-money laundering standards.

3. The Company will design and implement a risk-based program to audit MoneyGram
Agents throughout fhe world to ensure they are complying with the new policy

referenced in paragraph 2 of this attachment.
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Executive Review and Bonus Structure

4. The Company will restructure its executive review and bonus system so that each
MoneyGram executive is evaluated on what they have done to ensure that their business
or department adheres to international compliance-related policies and procedures and
related U.S. regulations and laws. A failing score in compliance will make the executive
‘ineligible for any bonus for that year.

5. The Company will include in its new executive review and bonus system a provision that
allows the Company to “claw back” prior bonuses for executives later determined to have
contributed to compliance failures.

| Agent Due Diligence Remediation

6. The Company will design and implement a remediation plan to review the due diligence,
selection, and retention files for all MoneyGram Agents worldwide with more than one
(1) complaint in any rolling thirty (30) day period, beginning in 2009, from consumers
alleging transactions paid at any one of the Agent’s Outlets were th¢ result of fraud. This
remediation plan should ensure that MoneyGram has done the proper due diligence on
each of these Agents.

7. On Agents deemed by MoneyGram to be high risk or operating in a high risk area,
MbneyGram will develop and implement a plan to conduct enhanced due diligence.

Anti-Fraud Alert System
8. The Company will ensure, as directed by the Monitor, that the maximum number of

transactions feasible, originating in the United States, regardless of the destination, will

C-2
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10.

11.

12.

be reviewed in the Company’s Anti-Fraud Alert System to identify potentially fraudulent
transactions.

Transaction Monitoring
The Company will develop and implement a risk-based program, using the best tools
available, to test and verify the accuracy of the sender and receiver bioAgraphical and

identification data entered into the transaction database by MoneyGram Agents.

Suspicious Activity Reports
The Company will follow all laws and regulations concerning the filing of Suspicious
Activity Reports (“SARs”) in the United States for any suspicious activity, és defined by
the Bank Secrecy Act and its implementing regulations, including suspicious activity
identified by the Company that originates in the United States, regardless of where in the
world the suspicious transactions is received.
High Risk Countries
The Company will assign at least one Anti-Money Laundering Compliance Officer to
oversee compliance for each country that the Company has designated as high risk for
fraud or money laundering. By developing an expertise in their aésigned high risk
country, the Compliance Officer will bettef enable the Company to detect and prevent
fraud and money laundering activities in those countries.
Reporting requirements
The Company will provide the Department with a rejaort every ninety (90) days listing:

(1) all MoneyGram Outlets worldwide with ten (10) or more complaints from consumers

C-3
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13.

14.

during the previous twelve (12) months alleging transactions paid at the Outlet were the
result of fraud; (2) for each Outlet on the list, the Company will identify the owner of the
Outlet, tota] fraud complaints since the Outlet opened, total number of receives for the
prior year, total dollar value of the receives for the prior year, the average dollar value for
receive transactions, total numbér of sends for the prior year, total dollar value of the
sends for the prior year, the average dollar value for send transactions, total revenue
earned by MoneyGram from the Outlet for the prior year (including, but not limited to,
transfer fees and currency exchange revenue), any additional Outlets with the same
owner, and the total consumer fraud complaints for each other Outlet with the same
owneir; (3) for each Outlet on the list, the Company will describe what actions, if any,
have been taken against the Outlet and/or Agent and describe why such action (or lack of
action) was deemed appropriate.

The Company will provide the Department with a report every ninety (90) days of all
MoneyGram Agents or Outletsb worldwide that were terminated, suspended or restricted
in any way during the previous ninety (90) days based on fraud or money laundering
concerns and whether or not a SAR was filed.

The Company will provide the Department with a report évery ninety (90) days listing all
termination, suspension or restriction recommendations during the previous ninety (90)
days by the Company’s Fraud, Anti-Money Laundering or Compliance Departments that
were not accepted and an expl‘anation of why. The Company should also indicate

whether or not a SAR was filed.

C-4
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15. The Company will, on a monthly basis, submit‘e'lectronically to the Federal Trade
Commission (“FTC”), or its designated agent, for inclusion in the Consumer Sentinel
Network, a sécure online database operated by the FTC and available to law enforcement,
all relevant information the Company possesses in its consumer fraud database, for
Agents and Outlets worldwide, regarding consumer complaints about alleged fraud-
induced money transfers and regarding the underlying transfers themselves, including but
not limited to, the name and address of the sender, the send location, the date and amount
of the transfer, the transfer fee, the date and actual location of the receipt, the name of the
receiver, any information regarding the receiver’s identification, the referenceA number for
the transfer, the nature of the consumer’s complaint, and any additional details provided
by the consumer. Provided, however, that the Company may decline to'provide this
information if it receives a request from a consumer that is documented by the Company

stating that he or she does not want the information to be shared with law enforcement.
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ATTACHMENT D

CORPORATE COMPLIANCE MONITOR

The duties and authority of the Corpo¥ate Compliance Monitor (the “Monitor”), and the
obligations of MoneyGram International, Inc. (the “Compahy”), with respect to the Monitor and
the Department, are as described below: |

1. The Monitof will for a period 6f up to five (5) years from the date of his
engagement (the “Term of the Monitorship”) evaluate, in the manner set forth in Paragraphs 2
through 8 below, the effecti;/eness of the internal controls, policies and procedures of the
Company’s‘antbfraud and anti-ﬁ'loney laundering programs, the Company’s overall compliance
with the Bank Secrecy Act, the Company’s maintenance of the remedial measures enumerated in
the Statement of Facts, as well as the Company’s impl;menta‘tion of the Enhanced Compliance
Undertaking discussed in Attachment C, and take such reasonable stéps as, iﬁ his or her view,
may be necessary to fulfill the foregoing mandate (the “Mandate.”).

2. The Company shall cooperate fully with the Monitor and the Monitor shall have
the authority to take such reasonable steps as, in his view, may be necessary to be fully informed
about the. Company’s compliance prograxﬁ within the scope of the Mandate in accordance with
the principles set forth herein and applicable law, including applicable data protection and labor
laws and regulations. To that end, the Company shall: (a) facilitate the Monitor’s access to the
Company’s documents and resources, (b) not limit such access, except as provided in this
paragraph, and (c) provide guidance on applicable local law (such as relevant data protection and
labor law). The Company shall provide the Monitor with access to all information, documents,
records, facilities and/or empléyees, as reasonably requested by the Monitor, that fall within the

scope of the Mandate of the Monitor under this Agreement. Any disclosure by the Company to
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the Monitor concerning fraud-induced money transfers, money laundering, or its anti-money
laundering program shall not relieve the Company of any otherwise applicable obligation to
~ truthfully disclose such matters to the Department.

a. The parties agree that no attorney-client relationship shall be formed
between the Company and the Monitor.

b. In the event that the Company éeeks to withhold from the Monitor access
to information, documents, records, facilities and/or émployees of the Company which may be
subject to a claim of attorney-client privilege or to the attorney work-product doctrine, or where
the Company reasonably believes production Would otherwise be inconsistent with applicable
”law, the Company shall work cooperatively with the Monitor to resolve the matter to the
satisfaction of the Monitor. If the matter cannot be resolved, at the request of the Monitor, the
Company shall promptly provide written notice to the Monitor and the Department. Such notice
shall include a general description of the nature of the information, documents, records, facilities
and/or employees that are being withheld, as well as the basis fbr the claim. The Department
may then consider whether to make a further request for access to such information, documents,
records, facilities and/or employees. To the extent the Company has pfovided information to the
Department in the course of the investigation leading to this action pursuant to a ﬁon—waiver of
privilege agreement, the Company and the Monitor may agree to production of such information
" to the Monitor pursuant to a similar non-waiver agreémen’c.

3. To carry out the Mandate, during the Term of the Monitorship, the Monitor shall
conduct an initial review and prebare an initial report, followed by at least four (4) follow-up
reviews and reports-as described below. With respect to each review, after meeting and’

consultation with the Company and the Department, the Monitor shall prepare a written work |
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plan, which shall be submitted no”fewer than sixty (60) calendar days prior to commencing each
review to the Company aﬁd the Department for comment, which comment shéll be provided no
moré than thirty (30) calendar days after receipt of the written work plan. The Monitor’s work
plan for the initial review shall include such steps as are reasonably necessary to conduct an

- effective initial review in accordance with the Mandate, including by developing an
understanding, to the extent the Monitor deems appropriate, of the facts and circum'stanceé

“surrounding any violations that may have occurred before the date of acceptance of this
Agreement by the Court, but in developing such understanding the Monitor is to rely to the
extent possiBle on available information and documents provided by the Company, and it is not
intended that the Monitor will conduct his own inquiry into those historical events. In
developing each work plan and in carrying out the reviews pursuant to such plans, the Monitor is
encouréged to coordinate with Company personnel including auditors and compliance personnel
and, to the extent the Monitor deems appropriate, the Monitor may rely on the Company
processes, on the results of studies, reviews, audits and analyses conducted by or on behalf of the |
Company and on sampliné.é;lci testing methodologies. The Monitor is not expected to conduct a
comprehensive review of all business lines, all business activities or all markets. Any aisbutes
between the Company and the Monitor with respect to thé work plan shall be decided by the

- Department in its sole discretion.

4. The initial review shall commence no later than ninety (90) calendar days from
the date of the engagement of the Monitor (unless otherwise égreed by the Company, the
Monitor and the Department), and the Monitor shall issue a written report within ninety (90)
calendar days of initiating the initial review, setting forth the Monitor’s assessment and making

recommendations reasonably designed to improve the effectiveness of the Company’s anti-fraud
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and anti-money laundering programs for ensuring compliance with the Bank Secrecy Act. The
Monitor is encouraged to consult with the Company concerning his findings and
recommendations on an ongoing basis, and to consider and rcﬂéct the Company’s comments and
input to the extent the Monitor deems éppropriate. The Monitor need not in its initial or
subsequent reports recite or describe comprehensively the Company’s history or compliance
policies, procedures and practices, but rather may focus on those areas with respect to which the
Monitor wishes to make recommendations for improvement or which the Monitor otherwise
concludes merit particular attention. The Monitor shall provide the report to the Board of
Directors of the Company and contemporaneously transmit copies to the Chief of the Asset
Forfeiture and Money Laundering Section, Criminal Division, U.S. Department of Justice, at
1400 New York Avenue N.W., Bond Building, Washington, DC 20530 and the United States
Attorney for the Middle District of Pennsylvania, 228 Walnut Street, Suite 220, Harrisburg, PA
17108. After consultation with the Company, the Monitor may extend tﬁe time period for
issuance of the report for up to thirty (30) calendar days with prior written approval of the
Department. |

5. Within ninety (90) calendar days after receiving the Monitor’s report, the
Compény shall adopt all recommendations in the report; prc;vided, however, that within thirty
(30) calendar days after receiving the report, the Company shall notify the Monitor and the
Department in writing of any recommendations that the Company considers unduly burdensome,
inconsistent with local or other applicable law or regulation, impractical, costly or otherwise
inadvisable. With respect to any recommendation that the Company considers unduly
burdensome, inconsistent with local or other applicable law or regulation, impractical, costly or

otherwise inadvisable, the Company need not adopt that recommendation within that time but
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shall propose in writing an alternative policy, procedure or system designed to achieve the same
objective or purpose. ‘As to any recommendation on which the Company and the Monitor do not
agree, such parties shall attempt in good faith to reach an agreement within thirﬁy @3 0) calendar
days after the Company serves the written notice. In the event the Company and the Monitor are
unable to agree on an acceptable alternative proposal, the Company shéll promptly consult with
the Department, which will make a determination as to whether the Company should adopt the

' Monitor’s recommendation or an alternative proposal, and the Company shall abide by that
determination. Pending such determination, the Company shall not be required to implement
any contested recommendation(s). With respect to any recommendation that the Monitor
determines cannot reasonably be implemented within ninety (90) calendar days after receiving
the report, the Monitor may extend the time period for implemeﬁtation with prior written
approval of the Department.

6. The Monitor shall undertake at least four (4) follow-up reviews to carry out the
Mandate. Within ninety days (90) calendar days of initiating each follow-up review, the Monitor
shall: (a) complete the review; (b) certify whether the compliance program of the Company,
including its policies and procedures, is reasonably designed and implemented to detect and
prevent fraud and money laundering and to comply with the Bank Secrecy Act; and (c) report on
the Monitor's findings in the same fashion as set forth in paragraph 4 with respect to the initial
review. The first follow-up review shall commence one year after the initial review commenced.
The sécond follow-up review shall commence one year after the first follow-up review
commenced. The third follow-up review shall commence one year after the second follow-up
review commenced. The fourth follow-up review shall commence one year after the third

follow-up review commenced. After consultation with the Company, the Monitor may extend
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the time period for these follow-up reviews for up to sixtsi (60) calendar days with prior written
approval of the Departmenf.

7. In undertaking the assessments and reviews described in Paragraphs 3 through 6
of this Agreement, the Monitor shall formulate conclusions based on, arﬁong other things: (a)
inspection of relevant documents, including the Company’s current anti-fraud and aﬂti—money
laundering polic’ies and procedures; (b) on-site observation of selected systéms and procedures of
the Company at sample sites, including internal controls and record-keeping and internal audit
procedures; (c) meetings with, and interviews of, relevant employees, c;fﬁcers, directors and
other persons at mutually convenient times and places; and (d) analyses, studies and testing of
the Company’s compliance program with respect to the anti-fraud and anti-money laundering
programs.

8. Should the Monitor, during the course of his engagement, discover that
questionable or corrupt ac'tiv‘ity involving fraud-induced money transfers, monéy laundering or
the Company’s anti-money laundering program either (a) after the date on which this Agreement
or (b) that have not been adequately dealt with by the Company (collectii/ely “improper
activities”), the Monitor shall promptly report such impropér activities to the Company’s General
Counsel or Compliance and Ethics Committee for ﬁ;rther action. If the Monitor believes that
any improper activity or activities may constitute aAs‘i'gniﬁcant violation of law, the Monitor
should also report such improper activity to the Department. The Monitor should disclose
improper activities in his discretion directly to the Department, and not to the General Counsel or
Compliance and Ethics Committee, only if the Monitor believes that disclosure to the General
Counsel or the Compliance and Ethics Committee would be inappropriate under the

circumstances, and in such case should disclose the improper activities to the General Counsel or
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the Compliance and Ethics Committee of the Compény as promptly and completely as the
Monitor deems appropriate under the circumstances. The Monitor shall address in his reports the
appropriateness of the Company’s response to all improper activities, whether previously
disclosed to the Department or not. Fﬁrther, in the event that the Company, or any entity or
person working directly or indirecﬂy within the Company, refuses to provide-informaﬁon
'necessary for the performance of the Monitor’s responsibilities, if the Monitor believes that such
refusal is without just cause the Moﬁitor shall disclose that fact to the Department. The

~ Company shall not take any action to retaliate against the Monitor for any such disclosures or for
any other reason. The Monitor may report any criminal or regulatory violations by the Company
or any other entity discovered in the course of pefforming his duties, in the same manner as
described above.

9. The Monitor shall meet with the Department within thirty (3 Oj days after
providing each report to the Department to discuss the report. The reports will likely inciude
proprietary, financial, confidential, and competitive business information. M;)reover, public
disclosure of the reports could discourage cooperation, impede pending or potential government
investigations and thus undermine the objectives of the Monitorship. For these reasons, among
others, the reports and the contents thereof are intended to remain and shall remain non-public,
except as otherwise agreed to by the parties in writing, or except to the extent that the
Department determines in its sole discretion that disclosure would be in furtherance of the
Department’s discharge. of its duties and responsibilities or is otherwise required by law.

10.  Atleast annually, and more frequently if appropriate, representatives from the

Company and the Department will meet together to discuss the Monitorship and any suggestions,
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comments or improvements the Company may wish to discuss with or propose to the

Department.
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