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Attorneys for United States of America

UNITED STATES DIST ICT COU TFO THE
NO THE N DIST ICT OF CALIFO NIA
SAN F ANCISCO DIVISION

IN THE MATTE OF THE TAX

LIABILITIES OF: Civil Number: 3:21-cv-02201-JCS

directly or indirectly h d uthority over ny UNITED STATES’ RESPONSE TO
combin tion of ccount held with P yw rd ORDER TO SHOW CAUSE WHY
Venture Inc., d/b/ Kr ken or Kr ken.com, or) PETITION SHOULD NOT BE DENIED
it redece or, ub idi rie , divi ion , or )
ffili te (collectively, “Kr ken”), with t )

le tthe equiv lent of $20,000 in v lue of )
tr n ction (reg rdle ofty e)in )

)

)

)
)
JOHN DOES, United St te er on( ), who )
)
)

cry tocurrency in ny one ye t, for the eriod
J nu ry 1, 2016 through December 31, 2020.

The Courth ordered the United St te to howc u e whyit ex rte etition forle veto erve
“John Doe” ummon on P yw rd Venture , Inc. nd Sub idi rie (Kr ken) hould not be denied for

f ilure to meet the “n rrowly t ilored” requirement of 26 U.S.C. § 76 0(f). (Docket No. 6). The United
St te  ubmit thi re on e.
I. INTRODUCTION

The requirement th t John Doe ummon be “n rrowly t ilored to inform dion th t ert in to
the f ilure (or otenti 1f ilure) of the [John Doe ¢l ] to com dy with one or more rovi ion of the
intern 1revenuel w”w  dded to 26 U.S.C. 760 (f) to en ure th t “the inform d¢ion ought in the

ummon [i ] tle t otenti llyrelev nttothet x li bility of n cert in ble grou .” H. . e . No.
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116-3 , 116" Cong. 1'Se , t41 (A ril ,201 ). The John Doe ummon thel S eek to erve on
Kr keni  rtof nongoing, exten ive inve tig tion involving ub t nti 11 Sre ource th ti
roducing re 1re ult —million ofdoll r in reviou ly unre orted ndun idt xe recovered for the
Tre urytod te. Andthe ummon eek inform dionth ti needed to identify t x yer who m & not
be com fdying with the | w.
D Init Order, the Court referred to nother Magi tr te Judge deci ionin e r te ummon
enforcement roceeding, United States v. Coinbase, No. 17-cv-01431-JSC, 2017 WL 58 0052, (N.D.
C 1. Nov. 28, 2017). In Coinbase, the Court enforced in rt n rrowed John Doe ummon , but found
th tbro d c tegorie of inform dion, like ome of tho e reque ted here, were not relev nt under United
States v. Powell,37 U.S.48 (1 64). The Courtre onedth t“thel S hould fir treviewb icu er
inform ¢ion nd tr n ction hi torie before determining whether further ub oen —either to the
cry tocurrency exch nge or to individu 1u er —were nece ry.” (OSC, Docket No. 6 (citing United
States v. Coinbase, t*6-7). In effect, the Court in Coinbase cre ted novel ummon roce by which
thel Sh dto ur ueit inve tig tionin h e . The United St te doe not believeth tthi h ed,
limited-inform dion-review  ro chi wh t Powell require or Congre intended in modifying
§ 760 (f). Indeed, if Congre h dbelieved th tthel S hould be initi 1ly limited to getting only the
mo tb ic identifying inform dion, it would h ve legi 1 ted ccordingly. In te d, Congre w nted to
cl rify th tthe inform @¢ion oughtin John Doe ummon h dtobe“ tle t otenti lly relev nt to the
t x li bility of the [John Doecl ] H. . e .No.116-3 , t40-42. Congre reiter ted th tthe new
requirement w  not intended to ch nge the well-e t bli hed enforcement t nd rd in Powell or ch nge
thel S burden of roof. Id.

The n rrowly t ilored requirement w intended to require the I S to ¢ refully ev lu te wh t
inform dion it need to identify the member of John Doe cl nd to determine whether tho e cl
member com fied with the intern 1revenuel w . A det iled below, the United St te believe th tit
reque t ren rrowly-t ilored to eek “inform aionth t ert in to the f ilure (or otenti 1f ilure) of the

er onorgrou orcl of er on referredtoin[§ 760 (f)(2)] to com fdy with one or more rovi ion

of the intern 1revenuel w,” ndreflectle on le rned from the limited inform dion the I S received
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from the rti lly enforced Coinb e John Doe ummon . Butto u ge otenti | concern ,thel S
h revi ed ome ofthereque t inthe ro o ed John Doe ummon to Kr ken. Therevi ed ro o ed
ummon i tt ched Exhibit B to the Second Decl r tion of K ren Cincott (“Second Decl r tion”),
filed concurrently with thi e on e, nd the content oftherevi ed ro o ed ummon reex | ined
below.
II. DISCUSSION

In enforcing the John Doe ummon in rt, the Court in Coinbase ex | ined th t it viewed the
I S fir tinve tig tivet k  being to review the tr n ction inform @ion of e ch ccount holderto 9
identify whether therew  nyt x ble g in. Coinbase, supra, t*7. Butthel S roce for
identifying whether there re nyt x bleg in b ed on the inform aion it receive from John Doe
ummon , uch the one in Coinbase,1 not o tr ightforw rd. A in Coinbase, the tr n ction
inform @ion ought from Kr ken rel te to cry tocurrency. Cry tocurrencyi tre ted  ro erty for
feder It x ur o e . See Notice 2014-21, 2014-16 1. .B. 38,2014 WL 1224474 (Mar. 26, 2014).
Whenre ortingg in ndlo e fromthe Ileofcry tocurrency, t x yermay u e different method
forc lcul tingth tg inorlo . Forex mgde, tx yerma u ethe ecific identific tion method to

irthe leof  ecific unitofcry tocurrency g int ecific cqui ition. Seel S Virtu I Currency

FAQ ,FAQ#3 & 40, available at: Frequently A ked Que tion on Virtu | Currency Tr n ction |

Intern 1 evenue Service (ir .gov). Altern tively, where t x yerh notu edthe ecific

identific tion method or 1 ck record to fully u orttheu e of th t method, thet x yer mu trely on
the o-c lled “fir t-in-fir t-out” ccounting methodth t imdy ir the leof wunitofcry tocurrency
g in t the olde t- cquired unit chronologic lly. Id. t FAQ#41. The e ro che llow t x yer
flexibility in how they ¢ Icul te g in orlo e onthe leofcry tocurrency unit held ¢ itl et.
A reult,thel Sc nnotm&ke “t x bleg in” determin tion by looking t n ccount holder

tr n ction inform dion ini ol tion. Thel S mu t (1) identify the ccount holder, (2) determine
whether th tindividu 1 filed t x return for the relev ntt x ye r, (3) determine whether th t individu 1
re orted cry tocurrency tr n ction onth treturn, nd (4),if o, whether wh tw re orted, or the

ro cht keninre orting the inform dion, indic te com i nce with the intern 1revenue | w .
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a Thi n ly i ¢ nbecome even more comfic tedbec u emayt x yer o er tingin the
cry tocurrency ceh ve ccount tmoreth nonecry tocurrency exch nge nd 1 omékeu e of
eron luerw llet . Forex mgde,thel Sh conducted ex min tion wherethet x yer involved
h dcry tocurrency tr n ction tthree or more di tinct exch nge nd, ttime ,u w rd often
exch nge . Second Decl r tion t9 6. Currentt x re orting requirement do notrequire t X yer to
identify on their t x return on which cry tocurrency exch nget x ble tr n ction occurred. Id. Thi
m &e rooting outt x non-com i nce much more com gex th n im fdy reviewing the ccount
tr n ction inform dion for one ccount holder on one exch nge ini ol tion. A ex | ined below,
h ving ddition 1 ecific inform @¢ion bout the n ture of n ccount holder non-tr n ction | ctivity
1 nece rywhenthel Si md&kingit initi | determin tion bout who the correctt x yeri, ndin
wh tother ctivity th tindividu 1 m a be eng gigke. Thi inform dioni required for the I Store ch
re on bly- ccur te conclu ion boutt x comdi nce. Thel S inve tig tioni not olely focu ed on
identifying t x non-com i nce for ccount holder t ingle exch nge like Kr ken, but r ther to
identify t x non-com gi nce for individu 1 tr n cting in cry tocurrency with ccount tth texch nge
whoma h ve ddition | ccount tother exch nge .
E t bli hing, beyond di ute, the ccount holder identity withinthe S own com puter
y temsi vit 1to determining whether there h  been t x non-com i nce. Thi require linking
rticul r ccount holder to rticul rn me ndt x yeridentific tion number withinthe I S
intern 1d t b e . A the Court in Coinbase correctly recognized, b ic inform ¢ion uch n me,
ddre ,d teofbirth, ndt x yerID numberc ngo longw yine t bli hing the identity of
t x yer. Butinthel S ex erience, including it mo trecent ex erience roce ingthe Coinb e
ummon inform d&ion, tho e fourd t oint lone re in ufficient. Thi i bec u e ttime t x yer
willue i e,fle ddre e,or o toffice boxe , fictitiou entityn me , or otherme n todi gui e
their true identity ndt x yer who cre te f 1 e identitie re more likely to ev de theirt xe . And the
I Si notgu r nteedto lw y receive tho e fourd t oint fore ch ccount holder bec u e cert in
iece reeithermi ing ( uch d te of birth where nentityn mei u ed), incom fete, or h ve been

f 1 ified.
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1(p A. The IRS Required More Information to Positively Identify the Coinbase John Does
2 |p In roce ing the inform a¢ion rovided inre on e to the Coinbase ummon ,thel S
3 |[ encountered ever | roblems Fir t, Coinb e didnot rovidet x yer ID number for more th n 10%
4 |loftheu er (over 1,300t x yer ). Second Decl r tion t910. There were 1 oover1 0in t nce in
which the ccountd t didnotinclude n me nd  roximdely 170 in t nce in which ~ eudonym
6||lw rovidedr therth n n ctu In me. Id. There were over 00 in t nce in whichno d te of birth
7|l inform gionw  rovided nd roughly 1,000 in t nce in whichno hy ic 1 ddre inform &ion w
8 rovided. Id. After con ult tion with the I S, Coinb e, rovided more u er inform dion th t reduced
? the unknown n me toonly few,int nce of mi ing ddre e werereducedto  roxim aely 6 O,
10 nd mi ingd te of birth were reduced to lightly below 00. Id. t9 11. Not bly, Coinb e could not
H rovide nyofthemi ingt x yer ID number . /d. Coinb e dmittedth t ome of the ccount
12 inform g¢ionw 1 cking bec u eith dnot been collected for ome of the olde t ccount . Id. t9 12.
P Inthe e itu tion , the fourd t oint ermitted by the Court in Coinbase were in ufficient for the I S
H to o itively identify n ctu It x yer. ld.
16 Since th ttime,thel Sh wu edit own inform d&ion nd inform aion g thered from other
17 ource to o itively identify = roximdely 30 ddition It x yer from the Coinb e inform dion,
12 butmoreth n7 0t x yer remanunknowntothel S. Id. t9 14. The e till-unidentifiedt x yer
19 h dcry tocurrency roceed th texceeded $100,000,000 th tthe I S c nnot ex mine bec u e the
20 limited identity inform dion it received reclude o itive identific tion. Id. tq 1 .
21 1k In Coinbase, the Court remedy for itu tion in which the fourd t oint roved in ufficient
79 |[toméke o itive identific tionw forthel Stoi ue follow-u ummon to Coinb e for
23 ecifict x yer. I uing follow-u ummon withreg rdto ecifict x yeri com fdic ted where
724 ||[thel Sc nnote t bli hthe identity of the relev ntt x yer. Section 7602 uthorize thel Stoi ue
2 ummon ¢ withre ecttothet x1i bility of ny er on. 26 U.S.C. § 7602( ). Section 7609( ),
26 || however, require thel Sto rovide notice tothe ecific er on identified in the ummon . Thel S
27 || ¢ nnot meet thi requirement when the thre holdi uei the que tion ofthet x yer identity. When
United St te e oneto
Order to Show C u e
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t x yer identityi unknowntothel S,§7 09(f) rovide thel S with nexce tion to the notice
requirement when the o-c lled “John Doe” rocedure re followed. A r ctic | m dter, em doying
bthe  ro ch contem ted in Coinbase would require the I Stoi ue multi le John Doe ummon e to
the me third- rty (uch Kr ken). Nothing in the flu h1 ngu ge of § 7 09(f) or it legi 1 tive
hi tory im lie th tthe n rrowly t ilored requirement w intended to require the I Stoi ue eri |
John Doe ummon e to third rty, obt ining lightly more inform a&ion with e ch iter tion until ith d
ju t enough inform dion to dequ tely dmini terthet x1 w .! Such  roce would be extremely
burden ome nd time-con uming.
B. The IRS Will Need Additional Information to Identify Kraken Account Holders
According to it term sof ervice, Kr ken h three ccount verific tion level — t rter,
intermedi te, nd ro.? Second Decl r tion t917. For Ilthree ccountlevel ,Kr ken g ther the
uer emal ddre ,fulln me,d te of birth, tele hone number, nd hy ic 1 ddre . Id. tq 18.
Not bly, Kr ken doe notrequire t x yer ID number for the t rter ccount level. Id. For the
intermedi te nd ro ccountlevel ,Kr ken 1 orequire v lidID, roofofre idence, nd t x yer
ID number (for U.S. re ident ). Id. t920. Atthe ro ccount level, Kr ken require com getion of
Know-Your-Cu tomer que tionn ire th t for individu 1 include : emal ddre ;tellu bout your elf
que tion ; ublic ccountID; ur o e of ccount; country of re idence; de o it/withdr w I inform dion;

em goyment; net worth; ource of we Ith; nd ex ected tr ding ctivitie . Id. t921. Forbu ine e,

-

P ! Addition Ily,the I S  bility to ex minet x yer who e inform @ioni obt ined through
John Doe ummon i t tutorily time-limited under § 501( ). Although th tlimit tion eriodi tolled
for  ortion of time th t roduction of inform dioninre on etothe ummon i ending (§

7 09(e)(2)), the t tutei not tolled during the time while the I Si reviewing the initi | ummon

re on e ndconducting ninve tig tion to meet the requirement of § 7 09(f) for ub equent John
Doe ummon or while the courti con idering etition for  rov lof econd John Doe ummon .
T ken whole, eri 1 John Doe ummon tothe methird rtyi not rcticl rochtotx
dmini tr tion given the limit tion eriodon e ment .

2Kr ken recently (during 2021) introduced fourth ccount verific tion level—ex re —th ti
only v il blein the United St te . It fit between the t rter nd intermedi te level . Bec u e it did not
exi t during the eriod covered by the John Doe ummon , the United St te i not going to focu on it
requirement .
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the que tionn ire include : leg 1 n me; bu ine  ddre ; country; web ite; cont ct inform dion;
indu try; good nd ervice ; government-i ued bu ine regi tr tion or t x-identific tion number;
tr ding ctivitie ; nd ource of fund . /d. Iti im port ntto note th t none of the ccountlevel 1 ce
ny re triction on tr ding volume or v lue, me ning nindividu [ with t rter ccountc ntr de
cry tocurrency in unlimited mount ( nd gener te ignific nt mount oft x ble g in) without needing
to rovide Kr ken with t x yer ID number. Id. tq 22.
All three ccount level ermit the u er to tr de on m agin, Ithough limit re 1 cedb edon
ccount level nd 1l three ccountlevel ermitthe u erto e rn more cry tocurrency by rtici ting in
“t king.”® Id. t923. The rimay di tinction between the ccount level rel te to the bility to fund
the ccount with fi t currency (i.e., U.S. doll r ) or only with cry tocurrency. Id. t924. The t rter
ccount level doe not ermit ny de o it or withdr w 1 from the ccount to be m ale in fi t currency.
The intermedi te nd rolevel ccount ermitde o it nd withdr w I to be m ale in fi t currency.

1d.; see Verific tion level ex 1 ined — Kr ken (_rchive.org). The intermedi te nd rolevel llow

uer cce tomoretr dingo tion uch future tr ding nd over-the-counter tr ding. /d.
All of the ccountty e ermitde o it nd withdr w 1 to be male in cry tocurrency. Id. t9
25. There reno limit 1 ced oncry tocurrency de o it for ny ofthe ccountlevel , butthe t rter
ccount levelh ~ withdr w I limit of only $5,000 (in USD v lue) er 24-hour eriod. /d. The bility
to de o it or withdr w cry tocurrency unit i one of the fe ture of cry tocurrency th t et it  rt
from tr dition 1 ccount holding fin nci linve tment . Id. t926. Howe ily cry tocurrency u er
¢ nmove (de o it or withdr w) cry tocurrency unit from one exch nge 1 tform to nother one, or to
eron luerw llet,i rtofwh tmée&e ith rder forthel Stom&ke niniti 1determin tion whether
u eri incom gdi nce with the intern 1revenuel w . Id. Unlike tr dition 1inve tment ccount where

n ccount holderi buying nd elling ecuritie withinth t ccount, cry tocurrency exch nge

3¢St king,” more ecific Ily “on-ch in t king” i roce through which u er holding
cert inty e ofcry tocurrency ¢ n rtici te indirectly in the v lid tion nd confirm @ion of
cry tocurrency tr n ction to the blockch in by “ t king” their unit . While t ked, the u er ¢ nnot ell
or withdr w the unit butc ne mrew rd ( yout ) inreturn for t king. See Overview of On-ch in 7
t king on Kr ken — Kr ken.
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gener lly ermitu er tode o it nd withdr w the cry tocurrency unit them elve , which llow u er
to hift ro erty mong multi le 8&ccount for rofit-m &imiz tion or otherre on . Id. t927.
Identifying the exi tence of other ccount owned by u er nd tr cing the movement of cry tocurrency
totho e ccount m&ke c Icul ting t x yer g infort xcomgdi nce ur o e ch llenging. Id. tq
2.
R The olde t inform d¢ionthe I Sh rel tingto Kr ken  ccount verific tion requirement i
from Augu t2019. Id. t930. B edonthel S ex erience with Coinb e, cry tocurrency
exch nge h ve ch nged over time wh t inform aion they collect for ccount verific tion. For Coinb e,
there w eriod in which t x yer ID inform @¢ion w not collected. /d. Kr ken e r toh ve
required t x yer ID number for verific tion tthe intermedi te nd ro ccountlevel ince tle t
Augu t 2019 but doe notrequire t x yer ID number for t rter level ccount . Id. t931. A
ex 1 ined bove,thel Sw 1 rgelyun bleto o itively identify Coinb eu er when t x yerID
number w 1 cking from the inform @ion Coinb e initi lly rovided. Here, the I S would ex ect to
receive ccount inform &ion for n entire ¢ tegory of Kr ken ccount where thet x yer ID number i
| cking. A uch, thel S will need torely on ddition 1 er on I identity or Know-Your-Cu tomer 8
inform dion to connect Kr ken ccount holder with ctu 1t x yer .

C. The IRS’s Requests Are Narrowly Tailored to Meet its Investigative Needs

Gener lly,the I Sdr ft it reque t for inform dion in m aner th ten ure it willc ture the
inform dion it need even when iti not cle r how the ummoned rty c tegorize or define th t
inform d@ion. When re d with the context of wh t inform aion iti believed Kr ken collect from it
u er , nd with the benefitofthel S ex erience with Coinb e,thel S requet re ro ri tely
t ilored to en ure the recei t of relev nt inform aion. Even o,thel Sh revi ed omeit reque t to
even more n rrowly identify wh t inform d¢ion iti eeking, while till trying to lign tho e reque t with
how it believe Kr kenma ge it d t .

1. Request 1
Thel Si eeking ccountregi tr tion record fore ch ccount owned or controlled by

Kr ken John Doe ndh further identified ecific ¢ tegorie of inform dion th t it believe m ay be

United St te e on eto
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collected by Kr ken: com gdete u er rofile, ccount lic tion, ndu er reference ; hi tory of

ch nge totheu er rofile; com fdete u er hi tory; record ermitting third- rty cce ; ndcom fete

u er yment method , including ny other inform dion rel ting to funding ource . Thel Si not
eeking riv te er on linform @&ion uch word, in, riv tekey , ecurity etting ,or ccount

recovery inform aion. Thi reque ti rim aily intended to illicit the following nece  ry inform dion

from Kr ken: (1) the ccountu er n me; (2)d te of birth; (3)t x yer ID number; (4) hy ic 1
ddre ;(5)emal ddre ; nd (6)tele hone number.

a. Complete User Profile, Account Application, and Complete User
Preferences

Thel Sh reque tedtheu er rofile,u er reference , nd ccount lic tion bec u e it
believe th tthe ec tegorie include the inform @ion th ti mo t like the fourd t oint the Court
identified in Coinbase b ic inform dgion—th ti n me, d te of birth, t x yer ID number, nd

hy ic 1 ddre .*

B edonKr ken ccount verific tion requirement , the I S believe th tthi inform @ion will

|l oinclude tele hone number ndemal ddre . Thel Sneed both ddition litem bec u ethe 9
I S intern |1 y temstr ckt x yer tele hone number ndemal ddre e whenre orted by

t x yer . Second Decl r tion t9§46. Whenthel S doe notreceive t x yerID number or the
ccount holder n me ndt x yer ID number do not initi lly m ach withthe S intern 1

inform dion, ith foundth totherd t oint uch d teofbirth, hy ic I ddre ,tele hone number,
ndemal ddre c¢ n llowthel Stolink the ccountinform #ion to ecifict x yer. Id. t947
Gener lly, the I Strie to machthree ecific Itern tived t oint to o itively link n ccount to

t x yer. Id. t948. Forth tre on,reconciling multi le different iece ofidentifying inform dion

gintthel S intern Irecord i nece ry when verifying n ccountu er identity.

“Inthel S ex erience, cry tocurrency exch nge do notmadnt in rticul r“ ccount
lic tion” document bec u e inform @ion i gener lly entered by the  lic nt through web-b ed
ort  with ever 1d t field r therth n tr dition 1*“ lic tion” th t would be com deted on  er.
Simil rly, omeb ic inform dion m g be bifurc ted nd mant inedin rt * rofile” inform d¢ion nd
in rt “ reference .” Ultim aely, the Il S reque t for inform #ion within the e ¢ tegorie i
de igned to en ure it receive the identifying inform &ion th t it need to fulfill it inve tig tive need no
m dter wh titi c lled or howiti tored.
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Thel Sh le rnedth ttele hone ndem al inform @ioni u ed more frequently in the
cry tocurrency ceth nnme or hyicl ddre e. Id t94 . Forex mde, whenthel Si ue
ummon to Coinb e for nindividu l- er on inform &ion, Coinb ereque t th tthel S rovide it
with  ecific identifier , including both tele hone number ndemal ddre e . Id. t950. Even
though Coinb e did not rovide thi inform #ion inre on e to the John Doe ummon toit, thi 1 the
ex ctinform aionitu e to configureu er e rche init own y tem. Coinb ei 1oun bleto e rch
it own y tem for n ccount holderu ing t x yerID number. /d. Thel S bilitytoi ue follow-
u ummon ¢ i me ningle ifitc nnot rovide the cry tocurrency exch nge with ufficient
inform dion to conduct e rche of their own inform dion.

Intern lly,thel Si loin o e ionofcry tocurrency 1 tformd t received from other
ource rel ting to foreign-b ed cry tocurrency exch nge . Id. t951. Thi dt lck t x yerID
number ndin te di e rched mo t ucce fullyu ingtele hone number ,emadl ddre e, nd
internet rotocol ddre e (di cu edbelow). Id. Thi foreign-b ed cry tocurrency exch nged t 1
Ire dyinthe o e ionofthel Swhichme n thel Scnueit rtofit initi 1 n ly 1 of
whether rticul rindividu 11 in com di nce with the intern 1 revenue |l w , but only ifthel S 9
receive thed t nece ryto e rchthi inform dion. /d.

b. History of Changes to the User Profile
Kr ken ermit it u er tou d tetheirb ic ccountinform dion t ny time. See U d ting

ccount inform aion — Kr ken. So, the ccount inform #ionth ti mant ined in Kr ken record when

Kr kenre ond tothe ummon m & not reflect the n me, d te of birth, hy ic 1 ddre ,tele hone
number, orem dl ddre informdionth tthel Sh init dtb e. Id t955 Thel Sneed
com dete li t of how thi inform d¢ion ma h ve ch nged over time oth titc nh ve higher
rob bility of ucce fully linking n ccount holder to nindividu 1t x yer.
In ddition, omet x yer h ve intention lly ch nged their er on |inform #ion over time to
di gui e their identity. One well-known ex m de of thi involve o Ulbricht, the individu 1| behind
the inf mou Silk o d maket | ce onthed rk web. De ite multi- gency inve tig tion into the Silk

o dmaket | ce, the inve tig tive te m h d been un ble to identify the dmini tr tor of the
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maket 1 ce. G ry Alford, S eci | Agent withthel S Crimin |Inve tig tion Divi ion, found
Ulbricht er on lemal ddre in re one oton bitcoin forumrel tingto o tUlbrichth d
male bout the Silk o dth t ugge ted the o terh din ide knowledge boutthe Silk o d. De ite
Ulbricht  ub equent ttempt to crubhi er on |inform aion from the internet nd ch nge hi em al
ddre e ,thi rticul rueofhi er on lemadl rem daned embedded rt ofthech tre one nd
Alford found it. Ultim #ely, thi rovedtobe emin lle d in uncovering the true identity of the
dmini tr tor of the Silk o d nd hel edle dto Ulbricht rre t nd ultim e ro ecution. See The

T x Sleuth Who Took Down Drug Lord - The New York Time (nytime .com).

Limitingthe I S reque tforu er rofile informdionto n  hot of only current inform dion
ignific ntly hinder thel S  bility to connect ccount holderd t with n ctu It x yer. The time
eriod covered by the John Doe ummon begin in 2016—five ye r go. H ving inform d@ion bout
how n ccount holder n me,d te of birth, hy ic I ddre ,tele hone number, nd emal ddre
inform ¢ion h ch nged over the life of the ccounti nece ryto dequ tely identify t x yer who
ma& h ve ch nged th tinform dion.
c¢. Complete User History
Thel S reque t for comdete u er hi toryi directed tthree m an item s—confirmed device ,

internet rotocol (IP) ddre e, nd ccount ctivity. Thel titem— ccount ctivity—i covered in

equet 5 nd6(now equet 4 ndS5intherevi ed ro o ed ummon ). Thu ,thel Si removing
the reference to th t inform dion rt of thi reque tbec u eitex ect to receive the reque ted
informdioninre oneto equet 5 nd6. Thel Si 1 orevi ingit reque ttoremove the fir t
item—confirmed device —bec u e it believe th t, in ex min tion where device- ecific inform @ion
1 nece ryto ttribute owner hi or control to rticul rt x yer,thel S hould Ire dyh ve
ufficient other identifying inform ¢ioninit o e iontoi ue Kr ken follow-u ummon forth t

rticul rt x yer.

A for the econditem—IP ddre e —thi inform @&ioni hel ful when fir t confirming n
ccount holder identity. IP ddre inform @ion how the geogr hic 1loc tion where device

cce e the internet (gener lly through n internet ervice rovider). Id. t9 60. For ex m e,
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t x yer cce inghi Kr ken ccountfrom S n Fr nci co, C liforni willh ve nIP ddre howing
th tthe cce w malefromS nFr nci co, C liforni . /d. t961. The geogr hic lloc tion of nIP
ddre 1 ublicly v il ble. /d. t960. Thel Si then bletoconfirm u er identity, when the
u er identityi uncert in, by confirming th tthe ccountw cce edfromIP ddre loc tion th t
coincide with thet x yer known hy ic I ddre loc tion . /d. t9 64. But where the IP ddre
inform @ion doe not m ach, thel Sc ndo ddition I due diligence to determine the ro er ccount
owner or whether there w  n incidence of identity theft. /d. t965. Se r tely, ex | ined bove,
thel Si in o e ionofd t rel tingto foreign cry tocurrency exch nge . Althoughth td t 1 ck

t x yer ID number , it doe include inform gion uch tele hone number, emal ddre , ndIP

ddre . Id. t966. Matching the [P ddre e for Kr kenu er toIP ddre e ndotherd t oint in
thel S inform aion will llow the I Stolink ub t ntive ccount inform @ion from multi le ource
for ingleindividu 1t x yer nd m&e more ccur teiniti | determin tion of whetherth t 9
individu 11 in com di nce with the intern 1 revenuel w .

d. Records Permitting Third-Party Access
Like m ay cry tocurrency exch nge , Kr ken ermit u er to gener te¢ n A lic tion

Progr mming Interf ce (API) key. The ekey ¢ nbeu ed by ccount holder to rovide direct “ lug-
in” cce to uer ccountforthird rtie. Kr kende cribe the ekey  beingu ed for tr ding

bot , third- rty ortfolioma ger or mobile . See U ing the Kr ken APl with third rty

ervice — Kr ken. Fort x ur o e, however,thel S know th tAPlkey re loued

mech ni mto ynchronize tr n ction 1d t with third- rtyt x oftw recompnie th t eci lizein 9
hel ingc Icul tet x bleg in b edoncry tocurrency tr n ction . Second Decl r tion t96 .

Inform gionon u er em gdoyment of n APl keyto rovidetr n ction 1dt to t x oftw re
compnyi notonly ecificinformaion u orting conclu ionth ttheu erh drecognizedt x ble

g in,but 1 o ugget th ttheu er houldh ve known wh tthe g inw evenifitw notre orted on
hi t xreturn . Thel Sc nu ethi inform &ionto hel m&ke niniti | determin tion of whether u er

w in com di nce with the intern 1 revenue | w .
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D e. Complete User Payment Methods
D Kr ken ermit u er to fund their ccount with either fi t currency or with cry tocurrency.
Under t nding how n ccountw funded nd whereitw funded fromc n rovide v lu ble in ight
for the I S when determining whether n individu 11 in com di nce with the intern 1revenuel w .
Thel Sh een itu tion in which the gro incomere orted onthet x yer t xreturndoe not
u ortthet x yer fin nci | bility to conduct the tr n ction th toccurred on the cry tocurrency
exch nge. Thi i more common in cry tocurrency ex min tion bec u e the demogr hic of
cry tocurrency u er kew tow rd youngert x yer who often h ve non-tr dition 1income ource .
Second Decl r tion t9 76.
For ex me, in her decl r tionin u ort of the etition to erve the John Doe ummon on
Kr ken, evenue Agent K ren Cincott identified multi le ecificex mgde oft x yer who held
ccount tKr ken nddidnot e rtobein comfdi nce with the intern 1revenuel w . (Docket No.
1-2, 919 70-74). Since 2017, T x yer 1 h d been involved in more th n $3 million in fin nci 1
trn ction ,butT x yer1l 1 t-filedincomet x return in 2015 re orted no income other th n
minimd w ge income. /d. t970. The minimd w ge income could not u ort the U.S.-doll r v lue of
trn ction th tT x yerlh deng gedin. Identifying the ecific funding ource inthe e itu tion
1 imprt nt. Giventh tT x yerlw 1ohidinghi tr n ction through multi le entitie —th th d
| onot filed t x return —knowing the funding ource u fronten ble thel Sto tr cethe ource of
fund even whenthet x yeri uing ccount th t renotinhi ownn me.
In ddition, T x yer4dicu edin evenue Agent Cincott decl r tion 1 o filedt x return
re orting only minimd w ge income yet eng ged intr n ction exceeding $5.6 milliondoll r . Id. t
9 73. Thi reflect di connect between re orted income nd fin nci I t tu . Byev lu ting the
D ccount holder funding ource , uch linked ccount ,thel S c ndetermine whether n individu 1
ccountu er e r tobe dequ tely re orting Il their income.
2. Request 2
Thel Si eeking “ ny other record of Know-Your-Cu tomer due diligence” erformed by

Kr kenon uer. B edonKr ken re re ent tion boutwh tidentity verific tion inform dion it
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feollect , thi ¢ tegory of inform dioni limitedto u er v lidID, roofofre idence, nd inform dion
collected through Know-Your-Co tumer (KYC) que tionn ire. Second Decl r tion t9§ 73. For
individu 1, th t que tionn ire gener lly include emal ddre ;tellu bout your elf que tion ; ublic
ccount ID; ur o e of ccount; country of re idence; de o it/withdr w | inform @ion; em doyment; net
worth; ource of we Ith; ex ected tr ding ctivitie . Id. t97 . Forbu ine e ,the que tionn ire
gener lly include leg In me;bu ine  ddre ; country; web ite; cont ct inform dion; indu try; good
nd ervice ; government-i ued bu ine regi tr tion or t x-identific tion number; tr ding ctivitie ;
nd ource of fund . Id. t975.

TheI S doe notneed roof of re idence inform dion bec u e the John Doecl 1 lIre dy
limited to United St te t x yer . Although inform @ion cont inedin uer v lidID uch
driver licen e or ort number re hel ful to o itively identify u er through other ource , the
I Sbelieve itc nw ittoobt inthi inform dion. A uch,itneednotobt in co yof uer v lid
ID rovided to Kr ken. Thel S believe th tifthi inform @ion become nece ryto rove ccount
owner hi t omel terd te,itc ni ue follow-u ummon to Kr ken tth ttime.

A for the individu 1 KYC que tionn ire,the I Si n rrowingit reque tto only eek the
re on e tothe em doyment, net worth, nd ource of we 1th que tion . Given th t the KYC
que tionn irei only required for ro-level ccount ,thel Sex ect th tthe ere on e will only be
rovided for limited number of ccount holder . But th t limited ub et of ccount holder h ve the
ty eof ccountth t ermit thel rge t movement of fund  well cce toKr ken “d rk ool”—a
di crete m rket where the order book re ecret, m &kingite ierto buyor ell I rger unit volume
without influencing the m aket. Second Decl r tion t 9 85. Given the more-likely | rger movement of
fund nd higher doll rv lue iti Imo tcert inth tthe eindividu 1 willh ve ex erienced t x ble
g in. H ving ddition | inform gion uch em gdoyment, net worth, nd ource of we Ith will hel the
I S determine whether nindividu li1 in com gdi nce with the intern 1 revenue ] w . Em gdoyment
inform dion ¢ n be m ached g in t Form sW-21 ued by the identified em fdoyer to both confirm the
u er identity nd identify theu er income level. Net worth nd ource of we Ith inform dion ¢ n

4
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hel thel Sunder t nd whether the identifiedt x yerh  level of we Ith commen ur te with hi
e rning or o iblyunre orted income.
A forthe bu ine KYC que tionn ire, the I S believe Il the inform dion obt ined by the
que tionn irei the meb icinform @ion reque ted for individu lu er . Thel S believe e ch of the
iece of inform dion identified in the que tionn ire, if not Ire dy rovided rt of the u er identity
inform dion de cribedin eque t1,1 nece ryto ro erly identify the bu ine t x yer th tcontrol
the ccount well the ctu lindividu 1 (cont ct )th th ve cce tothe ccount.
3. Request 3
Thel Sh hi toric lly relied he vily u on corre ondence inform #ion obt ined through John
Doe ummon e when conducting inve tig tion directed tt x non-com i nce in the off hore re .
Bec u e off horet x ev ion often involve n off hore entity (e.g., cor or tion, tru t, or found tion)
or multi le entitie , the e entitie ty ic lly re controlled through nominee director nd/or tru tee nd
reu ed to conce lthet x yer benefici |l owner hi of off hore—and ometime dome tic—
ccount nd et . Foreign cor or tion /off hore found tion with nominee officer nd director re
often u ed to conce I benefici 1 owner hi . Second Decl r tion t990. To ro erly ex minet x yer
o er ting off hore, the I S needed to obt in corre ondence to identify the true benefici 1 owner—the
individu 1 whow m &ing deci ion nd benefiting from the off hore fund . /d.
Jut withoff horet x void nce, individu 1 h ve begun u ing cry tocurrency digit 1
venue to move money nd voidt xe bec u eofit eudonymou ect . However, bec u e of the
verific tion requirement th t Kr kenh im demented, the I S believe itc nw it to obt in
corre ondence th t m a berelev nttoit inve tig tionuntil 1 ter time. Ifthe I S receive the other
ummoned inform @¢iondi cu ed of r,it hould be bletoi ue follow-u ummon to Kr ken for
the ubject individu 1 for corre ondence. So,thel Sh removed thi reque t from the revi ed

ro o ed ummon .

5
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4. Request 43

ON

Bec u e cry tocurrency exch nge retre ted money ervice bu ine under Title 31 of the

ON

United St te Code, they re required to im dement n nti-money | undering (“AML”) y tem. The
I Si eeking llexce tionre ort gener tedbyth t y tem ndinve tig tion oftho ere ort . Inthe
I S ex erience, the ere ort , nd therel ted inve tig tion ,¢ n rovide v lu ble in ight into whether
rticul ru eror grou ofu er were in com i nce with the intern 1revenuel w . Second
Decl r tion§93. Thel S review of thi inform a¢ionh led it to identify ctivitie uch  u iciou
tr n ction between eemingly unrel tedt x yer , nd to identify ddition Icry tocurrency exch nge
ccount or er on lu erw llet (whichc nbeinde endently e rchedu ing ublic blockch in
ex lorer to check fort x non-com di nce), h red ccount cce ,or u iciou movement of fund .
1d.
b The exce tionre ort identify que tion bletr n ction eng gedinby u erth tw rr nted
more re € rch nd inve tig tion by the exch nge. /d. t993. eviewingthe ere ort llow thel Sto
lever ge the indu try ex erti e of the bu ine involved (here, cry tocurrency exch nge) bout wh t
ty eof ctivityi bnormdor u iciou nd llow thel S tocombineth tex erti e with other
inform dion v il ble tothe I S in order to determine whether the ubjectt x yeri in com fdi nce
with the intern 1revenuel w . Id. A ex 1 ined in evenue Agent Cincott  decl r tion, crimin |
ctivity, even when iti not trictly t x rel ted, 1 gener lly indic tive of t x non-com i nce. (Docket
No. 1-2, 99 78). Inve tig tive inform dion com piled by the cry tocurrency exch nge often cont in
inform dion rovided by the u er ex 1 ining the n ture of the que tion ble ctivity th tc nhel thel S
determine whether t x yeri in com gdi nce with the intern 1revenuel w . Forex m le,inre on e
to ninve tig tion into | rge doll r, voluminou , or frequent tr n ction, uerma h ve rovided n
ex | n tion on the ource of fund or ecific ur o e forthe ctivityth ti re on ble nd comprt to

wh tw re orted by theu eron hi t x return. Second Decl r tion t995. Inthi itu tion,thel S

5> With the remov 1ofthe ub t nce of eque t3 from therevi ed ro o ed ummon , eque t
4- from the initi lly ro o ed ummon re now renumbered eque t 3-5re ectively in the revi ed
ro o ed ummon .
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ma be bleto void unnece rily ex mining nindividu 1b edon ctivity th t might otherwi e
e rque tion ble. Id.
7 Thel Si not eeking ny u iciou ctivityre ort (SA )th tma h ve been ultim gely
gener ted bec u e of n AML lert or ny other inform aion th t would reve 1 SA .
/ S. Request 5
The inform g¢ion oughtin eque t51 tr n ction |inform dion rel tingtou er ccount . The
I Sneed tr n ction | inform dion to determine whether n ccount holder i in com di nce with the
intern lrevenuel w . Id. t99 . A the Court correctly recognized in Coinbase, the I S1i entitled to
thi ty e of inform dion.
a. Buy/Sell Information
Thel Si eekingthe urch e nd le inform dion for the John Doe u er ccount . Thi
include tr n ction where cry tocurrency unit were urch edor old for fi t currencie . The le of
cry tocurrencyi t x bledi o ition. /d. t998. And Ithoughthe urch eof cry tocurrency i
not inherently t x ble,the urch e rice( lu nyfee id)et bli he thecotb 1 inth t ro erty
th ti u ed to determine the mount oft x ble g in gener tedu onthe leofth t meunit. /d. The
me i true even when cry tocurrency i exch nged for other cry tocurrency r ther th n fi t currency.
Id.
b. Lending, Borrowing, and Margin Positions
When u ereng ge in“magin” ctivity, th ti the borrowing (or lending) of fi t currency or
cry tocurrency to effectu te other tr ding ctivity, tho etr n ction ma h vet x imdic tion . /d. t
9 100.
¢. Cryptocurrency Deposit/Withdrawal Information
Thel Si eeking inform dion rel ting to the de o it nd withdr w 1of cry tocurrency unit
outoftheu er ccount. Thi inform gion will how ifthe u erw moving unit of cry tocurrency
from other cry tocurrency | tform sor from er on lu er w llet , which will, in turn, hel thel S
m&e Dbetter determin tion of whether the u eri in com i nce with the intern 1 revenuel w . Id. t

9 102. The de o it or withdr w 1 of unit from n ccountma 1l obet x bletr n ction them ®lve .
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Id. t9103. Thede o it (recei t) of cry tocurrency into n ccount m & re re ent com en tion or
imil r ymenttotheu erth tre re ent t x ble income. Id. And the withdr w | ( ending) of unit
from the ccountmayre re ent t x bledi o itionifthe unit re goingto third rty. Id. To
ev lu te thi inform #ion to determine ro ert x ch r cteriz tion of the tr n ction nd whether u er
1 in com di nce with the intern 1revenuel w ,thel Si eekingthed te ndtime of the tr n ction,
cry tocurrency involved, mount of cry tocurrency involved, U.S. doll rv lue,tr n ctionh h (ID),
nd blockch in ddre e forcry tocurrency unit tr n ferred into or out of theu er  ccount from
nother Kr ken u er or from out ide Kr ken. Id. t9q 104.
d. Other Units Received
Fin lly,the I Si eekingrecord rel ting to othert x ble event th tma h ve occurred within
the ccount. Thi include the recei tof ddition lunit of cry tocurrency the re ult of
ch in litting h rd fork, which re re ent t x ble income. See ev. ul.2019-24,2019-441. .B. 1004,
2019 WL 5090550 (Oct. 10, 2019). Kr ken ermit it u erto rtici tein“ t king” whichi nother
roce through which u erc ne rnunit of cry tocurrency. /d. t9 105. Fin lly, other itu tion
exi t where u er m a receive unit of cry tocurrency gr tuitou ly through romotion levent . Id.
Bec u e 1l ofthe e itu tion re ultinincome totheu er,thel Sneed thetr n ction | inform dion
rel ting to the eevent oitc n ro erly determine whether u eri in com di nce with the intern 1
revenuel w . Id. t9106.
6. Request 6
A withthetr n ction litemsin eque t 5, the Court in Coinbase enforced in full the I S
reque tfortr n ction 1 ccount inform &ion rel ting to the de o it nd withdr w 1 of fi t currency from
the ccount. A ex | ined bove inrel tion to funding ource ,the I Su e thi inform tion to
under t ndhow u eri funding hi or her urch e ofcry tocurrency nd where money m a be ent
fterunit re old. Id. t9107. Allthi inform d¢ioni ev lu ted to m &e the mo t informed deci ion
thel Sc n bout whether nindividu 11 in com di nce with the intern I revenue | w .
III. CONCLUSION

For the ere on , the United St te reque t the Court not deny it etition ndinte di ue n
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order gr nting thel Sle veto erveit revi ed ro o ed John Doe ummon u onP yw rd Venture ,

Inc. nd Sub idi rie . Inthe Itern tive, if the Courti till concerned bout the co e of the revi ed
ro o ed ummon , the United St te reque t it be gr nted le ve to further revi e it reque t before
deni 1 ofit etition.
D D ted thi 14thd y of A ril, 2021. 9
DAVID A. HUBBE T
4 Acting A 1t nt Attorney Gener |
/s/ Amy Matchison
AMY MATCHISON
Tri 1 Attorney, T x Divi ion
U.S. De rtment of Ju tice
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