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COUNT ONE

{Conspiracy to Commit Bank Fraud)
The United States charges:

DANSKE BANK

1. DANSKE BANK, the defendant, is the largest bank in
Denmark, headquartered in Coperhagen, Denmark. DANSKE BANK offers
-retail and corporate banking to individual and corporate customers
internationally through a number of foreign operations and
branches.

2. From 2007 until June 1, 2008, DANSKE BANK offered
banking services through a subsidiary in Estonia. From 2008 until
2019, DANSKE BANK operated a branch headguartered in Tallinn,
Estonia (hereinafter “Danske Bank Estonia”).

THE SCHEME

3. DANSKE BANK acguired Finland-based Sampo Bank in

20C7, including Sampo Bank’s large operation in Estonia. A

significant part of Sampec Bank’s Estonia business was providing




banking services to nen-resident customers, that is, companies and
individuals residing outside Estonia, including in Russia. DANSKE
BANK knew this was a large part of Sampo Bank’s Estonian business
model and continued this business after acquiring Sampo Bank. The
non~resident portfolio (“NRP”) was, by far, Danske Bank Estonia’s
most lucrative business line, generating, over the life of the
branch, over 50% of Danske Bank Estonlia’s profits. DANSKE BANK
knew that many NRP customers conducted transactions 1in U.S.
doilars, which required Danske Bank Estonia to use U.S. banks and
bank accounts to process those transacticns. By December 2013,
DANSKE BANK knew that the NRP was high-risk because, among other
reasons, 1ts customers resided in high-risk Jjurisdictions,
freguently used shell companies to shield the identity of their
ultimate beneficial owner or the sender or recipient of
transactions, and engaged in suspicious transactions through U.S.
banks.

4, Danske Bank Estonia had an inadeguate and
ineffective ceompliance program that applied to all customers,
including the NRP. Danske Bank Estonia, through i1its Internationzal
Banking Group (“IBG”), attracted NRP customers by ensuring that
they could transfer large amounts of money through Danske Bank
Estonia,\with,rvery little, 1if any, oversight or scrutiny. IBG

employees conspired with their customers te shield the true nature




of their transactions, including by assisting customers to conceal
beneficial owners by establishing accounts for Xkncwn shell
companies and sometimes creating shell companies for customers in
exchange for a “consulting fee.” |

5. Danske Bank Estonia had pracilces and procedﬁres
that further enabled NRP customers to open accounts and conduct
transactions without appropriate due diligence or monitoring,
including allowing representatives to open NRP customer accounts
from Russia and other ccuntries without sending account opening
documents to Danske Bank Estonia, permitting financial
intermediaries such as unregqulated money services businesses
located cutside of Estonia to open accounts, and opening accounts
with minimal due diiigence or know your customer (“KYC”) review,

6. By at least February 2014, as a result of internal
audits, DANSKE BANK knew that some of the NRP customers were
engaged in highly suspicious and potentially criminal
transactions, including transactions through the United States. By
the same time, DANSKE BANK also knew that Danske Bank Estonia’s
anti-money laundering (“AML”) prcegram and procedures did not meet
the standards of DANSKE BANK's AML program and procedures and were
nct appropriate to meet the risks posed by the NRP,

7. DANSKE BANK NRP customers conducted significant

transactions in U.S. dollars using U.S. dollar accounts that Danske




Bank Estonia, with the knowledge of DANSKE BANK, maintained at
various U.S8. banks, including U.S. Bank 1 (“U.S. BANK 17), U.S.
Bank 2 (“U.S. BANK 2”), and U.S. Bank 3 (“W.S5. BANK 37), all
federally insured financial institutions located in the Southern
District of New York {(collectively, the “U.S. Banks”}. To open and
maintain these accounts, each of the U.S. Banks regquired Danske
Bank Estonia to provide account cpening information and regular
updates regarding its BAML compliance program and controls,
transaction monitoring, and customers and transactions. The U.S5.
Banks also required DANSKE BANK to provide information regarding
DANSKE BANK and Danske Bank Estonia.

8. The U.S. Banks further reguired DANSKE BANK and
Danske Bank Estonia to respond to periodic inguiries regarding
particular transactions or customers. Indeed, the U.S. Banks
periodically made inquiries regarding suspicious transactions or
suspicious customers whose transactions Danske Bank Estonia
processed through the U.S. Banks.

S, The information the U.S. Banks sought was material
to the U.S. Banks’ decision tLo maintain, and in the case of U.S.
Bank 3, to open, U.S. dollar accounts for Danske Bank Estonia.
DANSKE BANK and Danske Bank Estonia understood that the information
provided in response te such inquiries was material, that the U.S.

Banks expected honest, accurate, and complete responses, and that




the U.S. Banks would not open or maintain Danske Bank Estonia’s
U.S. dollar accounts without this infeormation. These U.3. dollar
accounts were critical to servicing NRP customers, who relied on
access to the U.S. financial system via Danske Bank Estonia. In
response to the requests from the U.S. Banks, DANSKE BANK
misrepresented the state of Danske Bank Estonia’s AML compliance
program, transaction monitoring, and informaticn regarding Danske
Bank Estonia’s customers and their risk profile, causing the U.S.
Banks to maintain accounts, and U.S8. Bank 3 to open an account,
through which Danske Bank Estonia facilitated approximately $160
billion in fransactions on behalf of its NRP customers between
2007 and 2016,

DANSKE BANK Identified Problems with the NRP

Regulators Brought NRP Concerns to DANSKE BANK

10. From the time DANSKE BANK purchased Sampo Bank in
2007 through at least December 2013, DANSKE BANK knew that
regulators had concerns regarding the NRP and Danske Bank Estonia’s
business and AML practices. In 2007, the Central Bank of Russia
{(“CBR”) sent a letter to DANSKE BANK that reported Danske Bank
Estonia conducted transactions of “doubtful origin” related to
customers “offshore and in the UK” that amounted to billions of
rubles per month. The CBR explained that, while these transactions

looked like payments for goods, those goods never crossed borders,




and it was, according to the CBR, “quite ébvious that neither the
goods nor securities nor services do exist in reality.” The CBR
concluded that “the menticned transactions .. can be coanected with
the criminal activity in its pure form, including money
laundering.”

11. Alsc in 2007, the Estonian Financial Supervisory
Authority (“EFSA”) issued a report criticizing Danske Bank
Estonia’s AML activities. Specifically, the report found that
Danske Bank Estonia’s policies were, in themselves, “mostly in
compliance” with legal requirements under Estonian law; however,
Danske Bank Estonia only “formally” adhered tec these policies, and
many aspects of its actual oversight for NRP clients were
inadegquate. In September 2007, the EFSA issued a precept directing
Danske Bank Estonia to take a series of corrective actions to
obtain better information abeut beneficial owners and the source
of funds for the NRP. A subsequent EFSA examination in 2009 noted
improvements, but it also highlighted persistent deficiencies in
Danske Bank Estonia’s KYC/AML policies. DANSKE BANK received
copies or summaries of these examination reportis.

12. When DANSKE BANK acguired Sampo Bank, it undertook
a project to bring the Baltic branches onto the central technology
system DANSKE BANK had established, recognizing that there were

some risks, including AML risks, presented by allowing the Baltic




branches to remain outside of the information technology (“IT")
piatform used by DANSKE BANK headquarters {the “Group”).
Centralizing Danske Bank Estonia with DANSKE BANK’'s Group-wide IT
platform would have allowed DANSKE BANK to directly monitor and/or
conduct additional direct oversight of Danske Bank Estonia
transactions and customers, including RKRP customers and
transactions Danske Bank Estonia processed through the U.S. Banks.

13. In 2008, DANSKE BANK cancelled the migration to the
central technology system because the Executive Board, consisting
of DANSKE BANK senior executives, concluded it would “simply be
too expensive” and could cause irreqgularities. At a meeting of the
Executive Board where this cancellaticn was announced, the minutes
noted that the Board members understood it was “important that we
display additional initiative in the area of compliance in
consequence of our decision not to convert our Baltic banks, it is
important that we make an extra effort in the compliance area.”
After the cancellation, Danske Bank Estonia remained on 1ts own
technology platform.

14. In 2012, the EFSA sent the Danish Financial
Supervisory Authority (“D?SA”) a letter that highlighted concerns
with Danske Bank Estonia's AML controls. The DFSA shared these
concerns with DANSKE BANK and noted that the EFSA had concluded

that Danske Bank Estonia conducted a disproportionate amcunt of




the non-resident business in Estonia. The DFSA explained that the
EFSA had raised these concerns with Danske Bank Estonia without
significant changes at the Dbranch. DANSKE BANK executives,
including the former Head of Group Compliance and AML (“Compliance
Executive-1%), immediately asked Danske Bank Estonia executives
about prior responses to the EFSA, the reason for Danske Bank
Estonia’s “high_market share of the mentioned high risk customers,”
any special KYC procedures for those high-risk customers, and how
Danske Bank Estonia monitored transactions for high-risk customers
to minimize AML risks. The DFSA inguiry also prompted DANSKE BANK
execukbives to revisit the 2007 CBR communication and a summary of
the EFSA’s 2009 examination of Danske Bank Estonia.

15. Danske Bank Estonia employees, including the former
Branch Manager of Danske Bank Estonia (“Branch Manager-1”) and the
former Head of AML at Danske Bank Estonia {(“Estonia Compliance
Executive-1”), prepared a memo for DANSKE BANK senior executives
that identified the NRP as a “prudent and well organized” business.
The memo acknowledged that the NRP customers were high-risk but
claimed that Danske Bank Estonia did ncet open any accounts for
clients whose business activity was not “understandable.” The memo
included a description of both the NRP’s purportedly robust
onboarding procedures and automated transaction monitoring

procedures and noted that customers had to be approved by the




“Client Committee” (“CLICO”), which Estonia Compliance Executive-
1 headed. These representations were not true; though the CLICO
and other procedures existed on paper, in 2014 Danske Bank
Estonia’s regulator found that there was “no evidence” that Danske
Bank Estonia followed its written procedures—including onbearding
procedures—or reviewed those procedures toc ensure they were
compliant with law and working as intended.

16. In a letter responding to the DFSA, Compliance
Executive-1 repeated many of the statements contained in the Danske
Bank Estonia memc, without taking any steps tq confirm whether the
representations in the memo were accurate or implemented in
practice or whether the EFSA’s findings of serious deficiencies in
Danske Bank Estonia’s AML program had been appropriately
addressed. In particular, in a letter signed by Compliance
Executive-1 and the former Head of Group Legal, DANSKE BANK
informed the DFSA that DANSKE BANK was “very aware of risks being
increased” as a result of the NRP customers and indicated that
Danske Bank Estonia had adapted its monitoring procedures to
address these increased risks. This was not accurate. In a follow-
up communication to the DFSA signed by the former First Vice
President, Group Financial Crime (“Compliance Executive-2"), more
specifics were provided about the details of those monitoring

procedures.




17. The DFSA continued its inguiries in April 2013,
specifically sharing with DANSKE BANK’s former Tegal Head of
Corporates and Institutions (“Internal Counsel-17) the EFS5A’s
ongoing concerns that Danske Bank Estonia was not seriously
addressing AMI, problems, particularly related to NRP customers.
Tnternal Counsel-1 shared this with other DANSKE BANK executives.
On April 4, 2013, Internal Counsel-l asked Compliance Executive-l
for a meeting to discuss “AML in the Baltics,” explaining that the
EFSA told the DFSA that “we are not taking their AML enquiries
sericusly . . . . I promised a reaction from us to the DFSA
management tomorrow.”

18. The DFSA brought to Internal Counsel-1’s attention
certain Russian customers the CBR had, according to Compliance
Executive-1, “blacklisted” but who nevertheless banked with Danske
Bank Estonia. Internal Counsel-1 shared her concerns with
Compliance Executive-1, who discussed them with the AML team,
noting that “there is still some nervousness about the Russian
customers in Estonia again.” Compliance Executive-1 said he would
direct the DFSA to the earlier 2012 memo DANSKE BANK had provided.
Compliance Executive-2 responded that this “is actually a bit
worrying. It may prove inadequate to refer to our previous memo.
So should we try to clarify what it is more specifically that they

are dissatisfied with or insecure about in Estonia?” Compliance




Executive~1 responded that, according to the DFSA, the “problem”
was that Branch Manager-1 “brushed off the EFSA. We have
blacklisted Russian customers, but are arguing that their
transfers are made through a Russian bank, so what’s the problem!!”

12. On April 5, 2013, Internal Counsel-1 responded to
the DFSA explaining that there was a “very special setup [for]
Russian customers we have in Estonia, for the wvery reason that
these customers involve a high risk.” She indicated that she had
not known that the CBR had raised concerns about certain Russian
customers at Danske Bank Estonia, but that Ccmpliance Executive-1
would take action immediately. ©On April 7, 2013, Compliance
Executive-1 told other executives in Denmark and Estonia that the
EFSA had the impression that DANSKE BANK was not taking the EFSA’s
concerns “very seriocusly” and that the DFSA was “now very worried
because they have confirmed teo the US autherities that we comply
with the Danish FSA’s requirements on AML.” Compliance Executive-
i explained.to other executives that it was “critical for the Bank
that we do not get any problems based on this issue. We cannot
risk any new orders in the AML area.’” On the same day, Compliance
Executive~1 asked Branch Manager-1 to prepare additional
information for a response to the DFSA regarding any additional
conclusions related to the EFSA’s concerns. Branch Manager-1

proposed a meeting with the EFSA, and a meeting was held with the




EFSA on Rpril 25, 2013. At this meeting, the EFSA recognized “that
rhe Bank’s internal AML regulations are in compliance with the
established requirements,” but alsc pointed out that “risk
appetite in Estonian Danske A/S looks above the average comparing
with Estonian baﬁking sector in general.” HNotes of this meeting
ware reviewed by the EFSA and then shared with DESA.

20. ©On April 8, 2013, Internal Counsel-1 told DANSKE
BANK's former Chief Financial Officer, (“CFO-1"”) that she had
confirmed that the issues the DFSA raised were correct and that
Danske Bank Estconia had a deliberate policy to attract high-risk
customers and was banking many high-risk customers, including a
significant number of customers residing in Russia. She noted that
the “business” was “fully aware” of the high-risk nature of the
customers and “have established a particularly strict AML set-up
in Estonia, exactly because of these customers.” However, she alsc
noted that there was new information from Estonia that “certain
cusktomers are actually blacklisted in Russia” but that “we have
seen no proof of that” and that Compliance Executive-1 and a former
Head of Baltic Ranking (2008-2013) were looking into the issue.

21. In summer 2013, DANSKE BANK initiated a business
review of the Baltic region. The then-Head of Baltic Banking (2013~
2018) (“Baltic Executive-1") led the review, which ccncluded in a

November 2013 report. The report identified certain clear red




flags, including the size of the NRP and the existence of some
unregulated financial  intermediaries that were processing
transactions through their Danske Bank Estonia accounts for
unknown third parties. The overall conclusion, however, was that
the NRP had “{elxcellent compliance processes in all aspects of
the business.” While the report accurately represented the size of
the NRP, it contained many misstatements about Danske Bank
Estonia’s compliance controls.

22. After reviewing a draft of the report, Compliance
Executive-2 told Compliance Executive-1 that the volume of the NRP
was larger than he had previously believed and pointed out the
risk of Danske Bank Estonia’s relationships with unregulated
intermediaries. He explained to Compliance Executive-1 that DANSKE
BANK typically viewed these relationships as “extremely high risk”
and the same customers would not be approved in DANSKE BARK
headquarters. Compliance Executive-2 noted that many of the third-
party intermediaries were not overseen by a supervisory or
regulatory authority, and thus DANSKE BANK could not have “any
comfort on their AML/CFT [Countering the Financing of Terrorism]
prbcedures." As a result, 1f the intermediary did not do customer
due diligence “very thoroughly,” then DANSKE BANK could nol have
adequate information about the payments from the intermediary or

on behalf of its customers.




23. Compliance Executive-2 stated that he %“d[id] not
doubt” the claimed “prudent and stable” AML environment in Danske
Bank Estonia but recommended “diglging] deeper into the compliance
and contrecl procedures” because of the business with unregulated
intermediaries and the large number of cross-border payments.
Compliance FExecutive-2 explained that the monitoring of these
intermediaries was “extremely critical in the light of the risk
involved.” Finally, Compliance Executive-2 noted that the EFSA had
identified Danske Bank Estonia’s appetite for risk as above average
and called this a “very crucial piece of information which should
be given serious thoughts when deciding how to proceed.” Compliance
Executive-2 asked Compliance Executive-1 whether DANSEE BANK
wanted to be involved in such a “risky business” and whether Danske
Bénk Estonia “really fhas] robust monitoring procedures in place
regarding these non-resident customers, covering all relevant
areas in general and non-regulated entities in particular.”
Compliance Executive-2 felt it was “a good idea to have some
‘independent’ eyes” on the NRP's compliance systems.

24. Compliance Executive-1l passed along some of
Compliance Executive-2's concerns to Baltic Executive-1 on October
17, 2013. In addition to sharing Compliance Executive-2's
concerns, Compliance Executive-1 noted that some of these cross-

border payments were likely designed to evade taxes, which would




need to be reported to the authorities. DANSKE BANK did not engage
“independent eyes” at this time Lo review the NRP or Danske Bank
Estonia’s compliance controls, as Compliance Executive-2 had
suggested.

U.S. BANK 1 Brought NRP Concerns to the Attention of DANSKE BANK

25, U.S5. BANK 1 alsce brought NRP concerns to the
attention of Danske Bank Estonia and DANSKE BANK. As early as 2008,
U.S. BANK 1 warned Danske Bank Estonia against restiructuring
clients’ activities to avoid detection by U.S. BANK 1's transaction
monitoring systems, a practice that Danske Bank Fstonia had engaged
in, claiming it promoted “transparency.” Internally, in April
2013, U.3. BANK 1 observed that the NRP “lack[ed] transparency”
and included “financial intermediaries” conducting transactions,
which was a significant risk factor. In response to U.S. BANK 1's
warning, Danske Bank Estonia assured U.S. BANK 1 it had taken
mitigating steps, including automatic sanctions and  AML
monitoring, client wvisits, and & prohibition on third-party
agents. As described in more detail below, these assurances by
Danske Bank Estonia were false.

A Whistleblower Highlighted NRP Concerns
and DANSKFE BANK Audit Confirmed Those Concerns

26, In a series of emalls beglnning in December 2013,

a Whistleblower, who was a senior employee at Danske Bank Estonia,




raised concerns within Danske Bank Estonia and DANSKE BANK that
NRP customers were engaged 1in suspicious transactions and
providing false account documentation, using shell companies, and
potentially engaged in money laundering. The Whistleblower
concluded that with‘respect to the WRP, banske Bank Estonia “may
itself have committed a criminal offense, . . . likely breached
numerous regulatory reguirements{,] [and had] a near total process
failure.”

27. In response, DANSKE BANK conducted two targeted
internal audits in January and February 2014. After only a Zfew
days, the DANSKE BANK audit team cqnfirmed that some NRP customers
were shell companies that had false or insufficient information in
Danske Bank Estonia’s customer files. The DANSKE BANK audit team
also determined that Danske Bank Estonia conducted almost no due
diligence on the NRP customers. This contradicted prior internal
audits (which had been conducted almost entirely by Danske Bank
Estonia employees) and information that Danske Bank Estonia had
previously provided to DANSKE BANK in response to concerns the
DFSA and other regulators raised. After reviewing only a few
customer files, one member of the audit team (“Auditor-1") noted
that «client files for certain NRP customers reflected an
“uporthodox structure” and that Danske Bank Estonia relationship

managers seemed Lo know more about the customers than was




represented in the files. Auditor-1l described the results of the
review as a “fire raging,” concluded that customer relationships
were deliberately structured to obscure beneficial owners, and was
worried that the NRP accounts were being used fo facilitate money
laundering.

28. The DANSKE BRBANK internal audit team drafted a
letter on February 7, 2014, that was broadly circulated among
DANSKE BANK executives and confirmed that Danske Bank Estonia
permitted customers with complex corporate structures, inadequate
explanations for layered customer structures, and nc visibility
into their corporate structures, to conduct banking activities.
The audit team documented significant gaps 1in AML practices,
including insufficient transaction monitoring and Danske Bank
mstonia’s lack of “full information on the end-client of the Russia
based intermediaries,” which meant that Danske Bank Estonia was
“not able to identify the actual source of funds and therefore
acts against AML legislatory principles.” In an audit report dated
March 10, 2014, the internal audit team recommended a review of
all NRP customers and Danske Bank Estonia transacticn monitoring,
and significant restructuring of Danske Bank Estonia AML policies
and procedures.

29. Following these internal audits, DANSKE  BANK

commigsioned an auditing firm (“Auditing Firm-1") to conduct a




review of gaps in the NRP’s BAML/XYC processes, which was completed
in April 2014. Auditing Firm~1 identified 17 shoricomings, most of
which mirrored the c¢oncerns raised. by the Whistleblewer and
identified by DANSKE BANK'’s internal auditors. Auditing Firm-1
confirmed that there was no automated transaction monitoring
system at Danske Bank Estonia and no verification as to whether
the marual transaction monitoring system was actually coperating.
Auditing Firm-1 azlso concluded that all of the NRP customers were
high-risk and given the large number of such customers it was
“impossible that the senior management of [IBG] could be aware of
the personal circumstances of all of them,” which meant that Danske
Bank Estecnia was “not sufficiently knowledgeable about the
perscnal circumstance[s] of its highest risk customers to be able
to manage the AML risk.”

30. Compliance Executive-l asked Auditing Firm-1 for a
more gqualified conclusion, and Auditing Firm-1 stated that Danske
Bank Estonia had “eritical gaps in the existing AML policy,”
including Danske Bank Estonia’s failure to sufficiently document
the background of on-boarded customers that left 1t “more
susceptible to being used for money laundering.” Compliance
Executive-1 pressed Auditing Firm-1 for a “gut feeling” on how
DANSKE BANK compared to other Baltic banks. Auditing Firm-1 replied

that Danske Bank Estonia’s critical gaps were “greater than we’ve




seen in other banks in the region,’ and Danske Bank Estcnia’s peers
had, by compariscn, “mere detailed procedures and documentation
regarding decisions.”

31. DANSKE BANK’'s respecnse to the Whistleblower
allegations, the internal audit reports, and Auditing Firm-1
~repcrt was deliberately insufficient and delayed. DANSKE BANK also
did not disclose the Whistleblower allegations to any government
authority or the U.S5. Banks until the DFSA requested information
pertaining to AML issues in Danske Bank Estonia at the end of 2017,
despite the clear identification cof suspicious activity within the -
NRP before that time. In February 2014, in-house counsel at DANSKE
BANK's office in London (“Internal Counsel-27} wrote in an email
to Compliance Executive-1 that his initial view was that DANSKE
BANK should share the Whistleblower allegations with United
Kingdom (“UK”) law enforcement. Compliance Executive-1 ignored
this view, and, contrary to it, told cther DANSKE BANK executives
that Internal Counsel-2 had said it was not necessary to disclose
the allegations to UK law enforcement.

32. By late April 2014, Internal Counsel-2’'s initial
view was being invoked for an even broader proposition—that it was
not necessary to report to ény authorities. DANSKE BANK executives
discussed whether it was necessary to report the Whistleblower

allegations to the authorities and whether to obtain cutside legal




advice. On April 25, 2014, Internal Counsel-1, who did not recail
speaking with Internal Counsel-2 herself about this topic, wrote
Lo the former Chief Risk Officer (“CRO-17) that “you would like a
Legal Opinion on whether we should report [the Whistleblower]’s
allegations re the nonresident Dbusiness and the partnership
structures to the authorities. We have an internal assessment from
[Internal Cocunsel-2] saying’that we don’'t need to. As far as I
understand it no one has started the process of getting that legal
opinion yet but I will see to that next week 1f you still want
that.”

33. In 2014, DANSKE BANK execulives vetoed an
independent investigation that could have identified and prevented
further wviolations of law by Danske Bank Estonia employees and
customers. In May 2014, DANSKE BANK engaged a corporate
investigations and security consuliing firm staffed by a former
law enforcement officer (“TInvestigative Firm~1") to investigate
allegations of wrongdoing in Danske Bank Estonia. CRO-1 and the
former Head of Business Banking {(“Group Executive-1") objected to
hiring Investigative Firm-1 because of concerns that it would lead
to additional “drama,” énd that it was unnecessary because DANSKE
BANK planned Lo investigate the matter internally. DANSKE BANK
canceled its contract with Investigative Firm-1 and.conducted only

a limited internal investigation of Danske Bank Estonia customers




and nc investigation related to Danske Bank Estonia employees prior
to public reporting about the problems in 2017.

34. In a June 2014 strategy meeting, Group Executive-~l
presented a proposal to the DANSKE BANK Board of Directors to wind
down the NRP in a controlled way. Other executives discussed an
alternative plan to sell assets, including the profitable NRP, to
another bank. The former CEO of DANSKE BANK (“CEO-1") noted that
the Baltic countries were important for many of the Bank’s clients
and he found it unwise to speed up an exit strategy as this might
significantly impact any sales price. He concluded .that DANSKE
BANK needed to undertake a closer review of the business case.
Group Executive-1 recalled that CEO-1 said that DANSKE BANK should
proceed cautiocusly because there was “a lot of money” in the NRP.
The Board of Directors was supportive of the proposed gradual
repcositioning of Danske Bank Estonia’s business model Dbut
determined that DANSKE BANK should expliore all options regarding
the NRP and conduct further analysis. A board member who
participated in this meeting later realized the information DANSKE
BANK procvided the Board of Directors did not reflect the magnitude
of the problems identified at Danske Bank Estonia. In 2015, there
was a subsequent effort to sell the Baltic branches, including the

NRP, which was uliimately unsuccessful.




35. DANSKE BANK instead opted for a gradual wind down
of the NRP, allowing approximately $40 billien in additional NRP
transactions through the United States from 2014 through 2016
(after the Whistleblower allegaticns}. One internal auditor
(“Auditor~2") felt senicor DANSKE BANK executives pressured
Auditor-2 to downplay her concerns and told her that the internal
audit conclusions were T“exaggerated.’” The former Head of
International Banking (“Group Executive-27), who was ultimately
tasked with leading the response fo the Whistleblower’s concerns,
described the NRP as a “campfire” that DANSKE BANK execubtives
enjoyed while it was profitable but ran away from when it grew out
of control.

36. In May 2014, a member of the Business Banking group
told Group Executive-1l: “It is my view that the local control
environment, Compliance/AML and Internal Audit together with the
business management fprobably primarily [the Whistleblower]} have
let us down big time. [The Whistleblower] was smart encugh to
obtain whistleblower protection for his own criminal offences, but
the matter should have coasequences for the other functions.”
Because of the deliberately slow pace of the wind-down of the NRP,
DANKSE BANK did not held empioyees accountable and DANSKE BANK

continued to process highly suspicious and pctentially criminail

transactions through the United States.




DANSKE BANK Defrauded Its U.S. Banking Partners

DANSKE BANK Misstatements to U.S. BANK 1

37. Throughout its relationship with U.S. BANK 1,
Danske Bank Estonia providéd. false and misleading information
about the NRP in response to U.S. BANK 1's inguiries. In September
2008, U.S. BANK 1 made a standard compliance wvisit to Danske Bank
Estonia to discuss Danske Bank Estonia’s compliance measures and
the NRP. During those meetings, according to U.S5. BANK 1's internal
notes, twe Danske Bank Estonia AML employees (“Estonia Compliance
Employee-1" and “Estonia Compliance Employee—2,” respectively) and
a relationship manager (“Estonia Relationship Manager-17) made
several false statements to U.S. BANK 1, including that there were
no Danske Bank Estonia representative offices in Moscow, face-to-
face client meetings in Estonia were required for all customers to
open accounts, cperations of c¢lients were documented, and Danske
Bank Estonia prohibkited clients from using “dormant” UK companies,
as opposed to companies that were “actively providing returns to
Companies House and the equivalenfs.” However, as identified by
the Whistleblower, there were multiple Danske Bank Estonia
customers that were entities incorporated in the United Kingdom
and moved millions of dollars through Danske Bank Estonia and the
United States but reported zero income or holdings to Companies

House, the UK’'’s business registry. The Danske Bank Estonia




employees truthfully reported that when U.S. BANK 1 identified
suspicious customers to Danske Bank‘Estonia, Danske Bank Estonia
would “counsel a client to restructure to avoid catching the
attention of [U.S. BANK 1’'s} monitoring. They encourage the client
Lo break out their activity into two or three entities, which has
the effect of splintering the activity.” This was contrary to U.S.
BENK 1’s prior understanding that Danske Bank Estonia closed all
accounts of clients with multiple inguiries. Danske Bank Estonia
employees told U.S. BANK 1 that they lacked resources to deal with
the inquiries U.S. BANK 1 raised regarding suspicicus
transactions., The Danske Bank Estonia employees also truthfully
reported that Danske Bank Estonia did not have automated
transaction monitoring and instead relied on manual review of
transaction reports. U.S. BANK 1 had understood that DANSKE BANK
was introducing a bank-wide automated transaction menitoring
solutien but learned at this meeting that this effort was
cancelled, which left Danske Bank Estonia with no current automated
transaction monitoring solution. Finally, ZXstonia Relationship
Manager—-1 also admitted that some Danske Bank Estonia customers
were shell companies that did not want their ultimate beneficial
owners (“UBOs”} revealed,

38. U.S. BANK 1 concluded that this meeting “revealed

a potentially significant issue with the bank counseling clients




to avoid our monitoring system.” As a follow-up to the meeting,
U.5. BANK 1 emplioyees emailed Danske Bank Estonia emplcyees on
November 3, 2008, stating they “were very concerned to hear that
DANSKE [BANK] wiil work with a client to restructure their business
following enquiries from correspondent banks., .. We regquest that
this practice 1s discontinued, if the clients reguest a
restructuring of their business following enquiries made by [U.S5.
BANK 1] we ask vyou to alert us and forward the detaiils of the
replacement structure.” U.S. BANK 1 also asked Danske Bank Estonia
te keep U.S. BANK 1 updated on the “decisions and the timeframe”
of the selection and implementation cf an automated transaction
monitoring system.

39. On November 7, 2008,lU.S. BANK 1 had a follow up
call with DANSKE BANK’'s former Head of Group Compliance and AML,
former Deputy Head of Group AML, a Senicr Account Manager, Estonia
Compliance Emplcyee-1, and Estonia Compliance Employee-2. During
that call, the DANSKE BANK executives attempted to walk back
comments Danske Bank Estonia employees made during the September
meeting with U.S. BANK 1 by misrepresenting to U.5. BANK 1 that
“Danske [Bank Estonia] does not advise clients to restructure theilr
business after enquiries from [U.S. BANK 1]. They may advise
customers that more transparency i1s needed in the activity. This

may cause clients to divide activity intc separate companies which




increases Lransparency because one entity business would be

focussed [sic] on one activity. . . . Any suspicious behaviour by
clients is investigated by [Danske Bank Estonial] in
Tallin.” DANSKE BANK alsc reported that “[U.S. BANK 1! had

misunderstood the [September 2008] discussions in Estonia. The
group wide AML soft ware [sic] will be rollied out to 211 branches
inciuding the Tallinn branch. This will be rolled out at the end
of 2009.7

40. Based on this conversation, U.S. BANK 1 believed
that Danske Bank Estonia offboarded clients of concern and did not
continue to bank URCOs of those customers under different corporate
structures. U.S. BANK 1 also believed that Danske Bank Estonia had
a soiution underway for automatic fransactiOﬂ,monitoring. This was
false. On several occasions U.S. BANK 1 flagged problematic
accounts and Danske Bank Estonia closed the account referenced and
simply shifted the UBC’s business to other entities.

41. For example, in December 2011, U.S. BANK 1 asked
Danske Bank Estconia for more information on a shell company (“Shell
Company-1”), which appeared to be transacting with entities
subject to U.S. sanctions. In response, Estonia Relationship
Manager-1 submitted a form with additional details, including the
UBO of the account. In response to U.S. BANK 1’s request as to

whether there was “any additional information .. regarding [Shell




Company-11, and/qr any affiliates, to assist {U.S. BANK 1] in
understanding the noted activity,” Estonia Relationship Manager-1
responded “no,” notwithstanding the fact that the UBC had three
other accounts at Danske Bank Estonia. On February 17, 2012, U.S5.
BANK 1 directed Estonia Relationship Manager-1 not to send Shell
Company-1 transactions through the correspondent account, noting
the entity’s link to money laundering in news reports. In response,
Estonia Relaticnship Manager-1 represented that “[w]e have been
already alerted about named activity and [Shell Company-1] has no
longer account with our bank.” In reality, Shell Company-1l closed
the aécount itself, and the UBC continued to bank at Danske Bank
lEstonia through three other shell companies, as Estonia
Relationship Manager-1 knew or should have known.

42. TIn addition, DANSKE BANK never moved Danske Bank
Estonia teo the central technology system and did not tell U.S.
BANK 1 that automated transaction monitoring was not implemented
in Danske Bank Estonia. U.S. BANK 1 continued to meet regularly
with DANSKE BANK and to ask about NRP controls and flag NRP
suspicious customers or transactions. U.S. BANK 1 employees felt
that Danske Bank Estonia employees responded promptly to these
inéuiries, though sometimes without adequate answers about the

underlying purpose of relationships between counterparties. U.S.




BANK 1 designated Danske Bank Estonia a high-risk client due to
the NRP and the volume of alerts on NRP transactions.

43, In Bpril 2013, Danske Bank Estonia executives met
with U.S. BANK 1 employees and discussed the NRP and Danske Bank
Estonia’s U.S. account. U.S. BANK 1 raised concerns that the NRP
“lack[ed] transparency” and included “financial intermediaries” on
behalf of unidentified UBOs, both significant risk factors. Danske
Bank Estonia assured U.S. BANK 1 it had taken steps to manage 1its
risks, including automated sanctions and AML monitoring, client
visits, and a prohibition on third party agents. This information
was false. As an August 2014 internal Danske Bank Estonia audit
memo detailed, there was no automatic AML monitoring system for
Danske Bank Estonia, and such a system would not have been
effective because significant customer information was missing in
Danske Bank Estonia’s customer database. Danske Bank Estonia also
routinely used agents in other countries to identify and onboard
clients.

44. Following the April 2013 meeting with U.S. BANK 1,
U.S. BANK 1 continued to raise concerns with DANSKE BANK about the
high-risk NRP. Specifically, in May 2013, a U.S. BANK 1 executive
(“J.S. BANK 1 Executive”) reached out directly to CRO-1 to inquire
about DANSKE BANK's view of the NRP. In June 2013, U.5. BANK 1

Executive met with CRC-1 and others in Lendon. U.S. BANK 1




Executive told CRO-T that U.S. BANK 1 expected DANSKE BANK Lo
“reconfirm to their Estonia [branch] and to [U.S. BANK 1] that the
Head office [1.e. DANSEKE BANK headquarters] [compliance]
principles would be adhered to.” CRO-1 agreed and confirmed that
DANSKE BANK was “compliant on both counts.” This was not accurate.

45, U.S. BANK 1 Executive followed up with CRO-1,
explaining that the NRP transactions Danske Bank Estonia processed
fhrough U.S. BANK 1 did not have “sufficient transparency” and
thus resulied in significant suspicicus activity reporting. CRO-1
discussed these concerns with Group Executive-1, among others, who
concluded that U.S. BANK 1 would likely cleose the Danske Bank
Estonia account and determined that DANSKE BANK needed teo find a
“plan b” for processing these tranéactions.

46, U.S. BANK 1 employees believed that Danske Bank
Estonia offboarded customers that U.S. BANK 1 flagged as
suspicious. Had the U.S. BANK 1 employees involved in the
discussions with DANSKE BANK known that Danske Bank Estonia’s
representations regarding offboarding NRP customers and automated
AMIL and transaction monitoring controls were false, they would
have recommended exiting the relationship immediately. When one
U.S. BRNK 1 employee learned that Danske Bank Estonia continued to
bank customer UBOs through U.S. BANK 1 using different shelil

companies, she felt this was “the first time in her career that




she had ever been misled in such a fashion” and, after this
occurred, she changed procedures to verify in writing that
offbcarding included cffboarding of the UBO.

47. U.S. BANK 1 Executive, who managed the DANSKE BANK
relationship and coordinated the eventual closure of Danske Bank
Estonia’s account, understcocod that Danske Bank Estonia’s AML and
sanctions menitoring was automated. If he had known that was false,
he would have “run to his boss’s door to notify him” and then gone
directly to U.S. BANK 1’s Treasury department to “pull the plug”
on the relationship. This was because U.3, BANK 1 Executive had
concluded that bank customers, especially banks in the Baltic
regions, needed automatic monitoring programs or else “they would
be in big trouble.”

48. Because DANSKE BANK misrepresented its NRP banking
practices and insufficient AML programs at Danske Bank Estonia,
U.S. BANK 1 continued to bank Danske Bank Estonia. Between 2011
and 2013, Danske Bank Estonia processed $34 billion for NRP
customers through its acccunt at U.5. BANK 1.

DANSKE, BANK Defrauded U.S5. BANK 3

DANSKE BANK Opened the U.S. BANK 3 Account Through Fraud
49, In July 2013, senior DANSKE BANK executives wdrked
on “plan b” to find a new U.S. banking relaticnship for Danske

Bank Estonia because of concerns that U.S. BANK 1 wQuld close its




U.S. dollar account with Danske Bank Estonia. DANSKE BANK knew
that Danske Bank Estonia needed access to the U.S. financial system
to process U.S. dollar payments for the NRP and that other U.S.
banks would share the same concerns that U.3. BANK 1 raised
regarding the NRP. DANSKE BANK executives recognized the need to
find a “long term strategy” related to the NRP.

50. AL the same time, Danske Bank Estonia executives,
including Branch Manager-1, discussed the need to design a strategy
to “camouflage” the NRP business from DANSKE BANK executives, who
were applying “great scrutiny” to the portfolic. A Danske Bank
Estonia executive explained to Branch Manager-1 in an email that
they had done this “exercise once before [in] 2006-2008 and we’ll
do it again” and noted that the “main thing is how we look in this
case, not how it really is.”

51, DANSKE BANK executives ultimately decided to find‘
a new U.S. bank to handle the NRP transactions before U.S. BANK 1
closed the Danske BRank Esteonia account. In July 2013, CRO-1
explained the situation to Group Executive-1 as follows: “In the
short term, I think it would be preferable for us to reguest
closure of the [U.S. BANK 1 correspondent] acccunt (and route
through cother Cofrespondents) rather than have the ignceminy of
their telling us. Then we need to determine future strategy belore

the next one drops out!”




52. U.S5. BANK 1 indicated that it would no longer do
business with Danske Bank Estcnia but ultimately allowed Danske
Bank Estonia to exit its U.S. dollar account voluntarily because
UU.S. BANK 1 wanted to preserve its relationship with DANSKE BANK.
On August 1, 2013, Danske Bank Estonia and U.S8. BANK 1 agreed that
the U.S. dollar account would close within 90 days.

53. Consistent with CRC~1's email, DANSKE BANK
approached U.S. BANK 3, where DANSKE BANK had an established
relationship, about opening a U.S. doilar accouﬂt for Danske Bank
Estonia. DANSKE BANK misrepresented the reason it was seeking a
new account to U.S. BANK 3 and did not inform U.3. BANK 3 of U.S5.
BANK 1’s concerns regarding the NRP. In July 2013, a DANSKE BANK
Network Manager (“Group Employee-1”), who knew that U.S. BANK 1
would no longer process NRP transacticns and that Danske Bank
Estonia needed a new correspondent account for those transactions,
told U.S. BAENK 3 that DANSKE BANK was looking for a new Danske
Bank Estonia U.S. dollar banking relaticnship to “concentratel[]

our payment flows with a limited number of providers.”

54, DANSKE BANK did not indicate that U.S. BANK 1 had
raised concerns about the risks associated with the NRP and was
exiting the relationship with Danske Bank Estonia. According to a
relationship manager at U.8. BANK 3 who managed the DANSKE.BANK

relationship, the fact that U.S. BANK 1 had raised concerns about




Danske Bank Estonia would have been important information for U.S5.
BANK 3 to know before opening & U.S. dollar account for Danske
Bank Estonia.

55. U.S. BANK 3 expressed interest in the account and
immediately asked for “an overview of the client base” that Danske
Bank Estonia served, including customers “outside Estonia,” and
noted U.S. BANEK 3 would need “to have confirmed that [DANSKE BANK]
Copenhagen Head Office ensures that the relevant AML / KYC
procedures in Estonia meet the home-state standards in Denmark.”
Group Employee-1 immediately told DANSKE BANK’s former Head of
Network Management (“Bank Executive-1”) that DANSKE BANK “would
‘not be in a position to give the above [AML/KYC] confirmation to
U.S. BANK 3” because Danske Bank Estonia did not. have appropriate

g

transaction monitoring. Thus, as Group Employee-1 explained, Vit
would not be realistic to consider [U.S. BANK 3} as an alternative
provider for the USD payments from Danske [Bank] Estonia.” Bank
Fxecutive-1 shared Group Employee-1's concerns and later raised
concerns directly to DANSKE BANK executives, including Compliance
Executive-1, Baltic Executive-1, and Branch Manager-1, noting that
“if we decide to move the USD payments to [U.S. BANK 3] it is

important te know that we will be required to deliver very precise

information to [U.S. BANK 3] regarding the USD payments.”




56. Despite understanding these concerns, Compliance
Executive~1 internally confirmed that Danske Bank Estonia met
home-state standards {(i.e., DANSKE BANK headquarters in Denmark)
and could meet U.S. BANK 3’s account opening requirements. On
August 6, 2013, Compliance Executive-~l wrote in an internal email
that Danske Bank Estonia’s “AML/KYC procedures meet the home state
standards and that the standards in Estonia are specifically
tailored to the customers identified as high risk customers.” This
was false. Indeed, in that same email Compliance Executive-1
identified internal gaps 'in Danske Bank Estonia’s monitoring
systems, such as lack of sanctions screening for incoming payments.
Compliance Executive-1 justified his willingness to represent that
Danske Bank Estonia met the home-state standards by noting that
G.S8. BANK 3's own screening mechanisms would reject payments, such
as payments that violated sanctions, that Danske Bank Estonia did
not block,

57. Based on this representation, Bank Executive-1
confirmed to U.S. BANK 3 on August 14, 2013, that DANSKE BANK would
like to open the U.S8. dollar account for Danske Bank Estonia and
that Bank Executive~l had asked the “Head of Group Compliance &
Anti-Money Laundering [i.e., Compliance Executive-1] to prepare a
guarantee such as the one you request regarding the standard of

the AML/KYC procedures of our Estonian Branch.” Danske Bank Estonia




employees sent U.S. BANK 3 a presentation in Octcber 2013 that
falsely stated that Danske Bank Estonia followed the KYC and AML
policies and practices of DANSKE BANK, though it does not appear
that Compliance Executive-1's written confirmation was ever
provided to U.S. BANK 3. The presentation alsc contained other
misrepresentations, again falsely touting the existence of an
automatic monitoring system and that all non-resident customers
had to meet with Danske Bank Estonia employees in person.

58. Estonia Compliance FExecutive-1 alsoc knowingly
misrepresented the nature of Danske Bank Estenia’s business in due
diligence materials he completed as part of U.S. BANK 3’'s account
opening process. Estonia Compliance Executive-1 completed a
“Correspondent Banking Client Profile Form” that U.S. BANK 3
required for new correspondent accounts., That form specifically
asked Danske Bank Estonia to identify “high risk” customers; in
response, Estonia Compliance Executive-1 stated that Danske Bank
Estonia had nc high-risk clients under Danske Bank Estonia;s AML
policies, even though Estcnia Compliance Executive-1 had co-
authored the 2012 memo explaining that Danske Bank Estonia’s
compliance policies were tailored to its “high market share of

high risk customers.” Estonia Compliance Executive-1 further
misrepresented that Danske Bank Estonia had no physical presence

in Russia, despite Danske Bank Estonia having employees who worked




out of a customer’s Moscow office until 2015. Finally, Estonia
Compliance Executive-1 represented that Danske Bank Estonia had
“approved AML policies and procedures in place that require([d] the
identification and verification of the Beneficial Ownership of
[Danske Bank Estcnia’s] corporate custemers.” While there were
written policies, the actual procedures Danske Bank Estonia
followed were inconsistent with the written policies, as
demonstrated by the Whistleblower allegations and subsequent
internal audit and regulatory exams. Estonia Compliance Executive-
1 made these misrepresentations despite serving as the head of the
CLICO, which was, on paper, responsible for onboarding new NRP
customers.

59. In OQctober 2013, Estonia Compliance Executive-1
completed two additional forms for U.S. BANK 3 that contained more
misrepresentations. U.S. BANK 3’s Financial Institution Anti-Money
Laundering Questionnaire contained a series of questions about
Danske Bank Estonia’s_ AMI. programs. On this form, Estonia

)Y

Compliance FExecutive-1 falsely answered “yes” to the following
questions:
a. Does the FI [financial institution] determine

the appropriate level of enhanced due diligence necessary for those

categories of customers and transactions that the FI has reason to




believe pose a heightened risk of illicit activities at or through
the FI?

b. Has the FI implemented processes for the
identification of those customers on whose behalf it maintains or
operates accounts or conducts transactions?

C. Does the FI complete a risk-based assessment
te understand the nermal and expected transactions of its
customers?

60. Estonia Compliance Executive~1l knew the responses
to these questions were not true. As early as 2010, Estonia
Compliance Executive-1 knew that Danske Bank Estonia’s financial
intermediary customers were not “completely <transparent” and
suggested closing down those clients. However, in 2013 Danske Bank
Estonia still had a number of these clients that Estonia Cempliance
Executive-1 had previocusly identified in 2010 as non-transparent,
and Danske Bank Estonia had made no substantial improvements to
the policies for overseeing those clients. Estonia Compliance
Executive~1 did not disclose this information to U.S. BANK 3.

61. A supplemental gquestionnaire Estonia Compliance
Fxecutive-1 provided to U.S. BANK 3 in October 2013 also contained
false and misleading information. It stated that Danske Bank
Estonia employed a mixture of manual and automatic transaction

monitoring, including an internally developed automatic system.




Moreover, in the questionnaire FEstonia Compliance Executive-1 .
stated that “real-time” monitoring occurred for all Iincoming
transactions over €500,000, and that all ocutgoing transactions
were screened against EU/UN/OFAC sanctions lists. It stated that
all other monitoring occurred on daily, weekly, or meonthly bases
based on “certain indicaters.” In reality, Danske Bank Estonia had
no automatic transaction monitoring system. While certain
transactions over €500,000 were flagged for manual review, the
2014 EFSA audit found that manual review was entirely perfunctory
and primarily handled by NRP relationship managers (Estonia
Compliance Executive-1 himself sometimes reviewed these
transactions as part of his responsibilities}, while the Auditing
Firm-1 audit determined that manual review procedures cculd not be
verified in practice. With respect to the review of transactions
under €500,000, the EFSA found numerous instances where NRP
customers engaged in transactions under the €500,000 threshold
that viclated Danske Bank Estonia’s written policies.

62. U.S. BANK 3 relied on these varicus material
misrepresentations and opened‘Danske Bank ®stonia’s U.S. dollar
account in Cctober 2013. Between account opening and the closure
of the NRP in January 2016, DANSKE BANK processed Lransacticns
totaling approximately $3.8 billion through the U.S. BANK 3 U.S.

dollar account on hehalf of Danske Bank Estonia’s NRP customers.




63. While DANSKE BANK was providing this information to
U.S. BANK 3, DANSKE RANK executives were conducting a business
review of the NRP in response to regulatory concerns, leading some
DANSKE BANK executives to question whether Danske Bank FEstonia
conducted appropriate oversight of the NRP. By early 2014, as a
result of the Whistleblower’s complaints, the internal and
Auditing Firm-1 audits, regulator outreach, and U.S. Bank concerns
raised to DANSKE RANK, DANSKE BANK was aware of systemic Kfé/AML
failures, non-transparent shell company accounts, and suspicious
transactions related to the NRP. DANSKE BANK did not correct any
misrepresentations to U.S. BANK 3, never shared this information
with U.S. BANK 3, and did not take any meaningful steps in response
to these 1issues to stop the NRP’s high-risk- U.3. dollar
transactions through U.S. banks.

DANSKE BANK Continued to Defraud U.S. BANK 3 as Part of the
Ongoing Due Diligence on the Account

64, DANSKE BANK had several opportunities to Dbe
truthful with U.8. BANK 3 about the issues with the NRP, but
instead continued to affirm and reiterate its false statements
during subseguent communications with U.S. BANK 3. For example, in
March 2014 a KYC Officer in Denmark completed a questionnaire for
U.S. BANK 3 providing information on “[a]lil countries where DANSKE

[BANK] is represented.” The answers repeated many of the false




answers from previous guestionnaires, including a representation
that DANSKE BANK’s AML policies were applied “in locations outside
of [the home] jurisdiction,” and that DANSKE BANK (and its
branches) had “implemented processes for the identification of
rhose customers on whose behalf it maintains or operates accounts
cr conducts transactions.”

65. In July 2014, U.S5. BANK 3 ecmployees Imet with
Compliance Executive-2 and a Group employee to discuss the general
structure of DANSKE BANK's AMIL program. U.S. BANK 3 employees
expected Compliance Executive-2 to disclose any concerns with
Danske Bank Estonia transactions at this meeting. To.the contrary,
Compliance Executive-2 reassured U.S. BANK 3 aboult the overall
compliance structure of DANSKE BANK and its branches. He confirmed
that whenever DANSKE BANK identified suspicious transactions
involving shell companies, it sought invoices. He also did not
disclose any of the serious failures DANSKE BANK and its regulators
had identified regarding Danske Bank Estonia. Based on these
inaccurate reassurances, U.S. BANK 3 canceled a subsequent
compliance visit to Estonia after the July 2014 meeting and instead
planned to review a sample of paymeﬁts criginating in Danske Bank
Estonia to ensure they were in line with U.S5. BANK 3's expecﬁation.

Compliance Executive-2 understood that U.S. BANK 3 expected




truthful and accurate responses to the questions and later admitted
that the answers he provided were “imprecise.”

66. DANSKE BANK continued to provide misleading
information to U.S. BANK 3 about Danske Bank Estonia’s compliance
program. In late 2014 and early 2015, U.S. BANK 3 conducted a
correspondent “refresh” with Danske Bank Estonia, and DANSKE BANK
coordinated the responses. Estonia Compliance Emplcyee-2 drafted
responses to a U.S. BANK 3 supplemental questionnaire in December
2014 at Compliance Executive-2's direction. This questionnaire was
identical to the gquestionnaire Estonia Compliance Executive-l
completed in October 2013, and Estonia Compliance Employee-2
repeated the false answers FEstonia Compliance Executive-1 had
provided in Octeober 2013, including misrepresentations about
Danske Bank Estonia’s “automatic” monitoring systems. Estonia
Compliance BEmployee-2 also falsely stated that the automatic
monitoring system had been rated “satisfactory” by internal audit.

67. U.S. BANK 3 requested, among other things, the
“date and headline outcome” of Danske Bank Estonia’s “last AML
regulatory examination.” In September 2014, the EFSA issued a
preliminary report of its assessment of Danske Bank Estonia’s lack
of KYC and AML monitoring, which was highly critical of Danske
Bank Estonia, and indicated a final report was forthcoming. The

preliminary report was widely discussed by DANSKE BANK executives,




with one executive noting that if only half of the EFSA report
were correct, then DANSKE BANK should be moving “much faster” to
shut down all non-resident business.

68. On December 12, 2014, the EFSA issued its final
inspection report. Internal Counsel-1, Compliance Executive-l, and
Group Executive-2 received an English translation of the summary
on December 17, 2014, and Compliance Executive-2 received a copy
on December 19, 2014. While the final EFSA report was less critical
than the draft report, it still concluded, among other things,
that Danske Bank Estonia systematically established business
relationships with clients “in whose activities it is possible to
see the simplest and most common suspicious circumstances”
including recently established companies with no business history
that operated in -apartment buildings without any public facing
profile. The EFSA final report explained that Danske Bank Estonia
was willing tec help its clients to establish acccounts rather than
perforﬁ independent due diligence because the eccnomic interest in
profit outweighed the performance of due diligence required by
law, that Danske Bank Estonia employees guided customers on how to
aveid review of transactions, and that Danske Bank Estonia asked
clients to terminate their accounts rather than cancel the account
and report it as required. The EFSA repcort concluded that “Danske

Bank [Estonial] ignores its own rules of procedure established for




the prevention of money laundering and terrorist financing” and
the exam “clearly proves that the rules of procedure and internal
controls are not working.”

69. On December 19, 2014, the same day that Compliance
Executive-2 reéeived a copy of the critical EFSA report, U.S. BANK
3 asked an employee at DANSKE BANK for more information cn internal
audit conclusions and regulatory review of Danske Bank Estonia.

70. The initial draft of DANSKE BANK's response, which
Estonia Compliance EmployeefZ prepared, answered U.3. BANK 3's
questions in detail and revealed that DANSKE BANK internal auditors
and outside auditors agreed that Danske Bank Estonia’s AML/KYC
program was severely deficient. Compliance Executive-2? edited the
draft response to provide limited infermation to U.S. BANK 3,
suggesting that Danske Bank Estonia’s problems wére minimal and
had been remediated. Despite receiving the critical draft and final
EFSA report, Compliance Executive-2, after consulting with another
DANSKE BANK employee, provided the revised misleading written
responses that minimized the compliance issues at Danske Bank
Estonia and did not reveal the existence of the critical EFSA exam.

71. Based o¢n the representations of Compliance
Executive-2 and Estonia Compliance Fmplcoyee-2, U.S. BANK 3
proceeded with the account refresh and continued to process U.S5.

dollar transactions for Danske Bank Estonia.




DANSKE BANK Continued to Process Transactions for Shell
Companies Through U.S. BANK 3 Against U,S5. BANK 3's Explicit
Instructiocns

72. In May 2015, an officer at U.S. BANK 3 (“U.S. BANK
3 Officer”) contacted Compliance Executive-2 to reporti suspicious
payments through Danske Bank Estonia accounts. U.S. BANK 3 Cfficer
noted, “I spoke to [Estonia Relationship Manager-1] who confirmed
that these shell companies are ultimately owned by Russian
individuals/Corporates who set up these shell companies to hide
the fact that they are actually owned by Russians, giving them
more favourable contract negotiations with global commercial
trading firms.” U.S. BANK 3 Officer requested that “all payments
on behalf [of] any Shell Company does not get routed via Danske
Bank Estonia’s USD [U.S. BANK 3 account].” U.S. BANK 3 Cfficer
recalled that neither Compliance Executive-Z nor Estonia
Relationship Manager-1 raised concerns regarding his request and
thus he understocd that DANSKE BANK would follow the reguest.

73. While Compliance Executive-2 forwarded U.S. BANK 3
Officer’s email internally on May 11, 2015, to numerous DANSKE
BANK cfficials, including Bank Executive-1, DANSKE BANK ignored
7.S. BANK 3's request until August 12, 2015, One DANSKE BANK
executive described DANSKE BANX’s inaction as ‘“unacceptable,”
stating that there was a “chain break[}” in the AML Department

that allowed U.S. BANK 3's request to fall through the cracks.




74. Even after DANSKE BANK delayved in reviewing U.S.
BANK 3’s request, it deliberately chose to ignore U.S. BANK 3's
core request not to route NRP shell payments through U.S. BANK 3,
and in fact increased those payments. During this same period,
7.S. BANK 2 made the decision to stop processing payments through
Danske Bank Estonia’s U.S. dollar account. DANSKE BANK decided to
reroute NRP U.S. dollar transactions that had previously g&ne
through U.S. BANK 2 tc U.S. BANK 3. DANSKE BANK executives conceded
that this arrangement was directly contrary to U.S., BANK 3's no-
shell request but justified it because they were in the‘process of
shutting down the NRP in its entirety. During these discussions,
DANSKE BANK executives also revealed their concern that U.S.
authorities would discover problems at DANSKE BANK, with the
Executive Vice-President in Group Ccmpliance and AML noting that
“[w]e should make sure that we don't create a relationship where
U.S. BANK 2 suddenly feels the need to share their concerns about
[DANSKE BANK] with U.S. regulators.”

75. DANSKE BANK never disclosed this decision to U.S.
BANK 3. Nevertheless, DANSKE BANK unilaterally moved ahead with
its plan and routed all U.S. dollar transactions, including more
than $200 million in NRP transactions and suspicious shell company
payments, through U.S. BANK 3 from late 2015 wuntil the NRP was

closed in January 2016. During this period, U.S. BANK 3 observed




an increase in suspicious transactions that were sent through the
U.5. BANK 3 account.

76. Had U.S5. BANK 3 employees understood the nature and
extent of DANSKE BANK and Danske Bank Estonia’s misrepresentations
and associated problems at the time, it would have affected their
decision to oper and maintain a U.S. ‘dellar account for Danske
Bank Estonia.

DANSKE BANK Closed the NRP and Ultimately Danske Bank Estonia

77. DANSKE BANK was not successful in selling the
Baltic branches, including the NRP, and closed the NRP in January
2016, DANSKE BANK commissioned an internal investigation of the
Estonia matter in 2017 and voluntarily made the results of the
investigation public in September 2018. After some of the concerns
DANSKE BANK internally identified regarding Danske Bank Estonia
came to light publicly, the EFSA instructed DANSKE BANK to close
Danske Bank Estonia, which DANSKE BANK completed in 2019.

78. As part of its internal investigation, and based on
a review of publicly available information, DANSKE BANK determined
that Danske Bank Estonia had processed through the U.S. Banks
billions of dollars in transactions associated with money
laundering and other criminal schemes, including Russian criminal

schemes.




STATUTORY ALLEGATIONS

79, From at least in or about 2008, up to and including
in or about January 2016, in the Scuthern District of New York and
elsewhere, DANSKE BANK A/S, the defendant, and others known and
unknown, wiilfully and knowingly combined, ceonspired,
confederated, and agreed together and with ecach other to commit
bank fraud, in violation of Title 18, United States Code, Section
1344{2).

80. It was a part and object of the conspiracy that
DANSKE BANXK 2A/S, the defendant, and others known and unknown,
willfully and knowingly, would and did execute, and attempt to
execute, a scheme and artifice to obtain moneys, funds, credits,
assets, securities, and other property ocowned by, and under the
custody and control of, a financial institution, the deposits of
which were then federally insured, by means of false and fraudulent
pretenses, representations, and promises, in viclation of Title
18, United States Code, Section 1344(2).

{(Title 18, United States Code, Section 1349.)

FORFEITURE ALLEGATION

81. As a result of committing the cffense alleged in
Count One of this TInformation, DANSKE BANK A/S, the defendant,

shall forfeit to the United States, pursuant te Title 18, United




States Code, Sectieon 982 {a) (2} (A}, any and all property
constituting, or derived from, proceeds obtained directly or
indirectly, as a result of the commission of sald offense,
including but not limited to a sum of money in United States
currency representing the amount of proceeds traceable to the
commissicn of said offense.

Substitute Asset Provision

82, 1If any of the property described above as being
subject to forfeiture, as a result of any act or cmission of DANSKE
BANK A/S, the defendant,

a. cannot be located upon the exercise of due
diligence;
b. has been transferred or scld to, or deposited

with, a third person;

c. has been placed beyond the jurisdiction of the
Court;

d. has been substantially diminished in value; or

e, has been commingled with other property which

cannot be subdivided without difficulty;




it is the intent of the United States, pursuant to Titie 21, United

States Code, BSection 853(p) and Title 28, United States Code,

Section 2461{c), to seek forfeiture of any other property of the

defendant up to the value of the above forfeitable property.
(Title 18, United States Code, Section 982;

Title 21, United States Code, Section 853; and
Title 28, United &tates Code, Section 2461.)

%K& L Lman Wil

PRENT WIBLE DAMTAN WILLIAMS

Acting Chief, Money Laundering United States Attorney for
and Asset Recovery Section the Southern District of
Criminal Division New York

United States Department
of Justice
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