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DEPARTMENT OF JUSTICE
OFFICE OF THE ATTORNEY GENERAL

‘[Orﬂcr Mo. 763-??]
PRIVACY ACT OF 1974
Systems of Records; Annual Publication

Pursuant to section 3(e)(4) of the Privacy Act of 1974 (5 U.S.C.
552a(c)(4)), attached is the annual compilation of notices of the systems
of records maintained by the Department of Justice. This document
incorporates all published changes and additions to the Department’s
systems notices which have been published and adopted since the 1976
compilation (41 FR 39916, September 16, 1976), and also corrects
omissions, spelling and typographical errors, and makes other neces-
sary editorial changes. In some systems, system gers and address-
es have been changed to reflect internal -reorganizations of the
Department of Justice.

Following is a list of major or substantive changes that have been
made to the systems since the 1976 compilation:

(2) Four systems have been deleted. JUSTICE/OSG—001, Attor-
ney Assignment Reports are no longer maintained by the Department
of Justice as their use has” been discontinued by the Office of the
Solicitor General. JUSTICE/WSPF—001 and 002 were transferred to
the Archivist of the United States upon termination of the Office of the
Watergate Special Prosecution Force. JUSTICE/WSPF—003 has
been destroyed as these records were duplicative of records maintained
elsewhere in the Department of Justice.

(b) JUSTICE/ATR—009, Corsumer Inquiry Index: A new routine
usc was adopted effective April 25, 1977. (42 FR 22953)

. (c) JUSTICE/BOP—006, Inmate Commissary Accounts Record
System: A change in the storage and retrievability (as a result of
automating the system) was adopted effective April 25, 1977. (42 FR

22953)

(d) JUSTICE/CIV—001, Civil Division Case File System was
divided into three separate systems to describe more accurately the
categories of records, the routine uses and the methods of access. The
new systems are CIV—001, Civil Division Case File System, CIV—
002, Civil Division Case File System—Customs Section, and CIV—
003, Office of Alien Property Cszse File System. (42 FR 23558)

(e) JUSTICE/CRM—999, Appendix to Criminal Division System of
Records Field Offices of the Organized Crime and Racketeering
Section: Four locations for the maintenance of records were deleted
and the records transferred to the U.S. Attorneys within those districts,
(42 FR 131)) - .

(f) Due to a reorganization of the Departrment of Justice, 12 systems
were transferred from the Office of the Deputy Attorney General to
the Office of the Associate Attorney General, and two DAG systems
were renumbered. JUSTICE/DAG—001 is now AAG—001, DAG—
002 is now AAG—002, DAG—005 is now AAG—003, DAG—006is
now AAG—004, DAG—007 js now AAG—005, DAG—008 is now
AAG—006, DAG—009 is now AAG—007, DAG—O0I0 is now
AAG—008, DAG—011 is now AAG—009, DAG—012 is now
AAG—010, DAG—013 is now AAG—O0Il,- DAG—0I4 is now
AAG—012, DAG—003 is now DAG—001, DAG—004 is now
DAG—002. (42 FR 33810)

{g) JUSTICE/DEA—027, DEA Employee Profile System which
was inadvertently omitted from the, 1976 compilation was adopted bn
April 25, 1977. (42 FR 22953) : '

(h) JUSTICE/DEA/INS—I111, Automated Intelligence Record
System (Pathfinder) was proposed to enlarge and redesignate DEA—
002 (Pathfinder 1), to reflect the sharing of the data base by the Drug
Enforcement Administration and the Immigration and Naturalization
Servige. (42 FR 15075)

(i) JUSTICE/FBI—002, FEI Central Records System: A new

routine use was adopted and the description of categories of records
was revised for clarification. (42 FR 21668 and 22953

(i) JUSTICE/FBI—010, Employee Travel Vouchers and Individual
Earning Records, and JUSTICE/FBI—011, Employee Earning
Records, two existing systems that were inadvertently omitted from
the 1976 compilation, were-reported on March 30, 1977. (42 FR. 16875)

(k) JUSTICE/FBI—012, Time Utilization Record-Keeping
(TURK) Systemris a new system which was reported in the March 30,
1977, Federal Register. (42 FR 16875)

(1) JUSTICE/INS—001, Immigration and Naturalization Service
Index System: The retrievability capacity of a portion of the system
was expanded and new routine uses were proposed. (42 FR 15349)

PRIVACY ACT ISSUANCES

(m) JUSTICE/LEAA—O012, Public Safety Officers’ Benefits System
is a new system which was adopted April 25, 1977, (42 FR 22953)

(n) JUSTICE/OMF—013, Employce Locator File: The'retricvabil
ity capacity of the system was expanded and changes were proposed i
the storage, retrievability and safeguards of the system. (42 FR 15151)

(o) JUSTICE/OPA—001, Executive Clemency Files: A ncw rou
tine use was adopted April 25, 1977 (42 FR 22953)

(p) JUSTICE/TAX—001, Central Classification Cards, Indea
Docket Cards and Associated Records was redesignated TAX-~001
?2111146'1‘)4&}(-—002. separating the Criminal and Civil Records. (42 FR

(9) JUSTICE/TAX—005, Tax Division Special Projects Files 15 a
1;;\11:; gslem proposed 1n the March 18, 1977, Federal Register (42 FR

(r) JUSTICE/USA—007, Criminal Case Files: A new rouline use
was adopted April 25, 1977. (42 FR 22953)

(s) JUSTICE/USA—015, Pre-Trial Diversion Program Files 15 a
new system proposed January 27, 1977, (42 FR 5104) A new routing

. use was adopted for this system April 25, 1977, (42 FR 235006)

(t) A system-wide routine use was proposed which would permit the
routine disclosure of information to the National Archives and
Records Service in connection with records management inspections.
(42 FR 22612) _

- SEPTEMBER 26, 1977
Griffin B, Bell,
Attorncy General,
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JUSTICE/LEAA—007, Public Information System
JUSTICE/LEAA—008, Civil Rights Investigative Syslem
FJ USTICE/LEAA—009, Federal Advisory Committee Membership
iles
JUSTICE/LEAA—O10, Techaical Assistance Resource Files
JUSTICE/LEAA—011, Registered Users File—National Criminal
Justice Reference Service (NCJE.S)
JUSTICE/LEAA—O012, Public Safety Officers’ Benefits System
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Attorney with the Ciwvil Rights Division
JUSTICE/CRT—003, Files of Pending Applications for Clerical or
Research Analyst Positions with the Civil Rights Division
JUSTICE/CRT—004, Registiry of Names of Intercsted Persons
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Rights Act
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JUSTICE/CRT—006, Files of Federal Programs Scction, Civil
Rights Division
JUSTICE/CRT—007, Files on Employment Civil Rights Matters
Referred by the Equal Employment Opportunity Commission
JUSTICE/CRT—008, Files on Correspondence Relating to Civil
Rights Matters from Persons Ouwtside the Department of Justice
JUSTICE/CRT—009, Civil Rights Division Employees Travel Re-
ortin, -
P JUS%"IGE/CRT—OIG. Freedom of Information/Privacy Act
Records
JUSTICE/CRM—001, Central Criminal Division Index File and
Associated Records
JUSTICE/CRM—002, Criminal Division Witness Security File
JUSTICE/CRM—003, File of Names Checked to Determine if
those Individuals have been the Subject of an Electronic Surveillance
JUSTICE/CRM—004, General Crimes Section, Criminal Division,
Central Index File'and As.sot:laled Records
JUSTICE/CRM—005, Index to Names of Auorneys Employed by
the Criminal Division, U.S. Department of Justice, Indicating the
Subject of the Memoranda on Criminal Matters they have Written
JUSTICE/CRM—006, Informatign File on Individuals and Com-
mercial Entities Known or Suspected of Being Involved in Fraudulent
Activities
JUSTICE/CRM—007, Name Card File on Criminal Division Per-
sonnel Authorized to have Access to lhe Central Criminal Division
Records
JUSTICE/CRM—008, Nam= Card F‘ le on Department of Justice
Personnel Authorized to have Access to Classified Files of the Depart-
ment of Justice
- JUSTICE/CRM—009, Narcotic and Dangerous Drug Witness Se-
curity Program File
JUSTICE/CRM—010, Organized Crime and Racketecring Infor-
+ Mation System
JUSTICE/CRM—011, Organized Crime and Racketeering Section
File Check QOut System
JUSTICE/CRM—012, Organized Crime and Reacketeering Sec-
tion, General Index File and Associated Records
JUSTICE/CRM—013, Orgznized Crime Infor
System
JUSTICE/CRM—014, Organized Crime and Racketeering Scction,
Intelligence and Special Services Unit, Information Request System
JUSTICE/CRM—O01S, Orgenized Crime and Racketeering Section
Intelligence and Special Services Unit Visitor Pass System
JUSTICE/CRM—016, Records on Persons who have Quistanding
and Uncollected Federal Criminal Fines or Federal Bond Forfeitures
JUSTICE/CRM—017, Registration and Propaganda Files Under
" the Foreign Agents Registration Act of 1938, As Amended
JUSTICE/CRM—018, Registration Files of Individuals who have
Knowledge of, or have Received Instruction or Assignment in, Espio-
nage, Counterespionage, or Sabotage Service or Tactics of a Foreign
Government or of a Foreign Folitical Party
JUSTICE/CRM—019, Requests 1o the Attorney General for Ap-
proval of Applications to Federal Judges for Electronic Interceptions
JUSTICE/CRM—020, Requests to the Attorney General for Ap-
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proval of Applicauons to Federal Judges for Electronic Interceptions
in Narconue and Dangerous Drug Casss
JUSTICE/CRM—021, The Stocks and Bonds Intelligence Control
Card File System
JUSTICE/CRM—022, Witness Immunity Records
JUSTICE/CRM—023, Weekly Statistical Report -
JUSTICE/CRM~024, Freedom of Information/Privacy Act
Records
JUSTICE/CRM—939, Appendix to Criminal Division System of
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JUSTICE/LDN—GI1, Apprasers File
JUSTICE/LDN—G92, Congressional Correspondence File
JUSTICE/LDN—93, Docher Card System
JUSTICE/LDN~—C, Tule Abstractors, Attorneys and Insurance
Corporations File
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JUSTICE/DAG (01, Declassification Review Index
J:..'-SITICE:‘DAG—(DE. Freadom of Information and Privacy Ap-
cals Index
JUSTICE/AAG—001, Appointed Assistant United States Attor-
neys Persunnel Sy-tem
JUSTICE/AAG—002, Assistant United States Attorney Applicant
Records System
JUSTICE/AAG—003, Honor Program Applicant System
JUSTICE/AAG—004, Master Index File of Names
JUSTICE/AAG—005, Presidential Appointee Candidate Records
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JUSTICE/AAG—095, Presidential Appointee Records System
JUSTICE/AAG—007, Special Candidates for Prosidential Appoint-
ments Records System
JUSTICE/AAG—003, Summer Intern Program Records System
JUSTICE/AAG—009, United States Judge and D partment of
Justice Presidential Appointec Records
JUSTICE/AAG—UI10, United States Judges Recutds System
5 JUSTICE/AAG—011, Muscellancous Attomey Personnel Records
stem
>J USTICE/AAG—012, Financial Disclosure Statemants
JUSTICE/QOLC—{()1, Attorney Asst%-,ument Reports
JUSTICE/OLC—002, Citizens Mail Index
JUSTICE/OLA—001, Congressional Committee Chairman Corre-
spondence File
JUSTICE/OLA—(02, Congressional Correspondence Fils
JUSTICE/OLA—(0D3, Citizen Correspondence File
JUSTICE/OPA—CD1, Exccutive Clemency Files
JUSTICE/OPI—001, News Release, Document and Index System
JUSTICE/PRC—091, Docket, Scheduling and Control
TJUSTICE/PRC—002, Freedom of Information Act Record System
JUSTICE/PRC—003, Inmate and Supsrvision Files
JUSTICE/PRC—004, Labor and Pension Case, Legal File and
General Correspondence System
JUSTICE/PRC—005, Olfice Opsration and Personnel System
JUSTICE/PRC—(06, Siatistical, Educational and Developmental
Sysicm
J USTICE/PRC—007, Workload Record, D‘c:s:tm Result, and An-
nual Report System
JUSTICE/INS—(001, The Immigration and Naturalization Setwce
Index Sysiem
JUSTICE/FBI—001, National Crime Information Center (NCIC)
JUSTICE/FBI—002, The “FBI Central Records System™
JUSTICE/FBI—003, Burcau Mailing List
JUSTICE/FBI—004, Routine Correspondence Handled by Pre-
prnted Form
JUSTICE/FBI—005, Routinc Correspondence Prepared Without
File Yellow
JUSTICE/FBI—006, Electronic Surveillance (Elsur) Indices
JUSTICE/FBI—007, FBI Automated Payroll System
(P«IT;‘JETICE/FBI—OOS. Personnel Information Network System
)
JUSTICE/FBI—009, Identification Division Records System
JUSTICE/FBI—010, Employee Travel Vouchers and Individual
Eamning Records
JUSTICE/FBI—011, Employee Health Records
. JUSTICE/FBI—012, Time Uiilization Record-Keeping (TURK)
ysicm
)}USTICE!FBI—W% Appzndix of Ficld Divisions for the Fedaral
Burcau of Investigation
JUSTICE/TAX—001, Tax Division Central Classification Cards.
Index Docket Cards, and Associated Records—Criminal Tax Cases
JUSTICE/TAX—002, Tax Division Central Classification Cards,
Index Docket Cards, and Associated Records—Civil Tax Cases
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JUSTICE/TAX—003, Files of Applications for the Position of
Attorney with Tax Division _

JUSTICE/TAX—004, Freedom of Information/Privacy Act Re-
quest Files .

JUSTICE/TAX—005, Tax Division Special Projects Files

JUSTICE/ATR~—001, Antitrust Division Expert Witness File

JUSTICE/ATR—002, Congressional Correspondence Log File

JUSTICE/ATR—003, Index of Defendants in Pending and Termi-
nated Antitrust Cases

JUSTICE/ATR—004, Statemerts by Antitrust Division Officials
(ATD Speech File)

JUSTICE/ATR~005,
{ACT S)—Time Reporter

JUSTICE/ATR—006, Antitrust
(ACES)—Monthly Report

JUSTICE/ATR—007, Antitrust Division Case Cards

JUSTICE/ATR—008, Freedom of Information/Privacy Requester/
Subject Index File

JUSTICE/ATR—009, Consumer Inquiry Index

JUSTICE/USM—001, United States Marshals Service Badge &
Credentials File

JUSTICE/USM—002, United States Marshals Service Internal In-
spections System

JUSTICE/USM~—003, United States Marshals Service Prisoner Co-
ordination System

JUSTICE/USM—004, Special Deputy File

JUSTICE/USM—005, Special Detail System
F_ilUSTICE/USM-—UUé. United States Marshals Service Training

ucs -

JUSTICE/USM—007, Warrant-Information System -
. JUSTICE/USM—008, Witness Security Files Information System

JUSTICE/USM—999, Appencizx to U.S. Marshals Systems of
Records, Names and OfTicial Addresses of United States Marshals

JUSTICE/USA~—001, Adminis.rative Files

JUSTICE/USA—002, A.U.S.A. Applicant Files

JUSTICE/USA—003, Citizen Complaint Files

JUSTICE/USA—004, Citizen Correspondence Files

JUSTICE/USA~—Q05, Civil Case Files

JUSTICE/USA—006, Consumer Complaints

JUSTICE/USA—Q07, Criminal Case Files
F'iTUSTICE/USA—-UOS. Freedorn of Information Act/Privacy Act

iley

JUSTICE/USA—009, Kline—District of Columbia and Mary-
land—Stock and Land Fraud Interrelationship Filing System

Antitrust Caseload Ewvaluation system

Caseload Evaluation System

PRIVACY ACT ISSUANCES

JUSTICE/USA—010, Major Crimes Division InvcsiFntlvr: Files

JUSTICE/USA—011, Prosecutor's Managentent Information Sys-
tem (PROMIS) :

JUSTICE/USA—012, Security Clearance forms for Grand Jury
Reporters

JUSTICE/USA—013, U.S. Attorney, District of Columbia Superior
Court Division, Criminal Files, including but not limited to the

" following subsystems: (a) Criminal File Folder (USA-S1), (b) Criminul

Fig: Folder (USA-33), (c) Criminal; Docket Card (USA-T7), and (d)
Index

JUSTICE/USA—015, Pre-Trial Diversion Program Files

JUSTICE/USA—999, Appendix of United States Attorncy Office
Locations

JUSTICE/OMF—001, Background Investigntion Cheek-off Curd
{OMF-154)

JUSTICE/OMF—002,
Records

JUSTICE/OMF—003, Dzpartment of Justice. Payroll System

JUSTICE/OMF—004, Employee Clearance Record

JUSTICE/OMF—005, Employee Time Distribution Record

JUSTICE/OMF—006, Interim Performance Appraisal Record

JUSTICE/OMF—007, Legal and General Administration Account-
ing System (LAGA)

é USTICE/OMF—008, Security Clearance Information System
SCIS .
: JUS)TICE.’OM F—009, Justice Data Services Center Ulilization
Data

JUSTICE/OMF—010, Data Index System for Classificd Docu-
ments (DIS)

JUSTICE/OMF—O011, Justice Data Services Center Tape Library
System

yJUSTlCE/OMF—OlE, Executive Biography

JUSTICE/OMF—013, Employee Locator File

JUSTICE/OMF—014, Directory of Organization, Functions, and
Staff for Office of Management and Finance

JUSTICE/OMF—015, EEO (Equal Employment Opportunity)
Volunteer Representative Roster ,

JUSTICE/OMF—016, Inter-Divisional Information System (ID1S),
(A non-operational, deactivaled system)

JUSTICE/OMF—017, Department of Justice Controlled Parking
Records

JUSTICE/OMF—018, Occupational Health Physical Fitness Files
R JUS;I‘ICE/OMF—G]?, Freedom of Information/Privacy Act

ecords

Controllcd Substances Act  Nonpublie
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. JUSTICE/BOP - 001

System name Custodial and Security Record System

System location: Records may be retained at any of the Bureau's
facthues the Regional Offices znd the Central Office. All requests
for records may be made to the Central Office: U S. Burcau of
Pnsons, 320 First Swreet, N.W , Washington, D.C. 20534,

Categories of individuals covered by the system: Current and
former inmates under the custody of the Attorney General,

Categories ol records in the system: 1) Conduct Records; 2)
Escape Information; 3) Assault Information; 4) Disturbance Infor-
maton; 5) Investigative Reports; 6) Social Data; 7) Bus Move-
ments, 8) Transfers; 9) Emergency Plans; 10) Daily Activity Sheet;
11) Intelligence Information; 12) Scgregation Reports and Log
Book, 13) Special Offender List; 14) Physical Health Data; 15) Per-
sonal Property Records; 16) Identification and Scnlence Data; 17)
Records of Work and Housing Assignments; 18) Visiting and Mail
Records, 19) Confidential Informant Information from Inmates,
Staff, and Others, 20) Work and Study Reclease Information; 21)
FBI Referral Record; 22) Reclal and X-ray Examination Record;
23) Phone Call Record

Authority for maintenance of the system: This system is
established and maintained under authority of 18 U.S.C, 4003, 4042,
4082 .

Routine uses of records maintiined in the system, including catego-
ries of users and the purposes of such uses: The routine uses of this
«istem are (a) to provide information source and documented
records of the protection given Federal inmates, and security in
Federal penal facilities; (b) to provide information source to of-
{icers and employees of the Department of Justice who have a need
for the information in the performance of their duties; (c) to pro-
vide information source 1o state and federal law enforcement offi-
cials for investigations, possibie criminal.prosecutions, civil court
acuons, or regulatory proceedings; (d) to provide information
source for responding to inquiries from federal inmates involved or
Congressional. inquiries; (e) to provide information source for con-
tracting or consulting correctional agencics who provide services 1o
federal inmates (f) to provide :nformation relating to federal offen-
ders to federal and state courts, court personnel, and probation of-
ficials ,

Release of informafion to news media: Information permitted to
be released to the news media and the public pursuant to 28 C.F.R.
50 2 may be made available from systems of records maintained by

- the Department of Justice unless it is determined that release of the
specific information in the corntext of a particular case would con-
stitute an unwarranted invasior of personal privacy.

Release of information to Members of Congress. Information
contamed in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to § U.S.C.
552, may be made available to a Member of Congress or staff act-
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552a (j). Inquiries concerning this system should be dirécted to the
System Manoger listed above.

Record access procedures: The major part of this system is ex-
empt from this requirement under 5 U.S.C. 552a (j). To the extent
that this system of records is not subject to exemption, it is subject
to access and contest. A detcrmination as o excmption shall be
made at the time a request for access is reccived.

Contesting record procedures: Same as ths above.

Record source categories: 1) Inmates; 2) Federal Law Enforce-
ment Agencies; 3) State and Federal Probation Services; 4) Non-
Federal Law Enforcement Agencies; 5) Educational Institution
(Study Relcase); 6) Relatives, fricnds, and other interested commu-
nity individuals; 7) Former or Futurc Employers; 8) Evaluations,
Obscrvations, and Findings of Institutional Staff; 9) Foreign Law
Enforcement Agencies.

Systems exempled from certain provisions of the act: The Attorney
General has excmpted this system from subscctions (c)(3) and (4),
(d), (e)(2) and (3), (eM4){H), (c)(B), (1) and (g) of the Privacy Act
pursuant to 5 U.S.C. 552a (). Rules have been promulgated in ac-
cordance with the requircments of 5 U.S.C. 553(b), (c) and (e) and
have been published in the Federal Register.

JUSTICE/BOP - 002
System name: Freedom of Information Act Record System

System localion: Records may be retained al any of the Burcau's
facilities, the Regional Offices and the Central Office, All requests
for records may be made to the Central Office: U. S. Burcau of
Prisons; 320 First Strect, N.W.; Washington, D.C. 20534,

Categorles of Individuals covered by the system: Current and
former inmates under the custody of the Attorney General.

Catcgorles of records In the system: 1) Administrative requests
and responscs to requests for information and records under §
U.S.C. 552; 2) Personal data; 3) Litigation reports; 4) Litigation
plcadings and court decisions; 5) Reports made in preparation for
litigation.

Authority for malntenance of the system: This system is
established and maintained under authority of 5§ U.S.C. 552.

Routine uses of records malntained In the system, including catego-
rles of users and the purposes of such uses: The routine uses of this
system aore: (a) to maintain public records councerning the
processing and determination of requests for information made pur-
suant 1o the Freedom of Information Act 5 U.S.C. 552; (b) to pro-
vide documentation of receipt and processing requests for informa-
tion made pursuant to the Freedom of Information Act for pur-
poses of litigation of contested denial of relzase of information; (c)
to furnish information to employces of the Department of Justice
who have a need for information from the system in performance
of their duties, (d) to provide information relating to federal offcn-
ders and stale courts, court personnel, and probation officials,

Rel of information 1o the news media: Information permitted

ing upon the Member's behalf when the Member or stalf requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses of records mainiained in the system, including cctego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A rccord from a
syslem of records may be disclosed as a routine use tlo the National
Archives and Records Service (NARS) in records management in-
‘spections conducted under the authority of 44 U.S.C. 2904 and
2906. -

Policies and practices for storing, retrieving, accessing, relaining,
and disposing of records in the system:

Storage: Information maintained in the system is stored on docu-
ments

Retrievability: Documents arc indexced by name andfor register
number.

Safeguards: Information is safeguarded in accordance with Bu-
reau of Prisons rules governing access and relcase.

Retention and disposal: Records in this system are retained for a
penod of ten (10) years after expiratb n of sentence, then destroyed
by shredding.

System manager(s) and address: Chicf, Management and Informa-
uon Systems Group; U.S. Bureau of Prisons; 320 First Street,
N W, Washington, D.C. 20534,

Notification procedure: Address inquiries to: Director; Burcau of
Pnsons, 320 First Street, N W , Washington, D.C. 20534, The major
part of this system is exempt rom this requircment under 5 U.S.C.

1o be released to the news media and the public pursvant to 28
C.F.R. 50.2 may be made available from syslcms of recards main-
taincd by the Department of Justice unless it is determined that
release of the specuic information in the context of a particular
case would consutute an unwarranted invasion of personal privacy

Release of information to Members of Congress. Information
contained in systems of rccords maintained by the Department of
Justice, not otherwise required to be released pursuant to § U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Mcmber's behalf when the Member or staff requests
the information on behalfl of and at the request of the individual
who is the subject of the record. .

Routioe uses of records d in the systeni, Including catego-
ries of users ond the purposes of such uses: Relcase of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use fo the National
Archives and Records Service (NARS) in records management in-
;gggﬁons conducted under the authority of 44 U.S.C. 2904 and

Policles and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Information maintained in the system is stored on docu-
menls N -

Retrievabllity: Documents are indexed by name andfor register
number.

Safeguards: Information is safcguarded in accordance with Bu-
reau of Prisons rules governing access and release.
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Retention and disposal: Rccm—'ds in this system are retained for a
period of ten (10) years after expirztion of sentence, then destroyed
by shredding.

System manager(s) and address: Chief, Management and Informa-
tion Systems Group; U. S. Bureau of Prisons; 320 First Street,
N.W.; Washington, D.C. 20534.

Notification procedure: Address inquiries to: Director; Burcau of
Prisons; 320 First Street, N.W.; Washington, D.C. 20534,

Record access procedures: Same as the above.

Contesting record procedures: Same as-the above.

Record source categories: 1) Inmates; 2) Department of Justice
Employees; 3) State and Federal Law Enforcement Agencies; 4)
Courts; 5) Attorneys.

Systems exempled from certain provisions of the act: None

JUSTICE/BOP - 003 : .
System name: Industrial Inmate Employment Record System

System location: Records may be retained at any of the Bureau's
facilitics, the Regional Offices and the Central Office. All requests
for records may be made to the Central Office: U. S. Burcau of
Prisons; 320 First Strect, N.W.; Washington, D.C. 20534.

Categories of individuals covered by the system: Current and
former inmates under the custody ol the Attorney General

Categories of records in the system: 1) Inmatc assignment records;
2) Time and Atlendance Reports; 3) Work Performance Reports; 4)
Payroll Records, -

Authority for maiotenance of the system: This system is
established and maintained under authority of 31 U.S.C. 841; 18
U.S.C. 4002, 4121 et seq. ) X

Routine uses of records maintained in the system, including catego-
rles of users and the purposes of such uses: The routine uses of this
system arc: (a) to delermine compensation of inmates pursuant to
18 U.S.C. 4002, 4126, 4125, 4121 et seq.; (b) to record employment
history of an inmate within the Federal Prison Industries, Inc.; (c)
to record disbursement of Federal Prison Industrics, Inc., funds for
payroll purposcs; (d) to evaluate effectiveness of industrial- training

of inmates; (¢) to evaluate authenticity of Federal Prison Industries, -

Inc., accounting records; (f) to provide information source to of-
ficers and employees of the Department of Justice who have necd
for information in the performance of their duties; (g) to provide in-
formation source o state and federal law enforcement officials for
investigations, possible criminal prosecutions, civil court actions, or
regulatory proceedings; (h) to provide information relating to
federal offenders to federal and state courts, court personnel, and
probation officials.

Release of information to the news media: Information permitted
to be relcased to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that

release of the specific information in the context of a-particular -

casc would constitute an unwarranted invasion of personal ‘privacy.

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and a: the request of the individual
who is the subject of the record..

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed zs a routine use to the National
Archives and Records Service (NAES) in records management in-
;ggztions conducted under the authority of 44 U.S.C. 2904 and

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Information maintained in the system is stored on docu-
ments, magnetic tape, magnetic disk, tab cards, and microfilm. )

Retrievability: 1) Documents, Tab Cards and Microfilm - Infor-
mation is indcxed by name andfor register number. 2) Magnetic
Tape and Disk - Information is indexed by Name,. Register

INumbcr, Social Security Number, and FBI Number.

Safeguards: Information is safeguarded in accordance with Bu-
rcau of Prisons rules governing access and release. .

PRIVACY ACT ISSUANCES

Retention and disposal: Records in this system are retained for o
period of ten (10) years after expiration of sentence, then destroyed
by electronic means or shredding.

System manager(s) and address: Chief, Management and Informa-
tion Systems Group; U. S. Burcau of Prisons; 320 First Street,
N.W.; Washingtlon, D.C. 20534,

Notification procedure: Address inquirics to: Dircctor; Burcau of
Prisons; 320 First Street, N.W.; Washington, D.C. 20534, The mujor
part of this system is exempt from this requirement under 5 U.S.C.
552a (j). Inquiries concerning this system should be directed to the
System Manager listed above.

Record access procedures: The major part of this system is ex-
empt from this requirement under 5 U.5.C. 552a (j). To thc extent
that this system of records is not subject to excmption, it is subject
to access and contest. A determination as to exemption shall be

" made at the time a request for access is reccived.

Contesting record procedures: Same as the above.

Record source categories: 1) The inmate; 2) Burcau of
Prisons/Fcderal Prison Industrics staff members; 3) U. S. Treasury
Department.

Systems exempted from certain provisions of the act: The Attorney
General has exempted this system from subscctions (c)(3) and (4),
(d), (eX2) and (3), (e)(4)(H), (e)(8), (f) and (g) of the Privucy Act
pursuant to 5 U.S.C. 552a (j). Rules have been promulgated in ac-
cordance with the requircments of 5 U.S.C, 553(b), (c) and (¢) und
have been published in the Federal Register.

JUSTICE/BOP - 004
System name: Inmate Administrative Remedy Record System

System location: Records may be retained at any of the Burcau’s
facilities, the Regional Offices and the Central Office. All requests
for records may be made to the Central Office: U. S. Durcau of
Prisons; 320 First Street, N.W.; Washington, D.C. 20534,

Categories of individuals covered by the system: Current und
former inmates under the custody of the Attorney General.

Categories of records in the system: 1) ARS records include infor-
mation on the current offense and sentence; 2) Prior criminnl
record; 3) Social background; 4) Institution adjustment; 5) Institu-
'l:[ion program data; 6) Medical information; 7) Personal property

ata.

Authority for maintenance of the system: This system s
established ‘and maintained under authority of 18 U.S.C, 4042.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: The routine uscs of this
system are: (a) to maintain records of receipt, processing and
responses to gricvances filed by inmates; (b) to provide source of
information for reconsideration or amendment of Federnl Prison
System policy with regard to its operations; (c) to muintain source
of information as to the exhaustion of administrative remedics for
purposes of civil suits filed against the Federal Prison Systcm by
inmates; (d) to provide source of information for purposcs of de-
fending civil actions filed against the Federal Prison System by in-
mates; (e) to provide source of information for statistical reports
furnished to Federal Courts for purposc of dctermining effective-
ness of the Administrative Remedy Program in reducing the
backlog of cases in Fedcral Court; (f) furnished to employces of
the Department of Justice who have a necd for the information in
the performance of their duties; (g)-furnished to appropriate luw cn-
forcement authorities, state and federal, for investigation and possi-

ble criminal prosecution, civil court action, or rcgulatory
proceedings.
Rel of infar to the ncws media: Information permilted

to be released to the news media and the public pursuvant to 28
C.F.R: 50.2 may be made available from systcms of rccords main-
tained by the Department of Justice unless it is determincd that
release of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Release of information to Mcmbers of Congress. Information
contained in systems of records maintaincd by the Department of
Justice, not otherwise required to be relcased pursuant to 5 U.5.C.
552, may be made available to a2 Member of Congress or staff act-
ing upon the Member's behall when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A Record from a
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system of records may be disclosed as a routine usc to the National
Archives and Records Service (NARS) in records management in-
spections conducted under the authority of 44 U.S.C. 2904 and
2906.
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vide information source to officers and employees of the Depart-
ment of Justice who have a nced for the information in the per-
formance of their duties; (c) to provide information source to state
and federal law enforcement officials for investigations, possible

iminal jons, civil court actions, or regulatory

Policies and practices for storing, retrieving, acc By T R
and disposing of records in the system:

Storage: Information mainlained in the system is stored on docu-
ments. /

Retrievability: Documents arc indexed by name and/or register
number.

Safegvards: Information is safeguarded in accordance with Bu-
reau of Prisons rules governing access and release.

Retention and disposal: Records in this system are retained for a
period of ten (10) years after expiration of scntence, then destroyed
by shredding.

System manager(s) and address: Chicf, Management and Informa-
tion Systems Group; U. S. Bureau of Prisons; 320 First Street,
N.W.; Washington, D.C. 20534,

Notification procedure: Address inquiries 1o: Director; Burcau of
Prisons; 320 First Street, N.W.; Washington, D.C. 20534, The major
part of this system is exempt from this requirement under 5 U,5.C,
552a (j). Inquiries concerning this system should be directed to the
System Manager listed above.

Record access procedures: The major part of this system is ex-
empt from this requirement under 5 U.S.C. 552a (j). To the exlent
that thi§ system of records is not subject to exemption, it is subject
to access and contest. A determination as to exemption shall be
made at the time a request for access is received.

Contesting record procedures: Same as the above.

Record source categories: 1) ARS records sources include in-
mates, employces; 2) U. S. Department of Justice and its Burcaus;
3) U. 8. Courts.

Systems exempted from certain provisions of the act: The Attorney
General has exempted this system from subsections (¢)(3) and (4),
(d), (e)(2) and (3), (eM4)(H), ()(8), (1) and (g) of the Privacy Act
pursuant to 5 U.5.C. 552a (j). Rules have been promulgated in ae-
cordance with the requirements of 5 U.S.C. 553(b), (c) and (c) and
have been published in the Federal Register.

3 JUSTICE/BOP - 005
System name: Inmate Central Records System.

System location: Records may be retained at any of the Burcau's
facilities, the Regional Offices and the Central Office. All requests
for records may be made to the Central Office: U. S. Burcau of
Prisons; 320 First Street, N.W.; Washington, D.C. 20534,

Categories of individuals covered by the system: Current and
former inmates under the custody of the Attorney General.

Categories of records in the system: 1) Computation of sentence
and supportive documentation; 2) Correspondence concerning
pending charges, and wanted status, including warmants; 3)
Requests from other federal and non-federal law enforcement agen-
wies for notification prior 1o relcase; 4) Records of the allowance,
forfeiture, withholding and restoration of good time; 5) Information

concerning present offensc, prior criminal background, sentence .

and parcle from the U.S. Attorneys, the Federal Courts, and
federal prosecuting agencies; 6) Identification data, physical
description, photograph and fingerprints; 7) Order of designation of
institution of original commitment; 8) Records and reports of work
and housing assignments; 9) Program sclection, assignment and per-
formance adjustment/progress reports; 10) Conduct Records; 11)
Social background; 12) Educational data; 13) Physical and mental
health data; 14) Parole Board orders, actions and related forms; 15)
Correspondence regarding rel planning, adjust t and viola-
tions; 16) Transfer orders, 17) Muil and visit records; 18) Personal
property records; 19) Safety reports and rules; 20) Release
processing forms and certificates; 21) Interview request forms from
inmates; 22) General correspondence; 23) Copics of inmate court
petitions.

Authority for maintenance of the system: This syslem is
:E;blished and maiutameg under authority of 18 U.5.C. 4003, 4042,

Routine uses of records maintained in the system, including calego-
ries of users and the purposes of such uses: The routinc uses of this
system are (a) to provide documented records of the classification,
care, subsistence, protection, discipline and programs, etc , of per-
sons committed to the custody of the Auwtorney General; (b) to pro-

r T i

procccdins:: {d) to provide information source for disclosure of in-
formation that arc matters solely of general public record, such as
name, offense, senlence data, releasc date, and cte; (c) to provide
information source for disclosure to contracting or consulting cor-
rectional agencies that provide correctional services for federal in-
mates; (f) lo provide informational source for responding to inqui-
rics from federal inmates involved or Congressional inquiries; (g)
Internal Users - Employees of the Department of Justice who have
a necd to know information in the performance of their duties; (h)
External Users - State and Federal law enforcement officials for
the purposes of investigation, possible criminal prosccution, civil
court actions, and regulatory proccedings; state correctional agen-
cies providing services to federal inmates: (i) to provide informa-
tion relating to federal offenders to federal and state courts, court
personnel, and probation officials. .

Release of information to the news media: Information permitted
to be released to the news medi and the public pursuant to 28
C.F.R. 50.2 may be made available from systcms of records main-
tained by the Department of Justice unless it is delermined that
release of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Relcase of information to Mcmbers of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S.C.
552, may be made available 10 a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine usc to the National
Archives and Records Service (NARS) in records management in-
;sggtions conducted under the authority of 44 U.S.C. 2904 and

Policles and practices for storing, retrieving, accessing, retlaining,
and disposing of records In the system:

Storage: Information maintained in the system is stored on docu-
ments, magnetic tape, magnetic disk, tab cards, and microfilm.

Retrievabllity: 1) Documents, Tab Cards and Microfilm - Infor-
mation is indexed by name andfor register number, 2) Magnetic
Tope and Disk - Information is indexed by mame, register number,
social security number, and FBI number.

Saleguards: Information is safeguarded in accordance with Bu-
reau of prisons rules governing access and relcase.

Relentlon and disposal: Records in this system arc retained for a
period of ten (10) years after expiration of sentence, then destroyed
by electronic means or shredding.

System manager(s) and address: Chief, Management and Informa-
tion Systems Group; U. S. Burcau of Prisons; 320 First Street,
N.W.; Washingion, D.C. 20534.

Notification procedure: Address inquiries to: Director; Bureau of
Prisons; 320 First Street, N.W.; Washington, D.C. 20534. The major
part of this system is exempt {rom this requirement under § U.S.C.
552a (j). Inquiries concemning this system should be dirccted to the
System Manager listed above.

Record access procedures: The major part of this system is ex-
empt from this requirement under § U.S.C. 552a (j). To the extent
that this system of records is not subject to exemption, it is subject
to access and contest. A determination as 10 excmption shall be
made at the time a request for access is reccived.

Contesting record procedures: Same as the above

Record source categories: 1) Individual inmate; 2) Federal law en-
forcement agencies and personncl; 3) State and federal probation
services; 4) Non-federal law enforcemcent agencics; 5) Educational
institutions; 6) Hospital or medical sources; 7) Relatives, friends
and other interested individuals or groups in thc community; 8)
Former or future employers; 9) Evaluations, observations, reports,
and [lindings of institution supervisors, counsclors, boards and com-
millees.

Systems exempted from certaln provisions of the act: The Attorney
Genceral has exempled this sysiem from subsections (c}(3) and (4),

FEDERAL REGISTER, VOL 42, NO 190—FRIDAY, SEPTEMBER 30, 1977



53294 '

(d), (e)(2) and (3), (e)4)(H), (e)(8), (1) and (g) of the Privacy Act
pursuant to 5 U.S.C, 552a (j). Rulzs have been promulgated in ac-
cordance with the requirements of 5 U.S.C. 553 (b), (c) and (e) and
have been published in the Federal Register.
JUSTICE/EQP - 006

System name: !nmal{c Commissary Accounts Record System

System location: Records may be retained at any of the Burcau's
facilitics, the Regional Offices and the Central Office. All requests
for records may be made to the Central Office: U. S. Bureau of
Prisons; 320 First Strect, N.W.; Washington, D.C. 20534, !

Categories of individuals covered by the system: Currenl and
former inmates under the custody of the Attorney General,

Categorles of records in the system: 1) Financial data; 2) Identifi-
cation data. Both categorics of records will be automated. The Bu-
reau facilities will have responsibility for their maintenance. The
records will be accessible by the telecommunications mcans of
BOP facilitics, Regional Offices and the Central Office.

Authorily for maintenance of the system: This system is
established and maintained under authority of 18-U.S.C. 4042.

Rouline uses of records maintained in the system, including catego- '
rles of users and the purposes of such uses: The routine uses of this.

system are: (a) to maintain financial accounting of payments into

and out of inmate trust fund accounts; (b) to provide accounts of"

inmate trust fund accounts for purposes of verifying pauper status
under 28 U.S.C. 1915; (¢) to provide information source to officers
and employees of the Department of Justice who have need for in-

formation in the performance of their duties; (d) to provide ipfor- -

malion source lo state and federal law enforcement officials for in-
vesligations, possible eriminal prosecutions, cml court actions, or
regulatory proceedings.

Release of information to the ne'ws media: Information permitted
to be rcleased to the news media and the public pursuant to 28
C.F.R. 50.2 may be made availablc from systems of records main-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department ‘of
Justice, not otherwisc required to be rcleased pursuant to 5 U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individual
who i3 the subject of the record.

Routine uses of records maintained in the system, including catego-
rles of users and the purposes of such uses: Relcasc of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Rgcords Service (NARS) in records management in-
spections conducted under the authorities of 44 U.S.C. 2904 and
2906.

Policles and practices for storing, retrieving, accessing, retaining,
and disposing of records in the systern:

Storage: Information maintained in the system will be stored on
documents electronically on the Department of Justice Computer
System scparate from the BOP Central Office.

Retrievability: Information on the automated system wﬂl be in-

"dexed by name andfor register number.

Safeguards: The Inmate C i A Record System
will be protected by both physical sccunly methods and dissemina-
tion and access controls. Access to this information will be limited
to those persons with a demonstrated and lawful necd to know, in
order to perform assigned functions. 1

Protection of the automated system will be provided by
physical, procedural and electronic means. The files will
reside on the Department of Justice Computer System which
is physically attended or guanicd on a full-time basis. For
retrieval purpose, access to active telecommunications
terminals will be limited to those persons with a
demonstrated need to know. For update purposes, access to
the files will be limited to BOP facilitics employees, as
required in the performance of their assigned duties.
Surreptitious access to an unattended terminal will be
precluded by a complex authentication procedure, The
procedure will be provided only to authorized BOP
employces. .
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An automated log of queries will be maintained for cuch
terminal, Improper procedure will result in no access, and
under certain conditions complete lockout of the terminul,
pending restoration by the master controller at the BUP
Central Office after appropriate verification has been
received. Unattended terminals, after normal office hours,
will be electronically disconnected by the muster controller
at the BOP Central Office. All terminals will have key locks
and will be located in lockable facilitics.

Retention and disposal: Rccords in this system will be retained

for a period of ten (10) years after cxpiration of sentence, then
- destroyed by electronic means.

System manager(s) and addresé: Chicf, Management and Informa-
tion Systems Group; U. S. Bureau of Prisons; 320 First Street,
N.W.; Washington, D.C. 20534.

Notification procedure: Address inquirics to: Dircctor; Burcau of
Prisons; 320 First Strect, N.W.; Washington, D.C. 20534, The major
part of this system is exempt from this requirement under 5 U.8.C.
552a (j). Inquiries concerning this system should be dirccted to the
System Manager listed above.

Record access procedures: The major part of this system is ex-
empt from this rcquircment under 5 U.S.C. 552a (j). To the oxtent
‘that this system of records is not subject to exemption, it is subject
to access and contest. A determination as to cxemption shall be
made at the time a request for access is reccived.

Contesting record procedures: Same as the above.

Record source categories: 1) Inmates; 2) Department of Justice
employees.

Systems exempted from certain provisions of the act: The Attorney
General has exempted this system from subsections (¢)(3) and (4), -
(d), (e)(2) and (3), (e)(d)(H), (e)(8), (f) and (g) of the Privacy Act
pursuant to 5 U.S.C. 552a (j). Rules have been promulguted in nce
cordance with the requircments of 5§ U.S.C. 553(b), (c) and (¢) and
been published in the Federal Register.

JUSTICE/BOP - 007
System name: Inmate Physical and Mental Health Record Systein,

System location: Records may be retainced at any of the Burcuu's
facilities, the Regional Offices and the Central Office. All requests
for records may be madc to the Central Office: U. S. Burcau of
Prisons; 320 First Street, N.W.; Washington, D.C. 20534,

Categories of individuals covered by the system: Current and
former inmates under the custody of the Attorncy General,

Categories of records in the system: 1) Medical history and ex-
amination (past-and present); 2) Dcental history and cxamination
(past and present); 3) Medical information concerning deaths of In-
mates; 4) Offcnse; 5) Mcental Health and Drug Abuse interview and
testing data, gencrated in Burcau of Prisons; 6) Mcntal Health in-
formation generated outside Bureau of Prisons by other corrcctions
agencics, mental hospitals, private therapists, etc; 7) Information as
per 5 and 6 above on unsentenced individuals committed under
Title 18, sections 4244 and 4246; 8) Mental Health ‘Treatment
progress notes and obscrvations made by other staff members; 9)
Urine surveillance reports of drug program participants.

Authority for maintenance of the system: This system is
e;:sazb!ishcd and maintained under authority of 18 U.S.C. 4003, 4042,
4

Routine uses of records maintained in the system, Including catego-
ries of users and the purposes of such uses: The routine uscs of this
system are: (a) to provide documented records of the diagnosis,
treatment, and cure of illnesses of .persons commilted to the cus-
tody of the Attorney General pursuant to 18 U.S.C. 4082; (M) to
provide documented records and background medical, mentul, or
dental history to contracting, or consulting physicians, psycholo-
gists and psychiatrists, and dentists, or other specialists, for diagno-
sis, treatment and cure of federal inmates; (c) to provide informu-
tion. source to officers and employces of the Department of Justice
who have a need for the information in the performance of thelr
duties; (d) to provide information source for disclosurc to state und
federal law enforcement  officials for investigations, possible
criminal pmsecnl:ons, civil court actions, or regulatory
procecedings; (e) to provide information source for responding to
inquiries from federal inmates or Congressional inquiries; (f) to pro-
vide information relating to federal offenders to federal and state
courts, courl personnel, and probation officials: (g) to provide
medical information rclevant to the treatment being provided by
physicians, psychiatrists, psychologists, statc and fcderal medicul
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facility personnel, other medical agencics and etc., providing treat-
ment for a pre-existing condition for ex-federal offenders.

Rélease of information to the news media: Information permitted
to be released to the news media and the public pursuant to 28
C.F.R. 50.2 may, be made available from-systems of records main-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to § U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behall when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record..

Routine. uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Release of information
to the Natignal Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
© Archives and Records Service (NARS) in records management in-
;pgcngums conducted und:r the authority of 44 U.S.C. 2904 and

Policies and practices for storing, retrieving, accessing, retalning,
and disposiog of records in the system:

Storage: Information maintained in the system is stored on docu-
ments, magnetic tape, magnetic disk, tab cards, and microfilm.

Retrievability: 1) Documents, Tab Cards and Microfilm - Infor-
mation is indexed by name andfor register number. 2) Magnetic
Tape and Disk - Information is irdexed by name, register number,
social security number, and FBI number. _ .

Safeguards: Information is safeguarded in accordance with Bu-
reau of Prisons rules governing access and release.

Retention and disposal: Records in this system are retained for a
period of ten (10) years after expirution of sentence, then destroyed
by electronic means of shredding.

System manager(s) and address: Chief, Management and Informa-
tion Systems Group; U. S. Burcau of Prisons; 320 First Street,
N.W.; Washington, D.C. 20534.

Notification procedure: Address inquirics to: Director; Bureau of
Prisons; 320 First Street, N.W.; Washington, D.C, 20534, The major
part of this system is exempt from this requirement under 5 U.S.C.
552a (j). Inquiries concerning this system should be dirccted to the
System Manager listed above.

Record access procedures: The major part of this system is ex-
empt from this requirement under 5 U.S.C. 552a (j). To the extent
that this system of records is not subject to exemption, it is subject
to access and contest. A determination as to excmption shall be
made at the time a request for access is received.

Contesting record procedures: Same as the above.

Record source categories: 1) Individual; 2) Hospital andfor medi-
cal sources; 3) Pre-sentence reports; 4) Other mental health care
giving agencies; 5) Observation reports from other Burcau of
Prisons staff.

Systems exempted from certain provisions of the act: The Attorney
General has exempted this system from subsections (c)(3) and (4),
(d), (e)(2) and (3), (e)(4)(H), (eX8), (f) and (g) of the Privacy Act
pursuant to 5 U.S.C. 552a (j). Rules have been promulgated in ac-
cordance with the requirements of 5 U.5.C. 553(b), (<) and (e) and

-have been published in the Federal Register.

JUSTICE/BOP - (108
System name: Inmate Safety and Accident Compensation Record
System
System location: Records may be retained at any of the Burcau's
facilities, the Regional Offices and the Central Office. All requests
for records may be made to the Central Office; U: S. Bureau of
Prisons; 320 First Street, N.W.; Washington, D.C. 20534,
Categories of individuals covered by the system: Current and
former inmates under the custody of the Attorncy Gencral.
Categories of records in the system: Inmzte accidentfinjuries data
justained by: a) Work related accidents; b) Recreational injuries; ¢)
/ehicle accidents; d) Assaults; ¢) Other non-work accident/injurics.
Authority for maintenance of the system: This system is
stablished and maintained under authority of 18 U.S.C. 4042, 4126,
Routine uses of records maintained in the system, including catego-
es of users and the purposes of such uses: The routine uses of this

.
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system are: (a) to provide a documented record of inmate ac-
cidents, injuries, for the purposc of measuring safety programs ef-
fectiveness; (b) to provide information source for compliance with
the Occupauonal Safcty and Health Act; (c) to prov ide documented
records of inmate accidents, injuries, and disabilities for adjudica-
tion of chims by inmates filed pursuant to the Tomate Accident
Compensation System, 18 U.S.C. 4126; Chapter 1II, Federal Prisons
Industries, 28 C.F.R., Part 301; (d) fumished to employees of the
Department of Justice who require information from these records
for performance of their duty; (¢) to provide background informa-
tion and litigation reports lo United States Attorneys for purpose of
defending civil actions filed against the Burcau of Prisons; (f)
furnished to consullant physicians, and physicians treating inmates
following release from custody for the purpose of providing prior
medical hutor}' in conjunction with further treatment of the in-
dividual inmate; (g) to provide documented records for disclosure
to appmpmte law enforcement authorilies, state or federal, for in-
vestigation and possible eriminal prosecution, civil court action, or
regulatory prui:ecdms. (h) to provide information source for
responding to inquirics from the inmate involved or Congressional
inquirics; (i) to provide information relating to federal offenders to
federal and state courts, court personnel, and probation efficials.

Release of information to the news media: Information permitied
to be released to the news media and the public pursuant to 28
C.F.R. 50.2 may bc made available from systems of records main-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a pa.rh‘u].a.r
case would donstilute an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
conlained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member®s behalfl when the Member or staff rcquests
the information on behalfl of and at the request of the mdlv:dual
who is the subject of the record.

Routine uses of records maintained o the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine wse to the National
Archives and Records Service (NARS) in records management in-
;;;z'ﬁons conducted under the authority of 44 U.S.C. 2904 and

Policles and practices for storing, retrieving, accessing, retaining,
and disposing of records In the system:

Storage: Information maintained in the system is stored on docu-
ments.

Retrievabiiity: Dm:umtms are indexcd by name andfor register
number,

Safeguards: Information is safcguarded in accordance with Bu-
reau of Prisons rules governing access and release,

Retention and disposal: Records in this system are retained for a
period of ten (10) years alter expiration of sentence, then dcstm}ﬂi
by electronic means or shredding.

System manager(s) and address: Chicf, Management and Informa-
tion Systems Gmu);): L S. Burcau of Prisons; 320 First Street,
N.W.; Washington, D.C. 20

Notilication procedure: Add:ﬁs inquirics to: Director; Bureau of
Prisons; 320 First Strect, N.W.; Washington, D.C. 20534, The major
part of !hls system is exempt from this requirement under 5 U.S.C.
552a (j). Inquiries concerning this system should be directed to the
System Manager listed above. .

Record access procedures: The major part of this system is ex-
empt from this rcquucment under 5 U.S.C. 552a (j). To the extent
that this system of records is not subject to exemption, it is subject
to access and contest, A determination as to exemption shall be
made at the time a request for access is received.

Contesting record procedures: Same as the above.

Record source categories: 1) The inmate; 2) Burcau of Prisons
stafl members: 3) Medical staff members and medical consultants;
4) U. S. Probation Officers; 5) Attorneys; 6) Relatives of inmates;
7) Inquiries and replies to Congressmen; 8) U. S. Atlorneys.

-Systems exempled (rom certain provisions of the act: The Attorney
General has exempted this system from subsections (c)(3) and (4),
(d), (e)(2) and (3), (eH4)(H). (c)(8), () and (g) of the anacy Act
pursuant to 5 U.S.C. 552a (j). Rules have been promulgated in ac-
cordance with the requirements of 5 U.S.C. 553(b), (c) and (c) and
havé been published in the Federal Register.
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JUSTICE/BOP --009

System name: Federal Tort Claimsi Act Record System

System location: Records may be retained at any of the Bureau's
facilities, the Regional Offices and the Central Office. All requests
for records may be made to the Central Office: U. §. Bureau of
Prisons; 320 First Street, N.W.; Washington, D.C. 20534,

Categories of individuals_covered by the system: Current and
former inmates under the custedy of the Attorney General, .

Categories of records in the system: 1) Administrative Tort claims
and supporting documents; 2) Personal data; 3) Investigative re-
ports; 4) Medical reports; 5) Property records; 6) Litigation reports;
7) Reports made in preparation of litigation; 8) Social and Criminal
Background; 9) Employment History; 10) Correspondence; 11)
Litigation Pleadings and Court Decisions.

v Authority for maintenance eof the system: This system is
established and maintained under authority of 28 U.S.C. 2671 et
seq. FTCA.

Routine uses of recerds maimtained in the system, includimg catego-
ries of users and the purposes of such wses: The routine uses of this

system arc: (a) to provide information source for purposcs of adju- .

dicating claims for personal injury and property damages pursuant
to the Federal Tort Claims Act, 28 U.S.C. 2675; (b) 10 provide in-
formation source for purposes of preparing reports conceming
litigation in United States Courts under the Federal Tort Claims
Act, 28 U.5.C. 2671 et seq; (c) to provide information source that is
furnished to counscl for claimants under the Federal Tort Claims
Act; (d) to provide information source that is furnished to medical
officials when requested by claimants under the Federal Tort
Claims Act; (e) to provide inforination source that is disclosed to
employces of the Department of Justice who bhave a need for the
information in the performance of their duties; (f) to provuic infor-
mation source to state and federal law enforcement officials for the
purposc of investigations, possib!c criminal prosecutions, civil court
actions, or regulatory procecdings; (g) to provide information relat-
ing to federal offenders to federal and state courts, court person-
nel, and probation officials.

Release of information to the mews media: Information permitted
to be released to the news media and the public pursuant to 28
C.F.R, 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, pot otherwisc required to be released pursuant to 5 U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests

the information on bechalf of and at the request of the individual .

who is the subject of the record.

Routine uses of records maintained in lhe system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (MARS) in records management in-
spections conducted under the authority of 44 U.S.C. 2504 and
2906.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the sysiem:

Storage: Information maintdined in the system is stored in docu-
meants.

Retrievability: Documculs are mdcxcd by name and/or register
number.

Safeguards: Informatmn is safeguarded in accordance with'Bu-
reau of Prisons rules governing access and release.

Reteation and disposal: Records in this system are rctained for a
period of ten (10) years after expiration of sentcncs, then destroyed
by shredding.

System manager(s) and address: Chief, Management and Informa-
tion Systems Group; U. S. Burcau of Prisons; 320 First Street,
N.W.; Washington, D.C. 20534,

Notification procedure: Address inquiries to: Director; Bureau of
Prisons; 320 First Street, N.W.; Washington, D.C. 20534. The major
part of this system is exempt frora this requirement under 5 U.S.C.
552a (j). Inquiries concerning this system should be directed to the
System Manager listed above.

PRIVACY ACT ISSUANCES

Record access procedures: The major part of this system is cx«
empt from this requirement under 5 U.S.C. 552a (j). To the cxtent
that this system of records is not sub;cct to exemption, it is subject
to access and contest. A determination as to exemption shall bo
made at the time a request for access is received.

Contesting record procedures: Samc as the above.

Record source categories: 1) Inmates: 2) Department of Justice
Employees; 3) U. S. Probation Service; 4) Contract and Consulling
Physicians including Hospitals; 5) Attorneys; 6) Relatives gynd
friends of Inmates; 7) Congress; 8) State und Federal Law Enforce«
ment Agencies.

Systems exempted from certain provisions of the act: The Attorney
General has exempted this system from subsections (¢)(3) and (4),
(d), (eX2) and (3), (e)4)(H), (e)8), (f) and (g) of thc Pr(vncy Act
pursuant to § U.S.C. 552a (j). Rules have been promulgated in nc-
cordance with the rcquircmcnts of 5§ U.S.C. 553(b), (c) and (o) und
have been published in the Federal Register.

JUSTICE/BOP - 999

S)'sle.m name: Appendix of Ficld Locations for the Bureau of
Prisons.

Regional Offices

North East Region
Scott Plaza 11, Industrial Highway
Philadelphia, Pa. 10113

South East Region
Bldg. No. 300, Greenbriar Office Park
3500 Greenbriar Parkway, S.W.

- Atlanta, Georgia 30331

North Central Region
K.C.I. Bank Bldg.
8800 Northwest 112th Street
Kansas City, Missouri 64153

South Ccnu‘al Region
3883 Turtle Creck Blvd.
Dallas, Texas 75219

Western Region
330 Primrosc Road, Fifth Floor
Burlingame, California 94010

United States Penitentiaries

Atlanta, Georgia 30315

Leavenworth, Kansas 66048

Lewisburg, Pennsylvania 17837

Marion, Ilinois 62959

McNeil Island, Steilacoom, Washington 98388
Terre Haute, Indiana 47808

Federal Correctional Institutions

Alderson, West Virginia 24910
Ashland, Kentucky 41101
Butner, North Carolina 27509
Danbury, Connecticut 06801
El Reno, Oklahoma 73036
Englewood, Colorado 80110
Ft. Worth, Texas 76119 !
La Tuna, Texas 88021
Lexington, Kentucky 40507
Lompoc, California 93436

- Memphis, Tenncssec 38134
Miami, Florida 33177
Milan, Michigan 48160
Morgantown, West Virginia 26505
Oxford, Wisconsin 53952
Petersburg, Virginia 23803
Pleasanton, California 94568
Sandstonc, Minnesota 55072
Seagoville, Texas 75159
Tallahassee, Florida 32304
Terminal Island, California 90731
Texarkana, Texas 75501
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Federal Prison Camps

Allenwood — Montgomery, Pennsylvania 17752

Eglin Air Force Base, Florida 32542

Maxwell Air Force Base, Montgomery, Alabama 36112
Safford, Arizona 85546

Medical Center for Federal Prisoners
Springfield, Missouri 65802
Federal Dentention Centers

Florence, Arizona 85232
El Paso, Texas 79925

Metropolitan Correctional Centers

71.W. Van Buren Street ~ ~
Chicago, Illinois 60605

150 Park Row
New York, New York 10007

808 Union Street
San Diego, California 92101

Community Treatment Centers

715 McDonald Blvd. S.E.
Atanta, Georgia 30315

826 S. Wabash Ave.
Chicago, Illinois 60605

3401 Gaston Ave.
Dallas, Texas 75248

1950 Trumbull Ave.
Detroit, Michigan 43216

2320 LaBranch Ave.
Houston, Texas 77044

404 E. 10th St
Kansas City, Missouri 64106

600 Long Beach Blvd.
Long Beach, California 90802

. 1212 S. Alvardo St
Los Angeles, California 90006

Woodward Hotel -
210 West 55th Street .
New York, New York 10019

205 MacArthur Blvd.
Oakland, California 94610

316 W. Roosevelt Rd.
Phoenix, Arizona 85003

JUSTICE/DEA - 001
System name: Air Intclligence Program

System location: Drug Enforcement Administration; 1405 Eyc
Street, N.W.; Washington, D. C. 20537. Also, ficld officcs. Sec Ap-
pendix 1 for list of addresses.

Categories of individuals covered by the system: (A.) Aircraft
Owners; (B.) Licensed Pilots.

Categories of records in the system: (A.) FAA Civil Aircraft Regis-
try; (B.) FAA Air¢raft Owners Registry; (C.) FAA Airman Dircclo-
ry; (D.) Entries into NADDIS.

Authority for maintenance of the system: The System is main-
tained to provide intelligence and law enforcement activitics pur-
suant to the Comprchensive Drug Abuse Prevenlion and Control
Act of 1970 (P.L. 91-513) and Reorganization Plan No. 2 of 1973,

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: The system provides a
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rescarch data basc for identification of aircraft, aircraft owners and
pilots that are known or suspected of involvement in illicit air
u:mspon.'lhon of narcotics. Information developed from this system
is provided to the following categorics of users for law enforcement
purposcs on a routine basis: (A.) Other Federal law enforcement
agencies; (B.) State and local law enforcement agencies; (C.)
Foreign law enforcement agencies with whom DEA maintains
liaison., .

Release of information to the news media: Information permitted
to be relcased to the news media and the public pursvant to 28
C.F.R. 50.2 may be madc available from systems of records main-
tained by the Department of Justice unless it is determined that
release of the apccir ¢ information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Relcase of information to Mecmbers of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behalfl when the Member or staff requests
the information on behall of and at the request of the individual
who is the subject of the record.

Routine uses of records malntained In the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Scrvice (NARS) in records management in-
;};gguuns conducted under the authority of 44 U.S.C. 2904 and

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records [a the system:

Storage: Reference materials are maintained on microfiche. Infor-
mation developed from the reference materials is entered onto the
NADDIS magnetic tape.

Retrievabllity: This system is indexed by name and identifying
numbers.

Safeguards: This system of records is maintained at DEA
Headquarters which is protected by twenty-four hour guard service
and electronic surveillance. Access to the building is restricted to
DEA employees and those persons transacting business within the
building who are escorted by DEA cmployces. Access to the
system is restricted to authorized DEA employees with appropriate
clearance on a need-to-know basis.

Retention and dispesal: Reference materials are retained until up-
dated and then destroyed. Entries into NADDIS are retained for
fifty-five years.

System manager(s) and address: Assistant Administrator for Intel-
ligence; Drug Enforcement Administration; 1405 Eye Street, NNW.;
Washington, D.C. 20537,

Notification procedure: The reference materials in this system are
matters of public record. Information developed from this system
and cntered into the Marcolics and Dongerous Drug Information
System (NADDIS) has been exempled from compliance with sub-
section (d) of the Act by the Attorney General.

Record access procedures: Same as the above.

Contestiog record proceduress Same as the above.

Record source categories: Federal Aviation Administration -

Systems exempled from certaln provisions of the act: The Attorney
General has exempted this system from subscctions (c}3) and (4),
(d), (e)(1), (2) and (3), (cK4)(G), and (H), (e)}(5) and (8), (), (&), (k)
of the Privacy Act pursuant to 5 U.S.C. 552a (j). Rules bave been

* promulgated in accordance with the requirements of 5 U.S.C.

553(b), (c) and (¢) and have been published in the Federal Register.

JUSTICE/DEA-INS - 111
System nmame: Automaled Intelligence Records System (Pathfinder)

System location: Drug Enforcement Administration, 1405 Eye
Street, N.W., Washington, D.C. 20537 and El Paso Intclligence
Center (EPIC), El Paso, Texas 79902,

Categorles of Individuals covered by the system: (1) Those in-
dividuals who are known, suspected, or alleged to be involved in
(a) narcotic trafficking, (b) narcotic-arms I.mll"zckmg. (c) alicn smug-
gling or transporting, (d) illegally procuring, using, selling, counter-
feiting, reproducing, or altering identification documents relating to
status under the immigration and nationality laws, (c) terrorist ac-
tivities (narcotic, arms or alien trafficking/smuggling related), ()
crewman descrtions and stowaways, and (g) arranging or contracts

1
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ing a marriage to defraud the immigration laws; (2) In addition to
the categorics of individuals listed above, those individuals who (a)
have had citizenship or alien identification documents put to frau-

dulent use or have reported them as lost or stolen, (b) arrive in the ™

United States from a foreign territory by private aircraft, and (c)
are informants or witnesses (including non-implicated persons) who
have pertinent knowledge of some circumstances or aspect of a
case or suspect; may be the subject of a file within this system,
and (3) In the course of criminal investigation and intelligence
gathering, DEA and INS may detect violations of non-drug or non-
alicn related laws. In the interests of effective law enforcement,
this information is retained in order to establish patterns of criminal
activity and to assist other law enforcement agencies that are
charged with enforcing other segments of criminal law. Therefore,
under certain limited circumstimces, individuals known, suspected,
or alleged to be involved in non-narcotic or non-alicn criminal ac-
tivity may be subject to a file raintained in this system.

Calegories of records in the system: In general, this system con-
tains computerized and manual intelligence information gathered
from DEA and INS investigative records and reports, Specifically,
intclligence information is gathered and collated from the following
DEA and INS records and reports: (1) DEA Reports of Investiga-
tion (DEA-6), (2) DEA and IMS Intelligence Reports, (3) INS Air
Detail Office Index (I-92A), (4) INS Anti-Smuggling Indices (G-
170), (5) INS Marine Intelligence Index, (6) INS Fraudulent Docu-
ment Center Index, (7) INS Terrorist Index, and (8) INS Reports of
Investigation and Apprehension (1-44, 1-213, G-166).

Authority for maintenance ol the system: This system has been.

established in order for DEA and INS to carry out their law en-
foreement, regulatory, and inteclligence functions mandated by the
Comprehensive Drug Abusc Prevention and Control Act of 1970 (84
Stat. 1236), Reorganization Plan No. 2 of 1973, the Single Conven-
tion on Narcotic Drugs, (18 UST 1407), and Sections 103, 265, and
290 and Title III of the Immigraton and Nationality Act, as
amended, (8 U.S.C. 1103, 1305, 1360, 1401 et seq.). Additional
authority is deriyed from Treaiies, Statutes, Executive Orders and
Presidential Proclamations which DEA and INS have been charged
* with administering. | )

Routine uses of records maintained in the system, incloding catego-
ries of users and the purposes of such uses: This system will be used
to produce association and link analysis reports and such special re-
ports as required by intelligence analysts of DEA and INS. The
system will also be uscd to provide ‘real-time* responses to queries
from Federal, state, and local zgencies charged with border law en-
forcement responsibilitics.

Information from this system will be provided to the following
categories of users for law enforcement and intelligence
purposes provided a legitimate and lawful ‘need to know"* is
demonstrated: (a) Other Federal law enforcement agencies,
(b) state and local law enforcement agencies, (¢) foreign law
enforcement agencies“with whom DEA and INS maintain

liaison, (d) U.S. intelligerce and military intelligence agencies

involved in border criminal law enforcement, (e) clerks and
judges of courts exercising appropriate jurisdiction over
subject matter maintained within this system, and (f) in the
event there is an indication of a violation or potential
violation of law whether civil, criminal, regulatory, or
administrative in nature, the relevant information may be
referred to the appropriate agency, whether Federal, state,
local or foreign, charged with the responsibility of
investigating or prosccuting such violation or charged with -
enforcing or implementing the statute or rule, regulations, or
order issued pursuant thereto. ’

Routine uses of records maintained in the system, Including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Rccords Service: A record from a
system of records may be disclesed as a routine use to the National
Archives and Records Service (NARS) in records management in-
rigggtions conducted under the authority of 44 U.S.C. 2904 and

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system: .

Storage: Manual subsets of the Pathfinder Information System
are maintained on standard index cards and manual folders. Stan-
dard sccurity formats arc employed. = .

The automated Pathfinder Information System is stored on
digital computers in the Drug Enforcement Administration
Office of Intelligence Secured Computer facilities located at
DEA Headquarters and El Paso, Texas.

PRIVACY ACT ISSUANCES

Retrievability: Access to individual records can be accomplished
by reference to either the manual indices or the automated informa-
tion system. Access is achicved by reference to  personul
identifiers, other data elements or any combination thereof,

Safeguards: The Pathfinder System of Records is protected by
both physical security methods and dissemination and access cons
trols. Fundamental in all cases is that access to intelligence infor-
mation is limited to those persons or agencics with a demonstrated
and lawful need to know for the information in order to perform
assigned functions.

Physical security when intclligence files are attended is
provided by responsible DEA and INS employces. Physical
sccurity when files are unattended is provided by the sccuro
locking of material in approved containers or facilitics. The
selection of containers or facilitics is made in consideration
of the sensitivity or National Security Classification, us
appropriate, of the files, and the extent of sccurity guard
and/or surveillance afforded by electronic mcans.

Protection of the automated information systcm is provided by
physical, procedural, and electronic means. The muster file
résides in the DEA Office of Intclligence Sceured Compuler
System and is physically attended or safc-guarded on o full
time basis. Access or observation to active
telecommunications terminals is limited to those with a
demonstrated need to know for retrieval information.
Surreptitious access to an unaticnded lerminal is precluded
by a complex authentication procedure, The procedure is
provided only {0 avthorized DEA and INS employees.
Transmission from DEA Headquarters to El Paso, Texas is
accomplished via a dedicated secured line.

An automated log of querics is maintained for cach terminal.
Improper procedure results in no access and under certain
conditions completely locks out the terminal pending
restoration by the master controller at DEA Headquartery
after appropriate verification. Unattended terminals are
gthcrwisc located in locked facilitics after normal working

ours.

The dissemination of intclligence information te an individual
outside the Department of Justice is made in accordance
with the routine uses as described herein and otherwise in
accordance with conditions of disclosure prescribed in the
Privacy Act.-The need to know is determined in both cases
by DEA and INS as a prerequisite to the releasc of
information. ’

Retention and disposal: Records maintained within this system are
retained for fifty-five (55) years.

System manager(s) and address: Assistant Administrator for Intol-
ligence, Drug Enfqrcement Administration, 1405 Eye Street, NWw.,’
Washington, D.C. 20537 and Associate Commissioner, Manuge-
ment, Immigration and Naturalization Service, 425 Eyo Street,
N.W., Washington, D.C. 20536.

Nolification procedure: Inquiries should be addressed to Freedom
of Information Unit, Drug Enforcement Administration, 1405 Eyo
Street, N.W., Washington, D.C. 20537.

Record access procedures: Same as notification procedure.

Contesting record procedures: Same as notification procedure.

Record source categories: DEA inteclligence and investigative
records/reports; INS investigative, intelligence and statutory man-
dated records/reports; records and reports of other Federal, stato
and local agencies; and reports and records of forcign agencies with
whom DEA maintains liaison.
Systems exempted from certain provisions of the act: The Atlornoy
General has proposcd exemption of this systcm from subsections
(c) (3) and (4), (d), (¢} (1), (2), and (3), (c) (4) (g), (H) und (1), (e) (9
and (8), (f), (g), and (h) of the Privacy Act pursuant to 5§ U.5.C
552a (j) and (k).
_ . JUSTICE/DEA - 003

System mpame: Automated Records and Consumated Orders
System/Diversion Analysis  and Detection System
(ARCOS/DADS)

System location: Drug Enforcement Administration; 1405 Eye
Slrcc.l.' N.W.; Washington, D. C. 20537. Also, ficld offices. Sce Ap-
pendix 1 for list of addresses.

Categories of individuals covered by the system: Persons registered

with DEA under the Comprehensive Drug Abuse Prevention and
Control Act of 1970 (P.L. 91-513).
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Categories of records in the system: The information contained in
this system consists of individual husine_ss transactions belween
levels of handlers of controlled substances to provide an audil trail
of all manufactured and/or imported controlled substances to the
dispensing level.

Authority for maintenance of the system: This system of records is
maintained pursuant to the reporting requirements of the Com-
prehensive Drug Abusc Prevention and Control Act of 1970 (21
U.S.C. 826(d)) and to enable the United States to fulfill its treaty
obligations under the Single Convention on Narcotic Drugs and the
Convention on Psychotropic Substances.

Routine uses of records maintained in the system, Including catego-
ries of users and the purposes of such uses:

Information contained in this system is provided 1o the following
categories of users for the purposes stated: A) Other Federal law
enforcement and regulatory agencies for law enforcement or regula-
tory purposes; B) State and lozal law enforcement and regulatory
agencies for law enforcement and regulatory purposes; C) The In-

- ternational Narcotics Control Board as required by treaty obliga-
tions.

The ARCOS/DADS system o! records generates the following re-
ports: 1) Reports to the United Nations on Narcolics and
Psychotropic Substances; 2) Aggregate Individual Quota Allocation
Supportive Data; 3) Usage of Controlled Substances; 4) Controlled
Substance Summary by Reporting Registrant; 5) Controlled Sub-
stance Summary by Location; 6) Controlled Substance Usage & In-
ventory Summary - by Schedule; 7) Discrepancy Notice Reports; 8)
Discrepancy Error Analysis Report; 9) Potential Diversion Reports;
10) Incomplete Transfers; 11) Unauthorized Purchases; 12) Excess
Inventory & Purchases; 13) Order Form Monitoring; 14) Improper
Reporting of Partial Shipments; 15) Discrepancics in Quantitics; 16)
Waste & Sampling of Controlled Substances Beyond Limits; 17)
Controlled Substances Used in Manufacturing of Non-controlled
Substances; 18) Controlled Substances Used in Rescarch; 19) Con-
trolled Substances Sold to Government Agencies; 20) Controlled
Substances  Destroyed; 21) Controlled Substances Im-
ported/Exported; 22) Quota Excess.

Release of information to the news media: Information permitted

- to be released to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a particular
case would constitute an unwarrented invasion of personal privacy.

Release” of information to Members of Congress. Information
contained in systems of records maintained by the Department of

Justice, not otherwise required to be released pursuant to § U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behalf when the Member or stafl requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses of records maintained in the system, Including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record {rom a
system of records may be disclosed as a routine use to the National
Archives and Records Service (MARS) in records management in-
;g;cﬁ:tious conducted under the authority of 44 U.S.C. 2904 and

Policies and practices for storing, retrieving, accessing, retalning,
and disposing of records in the system:

Storage: All automated data files associated with ARCOS/DADS
- are maintained in the Department of Justice Data Center and the
Drug Enforcement Administration Data Ceanter.

Retrievability: The system is iadexed by name and identifying
number. In addition a number of lclccommumcataon terminals have
been added to the existing networl.

Safeguards: The portion of the records maintained in DEA
beadquarters is protected by twenty-four hour guard service and
electronic surveillance, Access to the building is restricted to DEA
employees and those persons transacting business within the build-
ing who.are escorted by DEA employces. Access to the system is
restricted to ARCOS Unit employees who have appropriate securi-
ty clearances on a need to know basis. Information that is retrieva-
ble by terminals requires user identification numbers which are is-
sued to authorized employees of the Department of Justice.

Retention and disposal: Input data rcceived from registrants is
maintained for 60 days for backup purposes and then destroyed by
shredding or electronic erasure. ARCOS master inventory records
are retained for eight consecutive calendar quarters. As the end of
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a new quarter is reached the oldest quarter of data 1s purged from
the record. ARCOS transaction history will be retained for a max-
imum of five years and then destroyed.

System manager(s) and address: Dircctor, Offizc of Compliance
and Regulatory Affairs, Drug Enforccment Administration; 1405
Eye Strect, N.W.; Washmglun. D. C. 20537.

Record source categories: Business forms and individuals re
gistered with DEA under the Comprehensive Drug Abuse Preven-
tion and Control Act of 1970 (P.L. 91-513).

Systems exempled from certain provisions of the act: The Attorney
General has exempled this system from subsections (c)(3), (d)
(e)(4)(G) and (H), () of the Privacy Act pursuant to § U.S.C 552a
(k). Rules have been promulgated in accordance with the require
ments of 5§ U.S.C. 553(b), (c) and (¢) and have been published in
the Federal Register.

' JUSTICE/DEA - 004
System name:; Congressional Correspondence File

System locatlon: Drug Enforccment Administration; 1405 Eye
Street, N.W.; Washington, D.C. 20537, Also, ficld offices, Sce Ap-
pendix 1 for list of addresses.

Categorles of Individuals covered by the system: Members of the
United States Congress

Categorles of records In the system: (A) Inquiries from members
of Congress; (B) Reply to Congressional inquiries.

Authority for malnt e of the syst 5U.S.C. 301

Routine uses of records maintained In the system, Including catego-
ries of users and the purposes of such uses: This system is main-
wined to provide a history of Congressional inquiries. The informa-
tion is not disseminated outside the Department of Justice.

Release of information to the news media: Information permitted
to be released to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records mam
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a parucular
casc would constitute an unwarranted invasion of personal privacy

Release of information to Members of Congress Information
contained in systems of rccords maintained by the Department of
Justice, not otherwise required to be relcased pursuant 1o S U S ¢
552, may be made available to a Member of Congress or staff act
ing upon the Member's behall when the Membzr or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routlae uses ol records malntalned In the system, Including catego-
rles of users and the purposes of such uses: Relcasce of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management -
;g;;ﬁuns conducted under the authority of 44 U.S.C. 2904 and

Policles and practices for storing, retrieving, accessing, retaining,
and disposing of records [ the system:

Storage: The documents in this system are maintained in standard
file folders.

Retrievablility: The system is indexed by the name of the member
of Congress,

Saleguards: This system of records is maintained at DEA
Headquarters which is protected by twenty-four hour guard service
and clectronic surveillance. Access to the building is restricted to
DEA cmployces and those persons transacting business within the
building who arc escortcd by DEA cmployees. In addition, the
records are stored in bar lock filing cabinets and access to the
system is restricted to membars of the DEA Congressional Rela-
tions Staff.

Retention and disposal: These records are retained indefintely

System manager(s) and address: Dircctor of Congressional Rela
tions, Drug Enforcement Administration; 1405 Eye Street, NW ,
Washington, D.C. 20537.

Notification procedure: Inquiries should be addressed 1o Freedom
of Information Unit, Drug Enforcement Administration, 140 Fve
Strect, N,W. Washington, D.C. 20537.

.. Record access procedures: Same as the above.

Contesting record procedures: Same as the above

Record source categories: Members of Congress

Systems exempled from certaln provisions of the act: None
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JUSTICE/DEA - 005

System name: Controlled Substances Act Registration Records
(CSA) )

System location; Drug Enforccment Administration; 1405 Eye
Street, N.W.; Washington, D.C. 20537. Also, field offices. Sce Ap-
pendix I for list of addresses. - ) : .

Categories of Individuals covered by the system: Records are main-
taincd on the following categories of individuals registered under
the Controlled Substances Act including registrants doing business
under their individual name rather than a business namec: (A) Physi-
cians and related practitioners; (B) Dentists; (C) Veternarians; (D)
Persons conducting research with controlled substances; (E) Impor-
ters of controlled substances; (F) Exporters of controlled sub-
stances; (G) Manufacturers ol controlled substances; (H) Distribu-
tors of controlled substances; (I) Pharmacies.

Categories of records in the system: The Controlled Substances
Act Registration Records arc maintained in a manual system which

contains the original of the application for registration under 225,

226, 227, and 363, arder forms (DEA-222's) and any correspon-
dence concerning a particular registrant. In addition, the same basic
data is maintained in an automated system for quick retrieval.

Authority for mai e of the sy The Drug Enforcement
Administration is required under the Comprchensive Drug Abuse
Prevention and Control Act of 1970 (Public Law 91-513) to register
all handlers of controlled substances.

Routine uses of records maintained in the system, including catego-
rles of users and the purposes of such uses: The Controlled Sub-
stances Act Registration Records produce special reports as

. required for statistical analytical purposes. Disclosures of informa-
tioh from this system are made to the following calegories of users
for the purposes stated: (A) Other Federal law enforcement and
regulatory agencics for law enforcement and regulatory purposes;

(B) State and local law enforcement and regulatory agencies for law .

enfarcement and regulatory purposes; (C) Persons registered under
the Controlled Substances Act (Public Law 91-513) for the purpose
of verifying the registration of customers and practitioners.

Release of information to the news media: Information permitted
to be released to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Dcpartment of Justice unless it is dctermined that
release of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privgcy.

Release of information to Members of Congress, Information
contained in systems of records maintained by the Department of

- Justice, not otherwise required to be released pursuant to 5 U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon thc Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses of records maintuined in the system, including catego-
rles of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclcsed as a routine use to the National
Archives and Records Service (NARS) in records management in-
spections conducted under the authority of 44 U.S.C. 2904 and
2906.

Policles and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system: . . -

Storage: The automated portion of this system is maintained on
magnetic tape and the manual portion is by batch.

Retrievability: The automated system is retricved by name and
registration number. The manual portion is filed in batches by date
of application and indexed witkin each batch by name. A micro-
fiche system of the names in each batch is maintained for quick
reference purposes. In addition, a number of telecommunication
terminals have been added to the existing network.

Safeguards: This system of records is maintained in DEA
Headquarters which is protected by twenty-four hour guard service
and clectronic surveillance. Accass to the building is restricted to
DEA employees and those persons transacting business within the
building who arc escorted by DEA cmployees. Access to the
system is restricted to DEA personnel on a need-to-know basis. A
specific computer program is nezessary to extract information. In-
formation that is retrievable by terminals requires user identifica-
tion numbers which are issued to authorized employees of the De-
partment of Justice .
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Retention and disposal: Records in the manual portion of the
system are retired to the Federal Records Center after one yeur and
destroyed after five years. The automated data is stored in the De-
partment of Justice Computer Center and destroyed after five
years.

System manager(s) and address: Director, Office of Compliunce
and Regulatory Affairs, Drug Enforcement Administration; 1405
Eye Street, N.W.; Washington, D.C. 20537.

Notification procedure: The Attorncy General has cxempted the
Controlled Substances Act Registration Records from compliunce
with subsection (d) of the Act,

Record access procedures: Same as the above.
Contesting record procedures: Same as the above,

- Record source categories: Information contained in this system of
records.is obtained from: (A) Registrants under the Controlled Sub-
stances Act (Public Law 91-513); (B) DEA Compliance Investiga-
lors.

Systems exempted [rom certain provisions of the act: The Altorney
General has exempled this system {rom subsections (e)3), (),
(e)(4)(G) and (H), (f) of the Privacy Act pursuant to § U.5.C, §52u
(k). Rules have been promulgated in accordance with the require-
ments of 5 U.S.C. 553(b), (c) and (¢) and havc been published in
the Federal Register. .

JUSTICE/DEA - 006
System name: Freedom of Information/Privacy Act Records,

System location: Freedom of Information Division, Drug Enforce-
ment Administration, 1405 I Street, N.W., Room 200, Washington,
D.C. 20537.

Categories of individuals covered by the system: Persons who
request disclosure of records pursuant to the Freedom of Informa-
tion Act; persons who request access to or corrcclion of records
pertaining to themsclves contained in DEA’s system of records pur-
suant to the Privacy Act; and, where applicable, persons about
whom records have been requested or about whom information is
contained in requested records.

Categories of records in the system: The system contains! (1) co-
pies of all correspondence and internal memorandums related lo the
Freedom of Information Act and Privacy Acl requests, and rclated
records necessary to the processing of such requests reccived afler
January 1, 1975; (2) copies of all documents relevant to appeals and
lawsuits under the Freedom of Information Act and Privacy Act.

Authority for maintenance of the system: This system s
established and is maintained pursuant to the authority of the Com-
prehensive Drug Abuse Prevention and Control Act of 1970 and
Reorganization Plan No. 2 of 1973; and is maintained to implement
the provisions of 5 U.S.C. 552 and 552a and the provisions of 28
C.F.R. 16.1 et seq. and 28 C.F.R. 16.40 ¢t seq.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: A record maintained in
this system may be disseminated as a routinc use of such records
as follows: (1) a record may be disseminated to a Federal upency
which furnished the record for the purpose of permitling a decision
as to access or correction to be made by that agency, or for the
purpose of consulting with that agency as to the propricly of uccess
or correction; (2) a record may be disseminated to any appropriate
Federal, State, local, or foreign agency for the purposc of verifying
the accuracy of information submitted by an individual who has
requested amendment or correction of records contained in systems
of records maintained by the Freedom of Information Division,

Release of information to the news media: Information permitted
to be released to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from sysiems of records main-
tained by the Department of Justice unless it is determined that

- release of the specific information in the context of a particular

case would constitute an unwarranted invasion of personal privucy,

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to 5§ U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individunl
who is the subject of the record.

Routine uses of records maintained in the system, Including catcgo-
ries of users and the purposes of such uses: Releasc of informution
to the National Archives and Records Service: A record from o
syslcm‘o{ records may be disclosed as a routine usc to the Nationul
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Archives and Records Service (NARS) in records management in-
spections conducted under the zuthority of 44 U.S.C. 2904 and
2906.

Policies and practices for storing, retrieving, accessing, retalning,
and disposing of records in the system:

Storage: The records in this system are maintained in standard
case file folders.

Retrievability: A record is retricved by the name of the individual
or person making a request for access or correction of records.

Saleguards: This system of records is maintained at DEA
Headquarters which is protected biy twenty-four hour guard service
and electronic surveillance. Access to the building is restricted to
DEA employees and those persons transacting business within the
building who are escorted by DEA employces. In addition, the
system is stored in Diebold combination vault and access is
restricted to the staff of the Freedom of Information Division on a
need-to-know basis.

Retention and dispesal: Currcntly there arc no provisions for
disposal of records contained in this system. Destruction schedules
will be developed as the system requirements become known,

System manager(s) and address: Chief, Freedom of Information
Division, Drug Enforcement Administration, 1405 I Street, N.W.,
Roam 200, Washington, D.C. 20537,

Notification procedure: A part of this system is exempted from
this requirement under 5 U.S.C. 552a (G} or (k). To the extent that
this system of records is not subject to exemplion, it is subject to
access and contest. A dctermination as to exemption shall be made
at the time a request is received by the Drug Enforcement Adminis-
tration, 1405 I Street, Washington, D.C. 20537. A request shall be
made in writing, with the envelope and the letter clearly marked
‘Privacy Request'. Each Privacy request shall contain the name of
the individual involved, his date and place of birth, and other
verification of identity as required by 28 C.F.R. 16.41. Each
requestor shall also provide a return address for transmitting the in-
formation. Requests shall be dirccled to the System Manoger listed
above.

Record access procedures: Same as Nolification Procedures
above.

Contesting record procedures: Same as Notification Procedures
above except individuals desiring to contest or amend information
maintained in the system should direct their written request to the
Systemn Manager listed above, and state clearly and concisely what
information is being contested, the r for contesting it, and
the proposed amendment to the information sought.

Record source categories: Source; of information contained in this
system are the individuals and persons making requests, the
systems of records searched in the proc g of responding to
requests, and other agencies referring requests for access to or cor-
rection of records originating in the Drug Enforcement Administra-
tion.

Systems exempted from ‘certain provisions of the act: Records
secured from other systems of records have been exempted from
the provisions of the Freedom of Information/Privacy Acts to the
same extent as the systems of records from which they were ob-
tained. Rules have been promulgated in accordance with the
requirements of 5 U.S.C. 553 (b)(c), and (c) and have been
published in the Fedcral Register,

JUSTICE/DEA - 007
Syst Interpational Intelligence Data Base

System location: Drug Enforcement Administration; 1405 Eye
Street, N W.; Washington, D, C. 20537. Also, ficld offices. Sce
Appendix 1 for list of addresses. .

Categories of individuals covered by the system: Known and
suspected drug traffickers

Categories of records in the system: (A) Intelligence reports; (B)
Investigative reports; (C) Subject files. -

Authority for maintenance of the system: This system is main-
‘tained for law enforccment and intelligence purposes pursuant to
the Comprehensive Drug Abuse Prevention and Control Act of
1970, Reorganization Plan No .2 of 1973 and the Single Convention
on Narcotic Drugs

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses:

This system is maintained to further criininel investigations
through the collation, analysis and di ination of intcllig in-
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formation. This system produces the following reports: a) Tactical,
operational and strategic intelligence reports; b) Major organiza-
tional reports; ¢) Network analysis; d) Trafficker profiles; e) Intel-
ligence briefs on prior experience with individuals, firms, countrics,
ctc; 1) Country profiles; g} Country Intelligence Action Plans; h)
Current situational reports: 1) Special reports as requested; j) Drug
patterns and trends and drug trafficking from source to U.S. dis-
tributors. ° '

In addition, information is provided to the following categories of
users for law enforcement purposes on a routine basis: A) Other
Federal law enforcement agencics;: B) State and local law enforce-
ment agencics; C) Forcign law cenforcement agencies with whom
DEA maintains liaison; D) U.S. Intelligence and Military Intel-
ligence Agencics involved in drug enforcement; E) U.S. Depart-
ment of State; F) The Copbinct Commiltee on International Nar-
coltics Control,

Release of information to the news media: Information permitted
to be released to the news media and the public pursuant to 28
C.F.R. 50.2 may bc made available from systems of records main-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwisc required to be released pursuant to 5 U.S.C.
552, may be made available to 2 Member of Congress or staff act-
ing upon the Mcmber's behall when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses of records malntaloed In the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Scrvice (NARS) in records management in-
spections conducted under the authority of 44 U.S.C. 2904 and
2906.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of secords In the system:

Storage: These records are maintained in standard case files and
on index cards,

Retrievabllity: The system is indexed by name and subject
category and retrieved by use of a card file index.

Safeguards: This system of rccords is maintained at DEA
Headquarters which i protected by twenty-four hour guard service
and clectronic surveillance. Access to the building is restricted to
DEA employees and those persons transacling business within the
building who arc escorted by DEA employecs. In addition, all
records contained in this system arc stored in GSA approved
security containers. Access o the system is restricted to authorized
DEA personnel with Secret Clearance or above.

Reteation and disposal: The Records contained in this system ace
currently retained for an indefinite period.

System manager(s) and address: Assistant Administrator for Intel
ligenee; Drug Enforcement Administration; 1405 Eye Strect, N.W ,
Washington, D.C. 20537.

Record source categories: A) Other Federal agencies: B) State and
local law enforcement agencies: C) Forcign law enforcement agen-
cies; D) Conlidential informants.

Systems exempted from certaln provisions of the act: The Altorney

al has exempted this sysicm from subsections (c)(3} and (4),
(d), ()1, () and (3), (el(dHG). (H). (c)iS) and (8), (D, (g), (h) of
the Privacy Act pursuant to § U.S.C. 552a (j) and (k). Rules have
been promulgated in agcordance with the requirements of § U.S.C.
553b), (e) and (e) and have been published in the Federal Register.
JUSTICE/DEA - 008
System name: Investigaune Reporting and Filing System

System location: Drug Enforcement Administration: 1405 Eye
Strect, N.W , Washington, DC 20537, Also, field offices, Sce 4p-
pendix 1 for list of addresscs.

Cateporles of Individuals covered by the system:

A. Drug olfenders.

B, Alleged drug offenders.

C. Persons suspected of dyug offenscs.

D. Confidential informants.

E. Defendanty

F. Witness
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G. Non-implicated pcr;ons with pertinent knowledge of some cir-
cumstance or aspect of a cas: or suspect. These are pertinent
refercnces of fact developed by personal interviéw or third party
interview and arc rccorded as 2z matter for which a probable need
for recall will exist. In the regulatory portion of the system, records
arc maintained on the following categories of individuals: A) In-
dividuals registered with DEA under the Comprehensive Drug
Abusc Prevention and Control Act of 1970; B) Responsible officials
of business f{irms registered with DEA; C) Employees of DEA re-
gistrants who handle controlled substances or occupy positions of
trust related to the handling of controlled substances; D) Applicants
for DEA registration and their responsible employees.

Categories of records in the system: The Investigative Rcporting
and Filing System includes, among other things, a system of
records as defined in the Privacy Act of 1974, Individual records,
i.e., items of information on an individual may be decentralized in
separate investipative file folders. Such rccords as well as certain
other records on persons and subjects nol covered by the act, arc
madc retricvable and are retricved by reference to the following
sub-systems. . ) ,

A. The Narcotics and Dangercus Drugs Information (NADDIS) is
a central automated index maintained by DEA Headquarters., It is
accessible by the tclecommunication means of appropriately
equipped DEA headquarters and field offices. The index record
contains namcs and sclected items of information extracted from
investigative reports. Direct references to the discrete file folders in
which the source reports are filed are provided, therefore, the
records point to the more comprehensive manual reports. The cen-
tral index reflects records maintained at all DEA echelons, Records
are retricvable by name and by certain identifyipg numbers.

B. Manual name indicies covering regional and district investiga-
tive activities are maintained by DEA field offices. A residual card
index is retained at DEA headquarters that predates the automated
central ndex. The items of information on the manual index
records arc extracted only from investigative reports and point to
the more comprehensive information in pertinent investigative file
folders. The records in the ficld office indicies are sub-sets of the
central automated and manual indicies. Records are retrievable by
name only by this manual technique. Four basic categories of files
arc maintained within the Investigative Reporting and Filing
System. DEA does not maintain a dossier type file in the traditional
sensc on an individual. Instead, the files are compiled on separate
investigations, topics and on a functional basis for oversight and in-
vestigative support. A) Criminal Investigative Case Files; B)
General Investigative Files, Criminal and Regulatory; C) Regulatory
Audit and Investigative Files; D) Confidential-Informant Files.

The basic document contained in these files is a multi-purpose re-
port of‘invcsligation (DEA-6) on which investigalive activities and
findings are rigorously documented. The reports pertain to the full
range of DEA criminal drug enforcement and regulatory investiga-
tive functions that emanate from the Comprchensive Drug Preven-
tion and Control Act of 1970. Within the categories of files listed
above, the general file category includes preliminary investigations
of a criminal nature, certain topical or functional aggregations and
reports of pre-registrant inspections/investigations. The case files
cover targeled conspiracies, trafficking situations and formal regu-
latory audits and investigations. Frequently the c¢riminal drug cases
are the logical extension of one or more preliminary investigations.
The distinction between the caze file and general file categories,
therefore, is based on internal administrative policy and should not
be construcd as a differentiation of investigation techniques or
practices. These filcs, except for Confidential Informant Files, con-
tain also adopted reports received from other agencies to include
items that comprise, when indexed, individual records within the
meaning of the Act. The central files maintained at DEA Headquar-
ters include, in general, copies of investigative reports and most of
the supporting documents that zre gencrated or adopted by DEA
Headquarters and ficld offices.

Authority for maintenance of the system: This system is
established and maintained to enuble DEA 1o carry out its assigned
law enforcement and regulatory functions under the Comprehensive
Drug Abuse Prevention and Control Act of 1970. (Public Law 91-
513), Reorganization Plan No, 2 of 1973, and to fulfill United States
obligations under the Single Convention on Narcotics Drugs.

Routine uses of records maintained in the system, including catego-
rles of users and the purposes of siuch uses: This system may be used
as a data source or rcference facility for numerous summary,
management and statistical reporis produced by the Drug Enforce-
ment Administration. Only on rare occasions do such reports con-

PRIVACY ACT ISSUANCES

tain identifiable individual records. Information contained in this
syslem is provided to the following categorics of users as o matfer
of routine use for law enforcement and rcgulatory purposcs A)
Other Federal law enforcement and regulatory agencies; B) State
and local law enforcement and regulatory agencies; C) Forelpn law
enforcement agencies with.whom DEA maintains liaison; D) The
Department of Defense and Military Departments; E) Tho Depurt-
ment of State; F) U. 8. intclligence agencies concerncd with drug
enforcement; G) The United Nations; H) Interpol; I) To individuals
and organizations in the course of investigations to elicit informu-
tion. ~ :

In addition, disclosures arc routinely made to the following
categories for the purposes stated: A) To federal agencics for nu-
tional sccurity clearance purposes and to federal and stute reguluto-
ry agencies responsible for the licensing or certification of In-
dividuals in the fields of pharmacy and medicines B) To the Office
of Management and Budget upon request in order to justily the al-
location of resources; C) To State and local prosecutors for
assistance in preparing casés conccrning criminal and regulatory
matlers; D) To the news media for public information purposes, E)
To respondents and their attorneys for purposes of discovery, for-
mal and informal, in the course of an adjudicatory, rule-making, or
other hearing held pursuant to the Controlled Substunces Act of
1970.

Release of information to the news media: Information permitted
to be released to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that
relcase of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy,

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S.C,
552, may be made available to a Member of Congress or stufl act-
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individual
whd is the subject-of the record.

Routine uses of records maintained In the system, including catepo-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from o
system of records may be disclosed as a routinc usc to the Nationul
Archives and Records Service (NARS) in records management in-
;gggﬁons conducted under the authority of 44 U.5.C. 2904 and

Policies and practices for storing, retrieving, accessing, retalning,
and disposing of records in the system: Administration regulationy
include dctailed instructions for the preparaticn, adoption, huns
dling, dissemination, indexing of individual records, storoge,
safeguarding of investigative reports and the accounting of disclos
sure of individual records.

Storage: -

1. The Hcadquarters central files and the ficld office subscts of
the Investigative Reporting and Filing System arc muintained in
standard file folders. Standard formats arc employed. Manual indi.
cies are maintained using standard index record formats.

2. The Narcotics and Dangerous Drugs Information subscl ly
stored electronically on the Department of Justice Information
System separate from DEA Headquarters.

Retrievability: Access to individual records is gained by referenco

1o either the automated or manual indicies. Retricvability is a func-
tion of the presence of ilems in the index and the matching of
names in the index with search argument names or identifying.num-
bers in the case of the automated system. Files identificd from ficld
office indicies are held by the field office and Headquurters, Files
identified from the automated index may not be held by the ine
terested office, but the originators of such files are identificd. In
addition a number of telecommunication terminals huve been added
to the existing network.
_ Safeguards: The Investigative Reporting and Filing System {3 pro-
tected by both physical security mecthods and dissemination und ne-
cess controls. Fundamental in all cases is that access to investipa-
tive information is limited to those persons or agencics with a
demonstrated and lawful nced to know for the informatien in order
to perform assigned functions.

1. Physical security when investigative files are attended is pros
vided by responsible DEA employces. Physical sccurity when files
are unattended js provided by the secure locking of material in ap-
proved containers or facilities. The selection of containers or fucili-
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ties is made in consideration of the sensitivity or National Security

Classification, as appropriate, of the files and the extent of securily

guard and/or surveillance affordec by electronic means.

2. Protection of the automated index is provided by physical,
procedural and electronic means. The Master file resides on the De-
partment of Justice Computer System and is physically attended or
guarded on a full-time basis.’ Access or observation to azclive
telecommunications terminals is limited to those with a demon-

* strated need to know for retrieval information. Surreptitious access
to an unattended terminal is precluded by a complex sign-on
procedure. The procedure is provided only to authorized DEA em-
ployees. For certain terminals, access is further restricted by cryp-
tological equipment.

3 An automated log of queries is maintained for each terminal.
Improper procedure results in no access. Ter Is arc signed-off

after use The terminals are othcrwise located in locked facilitics

after normal working hours.

4 The dissemination of investigative information on an individual
outside the Department of Justice is made in accordance with the
routine uses as described hercin or otherwise in accordance with
the conditions of disclosure prescribed by the Act. The need to
know of the recipient is determined in both cases by DEA as a
prerequisite of the relcase.

Retention and disposal: Records contained within this system‘ex-
cept for those in general files are retained for fifty-five (55) years,
Records in gencral files are retained for twenty (20) years,

System manager(s) and address: Assistant Administrator for En-
forcement; Drug Enforcement Administration; 1405 Eye Street,
N W, Washington, D.C. 20537. .

Record source categories: A) DEA personnel; B) Cooperating in-
dividuals; C) Suspects and défendants; D) Fedcral, State and local
law enforcement and regulatory agencies; E) Other federal agen-
cies, F) Foreign law enforcement ies; G) Business records by
~ subpoena; H) Drug and chemical companies; I) Concerned citizens.

Systems exempted from certain provisions of the act: The Attorney
General has exempted this system from subsections (c)(3) and (4),
(d), (e)(1), (2), and (3), (¢)4NG), (H), (e)(5) and (8), (D), (g), (h) of
the Privacy Act pursuant to 5 U.5.C. 552a (j) and (k). Rules have
been promulgated in accordance with the requirements of 5 U.S.C
553(b), (c) and (e) and have been published in the Federal Register

JUSTICE/DEA - 009 -

System name: Medical Records

System location: Drug Enforcement Administration; 1405 Eye
Street, N.W.; Washington, D. C. 20537. Also, ficld offices. Sce Ap-
pendix 1 for list of addresses.

Categories of individuals covered by the system: A) DEA Em-
ployees; B) Cooperating Individuals;

Categories of records in the system: A) Annual physical examina-
tions; B) Reports of_disease or injury pertaining to DEA Special
Agents and Chemists; C) Reports of job related injury or illness for
employees and cooperating individuals; D) Pre-employment physi-
cal examination of DEA Special Agents and Compliance Investiga-
tors; E) Physical examination reports of non-federal police person-
nel applying to attend the National Training Institute,

Authority for maintenance of the system: These records are main-
tained to establish and maintain an effective and comprehensive
health program for employees pursuant to 5 U.S.C. 7901, 29 U.S.C.
655 and 668 and Executive Order 11807 of Septicmber 28, 1974,
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Routine uses of records malotalned In the system, Incloding catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
;332G0m conducted under the authority of 44 US.C. 2904 and

Pollcles and practlces for storing, retrieving, accessing, retaining,
and disposing of records In the system:

Storage: The records are maintained in standard file folders.

Retrievability: Records are retrieved by name

Safeguards: This system of records is maintained at DEA
Headquarters which is protected by twenty-four bour guard service
and electronic surveillance. Access to the building is restricted to
DEA employees and those persons transacling business within the
building who are escorted by DEA employces. In addition, the
records arc stored in file safes in an alarmed, controlled access
arca. Access to the system is limited to employces of the medical
office on a need-to-know basis. -

Retention and disposal: These records are retained indefinitely

System manager(s) and address: Chiel Medical Officer; Drug En-
forcement Administration; 1405 Eye Street, N.W.; Washington, D.
C. 20537.

Notlfication procedure: Inquiries should be addressed to Frcedom
of Information Unit, Drug Enforcement Administration, 1405 Eye
Street, N,W., Washington, D.C. 20537. Inquirics should contain the
following information: Name; Date and Place of Birth; Dates of
Employment with DEA; Employce number. -

Record access procedures: Same as the above.

Coutesting record procedures: Same as the above,

Record source categorles: Individuals on whom records are main-
tained; Employecs of Medical Office.
Systems exempted from certaln provisions of the act: Nonc

JUSTICEDEA - 010
System name: Office of Internal Sccurity Records

System locatlon:, Drug Enforcement Administration; 1405 Eye
Street, N. W.; Washington, D, C. 20537, Also, field offices. See
Appendix 1 for list of addresses.

Categories of individuals covered by the system: A) DEA em-
ployees, past and prescnt B) Applicants for employment with DEA
C) Drug offenders, alleged drug offenders, and persons suspected
of drug offenses D) Offenders, alleged offcnders, and persons
suspected of committing Federal and state crimes broadly charac-
terized as corruplion or integrity offenses E) Confidential-infor-
mants F) Witnesses G) Non-implicated persons with pertinent
knowledge of circumstances or aspects of a case or suspect. These
are pertinent references of fact developed by personal interview or
third party interview and are recorded as a matter for which a
probable need will exist.

Categorles of records In the system: A) Investigative reports with
supporting memoranda and work papers relating to investigations of
individuals and situations. B) General files which include, among
other things, supporting memoranda and work papers and miscel-
lancous memoranda relating to investigations of and the purported
cxistence of situations and allegations about individuals. C) Audit
and inspection reports of inspections of DEA offices, personnel,
and sitvations. D) Zero [es containing general correspondence and
memoranda relating to the subject matter of the categories of in-

Routine uses of records ined.in the system, including cat
ries of users and the purposes of such uses: These records arc main-
tained for internal use DEA. The only disclosure outside the agency
would be to a physician when authorized by the subject.

Release of information to the news media: Information permitted
to be released to the news mediz and the public pursuvant to 28
C F R. 50.2.may be made available from systems of records main-
tained by the Department of Justice unless it is dctermined that
relcase of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department of

. Justice, not otherwise required to be released pursuant to 5 U.S.C.
552, may be madc available to a Member of Congress or staff act-
g upon the Member's behalf when the Member or staff requests
.the information on behalf of and at the request of the individual
.who is the sub)ect of the record. Y

\
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dividuals covered by the system.

Authority for maintenance of the system: Reorganization Plan No.
1 of 1968 and 5 U.S.C. 301.

Routlne uses of records d in the system, including catego-
ries ol users and the purposes of such uses: Information contained in
this system is provided to the following calegories of users as a
matter of routine uses for law enforccment and regulatory pus-
poses: A. Other Federal law cnforcement and regulatory agencies,
B. State and local law enforcement and regulatory agencies; C
Foreign law coforcement agencies withk whom DEA maintains
lisison; D The Decpartment of State, E The Decpartment of
Defense and Military Departments; F U.S. Intelligence agencies
concerned with drug enforcement; G, The United Nations, H. In-
terpol, I. To individuals and organizations in the course of in-
vestigations to elicit information.

In addition, disclosurcs are routinely made to the following
categorics for the purposcs stated* A. To Federal agencies for na-

T tal
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tional sccurity clearance purposcs and to Federal and state regula-
‘tory agencies responsible for the licensing or certification of in-
dividuals in the ficlds of pharmacy and medicine; B. To the Office
of Management and Budget upon request in order to justify the al-
location of resources; C. To state and local prosecutors for
assistance in preparing cases concerning criminal and rcgulatory
matters; D. To the news media for public information purposes.

Release of information to the news media: Information permitted
to be released to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from syst of records main-
tained by the Department of Justice unless it is determined that
relcase of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required 1o be relcased pursuant to 5 U.S.C.
552, may be made available 1o &« Member of Congress or staff act-
ing upon the Mcmber's behalf when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed ‘as a routine use to the National
Archives and Records Service (NARS) in records management in:
gggzlions conducted under the authority of 44 U.S.C. 2904 and

Policies and }aracﬁcu for storing, retrieving, accessing, retaining,
and disposing of records in the system: .

Storage: These records are maintained in standard investigation.

folders.

Retrievability: These records are retricved by use of a card index
maintained alphabetically by employee name.

Safepuards: These records arc maintained at DEA Headquarters
which is protected by twenty-four hour guard service and electronic
surveillance. Access to the building is restricted to DEA employees
and thosc persons transacting business within the building who are
escorted by DEA employecs. Access to the system is restricted to
employecs of the Office of Internal Seccurity and upper level
management officials. The records are stored in safe-type combina-
tion lock file cabinets.

Retention and disposal: These records are maintained for 55
years. : .- .

System manager(s) and address: Chief Inspector; Drug Enforce-
ment Administration; 1405 Eye Street, N.W.; Washington, D. C.
20537. ’

Record source categories: A) DEA Investigations; B) Federal,”

State and Jocal law enforcement agencics; C) Cooperating in-
dividuals. .

Systems exempted from certain provisions of the act: The Attorney
General has exempted this system from subsections (c)(3) and (4),
(d), (e)X1), (2) and (3), (e)4)(G), (H), (e)(5) and (8), (D), (g), (b) of
the Privacy Act purusant to 5 U.S.C. 552a(j) and (k). Rules have
been promulgated in accordance with the requirements of 5 U.S.C.
553(b), (c) and (e) and have been published in the Federal Register.

JUSTICE/DEA - 011
System name: Operations Files

System location: Drug Enforcement Administration; 1405 Eye
Street, N.W.; Washington, D.C. 20537. Also, field offices. See Ap-
pendix I for list of addresses.

Categories of individuals covered by the system: A) Cooperating
Individuals; B) Confidential Informants. L —

Categories of records in the system: A) Biographic and
background information; B) Official Contact Reports; C) Intel-
ligence Reporis (DEA-6).

Authority for e of the system: This system of records is
maintained to assist in intelligence operations pursuant to the Com-
prehensive Drug Abuse Prevention and Control Act of 1970 (P.L.
91-513) and Rcorganization Plan No. 2 of 1973. h

Routine uses of records maintained in the system, including categ
ries of users and the purposes of such uses: This system is used to
keep a bistory of intelligence operations against narcotics traf-
fickers and their support nctworks. Information contained in this
system is provided to the following categories of users for law en-
forcement purposes on a routine basis: A) Other Federal Jaw en-
forcement agencies; B) State and local law enforcement agencies;
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C) Foreign law enforcement agencies with whom DEA maintains
liaison; D) United States Intelligence and Military Intelligence agen-
cies involved in drug enforcemcnt; E) The United States Depart-
ment of State.

Release of information to the news media: Information permitted
to be rcleased to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is dctermined that
rclease of the specific information in the, coatext of a particulur
case would constitute an unwarranted invasion of personal privucy.

Reléase of information to Members of Congress. Informution
contained in systems of records maintaincd by the Department of
Justice, not otherwise required to be released pursuant to § U.S.C.
552, may be made available to a Member of Congress or stafl nct«
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the Natlonul
Archives and Records Secrvice (NARS) in records manugement in-

- spections conducted under the authority of 44 U.S.C. 2904 and

2906.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: These records are maintained in standard case files

Retrievability: These files arc retricved manually by subject’
maltter catcgory and coded identification number.

Safeguards: This system of records is maintained at DEA
Headquarters which is protected by twenty-four hour guard scrvico
and electronic surveillance. Access to the building is restricted to
DEA employees and those persons transacting business within tho
building who are cscorted by DEA employees. In addition, all files
are stored in GSA approved security containcrs approved for
Secret material'and treated as if they carried a Sccret classification
whether classified or not. Access to the files is restricled lo
authorized DEA employces with Top Sceret clearances on a limited
need-to-know basis.

. Retention and disposal: These records are retaincd indefinitely.

System manager(s) and address: Assistant Administrator for Intcl-
ligence; Drug Enforcement Administration; 1405 Eyc Street, N.W.;
V/ashington, D. C. 205.3'.".

. Record source categories: A) DEA Reports; B) Reports of federal,
state and local agencies; C) Reports of foreign agencies with whom
DEA maintains liaison.

Systems €xempted from certain provisions of the act: The Attorney
General bas exempted this system from subscctions (¢)(3) and (4)
(), (e)(1), (2) and (3), (e)4)G), (H), (c)(5) and (8), (D), (g), (W ol]
the Privacy Act pursuant to 5 U.S.C. 552a (j) and (k). Rules have
been promulgated in accordance with the requircments of 5 U.S.C.
553(b), (c) and (e) and have been published in the Federal Register.

JUSTICE/DEA - 012
System name: Registration Status/Investigation Records

System location: Drug Enforcement Administration; 1405 Eye
Street, N.W.; Washington, D.C. 20537. Also, ficld offices. Sce Ap-
pendix 1 for list of addresses. .

Categories of individuals covered by the system: Individuals who
have a Controlled Substances Act repistration number under their
personal name who have had some action taken against thele
license or registration.

Categories of records in the system: A) DEA rcports of investiga-
tion; B) Information received from state regulatory agencies,

Authority for maintenance of the system: This system of records is
maintained to enable the Drug Enforcement Administration to per-
form its regulatory functions under the Comprehensive Drug Abuso
Prevention and Control Act of 1970.

-Routine uses of records maintained in the system, lacluding catego-
ries of users and the purpcses of such uses: Information conlained in
this system of records is provided for law enforccment and regulas
tory purposes to the .following categorics of users on a routine
basis: A) Other federal law enforcement and regulatory agencies;
B) State and local law enforcement and regulatory agencies; C) To
respondents and their attorneys for purposcs of discovery, formal
and informal, in the course of an adjudicatory, rule-making, or
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other hcanng held pursuant to th: Controlled Substances Aclt of
1970.

Release of in‘formalion to the news media: Informalion permitted
to be released to the news media and the public pursuant 10 28
C.F.R. 50.2 may be made available from_syslems of records main-
tained by the Department of Justice unless jt is dctermined that
release of the specific information in the context of a particular
case would constlilule an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required o be relcased pursvant to 5 U.S.C.
552, may be made available to 2 Member of Congress or staff act-
ing upon the Member's behall when the Mcmber or staflf requests
the information on beball of and at the request of the individual
who is the subject of the recorr.l

Routine uses of records int d in the sy » including catego-
ries of users and the purposes of sm:h uses: Rc]casc of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
sg;glious conducted under the authority of 44 U.S.C. 2904 and
2906.

Policies and practices for storing, retrieving, accessing, retalning,
and disposing of records in the system:

Storage: These records are maintained in standard case file fol-
ders. C -

Retrievability: This system is indexed by name of registrant.

Safeguards: This system of records is maintained in DEA
Headquarters which is protected by 24-hour guard service and elec-
tronic surveillance. Access to the building is restricted to DEA em-
_ployees and those persons transacling business within the building
who are escorted by DEA employces. Access lo the system is

restricted to authorized employecs of the Compliance Investigations-

- Division on a necd-to-know basis.

Retention and disposal: These records arc relained as long as
there is a need for the file. These are workmg files and may be
destroyed when no longer required or merged into thc Investigative
Case File and Reporting System.

System manager(s) and address: Director, Office of Compliance
and Regulatory Affairs; Drug Enforc t Administration; 1405
Eye Street, N.W.; Washington, D.C. 20537.

Record source caiegories: A) DEA Investigators; B) State and
local regulatory agencies.

Systems exempled from certain provisions of the act: The Attorney
G 1 has e pted this sysiem from subsections (c)(3), (d),

. (€)(4)(G) and (H), (f) of the Privzlcy Act pursuant to 5 U.5.C, 552a
(k). Rules have been promulgated in accordance with the rcqmrc—
ments of § U.5.C. 553(b), (c) and (e) and have been pub!ash:d in
the Federal Register.

JUS'TICEJDEA - 013
System name: Security Files

System location: Drug Enforczment Administration; 1405 Eye
Street, N.W.; Washington, D.C. 4.053? Also, field offices. Sce Ap-
pendix 1 for Tist of addresses.

Categories of individuals covered by the system: A) DEA person-
nel; B) Cooperating individuals and informants; C) Drug traffickers
and suspected drug traffickers; D) Individuals who might discover
DEA investigations or undercover operations by chance.

Categories of records in the system: This system of records con-
tains reports concerning the categories of individuals stated above.

Authrity for maiat e of the sy This system of records is
maintained to identify and correct sccurily problems in the arca of
intelligence operations and installations pursuant to the Comprechen-
sive Drug Abuse Prevention and (Control Act of 1970 (P.L. 91-513)
and Reorganization FPlan No. 2 of 1973.

Rouotine uses of records maintained in the system, including catego-
ries of users and the porposes of such vses: This system is utilized to
generate reporis on security protlems in the area of intelligence
operations and mstallations. In addition, information is provided o
the following categories of users for law enforcement purposes on

a routine basis: A) Other federal law enforcement agencics; B)-

State and local law enforcement agencies; C) Foreign law enforce-
ment agencies with whom DEA maintains liaison.

Release of information on the news media: Information permitied
to be released to the news media and the public pursvant 1o 28
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C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice vnless it is determined that
release of the specific information in the context of a particular
case would constitule an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of rccords maintained by the Depariment of
Justice, not o{herwise required to be released pursuant to 5 U S.C
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behall when the Member or staff requests
the information on behalfl of and at the request of the individual
who is the subject of the record.

Routlne uses of records maintained in the system, imcluding calego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
spections conducted under the authority of 44 U.S.C. 2904 and

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: These records pre maintained in standard case folders.

Retrievabillty: The information in this system is retrieved by sub-
ject matter category or by coded identification number.

Safeguards: This system of records is maintained at DEA
Headquarters which is protected by twenty-four hour guard service
and electronic surveillance. Access to the building is restricted to
DEA employces and those persons transacting business within the
building who arc escorted by DEA employecs. In addition, these
records are stored in GSA approved securily containers authorized
for Sccret material, Access to the system is restricted to authorized
DEA personnel who have Top Sccret Clearances on a limited need-
to-know basis.

Retention and disposal: Records in this system arc retained as
long as the individual remains active and then dcalmycd or retired
to the Federal Records Center.

System manager(s) and address: Assistant Administrator for Intel-
lipence; Drug Enforcement Administration; 1405 Eye Street, N.W.;
Washington, D.C. 20537.

Record source categories: A) DEA Reports; B) Reports of federal,
state and local ogencics.

Systems exempted from certain provisions of the act: The Attorney
Gencral has exempted this system from subsections (c)(3) and (4),
(d), (e)(1), (2) and (3), (cH4NG), (H), ()5 and (8), (D, (&), (h) of
the Privacy Act pursuant to § U.S.C. 552a (j) and (k). Rules have
been promulgated in accordance with the requirements of 5 U.S.C.
553 (b), (c) and (c) and bave been published in the Federal Register.

JUSTICE/DEA - 814
System name: System 1o Retrieve Information from Drug Evidence
STRIDE/Ballistics).

System location: Drug Enfoscement Administration; 1405 Eye
Street, N, W.; Washington, D. C. 20537. Also, ficld offices. Sce
Appendix | for list of addresses.

Categories of Individuals covered by the system: Defendants and
suspected violators

Categories of records in the system: Ballistics report.

Auvthority for maintenance of the system: This system is main-
tained to provide drug intelligence for law enforccment purposes
pursuant to the Comprehensive Drug Abose Prevention and Control
Act of 1970 and Reorganization Plan No. 2 of 1973.

Routine uses of records maintained In the system, including catego-
ries of users and the purposes of such uses: Information from this
system is provided to the following categories of users for law en-
forcecment purposes on a rovtine basis: A) Other federal law en-
forcement agencies; B) State and local aw enforcement agencies;
l‘;)' Foreign law coforceraent agencies with whom DEA maintains
iaison.

Release of information 1o the news media: Information permitted
to be released to the news media and the public pursoant to 28
C.F.R. 50,2 may be made available from systems of records main-
tained by the Department of Justice vnless it is determined that
release of the specific information in the context of a particular
casc would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress. infermation
contained in systems of records maintained by the Departmert of
Justice, not otherwise required to be released purswant to 5 US.C.
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552, may be made available to a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
spcgtinns conducted under th: authority of 44 U.S.C. 2904 and
2506.

Pollcles and practices for storing, retrjeving, accessing, retaining,
and disposing of records in the system:

Storage: The information is slored on magnetic tape.

Retvievability: The system is indexed by case number and subject
name. The information can be retricved by name or DEA case
number. In addition, a number of tclecommunication terminals have
been added to the existing network,

Saleguards: This system of rccords is maintained at DEA
headquarters which is protected, by twenty-four hour guard service
and clectronic surveillance. 'Access to the building is restricted to
DEA employces and those persons transacting business within the
‘building who are escorted by DEA employecs. Access to the

system is restricted to authorized DEA employces with appropriate-

clearance on a necd-to-know Basis. Information that is retricvable
by terminals requires user identification numbers which are issued
to authorized employees of the Department of Justice.

Retention and disposal: The information contained in this system
is retained indefinitely.

System manager(s) and address: Chief, Forensic Sciences Divi-
sion; Drug Enforcement Administration; 1405 Eye Street, N.W.;
Washington, D.C. 20537.

_ Record source categories: DEA Reports; Scicntific Analysis.

Systems exempted from certain provisions of the act: The Attorney
G 1 has exempted this system from subsections (c)(3) and (4),
(d), (e)(1), (2) and (3), (e)X4)XG). (H), (e)(5) and (8), (), (g), (h) of
the Privacy Act pursuant to 5 U.S.C. 552a (j). Rules have been
promulgated in accordance with the requirements of 5 U.5.C. 553
(b), (c) and (e) and been published in the Federal Register. .

JUSTICE/DEA - 015
System name: Training Files

System location: Drug Enforcement Administration; 1405 Eye
Street, N.W.; Washington, D.C. 20537. Also, field offices. See Ap-
pendix 1 for list of addreses.

Categories of Individuals covered by the system: Individuals who
have attended the Drug Enforcement Administration National
Training Institute.

Categorles of records in the system: A) Class rosters; B) Bio-
graphic data; C) Evaluation reports; D) Application and attendance
records.

Authority for maintenance of the system: This system is main-
tained to provide educational and training programs on drug abuse
and controlled ‘substances law enforcement pursuant to the Com-
prehensive Drug Abuse Prevention and Control Act of 1970.

Routine uses of records maintained in the system, including catego-

rles of users and the purposes of such uses: This system is main-.

tained to assist in performing the administrative functions of the
National Training Institute and is used to prepare Class Directories,
Class Rosters, Program Evaluation Reports and Statistical Reports.
In addition, information from this system is provided to federal,
state and local law enforcemernt and regulatory agencies employing
former students and to students ir the programs.

Release of information to the news media: Information permitted
to be released to the news media and the public pursuant to 28
C.F.R. 50.2 may bc made availablc from systems of records main-
tained by the Department of Justice unless it is détermined that
release of the specific information in the context of a particular
casc would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S.C.
552, may be madc available to a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individual

who is the subject of the record. .
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Routine uses of records maintained in the system, Including calcru-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from o
system of records may be discloscd as a routine use to the National
Archives and Records Service (NARS) in rccords management in-
spections conducted under the authority of 44 U.S.C. 2904 and
2906. .

Policles and practices lor storing, retrieving, accessing, retalning,
and disposing of records in the system:

Storage: The records in this system arc maintained on indox
cards and in file folders.

Retrievability: The system is indexed by name.

Safeguards: This system of records is maintuined at DEA
Hcadquarters which is protected by twenty-four hour guurd service
and electronic surveillance. Access to the building is restricted to
DEA employees and those¢ persons transacting business within the
building who arc escorled by DEA employces. In addition, the
records are maintained in locked file cabincts and access is Yimited
to National Training Institute Personnel on a need-to-know busis,

Retention and disposal: Records in this system are currently
maintained indefinitely.

System manager(s) and address: Dircctor; Office of Training,
Drug Enforcement Administration; 1405 Eye Strect, N.W,,
Washington, D.C. 20537,

Notification procedure: Inquirics should be addressed to: Freedom
of Information Unit, Drug Enforcement Administration, 1405 Eyo
Street, N.W., ‘Washington, D.C. 20537. Inquirics should contain:
Namec; Date and Place of Birth; Dates of attendance at the Nutional
Training Institute.

Record access procedures: Same as the above.

Contesting record procedures: Same as the above,

Record source categories: A) Students; B) Instructors.

Systems exempted from certain provisions of the act: Nonc

JUSTICE/DEA - 016
System pame: Drug Enforcement Administration
System (DEAAS).
System location: Drug Enforcement Administration: 1405 Eye
Street, N.W.; Washington, D.C. 20537. Also ficld officcs. Sce Ap-
pendix 1 for list of addresses.

Categories of individuals covered by the system: All individuuls
who submit vouchers requesting payment for goods or services
rendered, except payroll vouchers for DEA employces. These: in«
clude vendors, contractors, experts, wilncsscs, court reporters,
travelers, relocated employees, etc.

Categories of records In the system: All vouchers paid except
payroll vouchers for DEA employecs.

Authority for maintenance of the system: The system s

establishedy and maintained in accordance with the Budget and Ace
counting Procedures Act of 1950 as amended 31 U.S.C. 66(u) nnd
31 U.S.C. 200(a).
- Routine uses of records maintained in the system, Including catego-
ries of users and the purposes of such uses: After payment of tho
vouchers, the accounting data is uscd for the purposc of internal
management reporting and external reporting to agencies such us
OMB,-U.S. Treasury, and the GAO,

Release of information to the news media: Information permitted
to be rcleased to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of rccords muin.
tained by the Department of Justice unless it s determined thut
releasc of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in'systems of records maintained by the Depurtment of
Justice, not otherwise rcquired to be released pursuant to 5§ U.S.C.
552, may be made available to a Member of Congress or staff act.
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individunl
who is the subject of the record.

Routine uses of records maintained In the system, including catego-
ries of users and the purposes of such uses: Release of informution
to the National Archives and Records Service: A rccord {rom a
system of records may be disclosed as a routine use’to the Nationul
Archives and Records Service (NARS) in records management in-
;g;gtions conducted under the authority of 44 U.S.C. 2904 und

Accounling
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Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:
Storage: Manual voucher files are maintained alphabetically by
payees name.
Retrievability: Information is retricved primarily by using the
name of the payec.
Safeguards: Information contained in the system -is unclassified.
It is safeguarded in accordance with organizational rules and
procedures. Information that is retricvable by terminals requires
user identification numbers which are issued to authorized em-
ployces of the Department of Justice.
i Retention and disposal: The payment documents are retained at
this location for threc fiscal years (currenl and two prior years),
The records are then shipped 1o a Federal Records Center for
storage in accordance with the General Record Schedule published
by the General Services Administration.
System manager(s) and address: Controller, Drug Enforcement
Administration; 1405 Eye Street, N.W.; Washington, D.C., 20537,
Notification procedure: Inquiries should be addressed to Frecdom
of Information Unit, Drug Enforcement Administration, 1405 Eye
Street, N.W., Washington, D.C., 20537,
Record access procedures: Same as above.
Conlesting record procedures: Same as above,
Record source categories: Submitted by the payee involved.
Systems exempted Irom cerlain provisions of the act: None.

JUSTICEE/DEA - 017
System name: Grants of Confidentiality Files (GCF).

System location: Drug Enforcement Administration; 1405 Eye
;. Street, N W , Washington, D.C., 20537.

Categories of individuals covered by the system: Apphcants for
¢ grants of confidentiality.

1 Categories of records in the system: A) Requests for and actual
+ Grants of Confidentiality; B) Ccrrespondence relating to above; C)

Documents relating to investigations of said applicants,

Authority for maintenance of the system: Pursuant to 21 U.S.C.
| 832 ;uf the.- Comprehensive Drug Abuse Prevention and Control Act
i of 1970
% Routine uses of records maintained in the systgm, lncludiug calego-
. ries of users and the purposes of such uses: Information in these
records are utilized for the purpose of investigating applicants prior
to the granting of confidentiality. in the course of such investiga-
uons, information may be disseminated to state and local law en-
forcement and regulatory agencics to other federal law enforcement
and regulatory agencies. -

Release of information to the news media: Information permitted
to be released to the news media and the public pursuant to 28
CFR 50.2 may be made available from systcms of records main-
tamned by the Department of Justicc unless it is determined that
release of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Reléase of information to Members of Congress. Information
contained in systems of records maintdined by the Department of
Justice, not otherwise réquired to be released pursuant to § U.S.C.
"552, may be made available 10 a Member of Congress or staff act-
ing upon the Member's behall when the Member or stalf requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses of records maintaiced In the system, Including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives ‘and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
;;ecu'ons conducted under the zuthority of 44 U.S.C., 2904 and

06.

Policies and practices for storinj, retrieving, accessing, retalning,
and disposing of records in the system:

-Storage: These records are mainiained on standard casc folders.

Retrievability: The information in this system is retricved by
name of grantee.

Safeguards: This system of records is maintained at DEA
Headquarters which is protected by twenty-four hour guard scrvice
and electronic surveillance Access to the building is restricted to
DEA employees and those persons transacting business within the
building who are escorted by DEA employees. In addition, the

[T
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records are stored in bar lock filing cabinets and access to the
system is restricted 1o members of the DEA employees on a ‘need
to know basis.

Retention and dlsposal: Records in this system are retained in-
definitely.

System manager(s) and address: Chief Counsel; Drug Enforce-
ment Administration; 1405 Eyc Street, N.W.; Washington, D.C.,
20537.

Notification procedure: Inquiries should be addressed to: Freedom
of Information Unit; Drug Enforcement Administration; 1405 Eye
Street, N.W.; Washington, D.C., 20537. Inquirics should include the
inquirer's name, date, and place of birth,

Record access procedures: Some as above

Contesting record procedures: Same as above.

Record source categories: A) DEA insvestigative repons; B) Appli-
cants: C) Reports from other federal, state and local agencies.

Systems exempled from certain provisions of the act: The Attorney
General has exempted this system from subsections (d){1) and (e)(1)
of the Privacy Acl pursuant to 5 U.S.C. 552a (k)(5). Rules bave
been promul, in dance with the requirements of 5 U.S.C.
553(b), (c) and (c) and have teen published in the Federal Register.

JUSTICE/DEA - 018
System name: DEA Applicant Investigations (DAI)

System location: Drug Efforcement Administration;
Street, N.W.: Washington, D.C., 20537.

Categorles of Individuals covered by the system: Applicants for
employment with DEA.

Categorles of records In the system: Information in records may
include date and place of birth, citizenship, marital status, military
and social security statos. These records contain investigative infor-
mation regarding an ndividual's character, conduct, and behavisr
in the community where he or she lives or lived; arrests and con-
victions for any violations against the law; information from ingui-
rics directed to present and former supervisors, co-workers, as-
sociates, educators, elc., credit and National Agency checks; and
other informotion developed from the above.

Authority for maint e of the syst 5 U.S.C. 301 and Execu-
tive Order No. 10450,

Routine uses of records maintained in the system, Including catego-
ries of users and the purposes of such uses: TheseJecords are used
by DEA to implement an effective screening process for applicants.
To foreign, federal, state and local law enforcement and regulatory
agencics, where appropriate, for referrl to avoid duplieation of the
investigative process and where the appmpmtc agcncf,r is charged
with the responsibility of investigaling or prosecuting potential
violations of law.

Release of information to the news media: Information permitted
to be relcased (o the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that
release of the speciﬁc information :.n the context of a particular
case would titute an unw d invasion of personal privacy.

Release of information to Members of Congress. Information
contained in syslems of records maintained by the Department of
Justice, not otherwise requircd to | d pursuant to 5§ U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behall when the Mcmber or staff requests
the information on behalfl of and at the request of the individual
who is the subject of the record. -

Routine uses of records maintained in the system, including catego-
ries of users and the purposes ol such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
g;ﬂ;uons conducted under the authority of 44 U.S.C. 2904 and

" Policles and practices for stor!nw retrieving, accessing, retaining,
and disposing of records in the sysuln-

Storage: These records arc maintained in standard investigative
folders.

Retrievabllity: These records are retricved by use of a card index
maintained alphabetically by employee name.

Saleguards: These records are maintained at DEA Headquarters
which is protected by twenty-four hour guard service and electronic
surveillance. Access to the building is restricted 1o DEA employees

1405 Eye
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and thosc persons transacting business within the building who an;
escorted by DEA employees. Access to the system is restricted to
employeces of the office of Internal Security and upper level
management officials. The records are stored in safe-type combina-
tion lock file cabinets.

Retention and disposal: These records are maintained indefinitely.

System manager(s) and address: Chicf Inspector; Drug Enforce-
ment Administration; 1405 Ey: Street, N.W Washmg'r.on D.C,,
20537.

Notification prooedure Inquiries should be addressed to: Freedom
of Information Unit; Drug Enforcement Administration; 1405 Eye
Street, N.W.; Washington, D.C., 20537. Inquirics should includr. the
inquircr's name, date, and place of birth.

Record access procedures: Same as above.

Conltesting record procedures: Same as above.

Record source categories: DEA investigations, fcderal, state and
local law enforcement agencics, Cooperating individvals, em-
ployccs. educational institutions, references, neighbors, associates,
credit burcaus, medical officials, probation offmals

Systems exempted from certain provisions of the act: The Attorney
Gencral has exempted this system from subsections d)(1) and (e)(1)
of the Privacy Act pursuant to § U.5.C. 552a(k)(5). Rules have been
promulgated in accordance with the requircments at 5 U.S.C.
553(b),(c) and (e) and have been published in the Federal Register.

JUSTICE/DEA - 019
System name: Specialized Automated Intelligence Files (NIMROD).

System location: Drug Enforcement Administration; 1405 Eye
. Street, N.W.; Washington, D.C., 20537.

Categories of individuals covered by the system: Known and
suspected drug traffickers.

Categories of records in the system: Special purposc applications
from which information includes, but is not limited to, comprehen-
sive personality data, activity data, significant event data, phone
mumbers, addresses, and special purpose information related to in-
dividuals.

Authority for maintenance ol the system: This system will be
maintained to provide DEA with an automated intelligence capabili-

ty pursuant to the Comprehensive Drug Abuse Prevention and Con-’
trol Act of 1970, Rcorganization Plan No. 2 of 1973 and the Single’

Convention on Narcotic Drugs.

Routine uses of records maintained in the s$ystem, including catego-
rles of users and the purposes of such uses: This system will be used
to produce association and link @nalysis reports and such special re-
ports as requircd by DEA intelligence analysts. Information from
this system will be provided to the following categories of users for
law enforcement purposes: A) Cther federal law enforcement agen-
cies; B) State and local law enforcement agencies.

Release of information to the news media: Information permitted
to. be released to the news media and the public pursvant to 28
C.F.R. 50.2 may bc made available from systems of records main-
tained by the Department of Justice unless it is determined that
relcasc of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Rclease of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S.C.
552, may be made available 1o a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses of records maintained in the systerrl including catego-
ries of users and the purposes of such uses: Relcase of information
to the National Archives and Records Service: A rccord from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (MARS) in records management in-
spections conducted under the authority of 44 U.S.C. 2904 and

" 2906,

Policies and practices for stnrlug. ulrieving, accessing, relsiulng,
and disposing of records in the system:

Storage: These records are maintained on magnetic
Reference materjals are maintained on microfiche.

Retrievability: This system is retrievable by data elemenis as a
single entity or by a combination of data elements. )

Saleguards: This system of records is maintained by DEA
Headquarters which is protected by twenty-four hour guard service

tape.
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and surveillance. Access to the building is restricted to DEA cm-
ployees and those persons transacting business within the building
who are escorted by DEA employees. In addition, the system is
housed in a special computer facility which mects CIA and NSA
standards for intrusion, elcctronic and acoustic penetration. Access
to the system is strictly limited to DEA intelligence analysts with
appropriate clearances on a specific nced-to-know basis.

Retention and disposal: Information will be maintained in the
system indefinitely.

System manager(s) and address: Assistant Administrator for Intcl
ligence; Drug Enforcement Administration; 1405 Eye Street, NNW;
Washington, D.C., 20537.

Record source categories: A) DEA Intclligence Reports; B) Re-
ports of other Federal agencies. !

Systems exempted from certaln provisions of the act: The Attorney
General has exempted this system from subsections (¢)(3) and (4),
(d), (e)(1), (2) and (3), (eM4)(G) and (H), (¢)(5) and (8), ([)(g) and ()
of the Privacy Act pursuant to 5 U.S.C. 552a(j) and (k)(1). Rules
have been promulgated in accordance with the requirements of §
U.S5.C. 553(b)(c) and (e) and have been published in the Federnl Re-
gister.

JUSTICE/DEA - 027
System name: DEA Employee Profile System (DEPS)
-System location: Drug Enforcement Administration, 1405 Eye
Street, N.W., Washington, D.C., 20537
Categorics of individuals covered by the system: DEA employces,

Categories of records in the system: The following cight catcgories
of information will be maintained in the system:

Personal identification

Work experience

Language & geographical arcas
Formal education

Special skills

Record of training
Consideration for vacancics

8. Awards

Authority for int e of the sy This system is mauin-
tained to effectively place and assign employees to posilions to
further the mandates of the Comprehensive Drug Abusc Prevention
and Control Act of 1970.

Routine uses of records maintained Tn the system, Including catego-
ries of users and the purposes of such uses: The records will bo used
principally by the Personnel Management Division, Sclected dutn
will be forwarded by this pcrsonne‘fscclion to the Carcer Develops
mfenl Board and operational units throughout DEA for the purpose
of:

1. Ideuﬁfying employces with particular skills or qualifications
for assugamcnt to special projects.

2. Identification of candidates for oversecas ass:gnmcnls who
have specific language skills.

3. Insuring that the Career Development Bourd will be
reviewing the entirety of an applicant’s background,

4. Calculating DEA’s human resources on hand and to project
more accurately future resource necds and capahilities.

Information from this system will not be disseminiled outside
of DEA.

Routine uses of records maintained in the system; Including cutegpo-
ries of users and the purposes of such uses: Releasc of information
to the National Archives and Records Service: A record from u
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records manugement in-
;gg:lions conducted under the authority of 44 U.S.C 2904 and

Policies and practices for storing, retricving, accessing, retolnlng,

A D LN

. and disposing of records in the system:

Storage: These records will be maintained on magncllc tupe and u
disk storage device.

Retrievability: The information in this system can be retrieved by
the individual's name, special skills information, speciul knowledge
information or by some combination of the above information

Salfeguards: The records of the system will be maintained at DEA
Headquarters which is protected by twenty-four hour guard service
and electronic surveillance. Access to the building is restricted to
DEA employecs and those transacting business within the building
who are escorted by DEA cmployces. In addition, the arca where
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the tapes and disks arc stcred is a secured area and access is

restricted to those employces who have business in the area and
those non-DEA people who are transacting business within the area
and escorted by a DEA employee. Inquiries to the system arc only
made by the wrilten request of the Chicf, Personne] Management
Division. )

Retention and disposal: Records in this system are retained as
long as the individual is employed by DEA.

-System manager(s) and address; Chief, Computer Services Divi-
sion, Drug Enforc inistration, 1405 Eye Street, N.W.,
Washington, D.C., 20537.

Notification procedure: Inquirics should be addressed to Freedom
of Information Unit, Drug Enfarcement Administration, 1405 Eye
Street, N.W., Washington, D.C., 20537. Inquirics should include
inquirer’s name, date of birth, and social security number.

Record access procedures: Same as Notification Procedure,

Contesting record procedures: Same as Notification Procedure,

Record source categories:

1. DEA employee

2. Servicing personnel office

3. The Justice Uniform Personncl System (Juniper)
Systems exempted from certain provisions of the act: None.

JUSTICE/DEA - 999

System name:

DEA Appendix | - ‘List of record location addressecs. Copies of
all or part of any system of records published by the Drug Enforce-
ment Administration pursuant to 5§ U.S.C. 552a may be maintained
at the DEA field offices listed below. However, procedures for
processing inquiries concerning DEA systems of records have been
centralized in DEA Headquaners. Inquiries concerning all DEA
systems of records should be addressed to:

Freedom of Information Unit
Drug Enforcement Administration
1405 Eye Street, N.W.
Washington, D.C. 20537

Drug Enforcement Administration ficld offices:
Region 1

Boston Regional Office

JFK Federal Building

Room G-64

Boston, Massachusectts 02203

Portland District Office
U.S. Courthouse Building
156 Federal Street

P.0. Box 451

Portland, Maine 04112

Burlington District Omce
P.O. Box 327
Essex Junction, Vermont 05452

Concord District Office

Federal Building & Post Office
55 Pleasant Street

P.O. Box 1314 :

Concord, New Hampshire 03301

Providence District Office

Post Office & Federal Building
Room 232

Exchange Terrace

Providence, Rhode Island 02903

Hartford District Office

450 Main Street

Room 628-E

Hartford, Connecticut 06103

Region 2
New York Regional Office

555 West 57th Street
New York, New York 10019

53309

Buffalo District Office
268 Main Street, Suite 300
Buffalo, New York 14202

Long Island District Office
2 Huntington Quadrangle
Melville, New York 11746

Montreal District Office

P.0. Box 65, Paostal Station Disjardins
Consulate General of the U.S.A.
Montreal, Quebec, Canada HSB 161

Rouses Point District Office
P.O. Box 38
Rouscs Point, New York 12979

Albany District Office N

Leo W. O'Brien Federal Building

Clinton Avenuc & Pearl Street, Room 746
Albany, New York 12207

JFK Airport District Office
P.O. Box 361

JFK Airport Station
Jamaica, New York 11430

Toronto District Office
U.S. Consulate General
360 University Avenue
Toronto, Canada MSG 154

Newark District Office
Federal Office Building
970 Broad Strect

Newark, New Jersey 07101

New York DEA Drug Task Force
555 West 57th Street

Suite 1700

New York, New York 10019

Region 3

Philadelphia Regional Office

William J. Green Federal Building

600 Arch Street

Room 10224 T
Philadelphia, Pennsylvania 19106

Pittsburgh District Olffice *
Federal Building

1000 Liberty Avenue

Room 2306

Pittsburgh, Pennsylvania 15222

Wilmington District Office

Courthouse, Customs House & Federal Office Building
844 King Strect

Room 5305

Wilmington, Delaware 19801

Region 4

Baltimore District Office
955 Federal Building

31 Hopkins Plaza
Baltimore, Maryland 21201

Charleston District Office
22 Capital Strect
Charleston, West Virginia 25324

Greensboro District Office

925 West Market Street

Room 111

Greensboro, Noyth Carolina 27401

Norfolk District Office
870 North Military Highway
Suite 301
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Norfolk, Virginia 23502

Washington Distnct Office
400 Sixth Street, S W,
Room 2558

Washington, D C 20024

Wilmington District Office
3909-D Oleander Drive
Lambe Young Building

Wilmington. North Carolina 28401

Region S

Miami Regional Office
8400 N W 53rd Strect
Miami Florida 33166

Atlanta District Office
United Family Life Building
230 Houston Strect, N.E. -
Suite 200

Atlanta, Georgia 30303

Charleston District Office

1529 Highway 7

Suite 5 & 6

Charleston, South Carolina 29407

Columbia District Office

2611 Forcst Drive !

P.O. Box 702

Columbia, South Carolina 29202

Jacksonville District Office
4077 Woodcock Drive
Suite 210

Jacksoaville, Florida 32207

Orlando District Office
1080 Woodcock Road
Suite 180

Orlando, Florida 32803

San Juan District Office
Housing Investment Building
Suite 154

416 Ponce de Leon Avenue
Hato Rey, Puerto Rico 00919

Savannah District Office
430 Mall Boulevard
Suite C .
Savannah, Georgia 31406

Tampa District Office
700 Twiggs Street

Suite 400

Tampa, Florida 33602 ™~

‘West.Palm Beach District Office

700 Clematis Street
Room 253
West Palm Bceach, Florida 33402.

Kingston District Office
U.S. Embassy Kingston
2 Oxford Road
Kingston, 5, Jamaica

Region 6

Detroit Regional Office
357 Federal Building
231 West Lafayette
Detroit, Michigan 48226

Cleveland District Office
601 Rockwell

Room 300

Cleveland, Ohio 44114
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Cincinnati District Office
Federal Office Building
550 Main Street

P.0. Box 1196
Cincinnati, Ohio 45201

Columbus District Office
Federal Office Building
85 Marconi Blvd.

Room 120

Columbus, Ohio 43215

Grand Rapids District Office

310 Federal Building, U.S. Courthousc
110 Michigan NW

Grand Rapids, Michigan 49502

Louisville District Office
Federal Building

600 Federal Plaza

Room 1006

Louisville, Kentucky 40202

' Region 7

Chicago Regional Office

1800 Dirksen Federal Building
219 South Dearborn Street
Chicago, Illinois 60604

Indianapolis District Office
575 N. Pennsylvania

Room 267

Indianapolis, Indiana 46204

" Milwaukee District Office,
Federal Building & U.S. Courthouse
517 East Wisconsin
Room 232
Milwaukee, Wisconsin 53202

Mount Vernon District Office
Federal Building

105 South Sixth Street

P.0. Box 748

Mount Vernon, Illinois 62864

Hammond District Office
Federal Building

507 State Street

Room 407 l
Hammond, Indiana 46320

Region 8

New Orleans Regional Office
1001 Howard Avenue
New Orleans, Louisiana 70113

Birmingham District Office
236 Goodwin Crest

Suite 520

Birmingham, Alabama 35209

Little Rock District Office
One Union National Plaza
Suite 850

Little Rock, Arkansas 72201

Shreveport District Office
500 Fanin Street .
Federal Building, U.S. Courthouse
Room 8A20
P.O. Box 105
Shreveport, La. 71102

Jackson District Office
First Fedcral Building

" 525 East Capitol Strect
P.O. Box 22631
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Jackson, Mississippi 39205 Room 4AS
Dallas, Texas 75202

Nashville District Office

U S Courthouse Annex ) . ot Brownsville District Olffice
Room 929 Lo 2100 Boca Chica Blvd.

8th & Broadway Suitc 305

PO Box 1189 Brownsville, Texas 78520

Nashville, Tenncssee 37202
Corpus Christi District Office

Memphis District Office . 723 Upper N. Broadway
Federal Building P.0O. Box 2443
167 North Main Strect Corpus Christi, Texas 78403
Room 401
Memphis, Tennessee 38103 Del Rio District Office
3605 Highway 50, West
Baton Rouge District Office *  P.O. Drawer 1247
4560 North Boulevard Del Rio, Texas 78840
Suite 118
Baton Rouge, Louisiana 70806 Eagle Pass District Office
342 Rio Grande Street
Mobile District Office . Room 102
2 Office Park . Eagle Pass, Tcxas 78852
Suite 216 .
Mobile, Alabama 36609 El Paso District Office
4110 Rio Bravo
Region 10 * - Suite 100
El Paso, Texas 79902
Kansas City Regional Office
U S Courthouse Houston District Office
811 Grand Avenue 1540 Esperson Building
Kansas City, Missouri 64106 x 815 Walker Street

Houston, Texas 77002
Des Momnes District Office :

U S Courthouse Laredo District Office
P.O Box 1784 P.O. Drawer 2307

Des Moines, lowa 50309 Laredo, Texas 78041
Duluth District Office Midland District Olfice
Federal Building & U.S. Courthouse 100 East Wall Street
515 West First Street - P.O. Drawer 2668

P.O. Box 620 . Midland, Texas 79701

Duluth, Minnesota 55801
MecAlen District Office

Minneapolis District Office 3017 N. 10th Strect
Federal Building P.O. Box 338
110 South Fourth Strect ) . McAllen, Texas 78501
Room 402
Minneapolis, Minnesota 55401 Oklahoma City District Qffice

) Old Federal Building
Omaha District Office ™ 215 N.W. 3rd Strect
New Federal Building Room 250
215 North 17th Street Oklahoma City, Oklahoma 73102
P.0 Box 661, Downtown
Omaha, Nebraska 68101 San Antonio District Olfice

» 41h Floor, 1800 Central Building
Minot District Office 1802 N.E. Loop 410
123 Southwest First Street . San Antonio, Texas 78217
Room 414
Minot, North Dakota 58701 Tulsa District Office
) 333 W. 4th Street
Sioux Falls District Office . Room 3335
400 S. Philips Tulsa, Oklahoma 74103
Room 309
Sioux Falls, South Dakota 57102 Austin District Office
55 N. Interregional Highway
St. Louis District Office P.O. Box 8
Suite 300 - Auslin, Texas 78767
Chromalay Plaza
120 S. Central Avenue Lubbock District Office
St Louis, Missouri 63105 - 3302 67th Street
Building No. 2

Wichita District.Office Lubbock, Texas 79413
202 West First Street .
Room 505 Region 12

Wichita, Kansas 67201
Denver Regional Office

Region 11 - U.S. Customs House

- ' - Room 336

Dallas Regional Office P.O. Box 1860

Earle Cabell Federal Building Deaver, Colorado 80201

1100 Commerce Street
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Cheyenne District Office
Federal Center .
2120 Capitol Avenue
Room 8020

Cheyenne, Wyoming 82001

Albuquerque District Office
First National Bank Building, East
5301 Central Avenue, N.E.
Albuquerque, New Mexico 87108
Las Cruces District Office
Federal Building
200 E, Griggs Avenue
Room A-100
Las Cruces, New Mexico 88001

“

Phocnix District Office

Valley Bank Center, Suite 1980
201 North Central

Phoenix, Arizona 85073

Tucson District Office
Tucson International Airport
P.O. Box 27063

Tucson, Arizona 85726

San Luis District Office
P.O. Box 445
San Luis, Arizona 85349

Nogales District Office e
P.O. Box 39

Mile Post 4 1/2

U.S. Highway 89

MNogales, Arizona 85621

Douglas District Office
2130 15th Streel

P.O. Box 1294
Douglas, Arizona 85607

Salt Lake City District Office
Federal Building

125 South State Strect

Room 2218

Salt Lake City, Utah 84138

Region 13

Scattle Regional Office
221 1st Avenue West
Suite 200

Seattle, Washington 98119

Anchorage District Office
Loussac-Sogn Building
429 D Strect

Room 306

Anchorage, Alaska 99501

Blaine District Office

170 C Street

P.O. Box 1680

Blaine, Washington 98230

Eugenc District Office
Federal Building
211 East 7th Avenuc
Room 230
Eugene, Oregon 97401

Boisc District Office
American Reserve Building
2404 Bank Drive ;
Suite 212

Boise, Idaho 83705

Great Falls District Office
1111 14th Street South
P.O. Box 2887

Great Falls, Montana 59403

PRIVACY ACT ISSUANCES :

Portland District Office
Georgia-Pacific Building
900 S.W. Fifth Avenuc
Suite 1515

Portland, Oregon 97204

Spokane District Office
U.S. Courthouse
920 W. Riverside
P.O. Box 1504
. Spokane, Washington 99210

Vancouver B.C. District Office
DEA/(Justice

Amcrican Consulate General

1199 West Hastings Street
Vancouver, B.C., Canada V6E2Y4

Region 14

Los Angeles Regional Office
350 So. Figuero Street

Suite 800

Los Angeles, California 90017

San Francisco District Office
450 Golden Gate Avenue

Box 36035

San Francisco, California 94102

San Diego District Office
402 West 35th Street
National City, California 92050 .

Calexico District Office
632 Imperial Avenue

P.O. Box J

Calexico, California 92231

Las Vegas District Office -

Federal Building & U.S. Courthouse
300 Las Vegas Blvd. South

P.O. Box 16023 :

Las Vegas, Nevada 89101

Fresno District Office
P.O. Box 72
Fresno, California 93707

Honolulu District Office
300 Ala Moana Blvd.
Honolulu, Hawaii 96815

Tecate District Office
Post of Entry-Tecate
P.O. Box 67 _

Tecate, California 92080

Sacramento District Office
Federal Building

2800 Cottage Way®

P.O. Box 4495 i
Sacramento, California 95825

Los Angeles Airport Office
600 Worldway

P.O. Box 91160

Los Angeles, California 90009

Region 15

Mexico City Regional Office
DEA/Justice

American Embassy
Apartado Postal 88 Bis
Mexico 1, D.F., Mexico

Guadalajara District Office
DEA/Justice
American Consulate General
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Apartado Postal 1 -1 BIS
Guadalajara, Jalisco, Mexico

Hermosillo District Office
DEA/Justice

American Consulate General
Apartado Postal 972
Hermosillo, Sonora, Mexico

Mazatlan District Office
DEA/Justice

American Consulate .
Apartado Postal 321
Mazatlan, Sinaloa. Mexico

Merida District Office
SAIC
Dept. of State
Washington, D.C. 20521

Monterrey District Office
DEA/Justice

cfo Dept. of State
Washington, D.C. 20521

San Jose District Office
DEA/Justice

American Embassy
APO N.Y., N.Y. 09883

Guatemala District Office
American Embassy
APO N.Y., N.Y. 09891

Region 16

Bangkok Regional Office

Drug Enforcement Administration
American Embassy -

APO San Francisco, California 95346

Chiang Mai District Office

Drug Enforc t Administralion
American Consulate

APO San Francisco, California 96272

Hong Kong District Office .
DEA/Justice

American Consulate General

Box 30

FPO San Francisco, Cahfomm 96659

Kuala Lumpur District Office
DEA/Justice

Dept. of State

Kuala Lumpur.

Washington, D.C. 20520

Vientiane District Office
DEA/Justice
APO San Francisco, California 96352

Singapore District Office
DEA/Justice
FPO San Francisco, California 96699

Saigon District Office
DEA/Justice
AFO San Francisco, California 96243

Songkhla District Office
DEA/Justice

Americin Consulate

APO San Fran::sco California 96346

Region 17

Paris Regional Office
DEA/Justice’

American Embassy

APO New Yr.-rk New York 09777

Marseilles District Office
DEA/Juslice

Amecrican Embassy (m)

APO New York, New York 09777

Vienna District Office
DEA/Justice .
American Embassy Vienna
Department of State
Washingion, D.C. 20520

Brusscls District Office
DEA/Justice

Amecrican Embassy

APO New York, New York 09667

London District Office
DEA/Juslice

American Embassy

Box 40

FPO New York, New York 09510

Bonn District Office

DEA/Juslice

American Embassy

Box 290

APO New York, New York 09080

Frankfurt District Office
DEA/Juslice

American Consulate General
APO New York, New York 09757

Hamburg District Office
DEA/Justice

Amecrican Consulate General

Box 2

APO New York, New York 09069

Munich District Office
DEA/Justice
Amcrican Consulate General

AFO New York, New York 09108

Rome District Office
DEA/[Justice

Consulate 301

APO New York, New York (69794

Genoa District Office
DEAlJustice

American Consulate General

Box G

AFPO New York, New York 09794

Milan District Office

DEA/Justice

American Consulate General
APO New York, New York 09689

The Haguc District Office

DEA/ ust

American Embass

APO New York, Ncw York G9159

Madrid District Office
DEAJJustice

Amecrican Embassy

APO New York, New York 09285

Barcelona District Office
DEA/Justice

Amcrican Consulate General

APO New York, New York 09285

Region 18
Caracas Regional Office

DEA/[Juslice
Amcrican Embassy
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A.P.O. New York, New York (9893

Buenos Aires District Office
DEA/Justice

American Embassy _
"A.P.0. New York, New York 09871

Ascuncion District Office
DEA/Justice .
American Embassy
Ascuncion, Paraguay
Dept. of State Pouch Mail
Washington, D.C. 20520

Bogota District Office

DEA/Justice

American Embassy

A.P.O. New York, Ncw Yo| k 09895

Brazilia District Office

DEA/Justice

Amcrican Embassy

A.P.O. New York, New York 09676

Guayagquil District Olﬁce
DEA/Justice

U.S. Consulate
Guayaquil, Ecuador
Dept. of State Pouch Mail
Washington, D.C. 20520

La Paz District Office

DEA/Justice

Amecrican Embassy

A.P.O. New York, New York 09867

Lima District Office
DEA/Justice

American Embassy

Lima, Peru

Dept. of State Pouch Mail
Washington, D.C. 20520

Montevideo District Office
DEA/Justice

American Embassy
Montevideo, Uruguay
Dept. of State Pouch Mail
Washington, D.C. 20520

Panama District Office
DEA(fJustice

Amecrican Embassy
Panama City, Panama
Dept. of State Pouch Mail
Washington, D.C. 20520

Balboa District Office
DEA/Justice

American Embassy
Balboa Canal Zone

Dept. of State Pouch Malil
Washington, D.C. 20520

Quito District Office
DEA/Justice

American Embassy
Quito, Ecuador

Dept. of State Pouch Mail
Washington, D.C. 20520

Santiago District Office
"DEA/Justice

American Embassy

A.P.O. New York, New York 09869

PRIVACY ACT ISSUANCES

APO New York, New York 09254

Istanbul District Officc
DEA/Justice

American Consulate General
APO New York, New York 09380

Izmir District Officc

DEA/Justice

American Consulate General
APO New York, New York 09224

Beirut District Office
DEA/Justice

Dept. of Statc Pouch Mail
Washington, D.C. 20520

Kabul District Office
DEA/Kabul

Dept. of State Pouch Mail
Washington, D.C. 20520 _

Tehran District Office-
DEA/Justice

American Embassy

Box 2000

APO New York, New York 09205

Islamabad District Office
DEA/Islamabad

Dept. of State Pouch Mail
Washington, D.C. 20520

- New Delhi District Office |
DEA/Delhi
Dept. of State Pouch Mail
Washington, D.C. 20520

Karachi District Office
DEA/Karachi

Department of State Pouch Mail
‘Washington, D.C. 20520

Region 20

Manila Regional Office

DEA/Justice

American Embassy

APO San Francisco, California 96528

Guam District Office
P.0. Box 2137
Agana, Guam 96910
Jakarta District Office .
DEA/Justice
American Embassy
A.P.O. San Francisco, California 96356
Taipei District Office
DEA/Justice
An®rican Embassy
A.P.O. San Francisco, California 96263

Sukiran/Okinawa District Office
DEA/Justice, P.O. Box 792
APO San Francisco, California 96331

Tokyo District Office
DEA/[Justice
American Embassy

APO San Francisco, California 96503

Seoul District Office
DEA/[Justice ext. 4260

American Embassy -
APO San Francisco, California 96301

Region 19 Regional Laboratorics
Ankara Regional Office Special Testing & Rescarch Lab
DEA/Justice Watergate Research Park
Amcrican Embassy ) * 7704 Old Springhouse Road
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McLean, Virginia 22101 JUSTICE/LEAA - 001
- . . System name: Personoel System
:é‘:#;]‘:n;’;rﬁfﬂt'::::&ﬁw_ ’ System location: Law Enforcement Assistance Admiaistration;
Washington, D.C. 20537 o 633 Indiana Avenue, N.W.; Washington, D.C. 20531. )
’ Catepories of individuals covered by the system: Regional Operat-
Northeast Regional Lab ing Files; Motor Vchicle Operators Permit, Form SF 74: Intcragen-
555 West 57th Strect T cy Motor Pool Service Authorization, Form GSA 1313; Govern-
New York, New York 10019 ment Parking Spaces. Form GSA 7415; Propenty Sign-out, LEAA
- T : Form 1820/4; Equipment Control Records, LEAA Form 1820/5;
Southcast Regional Lab Annuul Physical Examination File.
"15655 S.W. 127th Avenue 7. Caltcgories of records In the system: Motor Vehicle Operators Per-
Miami, Florida 33157 . * mit, Form SF 74; Intcrogency Motor Pool Service Authorization,
B Form GSA 1313; Government Parking Spaces, Form GSA 7415;
North-Central Regional Lab Property Sign-out, LEAA Form 1820/4; Equipment Control
g?g ‘Sj -S-hCEsloTssHousc B Records, LEAA Form 1820/5; Annual Physical Examination File
) South Lanal Strect : Authority for maintenaoce of the em: The sysiem is
Chicago, linols GR667 . . :stahlishcdyand maintained in accordance f-’:lih 5 U.S.C. 301, 1302,

Routine uses of records maintained In the system, including catego-

tral Regional Lz A
Joséh-Cen egiowsl Lab rles of users and the purposes of such uses: The motor vehicle and

1114 Commerce Strect

Room 1020 ' property data is used for inventory control, parking space control,
Dallas. Texas 75202 and to allow use of government vehicles for official porposes. Rou-
' : tine user would be GSA. Physical examination information is non-
Southwest Regional Lab releasable except upon written authonization of individual
410 West 35th Street Release of information to the news media: Information permitted
National City, California 92050 to be relcascd to the news media and the public pursvant to 28
C.F.R. 50.2 may bec made available from sysicms of r¢cords main-
Western Regional Lab tained by the Department of Justice un! it is determined that
450 Golden Gate Avenue relcase of the specific information in the context of a particular
Box 36075 casc would constitute an unwarranted.invasion of personal privacy.
San Francisco, California 92102 . Releasce of information to Members of Congress. Information
. contained in systems of records mointained by the Department of
Ouawa Office Justice, not otherwise required to be rel d pursuant 1o 5 U.S.C.
DEA/Justice 552, may be made available to a Member of Congress or staff act-
U.S. Embassy ing upon the Member's behalfl when the Member or staff requests
100 Wellington Street e the information on behall of and at the request of the individual
Ouawa, Ontario, Canada . who is the subject of the record.
KIP-STI ' Routine uses of records malntained Io the system, including catego-
. e : ries of users and the purposes of such uses: Release of information
Special Project Division to the National Archives and Records Service: A record from a
Aircraft Section system of records may be disclosed as a routine use to the National
(Addison Texas) Archives and Records Service (NARS) in records mapagement in-
DEA/Justice spections conducted under the authornty of 44 U.S.C. 2904 and
P.0. Box 534 2906.

Adinon, Texas 15001 Policles and practices for storing, retrieving, accessing, retaining,

El Paso Intelligence Center and disposing of recards In the system:

2211 E. Missouri Storage: Information maintained in system is stored in filz folders

Suite 200 and index cords.

‘El Paso, Texas 79903 * Relrievability: Information is retrieved by name of employec.
Safeguards: Data is maintuined in locked file cabinets.

Field Offices of Inspection Retention and dispesal: Dac relating to equipment control

and motor vchicles are closed when employec lzaves agency.
Records are destroyed three ycars thereafter. Health records are
placed in scaled envelopes upon scparation of employce and filad
with official personnel folder. Such data is destroyed in accordance
with Civil Service regulations. Operating files are destroyed when
an individual resigns, transfers or is scparated from Federal ser-

Northeast Field Office of Intemmal Security
Suite 208

222 South Marginal Road

Fort Lee, New Jersey 07024

Western Ficld Office of Internal Sccurity |

'P.0. Box 807, Main Office” vice.
Los Angeles, California 90053 System rer(s) and add Assistant Administrator; Office
. of Opr.'ratmns Suppont; Law Enforcement Assistance Administra-
South Central Ficld Office of Internal Security tion; 633 Indiana Avcnue, N.W ; Washington, D.C. 20531. Regional
P.O. Box 907 Opcrating Files: Regi Admumsu::uun, applicable region.
Addison Texas 75001 Notificatlon prucedure: Same as the above.

. . . Record occess procedures: A request for access 1o a record from
North Central Field Office of internal Security the system shall be in writing, with the envelope and Ietter clearly
219 8. Dearborn marked *Privacy Access Request.’ Access requests will be directed
Room 422 to the System Manager listed above.

Chicago, Tiluek 60504 Contesting “record procedures: Individuals desiring 10 contest or

amend information maintained in the system should dircct their
request 1o the Sysiem r.imgr:r bisted above, stating clearly and
concisely what information is being contested, the reasons for con-
testing it, and the proposed amendment to the information sought.

Southeast Field Officc of Internal Security
P.O. Box 660316
Miami Springs, Florida 33166

Mid-Atiantic Field Office of Internal Sccurity . Record source categories: Individual to whom record pertains, em-
1325 K Street, N.W. ployce’s supervisors.
Washington, D.C. 20537 Systems exempled from certain provisions of the act: None
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JUSTICE/LEAA - 002
System name: Law Enforcement Education System

System location: Law Enforcement Assistance Administration;
633 Indiana Avenue, N.W.; Washiogton, D.C. 20531.

Categories of individuals covered by the system: Recipienls of
LEAA Law Enforcement Education Loans and Grants

Catcgories of records in the system: LEEP Master Computer File;
LEEP Promissory Note File; LEAA Form 03

Authority for maintenance of the system: The
established and maintained pursuant to 42 U.S.C. 3746.

Routine uses of records maintained in the system, including catego-
rles of users and the purposes of such uses: To contractors for cod-
ing and statistical analysis, educational institutions for record
reconciliation, IRS and references listed on application for address
verification, referces in bankruptcy for claim action.

Relcase of information to the news media: Information permitted
to be relecased to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that
relcase of the specific information in the context of a particular
casc would copstitute an unwarranted invasion of personal privacy.

Rclease of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required 1o be released pursuant to 5 U.S.C.
552, may .be made available to 2 Member of Congress or staff act-
ing upon the Member's behalf 'when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record. ’

Routine uses of records malntsined in the system, including catego-
ries of .users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
sggztions conducted under the authority of 44 U.S.C. 2904 and
2906.

Policles and practices for storing, retrieving, mccessing, retalning,
and disposing ol records in the system:

system is

Storage: Information maintaided in the system is stored on com- -

puter magnetic tape, discs and folders.

Retrievability: Information is retrievable by name of recipient and
social security number..

Safeguards: Computerized information is safeguarded and pro-
tected by computer password key and limited access. Noncompu-
terized data is safeguarded in file room which is locked after busi-
ness hours. Access is limited to LEAA authorized personnel.

Retention and disposal: Computerized records are kept indefinite-
ly. Uncollected loans/grants are transferred to GAO as soon as
determined uncollectable. Cancelled or repaid loan/grants are
closed at end of fiscal year, held three years, sent to Federal
Records Ceater and destroyed in accordance with instructions from
GAO.

System manager(s) snd address: Comptroller; Law Enforcement
Assistance Administration; 633 Indiana Avenue, N.W.; Washington,
D.C. 20531.

Notification procedure: Same as the above. .

Record access procedures: A request for access to a record from
this system shall be made in wnting, with the envelope and the
letter ¢learly marked ‘Privacy Access Request.' Include in the
request the name and personal identifior number. Access requests
will be directed to the System Manager listed above.

Contesting record procedures: Individuals desiring to contest or
amend information maintained in the system should direct their
request to System Manager listed above, stating clearly and con-
cisely what information is being contested, the reasons for contest-
ing it, and the proposed amer.dment to the information sought.

Record source categories: Sources of Information are the
recipients of loans/grants and their educational institutions.

Systems exempted from certain provisions of the act: None.
JUSTICE/LEAA - 003 -
System name: Gencral Investigative System.
System location: Office of Audit and Investigation; Law Enforce-

ment Assistance Administration; 633 Indiana Avenoue, N.W.;
Washington, D.C. 20531.

Categories of individuals covered by the system: Grantees, sub-
grantees, contractors, subr:'outmctcrs, employeces, and applicants.
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Categories of records in the system: Resolution of Investigations
of Criminal or Civil Violations Investigatory Case Index Card File

Authority for maintenance of the system: 5 U.S.C 301; 42 U.S.C.
3791, 3792, 3793.

Routioe uses of records maintalned in the system, Including catego-
ries of users and the purposes of such uses: Investigation of possible
violations of law; whether civil, criminal or rcgulatory in noturc and
whether arising by gencral statute or particular program statute, or
by regulation, rule or order pursuant thereto. Reccords may be
referred -to the appropriate agency, whether federal, state, or local
for the purpose of investigating or prosccuting such violations or
enforcing compliance with statute, rule; regulation or order.

Release of information to the news media: Information permitted
to be released to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in sysiems of records maintained by the Department of
Justice, not otherwise required to be rcleased pursuant to 5 U.S.C.
552, may be made availablc to a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses of records maintained in the system, lncluding catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management ins
;g‘e]ctiaus conducted under the authority of 44 U.S.C. 2904 and

6.

Policies and practices for storing, retrleving, accessing, retalning,
and disposing of records in the syslem: .

Storage: Information in the system is stored in file folders and on
index cards.

Retrievability: Information is retrieved by name of respondont
and complainant.

Safeguards: Information is kept in locked file cabinets and com-
bination safe. Access is limited to investigative personncl.

Retention and disposal: Complaint control logs are destroycd
upon completion of action on the inquiry or complaint. Complaint
case files thereafter are not retrievable by name, number, or other
information identifiable to the individual. Other investigativo infor-
mation is destroyed four years after the investigation is completed.,

System manager(s) and address: Assistant Administrator; Office
of Audit and Investigation; Law Enforcement Assistance Adminis.
tration; 633 Indiana Avenue, N.W.; Washington, D.C, 20531.

Notification procedure: Same as the above.

Record source categorles: Information contained in this system
was received from individual complainants, witnesses, grant filos,
respondcnts, official state and federal records.

Systems exempted from certaln provisions of the act: The Attornoy
General has exempted this system from subscctions (d), (o)(4)(G)
and (H), and (f) of the Privacy Act pursuant to 5 U.S.C. 522a(k).
Rules have been promulgated in accordance with the requircments
of 5 U.S.C. 553(b), (c) and (¢) and have been published’in the
Federal Register.

JUSTICE/LEAA - 004
System name: Grants Program System

System location: Law Enforcement Assistance Administration;
633 Indiana Avenue, N.W.; Washington, D.C. 20531.

Cnt:gm:les of individuals covered by the system: The system cons
tains recipients of LEAA funds, project monitors and project
directors.

Categories of records in the system: Grant/Contract Applicant
Index; Grant/Contract Award Computer Data File,

Authority for malntenance of the system: The system s
established and maintained in accordance with § U.S.C. 301.

Routine uses of records maintained in the system, includlog catego-
ries ol users and the purposes ol such uses: Records from this
system of records may be disclosed for the purposc of technical
review and fiscal or program cvaluation 1o cxperts in particular
subject areas related to the substantive or fiscal components of the
program.
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Release of information to the news media: Information permitted
to be released to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of fustice unfess it is determined that
release of the specific information in.the context of a partlicular
case would constitule an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S.C.
552, may be made available ta 2 Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the information on behalf of und at the request of the individual
who is the subject of the record.

Routine uses of records maintained in the system, Including catego-
ries of users and the purposes of such uses: Release of informaton
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
spections conducted under the authority of 44 U.S.C. 2904 and
2906.

Policies and practices for storing, retrieving, accessing, retalning,
and disposing of records in the system:

Storage: Information maintained in the system is stored on com-
puter discs for use in a computar environment,

Retrievability: Data is retricvable by name and grant/contract
number.

Safeguards: Information in the system is sal'cguardl:d and pro-
tected by computer password key. Direct access is limited 1o com-
puter personnel.

Retention and disposal: Data is maintained for current fiscal year
and three previous fiscal years in Master File; thercafter infarma-
tion is retired to Historical File, No autherity to destroy.

System manager(s) and address: Comptroller; Law Enforcement
Assistance Administration; 633 Indiana Avenue, N.W.; Washington,
D.C. 20531.

Notification procedure: Same as the above,

Record access procedures: A request for access to a record from
this system shall be made in writing with the envelope and letter
clearly marked ‘Privacy Access Request.' Include in the request the
name and grant/contract number. Access requests will be directed
to the System Manager listed above.

Contesting record procedures: Individuals desiring to contest or
amend information maintainecd in the system should direct their
requests to the System Manager listed above, stating clearly and
concisely what information is heing contested, the reasons for con-
testing it, and the proposed amendment 1o the information sought.

Record source categories: Sources of information contained in the
system are grant/contract award documents and applications for
award.

Systems exempted from certain provisions of the act: None

- JUSTICE/LEAA - 005
System name: Financial Management System

System location: Law Enforcement Assistance Administration;
633 Indiana Avenue, N.W.; Wzshington, D.C. 20531.

Categories of individuals covered by the system: Recipienls of
LEAA funds; Employees.

Categories of records in the system: Employec Travel files; time
and attendance files; Governinent Transportation Requests; Paid
Vendor Document File,

Authority for maintenance of the system: 5 U.5.C. 301

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: There are no uscs out-
side the Department. o

Release of information to the news media: Information permitted
to be released to the news media and the public pursuvant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a particular
cas= would constitute an unwairanted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S5.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record.

53317

Routine uses of records maintained In the system, including catego-
rles ol users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
ri;;cctious conducted under the authority of 44 U.S.C. 2904 and

Policles and practices for storing, retrieving, accessing, retaining,
and disposiog of records in the system:

Storage: Computerized discs, file folders.

Retrievabllity: Name, social security numbers, digital identifiers
assigned by accounting office.

Safeguards: Manual information in system is safeguarded in
locked file cabinets, Computerized passwork key is needed to ac-
cess computerized information. Direct access only by comptroller
personncl.

Retention and dispocal: Employce travel files, time and at-
tendance files and Government transportation files are closed at
end of fiscal year, held three years thereafter; the records are then
retired to Federanl Records Ceater, Federal Records Center destroys
in accordance with instructions of GAO.

System manager(s) and address: Comptroller; Law Enforcement
Assistance Administration; 633 Indiana Avenue, N.W.; Washington,
D.C. 20531

Notilicatlon procedure: Same as the above.

Record access procedures: A request for access to a record from
this system shall be made in writing with the envelope and letter
clearly marked ‘Privacy Access Request.' Access requests will be
dirccted to the System Manager listed above.

Contesting record procedures: Individuals desiring to contest or
amend information maintained in the system should direct their
request to the System Manager listed above, stating clearly and
concisely what information is being contested, the r for can-
testing it, and the proposcd amendment to the information sought.

Record source categories: Sources of information contained in the
system are the individuals to whom the information pertains.

Systems exempted from certain provisfons of the act: None

JUSTICE/LEAA - 006
System name: Congressional Correspondence System

System locatlon: Law Enforcement Assistance Administration;
633 Indiana Avenue, N.W.; Washington, D.C. 20531.

Categories of Individuals covered by the system: Members of Con-
gress

Calegories of records In the system: Correspondence with Con-
gressional Committees and members of Congress. .

Authority for maintenance af the em: The system is
established and maintained in accordance with 5 U.S.C. 301.

Routine uses of records malatalned in the system, incloding catego-
ries of users and the purposes ol such uses: No uses are madc out-
side the Department.

Relecase of information to the news media: Information permitted
to be rcleased to the news media and the public pursvant to 28
C.F.R, 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained if systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the mdnndual
who is the subject of the record.

Routine uses of records maintained In the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
spcguans conducted under the authority of 44 U.S.C. 2904 and
2906.

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records In the system:

Storage: Information maintained in the system is stored in file
folders.
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Retrievability: Information is retrieved by name of the member of
Congress who is the correspondent.

Safeguards: Information contained in the system is of a general
correspondence nature and maintzined pursvant to LEAA Hand-
book Instruction HB 1330.2.

Retention and disposal: Records are retained for two years, then
retired to Federal Records Center. Six ye.ars thereafter records are
destroyed.

System manager(s) and address: Dircctor; Office of Congressional
Liaison; Law Enl’orcc_:ment Assistance Administration; 633 Indiana
Avenue, N.W.; Washington, D.C. 20531.

Notilication! procedure: Same as the above.

Record access procedures: A request for access to a re::urd from
the system shall be in writing, with the envelope and letter clearly
marked ‘Privacy Access Request.” Access requests will be directed
to the System Mandger listed above.

Contesting record procedures: Irdividuals desiring to contest or
amend information maintained in the system should direct their
request to the System Manager listed above, stating clearly and
1congisely what information is beiny contested, the reasons for con-
testing it, and the proposed amendinent to the information sought.

Record. source categories: Sources of information are congres-
sional members.

Systems exempted from certain provisions of the act: Nonc

JUSTICE/LEAA - 007
System name: Public Information System -

System location: Law Enforceraent Assistance Administration;
633 Indiana Avenue, N.W.; Washirgton, D.C. 20531.

Categories of individuals covered by the system: Public figures

Categorles of records in the system: Biographical, Morgue, and
Speech files. Photograph files.

Authority for malut of the system: The system is main-
tained and established in accordance with 5 U.S.C. 301,

Routine uses of records.maintained in the system, including catego-
rles of users and the purposes of such uses: Available to the public
under the Freedom of Information Act.

Release of information to the news media: Information permitted
to be released 1o the news medis and the public pursuant to 28
C.F.R. 50.2 may be made availabl: from systems of records main-
tained by thc Department of Justice unless it is determined that

release of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information

contained in systems of records raaintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S.C.,
552, may be made available 10 a Member of Congress or staff act-’
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record. . i

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
;:;Occlions conducted under the aunthority. of 44 U.S.C. 2904 and

6. -

Policies and practices for storing, retrieving, accessing, retaining,
and disposing ol records In the system:
g Storage: Information maintained in system xs stcrcd

ers.

Retrievability: Information is retrieved by name of person to
whom information pertains.

Saleguards: This information is of a nonconfidential nature and
maintained pursuant to LEAA Hardbook Instruction HB 1330.2.

Retention and disposal: Recordls arc retained for four years,
relired to Federal Record Center, and destroyed pursuant to
Disposal Instructions in LEAA Handbock Instruction HB 1330.2.

System manager(s} and address: Director; Office of Public Infor-
matjon; Law Enforcement Assistznce Administration; 633 Indiana
Avenue, N.W.; Washington, D.C, 20531.

Notification procedure: Same as the above..

Record access procedures: A request for access to a record from
the system shall be in writing, with the envelope and letter clearly

file fol-
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marked ‘Privacy Access Request.* Access requests will be directed
to the System Manager listed above.

Contesting record procedures: Individuals desiring to contest or
amend information maintained in the system should dircet their
request to the System Manager listed above, stating clearly and
concisely what information is being tested, the r for con-
testing it, and the proposed amendment to the information sought.

Record source categories: Newspaper, magazine and press service
teletype clippings as well as individual to whom information per-
tains.

Systems exempted from certain provisions of the act: None .

JUSTICE/LEAA-- 008 H
System name: Civil Rights Investigative System. .

System location: Law Enforcement Assistance Administration;
633 Indiana Avenue, N.W.; Washington, D.C. 20531.

Categories of individuals covered by the system: Complaints of dis-
crimination by individuals affectcd by the agency program for
which the agency has compliance responsibility, granices, subgran-

* tees, contractors, subcontractors, employecs, and applicants,

Categories of records in the system: Civil Rights Complaint Con«
trol Logs; Civil Rights Litigation Reference Files.

Authority for maintenance of the system: 42 U.S.C. 3766(c); E.O.
11246 (3 C.F.R. 173) as amended by E.O, 11375.

Routine uses of records maintained in the system, Includlng calego-
ries of users and the purposes of such uses: Investigation of com-
plaints and to obtain compliance with Civil Rights laws. Users of
the data are State Planning Agencics, State Governors and Attor-
neys General, Criminal Justice Agencics, Office” of Federal Con-
tract Compliance, Equal Employment Opportunity Commission,
Office of Federal Revenue Sharing, and a United States Commis-
sion on Civil Rights.

Release of information to the news media: Information permitied
to be released to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of rccords main-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses of records maintained in the system, Including catego-
ries of users and the purposes of such uses: Relecase of information
to the National Archives and Records Secrvice: A rccord from o
system of records may be disclosed as a routine usc to the Natlonual
Archives and Records Scrvice (NARS) in records management in-
ggggﬁous conducted under the autherity of 44 U.S.C. 2904 and

Policies and practices for storing, retrieving, nccess!ng, retalaing,
and disposing of records in the system:

Storage: Information in the system is stored in {ile folders and on
index cards,

Retrievability: Information is retrieved by name of respondent
and complainant.

Safeguards: Information is kept in locked file cabincts and com-
bination safe. Access is limited to investigative personncl,

Retention and disposal: Complaint control logs arc destroyed
upon completion of action on the inquiry or complaint. Compluint
case files thercafter are not retrievable by name, number, or other
information identifiable to the individual. Other investigative infor-
mation is destroyed four years after the investigation is completed,

System manager(s) and address: Office of Civil Rights Com-
pliance; Law Enforcement Assistance Adm:msu’ahou. 633 Indiann
Avenue, N.W.; Washington, D.C, 20531.

Notification procedure: Samc as the above.

Record access procedures: A request for access to a record cons
taining civil rights investigatory material shall be made in writing
with the envelope and letter clearly marked 'Privacy Access
Request' to the Civil Rights System Manager listed above,

Contesting record procedures: Individuals desiring to contest or
amend information maintained in the system should dircct their

S~
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request to the System Manager listed above, stating clearly and
concisely what information is being contested, the reasons for con-
testing it, and the proposed amendment to the ml’ormauun sought.

Record source categories: The information contained in this
system was received from individual complainants, witnesses, grant
files, respondents, official State and Federal records.

Systems exempted from certaia. provisions of the act: None.

y - JUSTICE/LEAA - 009
System name: Federal Advisory Commitice Membership Files.

System location: Law Enforcement Assistance Administration;
633 Indiana Avenue, N.W.; Washington, D.C. 20531.

Categories of individuals covered by the system: Individuals who
bhave been or are presently members of or arc being considered for
membership on advisory committees within the jurisdiction of the
Law Enforcement Assistance Administration.

Categories of records in the Corresp
documents relating to commitice members.

Authority for maintenance of the system: Federal Advisory Com-
mittee Act, 5 U.S.C. App. [ et seq.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Annual Rcport to the
President; administrative repoits to OMB and other federal agen-
cies.

Release of information to the news media: Information permitted
to be released to the news media and the public pursuant 1o 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress, Information
contained in systems of records maintained by the Department of
Justice, not otherwise. required to be released pursuant to 5 U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the ‘information on behalf of and at the request of the individual
who is the subject of the record.

Policies and practices for storing, retrieving, accessing, retainlng,
and disposing of records in the system:

Storage: Information in system is stored in file folders.

Retrievability: Information is retrieved by name of individual.

Saf : Data is maintained in file cabinets. The entrance to
the building requires building pass or security sign-in.

Retention and dispoesal: The data is placed in an inactive file upon
discontinuance of membership, held for two years and then retired
to the Federal Records Center.

System manager(s) and address: Federal Advisory Committec Of-
ficer; Office of General Counsel; Law Enforcement Assistance Ad-
ministration; 633 Indiana Avenue, N.W.; Washington, D.C. 20531.

Notification procedure: Same as the above.

Record access procedures: A request for access to_a record from
this system shall be made in writing, with the envelope and the
letter clearly marked ‘Privacy Access Request' Access rcquests
will be directed to the System Manager listed above.

Contesting record procedures: Individuals desiring to contest or
amend information maintained in the system should direct their
request to the System Mana;;er listed abovc, smtmg clearly and
concisely what information is being c« d, the for con-
_testing it, and the proposed amendment to the mfomauon sought.

Record source categories: Sources of information arc supplied
directly by individuals about whom the record pertains, references,
recommendations, program personnel, and biographical reference
books.- .

Systems exempted from certsin provisions of the act: None.

JUSTICE/LEAA - 010
System name: Technical Assistance Resource Files

System location: Law Enforcement Assistance Administration;
633 Indiana Avenue, N.W.; Washington, D.C. 20531.
Categories of individuals ¢covered by the system: Consullants with

d with and

~expertise in criminal justice systems.

Categories of records in the system: The system consists of
resumes and other documeats related to technical assistance
requests.

Authority for maintenance of the system: The system is main-
tained under authority of 42 U.S.C. 3763(::)
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Routine uses of records malntained in the system, including catego-
ries ol users and the purposes of such uses: The system is used to
determine the qualifications and availability of individuals for
technical assistance assignments. Users are State planning agencies
and the Law Enforcement Assistance Administration.

Release of information to the news media: Information permitted
to be released to the mews media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a particular
case would constitute an unwarmranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of rccords maintained by the Department of
Justice, not otherwisc required to be released pursuant to 5 U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behall when the Member or staff requests
the information on behalfl of and at the request of the individual
who is the subject of the record.

Routine uses of records malntalned in the system, including catego-
ries of users and the purposes ol such uses: Release of information
to the Natidnal Archives and Rccords Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
;gzglious conducted under the authority of 44 U.S.C. 2904 and

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records In the system:

Storage: Information contained in the system is on hard copy and
stored in file cabinets,

Retrievabllity: Information is maonually retrieved by the name of
the individual

Saleguards: Records are stored in file cabincts. Admittance to the
building in which they are stored requires a building pass or an in-
dividuals signature at the main entrance to the building.

Retention and disposal: Records arc placed in an inactive file at
the end of the fiscal year in which final use was made. They are
beld two years in the inactive [ile; then transferred to the Federal
Records Center. Records are destroyed after six years,

System manager(s) and address: Technical Assistance Coordina-
tor; Olfice of Regional Opemtions; Law Enforcement Assistance
Administration; 633 Indiana Avenue, N.W.; Washington, D.C.
20531, or the National Institute of Law Enforcement and Criminal
Justice; Law Enforcement Assistance Administration; 633 Indiana
Avenue, N.W.; Washington, D.C. 20531.

Notificatl fure: Address inquiries
manager(s) at lhc ahmc address.

Record access procedures: A request for access 1o a record con-
tained in this system shall be made in writing with the eavelope and
letter clearly marked ‘PRIVACY ACCESS REQUEST." Include in
the request the name and grant/cootract gumber for the record
desired. Access requests will be directed to the sysiem manager(s)
listed above, *

Contesting record procedures: Individuals desiring to contest or
amend information maintained in the system should direct their
requests to the sysiem manager(s) listed above, stating clearly and
concisely what information is being cont the re. for con-
testing it, and the proposed amendment to the ‘information sought.

Record source categories: Sources of information contained in this
system are those individuals to whom the information pertains.

Systems exempled from certain provisioas of the act: None.

JUSTICE/LEAA - 011
System name: Repisicred Users File—National Criminal Justice
Reference Service (NCIRS).
System location: Justice Data Scrvice Center; U.S. Department of
Justice; 4th & I Streets, N.W.; Washington, D.C. 20537,

Categories of Iadividuals covered by the system: The system con-
tains information on thosc individuals engaged in criminal justice
activities, citizen groups and academicians.

Categories of records In the system: The system provides a record
for registrants for scrvices and products of NCJRS.

Autbority for malnotenance of the system: The syst:m is main-
tained and blished in accord: with 42 U.S.C. 3742,

Routlne uses of records maintalned In the system, Including catego-
ries of users and the _purposes of such uses: The information con-
tained in the system is used within the Department of Justice. No
external dissemination of information is made. .

1o the system
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Release of information to the news media: Information permitted
to be relcased to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that
relecase of the specific informatior in the context of a particular
casc would constitute an unwarrantzd invasion of personal privacy.

Rclease of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwisc required to be released pursuant to 5 U.S.C.
552, may be madeavailable 10 a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses ol records maintained in the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Secrvice: A record from a
system of records may be disclosec as a routine use to the National

PRIVACY ACT ISSUANCES

Routine uses of records maintained in the system, Including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A rccord from a
system of records may be disclosed as a routine usc to tho Nutmnul
Archives and Records Scrvice (NARS) in records management in-
spections conducted under the authority of 44 U.S.C. 2904 and
2906.

- Policies and practices for storing, retricving, accessing, retalning,
and disposing of records In the system:

Storage: Information in this system is maintaincd on a muster
index, in folders and on computer magnetic tape.

Retrievability: Information is retricvable by name of claimant,
name of deceased Public Safety Officer, and casc file number,

- Saleguards: Computerized information is safeguarded and pro-
tected by computer password key and limited access. Noncumpu-
lcrlzcd data is safeguarded in locked cabinets, All files are main«

Archives and Records Service (NARS) in records o g nt in-
spections conducted under the authority of 44 U.S.C. 2904 and
2906.

Policies uud practices for storing, retrieving, accessing. retaining,
and disposing of records in the system:

Storage: Information is stored on magnetic dlsc pack for use in a
compuler environment.

' Retrievability: Information is retrieved by the name and user
identity number of the desired reccrd.

Safeguards: Information is maintained in the Justice Data Ser-
vices Center which is a secured area. Special identity cards are
required for admittance to the arca.

Retention and disposal: Information is tetained until the individual
no longer wishes to utilize the service. Upon notification by an in-
dividual that he no longer wishes to use the service, his record is
clectronically purged from the file.

System manager(s) and address: Director, Reference and Dis-
semination Division; National Criminal Justice Reference Service;
Law Enforcement Assistance Adiministration; U.S. Department of
Justice; Washington, D.C. 20531.

Notification procedure: Addruss
manager(s) at the above address.

Record access procedures: A request for access to a record con-
tained in this system shall be made in writing with the envelope and
letter clearly marked ‘PRIVACY ACCESS REQUEST.' Access
requests will be dirccted to the system manager(s) at the above ad-
dress.

Contesting record procedures: Individuals desiring to contest or
amend information maintained ir the system should direct their
requests 1o the system manager(s) listed above, stating clearly and
concisely what information is beirg contested, the reasons for con-
testing it, and the proposed amendment to the information sought.

Record source categories: Sources for the information contained
in_this system arc those individuzls to whom the information per-
tains.

Systems exempted from certain provisions of the act: None.

JUSTICE/ILEAA-012
System name: Public Safcty Officers’ Benefits System

System location: Law Enforcement Assistance Administration,
633 Indiana Avenuc, N.W., Washington, D.C. 20531.

Categories of individuals covered by the system: Public Safety Of-
ficers who died while in the line of duty and their surviving
beneficiaries.

Categories of records in the system: This system contains an index
by claimant and deceased Public Safety Officers; case files of eligi-
bility documentation; and benefit payment records.

Authority for maintenance of the system: Authority for maintain-
ing this system exists under 42 U.S.C. 3701, et seq., Pub. L. No.
94-430 (Sept. 29, 1976) and 44 U.S.C. 3101, .

Routine uses of records maintained in the sy » including catego-
ries of users and the purposes of such uses: (1) State and local agen-
cies to verify and certify eligibility for benefits; (2) educational in-
stitutions where beneficiary is full-time student to verify eligibility
status; (3) appropriate Federal agencies to coordinate benefits paid
under similar programs; and (4) members of Congress or staff act-
ing upon the member's behall when the member or staff requests
the information on behalf of and at the request of the individual

*who is a party in interest.

inquirics to the system

e

d in @& guarded building.

Retention and disposal: Files are retained, retired to Federal
records centers and disposed of in accordance with General Ser-
vices Administration disposal schedules.

System manager(s) snd address: PSOB Program Officer, 633 Indi-
ana Avenue, N.W., Washington, D.C. 20531.

Notification procedure: Same as above.

Record access procedures: Request for access to a record from
this system should be made in writing with the envelope and the
letter clearly marked ‘Privacy Access Rcquest,' Access requosts
will be directed to the System Manager listed above.

Contesting record procedures: Individuals desiring to contest or
amend information maintained in the system should dircet their
request to the System Manager listed above and state clearly and
concisely what information is being contested, the reason for con-

~testing it and the proposcd amendment to the information sought.

Record source categories: Public agencics including cmploying
agency, beneficiaries, educational institutions, physicians,
hospitals, official statc and Federal documents.

Systems exempted from certain provisions of the act: None.

JUSTICE/BIA - 001
System name: Decisions of the Board of Immigration Appcals.
System location: 521 12th Street, N.W.; Washington, D.C. 20530,

Categories of individuals covered by the system: (a) Alicns, includ«
ing those previously admitted for lawful permancnt residence, in
deportation proceecdings; (b) Aliens and alleged alicns in exclusion
proceedings; (c) Aliens sccking waivers of inadmissibility; (d)
Aliens in bond determination proccedings; (¢) Alicns in whoso be-
half a preference classification is sought.

Categories of records in the system: This system of records con-
sists of the formal orders and decisions of the Board of Immigra-
tion Appeals, including the indices and logs pertaining thereto.

Authority for maintenance of the system: This system is
established and maintained under the authorily granted the Attor-»
ney Genera! by sections 103 and 292 of the Immigration and Na-
tionality Act, 8 U.S.C. 1103 and 1362. Such authority has been
delegated to the Board of Immigration Appcals by 8 C.F.R, Part 3,

Routine uses of records maintained in the system, luclnﬂ!ng catego-
ries of users and the purposes of such uses: The Decisions of the
Board of Immigration Appeals are disscminated to the following
calegories of users for the purposes indicated:

(a) Parties appearing before the Board, (including the Immigra.

_tion and Naturalization Service), their attorneys or other reproscn-

tatives. Purposc: Partics are entitled to the decision as a matier of
gl.:czggmcess; and in accurdance with the requirecments of 8 C.F.R.
(b) Other lawyers, organizations recognized to appear before the
Immigration and Naturalization Scrvice and their representatives.
Purpose: To permit these users to be informed of current case law
and general maintenance of open system of jurisprudence.

(c) Members of Congress. Purpose: Constilucnl inquirics.

(d) General public. Purpose: Seclected decisions, designated as

‘precedent decisions pursuant to 8 C.F.R. arc publishcd in bound

volumes of Administrative Decisions Under Immigratbn and Na-

" tionality Laws of the United States. These are published to provido

the public with guidance on the administrative interpretation of the,
immigration laws and to facilitate open and uniform adjudication of
cases.
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Categories of individuals covered by the system: Any and all
partics involved in the cases handled by the Civil Division will have
identifying data contained in this system.

Categories of records in the system:

1) The main rccord of the system is the case file which is
retained on each case under the jurisdiction of the Civil Division
except for those cases for which files are maintained in the Civil
Division Case File System: Customs Section and the Office of
Alicn Property File System, and constitutes the official record of
the Department of Justice. All record material relating to a case is
retained in the file. Each case is assigned a number comprised of
the category designation for the subject matter, the code number
for the judicial district where the action originated, and the number
of cascs of that category which have arisen in that district.

2) Alphabetical and numerical indices are utilized as a means of
access to the proper file by the cross-referencing of the names of
all parties to a suit with the file number. Forms CV-54 and carbon-
interleaf index cards are used in these indices.

3) A Docket Card Index is maintained on each case in order to
follow the progress of all Division cas€s and to obtain statistical
data for monthly and fiscal reports. ‘However, all information con-
tained on the cards has been taken from the record material con-
tained in the official file. )

Authority for malntenance of the system: General authority to
maintain the system is contained in 5 U.S.C. 301 and 44 U.S.C.
3101. The particular system was established in accordance with 28
C.F.R. 0.77(f) and was delegated to the Civil Division pursuant to
lr_}e l;l;:morandum from the Deputy Attorney General, dated July
17, 1974. ’

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Any record pertaining to
any casc or matter in the Civil Civision may be disseminated to any
other component of the Department of Justice, including.the F.B.L
and the United States Attorneys’ Offices, for use in connection

_with the consideration of that casc or matter or any other casc or
matter under consideration by the Civil Division or any other com-
ponent of the Department of Justice. A record maintained in this
systecm of records may be disseminated as a roufine use of such
record as follows: (1) in any case in which there is an indication of
a violation or potential violation of law, whether civil, criminal or
regulatory in nature, the record in question may be disseminated to
the appropriate federal, state, local or foreign agency charged with
the responsibility for investigating or proseccuting such violation or
charged with enforcing or implementing such law; (2) in the course
of investigating the potential or zctual violation of any law, whether
civil, criminal or regulatory in nattre, or during the coursc of a trial
or hearing, or the preparation for a trial or hearing for such viola-
tion, a record may be disseminated to a federal, state, local or
foreign agency, or to an individual or organization, if there is
rcason to believe that such agency, individual or organization pos-
sesscs information relating to the investigation, trial or hearing and
the dissemination is rcasonably necessary to elicit such information
or to obtain the cooperation of a witness or an informant; (3) a
record relating to a case or matter may' be disseminated in an ap-
propriate federal, state, local or foreign court or grand jury
proceeding in accordance with established constitutional, substan-
tive, or procedural law or practice; (4) a record relating to a case or
matler may be disseminated to a federal, state, or local administra-
tive or regulatory proceeding or hearing in accordance with the
procedures governing such procecding or hearing; (5) a record relat-
ing to a case or matter may be disseminated to an actual or poten-
tial party or his attorney for the purpose of negoliation or discus-
sion of such matters as settlement of the case or matter, plea bar-
gaining, or formal or informal discovery proceedings;(6) a record
relating to a case or matter that bas been referred by an agency for
investigation, prosccution, -or enforcement, or that involves a case
or matter within the jurisdiction of an agency, or where the agency
or officials thereof are a party to litigation or where the agency or
officials may be affected by a case or matter, may be disseminated
to such agency to notify the agency of the status of the case ‘or
malter or of any decision or determination that has been made, or
to make such other inquirics and reports as are neccssary during
the processing of the case or matter; (7) a record relating to a per-
son held in custody pending or during arraignment, trial, sentence
or extradition proceedings, or after conviction or after extradiction
proceedings, may be disseminated to a federal, state, local or
forcign prison, probation, parole, or pardon authority, or to any
other agency or individual concerned with the maintenance, trans-
portation, or release of such a person; (8) a record relating to a
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case .or malter may be disseminated to a forcign country pursuant
to an international treaty or convention entered into and ratified by
the United States or to an executive agreement; (9) a record muy
be disseminated to a federal, state, local, foreign, or internationul
law enforcement agency to assist in the general crimo prevention
and detection efforts of the rccipient agency or to provide In-
vestigative leads to such agency; (10) a record may be disseminated
to a federal agency, in response to ils request, in connection with
the hiring or retention of an employee, the issuance of a security
clearance, the reporting of an investigation of an employce, the
letting of a contract, or the issuance of a license, grunt or other
benefit by the requesting agency, to the cxtent that the information
relates to the requesting agency's decision on the matter; (11) u
record may be disscminated to the public, news media, trude os-
sociations, or organized groups, when the purpose of the dis-
semination is educational or informational, provided that the record
does not contain any information identifiable to a specific in-
dividual other than is necessary to identify the matter or whore the
information has previously been filed in a judicial or administrative
office, including the clerk of the court; (12) a record may be dis-
seminated to a foreign country, through the United States Dopart-
ment of State or directly to the representative of such country, to
the extent necessary to -assist such country in civil or eriminal
proceedings in which the United States or onc of its officers or
agencics has an intcrest; (I13) a record that contains classificd na-
tional security information and material may be disseminated to
persons who are engaged in historical rescarch projects, or who
have previously occupied policy making positions to which thoy
were appointed by the President, in accordance with the provisions
of 28 C.F.R. 17.60.

Release of information to the news media: Information permitted
to be released to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systcms of rccords malin-
tained by the Department of Justice unless it is determined thut
release of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Rclease of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to § U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behalfl when the Member or staff requests
the information_on behalf of and at the request of the individuul
who is the subject of the record.

Routine uses of records maintained in the system, Including catego-
ries of users and the purposes of such uses: Releasc of information
to the National Archives and Records Service: A record from a
system of recurds may be disclosed as a routine usc to the National
Archives and Records Scrvice (NARS) in records manogement in«
spegﬁons conducted under the authority of 44 U.S.C. 2904 and
2906.

Policies and practices for storing, retricving, accessing, retaining,
and disposing of records in the system:

Storage: 1) The case files utilize standard file jackets and are
retained in electronic, rotary power files; 2) The alphabetical and
numerical index cards, as well as the docket cards, are retained in
standard file cabinets.

Retrievability: The files and docket cards must be retricved by
file number. The file number can be ascertained from the alphabeti-
cal index if the name of any party to the suit is known,

Safeguards: Information contained in the system is unclussificd.,
However, only attorneys who have their names recorded in the File
Unit can be issued a case file. Minimal information about a casc is
provided from the various indices to telephone callers, since thero
is a problem with identifying the identity of a caller, If o parly
d?sircs ielaitcd information, he is referred directly to the attornoy
of record.

Retention and disposal: When a casc file is closed by tho legal
section,’it is sent to the Federal Records Center for retention in ac-
cordance with the authorized Record Disposal Schedule for the
classification of the case. Such schedules are approved by the Nu-
tional Archives. After the designated period has passcd, the filo s
destroyed. However, the index and docket cards arc not purged.

System manager(s) and address: Assistant Attorncy General; Civil
Division; U.S. Department of Justice; 10th and Constitution

_ Avenue, N.W.; Washington, D.C. 20530,

Notification procedure: Address inquirics to: Assistant Attorncy
General; Civil Division; U.S. Department of Justice; 10th and Con-
stitution Avenue, N.W.; Washington, D.C. 20530.
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Record access procedures: A request for information concerning
the cases of the Civil Division should be submitted in writing, with
the envelope and letter clearly marked ‘Privacy Access Request's
The request should include the file number and/or the names of any
litigants known to the requestor. The requestor should also provide
a return address for transmitling the information Such access
requests should be submitted to the System Manager listed above.
Requests may also be made by telephone. In such cascs the caller
will be referred to the attorney of record. The attorney, in turn,
may require an official written request.

Contesting record procedures: Individuals desiring to contesl or
amend information maintaincd in the system should direct their
request to the System Manager Listed above. The request should
clearly state, what information is being contested, the reasens for
contesting it and the proposed amendment to the information
sought.

Record source categories: All litigants involved in the cases of this
Division are sources of information. Such information is either con-
tained in the record material in the case files or has been extracted
from that record material and put onto docket and index cards.

Systems exempted from certain provisions of the act: None.
JUSTICE/CIV - 002
System name: Civil Division Case File System: Customs Section

System location: 26 Fedcral Plaza, New York, New York 10007,
and U.S. Department of Justice Data Services Center, 10th and
Constitution Avenue, N.W., Washington, D.C. 20530.

Categories of individuals covered by the system: Any and all
parties and counsel involved in th: cases handled by the Customs
Section of the Civil Division will have identifying data contained in
this system.

Categories of records in the system:

1. The main record of the system is the case file which is
retained on each case under the jurisdiction of the Customs
Section of the Civil Division and constitutes the official
record of the Department of Justice thercon. All record
material relating to a case is retained in the file. Each file is
assigned the Customs Court number given to the summons
filed in that court or, in cases filed prior to October 1, 1970,
to reappraisement appeals or to protests filed with the
Customs Court.

The number assigned to the file will change to the number as-
signed by the Court of Customs and Patent Appeals, if that case
becomes the subject of an appeal before that court. In addition, the
Customs Section retains a log of communications received and
communications seat. The comrespondence is identificd thereon by
court (case) number, identification of the d of communication,
and the person receiving it.-

2. The case file and communication logs are physically retained
at the offices of the Customs Section, 26 Federal Plaza, New
York, New York 10007. From these records, the Customs

Section inputs certain information for conversion into a data .

processing system which is maintained at the Department of
Justice Data Services Center, 10th and Constitution Avenue,
N.W., Washington, D.C. 20530. Included in the information
contained in the data processing system is the identity of the
parties and their counsel, as well as the merchandise
involved, the port of entry and the competing statutory
provisions.

. AIphabeucal and numerical indices are maintained as a
means of access to the proper file number by the cross-
referencing of the names of non-government partics to Suits

- with the appropriate file (cowrt) numbers. These indices are

made of index cards and maintained in the Chief Clerk’s
office in the Customs Section.

Authority for maint e of the syst The Custbms. Section
case files are maintained under the authority of 28 U.S.C. 2601(b)
and 2632(e) and established in accordance with 28 C.F.R, 0.45(c)
which gives the Civil Division responsibility for ‘all litigation in-
cident to the reappraiscment and classification of imported goods,
including the defense of all suits in the Court of Customs and
Patent Appeals’, and with 28 C.F.R. 0.48 which dcsignates the
Chief, Customs Section,' to accept service of notices of appeals lo
the Court of Customs and Patent Appeals and all pleadings and
other papers filed in the Customs Court, when the United Stales is
an adverse Party in any customs litigation*.

Routine uses of records maintzined in the system, including catego-
ries of users and the purposes of such uses: Any record pertaining to

w
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any case or maller in the Civil Division may be disscminated to any
other component of the Department of Justice, including the
Federal Burcau of Investigation -and the United States Attorney of-
fices, for use in conneclion with the consideration of that case or
matter or any other case or matter under consideration by the Civil
Division or any other component of the Department of Justice.

Certain information contained in the record may also be
disseminalted to the U.S. Customs Service, the Department
of the Treasury, the International Trade Commission, the
Department of State, or any other agency of the Governmeat
whose decision is being challenged in a case assigned to the
Customs Scction for disposition. A record maintained in this
system of records may be disseminated as a routine use of
such record as follows: (1) in any casec in which there is an
indication of a violation or potential violation of law,
whether civil, criminal or regulatory in nature, the record in
question may be disseminated to the appropriate Federal,
state, local or foreign agency charged with the responsibility
for investigating or prosccuting such violation or charged
with enforcing or implementing such law; (2) in the course of
investigating the potential or actual violation of any law,
whether civil, criminal or regulatory in nature, or during the
coursc of a trial or hearing, or the preparation for a trial or
hearing for such violation, a record may be disseminated to a
Fedcral, state, local or foreign agency, or to an individual or
organization, il there is reason to believe that such agency,
inditvidual or orgnmmuon possesses information rchtmg to
the investigation, trial or hearing and the dissemination is
reasonably necessary to clicit such information or to obtain
the cooperation of a witness or an informant; (3) a record
relating to o case or matter may be disseminated in an
appropriate Federal, state, local or foreign court or grand
jury procccding in accordance with established
constitutional, substantive, or procedural law or practice; (4)
a record relating to a case or matter may be disseminated to
a Federal, state, or local administrative or regulatory
proceeding or hearing in accordance with the procedures
‘governing such procecding or hearing; (5) a record relating to
a case or matter may be disséminated 1o an actual or
potential party or his attorney for the purpose of negotiation
or discussion of such matters as scitlement of the case or
matter, plea bargaining, or formal or informal discovery
proceedings: (6) a record relating to a case or matter that has
becen referred by an agency for investigation, prosecution, or
enforcement, or that involves a case or matter within the
jurisdiction of an agency, or where the agency or officials
thereol are a party to litigation or where the agency or
officials may be affected by a case or matter, may be
disscminated to such agency to notily the agency of the
status of the case or matter, or of any decision or
determination that has been made, or to make such other
inquirics and reports as are necessary during the processing
of the casc or malter; (7) a record relating to a person held
in custody pending or during anmgnmcnt trial, sentence or
extradition proccedings, or after conviction or after
extradition procecdings, may be disseminated to a Federal,
state, local or foreign prison, probation, parole, or pardon
authnnly, or to any ol.l:lcr agency or individual concerned
with the m rtation, or release of such a
person; (8] a ucord reht:ng to a case or matter may be
disseminated to a foreign country pursuant to an
international treaty or convention entered into and ratified
by the United States or to an exccutive agreement; (9) a
record may be disseminated to a Federal, state, local,
foreign, or intcmational law enforcement agency to assist.in
the gencral crime prevention and detection efforts of the
recipicnl agency or to provide investigative leads to such
agency; (IO) a record may be dmemmatcd to a Federal
agency, in resg 1o its request, in connection with the
hiring or retention of an cmployee the issuance of a security
clearance, the reporting of an investigation of an employee,
the Ietting of a contract, or the issuance of a license, grant
or other benelit by the requesting agency, to the extent that
the information relates to the requesting agency’s decision
on the matter, (11) a record may be disseminated to the
public, news media, trade associations, or organized groups,
when the purposc of the dissemination is educational or
informational, provided that the record does not contain any
information ;dcnul’i.:tblc to a specific individual other than is
necessary to identify the matter or where the information

.
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has previously been filed in a judicial or administrative
office, including the clerk of the court; (12) a record may be
disseminated to a foreign country, through the United States
Department of State or directly to the represcntative of such
country, to the extent necessary to assist such country in
civil or criminal proccedings in which the United States or
one of its officers or agencies has an intcrest; (13) a record
that contains classified national security information and
material may be disseminated to persons who are engaged in
historical research projects, or who have previously
occupied policy making positions to which they were
appointed by the President, in accordance with the
provisions of 28 C.F.R. 17.60; (14) copies of the summons
{protest and reappraisement appeals, where appropriate) and
the communication logs arc made available to employecs of
the private contractor who services the data processing
system in New York for the purpose of enabling such .
employees to extract all pertinent information from said
documents so that such information may be encoded and
converted to punch card form, ’

Releasc of information to the news media: Information permitted
to be released to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
taincd by the Department of Justice unless it is determined that
release of the specific information in the context of a particular
casc would constitule an unwarn-anted invasion of personal privacy.

Release of information to Mcembers of Congress: Information
contained in systems of records maintained by the Department of
Justice, not otherwisc required to be released pursuant to 5 U.S.C,
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff, requests
the information on behlaf of and at the request of the individual
who is the subject of the record.

Routine uses of records maintaisied In the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from.a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
;ggztions conducted under the authority of 44 U.S.C. 2904 and

Policies and pracllcés for storing, retrieving, accessing, retaining,

and disposing of records In the system:

Storage: (1) The case files utilize standard file jackels or en-
velopes and are maintained in standard file cabinets; (2) The
alphabetical index cards arc maintained in standard file cabinets; (3)
The communication logs are maintained in looscleaf binders and,
when not being currently referred to, are also maintained in stan-
dad file cabints; (4) The information in the data processing system
is maintained on tapes stored in the Data Services Center.

Retrievability: (1) The case files must be retrieved by number.
The file number may be ascertained from the alphabetical index
when the name of any non-government litigant is known. (2) The
information contained 'in the data processing system may be
retrieved through the retrieval tool activated by an attorney making
a request for a report to the computer technician who codes the
request on a form in the format of the retrieval language. The ac-
tion words of the retrieval reports are: List - lists the case numbers

_of the cases which satisfy certzin criteria such as plaintiff’s name,
counscl's name, -court number, merchandise, competing statutory
provisions, Gover t co 1. Write - output and the full history
for any case specified by case number. Write * - a limited case his-
tory for any case specified by case number. Count - tallying the
number of cases in the data base contained-in the request.

Safeguards: (1) Information contained in the system is unclas-
sified, However, only attorneys in the Customs Section who have
responsibility for the casc may properly obtain a case file. Cor-
respondence and telephone calls about particular cases are referred
to the attorney having responsibility for the case. In the attorney's
absence, another attorney covering for the absent atiormey or the
Chief of the Section may respond to the telephone call or cor-
respondence. The index files and the communication logs are util-
ized only by the personnci of the Customs Scction in locating or
verifying information contained in the system. (2) Information from
the data processing system- may be obtained only by attorneys on
the basis of requests made in writing on a proper form supplied by
the Customs Section. The request is made of the computer techni-
cian. Normally thesc requests are mailed to the technician in charge
at the Data Services Center, but occasionally the request may be
related telephonically by the computer technician.

FEDERAL REGISTER, VOL. 42, NO.

PRIVACY ACT ISSUANCES

Retention and disposal: (1) Closed case files arc sent to the
Federal Records Center for retention in accordance with the
authorized Records Disposal Schedule for the classification of tho
case. Such schedules are approved by the National Archives, Aflter
the designated period is passed, the file is destroyed, The communis
cation logs arc sent to the Federal Records Center for retention in
accordance with the authorized records disposal schedule after fivo
years. After the designated period those records are also destroyed.
The index cards, however, arc not purged. (2) Periodically, the in<
active cases will be purged from the main tapc in tho datn
processing system and transferred to the historical tape where the
information will be retained indcfinitely. There is a provision in tho
data processing system to dcletc and remove an entire casc history
from the main or historical tape. This may bc donc on request from
the Chief of the Customs Section and such removed casces will not
be saved or wrilten on any other tape.

System manager(s) and address: Assistant Attorncy General, Civil
Division, U.S: Department of Justice, 10th and Constitution
Avenue, N.W., Washington, D.C. 20530.

Record access provedures: A request for information concerning
the cases of the Customs Section of the Civil Division should bo
submitted in writing, with the envelope and letter clearly marked
‘Privacy Access Request'. The request should include the filo
number and/or the names of any non-government litigant known 1o
the requestor. The requestor should also provide a return address
for transmitting the information. Such access request should bo
submitted to the System Manager listed above.

Contesting record procedures: Individuals desiring to contest or
amend information maintained in the system should dircct their
request to the Assistant Attorney General, Department of Justico,
10th and Constitution Avenue, N,W,, Washington, D.C. 20530, The
request should clearly state what information is being contested,
the reasons for contésting it, and the proposcd amendmeént to the
information sought. .

Record source categories: All litigants involved in the casecs of this
Division are sources of information. Such information is cither con-
tained in the record material in the case files or has been extracted
from that record material and put on communication logs andfor
index cards.

Systems exempted from certain provisions of the act: Nonc.
JUSTICE/CIV - 003
System name: Office of Alien Property File System.
System location: 550 11th Street, N.W., Washington, D.C, 20530,

Categories of individuals covered by the system: Any and ull
parties involved in the cases, claims and matters handled by the Of-

‘fice of Alien Property may have identifying data contained in this

systlem.
Categorles of records In the system:

1. This system consists of indices and files relative to enomy-
owned property, reporting sources, ownership, vesting, and
claims for the return thertof, Each vesting order is assigned
a general file number, and each claim has a separate file
number, Separate account files arc maintained on vosted
property for each alien account.

2. Alphabetical and numerical indices arc utilized as a means of
access to the proper general file by the cross-referencing of
the names of all individual former property owners und
claimants with the general files.

3. Records of litigation involving the Offico of Alicn Properly
arc contained in this system. Therc are also alphabetical and
numerical indices to facilitate access to these cases,

Authority for maintenance of the system: The Office of Alien Pros
perty files are maintained under the authority of 44 U.S.C. 3101 und
50 U.S.C. App. 40, Title 1I of the International Claims Settlement
Act, and was established in accordance with 28 C.F.R. 0.47 which
states in part *The Office of Alien Property shall be a part of the
Civil Division -..." and thercafter describes the authorily, rights,
privileges, powers, duties and functions of that offico.

Routine uses of records maintalned in the system, Including cutego-
ries of users and the purposes of such uses: Any record pertuining to
any case or matter in the Civil Division may be disseminated to uny
other, component of thc Department of Justice, including the
Federal Burcau of Investigation and the United States Attorney of-
fices, for use in connection with the consideration of thut cuse or
matter or any other case or matter under consideration by the Civil
Division or any other component of the Department of Juslice,
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Certain information contained in the record may also be
disseminated to the U.S. CCustoms Service, the Depariment
of the Treasury, the International Trade Commission, the
Department of State, or any other agency of the Government
whose decision is being challenged in a case assigned to the
Customs Section for dispusition. A record maintained in this
system of records may be disseminated as a routine usc of
such record as follows: (1) in any case in which there is an
indication of a violation or potential violation of law,
whether civil, criminal or regulatory in nature, the record in
question may be disseminated to the appropriate Federal,
state, local or foreign agency charged with the responsibility
for investigating or prosecuting such violation or charged
with enforcing or implementing such law; (2) in the course of
investigaling the potential or actual violation of any law,
whether civil, criminal or regulatory in nature, or during the
course of a trial or hearing, or the preparation for a trial or
hearing for such violation, a record may be disseminated to a
Federal, state, local or foreign agency, or to an individual or
grganization, if there is reason 1o believe that such agency,
individual or organization possesses information relating to
the investigation, trial or hearing and the disseminalion is
reasonably nccessary 1o elicit such information or to obtain
the cooperalion of a witnzss or an informant; (3) a record
relating to a case or matter may be disseminated in an
appropriate Federal, state, local or forcign court or grand
jury proceeding in accordance with established
constitutional, substantive, or procedural law or practice; (4)
a record relating to a case or matter may be disseminated to
a federal, state, or local zdministrative or regulatory
proceeding or hearing in accordance with the procedures
governing such proceeding or hearing; (5) a record relating to
a case or matter may be disscminated to an actual or
potential party or his attorney for the purpose of ncgotiation
or discussion of such maiters as settlement of the case or
matter, plea bargaining, cr formal or informal discovery
proceedings, (6) a record relating to a case or matter that has
been referred by an agency for investigation, prosccution, or
enforcement, or that invclves a case or matter within the
jurisdiction of an agency, or where the agency or officials
thereof are a party to litigation or where the agency or
officials may be affected by a case or matter, may be
disseminated to such agency to notify the agency of the
status of the case or matier or of any decision or
determination that has been made, or to make such other
inquiries and reports as are necessary during the processing
of the case or matter; (7) a record relating to a person held
in custody pending or during arraignment, trial, senlence or
extradition proceedings, or after conviction or after
extradition proceedings, mmay be disseminated to a Federal,
state, local or foreign prison, probation, parole, or pardon
authority, or to any other agency or individual concerned
with the maintenance, transportation, or release of such a
person, (8) a record relating to a case or matter may be
disseminated 1o a foreign country pursuant to an
international treaty or coavenlion entered into and ratified
by the United States or to an exccutive agreement; (9) a
record may be disseminated to a Federal, state, local,
foreign, or international'law enforcement agency to assist in
the general crime prevention and detection efforts of the
recipient agency or to provide investigative leads to such
agency; (10) a record may be disseminated to a Federal
agency, in response to its request, in connection with the
hiring or retention of ah employee, the issuance of a security
clearance, the reporting of an investigation of an employee,
the letting of a contract, or the issuance of a license, grant
or other benefit by the requesting agency, to the extent that
the information relates to the requesting agency's decision
on the matter; (11) a record may be disseminated to the
public, hews media, trade associations, or organized groups,
when the purpose of the dissemination is educational or
mformational, provided that the record docs not contain any
nformation identifiable to a specific individual other than is
necessary to identify the matter or where the information
has previously been filed in a judicial or administrative
office, including the clerk of the court; (12) a record may be
disseminated to a foreign country, through the Uniled States
Department of State or directly to the represcntative of such
country, to the exlent necessary o assist such country in
civil or criminal proceedings in which.the United States or
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one of its officers or agencies has an interest; (13) a record
that contains classificd national sccurity information and
material may be disscminated to persons who are engaged in
historical research projects, or who have previously
occupied policy making positions to which they were
appointed by the President, in accordance with the
provisions of 28 C.F.R. 17.60; (14) records are also available
to the public for inspection and distribution as set forth at 8
C.F.R. 503.1, including (a) Annual Rcports of the Office of
Alien Propenty, and (b) final detcrminations, opinions and
orders in cases heard or reviewed within the Office of Alien
Property: (15) records and documents are available for
inspection by persons properly and directly concerned in
connection with claims filled with the Office, records in cases
heard or reviewed in the Office, and authorizations for sale
and records of bids in public sales and orders for their
acceptance or rejection and notifications thereof; (16) any
record or portion thercof may also be disseminated to the
Department of the Treasury and to the Foreign Claims
Scttlement Commission as a matter of routinc use when such
record relates to matters within the jurisdiction of the Office
of Forcign Asscls Control, Department of the Treasury, or
claims being processed before the Foreign Claims Settlement
Commission; (17) any record or portion thereof relating to an
eslate or trust matter under the jurisdiction of the probate
courts of the several states may be disscminated to the
partics and their representatives or to the courts, in
proceedings involving the property owned or claimed to have
been owned by a designated national of an enemy country
under the provisions of the Trading with the Enemy Act;
(18) any record may be disseminated to the Department of
State for any negotiation or other action relating to the
Office of Alien Property or to any subject matter which is,
or was at one time, under the jurisdiction of the Office of
Alicn Property.

Release of information to the news media: Information permitted
to be released to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Depaniment of Justice unless it is determined that
release of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress: Information
contained in systems of rccords maintained by the Department of
Justice, not otherwise required to be released pursuant to 5§ US.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behall when the Member or staff requests
the information on bchalf of and at the request of the individual
who is the subject of the record.

Routine uses of records malintained In the system, including catego-
ries of users and the purposes ol such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be discloscd as a routine use to the National
Archives and Records Scrvice (NARS) in records management in-
;g;gtions conducted under the authority of 44 U.S.C. 2904 and

Policles and practices for storing, retrieving, accessing, retaining,
and disposing of records In the system:

Storage: Information in the system is stored in standard file
jackets, and on index cards, within standard filing cabinets.

Retrievability: The files and index cards must be retrieved by file
numbers, which can be ascertained from alphabetical indices if the
name of the non-government party is known, or from numerical in-
dices relating to the varfous vesting ordoﬁ, accounts, claims, or
cases,

Safequards: Information in the system is regarded as confidential,
pursuant to 8 C.F.R. 503.17. Departmental rules and procedures are
in forcc that insure that only Departmental attorneys and their
authorized agents have access to this information.

Retention and disposal: A file is closed when one of the following
occurs:

1. The vesting order has been complicd with and the property
disposcd of pursuant to the Trading with the Encmy Act,
and all claims have been processed.

2. A case involving the Office of Alicn Property has ended by
the final termination of the litigation through a compromise
settlement, court decision or any other method of
termination for court cascs.

FEDERAL REGISTER, VOL. 42, NO. 190—FRIDAY, SEPTEMBER 30, 1977



53326

The file is then retained in the Federal Records Center for a
number of years and thercafter may be destroyed. Index cards are
retained for as long as may be practicable. .

System manager(s) and address: Assistant Attorney General, Civil
Division; U.S. Decpartment of Justice, 10th and Constitution
Avenue, N.W., Washington, D.C. 20530. .

Notification procedure: Address inquirics to Assistant Attorney
General, Civil Division, U.§. Department of Justice, 10th and Con-
stitution Avenue, N.W., Washinglon, D.C. 20530.

Record access procedures: A request for access to a record within
the Office of Alien, Property system involving matters of privacy
and which is not otherwisc available to “the party requesting the
same should be submitted in writing, with the envelope and letter
clearly marked ‘Privacy Access Request'. The request should in-
clude file or account numbers and/or the names of any known non-
government parties. The requestor should also provide a return ad-
dress for transmitting the information. Such access requests should
be submitted to the System Manzger listed above.

Contesting record procedures: Individuals desiring to contest or .

amend information maintained n the system should direct their
request 1o the System Manager listed above. The request should
clearly state what information is being contested, the reasons for
conlesting it and the proposed amendment to the information
sought.

Record source categories: All claimants to property, as well as
former depositorics, are sources of information, also other offices
and agencies operating under provisions of the Trading with the
Enemy Act. Y

Systems exempted from certain provisions of the act: None.

JUSTICE/CRT - 001

System name: Central Civil Rights Division Index File and As-
sociated Records.

System location: U.S. Department of Justice; Civil Rights Divi-
sion; 10th and Constitution Avenue, N.W.; Washington, D.C.
20530; and, Todd Building; 550 - 11th Strect, N.W.; Washington,
D.C. 20530; and, Federal Records Center; Suitland, Maryland.

Categorles of individuals covered by the system: Persons referred
to in potential or actual cases and matters of concern to the Civil
Rights Division and correspondents on subjects directed or referred
to the Civil Rights Division, - -

Categories of records in the system: The system consists of
alphabetical indices bearing individual names and the associated
records to which the indices relate containing the general and par-
ticular records of all.Civil Righ's Division correspondence, cases,
matters, and memoranda, including but not limited to, investigative
reports, correspondence o and from the Division, memoranda,
legal papers, evidence, ard exhitits.

Authority . for maintenance of the system: This system is
cstablished and maintained pursuant to 44 U.S.C. 3101. It is also
maintaincd to implement the Civil Rights Division’s responsibilities
under 28 C.F.R. 0.50 to enforce Federal criminal ang civil statutes
affecting civil rights.

Routine uses of records d in the syst
ries of users and the purposes of such uses:

A. Information in the system :may be used by employees and of-
ficials of the Department to make decisions in the course of in-
vestigations and legal procecdings; lo-assist in preparing responses
to correspondence from persons outside the Department; 1o prepare
budget requests, Management by Objective (MBO) Program
descriptions, and various reports on the work product of the Civil
Rights Division; and to carry cut other authorized internal func-
tions of the Department. ;

B. A record maintained in this system of records may be dis-
seminated as a routine use of such record as follows: (1) a record
relating to a possible or potential violation of law, whether civil,
criminal, or regulatory in natur: may be disscminated to the ap-
propriate federal, state or local agency charged with the -responsi-
bility of enforcing or implementing such law; (2) in the course of
investigation or litigation of a case or matter,-a record may be dis-
seminated to a federal, state or local agency, or to an individual or
organization, if there is reason to believe that such agency, in-
dividual or organization possesses information relating to thé in-
vestigation, trial or hearing and the dissemination is reasonably
necessary to elicit such informationt or to obtain the cooperation of
a prospective witness or informant; (3) a record relating to a case
or matter may be disseminated 1o an appropriate court, grand jury

s including catego-
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or administrative or regulatory proceeding in accordanco with up-
plicable law or practice; (4) a record relating to a casc or malter
may_be disseminated to an actual or potcntial party to !iligntlon or
his attdrney a) for the purpose of negotiation or discussion on such
matlers as settlement of the case or matter, plea bargaining, or b)
in formal or informal discovery proceedings; (5) a record relating to
a case or matter that has been referred for investigation may be
disseminated to the referring agency to notify such agency of the
status of the case or matter or of any determination that has been
made; (6) a record relating to a person held in custody or probation
during a criminal proceeding, or after conviction, may be dise
seminated to any agency or individual having responsibility for tho
maintenance, supervision or release of such person; (7) a record
may be disseminated to the United States Commission on Civil
Rights in response to its request and pursuant to 42 U.S.C, 1975d,
Release of information to the news media: Information permitted
to be roleased to the news media and the public pursuant to 28
C.E.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a particular

_ case would constitute an unwarranted invasion of personal privacy.

Releasc of information to Members of Congress. Informution
contained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S.C.
552, may be made available 1o a Mcmber of Congress or staff uct-
ing upon the Member's behall when the Member or stuff requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine vses of records maintained in the sy , including entegos
ries of users and the purposes of such uses: Relcase of information
to the National Archives and Records Scrvice: A record from o
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management {ns
;ggzﬁons conducted under the authority of 44 U.S.C. 2904 and

Policies and practices for storing, retrieving, accessing, retalning;
and disposing of records in the system:

Storage: Information in this system is stored manually on index
cards and in file jackets.

Retrievability: A retricval capability exists in this sysiem through
use of an index card system arranged alphabctically by the names
of individuals or organizations that have been involved in possible
civil rights violations either as the subjects of investigations by the
Department or as victims and/or complainants. (Compluints
received from individuals which have not been investigated by the
Department have not been systematically indexced and information
pertaining to such individuals may or may not be retrievable.) In.
formation on such individuals may be retricvable {rom the file
jackels by a number assigned and appcaring on the index cards,

Safeguards: Information is safcguarded and protecled in ace
cordance with applicable Departmental rules and procedures.

Retention and disposal: There are no provisions for disposal of
the tecords in the system although such proccdures are currently
under active consideration. y

-System manager(s) and address: Assistant Attorney Generaly Clvil
Rigl;(l)s Division; U.S. Department of Justice; Washington, D.C.
20530,

Notification procedure: Part of this system is exempted (rom this

" requirement under 5 U.S.C. 552a(j{2) and (k)(2). Address inquirics

to the System Manager listed above.

. Record access procedures: Part of this system is exempted from
this requirement under 5 U,S.C. 552a(iX2), and (kX2). Te the exteat
that this system of records is not subject to exemption, it is subject
to access and contest. A determination as to cxemption shall bo
made at the time a request for access is received. A request for ac-
cess to a record retricvable in this system shall be madc in writing,
with the envelope and letter clearly marked ‘Privacy Access
Request.' Include in the request the name of the individual in-
volved, his birth date and place, and any other information which is
known and may be of agsistance in locating the record, such as the
name of the civil rights related case or matter involved, where and
when it occurred and the name of the judicial district involved, The
requester will also provide a return address for transmitting the in-
formation. Access requests should be dirccted to the System
Manager listed above.

Contesting record procedures: Individuals desiring to contest or
amend non-exempt -information retricvable in the system should
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direct their request to the System Manager listed above, stating
clearly and concisely what information is being contested, the
reasons for contesting it, and the proposed amendment to the infor-
mation sought.

Record source categories: Sources of information contained in this
system may be any agency or person who has or offers information
related to the law enforcement responsibilities of the Division,

Systems exempted from certain provisions of the act: The Attorney
General has exempted parts of this system from subsections (c)(3),
(d), and (g) of the Privacy Act.pursuant to 5 U.S.C. 552a (j}(2) and
(k)(2). Rules have been promulgated in accordance with the require-
ments of 5 U.S.C. 553(b)(c) and (e) and have been published in the
Federal Register.

JUS_TICE.'CRT - 002
System name: Files of Applications for the -Position of Attorncy
with the Civil Rights Division,
System location: U.S. Department of Justice; Civil Rights Divi-
sion, 10th and Constitution Avenue, N.W., Washington, D.C.
20530,

Categories of individuals covered by the system: Persons who have
applied for a position as an attorney with the Civil Rights Division,

Categories of records in the system: The system may conlain SF
171 forms, resumes, referral letters, letters of recommendation,
writing samples, interview notes, internal notes or memoranda, and
other correspondence and documents.

Authority for maintenance of the system: This system of records is
maintained in the ordinary course of mecting the responsibilities as-
signed th Civil Rights Division under 28 U.S.C. 0.50, 0.51.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: The records in this
system are used by employecs and officials of the Department in
making employment decisions. If an individual is hired, the records
may become part of his or her standard personnel file.

Release of information to the news media: Information permitted
to be released to the nmcws media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justicc unless it is determined that
release of the specific information in the context of & particular
case would constitute an unwarranted invasion of personal privacy,

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be relcased pursuant to 5 U.S.C.
552, may be made available to a M of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
;gedgﬁons conducted under th: authority of 44 U.S.C. 2904 and

Policies and practices for storing, retrieving, accessing, retalning,
and disposing of records in the system:

Storage: Records in the sysiem are primarily original papers or
reproductions or copies thereof. The system consists of files per-
taining to individual applicants.

Rétrievability: Information is retrieved by using an applicant's
name.

Safeguards: Information in the system is unclassified. It is
safeguarded .and protected in accordance with Departmental rules
and procedures governing access, production and disclosure of any
materials contained in its official files.

Retention and disposal: Information is retained in the system until
a final employment decision is made or until such time as the Civil
Rights Division is notified by the applicant that he or she is no
longer interested in or available for the position. If an individual is
hired; some or all of the records may become part of his or her
standard personnel file.

System manager(s) and address: Deputy Assistanl Attorney
General; Civil Rights Division; U.S. Department of Justice:
Washington, D.C. 20530.

Notification procedure: Address inquiries to the Assistant Attor-
ney General; Civil Rights Division; U.S. Department of Justice;
Washington, D.C. 20530.

1

-

Record sccess pracedures: A request for access to a record from
this system shall be made in writing, with the envelope and the
letter clearly morked *Privacy Access Request.' The request should
include the name of the applicant and the position applied for. The
requester will also provide a rcturn address for transmitting the in-
formation. Access requests will be dirccted to the System Manager
listed above.

Contesting record procedures: Individuals desiring to contest or
amend information maintained in the system should direct their
request to the System Manager listed above, stating clearly and
concisely what information is being contested, the reasons for con-
testing it, and the proposed amendment to the information sought.

Record source categories: Sources of information contained in the
system generally arc the applicants, persons refcrring or recom-
mending the applicant, and cmployees and officials of the Depart-
menl, -

Systems exempled from certaln provisions of the act: None.

JUSTICE/CRT - 003

System pame: Files of Pending Applications for Clerical or
Rescarch Analyst Positions with the Civil Rights Division.

System locatlon: W.S. Department of Justice; Civil Rights Divi-
sion, 10th and Constitution Avenue, N.W., Washington, D.C.
20530,

Categorles of individuals covered by the system: Persons who have
applied for a clerical or rescarch analyst position with the Civil
Rights Division and upon whose applications no final action has
been taken.

Catepories of records in the system: The system contains S.F. 171
forms and resumes provided by the applicant.-It may also contain
letters of recommendation, letters rejecting the application, letters
indicating that no posilions are available, interview notes or internal
memoranda, and other correspondence and documents.

Authority for malntenance of the system: This system is main-
tained in the ordinary course of mecting the responsibilities as-
signed the Civil Rights Division under 28 C.F.R. 050, 0.51.

Routlae uses of records malotained in the system, including catego-
ries of users and the purpeses of such uses: The records in this
system are used by cmployces and officials of the Department in
making employment decisions. If an individval is hired, the records
may become part of his or her standard personnel file.

Releasc of information to the news media: Information permitted
to be relcased to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that
release of the specilic information in the context-of a particular
casc would constitute an unwarranted invasion of personal privacy.

Release of information to Mcembers of Congress. Information
contained in systems of records maintained by the Department of
Justice, not othcrwise required to be releascd pursvant to 5 US.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the information en behall of and at the request of the individual
who is the subject of the record.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (INARS) in records management in-
;g;glinns conducted under the authority of 44 U.S.C. 25904 and

Policles and practices for storing, retrieving, accessing, retaining,
and disposing of records In the system:

Storage: Records in the system are primarily original papers or
copies thereol. The systcm consists of files pertaining to individual
applicants.

Retrievabllity: Information is retricved by using an applicant’s
name, :

Saleguords: Information in the system is unclassified. It is
safcguarded and pr d in ordance with Departmental rules
and proccdures governing access, production and disclosure of any
materials contained in its official files.

Retentlon and disposal: Information is rctained in this system
until a final employment decision has been made or until such time
as the Civil Rights Division is notificd by the applicant that he or
she is no longer interested in or available for the position. If an in-
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dividual is hired, some or all of the reccords may become part of his
or her standard personncl file.

System manager(s) and address: Chicf; Administrative Section;
Civil Rights Division; U.S, Depariment of Justice; Washington,
D.C. 20530. s -

Notilication procedure: Address inquiries 1o the Assistant Attor-
ney General; Civil Rights Division; U.S. Dcpartment of Justice;
Washington, D.C. 20530,

Record access procedures: A request for access lo a record from
this system shall be made in writing, with the envelope and the
letter clearly marked ‘Privacy Access Request.' The request should
include the name of the applicant and the position applied for. The
requester will also provide a return address for transmitting the in-
formation. Access requests will be directed to the System Manager
-listed above.

Contesting record procedures: Individuals desiring to contest or
amend information maintained in the system should direct their
request to the System Manager listed above, stating clearly and
conciscly what information is being contested, the reasons for con-
testing it, and the proposed amendment to the information sought.

Record source categories: Sources of information contained in the
system gencrally are the applicants, persons recommending or
referring the applicant, and the (mployees and officials of the De-
partment.

Systems exempted [rom certain provisions of the act: None,

JUSTICE/CRT - 004
System name: Registry of Names of Interested Persons Desiring
HNotification of Submissions under Scctmn 5 of the Voting
Rights Act.
System location: U.S. Department of Justice; Civil nghls Divi-
sion; Washington, D.C. 20530.

Categories of Individuals covered by the system: Persons who have

requested that the Attorney General send them notice of submis- *

sions under Section 5 of the Voling Rights Act of 1965, 42 U.S.C.
1973c.

Categories of records in the system: The Registry contains the
name, address and telephone numbers of interested persons and,
where appropriate, the area or areas with rcspect to which notd':ca-
tion was requested by such persons.

Authority for maintenance of the system: 28 C.F.R. 51.13; 42
U.S.C. 1973¢; 5 U.S.C. 301 and 28 U.S.C. 509, 510.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: The Registry is used to
identify persons interested in receiving notice of Section 5 submis-
sions and to comply with their requests. The Registry may be used
to notify the persons listed thercin of any proposed changes in the

*Procedure for the Administration of Section 5 of the Voting Rights -

Act of 1965,' 28 C.F.R. 51-1 et seq., and to solicit theu’ comments
with respect to any such proposed r.'hangea

Release of information to the news media: Information permitted
to be relecased to the news media and the public pursuant to 28
C.F.R. 50.2 may be madc available from systems of records main-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a particular
case would constitute’an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
containcd in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Mcmber's behalf when the Member or staff requests
the information on behall of and at the request of the individual
who is the subject of the record.

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a

system of records may be disclosed as a routine use to the National.

Archives and Records Service (NARS) in records management in-
spections conducted under the authority of 44 U.S.C. 2904 and
2906.

Policles and practices for storing, reirleving, accessing, retaimng,
and disposing of records in the syslem: - .

Storage: Names are stored in a card file system.

Retrievability: Records in this system are retnevablc by the
names of interested persons or organizations.
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Safeguards: Information in the system is safcguarded in ac-
cordance with Departmental rules and procedures governing access,
production and -disclosure of any materials contained in its officiul
files.

Retention and disposal: An individual or organizational name is
retained in the Registry until such time as that person or orguniza-
tion requests that the name be deleted.

System manager(s) and address: Chicf; Voling Scction; Civil
Rights Division; U.S. Department of Justicc; Washington, D.C.
20530,

Notilication procedure: Address inquiries to: Assistant Atlorncy
General; Civil Rights Division; U.S. Dcpartment of Justice;
Washington, D.C. 20530.

Record access procedures: This system contains no information
about any individual other than as described in Category of Record
above. Persons whose names appear on the Registry may have ac-
cess thereto or have their names and other information pertaining
to them deleted or modified upon a request of the same nature as
indicated in 28 C.F.R. 51.13.

Contesting record procedures: Same as the above.

Record source categories: Sources of information in the Registry

_are those persons or organizations whose names appcar therein by

virtue of their having requested inclusion in the Registry pursuant
1o 28 C.F.R. 5L.13.
Systems exempted from certain provisions of the act: None,

] JUSTICE/CRT - 005
System name: Records Obtained by Office of Special Litigation
Concerning Residents of Certain State Institutions.

System location: U.S. Department of Justice; Civil Rights Divi-
sion; Todd Building; 550 11th Street, N.W.; Washington, D.C.
20530.

Categories of individuals covered by the system: The information
in this system pertains primarily to individuals who are residents of
state operated or supported institutions for mentally and physically
handicapped persons, juveniles and the aged, if such institutions
have been the subject of litigation or investigation involving tho
Civil Rights Division. Information may also pertain to other in-
dividuals who are not receiving but may be cntitled to forms of
;L:incaticmal, habilitative or rehabilitative care under state or federal

w.

Categories of records In the system: Information collected in tho
course~of busi by state ies on persons gencrally identificd
by categories of individuals above including admission notes, coms-
mitment papers, transfer reports, juvenile records, psychological
and social behavior notes, programming progress notes, disenso
records, restraint or scclusion notes, security rcports, dentul
records, confinement mnotes, medicaid historics, incident and
missing person reports, and death reports.

Authority for maintenance of the system: Collection pnd main.
tenance of these records is pursuant to 44 U.5.C. 3101 and is ncces-
sary to accomplish the Division's responsibility under 28 C.F.R. -
0.50 to cnforce Federal statutes involving unlawful discrimination
including 42 U.S.C. 2000b, 2000d and 2000h-2 (Titles 111, VI and 1X
of the Civil Rights Act of 1964).

Routine uses of recoris maintained In the system, including catego-
ries of users and the purposes of such uses:

A. Information in this system may be used by authorized persons
within the Civil Rights Division to make decisions in the coursc of
investigations and legal proceedings and to assist in preparing
memoranda, legal papers_and -responses to correspondence from
persons outside the Department.

B. Except as prohibited by order of a court of compctent jus
risdiction, a record maintained in this system mny bc disseminated
as a routine use of such record as follows: (1) to the extent the
record relates to a possible or potential violation of law it may be
disseminated to the appropriate federal, state or local ngency
charged with responsibility of enforcing or lmplumunlmg such law;
(2) a record may be disseminated to an appropnalc court, grand
jury or administrative or regulatory procceding in accordance with
applicable law or practice; (3) a record may be disseminated to un
actual or potential party to Ltigation or his attorney (a) for the pur-
pose of negotiation or discussion on such mattcrs as scttlement of
the case or matter, plea bargaining, or (b) in formal or informal
discovery proccedings; (4) a record may be returned or dis-
seminated to the agency or institution from which # was obtained.
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Release of information to the news media: Information permitted
to be released to the news media and the public pursuant to 28
C.F.R. 50.2 may be made availabl: from systcms of records main-
tained by the Department of Juslice unless it is determined that
release of the specific information in the context of a particular
case would constitute an vnwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of records riaintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behalf when the Member or stalf requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses of records maintained in the system, Including catego-
ries of users and the purposes of such uses: Release of information

“to the National Archives and Records Service: A record from a
system of records may be disclosed as a rouline use to the National
Archives and Rccords Service (NARS) in records management in-
spections conducted under the authority of 44 U.S.C. 2904 and
2506.

Policies and practices for storing, retrieving, sccessing, retaining,
and disposing of records in the system:

Storage: Information maintained in the system is stored on
xeroxed or microfilm reproductions of original documents or on
computer printouts.

Retrievability: Information is retrieved primarily by refcrence to
the name of the appropriate state institution or agency. Within the
files maintained with respect tc such institutions or agencics,
records are often filed by individual names or identification num-
bers.

Safeguards: These records are maintained in accordance with (1)
the terms of any applicable court orders (many of the records in

this system are subject to outstanding court orders protecting their

confidentiality), (2) applicable agr ts or understandings madec
with the state and local agencies ‘which furnished the records, ‘and
(3) Departmental rules and procedures governing the maintenance
of its official files.

Retention and disposal: These records are retained and disposed
of in accordance with applicable court orders and agrecments as
outlined under safeguards, Provisions for the disposal of records
maintained by the Civil Rights Division are under active considcra-
tion.

System manager(s) and address: Civil Rights Division; U.S. De-
partment of Justice; Washington, ID.C. 20530. .

Record source categories: Sources of information in this system
are the stale operated or supported agencies responsible for ad-
ministration of institutions which confine or treat individuals
identified in ‘categories of individuals of this notice.

Systems exempted from certain provisions of the act: The Atlorney
General has exempted this system from subsections (c)(3), and (d)
of the Privacy Act pursuant to 5 U.5.C. 552a(k)(2). Rules have been
promulgated in accordance with the requirements of 5 U.S.C.
553(b), (c) and (e) and have been published in the Federal Register.

JUSTICE/CRT - 006
System name: Files of Federal Programs Section, Civil Rights Divi-
slon.

System location: U.S. Department of Justice; Civil Rights Divi-
sion; Federal Programs Section; Safeway Building; 521 12th Street,
N.W_; Washington, D.C. 20530.

Categories of individuals covered by the system:

A. Individuals listed on the U.S. Department of Agriculture's
EMIS (Extension Management Information System) personnel
records for state extension service employees of the states of Mis-
sissippi, Alabama, North Carolina, Kansas, Illinois, Louisiana, Ar-
kansas, Georgia, Texas and Maryland.

- B. Children in the stale of Alabama, and their familics, including
but not 'limited to: children receiving foster family carc and day
.care under the jurisdiction of the state of Alabama Department of
Pensions and Security, (DPS) 1970-1973; children receiving care in
public and private institutions from 1964 through 1973; children and
families having records maintained by juvenile courts as of July 1,
1973; children and families havirng records as AFDC assistance
and/or as service cases as of July |, 1973, with state and county
- DPS; adults functioning as foster parents in Montgomery County,
Ala. as of January 1973, and foster families caring for children at
any time, in other counties, appearing in above-mentioned AFDC-

-
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service files; and persons receiving AFDC, APTD, AB, or OAA
(categorical assistance) in the state of Alabama as of January 31,
1973,

Categorles ol records In the system:

A. With respecl to the category described in category of in-
dividual (A} of this notice, the records contain persoanel informa-
tion on individual employces.

B. With respect to the category described in category of in-
dividual {B) of this nolice, the records contain identifications, so-
cial, psychological, economic, judicial, and educational histories of
persons.

Authority for maintegance of the system: Collection and main-
tenance of the records in this system is pursuant to 44 U.S.C. 3101
and is necessary to {ulfill the Civil Rights Division’s responsibility
under 28 C.F.R. 0.50 and Executive Order 11764 (Jan. 21, 1974) to
cnforce Federal statutes protecting the civil rights of beacliciarics
o[szcggorr::l assistance programs including 42 U.S.C. 20004, 2000Ce,
an .

Routine uses of records maintained in the system, includiog catego-
ries of users and the purposes of such uses:

A. Information in this system be used by authorized persons
within the Civil Rights Division to make decisions in the course of
investigations and legal proccedings and to assist in preparing
memoranda, legal papers and responses to correspondence from
persons outside the Department.

B. Exccpl as prohibited by order of a court of competent ju-
risdiction, a record maintained in this system may be disseminated
as a rouline use of such record as follows: (1) to the extent the
record relates to a possible or potentinl violation of law, it may bz
disseminated to the appropriate federal, state or local agency
charged with responsibility of enforcing or implementing such law.
(2) a record may be disscminated to an appropriate court, grand
jury or administrative or rcgulatory proceeding in accordance with
applicable law or practice; (3) a record may be disseminated to an
actual or potential party to litigation or his attorney (a) for the pur-
pose of negotiation or discussion en such malters as setlement of
the case or maller, plea bargaining, or (b) in formal or informal
discovery proccedings; (4) a rccord may be returned or dis-
scminated to the agency or institution from which it was obtained.

Release of information to the news media: Information permitted
to be rcleased to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
toined by the Department of Justice unless it is determined that
release of the Specific information in the context of a particular
case would constitule an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S.C
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behalfl when the Member or staff requests
the information on behall of and at the request of the individual
who is the subject of the record.

Routine uses of records malntalned in the system, Including catego-
ries ol users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
spections conducted under the authority of 44 U.S.C. 2904 and
Paolicles and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: Records in this system consist of computer prnintouts of
information stored elecironically, and original papers or reproduc-
tions thercof stored manually.

Retrfevabllity: Records described in categories of individuals and
records of this notice are retrievable by name and identifying
number of an individual,

Saleguards: Informoation in this sysicm is safegvarded and pro-
tected in accordance with applicable Departmental rules and
procedures. In addition, records described in category of individual
(B) and category of record (B) of this notice are subject io the
terms of a proleclive order entered by a United States District
Court in Player v. Alabama Department of Pensions and Security,
No. 3835-N (M.D. Ala.), 1o protect the confidentiality of their con-
tents,

Retention and disposal: There are no provisions for disposal of
the records in the system although such procedures are currently
under aclive consideration.
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System manager(s) and address: Assistanl Attorney General; Civil
Rights Division; Washington, I.C. 20530.

Record source categories: Sources of information described in
C ics of individuals and rccords of this notice were the federal
or state agencics referred to therein.

Systems exempted from certain provisions of the act: The Attorney
General has exempted this system from subsections (¢)(3) and (d)
of the Privacy Act pursuant to § U.S.C. 552a(k). Rules have becn
promulgated in accordance with the requirements of 5 U.S.C.
553(b), (c) and (c) and have been published in the Federal Register.

JUSTICE/CRT - 007 -
System pame: Files on Employment Civil Rights Matters Referred
by the Equal Employment Opportunity Commission

System location: U.S5 Department of Justice; Civil Rights Divi-
sion, I0th and Constitution Avenue, N.W.; Washington, D.C.
20530, and, Todd Building; 550 11th Strect, N.W.: Washington,
D C 20530.

Categories of Individuals covered by the system: Persons sccking
employment or employed by a state or a political subdivision of a
state who have filed charges alleging discrimination in employment
with the Equal Employment Opportunity Commission (hereinafter
EEOC) which have resulted in a deteriination by EEOC that there
is probable causc to believe that such discrimination has occurred,
and attempts by EEOC at conciliation have failed.

Categories of records in the system: The sysliem may contain co-
pics of charges filed with EEOC; copies of EEOC's *determination*
letters, lefters of transmittal from and to EEOC, analyses or
evaluations summarizing the charge and other materials in the
EEOC file, intcrnal memoranda, attorney notes, and copies of
‘right to sue® letters issued by the Civil Rights Division.

Authority for maintenance of the system: The system is main-
tained pursuant to 44 U.5,C. 3101 and in order to accomplish the
Civil Rights Division's responsibility under 28 C.F.R. 0.50 to en-
force Federal statutes affecling civil rights including 42 U.S.C.
2000e-5(f) and 2000c-6.

Routine uses of records malntained in the system, including catego-
ries of users and the purposes of such uses: The system is used by
employces and officials of the Department to make decisions re-
garding prosecution of allegec instances of employment discrimina-
tion, lo issuc ‘right to suec* letters on behalf of individuals; to make
policy and planning determinations; to prepare annual budget
requests and justifications; to prepare statistical reports on the
work product of the Employment and Education Sections and to
carry out other authorized internal functions of the Department. If
the Department has determined to initiate an investigation or
litigate a matter referred by EEQC, the records pertaining to that
matter are not contained in this system. Such records and their rou-
tine uses are described under the notice for the system named:
Central Civil Rights Division Index File and Associated Records.

Release of information to Lhe news media: Information permitted

to be released to the news media and the public pursuant to 28 .

C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that
release of the specific inforimation in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Relcase of information to Members of Congress. Information

tained in syst of records maintained by the Department of
Justice, not otherwise required to be released pursuvant to 5 U.S.C
552, may be madec available to a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the reccrd.

Routine uses of records maiatained in the system, including catego-
ries of users and the purpose; of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
;gcogliuqs conducted under the authority of 44 U.S.C. 2904 and

Policles and practices for storing, retrieving, accessing, retaining, '

and disposing of records in the system:

Storage: Information in the system is stored manually on index
cards and file jackets which are maintained by the Education Sec-
‘uon, Civil Rights Division, if the charge relates to a public educa-
tional agency or institution, or the .Employment Section, Civil
Rights Division, if the charge relates to any other public employer.

PRIVACY ACT ISSUANCES

Retrievability: Information is retricved primarily by using the ap-
propriate Department of Justice file number, or the namo of the
charging party, or the ‘state in which the alleged discrimination oc-
curred. -

Safeguards: Information in the system is unclassificd. It I
safeguarded and protected in accordance with Departmental rules
and procedures.

Retention and disposal: There are no provisions for the disposul
of the records in the system although such procedures ure under
active consideration.

System manager(s) and address: Assistant Attorncy Generalj Clvil
Rights Division; U.S. Dcpartment of Justice; Washington, D.C.
20530.

Notification procedure: Same as the above,

Record access procedyres: A request for access to a record from

_this system shall be made in writing with the envelope and lotter

clearly marked ‘Privacy Access Request,' The request should in-
dicate the state where the alleged employment discriminution took
place and the employer to which the charge was related. Tho
requester will also provide a return address for transmitting tho in-
formation. Access requests will be directed to the System Manager
listed above.

Contesting record procedures: Individuals desiring to contest or
amend information maintained in the system should dircct .their
request to the System Manager listed above, stating clearly and
concisely what information is being contested, the reasons for con-
testing it, and the proposed amendment to the information sought.
Disclosure of part of the materials in this system may be prohibited
by 42 U.S.C. 2000e-8(e) and 44 U.S.C. 3508. Part of this system iu
exempted from access and contest under 5 U.S.C. 552(k)(2).

Record source categories: Sources of information in this system
are charging partics, information compiled and maintaincd by
EEOC, and employees and officials of the Department of Justice
responsible for the disposition of the referral request.

Systems exempted from certain provisions of the act: Tho Attornoy
General has exempted this system from subscction (d) of the Priva-
cy Act pursuant to 5 U.S.C. 552a (k)(2). Rules have been promul-
gated in accordance with the requirements of 5 U.S.C. 553(b), (¢)
and (e) and have Pccn published in the Federal Register.,

JUSTICE/CRT - 008
System name: Files on Correspondence Relating to Civil Rights
Matters from Persons QOutside the Department of Justico,

System location: U.S. Department of Justice; Civil Rights Divi-
sion; 10th and Constitution Avenuec, N.W.; Washington, D.C.
20530; and, Todd Building; 550 - 11th Strcet N.W.; Washington,
D.C. 20530. .

Categorles of individuals covered by the system: Persons commus-
nicating in written form in person or by telephone, including com-
plaints, requests for information or action, or cxprcssions of

‘opinion regarding civil rights matters.

Categorles of records in the system: The system conlains original

" correspondence regarding civil rights matters from persons, cover

letters or notes from persons referring original correspondence to
the Department, attorney or other cmploycc notes regurding the
correspondence, and copies of Civil Rights Division's responsocs to
the original correspondence.

Authority for maintenance of the system: This system of records is
maintained pursuant to 44 U.S.C. 3101 and in the ordinary courso
of fulfilling the responsibilitics gned to the Civil Rights Division
under the provisions of 28 C.F.R. 0.50. '

Routine uses of records maintained in the systém, including catego-
ries of users and the purposes of such uses:

A. The system is used by employeces and officials of the Depart.
ment to respond to incoming correspondence, to compile statistics
for use in preparing budget requests, to insure proper disposition of
incoming mail, to determinc the status and content of responses to
correspondence, 10 respond to inquirics from Division personnol,
Office of Legislative Affairs and Congressional offices regurding
the' status of correspondence, and to carry out other authorized
functions of the Department.

B. Information in the system rcgarding individual picces of core
respondence may be provided to members of Congress upon
request ip instances where the member making the request referred
the correspondence in question to the Department.

Release of information to the news media: Information permitted
to be released to the news media and the public pursuant to 28
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C.FR. 502 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that
rclease of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Release of information 1o Members of Congress. Information
conlained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S.C
552, may be made available to a Member of Congress or stalf act-

" ing upon the Member's behalf when the Member or staff requests
the m[ﬁrtnauon on behalf of and at the request of the individual.
who is the subject of the record. .

Routine uses ol records maiftained in the system, Including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
;;;(e}gﬁcns conducted under the authority of 44 U.5.C. 2904 and

Policies and practices for storing, retrieving, sccessing, retalning,
and disposiog of records in the system:

Storage: Records in the system zre primarily index cards and
original letters or copics thereof. They are stored manually.

Retrievability: Information may be retrieved through use of a
card index file system which is subdivided into indexes (1) arranged
according to the name of citizens that corresponded with the De-
partment and (2) arranged according to the name of members of
Congress or White House staff members who have referred cor-
respondence to the Department.

Safeguards: Information in the system is unclassified. It is
safeguarded and protected in accorclance w:lh Departmental rules
and procedures.

Retention and disposal: There are no provisions for disposal of
the records in this system although such procedures are currently
under active consideration.

System manager(s) and address: Assistant Attorney General; Civil
;l{;sﬂh;s Division; U.S. Department of Justice; Washington, D.C.

Notification procedure: Same as the above.

Record access procedures: A request for access to a record from
this system shall be made in writing, with the envclope and the
letter clearly marked ‘Privacy Access Request.' The request should
include the name of the correspondent, his address or the name of
the member of Congress or While House staff member who
referred the comrespondence to the Department, if known, the De-
partment of Justice file number, if koown, and the date of the cor-
respondence. The requester will also provide a return address for
transmitting the information. Access requests will be directed to the
Syslcm Manager listed above.

Contesting record procedures: Individuals desiring to contest or
amend information maintained in the system should direct their
request to the System Manager listed above, stating clearly and
conc:sely what information is being contested, "the reasons for con-
testing it, and the proposed amendment to the 'information sought.

Record source categories: Sources of information contained in this
system are the original comrespondents, persons referring original
correspondence to the Department, and employecs and officials of
:ihe Department responsible for the disposition of the correspon-

ence.

Systems exempted from certain provisions of the act: None.

JUSTICE/CRT - 009
System name: Civil Rights Division Employces Travel chomng

System location: U.S. Department of Justice, Todd Building, 550
11th Street, N.W., Washington, D.C. 20530.

. Categories of individuals covered by the system: Employces of thc
Civil Rights Division who have traveled on official assignments for
the Civil Rights Division.

Categories of records in the system: The system contains informa-
tion, concerning travel expenditures, which was recorded by Divi-
sion employees on travel authorization forms (Form JD-10) and
travel voucher forms (Form OBD-157) and submitted to the Fiscal
Unit of the Civil Rights Division, from Fiscal Year 1972 to the
present,

Authority for maintenance of the system: This system is main-
tained in the ordinary course of mecting the responsibilities as-
signed the Civil Rights Division under 28 C.F.R. 0.50, 0.51.

33331

Routine uses of records maintained In the system, including ::te-go—
ries of users and the purposes of such uses: The records in this
system arc used 1o moke monthly reports to the Executive Office,
Civil Rights Division, and to the Fiscal Unit, Civil Rights Division,
for use in controlling and reviewing Division expenditurcs. Copies
of individual's reports may be disclesed 1o the individual when ap-
propriate forms are not submitted following a return from travel
status.

Release of information to the news media: Information permitted
to be relcased to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy

Release of information to Mcmbers of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be relecased pursuant to 5 U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behall when the Member or staff requests
the information on behall of and at the request of the individual
who is the subject of the record.

Routiae uses of records malatained In the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
i};&éﬁons conducted under the authority of 44 U.S.C. 2904 and

Policies and practices for storing, retrieving, accessing, retaining,
and disposiog of records In the system:

Storage: Records in the system are stored on magnetic tape and
on computer punch cards, and on monthly reports printed on com-
puter. Individual vouchers and travel authorization forms are stored
in file jackets,

Retrievability: Records in this system are retrievable by the
names of present and former Division employees who have filed
travel authorization forms or travel voucher forms.

Safeguards: Information in the system is unclassified. It is
safcguarded and protected in accordance with Departmental rules
and procedures.

Retention and disposal: There are no provisions for disposal of
the records in the system.

System mansger(s) and address: Exccutive Officer, Civil Rights
Division, United States Department of Justice, Washington, D.C.
20530.

Notification procedure: Same as the above.

Record access procedures: Requests by former employees for ac-
cess (o records in this system may be made in writing with the en-
velope and letter clearly marked ‘Privacy Act Request'. The
request should clearly state the dates on which official travel was
taken. The requestor should also provide a retum address for trans-
mitting the information. Access requests will be directed to the
System Manoger. Preseat employces may request access by con-
tacting the System Manager directly.

Contesting record procedures: Individuals desiring to contest or
amend information maintained in the system should direct their
request to the System Manager listed above, stating clearly and
concisely what information is being contested, the reason for con-
testing it, and the proposed amendment to the information sought.

Record source categorfes: Sources of information arc the Civil
Rights Division employees filing travel authorization and travel
voucher forms.

Systems exempled from certaln provisions of the act: None.

JUSTICE/CRT - 010
System name: Freedom of Information/Privacy Act Records.

System locatlon: U.S. Department of Justice, Civil Rights Divi-
sion, 10th & Constitution Avenue, N.W., Washington, D.C. 20530.

Categories of Individuals covered by the system: Persons who
request disclosure of records pursuant to the Freedom of Informa-
tion Act; persons who request access to or correction of records
pertaining to themselves contained in Civil Rights Division systems
of records pursuant to the Privacy Act; and, where applicable, per-
sons about whom records have been requested or about whom in-
formation is contained in requested records.
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Categories of records in the systein: The system contains copies of
all correspondence and internal memoranda relating to Frecdom of
Information and Privacy Act requests, and related records necessa-
Liy ll'.g?;he processing of such rcquests reccived on or after January

Authority for maintenance of the system: This system |is
established and maintained pursuant to 44 U.S.C. 3101 and is main-
tained to implement the provisions of 5 U.S.C.-552 and 552a and
the provisions of 28 C.F.R. 16.] et seq. and 28 C.F.R. 16.40 et seq.

Routine uses of records maintained in the system, including catego-
rles of users and the purposes of such uses: A record maintained in
this system may be disseminated as a routine usc of such record as
follows: (1) a record may be disseminated to”a Federal agency
which furnished the record for the purpose of permitting a decision
as 1o access or correction to be made by that agency, or for the
purpose of consulting with that agency as to the propriety of access
or correction; (2) a record may be disseminated to any appropriate
Federal, State, local, or foreign agency for the purpose of venifying
the accuracy of information submitled by an individual who has
requested amendment or correction of records, contained in systems
of records maintained by the Criminal Division,

Release of information to the news media: Information permitted
to be released to the news media and the public pursyant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Depariment of Justice unless it is determined that
relcase of the specific information in the context of a particular
case would constitute an unwaitanted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to § U.S.C.
552, may be made available to a Member of Congress or staff -act-
ing upon the Member's behalf when the Member or staff requests’
the information on behalf of and at the request of the individual
who is the subject of the record. -

Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
spections conducted under the authority of 44 U.S.C. 2904 and
2906. :

Policies and" practices for storing, retrieving, accessing, retaining,
and disposing of records in the system: .

Storage: A record contained in this system is stored manually in
alphabetical order in file cabinets. .

Retrievability: A record is retrieved by the name of the individual
or person making a request for access or correction of records.

Safeguards: Access to physical records is limited to personnel of
the Freedom of InformationfFrivacy Act Unit of the Civil Rights
Division and known Department of Justice personnel who have a
necd for the record in the performance of their duties. The records
are safeguarded and protected in accordance with applicable De-
partmental rules. .

Retention and disposal: Currently there are no provisions for
disposal of records contained im this system.

System manager(s) and address: Assistant Attorney General, Civil
Rights Division, U.S. Department of Justice, 10th and Constitution
Avenue, N.W., Washington, D.C. 20530. - )

Notilication procedure: Parts of this system are exempted from
this requirement under 5 U.S.C. 552a(j)(2) or (k)(2). Address inqui-
rics to the System Manager lisied abaove, . )

Record access procedures: Parts of this system arc exempted from
this requircment under 5 U.S.C. 552a(j)(2), or (k)(2)." To the extent
that this system of records is rot subject to exemption, it is subject
to access and contest. A determination as to exemption shall be
made at the time a request for access is received. A request for ac-
cess to a record contained in this system shall be made in writing,
with the envelopc and letter clearly marked ‘Privacy Access
Request'.. Include in the request the name of the individual in-
valved, his birth date and place, or any other information which is
known and may be of assistance in locating the record. The
requester shall also provide a return address for transmitting the in-
formation. Access requests “should: be directed to the System
Manager listed above.

Contesting record procedures: Individuals desiring to contest or
amend non-exempt information maintained in the system should
direct their request to the System Manager listed above, stating

" PRIVACY ACT ISSUANCES

clearly and concisely what information is being contested, the
rcasons for contesting it, and the proposed amendment to tho infor-
mation sought.

Record source categories: Sources of information.contained in this
system arc the individuals and persons making requests, the
systems of records searched in the process of responding lo
requests, and other agencies referring requests for access o or Cor-
rection of records originating in the Civil Rights Division.

Systems exempted (rom certain provisions of the actt Records
secured from other systems of records have been excmpted from
the provisions of the Privacy Act to the same cxtent us the syslems
of records from which they were obtained. The Attorncy General
has also excmpted certain categorics of records in this system from
subsection (¢) (3), (d) of the Privacy Act pursuant to § U.8.C. 552u
(k) (2). Rules have been promulgated in accordance with the
requirements of § U.S.C. 553(b)(c), and (¢) and have been published
in the Federal Register.

- JUSTICE/CRM - 001
System pame: Central Criminal Division Index Filo and Associated
Records,

System location: U.S. Department of Justice; Criminal Division,
10th and Constitution Avenue N.W.; Washington, D.C. 20530, und,
Federal Records Center; Suitland, Maryland 20409,

Categories of individuals covered by the system: Persons referred
to in potential or actual cases and matlers of concern to the
Crimindl Division and correspondents on subjects dirocted or
referred to the Criminal Division.

Categories of records in the system: The system consists of
alphabetical indices bearing individual names, and the associated
records to which they relate, arranged either by subject matler or
individual iq;:nti.t'ying number containing the gencral and particulur
records of all Criminal Division correspondence, cuses, mallers,
and memoranda, including but not limited to, investigativo rcports,
correspondence to and from the Division, legal papers, evidence,
and exhibits. The system also includes items eclassilicd in the in-
terest of national security with such designations as confidential,
secret, and top secret received and maintained by the Departmont
“of Justice. This system may also include records concerning subject
matters more particularly described in other systems of records of
the Criminal Division. .

Authority for maintenance of the system: This system g
established and maintained pursuant to 44 U.S.C. 3101, and is jn-
tended to assist in implementing and enforcing the criminal laws of
the United States, particularly those codificd in title 18, Unilcd
States Code. The system is also maintained to implement the provi-
sions codified in 28 C.F.R. 0.55 and 0.61.

Routine uses of records maintained in the system, Including catego.
ries of users and the purposes of such uses: A record maintained in
this system of records may be disscminated as a routine usc of
such record as follows: (1) in any case in which there is an indigns
tion of a violation or potential violation of law, whether clvil,
criminal, or regulatory in nature, the record jn guestion may bo dis-
seminated to the appropriate federal, state, local, or forcign ngency
charged with the responsibility for investigating or prosccuting such
violation or charged with enforcing or implementing such law; (2) in
the course of investigating the potenfial or actual violation of uny
law, whether civil, criminal, or regulatory in nature, or during the
course of a trial or hearing or the preparation for a trial or heuaring
for such violation, a record may be disseminated to a federal, statg,
local, or foreign agency, or to an individual or organization, if there
is reason to belicve that such agency, individual, or orgunizaion
possesses information relating to the investigation, trial, or hearng
and the disseminatian is reasonably necessary to clicit such infor-
mation or to obtain the cooperation of a witness or an informant,
(3) a record relating to a casc or matter may be disseminated in an
appropriate federal, state, local, or foreign court or grand jury
proceeding in accordance-with established constitutional, substan-
tive, or procedural law or practice; (4) a record relating to a case or
matter may be disscminated to a federal, state, or local administru-
tive or regulatory procceding or hearing in accordance with the
procedures governing such proceeding or hearing; (5) a record relat.
ing to a case or matter may be disseminated 1o an actual or polen-
tial party or his attorney for the purposc of negotiation or discus-
sion on such malters as sctilement of the case or matter, plen bar-
gaining, or informal discovery procecdings; (6) a record relating to
-a casc or matter that has been referred by an agency for investign.
tion, pro tion, or enfor t, or that involves a case or matler

Ll

- ’ FEDERAL REGISTER, VOL. 42, NO. 190—FRIDAY, SEPTEMBER 30, 1977



DEPARTMENT OF JUSTICE 53333

within the jurisdiction of an agency, may be disscminated 1o such
agency to notify the agency of the status of the case or matller or
of any decision or determination that has been made, or 10 make
such other inquiries and reports as are nccessary during the
processing of the case or matter; (7) a record relating to a person
held in custody pending or during arraignment, trial, e, or

System manager(s) and address: Assistant Attorney General,
Criminal Division; U.S. Department of Justice; 10th and Coastitu-
tion Avenue, N.W.; Washington, D.C. 20530.

Notlfication procedure: The major part of this system is excmpted
{rum_ this requirement under 5 U.S.C. §52a (j)(2), (k)(I). or (KN2)

extradition proceedings, or after conviction or after extradition
proceedings, may be disseminated to a federal, state, local, or
foreign prison, probation, parole, or pardon authority, or to any
other agency or individual concerned with the mamntenance, rans-
portation, or release of such a person; (8} 4 record relating to a
case or matter may be disseminated to a foreign country pursuant
to an international treaty or convention entercd into and ratified by
the United States or to an execulive agrecment, (9) a record may
be disseminated to a federal, state, local, foreign, or international
law enforcement agency to assist in the general crime prevention

- and detection efforts of the recipient agency or to provide in-

vestigative leads to such agency; (10) a recqrd may be disseminated
to a.federal agency, in response 1o its request, in connection with
the hiring or retention of an employee, the issuance of a security
clearunce, the reporting of an investigation of an employee, the
letting of a contract, or the issuance of a license, grant, or other
benefit by the requesting agency, lo the extent that the information
relates to the rcquesting agency's decision on the matter, (11) a
record may be disseminated to the public, news media, trade us-
sociations, or. organized groups, when the purpose of the dis-
semination is educational or informational, such as descriptions of
crime trends or distinctive or unigue modus operandi, provided that
the record does not contain any information identifiable to a
specific individual other than such modus operandi; (12) a record
‘may be disseminated to a foreign country, through the United
States Department of State or directly to the representative of such
country, to the extent necessary to assist such country in appre-
hending and/or returning a fugitive: to a jurisdiction which secks his
return; (13) a record that contains classificd national security infor-
mation and material may be disseminated to persons who are en-
gaged in historical research projects, or who have previously occu-
pied policy making provisions to which they were appointed by the
President, in accordance with the provisions codified in 28 C.F.R.
17.60; (14) a record relating to an actual or potential civil or
criminal violation of title 17, United States Code, may be dis-
seminated to a person injured by such violation to assist him in the
institution or maintenance of a suil brought under such title,

Release of information to the news media: Information permitted
to be released to the. news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a particular
case would constitule an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of records maintained by the Dcpartment of
Justice, not otherwise required to be released pursuant to 5§ U.S.C.
552, may be made available to a Member of Congress or stafl act-
ing upon the Member's behalfl when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record. ¢

Routine uses ol records maintained in the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Scrvice: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in rccords management in-
;géﬁons conducted under the authority of 44 U.S.C. 2904 and

. Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: A record contained in this system is stored manually on
index cards and in file jackets.

Retrievability: A record is retrieved from indcx cards by the
name of the individual and from the file jackets by a number as-
signed and appearing on the index cards.

Saleguards: The records are safcguarded and protected in ac-

- cordance with applicable Departmental rules.

Retention and disposal: Currently there is an agreement with the
Federal Records Center for retention and disposal after ten years
applicable to approximately 20 percent of the Division records;
there are no provisions for disposal of the other records in the
system although such procedures are currently under aclive con-
sideration.

quiry conccrning this system should be directed to the system
manager listed above

Record access procedures: The major part of this systcm 15 ex-
cmpted from this requircment under S U S.C. 552a (j)(2), (k}1), or
(k)(2). To the extent that this system of records is not subject to
exemption, it is subject to access and contest. A determination as
to exemption shall be made at the time a recquest for access is
received. A request for access 1o a record contained in this system
shall be made in writing, with the envelope and the letter clearly
marked ‘Privacy Access Request' Include in the request the name
of the individual invelved, his birth date and place, or any other
identifying number or information which may be of assistance in
locating the record, the name of the case or matter involved, if
known, and the name of the judicial district involved, if known
The requestor will also provide a return address for transmitling the
information. Access rcquests will be directed to the system
manager listed above.

Contestlng record procedures: Individuals desiring to contest or
amend information maintained in the system should direct their
request to the system manager listed above, stating clearly and con-
cisely what information is being contested, the reasons for contest-
ing it, and the proposed amendment to the information sought.

Record source categories: Department officers und employees,
and other fedeml, state, local, and foreign law cnforcement and
non-law enforcement agencics, private persons, witnesses, and in-
formants.

Systems exempted from certaln provisions of the act: The Attorney
General has exempled this system from subscctions (c)(3) and (4),
(d), (e)(1), (2) and (c){4}(G), (H) and (1), te)(5) and (8), () and (g) of
the Privacy Act pursuant to 5 U S.C. 5522 (j%2). Rules have been
promulgated in accordance with the requirements of 5 USC
553(b), (c) and (c) and have been published in the Federal Register

JUSTICE/CRM - 002~
System name: Criminal Division Witness Security File.

System location: U.S. Department of Justice; Criminal Division,
10th Strect and Constitution Avenue, N.W.; Washington, D.C
20530. In addition, some of the records contained in this system
may be located at onc or more of the Organized Crime and
Racketeering Sections Field Offices listed in the appendix to the
Criminal Division Systems of Records.

Categorles of Individuals covered by the system: Persons who are
potential or actual wilnesses andfor informants, relatives, and as-
sociates of those individuals.

Caotegories of records In the system: The system consists of the
Witness Sccurity Program files on all persons who are considered
for admission or who have been admitted into the program. The
files contain information concerning the individuals, the source and
degree of danger to which they are exposed, the cases in which
they are expected to testify, relocation information and documenta-
tion, job assistance, sponsoring office, requirements for reimburse-
ment and administration of the program, and protection techniques.
Records conceming subject matters described in this system may
also be contained in JUSTICE/CRM - 001.

Authority for molatenance of the system: This system is
:l;;horizcd pursuant to scctions 501 through 504 of Public Law 91-

Roultlne uses of records malntalned In the system, including catego-
ries of users and the purposes of such uses: A record maintained in
this system of rccords may b disseminated as a routine use of
such record as follows. 1. disscmination of a record may be made
to a federal, state, local, or foreign agency to acquire information
concerning the individual, or those associated with him, relating to
the protection of the subject or to a criminal investigation; 2. in any
case in which there is an indication of a violation or patential viola-
tion of law, whether civil, criminal, or regulatory in mature, the
record in question may be disseminated ta the appropriate federal,
state, local, or forcign agency charged with the responsibility of in-
vesligaling or prosccuting such violation or charged with enforcing
or implementing such law; 3, in the coursc of investigating the
potential or actual violation of any law, whether civil, criminal, or
regulatory in nature, or during the course of-a trial or hearing or
the preparation for a trial or hearing for such violation, a record
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may be disseminated to a federl, state, local, or foreign agency, or
to an individual or organization if there is reason to believe that
such agency, individual, or organization. possesses information
relating to the investigation, trial, or hearing and the dissemination
is rcasonably necessary to elicit such information or to obtain the
cooperation of a witness or an informant; 4. a record relating to a
case or matter may be disseminated in an appropriate federal, state,
local, or forecign court or grand jury proceeding in accordance with
established constitutional, substantive, or procedural law or prac-
tice; 5. a record relating to a case or matter may be disseminated to
a federal, state, or local administrative or regulatory proceeding or
hearing in accordance with the procedures governing such proceed-
ing or hearing; 6. a record relating 1o a casc or matter may be dis-
seminated to an actual or potzntial party or his attorney for the
purpose of negotiation or discussion on such matters as settlement
of the case or matter, plea bargaining, or informal discovery
proceedings; 7. a record relating to an individual in a matter that
has been referred for either consideration or investigation by an
agency may be disseminated to the referring agency to notify such
agency of the status of the case or matter or of any decision or
dctcmipau'on that has been made; 8. a record relating to an in-
dividual held in custody pending arraignment, trial, or sentence, or
extradition proceedings, or after conviction or after extradition
proccedings, may be disseminated 1o a Tederal, 'state, local, or
forcign prison, probation, parole, or pardon authority, or to any
other agency or individual concerned with the maintenance, trans-
portation, or release of such a person; 9. a record may be dis-
seminated to a foreign country pursuant to an international treaty
or convention entered into and ratified by the United States or to
an exccutive agreement; 10, a record may be disseminated 1o a
federal, state, local, or forcign law enforcement agency to assist in
the general crime prevention and detection cfforts of the recipient
agency or to provide investigative leads to such agency; 11. a
record may be disseminated to a federal agency, in response to its
request, in connection_with the hiring or retention of an employee,
the issuance of a security clearance, the reporting of an investiga-

tion of an employee, the lettinrg of a contract or the issuance of a_

license, grant, or other benefit by the requesting agency, to the ex-
tent that the information relates to the requesting agency’s decision
on the matter; 12. a record may be disseminated to a non-govern-
mental entity or individual in the acquisition of employment or
other services in behalf of the witnesses.

Releasce of information to the news media: Information permitted
to be released 1o the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the_ Department of Justice unless it is determined that
release of the specific information in the context of a particular
casc would conslitlute an unwairanted invasion of personal privacy.

Release of information to Members of Congress. Information
conlained in syslems of records mainlained by the Department of
Justice, not otherwise required to be released pursuant to 5§ U.S.C.
552, may be made available to a Member of Congress or staff act-
ing-upon thc Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record. . N

Routine uses ol records mainiained in the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
spections conducted under the authority of 44 U.S.C. 2904 and
2606. .

Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system: e

Storoge: A record contained in this system is kept on index cards
and in files stored in safe type filing cabinets. -

Retrievability: A record is relrieved by name of the individual.

Safeguards: The records are maintained in safes with additional
physical safeguards as wecll as limited access by Departmental per-
sonnel.

Retention and disposal: Currenty there are no provisions for the
disposal of the records in the system.

System manager(s) and address: Assistant Attorney General;
Criminal Division; U.S. Department of Justice; 10th Street and
Constitution Avenue, N.W.; Washington, D.C. 20530. .

Notification procedure: Inquiry concerning the system should be
addressed to the System Manager listed above. ’

PRIVACY ACT ISSUANCES

Record access procedures: The major part of this system s ox-
empted from this requirement under 5 U.S.C. 552a (j(2), (K)(1), or
(k)(2). To the extent that this system of rccords is not subject to
exemption, it is subject to access and contest. A delermination s
to exemption shall be made at the time a request for uccess i
received. A request for access to a record containcd in this systcm
shall be made in writing, with the envelope and the letter cleurly
marked ‘Privacy Access Request'. Include in the request the numo
of the individual involved, his birth date and place, or any other
identifying number or information which may be of assistance in
locating the record, the name of the casc or matier involved, if
known, and the name of the judicial district involved, if knowu,
The requestor will also provide a return address for trunsmitting the
information. Access requests will be directed to the syslemn
manager listed above.

Contesting record procedures: Individuals desiring to contest or
amend information maintained in the system should direct their
request to the system manager listed above, stating clearly and con-
‘cisely what information is being contested, the reasons for conlest-
ing it, and the proposed amendment to the information sought.

Record source categories: 1. Federal, state, local, or forcign
government agencies concerned with the administration of e¢riminal
justice; 2. Members of thc public; 3. Government ngency cmi-
ployccs; 4. Published material; 5. Persons considercd for admission
or admitted to the program. .

Systems exempted from certain provisions of the act: Tho Attorney
General has exempted this system from subscctions (c)(3) and (4),
(d), (e)(1), (2) and (3), (e)(4)(G), (H) and (1), (c)(5) and (8), (f), und
(g) of the Privacy Act pursuant to 5 U.5.C. 552a (j)(2). Rules have
been promulgated in accordance with the requirements of 5 U.S.C.
553(b), (c) and (¢) and have been published in the Federal Register.

JUSTICE/CRM - 003
System name: File of Names Checked to Determine If Those In-
dividuals Have Been the Subject of An Electronic Surveils
lance. -
System location: U.S. Department of Justice; Criminal Division;
10th and Constitution Avenue, N.W.; Washington, D.C. 20530,

Categories of individuals covered by thé system: Grand jury wil-
nesscs, defendants and potential defendants in criminal cascs and
their attorneys.

Categories of records In the system: The system conluing the
names of those persons submitted by federal prosecutors to inquire
whether such persons have been the subject of clectronic surveils
lances. The file consists of the names, the inquirics made to federal
investigatory agencies, the replics received from such agencies, and
the reply submitted to the prosecutor. Records concerning subject
matters described in this system may also be contuined in
JUSTICE/CRM - 001.

Authority for maiptenance of the system: This system s
established and maintained pursuant to 44 U.5.C. 3101, The system
is also maintained to implement the provisions of 18 U.S.C, 3504,

Routine uses of records maintained in the system, Including catego-
ries of users and the purposes of such uses: A record maintained in
this system of records may be disscminated as a routine use of
such record as follows: 1. in an appropriate federul court proceed-
ing in accordance with established constitutional, substuntive, or
procedural law or practice; 2. to an actual or potential parly or his

- attorney in the case or matter in which the request was made.

Release of information to the news media: Information permitted
to be relcased to the news media and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Decpartment of Justice unless it is determined that
relecase of the specific information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of rccords maintained by the Depurtment of
Justice, not otherwise required to be released pursuant 1o 5 U.8.C.
552, may be made available to a Member of Congress or staff acts
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses of records maintained In the system, including catego-
ries of users and the purposes ol such uses: Release of information
to thc National Archives and Records Service: A record from a

— system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in rccords management in-
spections conducted under the autherity of 44 U.S.C. 2904 und
2906. .
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Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: A record contained in this system is stored manually in
file jackets.

Retrievability: A record is retrieved by the name of the individual
checked. -

Saleguards: The records are salcguarded and protected in ace
cordance with applicable Departmental rules.

Retention and disposal: Currently there are no provisions for
disposal of the records in this system.

System manager(s) and address: Assistant Altorncy General;
Criminal Division; U.S. Department of Justice; 10th and Constitu-
tion Avenue, N.W.; Washington, D C. 20530.

Notification procedure: A part of this system is excmpted from
this requirement under 5 U.S.C. 552a (j)(2). Inquiry concerning this
system should be directed to the System Manager listed above.

Record access procedures: A part of this sysiem is exempted from
this requirement under 5 U.5.C. 552a (j}(2). To thc extent that this
system of records is not subject to exemption, it is subject to ac-
cess and contest. A determination as to exemption shall be made at
the time a request for access is reccived. A request for access to a
record from this system shall be made in writing, with the envelope
and the letter clearly marked ‘Privacy Access Request'. Include in
the request the name of the individual involved, his birth date and
place, or any other identifying number or information which may
be of assistance in locating the record, the name of the case or
matter, if known, and the name of the judicial district involved, if
known. The requestor will also provide a return address for trans-
mitting the information. Access requests will be directed to the
System Manager listed above.

Contesting record procedures: Individuals desiring to contest or

amend information maintained in the system should direct their .

request to the System Manager listed above, stating clecarly and
concisely what information is being cc d, the r s for con-
testing it, and the proposed amendment to the information sought.

Record source categories: Sources of information contained in this
system are an actual or potential party or his attomey in the case
or matter in question, federal prosecutors, and the federal in-
vestigative agencics.

Systems exempted from certain provisions of the act: The Attorney
General has exempted this system from subscctions (c)(4), (d),
(eX4)(G), (H) and (1), () and (g) of the Privacy Act pursuant to §
U.S.C. 552a (j)(2). Rules have been promulgated in accordance with
the requirements of 5 U.S.C. 553(b), (c) and (e) and have been
published in the Federal Register.

JUSTICE/CRM - 004
System name: General Crimes Section, Criminal Division, Central
Index File and Associated Records.

System location: U.S. Department of Justice; Criminal Division;
10th Street and Constitution Avenue, N.W.; Washington, D.C.
20530.

Categories of individuals coverecl by the system: Persons referred
to in potential or actual casés and matters of concern to the
General Crimes Section, Criminal Division, and correspondents on
subjects directed or referred to the Criminal Division.

Categories of records in the system: The system consists of an
alphabetical index by individual rame or subject matter of all in-
coming correspondence, cases, and matters assigned, referred, or
of interest to the General Crimes Section, Criminal Division. A
large percentage of these records are duplicated in the central
Criminal Division records; some, however, are not sent through
central records and come to the General Crimes Section directly.

Authority for maintenance of the system: This system is
established and maintained pursuant to 44 U.S.C. 3101, and is in-
tended to assist in implementing and enforcing the criminal laws of
the United States, particularly those codified in title 18, United
States Code. The system is also maintained to implement the provi-
sions codified in 28 C.F.R. 0.55.

Routine uses of records maintained in the system, includiog catego-
ries of users and the purposes of such uses: A record maintained in
this system of records may be cisseminated as a routine use of
such record as follows: (1) in any case in which there is an indica-
tion of a violation or potential violation of law, whether civil,
criminal, or regulatory in nature, the record in question may be dis-
seminated to the appropriate federal, state, local, or foreign agency
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charged with the responsibility [or investigating or prosecuting such
violation o charged with enforcing or implementing such law; (2) in
the course of investigating the potential or actual violation of any
law, whether civil, criminal, or regulatory in nature, or during the
course of a trial or hearing or the preparation for a trial or hearing
for such violation, a record may be disseminated to a federal, state,
local, or foreign agency, or o an individual or organization, if there
is rcason lo belicve that such agency, individual, or organization
possesses m[orrnauon :chung o lhc investigation, trial, or hearing
and the dissemination is rea y to elicit such infor-
mation or to obtain the cooperation of a witness or an informant;
(3) a record relating to a case or matter may be disseminated in an
appropriate federal, state, local, or foreign court or grand jury
proceeding in nccnrdnnc: with established constitutional, substan-
tive, or procedural law or practice; (4) a record relating to a case or
matter may be disscminaled to a federal, state, or local administra-
tive or regulatory proceeding or hearing in accordance with the
procedures governing such proceeding or hearing; (5) a record relat-
ing 10 a casc or matler may be disseminated to an actual or poten-
tial party or his attommey for the purpose of negotiation or discus-
sion on such matters as settlement of the case or matter, plea bar-
gaining, or informal discovery proccedings; (6) a record rf.-hl.ing_ to
a case or malter that has been referred by an agency for investiga-
tion, prosccution, or enforcement, or that involves a case or matter
within the jurisdiction of an agency, may be disscminated to such
agency to nolify the agency of the status of the case or matter or
of any decision or determination that has been made, or to make
such other inquiries ond reports as are necessary during the
processing of the case or matter; (7) a record relating to a person
held in custody pending or during armaignment, trial, sentence, or
extradition proceedings, or afler conviction or after extradition
proceedings, may bc disseminated to a federal, state, local, or
forcign prison, probation, parole, or pardon authority, or to any
other agency or individual concerned with the maintenance, trans-
portation, or release of such a person; (8) a record relating to a
case or matler may be disscminated to a foreign country pursuant
to an international treaty or convention entered into and ratified by
the United States or to an cxeculive agrecment; (9) a record may
be disscminated to a federal, state, local, foreign, or international
law enforcement agency to assist in the general crime prevention
and detection efforts of the recipient agency or to prmﬂdc in-
vestigative leads to such agency: (10) a record may be disseminated
to a federal agency, in response 1o its request, in conneclion with
the hiring or rctention of an employec, the issuance of a security
clearance, the reporting of an investigation of an employee, the
Ictting of a contract, or the issuance of a license, grant, or other
benefit by the requesting agency, to the extent that the information

‘relates to the requesting agency's decision on the matter; (11) a

record may be disseminated to the public, news media, trade as-
sociations, or organized groups, when the purpose of the dis-
semination is educational or informational, such as descriptions of
crime trends or distinctive or unique modus operandi, provided that
the record does not contain any information identifiable to a
specific individual other than such modus operandi; (12) a record
may be disseminated to a foreign country, through the United
States Department of State or directly to the representative of such
country, to the extent nccessary to assist such country in appre-
hending and/or returning a fugitive to a jurisdiction which seeks his
return.

Release of information to the news media: Information permitted
to be released to the news media and the public pursuvant to 28
C.F.R. 50.2 may be madec available from systems of records main-
tained by the Department ol Justice unless it is determined that
release of the specilic information in the context of a particular
case would constitute an unwarranted invasion of personal privacy.

Release of information to Members of Congress. Information
contained in systems of records maintained by the Dcpartment of
Justice, not otherwise required to be released pursuant to 5 U.S.C.
552, may be made available to a Member of Congress or staff act-
ing upon the Member's behalf when the Member or staff requests
the information on behall of and at the request of the individual
who is the subject of the record.

Routlne uses of records malntained in the system, Including catego-
ries of users and the purposes of such uses: Relcase of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
;Egglwns conducted under the authority of 44 U.S.C. 2904 and
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Policies and practices for storing, retrieving, accessing, retaining,
and disposing of records in the system:

Storage: A record contained in this system is stored manually on
index cards. )

Retrievability: A record is retrieved from index cards by the
name of the individual or matter which will then indicale the Sec-
tion Unit or attorney asslgncd to work on the correspondence,

~ case, or matler.

Safeguards: Records are safeguarded and protected in accordancc
with applicable Departmental rules.

Retention and disposal: Currently there are no provisions fur
disposal of the records contained in this system.

Syslem manager(s) and address: Assistant Afltorney General;
Criminal Division; U.S. Depariment of Justice; 10th Street and
Constitution Avenue, N.W.; Washington, D.C. 20530.

Notification procedure: The major part of this system is excmpted
from this requircment under 5 U.S.C. 552a (j)(2), (k)(1), or (k)(2).
Inquirics concerning this' system should be dirccted to the Sysfem
Manager listed above.

Record access procedures: The major part of this system is ex-
empled from this requirement under 5 U.S.C. 552a (j(2), (k)(1), or
(k)(2). To the extent that this .yslcm of records is not subject to
exemption, it is subject to access and contest. A determination as
to the applicability of an .exemption as to a specific record shall be
made at the time a request for access is received, A request for ac-
cess 10 a record c ined in this system shall be made in writing,
with the envelope and the lctter clearly marked ‘Privacy Access
Request'. Include in the request the name of the individual in-
volved, his birth date and place, or any other identifying number or
information which may be of assistance in locating the record, the
name of the case or matter involved,.if known, and the name of the
judicial district involved, if known. The requestor will also provide
a return address for transmilting information. Access requests will
be directed to the System Manager listed above.

Contesting record procedures: Individuals desiring to contest or
amend information maintainced in the system should dirett their
request to the System Manager listed above, stating clearly and
concisely what information is being contested, the reasons for con-
testing it, and the proposed amendment to the information sought.

Record source categories: Department offices and employees and
other federal, state, local, and foreign law enforcement and non-
law enforcement agencics, private persons, witnesses, and infor-
mants.

Systems exempted from certain provisions of the act: The Attorney
General has exempted this sysiem from subsections (c)(3) and (4),
(d), (e)(1), (2) and (3), and (e)()(G), (H) and (1), (€)(5) and (8), (D),
and (g) of the Privacy Act pursuant to 5 U.S.C. 552a (j}(2). Rules
have been promulgated in accordance with the requirements of §
U.S.C. 553(b), (c) and (c) and have been pubhshcd in the Federal
Register.

JUSTICE/CRM - 005
System pame: Index o Names of Attorneys Employed by the
Criminal Division, U.S. Department of Justice, Indicating the
Subject of the Memoranda on Criminal Matters They Have
Written.

System location: U.S. Depariment of Justice; Criminal Division;
10th and Constitution Avenue, N.W.; Washington, D.C. 20530.

Categories of individuals covered by the system: Past and present
attorncys employed by the Criminal Division, U.S. Department of
Justice. _

Categories of records in the system: This system of records con-
sists of the names of past and present Criminal Division attorneys
and lists the memoranda they have wrilten on various matlers,
generally involving legal research, on matters of interest tothe,
Division. This system is a cross-reference index intained for
convenicnee only and does not include the memoranda themselves
other than the fact of authorship.

Authority for malnotenance of the system: This system is
established and maintained pursuant to the authority granted by 44
U.S.C. 3101. The syslem is also maiotained to implement the provi-
sions codified in 28 C.F.R. 0.55 and 0.61. :

Routine uses of records maintained in the system, including catego-
ries of users and the purpoeses of such uses: There are no uses of the
records in this system outside cf the Department of Justice.
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PRIVACY ACT ISSUANCES

“Release of information to the news media: Information permitted
1o be relcased to the mews media and the public pursuant to 28
C.F.R. 50.2 may be made available from systcms of records main-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a pamculur
case would constitute an unwarranted invasion of personal privacy,

Release of information to Mcmbers of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be released pursuant to 5 U.S.C.
552, may be made available to a Member of Congress or stufl uct-
ing upon the Member's behalf when the Member or staff requoests
the information on behalf of and at the request of the individual
who is the subject of the record.

Routine uses of records maintained in the system, Including catego-
ries of users and the purposes of such uses: Releasc of information
to the National Archives and Records Scrvice: A record from a
system of records may be disclosed as a routine use to the National
Archives and Records Service (NARS) in records management in-
;Bec:ions conducted under the authority of 44 U.S.C. 2904 and

06.

Policies and practices for storing, retricving, accessing, retalning,
and disposing of records in the system:

Storage: A record contained in this system is stored manually on
index cards.

_Retrievability: A record is retricved by name of the individual.

Safeguards: Records are safcguarded and protected in accordance
with applicable Departmental rules.

Retention and disposal: Currently there are no provisions for
disposal of the records in this syslem,

System manager(s) and address: Assistant Attorncy General,
Criminal Division; U.S. Department of Justice; 10th and Constitu«
tion Avenue, N.W.: Washington, D.C. 20530.

Notification procedure: Same as the above,

Record access procedures: A request for access to a record from
this system shall be made in writing, with the envelope and the
letter  clearly marked ‘Privacy Access Request', Include in the
request the name of the past or prescent attorncy ecmployed by the
Criminal Division. The requestor shall also provide a return nddress
for transmitting the information. Access requests will be directed to
the System Manager listed above,

Contesting record procedures: Individuals desiring to contest or
amend information maintained in the system should direet their

‘request to the System Mzmager listed nbovc, stnlmg clearly and
the

conc:sely what information is being cont for con+
testing it, and the proposed amendment to 1hc infurmuliun sought,
Record source calegories Past and present attorneys employed by
the Criminal Division, U.S. Department of Justice.
Systemns exempted from certain provisions of the acl: Nonc,

JUSTICE/CRM - 006
System name: Information File on Individuals and Commercin! Enti-
ties Known or Suspected of Being Involved in Fraudulent Ac.
tivities.
System location: U.S. Department of Justice; Criminal Division;
10th Street and Constitution Avenue, N.W.; Washington, D.C.
20530. .

Categories of individuals covered by the system: Individuals In-
volved in actual or suspected fraudulent activitics and their victims.

Categories of records in the system: This systcm of rccords con-
sists of alphabetized indices of the nomes of those individuals or
commercial entities known or suspected of involvement in fraudu-~
lent activitics both foreign and domestic, and of computcrized prin-
touts of information obtained from documents, records, and other
files in the possession of the Criminal Division that indicate the
scope, details, and methods of opcration of known or suspeccled
fraudulent activities. The system also consists of the documents,
records, and other files to which the printouts rclate. Records con-
cerning subject matters described in this system may also be con.
tained in JUSTICE/CRM - 001.

Authority for maintenance of the system: This system I4
established and maintaincd pursuant to 44 U.S.C, 3101, and is in-
tended to assist in implementing and enforcing the criminul laws of
the United States, codificd in title 18, United States Code and cl-
séwhere, particularly the laws relating to offenses involving fraudu-
lent activitics. The_system is also maintained to implement the
provisions codificd in 28 C.F.R. 0.55, particularly subscclion (b).
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Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: A record maintained in
this system of records may be disscminated as a routine use of
such record as follows: (1) in any case in which there is an indica-
tion of a violation or potential violation of law, whether civil,
criminal, or regulatory in naturc, the record in question may be dis-
seminated to the appropriate federal, state, local, or foreign agency
charged with the responsibility for investigating or prosecuting such
violation or charged with enforcing or implementing such law; (2) in
the course of investigating the polential or actual violation of any
law, whether civil, criminal, or regulatory in nature, or during the
course of a trial or hearing or the preparation for a trial or hearing
for such violation, a record may be disseminated to a federal, state,
local, or foreign agency, or to. an iadividual or organization, if there
is reason to belicve that such agency, individual, or organization
possesses information relating to the investigation, trial, or hearing
and the dissemination is reasonably necessary to elicit such infor-
mation or to obtain the cooperation of a witness or an informant;
(3) a record relating to a case or maller may be disseminated in an
appropriate federal, state, local, or forcign court or grand jury
proceeding in accordance with established constitutional, substan-
tive, or procedural law or practice; (4) a record relating to a case or
matter may be disseminated to a federal, state, or local administra-
tive or regulatory procceding or hearing in accordance with the
procedurcs governing such proceeding or hearing; (5) a record relat-
ing 1o a case or maller may be disseminated to an actual or poten-
tial party or his attorney for the purposc of negotiution or discus-
sion on such matlers as settlement of the case or matter, plea bar-
gaining, or informal discovery proceedings; (6) a record relating to
a case or matter that has been referred by an agency for investiga-
lion, proseculion, or enforcement, or that involves a casc or matler
within the jurisdiction of an agency, may be disseminated to such
agency to nolify the agency of the status of the case or matter or
of any decision or determination that has been made, or to make
such other inquirics and reports as are neccessary during the
processing of the case or matter; (7) a record relating to a person
held in custody pending or during arr.algnmcnl. trial, sentence, or
extradition proccedings, or after conviction or after extradition
proceedwgs may be di inated to a federal, suate, local, or
foreign prison, probation, parole, or pardon authority, or to any
other agency or individual concermed with the mainicnance, trans-
portation, or release of such a person; (8) a record relating 1o a
case or matter may be disscminaled to a foreign country pursuant
10 an international treaty or convention entered into and ratified by
the United States or to an execulive agrecment; (9) a record may
be disseminated 1o a federal, state, local, foreign, or intcmational
law enforcement agency to assist in the general crime prevention
and detection efforts of the recipient agency or to provide in-
vestigative leads to such agency; (10) a record may be disseminated
to a federal agency, in response lo ils request, in connection with
the hising or retention of an employee, the isswance of a sccurity
clearance, the reporting of an investigation of an employee, the
letting of a contract, or the issuance of a license, grant, or other
bencfit by the requesting agency, to the extent that ihe information
relates to the reg agency's decision on the matter; (11) a
record may be dtssemmatcd 10 the public, news media, trade as-
sociations, or organized groups, when the purpose of the dis-
semination is educational or informational, such as descriptions of
crime trends or distinctive or unique modus operandi, provided that
the record does not contain any information identifiable 10 a
specific individual other than such modus operandi; (12) a record
may be disseminated to a foreign country, through the United
States Department of State or directly to the representative of such
country, to the extent necessary lo assist such country in appre-
hending and/or returning a fugitive to a jurisdiction which secks his
retum.

Release of information to the news media: Information permitted
to be released to the news media’and the public pursuant to 28
C.F.R. 50.2 may be made available from systems of records main-
tained by the Department of Justice unless it is determined that
release of the specific information in the context of a parucul:lr
case would constlitlute an unwarranted invasion of personal privacy.

Release of information to Mecmbers of Congress. Information
contained in systems of records maintained by the Department of
Justice, not otherwise required to be relcased pursuvant to 5 U.S.C,
552, may be made available .to a Member of Congress or staffl act-
ing upon the Member's behalf when the Member or staff requests
the information on behalf of and at the request of the individual
who is the subject of the record.
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Routine uses of records maintained in the system, including catego-
ries of users and the purposes of such uses: Release of information
to the National Archives and Records Service: A record from a
system of records may be disclosed as a routine usc to the National
Archives and Records Scrvice (NARS) in records management in-
spEcunns conducted under the authority of 44 U.S.C. 2904 and

2906.

Policies and practices for storing, retrieving, accessing, refaining,
and disposing of records in the system:

Starage: A record contained in this system is stored on lists,
index cards, and on computer printout paper The documents,
records, and other files to which the printouts relate are stored in
file jackets in file cabinets.,

Retrievability: A record is retricved by name of the individual,
trade style used, or by source of the information of the preceding.

Saleguards: The compuler center is maintained by the Offize of
Manogement and Finance which has designed security procedurcs
consislent with the scositivity of the data. Materials related to the
system maintained at locations other than the location of the com-
puter center are protected and safeguarded in accordance with ap-
plicable Departmental rules.

Retention and disposal: Currently there are no pravisions for
disposal of records contained in this system.

System manager(s) and address: Assistant Attorney General;
Criminal Division; U.S. Decpartment of Justice; 10th Strect and
Conslitution Avenue, N.W.; Washington, D.C. 20530. -

Notification procedure: Inquirics concerning the system should be
directed to the System Manager listed above.

Record access procedurcs: The major part of this system is ex-
empled from this requirement under 5 U.S.C. 552a (j)(2), (k)(1), or
(k)(2). To the extent that this system of records is not subject to
exemption, il is subject to access and contest. A determination as
to exemption shall be made at the time a request for access is
received. A request for access to a record contained in this system
shall be made in wriling, with the cavclopc and tke Ietter clearly
marked ‘Privacy Access Request'. Include in the request the name
of the individual invelved, his birth date and place, or zoy other
identifying number or mformatmn which may bz of assistance in
locating the record, the name of the case or matter involved, if
known, and thc nome of the jodicial district involved, if known.
The requestor will also provide a return address for transmitting the
information. Access requests will be directed to the system
manager listed above. Records in this system are exempt from the
access provisions of the Act in accordance with the applicable ex-
cmption notice.

Contesting record procedures: Individuals desiring to contest or
amend information maintained in the system should direct their
requcst to the system manager Iisted abave, stating clearly and con-
ciscly whal information is being contested, the reasons for contest-
ing it, and the proposed amendment to the information scught.
Records in_ this system are excmpt from the contesting provisions
of the Act in accordance with the applicable exemption rotice.

Record source categories: Federal, state, local, or foreign agen-
cics, investigators, and prosccutors, privale organizations, quasi-
governmental agencics, trade assosiations, private individuals,
publications, and the news media.

Systems exempled from certaln provisions of the act: The Attorney
General has exempted this system from subsections (c)(3) and (4),
(d), (el(1), (24, and (3), (411G, (H) and (1), (e)(5) and (8, (f) and
(g) of the Prisacy Act pursuant to 5 U.S.C. 552a (j)(2). Rules have
been promulgated in accerdance with the requirements of 5 U.S.C.
553(b), (c) and (¢) and have been published in the Federal Register.

JUSTICE/CRAMM - 007
System mpame: Nume Card File on Criminal Division Personnel
Authorized to Have Access to the Central Criminal Division
Records.

System location: U.S. Department of Justice; Criminal Division;
10th Sucet and Constitution Avenue, N.W.; Washington, D.C.
20530, or Federa! Records Center; Suitland, Maryland 20409.

Categories of Individuals covered by the system: Current personnel
of the Criminal Division, gencrally attorneys.

Categories of records In the system: The filc contains the names of
those attorneys and others currcotly employed by the Criminal
Division who are autherized to have access 1o the central records
of the Division.
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