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DEPARTMENT OF JUSTICE
[AAG/A Order No, 6-87]

Privacy Act of 1974; Systems of
Records :

Pursuant to the Privacy Act of 1974 (5
U.S5.C. 552a) and Office of Management
and Budget (OMB) Circular No. A-130,
the Department has completed a review
of its Privacy Act "systems of records”
(as defined by the Privacy Act) to
identify minor changes that will more
accurately describe these records. As a
result, the Foreign Claims Settlement
Commission republished its systems of
records on August 10, 1987 (52 FR 29572);
a number of Department components
are republishing systems of records as
set forth below; and others are
postponing publication due to pending
reorganizations and other changes
which will contribute to more accurate
reporting in the near future.

The systems notices are reprinted
below following a table of contents, and
changes to the systems of records have
been italicized for public convenience.
Included, for example, are changes to
system locations and system manager
addresses, retention and disposal
schedules, and storage capabilities. Also
modified is a routine use which was
originally drafted to permit records
disclosure to the National Archives and
Records Service (NARS), General
Services Administration {GSA), during
. records management inspections. The
routine use is being modified in
response 10 the enactment of Pub. L. 98-
497 (44 U.S.C. 2102).

This public law renamed NARS as the
“National Archives and Records
Administration” (NARA), and
established it as a separate agency
which nonetheless shares its records
management inspection responaibilities
with' GSA. Accordingly, the routine use
has been modified to show that NARA
and GSA are now separate agencies
which share access to records during
these inspections. Comments on the
routine use may be addressed to J.
Michael Clark, Assistant Director,
General Services Staff, Justice
Management Division, Department of
Justice, Room 6402, 601 D Street NW.,
Washington, D.C. 20530. Please submit
any comments by January 11, 1988.

Dated: November 24, 1987,
Harry H. Flickinger,
Assistant Attorney General for
Administration.
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JUSTICE/ATR-003

SYSTEM NAME:

Index of Defendants in Pending and
Terminated Antitrust Cases.

SYSTEM LOCATION:

U.S. Department of Justice; 10th and
Constitution Avenue, NW., Washington,
DC 20530,

CATEGORIES OF INDIVIDUALS COVERED BY TKE
SYSTEM;

Individual defendents in pending and
terminated criminal and civil cases
brought by the United States under the
antitrust laws.

This system contains an index
reference to the case in which an
individual {or corporation) is or was a
defendant; included in information is
proper case name, the judicial district
and number of the case, and the date

filed.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

Authority for the establishment and
maintenance of this index system exists
under 28 U.S.C. 522 and 44 U.S.C. 3101.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

Routine use of this cross index system
is generally made by Department
personnel for reference to proper case
name. In addition a compilation of
antitrust cases filed is prepared as
needed showing the names of all
defendants in pending civil and criminal
Government antitrust cases. This
compilation is utilized within the
Department and occasionally
distributed to other Government
agencies for reference and statistical
purposes.

A record maintained in this system, or
any facts derived therefrom, may be
disseminated in a proceeding before a
court or adjudicative body before which
the Antitrust Division is authorized to
appear, when (1) the Antitrust Division,
or any subdivision thereof; or {2) any '
employee of the Antitrust Division in his
or her official capacity; or {3)'any
employee of the Antitrust Division in his
or her individual capacity where the
Department of Justice has agreed to
represent the employee; 6 (4) the United
States, or any agency or subdivision
thereof; or (5) the United States, where
the Antitrust Division determines that
the litigation is likely to affect it or any
of its subdivisions, is a party to litigation
or has an interest in litigation and such
records are determined by the Antitrust
Division to be arguably relevant to the
litigation.

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.
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POUCIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

BTORAGE:

Information in the system is
maintained on index cards.
RETRIEVABILITY:

Information in the system is retrieved
by reference to the name of individual or
corporate defendants in antitrust cases.

SAFEGUARDS:

Information contained in the system is

unclassified and of a public nature.
During working hours access to the
index is monitored by Antitrust Division
personnel; during non-duty hours the
area in which the system is maintained
is locked.

RETENTION AND DISPOSAL:
Indefinite.

SYSTEM MANAGER(S) AND ADDRESS:

Chief, Freedom of Information Act/
Privacy Act Unit; Antitrust Division;
U.S. Department of Justice; 10th and
Constitution Avenue, NW., Washington,
DC 20530.

NOTIFICATION PROCEDURE:

Address inquiries to the Assistant
Attorney General; Antitrust Division;
U.S. Department of Justice; Washington,
DC 20530. ’

RECORD ACCESS PROCEDURES:

Requests for access to a record from
this system shall be in writing and be
clearly identified as a “Privacy Access
Request”. Included in the request should
be the name of the defendant in pending
or terminated Government antitrust
litigation. Requesters should indicate a
return address. Requests will be
directed to the System Manager shown
above.

CONTESTING RECORD PROCEDURES:

Individuals desiring to contest or
amend information maintained in the
index should direct their request to the
System Manager and state clearly and
concisely what information is being
contested, the reasons for contesting it,
and the proposed amendment to the
information sought.

RECORO SOURCE CATEGORIES:

Sources of information contained in
this index are complaints filed under the
antitrust Jaws by the United States and
from Department records relating to
such cases.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

None.

JUSTICE/ATR-004

SYSTEM NAME:

Statements by Antitrust Division
Officials (ATD Speech File).

SYSTEM LOCATION:

U.S. Department of Justice, 10th and
Constitution Avenue NW., Washington
DC 20530.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Past and present employees of the
Antitrust Division.

CATEGORIES OF RECORDS IN THE SYSTEM:

This system contains an index record
for each public statement or speech
issued or made by employees of the
Antitrust Division.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

Authority for maintaining this system
exists under 44 U.S.C. 3101.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

This index is maintained for ready
reference by Department personnel for
the identification of the subject matter
of and persons originating public
statements by Antitrust Division
employees; such reference is utilized in
aid of compliance with requests from
the public and within the agency for
access to texts of such statements.

A record maintained in this system, or
any facts derived therefrom, may be
disseminated in a proceeding before a
court or adjudicative body before which
the Antitrust Division is authorized to
appear, when (1) the Antitrust Division,
or any subdivision thereof; or (2) any
employee of the Antitrust Division in his
or her official capacity; or (3) any
employee of the Antitrust Division in his
or her individual capacity where the
Department of Justice has agreed to
represent the employee; or (4) the United
States, or any agency or subdivision
thereof; or (5) the United States, where
the Antitrust Division determines that
the litigation is likely to affect it or any
of its subdivisions, is a party to litigation
or has an interest in litigation and such
records are determined by the Antitrust
Division to be arguably relevant to the
litigation.

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an

unwarranted invasion of personal
privacy.

Release of information to Members of
Congress: Information contained in ’
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to §
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

Information contained in the index
system is maintained on index cards.

RETRIEVABILITY:

This reference index utilizes name of
present and former employees making
or issuing stetements as well as the
subject matter or title of the statement.

SAFEGUARDS:

Information contained in the system is
unclassified. During duty hours
personnel monitor access to this index:
the area is locked during non-duty
hours. ‘

RETENYION AND DISPOSAL:
Indefinite.

SYSTEM MANAGER(S) AND ADDRESS:

. Chief, Freedom of Information Act/
Privacy Act Unit, Antitrust Division,
U.S. Department of Justice, 10th and
Constitution Avenue NW., Washington,
DC 20530.

NOTIFICATION PROCEDURE:

Address inquiries to the Assistant
Attorney General, Antitrust Division,
U.S. Department of Justice, 10th and
Constitution Avenue NW., Washington,
DC 20530.

RECORD ACCESS PROCEDURES:

Request for access to a record from
this system should be made in writing
and be clearly identified as a “Privacy
Access Request”. Included in the
request should be the name of the
Antitrust Division employee making or
issuing a public statemen!. Requesting
should indicate a return eddress.
Requests will be directed to the System
Manager shown above.

CONTESTING RECORD PROCEDURES:

Individuals desiring to contest or
amend information maintained in the
index should direct their request to the
System Manager and state clearly and
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concisely what information is being
contested, the reasons for contesting it,
and the proposed amendment to the
information sought.

RECORD SOURCE CATEGORIES:

Sources of information maintained in
the index are those records reflecting
public statements issued or made by
Antitrust Division employees.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

None.
JUSTICE/ATR-005

SYSTEM NAME:

Antitrust Information Management
System (AMIS)}—Time Reporter.

SYSTEM LOCATION:

U.S. Department of Justice, 10th and
Constitution Ave., NW., Washington
D.C. 20530.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Employees of the Antitrust Division of
the U.S. Department of Justice.

CATEGORIES OF RECORDS IN THE SYSTEM:

The file contains the employees' name
and allocations of his/her work time.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

The file will be established and
maintained pursuant to the following
authorities: 28 CFR 0.40(f), 28 U.S.C. 522,
31 U.S.C. 11, 31 U.S.C. 66a, 5 U.S.C. 301,
and 2 U.S.C. 601,

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

The file is used by Antitrust Division
personnel to keep track of resources and
as a basis for determining Antitrust
Division allocations of resources
(professional time) to particular
products and industries {e.g., oil, auto,
chemicals) and to broad categories of
resource use such as conspiratorial
conduct, oligopoly and monapoly, civil
cases, criminal cases, and proceedings
before regulatory agencies. In addition,
the file will be employed in the
preparation of reports for the Division's
budget requests and to the Attorney
General and Congress,

A record maintained in this system, or
any facts derived therefrom, may be
disseminated in a proceeding before a
court or adjudicative body before which
the Antitrust Division is authorized to
appear, when (1) the Antitrust Division,
or any subdivision thereof; or (2) any
employee of the Antitrust Division in his
or her official capacity; or (3) any

employee of the Antitrust Division in his

or her individual capacity where the
Department of Justice has agreed to
represent the employee; or (4) the United
States, or any agency or subdivision
thereof; or (5) the United States, where
the Antitrust Division determines that
the litigation is likely to affect it or any
of jts subdivisions, is a party to litigation
or has an interest in litigation and such
records are determined by the Antitrust
Division to be arguably relevant to the
litigation.

Release of information to Members of
Congress: Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release of information to the National
Archives and Records Administration: A
record from the system of records may
be disclosed to the National Archives
and Records Administration (NARA) for
records management inspectjons

-conducted under the authority of 44

U.S.C. 2904 and 2906.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, 8NP
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

Records are maintained electronically
in the AMIS computerized information
system.

RETRIEVABILITY: .

Information is retrieved by a variety
of key words, including names of
individuals.

SAFEGUARDS:

Information contained in the system is
unclassified. It is safeguarded and
protected in accordance with
Department rules and procedures
governing the handling of computerized
information. Access to the file is limited
to thoses employees whose official
duties require such access.

RETENTION AND DISPOSAL:

Information contained in the file is
retained /ndefinitely.
SYSTEM MANAGER(S) AND ADDRESS:

Chief, Information Systems Support
Group, Antitrust Division, U.S.
Department of Justice 555 4th Street
NW., Room 11-854, Washington, D.C.
20001.

NOTIFICATION PROCEDURE:
Same as System Manager.

RECORD ACCESS PROCEDURE:
Same as Notification.

CONTESTING RECORD PROCEDURES:
Same as Notification,

RECORD SOURCE CATEGORIES:

Information on time allocation is
provided by Antitrust Division section
and field office chiefs.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

.None.
JUSTICE/ATR-006

SYSTEM NAME:

Antitrust Information Management
System (AMIS)—Matter Report.

SYSTEM LOCATION:

U.S. Department of justice, 10th and
Constitution Avenue, NW., Washington,
D.C. 20530.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Professional employees (lawyers and
economists) of the Antitrust Division of
the U.S. Department of Justice and
individual defendants and investigation
targets involved in past and present
Antitrust investigations and cases,

CATEGORIES OF RECORDS IN THE SYSTEM:

The system contains the names of
Division employees and their case/
investigation assignments and the
names of individual defendants/
investigation targets as they relate to a
specific case/investigation. In addition,
information reflecting the current status
and handling of Antitrust cases/
investigations is included within this
system.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

The file is established and maintained
pursuant to 28 CFR 40(f). 28 U.S.C. 522,
and 44 U.S.C. 3101.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEQORIES OF

* USERS AND THE PURPOSES OF SUCH USES:

The file is used by Antitrust Division
personnel as a basis for determining
Antitrust Division allocation of
resources to particular products and
industries (e.g., oil, autos, chemicals), to
broad categories of resource use such as
civil cases, criminal cases, regulatory
agency cases, and Freedom of
Information Act requests. It is employed
by the section chiefs, the Director and
Deputy Director of Operations, and
other Division personnel to ascertain the
progress and current status of cases and
investigations within the Division. In
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addition, the files will be employed in
the preparation of reports for the
Division’s budget requests and to the
Attorney General and Congress.

A record maintained in this system, or
any facts derived therefrom, may be
disseminated in a proceeding before a
court or adjudicative body before which
the Antitrust Division is authorized to
appear, when (1) the Antitrust Division,
or any subdivision thereof; or (2) any
employee of the Antitrust Division in his
or her official capacity; or (3) any
employee of the Antitrust Division in his
or her individual capacity where the
Department of Justice has agreed to
represent the employee; or (4) the United
States, or any agency or subdivision
thereof; or (5) the United States, where
the Antitrust Division determines that
the litigation is likely to affect it or any
of its subdivisions, is a party to litigation
or has an interest in litigation and such
records are determined by the Antitrust
Division to be arguably relevant to the
litigation.

RELEASE OF INFORMATION TO THE NEWS
MEDIA

Information permitted to be released
to the news media and the public
pursuant to 28 CFR 50.2 may be made
available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

RELEASE OF INFORMATION TO MEMBERS OF
CONGRESS:

Information contained in systems of
records maintained by the Department
of Justice, not otherwise required to be
released pursuant to 5 U.S.C. 552, may
be made available to a Member of
Congress or staff acting upon the
Member’'s behalf when the Member or
staff requests the information on behalf
of and at the request of the individual
who is the subject of the record.

RELEASE OF INFORMATION TO THE NATIONAL
ARCHIVES AND RECORDS ADMINISTRATION:

A record from a system of records
may be disclosed as a routine use to the
National Archives and Records
Administration (NARA) in records
management inspections conducted
under the authority of 44 U.5.C, 2804 and
2908.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
OISPOSING OF RECORDS IN THE SYSTEM:
STORAGE:

Records are maintained electronically
in the Information systems support

group’s AMIS Computerized information
system.

RETRIEVABILITY:

Information is retrieved by a variety
of key words.

SAFEGUARDS;

Information contained in the system is
unclassified. It is safeguarded and
protected in accordance with
Department rules and procedures
governing the handling of computerized
information. Access to the file is limited
to those persons whose official duties
require such access and employees of
the Antitrust Division.

RETENTION AND DISPOSAL:

Information contained in the file is
retained indefinitely.

SYSTEM MANAGER(S) AND ADDRESS:

Chief, Information Systems Support
Group; Antitrust Division; U.S.
Department of Justice; 555 4th Street
NW., Room 11-854, Washington, DC
20001.

NOTIFICATION PROCEDURE:

Address inquiries to the Assistant
Attorney General. Antitrust Division,
U.S. Department of Justice, 10th and
Constitution Avenue, Washington, DC
20530,

RECORD SOURCE CATEGORIES:

Information for the monthly reports is
provided by the Antitrust Division
section and field office chiefs,

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsections (c)(3), (d),
(€)(4)(G)~(H), and (f) of the Privacy Act
pursuant to 5 U.S8.C, 552a(k)(2). Rules
have been promulgated in accordance
with the requirements of 5 U.S.C. 553 (b),
(c). and (e) and have been published in
the Federal Register.

JUSTICE/CRM~001

SYSTEM NAME:

Central Criminal Division Index File
and Associated Records.

8YSTEM LOCATION:

U.S. Department of Justice, Cnmlnal
Division, Bond Building, 1400 New York
Avenue NW., Washington, DC 20530,
and, Federal Records Center, Suitland,
Maryland 20409.

CATEGORIES OF INDIVIDUALS COVERED BY THE
S8YSTEM:

Persons referred to in potential or
actual cases and matters of concern to
the Criminal Division and

correspondents on subjects directed or
referred to the Criminal Division.

CATEGORIES OF RECORDS IN THE SYSTEM:

The system consists of alphabetical
indices bearing individual names, and
the associated records to which they
relate, arranged either by subject matter
or individual identifying number
containing the general and particular
records of all Criminal Division
correspondence, cases, matters, and
memoranda, including but not limited to
investigative reports, correspondence to
and from the Division, legal papers,
evidence, and exhibits. The system also
includes items classified in the interest
of national security with such
designations as confidential, secret, and
top secret received and maintained by
the Department of Justice. This system
may also include records concerning
subject matters more particularly
described in other systems of records of
the Criminal Division.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

This system is established and
maintained pursuant to 44 U.S.C. 3101 to
implement all functions assigned to the
Criminal Division in 28 CFR 0.55 through
0.64-2.

ROUTINE USES OF RECORDS MAINTAINED IN
THE S8YSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

A record maintained in this system of
records may be disseminated as a
routine use of such record as follows: (1)
In any case in which there is an
indication of a violation or potential
violation of law, whether civil, criminal,
or regulatory in nature, the record in
question may be disseminated to the
appropriate federal, state, local, or
foreign agency charged with the
responsibility for investigation or
prosecuting such violation or charged
with enforcing or implementing such
law; (2) in the course of investigating the
potential or actual violation of any law,
whether civil, criminal, or regulatory in
nature, or during the course of a trial or
hearing or the preparation for a trial or
hearing for such violation, a record may
be disseminated to a federal. state,
local, or foreign agency, or to an
individual or organization, if there is
reason to believe that such agency,
individual, or organization possesses
information relating to the investigation,
trial, or hearing and the dissemination is
reasonably necessary to elicit such
information or to obtain the cooperation
of a witness or an informant; (3) a
record related to a case or matter may
be disseminated in an appropriate
federal, state, local, or foreign court or
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grand jury proceeding in accordance
with established constitutional,
substantive, or procedural law or
practice; (4) a record relating to a case
or matter may be disseminated to a
federal, state, or local administrative or
regulatory proceeding or hearing in
accordance with the procedures
governing such proceeding or hearing;
{5) a record relating to a case or matter
may be disseminated to an actual or
potential party or his attorney for the
purposes of negotiation or discussion on
such matters as settlement of the case or
matter, plea bargaining, or informal
discovery proceedings; (6) a record
relating to a case or matter that has
been referred by an agency for
investigation, prosecution, or
enforcement, or that involves a case or
matter within the jurisdiction of an
agency, may be disseminated to such
agency to notify the agency of the status
of the case or matter or of any decision
or determination that has been made, or
to make such other inquiries and reports
as are necessary during the processing
of the case or matter; (7) a record
relating to a person held in custody
pending or during arraignment, trial,
sentence, or extradition proceedings, or
after conviction or after extradition
proceedings, may be disseminated to a
federal, state, local, or foreign prison,
probation, parole, or pardon authority,
or to any other agency or individual
concerned with the maintenance,
transportation, or release of such a
person; (8) a record relating to a case or
matter may be disseminated to a foreign
country pursuant to an international
treaty or convention entered into and
ratified by the United States or to an
executive agreement; (9) a record may
be disseminated to a federal, state,
local, foreign, or international law
enforcement agency to assist in the
general crime prevention and detection
efforts of the recipient agency or to
provide investigative leads to such
agency:; (10) a record may be
disseminated to a federal agency, in
response to its request, in connection
with the hiring or retention of an
employee, the issuance of a security
clearance, the reporting of an
investigation of an employee, the letting
of a contract, or the issuance of a
license, grant, or other benefit by the
requesting agency, to the extent that the
information relates to the requesting
agency's decision on the matter; (11} a
record may be disseminated to the
public, news media, trade associations,
or organized groups, when the purpose
of the dissemination is educational or
informational, such as descriptions of
crime trends or distinctive or unique

modus operandi, provided that the
record does not contain any information
identifiable to a specific individual other
than such modus operandi; (12) a record
may be disseminated to a foreign
country, through the United States
Department of State or directly to the
representative of such country, to the
extent necessary to assist such country
in apprehending and/or returning a
fugitive to a jurisdiction which seeks his
return; (13) a record that contains
classified national security information
and material may be disseminated to
persons who are engaged in historical
research projects, or who have
previously occupied policy making
provisions to which they were appointed
by the President, in accordance with the
provisions codified in 28 CFR 17.60; (14)
a record relating to an actual or
protential civil or criminal violation of
title 17, United States Code, may be
disseminated to a person injured by
such violation to assist him in the
institution or maintainance of a suit
brought under such title.

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release of information to the National
Archives and Records Admin/stration
(NARA), and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2908,

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS (N THE SYSTEM:

STORAGE:

Paper documents are stored in file
folders and in the Federal Records
Center; selected summary data is stored

on manual index cards and on microfilm
and on IBM System/38.

RETRIEVABILITY:

Summary data, e.g., names, file
numbers, subjects, dates of
correspondence, dates of receipt, due
dates of assignments, docket numbers
and/or synopses are retrieved from
manual index cards microfilm, and a
numerical listing maintained on [BM
System/38.

File folders are retrieved through
manual or automated indexes which are
accessed through certain summary data,
i.e., name or file and docket numbers.

SAFEGUARDS:

The records are safeguarded and
protected in accordance with applicable
Departmental rules. Security for the
automated records include strictly
controlled access codes and passwords.
In addition, only authorized Criminal
Division employees will have access to
the system.

RETENTION AND DISPOSAL:

Currently there is an agreement with
the Federal Records Center for retention
and disposal after ten years applicable
to approximately 20 percent of the
Division records. All other paper records
are currently retained indefinitely. A
retention and disposa! schedule for
automated records will be under review
in connection with a revised schedule
for the paper records.

SYSTEM MANAGER(S) AND ADDRESS:

Assistant Attorney General, Criminal
Division, U.S. Department of Justice;
10th and Constitution Avenue, NW,,
Washington, D.C. 20530.

NOTIFICATION PROCEDURE:

The major part of this system is
exempted from this requirement under 5
U.S.C. 562a (j)(2), (k)(1), or (k)(2). Inquiry
concerning this system should be
directed to the system manager listed
above.

RECORD ACCESS PROCEDURES:

The major part of this system is
exempted from this requirement under 5
U.S.C. 552a (j)(2), (k)(1), or {k)(2). To the
extent that this system of records is not
subject to exemption, it is subject to
access and contest. A determination as
to exemption shall be made at the time a
request for access is received. A request
for access to a record contained in this
system shall be made in writing, with
the envelope and the letter clearly
marked ‘Privacy Access Request.’
Include in the request the name of the
individual involved, his birth date and
place, or any other identifying number
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or information which may be of
assistance in locating the record, the
name of the case or matter involved, if
known, and the name of the judicial
district involved, if known, The
requestor will also provide a return
address for transmitting the information.
Access requests will be directed to the
system manager listed above.

' CONTESTING RECORD PROCEDURES:
Individuals desiring to contest or

amend information maintained in the
system should direct their request to the
system manager listed above, stating
clearly and concisely what information
is being contested, the reasons for
contesting it, and the proposed
amendment to the information sought.

RECORD SOURCE CATEGORIES:

Department officers and employees,
and other federal, state, local, and
foreign law enforcement and non-law
enforcement agencies, private persons,
witnesses, and informants.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsections (c) (3) and
(4}. (d). {e}(1). (2) and (e)}{4), (G), (H) and
(1). (e)(5) and (8). (f) and (g) of the
Privacy Act pursuant to § U.S.C. .
552a(j)(2). Rules have been promulgated
in accordance with the requirements of 5
U.S.C. 553 (b), (c) and (e} and have been
published in the Federal Register.
JUSTICE/CRM~002

SYSTEM NAME:

Criminal Division Witness Security
File.

SYSTEM LOCATION:

U.S. Department of Justice, Criminal
Division, 10th Street and Constitution
Avenue, N.W., Washington, D.C. 20530.
In addition, some of the records
contained in this system may be located
at one or more of the Organized Crime
and Racketeering Sections Field Offices
listed in the appendix to the Criminal
Division Systems of Records.

CATEGORIES OF INDIVIDUALS COVERED BY THE
BYSTEM:

Persons who are potential or actual
witnesses and/or informants, relatives,
and associates of those individuals.

CATEGORIES OF RECORDS IN THE SYSTEM;
The system consists of the Witness
Security Program files on all persons
who are considered for admission or
who have been admitted into the
program. The files contain information
concerning the individuals, the source
and degree of danger to which they are -
exposed, the cases in which they are

expected to testify, relocation
information and documentation, job
assistance, sponsoring office,
requirements for reimbursement and
administration of the program, and
protection techniques. Records
concerning subject matters described in
this system may also be contained in
JUSTICE/CRM-001.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

This system is authorized pursuant to
sections 501 through 504 of Pub. L. 91—
452,

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF BUCH USES:

A record maintained in this system of
records may be disseminated as a
routine use of such record as follows: 1.
Dissemination of a record may be made
to a federal, state, local, or foreign
agency to acquire information
concerning the individual, or those
associated with him, relating to the
protection of the subject or to a criminal
investigation; 2. in any case in which
there is an indication of a violation or
potential violation of law, whether civil,
criminal, or regulatory in nature, the
record in question may be disseminated
to the appropriate federal, state, local,
or foreign agency charged with the
responsibility of investigating or
prosecuting such violation or charged
with enforcing or implementing such
law; 3. in the course of investigating the
potential or actual violation of any law,
whether civil, criminal, or regulatory in
nature, or during the course of a trial or
hearing or the preparation for a trial or
hearing for such violation, a record may
be disseminated to a federal, state,
local, or foreign agency, or to an
individual or organization if there is
reason to believe that such agency,
individual, or organization possesses
information relating to the investigation,
trial, or hearing and the dissemination is
reasonably necessary to elicit such
information or to obtain the cooperation
of a witness or an informant; 4. a record
relating to a case or matter may be
disseminated in an appropriate federal,
state, local, or foreign court or grand
jury proceeding in accordance with
established constitutional, substantive,
or procedural law or practice; 5. a record
relating to a case or matter may be
disseminated to a federal, state, or local
administrative or regulatory proceeding
or hearing in accordance with the
procedures governing such proceeding’
or hearing; 8. a record relating to a case
or matter may be disseminated to an
actual or potential party or his attorney
for the purpose of negotiation or

discussion on such matters as settlement
of the case or matter, plea bargaining, or
informal discovery proceedings: 7. a
record relating to an individual in a
matter that has been referred for either
consideration or investigation by an
agency may be disseminated to the
referring agency to notify such agency of
the status of the case or matter or of any
decision or determination that has been
made; 8. a record relating to an
individual held in custody pending
arraignment, trial, or sentence, or
extradition proceedings, or after
conviction or after extradition
proceedings, may be disseminated to a
federal, state, local, or foreign prison,
probation, parole, or pardon autherity,
or to any other agency or individual
concerned with the maintenance,
transportation, or release of such a
person; 9. a record may be disseminated
to a foreign country pursuant to an
international treaty or convention
entered into and ratified by the United
States or to an executive agreement; 10.
a record may be disseminated to a
federal, state, local, or foreign law
enforcement agency to assist in the
general crime prevention and detection
efforts of the recipient agency or to
provide investigative leads to such
agency; 11. a record may be
disseminated to a federal agency, in
response to its request, in connection
with the hiring or retention of an
employee, the issuance of a security
clearance, the reporting of an
investigation of an employee, the letting
of a contract or the issuance of a license,
grant, or other benefit by the requesting
agency, to the extent that the
information relates to the requesting
agency's decision on the matter; 12. a
record may be disseminated to a non-
governmental entity or individual in the
acquisition of employment or other
services in behalf of the witnesses.

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.8.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
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behalf of and at the request of the
individual who is the subject of the
record.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

Release of information to the National
Archives and Records Administration
(NARA), and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2906.

POUICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
OISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

A record contained in this system is
kept on index cards and in files stored
in safe type filing cabinets.

RETRIEVABILITY:

A record is retrieved by name of the
individual.

SAFEGUARDS:

The records are maintained in safes
with additional physical safeguards as
well as limited access by Departmental
personnel.

RETENTION AND DISPOSAL:

Currently there afe no provisions for
the disposal of the records in the
system.

SYSTEM MANAGER(S) AND ADDRESS:

Assigtant Attorney General; Criminal
Division; U.S. Department of Justice;
10th Street and Constitution Avenue,
NW., Washington, D.C. 20530.

NOTIFICATION PROCEDURE:

Inquiry concerning the system should
be addressed to the System Manager
listed above.

RECORD ACCESS PROCEDURES:

The major part of this system is
exempted from this requirement under 5
U.S.C. 552a (j)(2). (k)}{1). or (k)(2). To the
extent that this system of records is not
subject to exemption, it is subject to
access and contest. A determination as
to exemption shall be made at the time a
request for access is received. A request
for access to a record contained in this
system shall be made in writing, with
the envelope and the letter clearly
marked ‘Privacy Access Request’.
Include in the request the name of the
individual involved, his birth date and
place, or any other identifying number
or information which may be of
assistance in locating the record, the
name of the case or matter involved, if

known, and the name of the judicial
district involved, if known. The
requestor will also provide a return
address for transmitting the information.
Access requests will be directed to the
system manager listed above.

CONTESTING RECORD PROCEDURES:

Individuals desiring to contest or
amend information maintained in the
system should direct their request to the
system manager listed above, stating
clearly and concisely what information
is being contested, the reasons for
contesting it, and the proposed
amendment to the information sought.

RECORD SOURCE CATEGORIES:

1. Federal, state, local, or foreign
government agencies concerned with the
administration of criminal justice; 2.
Members of the public; 3. Government
agency employees; 4. Published
material; 5. Persons considered for
admission or admitted to the program.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsections (c)(3) and
{4}, (d), {e})(1), (2) and (3}, (e){4)(G), (H)
and (I}, (e)(5) and (8). {f), and (g) of the
Privacy Act pursuant to 5 U.S.C.
552a(j}{2). Rules have been promulgated
in accordance with the requirements of 5
U.S.C. 553(b), (c)and (e} and have been
published in the Federal Register.

JUSTICE/CRM-003

SYSTEM NAME:

File of Names Checked to Determine
If Those Individuals Have Been the
Subject of An Electronic Surveiilance.

8YSTEM LOCATION:

U.S. Department of Justice; Criminal
Division; Bond Building, 1400 New York
Avenue NW,, Washington, DC 20530,

CATEGORIES OF INDIVIDUALS COVERED BY THE
SVSTEM; v

Grand jury witnesses, defendants and
potential defendants in criminal cases
and their attorneys.

CATEGORIES OF RECORDS IN THE SYSTEM:

The system contains the names of
those persons submitted by federal
prosecutors to inquire whether such
persons have been the subject of
electronic surveillances. The file
consists of the names, the inquiries
made to federal investigatory agencies,
the replies received from such agencies,
and the reply submitted to the
prosecutor, Records concerning subject
matters described in this system may
also be contained in JUSTICE/CRM-001.

AUTHORITY FOR MAINTENANCE OF THE

SYSTEM:

This system is established and
maintained pursuant to 44 U.S.C. 3101.
The system is also maintained to
implement the provisions of 18 U.S.C.
3504.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

A record maintained in this system of

. records may be disseminated as a

routine use of such record as follows: 1.
In the appropriate federal court
proceeding in accordance with
established constitutional, substantive,

~ or procedural law or practice; 2. to an

actual or potential party or his attorney
in the case or matter in which the
request was made.

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, nat otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject to the
record.

Release of information to the National
Archives and Records Administration
(NARA), and to the General Services
Adminjstration (GSA): A record from a
system of records may be disclosed as a
routine use to NAPA and GSA in
records management inspections
conducted under the authority of 44
U.8.C. 2904 and 2908.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:
STORAGE:

A record contained in this system is
stored manually in file jackets.
RETRIEVABILITY:

A record is retrieved by the name of
the individual checked.

SAFEGUARDS:

The records are safeguarded and
protected in accordance with applicable
Departmental rules.
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RETENTION AND DISPOSAL:

Currently, there are no provisions for
disposal of the records in this system.

SYSTEM MANAGER(S) AND ADDRESS:

Agssistant Attorney General; Criminal
Division; U.S. Department of Justice;
10th and Constitution Avenue NW.,,
Washington, DC 20530.

NOTIFICATION PROCEDURE:

A part of this system is exempted
from this requirement under 5 U.S.C.
552a(j)(2). Inquiry concerning this
system should be directed to the System
Manager listed above.

RECORD ACCESS PROCEDURES:

A part of this system is exempted
from this requirement under 5 U.S.C.
552a(j)(2). To the extent that this system
of records is not subject to exemption, it
is aubject to access and contest. A
determination as to-exemption shall be
made at the time a request for access is
received. A request for access to a
record from this system shall be made in
writing, with the envelope and the letter
clearly marked “Private Access
Request.” Include in the request the
name of the individua! involved, his
birth date and place, or any other
identifying number or information which
may be of assistance in locating the
record, the name of the case or matter, if
known, and the name of the judicial
district involved, if known. The
requestor will also provide a return
address for transmitting the information.
Access requests will be directed to the
System Manager listed above.

CONTESTING RECORD PROCEDURES:

Individuals desiring to contest or
amend information maintained in the
system should direct their request to the
System Manager listed above, stating
clearly and concisely what information
is being contested, the reasons for
contesting it, and the proposed
amendment to the information sought.

RECORD SOURCE CATEGORIES:

Sources of information contained in
this system are an actual or potential
party or his attorney in the case or
matter in question, federal prosecutors,
and the federal investigative agencies.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsections {c)(4}, (d),
(e)(4) (G). (H) and (1), (f) and (g) of the
Privacy Act pursuant to 5 U.S.C.
552a(j)(2). Rules have been promulgated
in accordance with the requirements of 5
U.S.C. 553 (b), (c) and (e) and have been
published in the Federal Register.

JUSTICE/CRM-004

SYSTEM NAME:

General Litigation and Legal Advice
Section, Criminal Division, Central
Index File and Associated Records.

SYSTEM LOCATION:

U.S. Department of Justice; Criminal
Division; Bond Building, 1400 New York
Ave., NW., Washington, D.C. 20530.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Persons referred to in potential or
actual cases and matters of concern to
the General Litigation and Legal Advice
Section, Criminal Division, and
correspondents on subjects directed or
referred to the Criminal Division.

CATEGORIES OF RECORDS IN THE SYSTEM:

The system consists of an
alphabetical index by individual name
or subject matter of all incoming
correspondence, cases, and matters
assigned, referred, or of interest to the
General Litigation and Legal Advice
Section, Criminal Division. A large
percentage of these records are
duplicated in the Central Criminal
Division records; some, however, are not
sent through central records come to the
General Litigation and Legal Advice
Section directly.

_AUTHORITY FOR MAINTENANCE OF THE

SYSTEM:

This system is established and
maintained pursuant to 44 U.S.C. 3101,
and is intended to assist in
implementing and enforcing the criminal
laws of the United States, particularly
those codified in title 18, United States
Code. The system is also maintained to
implement the provisions codified in 28
CFR 0.55.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

A record maintained in this system of
records may be disseminated as a
routine use of such record as follows: (1)
In any case in which there is an
indication of a violation or potential
violation of law, whether civil, criminal,
or regulatory in nature, the record in
question may be disseminated to the
appropriate federal, state, local, or
foreign agency charged with the
responsibility for investigating or
prosecuting such violation or charged
with enforcing or implementing such
law; (2) in the course of investigating the
potential or actual violation of any law,
whether civil, criminal, or regulatory in
nature, or during the course of a trial or
bearing or the preparation for a trial or
hearing for such violation, a record may

be disseminated to a federal, state,
local, or foreign agency, or to an
individual or organization, if there is
reason to believe that such agency,
individual, or organization possesses
information relating to the investigation,
trial, or hearing and the dissemination is
reasonably necessary to elicit such
information or to obtain the cooperatinn
of a witness or an informant; (3) a
record relating to a case or matter may
be disseminated in an appropriate

federal, state, local, or foreign court or

grand jury proceeding in accordance
with established constitutional,
substantive, or procedural law or
practice; (4) a record relating to a case
or matter may be disseminated to a
federal, state, or local administrative or
regulatory proceeding or hearing in
accordance with the procedures
governing such proceeding or hearing;
{5) a record relating to a case or matter
may be disseminated to an actual or
potential party or his attorney for the
purpose of negotiation or discussion on
such matters as settlement of the case or
matter, plea bargaining, or informal
discovery proceedings; (8) a record
relating to a case or matter that has
been referred by an agency for
investigation, prosecution, or
enforcement, or that involves a case or
matter within the jurisdiction of an
agency, may be disseminated to such
agency to notify the agency of the status
of the case or matter or of any decision
or determination that has been made, or
to make such other inquiries and reports
as are necessary during the processing
of the case or matter; (7) a record
relating to a person held in custody
pending or during arraignment, trial,
sentence, or extradition proceedings, or
after conviction or after extradition
proceedings, may be disseminated to a
federal, state, local, or foreign prison,
probation, parole, or pardon authority,
or to any other agency or individual
concerned with the maintenance,
transportation, or release of such a
person; (8) a record relating to a case or
matter may be disseminated to a foreign
country pursuant to an international
treaty or convention entered into and
ratified by the United States or to an
executive agreement; (9) e record may
be disseminated to a federal, state,
local, foreign, or international law
enforcement agency to assist in the
general crime prevention and detection
efforts of the recipient agency or to
provide investigative leads to such
agency: (10) a record may be
disseminated to a federal agency. in
response to its request, in connection
with the hiring or retention of an
employee, the issuance of a security
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clearance, the reporting of an
investigation of an employee, the letting
of a contract, or the issuance of a
license, grant, or other benefit by the
requesting agency, to the extent that the
information relates to the requesting
agency's decision on the matter; (11) a
record may be disseminated to the
public, news media, trade associations,
or organized groups, when the purpose
of the dissemination is educational or
informational, such as descriptions of
crime trends or distinctive or unique
modus operandi, provided that the
record does not contain any information
identifiable to a specific individual other
than such modus operandi; (12) a record
may be disseminated to a foreign
country, through the United States
Department of State or directly to the
representative of such country, to the
extent necessary to assist such country
in apprehending and/or returning a
fugitive to a jurisdiction which seeks his
return,

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it i determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required ta be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

Release of information to the National
Archives and Records Administration
{NARA), and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2906.

POLICIES ARD PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

A record contained in this system is
stored manually on index cards.

RETRIEVABILITY:

A record is retrieved from index cards
by the name of the individual or matter
which will then indicate the Section
Unit or attorney assigned to work on the
correspondence, case, or matter.

SAFEGUARDS:

Records are safeguarded and
protected in accordance with applicable
Departmental rules.

RETENTION AND DISPOSAL:

Currently there are no provisions for
disposal of the records contained in this
system.

SYSTEM MANAGER(S) AND ADDRESS:

Assistanl Attorney General; Criminal
Division; U.S. Department of Justice;
10th Street and Constitution Avenue,
NW.; Washington, D.C. 20530.

NOTIFICATION PROCEDURE:

The major part of this system is
exempted from this requirement under 5
U.S.C. 552a (j)(2). (k)(1}, or (k}(2).
Inquiries concerning this system should
be directed to the System Manager
listed above.

RECORD ACCESS PROCEDURES:

The major part of this system is
exempted from this requirement under 5
U.8.C. 552a (j){2), ti){1}; or {kj(2). To the
extent that this system of records is not
subject to exemption, it is subject to
access and contest, A determination as
to the applicability of an exemption as
to a specific record shall be made at the
time a request for access is received. A
request for access to a record contained
in this system shall be made in writing,
with the envelope and the letter clearly
marked ‘Privacy Access Request’,
Include in the request the name of the
individual involved, his birth date and
place, or any other identifying number
or information which may be of
assistance in locating the record, the
name of the case or matter involved, if
known, and the name of the judicial
district involved, if known. The
requestor will also provide a return
address for transmitting information,
Access requests will be directed to the
System Manager listed above.

CONTESTING RECORD PROC'EDURES:

Individuals desiring to contest or
amend information maintained in the
system should direct their request to the
System Manager listed above, stating
clearly and concisely what information
is being contested, the reasons for
contesting it, and the proposed
amendment to the information sought.

RECORD SOURCE CATEGORIES:

Department offices and employees
and other federal, state, local, and
foreign law enforcement and non-law
enforcement agencies, private persons.
witnesses, and informants,

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney Genera) has exempted
this system from subsections (c) (3) and
{4). (d), (e} (1), (2) and (3), and (e)(4) (G).
(H) and {1), (e} (5) and (8). (f), and (g) of
the Privacy Act pursuant to 5 U.S.C.
552a (j)(2). Rules have been promulgated
in accordance with the requirements of 5
U.S.C. 553 (b), (c) and (e) and have been
published in the Federal Register.

JUSTICE/CRM—005

SYSTEM NAME:

Index to Names of Attorneys
Employed by the Criminal Division, U.S.
Department of Justice, Indicating the
Subject of the Memoranda on Criminal
Matters They Have Written.

SYSTEM LOCATION:

U.S. Department of Justice; Criminal
Division; 10th and Constitution Avenue,
N.W.; Washington, D.C. 20530.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Past and present attorneys employed
by the Criminal Division, U.S.
Department of Justice.

CATEGORIES OF RECORDS IN THE SYSTEM:

This system of records consists of the
names of past and present Criminal
Division attorneys and lists the
memoranda they have written on
various matters, generally involving
legal research, on matters of interest to
the Division. This system is a cross-
reference index maintained for
convenience only and does not include
the memoranda themselves other than
the fact of authorship.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

This system is established and
maintained pursuant to the authority
granted by 44 U.S.C. 3101. The system is
also maintained to implement the
provisions codified in 28 CFR 0.55 and
0.61.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

There are no uses of the records in
this system outside of the Department of
Justice.

Release of information to the news
media: Information permitted to be
released to the news media and the



47192

T S W I Y IR S | L et .~ DIE T R S YIS SRR cab et
Federal Register / Vol. 52, No. 238 | Friday, December 11, 1987 / Notices

public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy. .

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

Release of information to the National
Archives and Records Administration
(NARA), and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2906.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:
STORAGE:

A record contained in this system is
stored manually on index cards.

RETRIEVABILITY:
A record is retrieved by name of the

individual.

SAFEGUARDS:

Records are safeguarded and
protected in accordance with applicable
Departmental rules.

RETENTION AND DISPOSAL:

Currently there are no provisions for
disposal of the records in this system.

SYSTEM MANAGER(S) AND ADDRESS:

Assistant Attorney General; Criminal
Division; U.S. Department of Justice;
10th and Constitution Avenue, N.W.;
Washington, D.C. 20530.

NOTIFICATION PROCEDURE:
Same as the above.

RECORD ACCESS PROCEDURES:

A request for access to a record from
this system shall be made in writing,
with the envelope and the letter clearly
marked ‘Privacy Access Request',
Include in the request the name of the
past or present attorney employed by

the Criminal Division. The requestor
shall also provide a return address for
transmitting the information. Access
requests will be directed to the System
Manager listed above.

CONTESTING RECORD PROCEDURES:

Individuals desiring to contest or
amend information maintained in the
system should direct their request to the
System Manager listed above, stating
clearly and concisely what information
is being contested, the reasons for
contesting it, and the proposed
amendment to the information sought.

RECORD SOURCE CATEGORIES:

Past and present attorneys employed
by the Criminal Division, U.S.
Department of Justice.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

None.
JUSTICE/CRM—007

SYSTEM NAME:

Name Card File on Criminal Division
Personnel Authorized to Have Access to
the Central Criminal Division Records.

SYSTEM LOCATION:

U.S. Department of Justice; Criminal
Division; 10th Street and Constitution
Avenue, NW.; Washington, D.C. 20530,
or Federal Records Center; Suitland,
Maryland 20409.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Current personnel of the Criminal
Division, generally attorneys.

CATEGORIES OF RECORDS IN THE SYSTEM:

The file contains the names of those
attorneys and others currently employed
by the Criminal Division who are
authorized to have access to the central
records of the Division.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

This system is established and
maintained pursuant to 44 U.S.C. 3101.
The system is also maintained to
implement the provisions codified in 28
CFR 0.55 and 0.61.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

There are no uses of the records in
this system outside of the Department of
Justice.

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR §0.2 may be
made available from systems of records
maintained by the Department of Justice

unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of information to Members of

‘Congress. Information contained in

systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF

. USERS AND THE PURPOSES OF SUCH USES:

Release of information to the National
Archives and Records Administration
(NARA), and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2908,

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

-A record contained in this system is
stored manually on index cards.

RETRIEVABILITY:

A record is retrieved by name from
the index cards.

SAFEGUARDS:

The records are safeguarded and
protected in accordance with applicable
Departmental rules.

RETENTION AND DISPOSAL:

A name card is destroyed upon
notification that the individual is no
longer employed by the Criminal
Division.

SYSTEM MANAGER(S) AND ADDRESS:

Assistant Attorney General; Criminal
Division; U.S. Department of Justice;
10th street and Constitution Avenue,
N.W.; Washington, D.C. 20530.

NOTIFICATION PROCEDURE:
Same as the above.

RECORD ACCESS PROCEDURES:

A request for access to a record from
this system shall be made in writing,
with the envelope and the letter clearly
marked ‘Privacy Access Request'.
Include in the request the name of the
individual involved. The requestor will
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also provide a return address for
transmitting the information. Access
requests will be directed to the System
Manager listed above.

CONTESTING RECORD PROCEDURES:

Individuals desiring to contest or
amend information maintained in the
system should direct their request to the
System Manager listed above, stating
clearly and concisely what information
is being contested, the reasons for
contesting it, and the propased
amendment to the information sought.

RECORD SOURGE CATEGORIES:
Personnel of the Criminal Division.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

None.
JUSTICE/CRM-008

SYSTEM NAME:

Name Card File on Department of
Justice Personnel Authorized to Have
Access to Classified Files of the
Department of Justice.

SYSTEM LOCATION:

U.S. Department of Justice, Criminal
Division, 10th and Constitution Avenue
NW,, Washington, DC 20530.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Current personne] of the Department
of Justice, generally attorneys.

CATEGORIES OF RECORDS IN THE SYSTEM:

This index file contains the names of
thase attorneys and others currently
employed in the Department of Justice
who are autharized to have access to
records of the Department of Justice
classified in the interest of national
security with such designations as
confidential, secret, and top secret.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:
This system is established pursuant to
- Executive Order No. 11852, The system
is also maintained to implement the
provisions codified in 28 CFR 17.1
through 17.82.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

There are no uses of the records in
this system outside of the Department of
Justice.

Release of information to the news -
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of

the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S8.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release of information to the National
Archives and Records Administration
(NARA), and to the General Services
Administration (GSA): A record from a

system of records may be disclosed as a

routine use to NARA and GSA in
records management inspections
conducted under the suthority of 44
U.S.C. 2904 and 2906.

POLICIES AND PRACTICES FOR STORING,
AETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

A record contained in this system is
stored manually on index cards.

RETRIEVABIUTY:

A record is retrieved by name from
the index cards.

SAFEGUARDS:

The index is contained in the vault
maintained for classified files of the
Department of Justice.

RETENTION AND DISPOSAL:

The names in the index are
maintained and deleted in accordance
with Deparimental regulations.

SYSTEM MANAGER(S) AND ADDRESS:

Assistant Attorney General; Criminal
Division; U.S. Department of Justice;
10th Street and Constitution Avenue
NW.,, Washington, DC 20530.

NOTIFICATION PROCEDURE:
Same as the above,

RECORD ACCESS PROCEDURE:

A request for access to a record from
this system shall be made in writing,
with the envelope and the letter clearly
marked “Privacy Access Request".
Include in the request the name of the
individual involved. The requestor will
also provide a return address for
transmitting the information. Access
requests will be directed to the System
Manager listed above.

CONTESTING RECORD PROCEDURES:

Individuals desiring to contest or
amend information maintained in the
system should direct their request to the
System Manager listed above, stating
clearly and concisely what information
is being contested, the reasons for
contesting it, and the proposed
amendment to the information sought.

RECDRD SOURCE CATEGORIES;

Personnel of the Department of
Justice.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

None.
JUSTICE/CRM-012

SYSTEM NAME:

Organized Crime and Racketeering
Section, General Index File and
Associated Records.

SYSTEM LOCATION:

The general files of the Organized
Crime and Racketeering Section are
located at several locations and not all
files are located at all locations. The
location of the files are: 1. U.S.
Department of Justice; Crimins}
Division, Organized Crime and
Racketeering Section; 10th Street and
Constitution Avenue NW., Washington,
DC 20530; and 2. Organized Crime and
Racketeering Section Field office listed
in the Appendix to the Criminais’
Division systems of records.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Persons who have been prosecuted or
are under investigation for potential or
actual criminal prosecution as well as
persons allegedly involved in organized
criminal activity and those alleged to be
associated with the subject.

CATEGORIES OF RECORDS IN THE SYSTEM:

The system consists of alphabetical
indices bearing individual names and
the associated records to which they
relate, arranged either by subject matter
or individual identifying number, of all
incoming correspondence, cases,
matters, investigations, and memoranda
assigned, referred, or of interest, to the
Organized Crime and Racketeering
Section and its field offices. The records
in this system concern matters primarily
involving organized crime and include,
but are not limited to, case files;
investigative reports; intelligence
reports; subpoena and grand jury files;
records of warrants and electronic
surveillances; records of indictment,
prosecution, conviction, parole,
probation, or immunity; legal papers;
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evidence; exhibits: items classified
confidential, secret, and top secret; and
various other files related to the
Section’s activities and it ongoing
investigations, prosecutions, cases, and
matters. Records concerning subject
matters described in this system may
also be contained in JUSTICE/CRM-001.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

This system is established and
maintained pursuant to 44 U.S.C. 3101
and the Presidential Directive on the
Federal Drive Against Organized Crime,
issued May 5, 1968 (Weekly Compilation
of Presidential Documents, Vol. 2, W.
No. 18 (1966)). In addition, this system is
maintained to assist in implementing
and enforcing the criminal laws of the
United States, particularly those
codified in title 18, United States Code.
This system is also maintained to
implement the provisions codified in 28
CFR 0.55 particularly subsection (g).

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND TRE PURPOSES OF SUCH USES:

A record maintained in this system of
records may be disseminated as a
routine use of such record as follows: (1)
In any case in which there is an
indication of a violation or potential
violation of law, whether civil, criminal,
or regulatory in nature, the record in
question may be disseminated to the
appropriate federal, state, loca), or
foreign agency charged with the
responsibility for investigating or
prosecuting such violation or charged
with enforcing or implementing such
law; (2) in the course of investigating the
potential or actual violation of any law,
whether civil, criminal, or regulatory in
nature, or during the course of a trial or
hearing or the preparation for a trial or
hearing for such violation, a record may
be disseminated to a federal, state,
local, or foreign agency, or to an
individual or organization, if there is
reason to believe that such agency,
individual, or organization possesses
information relating to the investigation,
trial, or hearing and the dissemination is
reasonably necessary to elicit such
information or to obtain the cooperation
of a witness or an informant; (3) a
record relating to a case or matter may
be disseminated in an appropriate
federal, state, local, or foreign court or
grand jury proceeding in accordance
with established constitutional,
substantive, or procedural law or
practice; (4) a record relating to a case
or matter may be disseminated to a
federal, state, or local administrative or
regulatory proceeding or hearing in
accordance with the procedures

governing such proceeding or hearing;
(5) a record relating to a case or matter
may be disseminated to an actual or
potential party or his attorney for the
purpose of negotiation or discuasion on
such matters as settlement of the case or

_matter, plea bargaining, or informal

discovery proceedings: (6) a record
relating to a case or matter that has
been referred by an agency for
investigation, prosecution, or
enforcement, or that involves a case or
matter within the jurisdiction of an
agency, may be disseminated to such
agency to notify the agency of the status
of the case or matter or of any decision
or determination that has been made, or
to make such other inquiries and reports
as are necessary during the processing
of the case or matter; (7} a record
relating to a person held in custody
pending or during arraignment, trial,
sentence, or extradition proceedings, or
after convinction or after extradition
proceedings, may be disseminated to a
federal, state, local, or foreign prison,
probation, parole, or pardon authority,
or to any other agency or individual
concerned with the maintenance,
transportation, or release of such a
person; {8) a record relating to a case or
matter may be disseminated to a foreign
country pursuant to an international
treaty or convention entered into and
ratified by the United States or to an
executive agreement; (9) a record may
be disseminated to a federal, state,
local, foreign, or international law
enforcement agency to assist in the
general crime prevention and detection
efforts of the recipient agency or to
provide investigative leads to such
agency; (10) a record may be
disseminated to a federal agency, in
response to its request, in connection
with the hiring or retention of an
employee, the issuance of a security
clearance, the reporting of an
investigation of an employee, the letting
of a contract, or the issuance of a
license, grant, or other benefit by the
requesting agency, to the extent that the
information relates to the requesting
agency's decision on the matter; (11) a
record may be disseminated to the
public, news media, trade association,
or organized groups, when the purpose
of the dissemination is educational or
informationa), such as descriptions of
crime trends or distinctive or unique
modus operandi, provided that the
record does not contain any information
identifiable to a specific individual other
than such modus operandi; (12) a record
may be disseminated to a foreign
country, through the United States
Department of State or directly to the
representative of such country, to the
extent necessary to assist such country

in apprehending and/or returning a
fugitive to a jurisdiction which seeks his
return; (13) a record that contains
classifed national security information
and material may be disseminated to
persons who are engaged in historical
research projects, or who have
previously occupied policy making
provisions to which they were appointed
by the President, in accordance with the
provisions codified in 28 CFR 17.60.

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from 8ystems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invagion of personal
privacy.

Release of information to Members of
Congress: Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release of information to the National
Archives and Records Administration
(NARA), and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2906.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

The records in this system are stored
on various documents, tapes, disc packs,
and punch cards, some of which are
contained in files, on index cards, or in
related type materials.

RETRIEVABILITY:

The system is accessed by name but
may be grouped for the convenience of
the user by subject matter, e.g.. parole
file, photograph file, etc.

SAFEGUARDS:

Materials related to the system are
maintained in appropriately restricted
areas and are safeguarded and
protected in accordance with applicable
Department rules.
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RETENTION AND DISPOSAL:

Currently there are no provisions for
the disposal of the records in the
system.

SYSTEM MANAGER(S) AND ADDRESS:

Assistant Attorney General; Criminal
Division, U.S. Department of Justice;
10th Street and Constitution Avenue
NW., Washington, DC 20530.

NOTIFICATION PROCEDURE:

Inquiry concerning the system should
be addressed to the System Manager
listed above.

RECORD ACCESS PROCEDURES:

The major part of this system is
exempted from this requirement under 5
U.S.C. 552a (j)(2), (k)(1), or (k}{2). To the
extent that this system of records is not
subject to exemption, it is subject to
access and contest. A determination as
to exemption shall be made at the time a
request for access is received. A request
for access to a record contained in this
system shall be made in writing, with
the envelope and the letter clearly
marked “Privacy Access Request”.
Include in the request the name of the
individual involved, his birth date and
place, or any other identifying number
or information which may be of
assistance in locating the record, the
name and of the case or matter
invelved, if known, and the name of the
judicial district involved, if known. The
requestor will also provide a return
address for transmitting the information.
Access requests will be directed to the
system manager listed above. Records in
this system are exempt from the access
provisions of the Act in accordance with
the applicable exemption notice.

CONTESTING RECORD PROCEDURES:

Individuals desiring to contest or
amend information maintained in the
system should direct their request to the
system manager listed above, stating
clearly and concisely what information
is being contested, the reasons for
contesting it, and the proposed
amendment to the information sought.
Records in this system are exempt from
the contesting provisions of the Act in
accordance with the applicable
exemption notice.

RECQORD SOURCE CATEGORIES:

1. Federal, state, local, or foreign
government agencies concerned with the
administration of criminal justice and
non-law enforcement agencies both
public and private; 2. Members of the
public; 3. Government employees; 4.
Published materia); 5. Witnesses and
informants.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsections (c) (3) and
{4}, (d), (e)(1), (2) and (3), {e}(4)(G), (H),
and (I), (e)(5). and (8), (). and (g) of the
Privacy Act pursuant to 5 U.S.C. 552a
(i)(2). Rules have been promulgated in
atcordance with the requirements of 5
U.S.C. 553 (b}, (c), and (e) and have been
published in the Federal Register.

JUSTICE/CRM-016

SYSTEM NAME:

Records on Persons Who Have
Outstanding and Uncollected Federal
Criminal Fines or Federal Bond
Forfeitures.

SYSTEM LOCATION:

U.S. Department of Justice; Criminal
Division; Bond Building, 1400 New York
Avenue, NW,, Washington, D.C. 20530.

CATEGORIES OF INDIVIDUALS COVERED BY YHE
SYSTEM:

Persons who have outstanding and
uncollected federal criminal fines or
federal bond forfeitures whose address
is presently unknown or was at one
time, unknown.

CATEGORIES OF RECORDS IN THE SYSTEM:

This system contains the names of
persons, and correspondence relating to
such persons, who have federal criminal
fines or federal bond forfeitures
outstanding and whose whereabouts are
presently unknown or were, at one time,
unknown. The system is maintained to
gather information on the whereabouts
of such persons and to assist in federal
collection efforts.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

This system is established and
maintained pursuant to 44 U.S.C. 3101,
This system is also maintained to
implement the provisions codified in 28
CFR 0.171(a).

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

A record maintained in this system of
records may be disseminatated as a
routine use of such record as follows:
(A) In the case of an individual whose
whereabouts are unknown, to any
individual organization, or government
agency for the purpose of gathering
information to locate such person; or (B)
in the case of any individual whose
name is contained in the system
whether or not his whereabouts are
known as follows: {1) In any case in
which there is an indication of a
violation or potential violation of law,
whether civil, criminal, or regulatory in

nature, the record in question may be
disseminated to the appropriate federal,
state, local, or foreign agency charged
with the responsibility of investigating
or prosecuting such violation or charged
with enforcing or implementing such
law; (2) in the course of investigating the
potential or actual violation of any law,
whether civil, criminal or regulatory in
nature, or during the course of a trial or
hearing or the preparation for a trial or
hearing for such violation, a record may
be disseminated to a federal state, local,
or foreign agency, or to an individual or
organization if there is reason to believe
that such agency. individual, or
organization possesses information
relating to the investigation, trial, or
hearing and the dissemination is
reasonably necessary to elicit such
information or to obtain the cooperation
of a witness or an informant; {3} a
record relating to a case or matter may
be disseminated in an appropriate
federal, state, local, or foreign court or
grand jury proceeding in accordance
with established constitutional,
substantive, or procedural law or
practices; (4) a record relating to a case
or matter may be disseminated to a
federal, state, or local administrative or -
regulatory proceeding or hearing in
accordance with the procedures
governing such proceeding or hearing;
(5) a record relating to a case or matter
may be disseminated to an actual or
potential party or his attorney for the
purpose of negotiation or discussion on
such matters as settlement of the case or
matter, plea bargaining, or informal
discovery proceedings: (6) a record may
be disseminated to a federal agency, in
response to its request, in connection
with the hiring or retention of an
employee, the issuance of a security
clearance, the reporting of an
investigation of an employee, the letling
of a contract, or the issuance of a
license, grant, or other benefit by the
requesting agency, to the extent that the
information relates to the requesting
agency's decision on the matter.

POLICIES AND PRACTICES FOR STORING,
RETRIEViING, ACCESSINQG, RETAINING, AND
OISPOSING OF RECORDS IN THE SYSTEM:

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.



47196

Federal Register / Vol. 52, No. 238 / Friday, December 11, 1987 / Notices

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
reguired to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release of information to the National
Archives and Records Administration
(NARA), and to the General Services
Administration {GSA): A record from a
system of records may be disclosed as a
routine use to NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2906.

POLICIES ANO PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

A record contained in this system is
stored manually in file jackets.

RETRIEVABILITY:

A record is retrieved by the name of
the individual. .

SAFEGUARDS:

Records are safeguarded and
protected in accordance with applicable
Department rules.

RETENTION AND DISPOSAL:

Currently there are no provisions for
disposal of the records in this system.

SYSTEM MANAGER(S) AND ADDRESS:

Assistant Attorney General; Criminal
Division; U.S. Department of Justice;
10th Street and Constitution Avenue,
NW; Washington, D.C. 20530,

NOTIFICATION PROCEDURE:
Same as the above.

RECORD ACCESS PROCEOURE:

A request for access to a record from
this sytem shall be made in writing, with
the envelope and the letter clearly
marked ‘Privacy Access Request.’
Include in the request the name and
address of the individual involved, his
address, his birth date and place, or
other identifying number of information
which may be of assistance in locating
the record, the name of the case
involved, if known, and the name of the
judicial district, if known, The requestor
will also provide a return address for
transmitting the information. Access
requests will be directed to the System
Manager listed above.

CONTESTING RECORD PROCEDURES:

Individual desiring to contest or
amend information maintained in the
system should direct their request to the
System Manager listed above, stating
clearly and concisely what information
is being contested, the reasons for
contesting it, and the proposed
amendment to the information sought.

RECORD SOURCE CATEGORIES:

Sources of information contained in
this system are federal, state, local, or
foreign agencies, and private individuals
and organizations.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

None.
JUSTICE/CRM-017

SYSTEM NAME:

Registration and Propaganda Files
Under the Foreign Agents Registration
Act of 1938, As Amended.

SYSTEM LOCATION:

U.S. Department of Justice: Criminal
Division; Bond Building, 1400 New York
Avenue, NW, Washington, D.C. 20530.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Persons required to file under the
Foreign Agents Registration Act of 1938,
22 U.S.C. 611 et seq.

CATEGORIES OF RECORDS IN THE SYSTEM:

The system contains the statement of
the registrant and other documents
required to be filed under the Foreign
Agents Registration Act of 1938. Records
concerning subject matters described in
this system may also be contained in
JUSTICE/CRM-001. ‘

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

This system is established and
maintained pursuant to 22 U.S.C. 811 et
seq. The system is also maintained to
implement the provisions of 28 CFR 5.1
through 5.801.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

A record maintained in this system of
records may be disseminated as a
routine use of such record to any
individual, organization, or government
agency. :

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specifie information in the context of

a particular case would constitute an
unwarranted invagion of personal
privacy.

Release of information of Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Reiease of information to the National
Archives and Records Administration
(NARA), and to the Genera! Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2908. -

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, ANO
DISPOSING OF RECORDS IN THE SYSTEM:

S8TORAGE:

A record contained in this system is
stored manually on index cards and in
file jackets.

RETRIEVABILITY:

A record is retrieved by name of the
indtvidual.Safeguards:

Records are safeguarded and
protected in accordance with applicable
Departmental rules.

RETENTION AND DISPOSAL:

Currently there are no provisions for
disposal of the records in this system.

SYSTEM MANAGER(8) ANO ADDRESS:

Assistant Attorney General, Criminal
Division, U.S. Department of Justice,
10th Street and Constitution Avenue,
NW, Washington, D.C. 20530.

NOTIFICATION PROCEDURE:
Same as the above.

RECORD ACCESS PROCEDURES:

A request for access to a record from
this system shall be made pursuant to
the provisions of 28 CFR 5.600 and 5.601,

CONTESTING RECORD PROCEDURES:

Individuals desiring to contest or
amend information maintained in the
system should direct their request to the
System Manager listed above, stating
clearly and concisely what information
is being contested, the reasons for
contesting it, and the proposed
amendment to the information sought
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RECORD SOURCE CATEGORIES:

The source of information contained
in this system is the registrant.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

None.
JUSTICE/CRM-018

SYSTEM NAME;

Registration Files of Individuals Who
Have Knowledge of, or Have Received
Instruction or Assignment in, Espionage,
Counterespionage, or Sabotage Service
or Tactics of a Foreign Government or of
a Foreign Political Party.

SYSTEM LOCATION:

U.S. Department of Justice; Criminal
Diviston; Bond Building, 1400 New York
Avenue, NW., Washington, D.C. 20530.

CATEGORIES OF INDIVIDUALS COVERED 8Y THE
SYSTEM:

Persons who have knowledge of, or
who have received instruction or
assignment in, espionage,
counterespionage, or sabotage service or
tactics of a foreign government or of a
foreign political party.

CATEGORIES OF RECORDS IN THE SYSTEM:

The system contains the statement of
the registrant and other documents
required to be filed under 50 U.S.C. 851.
The system is a public record except
that certain statements may be
withdrawn from public examination
pursuant to 50 U.S.C. 853 and 28 CFR
12.40 by the Attorney General having
due regard for national security and the
public interest. Records concerning
subject matters described in this system
may also be contained in JUSTICE/
CRM-001.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

This system is established and
maintained pursuant to 50 U.S.C. 851 et
seq. The system is also maintained to
implement the provisions codified in 28
CFR 12.1 through 12.70.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

A record maintained in this system of
records may be disseminated as a
routine use of such record as follows:
(A) in the case of a record not
withdrawn by the Attorney General
from public examination, to any
individual, organization, or government
agency; or (B} in the case of a record
withdrawn by the Attorney General
from public examination as follows: (1)
In any case in which there is an
indication of a violation or potential
violation of law, whether civil, or

criminal or regulatory in nature, the
registration record in question may be
disseminated to the appropriate federal,
state, local, or foreign agency charged
with the responsibility of investigating
or prosecuting such violation or charged
with enforcing or implementing such
law; (2) in the course of investigating the
potential or actual violation of any law,
whether civil, criminal, or regulatory in
nature, or during the course of a trial or
hearing or the preparation for a trial or
hearing for such violation, a registration
record may be disseminated to a
federal, state, local, or foreign agency, or
to an individual or organization, if there
is reason to believe that such agency,
individual, or organization possesses
information relating to the investigation,
trial, or hearing and the dissemination is
reasonably necessary to elicit such
information or to obtain the cooperation
of a witness or an informant; (3) a
record relating to a registration may be
disseminated in an appropriate federal,
state, local, or foreign court or grand
jury proceeding in accordance with
established constitutional substantive,
or procedural law or practice; (4) a
record relating to a registration may be
disseminated to a federal, state, or local
administrative or regulatory proceeding
or hearing in accordance with the
procedures governing such proceeding
or hearing; (5) a record relating to a
registration may be disseminated (o an

‘actual or potential party or his attorney

for'the purpose of negotiation or
discussion on such matters as settlement
of the case or matter, plea bargaining, or
informal discovery proceedings; (6) a
record relating to a registration that has
been referred by an agency for
investigation may be disseminated to
the referring agency to notify such
agency of the status of the registration
or of any decigion or determination that
has been made, or to make such other
inquiries and reports as are necessary
during the processing of the matter; (7) a
registration record relating to a person
held in custody pending or during
arraignment, trial, sentence, or
extradition proceedings, or after
conviction or after extradition
proceedings may be disseminated to a
federal, state, local, or foreign prison,
probation, parole, or pardon authority,
or to any other agency or individual
concerned with the maintenance,
transportation, or release of such
person; (8) a record relating to a
registration may be disseminated to a
foreign country pursuant to an
international treaty or convention
entered into and ratified by the United
States or to an executive agreement; (9)
a registration record may be
disseminated to a federal, state, local or

foreign law enforcement agency to
agsist in the general crime prevention
and detection efforts of the recipient
agency or to provide investigative leads
to such agency; (10) a registration record
may be disseminated to a federal
agency. in response to its request, in
connection with the hiring or retention
of an employee, the issuance of a
security clearance, the reporting of an
investigation of an employee, the letting
of a contract, or the issuance of a
license, grant, or other benefit by the
requesting agency, to the extent that the
information relates to the requesting -
agency's decisions on the matter; (11) a
registration record that contains
classified national security information
and material may be disseminated to
persons who are engaged in historical
research projects, or who have
previously occupied policy making
provisions to which they were appointed
by the President, in accordance with the
provisions codified in 28 C.F.R. 17.60.

Release of information to the news
media; Information permitted to be
released to the news media and the
public pursuant to 28 C.F.R. 50.2 may be
made available from systems of records
maintained by the Department of justice
unless it is determined that release of
the specific information in the context of
a particular case would conslitute an
unwarranted invasion of personal
privacy.

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release of information to the National
Archives and Records; Administration
(NARA), and the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2906.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

A record contained in this system is
stored manually on index cards and in
file jackets.
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RETRIEVABILITY:

A record is retrieved by name of the
individual registrant.

SAFEGUARDS:

Records are safeguarded and
protected in accordance with applicable
Departmental files.

RETENTION AND DISPOSAL:

Currently there are no provisions for
disposal of the records in this system.

SYSTEMS MANAGER(S) AND ADDRESS:

Assistant Attorney General; Criminal
Division; U.S. Department of Justice;
10th Street and Constitution Avenue,
NW.; Washington, D.C. 20530.

NOTIFICATIDN PROCEDURE:
Same as the above.

RECORD ACCESS PROCEDURES:

A request for access to a record from
this system shall be made pursuant to
the provisions of 28 CFR 12.40 and 12.41.

CONTESTING RECORD PROCEDURES:
Individuals desiring to contest or
amend information maintained in the
system should direct their request to the
System Manager listed above, stating
clearly and concisely what information
is being contested, the reasons for
contesting it, and the proposed
amendment to the information sought.

RECORD SOURCE CATEGORIES:

The source of information contained
in this system is the registrant,

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

None.
JUSTICE/CRM=-019

SYSTEM NAME:

Requests to the Attorney General For
Approval of Applications to Federal
Judges For Electronic Interceptions.

SYSTEM LOCATION:

U.S. Department of Justice; Criminal
Division; 10th and Constitution Avenue,
NW.; Washington, D.C. 20530.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Individuals who have been the subject
of requests by federal investigative
agencies for electronic surveillance.

CATEGORIES OF RECORDS IN THE SYSTEM:

The system contains requests
received from federal investigative
agencies and federal prosecutors, and
associated documents, seeking the
authorization of the Attorney General
required by 18 U.S.C. 2518 for an
application to a federal court for an
order authorizing the interception of a

wire or oral communication in cases
involving federal criminal violations.
Records concerning subject matters
described in this system may also be
contained in JUSTICE/CRM—001.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

This system is established and
maintained pursuant to 44 U.S.C, 3101.
The system is also maintained to
implement the provisions of 18 U.S.C.
2516 and 18 U.S.C. 2519.

AOUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

A record maintained in this system of
records may be disseminated as a
routine use of such record as follows: 1.
In an appropriate federa), state, or local
court or grand jury proceeding in
accordance with established
constitutional, substantive, or
procedural law or practice; 2. to the
requesting agency to notify such agency
of the status of the case or matter or of
any decision or determination that has
been made; 3. to furnish such
information for reports to the
Administrative Office of the United
States Courts as is necessary to comply
with the reporting provisions of 18
U.S.C. 2519; 4. to a party pursuant to 18
U.S.C. 2518 (8)(d), (9). and (10) and 18
U.S.C. 3504. '

Release of inforination to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarrante invasion of personal
privacy.

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release of information to the National
Archives and Records Administration
{NARA), and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2804 and 2908,

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

A record contained in this system is
stored manually in file jackets.

RETRIEVABILITY:

A record is retrieved by the name of
the individual who appears first on the
application or affidavit that is first
received.

SAFEGUARDS:

The records are safeguarded and
protected in accordance with applicable
Departmental rules.

RETENTION AND DISPOSAL:

Currently there are no provisions for
disposal of the records in this system.

SYSTEM MANAGER(S) AND ADDRESS:

Assistant Attorney General; Criminal
Division; U.S. Department of Justice;
10th and Constitution Avenue, NW;
Washington, D.C. 20530.

NOTIFICATION PROCEDURE:

Inquiry concerning this system should
be directed to the System Manager
listed above.

RECORD ACCESS PROCEDURES:

The major part of this system is
exempted from this requirement under 5
U.S.C. 552a (j)(2), (k)(1). or (k)(2). To the
extent that this system of records is not
subject to exemption, it is subject to
access and contest. A determination as
to exemption shall be made at the time a
request for access is received. A request
for access to a recard contained in this
system shall be made in writing, with
the envelope and the letter clearly
marked “Privacy Access Request”.
Include in the request the name of the
individual {nvolved, his birth date and
place, or any other identifying number
or information which may be of
assistance in locating the record, the
name of the case or matter involved, if
known, and the name of the judicial
district involved, if known. The
requestor will aiso provide a return
address for transmitting the information.
Access requests will be directed to the
system manager listed above. Records in
tnis system are exempt from the access
provisions of the Act in accordance with
the applicable exemption notice.

CONTESTING RECORD PROCEDURES:

Individuals desiring to contest or
amend information maintained in the
system should direct their request to the
system manager listed above, stating
clearly and concisely what information
is being contested, the reasons for
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contesting it, and the proposed
amendment to the information sought.
Records in this system are exempt from
the contesting provisions of the Act in
accordance with the applicable
exemption notice.

RECORD SOURCE CATEGORIES:

Sources of information contained in
this system are federal investigative
agencies, federal prosecutors, and
personnel of the Criminal Division,
Department of Justice.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsections (c) (3) and
14). (d). {e) (2) and (3), (e){4) (G), {H) and
(1}, (e){8). (f). and {g) of the Privacy Act
pursuant to 5 U.S.C. 552a(j)(2). Rules
have been promulgated in accordance
with the requirements of 5 U.S.C. 553 (b),
(c) and (e) and have been published in
the Federal Register.

JUSTICE/CRM-021

SYSTEM NAME:

The Stocks and Bonds Intelligence
Control Card File System.

SYSTEM LOCATION:

U.S. Department of Justice; Criminal
Division; Bond Building, 1400 New York
Avenue, NW.; Washington, D.C. 20530

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM: ,

Individuals, and their known
associates, who are actual, potential, or
aileged violators, of statutes dealing
with stocks, bonds, and other securities.

CATEGORIES OF RECORDS IN THE SYSTEM:
This system is an alphabetical listing
of all individuals, and their associates,
who are actual, potential, or alleged
violators of the statutes dealing with
counterfeiting, forging, and theft of
stocks, bonds, and other securities
including those who traffic, or are
suspected of trafficking, in such stocks,
bonds, or other securities. Records
concerning subject matters described in
this system may also be contained in
JUSTICE/CRM-001.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM.

This system is established and
maintained pursuant to 44 U.S.C. 3101,
and is intended to assist in
implementing and enforcing the criminal
laws of the United States codified in
title 18, United States Code and
elsewhere, particularly the laws relating
to offenses involving stocks and bonds.
The system is also maintained to
implement the provisions codified in 28
CFR 0.55.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

A record maintained in this system of
records may be disseminated as a
routine use of such record as follows: {1)
In any case in which there is an
indication of a violation or potential
violation of law, whether civil, criminal,
or regulatory in nature, the record in
question may be disseminated to the
appropriate federal, state, local, or
foreign agency charged with the
responsibility for investigating or
prosecuting such violation or charged
with enforcing or implementing such
law; (2) in the course of investigating the
potential or actual violation of any law,
whether civil, criminal, or regulatory in
nature, or during the course of a trial or
hearing or the preparation for a trial or
hearing for such violation, a record may
be disseminated to a federal, state,
local, or foreign agency, or to an
individual or organization, if there is
reason to believe that such agency,
individual, or organization possesses
information relating to the investigation,
trial, or hearing and the dissemination is
reasonably necessary to elicit such
information or to obtain the cooperation
of a witness or an informant; (3) a
record relating to a case or matter may
be disseminated in an appropriate
federal, state, local, or foreign court or
grand jury proceeding in accordance
with established constitutional,
substantive, or procedurallaw or
practice; (4) a record relating to a case
or matter may be disseminated to a
federal, state, or local administrative or
regulatory proceeding or hearing in
accordance with the procedures
governing such proceeding or hearing;
(5) a record relating to a case or matter
may be disseminated to an actual or
potential party or his attorney for the
purpose of negotiation or discussion on
such matters as settlement of the case or
matter, plea bargaining, or informal
discovery proceedings; (6) a record
relating to a case or matter that has
been referred by an agency for
investigation, prosecution, or
enforcement, or that involves a case or
matter within the jurisdiction of an
agency, may be disseminated to such
agency to notify the agency of the status
of the case or matter or of any decision
or determination that has been made, or
to make such other inquiries and reports
as are necessary during the processing
of the case or matter; {7) a record
relating to a person held in custody
pending or during arraignment, trial,
sentence, or extradition proceedings, or
after conviction or after extradition
proceedings, may be disseminated to a
federal, state, local, or foreign prison,

probation, parole, or pardon authority,
or to any other agency or individual
concerned with the maintence,
transpartation, or release of such a
persan; (8) a record relating to a case or
matter may be disseminated to a foreign
country pursuant to an international
treaty or convention entered into and
ratified by the United States or to an
executive agreement; (9) a record may
be disseminated to a federal, state,
local, foreign, or international law
enforcement agency to assist in the
general crime prevention and detection
efforts of the recipient agency or to
provide investigative leads to such
agency; (10} a record may be
disseminated to a federal agency, in
response to its request, in connection
with the hiring or retention of an
employee, the issuance of a security
clearance, the reporting of an
investigation of an employee, the letting
of a contract, or the issuance of a
license, grant, or other benefit by the
requesting agency, to the extent that the
information relates to the requesting
agency's decision on the matter; (11) a
record may be disseminated to the
public, news media, trade associations,
or orgenized groups, when the purpose
of the dissemination is educational or
informational, such as descriptions of
crime trends or distinctive or unique
modus operandi, provided that the
record does not contain any information
identifiable to a specific individual other
than such modus operandi.

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice. not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release of information to the National
Archives and Records Administration
(NARA), and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to NARA and GSA in
records menagement inspections
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conducted under the authority of 44
U.S.C. 2904 and 2906.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

A record contained in this system is
stored manually on index cards,

RETRIEVABILITY:

A record is retrieved by the name of
the individual.

SAFEGUARDS:

Records are safeguarded and
protected in accordance with applicable
Departmental rules.

RETENTION AND DISPOSAL:

Currently there are no provisions for
disposal of the records in this system.

SYSTEM MANAGER(S) AND ADDRESS:

Assistant Attorney General; Criminal
Division; U.S. Department of Justice;
10th Street and Constitution Avenue,
NW.; Washington, D.C. 20530.

NOTIFICATION PROCEDURE:

Inquiry concerning the system should
be directed to the System Manager
listed above.

RECORD ACCESS PROCEDURES:

The major part of this system is
exempted from this requirement under 5
U.S.C. 552a-(j}(2), (k)(1), or (k){2). To the
extend that this system of records is not
subject to exemption, it is subject to
access and contest. A delermination as
to exemption shall be made at the time a
request for access is received. A request
for access to a record contained in this
system shall be made in writing, with
the envelope and the letter clearly
marked “Privacy Access Request.”
Include in the request the name of the
individual involved, his birth date and
place, or any other identifying number
or information which may be of
assistance in locating the record, the
name of the case or matter involved, if
known, and the name of the judicial
district involved, if known. The
requester will also provide a return
address for transmitting the information.
Access requests will be directed to the
system manager listed above. Records in
this system are exempt from the access
provisions of the Act in accordance with
the applicable exemption notice.

CONTESTING RECORD PROCEDURES:

Individuals desiring to contest or
amend information maintained in the
system should direct their request to the
system manager listed above, stating
clearly and concisely what information
is being contested, the reasons for

contesting it, and the proposed
amendment to the information sought.
Records in this system are exempt from
the contesting provisions of the Act in
accordance with the applicable
exemption notice.

RECORO SOURCE CATEGORIES:

Sources of information contained in
this system are federal, state, local, and
foreign government agencies and
prosecutors, private organizations and
individuals, and personnel of the
Department of Justice.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsections (c)(3) and
(4). (d). (e)(1), (2) and (3), (e){4)(C), (H)
and (1), (e}(5) and (8}, (f), and (g} of the
Privacy Act pursuant to 5 U.S.C. 552a
(j}(2). Rules have been promulgated in
accordance with the requirements of 5
U.S.C. 553 (b), (c) and (e) and have been
published in the Federal Register.

JUSTICE/CRM-022

SYSTEM NAME:
Witness Immunity Records.

SYSTEM LOCATION:

U.S. Department of Justice: Criminal
Division: 10th Street and Constitution
Avenue NW., Washington, DC 20530.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEW:

Potential or actual witnesses for
whom immunity (pursuant to 18 U.S.C.
6001-6005) is proposed.

CATEGORIES OF RECORDS N THE SYSTEM:

The system contains background
information on the individual and the
case of matter in which he is expected
to testify in a processing before or
ancillary to a court or grand jury of the
United States or an agency of the United
States. The information maintained in
the system is entered from DOJ Form-
LAA-111, “"Request for Inmunity
Authorization”, which is completed by
the United States Attorneys, or from
other formal requests for immunity from
Federal agencies. The system also .
contains a record of action taken by the
Criminal Division on the request.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

This system is established and
maintain pursuant to 44 U.S.C. 3101. The
system is also maintained to implement
the provisions of 18 U.5.C. 8001-6005
and 18 U.S.C. 2514.

PURPOSE OF THE SYSTEM:

The system is essential to the
Division’s efforts in granting immunity

requests as stated in 18 U.S.C. 6001~
6005. Requests for immunity may be
made by a United States Attorney or a
Federal agency. ‘

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

(1) A record may be disseminated to a
federal, state, local, or foreign law
enforcement agency to alert such agency
to the proposed immunity or, to the
extent necessary for identification
purposes, to elicit information
concerning the potential or actual
witness which may be necessary to an
evaluation of the proposed immunity; (2)
a record relating to a proposed immunity
that has been referred to the Department
of Justice for approval, may be
disseminated to the referring agency to
notify such agency of the status of the
referral or of any decision or
determination that has been made.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

Paper documents are stored in file
folders in locked cabinets; selected
summary data are stored on magnetic
disks and on manual index cards which
are also kept in locked cabinets.

RETRIEVABILITY:

Summary data, e.g., names, request
numbers, dates of receipt and
completion are retrieved from manual
index cards for requests received prior
to June 1986; for June 1986 and
subsequent years, summary data are
retrieved from magnetic disks, File
folders are accessed through the manual
or automated indexes.

SAFEGUARDS:

The records are safeguarded and
protected in accordance with applicable
Departmental rules. Security for the
automated records include strictly
controlled access codes and passwords.
Only authorized Criminal Division
employees will have access to the
system,

RETENTION AND DISPOSAL:

Dispose 10 years after close of
request.
SYSTEM MANAGER(S) AND ADDRESS:

Assistant Attorney General, Criminal
Division, U.S. Department of Justice,
10th Street and Constitution Avenue
NW.,, Washington, DC 20530,

NOTIFICATION PROCEDURE:

The major part of this system is
exempted from this requirement
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pursuant to § U.S.C. 552a (j){2) or (k)(2).
Inquiry concerning this system should
be directed to the System Manager
listed above.

RECORD ACCESS PROCEDURES:

The major part of this system is
exempted from this requirement
pursuant to 5 U.S.C. 552a (j}{2) or {k)(2).
To the extent that this system of records
is not subject to exemption, it is subject
to access and contest. A determination
as to exemption shall be made at the
time a request for access is received. A
request for access to a record from this
system shall be made in writing, with
the envelope and the letter clearly
marked "Privacy Access Request”.
Include in the request the name of the
individual involved, his birth date and
place, or other identifying number of
information which may be of assistance
in locating the record, the name of the
case or matter involved, if known, and
the name of the judicial district
involved, if known. The requester will
also provide a return address for
transmitting the information. Access
requests will be directed to the System
Manager listed above.

CONTESTING RECORD PROCEDURES:

Individuals desiring the contest or
amend information maintained in the
system should direct their request to the
System-Manager listed-above; stating
clearly and concisely what information
is being contested, the reasons for
contesting it, and the proposed
amendment to the information sought.

RECORD SOURCE CATEGORIES:

1. Federal government prosecutors; 2.
Federal agencies; 3. Department of
Justice attorneys and personnel.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsections (c) (3} and
(4), (d). (e) (2). (3) and [e)(4) (G), (H) and
(1), (e)(8). {f) and (g) of the Privacy Act
pursuant to § U.S.C. 552a (j)(2) and
{k)(2). Rules have been promulgated in
accordance with the requirements of 5
U.S.C. 553 [b), (c) and (e) and have been
published in the Federal Register.

JUSTICE/CRM-024

8YSTEM NAME:

Freedom of Information/Privacy Act
Records.
SYSTEM LOCATION;

U.S. Department of Justice, Criminal
Division, Bond Building, 1400 New York
Avenue, NW., Washington, D.C. 20530.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Persons who request disclosure of
records pursuant to the Freedom of
Information Act, persons who request
access to or correction of records
pertaining to themselves contained in.
Criminal Division systems of records
pursuant to the Privacy Act; and, where
applicable, persons about whom records
have been requested or about whom
information is contained in requested
records.

CATEGORIES OF RECORDS IN THE SYSTEM:

The system contains copies of all
correspondence and internal
memorandums related to Freedom of
Information and Privacy Act requests,
and related records necessary to the
processing of such requests received on
or after January 1, 1975,

" AUTHORITY FOR MAINTENANCE OF THE

BYSTEM:

This system is established and
maintained pursuant to 44 U.S.C. 3101
and is maintained to implement the
provisions of § U.S.C. 552 and 552a and
the provisions of 28 CFR 16.1 et seq. and
28 CFR 16.40 et seq.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

A record maintained in this system
may be disseminated as a routine use of
be disseminated to a Federal agency
which furnished the record for the
purpose of permitting a decision as to
access or correction to be made by that
agency or for the purpose of consulting
with that agency as to the prepriety of
access or correction; (2) a record may be
disseminated to any appropriate
Federal, State, local, or foreign agency
for the purpose of verifying the accuracy
of information submitted by an
individual who has requested
amendment or correction of records
contained in systems of records
maintained by the Criminal Division.

Release of information to the news
media: Information permitted to be
released pursuant to the news media
and the public pursuant to 28 CFR 50.2
may be made available from system of
records maintained by the Department
of Justice unless it is determined that
release of the specific information in the
context of a particular case would
constitute an unwarranted invasion of
personal privacy.

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released to 5 U.S.C. 552,
may be made available to a Member or

Congress or staff acting upon the
Member’s behalf when the Member of
staff requests the information on behalf
of and at the request of the individual
who is the subject of the record.

Release of information to the National
Archives and Record Administration
(NARA), and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2804 and 2906,

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAQE:

A record contained in this system is
stored manually in alphabetical order in
file cabinets.

RETRIEVABILITY;

A record is retrieved by the name of
the individual or person making a
request for access or correction of
records.

SAFEGUARDS:

Access to physical records is limited
to personnel of the Freedom of
Information/Privacy Act Unit of the
Criminal Division and known
Department of Justice personnel who
have a need for the record in the
performance of their duties. The records
are safeguarded and protected in
accordance with applicable Department
rules.

RETENTION ANO DISPOSAL:

Currently there are no provisions for
disposal of records contained in this
system.

SYSTEM MANAGER(S) AND ADDRESS:

Assistant Attorney General, Criminal
Division, U.S. Department of Justice,
10th and Constitution Avenue, NW.,
Washington, D.C. 20530,

NOTIFICATION PROCEDURE: :

A Part of this system is exempted
from this requirement under 5 U.S.C,
552a(j)(2), (k) (1). or (k) (2). Inquiry
concerning this system should be
directed to the system manager listed
above.

RECORD ACCESS PROCEDURE: )

A part of this system is exempted
from this requirement under 5 U.S.C.
552a(j)(2). (k) (1), or {k) (2). to the extent
that this system of records is not subject
to exemption, it is subject to access and
contest. A determination as to
exemption shall be made at the time a
request for access is received. A request
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for access to a record contained in this
system shall be made at the time a
request far.access is received. A request
for access to a record contained in this
system shall be made in writing, with
the envelope and the letter clearly
marked ‘Privacy Access Requests.’
Include in the request the name of the
individual involved, his birth date and
place, or any other identifying number
or information which may be of
assistance in locating the record, the
name of the case or matter involved, if
known, and the name of the judicial
district involved, if known. The
requester shall also provide a return

address for transmitting the information.

Access requests shall be directed to the
system manager listed above.

CONTESTING RECORD PROCEDURES:

Individuals desiring to contest or

" amend information maintained in the
system should direct their request to the
system manager listed above, stating
clearly and concisely what information
is being contested, the reason for
contesting it, and the proposed
amendment to the information sought.

RECORD SOURCE CATEGORIES:

Sources of information contained in
this system are the individuals and
* persons making requests, the systems of
-tecords searched in the process of
responding to requests, and other
agencies referring requests for access lo
or correction of records originating in
the Criminal Divisfon.

SYSTEMS EXEMPYED FROM CERTAIN
PROVISIONS OF THE ACT:

Records secured from other systems
of records bave been exempted from the
provisions of the Privacy Act to the
same extent as the system of records
from which they were obtained. Rules
have been promulgated in accordance
with the requirements of 5 U.S.C. 553(b)
(c), and (e) and have been published in
the Federal Register.

JUSTICE/CRM-025
SYSTEM NAME:

Tax Disclosure Index File and
Associated Records.

SYSTEM LOCATION:

U.S. Department of Justice, Criminal
Division, Bond Building, 1400 New York
Avenue NW,, Washington, DC 20530.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Taxpayers about whom the Criminal
Division has requested and/or obtained
disclosure of tax material from the
Internal Revenue Service pursuant to 26
U.S.C. 6103.

CATEGORIES OF RECORDS N THE SYSTEM:

The system contains all requests for
tax material, any such material provided
by the Internal Revenue Service or
duplicated or extracted by the Criminal
Division from such material, and related
records necessary to the application for
and/or safeguarding of such material
received on or after January 1, 1977,

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

This system is established and
maintained pursuant to 26 U.S.C.
6103(p){4).

AOUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF BUCH USES:

A record maintained in this system of
records may be disseminated as a
routine use of such record {A} to any
officer or employee of the Criminal
Division who is personally and directly
engaged in preparation for any
proceeding {or investigation which may
result in such proceeding) pertaining to
the enforcement of a specifically
designated Federal criminal statute not
involving tax administration or to the
enforcement of a Federal criminal
statute in any matter involving tax
administration; and (B) to any person
outside of the Criminal Division where
such dissemination is or reasonably
appears to be in furtherance of proper
preparation for any proceeding {or
investigation which may result in such
proceeding) pertaining to the
enforcement of a specifically designated
Federal criminal statute not involving
tax administration or to the enforcement
of a Federal criminal statute in any
manner involving tax administration.
Such dissemination shall be permitted to

" the extent authorized under 26 U.S.C.

6103(h), 28 U.S.C. 6103(), 26 CFR
404.6103(h)(2)-1, 26 CFR 404.6103(i)-{1),
and Rule 6(e), FR Crim. P. The above
mentioned routine uses include the
following:

(1) Dissemination to an attorney of the
Criminal Division assigned -
responsibility with respect to an above-
mentioned proceeding or an
investigation which may result in such
proceeding;

{2) Dissemination to an officer or
employee of the Department of Justice
with supervisory or clerical
responsibility with respect to an above-
mentioned proceeding, or an
investigation which may result in such
proceeding;

(3) Dissemination to an officer or
employee of another Federal agency (as
defined at 5 U.S.C. 551{1)) with
investigative, supervisary, or clerical

responsibility working under the
direction and control of such attorneys
of the Department of Justice as are
assigned responsibility with respect to
an above-mentioned praceeding, or an
investigation which may result in such
proceeding;

{4) Digsemination to a taxpayer to
whom such record relates, ar to such
taxpayer’s legal representative, to
properly interview, consult, depose, or
interrogate or otherwise obtain
information relevant to an above-
mentioned proceeding, or an
investigation which may result in such
proceeding. from such taxpayer or his
legal representative;

{5) Dissemination during the course of
an investigation which may result in an
above-mentioned proceeding to any
witness who may be called on to give
evidence in such a proceeding to
properly interview, consult, depose, or
interrogate or otherwise obtain relevant
information from such potential witness;

{8) Dissemination to any person
having apecial knowledge or technical
skills (such as handwriting analysis,
photographic development, sound
recording enhancement, or voice
identification) to properly obtain the
services of such person in an above-
mentioned proceeding, or an
investigation which may result in such
proceeding;

{7) Dissemination to an officer or
employee of the Department of Justice,
another Federal agency {as defined at 5
U.S.C. 551(1)), or a foreign government to
properly utilize international contacts
and judicia) assistance in an above-
mentioned proceeding, or an
investigation which may result in such
proceeding;

(8) Dissemination to an officer or
employee of the Internal Revenue
Service to obtain additiona) disclosure
pursuant to 28 U.S.C. 8103 in an above-
mentioned proceeding, ar an
investigation which may result in such
proceeding;

(9) Dissemination to a Federal grand
Jury:

{10} Dissemination to an officer or
employee of the Department of Justice to
obtain a court order to compel testimony
pursuant to 18 U.S.C. 6002 and 6003 in
any above-mentioned proceeding, or an
investigation which may result in such
proceeding;

(11} Dissemination to any party to an
above-mentioned proceeding, to
properly conduct negotiations
concerning, or obtain authorization for,
disposition of the proceeding, in whole
or in part, or to obtain stipulations of
fact in connection with the proceeding;
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(12) Dissemination to a judicial or
administrative body {such as the United
States Parole Commission) in an above-
mentioned proceeding or in preparation
therefore, or in any post-conviction
proceeding resulling from an above-
mentioned proceeding;

{13) Dissemination to a court reporter
in an above-mentioned proceeding, or as
required, in preparation therefor.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

A record contained in this system is
stored manually on index cards and in
file jackets.

RETRIEVABILITY:

A record is retrieved by name of the
taxpayer in indices maintained in
individual sections of the Criminal
Division.

SAFEGUARDS:

Records are safeguarded in
accordance with Department of Justice
rules and procedures. Buildings in which
records are located are under security
guard, and access to premises is by
official identification. Records are
stored in spaces which are locked
outside of normal office hours and in
safe type filing cabinets which are
locked when not being accessed. Access
to such cabinets is limijted to Division
personnel whose duties and
responsibilities require such access and
to whom access may be permitted. A
record of access is kept which indicates
the name of each person who gains
access to material from the secured area
and the date and time of each access.

RETENTION AND DISPOSAL:

Records not retained are returned to
the Internal Revenue Service or
rendered undisclosable in accordance
with 26 U.S.C, 6103(p){4)(f)(ii). Currently
there are no provisions for disposal of
records contained in this system that are
not returned to the Internal Revenue
Service or are otherwise rendered
undisclosable.

SYSTEM MANAGER(S) AND ADDRESS:

Assistant Attorney General, Criminal
Bivision, U.S. Department of Justice,
10th Street and Constitution Avenue,
NW., Washington, D.C. 20530.

NOTIFICATION PROCEDURES:

The major part of this system is
exempted from this requirement under 5
U.S.C. 552a(j)(2). Inquiry concerning the
system should be addressed to the
system manager listed above.

RECORAD ACCESS PROCEDURE:

The major part of this system is
exempted from this requirement under 5
U.S.C. 552a(j}(2). To the extent that this
system of records is not subject to
exemption, it is subject {o access and
contest. A determination as to
exemption shall be made at the time a
request for access is received. A request
for access to a record contained in this
system shall be made in writing, with
the envelope and the letter clearly
marked 'Privacy Access Request.’
Include in the request the name of the
individuval involved, his birth date and
place or any other identifying number or
information which may be of assistance
in locating the record, the name of the
case or matter involved, if known, and
the name of the judicial district
involved, if known, The requestor will
also provide a retwrn address for
transmitling the information. Access
requests will be directed to the system
manager listed above. Records in this
system are exempt from the access
provisions of the Act in accordance with
the applicable exemption notice.

CONTESTING RECORD PROCEDURES!

Taxpayers desiring to contest or
amend information maintained in the
system should direct their request to the
system manager listed above, stating
clearly and concisely what information
is being contested, the reasons for
contesting it, and the proposed
amendment to the information sought.
Records in this system are exempt from
the contesting provisions of the Act in
accordance with the applicable
exemption notice.

RECORD SOURCE CATEGORIES:

Sources of information contained in
this system are the Internal Revenue
Service, Federal investigative agencies,
Federal prosecutors, and personnel of
the Criminal Division, Department of
Justice.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsections (c) (3] and
(4), {d), (e) (1), (2) and (3), ()(4)(G), and
(H) and (1), {¢) {5) and {8), {f), and (g) of
the Privacy Act pursuant to 5 U.S.C.
552a(j){2). Rules have been promulgated
in accordance with the requirements of 5
U.S.C. 553 {b), {c) and (e) and have been
published in the Federal Register.

JUSTICE/CRM—028

SYSTEM NAME:

Index of Prisoners Transferred Under
Prisoner Transfer Treaties.

SYSTEM LOCATION:

U.S. Department of Justice: Criminal
Division; Bond Building, 1400 New York
Avenue, NW, 10th and Constitution
Ave., NW., Washington, DC 20530.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Prisoners transferred to or from
prisons in the United States under
prisoner transfer treaties with other
countries,

CATEGORIES OF RECORDS IN THE SYSTEM:

The system consists of alphabetical
indicies bearing individual names of
prisoners involved in transfers and the
tape recordings and occasional verbatim
transcripts of consent verification
hearings held pursuant to 18 U.S.C. 4107
and 4108, as well as copies of consent
verification forms.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

The system is maintained to
implement the provisions of 18 U.S.C.
4107{e) and 4108(e). The records
maintained in the system are vsed in
conjunction with litigation relating to
transfer of prisoners under prisoner
transfer treaties.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

The file is used by personne! of the
Office of International Affairs of the
Criminal Division to confirm the status
of verification consent proceedings and
to provide a readily retrievable record in
the event of litigation on the issue of
consent to the transfer. In addition, a
record may be disseminated to the
court, to court personne], and to parties
and their coungel in any litigation
brought on the issue of proper consent to
a prisoner transfer; to a state, local or
foreign government, at its request, when
the record relates to one of its past or
present prisoners who have been the
subject of a consent verification hearing;
and, to any foreign government that is a
party to an applicable treaty ina
scheduled report that is required by the
treaty.

Release of information to the news
media and the public: Information
permitted to be released to the news
media and the public pursuant to 28 CFR
50.2 may be made available from
systems of records maintained by the
Department of Justice unless it is
determined that release of the specific
information in the context of a particular
case would constitute an unwarranted
invasgion of personal privacy.

Release of information to Members of
Congress: Information contained in the
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system not otherwise required to be
released pursuant to 5 U.S.C. 552, may
be made available to a Member of
Congress or staff acting upon the
Member's behalf when the Member or
staff requests the information on behalf
of and at the request of the individual
who is the subject of the record.

Release of information to the National
Archives and Records Administration
{NARA) and to the General Services
Adminsstration (GSA): A record of the
system of records may be disclosed to
NARA and GSA National Archives and
Records Service (NARS) for records
management inspections conducted
under the authority of 44 U.S.C. 2904 and
29086,

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

Verification consent forms and tape
records are stored in file drawer safes.

RETRIEVABILITY:

A record is retrieved from index cards
by the name of the individual and from
the file jackets by location and date of
the verification consent hearings which
appear an the index cards.

SAFEGUARDS:

The records are stored in file drawer
safes. Access to them is limited to
personnel of the Office of International
Affairs, Criminal Division, United States
Department of Justice. The office in
which the records are contained is
securely locked at night and on
weekends.

RETENTION AND DISPOSAL:

Currently it is planned to maintain
records for 10 years in file safes referred
to above and then transfer them to the
Federal Records Center for retention.

SVYSTEM MANAGER(S) AND ADDRESS:

Assistant Attorney General, Criminal
Division; U.S. Department of Justice,
10th and Constitution Avenue, NW.,
Washington, D.C. 20530.

NOTIFICATION PROCEDURE:

Inquiry concemning this system should
be in writing and made to the system
manager listed above.

RECORD ACCESS PROCEDURES:

A request for access to a record
contained in this system shall be made
in writing to the system manager, with
the envelope and letter clearly marked
“Privacy Act Request"”, The request
shall include the name of the individual
involved, his birth date and place, or
any other identifying number or
information which may be of assistance

in locating the record, and the name of
the case or matter involved, if known.
The requester shall also provide a return
sddress for transmitting the information.

CONTESTING RECORD PROCEDURES:

Individuals desiring to contest or
amend information maintained in the
system should direct their request to the
system manager listed above, stating
clearly and concisely what information
is being contested, the reasons for
contesting it, and the proposed
amendment to the information.

RECORD SOURCE CATEGORIES:

Court records and prisoner
statements.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

None.
JUSTICE/CRM-027

SYSTEM NAME:

Office of Special Investigations (OSI)
Displaced Persons Listings.

SYSTEM LOCATION;

U.S. Department of Justice, Criminal
Division, Bond Burlding, 1400 New York
Avenue, N.W., Washington, DC 20530,
and Federal Records Center, Suitland,
Maryland 20409.

CATEGORIES OF INDIVIDUALS COVERED 8Y THE
SYSTEM: ‘

Individuals who applied for entry
visas into the United States under the
Displaced Persons Acts in force from
1848 to 1952 and for whom the United
States Army Counterintelligence Corps
assembled visa investigation files.

CATEGORIES OF RECORDS (N THE SYSTEM:

The system consists of alphabetical
indexes bearing the names of persons
who applied far entry visas under the
Displaced Persons Acts, their visa
applications, investigative reports and
any other supporting documents.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

This system is established and
maintained pursuant to 44 U.S.C. 3101
and is intended to assist in
implementing and enforcing the criminal
laws of the United States, particularly
those Criminal Statutes codified in
“Criminal Laws,” United States Code.
The system is also maintained to
implement the provisions cadified in 28
CFR 0.55 and 0.61.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
UGERS AND THE PURPOSES OF SUCH USES:
These records are used by OSI
personnel as source material to locate

potential witnesses who might be able
to provide information of investigative
interest. However, a record maintained
in this sytem of records may be
disseminated as a routine use of such
record as follows: (1) Records, or some
part thereof, relating to a particular visa
applicant, may become a part of an
investigative record maintained in a
published system of records entitled
“Central Criminal Division Index File
and Associated Records, JUSTICE/
CRM-001" and be subject to the routine
uses of that system; {2) a record relating
to a case or matter may be disseminated
to a foreign country pursuant to an
international treaty or convention
entered into and ratified by the United
States or to an executive agreement; (3]
a record may be disseminated to a
Federal, State, local, foreign, or
international enforcement agency to
assist in the general crime prevention
and detection efforts of the recipient
agency or to provide investigative leads
to such agency; and (4} a record may be
disseminated 1o a foreign country,
through the United States Department of
State or directly to the representative of
such country, to the extent necessary to
assist such country in apprehending
and/or returning a fugitive to a
jurisdiction which seeks his return.

Release of information to the news
media:

Information permitted to be released
to thie news media and the public
pursuant to 28 CFR 50.2 may be made
available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of information ta Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant-to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record,

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

Index records in this system will be
stored by name and control number on
an IBM System/38. The actual records
are papers in files stored in file boxes on
shelves in locked record storage rooms.



Federal Register / Vol. 52. No. 238 / Friday, December

11, 1987 | Notices 47205

RETRIEVABILITY:

Records stored in this system can be
retrieved by the name of the individual,
and by the control number of the record.

SAFEGUARDS:

Appropriate steps have been taken to
preserve security and minimize the risk
of unauthorized access to the system,
Staff members who use the computer to
input data or who have access to the
stored data have been given specific
identification codes or passwords by the
system security officer which will
restrict access 1o specific data. The files
will be kept in a locked room with
restricted access.

RETENTION AND DISPOSAL:

Currently there are no provisions for
the disposal of records in the system.

SYSTEM MANAGER(S) AND ADDRESS:

Assistant Attorney General, Criminal
Division, U.S. Department of Justice,
10th and Constitution Avenue, NW,
Washington, DC 20530.

NOTIFICATION PROCEDURE:

Inquire in writing to the system
manager listed above.

RECORD ACCESS PROCEDURES:

Portions of this system are exempt
from disclosure and contest by 5 U.S.C.
552a(k)(2). Make all requests for access
ta those portions not so exempted by
writing to the system manager identified
above. Clearly mark the envelope and
letter “Privacy Access Requests;”
provide the full name and notarized
signature of the individual who is the
subject of the record, his/her date and
place of birth, or any other identifying
number or information which may assist
in locating the record; and., a return
address.

CONTESTING RECORD PROCEDURES:

Direct all requests to contest or
amend information maintained in the
system to the system manager listed
above. State clearly and concisely what
information is being contested, the
reasons for contesting it, and the
proposed amendment to the information.

RECORD SOURCE CATEGORIES;

The information in this system was
originally compiled during the course of
investigations undertaken by the United
States Army Counter Intelligence Corps
pursuant to the Displaced Persons Acts
in effect from 1848 to 1952. For the most
part, the information in this system was
obtained directly from the visa applicant
himself, but the records would also
contain information from other
individuals or entities which would have

shed light on the information supplied
by the visa applicant.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
certain categories of records in this
system from subsection (d) of the
Privacy Act pursuant to 5 U.S.C.
552a(k)(2). Rules have been promulgated
in accordance with the requirements of 5
U.S.C, 553 (b}, (c) and (e), and have been
published in the Federal Register.

JUSTICE/CRM-999

APPENDIX TO CRIMINAL DIVISION'S SYSTEMS
OF RECORDS,; FIELD OFFICE ADORESSES OF
ORGANIZED CRIME AND RACKETEERING
SECTIONS WHERE RECORDS MAY BE LOCATED:

ORGANIZED CRIME AND RACKETEERING
SECTION:

U.S. Department of Justice, Atlanta
Field Office, 75 Spring Street (SW.), U.S.
Courthouse—Suite 2002, Atlanta,
Georgia 30303.

OROANIZED CRIME AND RACKETEERING
SECTION:

U.S. Department of Justice, Boston
Strike Force, P.O. Box 1433, Boston,
Massachusetts 02109,

ORGANIZED CRIME AND RACKETEERING
SECTION:

U.S. Department of Justice, Brooklyn
Strike Force, Room 327-A, 35 Tillary
Street, Brookdyn, New York 11201,

ORQAMIZED CRIME AND RACKETEERING
SECTION:

U.S. Department of Justice, Buffalo
Strike Ferce, U.S. Courthouse, 68 Court
Street—Rm. 420, Buffalo, New York
14202.

ORGANIZED CRIME AND RACKETEERING
SECTION:

U.S. Department of Justice, Camden
Field Office, 2600 Mount Ephraim
Avenue, Camden, New Jersey 08104—
3210,

ORGANIZED CRIME AND RACKETEERING
SECTION:

U.S. Department of Justice, Chicago
Strike Force, Room 1402, 219 South
Dearborn Street, Chicago, lllinois 60604.

ORGANIZED CRIME ANO RACKETEERING
SECTION:

U.S. Department of Justice, Cleveland
Strike Force, Suite 450—Investment
Bldg., 801 Rockwell Avenue, Cleveland,
Ohio 44114.

ORGANIZED CRIME AND RACKETEERING
SECTION:

U.S. Department of Justice, Detroit
Strike Force, Rm. 940—Federal Bldg., 231
West Lafayette St., Detroit, Michigan
48226.

ORGANIZED CRIME AND RACKETEERING
SECTION:

U.S. Department of Justice, Ft.
Lauderdale Field Office, 299 E. Broward
Blvd., Suite 309-F, Federa) Bldg., Ft.
Lauderdale, Florida 33301.

ORGANIZED CRIME AND RACKETEERING
SECTION;

U.S. Department of Justice, U.S.
Courthouse—Room C-242, 300 Ala
Moana Boulevard, Honolulu, Hawaii
98850,

ORGANIZED CRIME AND RACKETEERING
SECTION:

U.S. Department of Justice, Houston
Field Office, P.O. Box 610148, Houston,
Texas 77208-0148.

ORGANIZED CRIME AND RACKETEERING
SECTION:

U.S. Department of Justice, Kansas
City Strike Force, 811 Grand Avenue,
Rm. 127—U.S. Courthouse, Kansas City,
Missouri 64106.

ORGANIZED CRIME AND RACKETEERING
SECTION:

U.S. Department of Justice, Las Vegas
Strike Force, Valley Bank Plaza, 300 S.
4th Street, Suite 1005, Las Vegas,
Nevada 89101.

ORGANIZED CRIME AND RACKETEERING
SECTION:

U.S. Department of Justice, Los
Angeles Strike Force, Rm. 2311—Fed.
Bldg., 300 North Los Angeles 5t., Los
Angeles, Calif. 90012,

ORGANIZED CRIME AND RACKETEERING
SECTION;

U.S. Department of Justice, Miami
Strike Force, 77 S.E. 5th St., Suite 401,
Miami, Florida 33131,

ORGANIZED CRIME AND RACKETEERING
SECTION:

U.S. Department of Justice, 142
Orange Street, 3rd Floor, New Haven,
Conn. 06515, or P.O. Box 1693, New
Haven, Conn. 06507.

ORGANIZED CRIME AND RACKETEERING
SECYION:

U.S. Department of Justice, Newark
Strike Force, Rm. 835—Fed. Bldg,, 970
Broad Street, Newark, New Jersey 07101,

ORGANIZED CRIME AND RACKETEERING
SECTION:

U.S. Department of Justice, New
Orleans Strike Force, Hale Boggs
Federal Building, 500 Camp Street—
Room 308, New Orleans, Louisiana
70130.



47208

Federal Register’ ] Vol. 52, No. 238 / Friday, December 11, 1987 7/ Notices

ORGANIZED CRIME AND RACKETEERING
SECTION:

U.S. Department of Justice,
Philadelphia Strike Force, 615 Chestnut
Street, Suite 700, Philadelphia,
Pennsylvania 19108.

ORGANIZEO CRIME AND RACKXETEERING
SECTION:

U.S. Department of Justice, P.O. Box
996, Postal Annex Building, Providence,
Rhode Island 02901, or U.S.
Courthouse-~Federal Bldg., Rm. 213,
Kennedy Plaza, Providence, Rhode
Island 02901.

ORGANIZED CRIME AND RACKETEERING
SECTION:

U.S. Department of Justice, Room
318—New Federal Building, 100 State"
Street, Rochester, New York 14614.

ORGANIZED CRIME AND RACKETEERING
SECTION:

U.S. Department of Justice, San
Francisco Strike Force, Box 36132, 450
Golden Gate Avenue, San Francisco,
California 84102.

ORGANIZED CRIME AND RACKETEERING
SECTION: .

U.S. Department of Justice, P.O. Box
7612—Federal Station, Syracuse, New
York 13201, or U.S. Courthouse and Fed.
Bldg., Rm. 1141—100 S. Clinton,
Syracuse, New York 13260.

ORGANIZED CRIME AND RACKETEERING
SECTION:

U.S. Department of Justice, 700 Twiggs
Street, Room 711, Tampa, Florida 33602.

ORGANIZED CRIME AND RACKETEERING
SECTION:

U.S, Department of Justice, Box 571,
Ben Franklin Station, Washington, DC
20044.

JUSTICE/DEA-001

SYSTEM NAME:
Air Intelligence Program.

SYSTEM LOCATION:

Drug Enforcement Administration,
1405 Eye Street, NW., Washington, D.C.
20537, Also, field offices. See Appendix
1 for list of addresses.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

(A) Aircraft Owners; (B] Licensed
Pilots.

CATEGORIES OF RECORDS IN THE SYSTEM:

(A) FAA Civil Aircraft Registry: (B)
FAA Aircraft Owners Registry; (C) FAA
Airman Directory; (D) Entries into
NADDIS.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

The System is maintained to provide
intelligence and law enforcement
activities pursuant to the
Comprehensive Drug Abuse Prevention
and Control Act of 1970 (Pub. L. 91-513)
and Reorganization Plan No. 2 of 1973,

ROUTINE USES OF RECORDS MAINTAINED IN
THE 8YSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

The system provides a research data
base for identification of aircraft,
aircraft owners and pilots that are
known or suspected of involvement in
illicit air transportation of narcotics.
Information developed from this system
is provided to the following categories of
users for law enforcement purposes on a
routine basis: (A) Other Federal law
enforcement agencies; (B) State and
local law enforcement agencies; (C}
Foreign law enforcement agencies with
whom DEA maintains liaison.

Release of information to the news
media: Information permitted to be
releaged to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the content of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of information to Members of
Congress: Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record. .

Release of information to the National
Archives and Records Administration
(NARA) and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to the NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2908.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
OISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:
Reference materials are maintained
on microfiche. Information developed

from the reference materials is entered
onto the NADDIS magnetic tape.

RETRIEVABIUITY:

This system is indexed by name and
identifying numbers.

SAFEGUARDS:

This system of records is maintained
at DEA Headquarters which is protected
by twenty-four hour guard service and
electronic surveillance. Access to the
building is restricted to DEA employees
and those persons transacting business
within the building who are escorted by
DEA employees. Access to the system is
restricted to authorized DEA employees
with appropriate clearance on a need-to-
know basis.

RETENTION AND DISPOSAL:

Reference materials are retained until
updated and then destroyed. Entries into
NADDIS are retained for twenty-five
years.

SYSTEM MANAGER(S) AND ADDRESS:

Deputy Assistant Administrator,
Office of Intelligence, Drug Enforcement
Administration; 1405 Eye Street, NW.,
Washington, DC 20537

NOTIFICATION PROCEDURE:

The reference materials in this system
are matters of public record. Information
developed from this system and entered
into the Narcotics and Dangerous Drug
Information System (NADDIS) has been
exempled from compliance with
subsection {d) of the Act by the
Attorney General.

RECORD ACCESS PROCEDURES:
Same as above.

CONTESTING RECORD PROCEDURES:
Same as the above.

RECORD SOURCE CATEGORIES:
Federal Aviation Administration.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsections (c)(3) and
(4), (d), (e) (1), (2} and (3). (e)(4) (G). and
(H). (e}{5) and (8), (f}, (g}. (h] of the
Privacy Act pursuant to 5 U.S.GC. 552z (j)
and (k). Rules have been promulgated in
accordance with the requirements of 5
U.S.C. 553 (b), (c) and [e) and have been
published in the Federal Register.

JUSTICE/DEA-003

SYSTEM NAME:
Automated Records and Consolidated

Orders System/Diversion Analysis and
Detection Systern (ARCOS/DADS).

B8YSTEM LOCATION:

Drug Enforcement Administration,
1105 Eye Street, NW., Washington, D.C.
20537. Also field offices. See Appendix 1
for list of addresses.
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CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Persons registered with DEA under
the Comprehensive Drug Abuse
Prevention and Control Act of 1970 (Pub.
L. 91-513).

CATEGORIES OF RECORDS (N THE SYSTEM:

The information contained in this
system consists of individual business
transactions between levels of handlers
of controlled substances to provide an
audit trail of all manufactured and/or
imported controlled substances to the
dispensing level.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

This system of records is maintained
pursuant to the reporting requirements
of the Comprehensive Drug Abuse
Prevention and Control Act of 1970 (21
U.S.C. 826{d)) and to enable the United
States to fulfill its treaty obligations
under the Single Convention on Narcotic
Drugs and the Convention on
Phychotropic Substances.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

Information contained in this system
is praovided to the following categories of
users for the purposes stated: {A) Other
Federal law enforcement and regulatory
agencies for law enforcement or
regulatory purposes; (B) State and local
law enforcement and regulatory
agencies for law enforcement and
regulatory purposes; (C) The
International Narcotics Control Board as
required by treaty obligations.

The ARCOS/DADS system of records
generates the following reports: (1)
Reports to the United Nations on
Narcotics and Psychotropic Substances:
(2) Aggregate Individual Quota
Allocation Supportive Data; (3) Usage of
Controlled Substances; (4) Controlled
Substance Summary by reporting
Registrant; {5) Controlled Substance
Summary by Location; (8) Controlled
Substance Usage & Inventory
Summary—by Schedule; (7) Discrepancy
Notice Reports; (8) Discrepancy Error
Analysis Report; (9) Potential Diversion
reports; (10) Incomplete Transfers; (11)
Unauthorized Purchases; {12} Excess
Inventory & Purchases; (13) Order Form
Monitoring; (14) Improper Reporting of
Partial Shipments; (15) Discrepancies in
Quantities; (16) Waste & Sampling of
Controlled Substances Beyond Limits;
{(17) Controlled Substances Used in
Manufacturing of Non-controlled
Substances; {18) Controlled Substances
Used in Research; (19) Controlled
Subsatances Sold to Government

Agencies; {20) Controlled Substances

Destroyed; (21) Controlled Substances
Imported/Exported; {22) Quota Excess.

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member’s behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release of information to the National
Archives and Records Administration
(NARA) and to the General Services
Administration (GSA); A record from a
system of records may be disclosed as a
routine use to the NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2906.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

All automated data files associated
with ARCOS-DADS are maintained in
the Department of Justice Data Center
and the Drug Enforcement
Administration Data Center.

RETRIEVABILITY:

The system is indexed by name and
identifying number. In addition a
number of telecommunication terminals
have been added to the existing
network.

SAFEGUARDS:

The portion of the records maintained
in DEA headquarters is protected by
twenty-four hour guard service and
electronic surveillance. Access to the
building is restricted to DEA employees
and those persons transacting business
within the building who are escorted by
DEA employees. Access to the system is
restricted to ARCOS Unit employees
who have appropriate security
clearances on a need to know basis.
Information that is retrievable by
terminals requires user identification
numbers which are issued to authorized
employees of the Department of Justice.

RETENTION AND DISPOSAL:

Input data received from registrants is
maintained for 80 days for backup
purposes and then destroyed by
shredding or electronic erasure. ARCOS
master inventory records are retained
for eight consecutive calendar quarters
As the end of a new quarter is reached
the oldest quarter of data is purged from
the record. ARCOS transaction history
will be retained for a maximum of five
years and then destroyed.

SYSTEM MANAGER(S) AND ADDRESSES:

Deputy Assistant Administrator,
Office of Diversion Control, Drug
Enforcement Administration; 1405 Eye
Street, NW., Washington, D.C. 20537.

RECORD SOURCE CATEGORIES:

Business forms and individuals
registered with DEA under the
Comprehensive Drug Abuse Prevention
and Control Act of 1970 (Pub. L. 91-513)

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsections (c)}{3), (d)
{e)(4)(G) and (H), (f) of the Privacy Act
pursuant to 5 U.S.C. 552a(k). Rules have
been promulgated in accordance with
the requirements of 5 U.S.C. 552a(k).
Rules have been promulgated in
accordance with the requirements of 5
U.S.C. (b), [c) and (e) and have been
published in the Federal Register.

JUSTICE/DEA-004

SYSTEM NAME:
Congressional Correspondence File.

SYSTEM LOCATION:

Drug Enforcement Administration,
1405 Eye Street NW., Washington, DC
20537, Also, field offices. See Appendix
1 for list of addresses.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Members of the United States
Congress.

CATEGORIES OF RECORDS IN THE SYSTEM:
(A) Inquiries from Members of
Congress; (B) Reply to Congressional
inquiries.
AUTHORITY FOR MAINTENANCE OF THE
BYSTEM:
5 U.8.C. 301.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOBES OF BUCH USES:

This system ig maintained to provide
a history of Congressional inquiries. The
information is not disseminated outside
the Department of Justice.
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Release of infarmation to the news
media: Information permitted to be
released to the media and the public
pursuant to 28 CFR 50.2 may be made
available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of information to Members of
Congress Information contained in
systemns of records maintained by the

Department of Justice, not otherwise
required to be released pursuant to 5§
U.5.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release of information to the National
Archives and Records Administration
(NARA) and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to the NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2906.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPQSING OF RECORDS IN THE SYSTEM:

STORAGE:

The documents in this system are
maintained in standard file folders.

RETRIEVABILITY:

The system is indexed by the name of
the Member of Congress.

SAFEQUARDS:

This system of records is maintained
at DEA Headquarters which is protected
by twenty-four hour guard service and
electronic surveillance. Access to the
building is restricted to DEA employees
and those persons transacting business
within the building who are escorted by
DEA employees. In addition, the records
are stored in bar lock filing cabinets and
access to the system is restricted to
members of the DEA Congressional
Affairs Staff.

RETENTION AND DISPOSALS
These records are retained
indefinitely.

SYSTEM MANAGER(S) AND ADDRESS!

irector, Congressional Affairs, Drug
Enforcement Administration, 1405 Eye
Street NW., Washington, DC 20537.

NOTIFICATION PROCEDURE:

Inquiries should be addressed to
Freedom of Information Section, Drug
Enforcement Administration, 1405 Eye -
Street NW., Washington, DC 20537.

RECORD ACCESS PROCEDURES:
Same as the abave.

CONTESTING RECORD PROCEDURES:
Same as the above.

RECORD S8OURCE CATEGORIES:
Members of Congress.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

None.
JUSTICE/DEA-005

SYSTEM NAME:

Controlled Substances Act
Registration Records (CSA).

GYSTEM LOCATION:

Drug Enforcement Administration,
1405 Eye Street NW., Washington, DC
20537. Also, field offices. See Appendix
1 for list of addresses.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Records are maintained on the
following categories of individuals
registered under the Controlled
Substances Act including registrants
doing business under their individual
name rather than a business name: (A)
Physicians and related practitioners; (B)
Dentists; (C) Veterinarians; (D} Persons
conducting research with controlled
substances; (E} Importers of controlled
substances; (F) Exporters of controlled
substances; (G) Manufacturers of
controlled substances; (H) Distributors
of controlled substances; (I} Pharmacies.

CATEGORIES OF RECORDS IN THE SYSTEM:

The Controlled Substances Act
Registration Records are maintained in
a manual system which contains the
original of the application for
registration under 224, 224a, 225, 225q,
228, 227, 288, and 363a, order forms
(DEA-222's) and any correspondence
concerning a particular registrant. In
addition, the same basic data is
maintained in an automated system for
quick retrieval.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

The Drug Enforcement Administration
is required under the Comprehensive
Drug Abuse Prevention and Control Act
of 1970 [Pub. L. 91-513) to register all
handlers of controlled substances.

ROUTINE USES OF RECORDS MAINTAINED IN
THE S§YSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES: ~

The Controlled Substances Act
Registration Records produce special
reports as required for statistical
analytical purposes. Disclosures of
information from this system are made
to the following categories of users for
the purposes stated: (A) Other Federal
law enforcement and regulatory.
agencies for law enforcement and
regulatory purposes; (B) State and local
law enforcement and regulatory
agencies for law enforcement and
regulatory purposes; (C) Persons
registered under the Controlled
Substances Act (Pub. L. 81-513) for the
purpose of verifying the registration of
customers and practitioners.

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of information to Members of
Congress: Information contained in
systerns of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record,

Release of information to the National
Archives and Records Administration
{NARA) and to the General Services
Adminijstration (GSA): A record from a
system of records may be disclosed as a
routine use to the NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2909,

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, ANO
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

The automated portion of this system
is maintained on megnetic tape and the
manual portion is by batch.

RETRIEVABILITY:

The automated system is retrieved by.
name and registration number. The
manual portion is filed in batches by
date the application was processed. A
microfiche system of the names by State
is maintained for quick reference
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purposes. In addition, a number of
telecommunication terminals have been
added to the existing network.

SAFEGUARDS:

This system of records is maintained
in DEA Headquarters which is protected
by twenty-four hour guard service and
electronic surveillance. Access to the
building is restricted to DEA employees
and those persons transacting business
within the building who are escorted by
DEA employees. Access to the system is
restricted to DEA personnel on a need-
to-know basis. A specific computer
program is necessary (o extract
information. Information that is
retrievable by terminals requires user
identification numbers which are issued
to authorized employees of the
Department of Justice.

RETENTION AND OISPOSAL:

Records in the manual portion of the
system are retired to the Federal
Records Center after one year and
destroyed after eight years. The
automated data is stored in the
Department of Justice Computer Center
and destroyed after five years.

SYSTEM MANAGER(S) AND ADDRESS:

Deputy Assistant Administrator,
Office of Diversion Control, Drug
Enforcement Administration, 1405 Eye
Street NW., Washington, DC 20537.

NOTIFICATION PROCEDURE:

Inquiries should be addressed to
Freedom of Information Section, Drug
Enforcement Administration; 1405 Eye
Street NW., Washington, DC 20537.
Inquiries should include inquirer’s name,
date of birth, and social security
number.

RECORD ACGESS PROCEDURES:
Same as the above.

CONTESTING RECORD PROCEDURES:
Same as the above.

RECORD SOURCE CATEGORIES:

Information contained in this system
of records is obtained from: (A)
Registrants and applicants under the
Controlled Substances Act (Pub. L. 91~
513); (B) DEA Investigators,

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsections (c)(3), (d),
(e)(4) (G} and (H), {f) of the Privacy Act
pursuant to 5 U.S.C. 552a(k). Rules have
been promulgated in accordance with
the requirements of 5 U.S.C. 553 (b} {c),
and (e} and have been published in the
Federal Register.

JUSTICE/DEA-008

SYSTEM NAME:

Freedom of Information/Privacy Act
Records.

SYSTEM LOCATION:

Freedom of Information Section, Drug
Enforcement Administration, 14051
Street, NW,, Room 200, Washington, DC
20537,

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Persons who request disclosure of
records pursuant to the Freedom of
Information Act; persons who request
access to or correction of records
pertaining to themselves contained in
DEA's system of records pursuant to the
Privacy Act: and, where applicable,
persons about whom records have been
requested or about whom information is
contained in requested records.

CATEGOREIS OF RECORDS IN THE SYSTEM:

The system contains: (1) Copies of all
correspondence and internal
memorandums related to the Freedom of
Information Act and Privacy Act
request, and related records necessary
to the processing of such requests
receive after January 1, 1975, (2)
documents responsive to Freedom of
Information Act/Privacy Act requests
that are contained in other DEA systems
of records, and {3) copies of all
documents relevant to appeals and
lawsuits under the Freedom of
Information Act and Privacy Act.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

This system is established and is
maintained pursuant to the authority of
the Comprehensive Drug Abuse
Prevention and Control Act of 1970 and
Reorganization Plan No. 2 of 1973; and is
maintained to implement the provisions
of 5 U.S.C. 552 and 552a and the
provisions of 28 CFR 16.1 et seq. and 28
CFR 16.40 et seq.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:
A record maintained in this system
may be disseminated as a routine use of
such records as follows: (1) A record
may be disseminated to a Federal
agency which furnished the record for
the purpose of permitting a decision as
to access or correction to be made by
that agency, or for the purpose of
consulting with that agency as to the
propriety of access or correction; (2) a
record may be disseminated to any
appropriate Federal, State, local, or
foreign agency for the purpose of
verifying the accuracy of information

submitted by an individual who has
requested amendment or correction of
records contained in a system of records
maintained by the Freedom of
Information Section.

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record. '

Routine uses of records maintained in
the system, including categories of users
and the purposes of such uses: Release
of information to the National Archives
and Records Administration (NARA)
and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to the NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2906.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
OISPOSING OF RECDRDS IN THE SYSTEM:

STORAGE:

The records in this system are
maintained in standard case file folders.
RETRIEVABILITY: .

A record is retrieved by the name of

" the individual or person making a

request for access or correction of
records.

SAFEGUARDS:

This system of records is maintained
at DEA Headquarters which is protected
by twenty-four hour guard service and
electonic surveillance. Access to the
building is restricted to DEA employees
and those persons transacting business
within the building who are escorted by
DEA employees. In addition, the system
is stored in Diebold combination vault
and access is restricted to the staff of
the Feedom of Information Section, on a
need-to-know basis.
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RETENTION AND OISPOSAL:

Currently there are na provisions for
disposul of re:ards contained in this
system. Dextruction schedules will be
developed s the system requirements
become known. .

SYSTEM MANAGER(S) AND ADDRESS:
Chief, Freedom of Information
Section, Drug Enforcement
Administration, 1405 I Street, NW.,
Room 200, Washington, DC 20537.

NQTIFICATION PROCEDURE:

A part of this system is exempted
from this requirement under 5 U.S.C.
552a (j) or (k). To the extent that this
system of records is not subject to
exemption, it is subject lo access and
contest. A determination as to
exemption shall be made at the time a
request is received by the Drug
Enforcement Administration, 1405 |
Street, Washington, D.C. 20537. A
request shall be made in writing with
the envelope and the letter clearly
marked “Privacy Request"”. Each Privacy
request shall contain the name of the
individual involved, his date and place
of birth, and other verification of
identity as required by 28 CFR 16.41.
Each requestor shall also provide a
return address for transmitting the
information. Requests shall be directed
to the Chief, Freedom of Information
Section, Drug Enforcement
Administration, 1405 Eye Streetl, NW,,
Washington, D.C. 20637,

RECORD ACCESS PROCEDURES:

Same as Notification Procedures
above.

CONTESTING RECORD PROCEDURES:

Same as Notification Procedures
above except individuals desiring to
contest or amend information
maintained in the system should direct
their written request to the System
Manager listed above, and state clearly
and concisely what information is being
contested, the reasons for contesting it,
and the proposed amendment to the
information sought.

RECORD SOURCE CATEGORIES:

Sources of information contained in
this system are the individuals and
persons making requests, the systems of
records searched in the processing
responding to requests, and other
agencies referring requests for access. to
or correction of records originating in
the Drug Enforcement Administration.

SYSTEMS EXEMPTED FROM CERTAIN.
PROVISIONS.OF THE ACT:

This system of records is exempted
pursuant to the provisions of 5 U.S.C.

552a(j)(2) from subsections (c)(3) and (4),

{d}. {e)(1), (2) and (3}, (e)(4)(G) and (H),
(e)(5) and (8), (f), (g} and (h) of 5 U.S.C.
§52a; in addition, this system of records
is exempted pursuant to the provisions
of 5 U.S.C. 552a(k)(1) and (k)(2) from
subsections (c)(3), (d), (e)(1). (e}(4)(G)
and (H), and (f) of 5 U.S.C. 552a. This
system is exempted because the records
contained in this system reflect Drug
Enforcement Administration law
enforcement and investigative
information. Individual access to these
records might compromise ongoing
investigations, reveal confidential
informants or constitute unwarranted
invasions of the personal privacy of
third parties who are involved in a
certain investigation. Rules have been
promulgated in accordance with the
requirements of 5 U.S.C. 5563(b)(c), and
(e) and have been published in the
Federal Register.

JUSTICE/DEA~-008

SYSTEM NAME: ,
Investigative Reporting and Filing
System, '

SYSTEM LOCATION:

Drug Enforcement Administration:
1405 I Street, NW., Washington, D.C.
20537. Also, field offices. See Appendix
1 for list of addresses.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

A. Drug offenders

B. Alleged drug offenders

C. Persons suspected of drug offenses

D. Confidential informants

E. Defendants

F. Witnesses

G. Non-implicated persons with
pertinent knowledge of some
circumstances or aspect of a case or
suspect. These are pertinent references
of fact developed by personal interview
or third party interview and are
recorded as a matter for which a
probable need for recall will exist. In the
regulatory portion of the system, records
are maintained on the following
categories of individuals: (a) Individuals
registered with DEA under the
Comprehensive Drug Abuse Prevention
and Control Act of 1970; {b) Responsible
officials of business firms registered
with DEA; (c) Employees of DEA
registrants who handle controlled
substances or occupy positions of trust
related to the handling of controlled
substances: (d) Applicants for DEA
registration and their responsible
employees.

CATEGORIES OF RECORDS IN THE SYSTEM:

The Investigative Reporting and Filing
System includes, among other things, a
system of records as defined in the

Privacy Act of 1974, Individual records.
i.e., items of information on an
individual, may be decentralized in
separate investigative file folders. Such
records, as well as certain other records
on persons and subjects not covered by
the Act, are made retrievable and are
retrieved by reference to the following
subsystems.

A. The Narcotics and Dangerous
Drugs Information System (NADDIS)
consists of two centralized automated
indices and machine records on subjects
cited in and extracted from investigative
reports. The two indices represent a
name index and a number index which
are used to access one or more specific
records for examination. The system
serves as both an index to the more
voluminous written reports upon which
it is based and as an autonomous means
for developing investigative leads and
aids in selecting source materials for
studies of a strategic nature. The system
is accessible by telecommunications by
appropriately equipped DEA
headquarters and field offices. Records
which comprise the system are also
accessed by special computer runs.
These runs are typically generated from
selection criteria which cannot be
utilized (input) via the
telecommunications equipment. Bulk
products generated via off-line runs may
be formatted on computer tape, in
printout or en microfiche depending on
the needs of the user.

Direct references to the discrete file
folders in which the source reports are
filed are provided within each record.
Therefore, the NADDIS records point to
the more comprehensive manual reports
maintained centrally at Headquarters.
Records are retrievable by name and by
certain identifying numbers in the online
mode and by virtually any record data
element in the off-line mode.

B. The Confidential Source Subsystem
within the Investigative Reporting and
Filing System consists of demographic
and administrative data concerning: (a}
Persons who under the specific direction
of a DEA agent, with or without the
expectation of payment or other
valuable consideration, furnish
information regarding drug trafficking,
or perform other lawful services; and (b)
persons who furnish information to DEA
on an occasional basis.

The information contained in this
subsystem is extracted directly from
investigative files and confidential
informant files contained in the system.
This subsystem contains no names. The
subsystem consists of alphanumeric
identifiers coupled with demographic
and administrative data concerning the
confidential source. The subsystem
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serves primarily as an administrative
tool to enable DEA management to
perform periodic reviews of confidential
sources required by DEA guidelines and
regulations, to enable DEA to maintain
move effective management controls
over the expenditure of funds to’
confidential sources and to enable DEA
to more systematically assess the
performance of particular confidential
sources. In addition, the system will
generate statistical reports which will
assist DEA management in evaluating
the overall effectiveness of the
utilization of confidential sources of
information.

The system is accessed by designated
ADP terminals on the strictest need to
know basis.

C. Manual name indices covering
foreign investigative activities are
maintained by DEA foreign field offices.
A residual card index is retained by
DEA headquarters and domestic field
offices that predates the automated
central index. The items of information
on the manual index records are
extracted only from investigative reports
and point to the more comprehensive
information in pertinent investigative
file folders. The records in the field
office indices are subsets of the central
automated and manual indices. Records
are retrievable by name only by this
manual technique. Four basic categories
of files are maintained within the
Investigative Reporting and Filing
System. DEA does not maintain a
dossier type file in the traditional sense
on an individual. Instead. the files are
complied on separate investigations,
topics and on a functional basis for
oversight and investigative support. {a)
Criminal Investigative Case Files; (b)
General Investigative Files, Criminal
and Regulatory; (c) Regulatory Audit
and Investigative Files; {d) Confidential
Information Files.

The basic document contained in
these files is a multipurpose report of
investigation [DEA-6) in which
investigative activities and findings are
rigarously documented. The reports
pertain to the full range of DEA criminal
drug enforcement and regulatory
investigative functions that emanate
from the Comprehensive Drug
Prevention and Control Act of 1970,
Within the categories of files listed
above, the general file category includes
preliminary investigations of a criminal
nature, certain topical or functional
aggregations and reports of preregistrant
inspections/investigations. The case
files cover targeted conspiracies,
trafficking situations and formal
regulatory audits and investigations.
Frequently the criminal drug cases are
the logical extension of one or more

preliminary investigations. The
distinction between the case file and
general file categories, therefore is’
based on internal administrative policy
and should not be construed as a
differentiation of investigation
techniques or practices. These files.
except for Confidential Information
Files, contain also adopted reports
received from other agencies to include
items that comprise, when indexed,
individual records within the meaning of
the Act. The central files maintained at
DEA Headquarters include, in general,
copies of investigative reports and most
of the supporting documents that are
generated or adopted by BEA
Headquarters and field offices.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

This system is established and
maintained to enable DEA to carry out
its asgigned law enforcement and
regulatory functions under the
Comprehensive Drug Abuse Prevention
and Control Act of 1970 {Pub. L. 91-513}.
Reorganization Plan No. 2 of 1973, and
to fulfill United States obligations under
the Single Convention on Narcotic
Drugs. .

ROUTINE USES OF RECORDS MAINTAINED IN
THE SVSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURROSES OF SUCH-USES:

This system may be used as a data
source or reference Tacility for numerous
summary, management and statistical
reparts produced by the Drug
Enforcement Administration. Only on
rare occasions do such reperts contain
identifiable individual records.
Information contained in this system is
provided to the following categories of
users as a matter of routine use for law
enforcement and regulatory purposes:
(a) Other federal law enforcement and
regulatory agencies; [b) State and local
law enforcement and regulatory
agencies; (c) Fareign law enforcement
agencies with whom DEA maintains
liaison; (d} The Department of Defense
and Military Departments: (e) The
Department of State; {f) U.S. intelligence
agencies concerned with drug
enforcement; (g) The United Nations; (h)
Interpol; (i) To individuals and
organizations in the course of
investigations to elicit information.

In addition, disclosures are routinely
made to the following categories for the
purposes stated: (a) To federal agencies
for national security clearance purposes
and to federa) and state regulatory
agencies responsible for the licensing or
certification of individuals in the fields
of pharmacy and medicine; (b) To the
Office of Management and Budget upon
request in order to justify the ailocation
of resources: (c) Ta State and local

prosecutors for assistance in preparing
cases concerning criminal and
regulatory matters; (d) To the news
media for public information purposes;
and {€) Torespondents and their
attorneys for purposes of discovery,
formal and informal in the course of an
adjudicatory, Tulemaking, or other
hearing beld pursuant to the Controlled
Substances Act of 1870.

Release of information to the news
media: Information permitted to be
released {0 the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice. not.otherwise
required to be released pursuant to 5
US.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release of information to the National
Archives and Records, Administration
(NARA) and to the General Services
Administration (GSA}: A record from a
system of records may be disclosed as a
routine use to the NARA and GSA in
records management inspection
conducted under the authority of 44
U.S.C. 2904 and 2906.

POLICIES AND PRACTICES FOR BTORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

Administration regulations include
detailed instructions for the preparation,
adoption, handling, dissemination,
indexing of individual records, stozage,
safeguarding of investigative reports
and the accounting of disclosure of
individual recerds.

STORAGE:

1. The Headquarters central files and
the field office subsets of the
Investigative Reparting and Filing
System are maintained in standard file
folders. Standard formats are employed.
Manual indices are maintained using
standard index record formats.

2. The Narcotics and Dangerous Drugs
information subset 18 stored
electronically on the Department of
Justice computer center separate from
DEA Headguarters.

RETRIEVABILTY:

Access to individual records is gained
by reference to either the automated or
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manual indices. Retrievability is a
function of the presence of items in the
index and the matching of names in the
index with gearch argument names or
identifying numbers in the case of the
automated system. Files identified from
field office indices are held by the field
office of Headquarters. Files identified
from the automated index may not be
held by the interested office, but the
originators of such files are identified. In
addition a number of telecommunication
terminals have been added to the
existing network, including a terminal
installation at the ]. Edgor Hoover
Building, 9th and Pennsylvania Avenue
NW,, Washington, D.C. 20535,

SAFEGUARDS:

The Investigative Reporting and Filing
system is protected by both physical
security methods and dissemination and
access controls. Fundamental in all
cases is that access to investigative
information is limited to those persons
or agencies with a demonstrated and
lawful need to know for the information
in order to perform assigned functions.

1. Physical security when
investigative files are attended is
provided by responsible DEA
employees. Physical security when files
are unattended is provided by the
secure lacking of material in approved
containers or facilities. The selection of
continers or facilities is made in
consideration of the sensitivity or
National Security Classification, as
appropriate, of the files and the extent
of security guard and/or surveillance
afforded by electronic means.

2. Protection of the automated index is
provided by physical pracedural and
electronic means. The Master file
resides on the Department of Justice
computer center and is physically
attended or guarded on a full-time basis.
Access or observation o active
telecommunications terminals is limited
1o those with a demonstrated need to
know for retrieva! information.
Surreptitious access to an unattended
terminal is precluded by a complex sign-
on procedure. The procedure is provided
only to persons designated and
authorized by DEA. For certain
terminals, access is further restricted by
cryptological equipment.

3. An automated log of queries is
maintained for each terminal. Improper
procedure results in no access.
Terminals are signed-off after use. The
terminals are otherwise located in
locked facilities after normal working
hours.

4. The dessemination of investigative
information on an individval outside the
Department of Justice is made in
accordance with the routine uses as

described herein or otherwise in
accordance with the conditions of
disclosure prescribed by the Act. The
need to know of the recipent is
determined in both cases by persons
designated and authorized by DEA as a
prerequisite of the release.

RETENTION AND DISPOSAL:

Records contained within this system
are retained for twenty-five (25) years.

SYSTEM MANAGER(S) AND ADDRESS:

Assistant Administrator, Operations
Division, Drug Enforcement
Administration, 1405 [ Street NW,,
Washington D.C. 20537.

NOTIFICATION PROCEDURE:

Inquiries should be addressed to:
Freedom of Information Section. Drug
Enforcement Administration, 14051
Street, NW,, Washington, D.C. 20537,

RECORD ACCESS PROCEDURE:
Same as above.

CONTESTING RECORD PROCEDURES:
Same as above.

RECORD SOURCE CATEGORIES:

(a) DEA personnel, (b} Cooperating
individuals; (c) Suspects and
defendants; (d] Federal, State and local
law enforcement and regulatory
agencies; (e} Other federal agencies: {f)
Foreign law enforcement agencies: (g)
Business records by subpoena; (h) Drug
and chemical companies; {i) Concerned
citizens,

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsection (c)(3) and
(4). (d}, {e)(1). (2) and (3), (¢)(4)(G) and
(HJ, (e)(5) and (8). (f}, (g). (h} of the
Privacy Act pursuant to 5 U.S.C. 552a (j)
and (k). Rules have been promulgated in
accordance with the requirements of 5
U.S.C. 553(b). (c) and (e) and have been
published in the Federal Register.

JUSTICE/DEA-009

SYSTEM NAME:
Medical Records.

SYSTEM LOCATION:

Drug Enforcement Administration:
1405 Eye Street NW., Washington, D.C.
20537. Also, field offices. See Appendix
1 for list of addresses.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

(A) DEA Employees; (B) Cooperating
Individuals;

CATEGORIES OF RECORDS IN THE 8YSTEM:

(A) Annual physical examinations; (B)
Reports of disease or injury pertaining
to DEA Special Agents and Chemists;
(C) Reports of job related injury or
illness for employees and cooperating
individuals; (D) Pre-employment
physical examination of DEA Special
Agents and Investigators; (E) Physical
examination reports of non-federa!l
police personnel applying to attend the
National Training Institute.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

These records are maintained to
establish and maintain an effective and
comprehensive health program for
employees pursuant to 5 U.S.C. 7901, 29
U.S.C. 655 and Executive Order 11807 of
September 28, 1974.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

These records are maintained for
internal DEA use. The only disclosure
outside the agency would be to a
physician when authorized by the
subject.

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from system of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personnel
privacy.

Release of information to Members of
Congress: Information contained in
systems of records maintained by the
Department of Justice, not otherwise
reguired to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon

_the Member's behalf when the Member

or staff requests the information on
behalf of and at the request of the
individua) who is the subject of the
record.

Release of information to the National
Archives and Records Administration
(NARA) and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
rouline use to the NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2908.
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POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
IMPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

The records are maintained in
standard file folders.

RETRIEVABILITY:
Records are retrieved by name.

SAFEGUARDS:

This system of records is maintained
at DEA Headquarters which is protected
by twenty-four hour guard service and
electronic surveillance. Access to the
building is restricted to DEA employees
and those persons transacting business
within the building who are escorted by
DEA employees. In addition, the records
are stored in file safes in an alarmed,
controlled access area. Access to the
system is limited to employees of the
medical office on a need-to-know basis.

RETENTION AND DISPOSAL:
These records are retained
indefinitely.
SYSTEM MANAGER(S) AND ADDRESS:
Medical Administration. Drug
Enforcement Administration, 1405 Eye
Sireet NW., Washington, D.C. 20537.
NOTIFICATION PROCEDURE:

Inquiries should be addressed to
Freedom of information Section, Drug
Enforcement Administration, 1405 Eye
Street NW., Washington, D.C. 20537.
Inquiries should contain the following
information: Name; Date and Place of
Birth; Dates of Employment with DEA;
Employee number.

RECORD ACCESS PROCEDURES:
Same as the above,

CONTESTING RECORD PROCEDURES;
Same as above.

RECORD SOURCE CATEGORIES:

Individuals on whom records are
maintained; Employees of Medical
Office.

SYSTEMSB EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:
None.

JUSTICE/DEA-010

SYSTEM NAME:

Planning and Inspection Division
Records.
SYSTEM LOCATION:

Drug Enforcement Administration,
1405 I Street, NW., Washington, DC

20537. Also, field offices. See Appendix I

for list of addresses.

CATEGORIES OF INDIVIDUALS -COVERED BY THE
SYSTEM:

(A) DEA employees, past and present;
(B} Applicants for employment with
DEA; (C) Drug offenders, alleged drug
offenders, and persons suspected of
drug offenses; (D) Offenders, alleged
offenders, and persons suspected of
committing Federal and state crimes
broadly characterized as corruption er
integrity offenses; (E]) Confidential
informants; (F) Witnesses; [G)
Nonimplicated persons with pertinent
knowledge of .circurnstances or aspects
with pertinent knowledge of
circumstances or aspects of a case or
suspect. These are pertinent references
of fact developed by personal interview
or third party interview and are
recorded as.a matter for which a
probable need will exist.

CATEGORIES OF RECORDS N THE SYSTEM:

{A) Investigative reports with
supporting memoranda and work papers
relating to investigations of individuals
and situations. {B) General files which
include, among ether things, supperting
memoranda and work papers and
miscellaneous memoranda relating to
investigations of and the purported
existence of situations and allegations
about individuals. {C) Audit.and
inspection reports -of inspections of DEA
offices, personnel, and situations.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

Reorganization Plan No. 1 of 1988 and
5U.8.C. 301.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

Information contained in this system

is provided to the following categories of -

users as a matter or routine uses for law
enforcement and regulatory purpoeses: A.
Other Federal law enforcement and
regulatory .agencies; B, State and local
law enforcement and regulatory
agencies; C. Foreign law enforcement
agencies with-whom DEA maintains
ligison; D. The Department of State; E.
The Department of Defense and Military
Departments; F. U.S. Intelligence
agencies concerned with drug
enforcement;:G. The United Nations; H.
Interpol; 1. To individuals and
organizations in the course of
investigations to elicit information.

In addition, disclosures are routinely
made to the following categories for the
purposes stated: A. To Federal agencies
for national security clearance purposes
and to Federal and state regulatory
agencies responsible for the licensing or
certification of individuals in the fields
of pharmacy and medicine; B. To the
Office of Management and Budget upon

request in.order to justify the allocations
of resources; C. To state and local
prosecutors for assistance in preparing
cases concerning criminal and
regulatory matters; D, To the news
media for public information purposes;
E. To Federal, State:and local
governmental agencies who are
conducting suitability for employment
investigations on current or prospective
employees.

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant te 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuantto 5
U.S.C. 552, may be made aveilable loa
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release of information to the National/
Archives and Records Administration
(NARA) and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as
routine use to the NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2906.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING -OF RECORDS N THE SYSTEM:

STORAGE:

Manual records are.maintained in
standard investigation folders.
Automated records are maintained on
magnetic disks.

RETRIEVABILITY:

Access to manual records can be
accomplished by the use of a.card index
maintained alphabetically by employee
name. Access to the automated system
is achieved by reference to personal
identifiers, other data elements or.any
combination thereof.

SAFEGUARDS:

These records are maintained at DEA
Headquarters which is protected by
twenty-four hour guard gervice and
electronic surveillance. Acgess to the
building is restricted to DEA employees
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and those persons transacting business
within the building who are escorted by
DEA employees. Access to the system is
restricted to employees of the Office of

- Internal Security and upper level
management officials. The records are
stored in a vault protected by alarm and
cipher locks. Access to the system will
be on a strict need-to-know basis.

RETENTION AND DISPOSAL!

Case files are destroyed after five
years unless the Office of Internal
Security of the Chief Counsel
determines that these files are required
for potential or ongoing litigation. This
determination will be subject to annual
review. General files and audit files
shall be retained as long as the subject
is employed at DEA and for two years
after termination.

SYSTEM MANAGER(S) AND ADDRESS:

Security Programs Manager, Drug
Enforcement Administration, 1405 I
Street NW., Washington, DC 20537.

NOTIFICATION PROCEDURE:

Inquiries should be addressed to
Freedom of Information Section, Drug
Enforcement Administration, 1405 1
Street NW., Washington, DC 20537.

RECORD ACCESS PROCEDURE:
Same as above.

CONTESTING RECORD PROCEDURES:
Same as above.

RECORD SOURCE CATEGORIES:

(A) DEA Investigations; (B) Federal,
State and local law enforcement
agencies; (C) Cooperating individuals.
SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsections (c), (3) and
(4), (d). [e) (1). (2) and (3). [e)(4) {G), (H)
{e) [5) and (8), (f). (g). (h) of the Privacy
Act pursuant to 5 U.S.C. 552a {j) and (k).
Rules have been promulgated in
accordance with the requirements of 5
U.S.C. 553 (b), (c) and {e) and have been
published in the Federal Register.

JUSTICE/DEA-011

SYSTEM NAME:
Operations Files

SYSTEMS LOCATION:

Drug Enforcement Administration,
1405 Eye Street, NW., Washington, D.C.
20537. Also, field offices. See Appendix
1 for list of addresses.

CATEGOR(ES OF INOIVIDUALS COVERED BY THE
SYSTEM:

(A) Cooperating Individuals; (B)

Confidential Informants.

CATEGORIES OF RECORDS IN THE SYSTEM:

{A) Biographic and background
information; (B} Official Contact
Reports; (C) Intelligence Reports (DEA-
6).

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

This system of records is maintained
to assist in intelligence operations
pursuant to the Comprehensive Drug
Abuse Prevention and Control Act of
1970 {Pub. L. 91-513} and Reorganization
Plan No. 2 of 1973.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

This system is used to keep a history
of intelligence operations against
narcotics traffickers and their support
networks. Information contained in this
system is provided to the following
categories of users for law enforcement
purposes on a routine basis: (A) Other
Federal law enforcement agencies; (B)
State and local law enforcement
agencies; (C) Foreign law enforcement
agencies with whom DEA maintains
liaison; (D} United States Intelligence
and Military Intelligence agencies
involved in durg enforcement; (E) The
United States Department of State.

Release of infarmation to the news
media. Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of pergonal
privacy.

Release of information to Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member’s behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release of information to the National
Archives and Records Administration
(NARA) and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to the NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2906.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

These records are maintained in
standard case files.

RETRIEVABILITY!

These files are retrieved manually by
subject matter category and coded
identification number.

SAFEGUARDS:

This system of records is maintained
at DEA Headquarters which is protected
by twenty-four hour guard service and
electronic surveillance. Access to the
building is restricted to DEA employees
and those persons transacting business
within the building who are escorted by
DEA employees. In addition, all files are
stored in GSA approved security
containers approved for Secret material
and treated as if they carried a Secret
classification whether classified or not.
Access to the files is restricted to
authorized DEA employees with Top
Secret clearances on a limited need-to-
know basis.

RETENTION AND DISPOSAL:

These records are retained
indefinitely.

SYSTEM MANAGER(S) AND ADDRESS:

Deputy Assistant Administrator,
Office of Intelligence, Drug Enforcement
Administration, 1405 Eye Street NW.,
Washington, DC 20537.

NOTIFICATION PROCEDURE:

Inquiries should be addressed to
Freedom of Information Section, Drug
Enforcement Administration, 14051
Street NW., Washington, DC 20537.

RECORD ACCESS PROCEDURE:
Same ag above.

CONTESTING RECORD PROCEDURE:
Same as above.

RECORD SOURCE CATEGORIES:

{A) DEA Reports; (B) Reports of
federal, state and local agencies; (C)
Reports of foreign agencies with whom
DEA maintains liaison. .

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsections (c)(3) and
(4), (d), (e)(1). (2} and (3), (e}(a)(G). (H),
(e)(5) and {8). (f). (g). (h) of the Privacy
Act pursuant to 5 U.S.C. 552a (j} and (k).
Rules have been promulgated in
accordance with the requirements of 5
U.S.C. 553 (b), (c) and (e) and have been
published in the Federal Register.
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JUSTICE/DEA-012

SYSTEM NAME:

Registration Status/Investigation
Records.

SYSTEM LOCATION:

Drug Enforcement Administration,
1405 Eye Street NW. Washington, D.C.
20537. Also, field offices. See Appendix
1 for list of addresses.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

Individuals who have a Controlled
Substances Act registration number
under their personal name who have
had some action taken against their
license or registration.

CATEGORIES OF RECORDS IN THE SYSTEM:

{A) DEA reports of investigation; {B)
Information received from state
regulatory agencies.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM:

This system of records is maintained
to enable the Drug Enforcement
Administration to perform its regulatory
functions under the Comprehensive
Drug Abuse Prevention and Control Act
of 1970

ROUTINE USES OF RECORDS MAINTAINED 1N
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:
nformation contained in this system
of records is provided for law
enforcement and regulatory purposes to
the following categories of users on a
routine basis: (A) Other federal law
enforcement and regulatory agencies;
[B) State and local law enforcement and
regulatory agencies; (C) To respondents
and their attorneys for purposes of
discovery, formal and informal, in the
course of an adjudicatory. rule-making,
or other hearing held pursuant to the
Controlled Substances Act of 1970.

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of Information to Members of
Congress. Information contained in
systems or records maintained by the
Department of Justice, not otherwise
required to be released pursuant to §
U.5.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on

behalf of and at the request of the
individual who is the subject of the
record.

Release of information to the National
Archives and Records Administration
{NARA} ond to the General Services
Administration {GSA): A record from a
system of records may be disclosed as a
routine use to the NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2906,

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
OISPOSING OF RECORDS IN THE SYSTEMS:

STORAGE:

These records are maintained in
standard case file folders.

REYRIEVABILITY:

This system is indexed by name of
registrant.

SAFEGUARDS:

This system of records is maintained
in DEA Headquarters which is protected
by 24-hour guard service and electronic
surveillance. Access to the building is
restricted to DEA employees and those
persons transacting business within the
building who are escorted by DEA
employees. Access to the system is
restricted to authorized employees of
the Diversion Operation Section on a
need-to-know basis.

RETENTION AND DISPOSAL;

These records are retained as long as
there is a need for the file. These are
working files and may be destroyed
when no longer required or merged into
the Investigative Case File and
Reporting System.

SYSTEM MANAGER(S) AND ADDRESS:

Deputy Assistant Administrator,
Office of Diversion Control, Drug
Enforcement Administration; 1405 Eye
Street, NW., Washington, D.C. 20537,

NOTIFICATION PROCEDURE:

Inquiries should be addressed to:
Freedom of Information Section, Drug
Enforcement Administration, 1405 1
Street, NW., Washington, D.C. 20537.

RECORD ACCESS PROCEDURES:
Same as above.

CONTESTING RECORD PROCEDURES:
Same as above.

RECORD SOURCE CATEQGORIES:

(A) DEA Investigators: {B) State and
local regulatory agencies.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsections {c){3), (d).

{e)(4)(G) and (H), (f) of the Privacy Ac!
pursuant to 5 U.S.C. 552a[k). Rules have
been promulgated in accordance with
the requirements of 5 U.S.C. 553 {b}, (c)
and (e) and have been published in the
Federal Register.

JUSTICE/DEA-013

SYSTEM NAME:
Security Files.

SYSTEM LOCATION:

Drug Enforcement Administration,
1405 Eye Street, NW., Washington, D.C.
20537. Also, field offices. See Appendix
1 for list of addresses.

CATEGORIES OF INDIVIDUALS COVERED 8Y THE
SYSTEM:

{A) DEA personnel; {B) Cooperating
individuals and informants; (C) Drug
traffickers and suspected drug
traffickers; (D) Individuals who might
discover DEA investigations or
undercover operations by chance.

CATEGORIES OF RECORDS IN THE SYSTEM!

This system of records contains
reports concerning the categories of
individuals stated above.

AUTHORITY FOR MAINTENANCE OF THE
SYSYEM:

This system of records is maintained
to identify and correct security problems
in the area of intelligence operations
and installations pursuant to the
Comprehensive Drug Abuse Prevention
and Contro! Act of 1970 {Pub. L. 91-513)
and Reorganization Plan No. 2 of 1973.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

This system is utilized to generate
reports on security problems in the area
of intelligence operations and
installations. In addition, information is
provided to the following categories of
users for law enforcement purposes on a
routine basis: (A) Other federal law
enforcement egencies; (B) State and
local law enforcement agencies; (C)
Foreign law enforcement agencies with
whom DEA maintains liaison.

Release of information on the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy.

Release of information to Members of
Congress, Information contained in
systems of records maintained by the
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Department of Justice, not otherwise
required to be released pursuant to 5
U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member’s behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release of information to the National
Archives and Records Administration
{NARA) and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to the NARA and G5A in
records management inspections
conducted under the authority of 44
U.5.C. 2604 and 2906.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

These records are maintained in
standard case folders.

RETRIEVABILITY:

The information in this system is
retrieved by subject mnatter category or
by coded identification number.

SAFEGUARDS:

This system of records is maintained
at DEA Headquarters which is protected
by twenty-four hour guard service and
electronic surveillance. Access to the

“buildiing is restricted to DEA employees
and those persons transacting business
within the building who are escorted by
DEA employees. In addition, these
records are stored in GSA approved
security containers authorized for Secret
material. Access to the system is
restricted to authorized DEA personnel
who have Top Secret Clearances on a
limited need-to-know basis.

RETENTION AND DISPOSAL:

Records in thig system are retained as
long as the individual remains active
and then destroyed or retired to the
Federal Records Center.

SYSTEM MANAGER(S) AND ADDRESS:

Deputy Assistant Administratar,
Office of Intelligence, Drug Enforcement
Administration, 1405 Eye Street, NW,,
Washington, D.C. 20537.

NOTIFICATION PROCEDURE:

Inquiries should be addressed to:
Freedom of Information Section Drug
Enforcement Adminigtration, 1405 I
Street, NW, Washington, D.C. 20537.
RECORD ACCESS PROCEDURES:

Same as above.

CONTESTING RECORD PROCEDURES:
Same as above.

RECORD SOURCE CATEGORIES:

(A) DEA Reports; (B) Reports of
federal, state and local agencies.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsections (c}(3) and
(4), (d), (e)(2), (2) and (3}, {e)(4)(C). (H},
{e)(5) and (8), (f}. (g). (h) of the Privacy
Ac! pursuant to 5 U.S.C. 552a (j) and (k).
Rules have been promulgated in
accordance with the requirements of 5
U.S.C. 553 (b), (c) and (e) and have been
published in the Federal Register.

JUSTICE/OEA-014

SYSTEM NAME:

System to Retrieve Information from
Drug Evidence {STRIDE/Ballistics).

SYSTEM LOCATION:

Drug Enforcement Administration;
1405 Eye Street, NW., Washington, D.C.
20537. Also, field office. See Appendix 1
for list of addresses.

CATEGORIES OF INDIVIDUALS COVERED BY THE

SYSTEM:
Defendants and suspected violators.

CATEGORIES OF RECORDS IN THE SYSTEM:
Ballistics report.

AUTHORITY FOR MAINTENANCE OF THE
SYSTEM: .

This system is maintained to provide
drug intelligence for taw enforcement
purposes pursuant to the
Comprehensive Drug Abuse Prevention
and Control Act of 1970 and
Reorganization Plan No. 2 of 1973.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS ANO THE PURPOSES OF BUCH USES:

Information from this system is
provided to the following categories of
users for law enforcement purposes on a
routine basis: (A) Other federal law
enforcement agencies; [B) State and
local law enforcement agencies; (C}
Foreign law enforcement agencies with
whom DEA maintains liaison.

Release of information to the news
media: Information permitted to be
released to the news media and the
public pursuant to 28 CFR 50.2 may be
made available from systems of records
maintained by the Department of Justice
unless it is determined that release of
the specific information in the context of
a particular case would constitute an
unwarranted invasion of personal
privacy. '

Release of information to Members of
Congress information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuantto 5

U.S.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the Member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release of information to the National
Archives and Records Administration
{NARA) and to the General Services
Administration (GSA): A record from a
system of records may be disclosed as a
routine use to the NARA and GSA in
records management inspections
conducted under the authority of 44
U.S.C. 2904 and 2906.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

The information is stored on magnetic
tape.

RETRIEVABILITY:

The system is indexed by case
number and exhibit number. The
information can be retrieved by name of
DEA case number and exhibit number.
In addition, a number of
telecommunication terminals have been
added to the existing network.

SAFEGUARDS:

This system of records is mainiained
at DEA, headquarters which is protected
by twenty-four hour guard service and
electronic surveillance. Access to the
building is restricted to DEA employees
and those persons transacting business
within the building who are escorted by
DEA employees. Access to the system is
restricted to authorized DEA employees
with appropriate clearance on a need-to-
know basis. Information that is
retrievable by terminals requires user
identification numbers.which are issued
to authorized employees of the
Department of Justice.

RETENTYION AND DISPOSAL:

The information contained in this
system is retained indefinitely.
SYSTEM MANAGER(S) AND ADDRESS:

Chief, Forensic Sciences Section, Drug
Enforcement Administration; 1405 Eye
Street, NW., Washington, D.C. 20537,

NOTIFICATION PROCEDURE:

Inquiries should be addressed to:
Freedom of Information Section, Drug
Enforcement Administration, 14051
Street, NW., Washington, D.C. 20537.

RECORD ACCESS PROCEDURES:
Same as above.
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CONTESTING RECORD PROCEDURES:
Same as sbove.

RECORD SOURCE CATEGORIES:
DEA Reports: Scientific Analysis.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

The Attorney General has exempted
this system from subsections (c)(3) and
(4). {d). (e}(1). (2) and (3). {e}{4)(G). (H},
(e)(5) and (8), (f), (g}, (h) of the Privacy
Act pursuant to 5 U.S.C. 552a {j). Rules
have been promulgated in accordance
with the requirements of 5 U.S.C. 553 (b),
(C) and (e) and been published in the
Federal Register.

Justice/DEA-015

SYSTEM NAME:
Training Files.

SYSTEM LOCATION:

Drug Enforcement Administration,
1405 I Street, N.W., Wagshington, D.C.
20537 and DEA Office of Training,
Federal Law Enforcement Training
Center, Glynco, Georgia 31524.

CATEGORIES OF INDIVIDUALS COVERED BY THE
THE SYSTEM:

Individuals who have attended
training programs sponsored by the
Drug Enforcement Administrative Office
of Training.

CATEGORIES OF RECORDS IN THE SYSTEM:

{A) Students names; (B} Dates and
locations of schools; {C) Class average
and individual student grades; (D)
Locations of student’s employers; (E)
Number of years experience in general
law enforcement and drug law
enforcement; (F) Classification of
student's employers by state, local,
county, or Federal; (G) Type of school
attended; (H) Class rosters; (I)
Biographic data; (J) Evaluation reports;
{K) Application and attendance records.

AUTHORITY FOR MAINTENANGE OF THE
SYSTEM:

This system is maintained to provide
educational and training programs on
drug abuse and controlled substances
law enforcement pursuant to the
Comprehensive Drug Abuse Prevention
and Control Act of 1870.

ROUTINE USES OF RECORDS MAINTAINED IN
THE SYSTEM, INCLUDING CATEGORIES OF
USERS AND THE PURPOSES OF SUCH USES:

This system is maintained to assist in
performing the administrative functions
of the Office of Training and is used to
prepare clags directories, class rosters,
program evaluation reports and
statistical reports. In addition,
information from this system is provided
to Federal, state and local law

enforcement and regulatory agencies
employing former students and
biographical data may be provided to
students and former students in the form
of class rosters and alumni publications.

Release of information to the news
media: Information permitted to be
released to the news media and the
public may be made available from
systems of records maintained by the
Department of Justice unless it is
determined that release of the specific
information in the context of a particular
case would constitute an unwarranted
invasion of personal privacy.

Release of information of Members of
Congress. Information contained in
systems of records maintained by the
Department of Justice, not otherwise
required to be released pursuant to 5
U.8.C. 552, may be made available to a
Member of Congress or staff acting upon
the Member's behalf when the member
or staff requests the information on
behalf of and at the request of the
individual who is the subject of the
record.

Release of information to the National
Archives and Records Administration
(NARA) and to the General Services
Administration (GSA):A record from a
system of records may be disclosed as a
routine use to the NARA and GSA in
records management inspections
conducted under the authority of 44
U,S8.C. 2904 and 2908.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, AND ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:

The manual records in this system are
maintained on index cards and in file
folders and the automated portion is
maintained on magnetic tapes.

RETRIEVABILIYY

Data may be retrieved by the
student’s last name, school location
code, or by beginning course dates.

SAFEGUARDS:

Those records maintained at DEA
Headquarters are protected by twenty-
four hour guard service and electronic
surveillance. Access to the building is
restricted to DEA employees and those
persons transacting business within the
building who are escorted by DEA

- employees. In addition, access to file is

limited to Office of Training personnel
on a need-to-know basis. Those records
maintained at the Drug Enforcement
Administration, Office of Training, FB/
Academy Quantico, Virginia. Access to
file is restricted to DEA personnel on a
need-to-know basis.

RETENTION AND DISPOSAL

Records in this system are currently
maintained indefinitely.

SYSTEM MANAGER(S) AND ADDRESS:

Deputy Assistant Administrator,
Office of Training, Drug Enforcement
Administration FBI Academy.

NOTIFICATION PROCEDURE:

Inquiries should be addressed to:
Freedom of Information Section, Drug
Enforcement Administration, 1405 Eye
Street NW., Washington, DC 20537,

Inquiries should contain name; date
and place of birth; and dates of
attendance at courses sponsored by the
Office of Training.

RECORD ACCESS PROCEDURES:
Same as above.

CONTESTING RECORD PROCEDURES:
Same as above.

RECORD SOURCE CATEGORIES:
(A) Students: (B) Instructors.

SYSTEMS EXEMPTED FROM CERTAIN
PROVISIONS OF THE ACT:

None.
JUSTICE/DEA-016

SYSTEM NAME:

Drug Enforcement Administration
Accounting System (DEAAS II).

SYSTEM LOCATION:

Drug Enforcement Administration,
1405 Eye Street NW., Washington, D.C.
20537. Also field offices. See Appendix 1
for list of addresses.

CATEGORIES OF IND)WVIDUALS COVERED BY THE
SYSTEM:

All individuals who submit vouchers
requesting payment for goods ar
services rendered, except payroll
vouchers for DEA employees. The