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QUESTIONS PRESENTED

Respondents are contract employees working at the
Jet Propulsion Laboratory, a multi-billion-dollar federal
research facility. Like all federal contract employees
requiring long-term access to federally controlled facili-
ties and information systems, they are required to un-
dergo background checks. Respondents object to these
background checks because, in their view, the govern-
ment’s use of standard forms to collect employment-re-
lated information about them would violate their consti-
tutional right to informational privacy. The court of
appeals agreed with respect to two inquiries on the stan-
dard background-check forms. The questions presented
are:

1. Whether the government violates a federal con-
tract employee’s constitutional right to informational
privacy when it asks in the course of a background in-
vestigation whether the employee has received counsel-
ing or treatment for illegal drug use that has occurred
within the past year, and the employee’s response is
used only for employment purposes and is protected
under the Privacy Act, 5 U.S.C. 552a.

2. Whether the government violates a federal con-
tract employee’s constitutional right to informational
privacy when it asks the employee’s designated refer-
ences for any adverse information that may have a bear-
ing on the employee’s suitability for employment at a
federal facility, the reference’s response is used only for
employment purposes, and the information obtained is
protected under the Privacy Act, 5 U.S.C. 552a.
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OPINIONS BELOW

The opinion of the court of appeals (Pet. App. 1a-29a)
is reported at 530 F.3d 865. A prior opinion of the court
of appeals (Pet. App. 30a-49a) is reported at 512 F.3d
1134. The order and opinions of the court of appeals on
denial of rehearing en banc (Pet. App. 75a-130a) are re-
ported at 568 F.3d 1028. The opinion of the district
court (Pet. App. 54a-74a) is unreported.

JURISDICTION

The judgment of the court of appeals was entered on
June 20, 2008. A petition for rehearing was denied on
June 4, 2009 (Pet. App. 75a-130a). On August 25, 2009,
Justice Kennedy extended the time within which to file
a petition for a writ of certiorari to and including Octo-
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ber 2, 2009. On September 23, 2009, Justice Kennedy
further extended the time to and including November 1,
2009 (a Sunday). The petition was filed on November 2,
2009, and was granted on March 8, 2010. The jurisdie-
tion of this Court rests on 28 U.S.C. 1254(1).

CONSTITUTIONAL AND STATUTORY
PROVISIONS INVOLVED

The Due Process Clause of the Fifth Amendment to
the United States Constitution provides, in pertinent
part: “[N]or shall any person be * * * deprived of life,
liberty, or property, without due process of law.” Per-
tinent portions of the Privacy Act, 5 U.S.C. 552a, are
reproduced in the appendix to this brief. App., infra,
la-15a.

STATEMENT

The federal government, like any responsible em-
ployer, conducts basic background checks of its employ-
ees. These routine investigations allow the government
to verify the identities and histories of the individuals it
employs and ensure that they are trustworthy. For over
fifty years, background checks have been required by
Executive Order for all civil service employees. Federal
contractors also have conducted background checks of
their employees when required as a condition of their
contracts with the government. In 2005, in the imple-
mentation of a Presidential directive, the Commerce
Department formally required that background checks
be conducted for all contract employees seeking long-
term access to federal facilities and information sys-
tems.

Respondents are 28 federal contract employees
working at the Jet Propulsion Laboratory (JPL), a
multi-billion-dollar research and development facility
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owned by the National Aeronautics and Space Adminis-
tration (NASA). They contend that the government’s
collection of certain job-related information violates a
constitutional right to informational privacy. The court
of appeals concluded that respondents were likely cor-
rect and ordered the entry of a preliminary injunction.
In so doing, the Ninth Circuit called into question the
most basic reference checks that government employers
nationwide conduct every day.

1. Since 1871, the President has been authorized by
statute to designate persons to ascertain the fitness of
candidates for federal civil service employment. Rev.
Stat. § 1753 (1875) (5 U.S.C. 3301). Since 1953, the fed-
eral government has conducted background investiga-
tions for all federal civil service employees. See Exec.
Order No. 10,450, 3 C.F.R. 936 (1949-1953 Comp.). The
purpose of the investigation is to ensure that the appli-
cant is “reliable, trustworthy, of good conduct and char-
acter,” and “loyal[] to the United States.” Preamble,
1d. at 936. The investigation must include “a national
agency check * * * and written inquiries to appropri-
ate local law-enforcement agencies, former employers
and supervisors, references, and schools attended by the
persons under investigation.” § 3(a), ¢d. at 937. The
investigation utilizes standardized forms and procedures
in order to ensure that all persons seeking government
employment “receive fair, impartial, and equitable treat-
ment.” Preamble, id. at 936.

The standard background check is called the Na-
tional Agency Check with Inquiries (NACI). Pet. App.
3a-4a. The NACI begins after the completion of a ques-
tionnaire by the applicant. J.A. 217. Applicants for fed-
eral employment in non-sensitive positions complete
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Standard Form 85, Questionnaire for Non-Sensitive Po-
sitions (SF-85). See J.A. 88-95 (blank SF-85).!

The applicant’s responses on SF-85 are used to con-
duct the background investigation. J.A. 217-218. The
first portion of the investigation—the “agency check”
—consists of a check of records in four federal govern-
ment databases. Ibid.; see Pet. App. 4a. The second
portion of the investigation—the “inquiries”—involves
sending forms to employers, educational institutions,
landlords, and references listed by the applicant on
SF-85 to verify the information provided by the appli-
cant. J.A. 217-218. One of the forms commonly used in
that process is at issue here—Form 42, Investigative
Request for Personal Information. Form 42 is sent to
references, former landlords, and persons who can ver-
ify periods of self-employment and/or unemployment.
See J.A. 96-97 (blank Form 42).2

a. SF-85 is a six-page form that seeks information
relevant to whether the applicant is “suitable for the

! Applicants for public trust positions and for national security posi-
tions complete forms that are like SF-85 but include more detailed
questions. See OPM, Standard Form 85P, Questionnaire for Public
Trust Positions (Sept. 1995), http://www.opm.gov/Forms/pdf fill/
sf86p.pdf (SF-85P); OPM, Standard Form 86, Questionnaire for
National Security Positions (July 2008), http:/www.opm.gov/Forms/
pdf_fill/sf86.pdf (SF-86). Those forms are not at issue here.

? Those databases are the Security/Suitability Investigations Index,
the Defense Clearance and Investigations Index, the FBI Name Check,
and the FBI National Criminal History Fingerprint Check. J.A. 217-
218.

3 Similar forms are sent to educational institutions (Form 43) and
former employers (Form 41) that the applicant identifies. See 75 Fed.
Reg. 5359 (2010). In addition, record requests are made to record
repositories (Form 40) and to law enforcement agencies (Form 44). See
1bid. Those forms are not at issue here.
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job.” J.A. 88. The form requests basic biographical in-
formation such as where the applicant has lived, worked,
and gone to school. J.A. 90-93. It also asks the appli-
cant to provide contacts who can verify former resi-
dences, jobs, and schooling, and to provide the names of
three persons who know the applicant well and can serve
as references. J.A. 91-93. The form includes a few addi-
tional questions about Selective Service registration,
military history, and drug use. J.A. 94. Finally, the
form requests the applicant’s authorization for the re-
lease of information, so that federal investigators may
contact individuals listed on the form, verify the infor-
mation provided, and inquire about the applicant’s suit-
ability for employment. J.A. 95.

As relevant here, SF-85 asks whether, in the past
year, the applicant has “used, possessed, supplied, or
manufactured illegal drugs.” J.A. 94. If the applicant
answers “yes,” he or she is asked to “provide informa-
tion relating to the types of substance(s), the nature of
the activity, and any other details relating to your in-
volvement with illegal drugs[,] [ilnclud[ing] any treat-
ment or counseling received.” Ibid. The form advises
the applicant that “[n]either your truthful response nor
information derived from your response will be used as
evidence against you in any subsequent criminal pro-
ceeding.” Ibid.

SF-85 notifies the applicant that “[g]iving us the in-
formation we ask for is voluntary,” J.A. 88, and that the
government “will protect [the information provided]
from unauthorized disclosure,” J.A. 89. In particular,
SF-85 advises the applicant that “[t]he collection, main-
tenance, and disclosure of background investigative in-
formation is governed by the Privacy Act.” Ibid.
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b. Form 42 is a two-page form sent to the persons
identified by the applicant on SF-85 as references, for-
mer landlords, or persons who can verify periods of self-
employment or unemployment. 75 Fed. Reg. 3559
(2010). Approximately 1,882,000 of these forms are sent
out annually. 7Ibid. The Office of Personnel Manage-
ment (OPM) estimates that the form takes five minutes
to complete. Ibid.

Form 42 informs its recipient that it is seeking infor-
mation relevant to the applicant’s “suitability for em-
ployment or security clearance.” J.A. 96. It first asks
how long the recipient has known the applicant and how
often the recipient associates or has associated with the
applicant. J.A. 97. It then asks a series of yes/no ques-
tions, including whether the recipient has “any reason to
question [the applicant’s] honesty or trustworthiness,”
1bid. (Item 6), or has “any adverse information about
[the applicant’s] employment, residence or activities”
concerning “violations of the law,” “financial integrity,”
“abuse of alecohol and/or drugs,” “mental or emotional
stability,” “general behavior or conduct,” or “other mat-
ters,” ibid. (Item 7). If the answer is “yes,” Form 42
asks the recipient to “explain in Item 8.” Ibid. In turn,
Item 8 asks the recipient for “additional information
which you feel may have a bearing on [the applicant’s]
suitability for government employment or a security
clearance.” Ibid. Item 8 provides a blank space and
notes that “this space may be used for derogatory as
well as positive information.” Ibid. Form 42 concludes
by asking whether the recipient would recommend the
applicant for government employment or a security
clearance. Ibud.

c. Form 42, like SF-85, states that the information
it collects is protected by the Privacy Act, 5 U.S.C. 552a.
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J.A. 89, 96. The Privacy Act permits a federal agency to
collect and maintain in its records “only such informa-
tion about an individual as is relevant and necessary to
accomplish a purpose of the agency required to be ac-
complished by statute or by executive order of the Presi-
dent.” 5 U.S.C. 552a(e)(1)." The Act requires agencies
to permit individuals to gain access to records that per-
tain to them, 5 U.S.C. 552a(d)(1), and to request amend-
ments to their records, 5 U.S.C. 552a(d)(2). Subject to
certain limited exceptions, the Act also prohibits agen-
cies from disclosing any record about an individual
maintained in a system of records without the written
consent of that individual. 5 U.S.C. 552a(b).

2. The NACI background-check process that has
long been used for federal civil service employees was
recently made applicable to employees of federal con-
tractors. Contract employees previously had been sub-
ject to background checks when provided for by con-
tract. But in 2005, in response to a Presidential direc-
tive, the Department of Commerce formally required
that background checks be conducted for all federal con-
tract employees seeking long-term access to federal fa-
cilities or information systems.

a. Following the terrorist attacks of September 11,
2001, Congress created an independent, bipartisan com-
mission to provide recommendations on how to prevent
future attacks. See Intelligence Authorization Act for
Fiscal Year 2003, Pub. L. No. 107-306, §§ 601-602, 116
Stat. 2408. In its final report, the Commission recom-
mended that the federal government develop a uniform
standard for the issuance of secure identification docu-

* Although this limitation applies to information “maintain[ed]” in a
system of records, 5 U.S.C. 552a(e), the Privacy Act defines “maintain”
to include “collect,” 5 U.S.C. 552a(a)(3).
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ments and then ensure that those documents are re-
quired for entry into vulnerable federal facilities. The
9/11 Commassion Report: Final Report of the National
Commassion on Terrorist Attacks Upon the Unaited
States 390 (2004).

In response to that recommendation, the President
directed the Department of Commerce to develop a
mandatory and uniform “Federal standard for secure
and reliable forms of identification.” J.A. 127-130
(Homeland Security Presidential Directive/HSPD-12
—Policy for a Common Identification Standard for
Federal Employees and Contractors, Pub. Papers 1765
(2004) (HSPD-12)). In HSPD-12, the President recog-
nized that there were “[w]ide variations in the quality
and security” of the credentials used for access to fed-
eral facilities, and he decided that a new, uniform identi-
fication standard should be developed for all federal
employees and contract employees. J.A. 127. The Presi-
dent determined that the uniform standard would “en-
hance security, increase Government efficiency, [and]
reduce identity fraud,” while protecting personal pri-
vacy. Ibid. The President charged the Office of Man-
agement and Budget (OMB) with ensuring compliance
with the new standard. J.A. 128-129. The President also
directed that the new standard be implemented consis-
tent with the Privacy Act. J.A. 129.

b. In accordance with HSPD-12, and pursuant to its
authority under the Federal Information Security Man-
agement Act of 2002, 40 U.S.C. 11331, the Department
of Commerce developed a government-wide identity
credentialing standard. J.A. 131-150 (National Inst. of
Standards & Tech., U.S. Dep’t of Commerce, F'IPS PUB
201-1, Personal Identity Verification (PIV) of Federal
Employees and Contractors at v (Mar. 2006) (FIPS
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201-1)).> As relevant here, that standard requires that
a NACI background check be completed as a condition
for granting an individual long-term access to federal
facilities or information systems. J.A. 144-145.° The
NACI background-check process was selected because
it is an established way to “confirm[] the person’s trust-
worthiness and compliance with the law.” J.A. 218; see
J.A. 144-146.

The Commerce Department has taken affirmative
steps to safeguard the privacy of information obtained
during these background checks. FIPS 201-1 directs
agencies to implement the new credentialing system “in
accordance with the spirit and letter of all privacy con-
trols specified in this standard, as well as those specified
in Federal privacy laws and policies,” such as the Pri-
vacy Act, and it provides detailed requirements for
agencies to follow to protect the information they re-
ceive. J.A. 147-150.

After the Commerce Department promulgated the
new credentialing standard, OMB set an October 2007
deadline for federal agencies to begin the background-
check process for all current employees and contract
employees. J.A. 105-130 (Memorandum from Joshua B.
Bolten, Director, OMB, to the Heads of All Departments
and Agencies (Aug. 5, 2005)).

® The Department of Commerce first released the government-
wide standards in 2005 (FIPS 201); FIPS 201 was incorporated into
and superseded by FIPS 201-1 in March 2006. See Nat’l Inst. of Stan-
dards & Tech., Archived Federal Information Processing Standards
(FIPS) Publications (Feb. 25, 2010), http://csre.nist.gov/publications/
PubsFIPSArch.html.

6 Although FIPS 201-1 authorizes the use of either the NACI or a
substantially similar alternative investigation approved by OPM, J.A.
144-145, NASA has not sought to utilize an alternative investigation.
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3. JPL is a federal research and development fa-
cility owned by NASA. Pet. App. 3a. JPL is the lead-
ing NASA center for deep space robotics and com-
munications missions, and it is renowned for its work in
developing satellites, rockets, missiles, spacecraft, and
telescopes. J.A. 206, 221; NASA Facts: Jet Propulsion
Laboratory 1-2, 5-9, http://www.jpl.nasa.gov/news/
fact sheets/jpl.pdf (last visited May 13, 2010). The facil-
ity has been responsible for such projects as the Mars
Explorer Rover Mission and the Cassini Mission to Sat-
urn. J.A. 206.

JPL is operated by the California Institute of Tech-
nology (Caltech) pursuant to a long-running contract
with NASA. Pet. App. 3a; J.A. 163. All positions at JPL
are filled by contract employees, but JPL employees
perform duties that are functionally equivalent to those
performed by federal civil service employees at other
NASA centers. Pet. App. 3a; J.A. 221-222. NASA
therefore provides JPL employees with access to physi-
cal facilities and information technology systems similar
to the access granted to their civil service counterparts.
J.A. 221-222.

In 2001, even before HSPD-12 was promulgated,
NASA determined that it had a potential security vul-
nerability because contractors at some facilities were
not carrying out any background checks of their employ-
ees. J.A. 222-223; see Pet. App. ba. Accordingly, NASA
began to revise its procedures, with the goal of imposing
additional security requirements for its contractors’
workers. J.A. 223. In 2005, NASA updated its agency-
wide security policy to require that all contract employ-
ees undergo background checks before receiving iden-
tity credentials. Pet. App. ba; J.A. 222, 224; see J.A. 154
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(NASA Procedural Requirements: NPR 1600.1).”
NASA decided that the background checks should be
conducted using the NACI process, because that process
has long been used for civil service employees, and
“NASA contractors * * * perform equivalent functions
to those performed by NASA’s civil servant workforce.”
J.A. 224. That policy change helped bring NASA into
compliance with HSPD-12, but it was also supported by
NASA’s independent judgment that requiring NACI
background checks of contractors would improve system
and facility security. Ibid.; see J.A. 170-183 (NASA In-
terim Directive (NPR 1600.1)) (adopting the identity
credentialing standard set out in F'IPS 201-1).

In 2007, NASA modified its contract with Caltech to
require that all JPL employees undergo background
checks using the NACI process. Pet. App. 5a; J.A. 225;
see J.A. 157-162 (contracts).

4. The individual respondents are 28 Caltech em-
ployees working at JPL. Pet. App. 55a. They sued
NASA, the Department of Commerce, Caltech, and oth-
ers, seeking to bar implementation of the background-
check process at JPL. Ibid.; J.A. 58-87 (complaint).® In
respondents’ view, the government’s collection of infor-
mation through the background-check process would
violate, inter alia, the Fourth Amendment, the Privacy

" NASA promulgated the policy pursuant to its authority under the
National Aeronautics and Space Act of 1958, 42 U.S.C. 2455, 2456,
2456a, and 2473. Pet. App. 11a-13a.

¥ Although respondents seek to represent a class of similarly-
situated JPL employees, J.A. 79-80, this case has not been certified as
a class action.
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Act, and an asserted constitutional right to informa-
tional privacy. J.A. 81-82, 84-85.’

The district court denied respondents’ motion for a
preliminary injunction. Pet. App. 54a-74a. The court
divided respondents’ claims into two categories: chal-
lenges to the collection of information through SF-85
and Form 42, and challenges to use of that information
to make credentialing decisions. Id. at 62a. As to the
latter challenge, the court concluded that respondents
lacked standing and that their claim was not ripe for
review. Id. at 63a. The court explained that because no
background checks had been conducted for respondents,
there was “not an imminent injury” and respondents’
claim that credentialing decisions would be made using
improper criteria was “strictly speculative.” Ibid.

The court then rejected respondents’ Fourth Amend-
ment challenge to the collection of information through
SF-85 and Form 42, explaining that respondents “make
no argument that a questionnaire, background check, or
authorization to release records constitutes a ‘search.””
Pet. App. 64a. The court similarly rejected respondents’
contention that the collection of information violates the
Privacy Act, because “SF-85 specifically states that it
complies with the Privacy Act” and respondents failed to

? Respondents also alleged that the background-check process
violated the Administrative Procedure Act (APA), 5 U.S.C. 706(2)(C),
and the California Constitution. Pet. App. 55a; J.A. 83, 85-86. The
district court rejected the APA claim, Pet. App. 65a-66a, and accepted
respondents’ concession that their state-law claims were barred
on intergovernmental immunity and sovereign immunity grounds,
07-CV-5669 Order 12 (C.D. Cal. Jan. 16, 2008) (Docket entry No. 71).
Respondents appealed on the APA claim, but the court of appeals
rejected it. Pet. App. 11a-13a.
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“show that the information collected” would not be
“properly maintained or gathered.” Id. at 67a.

Finally, the district court held that the background-
check process does not violate a constitutional right to
informational privacy. Pet. App. 68a-72a. The court
observed that SF-85 “is relatively non-intrusive” and
“does not seek extensive or overly-sensitive informa-
tion,” and that the “very high-tech and sensitive devices
at JPL * * * warrant strict security measures.” Id. at
70a, 72a. The court found that “there are adequate safe-
guards in place when dealing with sensitive questions,”
and identified, as one example, SF-85’s query about ille-
gal drug use in the past year, which is followed by an
assurance that any response will not be used in any sub-
sequent criminal proceeding. Id. at 70a.

5. Respondents appealed, challenging the district
court’s rulings on the Fourth Amendment and informa-
tional privacy. Respondents did not renew on appeal
their claim that the background-check process violates
the Privacy Act. Resp. C.A. Br. 17-59. A motions panel
of the court of appeals granted respondents an injunc-
tion pending appeal, and that injunction remains in ef-
fect today. Pet. App. 50a-53a. Specifically, the court
enjoined the government “from requiring [respondents]
to submit the [SF-85] questionnaires for non-sensitive
positions, including the authorization forms for release
of information.” 07-56424 Docket entry No. 5 (9th Cir.
Oct. 5, 2007); see Pet. App. 53a.

A merits panel then reversed the district court’s de-
cision, Pet. App. 30a-49a, and remanded with instruc-
tions to fashion preliminary injunctive relief consistent
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with its opinion, i¢d. at 49a."° In response to the govern-
ment’s petition for rehearing en bane, the merits panel
withdrew its initial opinion and issued a revised opinion,
again finding portions of SF-85 and Form 42 likely un-
constitutional and ordering preliminary injunctive relief.
Id. at 1a-29a.

In its revised opinion, the court first determined that
the only claims properly before it were those related to
the collection of information through SF-85 and Form
42. Pet. App. 8a-10a. The court “agree[d] with the dis-
trict court” that respondents’ challenges to how the in-
formation collected would be used to make credentialing
decisions “are unripe and unfit for judicial review.” Id.
at 8a.

The court of appeals then rejected respondents’
Fourth Amendment claim. Pet. App. 13a-17a. The court
explained that the disclosure of information through
“direct questioning” of the applicant is not a Fourth
Amendment search, id. at 16a-17a, and that “[t]he
Fourth Amendment does not prohibit the obtaining of
information revealed to a third party and conveyed by
him to Government authorities,” id. at 15a (quoting
Unaited States v. Miller, 425 U.S. 435, 443 (1976)).

The court determined, however, that respondents
were likely to succeed on the merits of their claim that
the use of the forms violates a distinet constitutional
right to informational privacy. Pet. App. 17a-26a. The

10 After the court of appeals’ first decision in this case but before that
court’s second decision, the district court entered an order directing the
government “to cease any further investigations of [JPL] employees”
but determined that the government “may issue I.D. cards to those
employees who have already cleared their background investigations.”
07-CV-05669 Minute Order 1 (C.D. Cal. Mar. 13, 2008) (Docket entry
No. 99).
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court stated that “the Constitution protects an ‘indi-
vidual interest in avoiding disclosure of personal mat-
ters.”” Id. at 17a (quoting In re Crawford, 194 F.3d 954,
958 (9th Cir. 1999), cert. denied, 528 U.S. 1189 (2000)).
In the court’s view, that right is implicated whenever the
government seeks information that “is not generally
disclosed by individuals to the public.” Id. at 22a (quot-
ing Crawford, 194 F.3d at 958). In such a situation, the
court continued, the government must establish “that its
use of the information would advance a legitimate state
interest and that its actions are narrowly tailored to
meet the legitimate interest.” Id. at 18a (quoting Craw-
ford, 194 F.3d at 959). The court described this inquiry
as a balancing of “the government’s interest in having or
using the information against the individual’s interest in
denying access.” Ibid. (quoting Doe v. Attorney Gen. of
the United States, 941 F.2d 780, 796 (9th Cir. 1991), dis-
approved on other grounds by Lane v. Pena, 518 U.S.
187 (1996)).

The court noted respondents’ concession that “most
of the questions” on SF-85 “are unproblematic and do
not implicate the constitutional right to informational
privacy.” Pet. App. 19a. And the court determined that
the question asking the applicant to disclose recent ille-
gal drug activity is permissible because it is “designed
to limit the disclosure of personal information to that
* % * pecessary to further the government’s legitimate
interest” in preventing its strong stance in its war
against illegal drugs from being undermined as a result
of drug use by its employees and contractors. Id. at
20a-21a. But the court decided that the government
cannot ask an applicant who has acknowledged using
drugs the follow-up question whether he or she has ob-
tained treatment or counseling, because “treatment or
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counseling * * * would presumably lessen the govern-
ment’s concerns regarding the underlying activity.” Id
at 22a.

With respect to Form 42, the court acknowledged
that the government “has several legitimate reasons for
investigating its contractors,” including the interest in
“verifying its contractors’ identities” and “ensuring the
security of the JPL facility.” Pet. App. 24a. The court
also recognized that the request on Form 42 for “‘any
adverse information about this person’s employment,
residence, or activities’” “may solicit some information
relevant to the applicant’s identity or security risk.”
Id. at 25a (emphasis omitted). But the court believed
that Form 42’s questions are too “broad” and “open-
ended” and therefore, under the standard the court pro-
pounded, are not narrowly tailored to advance the gov-
ernment’s legitimate interests. Id. at 24a-25a.

6. The government filed a second petition for re-
hearing en banc, which was denied. Judge Wardlaw
issued an opinion concurring in the denial of rehearing
en banc. Pet. App. 76a-95a. Five judges joined three
published dissents from denial of rehearing en banec.
Id. at 96a-130a.

Judge Callahan’s dissent (Pet. App. 96a-120a) re-
garded the panel’s opinion as “an unprecedented expan-
sion of the constitutional right to informational privacy”
that could “undermine personnel background investiga-
tions performed daily by federal, state, and local govern-
ments” and “sharply curtail[] the degree to which the
government can protect the safety and security of fed-
eral facilities.” Id. at 97a, 120a.

Judge Kleinfeld’s dissent (Pet. App. 120a-124a) con-
cluded that the panel’s opinion called into question the
most basic investigation of an applicant by a prospective
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employer, such as when a federal judge about to “hire
law clerks and secretaries * * * talk[s] to professors
and past employers and ask[s] some general questions
about what they are like.” Id. at 124a.

Chief Judge Kozinski also dissented. Pet. App. 125a-
130a. He faulted the court for failing to distinguish be-
tween collection and disclosure of information, id. at
125a-126a; between voluntary disclosures and compelled
disclosures, id. at 126a-127a; between information “per-
tain[ing] to a fundamental right” and “a free-standing
right not to have the world know bad things about you,”
1d. at 127a-128a; between collection of information from
its source and collection of information from third par-
ties, id. at 128a; and between the government’s “func-
tions as enforcer of the laws and as employer,” id. at
128a-129a.

SUMMARY OF ARGUMENT

The government’s collection of employment-related
information through routine background checks of fed-
eral contract employees does not violate a constitutional
right to informational privacy.

A. As the Court explained in Whalen v. Roe, 429 U.S.
589 (1977), the constitutional right to privacy encom-
passes at least two different kinds of interests: “the
individual interest in avoiding disclosure of personal
matters,” and “the interest in independence in making
certain kinds of important decisions.” Id. at 598-600.
This Court addressed the former in two longstanding
decisions: Whalen and Nixon v. Administrator of Gen-
eral Services, 433 U.S. 425 (1977). Those decisions set
important limits on the informational privacy right.
They recognize that the government, in a variety of
roles, routinely collects personal information, and that
constitutional privacy concerns are generally satisfied
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by safeguards against unauthorized disclosure by the
government.

B. The informational privacy interests in this case
are limited. This case concerns only the government’s
collection of information, and not any interest in avoid-
ing public disclosure of intimate information, because
information gathered in the background-check process
is protected by the Privacy Act and other safeguards.
Moreover, the government is acting to further its sub-
stantial interests as employer and proprietor. “[T]he
government as employer * * * has far broader powers
than does the government as sovereign.” Emngquist v.
Oregon Dep’t of Agric., 128 S. Ct. 2146, 2151 (2008) (cita-
tion omitted). Any constitutional assessment therefore
must account for the government’s paramount interests
as an employer and as a proprietor of facilities it owns.
Here, it is clear from the face of SF-85 and Form 42 that
they seek information only for employment-related pur-
poses. Further, the government’s need for that informa-
tion is substantial, especially with respect to JPL, a key
federal research and development facility.

C. The court of appeals erred in concluding that cer-
tain portions of the NACI background-check process
likely violate a constitutional right to informational pri-
vacy.

The court erred in invalidating SF-85’s drug-
treatment question. The court mistakenly assumed that
all questions regarding medical treatment implicate sig-
nificant privacy concerns, and it gave short shrift to the
government’s interests in knowing whether an individual
who has recently used illegal drugs has rehabilitated
himself. As an employer, the federal government is le-
gitimately concerned not only with recent illegal drug
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use, but also with the steps that an employee or appli-
cant has taken to ameliorate any potential problems.

The court of appeals likewise erred in concluding
that the use of Form 42 likely violates respondents’ con-
stitutional rights. The court’s analysis was untethered
to any recognized private area; the court found constitu-
tional fault because in its view the form’s questions are
too “open-ended.” Contrary to the court’s understand-
ing, however, an applicant for federal contract employ-
ment has no constitutionally protected interest in pre-
venting the government from asking designated refer-
ences for information about or impressions of him.
Moreover, to the extent that an applicant has disclosed
certain facts to others, it is only in the rare case that he
would continue to retain a constitutionally cognizable
privacy interest in them. And it is plainly reasonable for
the government to ask designated references and con-
tracts about whether it should employ a particular indi-
vidual.

D. The court’s contrary conclusion is serious error.
The court first failed to distinguish between the govern-
ment’s collection of information and public disclosure of
information that it receives. The court then com-
pounded its error by failing to account for the fact that
this case arises in the employment context. And the
court saw no constitutional difference between inquiries
to the applicant and inquiries to third parties. Not sur-
prisingly, the other courts of appeals that have consid-
ered similar challenges have rejected them. Respon-
dents do not attempt to defend the reasoning of the
court of appeals, instead focusing on a claim that both
courts below found unripe and unsuitable for judicial
review. The judgment of the court of appeals should be
reversed.
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ARGUMENT

THE GOVERNMENT’S COLLECTION OF INFORMATION
THROUGH SF-85 AND FORM 42 FOR EMPLOYMENT-
RELATED PURPOSES IS CONSTITUTIONAL

The Ninth Circuit has enjoined the government from
conducting basic background checks of contract employ-
ees at the Nation’s premier deep space and robotics fa-
cility. In the court’s view, the government’s use of a
background check to collect information the contract
employee would not normally make public implicates a
constitutional privacy right. That is so, the court deter-
mined, regardless of whether the information is col-
lected from the contract employee or from third parties,
and regardless of whether the government protects the
information collected from public disclosure. And when
the privacy right is implicated, the court held, the gov-
ernment’s justification must be balanced on an ad hoc
basis against the individual’s asserted privacy interest.

The Constitution, however, does not forbid the gov-
ernment from performing basic background checks like
the ones at issue here. To be sure, the government, like
any employer, is restricted from adopting abusive em-
ployment practices—and this case does not call for the
Court to define the precise limits of constitutional pro-
tections concerning the government’s gathering of infor-
mation in various contexts. Rather, in this case, respon-
dents’ challenge is foreclosed in light of the reduced ex-
pectations of privacy in the employment context, the
longstanding and widespread use of SF-85 and Form 42,
the reasonableness of the challenged inquiries, and the
Privacy Act’s protections regarding the maintenance
and dissemination of the information collected.
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A. This Court Has Made Clear That Constitutional Privacy
Concerns Are Not Triggered Merely Because The Gov-
ernment Collects Information About An Individual

1. Asthe Court explained in Whalen v. Roe, 429 U.S.
589 (1977), “[t]he cases sometimes characterized as pro-
tecting ‘privacy’ have in fact involved at least two differ-
ent kinds of interests”: “the individual interest in avoid-
ing disclosure of personal matters,” and “the interest in
independence in making certain kinds of important deci-
sions.” Id. at 598-600. Although the Court has dis-
cussed the latter interest on several occasions, it has
addressed the constitutional protection against disclo-
sure of personal matters in only two cases: Whalen and
Nixon v. Administrator of General Services, 433 U.S.
425 (1977). In both of these longstanding opinions, the
Court concluded that the challenged practice did not
violate an asserted constitutional right concerning the
privacy of information.

a. In Whalen, the Court considered a privacy-based
constitutional challenge to a New York statute requiring
doctors to report prescriptions for certain narcotics to
the state health department. 429 U.S. at 591, 593. The
state agency collected that information in order to iden-
tify stolen or altered prescriptions and uncover abuse of
prescription narcotics. Id. at 592-593. The information
was stored in a computer database. Id. at 593. Only a
limited number of state employees had access to the
database; records were destroyed after five years; and
public disclosure of the patients’ identities was prohib-
ited by state law. Id. at 593-595 & n.12.

The Court rejected the argument that the State’s
collection of prescription information violated a constitu-
tional informational privacy right. Whalen, 429 U.S. at
600, 604. The Court distinguished between the collec-
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tion of information for governmental purposes and the
government’s disclosure of that information to the pub-
lic. The Court determined that there was no realistic
threat of public disclosure in light of the numerous steps
taken to safeguard the information and the statutory
and regulatory prohibitions on disclosure. Id. at 600-
601. A “remote possibility” of public disclosure, the
Court explained, “is surely not a sufficient reason for
invalidating the entire patient-identification program.”
Id. at 601-602.

The Court then determined that the reporting of pre-
scription information to health department employees
did not itself violate a constitutional privacy right.
Whalen, 429 U.S. at 602. Although “some individuals’
concern for their own privacy may lead them to avoid or
to postpone needed medical attention,” the Court ex-
plained, “disclosures of private medical information to
doctors, to hospital personnel, to insurance companies,
and to public health agencies” are a necessary feature of
modern medical practice. Ibid. The Court concluded
that the required reporting of narcotics prescription
information to the state health department was not
“meaningfully distinguishable” from such disclosures.
Ibid.

b. Relying on Whalen, the Court in Nixon v. Admin-
istrator of General Services, supra, rejected a facial
challenge to provisions of the Presidential Recordings
and Materials Preservation Act, 44 U.S.C. 2111 note,
that directed government archivists to obtain and pre-
serve certain Presidential papers and tape-recorded
conversations. 433 U.S. at 429. Former President
Nixon contended that it would violate his constitutional
right to privacy to allow government archivists to review
his papers to determine which ones concerned official
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business (and therefore would be archived) and which
concerned personal matters (and would be returned to
him). Id. at 434, 454-455, 459.

The Court assumed that the former President had a
legitimate expectation of privacy in his personal materi-
als, Nixon, 433 U.S. at 457-458, although it noted that
this expectation was reduced by his status as a public
figure, id. at 465. The Court concluded, however, that
the limited review of private materials contemplated by
the statute was permissible. The Court explained that
the “overwhelming bulk” of the materials pertained to
official Presidential business, and that in fact many of
the items “were prepared and seen by others and were
widely circulated within the Government.” Id. at 459.
For materials that the former president “ha[d] already
disclosed to the public,” the Court determined that the
former President “cannot assert any privacy claim.”
Ibid.

As in Whalen, the Court focused on whether there
was a realistic probability of public disclosure of private
matters. Nixon, 433 U.S. at 458-460. The Court found
the “privacy interest asserted” to be even “weaker” than
in Whalen, because the statute “mandate[d] regulations
* % * aimed at preventing undue dissemination of pri-
vate materials” and the government did “not even retain
long-term control over” those materials because the re-
cords would be returned to the former President. Id. at
458-459, 462. The Court noted that the parties agreed
that the only way to identify which materials were sub-
ject to archival as official materials was “by screening all
of the materials,” and that screening would be conducted
by government archivists with “an unblemished record
for discretion.” Id. at 460, 462, 465 (citation omitted).
The Court further noted that such screening of papers
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had been conducted in establishing Presidential libraries
for a number of former Presidents. Id. at 462. In light
of the President’s “lack of any expectation of privacy in
the overwhelming majority of materials,” the numerous
protections against public disclosure of private papers,
and the significant public interest in preserving official
materials, the Court rejected the privacy-based chal-
lenge to the Act. Id. at 465.

2. Whalen and Nixon identify several common-
sense principles that govern constitutional analysis of
privacy interests when the government collects informa-
tion about an individual. First, the Court recognized
that there is a significant difference between the collec-
tion of information by the government for legitimate
governmental purposes, and the subsequent disclosure
of that information to the public. The essence of the
privacy interest, the Court has explained, is “keeping
personal facts away from the public eye.” United States
Dep’t of Justice v. Reporters Comm. for Freedom of the
Press, 489 U.S. 749, 769 (1989) (emphasis added). Ac-
cordingly, when measures have been taken to protect
personal information from public disclosure, the Court
found that basic privacy concerns have been satisfied.
Nixon, 433 U.S. at 458-460; Whalen, 429 U.S. at 601-602.
A “remote possibility” of public disclosure, the Court
explained, is not enough to invalidate a statutory or reg-
ulatory scheme, especially one that includes specific
protections against such disclosure. Whalen, 429 U.S. at
601-602.

Second, the Court did not perceive a significant con-
stitutional issue in the government’s mere collection or
review of the information for a legitimate purpose. To
the contrary, in Whalen, the Court noted that the gov-
ernment often must collect personal information in or-
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der to fulfill basie government functions, observing that
“[t]he collection of taxes, the distribution of welfare, the
supervision of public health, the direction of our Armed
Forces, and the enforcement of the eriminal laws all re-
quire” the government to collect certain information
that would be “potentially embarrassing or harmful” if
publicly disclosed. 429 U.S. at 605. Because collection
of the information thus fell within an established norm,
there was not a significant interference with the individ-
ual’s privacy interest. Id. at 602. Indeed, the Court ob-
served in Whalen that it had upheld reporting require-
ments even where the information concerned the exer-
cise of a recognized constitutional right, such as the
right to “mak[e] the abortion decision free of govern-
mental intrusion.” Id. at 602 n.29 (citing Planned Par-
enthood v. Danforth, 428 U.S. 52, 79-81 (1976)).
Moreover, in Nixon the Court cautioned against con-
sidering privacy-based claims “in the abstract,” without
a careful consideration “of the specific provisions” of the
government’s program. 433 U.S. at 458. And in Whal-
en, the Court pointed out that “[t]he [government’s]
right to collect and use such data for public purposes is
typically accompanied by a concomitant statutory or
regulatory duty to avoid unwarranted disclosures.” 429
U.S. at 605. “Recognizing that in some circumstances
that duty arguably has roots in the Constitution,” the
Court concluded that the statutory and regulatory
scheme in that case “evidence[d] a proper concern with,
and protection of, the individual’s interest in privacy.”
Ibid. The Court did not second-guess the government’s
need for the information or its methods of obtaining it,
instead noting that the statute was “the product of an
orderly and rational legislative decision.” Id. at 597.
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Finally, the Court suggested in Nixon that privacy
interests are substantially lessened when the individual
has not kept the information private. The Court ob-
served that “of course” the former President “cannot
assert any privacy claim as to the documents and tape
recordings that he has already disclosed to the public.”
Nixon, 433 U.S. at 459.

B. This Case Involves Only The Routine Collection Of
Employment-Related Information By The Government
Acting In Its Capacity As An Employer And Proprietor

This case concerns a challenge to the government’s
routine request for and receipt of employment-related
information concerning its contract employees. The
information received in the background-check process is
protected from public disclosure by the Privacy Act and
by additional procedures adopted by the relevant agen-
cies. And the government requests this information not
as a regulator of private conduct, but as an employer
and proprietor, to protect the security of its facilities
and information systems. This routine and longstanding
practice does not trigger significant constitutional con-
cerns.

1. This case concerns the government’s collection of
information, subject to the Privacy Act, not disclo-
sure to the public

Respondents challenge the government’s request for
and receipt of certain information through the NACI
process. J.A. 59-60. In their complaint, they made no
allegation that the information would be disclosed pub-
licly. The sole question is whether the Constitution pre-
vents the government from requesting information
about contract employees who seek access to its own
facilities or information systems.
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a. Like Whalen and Nixon, this case presents no
realistic threat of public disclosure of information that
comes into the government’s possession. All of the in-
formation received through the NACI background-
check process is protected against public disclosure by
a panoply of reinforcing measures. Chief among them is
the Privacy Act, 5 U.S.C. 552a. SF-85 states at the out-
set that the government will “protect [the information
provided] from unauthorized disclosure” and that, in
particular, “[t]he collection, maintenance, and disclosure
of background investigative information is governed by
the Privacy Act.” J.A.89. Form 42 similarly states that
the government’s “investigative inquiry is in full compli-
ance with the Privacy Act of 1974 and other laws pro-
tecting the civil rights of the person we are investigat-
ing.” J.A. 96.

In requiring background checks for contract employ-
ees, the President, the Commerce Department, and
OMB took great care to stress that information obtained
would be protected by the Privacy Act. See J.A. 129
(HSPD-12) (the directive “shall be implemented in a
manner consistent with * * * the Privacy Act”); J.A.
147 (FIPS 201-1) (new credentialing standard should be
implemented “in accordance with * * * Federal pri-
vacy laws and policies including but not limited to * * *
the Privacy Act of 1974”); J.A. 120 (OMB memo)
(background-check information must be “handled con-
sistent with the Privacy Act”). And when NASA inde-
pendently decided to require background checks for its
contract employees, it emphasized that “[a]ny and all
individuals” involved in the process “must adhere
strictly to the requirements of the * * * Privacy Act.”
J.A. 178-179; see J.A. 172.
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b. The Privacy Act reflects the longstanding judg-
ment by Congress as to the best means of protecting
personal information from improper disclosure without
unduly impairing the effective operation of government.
The Act governs both what information may be collected
by the government and how that information will be pro-
tected from unwarranted disclosure. It permits a fed-
eral agency to collect and maintain in a system of re-
cords only information that is “relevant and necessary”
to accomplish the agency’s purposes, 5 U.S.C. 552a(e)(1),
and it bars the agency from disclosing to any person or
other agency “any record which is contained in a system
of records” maintained by the agency, unless the individ-
ual to whom the record pertains has provided written
consent, or disclosure is authorized by a statutory
exception. 5 U.S.C. 552a(b). The Act allows an indi-
vidual to gain access to the records that pertain to him
and to seek amendment of those records if they are “not
accurate, relevant, timely, or complete.” 5 U.S.C.
552a(d)(1)-(2). Finally, the Act provides a civil remedy
for individuals whose files are not maintained consistent
with the Act, 5 U.S.C. 552a(g)(1); see Doe v. Chao, 540
U.S. 614 (2004), as well as criminal liability for federal
employees who willfully violate certain provisions of the
Act, 5 U.S.C. 552a(i)(1).

As this Court has stated, the Privacy Act “give[s]
forceful recognition” to a person’s “interest in preserv-
ing the confidentiality of sensitive information contained
in his personnel file.” Detroit Edison Co. v. NLRB, 440
U.S. 301, 318 n.16 (1979). Respondents abandoned on
appeal any claim that the background-check process or
the forms used in it violate the Privacy Act, and it there-
fore must be assumed for present purposes that the
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background-check process is conducted in a manner that
complies with the Privacy Act.

The government has employed the NACI process for
over 50 years, and the Privacy Act has been in place
since 1975, yet there is no suggestion that the Privacy
Act’s protections have proven inadequate to protect in-
formation obtained through background checks. Cf.
Whalen, 429 U.S. at 601 (crediting program’s experience
in protecting privacy). To the contrary, the courts have
recognized that the Privacy Act provides an important
and effective source of protection for that information.
See, e.g., AFGE v. HUD, 118 F.3d 786, 793 (D.C. Cir.
1997) (relying on Privacy Act protections in finding no
realistic prospect of public disclosure of information
gathered in background investigations); see also NTEU
v. United States Dep’t of the Treasury, 25 F.3d 237, 244
(5th Cir. 1994). And there is no reason to assume that
the Privacy Act is ineffectual where (as here) respon-
dents have challenged the use of SF-85 and Form 42 on
their face.

c. In addition to the Privacy Act, there are other
protections for information collected through the NACI
background-check process. In requiring that back-
ground checks be conducted for federal contract em-
ployees, the Commerce Department provided detailed
requirements for protecting the information collected,
including access controls and technological standards.
J.A. 147-150. Similarly, OMB has issued specific guid-
ance regarding agencies’ privacy-related responsibilities
in the background-check process. OMB has directed
each agency to ensure compliance with the Privacy Act,
to assign an individual to oversee privacy-related mat-
ters, to prepare and make publicly available a compre-
hensive privacy impact assessment, and to develop and
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implement sanctions for any violations of privacy poli-
cies. J.A. 120-122. This Commerce Department and
OMB guidance is binding on federal agencies (under
HSPD-12, 15 U.S.C. 278g-3, 40 U.S.C. 11331, and 44
U.S.C. 3543-3544) and on government contractors
(through the Federal Acquisition Regulation, 48 C.F.R.
52.204-9)."

The numerous statutory and regulatory protections
for information obtained through the background-check
process make plain that respondents are not challenging
a program that implicates the principal concern for the
privacy of personal information, viz, the right to “keepl]
personal facts away from the public eye.” Reporters
Comm. for Freedom of the Press, 489 U.S. at 769.

"'NASA has carefully guarded the privacy of JPL employees,
including as against Caltech, their employer. NASA’s public notices
implementing the Privacy Act for HSPD-12 limit disclosures to agency
contractors to instances in which the contractors “need to have access
to the records in order to perform their activity.” 71 Fed. Reg. 45,859-
45,860 (2006). In accordance with that guidance, JPL plays a very
limited role in the background checks at issue here: after a JPL em-
ployee completes an SF-85, one of a small number of JPL “approvers”
checks to see that all questions have been answered, and then forwards
the SF-85 form on to OPM. J.A. 207-208, 211-212. JPL maintains “no
record of the SF 85 the applicants complete” and plays no further role
in the background-check process. J.A. 212.

Once OPM receives the SF-85 form, it sends written inquiries, includ-
ing Form 42, to verify the information provided on SF-85. Pet. App. 4a.
OPM provides a report of the investigation to NASA, and NASA
decides whether to grant credentials, deny credentials, or investigate
further. J.A. 225. If an employee is denied credentials, he or she is in-
formed of the reasons for NASA’s decision and has an opportunity to
appeal. J.A. 181-183, 212,
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2. Any privacy interests implicated in this case are fur-
ther limited because SF-85 and Form 42 seek infor-
mation only for employment-related purposes

The context of the background-check inquiries at
issue in this case further demonstrates that they do not
entail any substantial intrusion into personal privacy.

a. Commerce Department and OMB standards re-
quire that a background check be conducted for all con-
tract employees who require long-term access to federal
facilities and information systems, in order to verify the
individuals’ identities and ensure that they are suffi-
ciently reliable and trustworthy to be granted such ac-
cess. J.A. 143-147, 217-218, 222-223, 225. The govern-
ment first seeks information from the applicant, includ-
ing biographical data and educational and work history,
as well as information about compliance with the law and
activities that could interfere with the applicant’s ability
to perform safely and productively. See J.A. 88, 90-94.
The government then verifies that information by check-
ing government databases and by sending written inqui-
ries to the references and other contacts provided by the
applicant on SF-85. 75 Fed. Reg. at 5359; see J.A. 96-97.
Once the government gathers that information, the rele-
vant contracting agency decides whether to grant the
individual an identity credential. See J.A. 89. The infor-
mation collected is not to be used for any other purpose.
See, e.g., 75 Fed. Reg. at 5359.

The government conducts NACI background checks
using standard forms, such as SF-85 and Form 42.
SF-85 states that its purpose is to collect information in
order to “conduct [a] background investigation[]” to de-
termine whether the individual is “suitable for the job,”
meaning “reliable, trustworthy, and of good conduct and
character.” J.A. 88; see J.A. 89. Form 42 similarly
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informs the recipient that “[yJour name has been pro-
vided by the person identified below to assist in complet-
ing a background investigation,” and it limits its inquiry
to matters that “have a bearing on this person’s suitabil-
ity for government employment or a security clearance.”
J.A. 96-97.

Respondents speculate (Br. in Opp. 19-20) that the
government might use these forms to obtain non-
employment-related information. But that conjecture is
belied by the forms’ express statement of their purpose
and scope, which is particularly pertinent because the
court of appeals’ decision was based on a reading of the
forms on their face. Moreover, the only sources from
which the government seeks information on these forms
are the applicant himself and those references and con-
tacts he identifies. J.A. 96, 210, 218; 75 Fed. Reg. at
5359. A person does not have a privacy interest pro-
tected by the Constitution in information that is in the
possession of third parties such as employers, educa-
tional institutions, and landlords, and that is relevant to
suitability for employment. See pp. 52-53, infra. Fi-
nally, as discussed above, the background checks are
governed by the Privacy Aect, which permits a federal
agency to collect and maintain in its records “only such
information about an individual as is relevant and neces-
sary to accomplish a purpose of the agency required to
be accomplished by statute or by executive order of the
President.” 5 U.S.C. 552a(e)(1). There is accordingly no
reason to doubt in this broad-based challenge that the
forms legitimately seek and elicit information that is
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relevant to respondents’ employment and access to fed-
eral facilities and information systems."

b. In conducting the challenged background checks,
the government is acting as an employer and a propri-
etor of federally owned facilities and information sys-
tems, not as a regulator of private conduct. This Court
has long recognized that there is a “crucial” constitu-
tional difference between “the government exercising
‘the power to regulate * * * as alawmaker,” and the
government acting ‘as proprietor, to manage [its] inter-
nal operation.”” Engquist v. Oregon Dep’t of Agric., 128
S. Ct. 2146, 2151 (2008) (quoting Cafeteria & Restaurant
Workers Union, Local 473 v. McElroy, 367 U.S. 886, 896
(1961)) (brackets in original). In the public employment
context, “[t]he government’s interest in achieving its
goals as effectively and efficiently as possible is elevated
from a relatively subordinate interest when it acts as
sovereign to a significant one when it acts as employer.”
Ibid. (quoting Waters v. Churchill, 511 U.S. 661, 675
(1994) (plurality opinion)). The government must have
“far broader powers” when acting as employer than as
sovereign, 1bid. (quoting Waters, 511 U.S. at 671 (plural-
ity opinion)), because the government could not function
effectively if “every employment decision became a con-
stitutional matter,” ibid. (quoting Connick v. Myers, 461
U.S. 138, 143 (1983)). Further, “[t]he employee’s expec-
tation of privacy must be assessed in the context of the
employment relation.” O’Connor v. Ortega, 480 U.S.
709, 717 (1987) (plurality opinion); see Engquist, 128 S.
Ct. at 2151. Accordingly, “‘absent the most unusual cir-

2 If respondents have concerns about their own individual records,
they may invoke their rights under the Privacy Act to gain access to
records pertaining to them to ensure that those records are maintained
in accordance with the Act.
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cumstances, a federal court is not the appropriate forum
in which to review the wisdom of a personnel decision’”
made by the government. /d. at 2152 (quoting Connick,
461 U.S. at 147); see also Garcettr v. Ceballos, 547 U.S.
410, 418-419, 422-423 (2006).

These principles are particularly applicable here.
Respondents are contract employees who work at a fa-
cility owned by NASA, and their duties are similar to
those performed by their civil service counterparts at
other NASA centers. J.A. 221." The government con-
ducts background checks before entrusting them with
access to federal facilities and information systems for
essentially the same reasons that it conducts back-
ground checks of civil service employees. J.A. 218, 222-
223, 225. The government is not conducting free-
ranging inquiries into citizens’ private affairs; it is re-
questing employment-related information from persons
who wish to work for the government as contract em-
ployees and seek access to federal facilities to do so.

Background checks are familiar and broadly ac-
cepted in our society. Private employers commonly
conduet background checks before making hiring
decisions. See, e.g., Society for Human Res. Mgmt.,
Background Checking: Conducting Reference Back-
ground Checks 4 (Jan. 22, 2010), http://www.shrm.org/
Research/SurveyFindings/Articles/Documents/
Background%20Check Reference.pptx (76% of sur-
veyed employers conduct background checks for all job

3 The fact that respondents are employees of contractors hired by
the government, rather than civil service employees hired directly by
the government, does not lessen the government’s broad authority to
ensure secure and effective government operations. See, e.g., Board of
County Comm’rsv. Umbehr, 518 U.S. 668, 677-678 (1996); Lefkowitz v.
Turley, 414 U.S. 70, 82-83 (1973).
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candidates). Conducting background checks “makes
good sense” because it allows an employer “to verify the
accuracy of information in a prospective employee’s job
application form and potentially prevents future * * *
lawsuits” that could result from hiring an unqualified or
untrustworthy employee. Max Muller, The Manager’s
Guide to HR: Hiring, Firing, Performance Evalua-
tions, Documentation, Benefits, and Everything Else
You Need to Know 203 (2009). Many States have stat-
utes requiring that background checks be conducted for
applicants for certain state positions, including positions
in schools, mental health facilities, hospitals, and social
services organizations. Philip D. Dickinson, Hiring
Smart: How to Conduct Background Checks 13-18
(1997) (surveying state laws) (Hiring Smart); Barbara
A. Lee, Who Are You? Fraudulent Credentials and
Background Checks in Academe, 32 J.C. & U.L. 655, 663
n.83 (2006) (same); Barry J. Nadell, Sleuthing 101,
Background Checks and the Law 49-130 (2004) (same).
And the federal government has conducted background
checks for millions of civil service employees over the
past 50 years, using the process at issue here. See Exec.
Order No. 10,450, supra; 75 Fed. Reg. at 5359. This
pervasive and longstanding practice throughout society
fatally undermines respondents’ contention that the gov-
ernment’s use of routine forms such as SF-85 and Form
42 to conduect background checks for contract employ-
ees, subject to protection of the Privacy Act and the ad-
ditional measures described above, raises privacy con-
cerns of a constitutional dimension.

c. Itis particularly important for the government to
conduct background checks at key federal research fa-
cilities like JPL. JPL is one of the Nation’s premier
space and robotics research and development facilities,
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and it is staffed exclusively with contract employees.
See Pet. App. 96a, 98a-99a (Callahan, J., dissenting from
denial of rehearing en bane); J.A. 206, 221-222. Its an-
nual operating budget is over $1.5 billion, representing
a significant investment by American taxpayers. Pet.
App. 24a; JPL, NASA, Jet Propulsion Laboratory An-
nual Report 08, at 33 (2009), www.jpl.nasa.
gov/annualreport/2008-report.pdf. The government may
legitimately conduct background investigations of indi-
viduals with access to JPL facilities and information
systems in order to protect those investments.'

The court of appeals believed that the government’s
interests are lessened by the fact that respondents are
classified as “low risk” employees. Pet. App. 24a-25a."
But “low risk” is not “no risk.” Many of JPL’s projects
“require broad access to many NASA physical and logi-
cal facilities,” J.A. 221, and low risk employees work on
a wide variety of mission-critical and technologically

4 Respondents suggest (Br.in Opp. 3) that JPL operates as an “open
campus” with minimal security. That is wrong. Access to JPL’s 175-
acre campus is controlled through a number of security checkpoints.
J.A. 206-207. The three main entrances are controlled by security
gates, and employees must scan their badges in order to enter. J.A.
206. There are also turnstiles at parking areas, which require a badge
for entry. J.A.206-207. Every person who seeks unescorted access to
JPL, including Caltech faculty, must apply for and receive a badge from
NASA. J.A. 218.

15 Contrary to the suggestion in Judge Wardlaw’s concurrence in the
denial of rehearing en banc, Pet. App. 77an.3, NASA did not designate
the positions as “low risk” pursuant to 5 C.F.R. 731.106, a regulation
applicable only to Federal employees. See 5 C.F.R. 731.101 (defining
positions covered by the regulation). Rather, Caltech designated the
positions as “low risk” using criteria issued by NASA pursuant to its
authority under the National Aeronautics and Space Act of 1958. See
J.A. 208-209; C.A. E.R. 513-516.
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advanced projects. Respondents’ own submissions
prove the point. Although all of the respondents are
classified as low risk employees, they are responsible for
such tasks as:

ensuring “compliance with * * * International
Traffic and Arms Regulations (ITAR) and Export
Administration Regulations (EAR),” C.A. E.R.
968;

conducting laboratory tests to “assess the charac-
teristics” of spacecraft materials, including ana-
lyzing material failures, C.A. E.R. 1439;

reviewing the “technical work” of all engineers
involved in flight dynamics, including work on
“mission design, trajectory optimization, naviga-
tion and guidance[,] and control,” C.A. E.R. 1220;

managing a group of twenty senior engineers and
being “formally accountable as NASA’s Technical
Authority for th[e] $568 [million]” Kepler space
observatory, C.A. E.R. 1396;

leading the team of 40 engineers who “design,
validate, and compile all of the command se-
quences used to operate the rovers on Mars,”
C.A. E.R. 1444; and

managing JPL’s Data System Standards Pro-
gram, which works to develop “space communica-
tions and navigation standards” that are “critical
to the success and the science data return of the
JPL missions,” C.A. E.R. 1480.

Respondents are properly proud of the responsibilities
they assume as JPL employees. But the very nature of
those responsibilities underscores the legitimacy of the
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government’s decision to conduct the routine back-
ground checks that respondents challenge.

C. The Use Of SF-85 And Form 42 To Conduct Background
Checks Of Contract Employees Is Constitutional

The court of appeals erred in holding that it likely
violates the Constitution for the government to ask a
contract employee and his designated references certain
questions on SF-85 and Form 42. One question on
SF-85 addresses illegal drug use, an area in which the
court of appeals recognized that an individual has mini-
mal (if any) privacy rights. For that question, any pri-
vacy interests implicated are greatly outweighed by the
government’s need for the information in order to en-
sure the safety and security of its facilities and informa-
tion systems. The routine inquiries contained on Form
42 likewise do not implicate significant privacy concerns.
The form seeks information and opinions about the ap-
plicant from third-party references, and the applicant
generally does not have cognizable privacy interests in
such information. Moreover, the types of questions con-
tained on Form 42 are commonplace and are an effective
way to identify reasons why an applicant should not be
granted access to federal facilities and information sys-
tems. It would be extraordinary to invalidate such in-
quiries on constitutional grounds, particularity with re-
spect to an important federal research facility like JPL.

1. The government may ask contract employees who
have used illegal drugs in the previous year whether
they have sought treatment or counseling

Respondents “concede that most of the questions on
SF-85 are unproblematic and do not implicate” constitu-
tional concerns. Pet. App. 19a. But they challenged one
of the questions on SF-85, which asks about treatment



39

or counseling for illegal drug use, and the court of ap-
peals held that part of the question likely violates respon-
dents’ constitutional rights. Significantly, the court rec-
ognized that the government has a strong interest “in
uncovering and addressing illegal substance abuse
among its employees and contractors,” and that the
question asking an applicant whether he has used illegal
drugs in the past year is “narrowly tailored” to “limit
the disclosure of personal information to that * * *
necessary to further” that interest. /d. at 19a-21a. But
the court decided that the government may not ask the
applicant— as part of a follow-up question asking for the
details of the applicant’s involvement with illegal
drugs—to “[i]lnclude any treatment or counseling re-
ceived.” J.A. 94; see Pet. App. 22a. The court gave two
reasons. First, it stated that “[il]nformation relating to
medical treatment and psychological counseling falls
within the domain protected by the constitutional right
to informational privacy.” Pet. App. 22a. Second, it de-
termined that the government does not have “any legiti-
mate interest” in seeking such information, because
“any treatment or counseling would presumably lessen
the government’s concerns regarding the underlying
activity.” Ibid. The court’s reasoning was seriously
flawed.

a. The court of appeals erred in assuming that the
request to include treatment or counseling among the
information requested in an otherwise constitutionally
permissible question about illegal drug use raises any
significant constitutional privacy concerns in this spe-
cific context. Drug treatment has not been recognized
as one of the “fundamental” matters protected by the
privacy guarantee in the Due Process Clause. See, e.g.,
Paulv. Davis, 424 U.S. 693, 713 (1976) (defining as “fun-
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damental” matters “relating to marriage, procreation,
contraception, family relationships, and child rearing
and education”).” As the court of appeals itself noted,
several courts “have been skeptical that questions con-
cerning illegal drugs * * * would even implicate the
right to informational privacy,” because the drug laws
“put citizens on notice this realm is not a private one.”
Pet. App. 19a-20a (quoting Mangels v. Pena, 789 F.2d
836, 839 (10th Cir. 1986)); see NTEU, 25 F.3d at 243 &
n.3 (“[Alnyone who works for the government has a di-
minished expectation that his drug * * * abuse history
can be kept secret, given that he works for the very gov-
ernment that has declared war on substance abuse.”).
While it is true that the government seeks not only in-
formation about illegal drug use but about treatment or
counseling, that additional inquiry is not constitutionally
objectionable. The inquiry is limited to treatment for
illegal drug use, and the government’s reason for seek-
ing the information is to determine whether the illegal
drug use is ongoing and whether it would affect the appli-
cant’s work performance.

The court of appeals assumed that all “medical infor-
mation” is “squarely within” the constitutional right to

16 The few court of appeals decisions that have suggested that the
government’s mere collection of information can implicate constitutional
privacy concerns generally have involved core concerns such as “con-
traception, abortion, marriage, and family life.” Thorne v. City of El
Segundo, 726 F.2d 459, 462 & n.1, 468 (9th Cir. 1983), cert. denied, 469
U.S.979 (1984); see, e.g., Tucson Woman’s Clinicv. Eden, 379 F.3d 531,
551-552 (9th Cir. 2004); Eastwood v. Department of Corr., 846 F.2d 627,
630-631 (10th Cir. 1988); but see United States v. Westinghouse Elec.
Corp., 638 F.2d 570, 577 (3d Cir. 1980) (privacy interest implicated by
disclosure of subpoenaed medical records to the government, where the
records were “more extensive than the mere fact of prescription drug
usage by identified patients considered in Whalen v. Roe”).
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informational privacy. Pet. App. 22a. That was error.
SF-85 does not request even general medical informa-
tion, let alone medical records or information relating to
matters such as procreation.'” And a person seeking
access to federal facilities as a federal contract employee
has no constitutional shield from tailored questions
about her use of illegal narcotics. The drug-treatment
question specifies no level of required detail, and seeks
information directly pertinent to recent illegal drug use
—a matter that the court of appeals held is a proper
subject of inquiry in this employment-related context.
Such a question does not raise the same constitutional
concerns as questions having no relationship to unlawful
activity or questions intruding into the core interests
identified in this Court’s jurisprudence.

b. In any event, any intrusion on a contract em-
ployee’s privacy interests must be balanced against the
government’s need, in its role as a public employer, to
obtain drug-treatment information. The impact on pri-
vacy in this case is limited. This case concerns only the
collection of information by the government, not public
disclosure. This case therefore does not implicate the
key concern addressed by the interest in informational
privacy—that “the information will become publicly
known.” Whalen, 429 U.S. at 600; see pp. 24-25, supra.
Moreover, the Privacy Act and various agency regula-
tions ensure that the information collected will be used
only for appropriate employment-related and credent-
ialing purposes and will not be disclosed publicly. See
pp. 27-30, supra; cf. Skinner v. Railway Labor Execu-

7 Although SF-85 requests the applicant’s authorization for the
release of information, that release does not extend to medical records.
J.A. 95. The government must request a separate waiver in order to
obtain medical records. Ibid.; see C.A. E.R. 45.
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tives’ Ass'n, 489 U.S. 602, 626 n.7 (1989) (government’s
collection of information about an employee’s legal drug
use, acquired to aid the government in testing for illegal
drugs, was not a “significant invasion of privacy” where
there was “no indication that the government does not
treat this information as confidential, or that it uses the
information for any other purpose”).

Finally, the question about recent illegal drug use
and counseling is not meaningfully distinguishable from
the type of legitimate inquiry that might be posed by a
responsible private employer. That is especially true in
light of the routine and longstanding nature of this in-
quiry in the federal sector: OPM reports that over one
hundred thousand individuals complete SF-85 annually,
and that the form has included a question soliciting in-
formation about applicants’ drug use since 1987.

The minimal interference with privacy interests in
these circumstances is far outweighed by the govern-
ment’s interests in the question concerning illegal drug
use, including treatment or counseling. The government
must be able to ensure the safety and security of impor-
tant federal facilities like JPL. See pp. 33-38, supra. As
the court of appeals recognized, the government asks
subjects of a background investigation whether they
have used illegal drugs in the previous year in order to
establish whether they would be reliable, law-abiding,
and trustworthy contract employees. Pet. App. 21a; see
1d. at 13a n.3 (noting that government has the authority
to conduct drug testing of certain contract employees);
see generally, e.g., Gerald-Mark Breen & Jonathan
Matusitz, An Updated Examination of the Effects of
Lllegal Drug Use in the Workplace, 19 J. Hum. Behavior
in the Soc. Env’t 434 (2009) (finding that illicit drug use
was negatively correlated with various measures of
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workplace productivity). Not surprisingly, courts have
routinely upheld the government’s questioning of poten-
tial employees about recent drug use. See, e.g., AFGE,
118 F.3d at 792-794; NTE U, 25 F.3d at 243; cf. National
Fed'n of Fed. Employees v. Greenberg, 983 F.2d 286,
291-293 (D.C. Cir. 1993) (rejecting Fifth Amendment
challenge).

As an employer or prospective employer, either di-
rectly or through contractors having access to federal
facilities, the government’s interest is not merely in
learning about recent illegal drug use, but in knowing
whether that drug use makes an individual unsuitable
for employment or access. When the former Civil Ser-
vice Commission first decided to examine drug use as
part of its assessment of employee suitability, it stressed
its interest in identifying cases “in which, despite coun-
seling and rehabilitation programs, there is little
chance for effective rehabilitation.” 38 Fed. Reg. 33,315
(1973) (emphasis added). In fact, although the court of
appeals here said that the government lacked “any legit-
imate interest” in that inquiry, in doing so it stated the
very reason for the question: “treatment or counseling
received for illegal drug use * * * [essen[s] the govern-
ment’s concerns regarding the underlying activity.”
Pet. App. 22a. Knowing about an employee’s drug treat-
ment also may help the government avoid disability dis-
crimination, because under the Rehabilitation Act of
1973, an individual who was once addicted to illegal
drugs but successfully underwent treatment may qualify
as “disabled.” 29 U.S.C. 705(20)(C)(i); EEOC Compl.
Man. (CCH) § 902.6, at 5322 (Mar. 1995). And because
this inquiry is made in the public employment context,
where the government has “far broader powers” than
when acting as sovereign, Engquist, 128 S. Ct. at 2151
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(citation omitted), the courts should not second-guess
the government’s judgment about the need for informa-
tion about recent drug use. The court of appeals there-
fore erred in holding that the inclusion of the treatment
inquiry as part of the question concerning use of illegal
drugs likely violates the Constitution.

2. The government may send Form 42 to a contract em-
ployee’s designated references and contacts

The court of appeals found Form 42 “much more
problematic” than the drug-treatment question on SF'-
85, because in its view, that form’s “open-ended ques-
tions are designed to elicit a wide range of adverse, pri-
vate information.” Pet. App. 22a. Although the court
“agree[d] with the government that it has several legiti-
mate interests in investigating its contractors,” the
court determined that “Form 42’s broad, open-ended
questions appear to range far beyond” those interests.
Id. at 24a-25a. The court therefore concluded that use
of the form likely violates the Constitution. Id. at 26a.

a. The use of Form 42 in this context does not impli-
cate privacy interests of a constitutional dimension.
None of its questions requests information that infringes
on recognized constitutional interests, see, e.g., Paul,
424 U.S. at 713, and the court of appeals did not suggest
otherwise.

Most of the questions on the form are related to the
government’s efforts to verify the information submitted
by the applicant. The form asks how long the reference
has known the applicant, the context of that association,
and whether the recipient can verify particular informa-
tion provided by the applicant, among other questions.
J.A. 97. This helps the government verify that its con-
tract employees are who they claim to be, and also helps
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the government verify that they have not misrepre-
sented their backgrounds.

The other questions are geared toward the appli-
cant’s suitability for access to federal facilities and are
the same types of inquires that a similarly situated pri-
vate employer would ask. The form asks designated
references if they have “any reason to question [the ap-
plicant’s] honesty or trustworthiness,” whether the ref-
erence would recommend the applicant for government
employment, and whether the reference has “adverse
information” about the applicant concerning violations
of the law, financial integrity, or mental or emotional
stability. J.A. 97 (Question 7). The request for an expla-
nation of any such “adverse information” makes clear
that the request is for information that “may have a
bearing on [the subject’s] suitability for government em-
ployment.” Ibid. (Question 8). And Form 42 is sent only
to references and former landlords that the applicant
lists on SF-85. J.A. 96, 210, 218; 75 Fed. Reg. at 5359.
Moreover, Form 42 must comply with the Privacy Act,
which permits a federal agency to collect and maintain
only the information that is “relevant and necessary” to
accomplish its purposes. 5 U.S.C. 552a(e)(1). Form 42
thus is neither designed nor used for unanchored inqui-
ries into an individual’s personal affairs.

b. That the request for information is in some re-
spects “open-ended,” Pet. App. 25a, does not raise con-
stitutional concerns. Open-ended questions are com-
monly used by public and private employers. Many em-
ployers consider such questions essential to an effective
background or reference check. See, e.g., Paul William
Barada & J. Michael McLaughlin, Reference Checking
for Everyone: What You Need to Know to Protect Your-
self, Your Business, and Your Family 52, 203 (2004);
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Hiring Smart 66-67. As Judge Kleinfeld noted below,
“Most of us do not hire law clerks and secretaries with-
out talking to professors and past employers and asking
some general questions about what they are like,” be-
cause “[wlithout open-ended questions, it is hard to
know what potential problems might need an explana-
tion.” Pet. App. 124a (dissenting from denial of rehear-
ing en banc). Since 1953, the government has sent
“written inquiries to * * * former employers and su-
pervisors, references, and schools attended” by prospec-
tive federal employees. See Exec. Order 10,450, § 3(a),
3 C.F.R. 937 (1949-1953 Comp.). The court of appeals
had no basis for calling into question that longstanding
practice and preventing the government from “doing
what any sensible private employer would do.” Pet.
App. 121a (Kleinfeld, J., dissenting from denial of re-
hearing en banc).

c. Aside from asking the reference to verify certain
information furnished by the applicant, Form 42 gener-
ally seeks information concerning a third-party refer-
ence’s observations or impressions of an applicant. A
reference may say that an applicant worked well with
others, or describe him as trustworthy, or observe that
he often arrived late to work, or note that he was a prob-
lematic tenant, or say he was seen dealing in drugs. An
applicant does not have a constitutional right to preclude
the government from posing such inquiries to landlords,
former employers, educational institutions, or other
third parties identified by the applicant as references or
contacts. Such information in the possession of third
parties in the ordinary course of their dealings with the
applicant is not protected by any constitutional right to
privacy or a fundamental interest in “personal auton-
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omy.” Washington v. Glucksberg, 521 U.S. 702, 727
(1997).

Even if Form 42 might lead a third-party reference
to report information that an applicant disclosed to the
third party and would not want made publie, the simple
act of asking a reference about an applicant for plainly
legitimate governmental purposes, subject to the
protections of the Privacy Act, does not violate the Con-
stitution. Questions to third parties rarely raise consti-
tutional privacy concerns, because the applicant has not
kept the information private. See pp. 52-53, infra. The
court of appeals recognized the Fourth Amendment pre-
cedent to that effect, Pet. App. 14a-16a, but stated that
the inquiry should turn on “the nature of the information
sought—in particular, whether it is sufficiently ‘per-
sonal’ to merit protection—rather than on the manner in
which the information is sought,” id. at 22a-23a n.5 (cita-
tion omitted). But the fact that an individual has al-
ready disclosed certain information to third parties
surely must diminish any privacy interest in that infor-
mation.

If a constitutionally cognizable privacy interest were
implicated in this context, the government’s interests in
requesting the information would outweigh any intru-
sion on private affairs. Because the Form 42 inquiries
are so clearly related to identity verification and em-
ployment suitability, a government agency acts reason-
ably in sending such inquiries.

D. The Court Of Appeals’ Analysis Ignored The Whalen

And Nixon Framework

In concluding that the background-check inquiries at
issue in this case likely violate the Constitution, the
court of appeals strayed far afield of this Court’s guid-
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ance in Whalen and Nixon. The court of appeals
broadly defined what must be regarded as “private,”
requiring constitutional scrutiny any time the govern-
ment seeks information that an individual would not
generally disclose to the public. And the court utilized
a one-size-fits-all test that equated the government’s
collection of information with the public disclosure of
that information, failed to distinguish between the gov-
ernment’s role as employer or proprietor and its role as
sovereign, and assumed that the same privacy interests
are implicated when information is sought from the
source as when it is sought from third parties.

1. The Ninth Circuit recognized a broad constitu-
tional right to informational privacy, one that goes well
beyond the limits this Court set out in Whalen and
Nixon. The court stated that a constitutional privacy
right is implicated by the collection or dissemination of
any information an individual would “not generally dis-
close[] * * * to the public.” Pet. App. 21a (quoting In
re Crawford, 194 F.3d 954, 958 (9th Cir. 1999)). And
applying that standard, the court determined that
“[bloth the SF 85 questionnaire and the Form 42 written
inquiries require the disclosure of personal informa-
tion.” Id. at 18a.

The court did not tether that broad privacy right to
any particular provisions of the Constitution. Assuming
that such a right is grounded in the Due Process Clause,
see, e.g., Glucksberg, 521 U.S. at 719-720," the court of

¥ In the district court, respondents asserted that their informational
privacy claim arose under the Fourteenth Amendment. J.A. 82. The
district court rejected that view because the Fourteenth Amendment
does not apply to the federal government. Pet. App. 64a-65a. On ap-
peal, respondents suggested that an informational privacy right could
be “grounded * * * in various provisions of the Constitution” but did
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appeals should have employed this Court’s “established
method of substantive-due-process analysis,” which re-
quires “a careful description of the asserted fundamen-
tal liberty interest” and an inquiry into whether that
interest is “fundamental” and “deeply rooted in this Na-
tion’s history and tradition.” Id. at 720-722 (internal
quotation marks and citations omitted). That is not to
say that a constitutionally cognizable privacy interest is
limited only to information that pertains to an already-
established private sphere—such as “marriage, procre-
ation, contraception, family relationships, child rearing,
and eduecation,” id. at 726 (citation omitted)—but simply
that the court should have anchored its analysis in an
assessment of whether the interests at stake are of com-
parable magnitude and sensitivity as to trigger constitu-
tional scrutiny. The failure to conduct such an analysis
would enmesh the courts in a “subjective” and “complex
balancing of competing interests,” id. at 722, every time
the government seeks information the individual would
choose not to disclose publicly.

The court of appeals then further erred in articulat-
ing an ad hoc balancing test for determining if the Con-
stitution is violated by particular inquiries. The court
set out a non-exclusive list of factors that may be rele-
vant to this inquiry, including “the type of [information]
requested,” “the potential for harm in any subsequent
nonconsensual disclosure,” “the adequacy of safeguards
to prevent unauthorized disclosure,” “the degree of need
for access” to the information, “and whether there is an
express statutory mandate, articulated public policy, or
other recognizable public interest” justifying that ac-

not rely upon or discuss any specific provisions of the Constitution.
Resp. C.A. Br. 23 n.16, 25 n.18.
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cess. Pet. App. 18a (quoting Doe v. Attorney Gen. of the
United States, 941 ¥.2d 780, 796 (9th Cir. 1991), disap-
proved on other grounds by Lane v. Pena, 518 U.S. 187
(1996)) (brackets in original). But the court did not pro-
vide additional detail about how these factors would af-
fect the analysis. Instead, it stated that in every case,
the government would be required to “show[] that its
use of the information would advance a legitimate state
interest” and that “its actions are narrowly tailored to
meet [that] interest.” Ibid. (quoting Crawford, 194 F.3d
at 959).

Whalen and Nixon draw much clearer lines. In both
cases, the Court distinguished between the collection of
information by the government and the dissemination of
that information to the public at large, suggesting that
any constitutional right to the privacy of information
focuses on the latter, not the former. See Nixon, 433
U.S. at 456-457; Whalen, 429 U.S. at 600-601. Yet the
court of appeals stated that it would apply the same bal-
ancing test any time the “government’s actions compel
disclosure of private information,” regardless of whether
the information was provided to the government or dis-
seminated publicly. Pet. App. 17a-18a.

Further, both Whalen and Nixon determined that
any informational privacy concerns would be substan-
tially lessened by statutory and regulatory protections
limiting the public dissemination of information pro-
vided to the government. Nixon, 433 U.S. at 458-460;
Whalen, 429 U.S. at 601-602. Here, although the court
of appeals stated that “the adequacy of safeguards to
prevent unauthorized disclosure” is a factor relevant to
the constitutional analysis, Pet. App. 18a (quoting Doe,
941 F.2d at 796), the court did not analyze the numerous
protections that would protect background-check infor-
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mation from public disclosure. Strikingly, the court
never so much as mentioned the Privacy Act, even
though both SF-85 and Form 42 note its applicability.
Nor did the court of appeals address the specific proce-
dures adopted by the Commerce Department and OMB
in their guidance on credentialing contract employees.
See pp. 29-30, supra. Instead, the court dismissively
observed that even if “safeguards exist to help prevent
disclosure” of the information collected, the govern-
ment’s burden remained the same. Pet. App. 24a. That
was error. The distinction between the government’s
collection of information and public disclosure of infor-
mation “is critical to this case because the government
has provided adequate safeguards to ensure that the
information is not disseminated to the public.” Id. at
117a-118a (Callahan, J., dissenting from denial of re-
hearing en banc).

The court of appeals also erred by not assessing re-
spondents’ claim in light of the special and limited pur-
pose for which the information is collected. Here, the
government seeks information not in its regulatory ca-
pacity, but in its employment and proprietary capacity.
The court of appeals ignored that distinction. See Pet.
App. 110a-111a (Callahan, J., dissenting from denial of
rehearing en banc); id. at 129a (Kozinski, J., dissenting
from denial of rehearing en banc). Even assuming that
the forms’ requests for information might in other cir-
cumstances implicate respondents’ privacy interests, the
court’s scrutiny should have taken into account the sub-
ject of the inquiries—federal contract employees seek-
ing access to federal facilities.

Similarly, the court of appeals erred in describing
the inquiries at issue as “compel[ling]” disclosure of per-
sonal information. Pet. App. 22a (emphasis omitted).
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Neither an applicant seeking access to federal facilities
as a contract employee nor the references the applicant
identifies is required to respond to the government’s
inquiries in the manner that information might be com-
pelled from private persons under regulatory programs.
That makes the inquiries much less intrusive than those
that are “imposed regardless of * * * consent.” Id. at
126a-127a (Kozinski, J., dissenting from denial of re-
hearing en banc).

Finally, the court of appeals should not have equated
information obtained directly from the applicant with
information obtained from third parties. Pet. App. 17a-
18a. When information is obtained from the applicant,
and that information concerns core matters that them-
selves trigger constitutional protections, then a balanc-
ing of interests (tailored to the particular context) might
in some circumstances be appropriate. See Nixon, 433
U.S. at 456. But when information is sought from third
parties, it is only the rare case in which a constitutional
privacy right would be implicated. As Judge Callahan
noted below, until the Ninth Circuit’s decision in this
case, no court of appeals had held “that individuals have
a constitutionally protected right to privacy in informa-
tion disclosed to [third parties].” Pet. App. 107a (dis-
senting from denial of rehearing en banc). The everyday
interactions that would lead a boss or a landlord to have
a view on an applicant’s trustworthiness are not the
types of “personal activities and decisions that this
Court has identified as so deeply rooted in our history
and traditions, or so fundamental to our concept of con-
stitutionally ordered liberty, that they are protected” by
the Due Process Clause. Glucksberg, 521 U.S. at 727.

In the ordinary course, the fact that an individual has
already revealed information to others means that it is
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no longer “private” in the constitutional sense. “[Bloth
the common law and the literal understandings of pri-
vacy encompass the individual’s control of information
concerning his person”; “the extent of the protection
accorded a privacy right at common law rested in part
on the degree of dissemination of the allegedly private
fact.” Reporters Comm. for Freedom of the Press, 489
U.S. at 763. As this Court has recognized in the Fourth
Amendment context, an individual has no expectation of
privacy in information she voluntarily reveals to a third
party. See, e.g., Smith v. Maryland, 442 U.S. 735, 743-
744 (1979); Unaited States v. Miller, 425 U.S. 435, 443
(1976); Hoffa v. United States, 385 U.S. 293, 302-303
(1966). That is because once the individual voluntarily
discloses information to another, she necessarily as-
sumes the risk that the other person will disclose the
information to the government. Smith, 442 U.S. at 744-
745. That principle applies even when information is
revealed to the third party “on the assumption that it
will be used only for a limited purpose and the confi-
dence placed in the third party will not be betrayed.”
Miller, 425 U.S. at 443.

2. In light of the very narrow privacy interests at
issue here, as well as the government’s substantial needs
as a public employer, it is not surprising that the Ninth
Circuit stands alone in suggesting constitutional infir-
mity with the NACI background-check process.

Both the D.C. Circuit and the Fifth Circuit have re-
jected privacy-based challenges to SF-85P and SF-86,
even though those forms are more extensive than the
one at issue here. In AFGE v. HUD, supra, the D.C.
Circuit upheld the questions on SF-85P (the form for
public-trust employees) and SF-86 (the form for national
security positions) concerning prior illegal activity, drug
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use, and bankruptcies; delinquent financial obligations;
and mental health treatment. 118 F.3d at 788-790. The
court did not decide whether the Constitution protected
the information, but held that even assuming that it did,
a public employee’s interest “is significantly less impor-
tant where the information is collected by the govern-
ment but not disseminated publicly,” and where the gov-
ernment had “presented sufficiently weighty interests
in obtaining the information sought by the question-
naires to justify the intrusions into [its] employees’ pri-
vacy.” Id. at 793-794.

In NTEU v. United States Dep’t of the Treasury,
supra, the Fifth Circuit similarly rejected a challenge to
the question on SF-85P about illegal drug use within the
past five years, including its inquiry about “any treat-
ment or counseling received.” 25 F.3d at 239-240. The
court held that the plaintiffs “ha[d] no reasonable expec-
tation that they can keep [this information] confidential
from their government employer.” Id. at 244. The court
also noted that the information collected was never dis-
closed publicly, and that collecting the information fur-
thered the government’s interests in ensuring the trust-
worthiness of its employees. Id. at 243-244.

3. In opposing certiorari, respondents made little
attempt to defend the court of appeals’ analysis, instead
speculating that the government might use the informa-
tion it receives in the background-check process to make
credentialing decisions based on improper criteria, such
as private sexual activity. The principal basis for that
claim was an “issue characterization chart,” allegedly
downloaded from a JPL intranet site, which respondents
assert was used to identify criteria for employment deci-
sions. Br.in Opp. 7, 16, 19-20; see Br. in Opp. App. 4a-
10a (chart).
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Both the district court and the court of appeals held
that this challenge was “unripe and unfit for judicial re-
view,” because the government had not even begun the
background checks of respondents and the record “does
not sufficiently establish” how the government makes
credentialing decisions. Pet. App. 8a-9a, 61a-63a. Re-
spondents have not challenged that determination be-
fore this Court, and therefore the issue is not before the
Court.

Nonetheless, because respondents pressed the point
in opposing certiorari, the government notes that it has
never claimed the authority to make credentialing deter-
minations on criteria unrelated to employment, Pet. 9
n.5, and that NASA does not use the “issue characteriza-
tion chart” to decide whether to provide credentials to
federal contract employees, Cert. Reply 10. Further,
OPM has recently issued a notice to all federal agencies,
including NASA, reiterating that OPM has promulgated
the exclusive standards for agencies to use in
credentialing contract employees—standards that do
not include respondents’ “issue characterization chart.”
See OPM, Federal Investigations Notice No. 10-05, Re-
mander to Agencies of the Standards for Issuing Iden-
tity Credentials Under HSPD-12 (May 17, 2010),
http://www.opm.gov/investigate/fins/2010/ fin10-05.pdf.
Finally, there are federal prohibitions on employment
discrimination that preclude decisionmaking on the
bases that respondents suggest. See, e.g., Exec. Order
No. 13,087, 3 C.F.R. 191 (1998 Comp.) (amending Exec.
Order No. 11,478, 3 C.F.R. 803 (1966-1970 Comp.)); see
also 5 U.S.C. 2302(b)(10) (prohibiting the federal gov-
ernment from discriminating against employees or ap-
plicants on the basis of conduct that does not affect their
work performance or the performance of others).
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NASA’s actual experience with its background
checks belies any contention that it will make credential-
ing decisions based on improper factors. Although ap-
proximately 39,000 NASA contract employees had com-
pleted the requisite background investigations as of Sep-
tember 21, 2007, J.A. 224, respondents have not identi-
fied any example of an investigator seeking improper
information, nor have they shown that anyone was de-
nied a credential based on the use of improper criteria.
See J.A. 213 (although over 46,000 individuals have ap-
plied for identity credentials, there have been no “re-
ports * * * of any of the types of improper investiga-
tive techniques [respondents] suggest”). Respondents’
baseless speculation on an issue not before this Court
cannot justify the injunction issued by the court of ap-
peals. The Constitution does not prohibit the federal
government from making routine, employment-related
inquiries regarding persons who wish to work as con-
tract employees at the Nation’s leading space and robot-
ics research center.
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CONCLUSION

The judgment of the court of appeals should be re-
versed.
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APPENDIX

The Privacy Act, 5 U.S.C. 552a, provides, in pertinent
part:

Records maintained on individuals

(a) DEFINITIONS.—For purposes of this section—

(1) the term “agency” means agency as defined in
section 552(e)" of this title;

(2) the term “individual” means a citizen of the
United States or an alien lawfully admitted for per-
manent residence;

(3) the term “maintain” includes maintain, collect,
use, or disseminate;

(4) the term “record” means any item, collection,
or grouping of information about an individual that
is maintained by an agency, including, but not limited
to, his education, financial transactions, medical his-
tory, and criminal or employment history and that
contains his name, or the identifying number, sym-
bol, or other identifying particular assigned to the
individual, such as a finger or voice print or a photo-
graph;

(5) the term “system of records” means a group
of any records under the control of any agency from
which information is retrieved by the name of the in-
dividual or by some identifying number, symbol, or

I See References in Text note below.

(1a)
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other identifying particular assigned to the individ-
ual;

(6) the term “statistical record” means a record in
a system of records maintained for statistical re-
search or reporting purposes only and not used in
whole or in part in making any determination about
an identifiable individual, except as provided by sec-
tion 8 of title 13;

(7) the term “routine use” means, with respect to
the disclosure of a record, the use of such record for
a purpose which is compatible with the purpose for
which it was collected;

L T R

(b) CONDITIONS OF DISCLOSURE.—No agency shall
disclose any record which is contained in a system of
records by any means of communication to any person,
or to another agency, except pursuant to a written re-
quest by, or with the prior written consent of, the indi-
vidual to whom the record pertains, unless disclosure of
the record would be—

(1) to those officers and employees of the agency
which maintains the record who have a need for the
record in the performance of their duties;

(2) required under section 552 of this title;

(3) for a routine use as defined in subsection
(a)(7) of this section and described under subsection
(e)(4)(D) of this section;

(4) to the Bureau of the Census for purposes of
planning or carrying out a census or survey or re-
lated activity pursuant to the provisions of title 13;
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(5) to a recipient who has provided the agency
with advance adequate written assurance that the
record will be used solely as a statistical research or
reporting record, and the record is to be transferred
in a form that is not individually identifiable;

(6) tothe National Archives and Records Admin-
istration as a record which has sufficient historical or
other value to warrant its continued preservation by
the United States Government, or for evaluation by
the Archivist of the United States or the designee of
the Archivist to determine whether the record has
such value;

(7) to another agency or to an instrumentality of
any governmental jurisdiction within or under the
control of the United States for a civil or criminal law
enforcement activity if the activity is authorized by
law, and if the head of the agency or instrumentality
has made a written request to the agency which
maintains the record specifying the particular por-
tion desired and the law enforcement activity for
which the record is sought;

(8) to aperson pursuant to a showing of compel-
ling circumstances affecting the health or safety of
an individual if upon such disclosure notification is
transmitted to the last known address of such indi-
vidual;

(9) to either House of Congress, or, to the extent
of matter within its jurisdiction, any committee or
subcommittee thereof, any joint committee of Con-
gress or subcommittee of any such joint committee;
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(10) to the Comptroller General, or any of his au-
thorized representatives, in the course of the perfor-
mance of the duties of the Government Accountabil-
ity Office;

(11) pursuant to the order of a court of competent
jurisdiction; or

(12) to a consumer reporting agency in accordance
with section 3711(e) of title 31.

(¢) ACCOUNTING OF CERTAIN DISCLOSURES.—Each
agency, with respect to each system of records under its
control, shall—

(1) except for disclosures made under subsections
(b)(1) or (b)(2) of this section, keep an accurate ac-
counting of—

(A) the date, nature, and purpose of each disclo-
sure of a record to any person or to another agency
made under subsection (b) of this section; and

(B) the name and address of the person or agency
to whom the disclosure is made;

(2) retain the accounting made under paragraph (1)
of this subsection for at least five years or the life of
the record, whichever is longer, after the disclosure
for which the accounting is made;

(3) except for disclosures made under subsection
(b)(7) of this section, make the accounting made un-
der paragraph (1) of this subsection available to the
individual named in the record at his request; and

(4) inform any person or other agency about any
correction or notation of dispute made by the agency
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in accordance with subsection (d) of this section of
any record that has been disclosed to the person or
agency if an accounting of the disclosure was made.

(d) ACCESSTO RECORDS.—Each agency that main-
tains a system of records shall—

(1) upon request by any individual to gain access
to his record or to any information pertaining to him
which is contained in the system, permit him and
upon his request, a person of his own choosing to ac-
company him, to review the record and have a copy
made of all or any portion thereof in a form compre-
hensible to him, except that the agency may require
the individual to furnish a written statement autho-
rizing discussion of that individual’s record in the
accompanying person’s presence;

(2) permit the individual to request amendment of
a record pertaining to him and—

(A) not later than 10 days (excluding Saturdays,
Sundays, and legal public holidays) after the date
of receipt of such request, acknowledge in writing
such receipt; and

(B) promptly, either—

(i) make any correction of any portion there-
of which the individual believes is not accurate,
relevant, timely, or complete; or

(ii) inform the individual of its refusal to
amend the record in accordance with his request,
the reason for the refusal, the procedures estab-
lished by the agency for the individual to request
a review of that refusal by the head of the agency
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or an officer designated by the head of the agen-
cy, and the name and business address of that
official;

(3) permit the individual who disagrees with the
refusal of the agency to amend his record to request
a review of such refusal, and not later than 30 days
(excluding Saturdays, Sundays, and legal public holi-
days) from the date on which the individual requests
such review, complete such review and make a final
determination unless, for good cause shown, the head
of the agency extends such 30-day period; and if, af-
ter his review, the reviewing official also refuses to
amend the record in accordance with the request,
permit the individual to file with the agency a concise
statement setting forth the reasons for his disagree-
ment with the refusal of the agency, and notify the
individual of the provisions for judicial review of the
reviewing official’s determination under subsection
(g)(1)(A) of this section;

(4) in any disclosure, containing information
about which the individual has filed a statement of
disagreement, occurring after the filing of the state-
ment under paragraph (3) of this subsection, clearly
note any portion of the record which is disputed and
provide copies of the statement and, if the agency
deems it appropriate, copies of a concise statement
of the reasons of the agency for not making the
amendments requested, to persons or other agencies
to whom the disputed record has been disclosed; and

(5) nothing in this section shall allow an individual
access to any information compiled in reasonable
anticipation of a civil action or proceeding.
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(e) AGENCY REQUIREMENTS.—Each agency that
maintains a system of records shall—

(1) maintain in its records only such information
about an individual as is relevant and necessary to
accomplish a purpose of the agency required to be
accomplished by statute or by executive order of the
President;

(2) collect information to the greatest extent
practicable directly from the subject individual when
the information may result in adverse determina-
tions about an individual’s rights, benefits, and privi-
leges under Federal programs;

(3) inform each individual whom it asks to supply
information, on the form which it uses to collect the
information or on a separate form that can be re-
tained by the individual—

(A) the authority (whether granted by statute,
or by executive order of the President) which au-
thorizes the solicitation of the information and
whether disclosure of such information is manda-
tory or voluntary;

(B) the principal purpose or purposes for which
the information is intended to be used;

(C) the routine uses which may be made of the
information, as published pursuant to paragraph
(4)(D) of this subsection; and

(D) the effects on him, if any, of not providing all
or any part of the requested information;

(4) subject to the provisions of paragraph (11) of
this subsection, publish in the Federal Register upon
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establishment or revision a notice of the existence
and character of the system of records, which notice
shall include—

(A) the name and location of the system;

(B) the categories of individuals on whom re-
cords are maintained in the system;

(C) the categories of records maintained in the
system;

(D) each routine use of the records contained in
the system, including the categories of users and
the purpose of such use;

(E) the policies and practices of the agency re-
garding storage, retrievability, access controls,
retention, and disposal of the records;

(F) the title and business address of the agency
official who is responsible for the system of re-
cords;

(G) the agency procedures whereby an individ-
ual can be notified at his request if the system of
records contains a record pertaining to him,;

(H) the agency procedures whereby an individ-
ual can be notified at his request how he can gain
access to any record pertaining to him contained in
the system of records, and how he can contest its
content; and

(I) the categories of sources of records in the sys-
tem;

(5) maintain all records which are used by the
agency in making any determination about any indi-
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vidual with such accuracy, relevance, timeliness, and
completeness as is reasonably necessary to assure
fairness to the individual in the determination;

(6) prior to disseminating any record about an
individual to any person other than an agency, unless
the dissemination is made pursuant to subsection
(b)(2) of this section, make reasonable efforts to as-
sure that such records are accurate, complete,
timely, and relevant for agency purposes;

(7) maintain no record describing how any indi-
vidual exercises rights guaranteed by the First
Amendment unless expressly authorized by statute
or by the individual about whom the record is main-
tained or unless pertinent to and within the scope of
an authorized law enforcement activity;

(8) make reasonable efforts to serve notice on an
individual when any record on such individual is
made available to any person under compulsory legal
process when such process becomes a matter of pub-
lic record,;

(9) establish rules of conduct for persons involved
in the design, development, operation, or mainte-
nance of any system of records, or in maintaining any
record, and instruct each such person with respect to
such rules and the requirements of this section, in-
cluding any other rules and procedures adopted pur-
suant to this section and the penalties for noncompli-
ance;

(10) establish appropriate administrative, techni-
cal, and physical safeguards to insure the security
and confidentiality of records and to protect against
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any anticipated threats or hazards to their security
or integrity which could result in substantial harm,
embarrassment, inconvenience, or unfairness to any
individual on whom information is maintained,;

(11) at least 30 days prior to publication of infor-
mation under paragraph (4)(D) of this subsection,
publish in the Federal Register notice of any new use
or intended use of the information in the system, and
provide an opportunity for interested persons to sub-
mit written data, views, or arguments to the agency;
and

(12) if such agency is a recipient agency or a
source agency in a matching program with a non-
Federal agency, with respect to any establishment or
revision of a matching program, at least 30 days
prior to conducting such program, publish in the
Federal Register notice of such establishment or re-
vision.

(f) AGENCY RULES.—In order to carry out the provi-
sions of this section, each agency that maintains a sys-
tem of records shall promulgate rules, in accordance
with the requirements (including general notice) of sec-
tion 553 of this title, which shall—

(1) establish procedures whereby an individual
can be notified in response to his request if any sys-
tem of records named by the individual contains a
record pertaining to him;

(2) define reasonable times, places, and require-
ments for identifying an individual who requests his
record or information pertaining to him before the
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agency shall make the record or information avail-
able to the individual;

(3) establish procedures for the disclosure to an
individual upon his request of his record or informa-
tion pertaining to him, including special procedure,
if deemed necessary, for the disclosure to an individ-
ual of medical records, including psychological re-
cords, pertaining to him;

(4) establish procedures for reviewing a request
from an individual concerning the amendment of any
record or information pertaining to the individual,
for making a determination on the request, for an
appeal within the agency of an initial adverse agency
determination, and for whatever additional means
may be necessary for each individual to be able to
exercise fully his rights under this section; and

(5) establish fees to be charged, if any, to any in-
dividual for making copies of his record, excluding
the cost of any search for and review of the record.

The Office of the Federal Register shall biennially com-
pile and publish the rules promulgated under this sub-
section and agency notices published under subsection
(e)(4) of this section in a form available to the public at
low cost.

(g)(1) C1viL REMEDIES.— Whenever any agency

(A) makes a determination under subsection (d)(3)
of this section not to amend an individual’s record in
accordance with his request, or fails to make such
review in conformity with that subsection;
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(B) refuses to comply with an individual request
under subsection (d)(1) of this section;

(C) fails to maintain any record concerning any
individual with such accuracy, relevance, timeliness,
and completeness as is necessary to assure fairness
in any determination relating to the qualifications,
character, rights, or opportunities of, or benefits to
the individual that may be made on the basis of such
record, and consequently a determination is made
which is adverse to the individual; or

(D) fails to comply with any other provision of this
section, or any rule promulgated thereunder, in such
a way as to have an adverse effect on an individual,

the individual may bring a civil action against the agen-
cy, and the district courts of the United States shall
have jurisdiction in the matters under the provisions of
this subsection.

(2)(A) In any suit brought under the provisions of
subsection (g)(1)(A) of this section, the court may order
the agency to amend the individual’s record in accor-
dance with his request or in such other way as the court
may direct. In such a case the court shall determine the
matter de novo.

(B) The court may assess against the United
States reasonable attorney fees and other litigation
costs reasonably incurred in any case under this
paragraph in which the complainant has substan-
tially prevailed.

(3)(A) In any suit brought under the provisions of
subsection (g)(1)(B) of this section, the court may enjoin
the agency from withholding the records and order the
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production to the complainant of any agency records
improperly withheld from him. In such a case the court
shall determine the matter de novo, and may examine
the contents of any agency records in camera to deter-
mine whether the records or any portion thereof may be
withheld under any of the exemptions set forth in sub-
section (k) of this section, and the burden is on the
agency to sustain its action.

(B) The court may assess against the United States
reasonable attorney fees and other litigation costs
reasonably incurred in any case under this para-
graph in which the complainant has substantially
prevailed.

(4) In any suit brought under the provisions of sub-
section (g)(1)(C) or (D) of this section in which the court
determines that the agency acted in a manner which was
intentional or willful, the United States shall be liable to
the individual in an amount equal to the sum of—

(A) actual damages sustained by the individual as
a result of the refusal or failure, but in no case shall
a person entitled to recovery receive less than the
sum of $1,000; and

(B) the costs of the action together with reasonable
attorney fees as determined by the court.

(5) An action to enforce any liability created under
this section may be brought in the district court of the
United States in the district in which the complainant
resides, or has his principal place of business, or in
which the agency records are situated, or in the District
of Columbia, without regard to the amount in contro-
versy, within two years from the date on which the cause
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of action arises, except that where an agency has materi-
ally and willfully misrepresented any information re-
quired under this section to be disclosed to an individual
and the information so misrepresented is material to
establishment of the liability of the agency to the indi-
vidual under this section, the action may be brought at
any time within two years after discovery by the individ-
ual of the misrepresentation. Nothing in this section
shall be construed to authorize any civil action by reason
of any injury sustained as the result of a disclosure of a
record prior to September 27, 1975.

* ok ok ok 3k

(i)(1) CRIMINAL PENALTIES.—Any officer or em-
ployee of an agency, who by virtue of his employment or
official position, has possession of, or access to, agency
records which contain individually identifiable informa-
tion the disclosure of which is prohibited by this section
or by rules or regulations established thereunder, and
who knowing that disclosure of the specific material is so
prohibited, willfully discloses the material in any man-
ner to any person or agency not entitled to receive it,
shall be guilty of a misdemeanor and fined not more
than $5,000.

(2) Any officer or employee of any agency who will-
fully maintains a system of records without meeting the
notice requirements of subsection (e)(4) of this section
shall be guilty of a misdemeanor and fined not more
than $5,000.



15a

(3) Any person who knowingly and willfully requests
or obtains any record concerning an individual from an
agency under false pretenses shall be guilty of a misde-
meanor and fined not more than $5,000.
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