ACCESSING N-DEx ONCE YOUR REQUEST IS APPROVED

Go to: www.cjis.gov
On the LEEP home page — click on the N-DEx SIG Icon under SERVICES

@ I"you need access bo a gray highlighied service, clck Actess Details

SERVICES Click on the N-DEx icon LATEST NEWS

Service Description (Heip) Status  Access e Have you heard of Cyvber Shield Alliance?
LEQ Special Interest Group Feb 26, 2015 by Michael Jenkins
LEQ Special Interest Group: A controlledstnuctured-access. area for specialized
organizabons or disciplines bo share and sicee informaton a3 3 means io enhance LEEP Ssarches for New Services
collaborabion with law enforcement, inellgence and emergenty managément Feb 4. 201
communities,
National Data Exchange (N-DEx) LEEP Newsletter Volume 4 Issue 1

The Mational Data Exchange, or N-DEx, prowides local, state, tribal, and federal ;

2 by Michasl Janking
criminal justice agencies with a mechanism to nationally share, search, link, and

analyze information across jurisdictional boundaries. N-DEx delivers. Information
Connechons. Analyas READ MORE

LEQ Virtual Command Center FEATURED SERVICE PROVIDERS
LEQ Virnual Command Center (VCC) is a realtime, collabarative tool that facilitates
shaned Siluational awareness and evenl management The WG 1S wsed fof
operaonsevents such as: Actee Shooter, Warrants, Special Events, Natural
Dizasters, Child Abductions, Termonist Attacks and Threats, Etc

LEQHA
To reduce ncidents of law enforcement deaths and assaults by prowiding data
reseanch, and instrucbonal services relalive bo law enforcement salety

FBI Virtual Academy

The FEI's enterprse training system which provides access 1o all FBI training that is 4123 ;Eg B

avaikable to the FBI's cimnal justice and nlelligence parners

LEQ Special Interast Group
Critical Incident Planning and Mapping System Hew 12 201 by §
oy 4 by M

Mapgng System provwdes infamabion 1o frst responders, mciuding tacheal pre-plans e
sateliite and peospatial imagery, interior and exdenor photos, fioor plans, staging A 24T intemet accessible tool made available for law enforcement

areas, hazardous materials, LIU|IT.|' shut-offs, and evacuation routes. horage, shanng, and to communicale “securely” wherever Intermnet



www.cjis.gov

Welcome to N-DEX!

N-DEx Data Access Agreement

System Use Notification

The Federal Bureau of Investigation's (FBI) National Data Exchange (N-DEx) contains criminal justice information obtained by criminal justice agendes in connection vith their official duties administering criminal justice. N-DEx system access is restricted to criminal justice agendes and agencies performing the
administration of criminal justics. Persannel engaged in the folloving activities may be grantad access to N-DEx consistant vith state lavs:

4 Law enforcement investigations Mo
# Pretrial relezse investigation . .
e User must click to check mark each box, or you will get an error.

orredional instution investigation
¥ Pre-sentence investigation
# Supervision investigation
¢ Crimingl iustice emolavment backaround checks
* Data administration/management
# Training*

*Training is considered to be an aceptable use of N-DEx, so long as it does not include curiosity searches, browsing, or self-queries. For example, celebrities, neighbars, friends, family members or associates.

N-DEx system usage is monitored, recorded, and subject to audit. The FBI Criminal Justice Information Services (CJIS) Division conducts compliance audits, including review of user access and N-DEx transadions, in addition to maintzining an audit tril of each disclosure and receipt of N-DEx data. Therefore, all N-
DEx searches must provide a Use Code and search reason identifying why the search was performed. It is recommended unique information, e.g., incident number, arrest transaction number, bocking number, project name, description, etr., be enterad to assist the user in accounting for appropriate system use fo
each fransaction. The folloving Use Codes are considered acceptable when searching N-DEx:

* Administrative Use Code "A" Must be used vhan N-DEx is utilized by a record-owning agency to retrieve and display N-DEx cnfributed records in association with performing the agency’s datz administration/management duty, Respansas for this purpose shall not be disseminated for any other reason and
are limited to the record-owning agency portion of N-DEx records.

# Criminal Justice Use Code "C": Must be used vhen I-DEx is utilized for official duties in connection vith the administrtion of criminal justice as the term is defined in 28 Code of Federal Regulations (CFR) § 20.3 (2011).

# Criminal Justice Employment Use Code "1" Must be used when N-DEx is utilized to conduct criminal justice employment backaround checks or the screening of employeas of other agendes over which tha criminal justice agency maintzins management control, See the N-DEx Policy and Operating Manual far
additional requirements regarding Use Cade 1"

Prior to reliance or action upon, or secondary dissemination, a user must obtain terms of use and verify the completeness, timeliness, accuracy, and relevancy of WDEx information vith the record-owning agency. "Reliance upon or "adion upon' specifically includes the useli@tion or preparation of charts
presentations, officizl files, analytical products, or other documentation, to indude, use in the judidal, legal, administrative, or cther ciminal justica process, etc. Unauthorized use of the system and its data is prohibitad and may be subject to criminal and/or civil penalties

User Confirmation
As a user accessing crimindl justice information via N-DEx:

[} You must; prior to reliance or action upon, obtain terms of use and verify the N-DEx information with the record-owning agency.

N-DEx Example: Use of N-DEx Audit Logs
A gtate €15 Systems Officer (C30) mntzcted 2 local police depatment reganding patentially inappropriate use of the N-DEx system using the local department's Criginating Agency Indicator (ORI). The state CS0 identified the potentially inapproprate use by processing an audit report vithin the N-DEx system, which identified the user, agency,

identity provider, search raquest, search reason and use code. The state CSO partnerad vith the local police department and ravieved thair findings with the agancy and their users. The discussion resultad in the C50's suspidon being confirmed and the user's actions were cmectad.
v You consent to having your system usage monitored, recorded, and subject to audit.

N-DEx Example: Use of N-DEx Audit Logs
A gtate €15 Systems Officer (C30) mntacted 2 local police depatment reganding patentially inappropriate use of the N-DEx system using the local department's Criginating Agency Indicator (ORI). The state CS0 identified the potentially inapproprate use by processing an audit report vithin the N-DEx system, which identified the user, agency,
identtty provider, search request, searth reason and use code, The state CSO partnered vith the local police department and revieved their findings vith the agency and their users. The discussion resulted in the CSO's suspidon being confirmed and the user's actions vere cmected,

E You must adhere to the C115 Security Policy, CJIS User Agreement, N-DEx Policy and Operating Manual, any applicable leveraged €IS System of Services operating procedures or pdlicies, and any applicable C1IS Systems Agency requirements,

N-DEx Example: Training provided by a state CS0 & Lol Police Department
A local police department vith 2 staff of 20 sworn law-enforcement officers and 15 support personnel partnered vith the state CS0 toimplement securty avereness training and required all =taff to complete this training upon assignment and every two years thereafter, The locl police depatment scheduled the svorn law-enforcement trining to

User Authentication
Your affimation indicates your understandng, agreement to and acceptance of the N-DEx Data Access Agreement, policies and information cortained heren,

Click “I Affirm”, you will

see this once a year | Affirm | Decline
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