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Legislation

Legislative History

OCCSTA

S. Rep. No. 1097, 90th Cong., 2d Sess., 1968, 1968 WL 4956 (Leg.Hist.)

ECPA

S. Rep. No. 541, 99th Cong., 2d Sess. 1986, 1986 WL 31929 (Leg.Hist.)
CALEA

S. Rep. No. 402, 103rd Cong., 2nd Sess. 1994, 1994 WL 562252 (Leg.Hist.)
H.R. Rep. No. 827(1), 103rd Cong., 2nd Sess. 1994, 1994 WL 557197 (Leg.Hist.)

Congressional Policy Role

"As new technol ogies continue to appear in the marketplace and outpace existing surveillance
law, the primary job of evaluating their impact on privacy rights and of updating the law must
remain with the branch of government designed to make such policy choices, the legislature.
Congress undertook in Title I11 to legislate comprehensively in thisfield and has shown no
reluctance to revisit it." 1nre Askin, 47 F.3d 100 (4th Cir. 1995).

Interstate Commerce Standard

The federa wiretapping statute passes the interstate commerce standard because
telecommunications are both channels and instrumentalities of interstate commerce. U.S. v.
Carnes, 309 F.3d 950 (6th Cir. 2002); Spetalieri v. Kavanaugh, 36 F. Supp.2d 92, 115-16
(N.D.N.Y. 1998).

The legiglative history of the Omnibus Crime Control and Safe Streets Act of 1968 pertaining to
Section 2511 of Title 18 contains the following language concerning Congressional authority
under the commerce clause:

Since the facilities used to transmit wire communications form part of the interstate or foreign
communications network, Congress has plenary power under the commerce clause to prohibit all
interception of such communications, whether by wiretapping or otherwise. (Weiss v. United
States, 60 S.Ct. 269, 308 U.S. 321 (1939)).

The broad prohibition of subparagraph (a) is also applicable to the interception of oral
communications. The interception of such communications, however, does not necessarily
interfere with the interstate or foreign communications network, and the extent of the
constitutional power of Congress to prohibit such interception is less clear than in the case of
interception of wire communications. The Supreme Court has indicated that Congress has broad
power to protect certain rights under the Equal Protection Clause of the 14th amendment against
private interference. (United States v. Guest, 86 S.Ct. 1170, 383 U.S. 745 (1966) (concurring and
dissenting opinions).) Theright here at stake--the right of privacy--is aright arising under certain
provisions of the Bill of Rights and the due process clause of the 14th amendment. Although the
broad prohibitions of subparagraph (a) could, for example, be constitutionally applied to the
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unlawful interception of oral communications by persons acting under color of State or Federal
law, see Katzenbach v. Morgan, 86 S.Ct. 1717, 384 U.S. 641 (1966), the application of the
paragraph to other circumstances could in some cases lead to a constitutional challenge that can
be avoided by a clear statutory specification of an alternative constitutional basis for the
prohibition.

Therefore, in addition to the broad prohibitions of subparagraph (a), the committee has included
subparagraph (b), which relies on accepted jurisdictional bases under the commerce clause and
other provisions of the Constitution to prohibit the interception of oral communications.

S. Rep. No. 1097, 90th Cong., 2d Sess. (1968) at 2180, 1968 WL 4956 (Leg.Hist.).



Justice Department Policy

Attorney General Guidelines

The Supreme Court has clearly held that a court need not exclude evidence obtained in violation
of an agency's regulations or rules where neither the Constitution nor statute require adoption of
any particular procedures. U.S. v. Caceres, 440 U.S. 741 (1979) (IRS consensua monitoring);
U.S. v. Williamston, 1993 WL 527977 (4th Cir. December 21, 1993)(unpublished) (DEA
deputations); U.S. v. Guzman, 2000 WL 276505 (U.S. Armed Forces) (consensual monitoring
approva not in accord with procedures of DoD directive).

AG guidelines on criminal investigation of individuals and organizations did not create duty in
favor of general public with regard to execution of investigations. Kugel v. United States, 947
F.2d 1504 (D.C. Cir. 1991).




Warrantless Access to Communications

Interception by Service Provider

Telephone company's warrantless recording, disclosure and use of the wire communications of a
person suspected of using a "blue box" to evadetoll charges was a reasonable exercise of the
telephone company's authority under 2511(2)(a)(i) to protect its rights and property. U.S. v.
Harvey, 540 F.2d 1345 (8th Cir. 1976) (citing U.S. v. Clegg, 509 F.2d 605 (5th Cir. 1975) for
delineation of minimum privilege accorded telephone company under 2511(2)(a)(i)).

Under 2511(2)(a)(i), there must be some substantial nexus between the use of the telephone
instrument to be monitored and the specific fraudulent activity being investigated so that the
service provider can show that such monitoring is "necessary . . . to the protection of the rights
or property of the provider." AT&T had right to monitor employee's communications on
company-issued cellphone in furtherance of the employee's fraudulent cellphone cloning scheme
where AT& T did not have the capability of intercepting the cloned instruments themselves. U.S.
V. McLaren, 957 F. Supp. 215 (M.D. Fla. 1997).

Cellular One employees were not acting as government agents when, after being informed by the
Secret Service that its customers were being defrauded by a clone phone operation, without the
knowledge of the government exercised itsright under 18 U.S.C. 2511(2)(a)(i) to conduct
warrantless interceptions to detect fraudulent use of its services and located the residence from
which the clone phone radio signal was being transmitted. Cellular One then provided that
information to the Secret Service which then used that information to obtain a search warrant for
the residence being used by the clone cell phone users. U.S. v. Pervaz, 118 F.3d 1 (1st Cir.
1997).

A jury could reasonably find that Cellular One was acting as an instrument or agent of the
government when police officers conducting a kidnaping investigation, having been informed
that Cellular One could conduct, under 18 U.S.C. 2511(2)(a)(i), a warrantless wiretap of aclone
cellphone being used by the kidnaping suspect, asked Cellular One to relay to the police the
contents of calls monitored by Cellular One. Cellular One appeared to be motivated by its desire
to help the officers rather to protect its own property pursuant to the provisions of 18 U.S.C.
2511(2)(a)(i).(The intercepted message relayed to the police, that the caller wouldn’t be at work
that day, isirrelevant to a cloned phone investigation but very useful to a kidnaping
investigation.) Officers are not entitled to qualified immunity because the wiretap statute clearly
establishes the rights of someone using a telephone as against the police, and accordingly “it has
been crystal clear in thiscircuit, at least since 1976, that in no situation may the Government
direct the telephone company to intercept wire communications in order to circumvent the
warrant requirements of areasonable search.” U.S. v. Auler, 539 F.2d 642 (7th Cir. 1976). “This
iswhy the courts in Pervaz and McLaren . . . go to such lengths to determine whether the phone
companies. . . were acting at the request or direction of police officers.” McClelland v.
McGrath, 31 F. Supp.2d 616 (N.D. Ill. 1998).

American Airlines, through their computerized reservation system, is a provider of wire or
electronic communication service and American's Senior Security Representative was acting
within the scope of her employment to protect the rights and property of her employer by
monitoring defendant travel agents' apparent misuse of American's electronic communication
service. See 18 U.S.C. 2511(2)(a)(i). Moreover, one of the parties to the communication (viz.,
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American, as the security representative's employer) had consented to the monitoring. See 18
U.S.C. 2511(2)(d). U.S.v. Mullins, 992 F.2d 1472 (9th Cir. 1993).

Thereisno constitutional or statutory basis for suppression where, in the course of an
investigation into a large fraud scheme being perpetrated against AT& T, security personnel of
AT&T Wireless, without government involvement, and as authorized under 18 U.S.C.
2511(2)(a)(i), conducted warrantless interceptions and then disclosed to law enforcement
officias the defendant's incriminating communications intercepted during such warrantless
monitoring. U.S. v. Villanueva, 32 F. Supp.2d 635 (S.D.N.Y. 1998).

Switchboard Operator

Initial intercept by hotel operator or clerk was not "willful" (pre-ECPA mensrea), and continued
eavesdropping when distress or possible crime was overheard was not intended by Congress to
be unlawful. U.S. v. Savage, 564 F.2d 728 (5th Cir. 1977); Adamsv. Sumner, 39 F.3d 933 (Sth
Cir. 1994).

Switchboard operator's exception (2511(2)(a)(i)) is limited only to that moment or so during
which the operator must listen to be sure the call is placed. Berry v. Funk, 146 F.3d 1003 (D.C.
Cir. 1998).

Access to Stored Communications by Service Provider

During the government’ s investigation of a kidnapping for ransom, a telecommunications
service provider provided records to the government without a court order. The government’s
application for a nunc pro tunc 2703(d) order retroactively authorizing the disclosure of the
records to the government was denied because there is no provision for the issuance of such an
order, and furthermore, such an order would not provide the immunity set forth in 18 U.S.C.
2703(e) because the disclosure when made was not authorized by a court order. However, a
kidnapping for ransom is the type of emergency situation which involves “immediate danger of
death or serious physical injury to aperson. . .” Thus, a provider who discloses records or other
information pursuant to the statutory authorization in 18 U.S.C. 2702(c)(4) (added by the Patriot
Act of 2001) in emergency circumstances has the same protection from lawsuits as a provider
who discloses the records pursuant to a court order. The Homeland Security Act of 2002 added
an authorization (18 U.S.C. 2702(b)(8)) to disclose the contents of telecommunicationsin the
same circumstances. In the Matter of the Application of the United States for a Nunc Pro Tunc
Order for Disclosure of Telecommunications Records, 352 F. Supp.2d 45 (D. Mass. 2005).

The Reno Police Department provided a computer messaging system from which contents of
stored messages were retrieved that provided the basis for an internal affairs investigation of the
plaintiff police officers who claimed that the storage and retrieval of their messages violated 18
U.S.C. 2510-22 and the Constitution. Title I1l does not apply because el ectronic
communications in storage are not communications and therefore cannot be intercepted. The
controlling statutory provisions are 2701-11 concerning access to electronic communicationsin
storage. However, since the City is the provider of the electronic communications service, under
2701(c)(1) it and its employees are free to do as they wish when it comes to accessing
communications in electronic storage. Even if the computer storage of the messages were
deemed an intercept, consent would likely be implied under 2511(2)(c). A credible Fourth
Amendment privacy claim is precluded by the nature and use of the messaging system (notice of
message logging, banning of certain messages, limited users, routine recording by police
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departments). Bohach v. City of Reno, 932 F. Supp. 1232 (D. Nev. 1996). Seeaso U.S. v.
Moriarty, 962 F. Supp. 217 (D. Mass. 1997) and Eagle Investment Systems Corporation v.
Tamm, 146 F. Supp.2d 105 (D. Mass. 2001).

“Like the court in Bohach (see above), we read 82701(c) literally to except from TitlelI's
protection all searches by communications service providers. Thus, we hold that, because
Fraser's e-mail was stored on Nationwide's system (which Nationwide administered), its search
of that e-mail falls within 82701(c)'s exception to Title I1.” Fraser v. Nationwide Mutual
Insurance Co., 352 F.3d 107 (3d Cir. 2003).

Smyth v. Pillsbury Company, 914 F. Supp. 97 (E.D. Pa. 1996) (wrongful discharge case):

... wedo not find areasonable expectation of privacy in e-mail communications voluntarily made by
an employee to his supervisor over the company e-mail system notwithstanding any assurances that
such communications would not be intercepted by management. Once plaintiff communicated the
alleged unprofessional comments to a second person (his supervisor) over an e-mail system which was
apparently utilized by the entire company, any reasonable expectation of privacy was lost.

In the second instance, even if we found that an employee had a reasonable expectation of
privacy in the contents of his e-mail communications over the company e-mail system, we do not find
that a reasonable person would consider the defendant's interception of these communications to be a
substantial and highly offensive invasion of his privacy. Again, we note that by intercepting such
communications, the company is not, asin the case of urinalysis or personal property searches,
requiring the employee to disclose any personal information about himself or invading the employee's
person or personal effects. Moreover, the company's interest in preventing inappropriate and
unprofessional comments or even illegal activity over its e-mail system outweighs any privacy interest
the employee may have in those comments.

Notethat 18 U.S.C. 2511(2)(a)(i) provides.

It shall not be unlawful under this chapter for an operator of a switchboard, or an officer, employee, or
agent of a provider of wire or electronic communication service, whose facilities are used in the
transmission of awire or electronic communication, to intercept, disclose, or use that communication
in the normal course of his employment while engaged in any activity which is a necessary incident to
the rendition of his service or to the protection of the rights or property of the provider of that service,
except that a provider of wire communication service to the public shall not utilize service observing
or random monitoring except for mechanical or service quality control checks.

Note also that 18 U.S.C. 2701(c) provides:

Subsection (a) of this section does not apply with respect to conduct authorized--
(1) by the person or entity providing a wire or electronic communications service;

Plaintiffs employment by insurance company was terminated because they violated company e-
mail policy by transmitting sexually explicit e-mails on the company’s computers. There was no
reasonable expectation of privacy in e-mail transmitted over the company’ s computer system
(citing Smyth, see above) and there was no Title 111 “interception” violation because no e-mails
were acquired during transmission (citing Eagle, see above). (No mention was made of 18
U.S.C. 2701(c)(1) provision permitting a service provider to authorize its own access to

€l ectronic communications stored on its system.) Garrity v. John Hancock Mutual Life
Insurance Company, 2002 WL 974676 (D. Mass.).

Defendant business and it's law firm divulged contents of plaintiff's e-mail messages on
defendant's e-mail system to the Wall Street Journal. Such disclosure was not a violation of
2702(a)(1) because the defendant business was not a provider of electronic communication
service "to the public." Andersen Consulting LLP v. UOP, 991 F. Supp. 1041 (N.D. Ill. 1998).
See also Conner v. Tate, 130 F. Supp.2d 1370 (N.D. Ga 2001).
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Defining electronic communications service to include online merchants or service providers
like Northwest [Airlines] stretches the ECPA too far. Northwest is not an internet service
provider, and therefore cannot violate 18 U.S.C. 2702. Courts have concluded that “electronic
communication service” encompasses internet service providers as well as telecommunications
companies whose lines carry internet traffic, but does not encompass businesses selling
traditional products or services online. In re Northwest Airlines Privacy Litigation, 2004 WL
1278459 (D. Minn.); Dyer v. Northwest Airlines Corporation, 334 F. Supp.2d 1196 (D. N.D.
2004); In re JetBlue Airways Corp. Privacy Litigation, 379 F. Supp.2d 299 (E.D.N.Y. 2005);
Copeland v. Northwest Airlines Corporation, 2005 WL 2365255 (W.D. Tenn.).

Airline s aleged unauthorized disclosure of its passengers personaly identifiable travel
information did not violate 18 U.S.C. 2701 absent an allegation that companies that accessed the
information obtained it without authorization from the airline’ sfacility. Even if airline was
contractually bound by its privacy policy not to disclose such information, that obligation did not
depriveit of itslegal capacity under 18 U.S.C. 2702(b)(3) to consent to disclosure of its
passenger information to TSA. In re American Airlines, Inc., Privacy Litigation, 370 F. Supp.2d
552 (N.D. Tex. 2005).

The Ninth Circuit interprets the 18 U.S.C. 2510(17)(B) definition of “electronic storage” to
include backup storage regardless of whether it isintermediate or post-transmission:

An obvious purpose for storing a message on an I1SP's server after delivery isto provide a second
copy of the message in the event that the user needs to download it again -- if, for example, the
message is accidentally erased from the user's own computer. The ISP copy of the message
functions as a "backup” for the user. Notably, nothing in the Act requires that the backup
protection be for the benefit of the ISP rather than the user. Storage under these circumstances thus
literally falls within the statutory definition. . . One district court reached a contrary conclusion,
holding that "backup protection" includes only temporary backup storage pending delivery, and
not any form of "post-transmission storage.” See Fraser v. Nationwide Mut. Ins. Co., 135 F. Supp.
2d 623, at 633-34, 636 (E.D. Pa. 2001). We reject this view as contrary to the plain language of
the Act. In contrast to [18 U.S.C. 2510(17)(A)], [18 U.S.C. 2510(17)(B)] does not distinguish
between intermediate and post-transmission storage. Indeed, Fraser's interpretation renders
subsection (B) essentially superfluous, since temporary backup storage pending transmission
would already seem to qualify as "temporary, intermediate storage" within the meaning of
subsection (A). By its plain terms, subsection (B) applies to backup storage regardless of whether it
isintermediate or post-transmission.

* * * * *

W e acknowledge that our interpretation of the Act differs from the government's and do not lightly
conclude that the government's reading is erroneous. Nonetheless, for the reasons above, we think
that prior access isirrelevant to whether the messages at issue were in electronic storage.

Theofd v. Farey-Jones, 359 F.3d 1066 (Sth Cir. 2004).

On December 10, 2003, the Third Circuit applied the 2701(c)(1) service provider exception to an
insurance company that accessed employee’ s e-mail on the company server. The Court,
however, had the following to say about the district court’ s holding regarding the applicability of
the “backup protection” storage language of 2510(17)(B). It appearsthe Third Circuit would
likely agree with the Ninth Circuit (see Theofel above) on the backup storage issue:

The District Court granted summary judgment in favor of Nationwide, holding that Title || does
not apply to the e-mail in question because the transmissions were neither in "temporary,
intermediate storage" nor in "backup" storage. Rather, according to the District Court, the e-mail
was in a state it described as "post-transmission storage." W e agree that Fraser's e-mail was not in
temporary, intermediate storage. But to us it seems questionable that the transmissions were not in
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backup storage - a term that neither the statute nor the legislative history defines. Therefore, while
we affirm the District Court, we do so through a different analytical path, assuming without
deciding that the e-mail in question was in backup storage.

Fraser v. Nationwide Mutual Insurance Co., 352 F.3d 107 (3d Cir. 2003).

Company’ s access to contents of employee’ s company-issued computer hard drive and his
communications over the Internet was lawful under 2701(c) and 2511(2)(d). Borninski v.
Williamson, 2005 WL 1206872 (N.D. Tex.).

On March 22, 2004, the district court for the Central District of California, without citing the
Ninth Circuit’s Theofel opinion (see above), applied the Theofel view that prior accessis
irrelevant to whether messages are in “electronic storage” as defined in 18 U.S.C. 2510(17)(B).
This application of the "backup protection” storage language of 2510(17)(B) was used to deny
defendant's dismissal motion in police officers suit against Arch Wireless for itsrelease to
police department of officers text messages without warrant, subpoena or consent. Police
officers qualified as “users’ of the pager service. Contractual privity between service provider
and user is not necessary under the statute to enable a claim by the user against the provider for
violation of Section 2702. Quon v. Arch Wireless Operating Co, Inc., 309 F. Supp.2d (C.D. Cal.
2004).

The Air Force e-mail system carried abanner on the opening screen that said: "users logging on
to this system consent to monitoring by the Hostadm.” Under the provisions of 18 U.S.C.
2701(c), the Air Force, acting through its employees, was exempt from liability under 18 U.S.C.
2701 when it retrieved defendant’ s e-mail in the course of investigating a slowdown in the
operation of the e-mail system. The Air Force was authorized by 18 U.S.C. 2702(b)(6) to
divulge to law enforcement the defendant’ s apparently incriminating e-mail inadvertently
obtained by the Air Force while conducting maintenance of its e-mail system. U.S. v. Monroe,
2000 WL 276509 (U.S. Armed Forces).

"MUD" Use by Service Provider

Ameritech used its records (message unit detail (MUD)) of an employee's telephone calls made
from acalling card and from his home telephone to catch the employee violating the rules of his
disability leave. The court dismissed all claimswith pregjudice. "One final difficulty with the
'use' claim is federal law which expressly permits tel ephone company employees to ‘intercept,
disclose or use [tel ephone communications] in the normal course of . . . employment while
engaged in any activity which is anecessary incident to . . . the protection of the rights and
property of [the telephone company].' 18 U.S.C. 2511(2)(a)(i). | do not think Illinois law would
found atort on the legally authorized conduct of defendants in the circumstances aleged here.”
Schmidt v. Ameritech Corporation, 1996 WL 153888 (N.D. Ill. 4/1/96).

Telephonic "Ordinary Course of Business" Exception

When an employee's supervisor has particular suspicions about confidential information being
disclosed to a business competitor, has warned the employee not to disclose such information,
has reason to believe that the employee is continuing to disclose the information, and knows that
aparticular phone call iswith an agent of the competitor, it iswithin the ordinary course of
business to listen in on an extension phone for at least so long as the call involves the type of
information he fearsis being disclosed. The court did not decide whether interception of a
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personal call on a business extension telephone is authorized by 2510(5)(a) (see footnote 8); at
what point continued monitoring would violate Title Il had the conversation turned to personal
matters; or whether a general practice of random monitoring of employee calls can ever be
justified under 2510(5)(a) (see footnote 10 citing James v. Newspaper Agency Corp., 591 F.2d
579 (10th Cir. 1979) which held that the monitoring of employee phone calls by supervisory
personnel fell within the extension tel ephone exception where the monitoring device had been
installed by the Bell system and all affected personnel had been notified in writing about the
monitoring device). Briggsv. American Air Filter Co., Inc., 630 F.2d 414 (5th Cir. 1980).

A telephone extension used without authorization or consent to surreptitiously record a private
telephone conversation is not used in the ordinary course of business. U.S. v. Harpel, 493 F.2d
346 (10th Cir. 1974).

Consent cannot be implied from the mere fact that the Corporation’'s multi-line phone system
permitted defendant to eavesdrop unless the privacy option was activated. See Watkinsv. L.M.
Berry & Co., 704 F.2d 577, 581 (11th Cir. 1983) ("knowledge of the capability of monitoring
alone cannot be considered implied consent™). Sheinbrot, M.D. v. Pfeffer, M.D., 1995 WL
432608 (E.D.N.Y. 7/12/95).

Because plaintiff acted to protect her interests rather than those of the Corporation, her actions
cannot be viewed as being conducted in the "ordinary course of business' of the Corporation.
Sheinbrot, M.D. v. Pfeffer, M.D., 1995 WL 432608 (E.D.N.Y. 7/12/95).

"The ordinary course of business exception to Title Il isatechnical doctrine that lives and dies
by the secretive nature of the interception.” George v. Carusone, 849 F. Supp. 159 (D. Conn.
1994) (citing Harpel and Sababu); cf. Amati v. City of Woodstock, 176 F.3d 952 (7th Cir. 1999)
(notion that ordinary-course defense does not extend to surreptitious taping is potentially
misleading and should be avoided).

To construe the "ordinary course” provision (2510(5)(a)) as applying only where one of the
parties to the intercepted conversation consented would render the exemption meaningless, since
interceptions which have the consent of one of the parties to the conversation are already
explicitly exempted under 2511(2)(c) and (d). Anonymous v. Anonymous, 558 F.2d 677 (2d
Cir. 1997); Amati v. City of Woodstock, 176 F.3d 952 (7th Cir. 1999).

Central alarm service's covert monitoring of al incoming and outgoing telephone calls qualified
under the "ordinary course of business' exemption. Ariasv. Mutual Central Alarm Service, Inc.,
202 F.3d 553 (2d Cir. 2000).

The evidence did not establish a business justification for the drastic measure of secret 24-hour a
day, seven-day aweek monitoring of a corporation's telephone lines because of a stated fear of
bomb threats. Sandersv. Robert Bosch Corporation, 38 F.3d 736 (4th Cir. 1994).

If covert monitoring isto take place, it must itself be justified by a valid business purpose. Berry
v. Funk, 146 F.3d 1003 (D.C. Cir. 1998).

A personal call may not be intercepted in the ordinary course of business under the exemption in
section 2510(5)(a)(i), except to the extent necessary to guard against unauthorized use of the
telephone or to determine whether acall is personal or not. Watkinsv. L.M. Berry & Co., 704
F.2d 577 (11th Cir. 1983). See a so Fischer v. Mt. Olive Lutheran Church, Inc., 207 F. Supp.2d
914 (W.D. Wis. 2002)(citing Watkins); U.S. v. Devers, 2002 WL 75803 (M.D. Ala.) (citing
Watkins); Rassoull v. Maximus, Inc., 2002 U.S. Dist. LEXIS 21866 (D. Md.) (citing Watkins);
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Anderson v. City of Columbus, Georgia, 374 F. Supp.2d 1240 (M.D. Ga 2005)(distinguishing
Watkins).

The recording of atelephone conversation during office hours, between co-employees, over a
specialized extension which connected the principal office to a substation, concerning scurrilous
remarks about supervisory employees in their capacities as supervisors, was a matter in which
the employer had alegal interest, and therefore fell within the "telephone extension exception.”
Eppsv. St. Mary's Hosp. of Athens, Inc., 802 F.2d 412 (11th Cir. 1986); Anderson v. City of
Columbus, Georgia, 374 F. Supp.2d 1240 (M.D. Ga 2005)(distinguishing Epps).

Monitoring of a business or business-related call through use of a speaker phone qualifies as the
use of "telephone equipment"” in the "ordinary course of business' and is therefore excepted
under section 2510(5)(a). T.B. Proprietary Corp. v. Sposato Builders, Inc., 1996 WL 290036
(E.D. Pa. 5/31/96)

In Williamsv. Poulos, 11 F.3d 271 (1st Cir. 1993) (followed in Sanders v. Robert Bosch
Corporation, 38 F.3d 736 (4th Cir. 1994), the court did not accept a monitoring system
consisting of alligator clips attached to a microphone cable at one end and an interface
connecting a microphone cable to aVCR and a video camera on the other, as a "telephone or
telegraph instrument, equipment or facility, or any component thereof.” The court noted that this
monitoring system is factually remote from the tel ephonic and telegraphic equipment courts
have recognized as falling within the exception at 18 U.S.C. § 2510(5)(a). The court cited as
examples, Epps (dispatch console installed by telephone company considered tel ephone
equipment); Watkins (standard extension telephone implicitly considered tel ephone equipment);
Briggs (same); and James (monitoring device installed by telephone company implicitly
considered telephone equipment).

ISPs are included in Section 2510(5)(a)’ s ordinary course of business exception. Hall v.
Earthlink Network, Inc., 396 F.3d 500 (2d Cir. 2005).

Wife's secret, systematic recording of husband's tel ephonic communications by attaching
automatic recorders to extension telephone lines in home next to business owned and operated
by her and her husband was not activity exempted from Title I11 under 18 U.S.C. 2510(5)(a)(i)
(use of extension telephone in ordinary course of business). The interception devices were the
recording machines she attached to the telephone extensions, and the interceptions were not in
the ordinary course of business. U.S. v. Murdock, 63 F.3d 1391 (6th Cir. 1995), cert. denied
5/13/96.

Unrecorded eavesdropping on home extension telephone by family member concerned about the
safety of her sister was not an "intercept” under Title Il or Massachusetts law because such
telephone extension use, in the residential context, qualifies as use within the ordinary course of
business under 18 U.S.C. 2510(5)(a)(i). Commonwealth v. Vieux, 671 N.E.2d 989 (Mass. App.
Ct. 1996) (comprehensive review of case law concerning residential telephone interceptions).
[Affirming the federal district court’s rejection of a habeas petition, the First Circuit held that the
Massachusetts Appeals Court holding in Vieux was not “contrary to” or “an unreasonable
application” of federal law in light of a healthy debate among a number of courts. Vieux v.
Pepe, 184 F.3d 59 (1st Cir. 1999)]

A personal call may not be intercepted in the ordinary course of business under the exemption in
2510(5)(a)(i), except to the extent necessary to guard against unauthorized use of the telephone
or to determine whether a call is personal or not. The "ordinary course of business' exemption
applied here because the installation of recording equipment on extension phone was not
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surreptitious, but with advance knowledge on the part of both management and its employees,
and was for alegitimate business purpose. Ali v. Douglas Cable Communications, 929 F. Supp.
1362 (D. Kan. 1996) (thorough analysis of case law on 2510(5)(a)).

Telephonic “Ordinary Course” of Law Enforcement Duties Exception

Police department’ s cloning and monitoring of alphanumeric pager issued to police officer
(pager was provided to city by telephone company) for 10-14 days to confirm or disprove
suspicions that officer was disclosing confidentia investigative information to drug traffickersis
not covered by the “ordinary course of business’ and “law enforcement” exemptions provided
by 18 U.S.C. 2510(5)(a). The court did not analyze the “business use” and “law enforcement”
exemptions separately. “ Although we do not find that the statute requires actua consent for the
exception to apply, we do hold that monitoring in the ordinary course of business requires notice
to the person or persons being monitored. Because it is undisputed here that plaintiff was not
given any notice that his pager was being monitored, the exceptions cannot apply.” The court
also stated that the business use and law enforcement exceptions both require that the equipment
used be provided by a communications carrier as part of the communications network. (A
careful reading of 18 U.S.C. 2510 would not yield such a requirement for the law enforcement
exception under 2510(5)(a)(ii)). The dissenting opinion noted this fact and also criticized the
magjority’ s holding that notice is a requirement of the ordinary course of business exception.)
Adamsyv. City of Battle Creek, 250 F.3d 980 (6th Cir. 2001). See also U.S. v. Friedman, 300
F.3d 111 (2d Cir. 2002)(agreeing with Adams that notice sufficient to support a finding of
implied consent under 2511(2)(c) is not required for arecording to fall within the “ordinary
course”’ exception, and assuming arguendo that some notice is required, holding that the
defendant’ s jailhouse notice was sufficient for the application of the “ordinary course” exception
and to dispose of Fourth Amendment claims related to his taped calls).

To record al callsto and from a police department is a routine police practice. If "ordinary
course" of law enforcement includes anything, it includesthat. Jandak v. Village of Brookfield,
520 F. Supp. 815 (N.D. Ill. 1981); cf. U.S. v. Daniels, 902 F.2d 1238 (7th Cir. 1990); See aso,
Norwood v. City of Hammond, 2000 WL 158455 (E.D. La.). What would not be routine would
beif the police, in order to trick people into making damaging admissions over the phone,
announced that calls to and from the police department were not being recorded, and then
recorded them anyway. Such a scheme would not be in the "ordinary" course of law
enforcement. The boundary is between routine noninvestigative uses of e ectronic eavesdropping
and its use either as atool of investigation (which requires awarrant) or as adevice for
intimidation, suppression of criticism, blackmail, embarrassment, or other improper purposes.
See U.S. v. Harpel, 493 F.2d 346, (10th Cir. 1974).

If all the lines are taped, as is the ordinary practice of police departments, then the recording of
personal aswell as official callsiswithin the ordinary course. Amati v. City of Woodstock, 176
F.3d 952 (7th Cir. 1999).

County Detention Center’ s telephone monitoring system (attached to a single trunk line that
included the telephones that served the Judicial Corridor of the detention center) recorded the
telephone conversations of judges using the offices and courtroom facilities located in a separate
section of the detention facility. The County never notified the judges that their calls were being
recorded until it was confirmed by the jail administrator four years later when ajudge began to
suspect such interception. The ordinary course of law enforcement’ s duties does not include
recording the conversations of state judicia officers. The County’ s conduct therefore was not
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excused by the “law enforcement exception” of 18 U.S.C. § 2510(5)(a)(ii). Abraham v. County
of Greenville, South Carolina, 237 F.3d 386 (4th Cir. 2001)(citing Amati).

The government's jailhouse nonconsensual taping of a prisoner's "confession” to apriest was a
violation of the Religious Freedom Restoration Act (RFRA) (held unconstitutional by Supreme
Court on 6/25/97) and the Fourth Amendment. Since the taping was done in the ordinary course
of duty of the law enforcement officer (jailor) (18 U.S.C. 2510(5)(a)), the mens rearequired for
aviolation of 2511 was not present and therefore the prosecutor's retention of the intercepted
confession was not aviolation of 2511. This case was remanded for appropriate injunctive relief
barring any future interception of confidential communications between a prisoner and a
member of the clergy in the member's professiona capacity. Mockaitis v. Harcleroad, 104 F.3d
1522 (9th Cir. 1997).

The law enforcement exception does not exempt from liability the recording of private or
privileged conversations where neither caller consented to the recording. In re State Police
Litigation, 888 F. Supp. 1235 (D. Conn. 1995).

Routine, nonsurreptitious recording of a police investigative line which results in the recording
of a conversation of an officer misusing the line for private purposes, where the officer should
have known that the line was monitored, was in the ordinary course of the police chief's duties as
alaw enforcement officer, and is exempted from the statute by Section 2510(5)(a)(ii). Jandak v.
Village of Brookfield, 520 F. Supp. 815 (N.D. Ill. 1981).

It should be noted that unlike the business extension exception contained in 18 U.S.C. §
2510(5)(a)(i), which requires both that the equipment be used in the ordinary course of business
and that the equipment be furnished by, or connected to the facilities of, a provider of wire or
electronic services, the law enforcement exception contained in 8 2510(5)(a)(ii) requires only
that the equipment be used in the ordinary course of law enforcement duties. The pertinent
guestion under the Act is whether the equipment itself is being used in the ordinary course of the
law enforcement agency's duties; not whether the conversation recorded by the equipment relates
to the law enforcement agency's duties. First v. Stark County Board of Commissioners, 2000
WL 1478389 (6th Cir. 10/4/00)(unpublished).

Prison authorities did not "intercept,” consensualy or otherwise, any communication within
meaning of Title Il when they routinely monitored and recorded inmate's conversation with his
attorney, in case in which inmate chose not to use available unmonitored line. The
communications were obtained by “law enforcement officers’ who “used,” “in the ordinary
course of [their] duties,” some telephone “instrument, equipment or facility, or [a] component
thereof,” and therefore, under the provisions of 18 U.S.C. 2510(5)(a)(ii), the recordings were
excluded entirely from the coverage of the statute. Exclusion from coverage of Title Il of
communications so obtained by “law enforcement officers’ is not limited to use of atelephone to
listen, as opposed to use of atape recorder to record. 18 U.S.C. 2510(5)(a)(ii). Smithv. U.S.
Department of Justice, 251 F.3d 1047 (D.C. Cir. 2001); U.S. v. Lewis, 406 F.3d 11 (1st Cir.
2005) (citing Smith, and footnoting to In re High Fructose, 216 F.3d 621 (7th Cir. 2000) and
U.S. v. Hammond, 286 F.3d 189 (4th Cir. 2002)).

The ordinary course of the Police Department's businessis law enforcement, and, in the
circumstances here, the detective’s use of the extension phone to listen in on the conversation of
a suspect who could not have reasonably expected privacy was not inconsistent with the ordinary
course of the Police Department's business. 18 U.S.C. 2510(5)(a)(i). Kirby v. Senkowski, 141 F.
Supp.2d 383 (S.D.N.Y. 2001).
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Police chief's secret taping of police telephone line used for personal calls was not protected by
ordinary course of business exception of 2510(5)(a)(ii). Abbott v. The Village of Winthrop
Harbor, 1998 U.S. Dist. LEXIS 11897 (N.D. IIl. 7/29/98).

Workplace Searches

College's warrantless use of CCTV to monitor locker area of storage room for thefts and
weapons was consgtitutional. There was no reasonable expectation of privacy in an unenclosed
locker arealocated on a storage room wall within view of numerous persons who had unfettered
access to the unlocked storage room. Even if there was a reasonabl e expectation of privacy, the
warrantless video surveillance was reasonable under the Fourth Amendment because employer
was investigating work-related misconduct. Citing O'Connor v. Ortega, 480 U.S. 709 (1987)
(balancing test for reasonableness of searches conducted to investigate work-related misconduct;
whether an employee has a reasonabl e expectation of privacy must be addressed on a case-by-
case basis) and U.S. v. Taketa, 923 F.2d 665 (9th Cir. 1991) (warrant required to conduct
criminal investigation through video surveillance of office reserved for employee's exclusive
use). Thompson v. Johnson County Community College, 930 F. Supp. 501 (D. Kan. 1996). See
also Grossv. Taylor, 1997 WL 535872 (E.D. Pa. 8/5/97) (police officers on duty in patrol car do
not have reasonabl e expectation of privacy or non-interception). See also U.S. v. Simons, 206
F.3d 392 (4th Cir. 2000) (warrantless search of CIA computer network for Internet usein
violation of office policy) (quoting O’ Connor: “Ordinarily, a search of an employee’s office by a
supervisor will be justified at its inception when there are reasonable grounds for suspecting that
the search will turn up evidence that the employee is guilty of work-related misconduct”); see
also U.S. v. Sanina, 283 F.3d 670 (5th Cir. 2002)(applying O’ Connor to uphold warrantless
search of government employee’ s computer equipment for work-related misconduct even though
the search might also yield evidence of criminal acts and the supervisor conducting the search is
alaw enforcement officer; Simons and Taketa distinguished); see dso Haynes v. Office of the
Attorney General, 298 F. Supp. 2d 1154 (D. Kan. 2003)(preliminary injunction issued to protect
former assistant attorney general’ s private information on office computer).

Marine corporal whose e-mails sent and received over a Government computer network were
seized with the aid of the network administrator (not pursuant to authorized system monitoring
activity) acting solely at the behest of law enforcement officials, without awarrant, had alimited
expectation of privacy in her email communications via the Government network server.
“Specifically, while the e-mails [of Marine corporal] may have been monitored for purposes of
maintaining and protecting the system from malfunction or abuse, they were subject to seizure
by law enforcement personnel only by disclosure as aresult of monitoring or when a search was
conducted in accordance with the principles enunciated in the 4th Amendment. Under the
circumstances presented in this case, the appellant had a subjective expectation of privacy in the
e-mails sent and received on her Government computer vis-a-vis law enforcement and this
expectation of privacy was reasonable.” U.S. v. Long, 61 M.J. 539 (N.M.Ct.Crim.App. 2005)
(citing O’ Connor, Simons, Slanina (see above)).

In the present case, the frank nature of the employees' conversations makes it obvious that they
had a subjective expectation of privacy. After al, no reasonable employee would harshly
criticize the boss if the employee thought that the boss was listening. The essential question,
therefore, is whether this expectation of privacy was objectively reasonable. We believe that the
facts of this case make clear that it was. The conversations took place only when no one else was
present, and stopped when the telephone was being used or anyone turned onto the gravel road
that was the only entrance to the office. The record thus indicates that the employees took great
care to ensure that their conversations remained private. Moreover, the office was asmall,
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relatively isolated space. The employees could be sure that no one was in the building without
their knowledge. The Abshersrely on Kemp v. Block, 607 F. Supp. 1262 (D. Nev. 1985), acase
in which the employee-plaintiffs, who worked in a single room, were found to have had no
reasonabl e expectation of privacy. In that case, however, the single room was part of alarger
office complex, meaning that others could easily overhear their conversations. In contrast, the
entire office in the present case consisted of a single room that could not be accessed without the
employees knowledge. We therefore conclude that the employees had a reasonable expectation
of privacy in their workplace. Dorrisv. Absher, 179 F.3d 420 (6th Cir. 1999).

Consensual Monitoring
USAM 9-7.300
18 U.S.C. 2511(2)(c) and (d)

If by virtue of sections 2511(2)(c) or (d) an interception is not prohibited by Title 11, there are
no Title Il restrictions on its use. Section 2517(3) does not come into play and such questions as
whether the section authorizes disclosure only in government proceedings and only at trial drop
out; the meaning of "oral communications" also becomes moot. In re High Fructose Corn Syrup
Antitrust Litigation, 216 F.3d 621 (7th Cir. 2000)(Judge Posner provides a clarifying and
insightful analysis of the structure of TitleI1l). See also U.S. v. Hammond, 286 F.3d 189 (4th
Cir. 2002)(followed Seventh Circuit’ s reasoning in In re High Fructose and extended the
rationale to the “law enforcement” exception (2510(5)(a)(ii)) as well asthe “consent” exception).

With regard to the language of 18 U.S.C. 2511(2)(c) and (d), Judge Posner noted in In re High
Fructose Corn Syrup Antitrust Litigation, 216 F.3d 621 (7th Cir. 2000) that:

One might wonder why, if the statute tracks the Fourth Amendment, the statute's drafters bothered
to carve an express exception for oral communications intercepted by one of the parties to the
communication, given that such interceptions do not violate the Fourth Amendment. Some cases in
other circuits suggest, in conformity with the statutory language, that there can be a reasonable
expectation that one's conversations even if not private will not be intercepted electronically. See,
e.g., Angel v. Williams, 12 F.3d 786, 790 n. 6 (8th Cir. 1993); Walker v. Darby, 911 F.2d 1573,
1578-79 (11th Cir. 1990); Boddie v. American Broadcasting Companies, Inc., 731 F.2d 333,
338-39 and n. 5 (6th Cir. 1984). None of the cases, however, involves recording one's own
conversations, as in this case.

To subject interceptions made lawful by sections 2511(2)(c) and (d) to section 2517(3) would
have absurd consequences. It would mean that Whitacre had violated the statute by turning his
recordings over to the FBI, since on the district court's reading of that section the only
permissible disclosure of the contents of an interception made lawful by sections 2511(2)(c) or
(d) isto play atape of, or testify to, those contents in court. Section 2517(3) reflects a traditional
sensitivity about wiretapping and related methods of e ectronically eavesdropping on other
people's conversations. Asisimplicit (and sometimes explicit) in the cases that hold that such
eavesdropping violates the Fourth Amendment but that recording your own conversations does
not, there just is not the same sensitivity about the latter practice. Title 111 does not require a
warrant for such recording or regulate its use in any way. The matter has been |eft to the states,
except for the flat prohibition of consensual recording for improper purposes. If FBI informant’s
recordings were made lawful by either 2511(2)(c) or (d), Title 111 does not restrict their use by
the plaintiffsin private civil litigation. Informant would not be within the exception under
2511(2)(d) for recording for a criminal or tortious purpose, because a purpose of gathering
evidence of aviolation of law is not criminal or tortious. “ True, his motive in making the
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recordings may have been criminal or tortious (or more likely both)--to elude detection of his
fraud against ADM by becoming a valued FBI informant and good-guy whistleblower. But when
the law speaks of recording conversations with a criminal or tortious purpose, it has, we think,
regard for the intended use of the recordings.” The intent was to collect evidence of antitrust
violations, not evidence that might be used for an improper purpose. “ The recordings were no
more unlawful than an arrest would be by a police officer who wanted to demonstrate zeal in the
performance of his dutiesin the hope that it would shield him from prosecution for embezzling
funds of the police department.” In re High Fructose Corn Syrup Antitrust Litigation, 216 F.3d
621 (7th Cir. 2000).

Plaintiff’ s tape recording of conversation and events surrounding his arrest is, by virtue of
2511(2)(d), not prohibited by Title Il and therefore there are no Title 111 restrictions on its use
and it is admissible with respect to the federal claims against the defendant. A purpose of
gathering evidence of aviolation of law is not criminal or tortious. Even if the act of recording
the conversation was aviolation of the lllinois law, this does not constitute a criminal or tortious
purpose for itsuse. Glinski v. City of Chicago, 2002 WL 113884 (N.D. Ill.)(citing High
Fructose (see above), Sussman and Roberts (see below)).

Title 1l does not apply to the use of body wires because the informant who wearsthewireisa
party to the communication and consents to its interception. 18 U.S.C. § 2511(2)(c). Martinez
v. U.S,, 2001 U.S. Dist. LEXIS 2457 (S.D.N.Y.).

Consent under Title Il need not be explicit; instead, it can beimplied. Gilday v. Dubois, 124
F.3d 277 (1st Cir. 1997) (prisoner had to consent in writing before using monitored prison
telephone system and parties were not connected unless call recipient responded appropriately to
automatic recorded message advising that call would be recorded). Williamsv. Poulos, 11 F.3d
271 (1st Cir. 1993) (subject was not told of the manner in which the monitoring was conducted
and that he himself would be monitored.); Griggs-Ryan v. Smith, 904 F.2d 112, 116 (1st Cir.
1990) (defendant was informed that all incoming calls on a particular line would be recorded);
Laughlin v. Maust, 1997 WL 436224 (N.D. Ill. 8/1/97) (restaurant manager was told that main
telephone line at restaurant would be monitored); Rassoull v. Maximus, Inc., 2002 U.S. Dist.
LEXIS 21866 (D. Md.) (citing Griggs-Ryan). (See PRISONER MONITORING)

Record amply supported the court's determination that woman voluntarily consented to the
government's recording of her conversations with defendants. U.S. v. Cruz, 1997 WL 196035
(4th Cir. 4/23/97).

Recorded telephone call to defendant was suppressed because Government failed to prove by a
preponderance of the evidence that pregnant common law wife of co-defendant voluntarily
consented to police recording her telephone call with defendant. A reasonable person in the
woman'’ s position, subjected to the coercive effect of police conduct, may well have had her free
will overborne and believed that she could not refuse to participate in the telephone call to the
defendant. U.S. v. Maoore, 96 F. Supp.2d 1154 (D. Col. 2000).

Consent can be shown where one of the parties knew that the call would be monitored. U.S. v.
Davis, 799 F.2d 1490 (11th Cir. 1986); O'Ferrdl v. U.S., 968 F. Supp. 1519 (M.D. Ala. 1997).

Suspect implicitly consented to the monitoring of his telephone conversations conducted on an
extension telephone at the police station after a detective first dialed the number from another
extension and told the person answering the phone that the suspect was on the line. In view of
the circumstances, he could not have expected the cals to be private or confidential. More
importantly, he believed that the detective was listening and even addressed the detective
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directly, mocking him. He chose to speak to his mother and girlfriend nonetheless. Kirby v.
Senkowski, 141 F. Supp.2d 383 (S.D.N.Y. 2001).

Warrantless audio and video monitoring of bribe transactions in hotel suite with the consent of a
participating informant did not violate the Constitution or statutory law. The opinion includes a
good review of the Supreme Court’ s jurisprudence in Hoffa, White and Caceres regarding
consensual monitoring. The Supreme Court has not drawn any distinction between audio and
video surveillance, and similarly the court in the instant case does not see any constitutionally
relevant distinction between the two types of evidence. The court rgjects the First Circuit’'s
decisionin U.S. v. Padilla, 520 F.2d 526 (1st Cir. 1975) (a quarter century old and not followed
in any other circuit) suppressing, based on afear of potential law enforcement abuse, consensual
recordings made on a device placed in the room rather than on the person of the consenting
party. The Court favorably cites the Second and Eleventh Circuit cases of U.S. v. Myers, 692
F.2d 823 (2d Cir. 1982) (surveillance of congressman’s meeting with undercover agents at
townhouse maintained by FBI), and U.S. v. Yonn, 702 F.2d 1341 (11th Cir. 1983) (motel room
consensual monitoring; aso specifically rejected Padilla reasoning). The monitoring devicesin
the instant case were installed at atime when the defendant had no expectation of privacy in the
hotel suite. U.S. v. Lee, 359 F.3d 194 (3d Cir. 2004).

“The government met its burden to demonstrate consent when it established that [informant]
knew what the government agents were about when they set up the recording equipment and
provided him with a body wire.” U.S. v. Bates, 2005 WL 3050278 (N.D. Ind.).

Consensua video and audio recordings in hotel room do not have to be suppressed in their
entirety because they contain brief periods when the consenting party was not in the room. The
record established that the technicians taping the meeting were expressly instructed to tape only
while the consenting party was in the room. The technicians erred. The record established that
the prosecutors learned of this error and, without reviewing the tape, arranged for the
unauthorized time periods to be redacted. The unredacted version was made available to the
Defendants, but nothing from the unauthorized time period was ever utilized in the prosecution.
Further, the district court, after an evidentiary hearing, concluded that the Government had not
acted in bad faith. U.S. v. Yang, 281 F.3d 534 (6th Cir. 2002).

District court suppressed consensual audio and video recordings because the interception devices
were hidden in a hotel room obtained by the consenting informant as a temporary home for the
subject woman and her minor child. The court determined that the woman had ajustifiable
expectation of privacy in her surroundings. Following the reasoning in U.S. v. Padilla, 520 F.2d
526 (1st Cir. 1975), the court suppressed the recordings notwithstanding the fact that the
government remotely controlled the recording devices so that monitoring occurred only when
the consenting informant was in the room. The court found that the informant had no right to
consent to placement of recording devices in the subject's hotel room, and that the government's
placement of the recording devices in the defendant's room without awarrant or judicia
supervision was an intrusion so massive asto be fatal under the Fourth Amendment. The
government opposed suppression, citing U.S. v. Yonn, 702 F.2d 1341 (11th Cir. 1983) (rejecting
Padillaanalysis), U.S. v. Lagtividal-Gonzalez, 939 F.2d 1455 (11th Cir. 1991), and U.S. v. Cox,
836 F. Supp. 1189 (D. Md. 1993). U.S. v. Shabazz, 883 F. Supp. 422 (D. Minn. 1995).

A judgein the Eastern District of New Y ork followed the analysisin U.S. v. Yonn, 702 F.2d
1341 (11th Cir. 1983) to hold that defendants had no constitutional right to exclude recordings of
conversations they had with a cooperating witness. To conduct the consensual interceptions the
government activated a Title I1l room "bug" awaiting renewal of its Title Il authorization. The
cooperating witness did not know about the room "bug." The ineffectiveness of a microphone
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on the body of the cooperating witness caused the government to resort to the Title 11
microphone to accomplish the consensual recordings. U.S. v. Yeung, 1996 WL 31235
(ED.N.Y)).

Aslong as aguardian has agood faith, objectively reasonable belief that it is necessary to
consent on behalf of hisor her minor child to the taping of telephone conversations, the guardian
may vicariously consent on behalf of the child to the recording. Pollock v. Pollock, 154 F.3d
601 (6th Cir. 1998) (child aged fourteen); Thompson v. Dulaney, 838 F. Supp. 1535 (D. Utah
1993) (children aged three and five); Wagner v. Wagner, 64 F. Supp.2d 895 (D. Minn. 1999).

Courts have repeatedly held that informants who tape-record private conversations at the
direction of government investigators are "acting under color of law" within the meaning of
subsection 2511(2)(c). Obron Atlantic Corporation v. Barr, 990 F.2d 861 (6th Cir. 1993)
(continuous but irregular contact with DOJ attorneys following their request for assistance and
thelir instructions on how to conduct the calls); U.S. v. Haimowitz, 725 F.2d 1561 (11th Cir.
1984) (FBI "supervised" taping); U.S. v. Shields, 675 F.2d 1152 (11th Cir. 1982) (cooperating
detective controlled the recording process); U.S. v. Tousant, 619 F.2d 810 (9th Cir. 1980); U.S.
v. McKneely, 69 F.3d 1067 (10th Cir. 1995) (cooperating defendant consented to audio and
video surveillance of her hotel room); U.S. v. Andreas, 216 F.3d 645 (7th Cir. 2000) (CW'’s
taping of coconspirators was very loosely supervised by FBI); U.S. v. Schulze, 2005 WL
3150267 (9th Cir.)(unpublished)(FBI supplied informant with equipment to record his
conversations); U.S. v. Cowhig, 2004 WL 3088652 (D. Mass.)(that CW may have made the
recordings when the FBI was not present, had ulterior motives for cooperating with the federal
investigation, or exercised discretion in deciding which conversations to record neither
undermines nor alters the fact that CW made the audio tapes under the direction of afederd
investigation); U.S. v. Cannon, 2003 WL 21406180 (E.D. La.); U.S. v. Cox, 836 F. Supp. 1189
(D. Md. 1993) (cooperating defendant consented to audio and video surveillance of his motel
room); Debose-Parent v. Hyatt, 2001 WL 709291 (E.D. La.)(applying Obron; state bar counsel
was acting under color of law (2511(2)(c)) when he advised lawyer there would be no ethics
violation if the lawyer, with his client’s consent, recorded opposing counsel’ s attempted ex parte
communication with the lawyer’s client; the lawyer and his client were not acting under color of
law because they were not acting at the behest of the state or under its direction, but the lawyer
and client were protected under the consensual interception exception found in 2511(2)(d)
because the plaintiff failed to allege that they recorded the conversation with the intent to
commit acriminal or tortious act).

The FBI's failure to comply with its own internal guidelines, or failure to record every
conversation between alleged conspirators, is not grounds for a constitutional challenge to the
admissibility of evidence. U.S. v. Caceres, 440 U.S. 741 (1979); U.S. v. Feekes, 879 F.2d 1562
(7th Cir. 1989) (stating that failure to record conversationsis a credibility issue to be determined
by the jury). U.S. v. Andreas, 216 F.3d 645 (7th Cir. 2000). See also U.S. v. Loehr, 2003 U.S.
Dist. LEXIS 24934 (N.D. Ill.)(citing Andreas).

Media employees' interception, for broadcast, of federal agent's conversation with owner of
premises being searched pursuant to warrant was protected under 2511(2)(c). Berger v. Hanlon,
129 F.3d 505 (9th Cir. 1997).

An Ohio Arts Council representative tape recorded a meeting the representative held with a grant
applicant to discuss his claim of racia discrimination in the denial of his application. The
district court properly dismissed the applicant’s civil suit aleging that the recording of his
meeting violated his civil rights. Both Ohio and federa law provide exceptions for one party
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consensual monitoring of communications. Paasewe v. Ohio Arts Council, 2003 U.S. App.
LEXIS 17934 (6th Cir.)(unpublished).

Assistant basketball coach who recorded tel ephone conversation with potential recruit was
protected under the "consent” provisions of 2511(2)(d). Thomasyv. Pearl, 998 F.2d 447 (7th Cir.
1993).

"Because the party tape recording the meeting was present, nothing illegal occurred.” 18 U.S.C.
2511(2)(d). U.S. v. McAfee, 8 F.3d 1010 (5th cir. 1993).

The person receiving afax is a party to the communication for purposes of consent under
2511(2)(d). Before he received the fax, the recipient of the fax had already completed the
fraudulent act of impersonating the plaintiff and therefore the fax transmission was not
undertaken for the purpose of committing fraud. The conduct may be aviolation of other statutes
or common law, but it is not aviolation of the ECPA. Clemonsv. Waller, 2003 U.S. App.
LEXIS 23547 (6th Cir.) (unpublished).

A defendant seeking to suppress a consensual tape recording bears the burden of proving by a
preponderance of the evidence, either (1) that the primary motivation, or (2) that a determinative
factor in the actor's motivation for intercepting the conversation was to commit acriminal,
tortious, or other injurious act. U.S. v. Cassiere, 4 F.3d 1006 (1st Cir. 1993) (citing U.S. v. Vest,
639 F. Supp. 899 (D. Mass. 1986)); U.S. v. Zarnes, 33 F.3d 1454 (7th Cir. 1994) (husband did
not prove that wife made tape to blackmail him); U.S. v. Farrah, 2000 WL 92349 (D.
Conn.)(consensual taping by fraud victim); U.S. v. Kovolas, 1998 U.S. Dist. LEX1S 12044 (D.
Mass.)(consensual taping of arsonist); CFTC v. Rosenberg, 85 F. Supp.2d 424 (D. N.J. 2000)
(consensual taping by victim of broker fraud).

Magistrate judge allowed defendant to have an evidentiary hearing on suppression motion
raising the issue of whether, under 2511(2)(d), consensually intercepted conversation was
intercepted "for the purpose of committing any criminal or tortious act.” U.S. v. Mavroules, 813
F. Supp. 115 (D. Mass. 1993).

In suit brought under Section 2520, a genuine issue of fact existed as to whether defendant ex-
husband's recording of certain telephone conversations with plaintiff wife (Wayne County
Circuit Judge) was done for the purpose of committing a crime (blackmail of wife) and therefore
not protected under 2511(2)(d). Ferrarav. Detroit Free Press, Inc., 1998 U.S. Dist. LEXIS 8635
(E.D. Mich.). [Jury later rendered a verdict in defendant’ s favor]

Plaintiff sued radio station and its reporter because they taped atelephone interview with
plaintiff for later radio broadcast, without plaintiff’s knowledge. Defendants’ summary judgment
motion was granted because plaintiff did not establish that recording was made for any reason
other than to gain information for the radio broadcast. Plaintiff failed to establish that the
defendants taped the conversation for the purpose of committing acrime or atort. 18 U.S.C.
2511(2)(d). Vazquez-Santosv. El Mundo Broadcasting Corporation, 283 F. Supp.2d 561 (D.
P.R. 2003).

Tape recordings made by Cisneros' former mistress (Medlar) were lawful under 18 U.S.C.
2511(2)(d).(See Dale infra). The defendant failed to produce any evidence to rebut Medlar's
testimony that her purposes in recording the conversations were to preserve arecord of the
financial agreement between herself and Cisneros and to maintain arecord of his statements to
her in the event she needed to correct inaccurate public accounts of their relationship. Neither of
these interception purposes qualifies as criminal or tortious and therefore the consensual
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recordings are not prohibited by Title 1. The use of thetapes is not the critical factor for Title
Il purposes. Rather, it isthe party’ sintent in making the recording that is determinative. U.S.
v. Cisneros, 59 F. Supp.2d 58 (D. D.C. 1999).

Husband'’ s recording of his telephone conversation with hiswife was legal under 18 U.S.C.
2511(2)(c) or (d), and therefore the submission and use of the transcript of the conversation in
Delaware Family Court was authorized under 18 U.S.C. 2517(3). Goode v. Goode, 2000 WL
291541 (D. Del.). See aso Hurst v. Phillips, 2005 WL 2436712 (W.D. Tenn.).

Saving of an AOL Instant Messenger conversation on a computer by a party to the conversation
was lawful under 18 U.S.C. 2511(2)(d) and therefore use of the transcript of the conversation by
the defendants was lawful. S.L. v. Friends Central School, 2000 WL 352367 (E.D. Pa.).

U.S. v. Dale, 991 F.2d 819 (D.C. Cir. 1993) upheld district court's refusal to suppress tape
recorded calls. District court found that section 2511(2)(d) was not violated when arecording
party who was originaly awilling participant in criminal scheme began taping conversations to
protect hisinterests, and another party recorded conversationsto keep arecord of his
employment dispute and not for purposes of extortion. The defendants did not meet their burden
of proving that the tape recordings were done for criminal or tortious purposes. Taping phone
callsto make an accurate record of a conversation to prevent future distortions by a participant is
not illegal, see U.S. v. Underhill, 813 F.2d 105 (6th Cir. 1987), U.S. v. Miller, 1996 WL 426135
(6th Cir.); even when the recording is made in the hopes of producing evidence of an illega
conspiracy, see By-Prod. Corp. v. Armen-Berry Co., 668 F.2d 956 (7th Cir. 1982). A person
may even tape confederates in the hope of obtaining evidence to reduce his own sentence. See
U.S. v. Ruppel, 666 F.2d 261 (5th Cir. 1982).

The fact that the consenting party may have violated Massachusetts |aw requiring consent by all

parties does not by itself establish that the consenting party intercepted the conversations for the

purpose of committing any criminal or tortious act in violation of the state law. U.S. v. DiFelice,
837 F. Supp. 81 (S.D.N.Y. 1993).

Federa court need not decide whether one party consensual recording (lawful under 18 U.S.C.
2511(2)(d)) of defendant's call violated Californialaw because federal law governs the
admissibility of evidence in afederal criminal trial. "Evidence admissible under federal law
cannot be excluded because it would be inadmissible under state law.” U.S. v. Pforzheimer, 826
F.2d 200 (2d Cir. 1987) (quoting U.S. v. Quinones, 758 F.2d 40 (1st Cir. 1985); U.S. v. Adams,
694 F.2d 200 (9th Cir. 1982). U.S. v. Morrison, 153 F.3d 34 (2d Cir. 1998); Manning v. Buchan,
357 F. Supp.2d 1036 (N.D. Ill. 2004)(Illinois statute requiring all party consent does not control
admissibility in federal court, at least asto claims made under law).

On Indian reservation in the State of Washington, the federal law at 18 U.S.C. 2511(2)(d),
protecting one-party consensua monitoring, cannot be overridden by assimilation, under the
ACA, of the state law that requires all-party consent. U.S. v. Aripa, 1997 WL 787487 (Sth Cir.
12/22/97) (unpublished).

"Thus, the focus is not upon whether the interception itself violated another law; it is upon
whether the purpose for the interception--its intended use-was crimina or tortious. To hold
otherwise would result in the imposition of liability under the federal statute for something that
is not prohibited by the federd statute (i.e., recording a conversation with the consent of only
one party), ssmply because the same act is prohibited by a state statute. Surely thisis not the
result intended by Congress." Paynev. Norwest Corporation, 911 F. Supp. 1299 (D. Mont.
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1995). See aso Sussman v. American Broadcasting Company, Inc., 186 F.3d 1200 (Sth Cir.
1999); Glinski v. City of Chicago, 2002 WL 113884 (N.D. Ill.)(citing Sussman).

Plaintiff in federa sexual harassment suit had secretly recorded her oral communications with
her supervisor and others. Although plaintiff's secret recordings probably violated California
state law, federal courts have applied federal law on conversation recording to the exclusion of
state law when the issue of tape recording impropriety has been raised in actions based on
federal law. Thus, the 'tortious purpose’ referenced by 2511(2)(d) must be a tortious purpose
other than the mere intent to surreptitiously record an oral conversation. The Ninth Circuit has
consistently held that such evidence is admissiblein federal court proceedings when obtained in
conformance with federal law and without regard to state law. This holding is applicable to civil
aswell as criminal proceedings. Roberts v. Americable Intern. Inc., 883 F. Supp. 499 (E.D. Cal.
1995); Glinski v. City of Chicago, 2002 WL 113884 (N.D. IlI.)(citing Roberts). Seeaso U.S. v.
Kovolas, 1998 U.S. Dist. LEXIS 12044 (D. Mass.) (private party taped conversation with
arsonist for her own protection).

California statute criminalizing the taping of a confidential conversation and limiting the
admissibility of illegally intercepted conversations, is an exception to the genera rule that the
Federa Rules govern the admissibility of evidencein diversity cases. The statute embodies a
state substantive interest in the privacy of California citizens from exposure of their confidential
conversations to third parties. The California Constitution expressly guarantees aright to
privacy. Penal Code § 632 is an integral component of California's substantive state policy of
protecting the privacy of its citizens, and is properly characterized as substantive law within the
meaning of Erie R.R. v. Tompkins, 304 U.S. 64 (1938). Feldman v. Allstate Insurance
Company, 322 F.3d 660 (9th Cir. 2003). See aso Zhou v. Pittsburg State University, 252 F.
Supp.2d 1194 (D. Kan. 2003)(noting Feldman diversity case but holding that in employment
discrimination action based on federal question, tape recorded conversation between employee
and employer's counsel was admissible, although tape was likely made in contravention of
California statute).

", .. consent cannot be implied from the mere fact that the Corporation’'s multi-line phone system
permitted defendant to eavesdrop unless the privacy option were activated. See Watkinsv. L.M.
Berry & Co., 704 F.2d 577, 581 (11th Cir. 1983) ("knowledge of the capability of monitoring
alone cannot be considered implied consent” (emphasisin original)). Sheinbrot, M.D. v.
Pfeffer, M.D., 1995 WL 432608 (E.D.N.Y. 7/12/95).

Title Il prohibits monitoring cloned cellphones without a court order. Foreseeability of
monitoring is insufficient to infer consent. Rather, the circumstances must indicate that a party to
the communication knew that interception was likely and agreed to the monitoring. U.S. v.
Staves, 383 F.3d 977 (9th Cir. 2004).

Tapes of telephone calls are admissible under the consent exception of Title 11 (2511(2)(d))
where defendant knew the telephone lines in the securities lending area were continuously taped
and the company reserved the right to listen to those tapes, and the employee handbooks made it
clear that the company had the right to review the recordings. Despite those warnings, defendant
chose to continue to use those phones. U.S. v. Rittweger, 258 F. Supp.2d 345 (S.D.N.Y. 2003).
Seealso U.S. v. Capriotti, 2004 U.S. Dist. LEX1S 5666 (N.D. Ill.)(calls recorded on corporate
telephone monitoring system had a consenting party per the 2511(2)(d) exception).

Section 2511(2)(d) protects ABC's undercover consensua recordings because the recordings
were not made for the purpose of committing a crime or tortious act. Desnick v. American
Broadcasting Companies, Inc., 44 F.3d 1345 (7th Cir. 1995) (eye clinic examinations). See also
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Deteresav. American Broadcasting Companies, Inc., 121 F.3d 460 (9th Cir. 1997) (airline
stewardess who worked O.J. Simpson's Chicago flight); Sussman v. American Broadcasting
Companies, Inc., 186 F.3d 1200 (9th Cir. 1999) ("Prime Time Live" investigation of company
providing psychic advice by telephone); Medical Laboratory Management Consultantsv.
American Broadcasting Companies, Inc., 30 F. Supp.2d 1182 (D. Az. 1998).

An Internet website was a party to communications with plaintiffs, consented to third party
monitoring of such communications, and was not shown to have had a criminal or tortious
purpose, and therefore is within the exemption provided by 18 U.S.C. 2511(2)(d). Inre
DoubleClick Inc. Privacy Litigation, 154 F. Supp.2d 497 (S.D.N.Y. 2001). See aso: Chancev.
Avenue A, Inc., 165 F. Supp.2d 1153 (W.D. Wash. 2001); Crowley v. Cybersource Corporation,
166 F. Supp.2d 1263 (N.D. Cal. 2001); Inre Toys R US, Inc., Privacy Litigation, 2001 U.S. Dist.
LEX1S 16947 (N.D. Cal.).

Conflicting State L aws

The state law cannot preempt the federal unless the federal act itself sanctions the application of
state standards. Warrantless interceptions where one party consents are specifically permitted
under 18 U.S.C. 2511(2)(c) and (d). Where one party consented and no state court order or
warrant was obtained, the requirement of 18 U.S.C. 2516(2) that the applicable state law must be
complied with, does not come into play. It isonly wiretapping by state officers under § 2516(2)
which requires further authorization by state statute. State law issimply irrelevant in afedera
prosecution if the investigating officers, even state officers acting alone, are not acting under the
authorization of a state court. The legisative intent that federal law isto prevail in case of
conflict isfurther indicated by 18 U.S.C. 2520, which provides that a good faith reliance on a
court order or legisative authorization shall constitute a complete defense to any civil or
criminal action brought under Chapter 119 "or under any other law." U.S. v. Glasco, 917 F.2d
797 (4th Cir. 1990); U.S. v. Masko, 2000 U.S. App. LEXIS 19057 (4th
Cir.)(unpublished)(following Glasco); U.S. v. D'Antoni, 874 F.2d 1214 (7th Cir. 1989); U.S. v.
McNulty, 729 F.2d 1243 (10th Cir. 1984) (en banc); U.S. v. Nelligan, 573 F.2d 251 (5th Cir.
1978); U.S. v. Workman, 80 F.3d 688 (2d Cir. 1996); U.S. v. Mathis, 96 F.3d 1577 (11th Cir.
1996).

Plaintiff may use one-party consensual recording to advance its federal law claim even though
the recording violated Illinois state law. Century Consultants, Ltd. v. Miller Group, Inc., 2005
WL 3108455 (C.D. Ill.) (unpublished).

If in the course of assisting undercover federal operations private parties acted in good faith by
reasonably relying upon the authority of government agents, state law claims against the private
parties are barred by the supremacy clause. Brown v. Nationsbank Corporation, 188 F.3d 579
(5th Cir. 1999).

"Party to the Communication” under 18 U.S.C. 2511(2)(c) and (d)

A “party to the communication” under 2511(2)(d) is one who is present when the oral
communication is uttered and need not directly participate in the conversation. Inside Edition
producer, working undercover as a sales agent for a magazine sales company, wore a hidden
camera and microphone and recorded the day to day activities of the company that he observed
first hand. Pitts Sales, Inc. v. King World Productions, Inc., 383 F. Supp.2d 1354 (S.D. Fla
2005).
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"The courts that have addressed the issue have held that a defendant has no reasonable
expectation of privacy in statements made in the presence of a government agent, even though
the agent was not participating in the conversation. See U.S. v. Coven, 662 F.2d 162 (2d Cir.
1981), cert. denied, 456 U.S. 916 (1982). The court finds that a conversation conducted in
Spanish in the presence of athird person does not carry any expectation of privacy ‘that society
is prepared to recognize as 'reasonable,” Katz v. U.S,, 389 U.S. 347 (1967). Such aholding
would imply that someone speaking Spanish is entitled to a greater expectation of privacy than
someone who only speaks English.” U.S. v. Torres, 983 F. Supp. 1346 (D. Kan. 1997).

American Airlines, as one of the parties to the communication (as the employer of the security
representative who monitored defendants' apparent misuse of American's computerized
reservation system) had consented to the monitoring. See 18 U.S.C. 2511(2)(d). U.S. v.
Mullins, 992 F.2d 1472 (9th Cir. 1993).

DEA agent who answered two callsto a cellular tel ephone more than two days after the
government seized it pursuant to federal forfeiture law (not for any investigatory purpose), was
not a party to the communications for the purposes of consent under 2511(2)(c) and therefore the
calls must be suppressed. U.S. v. Kim, 803 F. Supp. 352 (D. Hawaii 1992).

Where an accomplice who, in cooperation with police, recorded three-way conference call was
known by codefendant to be listening in on his conversation with defendant, and defendant was
told that the codefendant had the accomplice "on the line," the recording of the phone
conversation violated neither Fourth Amendment nor federal eavesdropping law. U.S. v. Miller,
720 F.2d 227 (1st Cir. 1983). Seeaso U.S. v. Moncivais, 401 F.3d 751 (6th Cir. 2005)(citing
Miller).

In U.S. v. Foundas, 610 F.2d 298 (5th Cir. 1980), the defendant claimed that some of the
conversation in the agent's hotel room was not directed at the agent and, therefore, the agent (and
the hidden microphone) could not testify regarding those portions of the conversation. There
was no indication in the stipulated facts or the transcript that there were sotto voce remarks or
whispered asides. At any rate, the court said that if secret conversations were recorded, the
burden of proof was on the party seeking to suppress the tapes. 1d. at footnote 2.

"A conversation belongs equally to al participants . . . no one can have an expectation of privacy
about the use of a conversation by a participant.” U.S. v. Baldwin, 632 F.2d 1, 3 (6th Cir. 1980)
(Jones, J., dissenting from denial of petition for rehearing).

The Supreme Court has always sanctioned a certain degree of deception or subterfuge on the part
of law enforcement authorities as a necessary incident to the investigation of unlawful activities,
which are, by their nature, covert and secretive. U.S. v. Passarella, 788 F.2d 377 (6th Cir. 1986)
(agent answered telephone call to house where he was executing a search warrant, but did not
identify himself to defendant caller) (citing Lewisv. U.S., 385 U.S. 206 (1966); On Leev. U.S,,
343 U.S. 747 (1952); U.S. v. Guidry, 534 F.2d 1220 (6th Cir. 1976)).

"Therisk of being overheard by an eavesdropper or betrayed by an informer or deceived asto
the identity of one with whom one dealsis probably inherent in the conditions of human society.
It isthe kind of risk we necessarily assume whenever we speak.” Lopez v. U.S., 373 U.S. 427
(1963) (dissenting opinion).

The Fourth Amendment does not protect a wrongdoer's misplaced belief that a person to whom
he voluntarily confides his wrongdoing will not reveal it. Hoffav. U.S,, 385 U.S. 293 (1966).
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The Government's use of agents who themselves may reveal the contents of conversations with
an accused does not violate the Fourth Amendment. U.S. v. White, 401 U.S. 745 (1971). Inre
Askin, 47 F.3d 100 (4th Cir. 1995) (endorsing unitary view of an intercepted communication).

Prisoner Monitoring

“[W]e hold that society is not prepared to recognize as |l egitimate any subjective expectation of
privacy that a prisoner might have in his prison cell and that, accordingly, the Fourth
Amendment proscription against unreasonable searches does not apply within the confines of
the prison cell.” Hudson v. Palmer, 468 U.S. 517 (1984).

Prison officials are "investigative or law enforcement officers' within the meaning of the statute,
and monitoring pursuant to an established and posted prison policy isin the officers "ordinary
course of duty" within the purview of 2510(5)(a)(ii). U.S. v. Lewis, 406 F.3d 11 (1st Cir. 2005)
(Mass. state corrections system inmate tel ephone system administrator); U.S. v. Gangi, 2003 WL
190822 (10th Cir.); U.S. v. Hammond, 286 F.3d 189 (4th Cir. 2002); Smith v. U.S. Department
of Justice, 251 F.3d 1047 (D.C. Cir. 2001); U.S. v. Van Poyck, 77 F.3d 285 (Sth Cir. 1996); U.S.
v. Sababu, 891 F.2d 1308 (7th Cir. 1989); U.S. v. Feekes, 879 F.2d 1562 (7th Cir. 1989) US. v.
Paul, 614 F.2d 115 (6th Cir. 1980); U.S. v. Levy, 2005 WL 2179650 (E.D.N.Y.); Jenningsv.
U.S., 2003 U.S. Dist. LEXIS 22264 (N.D. 111.); U.S. v. Rivera, 292 F. Supp.2d 838 (E.D. Va.
2003)(app|y| ng Hammond; recognizes the absence of circuit case law squarely addressing
whether private phone contractors who provide telephone monitoring services to the prison
qualify asinvestigative or law enforcement officers under 2510(7), but finds that the language of
2518 permitting contractors to conduct interceptions under the supervision of an investigative or
law enforcement officer brings the contractually arranged provision of the means and equipment
for recording (no monitoring and no discretion concerning which callsto record; al monitoring
conducted by prison officials) within the law enforcement exception); U.S. v. Noriega, 764 F.
Supp. 1480 (S.D. Fla. 1991); U.S. v. Cheely, 814 F. Supp. 1430 (D. Alaska 1992); U.S. v. Vasta,
649 F. Supp. 974 (S.D.N.Y. 1986); See also U.S. v. Friedman, 300 F.3d 111 (2d Cir.
2002)(agreeing with Adams v. City of Battle Creek, 250 F.3d 980 (6th Cir. 2001) that notice
sufficient to support afinding of implied consent under 2511(2)(c) is not required for arecording
to fall within the “ordinary course” exception, and assuming arguendo that some noticeis
required, holding that the defendant’ s jailhouse notice was sufficient for the application of the
“ordinary course” exception and to dispose of Fourth Amendment claims related to his taped
cals).

In Campiti v. Walonis, 611 F.2d 387 (1st Cir. 1979), the First Circuit expressly reserved decision
as to whether monitoring in accordance with an established prison policy of which the prisoners
were informed could qualify as part of the ordinary course of business of alaw enforcement
officer. "Theissueinthiscircuit wasin 1984, and still is, reasonably debatable.” Langton v.
Hogan, 71 F.3d 930 (1st Cir. 1995). Seeaso U.S. v. Lanoue, 71 F.3d 966 (1st Cir. 1995).

Employees of a private corporation operating a detention facility in Rhode Island are not
“investigative or law enforcement officers’ for purposes of 2510(5)(a)(ii). Huguenin v. Ponte,
29 F. Supp.2d 57 (D. R.I. 1998); U.S. v. Faulkner, 323 F. Supp.2d 1111 (D. Kan. 2004)(citing

Huguenin).

Prison inmates impliedly consent to the interception of their telephone calls when the inmates
are fully informed of the monitoring and recording system, and notices posted above phones
explicitly state that use of the institutional phones constitutes consent to monitoring. U.S. v.
Footman, 215 F.3d 145 (1st Cir. 2000)(prisoners have no per se constitutional right to use a
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telephone; thereislittle reason to believe that Congress was concerned with the privacy interests
of prison inmates); U.S. v. Workman, 80 F.3d 688 (2d Cir. 1996) (prisoner's telephone calls were
recorded on cassette from the start of hisincarceration, and sent to law enforcement officials for
use in an ongoing criminal investigation. Between March 1991 and July 1992, prison officials
recorded approximately 1,000 separate conversations.); Gilday v. Duboais, 124 F.3d 277 (1st Cir.
1997) (prisoner had to consent in writing before using monitored prison telephone system and
parties were not connected unless call recipient responded appropriately to automatic recorded
message advising that call would be recorded). U.S. v. Van Poyck, 77 F.3d 285 (9th Cir. 1996);
U.S. v. Jones, 2003 WL 463444 (9th Cir.)(unpublished) (following Van Poyck; pretrial
detainees); U.S. v. Gangi, 2003 WL 190822 (10th Cir.)(following reasoning in Van Poyck); U.S.
v. Willoughby, 860 F.2d 15 (2d Cir. 1988); U.S. v. Amen, 831 F.2d 373 (2d Cir. 1987); U.S. v.
Hammond, 286 F.3d 189 (4th Cir. 2002); U.S. v. Apostolopuos, 2005 WL 2482525 (S.D.N.Y.);
U.S. v. Sutton, 2004 U.S. Dist. LEXIS 27743 (W.D. Ky.); U.S. v. Faulkner, 323 F. Supp.2d 1111
(D. Kan. 2004); U.S. v. Rivera, 292 F. Supp.2d 838 (E.D. Va. 2003) (applying Hammond; not
unreasonable for prison to compel defendant to make the choice between monitoring and no
phone use; the distinction between acquiescence and consent would only be persuasive if
defendant had a right to unmonitored telephone calls); U.S. v. Lombardo, 1999 U.S. Dist. LEXIS
7078 (S.D.N.Y.); U.S. v. Gotti, 42 F. Supp.2d 252 (S.D.N.Y. 1999); U.S. v. Rohlsen, 968 F.
Supp. 1049 (D. V.I. 1997); U.S. v. Perez, 940 F. Supp. 540 (S.D.N.Y. 1996); U.S. v. Escobar,
842 F. Supp. 1519 (E.D.N.Y. 1994); U.S. v. Heatly, 994 F. Supp. 483 (S.D.N.Y. 1998); U.S. v.
Kee, 2000 WL 760098 (S.D.N.Y.); U.S. v. Kaczowski, 114 F. Supp.2d 143 (W.D.N.Y. 2000).

InU.S. v. Horr, 963 F.2d 1124 (8th Cir. 1992), the Eighth Circuit affirmed the district court's
denial of aprisoner defendant's motion to suppress tapes of monitored prison telephone calls.
The district court based its decision on 2510(5)(a)(ii). The appellate court, however, based its
affirmance on implied consent, 2511(2)(c), rather than 2510(5)(a)(ii).

The BOP' s warrantless recording of an inmate’ s telephonic communications was permissible
under both the “law enforcement” (2510(5)(a)(ii)) and “consent” (2511(2)(c)) exceptionsto Title
[11, and the FBI was free to use these intercepted conversations once they were excepted under
the provisions of Title I1l. The FBI obtained the tapes from the BOP by means of a subpoena.
U.S. v. Hammond, 286 F.3d 189 (4th Cir. 2002)(included “law enforcement” exception as well
as “consent” exception under the Seventh Circuit’ s reasoning in In re High Fructose that Title 111
exemption isfor the entirety of Titlelll). Seeaso U.S. v. Acklin, 2003 U.S. App. LEXIS 15437
(4th Cir.)(unpublished)(citing Hammond); U.S. v. Rivera, 292 F. Supp.2d 838 (E.D. Va. 2003)
(citing Hammond).

Theissue of what constitutes "implied consent” in the context of the prison telephone monitoring
system has not yet been directly addressed by the First Circuit. It may reasonably be argued that
"implied consent" in this sense is not afree and voluntary consent. Langton v. Hogan, 71 F.3d
930 (1st Cir. 1995). Seedso, U.S. v. Lanoue, 71 F.3d 966 (1st Cir. 1995).

Recordings focused on a particular inmate, made to gather evidence in a criminal investigation
rather to advance prison security; made on separate cassettes, rather than on the reel-to-reel
containing al inmate calls; conducted for more than a year; and sent to the Buffalo Police and
the FBI for use in an ongoing criminal investigation was not monitoring by "alaw enforcement
officer in the ordinary course of his duties’ under 2510(5)(a)(ii). U.S. v. Green, 842 F. Supp. 68
(W.D.N.Y. 1994) (tapes nevertheless held to be admissible under theory of implied consent;
affirmed on appeal in U.S. v. Workman, 80 F.3d 688 (2d Cir. 1996)). Seeaso U.S. v. Lanoue,
71 F.3d 966 (1st Cir. 1995).
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The law enforcement exception does not exempt from liability the recording of private or
privileged conversations where neither caller consented to the recording. In re State Police
Litigation, 888 F. Supp. 1235 (D. Conn. 1995).

The government's jailhouse nonconsensual taping of a prisoner's "confession” to apriest was a
violation of the Religious Freedom Restoration Act (RFRA) (held unconstitutional by Supreme
Court on 6/25/97) and the Fourth Amendment. Since the taping was done in the ordinary course
of duty of the law enforcement officer (jailor) (18 U.S.C. 2510(5)(a)), the mens rearequired for
aviolation of 2511 was not present and therefore the prosecutor's retention of the intercepted
confession was not aviolation of 2511. This case was remanded for appropriate injunctive relief
barring any future interception of confidential communications between a prisoner and a
member of the clergy in the member's professiona capacity. Mockaitis v. Harcleroad, 104 F.3d
1522 (9th Cir. 1997).

In U.S. v. Moody, 977 F.2d 1425 (11th Cir. 1992), the court denied Moody's contention that
Title Il monitoring of hisoral communications in his prison cell violated his Fifth Amendment
rights against self-incrimination and to due process.

A person seated in apolice car does not have a reasonable expectation of privacy under 18
U.S.C. 2510, et seg., nor the Fourth Amendment. U.S. v. McKinnon, 985 F.2d 525 (11th Cir.
1993); U.S. v. Clark, 22 F.3d 799 (8th Cir. 1994); U.S. v. Turner, 209 F.3d 1198 (10th Cir.
2000)(whether person isin custody does not materially affect an expectation of privacy in a
police car); U.S. v. Zuniga-Perez, 2003 WL 21386434 (10th Cir.)(unpublished)(applying Turner;
defendants in custody and Mirandized; no interrogation); Grossv. Taylor, 1997 WL 535872
(E.D. Pa. 8/5/97) (police officers on duty in patrol car do not have reasonable expectation of
privacy or non-interception); U.S. v. Fabian, 2005 WL 2043008 (D. Vt.) (citing Clark and
Turner; police car unmarked but defendant was informed that he was sitting in a police vehicle).

Suspect's words spoken into mouthpiece of phone during call from police station were oral
communications as recorded by police on hidden tape recorder at the police station. That the
suspect believed his conversation in Thai would not be understandable to nearby police officer
was of no help to the suspect because the statute [2518(2)] protects an oral communication only
if thereisajustifiable expectation that the communication is"not subject to interception.”

Police officer was standing three feet away. A television camerawas suspended from the ceiling
about eight feet from the telephone and pointed toward the phone. Siripongs v. Calderon, 35
F.3d 1308 (9th Cir. 1994).

Suspect implicitly consented to the monitoring of his telephone conversations conducted on an
extension telephone at the police station after a detective first dialed the number from another
extension and told the person answering the phone that the suspect was on the line. In view of
the circumstances, he could not have expected the cals to be private or confidential. More
importantly, he believed that the detective was listening and even addressed the detective
directly, mocking him. He chose to speak to his mother and girlfriend nonetheless. In addition,
the ordinary course of the Police Department's businessis law enforcement, and, in the
circumstances here, the detective’s use of the extension phone to listen in on the conversation of
a suspect who could not have reasonably expected privacy was not inconsistent with the ordinary
course of the Police Department's business. 18 U.S.C. 2510(5)(a)(i). Kirby v. Senkowski, 141 F.
Supp.2d 383 (S.D.N.Y. 2001).

Prisoner's telephonic and holding cell conversations overheard by guarding officer who was
within earshot were not "oral communications' as defined in 2510(2). In any event, because the
officer used no electronic or mechanical device when he overheard defendant’s conversations,

25



there was no interception as defined in 2510(4). U.S. v. Vellleux, 846 F. Supp. 149 (D.N.H.
1994).

Police officers whose utterances were tape-recorded during their use of excessive force against a
prisoner in apublic jail had no objectively reasonable expectation that their communications
would not be intercepted and therefore their intercepted words were not "oral communications'
asdefined in 18 U.S.C. 2510(2). Angel v. Williams, 12 F.3d 786 (8th Cir. 1993); Seealso U.S.
V. Harrelson, 754 F.2d 1153 (5th Cir. 1985) (wife visiting husband in prison).

Because the marital communications privilege protects only communications madein
confidence, the privilege does not apply with regard to communications between husband and
wife when one of the spousesisincarcerated. U.S. v. Madoch, 149 F.3d 596 (7th Cir. 1998)
(telephone calls on prison phone); See also U.S. v. Harrelson, 754 F.2d 1153 (5th Cir. 1985)
(wife visiting husband in prison).

During "no-contact” visits at a private pretrial detention facility (CCA), inmates and visitors sit
in different rooms, separated from each other by clear glass. Each visiting station is separated
from the adjacent ones by cement block partitions. Visitors communicate with prisoners through
an internal communication device that physically resembles a telephone handset. The device,
however, isan entirely internal system connecting only the two visiting rooms. It is not
connected to any facility capable of transmitting interstate or foreign communications. 18 U.S.C.
2510(1). Accordingly, the visitation conversations are not “wire communications’ protected by
the federa wiretap law. Although the inmate and his visitor at a private pretrial detention
facility claim to have believed that their conversations were private and could not be overheard,
any expectation of privacy was objectively unreasonable under the circumstances.

Prison inmates necessarily have reduced privacy rights because of the nature of incarceration and

the myriad of institutional needs and objectives of prison facilities. Hudson v. Palmer, 468 U.S.

517,524, 82 L. Ed. 2d 393, 104 S. Ct. 3194 (1984); Wolff v. McDonnell, 418 U.S. 539, 555,41 L.

Ed. 2d 935, 94 S. Ct. 2963 (1974). We agree with the district court's conclusion that CCA had

legitimate security reasons for monitoring the conversations and that the recordings were not made

in an attempt to gather evidence about the robberies or the murder. Because CCA's practice of

monitoring and recording prisoner-visitor conversations was a reasonable means of achieving the

legitimate institutional goal of maintaining prison security and because those conversing in a

prison setting are deemed to be aware of the necessity for and the existence of such security

measures, we agree with the district court that the defendants' rights were not violated by the

introduction of the recordings. . .

The practice of monitoring conversations reflects CCA's efforts to ensure a high level of

security in its facility, and there is no reason to believe that a visitor who converses with an

incarcerated person has any more reasonable basis for his expectation that the conversation will

remain private than has the inmate.

U.S. v. Peoples, 250 F.3d 630 (8th Cir. 2001).

The prosecutor does not have an obligation under Brady or the Jencks Act to retrieve, review, or
disclose information (BOP tel ephone tape recordings) possessed by other government agencies
that have no involvement in the investigation or prosecution at issue. The prosecutor need not
conduct open-ended fishing expeditions of unrelated files. The defense did not make a sufficient
materiality showing regarding the BOP tapes. Under the Jencks Act, the phrase “in the
possession of the United States’ refers to possession by the prosecutorial arm of the federal
government. In this case, even if the BOP recorded communications related to the witnesses
testimony, the BOP was not part of the prosecutorial arm of the federal government as it was not
involved in either the investigation or the prosecution of the defendants. U.S. v. Merlino, 2003
WL 22664513 (3d Cir.).
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Cellular Phones Seized Incident to Arrest

An arrestee has a legitimate expectation of privacy in the fact that calls were received and in the
identity of callersto his cellular telephone that has been lawfully seized as evidence incident to
his arrest, but government agent’s answering of the arrestee’ s cellular telephone without a
warrant in the period before arraignment--so long as the arraignment itself is not unreasonably
delayed--is presumptively reasonable and does not violate the Fourth Amendment. U.S. v. De
LaPaz, 43 F. Supp.2d 370 (S.D.N.Y. 1999) (contains good analysis of jurisprudence regarding
pager searches and tel ephones answered by police during execution of search warrants). But cf.
U.S. v. Kim, 803 F. Supp. 352 (D. Hawaii 1992) (holding that a DEA agent who answered two
callsto acellular telephone more than two days after the phone had been seized pursuant to
federal forfeiture law (not for any investigatory purpose), was not a party to the communications
for the purposes of consent under 2511(2)(c) and therefore the calls and derivative evidence
must be suppressed).

“Because the cell phone was seized incident to the arrest of the defendants, it is properly within
the scope of an inventory search. The separate question is whether it was permissible for officers
to note the numbers of incoming phone calls stored in the cell phone memory. In this case, the
evidence indicated that exigent circumstances justified retrieva of the phone numbers.”
Subsequent incoming calls can cause the deletion or overwriting of earlier stored numbers. “This
can occur whether the phoneis on or off, so it isirrelevant whether the defendant or the officers
turned on the phone. The Court concludes that under these circumstances, the agent had the
authority to immediately search or retrieve, as a matter of exigency, the cell phone’s memory of
stored numbers of incoming phone cals, in order to prevent the destruction of this evidence. . .
The Court further concludes that the phone numbers stored in the memory of the cell phone are
not a“ communication” subject to the requirements of the ECPA.. . . Recorded phone numbersin
acell phone’s memory are not the contents of acommunication.” U.S. v. Parada, 289 F. Supp.2d
1291 (D. Kan. 2003)(citing Meriwether and Reyes (see below)).

Pagers Seized Incident to Arrest

Seizure of defendant's telephone number from pager was within scope of search warrant for
telephone numbers of suppliers, customers, and couriers; (2) defendant failed to show that he
had a subjective expectation of privacy in atelephone number he sent blindly to whomever
happened to be in possession of the pager; (3) there was no "interception” by the law
enforcement agent within the meaning of The Electronic Communications Privacy Act. U.S. v.
Meriwether, 917 F.2d 955 (6th Cir. 1990).

Regarding Meriwether, the following appears at footnote 20 of a January 3, 1996 Southern
District of New Y ork opinion denying suppression of "searches" of digital paging devices seized
pursuant to arrest and consensual search, and suppressing a"search” of a pager seized pursuant
to a defective search warrant:

Reyes correctly points out what may be perceived as flaws in the reasoning of the Meriwether court.
For one thing, the court enumerates several rationales for deciding that pressing a pager button is not
an interception under the ECPA, but does not specify which rationale it adopts. The reasons the court
gives include that: (i) retrieval of a number from a pager's memory is not an interception because the
transmission of the number to the pager had ceased; (ii) the agent who pressed the pager button
became a party to the communication, and there can be no interception when a party to a
communication records that communication; and (iii) the agent did not acquire the contents of the
communication by a proscribed method, that is, by electronic, mechanical or other device as
proscribed by the definition of "intercept” (simply pressing the digital display button and then visually
observing the telephone numbers, the court stated, did not constitute the use of an electronic,
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mechanical or other device). Meriwether, 917 F.2d at 960. With regard to the third rationale, this
Court agrees with Reyes that in fact pressing a button on the pager does constitute the use of an
electronic or mechanical device. However, the Court is constrained by the use of the word 'transfer' in
the definition of 'electronic communication,' and is persuaded by the reasoning of the Steve Jackson
court on thisissue."

U.S. v. Reyes, 922 F. Supp. 818 (S.D.N.Y. 1996)(footnote 20). Seealso U.S. v. Moriarty, 962 F.
Supp. 217 (D. Mass. 1997).

In U.S. v. Chan, 830 F. Supp. 531 (N.D. Cal. 1993), a DEA agent seized a pager from the person
of the defendant incident to arrest. The agent then activated the pager's memory, retrieving
certain telephone numbers that tied the defendant to an undercover heroin sale that had just been
completed by a codefendant. No heroin was found on the defendant and no warrant was
obtained to seize the pager or activate the pager's memory. Judge Jensen noted that an officer's
authority to possess a package is distinct from his authority to examine its contents. U.S. v.
David, 756 F. Supp. 1385 (D. Nev. 1991) (exigent circumstances that justified government
agent's warrantless seizure of defendant's computer memo book during interview with defendant
did not also justify agent's search of book's contents; agent seized book after he observed
defendant attempt to delete information and had ample opportunity to obtain search warrant
following seizure.) Thejudge declined to apply the reasoning of U.S. v. Meriwether, 917 F.2d
955 (6th Cir. 1990) because the instant case, unlike Meriwether, deals with the privacy rights of
the person in possession of the pager. "In contrast to the transmitter of a message to a pager, the
possessor of the pager has control over the electronically stored information. The expectation of
privacy in an electronic repository for personal datais therefore analogousto that in a personal
address book or other repository for such information.” The court cited U.S. v. Blas, 1990 WL
265179 (E.D. Wis.) asthe only federal case which addresses the privacy rights of apersonin
possession of apager. In Blas, the court suppressed tel ephone numbers a government agent
obtained from defendant's pager, ruling that the defendant's consent to "look at" the pager did not
extend to the contents of the pager. The judge in Chan said that the defendant's expectation of
privacy in the seized pager is analogous to that of the defendant in Blas. "While the instant case
does not revolve around a consent issue, the court concurs with the reasoning in Blas and finds
that Chan had a reasonable expectation of privacy in the contents of the pager's memory." The
court said that although there was no danger that Chan would in any way produce a weapon from
the pager, and probably no threat that he would access the pager to destroy evidence, the court is
unwilling to characterize a search conducted within minutes of arrest as "remote in time and
space," and therefore, U.S. v. Chadwick, 433 U.S. 1 (1977) is not controlling. Finally, the court
stated that Chan's expectation of privacy was destroyed as the result of avalid search incident to
an arrest; that the general requirement for awarrant prior to the search of a container does not
apply when the container is seized incident to arrest, New Y ork v. Belton, 453 U.S. 454 (1981);
and therefore, the search conducted by activating the pager's memory isvalid. "Asthevalid
search of the pager incident to Chan's arrest destroyed Chan's privacy interest in the pager's
contents, the Court need not address the government's arguments concerning exigent
circumstances."”

U.S. v. Ortiz, 84 F.3d 977 (7th Cir. 1996):

Chan found that the retrieval of telephone numbers from a pager's memory immediately upon arrest is
not so "remote" from the arrest that it falls within the exception of Chadwick . ... We agree with this
analysis. . . . Because of the finite nature of a pager's electronic memory, incoming pages may destroy
currently stored telephone numbersin a pager's memory. The contents of some pagers also can be
destroyed merely by turning off the power or touching a button . ... See, e.g., United Statesv.
Meriwether, 917 F.2d 955, 957 (6th Cir.1990). Thus, it isimperative that law enforcement officers
have the authority to immediately "search” or retrieve, incident to avalid arrest, information from a
pager in order to prevent its destruction as evidence. The motion to suppress was properly denied.
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The warrantless search and retrieva of telephone numbers from a pager found on defendant's
person at the time of his arrest was justified as incident to avalid arrest. U.S. v. Lynch, 908 F.
Supp. 284 (D. V.I. 1995). Seeaso U.S. v. Reyes, 922 F. Supp. 818 (S.D.N.Y. 1996).

A police officer does not need a warrant to "search” alawfully seized electronic pager by
activating the display mechanism to reveal incoming telephone numbers that he has probable
cause to believe belong to drug customers. The possibility that the numbers would be lost or
become useless to investigators created exigent circumstances sufficient to justify the
warrantless intrusion into what the court recognized as legitimate privacy interests surrounding
the device. Peoplev. Bullock, 277 Cal. Rptr. 63 (1990).

Police Department's use of "clone pagers' to intercept numeric transmissions to suspect's digital
display pagers pursuant to state court "pen register" order cannot be considered the use of a"pen
register" within the meaning of the ECPA, but was an unauthorized interception of electronic
communications under 18 U.S.C. 2511. Brown v. Waddell, 50 F.3d 285 (4th Cir. 1995).

(". . . the Brown holding reinforces this Court's conclusion that for purposes of the ECPA, an
"interception” must acquire data simultaneously with the transmission of the data. [A] search
warrant, rather than a court order, is required to obtain access to the contents of a stored
electronic communication.” The same exceptions to the warrant requirement apply to this
section (2703(a)) as apply to any other warrantless search. U.S. v. Reyes, 922 F. Supp. 818
(S.D.N.Y. 1996).) Seedso U.S.v. Moriarty, 962 F. Supp. 217 (D. Mass. 1997).

Beepers

Fourth amendment not implicated. U.S. v. Knotts, 460 U.S. 276 (1983). However, warrantless
monitoring of a beeper located in a private residence may violate the fourth amendment rights of
persons having a reasonabl e expectation of privacy in theresidence. U.S. v. Karo, 468 U.S. 705
(1984).

Tracking device was placed in international shipment of heroin while at Customs areafield
office at Dulles Airport in Northern Virginia pursuant to a warrant issued by a federal magistrate
judgein the District of Columbia. Government, at oral argument, agreed that 3117 does not
empower the court to authorize installation of the tracking device outside its jurisdiction.

The court noted:

In fact, the statute does not appear to authorize installation of atracking device at all. On its
face, the statute is addressed to a court already "empowered" by some other authority to issue an
order for the installation of such a device. The statute merely permits such an otherwise-
empowered court to authorize the use of that device both inside the jurisdiction and outside the
jurisdiction if the installation is made inside. See also SEN. REP. NO. 99-541, at 33-34 (1986).
Before section 3117 was enacted in 1986, courts relied on Federal Rule of Criminal Procedure 41
for the power to issue search warrants authorizing the installation and use of tracking devices. See
In re Application of the United States ("White Truck"), 155 F.R.D. 401, 402-03 (D. Mass. 1994)
(discussing historical practice); cf. United Statesv. New York Tel. Co., 434 U.S. 159, 169-70, 54 L.
Ed. 2d 376, 98 S. Ct. 364 (1977) (holding Rule 41 broad enough to authorize installation and use
of pen registers). At the time, however, Rule 41 only authorized warrants issued by "a federal
magistrate ... within the district wherein the property or person sought is located," thus rendering
uncertain a court's power to issue a warrant permitting the continued use of a mobile tracking
device after it (and the container in which it had been placed) left the district. FED. R. CRIM. P.
41(a) (1986); see Clifford Fishman, Electronic Tracking Devices and The Fourth Amendment:
Knotts, Karo, and the Questions Still Unanswered, 34 CATH. U. L. REV. 277, 375 (1985). Section
3117 resolved that uncertainty by providing the necessary authority. See White Truck, 155 F.R.D.
at 403. In 1990, Rule 41 itself was amended to permit a magistrate to issue a search warrant not
only for property within the judicial district, but also for property "either within or outside the
district if the property ... is within the district when the warrant is sought but might move outside
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the district before the warrant is executed.” FED. R. CRIM. P. 41(a); see also id. Advisory
Committee's note on 1990 amendment (suggesting that amendment provides authority for issuance
of warrant to follow beeper across state lines).

The government, however, did not require awarrant to authorize its conduct in this case because
there was no privacy interest in the shipment once government officers legally opened the
international shipment and identified theillegal contents. The tracking of the container on the
public roads does not violate the Fourth Amendment when it reveal s no information that could
not have been obtained through visual surveillance. In this case the defendant was observed as he
picked up the heroin shipment at a Mail Boxes Etc. in Washington, D.C. U.S. v. Gbemisola, 225
F.3d 753 (D.C. Cir. 2000).

DEA'’s capture of defendant’s cell-site data did not violate the defendant’ s Fourth Amendment or
Title I rights. Assuming without deciding that cell-site data fits within the definition of
“electronic communication,” the Court points out that suppression is not a permissible statutory
remedy under Title Il for theillegal interception of an electronic communication. 18 U.S.C.
2510(2)(c). (The Court finds that a strong argument exists that cell-site datais not aform of
communication at al, inthat it is not amessage and it is not exchanged between individuals, but
isjust data sent from a cellular phone tower to the provider’s computers.) Under the rational e of
U.S. v. Knotts, 460 U.S. 276 (1983), the defendant has no legitimate expectation of privacy in
the cell-site data because a person has no reasonabl e expectation of privacy regarding his travel
on public thoroughfares, and the surveillance agents could have obtained the same information
by following the defendant’s car on the public highways. DEA simply used the cell-site datato
“augment” sensory faculties, which is permissible under Knotts. Defendant’ s argument that
DEA'’s use of the defendant’ s cell-site data effectively turned his cell phone into atracking
device within the meaning of 18 U.S.C. 3117, undermines the defendant’ s contention that
suppression is appropriate under Title [11. The definition of “electronic communication,” 18
U.S.C. 2510(12)(C), excludes “any communication from atracking device (as defined in section
3117 of thisTitle)” and thereby removes such tracking device communications from Title 111
coverage. Assuming, moreover, that the defendant is correct in his assertion that his phone was
used as atracking device, § 3117 does not provide a suppression remedy. See U.S. v. Gbemisola,
225 F.3d 753, 758 (D.C. Cir. 2000), where the court observed that, in contrast to other statutes
governing el ectronic surveillance, 8 3117 "does not prohibit the use of atracking devicein the
absence of conformity with the section.... Nor does it bar the use of evidence acquired without a
section 3117 order.” (Emphasisin original.) The Court finds Gbemisola to be persuasive and
likewise concludes that § 3117 does not provide abasis for suppressing the cell-site data
Defendant attempted to distinguish his case from Smith v. Maryland, 442 U.S. 735 (1979) in that
he did not voluntarily convey his cell-site data to anyone, and did not in fact use his cell phone.
The agent dialed defendant’ s cell phone and the dialing caused the phone to send signalsto the
nearest cell tower. The Court, however, finds that the distinction between the cell-site data and
the defendant’ s location is not legally significant under the particular facts of this case. The cell-
site datais ssmply a proxy for the defendant’ s visually observable location as to which the
defendant has no legitimate expectation of privacy. The Supreme Court's decision in Knottsis
controlling. The DEA agents did not conduct a search within the meaning of the Fourth
Amendment when they obtained the defendant’ s cell-site data. U.S. v. Forest, 355 F.3d 942 (6th
Cir. 2004).

The Government’ s placement of two magnetized electronic tracking devices (gps device and
Birddog beeper) on the undercarriage of defendant’ s vehicle parked in defendant’ s driveway
outside the curtilage of his residence did not violate the Fourth Amendment. Assuming the
officers committed a trespass by walking into the open driveway, there was no demonstration of
alegitimate expectation of privacy cognizable under the Fourth Amendment in this portion of
the defendant’ s property. “ The existence of a physical trespassis only marginally relevant to the
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guestion of whether the Fourth Amendment has been violated, however, for an actual trespassis
neither necessary nor sufficient to establish a constitutiona violation.” U.S. v. Karo, 468 U.S.
705 (1984). No seizure occurred because the officers did not meaningfully interfere with the
defendant’ s possessory interest in the vehicle. U.S. v. Mclver, 186 F.3d 1119 (9th Cir. 1999).

Postal Inspectors' use of an e ectronic tracking device to monitor movement of a stolen mail
pouch that defendant placed in his van did not constitute a search within the ambit of the Fourth
Amendment. "We believe it would be a mistake, and a misreading of the Supreme Court's
guidance in Knotts and Karo, to analyze this question solely in terms of the defendant's privacy
expectation in the interior of his own van." The beeper was concealed in amail pouch that
belonged to the government and in which the defendant had no expectation of privacy
whatsoever. The defendant stole the mail pouch and hid it in hisvan. U.S. v. Jones, 31 F.3d
1304 (4th Cir. 1994).

18 U.S.C. 3117 provides that court order may authorize use of beeper within and without the
jurisdiction of the court if beeper isinstalled within the jurisdiction of the court.

Cordless Telephones

The radio portion of a cordless telephone communication is a protected wire or electronic
communication under Titlelll. Pub.L. No. 103-414 (10/25/94), amending 18 U.S.C. 2510(1) &
(12).

Exception for "radio portion” of cordless telephone communication applies to both sides of the
conversation, because only the radio portion was intercepted. Inre Askin, 47 F.3d 100 (4th Cir.
1995); McKamey v. Roach, 55 F.3d 1236 (6th Cir. 1995); See also Pricev. Turner, 260 F.3d
1144 (9th Cir. 2001)(agreeing with McKamey that prior to 1994, the Wiretap Act permitted,
without exception the interception of the radio portion of cordless phone communications).

Section 2520 applies to all cordless telephones regardless of their sophistication. Spetalieri v.
Kavanaugh, 36 F. Supp.2d 92 (N.D.N.Y. 1998) (calls by head of police narcotics unit to cordless
user intercepted by scanner); Tapley v. Callins, 41 F. Supp.2d 1366 (S.D. Ga. 1999) (police chief
intercepted cordless calls on scanney).

Although defendant police officer’ s interception of the cordless tel ephone communications of
plaintiff during adrug investigation in 2000 viol ated federal law (cordless tel ephone exemption
removed from Title Il in 1994), the good faith defense in 18 U.S.C. 2520(d) excuses the
defendant from liability because he relied in good faith on a Tennessee court order issued in
accordance with state law, and he received verification of its propriety from alocal assistant
district attorney. Because the law regarding Fourth Amendment applicability to cordless
telephone communications is not “clearly established” (neither the Supreme Court nor the Sixth
Circuit has specifically addressed the issue), and because he was acting pursuant to a court order
under state law, and with the endorsement of an assistant district attorney, the defendant has
qualified immunity from liability if there was a Fourth Amendment violation. Frierson v. Goetz,
2004 U.S. App. LEXI1S 10037 (6th Cir.) (unpublished).

A cordless telephone communi cation between two men conspiring to commit murder was
reported to the police by a neighbor who illegally intercepted the cordless communication. The
conspirators were convicted in state court. One pleaded guilty and testified against the other. The
one who stood trial was unsuccessful in his attempt to exclude al testimony by his coconspirator
as derivative of theillegal interception. The Ninth Circuit affirmed the district court’s denial of
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the defendant’ s habeas petition. “ Assuming that the interception of the cordless telephone
conversation between Rogers and Lord violated Title Il and that Rogers testimony at trial was
sufficiently connected to the illegal interception to constitute a "fruit of the poisonous tree"
(issues we do not decide in this case), Lord's Title Il claim is not cognizable under the standards
for federal habeas review, because the claim does not involve an "error of the character or
magnitude” to justify habeasrelief. Lord v. Lambert, 347 F.3d 1091 (9th Cir. 2003).

Illegal interception of the radio portion of a cordless telephone communication is penalized
under the same scheme as that applied to the illegal interception of the radio portion of acellular
telephone communication. The offense is considered to be an "infraction” (subject to afine of
not more than $5000; 18 U.S.C. 3559(a)(9) and 3571(b)(7)) if it isafirst offense not for a
tortious or illega purpose, not for commercia advantage or private commercial gain, and the
intercepted radio communication was not encrypted, scrambled or transmitted using modulation
techniques the essential parameters of which have been withheld from the public with the
intention of preserving the privacy of such communication. 18 U.S.C. 2511(4)(b).

Thermal Imaging

In a case involving the government’ s warrantless use of infrared imaging to detect unusual
amounts of heat emitted from a house believed to contain a marijuana growing operation, the
Supreme Court protected traditional Fourth Amendment notions of privacy in the home from
encroachment by the government’ s warrantless use of high tech surveillance devices. Theruling
islimited to private homes and to surveillance devices “not in general public use,” so there will
be opportunities for the Court to generate additional permutations to the complex field of Fourth
Amendment jurisprudence. Held: “Where, as here, the Government uses adevicethat isnot in
genera public use, to explore details of a private home that would previously have been
unknowable without physical intrusion, the surveillance is a Fourth Amendment "search,” and is
presumptively unreasonable without awarrant.” Kyllov. U.S., 533 U.S. 27 (2001) (Scalia
writing for the mgjority, joined by Thomas, Breyer, Ginsburg and Souter).
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Seizures by Rule 41 Warrant

"Sneak and Peek" Warrant

Warrant providing for notice within seven days satisfies constitutional standards. U.S. v. Freitas,
800 F.2d 1451 (9th Cir. 1986)(house-methamphetamine operation)(Freitas ). The constitutional
infirmity did not emanate from the surreptitious nature of the entry, or even from the fact that the
warrant failed to provide for contemporaneous notice. Rather, it was based on a distinction

between post-search notice and no notice. U.S. v. Freitas, 856 F.2d 1425 (9th Cir. 1988) (Freitas

).

Warrants should require seven-day notice absent a strong showing of necessity. U.S. v. Johns,
948 F.2d 599 (9th Cir. 1991)(storage | ocker-methamphetamine precursors).

Covert entry searches for intangibles are permissible if police officers have made showing of
reasonabl e necessity for dispensing with advance or contemporaneous notice of search and if
officers give appropriate person notice of search within reasonable time after covert entry; asan
initial matter, the issuing court should not authorize a notice delay of longer than seven days.
Each extension of the notice delay period should be based on a fresh showing of need for further
delay. (Two month delay in seven-day increments.) U.S. v. Villegas, 899 F.2d 1324 (2d Cir.
1990)(farm-cocaine lab); U.S. v. Ludwig, 902 F. Supp. 121 (W.D. Tex. 1995)(storage locker-
cocaine)(reasonabl e necessity shown for notice delay).

A sneak and peek warrant to examine defendant’ sincoming and outgoing mail at the MCC was
granted pursuant to Villegas and related cases, and the delay notice was limited to the maximum
period of seven days specified in Villegas. The government mistakenly failed to request an
extension of the original order when it applied eight times (before eight different magistrate
judges) to obtain additional seven day delays of notice. Thelack of authorization to continue the
search cannot have operated to the defendant’ s prejudice because each application for delay of
notice contained enough evidence to have justified continued authorization. This case isagood
candidate for not applying the exclusionary rule because the government appears to have
believed that it was complying with the requirements of the Fourth Amendment, and did comply
with the important requirement of presenting evidence of probable cause to a neutral magistrate.
“Mistakes were made, as the morally anemic like to say; but that isal they were -- mistakes.
The evidence should not be suppressed merely because, in Judge Cardozo’ s craftily quaint
phrase, ‘the constable has blundered.”” To remedy excessive copying of the defendant’s mail,
the court required the government to forward to the court for sealing all correspondence copied
other than those letters proffered to the magistrate judges, and to keep no additional copies of
any such correspondence. U.S. v. Heatley, 41 F. Supp.2d 284 (S.D.N.Y. 1999).

The good faith exception to the exclusionary rule applies to sneak and peek search warrants.
U.S. v. Ludwig, 902 F. Supp. 121 (W.D. Tex. 1995).

U.S. v. Pangburn, 983 F.2d 449 (2d Cir. 1993)(storage | ocker-methamphetamine precursors)
held: "We prefer to root our notice requirement in the provisions of Rule 41 rather than in the
somewhat amorphous Fourth Amendment 'interests’ concept developed by the Freitas | court.
The Fourth Amendment does not deal with notice of any kind, but Rule 41 does. Itisfrom the
Rule's requirements for service of a copy of the warrant and for provision of an inventory that we
derive the requirement of notice in cases where a search warrant authorizes covert entry to
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search and to seizeintangibles." This Rule 41 violation should not call forth the application of
the exclusionary rule because there was no prejudice to the defendant and the executing officers
did not intentionally disregard the notice requirement.

During the execution of a*sneak and peek warrant” at a storage locker, the officers briefly
removed weapons from a duffel bag found within the locker, tested them for operability and took
them out to the street and photographed them. This behavior did not constitute a“seizure” in
violation of 18 U.S.C. 3103a(b)(2) or the sneak and peek warrant’s prohibition of the seizure of
any tangible property. There was no “meaningful interference with” the defendant’ s “possessory
interests” in the weapons. Even if the complained of activity constituted a“seizure” in violation
of the warrant, the evidence need not be suppressed under the “independent source doctrine.” A
conventional search warrant was obtained later the same day. Once the weapons were found
during the initial sneak and peek, the second warrant was inevitable and would have occurred
whether or not the weapons were removed to the street and tested and photographed. U.S. v.
Mikos, 2003 WL 22462560 (N.D. Ill.)(storage locker-evidence relevant to health fraud and
murder).

Video Surveillance
USAM 9-7.200

Seven circuits, recognizing that video surveillance does not fal within the letter of Title I11, have
applied certain of the higher constitutional standards of Title Ill (e.g., necessity and
minimization) to video surveillance warrants. U.S. v. Williams, 124 F.3d 411 (3d Cir. 1997);
U.S. v. Fals, 34 F.3d 674 (8th Cir. 1994); U.S. v. Koyomejian, 970 F.2d 536 (9th Cir. 1992) (en
banc); U.S. v. Cuevas-Sanchez, 821 F.2d 248 (5th Cir. 1987) (quoting George Orwell's 1984) (in
defendant's home); U.S. v. Biasucci, 786 F.2d 504 (2d Cir. 1986) (in business office); U.S. v.
Torres, 751 F.2d 875 (7th Cir. 1984) (in terrorist safe houses); U.S. v. Mesa-Rincon, 911 F.2d
1433 (10th Cir. 1990) (in warehouse).

Title Il has no application to video surveillance. U.S. v. Westberry, 2000 U.S. App. LEXIS
15064 (6th Cir.) (unpublished) (citing Torres).

The Fourth Amendment protects citizens from secret video surveillance in another person’s hotel
room without awarrant or the consent of a participant in the monitored activity. The Ninth
Circuit affirmed the lower court’ s suppression of that part of the government’s hidden video
surveillance of motel room drug activities that occurred after consenting informants left the
room. The severity of the governmental intrusion isimportant in determining the legitimacy of a
citizen’ s expectation of privacy in aparticular place. The court declined to apply Minnesotav.
Carter, 525 U.S. 83 (1998) because the intrusion there was merely a police officer’ s visual
observation through a ground floor apartment window. In support of its position that the nature
of the intrusion may affect the legitimacy of an expectation of privacy, the court cites various
cases before and after Carter, including the Supreme Court’ s recent opinion in Bond v. U.S., 529
U.S. 334 (2000) wherein the Court held that an agent’ s warrantless manipulation of a bus
passenger’ s bag in an overhead compartment violated the Fourth Amendment, because the
defendant had a reasonabl e expectation that he would not be subjected to such a severe intrusion
(tactile observation) into his privacy. U.S. v. Nerber, 222 F.3d 597 (9th Cir. 2000).

Consensual audio/video recordings conducted only during the consenting informant’ s presence
in ahotel room rented by the informant were admissible because the audio recordings were
within the 18 U.S.C. 2511(2)(c) exception for consensua monitoring and the consensual video

34



monitoring did not offend the Constitution. Applying Nerber (see above) to the video recordings,
the Court did not decide (because if error it was harmless) the issue left openindictaina
footnote in Nerber as to whether the defendant would have an objectively reasonable expectation
of privacy where the informant consented to the video recording, but the hotel room was rented
by the defendant). U.S. v. Shryock, 342 F.3d 948 (9th Cir. 2003).

Warrantless audio and video monitoring of bribe transactions in hotel suite with the consent of a
participating informant did not violate the Constitution or statutory law. The opinion includes a
good review of the Supreme Court’ s jurisprudence in Hoffa, White and Caceres regarding
consensual monitoring. The Supreme Court has not drawn any distinction between audio and
video surveillance, and similarly the court in the instant case does not see any constitutionally
relevant distinction between the two types of evidence. The court rgjects the First Circuit’'s
decisionin U.S. v. Padilla, 520 F.2d 526 (1st Cir. 1975) (a quarter century old and not followed
in any other circuit) suppressing, based on afear of potential law enforcement abuse, consensual
recordings made on a device placed in the room rather than on the person of the consenting
party. The Court favorably cites the Second and Eleventh Circuit cases of U.S. v. Myers, 692
F.2d 823 (2d Cir. 1982) (surveillance of congressman’s meeting with undercover agents at
townhouse maintained by FBI), and U.S. v. Yonn, 702 F.2d 1341 (11th Cir. 1983) (motel room
consensual monitoring; aso specifically rejected Padilla reasoning). The monitoring devicesin
the instant case were installed at atime when the defendant had no expectation of privacy in the
hotel suite. U.S. v. Lee, 359 F.3d 194 (3d Cir. 2004).

Hotel room audio and video consensual surveillance did not violate defendant’ s constitutional or
statutory rights. U.S. v. Corona-Chavez, 2003 U.S. App. LEXIS 9350 (8th Cir.)(Nerber
distinguished).

The U.S. Forest Service' s use of an unattended, motion-activated video camerato record activity
near a marijuana patch located in awooded section in aremote area of Clay, County, Kentucky
did not violate the Fourth Amendment rights of the defendant who was videotaped cultivating
marijuana plants on the land. The Forest Service officers were unaware of who owned the land
and the defendant admitted he was not the owner. Under the open fields doctrine the defendant
lacked an objectively reasonable expectation of privacy in the open field where he cultivated his
marijuanaplants. U.S. v. Westberry, 2000 U.S. App. LEXIS 15064 (6th Cir.)(unpublished).

Consensual video surveillanceis not violative of the Fourth Amendment. U.S. v. Cox, 836 F.
Supp. 1189 (D. Md. 1993) (cooperating defendant consented to video and audio monitoring of
motel room, was in the room at all times, and the surveillance did not pick up any words or
actions that were outside the consenting party's hearing and sight) (citing U.S. v. Myers, 692
F.2d 823 (2d Cir. 1982) (video surveillance of congressman's meeting with undercover agents);
U.S. v. Echeverri, 1992 WL 302907 (E.D.N.Y.); U.S. v. Napalitano, 552 F. Supp. 465 (S.D.N.Y.
1982)).

Consensua video and audio recordings in hotel room do not have to be suppressed in their
entirety because they contain brief periods when the consenting party was not in the room. The
record established that the technicians taping the meeting were expressly instructed to tape only
while the consenting party was in the room. The technicians erred. The record established that
the prosecutors learned of this error and, without reviewing the tape, arranged for the
unauthorized time periods to be redacted. The unredacted version was made available to the
Defendants, but nothing from the unauthorized time period was ever utilized in the prosecution.
Further, the district court, after an evidentiary hearing, concluded that the Government had not
acted in bad faith. U.S. v. Yang, 281 F.3d 534 (6th Cir. 2002).
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College's warrantless use of CCTV to monitor locker area of storage room for thefts and
weapons was constitutional. There was no reasonable expectation of privacy in an unenclosed
locker arealocated on a storage room wall within view of numerous persons who had unfettered
access to the unlocked storage room. Even if there was a reasonabl e expectation of privacy, the
warrantless video surveillance was reasonable under the Fourth Amendment because employer
was investigating work-related misconduct. Thompson v. Johnson County Community College,
930 F. Supp. 501 (D. Kan. 1996) (Citing O'Connor v. Ortega, 480 U.S. 709 (1987) (balancing
test for reasonableness of searches conducted to investigate work-related misconduct; whether an
employee has a reasonabl e expectation of privacy must be addressed on a case-by-case basis)
and U.S. v. Taketa, 923 F.2d 665 (9th Cir. 1991) (warrant required to conduct criminal
investigation through video surveillance of office reserved for employee's exclusive use)). See
also Grossv. Taylor, 1997 WL 535872 (E.D. Pa. 8/5/97) (police officers on duty in patrol car do
not have reasonable expectation of privacy or non-interception). Seeaso U.S. v. Simons, 206
F.3d 392 (4th Cir. 2000)(warrantless search of CIA computer network for Internet usein
violation of office policy) (quoting O’ Connor: “Ordinarily, a search of an employee’s office by a
supervisor will be justified at its inception when there are reasonable grounds for suspecting that
the search will turn up evidence that the employee is guilty of work-related misconduct.”); U.S.
v. Slanina, 283 F.3d 670 (5th Cir. 2002)(applying O’ Connor to uphold warrantless search of
government employee’ s computer equipment for work-related misconduct even though the
search might aso yield evidence of crimina acts and the supervisor conducting the search isa
law enforcement officer; Simons and Taketa distinguished).

(Pole Cameras)

FBI installed video cameras (could be adjusted from police station and zoom in to read alicense
plate) on the tops of tel ephone poles overlooking the residences of two defendants. The pole
cameras were incapable of viewing inside the houses. No warrant was necessary for installation
and use of the pole cameras because they only observed what any passerby would easily have
been able to observe. Defendant resident of house had no reasonabl e expectation of privacy that
was intruded upon by the video cameras. Agents also used a*“video car” equipped with three
hidden cameras, two VCRs and a transmitter to record and listen to conversations in and around
the car with the consent of an informant who was a party to those communications. 18 U.S.C.
2511(2)(c). U.S. v. Jackson, 213 F.3d 1269 (10th Cir. 2000).

“[1]t is beyond dispute that the government, even in the investigation stage, may request court
approval for third party assistance in installing surveillance measures like the pole camera.”
U.S. v. Bullock, 1999 WL 81526 (E.D. Pa.) and U.S. v. Turner, 1999 WL 88937 (E.D. Pa.)
(Bullock and Turner are co-defendants; both cases cite U.S. v. New Y ork Telephone Co., 434
U.S. 159 (1977) (district court had authority under the All Writs Act (28 U.S.C. 1651) to direct
utility to assist federal law enforcement officials in setting up pen register, with reimbursement
at prevailing rates, to investigate offenses which there was probable cause to believe were being
committed by means of telephone. Power conferred by All Writs Act extends, under appropriate
circumstances, to persons who though not parties to original action or engaged in wrongdoing
arein aposition to frustrate implementation of court order or proper administration of justice
and encompasses even those who have not taken any affirmative action to hinder justice)).

Search Warrant Access to Computers, Disks, and Cassettes

U.S. v. Ross, 456 U.S. 798 (1982) (lawful search not limited by the possibility that separate acts
of entry or opening may be required to complete the search); U.S. v. Crouch, 648 F.2d 932 (4th
Cir. 1981) (removal of documents from an envelope); U.S. v. Gray, 814 F.2d 49 (1st Cir. 1987)
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(from the breast pocket of anylon jacket); U.S. v. Gentry, 642 F.2d 385 (10th Cir. 1981) (from a
locked briefcase found on the premises); U.S. v. Gomez Soto, 723 F.2d 649 (9th Cir. 1984)
(from alocked briefcase and a micro cassette found on the premises). In each case the court
rejected the defendant's contention that a second warrant was required before police could open
the container in which the documents were found.

Government’s use of “Key Logger System” (KLS) on defendant’ s computer to capture
encryption passphrase did not record keystrokes when the modem was operating. It was
designed to prohibit the capture of keyboard keystrokes whenever the modem operated. CIPA
requirements were met and the government’s proposed unclassified summary of the specific
classified data concerning the KL S technique is sufficient for purposes of litigating the
suppression motion. U.S. v. Scarfo, 180 F. Supp.2d 572 (D. N.J. 2001).

The transmission of keystrokes from a keyboard to a computer’s processing unit is not the
transmission of an electronic signal by a system that “affects interstate or foreign commerce,”
and therefore does not constitute an “electronic communication” as defined in 18 U.S.C.
2510(12). The “system” involved in this caseis the local computer hardware and one or more
software programs, and either an e-mail or other communications program to compose
messages. Although the system is connected to alarger system--the network—which affects
interstate or foreign commerce, the transmission in issue did not involve that system. Therefore,
defendant’ sinstallation of a Keykatcher device on the cable between the keyboard and the CPU
of an insurance company employee’ s desktop computer is not aviolation under 18 U.S.C. 2511.
U.S. v. Ropp, 347 F. Supp.2d 831 (C.D. Cal. 2004) (citing U.S. v. Scarfo, 180 F. Supp.2d 572
(D. N.J. 2001)).

Computer searches are not per se overbroad. During search of computers and records from law
office, seizure of items outside the warrant was inevitable, but not unconstitutional. If computer
and related hardware must be removed from search scene to perform particul arized search for
records, copies should be made and the computer equipment returned as soon as possible. There
isno justification for favoring those who are capable of storing their records on computers over
those who keep hard copies of their records. U.S. v. Hunter, 13 F. Supp.2d 574 (D. Vt. 1998)
(citing Steve Jackson Games, Inc. v. U.S. Secret Service, 816 F.Supp. 432, 437 (W.D. Tex.
1993) and U.S. v. Abbell, 963 F. Supp. 1178 (S.D. Fla. 1997)). Seeadso U.S. v. Lloyd, 1998 WL
846822 (E.D.N.Y.).

Because of the technical difficulties of conducting a computer search in a suspect’s home (on-
line obscenity bulletin board system), the seizure of the computers, including their content, for
off-site examination, was reasonable to alow police to locate the offending files. Guest v. Leis,
255 F.3d 325 (6th Cir. 2001).

InU.S. v. Lucas, 932 F.2d 1210 (8th Cir. 1991), police seized an answering machine and its tape
while executing a warrant that provided for the search and seizure of books, records and other
papers relating to the distribution of controlled substances. The court found that the language in
the warrant providing for the seizure of 'records supported the seizure of the answering machine
and itstape. The court rejected defendant's contention that the government needed a second
search warrant to listen to the tape.

Warrant to search for and seize "any records or documents associated with cocaine distribution”

justified police listening to three unmarked audio cassettes and then seizing the tapes after
determining that they related to the investigation. U.S. v. Peters, 92 F.3d 768 (8th Cir. 1996).
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Unpublished decisions in which courts have concluded that police may seize information from
computer disks without obtaining a second warrant: U.S. v. Sprewell, 1991 WL 113647 (Sth
Cir. Cdl.) (search warrant authorized search for any tally sheets or pay and owe sheets tending to
establish narcotics transactions. Personal computer, programs and disks taken to police
headquarters where a computer specialist helped find filesin the computer's electronic memory
that purportedly contained evidence of narcotics sales.); U.S. v. Sissler, 1991 WL 239000 (W.D.
Mich.) (warrant authorized seizure of records of drug transactions. Police seized hundreds of
computer disks and apersona computer. Citing Ross, the court held that the police were
permitted to examine the computer's internal memory and the disks.)

Computer hardware was seized as an instrumentality of the crime of obscenity distribution over
a computer bulletin board service. Warrant was not overbroad under the Fourth Amendment.
Concomitant and incidental seizure of e-mail and software stored therein did not invalidate the
hardware seizure. The fact that a given object may be used for multiple purposes, one licit and
oneillicit, does not invalidate the seizure of the object when supported by probable cause and a
valid warrant. Thisis not approval of any subsequent efforts by the police to search or retain the
stored files without awarrant (police did not access the stored files). Davisv. Gracey, 111 F.3d
1472 (10th Cir. 1997).

Police officer’s search of computer files he had probable cause to believe contained child
pornography exceeded scope of warrant to search computer for drug related documents. “His
seizure of the evidence upon which the charge of conviction was based was a consequence of an
unconstitutional general search, and the district court erred by refusing to suppress it. Having
reached that conclusion, however, we are quick to note these results are predicated only upon the
particular facts of this case, and a search of computer files based on different facts might produce
adifferent result.” U.S. v. Carey, 172 F.3d 1268 (10th Cir. 1999) (contains analysis of severd
other computer search cases).

(Scope of Consent)

The First Circuit affirmed suppression of child pornography seized from suspect’s computer
during a consent search. The consent to search was given in the context of a police search for
evidence of the presence of an assault suspect who had attacked awoman in the next door
apartment. The standard for measuring the scope of a suspect’s consent under the Fourth
Amendment is that of “objective’ reasonableness--what would the typical reasonable person
have understood by the exchange between the officer and the suspect? Floridav. Jimeno, 500
U.S. 248 (1991). U.S.v. Turner, 169 F.3d 84 (1st Cir. 1999).
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Applicability of Title 1l

"Oral Communication”
18 U.S.C. 2510(2)
Burglars and others not legitimately on the premises do not have a reasonabl e expectation of

privacy asto their conversations while so situated. Rakasv. lllinais, 439 U.S. 128 (1979); U.S.
v. Pui Kan Lam, 483 F.2d 1202 (2d Cir. 1973).

Government’s placement of an electronic surveillance microphone at an outdoor grave site
memorial service, which intercepted plaintiffs communications, did not violate constitutional or
statutory rights. Plaintiffs failed to demonstrate that they possessed a reasonable expectation of
privacy regarding their oral communications at the grave site memorial service. Plaintiffs
provided no evidence of the context and circumstances of the conversations or of any steps taken
to maintain their privacy. Court did not reach the question whether individuals such as the
plaintiffs could have an objectively reasonable expectation of privacy at agrave site buria
service under different facts or whether the individual defendants would have qualified
immunity in such a situation. Further, because the court’ s holding rests on the plaintiffs’ failure
to demonstrate their subjective expectation of privacy, it did not reach the question whether, in
other circumstances, officers would be required to obtain judicial approval for the intercept. Kee
v. City of Rowlett, 247 F.3d 206 (5th Cir. 2001); Cressman v. Ellis, 2003 U.S. App. LEXIS
20807 (5th Cir.)(unpublished)(citing Kee and its mention of the many factors that affect a
finding of a subjective expectation of privacy).

The overhear of conversations through the common walls and doors of hotel rooms by agents
unaided ears violates neither the Fourth Amendment nor Title I1l. See U.S. v. Hesdling, 845
F.2d 617 (6th Cir. 1988); U.S. v. Mankani, 738 F.2d 538 (2d Cir. 1984); U.S. v. Agapito, 620
F.2d 324 (2d Cir. 1980); U.S. v. Burnett, 493 F. Supp. 948 (N.D.N.Y. 1980).

A federal district judge in Boston held that in the light of Minnesotav. Carter, 525 U.S. 83
(1998), the utterances of a defendant during his participation in an LCN making ceremony at
another person’s house are not protected by the Fourth Amendment. The defendant did not have
an expectation of privacy that society would today deem to be justified because he was not an
overnight guest and engaged only in business discussions (making ceremony). In addition, the
court finds that when Title Il was enacted it was intended that evolving, contemporary
conceptions of reasonable expectations of privacy be applied in deciding whether an intercepted
conversation constitutes an "oral communication™ as defined in 2510(2). In view of the decision
in Carter, the court is compelled to find that the defendant did not at the making ceremony in the
house have a justified expectation that he would not be intercepted and, therefore, did not engage
in what the statute defines as an "oral communication.” Thus, the defendant is not an "aggrieved
person” as defined in § 2510(11). Accordingly, he does not have standing, under 8 2518(10)(a),
to seek suppression for an alleged violation of Title 111 concerning the electronic surveillance
conducted at the house where the making ceremony was held. Therefore, his motion to suppress
must be denied. U.S. v. Sdlemme, 91 F. Supp.2d 141 (D. Mass. 1999).

Government’ s warrantless use of hidden video cameras to observe defendants in hotel room after
consenting informants left the room is a privacy intrusion sufficiently serious to support a
finding that the defendants had a reasonable expectation of privacy under the Fourth Amendment
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that their activities while aone in a hotel room would not be subject to surveillance by hidden
cameras. Minnesota v. Carter, 525 U.S. 83 (1998) is distinguishable because the privacy
intrusion in Carter was a police officer looking through a ground floor apartment window. The
nature of the intrusion may affect the legitimacy of an expectation of privacy, as the Supreme
Court recently opined in Bond v. U.S,, 529 U.S. 334 (2000), wherein the Court held that an
agent’ s warrantless manipulation of a bus passenger’s bag in an overhead compartment violates
the Fourth Amendment because the passenger has a reasonable expectation that he will not be
subjected to such a severe intrusion (tactile observation) into his privacy. U.S. v. Nerber, 222
F.3d 597 (9th Cir. 2000).

Hotel room audio and video consensual surveillance did not violate defendant’ s constitutional or
statutory rights. U.S. v. Corona-Chavez, 2003 U.S. App. LEXIS 9350 (8th Cir.)(Nerber
distinguished).

U.S. v. Sdlemme, 91 F. Supp.2d 141 (D. Mass. 1999):

It might also be reasoned that Title Il recognizes that there are circumstances in which a person
knows that he is being overheard, but justifiably expects that he will not be recorded, because 18
U.S.C. 8§ 2511(2)(c) and (2)(d), which authorize the consensual recording of conversationsin
certain circumstances, would otherwise be superfluous with regard to oral communications
because when Title [l was enacted the Supreme Court had held that an individual did not for
Fourth Amendment purposes have a legitimate expectation that someone to whom he was

speaking in person would not record his statements. See United States v. White, 401 U.S. 745
(1971); Hoffa v. United States, 385 U.S. 293 (1966). See also In re High Fructose Corn Syrup
Antitrust Litig., 46 F. Supp. 2d at 825-26. As has been noted in rejecting this reasoning, however,
88 2511(2)(c) and (2)(d) also apply to "wire and electronic types of communication, which, at least
in the case of wire communications, are protected against interception regardless of the speaker's
reasonable expectation of privacy." In re High Fructose Corn Syrup Antitrust Litig., 46 F. Supp. 2d
at 827. Absent § 2511(2)(c) and (2)(d), consensual monitoring of telephone conversations would
not be permitted. It appears to this court that although redundant in view of the definition of "oral
communication" in § 2510(2), oral communications were included in 88 2511(2)(c) and (2)(d) to
make clear that the statute authorized consensual monitoring of person to person discussions as
well as telephone conversations. The failure to include oral communications in those provisions
could have given the mistaken impression that consensual monitoring of such discussions was not
permitted.

Regarding the use of the term “oral communication” in the language of 18 U.S.C. 2511(2)(c) and
(d), Judge Posner noted in In re High Fructose Corn Syrup Antitrust Litigation, 216 F.3d 621
(7th Cir. 2000) that:

One might wonder why, if the statute tracks the Fourth Amendment, the statute's drafters bothered
to carve an express exception for oral communications intercepted by one of the parties to the
communication, given that such interceptions do not violate the Fourth Amendment. Some cases in
other circuits suggest, in conformity with the statutory language, that there can be a reasonable
expectation that one's conversations even if not private will not be intercepted electronically. See,
e.g., Angel v. Williams, 12 F.3d 786, 790 n. 6 (8th Cir. 1993); Walker v. Darby, 911 F.2d 1573,
1578-79 (11th Cir. 1990); Boddie v. American Broadcasting Companies, Inc., 731 F.2d 333,
338-39 and n. 5 (6th Cir. 1984). None of the cases, however, involves recording one's own
conversations, asin this case.

Prisoner's telephonic and holding cell conversations overheard by guarding officer who was
within earshot were not "oral communications' as defined in 2510(2). In any event, because the
officer used no electronic or mechanical device when he overheard defendant’s conversations,
there was no interception as defined in 2510(4). U.S. v. Vellleux, 846 F. Supp. 149 (D.N.H.
1994).
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Suspect's words spoken into mouthpiece of phone during call from police station were oral
communications as recorded by police on hidden tape recorder at the police station. That the
suspect believed his conversation in Thai would not be understandable to nearby police officer
was of no help to the suspect because the statute [2510(2)] protects an oral communication only
if thereisajustifiable expectation that the communication is"not subject to interception.”

Police officer was standing three feet away. A television camerawas suspended from the ceiling
about eight feet from the telephone and pointed toward the phone. Siripongs v. Calderon, 35
F.3d 1308 (9th Cir. 1994); Seeaso U.S. v. Longoria, 117 F.3d 1179 (10th Cir. 1999) (defendant
who conversed in Spanish in presence of informant who the defendant knew did not understand
Spanish did not have a reasonabl e expectation that his conversation would not be subject to
interception).

A person's utterance is "subject to interception” if it is"readily or practicably capable of being
intercepted.” That is, if aperson should know that the person's comments could be artificially
detected without too much trouble, or that the means of artificial detection might actualy bein
place, the person's expectation of noninterception is not reasonable. Wesley v. WISN Division-
Hearst Corporation, 806 F. Supp. 812 (E.D. Wis. 1992) (comments made near aradio station
microphone). Grossv